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TE35rs (obsfs)
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noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

TWZR R IRSBAFIEFNZLENRTBHIEREMFERAIR, AP ERRIEEBED ™~ m. KRS8
FFERTRERE SRR ERTEEZA .. RIFSRBELIE, AR IEAT AU DI REERIIE
RAEKARILE -

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SASRRZ 09 (2024-04-11) WRIFRA © LERFRARBIRAF



ZERH

i EERE

FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory
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JWREFEIRS
T B8 (obsfs ) B

T ODSTS BT T T eeeeererneeneeeeresenesssessssesssssssessssssssssssssssossssssssssssssssssssossssssssssssesssssssessssssssssssssssessasssssssane 1
2 IR TR e eeeeeeeeerecneecseesssesnsesssessssesssesssesssessssssssssssessssssssssesesssesasessssesssesssesssesssessssesssesnsessssssans 3
2T BB ettt ettt et e et e et et et et ettt et e e e e e e e e e st st ne e 3
DD TR B T OISO e e ee s es s e s es e s s ees s e s eee e e e e e se e s e e et e s eeeseeeees s seee e s e e eeaee e s eeaee e s seaeseessssasseeenan 5
2.3 BT ODSTS oo vee e e s eee s e s e s e s e s e s e s s e s s s e s s e s s s s e s s s s s s s e s eer e s 7
B R E BT oo eeeeeeeeeeeeseeeseseses s s s s s s s s s s s e s s eaeasa e e s e s aneeeaeaseatetetetesesateeanse e e e e seeesaeanans 8
Bl BB TR T ST B R B oo oo oo e s s s 8
B B B TR T ST BRI oo e s oo et ee s ee s eeseeeeenn 12
A EEDLITIRIL ....ooeeeeeeeeeeeeneeesseessesssesssessssssssssnsossssssssssssssssosssessssssssosssssssessssssssssssesssessssssssssssossasssssse 14
B EEEEARIE oo eeeeeeeeseeeeeeeeeeeeeeeseteteses st et et e e e et st et et s e e e e st et ss e e s ssee e e s s eensasanas 15
Bl F T T T ST B IBEEE M oo oo e s ee s 15
. B TR T ST ZRIEEE ML oo e e s e e e e e e e e e e s ees e ee s es e e s s eeenee 17
B R T R E e eeeeeerecereceecsseseesssesssessssssssssssosnsesssessssssssesssssssessssssssssssessssssssssssessassssessssssssssssesnsenns 18
5.1 LDFUSE BZIEHE oot e oo e e e e s e s e e e e e s ee s ee s eeseeeeen 18
A BT TIE R e eeeeeeeeeeeeeeeseseeesesensasssssssesensasassssssssssnsssssssssssssasasssssessssnsasasssssnsnsasssssessnsasasssssssnens 20
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MRFEIRSS

T E}5r5 (obsfs)

1 obsfs fag/t

obsfs &F}

HRSRE

AR

obsfs TR T 20244781 BT, FABOBSTEMIL T EISHPIIERISRE, BIEH
SERESERR, NEDESER TEIS KA.

obsfsEXTRIFMERRSS ( Object Storage Service, OBS ) 12{HHI—2REFFUSERISZ{4
RETH, ATIBOBSHITXHRFIERZELNUXRS, 1LAFREISEARMISIRIES 4
RS —HEIZ(FEHOBSBEMNFEIE

M FEANMEARM AR BEEIRERAR, RAEICHIEFEEOBS LERKE
HIERGIEIT5E0, HEFERobsfs,

SIFESFTERFZILnudR(FRFANAI GRS S, BEAMXGRAE
EOBS LA o

bR B RIMBE I, BITERRS LEZE0BS,

FHITXEHRAFRINRZFELERNERE R, EAMHITER. B, B
BREHTFRE

AEHBERAURAT, BREHEUBERTRENRDEARTE, BUEER
BEENAIRE . BFERT=ERIENEZBER.

obsfs RSZTIFELOBSHITNH RS, A IFHEHIIREFER -
obsfsiEHOBSHATNH R GG, FAIFERftpEFRFER.
THERBRFNH TG RR UM S A G R G2 BREAEREEIN
g, FRANFEEIEUTHD:

- HEHBRPHOXET G EARTIFEEHES S .

- PEMBFRERBIZISE.

-  R{FERFUSEHERFERIGSERPTUIT®, FEaeHEm=S.

- s, statZFlinuxap S EEITIZIHIBI0OBSIRSS 2., FRLAMRERE

— M HITXERAIFEREIZE=RSEE, BHIE—REEREETHIP, B
BHEMEZETRE BRI —NXEHESNIIE R

WAV SRIETNIAMSRREXSobsfsiER A NAER, BRKAERIETNIAMSERERS
obsfsiEE HF B BIAERL -
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https://console.huaweicloud.com/ticket/#/ticketindex/createIndex

JHRIFMEIRSS
T B8 (obsfs )

1 obsfs fag/t

ERNERERR

obsfsi@RTFLinuxdiR{FRSE, BIRZIBFIREIESWNER-1FR.

% 1-1 $XBY obsfs BUA

Bz iRH EABLinuxX&{TAR BEES
BET | BEETHESLRMHAEX | Ubuntu 16, CentOS 7 T#EFH L obsfs
=1 #a, FELinuxBeEi=

TIRE SR eI ER

obsfs .

MAERRAS 09 (2024-04-11)

WRIERE © HERRARBIRAT



STRFEIRSS
T E}5r5 (obsfs) 2 MEER

WRHES

2.1 RiFHES

{EFobsfszhl, BEEFTMIIR2-1FIRIIRIRES

*2-1 RFHES

BRI 15208 B{FRS
EHKS KSREHEARAER, TTLESEIAMA | iEREAKSHIT

. hiaERROBSHITN MR ZZobsfsTE | BEAR
BRIRIR, (EAobsfsZal, BHRERE—
EIIFBOBSRIKS .

IAMEF ik, AREKRSEERNZSME, FEIY | slEIAMAR
{FHEFMKSEZHITOBS, BB T FH—
BINIERRSE (Identity and Access
Management, IAM ) SJZEEBOBSERAA
I’%BEEI\JFHP’ FBFobsfsHil{TOBSHE X1
izl
5ipa10BSHEZE{L, {FHobsfsiEEFAIHIT
HRFEIAMBFREEEFOBSHEXANSIENIR,
BS5O0BSIEHINRER—E, [IAMARPIEFOBS
BXACIRIEE, SEIXSOBSHEINFITIER

HEK .
BIEEEE (AK | 5258 ( AKFOSK ) 2IKSHIAMABRRE | Sl@Eisia=E:A (AK
FOSK ) IS8, obsfsi@3ipaZHEEFREOBS, N | FISK)

MINERIMEER, WRIESREONEE. 5
EMEFIERS BHRIIERE.

HITNHRR | AITXHRRREHEEIENSS BIEHITERS
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MRFEIRSS

T E#5r5 (obsfs)

2 NS HS

EMERKSHITEEL A

B2

fEfERobsfsZRl, EEBME— 1 ENIKSHERMINFFEOBS, OBSIEMHZEIIRIR
BEMITELN, REJWLRFERIFHEOBSIRSS . AIIFFEOBSERIFI#TIAIE
MER. MREEERSHIKSEFEOBSIRSS, HLAILE SRS .

LI =Mibwww.huaweicloud.com,

£E2 EMKS

43

{EFHOBSRIZEM— M EAKS . NREEBKS, BENETEIFA.
1. AEIREPSHMEEN, B “EM .
2. 1EEMNE, RIBRREE5TIEM.

EMAINE, RARENIEEEN T AEERE.

EIRERSH=AN, BF “BR7 , RKSEFEE.

$RA EIERSHEAN, BE “E=He7 , EAEARERG.

BliE 1AM R

gz
$HR2
$ER3

gz

.

HRERSERRENZEMN, FENERIMKSERZIBIEIOBS, BB S—B)

INIERRSS (Identity and Access Management, 1AM ) glI@ZEHBOBSE RGN FRRY

g):', FHUAEobsfsHfTOBSHEXKIR/E . MNREBAEE(FHIAMAR, TJLAREIILEERS
o

HFEI=MIEwww.huaweicloud.com,
BEUEALAN “EHE7 , FRIMKSEREEEHS.

HFEIERSMEIEE “IRSIIE > BIESEE > F—BMIAERSIAM” |, HN “G—
SMNERS” EEEHE.

BIEZAFA,

FASRESWEZAFE, SIEMINGE, & ‘APEANR” kR ‘=[RS > X
KFEIRSS” , NizAPEEEOBSRKES . OBSKIBAXNEE, BEEIAMBUR.

AR

THRF TR R FTBNIRSAEOBSIEFHRER . LAIAMAFEE T OBSHEX A BalRER
&, BRBFIIOBSHEFFI TR FEE .

BIEZRAF.

FHERSSNEZAR, SIZBF “FERFAR” FiEFESRACIZENEBOBSX
PREIAFE.

MR

MRAFESBEEOBSHXIR, EAILATEOBSIEHIE, B RASoACLERRIZHIS A
FEEHITNHRFNTEIEFIR

-
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https://www.huaweicloud.com
https://www.huaweicloud.com
https://support.huaweicloud.com/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/perms-cfg-obs/obs_40_0003.html
https://support.huaweicloud.com/usermanual-iam/iam_02_0001.html

STRFEIRS
T E#5r5 (obsfs) 2 MEER

BlZEAIEER (AKHISK)
I5I3E4A (AKFISK ) EWSHAMBPIEIHES, obsfsEidihiamiaaREOBS,

MMXHBERINZEEZ, BIRESKONZE. TREEMBERWNASHHIERE. SIS
EESNeIEGEEE (AKFISK ) . MREEHEIHEZEA (AKFISK) , aJLARSIS I

HBOAR.
(i8R
SMKSTAMEF B S TR MERIIBITEN
BIEFHTIH RS

BIBHITXHRANANIFE N ( T RGIFIEER ) -

2.2 FEHZLEE obsfs

HERAILInuXEFATTIR, obsfsiE2tT CentOS 7. Ubuntu 16 FHER{FEHLERF
BEiETHER. B TEA Ik obsfs TElE, TEXMAILInuIRER S LECEIFIZIT
WEFMAETER®S, BEEERHITXEHRS.

& obsfs I{4E
obsfs Tttt aNZ=2- 277 -

ZE 2-2 obsfs TEbt
LinuxZ1ThR | TEitht
CentOS 7 https://obs-community.obs.cn-north-1.myhuaweicloud.com/

obsfs/current/obsfs_CentOS7.6_amd64.tar.gz

sha256:625ef26e050f339812e91b655a41c7723163feccbe8ead27
be10a512be34102f

a1 RIS %
Ubuntu 16 https://obs-community.obs.cn-north-1.myhuaweicloud.com/
obsfs/current/obsfs_Ubuntu16.04_amdé64.tar.gz

sha256:05c9ed58707734e98febb8534d8397727a5e99ce6df194a7
3f0bf26d0df35d8b

BB MIIETSE

(MERTY::
o THRWANRMERSIRAE, LEATobsFS{ZIFXTRAILINUXEZITHRA -
o obsfsi{HE{N#Fopenssl1.0.0Z LA TFARAS

o obsfsEX{4-E Tt RS RISHA256F3 - FIIER A BRI EE M . IIESET:

1. B TFEMobsfsiRtEE AR SHA256F3 ( LACentOS 7hRA S )
sha256sum obsfs_CentOS7.6_amd64.tar.gz

2. XIEEAEREAYSHA256E5F0XT RobsfsER{F 6 Tttt N RISHA25688 , aNR—3, NS
TEHEEAFEZS SR EFENER .
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https://support.huaweicloud.com/qs-obs/obs_qs_0005.html
https://support.huaweicloud.com/pfsfg-obs/obs_13_0002.html
https://obs-community.obs.cn-north-1.myhuaweicloud.com/obsfs/current/obsfs_CentOS7.6_amd64.tar.gz
https://obs-community.obs.cn-north-1.myhuaweicloud.com/obsfs/current/obsfs_CentOS7.6_amd64.tar.gz
https://obs-community.obs.cn-north-1.myhuaweicloud.com/obsfs/current/obsfs_Ubuntu16.04_amd64.tar.gz
https://obs-community.obs.cn-north-1.myhuaweicloud.com/obsfs/current/obsfs_Ubuntu16.04_amd64.tar.gz

MRFMEIRSS

T Ei5r (obsfs) 2 MEER
Z3E obsfs
1. E—&WindowsitEH L, RIBELinuETHAIRA, TEHEIXIRAYobsfsirit
a,
WNRISELINUXRFERERIN NS IT IR, BRKREE2,
wget obsfs &gt
2. BEENNEESEH TR (ELaIWInSCP) , SHEGaEREEILINnUIZ T
Mo

3. fELinuxEfTtlL, A T#ERS .
tar -xzvf obsfsEFfEEERTEER /obsfs_xxx.tar.gz

(ALY
EHETLUERU TGS, BRGaREEREEER.
tar -xzvf obsfsEif4EIZEXTEEE/obsfs xxx.targz -C }EEER
4. i#ZEjrootEHF, #HobsfsfEEEZR, HITLA TS %% obsfs,
bash install_obsfs.sh
(MEEY::
BEWMFERroot APHITERE, BURLINEEETEERFER.

BEWTZEGSE, contabSiRII—5EESS, AT obsfsHEESEIEE, s E
Ja/var/log/obsfs/,

crontabsRAYFRINEER: */10 * * * * [ -f Jopt/dfv/obsfs/obsfs_log_rotate.sh ] &&
bash /opt/dfv/obsfs/obsfs_log_rotate.sh

BEIRTIE
obsfsHi={TIME ik Efiopenssl-devel, fuse. fuse-devel&Eif4El, =iTobsfsZhi, &
FEBIGSREEKRIME,
(11 %88
o obsfs3ziFFRARlibfuseiRA892.9.7, 2.9.882.9.9, MR HFIEHIlibfuseREMIRA, B
ZlibfuseRFEBSHITLE
o FOILUEBITIRERFEEENEEGSESLibfusehia, BoILlEISLA Tan<E#libfuse.sold

RIEHRIELEMRA
find / -name libfuse.so*

e (CentOS7
yum install -y openssl-devel fuse fuse-devel
e Ubuntu 16

apt-get install -y libfuse-dev libcurl4-openssl-dev

IEIE
BHNobsfsErEER, HITLA T s S IIEobsfsBER M INIZTT o
.Jobsfs --version

Lan P B EHMobsfshRANMSERT, FRobsfsBEEMINIETT, AaILAFH AL EFH

obsfs,
(AR

UHSERHIEIRIT, EalL{T: openssl version, B&opensslRAEEHEEK, obsfs
BAFEINZi5openssl1.0.0 R LA TARZA o
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MRFEIRSS

T E#5r5 (obsfs)

2 INEHS

2.3 {J834% obsfs

HIRRSR

BRIELR

1=
v

i1E

v

1
%2

fEfEFobsfs2/l, REGIHAER (AKFISK ) EEBANERNYE, HEEFERFFIT
HRFEIHERENSHHITIDE

AEFBLUSHIDEREEEN “/etc/passwd-obsfs” ZHAAI, NMBEEIIRIES

Ko

ESREULIRER (AKFISK ) , BARIEESIERES

I <L1TRIR.
HATUATar<, EREBTRRIEAN

o XTF2023F2825H2/F (F&ZHEH ) NEMREE, FUTUUTHS, Kb

ZIAMZERBANZHENE “/etc/passwd-obsfs”
obsfs --password_encryption -0 ak=XXXXXXX -0 sk=XXXXXXXXX -o passwd_file=/etc/passwd-obsfs

12RUAT RN obsfs: set ak sk passwd_file

RRLAT AL passwd_file *** already exists. , iEMIBRFanMilbREZEH A,
BERERERNE.

A E&

Iap$SEhistoryhRgEak. sk, FiX{Fset +o historyds< XiAlhistory il
7. HATIERI{EMAset -0 historyfp RS .

o XIF2023F2H25HZAEI (84828250 ) HWE MUK FRIBmFEM
obsfs, HATLAT®<, BIHREBEBENEHEIME “/etc/passwd-obsfs”
echo AK.SK > [etc/passwd-obsfs

HITLUU TS, BEEERERESEERI.

cat /etc/passwd-obsfs

HWITLAT S, REFRNGREEBESRAFIEIT,

chmod 600 /etc/passwd-obsfs
(e

Ab5lkak. skittiEaH @A SSISpRN, ENERIGRTak, skakE IS ak. sko ak. sk3ZfF
siSEHT, WSS . NMERERXEFBNREMER.

TR
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SIRFERSS
TE$5F5 (obsfs) 3 2{Eigm

3 R {FIEr

3.1 EEFTNHRS

BiTobsfs{EFIOBSHRSS , FEIGOBSHIFITNHRFEREE NI GRS L, £
HERE, TTLMSIRIERIEBR—HHRIEOBSHATMMHRSR, LLUMREENHEE
HEZR, BLEXNREOBS,

(AR

obsfstEFFNECHRIRSSEEECS LAY HAOBSAE, FAARAEARRSBRECSHIRE.

LRSIRE
o OobsfSRSTIFHEHOBSHITMH RS, FIFEBIIRFHEN.
o AMEHBRULUAAT, EREHBEHERTEGHNSEARTA, BUBES
BEIEIRE . BINERTBRIENEZER.
o HHBRPRIGS UG EAIFEEEHS .
o BIEMNBRRETEBIILSRE,
o BRBIBSFIEDNHITHEHRES, ELnERRE, HHEEEMER.
o HITNHRFHNB=ELLIMERBERAE,
(1] 588
FBEALUSEFNBESFHTXER S, BNEESIANBERSF TSRS,
o —NMHITINHRFAIFHEHIZERIRSSE, BHIE—MMRFHEBTHR, &
BENZERRSBERT— N XHEHFEEANIER.
o RRAIERISFIAMEERE X obsfSIER A TNAN, B RFAERIEFIAMIRREXS
obsfsiEF A IBAAER
BIRRERH

o EmIhikEobsfs, BINEIFIES N THFHEEKobsfs,
o E#liaftobsfs, BIMEFIES AN Lobsfs,
o AMEHBREFHE.
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SIRFERSS
TE$5E5 (obsfs) 3 2{Eigm

(11 588
BT LUMERmKdiras S BIZ— N BRARESF T RSR . tLunglE—1
mountpointB %, <
mkdir mountpoint

o EREIRIRZE,

(1] %83
MRHMRARTESF RIS BADEETA, LSBBRENEY.
FRIERHTHERS

B FHHRSTRIE,
B2 ([FHcdipSiHNobsfsERIER R .

$I3 IRRLATESHTHERG S

Jobsfs FTRMRFE FEEHR -0 url=[X1p&iG 7520841 -0 passwd_file=Z X f4ES/Z -0 big_writes -0
max_write=131072 -0 use_ino EftEEEH

o FINHESR: BMNTFEHIIFITERRER,
AR
SIFSEFH TN RGPS E B RIEHEI AR . AP ERIMSUER, HARIERER
&, IXEEHEFITXERAPINTERR . EHGIUT:

Jobsfs HITRMERLE . /HRE FTHHEFHER -0 url= X147 5 m404) -0 passwd_file=
B REAE -0 big_writes -0 max_write=131072 -o use_ino Mt E40

o IEHBER: BWAGEHBRIBIRZIAEIREZ.

o [XigRimTymitiil: ARERHERIT R RRRE RIS MRIRES R AR =
Hehit, BMERIESIMXAZRTIN.

o HHBY

=S (BRpasswd_file. use_ino%h ) AANEIR, RIBEKRIEFESEISEA
&, XA -0 BHSH=2HE, TAEERESHENBRT, EFER-o0
SHESH AT, OBSTIFHIEH S NIRIBINZR3-1F7R.

(MERY::
K TFobsfsIEHITHNSEIRE, AJH{T./obsfs --helpH L THRES.,

& 3-1 HEHSHIRP

SHBR SHE 4B
passwd_file A String AR, (FHHobsfSHIGMILLER

ERE: 1R | ETPIRERAKRISKIES, LIXIRBFSH
obsfsErEyss | HHTHIE,

AR IRHTT

®’E,
use_ino EE {ERZi%IN, HobsfsyBidinodefR= .
big_writes A EE FeERENEEFRABEKXN.
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https://developer.huaweicloud.com/endpoint?OBS

MRFEIRSS

T Ei5r5 (obsfs) 3 1#{EiSr/a

SHBR SHE izl

max_write 28 int {NBcEbig_writesfUBER FAERL, B
AV INEX/NAAKB, HEF(FEFRI128KB,
128KB

nonempty IFE FFESHERIES.

allow_other R EE AFEMBFIBRHTXE RS

max_background | 2&8: int i EEaRAEFERE.
HEEFEUE: 100

use_path_request | FEE LRAER ({FRBlegacy API AR

_style ¥ ) 15I8]OBSHY, B{FERIZEH.

=Ll

HurlBHEIPHBILRY, EHHSVIUE
HISH, BUSREZFTER.

umask AEE EeENHBRAVERS, (FRILSHEE
EHITNERFGRE ERIBUR
iAE
{ERumaskBLEE, EHBRTHENR
LIHEENTTT - umask

{ERATME: -0 umask=xxx
REUMaskA777: XHRGFETEXERBRD
000

IZEUmMaskI000: ARG XERBRD
777

IZEUmMask002: HRFFIEXERBRD
775

obsfslog REE MECEMHINEESEESY, SiEH
SR, RAEF., FRLSEHOILER
EEHENERT, BEXETHRA,
2R
BRE SRR EEA: /etc/obsfsconfig,
MREFRSH, FTEFIMEARMEIE
EEEHSRUT MR EESEANS.
B EXHRERA:
/|BEER . EH0, BEERXHEEET. B
R, BXAERBEXE, BR: /var/log/
obsfs, LUHiESaE. ER2, EXHEEEAN
RFEEE.
dbglogmode=1
//BEH3, dbg. info. warn. err. crito A&
K30 Adbgakinfoliy, SITENSESHFMER, 4l
wm: {HE. XHEE,

dbglevel=info
LA PITUTHRS, KEEBER.
df -h
SFREETUFEMCREERY, FROBSHITIMR G ETMIN .
Filesystem Size Used Avail  Use% Mounted on
obsfs 256T 0 256T 0% /path/to/mountpoint
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SIRFERSS
TE$5F5 (obsfs) 3 2{Eigmm

(MR
HONHRENSEBEULIMERBRIE,
MERBEERULZEURBIREE, FROBSHITNHRSETHAMW . LATRIERITH
EHmTEEMIUTESEY, AUEREFHEESISEURFREARNES:
-d -d -f -0 f2 -0 curldbg

AEBIREEFIEREEHTTREMN, ERSELEESEERFHITIHRSK

o

R

a7l

B LAER — - b= — XA “filesystem001” FHATIEFEZERSE . obsfsZiH 4
B81279 “/etc/passwd-obsfs” {EARMESFMHEMIN T ER G SR, NEEEROBSH
TNHRFENN—LESHEE.

o BHITHEERS “filesystem001” HEFHZE “/mnt/mount_path/” BF, HoiF
ZBRIEE:
./obsfs filesystem001 /mnt/mount_path/ -o url=obs.cn-north-1.myhuaweicloud.com -o
passwd_file=/etc/passwd-obsfs -0 big_writes -0 max_write=131072 -0 nonempty -0 use_ino

o  BHITXHEHERS “filesystem001” FHEHZE “/mnt/mount_path/” B, FiRE
BEEFAN:
./obsfs filesystem001 /mnt/mount_path/ -o url=obs.cn-north-1.myhuaweicloud.com -o
passwd_file=/etc/passwd-obsfs -o big_writes -o max_write=131072 -0 max_background=100 -o

use_ino
o  BHITXHRS “filesystem001” EHHZE “/mnt/mount_path/” BR, FHAaiF
HitFFRnaizER:

./obsfs filesystem001 /mnt/mount_path/ -o url=obs.cn-north-1.myhuaweicloud.com -o
passwd_file=/etc/passwd-obsfs -0 big_writes -0 max_write=131072 -o allow_other -o use_ino

(RARIY:
HurlSHUENIPHELUERT, 1BTELA_E3ES R BIIER -0 use_path_request_style2#, BNSHRIG
BRETEIR

FNBRHEEFHITHRSE
LATABLLACentOS 7HMERF G, NMBIMEEFNBES.
£]1 {EMroot AR ERLinuxiz T,
£B|2 PITLATE<, BIE—1/home/startobsfs.shBIA3 {4,

vi /home/startobsfs.sh

I3 KRIHANREER, BLATHSE N /home/startobsfs.shEIARIZ {4,
#!/bin/bash
cd obsfsHrTEHIEXT T
.Jobsfs FTXHELGS FMHEZER -0 url= X127 ~ibhf -0 passwd_file= ZEGXHE5/F -0 big_writes -0
max_write=131072 -o use_ino ZE S

(1 588
EHGSSHRPBEEN ‘FESHITXHRR" HoMLES,
R4 $REsciE, WAwq, REFREEIASE
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MRFEIRSS

T E}5r5 (obsfs)

3 #B{Fisr

IR

[SEER(F

HATIAT RS, T rootFBPIRIARIAT TR -

chmod +x /home/startobsfs.sh

HATLAT RS, I FrootFBFRdrc.localSZHAIHATINGER o

chmod +x /etc/rc.d/rc.local
(e
FEHEERZHIrc localSUEIE ARG, 7ECentOS 791, %34 E J9/etc/re.d/rclocal,

fmig/etc/rcd/rclocal’fd, BLATHSRMENERE, FEFHELH.
bash /home/startobsfs.sh
(e
gg%/etC/rc.d/rc.localqﬂﬁiﬂﬁﬂ’ﬂﬁé\, fBlan “exit 07 , BEALBHINGSRNBREGSZ
Blo
BRERWIE.

FEEELinuxfE, FITLUT®HS, BROBSHITXHRRREHERAI.
df -h
AR

[EERANRIBEGE A BaiESF TSRS, MibRrclocalsZrhiiiTobsfsiERan SRIBIANS 4
BIAT,

R

[REMNRFEXNEEBIFA TR EHTSERE (Fig. E2EMIR ) , 155
gﬁiﬁgﬁiiﬁﬁﬁi‘z XTECEEHF TG RANERERE, B NBEESFHT
R o

3.2 BUHESFFHITEHRS

HURSR

BRIFERR

MRABREBIERSVHBOBSHITN MRS, BRI CERFITHERS
EITSEEE . EXEMIPREY, ALABGEERFF TSRS

AR
EEESH T X RR T2 EREFEFTHREPAEE.

FEUHERIIF T ERF BRI T RIS

£ FIFaSITRIR

£HR2

MELRERESRTERER,
o E, TRUEEHBR, BHEBHITERS.
o &, MITPTES,
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M RIFERSS

$|3 PITUATES, BIEEERIHITERSR.

umount AHHEEH R

T4 WTLUTHS, EEERRCEEHER.
df -h
R
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JHRIFMEIRSS
T E15F3 (obsfs )

ik
S
o
=

E— 1 HITNHREREATLUERES N EFRIS?
1158

RA—1 &P LIRS N F TG REE?
AL, BE—MEEEEERIMTA.

obsfs HHFNEAH=RSSET ECS LTS OBS MEXRRE =R ER ECS RURE?
IZTEIR-FIE)EHOBS:MLE, Kﬁﬁﬁ&?ﬂEHERDDECSE’Jumgo

HEREH T R SR AP BE?
—RIEAT, RERTERHSNAPELESERIOIR.

MRERFEMBFAEESRES, tJliffobsfsizmdhigxEallow other&#, @
Nk

.Jobsfs filesystem001 /mnt/mount_path/ -o url=obs.cn-north-1.myhuaweicloud.com -o passwd_file=/etc/
passwd-obsfs -o big_writes -0 max_write=131072 -o allow_other -0 use_ino
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STRFEIRS
T E#5r5 (obsfs) 5 BEE

D s

gL="

5.1 HEHEHFHTHRFKW

RIARBEEEBF T RANBEINAENSR, S&7TEREHFITNHRREXK
BYRTRE/R R R AR IR % o

MR—: EEHFHITERESRTHI “The specified bucket does not exist” {55
.\&

[ RE(L :

FHEHFITXEHRARF T

FRIRIME:

SIE— T RREBERES .. SIBNAEEZS UEIBFHTIUERS.

W= EHHITUERZRTHEI “file system not support this request: this
bucket not support filesystem” ZE{LUEIR

()RR :

FHIMARHITXHRSR .

fRRINE:

BIE— NI RAEBERES . SIENEEASHEIBHTHRES.

Ws=: EHFITUERFITHEI “The request signature we calculated does
not match the signature you provided. Check your key and signing

method.” FE{LIEEIR
(B RRREA :
SR, HEEEA (AKFISK ) BeEALEM.
FRIRINE:
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STRFEIRS
T E}5r5 (obsfs) 5 BEE

MERAXHFRIAKFISKEE R B ELEH . KBS ZSRBYIALobsfsET I
%3,

MKRM: EHFHTERSZRTHI “specified passwd_file is not readable” 2&{1)

F=HES
IBIRAES -
passwd_fileFe BRIV SA S IRIE A 1EM -
RIRIME:
1Epasswd_filelFEHSHEENZHANHRERRIELER. KERESRYGHK
obsfsETHHIZER3,
MSA: FEHEHITIERFATHIL “Access Denied” ISR
[BIRARES -
ENEY, IAMAFRBOBSEIENIR .
RIRIME:

LS RPIEINOBSIRIEIIR . BIEHZSRERESR.
M7 EHFITERFARITEI “unable to access MOUNTPOINT /obsfs:
Transport endpoint is not connected” & $51=

B R :

EH IR ERS—MobsfsiEdiHiE 5.

FRRIME:

FRdfmS, EEIRICERS XRIER, EE— RS BNBREERER.

Hxt: EHFHITERESEM “unknown option” SELIEHR

[BIRRTE( -
THASFSHERE, obsfsAiRzl
RRARIE:

MR “EBFTXHRR” ETHIRI-1MGEERSH.

M)\ EHHFITHREFZRFTEIM “unable to access MOUNTPOINT /mnt/
obsfs: No such file or directory” ZE{FEIR

(BB :

THEFRKRER.

RRIIE:

ERmkdirglZiZB R, S&#it— I SFENER.
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STRFEIRSS
T E#5r5 (obsfs) 5 BEE

MKRN: HEEHFHITUFRSGATHI “ obsfs: Accesskey, secretekey and

token(optional) should be encrypted before mounting.” Z{5E1=

[EIRRTE( -
AR AR B SOAEZRER TS
RERIE:

BRI HIITABTING, BHETHER

MK+ EFFHTERSEITEI “device not found” &R

(Al RRRE( -

1. BERmhfuseBIESEIRIELM

2. fEdockerBEStF=T, iRB--privileged2H ST EEH -

fRERINE:

Rt D fusedBiE, TILAAITfind / -name libfuseso* S BEERE B TELLA
%, REREELEfuselBlY, FWNEEETHE.

fEdockerBFgtn=T, FEEdocker rundpiiil--privileged2%, &85--
privilegeda ST E TR -

1.

2.

MR+—: FEHHTEHRESEITHEI “The difference between the request time

and the current time is too large.” Z{U5E=

IBJREE( :
LRIRGE SEFERSEEMTEIEET K, SEISRENLM
fRRIIE:

RIESRIRSAE

5.2 BHEEFITERGEXM

AIRBEREESFHIT R ANBEINARISR, S4E 7 EREUEESFF TS
RBKXMAIOTBERE R RRINE
Hg—: BUEESITUHRSITHI “target is busy” ZE{EIEIR
[EEREA -
EUEESAY, STRinEREERERERRETFER.
FRRIIE:
BHEHBER.
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STREFERSS
T E$5r3 (obsfs ) 6 HEXIRIE

6 EPSEYS

6.1 libfuse LIS

AEDLALRZELibfuse 2.9.7801, FHHNBFECentOS 7. SUSE 12LAK Ubuntu 16H932
E.

BIfESRM
T#ilibfuselai3, HimiEERklibfuse.s0.2.9.7,
libfuse F&iittlt: https://github.com/libfuse/libfuse/releases/tag/fuse-2.9.7

tar -zxvf fuse-2.9.7.tar.gz

cd fuse-2.9.7/ && ./configure && make && make install
echo -e '\n/usr/local/lib' >> /etc/ld.so.conf

ldconfig

CentOS 7 &4« libfuse
CentOS 7BAiAZ%=hI2libfuse.s0.2.9.2,
BASEEIREIHERE TE . mFEREMlbfuse.s0.29.7, AERBIUTERHITE
e
TB1 WITLATHS, BikIBRAlibfuse.so.2.9. 27 %,

find / -name libfuse.so*

2 HITLATES, $libfuse.so.2.9.74 N ZE|HhRAElibfuse.s0.2.9. 2FRTEN & -
cp /usr/local/lib/libfuse.s0.2.9.7 /usr/lib64/

£E]3 PUTATE<S, MIBRIBMRZlibfuse soFFRYPTEHEE o

rm -f /usr/lib64/libfuse.so
rm -f /usr/lib64/libfuse.so.2

£ PUTUATEGS, B SHMIRIBMRAHEZSEMRYlIbfuse.s0.2.9.7 FEHEHZ .

In -s /usr/lib64/libfuse.s0.2.9.7 /usr/lib64/libfuse.so
In -s /usr/lib64/libfuse.s0.2.9.7 /usr/lib64/libfuse.so.2

-

SZAERRAN 09 (2024-04-11) WRIERE © HERRARBIRAT 18


https://github.com/libfuse/libfuse/releases/tag/fuse-2.9.7

STIREFERSS
T E15r (obsfs ) 6 HEXIRE

SUSE 12 &%% libfuse
SUSE 12ERiAZ3=RY=Zlibfuse.s0.2.9.3,
BAREEIRRAHREEE TH . miFRERlbfuseso.2.9.7, ABIRBIUTERHITE
=8,
TE1 WITLATHS, EikIBARAlibfuse.so.2.9.3FHEE,

find / -name libfuse.so*

B2 HITLATS, Blibfuse.so.2.9.7# N E|Hhx A ZElibfuse.s0.2.9.3pFFE N & -
cp /usr/local/lib/libfuse.s0.2.9.7 /usr/lib64/

$|3 PITLATE<, MERIBMRZAlibfuse.soFERIFRBHEE

rm -f /usr/lib64/libfuse.so.2
rm -f /lib64/libfuse.s0.2.9.3

FEA PUTUATEGS, B SHMIRIBMRAHEZSEMRYlIbfuse.s0.2.9.7 FEHHE .

In -s /usr/lib64/libfuse.s0.2.9.7 /usr/lib64/libfuse.so.2
In -s /usr/lib64/libfuse.s0.2.9.7 /lib64/libfuse.s0.2.9.7

R

Ubuntu 16 &3¢ libfuse
Ubuntu 16BAIAZ3=AI2libfuse.s0.2.9.4,
BACEEREEHREEE T . miENREHHLlibfuseso.2.9.7, ARKBIUTEERRITZ
=8,
1 LTSS, &KkIBRAlibfuse.so.2.9.4FE %

find / -name libfuse.so*

£IB2 HITLATES, $Slibfuse.so.2.9.7# M E|HhRANELibfuse.s0.2.9 4FRTEN & -
cp /usr/local/lib/libfuse.s0.2.9.7 /lib/x86_64-linux-gnu/

£E3 PUTIATE<, MERIBMRZASibfuse soFERIERA RS -

rm -f /lib/x86_64-linux-gnu/libfuse.so.2
T4 PELATSS, B SHEMRIBIRAEZEZEUAIbfuse.s0.2.9.7 FEfEE: .

In -s /lib/x86_64-linux-gnu/libfuse.s0.2.9.7 /lib/x86_64-linux-gnu/libfuse.so.2

R
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JHRIFMEIRSS
T E15r3 (obsfs )

A BiTiER

A ZiTieR

pZi=:1 BiTic=
2024-04-11 FENRERE
AREFABINT
o T obsfsETENMINUXRFE FEHIEBEHR .
o FR3-1FRPIEMumask{EAL R .
2024-01-31 %) URER AT
AREFBBINT
o 1-obsfsiE M ETIENNobsfs TE TZeixAE
o EHHITHRAETRIFRHRFERS .
o BHHITNHRAXMETHIEURT—: BEEHITXHEESR
BHHHI “The difference between the request time and
the current time is too large.” SE{UBIRAE .
2023-10-17 FELRERNER
AREFHABINT
o obsfsEHNEDRIFHARSREHAS .
o THEHHZEobsfsETRIFTZEobsfsHE .
o WiattobsfsETRIFIRIELRAS -
o BEHHTNHRAETLRIFURSRHSRI-1TRE.
2023-08-07 FEIORER &
AIREFNHBBUNT
o T% “HART: EEmEERobsfs” B,
2023-07-05 FRREXE.
AREFBBINT
o obsfsENEDRIFHARSREHAS .
o BHHITNXHRSZXMETHIEMR T ERFHITUGRST
HEl “device not found” HE{UFIRNE .
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JHRIFMEIRSS
T E15r3 (obsfs )

A BiTiER

y-Zil=) -

EITicR

2023-03-02

BIREX R
AIXREFRAAA T

. 1%;%1]5%‘7‘%‘%5E’JiFEHHL)l&i’ﬂ#@.ﬁﬁzlﬂ?ﬁ?%ﬁi\EHSZ%“‘%H}%E‘ZI)J
ﬁg M i EE o

2019-10-16

BE=XREXER
AIXREHRA T

o EEHHITXHRATTHHE LGRS EMobsfs HAIRE
HBXRIZEA

2019-08-15

FIRERXA
RIREFRBIIT:
o (EBEHE XBHIARIEAFITEERS .

2019-04-30

FEXREXER.

MAERRAS 09 (2024-04-11)

WRIERE © HERRARBIRAT 21



	目  录
	1 obsfs简介
	2 环境准备
	2.1 资源准备
	2.2 下载并安装obsfs
	2.3 初始化obsfs

	3 操作指南
	3.1 挂载并行文件系统
	3.2 取消挂载并行文件系统

	4 常见问题
	5 异常处理
	5.1 挂载并行文件系统失败
	5.2 取消挂载并行文件系统失败

	6 相关操作
	6.1 libfuse安装指导

	A 修订记录

