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Permissions Management

1.1 Creating a User and Granting VPC Permissions

This section describes how to use IAM to implement fine-grained permissions
control for your VPC resources. With IAM, you can:

e Create IAM users for personnel based on your enterprise's organizational
structure. Each IAM user has their own identity credentials for accessing VPC
resources.

e Grant users only the permissions required to perform a given task based on
their job responsibilities.

e Entrust a cloud account or cloud service to perform efficient O&M on your
VPC resources.

If your cloud account meets your permissions requirements, you can skip this
section.

Figure 1-1 shows the process flow for granting permissions.

Prerequisites

Learn about the permissions (see Permissions) supported by VPC and choose
policies or roles according to your requirements.

To grant permissions for other services, learn about all system-defined
permissions supported by IAM.
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Process Flow

Figure 1-1 Process for granting VPC permissions

Start

l

Create a user group and grant
permissions.

Create a user.

Log in as the user and verify

permissions.

End

1.  On the IAM console, create a user group and grant it permissions.

Create a user group on the IAM console and assign the VPCReadOnlyAccess
permissions to the group.

2. Create an IAM user and add it to the created user group.

Create a user on the IAM console and add the user to the group created in 1.
3. Log in as the IAM user and verify permissions.

In the authorized region, perform the following operations:

- Choose Service List > Virtual Private Cloud. Then click Create VPC on
the VPC console. If a message appears indicating that you have
insufficient permissions to perform the operation, the
VPCReadOnlyAccess policy is in effect.

- Choose another service from Service List. If a message appears indicating
that you have insufficient permissions to access the service, the
VPCReadOnlyAccess policy is in effect.

1.2 VPC Custom Policies

Custom policies can be created to supplement the system-defined policies of VPC.
For the actions supported for custom policies, see Permissions Policies and
Supported Actions.

You can create custom policies in either of the following ways:

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

e JSON: Edit JSON policies from scratch or based on an existing policy.
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For operation details, see Creating a Custom Policy. The following section
contains examples of common VPC custom policies.

Example Custom Policies

e Example 1: Allowing users to create and view VPCs
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

vpc:vpcs.create
vpcvpes:list

1
}
1
}

e Example 2: Denying VPC deletion

A deny policy must be used in conjunction with other policies to take effect. If
the permissions assigned to a user contain both Allow and Deny actions, the
Deny actions take precedence over the Allow actions.

The following method can be used if you need to assign permissions of the
VPC FullAccess policy to a user but also forbid the user from deleting VPCs.
Create a custom policy for denying VPC deletion, and assign both policies to
the group the user belongs to. Then the user can perform all operations on
VPC except deleting VPCs. The following is an example deny policy:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"vpc:vpces:delete"”
1
}
1
}

e Example 3: Defining permissions for multiple services in a policy

A custom policy can contain the actions of multiple services that are of the
global or project-level type. The following is an example policy containing
actions of multiple services:

{
"Version": "1.1",
"Statement": [
{
"Action": [
"vpc:vpcs:create”,
"vpc:vpcs:update”

1
"Effect": "Allow"
h
{
"Action": [
"ecs:servers:delete"

1
"Effect": "Allow"
}
1
}
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VPC and Subnet

2.1 VPC and Subnet Planning

Before using VPCs and subnets to build cloud networks, determine how many
VPCs and subnets do you need and plan the necessary CIDR blocks and
connectivity options. If you need to connect different VPCs or connect a VPC to an
on-premises data center, ensure that their CIDR blocks do not conflict. Properly
plan your VPCs and subnets based on the guidelines provided here to avoid CIDR
block conflicts, which will make future network expansion easier.

e How Do | Determine How Many VPCs | Need?

e How Do | Determine How Many Subnets | Need?
e How Do I Plan CIDR Blocks for VPCs and Subnets?
e How Do | Plan How Many Route Tables | Need?

e How Do | Connect Two VPC or Connect a VPC to an On-premises Data
Center?

How Do | Determine How Many VPCs | Need?

VPCs are region-specific. Cloud resources, such as ECSs, CCEs, and RDS instances,
in a VPC must be in the same region as the VPC. By default, different VPCs are
isolated from each other, but the subnets in a VPC can communicate with each
other.

Planning a Single VPC

If your services are deployed in one region and do not have to handle a lot of
traffic, you may not need network isolation. In this case, a single VPC should be
enough.

You can create multiple subnets in a VPC for workloads with different
requirements and associate route tables with these subnets to control traffic in
and out of the subnets. In Figure 2-1, services are deployed on different subnets in
a VPC (VPC-A in this example).
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Figure 2-1 Planning a single VPC
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Planning Multiple VPCs

You need to plan multiple VPCs if you have:

Services that need to be deployed in different regions

VPC is a region-specific service, so services cannot be deployed across regions
in a VPC. If your services are deployed in multiple regions, plan at least one
VPC in each region.

Figure 2-2 Planning multiple VPCs

Region A Region B
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1 ! ! 1
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H I I
1 ! ! |
______________________ ] D |

Services that are deployed in the same region but need network isolation.

If your services are deployed in the same region but need network isolation,
you need to plan multiple VPCs in this region. Different VPCs are isolated
from each other, so you can deploy different services in different VPCs, as
shown in Figure 2-3. In the figure, some services are deployed in VPC-A, and
some are deployed in VPC-B. The two VPCs are isolated from each other.
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Figure 2-3 Planning multiple VPCs
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(11 NOTE

By default, you can create a maximum of five VPCs in each region. If this cannot meet your
service requirements, request a quota increase.

How Do | Determine How Many Subnets | Need?

A subnet is a unique CIDR block with a range of IP addresses in a VPC. All cloud
resources in a VPC must be deployed on subnets.

You can create different subnets for different services in a VPC. For example, you
can create three subnets in a VPC, one subnet for web services, one for
management services, and the third one for data services. Additionally, you can
use network ACLs to control access to each subnet.

Note the following when selecting subnets and AZs for your resources:

e All instances in different subnets of the same VPC can communicate with
each other by default, and the subnets can be located in different AZs. If you
have a VPC with two subnets in it and they are located in different AZs, they
can communicate with each other by default.

e A cloud resource can be in a different AZ from its subnet. For example, a
cloud server in AZ 1 can be in a subnet in AZ 3. If AZ 3 becomes faulty, cloud
servers in AZ 1 can still use the subnet in AZ 3, and your services are not
interrupted.

(10 NOTE

By default, you can create a maximum of 100 subnets in each region. If this cannot meet
your service requirements, request a quota increase.

How Do | Plan CIDR Blocks for VPCs and Subnets?

After VPCs and subnets are created, their CIDR blocks cannot be changed. To
ensure smooth service expansion and O&M, properly plan VPC and subnet CIDR
blocks that best suit your service size and communication requirements.
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(11 NOTE

Both IPv4 and IPv6 CIDR blocks can be assigned to a subnet. You can customize IPv4 CIDR
blocks but not IPv6 CIDR blocks. The system assigns an IPv6 CIDR block with a 64-bit mask
to each subnet, for example, 2407:c080:802:1b32::/64.

Planning VPC CIDR Blocks

When creating a VPC, you need to specify an IPv4 CIDR block for it. Consider the
following when selecting a CIDR block:

e Reserve sufficient IP addresses for subsequent service expansion.

e Avoid CIDR block conflicts. To enable communications between VPCs or
between a VPC and an on-premises data center, ensure their CIDR blocks do
not overlap.

When you create a VPC, you specify a primary IPv4 CIDR block for the VPC, which
cannot be changed. You can add a secondary IPv4 CIDR block to the VPC if
required.

When you create a VPC, we recommend that you use the private IPv4 address
ranges specified in RFC 1918 as the CIDR block, as described in Table 2-1.

Table 2-1 VPC CIDR blocks (RFC 1918)

VPC CIDR Block | IP Address Range Netmask Example CIDR
Block
10.0.0.0/8-24 10.0.0.0- 8-24 10.0.0.0/8
10.255.255.255
172.16.0.0/12-24 | 172.16.0.0- 12-24 172.30.0.0/16

172.31.255.255

192.168.0.0/16-24 | 192.168.0.0- 16-24 192.168.0.0/24
192.168.255.255

In addition to the preceding addresses, you can create a VPC with a publicly
routable CIDR block that falls outside of the private IPv4 address ranges specified
in RFC 1918. However, the reserved system and public CIDR blocks listed in Table
2-2 must be excluded:

Table 2-2 Reserved system and public CIDR blocks

Reserved System CIDR Blocks Reserved Public CIDR Blocks
e 100.64.0.0/10 e 0.0.0.0/8

e 214.0.0.0/7 e 127.0.0.0/8

e 198.18.0.0/15 e 240.0.0.0/4

e 169.254.0.0/16 e 255.255.255.255/32
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Planning Subnet CIDR Blocks

e  Subnet mask planning: The subnet CIDR block must be within the VPC CIDR
block. Subnet CIDR blocks in a VPC must be unique. A subnet mask can be
between the netmask of its VPC CIDR block and a /29 netmask. If a VPC CIDR
block is 10.0.0.0/16, its subnet mask can be anything from 16 to 29.

For example, if the CIDR block of a VPC is 10.0.0.0/16, you can specify
10.0.0.0/24 for a subnet in this VPC, 10.0.1.0/24 for the second subnet, and
10.0.2.0/24 for the third subnet.

e Planning CIDR block size: After a subnet is created, the CIDR block cannot be
changed. You need to properly plan the CIDR block in advance based on the
number of IP addresses required by your service.

- The subnet CIDR block size cannot be too small. Ensure that the number
of available IP addresses in the subnet meets service requirements.
Remember that the first and last three addresses in a subnet CIDR block
are reserved for system use. For example, in subnet 10.0.0.0/24, 10.0.0.1 is
the gateway address, 10.0.0.253 is the system interface address,
10.0.0.254 is used by DHCP, and 10.0.0.255 is the broadcast address.

- The subnet CIDR block cannot be too large, either. If you use a CIDR
block that is too large, you may not have enough CIDR blocks available
later for new subnets, which can be a problem when you want to scale
out services.

e Avoiding subnet CIDR block conflicts: Avoid CIDR block conflicts if you need to
connect two VPCs or connect a VPC to an on-premises data center.

If the subnet CIDR blocks at both ends of the network conflict, create a
subnet.

How Do | Plan How Many Route Tables | Need?

A route table contains a set of routes that are used to control the traffic in and
out of your subnets in a VPC. You can configure destination, next hop, and other
information for each route. A VPC can have multiple route tables. Plan route
tables based on the following sections.

Planning One Route Table

If you have the same or similar requirements for controlling the network traffic to
and from subnets in a VPC, you can create one route table and associate it with
these subnets in this VPC. Each VPC comes with a default route table. If you create
a subnet in the VPC, the subnet is associated with the default route table. You can
add routes to the default route table to control where the traffic is directed. In
Figure 2-4, VPC-A has only the default route table, and subnets Subnet-A01 and
Subnet-A02 are associated with the default route table.
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Figure 2-4 Planning one route table
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Planning Multiple Route Tables

If you have different requirements for controlling the network traffic to and from
subnets in a VPC, the default route table is not enough. You can create one or
more custom route tables and associate them with these subnets in this VPC. In
Figure 2-5, VPC-A has three route tables. Subnet-A01 is associated with default
route table 1, Subnet-A02 is associated with custom route table 2, and Subnet-A03
is associated with custom route table 3.
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Figure 2-5 Planning multiple route tables
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How Do | Connect Two VPC or Connect a VPC to an On-premises Data
Center?

If you need to connect two VPCs or connect a VPC to an on-premises data center,
ensure that their VPC CIDR blocks do not conflict.

Connecting Two VPCs

Connecting VPCs in the same region: In Figure 2-6, there are three VPCs in region
A: VPC-A, VPC-B, and VPC-X. If you want to connect VPC-A and VPC-B, but isolate
VPC-C from other VPCs:

e  Ensure that the CIDR blocks of VPC-A and VPC-B connected by a peering
connection (Peering-AB in this example) must be unique.

e You do not need to worry about VPC CIDR block conflicts because VPC-X does
not need to communicate with other VPCs. If VPC-X and VPC-B need to
communicate with each other, you can specify different CIDR blocks for the
subnets in the two VPCs and create a VPC peering connection to connect the
subnets.
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Figure 2-6 Connecting VPCs in the same region
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Connecting a VPC to an On-premises Data Center

In Figure 2-7, VPC-A and VPC-B in region A need to communicate with each other,
and VPC-A needs to connect to on-premises data center IDC-A. In region C, VPC-C
needs to connect to on-premises data center IDC-C.

e Inregion A, VPC-A and VPC-B have different CIDR blocks and can
communicate with each other through a VPC peering connection. VPC-A and
IDC-A have different CIDR blocks and are connected through a direct
connection.

e Inregion C, VPC-C and IDC-C have different CIDR blocks and are connected
through a VPC connection.
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Figure 2-7 Connecting a VPC to an on-premises data center
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Helpful Link

e You can create a VPC and an ECS to set up an IPv4 private network on the
cloud and then bind an EIP to the ECS to allow the ECS to access the Internet.
For details, see Setting Up an IPv4 Network in a VPC.

e You can create a VPC with an IPv4 and IPv6 CIDR block and create an ECS
with both IPv4 and IPv6 addresses in the VPC. You can bind an EIP and add
the IPv6 address of the ECS to a shared bandwidth to enable the ECS to
communicate with the Internet over both IPv4 and IPv6 networks. For details,
see Setting Up an IPv4/IPv6 Dual-Stack Network in a VPC.

2.2 VPC Connectivity Options

2.2.1 Overview

Huawei Cloud provides various network services for you to set up secure and
scalable cloud networks. With these network services, you can connect VPCs in the
same region or different regions, enable the instances (such as ECSs and RDS
instances) in VPCs to access the public network, and enable on-premises data
centers to access the VPCs. The following describes the function and highlights of
each network service. You can flexibly configure VPC and other network services
based on your network requirements:

e Connecting VPCs
e Connecting VPCs to the Public Network
e Connecting VPCs to an On-Premises Data Center

Connecting VPCs

With the network services described in Table 2-3, you can flexibly connect VPCs in
the same region, in different regions, or in different accounts.
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Table 2-3 Network services that can connect VPCs

Network
Service

Function

Highlights

VPC Peering

With VPC Peering, you can peer two
VPCs in the same region. The VPCs can
be in the same account or different
accounts.

e VPC Peering is
free.

e Routes can be
configured on the
console easily.

Enterprise
Router

An enterprise router can connect
multiple VPCs in the same account or
different accounts to set up a hub-and-
spoke network. Compared with VPC
Peering, Enterprise Router is more
suitable for complex networking where
many VPCs need to be connected.

e VPCs in the same
region can be
connected in
minutes.

e Routes can be
automatically
added.

e Low latency and
high speed

e Simple network
topology and high
scalability

VPN

You can use VPN connect VPCs in
different regions, so that they can
communicate with each other over the
Internet.

e Low costs

e Simple
configuration

e Immediate use

e The network
quality depends
on the Internet.

Direct
Connect

You can use Direct Connect to connect
VPCs in different regions.

e Dedicated
connections with
high security

e Low latency and
high speed

Connecting VPCs to the Public Network

With the network services described in Table 2-4, you can connect VPCs to the
public network so that instances in the VPCs can access the public network or
provide services accessible on the public network.
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Table 2-4 Network services that allow VPCs to communicate with the public

network

Network
Service

Function

Highlights

EIP

An EIP is an independent public IP
address. You can bind it to an instance,
such as an ECS, a NAT gateway, or a
load balancer, so that the instance can
access the public network or provide
services accessible from the public
network.

e EIPs can be bound
to or unbound
from instances if
needed.

e Shared
bandwidths can
be used to lower
costs.

e EIP bandwidth can
be adjusted at any
time.

NAT Gateway
e SNAT
e DNAT

NAT Gateway supports both source
NAT (SNAT) and destination NAT
(DNAT).

e SNAT enables multiple instances to
share one or more EIPs to access
the public network.

- ECSs in the same VPC sharing
an EIP

- ECSs in different VPCs sharing
an EIP

e DNAT enables port forwarding. It
maps EIP ports to ECS ports so that
the ECSs in a VPC can share the
same EIP and bandwidth to provide
Internet-accessible services.
However, DNAT does not balance
traffic.

e Using shared EIPs
to access the
public network
reduces the costs.

e EIPs of ECSs are
not exposed to
the public
network, which
improves security.

e Different
specifications are
available.

ELB

ELB evenly distributes incoming traffic
to multiple backend servers. Together
with EIPs, ELB allows a large number
of users to access services deployed on
cloud servers from the public network.

e ELB can process
both Layer 4 and
Layer 7 requests
and supports
advanced
forwarding
policies and
multiple protocols.

e ELB can eliminate
single points of
failure (SPOFs) for
high availability.
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Connecting VPCs to an On-Premises Data Center

If you have an on-premises data center and not all your workloads can be
migrated to the cloud, you can use the network services described in Table 2-5 to
connect your on-premises data center to the VPCs.

Table 2-5 Network services that can connect VPCs to on-premises data centers

Network
Service

Function

Highlights

VPN

VPN provides an encrypted, Internet-
based channel that connects an on-
premises data center and the cloud.

e Low costs

e Simple
configuration

e Immediate use

e The network
quality depends
on the Internet.

Direct
Connect

Direct Connect establishes a dedicated
network connection between an on-
premises data center and the cloud.

e Dedicated
connections with
high security

e Low latency and
high speed

VPC Peering

With VPC Peering, you can peer two
VPCs in the same region, no matter
whether they are in the same account
or different accounts. VPC Peering can
work with Direct Connect or VPN to
enable your on-premises data center
to access multiple VPCs.

e VPC Peering is
free.

e Routes can be
configured on the
console easily.

2.2.2 Connecting VPCs

Connecting VPCs in the Same Region

If the VPCs you want to connect are in the same region, you can use VPC Peering
or Enterprise Router.

Connecting VPCs provides details about different network services.

NOTICE

Before connecting VPCs, you need to plan their CIDR blocks in advance.

Overlapping CIDR blocks may cause communication failure.
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VPC Peering

With VPC Peering, you can peer two VPCs in the same region. The VPCs can be in
the same account or different accounts.
You can refer to the following topics:

e Using a VPC Peering Connection to Connect Two VPCs in the Same
Account

e Using a VPC Peering Connection to Connect Two VPCs in Different
Accounts

In Figure 2-8, a VPC peering connection (Peering-AB) connects two VPCs (VPC-A
and VPC-B) in a region.

Figure 2-8 Connecting VPCs in the same region over a VPC peering connection
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Enterprise Router

An enterprise router can connect multiple VPCs in the same account or different
accounts to set up a hub-and-spoke network. Compared with VPC Peering,
Enterprise Router is more suitable for complex networking where many VPCs need
to be connected.

For details, see Using an Enterprise Router to Enable Communications
Between VPCs in the Same Region.

In Figure 2-9, an enterprise router connects multiple VPCs in the same region and
forwards traffic among them. The routes are automatically configured for the
VPCs and the enterprise router.
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Figure 2-9 Connecting VPCs in the same region using an enterprise router
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Connecting VPCs in Different Regions

VPN

If the VPCs to be connected are located in different regions, you can use Cloud
Connect, Direct Connect, or VPN.

Connecting VPCs provides details about different network services.

NOTICE

Before connecting VPCs, you need to plan their CIDR blocks in advance.
Overlapping CIDR blocks may cause communication failure.

You can use VPN connect VPCs in different regions, so that they can communicate
with each other over the Internet.

In Figure 2-10, there is a VPC in each region: VPC-A in region A and VPC-B in
region B. Each VPC is connected to a VPN connection. The two VPCs can
communicate with each other through an encrypted channel on the Internet. VPN
can be enabled fast and is cost-effective.

Figure 2-10 Connecting VPCs in different regions using VPN
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Direct Connect

You can use Direct Connect to connect VPCs in different regions.

In Figure 2-11, there is a VPC in each region: VPC-A in region A and VPC-B in
region B. Each VPC is connected to a Direct Connect connection. The two VPCs can
communicate with each other through a dedicated connection. Compared with
VPN, Direct Connect enables faster, more stable data transmission.

Figure 2-11 Connecting VPCs in different regions using Direct Connect
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2.2.3 Connecting VPCs to the Public Network

EIP

You can use EIP, NAT Gateway, or ELB to allow the resources in VPCs to access the
public network.

An EIP is an independent public IP address. You can bind it to an instance, such as
an ECS, a NAT gateway, or a load balancer, so that the instance can access the
public network or provide services accessible from the public network.

e  For details about EIPs in IPv4 networks, see Setting Up an IPv4 Network in a
VPC.

e  For details about IPv4/IPv6 dual-stack networks, see Quickly Setting Up an
IPv4/1Pv6 Dual-Stack Network in a VPC.

In Figure 2-12, there are two subnets (Subnet-A01 and Subnet-A02) in a region
(region A), and there is an ECS on each subnet. The ECS (ECS-A01) on Subnet-A01
needs to access the public network, and the ECS (ECS-A02) on Subnet-A02 needs
to provide web services for the public network. Two EIPs (EIP-A01 and EIP-A02)
are required, with each bound to an ECS.
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Figure 2-12 Connecting a VPC to the public network using EIP

&— ™

Client on the
public network

EIP-AD1 . EIP-AD2

Region A
o (1229Xx30) _ ___________]__[1329XX31)__
| VPC-A |
:1?2.16.9.0{16 |
| |
| Subnet-A01 Subnet-A02 :
: 172.16.0.0/24 172.16.1.0/24 :
| S S |
| f - f = |
| : : |
| |
: EC5-AM EC5-A02 :
| Private IP address Private IP address I
: (172.16.0.85) (172.16.1.86) :
l l
L o o o o o o o e e d

NAT Gateway (SNAT)

You can use a public network NAT gateway and configure SNAT rules to enable
multiple ECSs in a VPC to share one or more EIPs to access the public network. If
only SNAT rules are configured, the public network address of the NAT gateway
cannot be directly accessed from the public network. This is more secure than
using EIPs.

e If ECSs in the same VPC share an EIP, see Using SNAT to Access the Internet.

e |f ECSs in different VPCs share an EIP, see Allowing VPCs to Share an EIP to
Access the Internet Using Enterprise Router and NAT Gateway.

ECSs in a VPC Sharing an EIP

In Figure 2-13, ECSs deployed on two subnets (Subnet-A01 and Subnet-A02) in a
VPC (VPC-A) need to access the public network. For this to work, you first need to
create a public NAT gateway in a third subnet (Subnet-NAT), and then configure
SNAT rules on the public NAT gateway for Subnet-A01 and Subnet-A02. In this
way, all ECSs in Subnet-A01 and Subnet-A02 can share an EIP to access the public
network.
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Figure 2-13 Enabling ECSs in a VPC to access the public network using a NAT

gateway

Region A ’

EIP-A (132.9.3x.31)

\VPC-A
1172.16.0.0/16

Subnet-MNAT
172.16.20.0/24

&)

NAT

Gateway SMAT rules

172.16.0.0/24 172.16.1.0/24

ECS ECS5 ECS5 EC5 EC5 ECS

VPC-A route table

Destination Mext Hop

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Subnet-A01 Subnet-AD2
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

0.0.0.0,/0 MAT gateway

ECSs in Different VPCs Sharing an EIP

In Figure 2-14, three VPCs (VPC-A, VPC-B, and VPC-C) in a region need to
communicate with each other and can use the NAT gateway deployed in another
VPC (VPC-D) to access the public network. For this to work, you first need to
attach the four VPCs to an enterprise router, then configure routes in the route
tables of the VPCs and of the enterprise router, and configure SNAT rules on the
public NAT gateway. In this way, the VPCs can communicate with each other and
share an EIP to access the public network.
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Figure 2-14 Enabling ECSs in different VPCs to access the public network using a

NAT gateway
Region A O ]

VPCA | EIP-A (132.9.6(.31)
i 10.1.0.0/16

Subnet-A01 |
10.1.0.0/24 !

| |
|

! @ VPCA route table !
! |

Destination ‘ Next Hop

0.00.0/0

| ! 192.168.0.0/16 !

i
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, i Enterprise router ER 1 1 Subnet-DO1 1
VPC-B | ! | ! 192.168.0.0/24 !

i 10200/16 i att:fls;:ent i i i VPC-D route table i
1 Subnet-B01 | ! Destination texHop foute Type | VPC-D i Destination Next Hop i
. 102.0.0/24 ! att:fhcr':em ! wioons | VCA ate | attachment | 101.00/16 R @ 3
: C) VPC-B route table :'—?— 10200116 1 WOZOD:."‘IE ER NAT |
E Destination ‘ Next Hop ! | 10300716 | i 10.3.00/16 ER Gateway |

ECS-B ; vpe-C ;

. 00000 | R D e /1 0000 000000 AT | SMAT rules
| ‘ i
i :

1 VPC-C |
10.3.0.0/16 |

I Subnet-CO1 |
103.0.0/24 !

'
i @ VPC-C route table !
1 |

Destination ‘ Next Hop |
ECS-C
0000/0 ‘ ER |

NAT Gateway (DNAT)

DNAT enables port forwarding. It maps EIP ports to ECS ports so that the ECSs in
VPCs can share the same EIP and bandwidth to provide Internet-accessible
services. However, DNAT does not balance traffic.

For details, see Using DNAT to Provide Services for the Public Network.

In Figure 2-15, ECSs deployed on two subnets (Subnet-A01 and Subnet-A02) in a
VPC (VPC-A) need to provide web services for the public network. For this to work,
you first need to create a public NAT gateway in a third subnet (Subnet-NAT in
this example), and then configure DNAT rules on the public NAT gateway for
Subnet-A01 and Subnet-A02. In this way, all ECSs in Subnet-A01 and Subnet-A02
can share an EIP to provide Internet-accessible services.
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Figure 2-15 Enabling ECSs in a VPC to provide services for the public network

using a NAT gateway
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ELB

ELB evenly distributes incoming traffic to multiple backend servers. Together with
EIPs, ELB allows a large number of users to access services deployed on cloud
servers from the public network.

For details, see Getting Started with ELB.

In Figure 2-16, a web application is deployed on the ECSs in two VPCs (VPC-A and
VPC-B) in a region. Because of the heavy incoming traffic, a load balancer is used
to distribute the traffic across ECSs in different VPCs. For this to work, VPCs need
to communicate with each other. In this example, a VPC peering connection is
used to connect VPC-A and VPC-B.
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Figure 2-16 ELB for evenly distributing incoming traffic from the public network
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2.2.4 Connecting VPCs to On-Premises Data Centers

Connecting a Single VPC to an On-Premises Data Center

VPN

You can use Direct Connect or VPN to connect a VPC to an on-premises data
center.

Connecting VPCs to an On-Premises Data Center provides details about
different network services.

NOTICE

Before connecting a VPC to an on-premises data center, you need to plan their
CIDR blocks in advance to ensure that the VPC CIDR block does not overlap with
the on-premises CIDR block, or communications may fail.

VPN provides an encrypted, Internet-based channel that connects an on-premises
data center and the cloud.

For details, see Configuring Enterprise Edition S2C VPN to Connect an On-
premises Data Center to a VPC.

In Figure 2-17, some workloads have been migrated to a VPC (VPC-A), and some
workloads are still running on on-premises servers. With a VPN connection, on-
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premises servers can quickly access the cloud resources in the VPC. Compared with
Direct Connect, VPN is easier to configure and cost-effective.

Figure 2-17 Connecting a VPC to an on-premises data center using VPN
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Direct Connect

Direct Connect establishes a dedicated network connection between an on-
premises data center and the cloud.

For details, see Accessing a VPC over a Direct Connect Connection and Using
BGP to Route Traffic.

In Figure 2-18, some workloads are running in a VPC (VPC-A) on the cloud, and
some are running in the on-premises data center. A Direct Connect connection
connects the on-premises data center to the cloud. Direct Connect connections are
faster and more stable than VPN connections.

Figure 2-18 Connecting a VPC to an on-premises data center using Direct Connect
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Connecting Multiple VPCs in the Same Region to an On-Premises Data

Center

To connect multiple VPCs in a region to an on-premises data center, you can use
Direct Connect or VPN to connect the data center to a VPC, and then use VPC
Peering or Enterprise Router to connect all VPCs. In this way, the on-premises data
center can access all the VPCs.

Compared with VPN, Direct Connect establishes a dedicated connection that
enables faster, more secure data transmission. VPN is more cost-effective. To
reduce network costs, you can use VPN instead of Direct Connect. Connecting
VPCs to an On-Premises Data Center provides details about different network
services.
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VPC Peering

2.3 VPC

NOTICE

To connect VPCs to an on-premises data center, you need to plan their CIDR
blocks in advance. Note the following:

e  Ensure that the VPC CIDR blocks do not overlap with the on-premises CIDR
block, or communications may fail.

e Ensure that the VPC CIDR blocks do not overlap, or communications may fail.

With VPC Peering, you can peer two VPCs in the same region, no matter whether
they are in the same account or different accounts. VPC Peering can work with
Direct Connect or VPN to enable your on-premises data center to access multiple
VPCs.

For details, see Connecting an On-Premises Data Center to Multiple VPCs that
Need to Communicate with Each Other.

In Figure 2-19, some workloads are running in two VPCs (VPC-A and VPC-B) in a
region, and some workloads are running in the on-premises data center. The on-
premises data center connects to a VPC (VPC-B) over a Direct Connect connection,
and VPC-A and VPC-B are connected over a VPC peering connection. In this way,
the on-premises data center can access both VPC-A and VPC-B.

Figure 2-19 Connecting an on-premises data center to VPCs using Direct Connect
and VPC Peering
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______________________________________________

2.3.1 Creating a VPC and Subnet

Scenarios

Virtual Private Cloud (VPC) allows you to provision logically isolated virtual private
networks for cloud resources, such as cloud servers, containers, and databases.

You can create a VPC, specify a CIDR block, and create one or more subnets for
the VPC. A VPC comes with a default route table that enables subnets in the VPC
to communicate with each other.

Issue 01 (2024-08-06)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 26


https://support.huaweicloud.com/eu/bestpractice-dc/dc_05_0005.html
https://support.huaweicloud.com/eu/bestpractice-dc/dc_05_0005.html

Virtual Private Cloud
User Guide

2 VPC and Subnet

Procedure

Go to the Create VPC page.

On the Create VPC page, set parameters for the VPC and subnets as
prompted.

Figure 2-20 Creating a VPC and subnet

{ Create VFC (9

Basic Information

Region © EU-Dublin

Name: vpc-19e3

1Pv4 CIDR Block 192 168 | - - /8 -

s with a CIDR biock of
e the CIDR block. View

you intend to enable between VPCs or between a3 VPG

Enterprise Project v | € Create Enterprise Project (3)

Advanced Settings + Tag | Description

Default Subnet

Name subnet-1a18

IPv4 CIDR Block  (3) e |- /2 o~

IPv6 CIDR Block

Associated Route Table ~ Default ()

Table 2-6 VPC parameter descriptions

Parameter Description Example Value

Region The region where the VPC EU-Dublin
belongs. Select the region
nearest to you to ensure the
lowest latency possible.

Name The VPC name. The name: vpc-test

e Can contain 1 to 64
characters.

e Can contain letters, digits,
underscores (_), hyphens
(-), and periods (.).
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Parameter

Description

Example Value

IPv4 CIDR
Block

The CIDR block of the VPC.
The CIDR block of a subnet
can be the same as the CIDR
block for the VPC (for a single
subnet in the VPC) or a subset
of the CIDR block for the VPC
(for multiple subnets in the
VPQ).

The following CIDR blocks are
supported:

e 10.0.0.0/8-24

e 172.16.0.0/12-24

e 192.168.0.0/16-24

This parameter will be CIDR
Block in regions where IPv4/
IPv6 dual stack is not
supported, and IPv4 CIDR
Block if IPv4/IPv6 dual stack is
supported.

10.0.0.0/8

Enterprise
Project

The enterprise project to
which the VPC belongs.

An enterprise project
facilitates project-level
management and grouping of
cloud resources and users. The
name of the default project is
default.

For details about creating and
managing enterprise projects,
see the Enterprise
Management User Guide.

default

Advanced
Settings
(Optional) >
Tag

The VPC tag. Click ™ to
expand the configuration area
and set this parameter.

Add tags to help you quickly
identify, classify, and search
for your VPCs.

For details, see Managing
VPC Tags.

o Key: vpc_key1
e Value: vpc-01
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Enter the description about
the VPC in the text box as
required.

The VPC description can
contain a maximum of 255
characters and cannot contain
angle brackets (< or >).

Parameter Description Example Value
Advanced Supplementary information N/A

Settings about the VPC. Click ™~ to

(Optional) > | expand the configuration area

Description | and set this parameter.

Table 2-7 Subnet parameter descriptions

Parameter

Description

Example Value

Name

The subnet name. The name:

e Can contain 1 to 64
characters.

e (Can contain letters, digits,
underscores (_), hyphens
(-), and periods (.).

subnet-01

Issue 01 (2024-08-06)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

29



Virtual Private Cloud
User Guide

2 VPC and Subnet

Parameter

Description

Example Value

AZ

An AZ is a geographic location
with independent power
supply and network facilities
in a region. AZs are physically
isolated, and AZs in the same
VPC are interconnected
through an internal network.

Each region contains multiple
AZs. If one AZ is unavailable,
other AZs in the same region
continue to provide services.

e By default, all instances in
different subnets of the
same VPC can
communicate with each
other and the subnets can
be in different AZs. For
example, if you have a VPC
with two subnets, A01 in
AZ 1 and A02 in AZ 2.
Subnet A01 and A02 can
communicate with each
other by default.

e A cloud resource and its
subnet can be in different
AZs. For example, a cloud
server in AZ 1 can use a
subnet in AZ 3. If AZ 3
becomes faulty, cloud
servers in AZ 1 can still use
the subnet in AZ 3, and
your services are not
interrupted.

For details, see Region and
AZ.

AZ1
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Parameter Description Example Value
IPv4 CIDR The IPv4 CIDR block of the 10.0.0.0/24
Block subnet. This parameter is

displayed only in regions
where IPv4/IPv6 dual stack is
supported.

A subnet is a unique CIDR
block with a range of IP
addresses in a VPC. Comply
with the following principles
when planning subnets:

e Planning CIDR block size:
After a subnet is created,
the CIDR block cannot be
changed. You need to
properly plan the CIDR
block in advance based on
the number of IP addresses
required by your service.

- The subnet CIDR block
size cannot be too small.
Ensure that the number
of available IP addresses
in the subnet meets
service requirements.
Remember that the first
and last three addresses
in a subnet CIDR block
are reserved for system
use. For example, in
subnet 10.0.0.0/24,
10.0.0.1 is the gateway
address, 10.0.0.253 is the
system interface address,
10.0.0.254 is used by
DHCP, and 10.0.0.255 is
the broadcast address.

- The subnet CIDR block
cannot be too large,
either. If you use a CIDR
block that is too large,
you may not have
enough CIDR blocks
available later for new
subnets, which can be a
problem when you want
to scale out services.

e Avoiding subnet CIDR block
conflicts: Avoid CIDR block
conflicts if you need to

Issue 01 (2024-08-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 31



Virtual Private Cloud
User Guide 2 VPC and Subnet

Parameter Description Example Value

connect two VPCs or
connect a VPC to an on-
premises data center.

If the subnet CIDR blocks at
both ends of the network
conflict, create a subnet.

For details about subnet
planning, see VPC and Subnet
Planning.

IPv6 CIDR The IPv6 CIDR block of the -
Block subnet. This parameter is
(Optional) displayed only in regions
where |Pv4/IPv6 dual stack is
supported.

After the IPv6 function is
enabled, the system
automatically assigns an IPv6
CIDR block to the created
subnet. Currently, the IPv6
CIDR block cannot be
customized. IPv6 cannot be
disabled after the subnet is
created.

For details, see IPv4 and IPv6
Dual-Stack Network.
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Parameter Description Example Value

Associated The default route table with -
Route Table | which the subnet will be
associated. A route table
contains a set of routes that
are used to control the traffic
routing for your subnets in a
VPC. Each VPC comes with a
default route table. Subnets in
the VPC are then
automatically associated with
the default route table. The
default route table ensures
that subnets in a VPC can
communicate with each other.

If the default route table
cannot meet your
requirements, you can create a
custom route table and
associate subnets with it.
Then, the default route table
controls inbound traffic to the
subnets, while the custom
route table controls outbound
traffic from the subnets. For
details, see Creating a
Custom Route Table.

Advanced The gateway address of the 10.0.0.1

Settings subnet. Click ™ to expand the
(Optional) > | configuration area and set this
Gateway parameter.

Retain the default value unless
there are special requirements.
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Parameter Description Example Value
Advanced The DNS server addresses. 100.125.x.x
Settings Click ~ to expand the

(Optional) > | configuration area and set this
DNS Server | parameter.

Address Huawei Cloud private DNS

server addresses are entered
by default. This allows ECSs in
a VPC to communicate with
each other and also access
other cloud services using
private domain names without
exposing their IP addresses to
the Internet.

You can change the default
DNS server addresses if
needed. This may interrupt
your access to cloud services.

You can also click Reset on
the right to restore the DNS
server addresses to the default
value.

A maximum of two DNS
server |IP addresses can be
configured. Multiple IP
addresses must be separated
using commas (,).
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Parameter Description Example Value
Advanced The domain name. Click ~ to | test.com
Settings expand the configuration area
(Optional) > | and set this parameter.
Domain

Enter domain names (),
separated with spaces. A
maximum of 254 characters
are allowed. A domain name
can consist of multiple labels
(max. 63 characters each).

Name

To access a domain name, you
only need to enter the domain
name prefix. ECSs in the
subnet automatically match
the configured domain name
suffix.

If the domain names are
changed, ECSs newly added to
this subnet will use the new
domain names.

If an existing ECS in this
subnet needs to use the new
domain names, restart the ECS
or run a command to restart
the DHCP Client service or
network service.
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Parameter

Description

Example Value

Advanced
Settings
(Optional) >
IPv4 DHCP
Lease Time

The period during which a
client can use an IP address
automatically assigned by the

DHCP server. Click ™ to
expand the configuration area
and set this parameter.

The period during which a
client can use an IP address
automatically assigned by the
DHCP server. After the lease
time expires, a new IP address
will be assigned to the client.

e Limited: Set the DHCP
lease time. The unit can be
day or hour.

e Unlimited: The DHCP lease
time does not expire.

After you change the DHCP
lease time on the console, the
change is applied
automatically when the DHCP
lease of an instance (such as
ECS) is renewed. You can wait
for the system to renew the
lease or manually renew the
lease. Renewing lease will not
change the IP address used by
the instance. If you want the
new lease time to take effect
immediately, manually renew
the lease or restart the ECS.

Advanced
Settings
(Optional) >
Tag

The subnet tag. Click * to
expand the configuration area
and set this parameter.

Add tags to help you quickly
identify, classify, and search
for your subnets.

For details, see Managing
Subnet Tags.

e Key: subnet_key1
e Value: subnet-01
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Parameter Description Example Value
Advanced Supplementary information N/A
Settings about the subnet. Click ™ to

(Optional)> | expand the configuration area
Description and set this parameter.

Enter the description about
the subnet in the text box as
required.

The subnet description can
contain a maximum of 255
characters and cannot contain
angle brackets (< or >).

3. Click Create Now.
Return to the VPC list and view the new VPC.

Follow-up Operations

After the VPC and subnets are created, you need to create other cloud resources in
the subnets. For details, see Setting Up an IPv4/IPv6 Dual-Stack Network In a
VPC and Setting Up an IPv4/IPv6 Dual-Stack Network In a VPC.

2.3.2 Adding a Secondary IPv4 CIDR Block to a VPC

Scenarios

When you create a VPC, you specify a primary IPv4 CIDR block for the VPC, which
cannot be changed. To extend the IP address range of your VPC, you can add a
secondary CIDR block to the VPC.

(11 NOTE

If the secondary IPv4 CIDR block function is available in a region, the CIDR block of a VPC
in this region cannot be modified through the console. You can call an API to modify VPC
CIDR block. For details, see section "Updating VPC Information" in the Virtual Private Cloud
AP/ Reference.

Notes and Constraints

e You can allocate a subnet from either a primary or a secondary CIDR block of
a VPC. A subnet cannot use both the primary and the secondary CIDR blocks.

Subnets in the same VPC can communicate with each other by default, even if
some subnets are allocated from the primary CIDR block and some are from
the secondary CIDR block of a VPC.

e If a subnet in a secondary CIDR block of your VPC is the same as or overlaps
with the destination of an existing route in the VPC route table, the existing
route does not take effect.

If you create a subnet in a secondary CIDR block of your VPC, a route (the
destination is the subnet CIDR block and the next hop is Local) is
automatically added to your VPC route table. This route allows
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communications within the VPC and has a higher priority than any other
routes in the VPC route table. For example, if a VPC route table has a route
with the VPC peering connection as the next hop and 100.20.0.0/24 as the
destination, and a route for the subnet in the secondary CIDR block has a
destination of 100.20.0.0/16, 100.20.0.0/16 and 100.20.0.0/24 overlaps and
traffic will be forwarded through the route of the subnet.

e The allowed secondary CIDR block size is between a /28 netmask and /3
netmask.
e Table 2-8 lists the secondary CIDR blocks that are not supported.
Table 2-8 Restricted secondary CIDR blocks
Type CIDR Block (Not Supported)
Primary CIDR blocks | e 10.0.0.0/8
and existing CIDR o 172.1 600/1 2
blocks
e 192.168.0.0/16
Reserved system e 100.64.0.0/10
CIDR blocks e 214.0.0.0/7
e 198.18.0.0/15
e 169.254.0.0/16
Reserved public CIDR | e 0.0.0.0/8
blocks e 127.0.0.0/8
e 240.0.0.0/4
e 255.255.255.255/32
Procedure

Log in to the management console.

Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the VPC list, locate the row that contains the VPC and click Edit CIDR
Block in the Operation column.

The Edit CIDR Block dialog box is displayed.
Click Add Secondary IPv4 CIDR Block.
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Figure 2-21 Add Secondary IPv4 CIDR Block

Edit CIDR Block

@ The following secondary CIDR blocks cannot be added to a VPC: 10.0.0.0/8,

172.16.0.0/12, and 192.168.0.0/16. View the complete list of unsupported
CIDR blocks
IPvd CIDR Block Operation
10.0.1.0/24

| (#) Add Secondary IPv4 CIDR Block |

5. Enter the secondary CIDR block and click OK.

2.3.3 Obtaining a VPC ID

Scenarios
This section describes how to view and obtain a VPC ID.
If you create a VPC peering connection between two VPCs in different accounts,
you need to obtain the project ID of the region that the peer VPC resides. You can
recommend this section to the user of the peer VPC to obtain the project ID.
Procedure

1. Log in to the management console.

2. Click O in the upper left corner and select the desired region and project.

3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

4. On the Virtual Private Cloud page, locate the VPC and click its name.
The VPC details page is displayed.

5. In the VPC Information area, view the VPC ID.

-
Click &' next to ID to copy the VPC ID.

Figure 2-22 VPC ID

< vpc-B

Summary Topology Tags
VPC Information
vpc-B 2 D 17cd7278- c952dcf35 [
Avsilable CIDR Bloc 172.17.0.016 Edit CIDR Block
default Description - £
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2.3.4 Modifying a VPC

Scenarios

You can modify the following information about a VPC:

Modifying the Name and Description of a VPC
Modifying the CIDR Block of a VPC

NOTICE

If the secondary IPv4 CIDR block function is available in a region, the CIDR
block of a VPC in this region cannot be modified through the console. You can
call an API to modify VPC CIDR block. For details, see section "Updating VPC
Information" in the Virtual Private Cloud API Reference.

Modifying the Name and Description of a VPC

1.

2.
3.

Log in to the management console.

Click 0 in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

Modify the name and description of a VPC using either of the following
methods:

- Method 1:

i. In the VPC list, click Z on the right of the VPC name.
ii. Enter a VPC name and click OK.
- Method 2:
i. Inthe VPC list, locate the target VPC and click its name.
The Summary page is displayed.

ii. Click z on the right of the VPC name or description, enter the
information, and click

Modifying the CIDR Block of a VPC

1.

2.
3.

Log in to the management console.

Click O in the upper left corner and select the desired region and project.

Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the VPC list, locate the row that contains the VPC and click Edit CIDR
Block in the Operation column.
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The Edit CIDR Block dialog box is displayed.
5.  Modify the VPC CIDR block as prompted.

NOTICE

A VPC CIDR block must be from 10.0.0.0/8-24, 172.16.0.0/12-24, or
192.168.0.0/16-24.

- If a VPC has no subnets, you can change both its network address and
subnet mask.

- If a VPC has subnets, you only can change its subnet mask.
6. Click OK.

2.3.5 Managing VPC Tags

Scenarios
You can add tags to VPCs to help you identify and organize them.
You can add tags when creating a VPC or add tags to existing VPCs.
Each cloud resource can have a maximum of 20 tags.
A tag consists of a key and value pair. Table 2-9 lists the tag key and value

requirements.

Table 2-9 VPC tag key and value requirements

Parameter | Requirements Example
Value
Key e Cannot be left blank. vpc_key1

e Must be unique for each VPC and can be the
same for different VPCs.

e Can contain a maximum of 36 characters.
e Can contain only the following character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters, including hyphens (-) and
underscores ()
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Parameter | Requirements Example
Value
Value e Can contain a maximum of 43 characters. vpc-01

e Can contain only the following character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters, including periods (.),
hyphens (-) and underscores (_)

Procedure

Search for VPCs by tag key or value on the VPC list page.

1. Log in to the management console.

2. Click in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.
4. In the upper right corner of the VPC list, click Search by Tag.

5. In the displayed area, enter the tag key and value of the VPC you are looking
for.

Both the tag key and value must be specified. The system automatically
displays the VPCs you are looking for if both the tag key and value are
matched.

6. Click + to add more tag keys and values.

You can add multiple tag keys and values to refine your search results. If you
add more than one tag to search for VPCs, the VPCs containing all specified
tags will be displayed.

7. Click Search.

The system displays the VPCs you are looking for based on the entered tag
keys and values.

Add, delete, edit, and view tags on the Tags tab of a VPC.

1. Log in to the management console.

2. Click in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

4. On the Virtual Private Cloud page, locate the VPC whose tags are to be
managed and click the VPC name.

The page showing details about the particular VPC is displayed.
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5. Click the Tags tab and perform desired operations on tags.
- View tags.

On the Tags tab, you can view details about tags added to the current
VPC, including the number of tags and the key and value of each tag.

- Add a tag.

Click Add Tag in the upper left corner. In the displayed Add Tag dialog
box, enter the tag key and value, and click OK.

- Edit a tag.

Locate the row that contains the tag you want to edit and click Edit in
the Operation column. In the Edit Tag dialog box, change the tag value
and click OK.

- Delete a tag.

Locate the row that contains the tag you want to delete, and click Delete
in the Operation column. In the displayed dialog box, click OK.

2.3.6 Viewing a VPC Topology

Scenarios

This section describes how to view the topology of a VPC. The topology displays
the subnets in a VPC and the ECSs in the subnets.

Procedure

1. Log in to the management console.

2. Click 0 in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

4. In the VPC list, click the name of the VPC for which the topology is to be
viewed.

The VPC details page is displayed.
5. Click the Topology tab to view the VPC topology.
The topology displays the subnets in the VPC and the ECSs in the subnets.

You can also perform the following operations on subnets and ECSs in the
topology:

- Modify or delete a subnet.

- Add an ECS to a subnet, bind an EIP to the ECS, and change the security
group of the ECS.

2.3.7 Exporting VPC List

Scenarios

Information about all VPCs under your account can be exported as an Excel file to
a local directory.
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This file records the names, ID, status, CIDR blocks, and the number of subnets of
your VPCs.

Procedure

1. Log in to the management console.

2. Click 0 in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.
4. In the upper left corner of the VPC list, click Export.

- Export selected data to an XLSX file: Select one or more VPCs and
export information about the selected VPCs.

- Export all data to an XLSX file: Export information about all the VPCs in
the current region.

The system will automatically export information about the VPCs as an Excel
file to a local directory.

2.3.8 Deleting a Secondary IPv4 CIDR Block from a VPC

Scenarios
If a secondary CIDR block of a VPC is no longer required, you can delete it.
e A secondary IPv4 CIDR block of a VPC can be deleted, but the primary CIDR
block cannot be deleted.
e If you want to delete a secondary CIDR block that contains subnets, you need
to delete the subnets first.
Procedure

1. Log in to the management console.

2. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

3. Inthe VPC list, locate the row that contains the VPC and click Edit CIDR
Block in the Operation column.

The Edit CIDR Block dialog box is displayed.

4. Locate the row that contains the secondary CIDR block to be deleted and click
Delete in the Operation column.

5. Click OK.

2.3.9 Deleting a VPC

Scenarios

If you no longer need a VPC, you can delete it.
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NOTICE

VPCs are free of charge.

Notes and Constraints

If you want to delete a VPC that has subnets, custom routes, or other resources,
you need to delete these resources as prompted on the console first and then
delete the VPC.

You can refer to Why Can't | Delete My VPCs and Subnets?

Procedure
1. Log in to the management console.
2. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

3. On the Virtual Private Cloud page, locate the row that contains the VPC to
be deleted and click Delete in the Operation column.

A confirmation dialog box is displayed.

If your VPC is used by other resources, you need to delete these resources
before deleting a VPC.

4. Confirm the information and click Yes.

NOTICE

If a VPC cannot be deleted, a message will be displayed on the console.
Delete the resources that are in the VPC by referring to Why Can't | Delete
My VPCs and Subnets?

2.4 Subnet

2.4.1 Creating a Subnet for the VPC

Scenarios

A subnet is a unique CIDR block with a range of IP addresses in a VPC. All
resources in a VPC must be deployed on subnets.

When creating a VPC, you need to create at least one subnet. If one subnet cannot
meet your requirements, you can create more subnets for the VPC.
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Notes and Constraints

After a subnet is created, some reserved IP addresses cannot be used. For example,
in a subnet with CIDR block 192.168.0.0/24, the following IP addresses are
reserved by default:

e 192.168.0.0: Network ID. This address is the beginning of the private IP
address range and will not be assigned to any instance.
e 192.168.0.1: The gateway address of the subnet.

e 192.168.0.253: Reserved for the system interface. This IP address is used by
the VPC for external communication.

e 192.168.0.254: DHCP service address.

e 192.168.0.255: Network broadcast address.

The preceding default IP addresses are only examples. The system will assign
reserved IP addresses based on how you specify your subnet.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.
4. In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
5. Click Create Subnet.

The Create Subnet page is displayed.
6. Set the parameters as prompted.

Table 2-10 Subnet parameter descriptions

Parameter | Description Example Value
Region The region where VPC is located. EU-Dublin
VPC The VPC for which you want to create a | vpc-test

subnet.
Subnet The subnet name. The name: subnet-01
Name e Can contain 1 to 64 characters.

e (Can contain letters, digits, underscores

(L), hyphens (-), and periods (.).

Issue 01 (2024-08-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 46



Virtual Private Cloud

User Guide 2 VPC and Subnet
Parameter Description Example Value
AZ An AZ is a geographic location with AZ1

independent power supply and network
facilities in a region. AZs are physically
isolated, and AZs in the same VPC are
interconnected through an internal
network.

Each region contains multiple AZs. If one
AZ is unavailable, other AZs in the same
region continue to provide services.

e By default, all instances in different
subnets of the same VPC can
communicate with each other and the
subnets can be located in different
AZs. For example, if you have a VPC
with two subnets, A01 in AZ 1 and
A02 in AZ 2. Subnet A01 and A02 can
communicate with each other by
default.

e A cloud resource can be in a different
AZ from its subnet. For example, a
cloud server in AZ 1 can be in a
subnet in AZ 3. If AZ 3 becomes
faulty, cloud servers in AZ 1 can still
use the subnet in AZ 3, and your
services are not interrupted.

For details, see Region and AZ.
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Parameter Description Example Value
IPv4 CIDR The IPv4 CIDR block of the subnet. This 10.0.0.0/24
Block parameter is displayed only in regions

where IPv4/IPv6 dual stack is supported.

A subnet is a unique CIDR block with a
range of IP addresses in a VPC. Comply
with the following principles when
planning subnets:

e Planning CIDR block size: After a
subnet is created, the CIDR block
cannot be changed. You need to
properly plan the CIDR block in
advance based on the number of IP
addresses required by your service.

- The subnet CIDR block size cannot
be too small. Ensure that the
number of available IP addresses in
the subnet meets service
requirements. Remember that the
first and last three addresses in a
subnet CIDR block are reserved for
system use. For example, in subnet
10.0.0.0/24, 10.0.0.1 is the gateway
address, 10.0.0.253 is the system
interface address, 10.0.0.254 is
used by DHCP, and 10.0.0.255 is
the broadcast address.

- The subnet CIDR block cannot be
too large, either. If you use a CIDR
block that is too large, you may
not have enough CIDR blocks
available later for new subnets,
which can be a problem when you
want to scale out services.

e Avoid CIDR block conflicts if you need
to connect two VPCs or connect a VPC
to an on-premises data center.

If the subnet CIDR blocks at both ends
of the network conflict, create a
subnet.

If the VPC has a secondary CIDR block,
you can select the primary or the
secondary CIDR block that the subnet
will belong to based on service
requirements.
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Parameter

Description

Example Value

IPv6 CIDR
Block
(Optional)

The IPv6 CIDR block of the subnet. This
parameter is displayed only in regions
where IPv4/IPv6 dual stack is supported.

If you select this option, the system
automatically assigns an IPv6 CIDR block
to the created subnet. Currently, the IPv6
CIDR block cannot be customized. IPv6
cannot be disabled after the subnet is
created.

For details, see IPv4 and IPv6 Dual-
Stack Network.

N/A

Associated
Route Table

The default route table with which the
subnet will be associated. A route table
contains a set of routes that are used to
control the traffic routing for your
subnets in a VPC. Each VPC comes with a
default route table. Subnets in the VPC
are then automatically associated with
the default route table. The default route
table ensures that subnets in a VPC can
communicate with each other.

If the default route table cannot meet
your requirements, you can create a
custom route table and associate subnets
with it. Then, the default route table
controls inbound traffic to the subnets,
while the custom route table controls
outbound traffic from the subnets. For
details, see Creating a Custom Route
Table.

N/A

Advanced
Settings
(Optional) >
Gateway

The gateway address of the subnet. Click

* to expand the configuration area and
set this parameter.

Retain the default value unless there are
special requirements.

10.0.0.1
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Parameter | Description Example Value
Advanced The DNS server addresses. Click ™ to 100.125.x.x
Settings expand the configuration area and set
lgol\lp;'gnal) > | this parameter.
erver ) .
Address Huawei Cloud private DNS server
addresses are entered by default. This
allows ECSs in a VPC to communicate
with each other and also access other
cloud services using private domain
names without exposing their IP
addresses to the Internet.
You can change the default DNS server
addresses if needed. This may interrupt
your access to cloud services.
You can also click Reset on the right to
restore the DNS server addresses to the
default value.
A maximum of two DNS server IP
addresses can be configured. Multiple IP
addresses must be separated using
commas (,).
Advanced The period during which a client can use | N/A
Settings an IP address automatically assigned by
(Optional) > | the DHCP server. Click ™ to expand the
IPv4 DHCP | configuration area and set this
Lease Time

parameter.

The period during which a client can use
an IP address automatically assigned by
the DHCP server. After the lease time
expires, a new IP address will be
assigned to the client.

e Limited: Set the DHCP lease time.
The unit can be day or hour.

e Unlimited: The DHCP lease time does
not expire.

If the time period is changed, the new
lease time takes effect when the instance
(such as an ECS) in the subnet is
renewed next time. You can wait for the
instance to be renewed automatically or
manually modify the lease time. If you
want the new lease time to take effect
immediately, manually renew the lease
or restart the ECS.
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Parameter Description Example Value
Advanced The subnet tag. Click ™ to expand the o Key:
Settings configuration area and set this subnet_key1
_(roptlonal) > | parameter. e Value:

a . . .
g Add tags to help you quickly identify, subnet-01
classify, and search for your subnets.
For details, see Managing Subnet Tags.
Advanced Supplementary information about the N/A
Settings > | sybnet. Click ™ to expand the
Description | configuration area and set this

parameter.

Enter the description about the subnet in
the text box as required.

The subnet description can contain a
maximum of 255 characters and cannot
contain angle brackets (< or >).

7. Click Create Now.
Return to the subnet list and view the new subnet.

2.4.2 Modifying a Subnet

Scenarios

Modify the subnet name, NTP server address, and DNS server address.

Notes and Constraints

After a subnet is created, its AZ cannot be changed.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

4. In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

5. In the subnet list, locate the target subnet and click its name.
The subnet details page is displayed.

6. On the Summary tab, click Z4 on the right of the parameter to be modified
and modify the parameter as prompted.

Issue 01 (2024-08-06) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 51



Virtual Private Cloud
User Guide

2 VPC and Subnet

Table 2-11 Parameter descriptions

Parameter

Description

Example Value

Name

The subnet name. The name:

e Can contain 1 to 64
characters.

e (Can contain letters, digits,
underscores (_), hyphens
(-), and periods (.).

Subnet

DNS Server Address

By default, two DNS server
addresses are configured. You
can change them as required.
A maximum of two DNS server
addresses are supported. Use
commas (,) to separate every
two addresses.

Huawei Cloud private DNS
server addresses are entered by
default. This allows ECSs in a
VPC to communicate with each
other and also access other
cloud services using private
domain names without
exposing their IP addresses to
the Internet.

You can change the default
DNS server addresses if
needed. This may interrupt
your access to cloud services.

You can also click Reset on the
right to restore the DNS server
addresses to the default value.

A maximum of two DNS server
IP addresses can be configured.
Multiple IP addresses must be
separated using commas ().

100.125.x.x
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Parameter

Description

Example Value

DHCP Lease Time

The period during which a
client can use an IP address
automatically assigned by the
DHCP server. After the lease
time expires, a new IP address
will be assigned to the client.

e Limited: Set the DHCP lease
time. The unit can be day or
hour.

e Unlimited: The DHCP lease
time does not expire.

If the time period is changed,
the new lease time takes effect
when the instance (such as an
ECS) in the subnet is renewed
next time. You can wait for the
instance to be renewed
automatically or manually
modify the lease time. If you
want the new lease time to
take effect immediately,
manually renew the lease or
restart the ECS.

Description

Supplementary information
about the subnet. This
parameter is optional.

The description can contain a
maximum of 255 characters
and cannot contain angle
brackets (< or >).

2.4.3 Managing Subnet Tags

Scenarios

You can add tags to subnets to help you identify and organize them.

You can add tags when creating a subnet or add tags to existing subnets.

Each cloud resource can have a maximum of 20 tags.

A tag consists of a key and value pair. Table 2-12 lists the tag key and value

requirements.
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Table 2-12 Subnet tag key and value requirements
Parameter Requirements Example Value
Key e Cannot be left blank. subnet_key1
e Must be unique for each subnet.
e Can contain a maximum of 36
characters.
e Can contain only the following
character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters, including
hyphens (-) and underscores (_)
Value e (Can contain a maximum of 43 subnet-01
characters.
e Can contain only the following
character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters, including
hyphens (-) and underscores (_)
Procedure

Search for subnets by tag key or value on the subnet list page.

1.

2.
3.

Log in to the management console.

Click in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

In the upper right corner of the subnet list, click Search by Tag.

Enter the tag key of the subnet to be queried.

Both the tag key and value must be specified. The system automatically
displays the subnets you are looking for if both the tag key and value are
matched.

Click + to add another tag key and value.
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You can add multiple tag keys and values to refine your search results. If you
add more than one tag to search for subnets, the subnets containing all
specified tags will be displayed.

Click Search.

The system displays the subnets you are looking for based on the entered tag
keys and values.

Add, delete, edit, and view tags on the Tags tab of a subnet.

1.

2.
3.

Log in to the management console.

Click 9 in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

In the subnet list, locate the target subnet and click its name.

On the subnet details page, click the Tags tab and perform desired operations
on tags.

- View tags.

On the Tags tab, you can view details about tags added to the current
subnet, including the number of tags and the key and value of each tag.

- Add atag.

Click Add Tag in the upper left corner. In the displayed Add Tag dialog
box, enter the tag key and value, and click OK.

- Edit a tag.

Locate the row that contains the tag you want to edit and click Edit in
the Operation column. In the Edit Tag dialog box, change the tag value
and click OK.

- Delete a tag.

Locate the row that contains the tag you want to delete, and click Delete
in the Operation column. In the displayed dialog box, click OK.

2.4.4 Exporting Subnet List

Scenarios

Information about all subnets under your account can be exported as an Excel file
to a local directory. This file records the name, ID, VPC, CIDR block, and associated
route table of each subnet.

Procedure

Log in to the management console.

Click 7 i the upper left corner and select the desired region and project.

Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
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The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

In the upper left corner of the subnet list, click Export.

- Export selected data to an XLSX file: Select one or more subnets and
export information about the selected subnets.

- Export all data to an XLSX file: Export information about all the subnets
in the current region.

The system will automatically export information about the subnets as an
Excel file to a local directory.

2.4.5 Viewing and Deleting Resources in a Subnet

Scenarios

VPC subnets have private IP addresses used by cloud resources. This section
describes how to view resources that are using private IP addresses of subnets. If
these resources are no longer required, you can delete them.

You can view resources, including ECSs, BMSs, network interfaces, load balancers,
and NAT gateways.

NOTICE

After you delete all resources in a subnet by referring to this section, the message
"Delete the resource that is using the subnet and then delete the subnet." is
displayed when you delete the subnet, you can refer to Viewing IP Addresses in a
Subnet.

Procedure

Log in to the management console.

Click O in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

Locate the target subnet and click its name.

The subnet details page is displayed.

On the Summary page, view the resources in the subnet.

a. In the Resources area, view the quantities of resources, such as ECSs,
BMSs, network interfaces, and load balancers, in the subnet. Click the
number to the right of each resource to view the resources in the subnet.

b. In the Networking Components area on the right of the page, view the
NAT gateways in the subnet.
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Figure 2-23 Viewing resources in a subnet
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7. Delete resources from the subnet.

Table 2-13 Viewing and deleting resources in a subnet

Resource Reference

ECS You cannot jump to the target ECS from the current page.
To delete an ECS from the subnet, you need to go to the
ECS console, search for the target ECS in the ECS list, and
delete it.

1. In the ECS list, click the ECS name.
The ECS details page is displayed.

2. In the NICs area on the Summary page, view the name
of the subnet associated with the ECS.

3. Confirm the information and delete the ECS.

BMS You cannot jump to the target BMS from the current page.
To delete an BMS from the subnet, you need to go to the
BMS console, search for the target BMS in the BMS list,
and delete it.

1. In the BMS list, click the BMS name.
The BMS details page is displayed.

2. In the NICs area on the Summary page, view the name
of the subnet associated with the BMS.

3. Confirm the information and release the BMS.

Load balancer | You can directly jump to the target load balancer page.

1. Click the number to the right of Load Balancers.
The load balancer list is displayed.

2. Confirm the load balancer that you want to delete and
click Delete in the Operation column.
For details, see Deleting a Load Balancer.
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Resource Reference
Network You can directly jump to the target network interface
interface page.

1. Click the number to the right of Network Interfaces.
The Network Interfaces page is displayed.

2. Confirm the network interface that you want to delete
and choose More > Delete in the Operation column.
For details, see Deleting a Network Interface.

NAT gateway | You can directly jump to the target NAT gateway page.

1. Click the NAT gateway name in the Networking
Components area.
The NAT gateway details page is displayed.

2. Click < to return to the NAT gateway list.

3. Locate the row that contains the NAT gateway and click
Delete in the Operation column.

e Deleting a Public NAT Gateway

2.4.6 Viewing IP Addresses in a Subnet

Scenarios
A subnet is an IP address range in a VPC. This section describes how to view the
used IP addresses in a subnet.
e Virtual IP addresses
e Private IP addresses

- Used by the subnet itself, such as the gateway, DHCP, and system
interface.

- Used by cloud resources, such as ECSs, load balancers, and RDS instances.

Notes and Constraints
e A subnet cannot be deleted if its IP addresses are used by cloud resources.
e A subnet can be deleted if its IP addresses are used by itself.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.
4. In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.
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5. Locate the target subnet and click its name.
The subnet details page is displayed.
6. Click the IP Addresses tab to view the IP addresses in the subnet.
a. In the virtual IP address list, you can view the virtual IP addresses
assigned from the subnet.

b. In the private IP address list in the lower part of the page, you can view
the private IP addresses and the resources that use the IP addresses of
the subnet.

Figure 2-24 Viewing IP addresses in a subnet

Follow-up Operations

If you want to view and delete the resources in a subnet, refer to Why Can't |
Delete My VPCs and Subnets?

2.4.7 Deleting a Subnet

Scenarios

If your subnet is no longer required, you can delete it.

NOTICE

Subnets are free of charge.

Notes and Constraints

If you want to delete a subnet that has custom routes, virtual IP addresses, or
other resources (ECSs, load balancers, or NAT gateways), you need to delete these
resources as prompted on the console first.

You can refer to Why Can't | Delete My VPCs and Subnets?
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Procedure

1. Log in to the management console.

2. Click O in the upper left corner and select the desired region and project.

3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

4. In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.

5. In the subnet list, locate the row that contains the subnet you want to delete
and click Delete in the Operation column.

A confirmation dialog box is displayed.
6. Click Yes.

NOTICE

If a VPC cannot be deleted, a message will be displayed on the console.
Delete the resources that are in the VPC by referring to Why Can't | Delete
My VPCs and Subnets?
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Route Tables and Routes

3.1 Route Tables and Routes

What Is a Route Table?

A route table contains a set of routes that are used to control the traffic in and
out of your subnets in a VPC. Each subnet must be associated with a route table.
A subnet can only be associated with one route table, but you can associate
multiple subnets with the same route table.

Both IPv4 and IPv6 routes are supported.

Figure 3-1 Route tables
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e Default route table: Each VPC comes with a default route table. If you create
a subnet in the VPC, the subnet associates with the default route table. The
default route table ensures that subnets in a VPC can communicate with each
other.
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- You can add routes to, delete routes from, and modify routes in the
default route table, but cannot delete the table.

- When you create a VPC endpoint, VPN or Direct Connect connection, the
default route table automatically delivers a route that cannot be deleted
or modified.

Custom route table: If you do not want to use the default route table, you can
create a custom route table and associate it with the subnet. Custom route
tables can be deleted if they are no longer required.

The custom route table associated with a subnet affects only the outbound
traffic. The default route table of a subnet controls the inbound traffic.

(11 NOTE

Route

By default, the quota for custom route tables is 0. To create custom route tables, apply for
a quota increase first.

You can add routes to both default and custom route tables and configure the
destination, next hop type, and next hop for the routes to determine where
network traffic is directed. Routes are classified into system routes and custom
routes.

System routes are automatically added by the VPC service and cannot be
modified or deleted. After a route table is created, the following system
routes will be added to the route table:

- Routes whose destination is 100.64.0.0/10 (IP address range used to
deploy public services, for example, the DNS server). The routes direct
instances in a subnet to access these services.

- Routes whose destination is 198.19.128.0/20 (IP address range used by
internal services, such as VPC Endpoint).

- Routes whose destination is 127.0.0.0/8 (local loopback addresses)

- Routes whose destination is a subnet CIDR block and that enable
instances in a VPC to communicate with each other.

If you enable IPv6 when creating a subnet, the system automatically
assigns an IPv6 CIDR block to the subnet. Then, you can view IPv6 routes
in its route table. Example destinations of subnet CIDR blocks are as
follows:

" |Pv4: 192.168.2.0/24

= |Pv6: 2407:c080:802:be7::/64

Custom routes are routes that you can add, modify, and delete. The
destination of a custom route cannot overlap with that of a system route.

You can add a custom route and configure information such as the
destination and next hop in the route to determine where network traffic is
directed. Table 3-1 lists the supported types of next hops.

You cannot add two routes with the same destination to a VPC route table
even if their next hop types are different. The route priority depends on the
destination. According to the longest match routing rule, the destination with
a higher matching degree is preferentially selected for packet forwarding.
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Table 3-1 Next hop type

Next Hop Type

Description

Supported Route
Table

Server

Traffic intended for the
destination is forwarded to an ECS
in the VPC.

e Default route
table

e (Custom route
table

Extension NIC

Traffic intended for the
destination is forwarded to the
extension NIC of an ECS in the
VPC.

e Default route
table

e Custom route
table

BMS user-
defined network

Traffic intended for the
destination is forwarded to a BMS
user-defined network.

e Custom route
table

Direct Connect
gateway

Traffic intended for the
destination is forwarded to a
Direct Connect gateway.

Custom route table

NAT gateway

Traffic intended for the
destination is forwarded to a NAT
gateway.

e Default route
table

e Custom route
table

virtual IP address and then sent to
active and standby ECSs to which
the virtual IP address is bound.

VPC peering Traffic intended for the e Default route
connection destination is forwarded to a VPC table

peering connection. e Custom route
table

Virtual IP Traffic intended for the e Default route
address destination is forwarded to a table

e Custom route
table

VPC endpoint

Traffic intended for the
destination is forwarded to a VPC
endpoint.

e Default route
table

e Custom route
table

Cloud container

Traffic intended for the
destination is forwarded to a
cloud container.

e Default route
table

e Custom route
table

Enterprise router

Traffic intended for the
destination is forwarded to an
enterprise router.

e Default route
table

e Custom route
table
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Next Hop Type | Description Supported Route
Table
Cloud firewall Traffic intended for the e Default route
destination is forwarded to a table
cloud firewall. e Custom route
table
(1 NOTE

If you specify the destination when creating a resource, a system route is delivered. If
you do not specify a destination when creating a resource, a custom route that can be
modified or deleted is delivered.

For example, when you create a NAT gateway, the system automatically delivers a
custom route without a specific destination (0.0.0.0/0 is used by default). In this case,
you can change the destination. However, when you create a VPN gateway, you need
to specify the remote subnet as the destination of a route. In this case, this route will
be delivered as a system route. Do not modify the route destination on the Route
Tables page. If you do, the destination will be inconsistent with the configured remote
subnet. To modify the route destination, go to the specific resource page and modify
the remote subnet, then the route destination will be changed accordingly.

Notes and Constraints

When you create a VPC, the system automatically generates a default route table
for the VPC. You can also create a custom route table.

A VPC can be associated with a maximum of five route tables, including the
default route table and four custom route tables.

All route tables in a VPC can have a maximum of 1,000 routes, excluding
system routes.

In a VPC route table, the route priority is as follows:

Local route: A route that is added by the system within a VPC. It has a
higher priority than a custom route.

Custom route: A route added by a user or routes that are delivered during
instance creation. It uses the longest prefix match rule to find a
destination for packet forwarding.

Custom Route Table Configuration Process

Figure 3-2 Process for configuring a route table

Create a custom route Associate the route table

table. Sl with a subnet.
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Table 3-2 Process for configuring a route table

N | Step Description Reference

o.

1 | Create a If your default route table cannot Creating a Custom
custom route | meet your service requirements, you Route Table
table. can create a custom route table.

The custom route table associated
with a subnet only controls the
outbound traffic. The default route
table of a subnet controls the
inbound traffic.

2 | Add a route. | You can add a custom route and Adding Routes to
configure information such as the a Route Table

destination and next hop in the route
to determine where network traffic is

directed.

3 | Associate the | After a route table is associated with | Associating a
route table a subnet, the routes in the route Route Table with
with a table control the routing for the a Subnet
subnet. subnet and apply to all cloud

resources in the subnet.

3.2 Managing Route Tables

3.2.1 Creating a Custom Route Table

Scenarios

A VPC automatically comes with a default route table. If your default route table
cannot meet your service requirements, you can create a custom route table.

Notes and Constraints

By default, the quota for custom route tables is 0. To create custom route tables,
apply for a quota increase first.

Procedure

1. Go to the route table list page.

2. In the upper right corner, click Create Route Table. On the displayed page,
configure parameters as prompted.
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Table 3-3 Parameter descriptions

Parameter

Description

Example Value

Name

(Mandatory) The name of the route
table. The name:

e Can contain 1 to 64 characters.

e (an contain letters, digits,
underscores (_), hyphens (-), and
periods (.).

rtb-001

VPC

(Mandatory) The VPC that the route
table is used to control traffic routing.
The route table can be associated with
the subnets in this VPC.

vpc-001

Description

(Optional) Supplementary information
about the route table.

The description can contain a maximum
of 255 characters and cannot contain
angle brackets (< or >).

Route
Settings

(Optional) The route information. You
can add a route when creating the route
table or after the route table is created.
For details, see Adding Routes to a
Route Table.

You can click @ to add more routes.

3. Click OK.

A message is displayed. You can determine whether to associate the route
table with subnets immediately. If you want to associate immediately,
perform the following operations:

a. Click Associate Subnet. The Associated Subnets page is displayed.

b. Click Associate Subnet and select the target subnets to be associated.

c. Click OK.

3.2.2 Associating a Route Table with a Subnet

Scenarios

After a subnet is created, the system associates the subnet with the default route
table of its VPC. If you want to use specific routes for a subnet, you can associate
the subnet with a custom route table.

The custom route table associated with a subnet affects only the outbound traffic.
The default route table determines the inbound traffic.
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NOTICE

After a route table is associated with a subnet, the routes in the route table
control the routing for the subnet and apply to all cloud resources in the subnet.

Notes and Constraints

Procedure

A subnet must have a route table associated and can only be associated with
one route table.

A route table can be associated with multiple subnets.

Log in to the management console.

Click 7 i the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.

In the route table list, locate the row that contains the target route table and
click Associate Subnet in the Operation column.

Select the subnet to be associated.
Click OK.

3.2.3 Changing the Route Table Associated with a Subnet

Scenarios

You can change the route table for a subnet. If the route table is changed, routes
in the new route table will apply to all cloud resources in the subnet.

Procedure

Log in to the management console.

Click O in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

Click the name of the target route table.

On the Associated Subnets tab page, click Change Route Table in the
Operation column and select a new route table as prompted.
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7. Click OK.

After the route table is changed, routes in the new route table will apply to all
cloud resources in the subnet.

3.2.4 Viewing the Route Table Associated with a Subnet

Scenarios

You can view the route table associated with a subnet and the routes in the route
table.

Procedure

1. Log in to the management console.

2. Click 7 i the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.
4. In the navigation pane on the left, choose Virtual Private Cloud > Subnets.
The Subnets page is displayed.
5. Locate the target subnet and click its name.
The subnet details page is displayed.

6. In the Networking Components area of the Summary page, view the route
table associated with the subnet.

7. Click the name of the route table.

The route table details page is displayed. You can further view the route
information.

3.2.5 Viewing Route Table Information

Scenarios
You can view the following information about a route table:
e Basic information, such as name, type (default or custom), and ID of the
route table
e Routes, such as destination, next hop, and route type (system or custom)
e Associated subnets
Procedure

1. Log in to the management console.

2. Click 7 in the upper left corner and select the desired region and project.

3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.
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4. In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.
5. Click the name of the target route table.
The route table details page is displayed.

a. On the Summary tab page, view the basic information and routes of the
route table.

b. On the Associated Subnets tab page, view the subnets associated with
the route table.

3.2.6 Exporting Route Table Information

Scenarios
Information about all route tables under your account can be exported as an Excel
file to a local directory. This file records the name, ID, VPC, type, and number of
associated subnets of the route tables.

Procedure

1. Log in to the management console.

2. click 7 inthe upper left corner and select the desired region and project.

3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

4. In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.
5. In the upper left corner of the route table list, click Export.

- Export selected data to an XLSX file: Select one or more route tables
and export information about the selected route tables.

-  Export all data to an XLSX file: Export information about all the route
tables in the current region.

The system will automatically export information about the route tables as an
Excel file to a local directory.

3.2.7 Deleting a Route Table

Scenarios

If you no longer need a custom route table, you can delete it.

Notes and Constraints
e The default route table cannot be deleted.

However, deleting a VPC will also delete its default route table. Both default
and custom route tables are free of charge.
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Procedure

A custom route table with a subnet associated cannot be deleted directly.

If you want to delete such a route table, you can associate the subnet with
another route table first by referring to Changing the Route Table
Associated with a Subnet.

Log in to the management console.

Click O in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud. The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.

Locate the row that contains the route table you want to delete and click
Delete in the Operation column.

A confirmation dialog box is displayed.
Confirm the information and click OK.

3.3 Managing Routes

3.3.1 Adding Routes to a Route Table

Scenarios

Each route table comes with a default route, which is used to allow instances in a
subnet to access public services on the cloud or different subnets in a VPC to
communicate with each other. You can also add custom routes as required to
control traffic routing.

Procedure

Log in to the management console.

Click O in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.

Locate the target route table and click its name.
The route table details page is displayed.

Click Add Route and set parameters as prompted.

You can click @ to add more routes.
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Table 3-4 Parameter descriptions

Parameter

Description

Example Value

Destination
Type

Mandatory

The destination type can only be IP
address. You can set an IP address or
CIDR block.

IP address

Destination

Mandatory

Enter the destination of the route. You
can enter a single IP address or an IP
address range in CIDR notation.

NOTICE

e The destination of each route in a route
table must be unique.

e If an IP address group contains an IP
address range in the format of Start /P
address-End IP address, the |IP address
group is not supported.

For example, an IP address group cannot
contain 192.168.0.1-192.168.0.62. You need
to change 192.168.0.1-192.168.0.62 to
192.168.0.0/26.

IPv4:
192.168.0.0/16

Next Hop
Type

Mandatory

Set the type of the next hop.

NOTE
When you add or modify a custom route in a
default route table, the next hop type of the
route cannot be set to VPN gateway, Direct
Connect gateway, or Cloud connection.

VPC peering
connection

Next Hop

Mandatory

Set the next hop. The resources in the
drop-down list box are displayed based
on the selected next hop type.

peer-AB

Description

Optional

Enter the description of the route in the
text box as required.

7. Click OK.

You can view the new routes in the route list.

3.3.2 Modifying a Route

Scenarios

You can modify an existing route in a route table.
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Notes and Constraints
e System routes cannot be modified.

e When you create a VPC endpoint, VPN or Direct Connect connection, the
default route table automatically delivers a route that cannot be deleted or
modified.

Procedure

1. Log in to the management console.

2. Click 0 in the upper left corner and select the desired region and project.
3. Click = in the upper left corner and choose Networking > Virtual Private
Cloud.
The Virtual Private Cloud page is displayed.

4. In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.
5. Locate the target route table and click its name.

The route table details page is displayed.
6. Locate the target route and click Modify in the Operation column.
7. Modify the route information in the displayed dialog box.

Table 3-5 Parameter descriptions

Parameter | Description Example Value
Destination | Mandatory IP address
Type The destination type can only be IP
address. You can set an IP address or
CIDR block.
Destination | Mandatory IPv4:
Enter the destination of the route. You 192.168.0.0/16

can enter a single IP address or an IP
address range in CIDR notation.

NOTICE

e The destination of each route in a route
table must be unique.

e If an IP address group contains an IP
address range in the format of Start /P
address-End IP address, the |IP address
group is not supported.

For example, an IP address group cannot
contain 192.168.0.1-192.168.0.62. You need
to change 192.168.0.1-192.168.0.62 to
192.168.0.0/26.
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Parameter Description Example Value
Next Hop Mandatory VPC peering
Type Set the type of the next hop. connection
NOTE

When you add or modify a custom route in a
default route table, the next hop type of the
route cannot be set to VPN gateway, Direct
Connect gateway, or Cloud connection.

Next Hop Mandatory peer-AB

Set the next hop. The resources in the
drop-down list box are displayed based
on the selected next hop type.

Description | Optional -

Enter the description of the route in the
text box as required.

8. Click OK.

3.3.3 Replicating a Route

Scenarios

You can replicate a route from a custom route table to one another within a VPC.
You can also replicate a route from the default route table to a custom route
table, or the other way around.

Notes and Constraints

Table 3-6 shows whether routes of different types can be replicated to default or
custom route tables.

If the next hop type of a route is a server, this route can be replicated to both
default and custom route tables.

If the next hop type of a route is a Direct Connect gateway, the route cannot be
replicated to the default route table, but can be replicated to a custom route
table.

Table 3-6 Route replication

Next Hop Type Can Be Replicated to | Can Be Replicated to a
the Default Route Custom Route Table
Table

Local No No

Server Yes Yes

Extension NIC Yes Yes
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Next Hop Type Can Be Replicated to Can Be Replicated to a
the Default Route Custom Route Table
Table
BMS user-defined No Yes
network
VPN gateway No Yes
Direct Connect gateway No Yes
Cloud connection No Yes
Supplementary network | Yes Yes
interface
NAT gateway Yes Yes
VPC peering connection Yes Yes
Virtual IP address Yes Yes
{0 NOTE
e If the Direct Connect service is enabled by call or email, the routes delivered to the
default route table cannot be replicated to a custom route table.
Procedure

7.

Log in to the management console.

Click in the upper left corner and select the desired region and project.
Click = in the upper left corner and choose Networking > Virtual Private
Cloud.

The Virtual Private Cloud page is displayed.

In the navigation pane on the left, choose Virtual Private Cloud > Route
Tables.

The route table list is displayed.
Locate the target route table and click its name.
The route table details page is displayed.

Click Replicate Route above the route list and select the target route table
and route.

Click OK.

3.3.4 Deleting a Route

Sce