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Permissions Management

1.1 Creating an IAM User and Granting VPC
Permissions

This section describes how to use IAM to implement fine-grained permissions
control for your VPC resources. With IAM, you can:

e Create IAM users for personnel based on your enterprise's organizational
structure. Each IAM user has their own identity credentials for accessing VPC
resources.

e Grant users only the permissions required to perform a given task based on
their job responsibilities.

e Entrust a cloud account or cloud service to perform efficient O&M on your
VPC resources.

If your cloud account meets your permissions requirements, you can skip this
section.

Figure 1-1 shows the process flow for granting permissions.

Prerequisites

Learn about the permissions (see Permissions) supported by VPC and choose
policies or roles according to your requirements.

To grant permissions for other services, learn about all system-defined
permissions supported by IAM.
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Process Flow

Figure 1-1 Process for granting VPC permissions

Start

l

Create a user group and grant
permissions.

Create a user.

Log in as the user and verify

permissions.

End

1.  On the IAM console, create a user group and grant it permissions.

Create a user group on the IAM console and assign the VPCReadOnlyAccess
permissions to the group.

2. Create an IAM user and add it to the created user group.

Create a user on the IAM console and add the user to the group created in 1.
3. Log in as the IAM user and verify permissions.

In the authorized region, perform the following operations:

- Choose Service List > Virtual Private Cloud. Then click Create VPC on
the VPC console. If a message appears indicating that you have
insufficient permissions to perform the operation, the
VPCReadOnlyAccess policy is in effect.

- Choose another service from Service List. If a message appears indicating
that you have insufficient permissions to access the service, the
VPCReadOnlyAccess policy is in effect.

1.2 VPC Custom Policies

Custom policies can be created to supplement the system-defined policies of VPC.
For the actions supported for custom policies, see Permissions Policies and
Supported Actions.

You can create custom policies in either of the following ways:

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

e JSON: Edit JSON policies from scratch or based on an existing policy.
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For operation details, see Creating a Custom Policy. The following section
contains examples of common VPC custom policies.

Example Custom Policies

e Example 1: Allowing users to create and view VPCs
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

vpc:vpcs.create
vpcvpes:list

1
}
1
}

e Example 2: Denying VPC deletion

A deny policy must be used in conjunction with other policies to take effect. If
the permissions assigned to a user contain both Allow and Deny actions, the
Deny actions take precedence over the Allow actions.

The following method can be used if you need to assign permissions of the
VPC FullAccess policy to a user but also forbid the user from deleting VPCs.
Create a custom policy for denying VPC deletion, and assign both policies to
the group the user belongs to. Then the user can perform all operations on
VPC except deleting VPCs. The following is an example deny policy:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"vpc:vpces:delete"”
1
}
1
}

e Example 3: Defining permissions for multiple services in a policy

A custom policy can contain the actions of multiple services that are of the
global or project-level type. The following is an example policy containing
actions of multiple services:

{
"Version": "1.1",
"Statement": [
{
"Action": [
"vpc:vpcs:create”,
"vpc:vpcs:update”

1
"Effect": "Allow"
h
{
"Action": [
"ecs:servers:delete"

1
"Effect": "Allow"
}
1
}
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e Example 4: Allowing users to view associated resources

To allow users to view resources associated with a specific resource, you need
to assign them permissions to query that resource and its associated
resources. The following is an example policy containing actions for allowing
users to view the servers, extended network interfaces, and supplementary
network interfaces associated with a security group:

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"vpc:ports:get”,
"vpcisecurityGroups:get",
"vpc:subNetworkInterfaces:list"
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VPC and Subnet

2.1 VPC and Subnet Planning

Before using VPCs and subnets to build cloud networks, determine how many
VPCs and subnets do you need and plan the necessary CIDR blocks and
connectivity options. If you need to connect different VPCs or connect a VPC to an
on-premises data center, ensure that their CIDR blocks do not conflict. Properly
plan your VPCs and subnets based on the guidelines provided here to avoid CIDR
block conflicts, which will make future network expansion easier.

e How Do | Determine How Many VPCs | Need?

e How Do | Determine How Many Subnets | Need?
e How Do I Plan CIDR Blocks for VPCs and Subnets?
e How Do | Plan How Many Route Tables | Need?

e How Do | Connect Two VPC or Connect a VPC to an On-premises Data
Center?

How Do | Determine How Many VPCs | Need?

VPCs are region-specific. Cloud resources, such as ECSs, CCEs, and RDS instances,
in a VPC must be in the same region as the VPC. By default, different VPCs are
isolated from each other, but the subnets in a VPC can communicate with each
other.

Planning a Single VPC

If your services are deployed in one region and do not have to handle a lot of
traffic, you may not need network isolation. In this case, a single VPC should be
enough.

You can create multiple subnets in a VPC for workloads with different
requirements and associate route tables with these subnets to control traffic in
and out of the subnets. In Figure 2-1, services are deployed on different subnets in
a VPC (VPC-A in this example).

Issue 01 (2024-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 5



Virtual Private Cloud
User Guide

2 VPC and Subnet

Figure 2-1 Planning a single VPC
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Planning Multiple VPCs

You need to plan multiple VPCs if you have:

Services that need to be deployed in different regions

VPC is a region-specific service, so services cannot be deployed across regions
in a VPC. If your services are deployed in multiple regions, plan at least one
VPC in each region.

Figure 2-2 Planning multiple VPCs

Region A Region B
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H I I
1 ! ! |
______________________ ] D |

Services that are deployed in the same region but need network isolation.

If your services are deployed in the same region but need network isolation,
you need to plan multiple VPCs in this region. Different VPCs are isolated
from each other, so you can deploy different services in different VPCs, as
shown in Figure 2-3. In the figure, some services are deployed in VPC-A, and
some are deployed in VPC-B. The two VPCs are isolated from each other.
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Figure 2-3 Planning multiple VPCs
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(11 NOTE

By default, you can create a maximum of five VPCs in each region. If this cannot meet your
service requirements, request a quota increase.

How Do | Determine How Many Subnets | Need?

A subnet is a unique CIDR block with a range of IP addresses in a VPC. All cloud
resources in a VPC must be deployed on subnets.

You can create different subnets for different services in a VPC. For example, you
can create three subnets in a VPC, one subnet for web services, one for
management services, and the third one for data services. Additionally, you can
use network ACLs to control access to each subnet.

Note the following when selecting subnets and AZs for your resources:

e All instances in different subnets of the same VPC can communicate with
each other by default, and the subnets can be located in different AZs. If you
have a VPC with two subnets in it and they are located in different AZs, they
can communicate with each other by default.

e A cloud resource can be in a different AZ from its subnet. For example, a
cloud server in AZ 1 can be in a subnet in AZ 3. If AZ 3 becomes faulty, cloud
servers in AZ 1 can still use the subnet in AZ 3, and your services are not
interrupted.

(10 NOTE

By default, you can create a maximum of 100 subnets in each region. If this cannot meet
your service requirements, request a quota increase.

How Do | Plan CIDR Blocks for VPCs and Subnets?

After VPCs and subnets are created, their CIDR blocks cannot be changed. To
ensure smooth service expansion and O&M, properly plan VPC and subnet CIDR
blocks that best suit your service size and communication requirements.
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(11 NOTE

Both IPv4 and IPv6 CIDR blocks can be assigned to a subnet. You can customize IPv4 CIDR
blocks but not IPv6 CIDR blocks. The system assigns an IPv6 CIDR block with a 64-bit mask
to each subnet, for example, 2407:c080:802:1b32::/64.

Planning VPC CIDR Blocks

When creating a VPC, you need to specify an IPv4 CIDR block for it. Consider the
following when selecting a CIDR block:

e Reserve sufficient IP addresses for subsequent service expansion.

e Avoid CIDR block conflicts. To enable communications between VPCs or
between a VPC and an on-premises data center, ensure their CIDR blocks do
not overlap.

When you create a VPC, you specify a primary IPv4 CIDR block for the VPC, which
cannot be changed. You can add a secondary IPv4 CIDR block to the VPC if
required.

When you create a VPC, we recommend that you use the private IPv4 address
ranges specified in RFC 1918 as the CIDR block, as described in Table 2-1.

Table 2-1 VPC CIDR blocks (RFC 1918)

VPC CIDR Block | IP Address Range Netmask Example CIDR
Block
10.0.0.0/8-24 10.0.0.0- 8-24 10.0.0.0/8
10.255.255.255
172.16.0.0/12-24 | 172.16.0.0- 12-24 172.30.0.0/16

172.31.255.255

192.168.0.0/16-24 | 192.168.0.0- 16-24 192.168.0.0/24
192.168.255.255

In addition to the preceding addresses, you can create a VPC with a publicly
routable CIDR block that falls outside of the private IPv4 address ranges specified
in RFC 1918. However, the reserved system and public CIDR blocks listed in Table
2-2 must be excluded:

Table 2-2 Reserved system and public CIDR blocks

Reserved System CIDR Blocks Reserved Public CIDR Blocks
e 100.64.0.0/10 e 0.0.0.0/8

e 214.0.0.0/7 e 127.0.0.0/8

e 198.18.0.0/15 e 240.0.0.0/4

e 169.254.0.0/16 e 255.255.255.255/32
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Planning Subnet CIDR Blocks

e  Subnet mask planning: The subnet CIDR block must be within the VPC CIDR
block. Subnet CIDR blocks in a VPC must be unique. A subnet mask can be
between the netmask of its VPC CIDR block and a /29 netmask. If a VPC CIDR
block is 10.0.0.0/16, its subnet mask can be anything from 16 to 29.

For example, if the CIDR block of a VPC is 10.0.0.0/16, you can specify
10.0.0.0/24 for a subnet in this VPC, 10.0.1.0/24 for the second subnet, and
10.0.2.0/24 for the third subnet.

e Planning CIDR block size: After a subnet is created, the CIDR block cannot be
changed. You need to properly plan the CIDR block in advance based on the
number of IP addresses required by your service.

- The subnet CIDR block size cannot be too small. Ensure that the number
of available IP addresses in the subnet meets service requirements.
Remember that the first and last three addresses in a subnet CIDR block
are reserved for system use. For example, in subnet 10.0.0.0/24, 10.0.0.1 is
the gateway address, 10.0.0.253 is the system interface address,
10.0.0.254 is used by DHCP, and 10.0.0.255 is the broadcast address.

- The subnet CIDR block cannot be too large, either. If you use a CIDR
block that is too large, you may not have enough CIDR blocks available
later for new subnets, which can be a problem when you want to scale
out services.

e Avoiding subnet CIDR block conflicts: Avoid CIDR block conflicts if you need to
connect two VPCs or connect a VPC to an on-premises data center.

If the subnet CIDR blocks at both ends of the network conflict, create a
subnet.

How Do | Plan How Many Route Tables | Need?

A route table contains a set of routes that are used to control the traffic in and
out of your subnets in a VPC. You can configure destination, next hop, and other
information for each route. A VPC can have multiple route tables. Plan route
tables based on the following sections.

Planning One Route Table

If you have the same or similar requirements for controlling the network traffic to
and from subnets in a VPC, you can create one route table and associate it with
these subnets in this VPC. Each VPC comes with a default route table. If you create
a subnet in the VPC, the subnet is associated with the default route table. You can
add routes to the default route table to control where the traffic is directed. In
Figure 2-4, VPC-A has only the default route table, and subnets Subnet-A01 and
Subnet-A02 are associated with the default route table.
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Figure 2-4 Planning one route table
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Planning Multiple Route Tables

If you have different requirements for controlling the network traffic to and from
subnets in a VPC, the default route table is not enough. You can create one or
more custom route tables and associate them with these subnets in this VPC. In
Figure 2-5, VPC-A has three route tables. Subnet-A01 is associated with default
route table 1, Subnet-A02 is associated with custom route table 2, and Subnet-A03
is associated with custom route table 3.
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Figure 2-5 Planning multiple route tables
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How Do | Connect Two VPC or Connect a VPC to an On-premises Data
Center?

If you need to connect two VPCs or connect a VPC to an on-premises data center,
ensure that their VPC CIDR blocks do not conflict.

Connecting Two VPCs

Connecting VPCs in the same region: In Figure 2-6, there are three VPCs in region
A: VPC-A, VPC-B, and VPC-X. If you want to connect VPC-A and VPC-B, but isolate
VPC-C from other VPCs:

e  Ensure that the CIDR blocks of VPC-A and VPC-B connected by a peering
connection (Peering-AB in this example) must be unique.

e You do not need to worry about VPC CIDR block conflicts because VPC-X does
not need to communicate with other VPCs. If VPC-X and VPC-B need to
communicate with each other, you can specify different CIDR blocks for the
subnets in the two VPCs and create a VPC peering connection to connect the
subnets.

Issue 01 (2024-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11



Virtual Private Cloud
User Guide 2 VPC and Subnet

Figure 2-6 Connecting VPCs in the same region
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Connecting a VPC to an On-premises Data Center

In Figure 2-7, VPC-A and VPC-B in region A need to communicate with each other,
and VPC-A needs to connect to on-premises data center IDC-A. In region C, VPC-C
needs to connect to on-premises data center IDC-C.

e Inregion A, VPC-A and VPC-B have different CIDR blocks and can
communicate with each other through a VPC peering connection. VPC-A and
IDC-A have different CIDR blocks and are connected through a direct
connection.

e Inregion C, VPC-C and IDC-C have different CIDR blocks and are connected
through a VPC connection.
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Figure 2-7 Connecting a VPC to an on-premises data center
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Helpful Link

e You can create a VPC and an ECS to set up an IPv4 private network on the
cloud and then bind an EIP to the ECS to allow the ECS to access the Internet.
For details, see Setting Up an IPv4 Network in a VPC.

e You can create a VPC with an IPv4 and IPv6 CIDR block and create an ECS
with both IPv4 and IPv6 addresses in the VPC. You can bind an EIP and add
the IPv6 address of the ECS to a shared bandwidth to enable the ECS to
communicate with the Internet over both IPv4 and IPv6 networks. For details,
see Setting Up an IPv4/IPv6 Dual-Stack Network in a VPC.

2.2 VPC Connectivity Options

2.2.1 Overview

Huawei Cloud provides various network services for you to set up secure and
scalable cloud networks. With these network services, you can connect VPCs in the
same region or different regions, enable the instances (such as ECSs and RDS
instances) in VPCs to access the public network, and enable on-premises data
centers to access the VPCs. The following describes the function and highlights of
each network service. You can flexibly configure VPC and other network services
based on your network requirements:

e Connecting VPCs
e Connecting VPCs to the Public Network
e Connecting VPCs to an On-Premises Data Center

Connecting VPCs

With the networking services described in Table 2-3, you can flexibly connect
VPCs in the same region, in different regions, or in different accounts.
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Table 2-3 Networking services that can connect VPCs

Networking
Service

Function

Highlights

VPC Peering

With VPC Peering, you can peer two
VPCs in the same region. The VPCs can
be in the same account or different
accounts.

e VPC Peering is
free.

e Routes can be
configured on the
console easily.

Enterprise
Router

An enterprise router can connect
multiple VPCs in the same account or
different accounts to set up a hub-and-
spoke network. Compared with VPC
Peering, Enterprise Router is more
suitable for complex networking where
many VPCs need to be connected.

e VPCs in the same
region can be
connected in
minutes.

e Routes can be
automatically
added.

e Low latency and
high speed

e Simple network
topology and high
scalability

VPN

You can use VPN connect VPCs in
different regions, so that they can
communicate with each other over the
Internet.

e Low costs

e Simple
configuration

e Immediate use

e Unstable
networks
dependent on the
Internet quality

Direct
Connect

You can use Direct Connect to connect
VPCs in different regions.

e Dedicated
connections with
high security

e Low latency and
high speed

Connecting VPCs to the Public Network

With the network services described in Table 2-4, you can connect VPCs to the
public network so that instances in the VPCs can access the public network or
provide services accessible on the public network.
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Table 2-4 Network services that allow VPCs to communicate with the public

network

Network
Service

Function

Highlights

EIP

An EIP is an independent public IP
address. You can bind it to an instance,
such as an ECS, a NAT gateway, or a
load balancer, so that the instance can
access the public network or provide
services accessible from the public
network.

e EIPs can be bound
to or unbound
from instances if
needed.

e Shared
bandwidths can
be used to lower
costs.

e EIP bandwidth can
be adjusted at any
time.

NAT Gateway
e SNAT
e DNAT

NAT Gateway supports both source
NAT (SNAT) and destination NAT
(DNAT).

e SNAT enables multiple instances to
share one or more EIPs to access
the public network.

- ECSs in the same VPC sharing
an EIP

- ECSs in different VPCs sharing
an EIP

e DNAT enables port forwarding. It
maps EIP ports to ECS ports so that
the ECSs in a VPC can share the
same EIP and bandwidth to provide
Internet-accessible services.
However, DNAT does not balance
traffic.

e Using shared EIPs
to access the
public network
reduces the costs.

e EIPs of ECSs are
not exposed to
the public
network, which
improves security.

e Different
specifications are
available.

ELB

ELB evenly distributes incoming traffic
to multiple backend servers. Together
with EIPs, ELB allows a large number
of users to access services deployed on
cloud servers from the public network.

e ELB can process
both Layer 4 and
Layer 7 requests
and supports
advanced
forwarding
policies and
multiple protocols.

e ELB can eliminate
single points of
failure (SPOFs) for
high availability.
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Connecting VPCs to an On-Premises Data Center

2.2.2 Connecting VPCs

If you have an on-premises data center and not all your workloads can be
migrated to the cloud, you can use the network services described in Table 2-5 to
connect your on-premises data center to the VPCs.

Table 2-5 Networking services that can connect VPCs to an on-premises data

center
Networking Function Highlights
Service
VPN VPN provides an encrypted, Internet- Low costs
based channel that connects an on- Simple
premises data center and the cloud. configuration
Immediate use
The network
quality depends
on the Internet.
Direct Direct Connect establishes a dedicated Dedicated
Connect network connection between an on- connections with
premises data center and the cloud. high security
Low latency and
high speed
VPC Peering With VPC Peering, you can peer two VPC Peering is

VPCs in the same region, no matter
whether they are in the same account
or different accounts. VPC Peering can
work with Direct Connect or VPN to
enable your on-premises data center
to access multiple VPCs.

free.

Routes can be
configured on the
console easily.

Connecting VPCs in the Same Region

If the VPCs you want to connect are in the same region, you can use VPC Peering
or Enterprise Router.

Connecting VPCs provides details about different network services.

NOTICE

Before connecting VPCs, you need to plan their CIDR blocks in advance.

Overlapping CIDR blocks may cause communication failure.
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VPC Peering

With VPC Peering, you can peer two VPCs in the same region. The VPCs can be in
the same account or different accounts.
You can refer to the following topics:

e Using a VPC Peering Connection to Connect Two VPCs in the Same
Account

e Using a VPC Peering Connection to Connect Two VPCs in Different
Accounts

In Figure 2-8, a VPC peering connection (Peering-AB) connects two VPCs (VPC-A
and VPC-B) in a region.

Figure 2-8 Connecting VPCs in the same region over a VPC peering connection
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Enterprise Router

An enterprise router can connect multiple VPCs in the same account or different
accounts to set up a hub-and-spoke network. Compared with VPC Peering,
Enterprise Router is more suitable for complex networking where many VPCs need
to be connected.

For details, see Using an Enterprise Router to Enable Communications
Between VPCs in the Same Region.

In Figure 2-9, an enterprise router connects multiple VPCs in the same region and
forwards traffic among them. The routes are automatically configured for the
VPCs and the enterprise router.
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Figure 2-9 Connecting VPCs in the same region using an enterprise router

Region A
! VPC-A 1 ! VPC-C 1
| 192.168.0.0/16 ! I 10.1.0.0/16 !
i i
I ! 1 !
| Subnet-A01 ! . Subnet-CO1 !
1 192.168.1.0/24 ! | 10.1.1.0/24 !
I 1 ]
1 @ VPC-A route table | | @ VPC-C route table |
I I
; Destination Next Hop } ——————————————————————————————— : Destination Next Hep }
| ECSA | Enterpri ter ER ! ! ECS-C
! 1000.0/8 ER L weea ! terprise router e ! 10.00.0/8 R |
I - I
i 172.1600/12 ER | attachment | Default route table | attachment 1 172160012 R |
I T
. | ; i
1 192.168.0.0/16 ER ! ! Destination Next Hop Route Type 1 | 192.168.0.0/16 ER !
i i i
ffffffffffffffffffffffffffffff B | 102.168.00/16 Propagated | e
]
1 1721600016 Propagated 1
I VPC-B ! VPGB | 10.1.0016 Propagated | VPC-D Bt ettt
| 172.16.0.0/16 | attachment | | attachment | VPC-D |
! g : : 10200116 Propaguind_|——] 102.00/16 !
i
N | i | i |
| é”;:;ﬁ g% . : s 2 : Subnet D01 !
I X
|
; s o : : 10.2.1.0/24 }
| alIp S | ' @ VPC-D route table |
I I
i Ecs.B Destination | Next Hop ! i Destination | Next Hop !
I f ! -
| 10000/8 ER 1 ; ECS-D 1000078 = :
; | |
! 172160012 ER | | 1721600/12 ER !
| i/ | !
| 192.1680.0/16 ER ! ! 192.168.0.0/16 ER 1
L 1 H !

Connecting VPCs in Different Regions

VPN

If the VPCs to be connected are located in different regions, you can use Cloud
Connect, Direct Connect, or VPN.

Connecting VPCs provides details about different network services.

NOTICE

Before connecting VPCs, you need to plan their CIDR blocks in advance.
Overlapping CIDR blocks may cause communication failure.

You can use VPN connect VPCs in different regions, so that they can communicate
with each other over the Internet.

In Figure 2-10, there is a VPC in each region: VPC-A in region A and VPC-B in
region B. Each VPC is connected to a VPN connection. The two VPCs can
communicate with each other through an encrypted channel on the Internet. VPN
can be enabled fast and is cost-effective.

Figure 2-10 Connecting VPCs in different regions using VPN
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Direct Connect

You can use Direct Connect to connect VPCs in different regions.

In Figure 2-11, there is a VPC in each region: VPC-A in region A and VPC-B in
region B. Each VPC is connected to a Direct Connect connection. The two VPCs can
communicate with each other through a dedicated connection. Compared with
VPN, Direct Connect enables faster, more stable data transmission.

Figure 2-11 Connecting VPCs in different regions using Direct Connect
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2.2.3 Connecting VPCs to the Public Network

EIP

You can use EIP, NAT Gateway, or ELB to allow the resources in VPCs to access the
public network.

An EIP is an independent public IP address. You can bind it to an instance, such as
an ECS, a NAT gateway, or a load balancer, so that the instance can access the
public network or provide services accessible from the public network.

e  For details about EIPs in IPv4 networks, see Setting Up an IPv4 Network in a
VPC.

e  For details about IPv4/IPv6 dual-stack networks, see Quickly Setting Up an
IPv4/1Pv6 Dual-Stack Network in a VPC.

In Figure 2-12, there are two subnets (Subnet-A01 and Subnet-A02) in a region
(region A), and there is an ECS on each subnet. The ECS (ECS-A01) on Subnet-A01
needs to access the public network, and the ECS (ECS-A02) on Subnet-A02 needs
to provide web services for the public network. Two EIPs (EIP-A01 and EIP-A02)
are required, with each bound to an ECS.
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Figure 2-12 Connecting a VPC to the public network using EIP
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NAT Gateway (SNAT)

You can use a public network NAT gateway and configure SNAT rules to enable
multiple ECSs in a VPC to share one or more EIPs to access the public network. If
only SNAT rules are configured, the public network address of the NAT gateway
cannot be directly accessed from the public network. This is more secure than
using EIPs.

e If you want ECSs in a VPC to share an EIP, see Using a Public NAT Gateway
to Enable Servers to Share One or More EIPs to Access the Internet

e If you want ECSs in different VPCs to share an EIP, see Allowing VPCs to
Share an EIP to Access the Internet Using Enterprise Router and SNAT.

ECSs in a VPC Sharing an EIP

In Figure 2-13, ECSs deployed on two subnets (Subnet-A01 and Subnet-A02) in a
VPC (VPC-A) need to access the public network. For this to work, you first need to
create a public NAT gateway in a third subnet (Subnet-NAT), and then configure
SNAT rules on the public NAT gateway for Subnet-A01 and Subnet-A02. In this
way, all ECSs in Subnet-A01 and Subnet-A02 can share an EIP to access the public
network.
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Figure 2-13 Enabling ECSs in a VPC to access the public network using a NAT

gateway
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ECSs in Different VPCs Sharing an EIP

In Figure 2-14, three VPCs (VPC-A, VPC-B, and VPC-C) in a region need to
communicate with each other and can use the NAT gateway deployed in another
VPC (VPC-D) to access the public network. For this to work, you first need to
attach the four VPCs to an enterprise router, then configure routes in the route
tables of the VPCs and of the enterprise router, and configure SNAT rules on the
public NAT gateway. In this way, the VPCs can communicate with each other and
share an EIP to access the public network.
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Figure 2-14 Enabling ECSs in different VPCs to access the public network using a

NAT gateway
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NAT Gateway (DNAT)

DNAT enables port forwarding. It maps EIP ports to ECS ports so that the ECSs in
VPCs can share the same EIP and bandwidth to provide Internet-accessible
services. However, DNAT does not balance traffic.

For details, see Using a Public NAT Gateway to Enable Servers to Be Accessed
by the Internet.

In Figure 2-15, ECSs deployed on two subnets (Subnet-A01 and Subnet-A02) in a
VPC (VPC-A) need to provide web services for the public network. For this to work,
you first need to create a public NAT gateway in a third subnet (Subnet-NAT in
this example), and then configure DNAT rules on the public NAT gateway for
Subnet-A01 and Subnet-A02. In this way, all ECSs in Subnet-A01 and Subnet-A02
can share an EIP to provide Internet-accessible services.
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Figure 2-15 Enabling ECSs in a VPC to provide services for the public network

using a NAT gateway
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ELB

ELB evenly distributes incoming traffic to multiple backend servers. Together with
EIPs, ELB allows a large number of users to access services deployed on cloud
servers from the public network.

For details, see Getting Started with ELB.

In Figure 2-16, a web application is deployed on the ECSs in two VPCs (VPC-A and
VPC-B) in a region. Because of the heavy incoming traffic, a load balancer is used
to distribute the traffic across ECSs in different VPCs. For this to work, VPCs need
to communicate with each other. In this example, a VPC peering connection is
used to connect VPC-A and VPC-B.
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Figure 2-16 ELB for evenly distributing incoming traffic from the public network
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2.2.4 Connecting VPCs to On-Premises Data Centers

Connecting a Single VPC to an On-Premises Data Center

VPN

You can use Direct Connect or VPN to connect a VPC to an on-premises data
center.

Connecting VPCs to an On-Premises Data Center provides details about
different network services.

NOTICE

Before connecting a VPC to an on-premises data center, you need to plan their
CIDR blocks in advance to ensure that the VPC CIDR block does not overlap with
the on-premises CIDR block, or communications may fail.

VPN provides an encrypted, Internet-based channel that connects an on-premises
data center and the cloud.

For details, see Configuring Enterprise Edition S2C VPN to Connect an On-
premises Data Center to a VPC.

In Figure 2-17, some workloads have been migrated to a VPC (VPC-A), and some
workloads are still running on on-premises servers. With a VPN connection, on-
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premises servers can quickly access the cloud resources in the VPC. Compared with
Direct Connect, VPN is easier to configure and cost-effective.

Figure 2-17 Connecting a VPC to an on-premises data center using VPN
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Direct Connect

Direct Connect establishes a dedicated network connection between an on-
premises data center and the cloud.

For details, see Accessing a VPC over a Direct Connect Connection and Using
BGP to Route Traffic.

In Figure 2-18, some workloads are running in a VPC (VPC-A) on the cloud, and
some are running in the on-premises data center. A Direct Connect connection
connects the on-premises data center to the cloud. Direct Connect connections are
faster and more stable than VPN connections.

Figure 2-18 Connecting a VPC to an on-premises data center using Direct Connect
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Connecting Multiple VPCs in the Same Region to an On-Premises Data
Center

To connect multiple VPCs in a region to an on-premises data center, you can use
Direct Connect or VPN to connect the data center to a VPC, and then use VPC
Peering or Enterprise Router to connect all VPCs. In this way, the on-premises data
center can access all the VPCs.

Compared with VPN, Direct Connect establishes a dedicated connection that
enables faster, more secure data transmission. VPN is more cost-effective. To
reduce network costs, you