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Instances

1.1 Selecting an ECS Billing Mode

1.1.1 Yearly/Monthly Billing

Concept

Yearly/Monthly is a prepaid billing mode and is cost-effective for long-term use.

For more billing information, see Yearly/Monthly Billing.

Note the following when using a yearly/monthly ECS:

1.

A created yearly/monthly ECS cannot be deleted. If such an ECS is not
required any more, unsubscribe it. To do so, switch to the Elastic Cloud
Server page, locate the target ECS, and choose More > Unsubscribe in the
Operation column.

A detached system disk can be used as a data disk for any ECSs, but can only
be used as a system disk for the ECS where it was attached before.

A detached data disk that is purchased together with an ECS can only be used
as a data disk for this ECS.

Resources Supporting Yearly/Monthly Billing

Resources billed in yearly/monthly mode include:

ECSs (vCPUs and memory)

Images, including prepaid Marketplace images

EVS disks purchased together with a yearly/monthly ECS
Bandwidth purchased together with a yearly/monthly ECS

EIP and dedicated bandwidth are billed together. For details, see the pricing
for dedicated bandwidths.

When you purchase a yearly/monthly ECS, the configuration price covers the
above resources.
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For details about ECS prices, see Price Calculator.

1.1.2 Pay-per-Use Billing

Concept

Pay-per-use billing is a postpaid billing mode in which an ECS will be billed based
on usage frequency and duration. ECSs are billed by second. The system generates
a bill every hour based on the usage duration and deducts the billed amount from
the account balance. A pay-per-use ECS can be provisioned and deleted at any
time.

For more billing information, see Pay-per-Use Billing.
L] NOTE
For a stopped pay-per-use ECS, the startup may fail due to insufficient resources. Please

wait for several minutes before attempting another restart or changing the ECS
specifications.

Billing Examples

In the pay-per-use billing mode, ECSs are billed by the second. The price per
second of each type of ECS can be obtained by dividing their hourly price by 3600.
Obtain the hourly price on the Product Pricing Details page.

For example, if you purchase a pay-per-use ECS priced $0.68 USD/hour, the ECS

will be billed based on the usage duration by the second.

e If you use the ECS for 30 minutes, you need to pay for $0.34 USD (0.68/3600
x 30 x 60).

e If you use the ECS for 1 hour and 30 minutes, you need to pay for $1.02 USD
(0.68/3600 x 90 x 60).

Resources Supporting Pay-per-Use Billing

Resources billed on a pay-per-use basis include:

e ECSs (vCPUs and memory)

e Images, including Marketplace images as well as shared or customized
images based on Marketplace images

e EVS disks purchased together with a yearly/monthly ECS
e Bandwidth purchased with a pay-per-use ECS
For details about ECS prices, see Price Calculator.

1.1.3 Spot Pricing

1.1.3.1 Spot Pricing ECSs

Concept

Huawei Cloud sells available computing resources at a discount. The price changes
in real time depending on market demands. This is the spot pricing billing mode.
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An ECS billed in spot pricing billing mode is a spot ECS.

In spot pricing billing mode, you can purchase and use ECSs at a discount price. A
spot ECS performs as well as the ECSs with the same specifications in other billing
modes. However, when inventory resources are insufficient, or the market price
increases and exceeds your expected price, the system will automatically release
your ECS resources and reclaim the ECSs. Compared with pay-per-use and yearly/
monthly ECSs, spot ECSs offer the same level of performance while at lower costs.

Working Rules

The market price for the ECSs of a certain flavor fluctuates due to supply-and-
demand changes. You can purchase and use spot ECSs at a low market price to
reduce computing costs.

When purchasing a spot ECS, you are required to set the maximum price you are
willing to pay for a specified flavor. A higher price ensures a greater success rate
for you to purchase such an ECS.

e If the maximum price is greater than or equal to the market price and the
inventory resources are sufficient, the spot ECS can be purchased and will be
billed at the market price.

e |f the maximum price is less than the market price, the spot ECS cannot be
purchased.

After purchasing a spot ECS, you can use it like using the ECSs in other billing
modes. However, the system will periodically compare the maximum price with
the market price and check the inventory resources.

e |f the maximum price is greater than or equal to the market price and the
inventory resources are sufficient, you can continue using the ECS.

e If the maximum price is less than the market price or the inventory resources
are insufficient, the system notifies you of releasing the ECS resources
(notifications enabled) and automatically deletes the ECS in about 5 minutes.

Figure 1-1 Lifecycle of a spot ECS

Initiates a

;& request.
E—

User

Insufficient
inventory OR
resources

Cluotation = Market
price

Application Scenarios
e Suitable workloads

Spot ECSs are suitable for image rendering, stateless web service, gene
sequencing, offline analysis, function calculation, batch calculation, sample
analysis, CI/CD, and test.
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L] NOTE
When the market price is higher than the maximum price you are willing to pay or the
inventory resources are insufficient, the spot ECSs will be reclaimed. Therefore, back up
data when using such ECSs.
e Unsuitable workloads
To prevent ECS reclamation from interrupting services, do not use spot ECSs
to run workloads requiring long-time operations or high stability.
Notes

Billing Rules

Only KVM ECSs support spot pricing payments. For details about supported
ECS flavors, see the information displayed on the management console.

The market prices of the ECSs of the same flavor may vary depending on AZs.
Spot ECSs do not support OS change.

Spot ECSs do not support automatic recovery.

Spot ECSs do not support specifications modification.

Spot ECSs cannot be created using a Marketplace image.

Spot ECSs cannot be switched to yearly/monthly ECSs.

Spot ECSs do not support system disk detachment.

When a spot ECS is being reclaimed,

- It cannot be used to create system disk images and full-ECS images.
However, data disks of the ECS can be used to create data disk images.

- It cannot be deleted.

By default, the data disks and EIP of a spot ECS will not be released after it is
reclaimed. If you want to be notified when a spot ECS is reclaimed so that you
can determine whether to manually release data disks and EIP, set a reclaim
notification. For details, see "Enabling Reclaim Notifications" in Purchasing a
Spot ECS.

See Spot Pricing (for Spot Instances).

Billing Examples

If the market price is higher than the maximum price you set, the spot
ECS is released. The spot ECS is billed based on the market price.
Example:

At 08:30, the market price is $0.02 USD/hour, and the maximum price is $0.04
USD/hour. Then, the ECS is billed at $0.02 USD/hour.

At 09:00, the market price is $0.03 USD/hour.
At 10:00, the market price is $0.04 USD/hour.

At 10:30, the market price is $0.05 USD/hour, which is higher than the
maximum price. Then, the system notifies the user of ECS releasing.

This ECS is billed in three billing periods.

During 08:30-09:00, the ECS had been running for 30 minutes and it is billed
by the second: 0.02/3600 x 30 x 60 = $0.01 USD.
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During 09:00-10:00, the ECS had been running for 1 hour and it is billed at
the market price at 09:00, which is $0.03 USD ($0.03 USD/hour x 1 hour =
$0.03 USD).

During 10:00-10:30, the ECS had been running for 30 minutes and it is billed
by the second: 0.04/3600 x 30 x 60 = $0.02 USD.

The total price is $0.06 USD for the running duration of 2 hours.

If inventory resources are insufficient, the system releases a price ECS and
bills it based on the market price. Example:

At 08:30, the market price is $0.02 USD/hour, and the maximum price is $0.06
USD/hour. Then, the ECS is billed at $0.02 USD/hour.

At 09:00, the market price is $0.03 USD/hour.
At 10:00, the market price is $0.04 USD/hour.

At 10:30, the market price is $0.05 USD/hour. Although the market price is
lower than the maximum price, the system releases this ECS due to
insufficient inventory resources.

This ECS is billed in three billing periods.

During 08:30-09:00, the ECS had been running for 30 minutes and it is billed
by the second: 0.02/3600 x 30 x 60 = $0.01 USD.

During 09:00-10:00, the ECS had been running for 1 hour and it is billed at
the market price at 09:00, which is $0.03 USD ($0.03 USD/hour x 1 hour =
$0.03 USD).

During 10:00-10:30, the ECS had been running for 30 minutes and it is billed
by the second: 0.04/3600 x 30 x 60 = $0.02 USD.

The total price is $0.06 USD for the running duration of 2 hours.

Purchasing a Spot ECS

You can purchase a spot ECS on the management console or by calling APIs.

For instructions about how to purchase a spot ECS on the management
console, see Purchasing a Spot ECS.

For instructions about how to purchase a spot ECS by calling APIs, see
Creating an ECS.

Reclaiming an ECS

Huawei Cloud may reclaim and terminate your spot ECS at any time. A spot ECS
that is being reclaimed cannot be used to create images.

An ECS may be reclaimed due to:

Higher market price than the maximum price you are willing to pay
Insufficient inventory resources
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(11 NOTE

e If a spot ECS is reclaimed within the first hour after it is provisioned, the spot ECS is
not billed.

e In the first settlement period (in hours) of a spot ECS, the spot ECS is billed,
regardless of whether it is started or not.

e |t takes 5 minutes to reclaim a spot ECS. If during that 5 minutes, the spot pricing
hour is exceeded, any time in excess of that hour will be billed at the new market
price.

e During the running of a spot ECS, its price is updated once an hour. After a spot
ECS is restarted, or it is stopped and then started, it is billed at the market price
when the ECS starts.

Back up data on spot ECSs. Before the system reclaims your spot ECSs, it will
notify you of the release if notifications are enabled. To enable notifications, see
Purchasing a Spot ECS.

FAQs
See Spot ECSs.

1.1.3.2 Purchasing a Spot ECS

Scenarios

A spot ECS is billed in spot pricing mode. You can purchase and use such ECSs at a
discount price. A spot ECS performs as well as the ECSs with the same
specifications in other billing modes. However, when inventory resources are
insufficient, or the market price increases and exceeds your expected price, the
system will automatically release your ECS resources and reclaim the ECSs.

Compared with pay-per-use and yearly/monthly ECSs, spot ECSs offer the same
level of performance while at lower costs. For more information about the spot
pricing payments, see Spot Pricing.

Purchasing a Spot ECS

Follow the instructions provided in Purchasing an ECS and Logging In to an ECS
to buy and log in to spot ECSs. Pay attention to the following settings:

When purchasing a spot ECS:

e Set Billing Mode to Spot pricing.

In Spot pricing billing mode, your purchased ECS is billed based on the
service duration at a lower price than that of a pay-per-use ECS with the
same specifications. However, a spot ECS may be reclaimed at any time based
on the market price or changes in supply and demand.

e Set Maximum Price, which can be Automatic or Manual.

- Automatic is recommended, which uses the pay-per-use price as the
highest price you are willing to pay for a spot ECS.

- Manual requires you to set the upper price limit for a spot ECS. The
maximum price must be greater than or equal to the market price and
less than or equal to the pay-per-use price.
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e Click Next, confirm that the specifications and price are correct, agree to the
service agreement, and click Submit.
(11 NOTE
A spot ECS may be reclaimed by the system. Therefore, back up your data.
Constraints

e Only KVM ECSs support spot pricing payments. For details about supported
ECS flavors, see the information displayed on the management console.

e The market prices of the ECSs of the same flavor may vary depending on AZs.
e Spot ECSs do not support OS change.

e Spot ECSs do not support automatic recovery.

e Spot ECSs do not support specifications modification.

e Spot ECSs cannot be created using a Marketplace image.

e Spot ECSs cannot be switched to yearly/monthly ECSs.

e Spot ECSs do not support system disk detachment.

e When a spot ECS is being reclaimed,

- It cannot be used to create system disk images and full-ECS images.
However, data disks of the ECS can be used to create data disk images.

- It cannot be deleted.

e By default, the data disks and EIP of a spot ECS will not be released after it is
reclaimed. If you want to be notified when a spot ECS is reclaimed so that you
can determine whether to manually release data disks and EIP, set a reclaim
notification. For details, see "Enabling Reclaim Notifications" in Purchasing a
Spot ECS.

(Optional) Enabling Reclaim Notifications

Step 1

Step 2

After purchasing a spot ECS, you can use it like using the ECSs in other billing
modes. However, a spot ECS may be reclaimed at any time based on the market
price or changes in supply and demand.

You can enable reclaim notifications to be notified ahead of about 5 minutes
before the system starts to release your spot ECS if the maximum price you are
willing to pay is lower than the market price or the inventory resources are
insufficient.

Use Cloud Trace Service (CTS) and Simple Message Notification (SMN) to enable
notifications. For details, see Cloud Trace Service User Guide.

Enable CTS. For details, see Enabling CTS.

Once CTS is enabled, the system automatically identifies the cloud services
enabled on the cloud platform, obtains key operations on the services, and reports
traces of these operations to CTS.

Configure reclaim notifications.

You can configure key event notifications on CTS so that SMN can send messages
to notify you of key operations. This function is triggered by CTS, but notifications
are sent by SMN.
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vk W

Log in to the management console.

Click

in the upper left corner and select your region and project.

Under Management & Deployment, click Cloud Trace Service.

In the navigation pane on the left, choose Key Event Notifications.

Click Create Key Event Notification in the upper right corner of the page
and set parameters listed in Table 1-1.

Table 1-1 Parameters for configuring key event notifications

Type Parameter Configuration
Basic Notification | The value is user-defined, for example,
Informatio | Name spottest.
n
Operation | Operation Select Custom.
Type
Operation Choose ECS > server > interruptServer and
List click Add.
User Specified If you do not specify users, CTS notifies all
users users when key operations are initiated.
Topic Send Select Yes.
Notification
SMN Topic Select a topic from the drop-down list. If there

are no proper SMN topics, create one.
1. Click SMN to switch to the SMN console.

2. On the SMN console, choose Topic
Management > Topics. Then, click Create
Topic and set parameters as required. For
details, see Creating a Topic.

3. Locate the newly added topic and click Add
Subscription in the Operation column.
Then, you can receive notifications sent for
the topic. For details, see Adding a
Subscription to a Topic.

After the configuration is complete, you will receive a notification 5 minutes
before the system deletes your spot ECS.

Step 3 (Optional) View reclaimed spot ECSs.

1.
2.
3.

Under Management & Deployment, click Cloud Trace Service.

In the navigation pane on the left, choose Trace List.

Specify filter criteria listed in Table 1-2 and search for traces as needed.

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd. 8


https://support.huaweicloud.com/eu/usermanual-smn/en-us_topic_0043961401.html
https://support.huaweicloud.com/eu/usermanual-smn/en-us_topic_0043961402.html
https://support.huaweicloud.com/eu/usermanual-smn/en-us_topic_0043961402.html

Elastic Cloud Server
User Guide

1 Instances

Table 1-2 Setting filter criteria to search for reclaimed ECSs

Parameter Configuration
Trace Source ECS
Resource Type server

Search By

Trace name > interruptServer

Operator

All operators

Trace Status

All trace statuses

4. Locate the target trace and expand the trace details.

5. Click View Trace in the Operation column for details.

--—-End

1.1.4 Changing Pay-per-Use to Yearly/Monthly

Scenarios

e Pay-per-use: a postpaid billing mode, in which an ECS is billed by usage
duration. You can provision or delete such an ECS at any time.

e Yearly/Monthly: a prepaid billing mode, in which an ECS is billed based on
the purchased duration. This mode is more cost-effective than the pay-per-use
mode and is suitable for predictable usage.

If you need to use an ECS for a long time, you can change its billing mode from
pay-per-use to yearly/monthly to reduce costs.

Prerequisites

e The selected ECS is billed on a pay-per-use basis.

e The target ECS must be in Running or Stopped state.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select your region and project.

3. Click = . Under Compute, choose Elastic Cloud Server.

4. On the Elastic Cloud Server page, select the target ECS.

5.  Above the ECS list, choose More > Change Billing Mode.

6. Confirm the ECS details, specify the usage duration, and pay for the order.
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1.1.5 Changing Yearly/Monthly to Pay-per-Use

Scenarios

Yearly/Monthly is a prepaid billing mode in which your ECS will be billed based on
service duration. This cost-effective mode is ideal when the duration of ECS usage
is predictable.

If you require a more flexible billing mode, in which your ECS will be billed based
on usage frequency and duration, you can change the billing mode from yearly/
monthly to pay-per-use.

(11 NOTE

After the billing mode is changed from yearly/monthly to pay-per-use, the new billing
mode takes effect only after the yearly/monthly subscription has expired.

Constraints
e You have passed real-name authentication.

e You can change the billing mode from yearly/monthly to pay-per-use only for
ECSs whose status is Provisioned on the Renewals page.

e The billing modes of products in a solution portfolio cannot be changed from
yearly/monthly to pay-per-use.

Procedure

Log in to the management console.

2. On the top navigation bar, choose Billing & Costs > Renewal.
The Renewals page is displayed.

3. Customize search criteria.

- On the Pay-per-Use After Expiration tab, you can search for the ECSs
with the billing mode changed to pay-per-use.

- On the Manual Renewals, Auto Renewals, and Renewals Canceled
tabs, you can also change the billing mode of the ECSs to pay-per-use
(taking effect after the subscription expires).

4. Change the ECS billing mode to pay-per-use after the yearly/monthly
subscription expires.

- Single ECS: Select the ECS for which you want to change the billing mode,
and choose More > Change to Pay-per-Use After Expiration in the
Operation column.

- Multiple ECSs: Select the ECSs for which you want to change the billing
mode, and click Change to Pay-per-Use After Expiration above the ECS
list.

5. Confirm the change details and click Change to Pay-per-Use.

1.2 Purchasing an ECS
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1.2.1 Purchasing the Same ECS

Scenarios
If you have bought an ECS and want to buy new ones with the same
configuration, it is a good practice to use "Buy Same ECS" to rapidly buy the new
ones.

Notes
Large-memory ECSs do not support "Buy Same ECS".

Procedure

1. Log in to the management console.

2. Click 7 i the upper left corner and select your region and project.

3. Click = and choose Compute > Elastic Cloud Server.

Select the target ECS, click More in the Operation column, and select Buy
Same ECS.

5. The system switches to the ECS purchase page and automatically copies the
parameter settings of the selected ECS. Adjust the settings of the new ECSs as
needed, confirm the configuration, and click Submit.

(10 NOTE

For security purposes, you must manually configure some of the settings for the new
ECSs, including:

e Manually add data disks if the quantity of data disks needed exceeds 10.
e Manually add NICs if the quantity of NICs needed exceeds 5.
e Manually add security groups if the quantity of security groups needed exceeds 5.

e Select a new data disk image if the disks of the source ECS are created using a
data disk image.

e If the source ECS is created from a full-ECS image, only the disks included in this
image are displayed. Add disks if necessary.

e Select Encryption if the disks of the source ECS have been encrypted.
e Configure the functions in Advanced Options.
e Configure EIP if required because it is set to Not required by default.

1.3 Viewing ECS Information

1.3.1 Viewing ECS Creation Statuses

Scenarios

After submitting the request for creating an ECS, you can view the creation status.
This section describes how to view the creation status of an ECS.
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Procedure

1. Log in to the management console.

2. Click O in the upper left corner and select your region and project.

3. Click

After creating an ECS, view the creation status above the ECS list beside the
common operations (Start, Stop, Restart, and More).

. Under Compute, click Elastic Cloud Server.

5. Click the number displayed above Creating and view task details.

(10 NOTE

e An ECS that is being created is in one of the following states:
e  Creating: The ECS is being created.

e  Faulty: Creating the ECS failed. In such a case, the system automatically rolls
back the task and displays an error code on the GUI, for example, Ecs.0013
Insufficient EIP quota.

e  Running: The request of creating the ECS has been processed, and the ECS is
running properly. An ECS in this state can provide services for you.

e If you find that the task status area shows an ECS creation failure but the ECS has
been created successfully and displayed in the ECS list, see Why Does the Failures
Area Show an ECS Creation Failure But the ECS List Displays the Created ECS?

1.3.2 Viewing Failed Tasks

Scenarios

You can view the details of failed task (if any) in the Failures area, including the
task names and statuses. This section describes how to view failures.

Failure Types

Table 1-3 lists the types of failures that can be recorded in the Failures area.

Table 1-3 Failure types

Failure Type Description

Creation A task failed. For a failed task, the system rolls back the task

failures and displays an error code, for example, Ecs.0013 Insufficient
EIP quota.

Operation e Modifying ECS specifications

failures If an ECS specifications modification failed, this operation is

recorded in Failures.

e Automatic recovery enabled during ECS creation
Automatic recovery is enabled during ECS creation. After
the ECS is created, if the system fails to enable automatic
recovery, this operation is recorded in Failures.
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Procedure

Log in to the management console.

Click P in the upper left corner and select your region and project.

Click

View Failures on the right side of common operations.

(10 NOTE

. Under Compute, choose Elastic Cloud Server.

If Failures is not displayed on the management console, the following tasks have been
successfully executed:

e The ECS specifications are modified.

e Automatic recovery is enabled during ECS creation.
Click the number displayed in the Failures area to view task details.
- Creation Failures: show the failed ECS creation tasks.

- Operation Failures: show the tasks with failed operations and error
codes, which help you troubleshoot the faults.

1.3.3 Viewing ECS Details (List View)

Scenarios

After obtaining ECSs, you can view and manage them on the management
console. This section describes how to view detailed ECS configurations, including
its name, image, system disk, data disks, VPC, NIC, security group, and EIP.

To view the private IP address of an ECS, view it on the Elastic Cloud Server page.

Procedure

Log in to the management console.

Click 7 i the upper left corner and select your region and project.

Click —
The Elastic Cloud Server page is displayed. On this page, you can view your
ECSs and the basic information about the ECSs, such as their specifications,
images, and IP addresses.

. Under Compute, choose Elastic Cloud Server.

In the search box above the ECS list, select a filter (such as ECS name, ID, or
private IP address), enter the corresponding information, and press Enter.

Click the name of the target ECS.
The page providing details about the ECS is displayed.
View the ECS details.

You can click the tabs and perform operations. For details, see Changing a
Security Group, Attaching a Network Interface, Adding Tags, and Binding
an EIP.
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1.3.4 Exporting ECS Information

Scenarios
The information of all ECSs under your account can be exported in an XLSX file to
a local directory. The file includes the IDs, private IP addresses, and EIPs of your
ECSs.

Procedure
1. Log in to the management console.

Click 0 in the upper left corner and select your region and project.

Click . Under Compute, choose Elastic Cloud Server.

o
In the upper right corner above the ECS list, click [ .

The system will automatically export all ECSs in the current region under your
account to a local directory.

L] NOTE

[4
To export certain ECSs, select the target ECSs and click
of the page.

in the upper right corner

In the default download path, view the exported ECS information.

1.4 Logging In to a Windows ECS

1.4.1 Login Overview

Constraints

Only a running ECS can be logged in.
The username for logging in to a Windows ECS is Administrator.

If an ECS uses key pair authentication, use the password obtaining function
available on the management console to decrypt the private key used during
ECS creation to obtain a password.

Certain G series of ECSs do not support remote login provided by the cloud
platform. If you need to remotely log in to the ECSs, install the VNC server on
them. For details, see GPU-accelerated ECSs. You are suggested to log in to
the ECSs using MSTSC.

If you log in to a GPU-accelerated ECS using MSTSC, GPU acceleration will
fail. This is because MSTSC replaces the WDDM GPU driver with a non-
accelerated remote desktop display driver. In such a case, you must log in to
the ECS using other methods, such as VNC. If the remote login function
available on the management console fails to meet your service requirements,
you must install a suitable remote login tool, such as TightVNC, on the ECS.

To download TightVNC, log in at https://www.tightvnc.com/download.php.
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Login Modes

You can choose from a variety of login modes based on your local OS type.

Table 1-4 Windows login modes

ECS OS Local OS | Connection Method Requirement
Windows | Windows | Use MSTSC. The target ECS
Click Start on the local computer. | has had an EIP
In the Search programs and files | Pound.
text box, enter mstsc to open the (If you log in to
Remote Desktop Connection an ECS through
dialog box. an intranet, for
For details, see Remotely Logging | &*@Mmple, through
In to a Windows ECS (Using VPN or Direct
MSTSC). Connect, the ECS
does not require
Linux Install a remote connection tool, an EIP.)
for example, rdesktop.
For details, see Remotely Logging
In to a Windows ECS (from a
Linux Computer).
macOS Install a remote connection tool,
for example, Microsoft Remote
Desktop on the macOS.
For details, see Remotely Logging
In to a Windows ECS (from a
macOS Server).
Mobile Install a remote connection tool,
terminal | for example, Microsoft Remote
Desktop.
For details, see Remotely Logging
In to a Windows ECS (from a
Mobile Terminal).
Windows | Through the management console. | No EIP is
For details, see Remotely Logging | "equired.
In to a Windows ECS (Using
VNC).

Helpful Links

Login Password Resetting

Multi-User Login Issues

Remote Logins
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1.4.2 Remotely Logging In to a Windows ECS (Using VNC)

Scenarios

This section describes how to use VNC provided on the management console to
log in to an ECS.

Prerequisites

If an ECS uses key pair authentication, make sure that the key file has been used
to resolve the login password before logging in to the ECS.

Logging In to a Windows ECS

1.

2.

Helpful Links

Log in to the management console.

Click @ in the upper left corner and select your region and project.

Click = . Under Compute, click Elastic Cloud Server.
Obtain the password for logging in to the ECS.
Before logging in to the ECS, you must have the login password.

- If your ECS uses password authentication, log in to the ECS using the
password you configured during the ECS creation.

In the Operation column of the target ECS, click Remote Login.

In the Logging In to a Windows ECS dialog box, click Log In in the Other
Login Modes area.

(Optional) When the system displays "Press CTRL+ALT+DELETE to log on",
click Ctrl+Alt+Del in the upper part of the remote login page to log in to the
ECS.

Figure 1-2 Ctrl+Alt+Del

L Ctri+AltsDel Local Cursor B Copy&Paste Full Screen

[~ ]
=

-

Enter the ECS password as prompted.

Login Password Resetting
Multi-User Login Issues
Remote Logins
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1.4.3 Remotely Logging In to a Windows ECS (Using MSTSC)

Scenarios

This section describes how to use the remote login tool MSTSC to log in to a
Windows ECS from a local computer.

Prerequisites
e The target ECS is running.
e You have bound an EIP to the ECS. For details, see Binding an EIP.

An EIP is not required if you log in to an ECS through an intranet using
MSTSC, for example, through VPN or Direct Connect.

e Access to port 3389 is allowed in the inbound direction of the security group
to which the ECS belongs. For details, see Configuring Security Group Rules.

e The network connection between the login tool and the target ECS is normal.
For example, the default port 3389 is not blocked by the firewall.

e Remote Desktop Protocol (RDP) needs to be enabled on the target ECS. For
ECSs created using public images, RDP has been enabled by default. For
instructions about how to enable RDP, see Enabling RDP.

Logging In to a Windows ECS Using MSTSC

If your local server runs Windows, you can use the remote desktop connection tool
MSTSC delivered with the Windows OS to log in to a Windows ECS.

The following uses Windows Server 2012 ECS as an example.
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Figure 1-3 Logging in to an ECS using MSTSC

. Remote Desktop
. Connection

General |0imlny| Local Resources | Fro;runsl Experience | Advanced

Logon settings
m&. Enter the name of the remote computer,

Computer: E m .

User name; I

*fou wall be asked for credentials when pou connect,

[] &llow me to save credertials

Connection settings

Save the curient connection settings to an RDP file of open a
l  saved connection,

‘ Save H Save As... H

(+/ Hide Optio.. | Connect | |

For details, see the following procedure:

1. Click the start menu on the local server.
2. In the Search programs and files text box, enter mstsc.

3. In the Remote Desktop Connection dialog box, click Show Options.
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Figure 1-4 Show Options
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Computer:

ser name:

Remote Desktop
k Connection
ty,
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Mone specified

The computer name field is blank. Erter a full remote computer

name.

¥ Show Options Connect

Help

4. Enter the EIP and username (Administrator by default) of the target ECS.

(10 NOTE

If you do not want to enter the username and password in follow-up logins, select
Allow me to save credentials.
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Figure 1-5 Remote Desktop Connection
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I You will be asked for credentials when you connedt.,

Nluw me to save credentials

Connection settings
Save the cument connection settings to an RDP file or open a
J saved connection,

| sawve || Saveds. || Open. |

(4 Options ( Comect || Hep |

5. (Optional) To use local server resources in a remote session, configure
parameters on the Local Resources tab.

To copy data from the local server to your ECS, select Clipboard.
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Figure 1-6 Clipboard

F b Remote Desktop Connection IE;M

Q;{ Remote Desktop
») Connection

b

(General I Display | Local Resources IFmg'am | Experience | Adva‘md|

Remote audio
a Corfigure remote audio settings.

Settings...

Keyboard
. Apply Windows key combinations:
b

. [Ordy when using the full screen v
Example: ALT+TAB

Local devices and resources

./ Chooge the devices and resources that you want to use in
#_I-e.‘fj your remote session.

[¥] Printers [¥] Clipboard

(«/ Options [ Comnect | [ Hep

|

To copy files from the local server to your ECS, click More and select your

desired disks.
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Figure 1-7 Drives

%9 Remote Desktop Connection

| Remote Desktop
“>¢ Connection

Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

[Smart cards A
[1Ports
= | Drives
[ Local Disk (C)
[ Drives that | plug in later
[ | Video capture devices
= DDther supported Plug and Play (PnP) devices v

0K " Cancel

6. (Optional) Click the Display tab and then adjust the size of the remote
desktop.
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Figure 1-8 Adjusting the size of the desktop

- T — ]
% Remote Desktop Connection [ = &J

| Remote Desktop
“1»¢) Connection

General | Display | Local Resources | Frograms | Experience | Advanced|
Display corfiguration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small D Large

Full Screen

Use all my monitors for the remote session

Colors
l Choose the color depth of the remote session.

| High Color (16 bit) -

Display the connection bar when | use the full screen

(= Options Connect ” Help

k i

7. Click Connect and enter the login password as prompted to log in to the ECS.

To ensure system security, change the login password after you log in to the
ECS for the first time.

8. (Optional) Copy local files to the Windows ECS using clipboard. If the file size
is greater than 2 GB, an error will occur.

To resolve this issue, see troubleshooting cases.

Enabling RDP

For your first login, use VNC to log in and enable RDP for your ECS. Then, use
MSTSC to log in.

L] NOTE
By default, RDP has been enabled on the ECSs created using a public image.

1. Log in to the Windows ECS using VNC.
For details, see Remotely Logging In to a Windows ECS (Using VNC).

Issue 02 (2023-08-24) Copyright © Huawei Technologies Co., Ltd. 23


https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/copying-2-gb-file-by-clipboard-redirection-fails

Elastic Cloud Server
User Guide 1 Instances

2. Click Start in the task bar and choose Control Panel > System and Security
> System > Remote settings.

The System Properties dialog box is displayed.

Figure 1-9 System Properties

System Properties x

Computer Name  Hardware Advanced Remole

Remote Assistance

Remote Desktop

Choose an option, and then specy who can connect
(O) Don't allow remote connections to this computer
(® Alow remote connections to this computer

[[] Alow connections only from computers running Remote
Desktop with Network Level Authertication (recommended)

Heip me choose Select Users,
Cancel
3. Click the Remote tab and select Allow remote connections to this
computer.
4. Click OK.

Helpful Links

e Login Password Resetting
e  Multi-User Login Issues
e Remote Logins

1.4.4 Remotely Logging In to a Windows ECS (from a Linux
Computer)

Scenarios

This section describes how to log in to a Windows ECS from a Linux computer.

Prerequisites
e The target ECS is running.
e The ECS must have an EIP bound.
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An EIP is not required if you log in to an ECS through an intranet using
MSTSC, for example, through VPN or Direct Connect.

e  Access to port 3389 is allowed in the inbound direction of the security group
to which the ECS belongs.

e Data can be exchanged between the login tool and the target ECS. For
example, the default port 3389 is not blocked by the firewall.

e RDP has been enabled on the target ECS. By default, RDP has been enabled
on the ECSs created using a public image. For instructions about how to
enable RDP, see Enabling RDP.

Procedure

To log in to a Windows ECS from a local Linux computer, use a remote access tool,
such as rdesktop.

1. Run the following command to check whether rdesktop has been installed on
the ECS:
rdesktop

If the message "command not found" is displayed, rdesktop is not installed. In
such a case, obtain the rdesktop installation package at the official rdesktop
website.

2. Run the following command to log in to the ECS:
rdesktop -u Username -p Password -g Resolution EIP

For example, run rdesktop -u administrator -p password -g 1024*720
127.XX.XX.XX.

Table 1-5 Parameters in the remote login command

Parameter | Description

-u Username, which defaults to Administrator for Windows
ECSs

-p Password for logging in to the Windows ECS

-f Full screen by default, which can be switched using Ctrl+Alt
+Enter

-g Resolution, which uses an asterisk (*) to separate numbers.

This parameter is optional. If it is not specified, the remote
desktop is displayed in full screen by default, for example,
1024*720.

EIP EIP of the Windows ECS to be remotely logged in. Replace it
with the EIP bound to your Windows ECS.

Enabling RDP

For your first login, use VNC to log in and enable RDP for your ECS. Then, use
MSTSC to log in.
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(11 NOTE

By default, RDP has been enabled on the ECSs created using a public image.

1. Log in to the Windows ECS using VNC.
For details, see Remotely Logging In to a Windows ECS (Using VNC).

2. Click Start in the task bar and choose Control Panel > System and Security
> System > Remote settings.

The System Properties dialog box is displayed.

Figure 1-10 System Properties

Systemn Properties X

Computer Name Hardware Advanced Remole

Remote Assistance

Remote Desktop

Choose an option, and then specy who can connect
(O Don't allow remote connections to this computer
(®) Alow remote connactions to this computer

[[] Alow connections only from computers running Remote
Desktop with Network Level Authentication frecommended)

Heip me choose Select Users,
Cancel
3. Click the Remote tab and select Allow remote connections to this
computer.
4. Click OK.

1.4.5 Remotely Logging In to a Windows ECS (from a Mobile
Terminal)

Scenarios

This section describes how to log in to an ECS running Windows Server 2012 R2
DataCenter 64bit from a mobile terminal via the Microsoft Remote Desktop client.

Prerequisites
e The target ECS is running.
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e You have obtained the username and password for logging in to the ECS.
e You have bound an EIP to the ECS. For details, see Binding an EIP.

e Access to port 3389 is allowed in the inbound direction of the security group
to which the ECS belongs. For details, see Configuring Security Group Rules.

e Microsoft Remote Desktop has been installed on the mobile terminal.

Procedure
1. Start the Microsoft Remote Desktop client.

2. In the upper right corner of the Remote Desktop page, tap s and select
Desktop.

Figure 1-11 Remote Desktop

=  Remote Desktop

Desktop

|tIS IO nely Remote Resource Feed

To get started, add the remote desktop
that you want to connect to using this
device. You can also add remote resources
to work with apps and desktops your
administrator has set up for you.

3. On the Add desktop page, set login information and tap SAVE.
- PC name: Enter the EIP bound to the target Windows ECS.
- Perform the following operations to set User name:

i. Tap User name and select Add user account from the drop-down
list.

The Add user account dialog box is displayed.

ii. Enter the username administrator and password for logging in to
the Windows ECS and click SAVE.
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Figure 1-12 Setting the login information

Add user account

User name

administrator

Password

CANCEL
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Figure 1-13 Saving the settings

X  Add desktop

PC name
m * h. 4
User name

administrator

How do | set up a PC? ,

" Show additional options

4. On the Remote Desktop page, tap the icon of the target Windows ECS.

Figure 1-14 Logging in to the Windows ECS

=  Remote Desktop SF

[

29
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5.  Confirm the information and tap CONNECT.

Figure 1-15 CONNECT

Certificate can't be verified.
Do you want to connect anyway?

A te
WALy LRA.

from th
-windows

because of the following reason:
Mot from a trusted certifying authority

| ] Never ask again for connections to this PC

" More details

CANCEL CONNECT

You have logged in to the Windows ECS.
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Figure 1-16 Successful login

Networks

12 Network

We recol d that you do thi
your home and work networks.

&R Windows Se

1.4.6 Remotely Logging In to a Windows ECS (from a macOS
Server)

Scenarios
This section describes how to use a remote login tool to log in to a Windows ECS
from a macOS server. In this section, the remote login tool Microsoft Remote
Desktop for Mac and the ECS running Windows Server 2012 R2 Data Center 64bit
are used as an example.
Prerequisites
e The target ECS is running.
e You have obtained the username and password for logging in to the ECS.
e You have bound an EIP to the ECS. For details, see Binding an EIP.
e Access to port 3389 is allowed in the inbound direction of the security group
to which the ECS belongs. For details, see Configuring Security Group Rules.
e The remote access tool supported by Mac, such as Microsoft Remote Desktop
for Mac has been installed. For details, see Download Microsoft Remote
Desktop for Mac.
Microsoft stopped providing the link for downloading the Remote Desktop
client. You can download the beta version by visiting Microsoft Remote
Desktop Beta.
Procedure

1. Start Microsoft Remote Desktop.
2. Click Add Desktop.
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Figure 1-17 Add Desktop

Microsoft Remaote Desktop

Add your first desktop
connection to get started.

Add Desktop

3. On the Add PC page, set login information.
- PC name: Enter the EIP bound to the target Windows ECS.
- User account: Select Add user account from the drop-down list.
The Add user account dialog box is displayed.

i.  Enter the username administrator and password for logging in to
the Windows ECS and click Add.

Figure 1-18 Add user account
Add a User Account

Username:

Password: :iltii 1 n-j

SHow passwurﬁ

Friendly name:
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Figure 1-19 Add PC

Add PC

PC name: I I

User account: B

Di_splay Dwic_es&.ﬁ.udiu Folders |

Friendly name:

Group: | Saved PCs

Gateway: Mo gateway B

-u-":"_'_‘:-|-- lar

Reconnect if the connection is dropped
_ Connect to an admin session
" Swap mouse buttons

concer | (D

4. On the Remote Desktop page, double-click the icon of the target Windows
ECS.

Figure 1-20 Double-click for login

0@ Microsoft Remote Desktop
m = | ¥ ~|+ ~ PCs Warkspaces [Q f ]
% Saved PCs

-

5. Confirm the information and click Continue.
You have logged in to the Windows ECS.
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Figure 1-21 Successful login
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1.5 Logging In to a Linux ECS

1.5.1 Login Overview

Constraints

e Only a running ECS can be logged in.

e The username for logging in to a Linux ECS is root.

Login Modes

You can choose from a variety of login modes based on your local OS type.

Table 1-6 Linux ECS login modes

ECS OS

Local OS

Connection Method

Requirement

Linux

Windows

Use a remote login tool, such as
PUuTTY or Xshell.

e Password-authenticated:
Logging In to a Linux ECS
from a Local Windows
Server

e Key-pair-authenticated:
Logging In to a Linux ECS
from a Local Windows
Server

The target ECS has
an EIP bound.

(If you log in to an
ECS through an
intranet, for example,
through VPN or
Direct Connect, the
ECS does not require
an EIP.)
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ECS OS | Local OS

Connection Method

Requirement

Linux

Run commands.

e Password-authenticated:
Logging In to a Linux ECS
from a Local Linux Server

e Key-pair-authenticated:
Logging In to a Linux ECS
from a Local Linux Server

Mobile
terminal

Use an SSH client tool, such as
Termius or JuiceSSH, to log in to
the ECS.

Remotely Logging In to a Linux
ECS (from a Mobile Terminal)

macOS

Use the terminal included in the
macOS.

Remotely Logging In to a Linux
ECS (from a macOS Server)

Windows

Use the remote login function
available on the management
console. For details, see
Remotely Logging In to a Linux
ECS (Using VNC).

No EIP is required.

Helpful Links

e What Can | Do If | Forget My Password for Remote Login?
e Why Can't |l Log In to My Linux ECS?

1.5.2 Remotely Logging In to a Linux ECS (Using VNC)

This section describes how to use VNC provided on the management console to

For instructions about how to copy and paste data on VNC pages after the ECS

Before using remote login (VNC) provided on the management console to log in to a Linux
ECS authenticated using a key pair, log in to the ECS using an SSH key and set a login

Scenarios
log in to an ECS.
login, see Follow-up Procedure.
{10 NOTE
password.
Constraints

e When you log in to an ECS using VNC, the system does not support copy and
paste operations, reducing the efficiency of using the ECS. Unless otherwise
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specified, you are advised to log in to the ECS using SSH. For details, see
Remotely Logging In to a Linux ECS (Using an SSH Key Pair) and
Remotely Logging In to a Linux ECS (Using an SSH Password).

Prerequisites
You have used an SSH key to log in to the Linux ECS authenticated using a key
pair and set a login password.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select your region and project.

3. Click = . Under Compute, click Elastic Cloud Server.
In the Operation column of the target ECS, click Remote Login.

5. (Optional) When the system displays "Press CTRL+ALT+DELETE to log on",
click Ctrl+Alt+Del in the upper part of the remote login page to log in to the
ECS.

(10 NOTE

Do not press CTRL+ALT+DELETE on the physical keyboard because this operation does
not take effect.

6. Enter the ECS password as prompted.
Figure 1-22 Username (root as an example) and password

Cent0S Linux 7 (Core)d
Kernel 3.18.8-1862.1.1.e17.=86_64 on an =xB6_64

ecs-aroc login: root
Password :

lelcome to

[rootPecs-278c "1# _

Follow-up Procedure

Local commands can be copied to an ECS. To do so, perform the following
operations:

1. Log in to the ECS using VNC.
2. Click Paste & Send in the top area of the page.
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Figure 1-23 Paste & Send

Paste & Send

3. Press Ctrl+C to copy data from the local computer.
4. Press Ctrl+V to paste the local data to the Paste & Send window.
5. Click Send.

Send the copied data to the CLI.
(11 NOTE

There is a low probability that data is lost when you use Input Commands on the VNC page
of a GUI-based Linux ECS. This is because the number of ECS vCPUs fails to meet GUI
requirements. In such a case, it is a good practice to send a maximum of 5 characters at a
time or switch from GUI to CLI (also called text interface), and then use the command
input function.

Helpful Links

e What Can | Do If | Forget My Password for Remote Login?
e Why Can't | Log In to My Linux ECS?

1.5.3 Remotely Logging In to a Linux ECS (Using an SSH Key
Pair)

Scenarios

This section describes how to use an SSH key pair to remotely log in to a Linux
ECS from a Windows and a Linux server, respectively.

Prerequisites

e You have obtained the private key file used for creating the ECS. For details
about how to create a key pair, see (Recommended) Creating a Key Pair on
the Management Console.
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You have bound an EIP to the ECS. For details, see Viewing ECS Details (List
View).

You have configured the inbound rules of the security group. For details, see
Configuring Security Group Rules.

The network connection between the login tool (PuTTY) and the target ECS is
normal. For example, the default port 22 is not blocked by the firewall.

Logging In to a Linux ECS from a Local Windows Server

You have two methods to log in to a Linux ECS from a local Windows server.

Method 1: Use PuTTY to log in to the ECS.

The following operations use PUTTY as an example. Before using PuTTY to log in,
make sure that the private key file has been converted to .ppk format.

1.

Check whether the private key file has been converted to .ppk format.
- If yes, go to step 7.

- If no, go to step 2.

Visit the following website and download PUTTY and PuTTYgen:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

L] NOTE
PuTTYgen is a key generator, which is used to create a key pair that consists of a
public key and a private key for PuTTY.

Run PuTTYgen.

In the Actions pane, click Load and import the private key file that you stored
during ECS creation.

Ensure that the format of All files (*.*) is selected.
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Figure 1-24 Importing the private key file
B
File Ke Conversions Help

Key
Mo key

Actions
Generate a public/pAvate key pair Generate

Load an existing private key file Load

Save the genersted key Save publc key Save pivae key

Parameters
Type of key to generate:
@) RSA QO DsA (O ECDSA () EdDSA () $5H-1 (RSA)

Number of bits in a generated key: [2048

5. In the Actions area, click Save private key.

6. Save the converted private key, for example, kp-123.ppk, to the local
computer.

7. Double-click PUTTY.EXE. The PuUTTY Configuration page is displayed.

8. Choose Session and enter the EIP of the ECS under Host Name (or IP
address).
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0.

Figure 1-25 Configuring the EIP
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Choose Connection > Data. Enter the image username in Auto-login
username.
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Figure 1-26 Entering the username
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Category:
[=- Session [iata to send to the server
Logging | Login details
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(11 NOTE

When you log in to an ECS using an SSH key:
e The image username is core for a CoreOS public image.
e The image username is root for a non-CoreOS public image.
10. Choose Connection > SSH > Auth > Credentials. In the configuration item

Private key file for authentication, click Browse and select the private key
converted in step 6.
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Figure 1-27 Importing the private key file
BR PUTTY Configuration 7 X
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11. Click Open to log in to the ECS.

Plugin command to nun

Method 2: Use Xshell to log in to the ECS.

Start the Xshell tool.

2. Run the following command using the EIP to remotely log in to the ECS
through SSH:

ssh Username®@ EIP
(0 NOTE

When you log in to an ECS using an SSH key:
e The image username is core for a CoreOS public image.
e The image username is root for a non-CoreOS public image.

3. (Optional) If the system displays the SSH Security Warning dialog box, click
Accept & Save.
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Figure 1-28 SSH Security Warning

[

"}ﬂ Unknown Host Identification

o The host key of (part 22) is not reqgistered in the
local host key database. The host key should be saved to identify
thiz host next time.

Host key fingerprint (MDS chedksum):
sshrsa 2046 c2:0e:25:81: 5c:6d: 5d:49: 31:e79 1 24 7 11: 20 51

Do you want to accept this host key?

| Accept Qnce | Accept & Save | Cancel |

Select Public Key and click Browse beside the user key text box.
In the user key dialog box, click Import.

Select the locally stored key file and click Open.

Click OK to log in to the ECS.

N o vk

Logging In to a Linux ECS from a Local Linux Server

To log in to the Linux ECS from local Linux, perform the operations described in
this section. The following operations use private key file kp-123.pem as an
example to log in to the ECS. The name of your private key file may differ.

1. On the Linux CLI, run the following command to change operation
permissions:

chmod 400 /path/kp-123.pem
(0 NOTE

In the preceding command, replace path with the actual path where the key file is
saved.
2. Run the following command to log in to the ECS:
ssh -i / path/kp-123.pem Default username@ EIP

For example, if the default username is root and the EIP is 123.123.123.123,
run the following command:

ssh -i /path/kp-123.pem root@123.123.123.123
L] NOTE
In the preceding command:

e path refers to the path under which the key file is stored.
e £/Pis the EIP bound to the ECS.

Follow-up Procedure

e After logging in to the ECS using the SSH key, you can set a password (by
using the passwd command) to log in to the ECS using VNC.
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Helpful Links

e What Can | Do If | Forget My Password for Remote Login?
e Why Can't | Log In to My Linux ECS?

1.5.4 Remotely Logging In to a Linux ECS (Using an SSH

Password)

Scenarios

This section describes how to remotely log in to a Linux ECS using an SSH
password from a Windows and a Linux server, respectively.

Prerequisites

e The target ECS is running.

e You have bound an EIP to the ECS. For details, see Binding an EIP.

e Access to port 22 is allowed in the inbound direction of the security group to
which the ECS belongs. For details, see Configuring Security Group Rules.

e The network connection between the login tool (PuTTY) and the target ECS is
normal. For example, the default port 22 is not blocked by the firewall.

Logging In to a Linux ECS from a Local Windows Server

To log in to a Linux ECS from a local Windows server, perform the operations

below.

The following operations use PUTTY as an example to log in to the ECS.

1. Visit the following website and download PuTTY and PuTTYgen:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

2. Run PuTTY.

3. Choose Session.

a.

b
C.
d

Host Name (or IP address): Enter the EIP bound to the ECS.
Port: Enter 22.
Connection type: Click SSH.

Saved Sessions: Enter the task name, which can be clicked for remote
connection when you use PuTTY next time.
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Figure 1-29 Session
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4. Choose Window. Then, select UTF-8 for Received data assumed to be in
which character set: in Translation.

5. Click Open.

If you log in to the ECS for the first time, PUuTTY displays a security warning
dialog box, asking you whether to accept the ECS security certificate. Click Yes
to save the certificate to your local registry.

6. After the SSH connection to the ECS is set up, enter the username and
password as prompted to log in to the ECS.

(10 NOTE

The username and password for the first login to the ECS created using a public image
(including CoreQS) are as follows:

. Username: root
e  Password: the one you set when you purchased the ECS

Logging In to a Linux ECS from a Local Linux Server
To log in to a Linux ECS from a local Linux server, perform the operations below.
1. On the Linux CLI, run the following command to log in to the ECS:
ssh XXX xx.xx
(11 NOTE

xx.xx.xx.xx indicates the EIP bound to the ECS.
2. Verify the SSH fingerprint of the ECS and enter yes.

The authenticity of host "xx.xxxocxx (xx.xx.xx.xx)' can't be established.
ECDSA key fingerprint is SHA256:rnKuzrUSYS03M CoaXxosaxXxaxxX s xxXXXXXXXXXXXXX.
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ECDSA key fingerprint is MD5:cf:64:5b:5€:74:30: XX XXXXXXXXXXXXXXXXXX.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'xx.xx.xx.xx' (ECDSA) to the list of known hosts.

3. Enter the password for logging in to ECS.

rOOt@xX.XX.XX.XX's password:

Welcome to Huawei Cloud Service

Helpful Links

e What Can | Do If | Forget My Password for Remote Login?
e Why Can't | Log In to My Linux ECS?

1.5.5 Remotely Logging In to a Linux ECS (from a Mobile
Terminal)

Scenarios
This section describes how to access a Linux ECS from a mobile terminal.
e  For instructions about how to log in to a Linux ECS from an iOS terminal
through iTerminal-SSH Telnet, see Logging In to a Linux ECS from an iOS
Terminal.
e  For instructions about how to log in to a Linux ECS from an Android terminal
through JuiceSSH, see Logging In to a Linux ECS from an Android Terminal.
Prerequisites

e The target ECS is running.
e You have bound an EIP to the ECS. For details, see Binding an EIP.

e Access to port 22 is allowed in the inbound direction of the security group to
which the ECS belongs. For details, see Configuring Security Group Rules.

Logging In to a Linux ECS from an iOS Terminal

Before performing the operation, make sure that you have installed an SSH client
tool, for example, Termius, on the iOS terminal. In this example, the Linux ECS
runs CentOS 7.6, and it is authenticated using a username and password.

1. Start Termius and tap New Host.
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Figure 1-30 New Host

< -+
Hosts

Connect to a new host via SSH,
Telnet or MOSH. Once you've
added hosts, you'll find them here.

New Host New Group

2. On the New Host page, set the following parameters:
- Alias: Enter the hostname. In this example, set this parameter to ecs01.
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Hostname: Enter the EIP bound to the target ECS.

Use SSH: Enable it.

Host: Enter the EIP bound to the target ECS.
Port: Enter port number 22.

Username: Enter root.

Password: Enter the login password.

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd.

48



Elastic Cloud Server
User Guide 1 Instances

Figure 1-31 Setting parameters

Cancel New Host Save
Alias

[2)

Hostname

Group >
Tags >

Backspace as CTRL+H

SSH / MOSH

Use SSH C @)

Use Mosh (Beta)

(4]
‘ Port 22
Default
[5)
Username root 9
9O
Password eeccceceee

3. Tap Save in the upper right corner of the page to save the login settings. On
the Hosts page, tap the name of the connection.
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Figure 1-32 Login information

< - T Select

Hosts

Hosts

ecsO1 (,

If the following page is displayed, you have connected to the Linux ECS.

Figure 1-33 Connected

Logging In to a Linux ECS from an Android Terminal

Before performing the operation, make sure that you have installed JuiceSSH on
the Android terminal. In this example, the Linux ECS runs CentOS 7.6, and it is

authenticated using a username and password.

1. Start JuiceSSH and tap Connections.
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Figure 1-34 Starting JuiceSSH

Connections @
Manage your connections

Frequently Used

Your most used connections

Welcome

You've not connected to any servers yet.
Hit Connections above to get started.

Plugins *.
Extend JuiceSSH with 3rd party extensions
Unlock Pro Features ‘\

Learn more about pro features

Settings a_ﬂ-

Personalise your sessions

2. On the Connections page, tap
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Figure 1-35 Connections

Connections

No Connections

You do not currently have any connections
configured. Use the button below to get started.

On the New Connection page, configure basic and advanced settings and
save the settings. The parameters are as follows:

Nickname: Set the name of the login session. In this example, set this
parameter to linux_test.

Type: Retain the default value SSH.
Address: Enter the EIP bound to the target Linux ECS.
Perform the following operations to set Identity:

i. Tap Identity and choose New from the drop-down list.
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ii. On the New Identity page, set the following parameters and tap

o Nickname: Set an identity name as required to facilitate
subsequent management. This parameter is optional. In this
example, set it to linux_test.

o Username: Enter root.
o Password: Tap SET (OPTIONAL), enter the login password, and
tap OK.

Figure 1-36 New Identity

IDENTITY

Nickname: linux_test

Username: root

Password: SET (OPTIONAL)

Private Key: SET (OPTIONAL)

SNIPPET

JuiceSSH Pro users can take advantage of an
automatically generated snippet to add a public key
to a servers ~/.ssh/authorized_keys file and set
the correct permissions.

GENERATE SNIPPET

Port: Enter port number 22.
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Figure 1-37 Port

BASIC SETTINGS

Nickname: linux_test

Type: SSH -
Address:

Identity: linux_test b

ADVANCED SETTINGS

Port: 22 |

Connect Via: (Optional) b

Run Snippet: (Optional) v

Backspace: Default (sends DEL) v
GROUPS

ADD TO GROUP

4. On the Connections page, tap the created connection.
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Figure 1-38 Connections

Connections

All
Not shared

@ linux_test
linux_test

5. Confirm the information that is displayed and tap ACCEPT.
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Figure 1-39 Confirming the information

Host Verification

It looks like this is the first time you
have connected to

Host key fingerprint:
|
Do you want to accept the key?

REJECT  ACCEPT

6. (Optional) When you log in to the ECS for the first time, JuiceSSH displays a
tutorial for you, including setting the font size and popping up the keyboard.
Confirm the information and click OK - I'VE GOT IT.
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Figure 1-40 Tutorial

Tutorial

Font size

Use the volume buttons on your device to adjust
the font size on the fly.

Popup Keyboard
Tap the terminal to bring up a popup keyboard with
all the normally hard to find characters (ctrl, arrows

etc). Swipe it right to enable/disable autocomplete
(useful for IRC etc).

Copy & Paste / Save Transcript / Hide
Keyboard

Long press the terminal for copy & paste and to
share or save your session transcript.

OK - I'VEGOT IT!

You have logged in to the Linux ECS.

Figure 1-41 Successful login
ast login: Mon Aug 19 10:23:05 2019 from 222.90.69.5
Welcome to BE.. Cloud Service

root@ecs-iaas- =linux ~]# §
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1.5.6 Remotely Logging In to a Linux ECS (from a macOS
Server)

Scenario

This section describes how to log in to a Linux ECS from a macOS server.
Prerequisites

e The target ECS is running.

e You have bound an EIP to the ECS. For details, see Binding an EIP.

e Port 22 is allowed in the inbound direction of the security group to which the

ECS belongs. For details, see Configuring Security Group Rules.

Procedure

You can log in to the Linux ECS through the terminal included in the macOS.

e Using an SSH password

a. Open the terminal of the macOS and run the following command to log
in to the ECS:

ssh Username@ EIP
L NOTE
If a public image is used, the username is root.
e Using an SSH key

a. Open the terminal of the macOS and run the following command to
change permissions. The following operations use private key file
kp-123.pem as an example. Replace it with your actual private key file.

chmod 400 /path/kp-123.pem
1O NOTE

In the preceding command, path refers to the path where the key file is saved.
b. Run the following command to log in to the ECS:
ssh -i /path/kp-123.pem Username@ E/IP

L] NOTE
e The username is core for a CoreOS public image.

e The username is root for a non-CoreOS public image.

Follow-up Procedure

e After logging in to the ECS using the SSH key, you can set a password (by
using the passwd command) to log in to the ECS using VNC.

1.6 Managing ECSs
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1.6.1 Changing ECS Names

Scenarios

The name of a created ECS can be changed to meet your service requirements.

Multiple ECS names can be changed in a batch. After the change, the ECS names
are the same.

Changing the Name of a Single ECS

1.

2.

Log in to the management console.

Click 7 in the upper left corner and select your region and project.

Click
Click the name of the target ECS.

. Under Compute, choose Elastic Cloud Server.

On the page providing details about the ECS, click # next to the ECS name.
Then, change the name as prompted.

Allow duplicate name: allows ECS names to be duplicate. If Allow duplicate
name is not selected and the new name you configure is the same as an
existing ECS name, the system displays a message indicating that the name
has been used and you need to change it to another name.

Click # next to the ECS name.
Click OK.

Changing the Names of Multiple ECSs in a Batch

1.

2.

Log in to the management console.

Click 7 in the upper left corner and select your region and project.

Click . Under Compute, click Elastic Cloud Server.
Select the target ECSs.

Click More above the ECS list and select Change ECS Name from the drop-
down list.

Enter a new name.
Click OK.

If you change ECS names in a batch, the new ECS names are the same, for
example, all are ecs-test.

1.6.2 Reinstalling the OS

Scenarios

If the OS of an ECS fails to start or requires optimization, reinstall the OS.
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Notes

e After the OS is reinstalled, the IP and MAC addresses of the ECS remain
unchanged.

e Reinstalling the OS clears the data in all partitions of the EVS system disk,
including the system partition. Therefore, back up data before reinstalling the
Os.

e Reinstalling the OS does not affect data disks.

e Do not perform any operations on the ECS immediately after its OS is
reinstalled. Wait for several minutes until the system successfully injects the
password or key. Otherwise, the injection may fail, and the ECS cannot be
logged in to.

Constraints

e The EVS disk quotas must be greater than 0.

e If the target ECS is created using a private image, ensure that the private
image is available.

e H2 ECSs do not support OS reinstallation.

Prerequisites
e The target ECS has a system disk attached.
Procedure

1. Log in to the management console.

2. Click 7 i the upper left corner and select your region and project.

3. Click = . Under Compute, choose Elastic Cloud Server.

Locate the row containing the target ECS and choose More > Manage
Image/Disk/Backup > Reinstall OS in the Operation column.

Before reinstalling the OS, stop the ECS first or select Stop the ECS (The ECS
must be stopped before its OS can be reinstalled).

5. Select the login mode.

If the target ECS uses key pair authentication, you can replace the original key
pair.
Click OK.

On the Reinstall OS page, confirm the settings, read and select the
agreement or disclaimer, and click OK.

After the request is submitted, the status Reinstalling is displayed. When this
status disappears, the reinstallation is complete.

(10 NOTE

A temporary ECS is created during the reinstallation process. After reinstallation, this
ECS will be automatically deleted. Do not perform any operation on the temporary
ECS during the reinstallation process.
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Follow-up Procedure

If the reinstallation fails, perform steps 3 to 7 again to retry the OS installation.

If the second reinstallation attempt still fails, contact customer service for manual
recovery at the backend.

1.6.3 Changing the OS

Scenarios

Changing an ECS OS will change the system disk attached to the ECS. After the
change, the system disk ID of the ECS will be changed, and the original system
disk will be deleted.

If the OS running on an ECS cannot meet service requirements, change the ECS

OsS.

The cloud platform supports changing between image types (public images,
private images, and shared images) and between OSs. You can change your OS by
changing your ECS image.

Constraints

Notes

The OS change takes about 10 to 20 minutes During this process, the ECS
status is Changing OS.

Do not perform any operations on the ECS before the system injects the
password or key. Otherwise, the login will fail.

The target ECS must have a system disk attached.
The EVS disk quota must be greater than 0.
The system disk type cannot be changed.

An ISO image created from an ISO file cannot be used to change the OS of an
ECS. You need to install an OS and drivers on the ECS and use the ECS to
create a system disk image first.

The boot mode (BIOS or UEFI) cannot be changed.

After the OS is changed, the original OS is not retained, and the original
system disk is deleted, including the data in all partitions of the system disk.

Back up data before changing the OS. For details, see Cloud Backup and
Recovery.

Changing the OS does not affect data in data disks.

After the OS is changed, your service running environment must be deployed
in the new OS again.

After the OS is changed, the ECS will be automatically started.
After the OS is changed, the system disk type of the ECS cannot be changed.

After the OS is changed, the IP and MAC addresses of the ECS remain
unchanged.

After the OS is changed, customized configurations, such as DNS and
hostname of the original OS will be reset and require reconfiguration.
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e |t takes about 10 to 20 minutes to change the OS. During this process, the
ECS is in Changing OS state.
Prerequisites
e The data is backed up.
For details, see Cloud Backup and Recovery.
e If you want to change the login authentication mode from password to key
pair during the OS change, create a key file in advance.
For details, see (Recommended) Creating a Key Pair on the Management
Console.
e If you plan to use a private image to change the OS, ensure that a private
image is available. For details about how to create a private image, see
Image Management Service> User Guide.
- If the image of a specified ECS is required, make sure that a private
image has been created using this ECS.
- If a local image file is required, make sure that the image file has been
imported to the cloud platform and registered as a private image.
- If a private image from another region is required, make sure that the
image has been copied.
- If a private image from another user account is required, make sure that
the image has been shared with you.
Procedure

Log in to the management console.

Click 7 in the upper left corner and select your region and project.

Click =
Locate the row containing the target ECS and choose More > Manage
Image/Disk > Change OS in the Operation column.

Before changing the OS, stop the ECS first or select Stop the ECS (The ECS
must be stopped before its OS can be reinstalled.) in the displayed dialog
box.

. Under Compute, choose Elastic Cloud Server.

Select the target image.
Configure the login mode.

If the target ECS uses key pair authentication, you can replace the original key
pair.

Click OK.
On the Change OS page, confirm the specifications, and click Submit.

After the application is submitted, the status Changing OS is displayed. When
this status disappears, the OS change is complete.

(11 NOTE

A temporary ECS is created during the OS change process. After the process is
complete, this ECS will be automatically deleted.
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Follow-up Procedure

If the OSs before and after the OS change are both Linux, and automatic
mounting upon system startup has been enabled for data disks, the data disk
partition mounting information will be lost after the OS is changed. In such a
case, you need to update the /etc/fstab configuration.

a. Write the new partition information into /etc/fstab.
It is a good practice to back up the /etc/fstab file before writing data
into it.
To enable automatic partition mounting upon system startup, see
Initializing a Linux Data Disk (fdisk).

b. Mount the partition so that you can use the data disk.
mount Disk partition Device name

¢. Check the mount result.
df -TH

If the OS change is unsuccessful, perform steps 3 to 8 again to retry the OS
change.

If the second OS change attempt is unsuccessful, contact customer service for
manual recovery at the backend.

1.6.4 Managing ECS Groups

Scenarios

An ECS group logically groups ECSs. ECSs in an ECS group comply with the same
policy associated with the ECS group.

Currently, only the anti-affinity policy is supported.

This policy enables ECSs in the same ECS group to run on different hosts for
improved reliability, high availability, and disaster recovery.

You can perform the following operations on an ECS group:

Constraints

Creating an ECS Group
Adding an ECS to an ECS Group
- Add an ECS to an ECS group during ECS creation.
For details, see Step 3: Configure Advanced Settings.
- Add an existing ECS to an ECS group.
Removing an ECS from an ECS Group
Deleting an ECS Group

ECS groups support the anti-affinity policy only.
ECSs are deployed on different physical hosts.

If the maximum number of ECS groups is reached, you need to contact
customer service to increase the quota.

The maximum number of ECSs that can be added to an ECS group varies
depending on the region. You can view the quota on the ECS Group page.
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Creating an ECS Group

Create an ECS group and associate the same policy to all group members. ECS
groups are independent from each other.

1. Log in to the management console.

2. click 7 inthe upper left corner and select your region and project.

Click
In the navigation pane on the left, choose ECS Group.

. Under Compute, choose Elastic Cloud Server.

On the ECS Group page, click Create ECS Group.
Enter the name of an ECS group.

Select a policy for the ECS group.

Click OK.

© N O U~ W

Adding an ECS to an ECS Group

To improve service reliability, you can add ECSs to an ECS group so that these ECSs
in this group can run on different hosts.

(11 NOTE

e ECSs of specific types must be stopped before being added to an ECS group. Stop these
ECSs as prompted when adding them to an ECS group.

e After an ECS is added to an ECS group, the system reallocates a host to run this ECS to
ensure that ECSs in this group are running on different hosts. When the ECS is being
restarted, the startup may fail due to insufficient resources. In such a case, remove the
ECS from the ECS group and try to restart the ECS again.

e ECSs that have local disks attached can be added to an ECS group only during the
creation process. Once created, they can no longer be added to any ECS groups.

1. Log in to the management console.

2. Click 0 in the upper left corner and select your region and project.

3. Click
In the navigation pane on the left, choose ECS Group.

5. Locate the row that contains the target ECS group and click Add ECS in the
Operation column.

6. On the Add ECS page, select an ECS to be added.
Click OK. The ECS is added to the ECS group.

. Under Compute, choose Elastic Cloud Server.

Removing an ECS from an ECS Group

After an ECS is removed from an ECS group, the ECS does not comply with the
anti-affinity policy anymore.

1. Log in to the management console.

2. Click 7 i the upper left corner and select your region and project.
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3. Click = . Under Compute, choose Elastic Cloud Server.
4. In the navigation pane on the left, choose ECS Group.
5. Expand the ECS group information and view the ECSs in the ECS group.
6. Locate the ECS to be removed and click Remove in the Operation column.
7. In the displayed dialog box, click Yes.

The ECS is removed from the ECS group.

Deleting an ECS Group

After an ECS group is deleted, the policy does not apply to the ECSs in the ECS
group anymore.

1. Log in to the management console.

2. Click 0 in the upper left corner and select your region and project.

3. Click . Under Compute, choose Elastic Cloud Server.
In the navigation pane on the left, choose ECS Group.

5. Locate the ECS group to be deleted and click Delete in the Operation
column.

6. In the displayed dialog box, click Yes.

1.6.5 Changing the Time Zone for an ECS

Scenarios

The default time zone for an ECS is the one you selected when creating the image
that was used to create the ECS. This section describes how to change the time
zone for an ECS to the local one or to another time zone in your network.

After you log in to your ECS, if you find that the time on the ECS is different from
the local time, you can change the time zone for the ECS so that the time on the
ECS is the same as the local time.

For Linux ECSs

The process of changing the time zone for a Linux ECS depends on the OS. In this
section, the CentOS 6.x 64bit OS is used to demonstrate how to change the time
zone for a Linux ECS.
Log in to the ECS.
2. Run the following command to switch to user root:
su - root
3. Run the following command to obtain the time zones supported by the ECS:
ls /usr/share/zoneinfo/

In the terminal display, the /user/share/zoneinfo directory contains a
hierarchy of time zone data files. Use the directory structure to obtain your
desired time zone file.
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The directory structure shown in /user/share/zoneinfo includes both time
zones and directories. The directories contain time zone files for specific cities.
Locate the time zone for the city in which the ECS is located.

4. Set the target time zone.

a. Run the following command to open the /etc/sysconfig/clock file:
vim /etc/sysconfig/clock

b. Locate the ZONE entry and change its value to the name of the desired
time zone file.

5.  Press Esc. Then, run the following command to save and exit the /etc/
sysconfig/clock file:

'wq

6. Run the following command to check whether the /etc/localtime file is
available on the ECS:
ls /etc/localtime
- If the file is available, go to step 7.
- If the file is not available, go to step 8.

7. Run the following command to delete the existing /etc/localtime file:
rm /etc/localtime

8. Run the following command to create a symbolic link between /etc/localtime
and your time zone file so that the ECS can find this time zone file when it
references the local time:

ln -sf /usr/share/zoneinfo/Asia/city1/etc/localtime

9. Run the following command to restart the ECS so that all services and
applications running on the ECS use the new time zone:

reboot

10. Log in to the ECS again and run the following command as user root to check
whether the time zone has been changed:

s -lh /etc/localtime

The following information is displayed:

# s -lh /etc/localtime
lrwxrwxrwx 1 root root 33 Nov 27 11:01 /etc/localtime -> /usr/share/zoneinfo/Asia/city1

1.6.6 Automatically Recovering ECSs

Scenarios

ECSs run on physical servers. Although there are multiple mechanisms to ensure
system reliability, error tolerance, and high availability, server hardware might be
damaged or power failure might occur. If physical servers cannot be powered on
or restarted due to damage, CPU and memory data will be lost, and the ECSs
cannot recover through live migration.

The cloud platform provides automatic recovery to restart ECSs through cold
migration, ensuring high availability and top-performing dynamic migration
capability of ECSs. You can enable automatic recovery during or after ECS creation.
If a physical server accommodating ECSs breaks down, the ECSs with automatic
recovery enabled will automatically be migrated to a functional server to minimize
the impact on your services. During this process, the ECSs will restart.
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Notes

e Automatic recovery does not ensure user data consistency.

e An ECS can be automatically recovered only if the physical server on which it
is deployed becomes faulty. This function does not take effect if the fault is
caused by the ECS itself.

e An ECS can be automatically recovered only after the physical server on which
it is deployed is shut down. If the physical server is not shut down due to a
fault, for example, a memory fault, automatic recovery fails to take effect.

e An ECS can be automatically recovered only once within 12 hours if the server
on which it is deployed becomes faulty.

e ECS automatic recovery may fail in the following scenarios:

- No physical server is available for migration due to a system fault.
- The target physical server does not have sufficient temporary capacity.

e An ECS with any of the following resources cannot be automatically
recovered:

- Local disk

- Passthrough FPGA card

- Passthrough InfiniBand NIC
Procedure

1. Log in to the management console.

2. click 7 inthe upper left corner and select your region and project.

3.  Under Compute, click Elastic Cloud Server.

4. Click the name of the target ECS.

The page providing details about the ECS is displayed.

5. Set Auto Recovery to Enable or Disable.

Automatic recovery is enabled by default.

- If a physical server accommodating ECSs breaks down, the ECSs with
automatic recovery enabled will automatically be migrated to a
functional server to minimize the impact on your services. During this
process, the ECSs will restart.

- If Auto Recovery is disabled, you must wait for the system administrator
to recover ECSs when hardware becomes faulty.

1.7 Modifying ECS Specifications

1.7.1 General Operations

Scenarios

If ECS specifications do not meet service requirements, you can modify the ECS
specifications, including vCPUs and memory. Certain ECSs allow you to change
their types when you modify their specifications.
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Notes

Preparations

When modifying the specifications of an ECS, sold-out vCPU and memory
resources are unavailable for selection.

Downgrading ECS specifications (vCPU or memory) will reduce performance.

Certain ECS types do not support specifications modification currently. For
details about available ECS types and functions, see ECS Types. For details
about restrictions on using different types of ECSs, see their notes.

When the disk status is Expanding, you are not allowed to modify the
specifications of the ECS where the disk is attached.

Before modifying specifications, make sure that the ECS has been stopped.

For yearly/monthly ECSs that use paid images, the instance specifications
cannot be downgraded, which means you cannot change the specifications to
lower-cost ones.

After ECS specifications are modified, NIC flapping may occur. Before modifying
the specifications, perform the following operations:

(11 NOTE

NIC flapping occurs because NIC retaining is enabled in the image from which the ECS is
created.

For more information about NIC flapping, see What Should | Do If NIC Flapping Occurs
After My ECS Specifications Are Modified?

Linux

Run the following commands on the ECS to delete the files with persistent
and net included in their names in the network rule directory:

rm -fr /etc/udev/rules.d/*net*persistent*.rules
rm -fr /etc/udev/rules.d/*persistent*net*.rules

Step 1: Modify Specifications

1.

2.

L © N o

Log in to the management console.

Click 9 in the upper left corner and select your region and project.

Click
On the Elastic Cloud Server page, view the status of the target ECS.

. Under Compute, click Elastic Cloud Server.

If the ECS is not in Stopped state, click More in the Operation column and
select Stop.

Click More in the Operation column and select Modify Specifications.
The Modify ECS Specifications page is displayed.

Select the new ECS type, vCPUs, and memory as prompted.

Click Next.

Confirm the modified configurations and click Submit.

Check whether the specifications have been modified.
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After modifying the specifications, you can check whether the specifications
have been modified in Failures.

a. Check whether Failures is displayed on the management console. For
details, see Viewing Failed Tasks.

= |f yes, go to step 9.b.

®" If no, the specifications have been modified.

b. Click Failures. Then, in the Failures dialog box, click Operation Failures
and check whether the task is contained in the list by Name/ID,
Operated At, or Task.

"  |f yes, the specifications modification failed. See Follow-up
Procedure for failure causes.

®" |f no, the specifications have been modified.

Step 2: Check Disk Attachment

After specifications are modified, disk attachment may fail. Therefore, check disk
attachment after specifications modification. If disks are properly attached, the
specifications modification is successful.

e Linux ECS

For details, see Why Does the Disk Attachment of a Linux ECS Fail After |
Modify the ECS Specifications?

Follow-up Procedure

Perform the following operations in the event of a specifications modification

failure:

1. Log in to the management console.

2.  Under Management & Deployment, choose Cloud Trace Service.

3. In the navigation pane on the left, choose Trace List.

4. In the Trace Name column, locate the resizeServer event by resource ID.

The resource ID is the ID of the ECS on which the specifications modification
failed.

5. Click View Trace in the Operation column to view the failure cause.
If the fault cannot be rectified based on logs, contact customer service.

1.8 Obtaining Metadata and Passing User Data

1.8.1 Obtaining Metadata

Scenarios

ECS metadata includes basic information of an ECS on the cloud platform, such as
the ECS ID, hostname, and network information. ECS metadata can be obtained
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using either OpenStack or EC2 compatible APIs, as shown in Table 1-7. The
following describes the URI and methods of using the supported ECS metadata.

Notes

If the metadata contains sensitive data, take appropriate measures to protect the
sensitive data, for example, controlling access permissions and encrypting the

data.

Perform the following configuration on the firewall:

e Linux

If you need to assign permissions only to user root to access custom data, run
the following command as user root:

iptables --append OUTPUT --proto tcp --destination 169.254.169.254 --
match owner ! --uid-owner root --jump REJECT

ECS Metadata Types

Table 1-7 does not contain the following metadata items: ami-id, ami-launch-
index, ami-manifest-path, block-device-mapping/, instance-action, instance-id,
reservation-id, ramdisk-id, and kernel-id. These metadata items are meaningless
and are not recommended.

Table 1-7 ECS metadata types

Metadata Type

Metadata Item

Description

OpenStack /meta_data.json Displays ECS metadata.
For the key fields in the ECS metadata,
see Table 1-8.

OpenStack /password Displays the password for logging in to an
ECS.

OpenStack /user_data Displays ECS user data.
This metadata allows you to specify
scripts and configuration files for
initializing ECSs. For details, see Passing
User Data to ECSs.
For password-authenticated Linux ECSs,
this metadata is used to save password
injection scripts.

OpenStack / Displays ECS network information.

network_data.jso
n
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Metadata Type

Metadata Item

Description

OpenStack

/securitykey

Obtains temporary AKs and SKs.

Before enabling an ECS to obtain a
temporary AK and SK, make sure that the
op_svc_ecs account has been authorized
on IAM and that the desired ECS
resources have been authorized for
management.

OpenStack

/spot/instance-
action

Queries the prompt of stopping a spot
ECS.

EC2-compatible

/meta-data/
hostname

Displays the name of the host
accommodating an ECS.

To remove the suffix .novalocal from an
ECS, see:

Is an ECS Hosthame with
Suffix .novalocal Normal?

EC2-compatible

/meta-data/
local-hostname

The meaning of this field is the same as
that of hostname.

EC2-compatible

/meta-data/
public-hostname

The meaning of this field is the same as
that of hostname.

EC2-compatible

/meta-data/
instance-type

Displays an ECS flavor.

EC2-compatible

/meta-data/
local-ipv4

Displays the fixed IP address of an ECS.

If there are multiple NICs, only the IP
address of the primary NIC is displayed.

EC2-compatible

/meta-data/
placement/
availability-zone

Displays the AZ accommodating an ECS.

EC2-compatible

/meta-data/
public-ipv4

Displays the EIP bound to the ECS.

If there are multiple NICs, only the EIP of
the primary NIC is displayed.

EC2-compatible

/meta-data/
public-keys/0/
openssh-key

Displays the public key of an ECS.

EC2-compatible

Juser-data

Displays ECS user data.

EC2-compatible

/meta-data/
security-groups

Displays the security group of an ECS.
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Table 1-8 Metadata key fields
Parameter Type Description
uuid String Specifies an ECS ID.
availability_zon | String Specifies the AZ where an ECS locates.
e
meta Dict Specifies the metadata information,
including the image name, image ID, and
VPC ID.
hostname String Specifies the name of the host
accommodating an ECS.
To remove the suffix .novalocal from an
ECS, see:
Is an ECS Hostname with
Suffix .novalocal Normal?
enterprise_proje | String Specifies the ID of the enterprise project
ct_id accommodating an ECS.
Prerequisites

e The target ECS has been logged in.

e  Security group rules in the outbound direction meet the following

requirements:

- Protocol: TCP

-  Port: 80

- Destination: 169.254.0.0/16

(10 NOTE

If you use the default security group rules for the outbound direction, the metadata
can be accessed because the default rules meet the preceding requirements. For
details about the default security group rules for the outbound direction, see Default

Security Group and Rules.

Metadata (OpenStack Metadata API)

This API is used to query ECS metadata.

e URI

/169.254.169.254/openstack/latest/meta_data.json

e Usage method
Supports GET requests.

e Example

To use cURL to view Linux ECS metadata, run the following command:
curl http://169.254.169.254/openstack/latest/meta_data.json

{

"random_seed": "rEocCViRS+dNwlYdGIxJHUp+00poeUsAdBFkbPbYQTmpNwpoEb43k9z+96TyrekNKS
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+iLYDdRNy4kKGoNPEVBCc05Hg1TcDblAPflwg)S10okqgEtlcofUhKmL3KOfto
+5KXEDU3GNuGwyZXjdVbOHQWU+E1jztAljjgsahnU+g/tawABTVySLBKIAT8fMGax1mTGgArucn/
WzDcy19DGioKPE7F8ILtSQ4Ww3VCIK5VYB/hOx+4r7IVHrPmMYX/
bi1Yhm3Dc4rRYNaTjdOV5gUOsbO30AeQkmKwQ/
NOON8gw5Ya4l8ZUW4tMav4mOsRySOOB35v0bvalc6p
+50DTbWNeX5A2MLIEhTP3vsPrmvk4LRF7CLz2)2TGIM1400VBwW7LARWmMV9cz532zHki/c8tlhRzLmOTXh/
wL36zFW10DeuReUGmxth7IGNMRMQKV6+mil78jm/KMPpgAdK3vwYF/
GcelOFID2HghMUUCeMbwYnvijLTejuBpwhJMNiHA/NvIEsx) DxqBCoss/Jfe+yCmUFyxov)
+L8oNkTzkmtCNzw3Ra0hiKchGhgK3BleToV/kVx5DdFO81xrEA
+qyoM6CVyflJtEoz1zIRRyoo9bJ65Eg6)Id8dj1UCVsDgRY1pljgzE/
Mzsw6AaaCVhaMJL7u7YMVdyKzA6z65Xtvujz0Vo=",
"uuid": "ca9e8b7c-f2be-4b6d-a639-f10b4d994d04",
"availability_zone": "lt-test-1c",
"enterprise_project_id" : "0",
"hostname": "ecs-ddd4.novalocal",
"launch_index": 0,
"instance_type": "s3.medium.2",
"meta": {
"metering.image_id": "3a64bd37-955e-40cd-ab9e-129db56bc05d",
"metering.imagetype": "gold",
"metering.resourcespeccode": "s3.medium.2.linux",
"metering.cloudServiceType": "hws.service.type.ec2",
"image_name": "CentOS 7.6 64bit",
"metering.resourcetype": "1",
"vpc_id": "3b6c201f-aeb3-4bce-b841-64756e66cb49",
"os_bit": "64",
"cascaded.instance_extrainfo": "pcibridge:1",
"os_type": "Linux",
"charging_mode": "0"
%
"region_id": "xxx",
"project_id": "6e8b0c94265645f39c5abbe63c4113c6",
"name": "ecs-ddd4"

User Data (OpenStack Metadata API)

This APl is used to query ECS user data. The value is configured only when you
create an ECS. It cannot be changed after the configuration.

URI
/169.254.169.254/openstack/latest/user_data
Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/openstack/latest/user_data

ICAgICAgDQoiIQSBjbGI1ZCBKb2VzIG5VdCBrbm93IHdoeSBpdCBtb3ZlcyBpbiBqdXNOIHN1Y2ggYSBkaxJLly
3Rpb24gYW5KIGFOIHN1Y2ggYSBzcGVIZC4uLklOIGZIZWxzIGFulGltcHVsc2lvbi4uLnRoaXMgaXMgdGhlIH
BsYWNILIHRvIGdvIG5vdy4gQnVOIHRoZSBza3kga25vd3MgdGhlIHILYXNvbnMgYW5kIHRoZSBwWYXR0OZXJu
cyBiZWhpbmQgYWxsIGNsb3VkcywgYW5kIHIvdSB3aWxsIGtub3csIHRvbywgd2hlbiB5b3UgbGlmdCB5b3
Vyc2VsZiBoaWdolGVub3VnaCBObyBzZWUgYmV5b25klGhveml6b25zLiINCgOKLVIpY2hhcmQgQmFjaA=
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(11 NOTE

If user data was not passed to the ECS during ECS creation, the query result is 404.

Figure 1-42 404 Not Found

[root@pythonsdktempest--server-151 ~1# L 1//169.254.169.254/0penstack/latest/user_data

4 Not Found</title=

4 Not Found</hl>

The resource could not be found.<br /=<br /=

</bodys=
< /html>

Network Data (OpenStack Metadata API)

This APl is used to query information about all NICs attached to an ECS, including
their DNS server addresses, network bandwidth, IDs, private IP addresses, EIPs, and
MAC addresses.

e URI
/openstack/latest/network_data.json
e Usage method
Supports GET requests.
e Example

(11 NOTE

instance_max_bandwidth and instance_min_bandwidth are in the unit of Mbit/s. If
the value is -1, the bandwidth is not limited.

Linux:

curl http://169.254.169.254/openstack/latest/network_data.json
{

"services": [{
lltypell: |ldnsl|,
"address": "xxx.xx.x.x"

}I
{

lltypell: HdnSH,
"address": "100.125.21.250"

"instance_min_bandwidth": 100,
"instance_max_bandwidth": 500

}I

"networks": [{
"network_id": "67dc10ce-441f-4592-9a80-cc709f6436e7",
"type": "ipv4_dhcp",
"link": "tap68a9272d-71",
"id": "network0"

hif

"links": [{
"vif_id": "68a9272d-7152-4ae7-a138-3ef53af669e7",
"public_ipv4": "100.100.xx.xx",
"ethernet_mac_address": "fa:16:3e:f7:c1:47",
"mtu": null,
"local_ipv4": "192.169.10.10",
"type": "cascading",
"id": "tap68a9272d-71"

1

}
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Security Key (OpenStack Metadata API)
This API is used to obtain temporary AKs and SKs.

(11 NOTE

e If an ECS needs to obtain a temporary AK and SK, go to the ECS details page, and
configure Agency for the ECS in the Management Information area so that the ECS is
authorized on IAM.

For details, see Cloud Service Delegation.

e The validity period of a temporary AK and SK is one hour. The temporary AK and SK are
updated 10 minutes ahead of the expiration time. During the 10 minutes, both the new
and old temporary AKs and SKs can be used.

e When using temporary AKs and SKs, add 'X-Security-Token'":{securitytoken} in the
message header. securitytoken is the value returned when a call is made to the API.

e URI
/openstack/latest/securitykey
e Usage method
Supports GET requests.
e Examples
Linux:
curl http://169.254.169.254/openstack/latest/securitykey

Instance Action (OpenStack Metadata API)
This API is used to query the prompt of stopping a spot ECS.

(1 NOTE
If your spot ECS is about to be interrupted, this API returns the estimated time of stopping
that spot ECS.
e URI
/openstack/latest/spot/instance-action
e Usage method
Supports GET requests.
e Example
Linux:
curl http://169.254.169.254/openstack/latest/spot/instance-action
Windows:

Invoke-RestMethod http://169.254.169.254/openstack/latest/spot/
instance-action

{"action":"terminate","timestamp":"2023-06-01 09:15:00"}

User Data (EC2 Compatible API)

This API is used to query ECS user data. The value is configured only when you
create an ECS. It cannot be changed after the configuration.

e URI
/169.254.169.254/latest/user-data
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Usage method
Supports GET requests.
Example

Linux:

curl http://169.254.169.254/latest/user-data

ICAgICAgDQoIQSBjbG91ZCBKb2VzIG5vdCBrbm93IHdoeSBpdCBtb3ZIcyBpbiBgdXNOIHN1Y2ggYSBkaXILY
3Rpb24gYW5kIGFOIHN1Y2ggYSBzcGVIZCAULKIOIGZIZWxzIGFulGltcHVsc2lvbiduLnRoaXMgaXMgdGhliH
BsYWNIIHRVIGdvIG5vdy4gQnVOIHRoZSBza3kga25vd3MgdGhlIHILYXNvbnMgYW5kIHRoZSBWYXROZXu
cyBiZWhpbmQgYWxsIGNsb3VkcywgYW5kIHIvdSB3aWxs|Gtub3csIHRvbywgd2hlbiB5b3UgbGlmdCB5b3
Vyc2VsZiBoaWdolGVub3VnaCBObyBzZWUgYmV5b25kiGhveml6b25zLilNCgOKLVIpY2hhcmQgQmFjaA=

Hostname (EC2 Compatible API)

This APl is used to query the name of the host accommodating an ECS.
The .novalocal suffix will be added later.

URI

/169.254.169.254/latest/meta-data/hostname

Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/latest/meta-data/hostname

vm-test.novalocal

Instance Type (EC2 Compatible API)

This APl is used to query an ECS flavor.

URI

/169.254.169.254/latest/meta-data/instance-type

Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/latest/meta-data/instance-type

s3.medium.2

Local IPv4 (EC2 Compatible API)

This API is used to query the fixed IP address of an ECS. If there are multiple NICs,
only the IP address of the primary NIC is displayed.

URI
/169.254.169.254/latest/meta-data/local-ipv4
Usage method

Supports GET requests.
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Example
Linux:

curl http://169.254.169.254/latest/meta-data/local-ipv4
192.1.1.2

Availability Zone (EC2 Compatible API)
This API is used to query the AZ accommodating an ECS.

Public IPv4 (EC2

URI
/169.254.169.254/latest/meta-data/placement/availability-zone
Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/latest/meta-data/placement/availability-zone
az1.dcl

Compatible API)

This API is used to query the EIP bound to an ECS. If there are multiple NICs, only
the EIP of the primary NIC is displayed.

URI
/169.254.169.254/latest/meta-data/public-ipv4
Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/latest/meta-data/public-ipv4
46.1.1.2

Public Keys (EC2 Compatible API)
This APl is used to query the public key of an ECS.

URI
/169.254.169.254/latest/meta-data/public-keys/0/openssh-key
Usage method

Supports GET requests.

Example

Linux:

curl http://169.254.169.254/latest/meta-data/public-keys/0/openssh-key

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDISFw5k8Fgzajn1ziwLoV3+wMP+6CyvsSilc/
hioggSnYu/AD0OYgm8vVOO0kWIlun1rFbdO+QUZKyVr/OPUjQSwW4SRh4qsTKf/+eFoWTjplFvd1WCBZzS/
WRenxIwR00KkczHSJro763+wYcwKieb4eKRxaQoQvoFgVjLBULXAjH4eKoKTVNtMXAvPP9aMy2SLgsINt
Mb9ArfziAiblQyng7UIfLnN3VclzPeiWrqtzjyOp6CPUXNLOIVPTvbLe8sUteBs)ZwlL6KA4i
+YOlf3rygnmQgC21yW4Dzu+kwk8FVT2MgWkCwiZd8gQ/+ulzr)FyMfUOBIKIOBfuUENIJUhAB
Generated-by-Nova
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Helpful Links
Why Can't My Linux ECS Obtain Metadata?

1.8.2 Passing User Data to ECSs

Scenarios
Specify User Data to pass user data to ECSs to:

e Simplify ECS configuration.

e Initialize the ECS OS configuration.

e Upload your scripts to ECSs during ECS creation.
e Perform other tasks using scripts.

Use Restrictions
e Linux
- The image that is used to create ECSs must have Cloud-Init installed.
- The user data to be specified must be less than or equal to 32 KB.

- If user data is uploaded as text, the data can contain only ASCII
characters. If user data is uploaded using a file, the file can contain any
characters and the file size cannot exceed 32 KB.

- The image that is used to create ECSs must be a public image, a private
image created based on a public image, or a private image with Cloud-
Init installed.

- The format of the customized scripts must be supported by Linux ECSs.

- DHCP must be enabled on the VPC network, and port 80 must be
enabled for the security group in the outbound direction.

- When the password login mode is selected, user data cannot be passed.

Passing User Data
1. Create a user data script, the format of which complies with user data script
specifications. For details, see Helpful Links.

2. When creating an ECS, set Advanced Options to Configure now, and paste
the content of the user data script to the User Data text box or upload the
user data file.

(10 NOTE

You can pass user data to an ECS as text or as a file.
Text: Copy the content of the user data script to the text box.
File: Save the user data script to a text file and then upload the file.

3. The created ECS automatically runs Cloud-Init/Cloudbase-Init and reads the
user data script upon startup.

User Data Scripts of Linux ECSs

Customized user data scripts of Linux ECSs are based on the open-source Cloud-
Init architecture. This architecture uses ECS metadata as the data source for
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automatically configuring the ECSs. The customized script types are compatible
with open-source Cloud-Init. For details about Cloud-Init, see http://
cloudinit.readthedocs.io/en/latest/topics/format.html.

e  Script execution time: A customized user data script is executed after the
status of the target ECS changes to Running and before /fetc/init is executed.
(11 NOTE
By default, the scripts are executed as user root.
e  Script type: Both user-data scripts and Cloud-Config data scripts are
supported.
Table 1-9 Linux ECS script types
- User-Data Script Cloud-Config Data Script
Description | Scripts, such as Shell and Methods pre-defined in
Python scripts, are used for Cloud-Init, such as the yum
custom configurations. repository and SSH key, are
used for configuring certain
ECS applications.
Format The first line must start with #! | The first line must be
(for example, #!/bin/bash or #cloud-config, and no
#!/usr/bin/env python) and no | space is allowed in front of
spaces are allowed at the it.
beginning.
When a script is started for the
first time, it will be executed at
the rc.local-like level, indicating
a low priority in the boot
sequence.
Constraint | Before Base64 encoding, the Before Base64 encoding,
size of the script, including the | the size of the script,
first line, cannot exceed 32 KB. | including the first line,
cannot exceed 32 KB.
Frequency | The script is executed only once | The execution frequency
when the ECS is started for the | varies according to the
first time. applications configured on
the ECS.
e How can | view the customized user data passed to a Linux ECS?
Log in to the ECS.
b. Run the following command to view the customized user data as user
root:
curl http://169.254.169.254/openstack/latest/user_data
e  Script usage examples

This section describes how to inject scripts in different formats into Linux ECSs
and view script execution results.
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Example 1: Inject a user-data script.
When creating an ECS, set User Data to As text and enter the customized
user data script.
#!/bin/bash
echo "Hello, the time is now $(date -R)" | tee /root/output.txt
After the ECS is created, start it and run the cat /[file] command to check the
script execution result.
[root@XXXXXXXX ~]# cat /root/output.txt
Hello, the time is now Mon, 16 Jul 2016 16:03:18+0800
Example 2: Inject a Cloud-Config data script.
When creating an ECS, set User Data to As text and enter the customized
user data script.
#cloud-config
bootcmd:
- echo 192.168.1.130 us.archive.ubuntu.com >> /etc/hosts
After the ECS is created, start it and run the cat /etc/hosts command to
check the script execution result.
Figure 1-43 Viewing operating results
localhost localhost.localdomain localhost4 localhost4.localdomaind
e localhost localhost.localdomain localhost6 localhost6.localdomain6
92.168.1.130 us.archive.ubuntu.com
Case 1
This case illustrates how to pass user data to simplify Linux ECS configuration.
In this example, vim is configured to enable syntax highlighting, display line
numbers, and set the tab stop to 4. The .vimrc configuration file is created and
injected into the /root/.vimrc directory during ECS creation. After the ECS is
created, vim is automatically configured based on your requirements. This
improves ECS configuration efficiency, especially in batch ECS creation scenarios.
User data example:
#cloud-config
write_files:
- path: /root/.vimrc
content: |
syntax on
set tabstop=4
set number
Case 2

This case illustrates how to use the user data passing function to set the password
for logging in to a Linux ECS.

(11 NOTE

The new password must meet the password complexity requirements listed in Table 1-10.
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Table 1-10 Password complexity requirements
Parameter Requirement
Password e Consists of 8 to 26 characters.
e Contains at least three of the following character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters for Linux: !@%-_=+[]:./A{}?
e Cannot contain the username or the username spelled
backwards.
e Cannot start with a slash (/) for Windows ECSs.
User data example:
Using a ciphertext password (recommended)
#!/bin/bash
echo 'root:$6$V6azyelwcD3CHIpY$BN3VVq18fmCkj66B4zdHLWevqcxlig' | chpasswd -e;
In the preceding command output, $6S$V6azyeLwcD3CHlpY
SBN3VVq18fmCkj66B4zdHLWevqcxlig is the ciphertext password, which can be
generated as follows:
1. Run the following command to generate an encrypted ciphertext value:
python -c "import crypt, getpass, pwd;print crypt.mksalt()"
The following information is displayed:
$6$V6azyeLwcD3CHIpY
2. Run the following command to generate a ciphertext password based on the
salt value:
python -c "import crypt, getpass, pwd;print crypt.crypt('Cloud.1234',"\$6\
$V6azyeLwcD3CHLlpY')"
The following information is displayed:
$6$V6azyeLwcD3CHIpY$BN3VVq18fmCkj66B4zdHLWevqcxlig
After the ECS is created, you can use the password to log in to it.
Case 3

This case illustrates how to use the user data passing function to reset the
password for logging in to a Linux ECS.

In this example, the password of user root is reset to ******

(10 NOTE

The new password must meet the password complexity requirements listed in Table 1-11.
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Table 1-11 Password complexity requirements
Parameter Requirement
Password e Consists of 8 to 26 characters.
e Contains at least three of the following character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters for Linux: !@%-_=+[]:./A{}?
e Cannot contain the username or the username spelled
backwards.
e Cannot start with a slash (/) for Windows ECSs.
User data example (Retain the indentation in the following script):
#cloud-config
chpasswd:
list: |
root:******
expire: False
After the ECS is created, you can use the reset password to log in to it. To ensure
system security, change the password of user root after logging in to the ECS for
the first time.
Case 5
This case illustrates how to use the user data passing function to update system
software packages for a Linux ECS and enable the HTTPd service. After the user
data is passed to an ECS, you can use the HTTPd service.
User data example:
#!/bin/bash
yum update -y
service httpd start
chkconfig httpd on
Case 6

This case illustrates how to pass the user data to assign user root permissions for
remotely logging in to a Linux ECS. After passing the file to an ECS, you can log in
to the ECS as user root using SSH key pair authentication.

User data example:

#cloud-config

disable_root: false

runcmd:

- sed -i 's/APermitRootLogin.*$/PermitRootLogin without-password/' /etc/ssh/sshd_config
- sed -i '/AKexAlgorithms.*$/d" /etc/ssh/sshd_config

- service sshd restart
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Helpful Links

For more information about user data passing cases, visit the official Cloud-init/
Cloudbase-init website:

e https://cloudinit.readthedocs.io/en/latest/

e https://cloudbase-init.readthedocs.io/en/latest/

1.9 (Optional) Configuring Mapping Between
Hostnames and IP Addresses

ECSs in the same VPC can communicate with each other using hostnames. In such
a case, you are required to configure the mapping between hostnames and IP
addresses. The communication using hostnames is more convenient than that
using IP addresses.

Constraints

This method applies only to Linux ECSs.

Procedure

For example, there are two ECSs in a VPC, ecs-01 and ecs-02. Perform the
following operations to enable communication using hostnames between ecs-01
and ecs-02:

Step 1 Log in to ecs-01 and ecs-02 and obtain their private IP addresses.

1. Log in to the management console.

Click

On the Elastic Cloud Server page, obtain the private IP address in the IP
Address column.

. Under Compute, click Elastic Cloud Server.

For example, the obtained private IP addresses are as follows:
ecs-01: 192.168.0.1
ecs-02: 192.168.0.2

Step 2 Obtain the hostnames for the two ECSs.

Log in to an ECS.

2. Run the following command to view the ECS hostname:
sudo hostname
For example, the obtained hostnames are as follows:
ecs-01: hostname01
ecs-02: hostname02

Step 3 Create a mapping between the hostnames and IP addresses and add information
about other ECSs in the same VPC.

1. Login to ecs-01.
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8.
o.

Run the following command to switch to user root:

sudo su -

Run the following command to edit the hosts configuration file:
vi /etc/hosts

Press i to enter editing mode.

Add the statement in the following format to set up the mapping:
Private IP address hostname

For example, add the following statement:

192.168.0.1 hostname01

192.168.0.2 hostname02

Press Esc to exit editing mode.

Run the following command to save the configuration and exit:
'wq

Log in to ecs-02.

Repeat Step 3.2 to Step 3.7.

Step 4 Check whether the ECSs can communicate with each other using hostnames.

Log in to an ECS in the same VPC, run the following command to ping the added
host, and check whether the operation is successful:

ping Hostname

--—-End

1.10 (Optional) Installing a Driver and Toolkit

1.10.1 GPU Driver

Overview

Before using a GPU-accelerated ECS, make sure that a GPU driver has been
installed on the ECS for GPU acceleration.

GPU-accelerated ECSs support GRID and Tesla drivers.

To use graphics acceleration, such as OpenGL, DirectX, or Vulkan, install a
GRID driver and separately purchase and configure a GRID license. The GRID
driver with a vDWS license also supports CUDA for both computing and
graphics acceleration.

- A graphics-accelerated (G series) ECS created using a public image has
had a GRID driver of a specified version installed by default, but the GRID
license must be purchased and configured separately. Before using such
an ECS, check whether the desired driver has been installed on it and
whether the version of the installed driver meets service requirements.

- Toinstall a GRID driver on a GPU-accelerated ECS created using a private
image, see Installing a GRID Driver on a GPU-accelerated ECS.
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Table 1-12 Acceleration supported by GPU drivers

To use computing acceleration, install a Tesla driver.

- A computing-accelerated (P series) ECS created using a public image has
had a Tesla driver of a specified version installed by default.

- To install a Tesla driver on a GPU-accelerated ECS created using a private
image, see Installing a Tesla Driver and CUDA Toolkit on a GPU-
accelerated ECS.

Dri | Lice | CUDA | Open | Direct | Vulka | Applicati | Description
ver | nse GL X n on
Scenario
GRI | Requ | Suppo | Suppo | Suppo | Suppo | 3D The GRID driver
D ired | rted rted rted rted rendering, | must be paid and
graphics requires a license
workstati | to accelerate
on, and graphics and
game image
accelerati | applications.
on
Tes | Not | Suppo | Not Not Not Scientific | The Tesla driver is
la |requi | rted suppor | suppor | suppor | computin | downloaded free
red ted ted ted g, deep of charge and
learning usually used with
training, NVIDIA CUDA
and SDKs to
inference | accelerate general
computing
applications.

1.10.2 Installing a GRID Driver on a GPU-accelerated ECS

Scenarios

To use graphics acceleration, such as OpenGL, DirectX, or Vulkan, install a GRID
driver and separately purchase and configure a GRID license. The GRID driver with
a vDWS license also supports CUDA for both computing and graphics acceleration.

A graphics-accelerated (G series) ECS created using a public image has had a
GRID driver of a specified version installed by default, but the GRID license

must be purchased and configured separately.

If a GPU-accelerated ECS is created using a private image, install a GRID
driver and separately purchase and configure a GRID license.

This section describes how to install a GRID driver, purchase or apply for a GRID

license, and configure the license server.

Process of installing a GRID driver:
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1. Purchasing a GRID License
2. Downloading GRID Driver and Software License Packages

3. Deploying and Configuring the License Server

(1 NOTE

e NVIDIA allows you to apply for a 90-day trial license.

e For details about GPU-accelerated ECSs with different specifications and application
scenarios, see GPU-accelerated ECSs.

Purchasing a GRID License
e Purchase a license.

To obtain an official license, contact NVIDIA or their NVIDIA agent in your
local country or region.

e Apply for a trial license.
Log in at the official NVIDIA website and enter desired information.
For details about how to sign up for an account and apply for a trial license,
see official NVIDIA help page.

(10 NOTE

The method of using a trial license is the same as that of using an official license. You
can use an official license to activate an account with a trial license to prevent
repetitive registration. The trial license has a validity period of 90 days. After the trial
license expires, it cannot be used anymore. Purchase an official license then.

Figure 1-44 Applying for a trial license

START YOUR 90-DAY TRIAL

Please register with your corporate email address.
Personal email addresses or extensions will not be approved
If already registered, click here
If you need assistance, please review FAQ.

First name * Last name
* Email address * Phone Ex : +1-222-333-4444
Company Industry
* Job role Please Choose One -- * Location
Street 1 Street 2
* City State/Province
* Postal Code
Certified Server | Other NVIDIA GPUs
Certified Server Other VDI Hypervisor
VDI Remoting Client | Other VDI Seats
Primary Application

v Send me the latest enterprise news, announcements, and more from NYIDIA, | can unsubscribe at any time.

Required Fields
CANCEL

By registering, you agree to DIA Account Terms and Conditions & Privacy Policy.
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Downloading GRID Driver and Software License Packages

1. Obtain the driver installation package required for an OS. For details, see
Table 1-13.

For more information about the GRID driver, see NVIDIA vGPU Software
Documentation.

(10 NOTE

For a GPU passthrough ECS, select a GRID driver version as required.
For a GPU virtualization ECS, select a driver version based on the following table.

Table 1-13 GRID driver versions supported by GPU-accelerated ECSs

ECS GPU (O} Driver Version CPU

Type | Attachme Architect
nt ure

P12 GPU e CentOS 8.2 64bit Select a version x86_64
passthrou | ¢ centOS 7.6 64bit as needed.

h
g e Ubuntu 20.04

Server 64bit

e Ubuntu 18.04
Server 64bit

2. After the registration, log in at the official NVIDIA website and enter the
account.

3. Check whether NVIDIA is used for the first time.
a. If yes, go to step 4.
b. If no, go to step 6.

4. Obtain the Product Activation Key (PAK) from the email indicating successful
registration with NVIDIA.
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Figure 1-45 PAK

ACTION REQUIRED: Click on the SET PASSWORD button below to set your password.

SET PASSWORD

This password link is only valid for 24 hours. If not used before it expires, you will need to request
a new one by using Forgot password

DGX Customer

* DGX Container Registry-administrator - Wil receive a separate email with instructions on
how to log into the registry. You can find the DGX Container Registry User Guide here

Software Product Customer, you can redeem your PAK manually after setting password by:
1. Log in to NYIDIA Enterprise.

2. Click on NWIDIA Licensing Portal.

3. In Left Nawigation, click on Redeem Product Activation Key.

4 Copy your PAK and paste in the first

| GRID Product Activation Key [PAK)

Advanced Rendering software pr wour
entitlement email

While the support portal is the best way to log and track incidents, you can also email
EnterpriseSupporti@nvidia.com or call your local support number.

Thank you for purchasing NWIDIA products. We look forsward to working with you!

Best regards,
NVIDIA Enterprise Support Team
EnterpriseSupport@nvidia.com

5. Enter the PAK obtained in step 4 on the Redeem Product Activation Keys
page and click Redeem.

Figure 1-46 Redeem Product Activation Keys

<X

NVIDIA.
NWIDIA SOFTWARE LICENSING CENTER » REDEEM PRODUCT ACTIVATION KEYS

Software & Services - -
ProcuctInformaton Redeem Product Activation Keys
Product Search Use the form below to register additional keys for your account.

Licens e History
Search Line tems

Recent Product Releases

Redeem Product Activation

Keys

Rendering Licensing
Search Licenses

|
|
|
|
View Licenses By Host I

View Licenses Generated by p—
U Rekeem

6. Specify Username and Password and click LOGIN.
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Figure 1-47 Logging in to the official NVIDIA website

@2 NVIDIA. Enterpr

LOG IN

Username:

Password: ITTTITETTYY

7. Log in at the official NVIDIA website as prompted and select SOFTWARE
DOWNLOADS.

Figure 1-48 SOFTWARE DOWNLOADS page

R DASHBOARD %E
ADDITIONAL SOFTWARE Vv
ENTITLEMENTS FEATURED ALL AVAILABLE

Product Falyily: @ All O vGPU ) HPC O) PGI

&, SOFTWARE DOWNLOADS |

atfo VHZ—'—,Z :VH,—,%,:VHE%I':' HCLEARH COLU .~’|
PLATFORM  PRODUCT RELEASE
PLATFORM DESCRIPTION
T HISTOR VERSION  VERSION DATE
2021-
& VMware vSphere 7.0 1.3 NVIDIA vGPU for vSphere 7.0 01-07
2021-
& VMware vSphere 6.7 1.3 NVIDIA vGPU for vSphere 6.7 01-07
2021-
& VMware vSphere 6.5 1.3 NVIDIA vGPU for vSphere 6.5 01.07
2021-
&  Citrix Hypervisor 7.0 1.3 NVIDIA vGPU for Xenserver 7.0 0107
page size: 25 1 of8 > »

8. Download the GRID driver of the required version. For details, see Table 1-13.

9. Decompress the GRID driver installation package and install the driver that
matches your ECS OS.

10. On the SOFTWARE DOWNLOADS page, click ADDITIONAL SOFTWARE to
download the license software package.
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Figure 1-49 ADDITIONAL SOFTWARE

@ NVIDIA. LICENSING | Software Downloads

plication Hub | jian.zhou@xsuperzane.com (ORG_ADMIN) | LOZ0

fiﬁi &
il g J'n.l
- &, 2020.11 64-bit License Manager for Windows

&, 2020.11 64-bit License Manager for Linux

Product Family: () All vGPU HPC

4, 2020.05 64-bit Li Y . ;
Ak e &, 2020.05 64-bit License Manager for Windows
Vv 54 54 2, 2020.05 64-bit License Manager for Linux

&, 2019.11 64-bit License Manager for Windows
PLATH
&, 2019.11 64-bit License Manager for Linux I
&, 2018.10 32-bit License Manager for Windows

&  VMware vsphere 70 4 201810 License Manager for Linux

&, GPUMode Change Utility for Tesla M60 and M6 GPUs

& VMware vSphere 67 &, NVIDIA Virtual GPU Management Pack for vRealize Operations 2.0 :

&, NVIDIA Virtual GPU Management Pack for vRealize Operations 1.1

& VMware vSphere 6.5 113 NVIDIA vGPU for vSphere 6.5 81“‘07

2021-

B Cibrie Uimmnsicnr an 112 ARAPIA DI Frr Vamcamane T A

Deploying and Configuring the License Server

The following uses an ECS running CentOS 7.5 as an example to describe how to
deploy and configure the license server on the ECS.

(11 NOTE

e The target ECS must have at least 2 vCPUs and 4 GiB of memory.

Ensure that the MAC address of the target ECS has been recorded.

If the license server is used in the production environment, deploy it in high availability
mode. For details, see official NVIDIA documentation for license server high
availability.

Configure the network.

If the license server is to be accessed using the VPC, ensure that the
license server and the GPU-accelerated ECS with the GRID driver installed
are in the same VPC subnet.

If the license server is to be accessed using a public IP address, configure
the security group to which license server belongs and add inbound rules
for TCP 7070 and TCP 8080.

Install the license server.

a.

Run the following command to decompress the installation package. The
Installer.zip in the command indicates the name of the software package
obtained in 10.

unzip Installer.zip

Run the following command to assign execution permissions to the
installer:

chmod +x setup.bin

Run the installer as user root:

sudo ./setup.bin -i console

In the Introduction section, press Enter to continue.
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roduction

InstallAnywhere will guide you through the installation of License Server.

It is strongly recommended that you quit all programs before continuing with
this installation.

Respond to each prompt to proceed to the next step in the installation. If
you want to change something on a previous step, type 'back'.

You may cancel this installation at any time by typing 'quit'.

PRESS <ENTER> TO CONTINUE:

In the License Agreement section, press Enter to turn to last pages and
accept the license agreement.

Enter Y and press Enter.

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N): Y]

In the Choose Install Folder section, press Enter to retain the default path
for installing the License Server software.

In the Choose Local Tomcat Server Path section, enter the Tomcat's local
path in the "/var/lib/ Tomcat version" format, for example, /var/lib/
tomcat8.

In the Choose Firewall Options section, confirm the port to be enabled in
the firewall and press Enter.

Choose Firewall Options

The license server listens on port 707@. This port must be opened in the
firewall for other machines to obtain licenses from this server.

The license server's management interface listens on port 8e8e. Leave this

port closed to prevent unauthorized access to the management interface.

->1- License server (port 7e7@)
2- Management interface (port 8e8e)

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR
PRESS <ENTER> TO ACCEPT THE DEFAULT: I

In the Pre-Installation Summary section, confirm the information and
press Enter to start the installation.
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Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
License Server

Install Folder:
/opt/flexnetls/nvidia

Link Folder:
/root/NVIDIA Corporation/License Server

Disk Space Information (for Installation Target):
Required: 185,216,774 Bytes
Available: 35,501,248,512 Bytes

PRESS <ENTER> TO CONTINUE: I

j-  Inthe Install Complete section, press Enter to end the installation.

Install Complete

License Server has been successfully installed to:

/opt/flexnetls/nvidia

PRESS <ENTER> TO EXIT THE INSTALLER:
3. Obtain the license file.

a. Login to the NVIDIA website on a new tab and select LICENSE
SERVERS.

Figure 1-50 LICENSE SERVERS

License Servers
3  LICENSE SERVER / FEATURE LICENSE TYPE EXPIRATION ALLOCATED|

LICENSE SERVERS

pagesize: 25

b. Click CREATE SERVER.
c. On the displayed Create License Server page, configure parameters.
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Figure 1-51 Create License Server

Create License Server X
Server Name Feature
Name this license serve | Select a feature V|

Description Added Features

FEATURE COUNT

No features have been added yet

MAC Address

Failover License Server

Failover MAC Address

CANCEL RESET CREATE LICENSE SERVER

Table 1-14 Parameters for creating a license server

Parameter Description

Server Name License server name, which can be customized.
Description License description information.

MAC Address MAC address of the ECS where the license

server is deployed.

You can log in to the ECS and run ipconfig -a
to query the MAC address.

Feature Select a feature, enter the number of required
licenses in the Licenses text box, and click
ADD.

In active/standby deployment, enter the name
of the standby server in Failover License
Server and enter the MAC address in Failover
MAC Address.

d. Click CREATE LICENSE SERVER.
e. Download the license file.

Figure 1-52 Downloading the license file

License Servers CREATE SERVER
3>  LICENSE SERVER / FEATURE LICENSE TYPE EXPIRATION ALLOCATED
=] [ LICENSE SERVERS Vo test

&, DOWNLOAD LICENSE FILE # MANAGE LICENSES © REMOVE FEATURES @ ADD FEA

E
W DELETE SERVER

Quadro-Virtual-DWS-5.0 CONCURRENT_COUNTED_SINGLE 1/ [}
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4. In the web browser, access the homepage of the license server management
page using the link configured during the installation.

Default URL: http:///P address of the E/IP.8080/licserver

5. In the navigation pane on the left, click License Server > License
Management.

6. Select the .bin license file to be uploaded and click Upload.

Figure 1-53 Uploading a license file

License Management

1.10.3 Installing a Tesla Driver and CUDA Toolkit on a GPU-
accelerated ECS

Scenarios

Before using a GPU-accelerated ECS, make sure that the desired Tesla driver and
CUDA toolkit have been installed on the ECS for computing acceleration.

e A computing-accelerated (P series) ECS created using a public image has had
a Tesla driver of a specified version installed by default.

e After a GPU-accelerated ECS is created using a private image, it must have a
Tesla driver installed. Otherwise, computing acceleration will not take effect.

This section describes how to install a Tesla driver and CUDA toolkit on a GPU-
accelerated ECS.

Notes
e The ECS must have an EIP bound.
e Check whether the CUDA toolkit and Tesla driver have been installed on the
ECS.

(11 NOTE

e |f the CUDA toolkit has not been installed, download it from the official NVIDIA website
and install it. A Tesla driver matching the CUDA version will be automatically installed
then. However, if there are specific requirements or dependencies on the Tesla driver
version, download the matching Tesla driver from the official NVIDIA website first and
then install the driver before installing the CUDA toolkit.

e If a Tesla driver has been installed on the ECS, check the driver version. Before installing
a new driver version, uninstall the original Tesla driver to prevent an installation failure
due to driver conflicts.

Installation process:
e Obtaining a Tesla Driver and CUDA Toolkit
e Installing a Tesla Driver
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- Installing a Tesla Driver on a Linux ECS
e Installing a CUDA Toolkit
- Installing the CUDA Toolkit on a Linux ECS

Installing a Tesla Driver on a Linux ECS

The following uses Ubuntu 16.04 64bit as an example to describe how to install
the Tesla driver matching CUDA 10.1 on a GPU-accelerated ECS.

(11 NOTE

The Linux kernel version is compatible with the driver version. If installing the driver failed,
check the driver installation log, which is generally stored in /var/log/nvidia-installer.log.
If the log shows that the failure was caused by a driver compilation error, for example, the
get_user_pages parameter setting is incorrect, the kernel version is incompatible with the
driver version. In such a case, select the desired kernel version and driver version and
reinstall them. It is recommended that the release time of the kernel version and driver
version be the same.

Log in to the ECS.
2. Update the system software based on the OS.
- Ubuntu
Update the software installation source: apt-get -y update
Install necessary programs: apt-get install gcc g++ make
- CentOS

Update the software installation source: yum -y update --
exclude=kernel* --exclude=centos-release* --exclude=initscripts*

Install the desired program: yum install -y kernel-devel-"'uname -r’ gcc
gcc-c++

3. Download the NVIDIA driver package.

Select a driver version at NVIDIA Driver Downloads based on the ECS type.
Click SEARCH.

Figure 1-54 Selecting a NVIDIA driver version

Advanced Driver Search

Product Type: Operating System:
Tesla v Linux 64-bit v
Product Series: CUDA Toolkit:
r 10.1 v
Product: Language:
A English (U5) v
Recommended/Beta:
All v
i

4. Select a driver version as required. The following uses Tesla 418.67 as an
example.
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8.

Figure 1-55 Selecting a driver version

Advanced Driver Search

Product Type:
Tesla v

Product Series:

| v

Product:

Name

¥

Tesla Driver for Linux x64

H

Tesla Driver for Linux x64

H

Tesla Driver for Linux x64

5

Tesla Driver for Linux x64

5

Tesla Driver for Linux x64

5

Tesla Driver for Linux x64

m

Tesla Driver for Linux x64

Click the driver to be downloaded. On the TESLA DRIVER FOR LINUX X64

Operating System:

Linwx 64-bit
CUDA Toolkit:

10.1
Language:

English (US)

Recommended/Beta:

All

Version

418.126.02

418.116.00

418.87.01

418.87.00

418,67

418.40.04

418.40.04

Release Date

February 28, 2020
December 9, 2019
October 3, 2019
August 14, 2019
May 7, 2019
March 25, 2019

March 25, 2019

page that is displayed, click DOWNLOAD.

Copy the download link.

Figure 1-56 Copying the download link

CUDA Toolkit
10.1

10.1

10.1

10.1

10.1

10.1

10.1

By clicking the "Agree & Download" button below, you are confirming that you have read and agree to be bound by

the

for use of the driver. The driver will begin downloading

immediately after clicking on the "Agree & Download" button below. NVIDIA recommends users update to the latest
for mare information.

driver version. Please review

- AGREE & DOWNLOAD

DECLINE

Run the following command on the ECS to download the driver:

wget Copied link

For example, wget http://us.download.nvidia.com/tesla/418.67/NVIDIA-

Linux-x86_64-418.67.run

Figure 1-57 Obtaining the installation package

b:7# wyet http:.,
17:5 http:
lving us.download.nvid
ting to us.down

Z

1 rA
‘NUIDIA-Linux-xB6_64-418.67 .run’

36_64-418.67 .run  10C

18:04:40 (346 KBrs) — “HUIDIA-Linux-xB6

Run the following command to install the driver:

=»1 102.26M 1.07HBrs

in 5m 2s
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sh NVIDIA-Linux-x86_64-418.67.run

9. (Optional) If the following information is displayed after the command for
installing the driver is executed, disable the Nouveau driver.

Figure 1-58 Disabling the Nouveau driver

a. Run the following command to check whether the Nouveau driver has
been installed:

lsmod | grep nouveau
®  |f the command output contains information about the Nouveau

driver, the Nouveau driver has been installed and must be disabled.
Then, go to step 9.b.

® |f the command output does not contain information about the
Nouveau driver, the Nouveau driver has been disabled. Then, go to
step 10.

b. Edit the blacklist.conf file.
If the /etc/modprobe.d/blacklist.conf file is unavailable, create it.
vi /fetc/modprobe.d/blacklist.conf
Add the following statement to the end of the file:

blacklist nouveau
options nouveau modeset=0

C.  Run the following command to back up and create an initramfs
application:
= Ubuntu
sudo update-initramfs -u

= (CentOS:

mv /boot/initramfs-$(uname -r).img /boot/initramfs-$(uname -
r).img.bak

dracut -v /boot/initramfs-$(uname -r).img $(uname -r)
d. Restart the ECS:
reboot

10. Select OK for three consecutive times as prompted to complete the driver
installation.
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Figure 1-59 Completing the NVIDIA driver installation

Installation of the kernel module for the WVIDIA Accelerated Graphics Driver for Linux-x86_64 (version 418.67) is now

conplete.

X

NUIDIA Software Installer for UnixLimux vuu.nvidia.com

11. Run the following command to set systemd:
systemctl set-default multi-user.target
12. Run the reboot command to restart the ECS.

13. Log in to the ECS and run the nvidia-smi command. If the command output
contains the installed driver version, the driver has been installed.

rootPecs

Thu Har

v

| NUIDIA-SHI 418.67 Driver Version: 418.6¢ CUDA Version: 10.1

I '

| GPU Hame 'ersis M1 Bus-Id Disp.A | Volatile Uncorr. ECC
| Fan Temp Perf P Hemor i GPU-Util Compute M.

Of f
29~ T |

GPU Memory
pe  FProcess name Usage

No running pro T ownd

rootiecs—474b: 7 #

Installing the CUDA Toolkit on a Linux ECS

The following uses Ubuntu 16.04 64bit as an example to describe how to install
the CUDA 10.1 toolkit on a GPU-accelerated ECS.
Log in to the ECS.
2. Update the system software based on the OS.
- Ubuntu
Update the software installation source: apt-get -y update
Install necessary programs: apt-get install gcc g++ make
- CentOS

Update the software installation source: yum -y update --
exclude=kernel* --exclude=centos-release* --exclude=initscripts*

Install the desired program: yum install -y kernel-devel-"'uname -r’ gcc
gcc-c++

3. On the CUDA download page, set parameters according to the information
shown in Obtaining a Tesla Driver and CUDA Toolkit.
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Figure 1-61 Selecting a CUDA version

Installer Type runfite [Locall

4. Find the link for downloading CUDA 10.1 and copy the link.

Figure 1-62 Copying the link for downloading CUDA

r is available for download below.

2 Base Installer

Installation Instructions:

1. Run "sudo

18.3%_Llinux.run

2. Follow the ¢

ommand-line prompts

oftware. The source code can be found
patches can be found in

For further information and the

5.  Run the following command on the ECS to download CUDA:
wget Copied link

For example, wget https://developer.nvidia.com/compute/cuda/10.1/Prod/
local_installers/cuda_10.1.105_418.39_linux.run

Figure 1-63 Downloading CUDA

roc s—47 178 wget htips: leve loper ia.consconputescuda allers-cuda_10.1.105_418.39_linmuc. ru
i llersscuda_10.1.105_418.39_lim

con (developel
nt, aw g resp 2 Fou
:ssdeveloper.dounload . nvidia . 10.1.105_418.39_1i
SUo—f 7Z16yBtFIhnZJd jZ0mtuNutpR-7nnp4Eb6Q j
F8oUB [followingl
.comsconputescudas10. 1rsecure.

Resoluing per. . - ] . d.nui
Commecting to devel -dow i = ( laper .download

nZJd j;
AY loWbtU7DZsHaFBold
idia

,,,,,,,,,,,,,,,,,,,, 2.266 34.2HBss

6. Install CUDA.
Follow the instructions provided on the official NVIDIA website.
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Figure 1-64 Installing CUDA

vailable for download below.

» Base Installer

Installation Instructions:

1. Run “sudo sh cuda_10.1.105_418.39_linux.run’

Follow the command-line prompts

7. Run the following command to install CUDA:
sh cuda_10.1.243 418.87.00_linux.run
8. Select accept on the installation page and press Enter.

Figure 1-65 Installing CUDA_1

End User License Agreement

Freface

The Software License Agreenent in Chapter 1 and the Supplement
in Chapter £ contain license terms and conditions

the use of WVIDIA software. By a pting this

agree to conply with all the te and conditions applicable
to the product(s) included herein.

HUIDIA Driver

Description

This package contains the operating suystem driver and

Do you accept the above EULAT (acceptsdeclinesquit):
accept

9. Select Install and press Enter to start the installation.
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Figure 1-66 Installing CUDA_2

CUDA Imstaller
- [X]1 Driver
[X]1 418.39

+ [X]1 CUDA Toolkit 10.1
[X]1 CUDA Samples 10.1
[X1 CUDA Demo Suite 10.1
[¥1 CUDA Documentation 10.1

Install

Options

Up/Down: Move | LeftsRight: Expand | "Enter’: Select | "A': Advanced options

Figure 1-67 Completing the installation

Installed

10.1-bin
local-cuda-10.1-1ib64, or, add -~usr-localscuda-10.1-1ib64 to retc-ld.so.conf and run 1d

de_Linux.pdf in susrslocalscuda-10.1sdocspdf for detailed information on setting up CUDA.
1ler. log

10. Run the following command to switch to /usr/local/cuda-10.1/samples/
1_Utilities/deviceQuery:

cd /usr/local/cuda-10.1/samples/1_Utilities/deviceQuery
11. Run the make command to automatically compile the deviceQuery program.
12. Run the following command to check whether CUDA has been installed:
./JdeviceQuery
If the command output contains the CUDA version, CUDA has been installed.

Issue 02 (2023-08-24) Copyright © Huawei Technologies Co., Ltd. 101



Elastic Cloud Server

User Guide

1 Instances

13.

14.

Figure 1-68 deviceQuery common output

cuda-10. 1/samples/1_Utilit evicefueryt .sdevicefuery

CUDA Device Query (Runtime AFPI) version (CUDART static linking)

Detected 1 CUDA Capable device(s)

Device O:
CuDA Drive ;.
CUDA Capabilit
Total amou
(40) Multip
GPU Max

» 3D=(16384, 16384, 16384)
layers
e, (hum) layers

1024, 64)
17483647, 6553
nel execution:
jost Memory:
d merory mapping:
Surfaces:
7 (LA :
1 Launch:
# location ID:
tDevice() with device simultaneously) >

A Driver = CUDART, CUDA Driver Versiom = 10.1, CUDA Runtime Uersion = 10.1, HumDews = 1

rootiec susrslocal cuda—10.1/samples-1 Utilities/devicellueryit

Check the CUDA version.
Jusr/local/cuda/bin/nvcc -V

Figure 1-69 Checking the CUDA version

[rootlecs-474b de F:IJIIF!‘:"I-;I [} Lo -
nvcc: NUIDIA (R) i S
Copyright (c

Built on Fri Feb
Cud

Run the following command to enable the persistent mode:
sudo nvidia-smi -pm 1

Enabling the persistent mode optimizes the GPU performance on Linux ECSs.

1.10.4 Obtaining a Tesla Driver and CUDA Toolkit

Scenarios

Before using a GPU-accelerated ECS, make sure that the desired Tesla driver and

CUDA toolkit have been installed on the ECS. Otherwise, computing acceleration
will not take effect. This section describes how to obtain a Tesla driver and CUDA
toolkit. Select a driver version based on your ECS type.

For instructions about how to install the Tesla driver and CUDA toolkit, see
Installing a Tesla Driver and CUDA Toolkit on a GPU-accelerated ECS.
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Downloading a Tesla Driver

Download a driver based on your ECS type.

Table 1-15 Mapping between Tesla drivers and ECS types

ECS Type Driver Product Series Product

Pi2 Tesla T T4

Downloading a CUDA Toolkit

Download the CUDA software package and select the corresponding CUDA
Toolkit software package based on the instance type and driver version.

(10 NOTE

NVIDIA Driver Downloads provides the mapping between the driver version and CUDA
Toolkit. If the versions do not match, the driver may be unavailable.

The following uses Tesla T4 as an example to describe how to download the driver
package and CUDA Toolkit.

1. Select the Linux operating system and the CUDA Toolkit 11.6 version.

Figure 1-70 Selecting the CUDA Toolkit version

NVIDIA Driver Downloads

Select from the dropdown list below to identify the appropriate driver for your NVIDIA product.

Product Type: | Data Center | Tesla V|
Product Series: | I-Series V|
Product: | Tesla T4 V|
Operating System: | Linux 64-bit V|
‘ CUDA Toolkit: [11.6 v ‘
Language: [ English (US) v

s |

2. Select a CUDA Toolkit 11.6 package to download.
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Figure 1-71 Downloading a CUDA Toolkit 11.6 package

Archived Releases

CUDA Toolkit 11.7.1 [August 2022), Versioned Online Documentation
CUDA Toolkit 11.7.0 [May 2022}, Versioned Online Documentation

CUDA Toolkit 11.6.2 [March 2022), Versioned Online Documentation
CUDA Toolkit 11.6.1 [February 2022), Versioned Online Documentation
CUDA Toolkit 11.6.0 [January 2022], Versioned Online Documentation

CUDA Toolkit 11.5.2 [February 2022), Versioned Online Documentation
CUDA Toolkit 11.5.1 [November 2021], Versioned Online Documentation
CUDA Toolkit 11.5.0 (October 2021), Versioned Online Documentation
CUDA Toolkit 11.4.4 [February 2022), Versioned Online Documentation
CUDA Toolkit 11.4.3 [November 2021], Versioned Online Documentation
CUDA Toolkit 11.4.2 [September 2021), Versioned Online Documentation
CUDA Toolkit 11.4.1 [August 2021), Versioned Online Documentation
CUDA Toolkit 11.4.0 [June 2021), Versioned Online Documentation
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Images

2.1 Overview

Image

An image is an ECS or BMS template that contains an OS or service data. It may
also contain proprietary software and application software, such as database
software. Images are classified into public, private, and shared images.

Image Management Service (IMS) allows you to easily create and manage
images. You can create an ECS using a public image, private image, or shared

image. You can also use an existing ECS or external image file to create a private
image.

Public Image

A public image is a standard, widely used image that contains a common OS, such
as Ubuntu, CentOS, or Debian, and preinstalled public applications. This image is
available to all users. Select your desired public image. Alternatively, create a
private image based on a public image to copy an existing ECS or rapidly create
ECSs in a batch. You can customize a public image by configuring the application
environment or software.

For more information about public images, see Overview.

Private Image

A private image contains an OS or service data, preinstalled public applications,
and private applications. It is available only to the user who created it.
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Table 2-1 Private image types

Image Type

Description

System disk
image

Contains an OS and application software for running services.
You can use a system disk image to create ECSs and migrate
your services to the cloud.

Data disk
image

Contains only service data. You can use a data disk image to
create EVS disks and migrate your service data to the cloud.

Full-ECS
image

Contains an OS, application software, and data for running
services. A full-ECS image contains the system disk and all data
disks attached to it.

ISO image

Created from an external ISO image file. It is a special image
that can only be used to create temporary ECSs.

If you plan to use a private image to change the OS, ensure that the private image
is available. For instructions about how to create a private image, see Image
Management Service User Guide.

e If the image of a specified ECS is required, make sure that a private image has
been created using this ECS.

e If a local image file is required, make sure that the image file has been
imported to the cloud platform and registered as a private image.

e If a private image from another region is required, make sure that the image
has been copied.

e If a private image from another user account is required, make sure that the
image has been shared with you.

Shared Image

A shared image is a private image shared by another user and can be used as your
own private image. For details, see Sharing Images.

e  Only the private images that have not been published in Marketplace can be

shared.

e Images can be shared within a region only.

e Each image can be shared to a maximum of 128 tenants.

e You can stop sharing images anytime without notifying the recipient.

e You can delete shared image anytime without notifying the recipient.

e Encrypted images cannot be shared.
e  Only the full-ECS images created using CBR can be shared.

Marketplace Image

A Marketplace image is a third-party image that has an OS, application
environment, and software preinstalled. You can use the images to deploy
websites and application development environments with a few clicks. No
additional configuration is required.
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A Marketplace image can be free of charge or paid, based on image service
providers. When you use a paid image to create an ECS, you need to pay for the
Marketplace image and ECS.

Helpful Links

e Creating a Private Image

2.2 Creating an Image

Scenarios

You can use an existing ECS to create a system disk image, data disk image, and

full-ECS image.

e System disk image: contains an OS and application software for running
services. You can use a system disk image to create ECSs and migrate your
services to the cloud.

e Data disk image: contains only service data. You can create a data disk image
from an ECS data disk. You can also use a data disk image to create EVS disks
and migrate your service data to the cloud.

e  Full-ECS image: contains all the data of an ECS, including the data on the
data disks attached to the ECS. A full-ECS image can be used to rapidly create
ECSs with service data.

e [SO image: is created from an external ISO image file. It is a special image
that can only be used to create temporary ECSs.

You can use a private image to change the OS. For instructions about how to

create a private image, see Image Management Service User Guide.

Prerequisites

Before creating an image, ensure that you have completed required

configurations.

For details, see How Do | Configure an ECS, BMS, or Image File Before | Use It

to Create an Image?

Procedure

1. Log in to the management console.

2. Click 7 i the upper left corner and select your region and project.

3. Click

In the ECS list, choose More > Manage Image > Create Image in the
Operation column.

. Under Compute, click Elastic Cloud Server.

5. Configure the following information:

Table 2-2 and Table 2-3 list the parameters in the Image Type and Source
and Image Information areas, respectively.
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Table 2-2 Image type and source

Parameter Description
Image Type Select System disk image.
Source Click the ECS tab and select an ECS with required

configurations.

Table 2-3 Image information

Parameter

Description

Encryption

This parameter specifies whether the image will be
encrypted. The value is provided by the system and
cannot be changed.

e Only an unencrypted private image can be created
from an unencrypted ECS.

e Only an encrypted private image can be created
from an encrypted ECS.

Name

Set a name for the image.

Enterprise Project

Select an enterprise project from the drop-down list.
This parameter is available only if you have enabled
enterprise projects or your account is an enterprise
account. To enable this function, contact your customer
manager.

An enterprise project provides central management of
cloud resources on a project.

Tag (Optional) Set a tag key and a tag value for the image
to make identification and management of your
images easier.

Description (Optional) Enter a description of the image.

Click Next and submit the request.
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EVS Disks

3.1 Overview

What Is Elastic Volume Service?

Disk Types

Helpful Links

Elastic Volume Service (EVS) offers scalable block storage for ECSs. With high
reliability, high performance, and rich specifications, EVS disks can be used for
distributed file systems, development and test environments, data warehouses,
and high-performance computing (HPC) scenarios to meet diverse service
requirements.

EVS disk types differ in performance. Choose a disk type based on your
requirements.

For more information about EVS disk specifications and performance, see Elastic
Volume Service User Guide.

e Attaching an EVS Disk to an ECS

¢ Introduction to Data Disk Initialization Scenarios and Partition Styles
e How Can | Adjust System Disk Partitions?

e Can | Attach Multiple Disks to an ECS?

e What Are the Requirements for Attaching an EVS Disk to an ECS?

3.2 Adding a Disk to an ECS

Scenarios

The disks attached to an ECS include one system disk and one or more data disks.
The system disk is automatically created and attached when the ECS is created.
You do not need to purchase it again. The data disks can be added in either of the
following ways:
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e If you add data disks when purchasing an ECS, the data disks will be
automatically attached to the ECS.

e If you purchase data disks after an ECS is created, the data disks need to be
manually attached to the ECS.

This section describes how to add a data disk after purchasing an ECS.

Procedure

1. Log in to the management console.

2. Click 7 i the upper left corner and select your region and project.

3. Click

4. Locate the row containing the target ECS and choose More > Manage
Image/Disk/Backup > Add Disk in the Operation column.

. Under Compute, choose Elastic Cloud Server.

The page for adding a disk is displayed.
5. Set parameters for the new EVS disk as prompted.

For instructions about how to set EVS disk parameters, see Purchasing an
ECS.

(1] NOTE

e By default, the billing mode of the new disk is the same as that of the ECS.
e By default, the new disk is in the same region as the ECS.

e By default, the new disk is in the same AZ as the ECS, and the AZ of the disk
cannot be changed.

e After the new disk is created, it is attached to the ECS by default.
6. Click Next to confirm the order and click Submit to complete the payment.
The system automatically switches back to the Disks tab on the ECS

management console. Then, you can view the information of the new disk.
Follow-up Procedure

The system automatically attaches the new disk to the ECS, but the disk can be
used only after it is initialized. To do so, log in to the ECS and initialize the disk.

For details about how to initialize a data disk, see Initializing an EVS Data Disk.

3.3 Attaching an EVS Disk to an ECS

Scenarios
If the existing disks of an ECS fail to meet service requirements, for example, due
to insufficient disk space or poor disk performance, you can attach more available
EVS disks to the ECS, or purchase more disks (in Storage > Elastic Volume
Service) and attach them to the ECS.

Prerequisites

e EVS disks are available.
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Procedure

For instructions about how to purchase an EVS disk, see Purchasing an EVS
Disk.

Log in to the management console.

Click 7 i the upper left corner and select your region and project.

Click

In the search box above the upper right corner of the ECS list, enter the ECS
name, IP address, or ID for search.

Click the name of the target ECS.

The page providing details about the ECS is displayed.

Click the Disks tab. Then, click Attach Disk.

The Attach Disk dialog box is displayed.

Select the target disk and specify the disk as the system disk or data disk

. Under Compute, choose Elastic Cloud Server.

- For KVM ECSs, you can specify a disk as a system disk or data disk but
cannot specify a device name for the disk.

- For Xen ECSs, you can specify the device name of a disk, such as /dev/
vdb.

(10 NOTE

e If no EVS disks are available, click Create Disk in the lower part of the list.

e For the restrictions on attaching disks, see What Are the Requirements for
Attaching an EVS Disk to an ECS?

Click OK.

After the disk is attached, you can view the information about it on the Disks
tab.

Follow-up Procedure

If the attached disk is newly created, the disk can be used only after it is
initialized.

For details about how to initialize a data disk, see Initializing an EVS Data Disk.

3.4 Detaching an EVS Disk from a Running ECS

Scenarios

You can detach EVS disks from an ECS.

System disks (mounted to /dev/sda or /dev/vda) can only be detached
offline. They must be stopped before being detached.

Data disks (mounted to points other than dev/sda) can be detached online if
the attached ECS is running certain OSs. You can detach these data disks
without stopping the ECS.

This section describes how to detach a disk from a running ECS.
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Constraints

e The EVS disk to be detached must be mounted to a point other than /dev/sda
or /dev/vda.

EVS disks mounted to /dev/sda or /dev/vda are system disks and cannot be
detached from running ECSs.

e Before detaching an EVS disk from a running Linux ECS, you must log in to
the ECS and run the umount command to cancel the association between the
disk and the file system. In addition, ensure that no programs are reading
data from or writing data to the disk. Otherwise, detaching the disk will fail.

Notes

e Do not detach an EVS disk from an ECS that is being started, stopped, or
restarted.

e Do not detach an EVS disk from a running ECS whose OS does not support
this feature. OSs supporting EVS disk detachment from a running ECS are
listed in OSs Supporting EVS Disk Detachment from a Running ECS.

e  For a running Linux ECS, the drive letter may be changed after an EVS disk is
detached from it and then attached to it again. This is a normal case due to
the drive letter allocation mechanism of the Linux system.

e For a running Linux ECS, the drive letter may be changed after an EVS disk is
detached from it and the ECS is restarted. This is a normal case due to the
drive letter allocation mechanism of the Linux system.

OSs Supporting EVS Disk Detachment from a Running ECS

OSs supporting EVS disk detachment from a running ECS include two parts:
e  For the first part, see External Image File Formats and Supported OSs.
e Table 3-1 lists the second part of supported OSs.

Table 3-1 OSs supporting EVS disk detachment from a running ECS

oS Version

CentOS 7.3 64bit

7.2 64bit

6.8 64bit

6.7 64bit

Ubuntu Server 16.04 64bit

14.04 64bit

14.04.4 64bit
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(11 NOTE

Online detachment is not supported by the ECSs running OSs not listed in the preceding
table. For such ECSs, stop the ECSs before detaching disks from them to prevent any
possible problems from occurring.

Procedure

1. On the Elastic Cloud Server page, click the name of the ECS from which the
EVS disk is to be detached. The page providing details about the ECS is
displayed.

2. Click the Disks tab. Locate the row containing the EVS disk to be detached
and click Detach.

3.5 Expanding the Capacity of an EVS Disk

Scenarios

You can expand the disk capacity if the disk space is insufficient. The capacities of
both system disks and data disks can be expanded.

Procedure

The capacity of an EVS disk can be expanded in either of the following ways:
e Create an EVS disk and attach it to an ECS.

e Expand the capacity of an existing EVS disk. The capacities of both system
disks and data disks can be expanded.

For details about how to expand the capacity of an EVS disk, see Disk
Capacity Expansion.
For details, see Expansion Overview.

(10 NOTE

After the disk capacity is expanded, only the storage capacity of the EVS disk is expanded.
To use the added storage space, you also need to log in to the ECS and extend the partition
and file system.

3.6 Expanding the Local Disks of a Disk-intensive ECS

Scenarios

Disk-intensive ECSs can use both local disks and EVS disks to store data. Local
disks are generally used to store service data and feature higher throughput than
EVS disks.

Disk-intensive ECSs do not support specifications modification. When the capacity
of local disks is insufficient, you can create a new disk-intensive ECS with higher
specifications for capacity expansion. The data stored in the original ECS can be
migrated to the new ECS through EVS.

Issue 02 (2023-08-24) Copyright © Huawei Technologies Co., Ltd. 113


https://support.huaweicloud.com/eu/usermanual-evs/evs_01_0006.html
https://support.huaweicloud.com/eu/usermanual-evs/evs_01_0006.html
https://support.huaweicloud.com/eu/usermanual-evs/evs_01_0006.html

Elastic Cloud Server

User Guide 3 EVS Disks
Procedure
1. Create an EVS disk according to the volume of data to be migrated.
2. Attach the EVS disk to the disk-intensive ECS for which you want to expand
the capacity.
3. Back up the data stored in the local disks to the EVS disk that is newly
attached to the disk-intensive ECS.
4. Detach the EVS disk from the ECS.
a. On the Elastic Cloud Server page, select this disk-intensive ECS and
ensure that it has been stopped.
If the ECS is running, choose More > Stop to stop the ECS.
b. Click the name of the disk-intensive ECS. The page providing details
about the ECS is displayed.
c. Click the Disks tab. Locate the row containing the EVS data disk and click
Detach to detach the disk from the ECS.
5. Ensure that a new disk-intensive ECS with higher specifications than the
original one is available.
The local disk capacity is sufficient enough to meet your requirements.
6. Attach the EVS disk to the new disk-intensive ECS.
On the Elastic Cloud Server page, click the name of the ECS described in step
5 to view details.
7. Click the Disks tab. Then, click Attach Disk.
In the displayed dialog box, select the EVS disk detached in step 4 and the
device name.
8. Migrate the data from the EVS disk to the local disks of the new disk-

intensive ECS.
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CBR

4.1 Overview

What Is CBR?

Cloud Backup and Recovery (CBR) enables you to back up cloud servers and disks
with ease. In case of a virus attack, accidental deletion, or software or hardware
fault, you can restore data to any point in the past when the data was backed up.

CBR protects your services by ensuring the security and consistency of your data.

What Are the Differences Between Backup, Snapshot, and Image?

You can use the cloud server backup function to create ECSs and the cloud disk
backup function to create EVS disks.

An image can be a system disk image, data disk image, or full-ECS image.
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Back | Backup Application Scenario Differences | Back | Restor
up Object and up ation
Type Advantages | Meth | Metho

od d
Clou | One or e Only data disks need | Backup data | Creat | ¢ Rest
d more to be backed up, is stored in ing a orin
disk | specified because the system OBS, instead | Clou g
back | disks disk does not contain | of disks. This | d Dat
up (system or users' application ensures data | Disk a
data disks) data. restoration Back Usin
You can use cloud disk | upon disk up ga
backup to back up data loss or Clou
and restore data if an | corruption. d
EVS disk is faulty or Backup cost Disk
encounters a logical is reduced Back
error, for example, without up
accidental deletion, compromisin e Usin
hgckgr atta.cks, and g data ga
virus infection. security. Back
e Use backups as up
baseline data. to
After a backup policy Crea
has been set, the EVS tea
disk data can be Disk
automatically backed
up based on the
policy. You can use the
backups created on a
timely basis as the
baseline data to
create new EVS disks
or to restore the
backup data to EVS
disks.
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Back
up
Type

Backup
Object

Application Scenario

Differences
and
Advantages

Back
up
Meth
od

Restor
ation
Metho
d

disks can be used as
data resources for
various services, for
example data mining,
report query, and
development and
testing.

This method protects
the initial data and
creates disks rapidly,
meeting the
diversified service data
requirements.

NOTE

e A snapshot can be
rolled back only to its
source disk. Rollback to
another disk is not
possible.

e If you have reinstalled
or changed the ECS OS,
snapshots of the system
disk are automatically
deleted. Snapshots of
the data disks can be
used as usual.
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Backup Application Scenario Differences | Back | Restor
Object and up ation
Advantages | Meth | Metho
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ECS
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All disks e Rapid system A full-ECS Creat | Creatin
(system recovery image inga | gan
and data You can create a full- | facilitates Full- | ECS
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an ECS system disk and data | migration. Imag | Full-
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OS change, Image
application software
upgrade, or service
data migration. If an
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during the migration,
you can use the full-
ECS image to change
ECS OS or create a
new ECS.

e Rapid deployment of
multiple services
You can use a full-ECS
image to quickly
create multiple ECSs
with the same OS and
data, thereby quickly
deploying services
these ECSs.

CBR Architecture

CBR consists of backups, vaults, and policies.

e Backup

A backup is a copy of a particular chunk of data and is usually stored
elsewhere so that it may be used to restore the original data in the event of
data loss. CBR supports the following backup types:

Cloud server backup: This type of backup uses the consistency snapshot
technology for disks to protect data of ECSs and BMSs. The backups of
servers without deployed databases are common server backups, and
those of servers with deployed databases are application-consistent
backups.

Cloud disk backup: This type of backup provides snapshot-based data
protection for EVS disks.

e Vault

CBR uses vaults to store backups. Before creating a backup, you need to
create at least one vault and associate the resource you want to back up with
the vault. Then the backup of the resource is stored in the associated vault.
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Vaults can be classified into two types: backup vaults and replication vaults.
Backup vaults store backups, whereas replication vaults store replicas of
backups.

The backups of different types of resources must be stored in different types
of vaults.

e Policy
Policies are divided into backup policies and replication policies.
- Backup policies: To perform automatic backups, configure a backup policy

by setting the execution times of backup tasks, the backup cycle, and
retention rules, and then apply the policy to a vault.

- Replication policies: To automatically replicate backups or vaults,
configure a replication policy by setting the execution times of replication
tasks, the replication cycle, and retention rules, and then apply the policy
to a vault. Replicas of backups must be stored in replication vaults.

Backup Mechanism

A full backup is performed only for the first backup and backs up all used data
blocks.

For example, if the size of a disk is 100 GB and the used space is 40 GB, the 40 GB
of data is backed up.

An incremental backup backs up only the data changed since the last backup,
which is storage- and time-efficient.

When a backup is deleted, only the data blocks that are not depended on by other
backups are deleted, so that other backups can still be used for restoration. Both a
full backup and an incremental backup can restore data to the state at a given
backup point in time.

When creating a backup of a disk, CBR also creates a snapshot for it. Every time a
new disk backup is created, CBR deletes the old snapshot and keeps only the
latest snapshot.

CBR stores backup data in OBS, enhancing backup data security.

Backup Options

CBR supports one-off backup and periodic backup. A one-off backup task is
manually created by users and is executed only once. Periodic backup tasks are
automatically executed based on a user-defined backup policy.

Table 4-1 One-off backup and periodic backup

Item One-Off Backup Periodic Backup

Backup Not required Required

policy

Number | One manual backup task Periodic tasks driven by a backup
of backup policy

tasks
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Item

One-Off Backup

Periodic Backup

Backup
name

User-defined backup name,
which is manualbk_xxxx by
default

System-assigned backup name,
which is autobk_xxxx by default

Backup
mode

Full backup for the first time
and incremental backup
subsequently, by default

Full backup for the first time and
incremental backup subsequently,
by default

Applicatio
n
scenario

Executed before patching or
upgrading the OS or upgrading
an application on a resource. A
one-off backup can be used to
restore the resource to the
original state if the patching or
upgrading fails.

Executed for routine maintenance
of a resource. The latest backup
can be used for restoration if an
unexpected failure or data loss
occurs.

4.2 Backing Up an ECS

Scenarios

CBR enhances data integrity and service continuity. For example, if an ECS or EVS
disk is faulty or a misoperation causes data loss, you can use data backups to
quickly restore data. This section describes how to back up ECSs and EVS disks.

For more information, CBR Architecture, Backup Mechanism, and Backup

Options.

You can back up ECS data using Cloud Server Backup or Cloud Disk Backup.

e Cloud Server Backup (recommended): Use this backup function if you want to
back up the data of all EVS disks (system and data disks) on an ECS. This
prevents data inconsistency caused by time difference in creating a backup.

e Cloud Disk Backup: Use this backup function if you want to back up the data
of one or more EVS disks (system or data disk) on an ECS. This minimizes

backup costs on the basis of data security.

ECS Backup Procedure

1. Log in to the management console.

2. Click

3. Click

in the upper left corner and select your region and project.

. Under Compute, choose Elastic Cloud Server.

4. In the ECS list, locate the target ECS and choose More > Manage Image/
Disk/Backup > Create Server Backup.

- If the ECS has been associated with a vault, configure the backup
information as prompted.

Server List: The ECS to be backed up is selected by default.
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®  Name: Customize your backup name.
®  Description: Supplementary information about the backup.

®"  Full Backup: If this option is selected, the system will perform full
backup for the ECS to be associated. The storage capacity used by
the backup increases accordingly.

- If the ECS is not associated with a vault, buy a vault first and then
configure the backup information as prompted.

For details, see Purchasing a Server Backup Vault.
5. Click OK. The system automatically creates a backup for the ECS.

On the Backups tab page, if the status of the backup is Available, the backup
task is successful.

The ECS can be restarted if the backup progress of an ECS exceeds 10%.
However, to ensure data integrity, restart it after the backup is complete.

After the backup is complete, you can restore server data or create images on
the Backups tab page. For details, see Restoring Data Using a Cloud Server
Backup and Using a Backup to Create an Image.

EVS Disk Backup Procedure

1. Log in to the management console.

2. Click P i the upper left corner and select your region and project.

3. Click

In the ECS list, locate the target ECS and choose More > Manage Image/
Disk/Backup > Create Disk Backup.

- If the ECS has been associated with a vault, configure the backup
information as prompted.

. Under Compute, choose Elastic Cloud Server.

®  Server List: The ECS to be backed up is selected by default. Click
to view the disks attached to the ECSs. Select the disks to be backed

up.
®  Name: Customize your backup name.

®  Description: Supplementary information about the backup.

®"  Full Backup: If this option is selected, the system will perform full
backup for the disks to be associated. The storage capacity used by
the backup increases accordingly.

- If the ECS is not associated with a vault, buy a vault first and then
configure the backup information as prompted.

For details, see Purchasing a Disk Backup Vault.
5. Click OK. The system automatically creates a backup for the disk.

On the Backups tab of the CBR console, if the status of the backup is
Available, the backup task is successful.
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If some files are deleted from the disk during the backup, the deleted files
may fail to be backed up. Therefore, to ensure data integrity, delete the target

data after the backup is complete.
After the backup is complete, you can restore disk data on the Backups tab
page. For details, see Restoring Data Using a Cloud Disk Backup.
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NICs

5.1 Overview

VPC

Virtual Private Cloud (VPC) allows you to create customized virtual networks in
your logically isolated AZ. Such networks are dedicated zones that are logically
isolated, providing secure network environments for your ECSs. You can define
security groups, virtual private networks (VPNs), IP address segments, and
bandwidth for a VPC. This facilitates internal network configuration and
management and allows you to change your network in a secure and convenient
network manner. You can also customize the ECS access rules within a security
group and between security groups to improve ECS security.

For more information about VPC, see Virtual Private Cloud Service Overview.

Network Interface Types

NIC

e A primary network interface is created together with an instance by default,
and cannot be detached from the instance.

e An extended network interface is created on the Network Interfaces console,
and can be attached to or detached from an instance.

A NIC is a virtual network adapter that can be bound to an ECS in a VPC. Through
the NIC, you can manage the ECS network. A NIC can be a primary NIC or an
extension NIC.

e  Primary NIC

When you create an ECS, the NIC automatically created with the ECS is the
primary NIC. The primary NIC cannot be unbound. It is preferentially used for
the default route generally.

e Extension NIC

A NIC that can be separately added is an extension NIC, which can be bound
to or unbound from an ECS.
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5.2 Attaching a Network Interface

Scenarios

If your ECS requires multiple network interfaces, you can attach them to your ECS.

Procedure

1. Log in to the management console.

2. Click O in the upper left corner and select your region and project.

3. Click
Click the name of the target ECS.
The page providing details about the ECS is displayed.
On the Network Interfaces tab, click Attach Network Interface.
Select either of the following methods to attach the network interface.

. Under Compute, click Elastic Cloud Server.

- Use an existing network interface.

i. (Optional) Search for the network interface by name, ID, or private
IP address.

ii. Inthe network interface list, select the target one.
- Create a new network interface.

Set the subnet and security group for the network interface to be
attached.

Figure 5-1 Configuring the subnet and security group

Attach Network Interface

ECS Name 8

Type Use an existing network interface

VPC vpe

Subnet subnet-03(192.168.3.0/24) v | C View Subnet

New Private IP Address View In-Use P Address

Security Group Q | view Security Group C
Security Group Name Description

default Default security group
sg-aZbd

sg-test
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®  Subnet: specifies the subnet which the network interface belongs to.

"  Private IP Address: If you want to add a network interface with a
specified IP address, enter an IP address into the Private IP Address
field.

" Security Group: You can select multiple security groups. In such a
case, the access rules of all the selected security groups will apply to
the ECS.

7. Click OK.

Follow-up Procedure

Some OSs cannot identify newly added network interfaces. In this case, you must
manually activate the network interfaces. Ubuntu is used as an example in the
following network interface activation procedure. Required operations may vary
among systems. For additional information, see the documentation for your OS.

1. Locate the row containing the target ECS and click Remote Login in the
Operation column.
Log in to the ECS.
2.  Run the following command to view the network interface name:
ifconfig -a
In this example, the network interface name is eth2.
3. Run the following command to switch to the target directory:
cd /etc/network
4. Run the following command to open the interfaces file:
vi interfaces
5. Add the following information to the interfaces file:
auto eth2?
iface eth2 inet dhcp
6. Run the following command to save and exit the interfaces file:
'wq
7. Run either the ifup eth2 command or the /etc/init.d/networking restart
command to make the newly added network interface take effect.

Xin the preceding command indicates the network interface name and SN,
for example, ifup eth2.

8. Run the following command to check whether the network interface name
obtained in step 2 is displayed in the command output:

ifconfig
For example, check whether eth2 is displayed in the command output.

- If yes, the newly added network interface has been activated, and no
further action is required.

- If no, the newly added network interface failed to be activated. Go to
step 9.

9. Log in to the management console. Locate the row containing the target ECS,
click More in the Operation column, and select Restart.
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10. Run the following command to check whether the network interface name
obtained in step 2 is displayed in the command output:

- If yes, no further action is required.
- If no, contact customer service.

5.3 Detaching a Network Interface

Scenarios
An ECS can have up to 12 network interfaces, including one primary network
interface that cannot be deleted and extension network interfaces. This section
describes how to detach a network interface.

Procedure

1. Log in to the management console.

2. Click = . Under Compute, click Elastic Cloud Server.

3. On the Elastic Cloud Server page, click the name of the target ECS.
The page providing details about the ECS is displayed.

4. On the Network Interfaces tab, locate the target network interface and click
Detach.

(1] NOTE

You are not allowed to delete the primary ECS network interface. By default, the
primary ECS network interface is the first network interface displayed in the network
interface list.

5. In the displayed dialog box, click Yes.
(1] NOTE

Certain ECSs do not support network interface detachment when they are running. For
details, see the GUI display. To detach a network interface from such an ECS, stop the
ECS first.

5.4 Changing a VPC

Scenarios

This section describes how to change a VPC.

Constraints
e  Only running or stopped ECSs support VPC change.
e A VPC can be changed for an ECS only if the ECS has one NIC.

e If you have reinstalled or changed the OS of an ECS before changing the VPC,
log in to the ECS and check whether the password or key pair configured
during the reinstallation or change is successfully injected.

- If the login is successful, the password or key pair is injected. Perform
operations as required.
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Notes

Prerequisites
The

Procedure

- Otherwise, the system is injecting the password or key pair. During this
period, do not perform any operations on the ECS.

During the VPC switchover, do not bind, unbind, or replace the EIP. Otherwise,
a message indicating insufficient permissions will be displayed, but you do not
need to take any action.

If an ECS NIC has an IPv6 address, the VPC of the ECS cannot be changed.

A VPC can be changed on a running ECS, but the ECS network connection will
be interrupted during the change process.

(11 NOTE

If you intend to change the VPC for a running ECS, the VPC change may fail when
traffic is routed to the ECS NIC. In this case, you are advised to try again later or stop
the ECS first and then try to change the VPC.

After the VPC is changed, the subnet, private IP address, MAC address, and OS
NIC name of the ECS will change.

After the VPC is changed, the source/destination check and virtual IP address
must be configured again.

After the VPC is changed, you are required to reconfigure network-related
application software and services, such as ELB, VPN, NAT, and DNS.

target VPC, subnet, private IP address, and security group are available.

Log in to the management console.

Click . Under Compute, click Elastic Cloud Server.

In the ECS list, locate the row that contains the target ECS. Click More in the
Operation column and select Manage Network > Change VPC.

The Change VPC dialog box is displayed.

Select an available VPC and subnet from the drop-down lists, and set the
private IP address and security group as prompted.

You can select multiple security groups. In such a case, the access rules of all
the selected security groups will apply to the ECS.

(1] NOTE

Using multiple security groups may deteriorate ECS network performance. You are
suggested to select no more than five security groups.

Click OK.
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5.5 Modifying a Private IP Address

Scenarios
You can modify the private IP address of the primary NIC. If you want to modify
the private IP address of an extension NIC, delete the NIC and attach a new NIC.
Constraints
e The ECS must be stopped.
e |f a virtual IP address or DNAT rule has been configured for the NIC, cancel
the configuration before modifying the private IP address.
e If the NIC has an IPv6 address, its private IP address (IPv4 or IPv6 address)
cannot be modified.
e Before changing the private IP address of an ELB backend server, delete the
backend server group.
Procedure

1. Log in to the management console.

2. Click . Under Compute, click Elastic Cloud Server.
Click the name of the target ECS.
The ECS details page is displayed.

4. Click the Network Interfaces tab. Locate the row containing the primary
network interface and click Modify Private IP.

The Modify Private IP dialog box is displayed.
5. Change the subnet and private IP address of the primary NIC as required.

(11 NOTE

Subnets can be changed only within the same VPC.

If the target private IP address is not specified, the system will automatically
assign one to the primary NIC.

5.6 Managing Virtual IP Addresses

Scenarios

A virtual IP address provides the second IP address for one or more ECS NICs,
improving high availability between the ECSs.

Binding a Virtual IP Address
1. Log in to the management console.

2. Click . Under Compute, click Elastic Cloud Server.
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On the Elastic Cloud Server page, click the name of the target ECS.
The page providing details about the ECS is displayed.

On the Network Interfaces tab, locate the target virtual IP address and click
Manage Virtual IP Address.

On the IP Addresses tab of the displayed page, locate the row containing the
target virtual IP address and select Bind to EIP or Bind to Server in the
Operation column.

Multiple ECSs deployed to work in active/standby mode can be bound with a
virtual IP address to improve DR performance.

Click OK.

Configuring a Virtual IP Address for an ECS

Manually configure the virtual IP address bound to an ECS.

The following OSs are used as examples here. For other OSs, see the help
documents on their official websites.

Linux: CentOS 7.2 64bit and Ubuntu 22.04 server 64bit
Windows: Windows Server

Linux (CentOS 7.2 64bit is used as an example.)

1.

Obtain the NIC that the virtual IP address is to be bound and the connection
of the NIC:

nmcli connection

Information similar to the following is displayed:

“Ifinmcli conmection
TYPE DEVICE

The command output in this example is described as follows:

- ethO in the DEVICE column indicates the NIC that the virtual IP address is
to be bound.

- Wired connection 1 in the NAME column indicates the connection of the
NIC.

Add the virtual IP address for the connection:

nmcli connection modify " Connection name of the NIC' +ipv4.addresses
Virtual IP address

Configure the parameters as follows:

- Connection name of the NIC The connection name of the NIC obtained
in 1. In this example, the connection name is Wired connection 1.

- Virtual IP address. Enter the virtual IP address to be added. If you add
multiple virtual IP addresses at a time, separate every two with a comma

().

Example commands:

- Adding a single virtual IP address: nmcli connection modify "Wired
connection 1" +ipv4.addresses 172.16.0.125

- Adding multiple virtual IP addresses: nmcli connection modify "Wired
connection 1" +ipv4.addresses 172.16.0.125,172.16.0.126
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3. Make the configuration in 2 take effect:
nmcli connection up " Connection name of the NIC"
In this example, run the following command:
nmcli connection up "Wired connection 1"

Information similar to the following is displayed:

[ Jnmcli  conmection up “Wired conmection 1"

Comnection successfully activated (D-Bus active path: rorg-freedesktop/NetworkManager-ActiveConnections6)
4. Check whether the virtual IP address has been bound:

ipa

Information similar to the following is displayed. In the command output, the
virtual IP address 172.16.0.125 is bound to NIC ethO.

[172.16.8.247_subnetB-ecs-podb-gaca-dpdk-ipwb “I#tip a
1: lo: <LODPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1888
link<loopback BA:00:A0:66:80:A8 brd AA:0H:06:66:60:008
inet 127.8.8.1~8 scope host lo
valid_lft forever preferred_Ift forever
inetb ::1-1Z8 scope host
valid_1ft forever preferred_Ift forever
Z: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gqdisc pfifo_fast state UP group default glen 1668
linksether fa:16:3e:e5:d5:cd brd £f:ff:Ff:fF:fFFF
inet 1YZ.16.8.247-24 brd 172.16.8.Z55 scope global nopref ixroute dynamic ethB
valid 1ft B6398sec preferred 1ft 86398sec
inet 172.16.8.125-32 brd 172.16.8.125 scope global nopref ixroute eth@
valid_1ft forever preferred Ift forever
inetb 28@1:4bB:a583:62c:7dd3:al1% :4831:d6fbs128 scope global tentative noprefixroute dynamic
valid_1ft B648@sec preferred_lft 8648Bsec
inetb feBB::5371:9bf9:b652:e35b/64 scope link nopref ixroute
valid_1ft forever preferred_Ift forever

(10 NOTE

To delete an added virtual IP address, perform the following steps:
1. Delete the virtual IP address from the connection of the NIC:

nmcli connection modify " Connection name of the NIC' -ipv4.addresses Virtual
IP address

To delete multiple virtual IP addresses at a time, separate every two with a comma
(,). Example commands are as follows:

e  Deleting a single virtual IP address: nmcli connection modify "Wired
connection 1" -ipv4.addresses 172.16.0.125

e  Deleting multiple virtual IP addresses: nmcli connection modify "Wired
connection 1" -ipv4.addresses 172.16.0.125,172.16.0.126

2. Make the deletion take effect by referring to 3.
Linux (Ubuntu 22.04 server 64bit is used as an example.)

If an ECS runs Ubuntu 22 or Ubuntu 20, perform the following operations:

1. Obtain the NIC that the virtual IP address is to be bound:
ifconfig

Information similar to the following is displayed. In this example, the NIC
bound to the virtual IP address is ethO.

root@ecs-X-ubantu:~# ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.16.0.210 netmask 255.255.255.0 broadcast 172.16.0.255
inet6 fe80::f816:3eff:fe01:f1c3 prefixlen 64 scopeid 0x20<link>
ether fa:16:3e:01:f1:c3 txqueuelen 1000 (Ethernet)
RX packets 43915 bytes 63606486 (63.6 MB)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 3364 bytes 455617 (455.6 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

2. Switch to the /etc/netplan directory:
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cd /etc/netplan
3. Add a virtual IP address to the NIC.

a. Open the configuration file 01-netcfg.yaml:
vim 01-netcfg.yaml

b. Press i to enter the editing mode.

¢. In the NIC configuration area, add a virtual IP address.
In this example, add a virtual IP address for ethO:
addresses:
- 172.16.0.26/32

The file content is as follows:
network:
version: 2
renderer: NetworkManager
ethernets:
ethO:
dhcp4: true
addresses:
- 172.16.0.26/32
eth1:
dhcp4: true
eth2:
dhcp4: true
eth3:
dhcp4: true
eth4:
dhcp4: true

d. Press Esc, enter :wq!, save the configuration, and exit.
4. Make the configuration in 3 take effect:
netplan apply
5. Check whether the virtual IP address has been bound:
ipa
Information similar to the following is displayed. In the command output, the

virtual IP address 172.16.0.26 is bound to NIC ethO.
root@ecs-X-ubantu:/etc/netplan# ip a

2: eth0: <BROADCAST,MULTICAST,UPLOWER_UP> mtu 1500 qdisc fq_codel state UP group default
glen 1000
link/ether fa:16:3e:01:f1:c3 brd ff:ff:ff:ff:ff:ff
altname enp0s3
altname ens3
inet 172.16.0.26/32 scope global noprefixroute eth0
valid_Lft forever preferred_lft forever
inet 172.16.0.210/24 brd 172.16.0.255 scope global dynamic noprefixroute eth0
valid_Lft 10799997 1sec preferred_lft 10799997 1sec
inet6 fe80::f816:3eff:fe01:f1c3/64 scope link
valid_Lft forever preferred_lft forever

(10 NOTE

To delete an added virtual IP address, perform the following steps:

1. Open the configuration file 01-netcfg.yaml and delete the virtual IP address of the
corresponding NIC by referring to 3.

2. Make the deletion take effect by referring to 4.

Windows OS (Windows Server is used as an example here.)
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1. In Control Panel, click Network and Sharing Center, and click the
corresponding local connection.

On the displayed page, click Properties.
On the Network tab page, select Internet Protocol Version 4 (TCP/IPv4).
Click Properties.

ok W

Select Use the following IP address and set IP address to the private IP
address of the ECS, for example, 10.0.0.101.

Figure 5-2 Configuring private IP address

Internet Protocol Version 4 (TCP/IPvd) Properties oy

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: m . 2 .0 ,101
Subnet mask: 255,255 .255. O
Default gateway: m.o0 .0 .1

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: 100,125, 1 . 250

Alternate DMNS server: 114 . 114 ., 114, 114

[ validate settings upon exit Advanced...

kK Cancel

6. Click Advanced.
7. On the IP Settings tab, click Add in the IP addresses area.
Add the virtual IP address, for example, 10.0.0.154.
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Figure 5-3 Configuring virtual IP address

IP Settings DNS =~ WINS

IF addresses

IF address Subnet mask
10.0,0.101 255,255, 255.0
Add... Edit... Remove
Default gateways:
Gateway Metric
10.0.0.1 Automatic
TCP/IP Address X
IF address: o, 0 .0 .154
Subnet mask: 255 , 255,255, ]
Add Cancel
QK Cancel
8. Click OK.

9. In the Start menu, open the Windows command line window and run the
following command to check whether the virtual IP address has been
configured:

ipconfig /all

In the command output, IPv4 Address is the virtual IP address 10.0.0.154,
indicating that the virtual IP address of the ECS NIC has been correctly
configured.
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5.7 Enabling NIC Multi-Queue

Scenarios

Single-core CPU performance cannot meet the requirement of processing NIC
interruptions incurred with the increase of network |/O bandwidth. NIC multi-
queue enables multiple CPUs to process ECS NIC interruptions, thereby improving
packets per second (PPS) and I/O performance.

The ECS described in this section is assumed to comply with the requirements on
specifications and virtualization type.

e |If the ECS was created using a public image listed in Support of NIC Multi-
Queue, NIC multi-queue has been enabled on the ECS by default. Therefore,
you do not need to perform the operations described in this section.

e |If the ECS was created using a private image and the OS of the external
image file is listed in Support of NIC Multi-Queue, perform the following
operations to enable NIC multi-queue:

a. Importing the External Image File to the IMS Console

b. Setting NIC Multi-Queue for the Image

c. Creating an ECS Using a Private Image

d. Running the Script for Configuring NIC Multi-Queue
(10 NOTE

After NIC multi-queue is enabled on an ECS, you need to enable this function on the ECS
again after you add or delete a NIC or change the VPC for the ECS. For details, see Running
the Script for Configuring NIC Multi-Queue.

Support of NIC Multi-Queue

NIC multi-queue can be enabled on an ECS only when the ECS specifications,
virtualization type, and image OS meet the requirements described in this section.

For details about the ECS specifications that support NIC multi-queue, see ECS
Types.

(10 NOTE

If the number of NIC queues is greater than 1, NIC multi-queue is supported.
The virtualization type must be KVM.
The Linux public images listed in Table 5-1 support NIC multi-queue.

(10 NOTE

e |tis a good practice to upgrade the kernel version of the Linux ECS to 2.6.35 or
later. Otherwise, NIC multi-queue is not supported.

Run the uname -r command to obtain the kernel version. If the kernel version is
earlier than 2.6.35, contact customer service to upgrade the kernel.
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Table 5-1 Support of NIC multi-queue for Linux ECSs

Image Support | NIC Multi-
of NIC Queue Enabled
Multi- by Default
Queue

Ubuntu 20.04 server 64bit Yes Yes

CentOS 6.*/7.* 64bit Yes Yes

EulerOS 2.9 64bit Yes Yes

Importing the External Image File to the IMS Console

For details, see "Registering an Image File as a Private Image" in /mage
Management Service User Guide. After the image file is imported, view the value
of NIC Multi-Queue on the page providing details about the image.

If the value is Supported, go to Creating an ECS Using a Private Image.

If the value is Not supported, go to Setting NIC Multi-Queue for the
Image.

Setting NIC Multi-Queue for the Image

Use one of the following methods to set the NIC multi-queue attribute:

Method 1:

1.

Log in to the management console.

2. Click . Under Compute, click Image Management Service.

3. Click the Private Images tab, locate the row containing the target image,
click Modify in the Operation column.

4. Set the NIC multi-queue attribute of the image.

Method 2:

1. Log in to the management console.

2. Click = . Under Compute, click Image Management Service.

3. Click the Private Images tab. In the image list, click the name of the target
image to switch to the page providing details about the image.

4. Click Modify in the upper right corner. In the displayed Modify Image dialog

box, set the NIC multi-queue attribute.

Method 3: Add hw_vif_multiqueue_enabled to an image through the API.

For instructions about how to obtain the token, see Authentication.

For instructions about how to call an API to update image information, see
Updating Image Information (Native OpenStack API).

Add X-Auth-Token to the request header.
The value of X-Auth-Token is the token obtained in step 1.
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4. Add Content-Type to the request header.

The value of Content-Type is application/openstack-images-v2.1-json-
patch.

The request URI is in the following format:
PATCH /v2/images/{image_id}

The request body is as follows:

[
{
"op":"add",
"path":"/hw_vif_multiqueue_enabled",
"value": "true"
}

]

Figure 5-4 shows an example request body for modifying the NIC multi-
queue attribute.

Figure 5-4 Example request body

PATCH https://172.30.50.64:7443/v2/images/9f14349-3594-4b99-a213-65167145f746 Params Send v VS

Creating an ECS Using a Private Image

Create an ECS using a registered private image. Note the following when setting
the parameters:

e Region: Select the region where the private image is located.

e Image: Select Private image and then the desired image from the drop-down
list.

Running the Script for Configuring NIC Multi-Queue

A script for automatically enabling NIC multi-queue on a Linux ECS is available.
After the script is configured, the ECS supports NIC multi-queue.

1. Log in to the ECS and run the following command to check the number of
queues supported by and enabled for a NIC:

ethtool -l N/IC

Example:

[root@localhost ~]# ethtool -l eth0 #View the number of queues used by NIC ethO.
Channel parameters for eth0:

Pre-set maximums:

RX: 0

TX: 0
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Other: 0

Combined: 4 #The NIC supports a maximum of four queues.
Current hardware settings:

RX: 0

1D.6 0

Other: 0

Combined: 1 #One queue has been enabled for the NIC.

If the values of the two Combined fields are the same, NIC multi-queue has
been enabled. No further action is required.

2. Run the following command to download the configuration script "multi-
queue-hw".

wget URL to download the script

URL: https://ecs-instance-driver.obs.cn-north-1.myhuaweicloud.com/
multi-queue-hw

3. Run the following command to assign execution permissions to the script:
chmod +x multi-queue-hw

4. Run the following command to move the multi-queue-hw script to the /etc/
init.d directory:

mv multi-queue-hw /etc/init.d
5. Run the following command to run the script:
/etc/init.d/multi-queue-hw start

The script takes effect immediately after being executed. However, after the
ECS is stopped, NIC multi-queue disables automatically.

6. Add startup configuration for each OS so that NIC multi-queue automatically
enables upon the ECS startup.

- For CentOS, Red Hat, Fedora, EulerOS, SUSE, and OpenSUSE, run the
following command:

chkconfig multi-queue-hw on
- For Ubuntu, run the following command:
update-rc.d multi-queue-hw defaults 90 10
- For Debian, run the following command:
systemctl enable multi-queue-hw

Viewing the Number of Queues of the NIC

NIC multi-queue has been enabled.

1. Log in to the ECS.

2.  Run the following command to obtain the number of queues supported by
the NIC and the number of queues with NIC multi-queue enabled:

ethtool -l N/IC
Example:
[root@localhost ~]# ethtool -l ethO #View the number of queues used by NIC ethO.

Channel parameters for ethO:
Pre-set maximums:

RX: 0
TX: 0
Other: 0

Combined: 4 #Indicates that a maximum of four queues can be enabled for the NIC.
Current hardware settings:
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RX: 0
TX: 0
Other: 0

Combined: 1 #Indicates that four queues have been enabled.
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EIP

6.1 Overview

EIP

The Elastic IP (EIP) service enables your cloud resources to communicate with the
Internet using static public IP addresses and scalable bandwidths. EIPs can be
bound to or unbound from ECSs, BMSs, virtual IP addresses, NAT gateways or load

balancers. Various billing modes are provided to meet different service
requirements.

Each EIP can be used by only one cloud resource at a time.
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Figure 6-1 Accessing the Internet using an EIP

WVPC
' Subnet
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ECS ELB NAT Gateway

6.2 Binding an EIP

Scenarios

You can assign an EIP and bind it to an ECS to enable the ECS to access the
Internet.

Procedure

1. Log in to the management console.

2. Click 9 in the upper left corner and select your region and project.

3. Click . Under Compute, click Elastic Cloud Server.

4. In the ECS list, select the ECS to which an EIP is to be bound, and choose
More > Manage Network > Bind EIP in the Operation column.

5. In the displayed dialog box, select an EIP
(1) NOTE

If no EIP is available in the current region, the EIP list is empty. In such a case,
purchase an EIP and then bind it.

6. Click OK.
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After the EIP is bound, view it in the ECS list on the Elastic Cloud Server
page.

6.3 Unbinding an EIP

Scenarios

This section describes how to unbind an EIP from an ECS.

Procedure

1. Log in to the management console.

2. Click 0 in the upper left corner and select your region and project.

3. Click . Under Compute, click Elastic Cloud Server.

Locate the row containing the target ECS. Click More in the Operation
column and select Manage Network > Unbind EIP.

5. Confirm the EIP to be unbound and click OK.
(11 NOTE

Unreleased EIPs will continue to be billed. To stop the EIPs from being billed, release
them.

6.4 Changing an EIP

Scenarios
You can change the EIP bound to your ECS as needed.
1O NOTE

Currently, the EIP bound to the ECS cannot be directly replaced. You need to unbind the EIP
first and then bind a new one to the ECS.

If there are no available EIPs, purchase one first.
Restrictions

To avoid unintended actions, the system caches the EIP that you released for 24
hours. If you change the EIP within this period, the system preferentially assigns
this EIP.

If you want to purchase a new EIP and bind it to your ECS, you are advised to
purchase one first before unbinding the original EIP.

For details, see What Is the EIP Assignment Policy?

Prerequisites

An EIP has been assigned.
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For details, see Assigning an EIP.

Unbinding an EIP
1. Log in to the management console.

Click O in the upper left corner and select your region and project.

Locate the row containing the target ECS. Click More in the Operation
column and select Manage Network > Unbind EIP.

4. Confirm the displayed information and click Yes.
(1] NOTE
Unreleased EIPs will continue to be billed. To stop the EIPs from being billed, release
them.
Binding a New EIP
1. Log in to the management console.

Click 7 i the upper left corner and select your region and project.

Locate the row containing the target ECS. Click More in the Operation
column and select Manage Network > Bind EIP.

4. Select the desired EIP and click OK.
(11 NOTE

If no EIP is available in the current region, the EIP list is empty. In such a case,
purchase an EIP and then bind it.

6.5 Changing an EIP Bandwidth

Scenarios
If an EIP has been bound to the ECS, the ECS can access the Internet using the
bandwidth associated with the EIP. This section describes how to adjust the
bandwidth of an ECS.

Procedure

1. Log in to the management console.

2. Click O in the upper left corner and select your region and project.

3. Click

Locate the row containing the target ECS. Click More in the Operation
column and select Manage Network > Modify Bandwidth.

. Under Compute, click Elastic Cloud Server.

5. Change the bandwidth name, billing mode, or bandwidth size as prompted.
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6.6 Enabling Internet Connectivity for an ECS Without

an EIP

Scenarios

To ensure platform security and conserve EIPs, EIPs are assigned only to specified
ECSs. ECSs without EIPs cannot access the Internet directly. If these ECSs need to
access the Internet (for example, to perform a software upgrade or install a
patch), you can select an ECS with an EIP bound to function as a proxy ECS,
providing an access channel for these ECSs.

(11 NOTE

Prerequisites

Linux Proxy ECS

NAT Gateway is recommended, which provides both the SNAT and DNAT functions for your
ECSs in a VPC and allows the ECSs to access or provide services accessible from the Internet.
For details, see NAT Gateway.

A proxy ECS with an EIP bound is available.

The IP address of the proxy ECS is in the same network and same security
group as the ECSs that need to access the Internet.

In this example, the proxy ECS runs CentOS 6.5.

1.

2.

Log in to the management console.

Click 7 i the upper left corner and select your region and project.

Click

In the search box above the upper right corner of the ECS list, enter the proxy
ECS name for search.

. Under Compute, click Elastic Cloud Server.

Click the name of the proxy ECS. The page providing details about the ECS is
displayed.

On the Network Interfaces tab, click e . Then, disable Source/Destination
Check.

By default, the source/destination check function is enabled. When this
function is enabled, the system checks whether source IP addresses contained
in the packets sent by ECSs are correct. If the IP addresses are incorrect, the
system does not allow the ECSs to send the packets. This mechanism prevents
packet spoofing, thereby improving system security. However, this mechanism
prevents the packet sender from receiving returned packets. Therefore, disable
the source/destination check.

Log in to the proxy ECS.
For more details, see Login Overview.

Run the following command to check whether the proxy ECS can access the
Internet:
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ping www.huaweicloud.com

The proxy ECS can access the Internet if information similar to the following is
displayed:

Figure 6-2 Checking connectivity

[rootBecs-f4f8 ~1# ping wads.baidu.com

PING waay.a.shifen.com (61.135.169.121) 56(84) bytes of data.

64 bytes from 61.135.169.121 (61.135.169.121): icmp_seq=1 tt1=47 time
64 bytes from 61.135.169.121 (61.135.169.121): icmp_seq=2 tt1=47 time

64 bytes from 61.135.169.121 (61.135.169.121): icmp_seq=3 tt1=47 time
64 bytes from 61.135.169.121 (61.135.169.121):
64 bytes from 61.135.169.121 (61.135.169.121):
64 bytes from 61.135.169.121 (61.135.169.121):

9. Run the following command to check whether IP forwarding is enabled on the
proxy ECS:

cat /proc/sys/net/ipv4/ip_forward
- If 0 (disabled) is displayed, go to 10.
- If 1 (enabled) is displayed, go to 15.

10. Run the following command to open the IP forwarding configuration file in
the vi editor:

vi [etc/sysctl.conf

11. Press i to enter editing mode.

12. Set the net.ipv4.ip_forward value to 1.
Set the net.ipv4.ip_forward value to 1.

(10 NOTE

If the sysctl.conf file does not contain the net.ipv4.ip_forward parameter, run the
following command to add it:

echo net.ipv4.ip_forward=1 >> /etc/sysctl.conf
13. Press Esc, type :wq, and press Enter.
The system saves the configurations and exits the vi editor.
14. Run the following command to make the modification take effect:
sysctl -p /etc/sysctl.conf
15. Run the following commands to configure default iptables rules:
iptables -P INPUT ACCEPT
iptables -P OUTPUT ACCEPT
iptables -P FORWARD ACCEPT

/A CAUTION

Running iptables -P INPUT ACCEPT will set default INPUT policy to ACCEPT,
which poses security risks. You are advised to set security group rules to
restrict inbound access.

16. Run the following command to configure source network address translation
(SNAT) to enable ECSs in the same network segment to access the Internet
through the proxy ECS:
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17.

18.

19.

20.

iptables -t nat -A POSTROUTING -o ethO -s subnet/netmask-bits -j SNAT --
to nat-instance-ip

For example, if the proxy ECS is in network 192.168.125.0, the subnet mask
has 24 bits, and the private IP address is 192.168.125.4, run the following
command:

iptables -t nat -A POSTROUTING -o eth0 -s 792.768.725.0/24 -j SNAT --to
192.168.125.4

(11 NOTE

To retain the preceding configuration even after the ECS is restarted, run the vi /etc/
rc.local command to edit the rc.local file. Specifically, copy the rule described in step
16 into rc.local, press Esc to exit Insert mode, and enter :wq to save the settings and
exit.

Run the following commands to save the iptables configuration and make it
start up automatically upon ECS startup:

service iptables save

chkconfig iptables on

Run the following command to check whether SNAT has been configured:
iptables -t nat --list

SNAT has been configured if information similar to Figure 6-3 is displayed.

Figure 6-3 Successful SNAT configuration

oot@host “1# iptables -t nat lizst
n PREROUTING (policy ACCEFPT)
prot opt source destination

Chain POSTROUTING (policy ACCEFT)

tarmet nrnt nn

SHAT all

1Rz} all

Add a route.

a. Log in to the management console.

b. Click in the upper left corner and select your region and project.
Under Network, click Virtual Private Cloud.

d. Choose Route Tables in the left navigation pane. In the route table list,
click a target route table. On the displayed page, click Add Route.

e. Set route information on the displayed page.
®" Destination: indicates the destination network segment. The default
value is 0.0.0.0/0.
®" Next Hop: indicates the private IP address of the proxy ECS.

You can obtain the private IP address of the ECS on the Elastic Cloud
Server page.

To delete the added iptables rules, run the following command:

iptables -t nat -D POSTROUTING -o ethO0 -s subnet/netmask-bits -j SNAT --
to nat-instance-ip
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For example, if the proxy ECS is in network segment 192.168.125.0, the subnet
mask has 24 bits, and the private IP address is 192.168.125.4, run the
following command:

iptables -t nat -D POSTROUTING -o eth0 -s 192.168.125.0/24 -j SNAT --to
192.168.125.4
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Security

7.1 Methods for Improving ECS Security

Scenarios

If ECSs are not protected, they may be attacked by viruses, resulting in data
leakage or data loss.

You can use the methods introduced below to protect your ECSs from viruses or

attacks.

Protection Types

ECS can be protected externally and internally.

Table 7-1 Methods for improving ECS security

Type

Description

Protection Method

External
security

DDoS attacks and Trojan horses or
other viruses are common external
security issues. To address these
issues, you can choose services
such as Host Security Service (HSS)
and cloud-native anti-DDoS based
on your service requirements:

e Installing an Agent on
Linux

e Enabling the Basic/
Enterprise/Premium
Edition

e Monitoring ECSs

e Enabling Anti-DDoS

e Backing Up Data
Periodically
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Type Description Protection Method
Internal Weak passwords and incorrect e Enhancing the Login
security ports opening may cause internal Password Strength
security issues. Improving the e Improving the Port
internal security is the key to Security

improving the ECS security. If the
internal security is not improved,
external security solutions cannot
effectively intercept and block
various external attacks.

e Periodically Upgrading
the Operating System

Enabling HSS

HSS is designed to improve the overall security for ECSs. It helps you identify and
manage the information on your ECSs, eliminate risks, and defend against
intrusions and web page tampering.

Before using the HSS service, install the HSS agent on your ECSs first so that your
ECSs are protected by the HSS cloud protection center. You will be able to check
the security statuses and risks (if any) of all ECSs in a region on the HSS console.

We provide different methods for you to install the HSS agent depending on
whether your ECSs are to be created or already exist.

e An ECS is already created and HSS is not configured for it.

For an existing ECS without HSS configured, you can manually install an
Agent on it.

For details, see Installing an Agent on the Linux OS and Enabling
Protection.

Monitoring ECSs

Monitoring is key for ensuring ECS performance, reliability, and availability. Using
monitored data, you can determine ECS resource utilization. The cloud platform
provides Cloud Eye to help you obtain the running statuses of your ECSs. You can
use Cloud Eye to automatically monitor ECSs in real time and manage alarms and
notifications to keep track of ECS performance metrics.

Server monitoring includes basic monitoring, OS monitoring, and process
monitoring for servers.

e  Basic monitoring

Basic monitoring does not require the agent to be installed and automatically
reports ECS metrics to Cloud Eye. Basic monitoring for KVM ECSs is performed
every 5 minutes.

e  OS monitoring

By installing the Agent on an ECS, OS monitoring provides system-wide,
active, and fine-grained monitoring. OS monitoring for KVM ECSs is
performed every minute.

To enable OS monitoring when purchasing an ECS:
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Select Enable Detailed Monitoring when purchasing an ECS. After this
option is selected, the cloud platform automatically installs the agent required
for OS monitoring.

(10 NOTE

Currently, you can enable OS monitoring only when you purchase ECSs running
specific OSs in specific regions.

To enable OS monitoring for a created ECS:

You need to manually install the agent if Enable Detailed Monitoring is not
selected during the creation.

For instructions about how to install and configure the Agent, see Agent
Installation and Configuration.

e  Process monitoring

Process monitoring provides monitoring of active processes on ECSs and it
requires the Agent to be installed on the ECSs to be monitored. Processes are
monitored at an interval of 1 minute (for KVM ECSs).

After server monitoring is enabled, you can set ECS alarm rules to customize the
monitored objects and notification policies and learn about the ECS running status
at any time.

Enabling Anti-DDoS

To defend against DDoS attacks, Huawei Cloud provides multiple security
solutions. You can select an appropriate one based on your service requirements.
Anti-DDoS Service on Huawei Cloud provides three sub-services: Cloud Native
Anti-DDoS (CNAD) Basic (also known as Anti-DDoS), CNAD Pro, and Advanced
Anti-DDoS (AAD).

Anti-DDoS is free while CNAD Pro and AAD are paid services.
For details about CNAD Pro and AAD, see What Is Anti-DDoS?

If you choose to purchase an EIP when purchasing an ECS, the console will display
a message indicating that you have enabled free-of-charge Anti-DDoS protection.

Anti-DDoS defends ECSs against DDoS attacks and sends alarms immediately
when detecting an attack. In addition, Anti-DDoS improves the bandwidth
utilization to further safeguard user services.

Anti-DDoS monitors the service traffic from the Internet to public IP addresses and
detects attack traffic in real time. It then scrubs attack traffic based on user-
configured defense policies without interrupting service running. It also generates
monitoring reports that provide visibility into the security of network traffic.

Backing Up Data Periodically

Data backup is a process of storing all or part of data in different ways to prevent
data loss. The following uses Cloud Backup and Recovery (CBR) as an example.
For more backup methods, see Overview.

CBR enables you to back up ECSs and disks with ease. In case of a virus attack,
accidental deletion, or software or hardware fault, you can restore data to any
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point in the past when the data was backed up. CBR protects your services by
ensuring the security and consistency of your data.

You can use the cloud server backup and cloud disk backup to back up your ECS
data.

e Cloud server backup (recommended): Use this backup method if you want to
back up the data of all EVS disks (system and data disks) attached to an ECS.
This prevents data inconsistency caused by the time difference in creating a
backup.

e Cloud disk backup: Use this backup method if you want to back up the data
of one or more EVS disks (system or data disk) attached to an ECS. This
minimizes backup costs on the basis of data security.

Enhancing the Login Password Strength

Key pair authentication is recommended because it is more secure than password-
based authentication. If you select the password-based authentication, ensure that
the password meets the strength requirements listed in Table 7-2 to prevent
malicious attacks.

The system does not periodically change the ECS password. It is recommended
that you change your password regularly for security.

The password must conform to the following rules:

e The password must consist of at least 10 characters.

e Do not use easily guessed passwords (for example, passwords in common
rainbow tables or passwords with adjacent keyboard characters). The
password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters.

e Do not include accounts in passwords, such as administrator, test, root, oracle,
and mysql.

e Change the password at least every 90 days.
e Do not reuse the latest five passwords.

e Set different passwords for different applications. Do not use the same
password for multiple applications.
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Table 7-2 Password complexity requirements

Parameter Requirement

Password e Consists of 8 to 26 characters.
e Contains at least three of the following character types:
- Uppercase letters
- Lowercase letters
- Digits
- Special characters for Linux: !@%-_=+[]../A{}?

e Cannot contain the username or the username spelled
backwards.

e Cannot start with a slash (/) for Windows ECSs.

Improving the Port Security

You can use security groups to protect the network security of your ECSs. A
security group controls inbound and outbound traffic for your ECSs. Inbound traffic
originates from the outside to the ECS, while outbound traffic originates from the
ECS to the outside.

You can configure security group rules to grant access to or from specific ports.
You are advised to disable high-risk ports and only enable necessary ports.

Table 7-3 lists common high-risk ports. You are advised to change these ports to
non-high-risk ports. For details, see Common Ports Used by ECSs.

Table 7-3 Common high-risk ports

Protocol Port

TCP 42,135, 137, 138, 139, 444, 445, 593, 1025, 1068, 1434, 3127,
3128, 3129, 3130, 4444, 4789, 5554, 5800, 5900, and 9996

UDP 135 to 139, 1026, 1027, 1028, 1068, 1433, 1434, 4789, 5554, and
9996

Periodically Upgrading the Operating System

After ECSs are created, you need to maintain and periodically upgrade the
operating system. The officially released vulnerabilities will be released in Security
Notices.

7.2 Security Groups
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7.2.1 Overview

Security Group

A security group is a collection of access control rules for ECSs that have the same
security protection requirements and that are mutually trusted. After a security
group is created, you can create various access rules for the security group, these
rules will apply to all ECSs added to this security group.

You can also customize a security group or use the default one. The system

provides a default security group for you, which permits all outbound traffic and
denies inbound traffic. ECSs in a security group are accessible to each other. For
details about the default security group, see Default Security Group and Rules.

(1 NOTE

If two ECSs are in the same security group but in different VPCs, the security group does
not take effect. You can use a VPC peering connection to connect the two VPCs first. For
details, see VPC Connectivity.

Security Group Rules

After a security group is created, you can add rules to the security group. A rule
applies either to inbound traffic (ingress) or outbound traffic (egress). After ECSs
are added to the security group, they are protected by the rules of that group.

Each security group has default rules. For details, see Default Security Group and
Rules. You can also customize security group rules. For details, see Configuring
Security Group Rules.

Security Group Constraints

e  For better network performance, you are advised to associate an instance
with no more than five security groups.

e A security group can have no more than 6,000 instances associated, or its
performance will deteriorate.

e  For inbound security group rules, the sum of the rules with Source set to
Security group, the rules with Source set to IP address group, and the rules
with inconsecutive ports, cannot exceed 128. Outbound rules also have this
restriction.

- When Source is set to Security group, you can select the current security
group or a different security group.

- An example of inconsecutive ports is 22,25,27.

7.2.2 Default Security Group and Rules

Note the following when using default security group rules:

e Inbound rules control incoming traffic to instances in the default security
group. The instances can only communicate with each other but cannot be
accessed from external networks.

e  Outbound rules allow all traffic from the instances in the default security
group to external networks.
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Figure 7-1 shows the default security group.

Figure 7-1 Default security group

Region
[mm
| VPC |
| 192.168.0.0/16 |
| Subnet 1 Subnet 2 |
: 192.168.0.0/24 192.168.1.0/24 :
| Custom security Allow all Default security group Default security group I
: group outbound traffic Mutual |
| * OO =@ ® |
|
| ECS ECS ) Deny al._. ECS ECS ECS ECS l
| inbound traffic :
r ]

L] NOTE

e Both default and custom security groups are free of charge. The name of a default

security group is default.

e You cannot delete the default security group, but you can modify existing rules or add
rules to the group.

e The default security group is automatically created to simplify the process of creating an
instance for the first time. The default security group denies all external requests. To log
in to an instance, add a security group rule by referring to Remotely Logging In to an

ECS from a Local Server.

Table 7-4 describes the rules in the default security group.

Table 7-4 Rules in the default security group

Directi | Ac | Typ | Proto | Source/ Description
on tio | e col & | Destination
n Port

Inboun [ All | IPv | All Source: This rule allows IPv4 instances in

d ow | 4 default the security group to communicate
security with each other using any protocol
group over any port.
(default)

Inboun [ All | IPv | All Source: This rule allows IPv6 instances in

d ow | 6 Default the security group to communicate
security with each other using any protocol
group over any port.
(default)

Outbo | All [ IPv | All Destination: | This rule allows all traffic from the

und ow | 4 0.0.0.0/0 instances in the security group to

any IPv4 address over any port.
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Directi | Ac | Typ | Proto | Source/ Description
on tio | e col & | Destination
n Port
Outbo | All | IPv [ Al Destination: : | This rule allows all traffic from the
und ow | 6 :/0 instances in the security group to

any IPv6 address over any port.

When you create an ECS for the first time, the system automatically creates a VPC
vpc-default and:

e Add the Sys-WebServer security group.
e Add the Sys-FullAccess security group.

e Add security group rules to the default security group default.

Table 7-5 Default security group rules

Directi | Ac | Typ | Proto | Source/ Description
on tio (e col & | Destination
n Port
Inboun [ Al | IPv | TCP: | Source: Allows all IPv4 addresses to access
d ow |4 3389 | 0.0.0.0/0 Windows ECSs through the default
Windows remote desktop.
Inboun [ Al | IPv | TCP: | Source: Allows all IPv4 addresses to access
d ow |4 22 0.0.0.0/0 Linux ECSs over SSH.
Inboun [ All | IPv | All Source: Allows instances in the security
d ow |4 Default group to communicate with each
security other over IPv4 protocols.
group
(default)
Inboun [ All | IPv | All Source: Allows instances in the security
d ow | 6 Default group to communicate with each
security other over IPv6 protocols.
group
(default)
Outbo | All | IPv | All Destination: | Allows access from instances in the
und ow |4 0.0.0.0/0 security group to any IPv4 address
over any port.
Outbo | All | IPv | All Destination: : | Allows access from instances in the
und ow | 6 :/0 security group to any IPv6 address

over any port.
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Table 7-6 Sys-WebServer security group rules

Direct | Act | Typ | Proto | Source/ Description
ion ion | e col & | Destination
Port
Inbou | All | IPv | ICMP: | Source: Allows to use the ping command
nd ow |4 All 0.0.0.0/0 to test the network connectivity
over IPv4 protocols.
Inbou | All | IPv | All Source: Allows instances in the security
nd ow |4 current group to communicate with each
security other over IPv4 protocols.
group (Sys-
WebServer)
Inbou [ All [IPv | TCP: | Source: Allows all IPv4 addresses to access
nd ow |4 443 0.0.0.0/0 websites deployed on ECSs over
HTTPS.
Inbou | All [IPv | TCP: [ Source: Allows all IPv4 addresses to access
nd ow |4 80 0.0.0.0/0 websites deployed on ECSs over
HTTP.
Inbou [ All [IPv | TCP: | Source: Allows all IPv4 addresses to access
nd ow |4 22 0.0.0.0/0 Linux ECSs over SSH.
Inbou | All | IPv | TCP: | Source: Allows all IPv4 addresses to access
nd ow |4 3389 | 0.0.0.0/0 Windows ECSs through the default
Windows remote desktop.
Inbou | All | IPv | All Source: Allows instances in the security
nd ow |6 current group to communicate with each
security other over IPv6 protocols.
group (Sys-
WebServer)
Outbo | All | IPv | Al Destination: | Allows access from instances in the
und ow |4 0.0.0.0/0 security group to any IPv4 address
over any port.
Outbo | All | IPv | Al Destination: : | Allows access from instances in the
und ow | 6 :/0 security group to any IPv6 address

over any port.
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Table 7-7 Sys-FullAccess security group rules

Direct | Ac | Typ | Proto | Source/ Description
ion tio | e col & | Destination
n Port
Inbou | All [ IPv | All Source: Allows instances in the security
nd ow |4 current group to communicate with each
security other over IPv4 protocols.
group (Sys-
FullAccess)
Inbou | All [ IPv | All Source: Allows instances in the security
nd ow | 6 current group to communicate with each
security other over IPv6 protocols.
group (Sys-
FullAccess)
Inbou | All | IPv | All Source: Allows all inbound data packets to
nd ow |4 0.0.0.0/0 pass through over IPv4 protocols.
Inbou | All [ IPv | All Source Allows all inbound data packets to
nd ow | 6 address::/0 pass through over IPv6 protocols.
Outbo | All | IPv | Al Destination: | Allows access from instances in the
und ow |4 0.0.0.0/0 security group to any IPv4 address
over any port.
Outbo [ All | IPv | Al Destination: : | Allows access from instances in the
und ow | 6 :/0 security group to any IPv6 address

over any port.

7.2.3 Security Group Configuration Examples

When you create instances, such as cloud servers, containers, and databases, in a
VPC subnet, you can use the default security group or create a security group. You
can add inbound and outbound rules to the default or your security group to
control traffic from and to the instances in the security group. Here are some
common security group configuration examples:

Remotely Logging In to an ECS from a Local Server

Remotely Connecting to an ECS from a Local Server to Upload or
Download FTP Files

Setting Up a Website on an ECS to Provide Services Externally

Using ping Command to Verify Network Connectivity

Enabling Communications Between Instances in Different Security Groups

Allowing External Instances to Access the Database Deployed on an ECS

Allowing ECSs to Access Specific External Websites
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NOTICE

If your security group rules are not applied, submit a service ticket.

Precautions
Note the following before configuring security group rules:
e Instances associated with different security groups are isolated from each
other by default.
e Generally, a security group denies all external requests by default.

You need to add inbound rules to allow specific traffic to the instances in the
security group.

e By default, outbound security group rules allow all requests from the
instances in the security group to access external resources.

If outbound rules are deleted, the instances in the security group cannot
communicate with external resources. To allow outbound traffic, you need to
add outbound rules by referring to Table 7-8.

Table 7-8 Default outbound rules in a security group

Direc | Pri [ Ac [ Ty | Prot | Destinatio | Description
tion |ori [ti [ pe [ocol | n
ty |on &
Port

Outb |1 All | IPv | All 0.0.0.0/0 This rule allows the instances

ound o |4 in the security group to access
w any IPv4 address over any
port.
Outb |1 All | IPv | All /0 This rule allows the instances
ound o |6 in the security group to access
w any IPv6 address over any
port.

Remotely Logging In to an ECS from a Local Server

A security group denies all external requests by default. To remotely log in to an
ECS in a security group from a local server, add an inbound rule based on the OS
running on the ECS.

e To remotely log in to a Linux ECS using SSH, enable port 22. For details, see
Table 7-9.

e To remotely log in to a Windows ECS using RDP, enable port 3389. For details,
see Table 7-10.
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Table 7-9 Remotely logging in to a Linux ECS using SSH

Direction | Priori | Action | Type Protocol & | Source
ty Port
Inbound 1 Allow | IPv4 TCP: 22 IP address: 0.0.0.0/0

Table 7-10 Remotely logging in to a Windows ECS using RDP

Direction | Priori | Action | Type Protocol & | Source
ty Port
Inbound 1 Allow | IPv4 TCP: 3389 | IP address: 0.0.0.0/0

NOTICE

If the source is set to 0.0.0.0/0, any IP address can be used to remotely log in
to the ECS. To ensure security, set the source to a specific IP address based on
service requirements. For details about the configuration example, see Table

7-11.

Table 7-11 Remotely logging in to an ECS using a specified IP address
ECS Direc | Pri | Actio | Type Protocol | Source
Type tion ori | n & Port

ty

Linux Inbou | 1 Allow | IPv4 TCP: 22 IP address:
ECS nd 192.168.0.0/24
Window | Inbou | 1 Allow | IPv4 TCP: 3389 | IP address:
s ECS nd 10.10.0.0/24

Remotely Connecting to an ECS from a Local Server to Upload or Download

FTP Files

By default, a security group denies all external requests. If you need to remotely
connect to an ECS from a local server to upload or download files, you need to
enable FTP ports 20 and 21.

Table 7-12 Remotely connecting to an ECS from a local server to upload or

download files

Direction | Priori | Action | Type Protocol & | Source
ty Port
Inbound 1 Allow IPv4 TCP: 20-21 IP address: 0.0.0.0/0
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NOTICE

You must first install the FTP server program on the ECSs and check whether ports
20 and 21 are working properly.

Setting Up a Website on an ECS to Provide Services Externally

A security group denies all external requests by default. If you have set up a
website on an ECS that can be accessed externally, you need to add an inbound
rule to the ECS security group to allow access over specific ports, such as HTTP
(80) and HTTPS (443).

Table 7-13 Setting up a website on an ECS to provide services externally

Direction | Priori | Action | Type Protocol & | Source

ty Port
Inbound 1 Allow IPv4 TCP: 80 IP address: 0.0.0.0/0
Inbound 1 Allow IPv4 TCP: 443 IP address: 0.0.0.0/0

Using ping Command to Verify Network Connectivity

Ping works by sending an Internet Control Message Protocol (ICMP) Echo Request.
To ping an ECS from your PC to verify the network connectivity, you need to add
an inbound rule to the security group of the ECS to allow ICMP traffic.

Table 7-14 Using ping command to verify network connectivity

Direction | Priori | Action | Type Protocol & | Source

ty Port
Inbound 1 Allow | IPv4 ICMP: All IP address: 0.0.0.0/0
Inbound 1 Allow | IPv6 ICMP: All IP address: ::/0

Enabling Communications Between Instances in Different Security Groups

Instances in the same VPC but associated with different security groups cannot
communicate with each other. If you want ECSs in security group sg-A to access
MySQL databases in security group sg-B, you need to add an inbound rule to
security group sg-B to allow access from ECSs in security group sg-A.
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Table 7-15 Enabling communications between instances in different security

groups
Direction | Priori | Action | Type Protocol & | Source
ty Port
Inbound 1 Allow | IPv4 TCP: 3306 Security group: sg-A

NOTICE

As shown in the example in How Security Groups Are Used, if you want to use
virtual IP address 192.168.0.21 to connect the ECSs in Subnet-A and Subnet-B),
you need to set the source of an inbound rule to virtual IP address 192.168.0.21.

Allowing External Instances to Access the Database Deployed on an ECS

A security group denies all external requests by default. If you have deployed a
database on an ECS and want the database to be accessed from external instances
on a private network, you need to add an inbound rule to the security group of
the ECS to allow access over corresponding ports. Here are some common ports

for databases:
e  MySQL: port 3306
e Oracle: port 1521

e MS SQL: port 1433

e  PostgreSQL: port 5432

e  Redis: port 6379

Table 7-16 Allowing external instances to access the database deployed on an ECS

Directio | Prio | Acti | Type | Protocol | Source Description
n rity | on & Port
Inbound | 1 Allo [ IPv4 | TCP: 3306 | Security This rule allows the
w group: sg- | ECSs in security group
A sg-A to access the
MySQL database
service.
Inbound | 1 Allo [ IPv4 | TCP: 1521 | Security This rule allows the
w group: sg- | ECSs in security group
B sg-B to access the
Oracle database
service.
Inbound | 1 Allo | IPv4 | TCP: 1433 | IP address: | This rule allows the
w 172.16.3.2 | ECS whose private IP
1/32 address is 172.16.3.21
to access the MS SQL
database service.
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Directio | Prio | Acti | Type | Protocol | Source Description
n rity | on & Port
Inbound | 1 Allo | IPv4 | TCP: 5432 | IP address: | This rule allows ECSs
w 192.168.0. | whose private IP
0/24 addresses are in the
192.168.0.0/24
network to access the
PostgreSQL database
service.
Inbound | 1 Allo | IPv4 | TCP: 6379 | IP address | This rule allows ECSs
w group: whose private IP
ipGroup-A | addresses are in IP
address group
ipGroup-A to access
the Redis database
service.

NOTICE

In this example, the source is for reference only. Set the source address based on
your requirements.

Allowing ECSs to Access Specific External Websites

By default, a security group allows all outbound traffic. Table 7-18 lists the
default rules. If you want to allow ECSs to access specific websites, configure the
security group as follows:

1. Add outbound rules to allow traffic over specific ports to specific IP addresses.

Table 7-17 Allowing ECSs to access specific external websites

Dire | Prio | Ac | Ty | Protoc | Destinatio | Description

ctio |rity | tio | pe |ol & n

n n Port

Out |1 All | IP | TCP: IP address: | This rule allows ECSs in the

bou ow | v4 | 80 132.15.XX. | security group to access the

nd XX external website at http://
132.15.XX.XX:80.

Out |1 All | IP | TCP: IP address: | This rule allows ECSs in the

bou ow | v4 | 443 145.117.XX | security group to access the

nd XX external website at https://
145.117 XX .XX:443.

2. Delete the original outbound rules that allow all traffic.

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd.

164



Elastic Cloud Server
User Guide 7 Security

Table 7-18 Default outbound rules in a security group

Direc | Pri | Ac | Ty | Prot | Destinatio | Description
tion |ori (ti | pe [ocol | n
ty |on &
Port

Outb |1 All | IPv [ All 0.0.0.0/0 This rule allows the instances

ound o |4 in the security group to access
w any IPv4 address over any
port.
Outb |1 All | IPv | All /0 This rule allows the instances
ound o |6 in the security group to access
w any IPv6 address over any
port.

7.2.4 Configuring Security Group Rules

Scenarios

Similar to firewall, a security group is a logical group used to control network
access. You can define access rules for a security group to protect the ECSs that
are added to this security group.

e Inbound: Inbound rules allow external network traffic to be sent to the ECSs
in the security group.

e Outbound: Outbound rules allow network traffic from the ECSs in the security
group to be sent out of the security group.

For details about the default security group rules, see Default Security Groups
and Security Group Rules. For details about configuration examples for security
group rules, see Security Group Configuration Examples.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select your region and project.

3. Click

4. Locate the row that contains the target ECS and choose More > Manage
Network > Configure Security Group Rule in the Operation column.

. Under Compute, click Elastic Cloud Server.

5. In the displayed dialog box, click Manage Rule in the Operation column.
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Figure 7-2 Configuring security group rules

X
Configure Security Group Rule
ECS Name 8cs
NIC (primary) i
Security Group Enter a security group name. Q Q
Security Group Name Description Operation
default default
6. Configure required parameters.
You can click + to add more inbound rules.
Figure 7-3 Add Inbound Rule
Add Inbound Rule  Learn more about security group configuration. *
@ some security group rules will not take effect for ECSs with certain specifications. Learmn more
If you select IP address for Source, you can enter multiple IP addresses in the same IP address box. Each IP address represents a different security group rule.
Security Group ~ sg-test-]
can import mulfiple rules in a batcl
Priority  (2) Action (2) Type Protocol & Port  (2) Source (2) Description Operation
Protocols/TCF (Custo - |P address A
1 Allow v 1Pv4 v Replicate
22 0.0.0.0/0
(@ Add Rule
m Cancel
Table 7-19 Inbound rule parameter description
Param | Description Example
eter Value

Priority | The security group rule priority. 1

The priority value ranges from 1 to 100. The default
value is 1 and has the highest priority. The security
group rule with a smaller value has a higher
priority.
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Param
eter

Description

Example
Value

Action

Allow or Deny

e |[f the Action is set to Allow, access from the
source is allowed to ECSs in the security group
over specified ports.

e [f the Action is set to Deny, access from the
source is denied to ECSs in the security group
over specified ports.

Security group rules are matched by priority and
then by action. Deny rules take precedence over
allow rules. For more information, seeHow Traffic
Matches Security Group Rules.

Allow

Type

Source IP address version. You can select:
e |PV4
e |Pv6

IPv4

Protoc
ol &
Port

The network protocol used to match traffic in a
security group rule. The value can be All, TCP, UDP,
GRE, and ICMP.

TCP

Destination port used to match traffic in a security
group rule. The value can be from 1 to 65535.

Inbound rules control incoming traffic over specific
ports to instances in the security group.

Specify one of the following:
e Individual port: Enter a port, such as 22.

e Consecutive ports: Enter a port range, such as
22-30.

e All ports: Leave it empty or enter 1-65535.

22, or
22-30

Source

Source of the security group rule. The value can be
an IP address or a security group to allow access
from IP addresses or instances in the security group.

e |P address:

- Single IP address: 192.168.10.10/32 (IPv4);
2002:50::44/128 (IPv6)

- All IP addresses: 0.0.0.0/0 (IPv4); ::/0 (IPv6)

- IP address range: 192.168.1.0/24 (IPv4);
2407:c080:802:469::/64 (IPv6)

If the source is a security group, this rule will apply
to all instances associated with the selected security

group.

0.0.0.0/0
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Param | Description Example
eter Value
Descrip | Supplementary information about the security N/A
tion group rule. This parameter is optional.

The security group rule description can contain a
maximum of 255 characters and cannot contain
angle brackets (< or >).

7. Configure required parameters.
You can click + to add more outbound rules.

Figure 7-4 Add Outbound Rule

Add Outbound Rule Learn more about security group configuration.

@ some security group rules will not take effect for ECSs with certain specifications. Learn more

If you select IP address for Destination, you can enter mulfiple IP addresses in the same IP address box. Each IP address represents a different security group rule
Security Group ~ sg-test-zcy
mport multiple rules
Priority  (3) Action  (3) Type Protocol & Port  (3) Destination  (7) Description Operation
ProtocolsiAll v IP address v
Allow v Fvd A Replicate
0.0.0.0/0
(®) Add Rule

Table 7-20 Outbound rule parameter description

Param | Description Example
eter Value
Priority | The security group rule priority. 1

The priority value ranges from 1 to 100. The default
value is 1 and has the highest priority. The security
group rule with a smaller value has a higher
priority.

Action | Allow or Deny Allow

e |[f the Action is set to Allow, access from ECSs in
the security group is allowed to the destination
over specified ports.

e If the Action is set to Deny, access from ECSs in
the security group is denied to the destination
over specified ports.

Security group rules are matched by priority and
then by action. Deny rules take precedence over
allow rules. For more information, seeHow Traffic
Matches Security Group Rules.
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Param
eter

Description

Example
Value

Type

Destination IP address version. You can select:
e |PV4
e |Pv6

IPv4

Protoc
ol &
Port

The network protocol used to match traffic in a
security group rule. The value can be All, TCP, UDP,
GRE, and ICMP.

TCP

Destination port used to match traffic in a security
group rule. The value can be from 1 to 65535.

Outbound rules control outgoing traffic over
specific ports from instances in the security group.

Specify one of the following:
e Individual port: Enter a port, such as 22.

e Consecutive ports: Enter a port range, such as
22-30.

e All ports: Leave it empty or enter 1-65535.

22, or
22-30

Destina
tion

Destination of the security group rule. The value

can be an IP address or a security group to allow
access to IP addresses or instances in the security
group. For example:

e |P address:

- Single IP address: 192.168.10.10/32 (IPv4);
2002:50::44/128 (IPv6)

- All IP addresses: 0.0.0.0/0 (IPv4); ::/0 (IPv6)

- IP address range: 192.168.1.0/24 (IPv4);
2407:c080:802:469::/64 (IPv6)

0.0.0.0/0

Descrip
tion

Supplementary information about the security
group rule. This parameter is optional.

The security group rule description can contain a
maximum of 255 characters and cannot contain
angle brackets (< or >).

N/A

8. Click OK to complete the security rule configuration.

Verifying Security Group Rules

After allowing traffic over a port in a security group rule, you need to ensure that
the port used by the instance is also opened.

For example, if you have deployed a website on an ECS and want users to access
your website through HTTP (80), you need to add an inbound rule to the ECS
security group to allow access over the port. Table 7-21 shows the rule.
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Table 7-21 Security group rule

Direction Protocol & Port Source

Inbound TCP: 80 IP address: 0.0.0.0/0

After adding the security group rule, perform the following operations to check
whether the ECS port is opened and whether the rule is applied:

1. Log in to the ECS and check whether the ECS port is opened.
- Checking the port of a Linux server

Run the following command to check whether TCP port 80 is being
listened on:

netstat -an | grep 80
If the following figure is displayed, TCP port 80 is enabled.

Figure 7-5 Command output for the Linux ECS

- Checking the port of a Windows server

i. Choose Start > Run. Type cmd to open the Command Prompt.

ii.  Run the following command to check whether TCP port 80 is being
listened on:

netstat -an | findstr 80
If the following figure is displayed, TCP port 80 is enabled.

Figure 7-6 Command output for the Windows ECS

LISTENING

2. Enter http://ECS E/Pin the address box of the browser and press Enter.

If the requested page can be accessed, the security group rule has taken
effect.

7.2.5 Changing a Security Group

Scenarios

To change the security group associated with an ECS network interface, perform
the operations described in this section.

Constraints
e Changing the security group will overwrite the original security group settings.

e Using multiple security groups may deteriorate ECS network performance. You
are advised to select no more than five security groups.
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Procedure
1. Log in to the management console.

Click

In the ECS list, locate the row that contains the target ECS. Click More in the
Operation column and select Manage Network > Change Security Group.

. Under Compute, click Elastic Cloud Server.

The Change Security Group dialog box is displayed.
4. Select the target NIC and security groups.

You can select multiple security groups. In such a case, the rules of all the
selected security groups will apply to the ECS.

To create a security group, click Create Security Group.

(11 NOTE

Using multiple security groups may deteriorate ECS network performance. You are
suggested to select no more than five security groups.

5. Click OK.

7.3 HSS

What Is HSS?

Host Security Service (HSS) is designed to improve the overall security for ECSs. It
helps you identify and manage the information on your ECSs, eliminate risks, and
defend against intrusions and web page tampering.

After installing the HSS agent on your ECSs, you will be able to check the ECS
security status and risks in a region on the HSS console.

How Do | Use HSS?
Before using the HSS service, install the HSS agent on your ECS.

e An ECS is already created and HSS is not configured for it.

For an existing ECS without HSS configured, you can manually install an
Agent on it.

For details, see Installing an Agent on the Linux OS and Enabling
Protection.

How Do | Check Host Security Statuses?
On the Server tab, you can view the ECS security statuses in the current region.

1. Log in to the management console.

2. Click = and choose Security & Compliance > Host Security Service.
3. On the Server tab, check the ECS security statuses.
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Table 7-22 Statuses
Parameter | Description
Agent e Not installed: The agent has not been started or even

Status has not been installed.
e Online: The agent is running properly.

e Offline: The agent fails to communicate with the HSS
server. Therefore, HSS cannot protect your ECS.
Click Offline. Then, the ECSs with agent being offline and
the offline reasons are displayed.

Protection e Enabled: The ECS is properly protected using HSS.

Status e Disabled: HSS has been disabled on the ECS. If an ECS
does not need protection, disable HSS on it to reduce its
resource consumption.

Detection e Risky: The ECS is risky.

Result e Safe: No risks are detected.

e Pending risk detection: HSS is not enabled for the ECS.

For more details, see What Is HSS?

7.4 Project and Enterprise Project

Creating a Project and Assighing Permissions

Creating a project

Log in to the management console, click the username in the upper right
corner, and select Identity and Access Management from the drop-down list
box. In the navigation pane on the left, choose Projects. In the right pane,
click Create Project. On the displayed Create Project page, select a region
and enter a project name.

Assigning permissions

You can assign permissions (of resources and operations) to user groups to
associate projects with user groups. You can add users to a user group to
control projects that users can access and the resources on which users can
perform operations. To do so, perform the following operations:

a. On the User Groups page of the IAM console, locate the target user
group and click Authorize in the Operation column.

b. Select policies or roles from the list.
c. Click Next and select Region-specific projects.

In the displayed regional project list, select one or more projects and click
OK.

e. On the Users page, locate the target user and click Authorize in the
Operation column.

f.  Select Inherit permissions from user groups and select the user group
authorized in a.
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g. Click OK.

Creating an Enterprise Project and Assigning Permissions
e Creating an enterprise project

On the management console, choose Enterprise > Project Management in
the upper right corner. On the Enterprise Project Management console, click
Create Enterprise Project.

(11 NOTE

Enterprise is available on the management console only if you have enabled the
enterprise project, or your account is the primary account. To enable this function,
contact customer service.

e Assigning permissions

You can add a user group to an enterprise project and configure a policy to
associate the enterprise project with the user group. You can add users to a
user group to control projects users can access and the resources on which
users can perform operations. To do so, perform the following operations:

a. On the Enterprise Management console, click the name of an enterprise
project to go to the enterprise project details page.

b. On the Permissions tab, click Authorize User Group to go to the User
Groups page on the IAM console. Associate the enterprise project with a
user group and assign permissions to the group.

For details, see Creating a User Group and Assigning Permissions.
e Associating ECSs with enterprise projects
You can use enterprise projects to manage cloud resources.
- Select enterprise projects when purchasing ECSs.

On the page for buying an ECS, select an enterprise project from the
Enterprise Project drop-down list.

- Add ECSs to an enterprise project.

On the Enterprise Project Management page, you can add existing ECSs
to an enterprise project.

Value default indicates the default enterprise project. Resources that are
not allocated to any enterprise projects under your account are displayed
in the default enterprise project.

For more details, see Enterprise Management User Guide.
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Passwords and Key Pairs

8.1 Passwords

8.1.1 Application Scenarios for Using Passwords

The password for logging in to your ECS is important and please keep it secure.
You can reset the password if it is forgotten or expires.

Table 8-1 provides guidance on how to reset your password in different scenarios.

Table 8-1 Resetting a password

Reference

Prerequisites

Changing the Login Password on an
ECS

N/A

Resetting the Password for Logging
In to a Linux ECS

The password reset plug-in has not
been installed.

Background

Table 8-2 shows the ECS password complexity requirements.
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Table 8-2 Password complexity requirements

Parameter

Requirement

Password

Consists of 8 to 26 characters.

Contains at least three of the following character types:
- Uppercase letters

- Lowercase letters

- Digits

- Special characters for Linux: !@%-_=+[]../A{}?

Cannot contain the username or the username spelled
backwards.

Cannot start with a slash (/) for Windows ECSs.

8.1.2 Changing the Login

Scenarios

Password on an ECS

This section describes how to change the password for logging in to an ECS when
the password is about to expire, the password is forgotten, or you are logging in to
the ECS for the first time. It is a good practice to change the initial password upon

the first logi

Prerequisites

n.

The ECS can be logged in.

Background

Table 8-3 shows the ECS password complexity requirements.

Table 8-3 Password complexity requirements

Parameter

Requirement

Password

Consists of 8 to 26 characters.

Contains at least three of the following character types:
- Uppercase letters

- Lowercase letters

- Digits

- Special characters for Linux: !@%-_=+[]:./A{}?

Cannot contain the username or the username spelled
backwards.

Cannot start with a slash (/) for Windows ECSs.
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Linux

Use the existing key file to log in to the ECS as user root through SSH.
For details, see Login Using an SSH Key.

Run the following command to reset the password of user root:
passwd

To reset the password of another user, replace passwd with passwd
username.

Enter the new password as prompted. Ensure that the new password meets

the requirements described in Table 8-3.
New password:
Retype new password:

If the following information is displayed, the password has been changed:
passwd: all authentication tokens updates successfully

8.1.3 Resetting the Password for Logging In to a Linux ECS

Scenarios

Keep your password secure. Reset the password if:

The password is forgotten.
The password has expired.

This section describes how to reset the password of user root. After resetting the
password, you can log in to the ECS, and change the private key or reset the
password of a non-root user.

Prerequisites

Procedure

A temporary Linux ECS which locates in the same AZ as the target ECS is
available.

(10 NOTE

You can select an existing ECS or purchase a temporary ECS.

After the password of the purchased ECS is reset, you are advised to delete the ECS to
avoid additional billing.

You have bound an EIP to the temporary ECS.

Download the script for resetting the password and upload the script to the
temporary ECS.

Download and decompress the password reset script. Use a connection
tool, such as WinSCP, to upload the obtained changepasswd.sh script to the
temporary ECS.

To download WinSCP, log in at https://winscp.net/.

Stop the original Linux ECS, detach the system disk from it, and attach the
system disk to the temporary ECS.

a. Login to the management console.
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™

Click in the upper left corner and select your region and project.

Click

Stop the original ECS, switch to the page providing details about the ECS,
and click the Disks tab.

(1 NOTE

. Under Compute, click Elastic Cloud Server.

Do not forcibly stop the original ECS. Otherwise, password reset may fail.

Locate the row containing the system disk to be detached and click
Detach to detach the system disk from the ECS.

Attach the system disk to the temporary ECS.

a.

On the page providing details about the temporary ECS, click the Disks
tab.

Click Attach Disk. In the displayed dialog box, select the system disk
detached in step 2.e and attach it to the temporary ECS.

Log in to the temporary ECS remotely and reset the password.

a.

Locate the row containing the temporary ECS and click Remote Login in
the Operation column.

Run the following command to view the directory of the system disk
detached from the original Linux ECS now attached to the temporary ECS:

fdisk -l

Figure 8-1 Viewing the directory of the system disk

rootlPecs- 27 fdisk -1

Disk sdevrsuda: 40 GiB, 42949672960 bytes, 83886080 sectors
Units: sectors of 1 » 512 = 512 bytes

Sector size (logicalsphysicall: 512 bytes ~ 512 bytes

I-0 size (minimumsoptimall: 512 bytes » 512 bytes
Disklabel type: dos

Disk identifier: 0x43591807

Device Boot Start End Sectors Jize Id Type
sdevsydal = Z048 83884031 83881934 406G 83 Linux

Disk sdevsudb: 40 GiB, 42949672960 bytes, 83886080 sectors
Units: sectors of 1 = 512 = 512 bytes

Sector size (logicalrsphysical): 512 bytes ~ 512 bytes

I-0 size (minimumsoptimal): 512 bytes » 5H1Z bytes
Disklabel type: dos

Disk idemtifier: Ox5e9a7?bbS

Device Boot Start End Sectors 3ize Id Type
vdevsudbl | = Z048 83886079 83884032 406G 83 Linux

Run the following commands in the directory where the
changepasswd.sh script is stored to run the script for resetting the
password:

chmod +x changepasswd.sh
./changepasswd.sh

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd. 177



Elastic Cloud Server
User Guide

8 Passwords and Key Pairs

7.

When you run the password reset script, if the system displays a message
indicating that there is no command related to logical volume manager
(LVM), such as the message "no lvs command", install an LVM tool on
the temporary ECS. The LVM2 tool is recommended, which can be
installed by running the yum install lvm2 command.

(11 NOTE

If the original ECS and the temporary ECS both run CentOS 7, a mount failure
may occur during script execution. To resolve this issue, replace mount Sdev
SmountPath with mount -0 nouuid $dev SmountPath in the script.
Enter the new password and the directory obtained in step 4.b as
prompted.

If the following information is displayed, the password has been changed:
set password success.

(Optional) Enable remote root login for non-root users.

vi [etc/ssh/sshd_config

Modify the following settings:

Change PasswordAuthentication no to PasswordAuthentication yes.
Alternatively, uncomment PasswordAuthentication yes.

Change PermitRootLogin no to PermitRootLogin yes.

Alternatively, uncomment PermitRootLogin yes.

Change the value of AllowUsers to root.

Search for AllowUsers in the file. If AllowUsers is missing, add
AllowUsers root at the end of the file.

Stop the temporary ECS, detach the system disk, attach the system disk to the
original Linux ECS, and restart the original Linux ECS.

a.

Stop the temporary ECS, switch to the page providing details about the
ECS, and click the Disks tab.

Click Detach to detach the data disk attached in step 2.

On the page providing details about the original Linux ECS, click the
Disks tab.

Click Attach Disk. In the displayed dialog box, select the data disk
detached in 6.b.

Restart the original Linux ECS.

8.2 Key Pairs

8.2.1 Application Scenarios for Using Key Pairs

Key Pairs

Key pairs are a set of security credentials for identity authentication when you
remotely log in to ECSs.

A key pair consists of a public key and a private key. Key Pair Service (KPS) stores
the public key and you store the private key. If you have imported a public key
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Scenarios

into a Linux ECS, you can use the corresponding private key to log in to the ECS
without a password. You do not need to worry about password interception,
cracking, or leakage.

You can use Data Encryption Workshop (DEW) to manage key pairs, including

creating, importing, binding, viewing, resetting, replacing, unbinding, and deleting

key pairs.

When purchasing an ECS, you are advised to select the key pair login mode.

e Logging in to a Linux ECS
You can directly use a key pair to log in.
- When you are creating the ECS, select the key pair login mode. For

details, see "Set Login Mode" in Step 3: Configure Advanced Settings.

Creating a Key Pair

Constraints

You can create a key pair or use an existing one for remote login authentication.

e Creating a key pair
You can create a key pair using either of the following method:

- Follow the instructions in (Recommended) Creating a Key Pair on the

Management Console. The public key is automatically stored in the
system, and the private key is stored locally.

-  Follow the instructions in Creating a Key Pair Using PuTTYgen. Both the

public and private keys are stored locally.

After the key pair is created, import the key pair following the
instructions provided in Importing a Key Pair so that you can use it.

e Using an existing key pair

If an existing key pair (created using PuTTYgen, for example) is available, you

can import the public key by referring to Importing a Key Pair on the
management console to let the system maintain your public key.

(11 NOTE

If the public key of the existing key pair is stored by clicking Save public key on PuTTY

Key Generator, the public key cannot be imported to the management console.

If you want to use this existing key pair for remote login, see Why Does a Key Pair

Created Using puttygen.exe Fail to Be Imported on the Management Console?

e Key pairs can be used to remotely log in to Linux ECSs only.

e SSH-2 key pairs created on the console support only the RSA-2048
cryptographic algorithms.

e Key pairs can be used only for ECSs in the same region.

e Imported key pairs support the following cryptographic algorithms:
- RSA-1024
- RSA-2048
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- RSA-4096

e  Store your private key in a secure place because you need to use it to prove
your identity when logging in to your ECS. The private key can be downloaded
once only.

8.2.2 (Recommended) Creating a Key Pair on the
Management Console

Scenarios
You can use the management console to create a key pair. ECS stores the public
key and you store the private key.

Procedure

1. Log in to the management console.

2. click 9 inthe upper left corner and select your region and project.

Click
In the navigation pane on the left, choose Key Pair.

. Under Compute, click Elastic Cloud Server.

On the displayed page, click Create Key Pair.

o vk~ W

Enter a key pair name.

A key pair name consists of two parts: KeyPair and four random digits
(KeyPair-xxxx).

Click OK.

8. Manually or automatically download a .pem private key file with the name
that you specify as the key name. Store it in a secure place and click OK.

(10 NOTE

This is the only chance for you to save the private key file. Keep it secure. You'll need
to provide the key pair name when you create an ECS, and the corresponding private
key each time you connect to the ECS through SSH.

8.2.3 Creating a Key Pair Using PuTTYgen

Scenarios
You can use PuTTYgen to create a key pair and store the public key and private
key locally.
L] NOTE
Key pairs created using puttygen.exe must be imported by referring to Importing a Key
Pair before they are used.
Procedure

1. Download and install PuTTY and PuTTYgen.
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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(11 NOTE

PuTTYgen is a key generator, which is used to create a key pair that consists of a
public key and a private key for PuTTY.

2. Obtain the public and private keys.
a. Double-click puttygen.exe to open PuTTY Key Generator.

Figure 8-2 PuTTY Key Generator

= PuTTY Key Generator L2 [ x|
File Key Conversions Help
Key
Mo keey.
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public ke Save private ke
Farameters

Type of key to generate: - B ~
(® RSA ) DSA () ECDSA () Ed25519 () 55H-1 (RSA)

Mumber of bits in a genersted key:

b. Click Generate.

The key generator automatically generates a key pair that consists of a
public key and a private key. The content shown in the red box in Figure
8-3 is the public key.

Issue 02 (2023-08-24) Copyright © Huawei Technologies Co., Ltd. 181



Elastic Cloud Server
User Guide 8 Passwords and Key Pairs

Figure 8-3 Generating the public and private keys

7 PuTTY Key Generator _

File Key Conversions Help

sshsa AAAABINzaC Tyc?EAAAABIGAAAGEAMZ

+ K CCKVANZOASFAABL/M3N 1ac fodoQ

+De TPRINGdBmE 2ZZNNTWUJGQ/cNmY T/EnTol SLbBAAThAeWHSYapQ 5080 EST
hZ2PgwngYpvGe TAF BV ZeyDzpemys3E3ndcRG
+/DC0eHY3/nd TZ0 &N TOWG3Y YrBnn RmNFG 38264 50f Actp J4GYmIRXzKQ 7q280g

m| >

£

Key fingerprint : |ssh-rsa 2048 70bfbefeabeb:1e:37:02:eb:4d f0:13:74:.c5ac |
Key commert: |rsakey-20200827 |
Key passphraze: | |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key | | Save private key |
Farameters

Type of key to generate: ~ B -

®) RSA ) DSA () ECDSA () Ed25519 () 55H-1 (RSA)

Mumber of bits in a generated key:

3. Copy the public key to a .txt file and save it to a local directory.
(110 NOTE

Do not save the public key by clicking Save public key because this operation will
change the format of the public key content and cause the public key to fail to be
imported to the management console.

4. Save the private key and keep it secure. The private key can be downloaded
only once.

The format in which to save your private key file varies depending on
application scenarios.

- When using PUTTY to log in to a Linux ECS:
Save the private key file in the .ppk format.

i. On the PUTTY Key Generator page, choose File > Save private key.
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Figure 8-4 Saving a private key

=P PuTTY Key Generator L .

File | Key Conversions Help
Load private key

Save public key H authorized_keys file:

Save private key %ﬁoﬂéﬁﬁ EAmZ =

Exit 1Q/eNmYT/EnTolSLbB/AThAeWHSYapQ5080ES7 | =

=mVs3E3IndcRG
~ [+/DCDsHY3/ndTZ02in TOWG3YYrBnn RmNFG 38Z6450f 2ctpJ4GVimIRXzKQ7q280g | v

Key fingemrint: |ssh-rsa 2048 70bf bcf6:abeb:1e:37:02:eb:4df0:13:74:c9:ac |
Key comment: |rsakey-20200827 |
Key passphrase: | |
Confim passphrase: | ]
Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key l I Save private key l
Parameters

Type of key to generate: } B B

(®) RSA U DSA () ECDSA () Ed25519 (L) SSH-1(RSA)
Mumber of bits in a generated key: 2048

ii. Save the converted private key file, such as kp-123.ppk, locally.

- When using Xshell to log in to a Linux ECS or obtaining the password for
logging in to a Windows ECS:

5. After you have saved the key pair, import your public key to the ECS by
referring to Importing a Key Pair.

8.2.4 Importing a Key Pair

Scenarios
You need to import a key pair in either of the following scenarios:

e C(Create a key pair using PuTTYgen and import the public key to the ECS.

e Import the public key of an existing key pair to the ECS to let the system
maintain your public key.

(10 NOTE

If the public key of the existing key pair is stored by clicking Save public key on PuTTY
Key Generator, the public key cannot be imported to the management console.

If you want to use this existing key pair for remote login, see Why Does a Key Pair
Created Using puttygen.exe Fail to Be Imported on the Management Console?

Procedure

1. Log in to the management console.
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o UMW

Helpful Links

Click O in the upper left corner and select your region and project.

Click
In the navigation pane on the left, choose Key Pair.

. Under Compute, click Elastic Cloud Server.

On the Key Pair Service page, click Import Key Pair.
Use either of the following methods to import the key pair:
- Selecting a file

i. In the Import Key Pair dialog box of the management console, click
Select File and select the locally stored public key file (for example,
the .txt file saved in 3 in Creating a Key Pair Using PuTTYgen).

(1 NOTE

Make sure that the file to be imported is a public key file.
i. Click OK.
After the public key is imported, you can change its name.
- Copying the public key content

i. Copy the public key content from the locally stored .txt file into the
Public Key Content text box.

i. Click OK.

What Should I Do If a Key Pair Cannot Be Imported?

Why Does a Key Pair Created Using puttygen.exe Fail to Be Imported on
the Management Console?
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Permissions Management

9.1 Creating a User and Granting ECS Permissions

Use IAM to implement fine-grained permissions control over your ECSs. With |IAM,
you can:

e Create IAM users for personnel based on your enterprise's organizational
structure. Each IAM user will have their own security credentials for accessing
ECS resources.

e Grant only the permissions required for users to perform a specific task.
e Delegate access to other Huawei Cloud accounts or cloud services for efficient
O&M.

If your Huawei Cloud account does not need individual IAM users, skip this
section.

This section describes the procedure for granting permissions (see Process Flow).

Prerequisites

Before assigning permissions to user groups, you should learn about system
policies supported by ECS and select the policies based on service requirements.

For more information about system policies supported by ECS, see ECS
Permissions. For the permissions of other services, see System-defined
Permissions.
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Process Flow

Figure 9-1 Process for granting ECS permissions

Start

1. Create a user group and assign permissions.

Create a user group on the IAM console and assign the ECS ReadOnlyAccess
permissions to the group.

2. Create a user and add the user to the user group.

Create a user on the IAM console and add the user to the group created in 1.
3. Log in to the management console as the created user.

In the authorized region, perform the following operations:

- Choose Compute > Elastic Cloud Server in Service List. On the ECS
console, click Create ECS. If the purchase attempt failed, the
ECSReadOnlyAccess policy has already taken effect.

- Choose any service other than ECS in Service List. If a message appears
indicating that you have insufficient permissions to access the service, the
ECSReadOnlyAccess policy has already taken effect.

9.2 ECS Custom Policies

Custom policies can be created to supplement the system-defined policies of ECS.
For the actions that can be added to custom policies, see "Permissions Policies and
Supported Actions" in Elastic Cloud Server API Reference.

You can create custom policies in either of the following ways:

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

e JSON: Edit JSON policies from scratch or based on an existing policy.
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For details, see Creating a Custom Policy. The following provides examples of
common ECS custom policies.

Example Custom Policies

e Example 1: Only allowing users to start, stop, and restart ECSs in batches
{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:cloudServerFlavors:get",
"ecs:cloudServers:reboot",
"ecs:cloudServers:start",
"ecs:cloudServers:get",
"ecs:cloudServers:list",
"ecs:cloudServers:stop"

1

}
1
}

e Example 2: Only allowing users to stop and delete ECSs in batches
{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:cloudServers:get”,
"ecs:cloudServers:delete",
"ecs:cloudServers:list",
"ecs:cloudServers:stop"

1

}
1
}

e Example 3: Only allowing VNC login
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecs:cloudServerFlavors:get",
"ecs:cloudServers:vnc",
"ecs:cloudServers:get",
"ecs:cloudServers:list"
1
}
1
}

e Example 4: Denying ECS deletion

A policy with only "Deny" permissions must be used in conjunction with other
policies to take effect. If the permissions assigned to a user contain both
"Allow" and "Deny", the "Deny" permissions take precedence over the "Allow"
permissions.

The following method can be used if you need to assign permissions of the
ECSFullAccess policy to a user but you want to prevent the user from
deleting ECSs. Create a custom policy for denying ECS deletion, and attach
both policies to the group to which the user belongs. Then, the user can
perform all operations on ECSs except deleting ECSs. The following is an
example of a deny policy:
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{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ecs:cloudServers:delete"

1

}
]
}
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Resources and Tags

10.1 Tag Management

10.1.1 Overview

Scenarios

A tag identifies an ECS. Adding tags to an ECS facilitates ECS identification and
management.

You can add a tag to an ECS during the ECS creation or after the ECS is created.
You can add a maximum of 10 tags to each ECS.

(11 NOTE

Tags added during the ECS creation will also be added to the EIP and EVS disks (including
the system disk and data disks) of the ECS. If the ECS uses an existing EIP, the tags will not
be added to the EIP.

After creating the ECS, you can view the tags on the pages providing details about the ECS,
EIP, and EVS disks.

Basics of Tags

Tags are used to identify cloud resources. When you have many cloud resources of
the same type, you can use tags to classify cloud resources by dimension (for
example, use, owner, or environment).
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Figure 10-1 Example tags

——————————————— TeamA - —— —— —— — — — — — — — —,
|
Key Value N Project 1— — — — — — — — — __ -__ :
: : | : rojec I : -i |
¥ ” | |
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|
| : ECS 1 ECS 2 | : ECS 3 : :
___I |
Usage = Project 1 I : | : : :
| |
N ! X
3 |
Usage Ptz | ! )
[ IL EVS 1 EVS 2 11 |
|
L

Figure 10-1 shows how tags work. In this example, you assign two tags to each
cloud resource. Each tag contains a key and a value that you define. The key of
one tag is Owner, and the key of another tag is Usage. Each tag has a value.

You can quickly search for and filter specific cloud resources based on the tags
added to them. For example, you can define a set of tags for cloud resources in an
account to track the owner and usage of each cloud resource, making resource
management easier.

Tag Naming Rules

e Each tag consists of a key-value pair.
e A maximum of 10 tags can be added to an ECS.
e  For each resource, a tag key must be unique and can have only one tag value.

e A tag consists of a tag key and a tag value. Table 10-1 lists the tag key and
value requirements.

Table 10-1 Tag key and value requirements

Parameter | Requirement Example Value

Key e (Cannot be left blank. Organization

e The key value must be unique for an
ECS.

e Can contain a maximum of 36
characters.

Value e Can contain a maximum of 43 Apache
characters.

10.1.2 Adding Tags

Tags are used to identify cloud resources, such as ECSs, images, and disks. If you
have multiple types of cloud resources which are associated with each other, you
can add tags to the resources to classify and manage them easily. For more
details, see Overview.
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You can add tags to an ECS in any of the following ways:

Adding Tags During ECS Creation
Adding Tags on the ECS Details Page
Adding Tags on the TMS Console

For details about how to use predefined tags, see Using Predefined Tags.

Adding Tags During ECS Creation

1.

2.

Log in to the management console.

Click 0 in the upper left corner and select your region and project.

Click — . Under Compute, choose Elastic Cloud Server.
Click Buy ECS.
Configure parameters for the ECS.

Select Configure now for Advanced Options. Then, add a tag key and tag
value. For the tag key and tag value requirements, see Table 10-1.

(11 NOTE

For details about other parameters, see Purchasing an ECS.

Adding Tags on the ECS Details Page

1.

2.

Log in to the management console.

Click O in the upper left corner and select your region and project.

Click . Under Compute, choose Elastic Cloud Server.
In the ECS list, click the name of the target ECS.
The ECS details page is displayed.

Click the Tags tab and then Add Tag. In the displayed dialog box, enter the
tag key and tag value. For the tag key and tag value requirements, see Table
10-1.

You can change the tag value after the tag is added.

Adding Tags on the TMS Console
(1] NOTE

This method is suitable for adding tags with the same tag key to multiple resources.

Log in to the management console.

In the upper right corner of the page, click the username and select Tag
Management from the drop-down list.

On the displayed Resource Tags page, select the region where the resource is
located, select ECS-ECS for Resource Type, and click Search.

All ECSs matching the search criteria are displayed.

In the Search Result area, click Create Key. In the displayed dialog box, enter
a key (for example project) and click OK.
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After the tag is created, the tag key is added to the resource list. If the key is

not displayed in the resource list, click @ and select the created key from the
drop-down list.

By default, the value of the tag key is Not tagged. You need to set a value for
the tag of each resource to associate the tag with the resource.

Click Edit to make the resource list editable.

Locate the row containing the target ECS, click O, and enter a value (for
example A).

After a value is set for a tag key, the number of tags is incremented by 1.
Repeat the preceding steps to add tag values for other ECSs.

Using Predefined Tags

If you want to add the same tag to multiple ECSs or other resources, you can
create a predefined tag on the TMS console and then select the tag for the ECSs
or resources. This frees you from having to repeatedly enter tag keys and values.
To do so, perform the following operations:

Log in to the management console.

In the upper right corner of the page, click the username and select Tag
Management from the drop-down list.

Choose Predefined Tags in the left navigation pane and click Create Tag. In
the displayed dialog box, enter a key (for example, project) and a value (for
example, A).

Choose Service List > Compute > Elastic Cloud Server, and select the
predefined tag by following the procedure for adding a tag.

10.1.3 Searching for Resources by Tag

After tags are added to resources, you can search for resources by tag using either
of the following methods.

Searching for ECSs by Tag

On the Elastic Cloud Server page, search for ECSs by tag key or value.

1.

2.

Log in to the management console.

Click 7 in the upper left corner and select your region and project.

Click

Click Search by Tag above the upper right corner of the ECS list to expand
the search area.

Enter the tag of the ECS to be queried.

Neither the tag key nor value can be empty. When the tag key or value is
matched, the system automatically shows the target ECSs.

Add tags.

The system supports multiple tags and uses the intersection set of all tags to
search for ECSs.

. Under Compute, choose Elastic Cloud Server.
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7. Click Search.
The system searches for ECSs based on tag keys and values.

Filtering Resources on the TMS Console

Log in to the management console.

2. In the upper right corner of the page, click the username and select Tag
Management from the drop-down list.

3. On the Resource Tags page, set the search criteria, including Region,
Resource Type, and Resource Tag.

4. Click Search.

All the resources that meet the search criteria will be displayed in the Search
Result area.

10.1.4 Deleting a Tag

If you no longer need a tag, delete it in any of the following ways:

e Deleting a Tag on the ECS Details Page
e Deleting a Tag on the TMS Console
e Batch Deleting Tags on the TMS Console

Deleting a Tag on the ECS Details Page

1. Log in to the management console.

2. click 7 inthe upper left corner and select your region and project.

3. Click = . Under Compute, choose Elastic Cloud Server.
4. In the ECS list, click the name of the target ECS.
The ECS details page is displayed.

5. Click the Tags tab. Locate the row containing the tag to be deleted and click
Delete in the Operation column. In the Delete Tag dialog box, click Yes.

Deleting a Tag on the TMS Console

1. Log in to the management console.

2. In the upper right corner of the page, click the username and select Tag
Management from the drop-down list.

3.  On the Resource Tags page, set the search criteria for ECSs and click Search.
4. In the Search Result area, click Edit to make the resource tag list editable.

If the key of a tag you want to delete is not contained in the list, click ©
and select the tag key from the drop-down list. It is a good practice to select
at most 10 keys to display.

5. Locate the row containing the target ECS and click (x}

6. (Optional) Click C
The resource list is refreshed and the refresh time is updated.

in the upper right of the Search Result area.
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Batch Deleting Tags on the TMS Console

NOTICE

Exercise caution when deleting tags in a batch. After you delete the tags, they will
be removed from all the associated ECSs and cannot be recovered.

N —

o Uk W

Log in to the management console.

In the upper right corner of the page, click the username and select Tag
Management from the drop-down list.

On the Resource Tags page, set the search criteria for ECSs and click Search.
Select the target ECSs.
Click Manage Tag in the upper left corner of the list.

In the displayed Manage Tag dialog box, click Delete in the Operation
column. Click OK.

(Optional) Click C
The resource list is refreshed and the refresh time is updated.

in the upper right of the Search Result area.

10.2 Quota Adjustment

What Is Quota?

Quotas can limit the number or amount of resources available to users, such as
the maximum number of ECSs or EVS disks that can be created.

If the existing resource quota cannot meet your service requirements, you can
apply for a higher quota.

How Do | View My Quotas?

1.

Log in to the management console.

Click 7 i the upper left corner and select the desired region and project.
In the upper right corner of the page, choose Resources > My Quotas.
The Service Quota page is displayed.

View the used and total quota of each type of resources on the displayed
page.

If a quota cannot meet service requirements, apply for a higher quota.

How Do | Apply for a Higher Quota?

1.
2.

Log in to the management console.

In the upper right corner of the page, choose Resources > My Quotas.
The Service Quota page is displayed.

Click Increase Quota in the upper right corner of the page.
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4. On the Create Service Ticket page, configure parameters as required.

In the Problem Description area, fill in the content and reason for
adjustment.

5. After all necessary parameters are configured, select | have read and agree
to the Ticket Service Protocol and Privacy Statement and click Submit.
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Monitoring

11.1 Monitoring ECSs

Monitoring is key for ensuring ECS performance, reliability, and availability. Using
monitored data, you can determine ECS resource utilization. The cloud platform
provides Cloud Eye to help you obtain the running statuses of your ECSs. You can
use Cloud Eye to automatically monitor ECSs in real time and manage alarms and
notifications to keep track of ECS performance metrics.

Server Monitoring includes Basic Monitoring and OS Monitoring.

e Basic Monitoring automatically reports ECS metrics to Cloud Eye.

e Using the agent installed on the target ECS, OS Monitoring provides system-
wide, active, and fine-grained ECS monitoring.

For instructions about how to install and configure the agent, see Server
Monitoring in Cloud Eye User Guide.
This section covers the following content:

e Viewing basic ECS metrics

e Viewing OS metrics (Agent installed on ECS)

e Viewing process monitoring metrics (Agent installed on ECS)
e  Customizing ECS alarm rules

e Viewing ECS running statuses for routine monitoring

One-Click Monitoring

ECSs run on physical hosts. Although there are multiple mechanisms to ensure
system reliability, fault tolerance, and high availability, host hardware might be
damaged or power failures might occur. The cloud platform supports automatic
recovery by default. If a physical host accommodating ECSs breaks down, the ECSs
will automatically be migrated to a functional physical host to minimize the
impact on your services. During the process, the ECSs will restart. For details, see
Can ECSs Automatically Recover After the Physical Host Accommodating the
ECSs Becomes Faulty?

You can enable one-click monitoring on the Cloud Eye console so that you will be
notified if high availability occurs (if a physical host accommodating ECSs is faulty,
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the ECSs will automatically be migrated to a functional physical host). For details,

see One-Click Monitoring.

11.2 Basic ECS Metrics

Description

This section describes basic monitoring metrics reported by ECS to Cloud Eye. You
can use Cloud Eye to view these metrics and alarms generated for ECSs.

Namespace
SYS.ECS

Basic ECS Metrics

Basic ECS metrics vary depending on ECS OSs and types. For details, see Table

11-1.

(11 NOTE

e Certain ECS metrics require the installation of UVP VMTools on the image from which

the ECS is created. For details about how to install UVP VMTools, see https://

github.com/UVP-Tools/UVP-Tools/.

e Certain ECS metrics require the installation of the Agent on the ECS. After the Agent is
installed, log in to the management console and choose Cloud Eye under Management
& Deployment. On the Cloud Eye console, choose Server Monitoring > Elastic Cloud
Server from the left navigation pane to view ECS metrics, such as AGT. User Space CPU

Usage. For details, see OS Monitoring Metrics Supported by ECSs with the Agent

Installed.

e  For details about how to install the Agent on a Linux ECS, see "Installing and

Configuring the Agent (Linux)" in Cloud Eye User Guide.

Table 11-1 Basic ECS metrics

Metric LinuxECS
None Xen KVM
CPU Usage Supported Supported

Memory Usage

Supported (UVP VMTools
must be included in the
image. Otherwise, this
metric is unavailable.)

Not supported

Disk Usage

Supported (UVP VMTools
must be included in the
image. Otherwise, this
metric is unavailable.)

Not supported

Disk Read Bandwidth

Supported

Supported

Disk Write Bandwidth

Supported

Supported
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Metric LinuxECS
Disk Read IOPS Supported Supported
Disk Write IOPS Supported Supported

Inband Incoming Rate

Supported (UVP VMTools
must be included in the
image. Otherwise, this
metric is unavailable.)

Not supported

Inband Outgoing Rate

Supported (UVP VMTools
must be included in the
image. Otherwise, this
metric is unavailable.)

Not supported

Outband Incoming Rate

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
incoming rate.)

Supported

Outband Outgoing Rate

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported

Inbound Bandwidth

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported

Outbound Bandwidth

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported

Inbound PPS

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported
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Metric

LinuxECS

Outbound PPS

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported

New Connections

Supported (If UVP
VMTools is included in the
image, this metric is
unavailable. In such a
case, use the inband
outgoing rate.)

Supported

Table 11-2 describes these basic ECS metrics.

The monitoring intervals for the following ECSs with raw monitoring metrics are

as follows:

e Xen ECSs: 4 minutes
e KVM ECSs: 5 minutes
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Table 11-2 Basic metric description

Metric ID

Parame
ter

Description

Value
Range

Monitore
d Object
&
Dimensio
n

Monitoring
Interval
(Raw
Metrics
and KVM
Only)

cpu_util

CPU
Usage

CPU usage of an ECS

This metric is used to
show the CPU usage
of the physical server
accommodating the
monitored ECS, which
is not accurate as the
CPU usage obtained
on the monitored
ECS. For details, see
Why Is Basic
Monitoring Data
Inconsistent with
Data Monitored by
the 0OS?

Unit: Percent

Formula: CPU usage
of an ECS/Number of
vCPUs in the ECS

ECS

5 minutes

mem_util

Memory
Usage

Memory usage of an
ECS

This metric is
unavailable if the
image has no UVP
VMTools installed.

Unit: Percent

Formula: Used
memory of an ECS/
Total memory of the
ECS

NOTE
The memory usage of
QingTian ECSs cannot
be monitored.

ECS

5 minutes
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Metric ID

Parame
ter

Description

Value
Range

Monitore
d Object
&
Dimensio
n

Monitoring
Interval
(Raw
Metrics
and KVM
Only)

disk_util_i
nband

Disk
Usage

Disk usage of an ECS

This metric is
unavailable if the
image has no UVP
VMTools installed.

Unit: Percent

Formula: Used
capacity of an ECS-
attached disk/Total
capacity of the ECS-
attached disk

ECS

5 minutes

disk_read
_bytes_rat
e

Disk
Read
Bandwi
dth

Number of bytes
read from an ECS-
attached disk per
second

Unit: byte/s

Formula: Total
number of bytes read
from an ECS-

attached disk/
Monitoring interval

byte_out = (rd_bytes
- last_rd_bytes)/Time
difference

ECS

5 minutes

disk_write
_bytes_rat
e

Disk
Write
Bandwi
dth

Number of bytes
written to an ECS-
attached disk per
second

Unit: byte/s

Formula: Total
number of bytes
written to an ECS-
attached disk/
Monitoring interval

ECS

5 minutes
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Metric ID

Parame
ter

Description

Value
Range

Monitore
d Object
&
Dimensio
n

Monitoring
Interval
(Raw
Metrics
and KVM
Only)

disk_read
_requests
_rate

Disk
Read
IOPS

Number of read
requests sent to an
ECS-attached disk per
second

Unit: request/s

Formula: Total
number of read
requests sent to an
ECS-attached disk/
Monitoring interval

reg_out = (rd_req -
last_rd_req)/Time
difference

ECS

5 minutes

disk_write
_requests
_rate

Disk
Write
IOPS

Number of write
requests sent to an
ECS-attached disk per
second

Unit: request/s

Formula: Total
number of write
requests sent to an
ECS-attached disk/
Monitoring interval

reg_in = (wr_req -
last_wr_req)/Time
difference

ECS

5 minutes

network_i
ncoming_
bytes_rate
_inband

Inband
Incomin
g Rate

Number of incoming
bytes on an ECS per
second

Unit: byte/s

Formula: Total
number of inband
incoming bytes on an

ECS/Monitoring
interval

ECS

5 minutes
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Metric ID

Parame
ter

Description

Value
Range

Monitore
d Object
&
Dimensio
n

Monitoring
Interval
(Raw
Metrics
and KVM
Only)

network_
outgoing_
bytes_rate

_inband

Inband
Outgoin
g Rate

Number of outgoing
bytes on an ECS per
second

Unit: byte/s

Formula: Total
number of inband
outgoing bytes on an

ECS/Monitoring
interval

ECS

5 minutes

network_i
ncoming_
bytes_agg
regate_rat
e

Outban
d
Incomin
g Rate

Number of incoming
bytes on an ECS per
second on the
hypervisor

Unit: byte/s

Formula: Total
number of outband
incoming bytes on an

ECS/Monitoring
interval

This metric is
unavailable if SR-IOV
is enabled.

ECS

5 minutes

network_
outgoing_
bytes_agg
regate_rat
e

Outban
d
Outgoin
g Rate

Number of outgoing
bytes on an ECS per
second on the
hypervisor

Unit: byte/s

Formula: Total
number of outband
outgoing bytes on an

ECS/Monitoring
interval

This metric is
unavailable if SR-IOV
is enabled.

ECS

5 minutes
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Metric ID | Parame | Description Value | Monitore | Monitoring
ter Range | d Object | Interval
& (Raw
Dimensio | Metrics
n and KVM
Only)
network_ | Networ | Total number of TCP | >0 ECS 5 minutes
vm_conne | k and UDP connections
ctions Connect | to an ECS
lons Unit: count
NOTE
This metric is collected
out-of-band and its
value may be greater
than the number of
network connections
queried in the OS.
network_ | Inbound | Number of public >0 ECS 5 minutes
vm_band | Bandwi | and private bits
width_in | dth received by the ECS
per second
Unit: byte/s
network_ | Outbou | Number of public >0 ECS 5 minutes
vm_band | nd and private bits sent
width_out | Bandwi | by the ECS per
dth second
Unit: byte/s
network_ | Inbound | Number of public >0 ECS 5 minutes
vm_pps_i | PPS and private packets
n received by the ECS
per second
Unit: packet/s
network_ | Outbou | Number of public >0 ECS 5 minutes
vm_pps_o | nd PPS | and private packets
ut sent by the ECS per
second
Unit: packet/s
network_ | New Number of new >0 ECS 5 minutes
vm_newc | Connect | connections
onnection | ions (including TCP, UDP,
S and ICMP) created
on the ECS
Unit: count
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Dimensions

Key

Value

instance_id

Specifies the ECS ID.

11.3 OS Monitoring Metrics Supported by ECSs with
the Agent Installed

Description

OS monitoring provides system-level, proactive, and fine-grained monitoring. It
requires the Agent to be installed on the ECSs to be monitored. This section
describes OS monitoring metrics reported to Cloud Eye.

OS monitoring supports metrics about CPU, CPU load, memory, disk, disk 1/O, file
system, GPU, NIC, NTP, and TCP.

After the Agent is installed, you can view monitoring metrics of ECSs running
different OSs. Monitoring data is collected every 1 minute.

Namespace
AGT.ECS
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Table 11-3 CPU metrics

Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

ge

cpu_usa

(Agent)
CPU
Usage

CPU usage of the
monitored object

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s)
value.

e Windows: Obtain the
metric value using the
Windows API
GetSystemTimes.

0-100

ECS

1 minute

cpu_usa
ge_idle

(Agent)
Idle CPU
Usage

Percentage of time that
CPU is idle

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period.

e Windows: Obtain the
metric value using the
Windows API
GetSystemTimes.

0-100

ECS

1T minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

cpu_usa
ge_user

(Agent)
User
Space
CPU
Usage

Percentage of time that
the CPU is used by user
space

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s) us
value.

e Windows: Obtain the
metric value using the
Windows API
GetSystemTimes.

0-100

ECS

1 minute

cpu_usa
ge_syst
em

(Agent)
Kernel
Space
CPU
Usage

Percentage of time that
the CPU is used by kernel
space

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s) sy
value.

e Windows: Obtain the
metric value using the
Windows API
GetSystemTimes.

0-100

ECS

1 minute
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er Range ored ng
Objec | Period
t& (Raw
Dime | Data)
nsion
cpu_usa | (Agent) Percentage of time that 0-100 ECS 1 minute
ge_othe | Other the CPU is used by other
r Process processes
CPU Unit: percent
Usage .
e Linux: Other Process
CPU Usage = 1- Idle
CPU Usage - Kernel
Space CPU Usage -
User Space CPU
Usage
e Windows: Other
Process CPU Usage =
1- Idle CPU Usage -
Kernel Space CPU
Usage - User Space
CPU Usage
cpu_usa | (Agent) Percentage of time that | 0-100 ECS 1 minute
ge_nice | Nice the CPU is in user mode
Process with low-priority
CPU processes which can

Usage easily be interrupted by
higher-priority processes

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s) ni
value.

e Windows is not
supported currently.
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

cpu_usa
ge_iowa
it

(Agent)
iowait
Process
CPU
Usage

Percentage of time that
the CPU is waiting for
I/O operations to
complete

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s)
wa value.

e Windows is not
supported currently.

0-100

ECS

1 minute

cpu_usa
ge_irq

(Agent)
CPU
Interrupt
Time

Percentage of time that
the CPU is servicing
interrupts

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s) hi
value.

e Windows is not
supported currently.

0-100

ECS

1T minute

cpu_usa
ge_softi
rq

(Agent)
CpPU
Software
Interrupt
Time

Percentage of time that
the CPU is servicing
software interrupts

Unit: percent

e Linux: Check metric
value changes in file /
proc/stat in a
collection period. Run
the top command to
check the %Cpu(s) si
value.

e Windows is not
supported currently.

0-100

ECS

1T minute
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Table 11-4 CPU load metrics
Metric | Paramet | Description Value Monit | Monitori
er Range ored |ng
Objec | Period
t& (Raw
Dime | Data)
nsion
load_av | (Agent) CPU load averaged from | >0 ECS 1 minute
eragel 1-Minute | the last 1T minute
Load Linux: Obtain the metric
Average | yalue from the number
of logic CPUs in load1/ in
file /proc/loadavg. Run
the top command to
check the load1 value.
load_av | (Agent) CPU load averaged from | >0 ECS 1 minute
erage5 | 5-Minute | the last 5 minutes
Load Linux: Obtain the metric
Average | yalue from the number
of logic CPUs in load5/ in
file /proc/loadavg. Run
the top command to
check the load5 value.
load_av | (Agent) CPU load averaged from | =0 ECS 1 minute
erage15 | 15- the last 15 minutes
Minute Linux: Obtain the metric
Load value from the number
Average | of |ogic CPUs in load15/
in file /proc/loadavg.
Run the top command to
check the load15 value.

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd.

210



Elastic Cloud Server
User Guide 11 Monitoring

OS Metric: Memory

Table 11-5 Memory metrics

Metric Paramet | Description Value Monit | Monitori
er Range ored | ng
Objec | Period
t& (Raw
Dime | Data)
nsion
mem_av | (Agent) Amount of memory that | >0 ECS 1T minute

ailable Available | is available and can be
Memory | given instantly to
processes

Unit: GB

e Linux: Obtain the
metric value from /
proc/meminfo.

- If MemAuvailable is
displayed in /proc/
meminfo, obtain
the value.

- If MemAvailable is
not displayed in /
proc/meminfo,
MemAuvailable =
MemFree +
Buffers+Cached

e Windows: The metric
value is calculated by
available memory
minuses used
memory. The value is
obtained by calling
the Windows API
GlobalMemoryStatu-
SEx.
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

mem_us
edPerce
nt

(Agent)
Memory
Usage

Memory usage of the
monitored object

Unit: percent

e Linux: Obtain the
metric value from
the /proc/meminfo
file: (MemTotal -
MemAuvailable)/
MemTotal

- If MemAvailable is
displayed in /proc/
meminfo,
MemUsedPercent
= (MemTotal-
MemAuvailable)/
MemTotal

- If MemAvailable is
not displayed in /
proc/meminfo,
MemUsedPercent
= (MemTotal -
MemFree -
Buffers - Cached)/
MemTotal

e Windows: The
calculation formula is
as follows: Used
memory size/Total
memory size*100%.

0-100

ECS

1 minute

mem_fr
ee

(Agent)
Idle
Memory

Amount of memory that
is not being used
Unit: GB

e Linux: Obtain the
metric value from /
proc/meminfo.

e Windows is not
supported currently.

ECS

1 minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

mem_buf
fers

(Agent)
Buffer

Amount of memory that
is being used for buffers

Unit: GB

e Linux: Obtain the
metric value from /
proc/meminfo. Run
the top command to
check the KiB
Mem:buffers value.

e Windows is not
supported currently.

ECS

1 minute

mem_ca
ched

(Agent)
Cache

Amount of memory that

is being used for file

caches

Unit: GB

e Linux: Obtain the
metric value from /
proc/meminfo. Run
the top command to
check the KiB
Swap:cached Mem
value.

e Windows is not
supported currently.

ECS

1 minute

total_op
en_files

(Agent)
Total File
Handles

Total handles used by all
processes

Unit: count

e Linux: Use the /proc/
{pid}/fd file to
summarize the
handles used by all
processes.

e Windows is not
supported currently.

ECS

1 minute
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(10 NOTE

Table 11-6 Disk metrics

Currently,only physical disks are monitored. The NFS-attached disks cannot be

monitored.

By default, Docker-related mount points are shielded. The prefix of the mount point is

as follows:

/var/lib/docker;/mnt/paas/kubernetes;/var/lib/mesos

command to check
the value in the Avail
column. The path of

the mount point prefix

cannot exceed 64
characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

e Windows: Use the
WMI interface to call
GetDiskFreeSpaceExW
API to obtain disk
space data. The path
of the mount point
prefix cannot exceed
64 characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

Metric Paramet | Description Value Monit | Monitori
er Range ored | ng
Objec | Period
t& (Raw
Dime | Data)
nsion
disk_fre | (Agent) Free space on the disks >0 ECS - | 1 minute
e gyalilable Unit: GB It\/loun
is
Space e Linux: Run the df -h point
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

disk_tot
al

(Agent)
Disk
Storage
Capacity

Total space on the disks,
including used and free

Unit: GB

e Linux: Run the df -h
command to check
the value in the Size
column.

The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

e Windows: Use the
WMI interface to call
GetDiskFreeSpaceExW
API to obtain disk
space data. The path
of the mount point
prefix cannot exceed
64 characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

ECS -
Moun

point

1 minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

disk_use

(Agent)
Used
Disk
Space

Used space on the disks
Unit: GB

e Linux: Run the df -h
command to check
the value in the Used
column. The path of

the mount point prefix

cannot exceed 64
characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

e Windows: Use the
WMI interface to call
GetDiskFreeSpaceExW
API to obtain disk
space data. The path
of the mount point
prefix cannot exceed
64 characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

ECS -
Moun

point

1 minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

disk_use
dPercen
t

(Agent)
Disk
Usage

Percentage of total disk
space that is used, which
is calculated as follows:
Disk Usage = Used Disk
Space/Disk Storage
Capacity

Unit: percent

e Linux: It is calculated
as follows: Used/Size.
The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

e Windows: Use the
WMI interface to call
GetDiskFreeSpaceExW
API to obtain disk
space data. The path
of the mount point
prefix cannot exceed
64 characters. It must
start with a letter, and
contain only digits,
letters, hyphens (-),
dots (.), and swung
dashes (~).

0-100

ECS -
Moun

point

1 minute
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Table 11-7 Disk I/O metrics

Metric Paramet | Description Value Monit | Monitori
er Range ored | ng
Objec | Period
t& (Raw
Dime | Data)
nsion
disk_agt | (Agent) Number of bytes read >0 e EC | 1 minute
_read_b | Disks from the monitored disk bytes/s S -
ytes_rat | Read per second Dis
€ Rate Unit: byte/s k
e Linux: o EC
The disk read rate is S -
calculated based on Mo
the data changes in unt
the sixth column of pol
the corresponding nt
device in file /proc/
diskstats in a
collection period.
The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).
e Windows:
- Use
Win32_PerfFormatt
edData_PerfDisk_Lo
gicalDisk object in
the WMI to obtain
disk 1/O data.
- The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter,
and contain only
digits, letters,
hyphens (-), dots
(.), and swung
dashes (~).
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

- When the CPU
usage is high,
monitoring data
obtaining timeout
may occur and
result in the failure
of obtaining
monitoring data.
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

disk_agt
_read_re
quests_r
ate

(Agent)
Disks
Read
Requests

Number of read requests
sent to the monitored
disk per second

Unit: request/s

e Linux:
The disk read requests
are calculated based
on the data changes in
the fourth column of
the corresponding
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows:

Use
Win32_PerfFormatt
edData_PerfDisk_Lo
gicalDisk object in
the WMI to obtain
disk 1/O data.

The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter,
and contain only
digits, letters,
hyphens (-), dots
(.), and swung
dashes (~).

When the CPU
usage is high,
monitoring data
obtaining timeout

>0
requests

/s

e EC
S -
Dis
k

e EC
S -
Mo
unt
poi
nt

1 minute
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er Range ored | ng
Objec | Period
t& (Raw
Dime | Data)
nsion

may occur and
result in the failure
of obtaining
monitoring data.
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Objec | Period
t& (Raw
Dime | Data)
nsion
disk_agt | (Agent) Number of bytes written | >0 e EC | 1 minute
_write_b | Disks to the monitored disk per | bytes/s S -
ytes_rat | Write second Dis
€ Rate Unit: byte/s k
e Linux: o EC
The disk write rate is S -
calculated based on Mot
un

the data changes in !
the tenth column of pol
the corresponding nt
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows:

- Use
Win32_PerfFormatt
edData_PerfDisk_Lo
gicalDisk object in
the WMI to obtain
disk 1/O data.

- The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter,
and contain only
digits, letters,
hyphens (-), dots
(.), and swung
dashes (~).

- When the CPU
usage is high,
monitoring data
obtaining timeout
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitori
ng
Period
(Raw
Data)

may occur and
result in the failure
of obtaining
monitoring data.
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t& (Raw
Dime | Data)
nsion
disk_agt | (Agent) Number of write requests | >0 e EC | 1 minute
_write_r | Disks sent to the monitored requests S -
equests_ | Write disk per second /s Dis
rate Requests | ynit: request/s k
e Linux: e EC
The disk write requests S -
are calculated based LI\J/InOt

on the data changes in :
the eighth column of pol
the corresponding nt
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows:

- Use
Win32_PerfFormatt
edData_PerfDisk_Lo
gicalDisk object in
the WMI to obtain
disk 1/O data.

- The path of the
mount point prefix
cannot exceed 64
characters. It must
start with a letter,
and contain only
digits, letters,
hyphens (-), dots
(.), and swung
dashes (~).

- When the CPU
usage is high,
monitoring data
obtaining timeout
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t& (Raw
Dime | Data)
nsion

may occur and
result in the failure
of obtaining
monitoring data.

disk_rea | (Agent) Average amount of time | >0ms/ | e EC | 1 minute

dTime Average | that read requests have Count S -
Read waited on the disks Dis

?equest Unit: ms/count k

ime

e Linux: o EC
The average read S -
request time is Mo
calculated based on unt
the data changes in p?'

n

the seventh column of
the corresponding
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows is not
supported currently.
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Dime | Data)
nsion

disk_wri | (Agent) Average amount of time >0 ms/ e EC | 1 minute

teTime | Average | that write requests have Count S -
Write waited on the disks Dis

$gquest Unit: ms/count k

ime

e Linux: e EC
The average write S -
request time is Mo
unt

calculated based on :
the data changes in pol
the eleventh column nt
of the corresponding
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows is not
supported currently.
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t& (Raw
Dime | Data)
nsion

disk_ioU | (Agent) Percentage of the time 0-100 e EC | 1 minute

tils Disk 1/O that the disk has had I/O S -
Usage requests queued to the Dis
total disk operation time k
Unit: percent e EC
e Linux: S -
The disk 1/O usage is Mo
calculated based on unt
the data changes in pol

the thirteenth column nt

of the corresponding
device in file /proc/
diskstats in a
collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows is not
supported currently.
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disk_que | (Agent) Average number of read >0 e EC | 1 minute
ue_lengt | Disk or write requests queued S -
h Queue up for completion for the Dis
Length monitored disk in the k
monitoring period o EC
Unit: count S -
e Linux: Mo
The average disk unt
queue length is pol
calculated based on nt
the data changes in
the fourteenth column
of the corresponding
device in file /proc/
diskstats in a
collection period.
The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).
e Windows is not
supported currently.
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Dime | Data)
nsion
disk_wri | (Agent) Average number of bytes | >0 e EC | 1 minute
te_bytes | Average | in an I/O write for the bytes/op S -
_per_op | Disk monitored disk in the Dis
eration | Write monitoring period k
Size Unit: byte/op o EC
e Linux: S -
The average disk write Mo
size is calculated unt
based on the data pol
changes in the tenth nt
column of the
corresponding device
to divide that of the
eighth column in file /
proc/diskstats in a
collection period.
The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).
e Windows is not
supported currently.
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Dime | Data)
nsion
disk_rea | (Agent) Average number of bytes | >0 e EC | 1 minute
d_bytes_ | Average | in an I/O read for the bytes/op S -
per_ope | Disk monitored disk in the Dis
ration Read Size | monitoring period k
Unit: byte/op e EC
e Linux: S -
The average disk read Mo
size is calculated unt
based on the data pol
changes in the sixth nt
column of the
corresponding device
to divide that of the
fourth column in file /
proc/diskstats in a
collection period.
The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).
e Windows is not
supported currently.
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Dime | Data)
nsion
disk_io_ | (Agent) Average time in an I/O >0 e EC | 1 minute
svctm Disk 1/O read or write for the S -
Service monitored disk in the Dis
Time monitoring period k
Unit: ms/op e EC
e Linux: S -
The average disk 1/O Mo
service time is unt
calculated based on pol

the data changes in nt

the thirteenth column
of the corresponding
device to divide the
sum of data changes
in the fourth and
eighth columns in

file /proc/diskstats in
a collection period.

The path of the mount
point prefix cannot
exceed 64 characters.
It must start with a
letter, and contain only
digits, letters, hyphens
(-), dots (.), and
swung dashes (~).

e Windows is not
supported currently.
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Dime | Data)
nsion
disk_dev | Block Percentage of the 0-100% | ECS- | 1 minute
ice_used | Device physical disk usage of the Disk
_percent | Usage monitored object.
Calculation formula: Used
storage space of all
mounted disk partitions/
Total disk storage space
e Collection method for
Linux ECSs: Obtain the
disk usage of each
mount point, calculate
the total disk storage
space based on the
disk sector size and
the number of sectors,
and then you can
calculate the used
storage space in total.
e Windows ECSs do not
support this metric.
OS Metric: File System
Table 11-8 File system metrics
Metric | Paramet | Description Value Monit | Monitori
er Range ored ng
Objec | Period
t& (Raw
Dime | Data)
nsion
disk_fs_r | (Agent) Read and write status of e O ECS - 1
wstate File the mounted file system reada | Moun
System of the monitored object ble t
Read/ Possible values are 0 and point
Write (read and write) and 1 writa
Status (read only). ble
Linux: Check file system o 1
information in the fourth read-
column in file /proc/ only
mounts.
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Objec | Period
t& (Raw
Dime [ Data)
nsion
disk_ino | (Agent) Total number of index >0 ECS - [ 1 minute
desTotal | Disk nodes on the disk Moun
inode Linux: Run the df -i t
Total command to check the point
value in the Inodes
column. The path of the
mount point prefix
cannot exceed 64
characters. It must start
with a letter, and contain
only digits, letters,
hyphens (-), dots (.), and
swung dashes (~).
disk_ino | (Agent) Number of used index >0 ECS - [ 1 minute
desUsed | Total nodes on the disk Moun
inode Linux: Run the df -i t
Used command to check the point
value in the IUsed
column. The path of the
mount point prefix
cannot exceed 64
characters. It must start
with a letter, and contain
only digits, letters,
hyphens (-), dots (.), and
swung dashes (~).
disk_ino | (Agent) Number of used index 0-100 ECS - | 1 minute
desUsed | Percentag | nodes on the disk Moun
Percent e of Total | ynit: percent t .
inode . . point
Used Linux: Run the df -i
command to check the
value in the IUse%
column. The path of the
mount point prefix
cannot exceed 64
characters. It must start
with a letter, and contain
only digits, letters,
hyphens (-), dots (.), and
swung dashes (~).
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(11 NOTE

The Windows OS does not support the file system metrics.

OS Metric: NIC

Table 11-9 NIC metrics

Metric Paramet | Description Value Monit | Monitori
er Range ored ng
Objec | Period
t& (Raw
Dime | Data)
nsion

net_bitR | (Agent) Number of bits sent by > 0 bit/s | ECS 1 minute

ecv Outboun | this NIC per second
d . Unit: bit/s
Bandwidt . .
h e Linux: Check metric

value changes in file /
proc/net/dev in a
collection period.

e Windows: Use the
MiblfRow object in the
WMI to obtain
network metric data.

net_bitS | (Agent) Number of bits received > 0 bit/s | ECS 1 minute

ent Inbound | by this NIC per second
EandW|dt Unit: bit/s

e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.

e Windows: Use the
MiblfRow object in the
WMI to obtain
network metric data.
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Metric Paramet | Description Value Monit | Monitori
er Range ored ng
Objec | Period
t& (Raw
Dime | Data)
nsion
net_pac | (Agent) Number of packets >0 ECS 1 minute
ketRecv | NIC received by this NIC per Counts/s
Packet second
Receive | ynit: count/s
Rate . .
e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows: Use the
MiblfRow object in the
WMI to obtain
network metric data.
net_pac | (Agent) Number of packets sent >0 ECS 1 minute
ketSent | NIC by this NIC per second Counts/s
Packet Unit: count/s
Send . .
Rate e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows: Use the
MiblfRow object in the
WMI to obtain
network metric data.
net_erri | (Agent) Percentage of receive 0-100 ECS 1 minute
n Receive errors detected by this
Error NIC per second
Rate Unit: percent
e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows is not
supported currently.
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Metric Paramet | Description Value Monit | Monitori
er Range ored ng
Objec | Period
t& (Raw
Dime | Data)
nsion
net_erro | (Agent) Percentage of transmit 0-100 ECS 1 minute
ut Transmit | errors detected by this
Error NIC per second
Rate Unit: percent
e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows is not
supported currently.
net_dro | (Agent) Percentage of packets 0-100 ECS 1 minute
pin Received | received by this NIC which
Packet were dropped per second
Drop Unit: percent
Rate . .
e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows is not
supported currently.
net_dro | (Agent) Percentage of packets 0-100 ECS 1 minute
pout Transmitt | transmitted by this NIC
ed Packet | which were dropped per
Drop second
Rate Unit: percent
e Linux: Check metric
value changes in file /
proc/net/dev in a
collection period.
e Windows is not
supported currently.
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OS Metric: NTP

Table 11-10 NTP metrics

Metric | Para Description Value Moni | Monito
meter Range tored | ring
Obje | Period
ct& | (Raw
Dime | Data)
nsion
ntp_offs | (Agen | NTP offset of the monitored | >0 ms ECS 1
et t) NTP | object minute
Offset | ynit: ms
Collection method for Linux
ECSs: Run chronyc sources -v
to obtain the offset.
OS Metric: TCP
Table 11-11 TCP metrics
Metric | Para Description Value Moni | Monito
meter Range tored | ring
Obje | Period
ct & | (Raw
Dime | Data)
nsion
net_tcp_ | (Agen | Total number of TCP >0 ECS 1
total t) TCP | connections in all states minute
TOTAL | ynit: count
e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.
e Windows: Obtain the
metric value using
WindowsAPI GetTcpTable2.
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Metric

Para
meter

Description

Value
Range

Moni
tored
Obje
ct &

Dime
nsion

Monito
ring
Period
(Raw
Data)

net_tcp_
establis
hed

(Agen
t) TCP
ESTAB
LISHE

Number of TCP connections
in ESTABLISHED state

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_
sys_sent

(Agen
t) TCP
SYS_S
ENT

Number of TCP connections
that are being requested by
the client

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_
Sys_recv

(Agen
t) TCP
SYS_R
ECV

Number of pending TCP
connections received by the
server

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute
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Metric

Para
meter

Description

Value
Range

Moni
tored
Obje
ct &

Dime
nsion

Monito
ring
Period
(Raw
Data)

net_tcp_f
in_wait1

(Agen
t) TCP
FIN_W
AIT1

Number of TCP connections
waiting for ACK packets when
the connections are being
actively closed by the client

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_f
in_wait2

(Agen
t) TCP
FIN_W
AlT2

Number of TCP connections
in the FIN_WAIT2 state

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_
time_w
ait

(Agen
t) TCP
TIME_
WAIT

Number of TCP connections
in TIME_WAIT state

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

minute
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Metric

Para
meter

Description

Value
Range

Moni
tored
Obje
ct &

Dime
nsion

Monito
ring
Period
(Raw
Data)

net_tcp_
close

(Agen
t) TCP
CLOSE

Number of closed TCP
connections

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using
WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_
close_w
ait

(Agen
t) TCP
CLOSE
_WAIT

Number of TCP connections
in CLOSE_WAIT TCP state

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using
WindowsAPI GetTcpTable2.

ECS

1
minute

last_ack

net_tcp_

(Agen
t) TCP
LAST_
ACK

Number of TCP connections
waiting for ACK packets when
the connections are being
passively closed by the client

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

minute
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Metric

Para
meter

Description

Value
Range

Moni
tored
Obje
ct &

Dime
nsion

Monito
ring
Period
(Raw
Data)

net_tcp_
listen

(Agen
t) TCP
LISTE

Number of TCP connections
in the LISTEN state

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

net_tcp_
closing

(Agen
t) TCP
CLOSI
NG

Number of TCP connections
to be automatically closed by
the server and the client at
the same time

Unit: count

e Linux: Obtain TCP
connections in all states
from the /proc/net/tcp
file, and then collect the
number of connections in
each state.

e Windows: Obtain the
metric value using

WindowsAPI GetTcpTable2.

ECS

1
minute

retrans

net_tcp_

(Agen
t) TCP
Retran
Smissi
on
Rate

Percentage of packets that
are resent

Unit: percent

e Linux: Obtain the metric
value from the /proc/net/
snmp file. The value is the
ratio of the number of
sent packets to the
number of retransmitted
packages in a collection
period.

e Windows: Obtain the
metric value using
WindowsAPI
GetTcpStatistics.

0-100%

ECS

minute
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OS Metric: GPU
Table 11-12 GPU metrics
Metric | Paramet | Description Value Monit | Monitor
er Range | ored ing
Objec | Period
t& (Raw
Dime | Data)
nsion
gpu_sta | GPU Overall measurement of o O: e ECS [ 1 minute
tus Health the GPU health The | o ECS
Status Unit: none GPU -
is
e Linux: Obtain the metric heal GP
value using the thy U
libnvidia-mL.so.1 o
library file of the e 1
graphics card. -'G-TDTJ
e Windows: Obtain the i
metric value using the subh
nvml.dll library of the ealt
graphics card. hy.
° 2:
The
GPU
is
fault
y.
gpu_usa | Encoding | Encoding capability usage | 0-100% | ¢ ECS | 1 minute
ge_enco | Usage on the GPU e ECS
der Unit: percent -
e Linux: Obtain the metric GP
value using the U
libnvidia-ml.so.1
library file of the
graphics card.
e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.
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Metric | Paramet | Description Value Monit | Monitor
er Range | ored ing
Objec | Period
t& (Raw
Dime | Data)
nsion
gpu_usa | Decoding | Decoding capability usage | 0-100% | ¢ ECS | 1 minute
ge_deco | Usage on the GPU o ECS
der Unit: percent -
e Linux: Obtain the metric GP
value using the U
libnvidia-ml.so.1
library file of the
graphics card.
e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.
gpu_vol | Volatile Number of correctable ECC | > 0 e ECS | 1 minute
atile_co | Correctab | errors since the GPU is e ECS
rrectabl | le ECC reset. The value is reset to _
e Errors 0 each time the GPU is GP
reset. U
Unit: count
e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.
e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitor
ing
Period
(Raw
Data)

gpu_vol
atile_un
correcta
ble

Volatile
Uncorrect
able ECC
Errors

Number of uncorrectable
ECC errors since the GPU is
reset. The value is reset to
0 each time the GPU is
reset.

Unit: count

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

e ECS
e ECS

GP
U

1 minute

gpu_ag

gregate
_correct
able

Aggregat
e
Correctab
le ECC
Errors

Aggregate correctable ECC
errors on the GPU

Unit: count

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

e ECS
e ECS

GP

1 minute

gpu_ag
gregate
_uncorr
ectable

Aggregat
e
Uncorrect
able ECC
Errors

Aggregate uncorrectable
ECC Errors on the GPU

Unit: count

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

e ECS
e ECS

GP

1T minute

Issue 02 (2023-08-24)

Copyright © Huawei Technologies Co., Ltd.

244



Elastic Cloud Server
User Guide

11

Monitoring

Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitor
ing
Period
(Raw
Data)

gpu_reti
red_pag
e_single
_bit

Retired
Page
Single Bit
Errors

Number of retired page
single bit errors, which
indicates the number of
single-bit pages blocked by
the graphics card

Unit: count

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

e ECS
e ECS

GP

1 minute

gpu_reti
red_pag
e _doubl
e_bit

Retired
Page
Double
Bit Errors

Number of retired page
double bit errors, which
indicates the number of
double-bit pages blocked
by the graphics card

Unit: count

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

e ECS
e ECS

GP

1 minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitor
ing
Period
(Raw
Data)

gpu_per
formanc

e_state

(Agent)
Performa
nce
Status

GPU performance of the
monitored object

Unit: none

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

PO-P15,
P32

e PO:
indic
ates
the
maxi
mu

perf
orm
ance
stat
us.

e P15:
indic
ates
the
mini
mu

perf

orm

ance
stat

us.

o P32:
indic
ates
the
unk
now

perf
orm
ance
stat
us.

ECS -
GPU

1 minute
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Metric

Paramet
er

Description

Value
Range

Monit
ored
Objec
t&
Dime
nsion

Monitor
ing
Period
(Raw
Data)

gpu_usa
ge_me
m

(Agent)
GPU
Memory
Usage

GPU memory usage of the
monitored object

Unit: percent

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

0-100

ECS -
GPU

1 minute

gpu_usa
ge_gpu

(Agent)
GPU
Usage

GPU usage of the
monitored object

Unit: percent

e Linux: Obtain the metric
value using the
libnvidia-ml.so.1
library file of the
graphics card.

e Windows: Obtain the
metric value using the
nvml.dll library of the
graphics card.

0-100

ECS -
GPU

1 minute

Dimensions

Dimension

Key

Value

ECS

instance_id

Specifies the ECS ID.

11.4 Process Monitoring Metrics Supported by ECSs
with the Agent Installed

Description

Process monitoring provides monitoring of active processes on ECSs and it requires
the Agent to be installed on the ECSs to be monitored. By default, Cloud Eye
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collects CPU usage, memory usage, and number of opened files of active
processes.

This section describes process monitoring metrics reported to Cloud Eye.

Namespace

AGT.ECS

Process Metrics

After the agent is installed, you can view the default process metrics listed in the

following table, regardless of ECS types and OSs.

Table 11-13 Process metrics

Metric

Param
eter

Description

Value
Range

Moni
tored
Objec
t&
Dime
nsion

Monito
ring
Period
(Raw
Data)

proc_pH
ashld_cp
u

CPU
Usage

CPU consumed by a
process. pHashld (process
name and process ID) is
the value of md5.

Unit: percent

e Linux: Check metric
value changes in file /
proc/pid/stat.

0-100%

ECS

1
minute

proc_pH
ashld_m
em

Memo

ry
Usage

Memory consumed by a
process. pHashld (process
name and process ID) is
the value of md5.

Unit: percent

e Linux:
RSS*PAGESIZE/
MemTotal

Obtain the RSS value
by checking the second
column of file /
proc/pid/statm.

Obtain the PAGESIZE
value by running the
getconf PAGESIZE
command.

Obtain the MemTotal
value by checking file /
proc/meminfo.

0-100%

ECS

1
minute
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Metric Param | Description Value Moni | Monito
eter Range tored | ring
Objec | Period
t& (Raw
Dime | Data)
nsion
proc_pH | Open | Number of files opened by | =0 ECS 1
ashld_fil | Files a process. pHashid minute
e (process name and
process ID) is the value of
md5.
e Linux: Runthels -l /
proc/pid/fd command
to view the number of
opened files.
proc_run | (Agent | Number of processes that | >0 ECS 1
ning_cou | ) are running minute
nt Runnin | ¢ inux: You can obtain
g the state of each
Proces process by checking the
S€s Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
proc_idle | (Agent | Number of processes that | >0 ECS 1
_count ) Idle are idle minute
Proces | ¢ Linux: You can obtain
Ses the state of each
process by checking the
Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
proc_zo | (Agent | Number of zombie >0 ECS 1
mbie_co |) processes minute
unt Zombi | o Linux: You can obtain
€ the state of each
Proces process by checking the
Ses Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
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Metric Param | Description Value Moni | Monito
eter Range tored | ring
Objec | Period
t& (Raw
Dime | Data)
nsion
proc_blo | (Agent | Number of processes that | =0 ECS 1
cked_cou | ) are blocked minute
nt Blocke | ¢ |inux: You can obtain
d the state of each
Proces process by checking the
S Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
proc_sle | (Agent | Number of processes that | =0 ECS 1
eping_co |) are sleeping minute
unt Sleepi | ¢ Linux: You can obtain
ng the state of each
Proces process by checking the
5€s Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
proc_tot | (Agent | Total number of processes | =0 ECS 1
al_count | ) Total | on the monitored object minute
Proces | o Linux: You can obtain
S€s the state of each
process by checking the
Status value in the /
proc/pid/status file,
and then collect the
total number of
processes in each state.
proc_spe | (Agent | Number of specified >0 e EC [1
cified_co |) processes S minute
unt Specifi | o Linux: You can obtain e EC
ed the state of each S-
Proces process by checking the Pr
S€s5 Status value in the / oc
proc/pid/status file, ess
and then collect the
total number of
processes in each state.
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Dimensions

Dimension Key Value

ECS instance_id Specifies the ECS ID.

11.5 OS Monitoring Metrics Supported by ECSs with
the Agent Installed and Using Simplified Monitoring
Metrics

Description

This section describes the OS metrics supported by ECSs. In the following region,
the agent of the latest version is used with simplified monitoring metrics:

EU-Dublin

After installing the agent on an ECS, you can view its OS monitoring metrics.
Monitoring data is collected every 1 minute.

OS Monitoring Metrics

Table 11-14 OS monitoring metrics

Metric | Parame | Description Val | Mo | Monitoring
ter ue nito | Period
Ran | red | (Raw Data)
ge Obj
ect

cpu_us | (Agent) | CPU usage of the monitored 0-10 | ECS | 1 minute
age CPU object 0

Usage | ynit: percent

e Linux: Check metric value
changes in file /proc/stat in
a collection period. Run the
top command to check the
%Cpu(s) value.

load_av | (Agent) | CPU load averaged from the >0 | ECS |1 minute
erage5 | 5- last 5 minutes

Minute | o |inux: Obtain the metric
Load value from the number of
Average logic CPUs in load5/ in file /
proc/loadavg. Run the top
command to check the
load5 value.
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Metric

Parame
ter

Description

Val
ue
Ran

ge

Mo
nito
red
Obj
ect

Monitoring
Period
(Raw Data)

mem_u
sedPerc
ent

(Agent)
Memor
y Usage

Memory usage of the
monitored object

Unit: percent

e Linux: Obtain the metric
value from the /proc/
meminfo file: (MemTotal -
MemAvailable)/MemTotal

ECS

1 minute

mount
PointPr
efix_dis
k_free

(Agent)
Availabl
e Disk
Space

Free disk space

Unit: GB

e Linux: Run the df -h
command to check the
value in the Avail column.
The path of the device
name prefix cannot exceed
64 characters. It must start
with a letter, and contain
only digits, letters, hyphens
(-), dots (.), and swung
dashes (~).

ECS

1 minute

mount
PointPr
efix_dis
k_used
Percent

(Agent)
Disk
Usage

Percentage of total disk space
that is used

Unit: percent

e Linux: Obtain the metric
value using following
formula: Disk Usage = Used
Disk Space/Disk Storage
Capacity. The path of the
device name prefix cannot
exceed 64 characters. It
must start with a letter, and
contain only digits, letters,
hyphens (-), dots (.), and
swung dashes (~).

0-10

ECS

1 minute
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Metric | Parame | Description Val | Mo | Monitoring
ter ue nito | Period
Ran | red | (Raw Data)
ge Obj
ect
mount | (Agent) | Percentage of the time that 0-10 [ ECS | 1 minute
PointPr | Disk I/O | the disk has had I/O requests 0
efix_dis | Usage queued to the total disk
k_ioUtil operation time
s and Unit: percent
volume .
Prefix e Linux:
disk io Obtain the metric value by
Utils calculating the data
changes in the thirteenth
column of the monitored
object in file /proc/
diskstats in a collection
period.
The path of the device
name prefix cannot exceed
64 characters. It must start
with a letter, and contain
only digits, letters, hyphens
(-), dots (.), and swung
dashes (~).
mount | (Agent) | Number of used index nodes 0-10 | ECS | 1 minute
PointPr | Percent | on the disk 0
efi'x_dis age of | ypjt: percent
k_inode | Total ] .
sUsedP | inode e Linux: Run the df -i
ercen Used command to check the
value in the IUse% column.
The path of the device
name prefix cannot exceed
64 characters. It must start
with a letter, and contain
only digits, letters, hyphens
(-), dots (.), and swung
dashes (~).
net_bit | (Agent) | Number of bits received by the | >0 | ECS | 1 minute
Sent Inbound | monitored object per second
gar:\dm Unit: bit/s
t e Linux: Check metric value
changes in file /
proc/net/dev in a collection
period.
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Metric | Parame | Description Val | Mo | Monitoring
ter ue nito | Period
Ran | red | (Raw Data)
ge Obj
ect
net_bit | (Agent) | Number of bits sent by the >0 |[ECS |1 minute
Recv Outbou | target NIC per second
nd | ynit: bit/s
Bandwi . .
dth e Linux: Check metric value
changes in file /
proc/net/dev in a collection
period.
net_pac | (Agent) | Number of packets received by | >0 | ECS | 1 minute
ketRecv | NIC this NIC per second
Packet | ynit: count/s
Receive . .
Rate e Linux: Check metric value
changes in file /
proc/net/dev in a collection
period.
net_pac | (Agent) | Number of packets sent by this [ >0 [ ECS | 1 minute
ketSent | NIC NIC per second
Packet | ynit: count/s
Send . .
Rate e Linux: Check metric value
changes in file /
proc/net/dev in a collection
period.
net_tcp | (Agent) | Total number of TCP >0 | ECS |1 minute
_total Total connections of this NIC
Number
of TCP
Connect
ions
net_tcp | (Agent) | Number of ESTABLISHED TCP 20 | ECS |1 minute
_establi | Number | connections of this NIC
shed of
ESTABLI
SHED
TCP
Connect
ions
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Dimensions

Key Value

instance_id Specifies the ECS ID.

11.6 Setting Alarm Rules

Scenarios
Setting ECS alarm rules allows you to customize the monitored objects and
notification policies so that you can closely monitor your ECSs.
This section describes how to set ECS alarm rules, including alarm rule names,
monitoring objects, monitoring metrics, alarm thresholds, monitoring intervals,
and notifications.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select your region and project.
3.  Under Management & Deployment, choose Cloud Eye.

4. In the navigation pane on the left, choose Alarm Management > Alarm
Rules.

5.  On the Alarm Rules page, click Create Alarm Rule to create an alarm rule,
or modify an existing alarm rule.

The following uses modifying an existing alarm rule as an example.

a. Click the target alarm rule.

b. Click Modify in the upper right corner of the page.

c. On the Modify Alarm Rule page, set parameters as prompted.

d. Click Modify.
After an alarm rule is modified, the system automatically notifies you of
an alarm when the alarm complying with the alarm rule is generated.

(11 NOTE

For more information about ECS alarm rules, see Cloud Eye User Guide.

11.7 Viewing ECS Metrics

Scenarios

The cloud platform provides Cloud Eye, which monitors the running statuses of
your ECSs. You can obtain the monitoring metrics of each ECS on the
management console.

There a short time delay between transmission and display of monitoring data.
The status of an ECS displayed on Cloud Eye is the status obtained 5 to 10
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minutes before. If an ECS is just created, wait for 5 to 10 minutes to view the real-
time monitoring data.

Prerequisites
e The ECS is running properly.

Cloud Eye does not display the monitoring data for a stopped, faulty, or
deleted ECS. After such an ECS restarts or recovers, the monitoring data is
available in Cloud Eye.

(10 NOTE

Cloud Eye discontinues monitoring ECSs that remain in Stopped or Faulty state for 24
hours and removes them from the monitoring list. However, the alarm rules for such
ECSs are not automatically deleted.

e Alarm rules have been configured in Cloud Eye for the target ECS.

The monitoring data is unavailable for the ECSs without alarm rules
configured in Cloud Eye. For details, see Setting Alarm Rules.

e The target ECS has been properly running for at least 10 minutes.

The monitoring data and graphics are available for a new ECS after the ECS
runs for at least 10 minutes.

Procedure

1. Log in to the management console.

2. Click 0 in the upper left corner and select your region and project.

3. Click

4. In the search box above the upper right corner of the ECS list, enter the ECS
name, IP address, or ID for search.

. Under Compute, click Elastic Cloud Server.

5. Click the name of the target ECS. The page providing details about the ECS is
displayed.

6. Click the Monitoring tab to view the monitoring data.
7. In the ECS monitoring area, select a duration to view the monitoring data.

You can view the monitoring data of the ECS in the last 1 hour, last 3 hours,
last 12 hours, last 1 day, or last 7 days.
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CTS

12.1 Key Operations Supported by CTS

Scenarios

Prerequisites

Cloud Trace Service (CTS) records user operations performed on ECSs and related
resources for further query, auditing, and backtracking.

CTS has been provisioned.

Key ECS Operations Recorded by CTS

Table 12-1 ECS operations recorded by CTS

Operation Resource Type | Event Name
Creating an ECS ecs createServer
createServerV2
createServerV21
Deleting an ECS ecs deleteServer
deleteServerV2
deleteServerV21
Starting an ECS ecs startServer
Restarting an ECS ecs rebootServer
Stopping an ECS ecs stopServer
Adding an ECS NIC ecs addNic
Deleting an ECS NIC ecs deleteNic
delNic
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Operation Resource Type | Event Name
Attaching a disk ecs attachVolume

attachVolumeV2
Attaching a disk (on the EVS ecs attachVolume2
console)
Detaching a disk ecs detachVolume
Reinstalling an OS ecs reinstallOs
Changing an OS ecs changeOs
Modifying specifications ecs resizeServer
Enabling automatic recovery on an ecs addAutoRecovery
ECS
Disabling automatic recovery on an | ecs deleteAutoRecovery
ECS

12.2 Viewing Audit Logs

Scenarios
CTS starts to record ECS operations after it is provisioned. You can view the
operation records of the last seven days on the management console.
This section describes how to view the operation records.

Procedure

1. Log in to the management console.

2. Click in the upper left corner and select your region and project.

3. Click Service List. Under Management & Deployment, choose Cloud Trace
Service.

4. In the navigation pane on the left, choose Trace List.
5. Specify filter criteria as needed. The following filter criteria are available:
- Trace Type, Trace Source, Resource Type, and Search By:
Select a filter criterion from the drop-down list.

If you select Resource ID for Search By, you need to select or enter a
specific resource ID.

- Operator: Select a specific operator (which is a user rather than the
tenant).

- Trace Status: Available options include All trace statuses, Normal,
Warning, and Incident. You can only select one of them.

- Time Range: In the upper-right corner, you can select any time range of
the last seven days to view traces generated during that period.
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6. Expand the trace for details.

7. Click View Trace. A dialog box is displayed, in which the trace structure
details are displayed.

For more information about CTS, see Cloud Trace Service User Guide.
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