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Key Management Service

1.1 Key Types

CMKs include custom keys and default keys. This section describes how to create,
view, enable, disable, schedule the deletion, and cancel the deletion of custom

keys.

Custom keys can be categorized into symmetric keys and asymmetric keys.

Symmetric keys are most commonly used for data encryption protection.
Asymmetric keys are used for digital signature verification or sensitive information
encryption in systems where the trust relationship is not mutual. An asymmetric
key consists of a public key and a private key. The public key can be sent to
anyone. The private key must be securely stored and only accessible to trusted

users.

An asymmetric key can be used to generate and verify a signature. To securely
transfer data, a signer sends the public key to a receiver, uses the private key to
sign data, and then sends the data and signature to the receiver. The receiver can
use the public key to verify the signature.

Table 1-1 Key algorithms supported by KMS

Key Type Algorithm Key Description Usage
Type Specification
s

Symmetric AES e AES_256 AES Encrypts and

key symmetric key | decrypts a
small amount
of data or
data keys.

Issue 02 (2023-01-30)
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1.2 Creating a Key

Prerequisites

Constraints

Scenarios

Key Type Algorithm Key Description Usage
Type Specification
s
Digest key SHA e HMAC_256 | SHA digest e Data
e HMAC 384 key tampering
o HMAC 512 prevention
- e Data
integrity
verification
Asymmetric RSA e RSA 2048 | RSA Encrypts and
key e RSA 3072 | @symmetric decrypts a
- password small amount
® RSA_4096 of data or
creates digital
signatures.
ECC e EC P256 Elliptic curve Digital
e EC P384 recommended | signature
- by NIST

This section describes how to create a custom key on the KMS console.

Custom keys can be categorized into symmetric keys and asymmetric keys.

The account has KMS CMKFullAccess or higher permissions.

e You can create up to 20 custom keys, excluding default keys.

e Symmetric keys are created using the AES key. The AES-256 key can be used
to encrypt and decrypt a small amount of data or data keys. The HMAC key is

used to verify data integrity.

e  Asymmetric keys are created using RSA or ECC algorithms. RSA keys can be
used for encryption, decryption, digital signature, and signature verification.
ECC keys can be used only for digital signature and signature verification.

e Aliases of default keys end with /default. When choosing aliases for your
custom keys, do not use aliases ending with /default.

e DEW keys can be called through APIs for 20,000 times free of charge per

month.

e Encrypt data in OBS

e Encrypt data in EVS

Issue 02 (2023-01-
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e Encrypt data in IMS

e Encrypt an RDS DB instance

e Use custom keys to directly encrypt and decrypt small volumes of data.

e DEK encryption and decryption for user applications

e Message authentication code generation and verification

e Asymmetric keys can be used for digital signatures and signature verification.

Creating a Key

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 Click Create Key in the upper right corner.

Step 5 Configure parameters in the Create Key dialog box.

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 3
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Figure 1-1 Creating a key

Create Key :

Alias KMS-6e29

Key Algorithm AES_256 g

Usage

Enterprise Project —Select—- W Cl Create Enterprise Project
You can organize cloud resources and users by enterprise project for more convenient
management.

Keystore default W Cl Create Keystore

Description (Optional) Enter a description

01255

Tag (Optional)

Tag key

You can add 20 more tags.

Key Price
AP| Request Price

This price is an estimate and may differ from the final price. For sites that support cross-
reaion replication of kevs. the proiect name orefix is added to the resource ID of the bill

o) B

e Alias is the alias of the key to be created.

(11 NOTE

- You can enter digits, letters, underscores (_), hyphens (-), colons (:), and slashes

().

- You can enter up to 255 characters.

e Key Algorithm: Select a key algorithm. For more information, see Table 1-2.
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Table 1-2 Key algorithms supported by KMS

Key Type Algorithm Key Description | Usage
Type Specificatio
ns
Symmetric AES - AES_256 | AES Encrypts and
key symmetric decrypts a
key small
amount of
data or data
keys.
Digest key SHA - HMAC_ 25 [ SHA digest - Data
6 key tampering
— HMAC 38 preventio
4 n
- HMAC_51 - Data
2 integrity
verificatio
n
Asymmetric RSA - RSA_2048 | RSA Encrypts and
key _ RSA 3072 | @asymmetric decrypts a
- password small
- RSA_4096 amount of
data or
creates
digital
signatures.
ECC - EC_P256 Elliptic curve | Digital
_ EC P384 recommende | signature
- d by NIST

Usage: Select SIGN_VERIFY or ENCRYPT_DECRYPT.
- For an AES_256 symmetric key, the default value is ENCRYPT_DECRYPT.
- For an HMAC symmetric key, the default value is

GENERATE_VERIFY_MAC.

- For RSA asymmetric keys, select ENCRYPT_DECRYPT or SIGN_VERIFY.
The default value is SIGN_VERIFY.

- For an ECC asymmetric key, the default value is SIGN_VERIFY.

(10 NOTE

The key usage can only be configured during key creation and cannot be modified

afterwards.

(Optional) Description is the description of the custom key.

(10 NOTE

You can enter up to 255 characters.

The Enterprise Project parameter needs to be set only for enterprise users.

Issue 02 (2023-01-30)

Copyright © Huawei Technologies Co., Ltd.




Data Encryption Workshop

User Guide

1 Key Management Service

If you are an enterprise user and have created an enterprise project, select the
required enterprise project from the drop-down list. The default project is
default.

If there are no Enterprise Management options displayed, you do not need
to configure it.

(11 NOTE

- You can use enterprise projects to manage cloud resources and project members.
For more information about enterprise projects, see What Is Enterprise Project
Management Service?

- For details about how to enable the enterprise project function, see Enabling the
Enterprise Center.

Step 6 (Optional) Add tags to the custom key as needed, and enter the tag key and tag
value.

(11 NOTE

e After creating a CMK, you can click the alias of the CMK to go to the CMK details page

and add a tag to the CMK.

e The same tag (including tag key and tag value) can be used for different custom keys.

However, under the same custom key, one tag key can have only one tag value.

e A maximum of 20 tags can be added for one custom key.

e To delete a tag, click Delete next to it.

Step 7 Click OK. A message is displayed in the upper right corner of the page, indicating
that the key is created successfully.

In the key list, you can view the created keys. The default status of a key is
Enabled.

--—-End

Related Operations

For details about how to upload objects with server-side encryption, see
section "Uploading a File with Server-Side Encryption" in Object Storage
Service User Guide.

For details about how to encrypt data on EVS disks, see section Purchasing
an EVS Disk in the E£lastic Volume Service User Guide.

For details about how to encrypt private images, see section "Encrypting an
Image" in /mage Management Service User Guide.

For details about how to encrypt disks for a database instance in RDS, see
section "Purchasing an Instance" in the Relational Database Service User
Guide.

For details about how to create a DEK and a plaintext-free DEK, see sections
"Creating a DEK" and "Creating a Plaintext-Free DEK" in Data Encryption
Workshop APl Reference.

For details about how to encrypt and decrypt a DEK for a user application, see
sections "Encrypting a DEK" and "Decrypting a DEK" in Data Encryption
Workshop API Conference.

Issue 02 (2023-01-30)
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1.3 Creating CMKs Using Imported Key Materials

1.3.1 Overview

A custom key contains key metadata (key ID, key alias, description, key status, and
creation date) and key materials used for encrypting and decrypting data.

e When a user uses the KMS console to create a custom key, the KMS
automatically generates a key material for the custom key.

e If you want to use your own key material, you can use the key import
function on the KMS console to create a custom key whose key material is
empty, and import the key material to the custom key.

Important Notes
e Security

You need to ensure that random sources meet your security requirements
when using them to generate key materials. When using the import key
function, you need to be responsible for the security of your key materials.
Save the original backup of the key material so that the backup key material
can be imported to the KMS in time when the key material is deleted
accidentally.

e Availability and Durability

Before importing the key material into KMS, you need to ensure the
availability and durability of the key material.

Differences between the imported key material and the key material
generated by KMS are shown in Table 1-3.

Table 1-3 Differences between the imported key material and the key
material generated by KMS

Key Difference
Materia
L Source

Importe | @ You can delete the key material, but cannot delete the
d keys custom key and its metadata.

e Such keys cannot be rotated.

e When importing the key material, you can set the expiration
time of the key material. After the key material expires, the
KMS automatically deletes the key material within 24 hours,
but does not delete the custom key and its metadata.

It is recommended that you save a copy of the material on
your local device because it may be used for re-import in
cases of invalid key materials or key material mis-deletion.
NOTE

Keys using RSA_2048, RSA_3072, RSA_4096, EC_P256, and EC_P384

algorithms are permanently valid. Their key materials cannot be
manually deleted, and their expiration time cannot be configured.

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 7
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Key Difference
Materia
L Source
Keys e The key material cannot be manually deleted.
Fre;,t/elg e Symmetric keys can be rotated.
in
e You cannot set the expiration time for key material.

e Association

When a key material is imported to a custom key, the custom key is
permanently associated with the key material. Other key materials cannot be
imported into the custom key.

e Uniqueness

If you use the custom key created using the imported key material to encrypt
data, the encrypted data can be decrypted only by the custom key that has
been used to encrypt the data, because the metadata and key material of the
custom key must be consistent.

1.3.2 Importing Key Materials

Constraints

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

If you want to use your own key materials instead of the KMS-generated
materials, you can use the console to import your key materials to KMS. CMKs
created using imported materials and KMS-generated materials are managed
together by KMS.

This section describes how to import key materials on the KMS console.

e The HMAC key algorithm does not support the import of key materials.

Log in to the management console.

Click E in the upper left corner of the management console and select a region
or project.

Click —. ChooseSecurity > Data Encryption Workshop.
Click Import Key. The Import Key dialog box is displayed.

Configure key parameters.

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 8
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Figure 1-2 Creating an empty key

Import Key

o Create Key

Alias KMS-ec39

Key Algorithm
Usage
Enterprise Project @

Description

Tag

Key Price

API Request Price

| understand the security and durability of using an imported key.

AES_256

> Create Enterprise Project

e Alias is the alias of the key to be created.

(10 NOTE

Cancel

- You can enter digits, letters, underscores (_), hyphens (-), colons (:), and slashes

(/).

- You can enter up to 255 characters.
e Key Algorithm: Select a key algorithm. For more information, see Table 1-4.

Table 1-4 Key algorithms supported by KMS

Key Type Algorithm | Key Description | Usage
Type Specifications
Symmetric AES AES_256 AES Encrypts and
key symmetric decrypts a
key small
amount of

data or data
keys.

Issue 02 (2023-01-30)
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Key Type Algorithm | Key Description | Usage
Type Specifications
Asymmetric | RSA - RSA_2048 RSA Encrypts and
key — RSA 3072 asymmetric decrypts a
- password small
- RSA_4096 amount of
data or
creates
digital
signatures.
ECC - EC_P256 Elliptic curve | Digital
_ EC P384 recommende | signature
- d by NIST

Usage: Select SIGN_VERIFY or ENCRYPT_DECRYPT.
- For an AES_256 symmetric key, the default value is ENCRYPT_DECRYPT.

- For an HMAC symmetric key, the default value is
GENERATE_VERIFY_MAC.

- For RSA asymmetric keys, select ENCRYPT_DECRYPT or SIGN_VERIFY.
The default value is SIGN_VERIFY.

- For an ECC asymmetric key, the default value is SIGN_VERIFY.
(1] NOTE

The key usage can only be configured during key creation and cannot be modified
afterwards.
(Optional) Description is the description of the custom key.

(10 NOTE

You can enter up to 255 characters.
The Enterprise Project parameter needs to be set only for enterprise users.
If you are an enterprise user and have created an enterprise project, select the

required enterprise project from the drop-down list. The default project is
default.

If there are no Enterprise Management options displayed, you do not need
to configure it.

(11 NOTE

- You can use enterprise projects to manage cloud resources and project members.
For more information about enterprise projects, see What Is Enterprise Project
Management Service?

- For details about how to enable the enterprise project function, see Enabling the
Enterprise Center.

Step 6 (Optional) Add tags to the custom key as needed, and enter the tag key and tag

value.
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(11 NOTE

e If a custom key has been created without any tag, you can add a tag to the custom key
later if needed. Click the alias of the custom key, choose the Tags tab, and click Add
Tag.

e The same tag (including tag key and tag value) can be used for different custom keys.
However, under the same custom key, one tag key can have only one tag value.

e A maximum of 20 tags can be added for one custom key.

e If you want to delete a tag from the tag list when adding multiple tags, you can click
Delete in the row where the tag to be added is located to delete the tag.

Step 7 Click security and durability to understand the security and durability of the
imported key.

Step 8 Select | understand the security and durability of using an imported key, and
create a custom key whose key material is empty.

Step 9 Click Next to go to the Download the Import Items step. Select a key wrapping
algorithm by referring to Table 1-5.

Figure 1-3 Obtaining the wrapping key and import token

Import Key

eKey ——— 9 Download the Import ltems
Key ID

Wrapping Algorithm RSAES_OAEP_SHA_256 A

Use Existing Key Material Download and Continue

Table 1-5 Key wrapping algorithms

Algorithm Description Configuration

RSAES_OAEP_SH | RSA algorithm that uses Select an algorithm based on

A_256 OAEP and has the your HSM functions.
SHA-256 hash function If the HSMs support the

RSAES_OAEP_SHA_256
algorithm, use
RSAES_OAEP_SHA_256 to
encrypt key materials.

(11 NOTE

If you stop a key material import process and want to try again, click Import Key Material
in the row of the required custom key, and import key material in the displayed dialog box.

Step 10 Obtain the wrapping key and import token. If you already have a key material,
skip this step.

1. Obtain the wrapping key and import token.
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- Method 1: Click Download and Continue to download the wrapping key
file, as shown in Figure 1-4.

Figure 1-4 Downloaded file

| wrappingKey ffe a7-a29927851940.bin

= wrappingKey_Key/D is the wrapping key. It is encoded in binary
format and used to encrypt the wrapping key of the key material.

®  |mport token: You do not need to download it. The import wizard
automatically transfers the import token. If you close the wizard
before completing the import, the token will automatically become
invalid.

NOTICE

The wrapping key expires in 24 hours. If the wrapping key is invalid,
download it again.

The import wizard automatically transfers the import token. If you close
the wizard before completing the import, the token will automatically
become invalid. To retry import, open the import wizard again.

- Method 2: Obtain the wrapping key and import token by calling APIs.

i. Call the get-parameters-for-import API to obtain the wrapping key
and import token.

o public_key: content of the wrapping key (Base-64 encoding)
returned after the API call

o import_token: content of the import token (Base-64 encoding)
returned after the API call

The following example describes how to obtain the wrapping key
and import token of a CMK (ID:
43f1ffd7-18fb-4568-9575-602e009b7ee8; algorithm:
RSAES_OAEP_SHA _256).

o  Example request

{
"key_id": "43f1ffd7-18fb-4568-9575-602e009b7ee8",
"wrapping_algorithm":"RSAES_OAEP_SHA_256"

o Example response
{
"key_id": "43f1ffd7-18fb-4568-9575-602e009b7ee8",

"import_token":"import token base64 encoded data",
"expiration_time":1501578672
}
ii. Save the wrapping key and convert its format. Only the key material
encrypted using the converted wrapping key can be imported to the
management console.

1) Copy the content of the wrapping key public_key, paste it to
a .txt file, and save the file as PublicKey.b64.
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2) Use OpenSSL to run the following command to perform Base-64
coding on the content of the PublicKey.b64 file to generate
binary data, and save the converted file as PublicKey.bin:

openssl enc -d -base64 -A -in PublicKey.b64 -out
PublicKey.bin

iii. Save the import token, copy the content of the import_token token,
paste it to a .txt file, and save the file as ImportToken.b64.

2. Use the wrapping key to encrypt the key material.
(1] NOTE

After performing this step, you will obtain either of the following files:
Symmetric key scenario: EncryptedKeyMaterial.bin (key material)

Asymmetric key scenario: EncryptedKeyMaterial.bin (temporary key material) and
out_rsa_private_key.der (private key ciphertext)

Method 1: Use the downloaded wrapping key to encrypt key materials on
your HSM. For details, see the operation guide of your HSM.

Method 2: Use OpenSSL to generate a key material and use the downloaded
wrapping key to encrypt the key material.

(10 NOTE

If you need to run the openssl pkeyutl command, ensure your OpenSSL version is
1.0.2 or later.

a. Generate a key material (256-bit symmetric key) and save it as
PlaintextKeyMaterial.bin.

" |f the AES256 symmetric key algorithm is used, run the following
command on the client where the OpenSSL tool has been installed:

openssl rand -out PlaintextKeyMaterial.bin 32
" |f the RSA and ECC asymmetric key algorithms are used, run the

following command on the client where the OpenSSL tool has been
installed:

1) Generate a hexadecimal AES256 key.
openssl rand -out OxPlaintextKeyMaterial.bin -hex 32
2) Convert the hexadecimal AES256 key to the binary format.

cat OxPlaintextKeyMaterial.bin | xxd -r -ps >
PlaintextKeyMaterial.bin

b. Use the downloaded wrapping key to encrypt the key material and save
the encrypted key material as EncryptedKeyMaterial.bin.

If the wrapping key was downloaded from the console, replace
PublicKey.bin in the following command with the wrapping key name
wrappingKey_keylD.
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Table 1-6 Encrypting the generated key material using the downloaded
wrapping key

Wrapping Key Key Material Encryption
Algorithm

RSAES_OAEP_SHA | openssl pkeyutl
256 -in PlaintextKeyMaterial.bin

-inkey PublicKey.bin

-out EncryptedKeyMaterial.bin
-keyform der

-pubin -encrypt

-pkeyopt rsa_padding_mode:oaep -pkeyopt
rsa_oaep_md:sha256

c. (Optional) To import an asymmetric key, generate an asymmetric private
key, use the temporary key material (EncryptedKeyMaterial.bin) to

enc

rypt the private key, and import the encrypted file as the private key

ciphertext.

Take the RSA4096 algorithm as an example. Perform the following
operations:

1) Generate a private key.
openssl genrsa -out pkcs1_rsa_private_key.pem 4096
2) Convert the format to PKCSS8.

openssl pkcs8 -topk8 -inform PEM -in
pkcs1_rsa_private_key.pem -outform pem -nocrypt -out
rsa_private_key.pem

3) Convert the PKCS8 format to the DER format.

openssl pkcs8 -topk8 -inform PEM -outform DER -in
rsa_private_key.pem -out rsa_private_key.der -nocrypt
4) Use a temporary key material to encrypt the private key.
openssl enc -id-aes256-wrap-pad -K $(cat
OxPlaintextKeyMaterial.bin) -iv A65959A6 -in
rsa_private_key.der -out out_rsa_private_key.der

{11 NOTE

By default, the -id-aes256-wrap-pad algorithm is not enabled in
OpenSSL. To wrap a key, upgrade OpenSSL to the latest version and
patch it first. For details, see FAQs.

Step 11 If you already have the key material, click Existing Key Material. The Import Key
Material page is displayed.

Table 1-7 Parameters for importing key materials (for symmetric keys)

Parameter

Description

Key ID

Random ID of a CMK generated during the CMK creation

Issue 02 (2023-01-30)
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Parameter Description
Key material Import a key material.
For example, use the EncryptedKeyMaterial.bin file in Step
10.2.b.

Table 1-8 Parameters for importing key materials (for asymmetric keys)

Parameter Description

Key ID Random ID of a CMK generated during the CMK creation

Temporary key | Import a temporary key material.

material For example, select the EncryptedKeyMaterial.bin file in
Step 10.2.b.

Private key Select private key ciphertext.

ciphertext For example, select the out_rsa_private_key.der file in Step
10.2.c.

Figure 1-5 Importing key materials

Import Key Material

mport ltems ——— 9 mport Key Materia

Temporary Key Material

Previous Cancel

Step 12 Click Next to go to the Import Key Token step. Configure the parameters as
described in Table 1-9.
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Figure 1-6 Importing a key token

Import Key
-:»:/:-Create Key -:?:-Do-.'e'nl-:authe Import ltems ~/ mport Key Material o mport Key Token

Key ID

Token

Key Material Expiration Mode (®) Key material will never expire

Key material expires on
Table 1-9 Parameters for importing a key token

Parameter Description
Key ID Random ID of a CMK generated during the CMK creation
Key import Select the import token obtained via APl in 12.b.
token
Key material e Key material will never expire: You use this option to
expiration specify that key materials will not expire after import.
mode

e Key material will expire: You use this option to specify the
expiration time of the key materials. By default, key
materials expire in 24 hours after import.

After the key material expires, the system automatically
deletes the key material within 24 hours. Once the key
material is deleted, the key cannot be used and its status
changes to Pending import.

Step 13 Click OK. When the Key imported successfully message is displayed in the upper

right corner, the materials are imported.

NOTICE

Key materials can be successfully imported when they match the corresponding

CMK ID and token.

Your imported materials are displayed in the list of CMKs. The default status of an

imported CMK is Enabled.
----End

1.3.3 Deleting Key Materials

When importing key materials, you can specify their expiration time. After the key
material expires, KMS deletes it, and the status of the custom key changes to

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd.
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Prerequisites

Constraints

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

Pending import. You can manually delete the key materials as needed. The effect
of expiration of the key material is the same as that of manual deletion of the key
material.

This section describes how to delete imported key materials on the KMS console.

(10 NOTE

e To re-import a deleted key material, ensure the imported material is the same as the
deleted one.

e Data encrypted using a CMK cannot be decrypted if the key material of the custom key
was deleted. To decrypt the data, re-import the key material.

e You have imported key materials for a CMK.
e The material source of the CMK is External.
e The CMK status is Enabled or Disabled.

e To re-import a deleted key material, ensure the imported material is the same
as the deleted one.

e Data encrypted using a CMK cannot be decrypted if the key material of the
custom key was deleted. To decrypt the data, re-import the key material.

e After the deletion, the CMK will become unavailable and its status will change
to Pending import.

e The key materials of asymmetric keys cannot be directly deleted. To delete
them, perform the instructions in Deleting One or More CMKs.

Log in to the management console.

Click E in the upper left corner of the management console and select a region
or project.

Click — . ChooseSecurity > Data Encryption Workshop.

In the row containing the target CMK, click Delete Key Material.

In the displayed dialog box, click OK. When Key material deleted successfully is
displayed in the upper right corner, the key materials are successfully deleted.

After the deletion, the CMK will become unavailable and its status changes to
Pending import.

--—-End

1.4 Managing CMKs
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1.4.1 Viewing a CMK
This section describes how to view the information about the custom key on the

KMS console, including the key alias, status, ID, and creation time. The status of a
key can be Enabled, Disabled, Scheduled deletion, or Pending import.

Procedure
Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.

Step 4 Check the key list. Table 1-10 describes the parameters.

Figure 1-7 Custom keys

Figure 1-8 Default keys

Q cll®

ssssss

Enabled

Table 1-10 Key list parameters

Parameter Description

Alias/ID Alias of a key and the random ID of a key generated during
its creation.
NOTE

Use this ID as the value of Path if you are creating a custom policy
in IAM and have selected Specify resource path for Keyld.

Status Status of a CMK, which can be one of the following:

e Enabled
The CMK is enabled.

e Disabled
The CMK is disabled.

e Pending deletion
The CMK is scheduled for deletion.

e Pending import
If your CMK does not have materials, its status is
Pending import.
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Parameter

Description

Creation Time

Creation time of the CMK

Key Algorithm Key algorithm selected during key creation and its usage
and Usage
Origin Source of key material, which can be one of the following:

e External
The key is imported to the KMS from an external system.

e Key Management Service
The key is a default key or created in KMS.

Enterprise Project

Enterprise project the CMK is used for

Operation

Operations you can perform on the key, such as disable,
delete, import key material, or cancel deletion. You can also
assign keys to projects.

Step 5 You can click the alias of a key to view its details, as shown in Figure 1-9.

Figure 1-9 CMK details

Basic Information

Tool
' d{s

Basic Information

KMS-cob3 &

Enabled
d607d1e5-5023-4057-b862-5306aTedc806 [T
Feb 23, 2023 09:01:56 GMT+08:00

4

default
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(11 NOTE

To change the alias or description of the CMK, click £ next to the value of Alias or
Description.

e A default key (the alias suffix of which is /default) does not allow alias and description
changes.

e The alias and description of a CMK cannot be changed if the CMK is in Pending
deletion status.

--—-End

1.4.2 Enabling One or More CMKs

This section describes how to use the KMS console to enable one or more custom
keys. Only enabled custom keys can be used to encrypt or decrypt data. A new
custom key is in the Enabled state by default.

Prerequisites

The custom key you want to enable is in Disabled status.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 In the row containing the target custom key, click Enable.

Step 5 In the displayed dialog box, click OK to enable the key.
{1 NOTE

To enable multiple CMKs at a time, select them and click Enable in the upper left corner of
the list.

--—-End

1.4.3 Disabling One or More CMKs

This section describes how to use the KMS console to disable one or more custom
keys, thereby protecting data in urgent cases.

After being disabled, a custom key cannot be used to encrypt or decrypt any data.
Before using a disabled CMK to encrypt or decrypt data, you must enable it by
following instructions in Enabling One or More CMKs.

Prerequisites

The CMK you want to disable is in Enabled status.
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Constraints
e Default keys created by KMS cannot be disabled.
e Adisabled CMK is still billable. It will stop incurring charges if it is deleted.
Procedure
Step 1 Log in to the management console.
Step 2 Click E in the upper left corner of the management console and select a region
or project.
Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the row containing the target CMK, click Disable.
Step 5 In the displayed dialog box, select | understand the impact of disabling keys,

and click OK.
{0 NOTE

To disable multiple CMKs at a time, select them and click Disable in the upper left corner
of the list.

--—-End

1.4.4 Deleting One or More CMKs

Prerequisites

Constraints

Before deleting the CMK, confirm that it is not in use and will not be used. You
can check the key usage in either of the following ways:

e Check the CMK permission to determine its possible usage scope. For details,
see Querying a Grant.

e Check audit logs to determine the actual usage. For details, see Querying
Real-Time Traces.

e The key to be deleted is in Enabled, Disabled, or Pending import status.

e A key will not be deleted until its scheduled deletion period expires. You can
set the period to a value within the range 7 to 1096 days.

Before the specified deletion date, you can cancel the deletion if you want to
use the CMK. Once the scheduled deletion has taken effect, the CMK will be
deleted permanently and you will not be able to decrypt data encrypted by
the CMK. Exercise caution when performing this operation.

e  For details about the billing information about a CMK scheduled to be
deleted, see Will a CMK Be Charged After It Is Scheduled to Delete?

e Default keys created by KMS cannot be scheduled for deletion.
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Procedure

Step 1 Log in to the management console.

Step 2 Click H in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 In the row containing the target CMK, click Delete in the Operation column.

Figure 1-10 Scheduling the deletion of one CMK

nnnnnnn Status Created Key Algorithm and Usage origin & Keystore Enterprise Project

KiS-ad
Key Management Service

Step 5 On the key deletion dialog box, enter the deletion delay time.

Figure 1-11 Entering the period after which you want the deletion to take effect

e = |

Delete Key

The fo

Alias

KNIS-8299 Enabled a 8021

o confinm deletion, enter "DELETE" below.

(11 NOTE

e A key will not be deleted until its scheduled deletion period expires. You can set the
period to a value within the range 7 to 1096 days. Before the specified deletion date,
you can cancel the deletion if you want to use the CMK.

e For details about the billing information about a CMK scheduled to be deleted, see Will
a CMK Be Charged After It Is Scheduled to Delete?

Step 6 If a key is used to encrypt DDS, RDS, or NoSQL, after you click OK, a message
"Key XXXis being used by XXX Are you sure you want to delete it?" is displayed,
as shown in Figure 1-12. Click Yes.

Figure 1-12 Confirming the deletion

Key is being used by dds. Are you sure you want to delete it?

--—-End

(1 NOTE

To schedule the deletion of multiple CMKs at a time, select them and click Delete in the
upper left corner of the list.
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1.4.5 Canceling the Scheduled Deletion of One or More CMKs

Prerequisites

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

This section describes how to use the KMS console to cancel the scheduled
deletion of one or more custom keys prior to deletion execution. After the
cancellation, the key is in Disabled status.

The CMK for which you want to cancel the scheduled deletion is in Pending
deletion status.

Log in to the management console.

Click E in the upper left corner of the management console and select a region
or project.

Click — . ChooseSecurity > Data Encryption Workshop.
In the row containing the target CMK, click Cancel Deletion.

In the displayed dialog box, click OK to cancel the scheduled deletion.

e If a key is created on the KMS console, the status of the key changes to
Disabled after its scheduled deletion is canceled. For details about how to
enable the key, see Enabling One or More CMKs.

e If the CMK is created using imported materials, its status becomes Disabled
after the cancellation. To enable the CMK, see Enabling One or More CMKs.

e If the CMK is created using imported materials and no key materials have
been imported for it, its status becomes Pending import after the
cancellation. To use the CMK, perform Creating CMKs Using Imported Key
Materials.

(1 NOTE

To cancel the deletion of multiple CMKs at a time, select them and click Cancel Deletion in
the upper left corner of the list.

--—-End

1.4.6 Adding a Key to a Project

Constraints

Enterprise Project is a cloud governance platform that matches the organizational
structure and service management model of your company. It helps you manage
enterprise projects, resources, personnel, finance, and applications in the cloud
based on the hierarchical organization structure (companies, departments, and
projects) and project service structure.

If you have enabled enterprise project management, you can add specified custom
keys to enterprise projects on the KMS console.

e The enterprise project management function has been enabled.
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If you did not enable the enterprise project management function, the
Enterprise Project option is not displayed on the console by default, and you
cannot add keys to a project. For details about how to enable an enterprise
project, see Enabling Enterprise Center.

e The enterprise project of default keys cannot be changed.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Locate the target key, click Add to Project.

Figure 1-13 Adding a key to a project
Add to Project

Alias KMS-alce

Enterprise Project - C Create Enterprise Project

Cancel

(1 NOTE

If you are a non-enterprise user, the Add to Project option is not displayed in the operation
column.

For details about how to enable the enterprise project function, see Enabling the
Enterprise Center.

Step 4 Select a project. Click OK.

--—-End

1.5 Using the Online Tool to Encrypt and Decrypt
Small-Size Data

This section describes how to use the online tool to encrypt or decrypt small-size
data (4 KB or smaller) on the KMS console.

Prerequisites

The custom key is in Enabled status.

Constraints
e Default keys cannot be used to encrypt or decrypt such data with the tool.
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e Asymmetric keys cannot be used to encrypt or decrypt such data with the
tool.

e You can call an API to use a default key to encrypt or decrypt small volumes
of data. For details, see the Data Encryption Workshop APl Reference.

e Use the current CMK to encrypt the data.

e Exercise caution when you delete a CMK. The online tool cannot decrypt data
if the CMK used for encryption has been deleted.

Encrypting Data

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Log in to the management console.

Click E in the upper left corner of the management console and select a region
or project.

Click — . ChooseSecurity > Data Encryption Workshop.

Click the alias of a custom key to view its details, and go to the online tool for
data encryption and decryption.

Click Encrypt. In the text box on the left, enter the data to be encrypted, as shown
in Figure 1-14.

Figure 1-14 Encrypting data

Online Tool
Use the curent e

{his ey when youdecyattre data.

Click Execute. Ciphertext of the data is displayed in the text box on the right.
{11 NOTE

e Use the current CMK to encrypt the data.
e You can click Clear to clear the entered data.
e You can click Copy to Clipboard to copy the ciphertext and save it in a local file.

--—-End

Decrypting Data

Step 1

Step 2
Step 3

Step 4

Log in to the management console.

Click — . ChooseSecurity > Data Encryption Workshop.

You can click any non-default key in Enabled status to go to the encryption and
decryption page of the online tool.

Click Decrypt. In the text box on the left, enter the data to be decrypted. For
details, see Figure 1-15.
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(11 NOTE

e The tool will identify the original encryption CMK and use it to decrypt the data.
e If the key has been deleted, the decryption will fail.

Figure 1-15 Decrypting data

Online Tool
Use e

=
= -

Step 5 Click Execute. Plaintext of the data is displayed in the text box on the right.
L] NOTE

e You can click Copy to Clipboard to copy the plaintext and save it in a local file.

e Enter the plaintext on the console, the text will be encoded to Base64 format before
encryption.

The decryption result returned via APl will be in Base64 format. Perform Base64
decoding to obtain the plaintext entered on the console.

--—-End

1.6 Managing Tags

1.6.1 Adding a Tag

Tags are used to identify keys. You can add tags to custom keys so that you can
classify custom keys, trace them, and collect their usage status according to the
tags.

Constraints

Tags cannot be added to default keys.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 Click the alias of the target custom key to view its details.
Step 5 Click Tags to go to the tag management page.

Step 6 Click Add Tag. In the Add Tag dialog box, enter the tag key and tag value. Table
1-11 describes the parameters.
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Figure 1-16 Adding a tag

[}

[1=]

[1%]
T

Add Tag
View predefined tags. C
kes 01|
n Cancel
L1 NOTE

e If you want to use the same tag to identify multiple cloud resources, you can create
predefined tags in the TMS. In this way, the same tag can be selected for all services. For
more information about predefined tags, see the 7ag Management Service User Guide.

e If you want to delete a tag to be added when adding multiple tags, you can click Delete
in the row where the tag to be added is located to delete the tag.

Table 1-11 Tag parameters

The same tag (including | e
tag key and tag value)
can be used for
different custom keys.
However, under the
same custom key, one
tag key can have only

one tag value. °
A maximum of 20 tags

can be added for one o
custom key.

Parameter | Description Value Example
Value
Tag key Name of a tag. e Mandatory. cost

The tag key must be
unique for the same
custom key.

128 characters limit.

The value cannot start
or end with a space.

Cannot start with
sys_.

The following
character types are
allowed:

- Chinese
- English
- Numbers
- Space

- Special characters:
_i[=+-@
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Parameter | Description Value Example
Value
Tag value Value of the tag e This parameter can be | 100
empty.

e 255 characters limit.

e The following
character types are
allowed:

- Chinese

- English

- Numbers

- Space

- Special characters:

_ifm+-@

Step 7 Click OK to complete.
----End

1.6.2 Modifying Tag Values

This section describes how to modify tag values on the KMS console.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 Click the alias of the target custom key to view its details.

Step 5 Click Tags to go to the tag management page.

Step 6 Click Edit of the target tag, and the Edit Tag dialog box is displayed.
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Figure 1-17 Editing a tag

X
Edit Tag
View predefined tags. C
ey BS
Value 14

Step 7 In the Edit Tag dialog box, enter a tag value, and click OK to complete the
editing.

--—-End

1.6.3 Deleting Tags

This section describes how to delete tags on the KMS console.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 Click the alias of the target custom key to view its details.

Step 5 Click Tags to go to the tag management page.

Step 6 Click Delete of the target tag, and the Delete Tag dialog box is displayed.

Step 7 In the Delete Tag dialog box, click Confirm.
----End

1.7 Rotating CMKs
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1.7.1 About Key Rotation

Purpose of Key Rotation

Keys that are widely or repeatedly used are insecure. To enhance the security of
encryption keys, you are advised to periodically rotate keys and change their key
materials.

The purposes of key rotation are:

To reduce the amount of data encrypted by each key.

A key will be insecure if it is used to encrypt a huge number of data. The
amount of data encrypted a key refers to the total number of bytes or
messages encrypted using the key.

To enhance the capability of responding to security events.

In your initial system security design, you shall design the key rotation
function and use it for routine O&M, so that it will be at hand when an
emergency occurs.

To enhance the data isolation capability.

The ciphertext data generated before and after key rotation will be isolated.
You can identify the impact scope of a security event based on the key
involved and take actions accordingly.

Key Rotation Methods

You can use either of the following key rotation methods:

Manual key rotation

Method 1: Create a key B to replace the currently used key A.

Method 2: Modify the key A and use it.

Take OBS as an example. To manually rotate a key, create a new custom key

on the KMS console. Replace the old custom key with the new one on the
OBS console.

Figure 1-18 Manual key rotation

JE— U—
Encryption Manually replace key A Encryption
application with key B application

;

Key A
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e Automatic key rotation

KMS automatically rotates keys based on the configured rotation period (365
days by default). The system automatically generates a new key to replace
the key in use. Automatic key rotation only changes the key material of a
CMK. The logical attributes of the key will not change, including its key ID,
alias, description, and permissions.

Automatic key rotation has the following characteristics:

a. Enable rotation for an existing custom key. KMS will automatically
generate new key materials for the custom key.

b. Data is not re-encrypted in an automatic key rotation. The DEK generated
using the CMK is not automatically rotated, and data that has been
encrypted using the CMK will not be encrypted again. If a DEK has been
leaked, automatic rotation cannot contain the impact of the leakage.

Figure 1-19 Key rotation

CMK (original version)

. A A A
Key material aaaa

CMK ID=1234abcd-1234-abcd-1234-1234abcd 1234

(11 NOTE

‘ Key rotat>

| CMK (new version) | 1 CMKbacked up by KMS
| v

| [
3 L VVVN D
' Key material 1234 . Key material azaa

KMS retains all versions of a custom key, so that you can decrypt any ciphertext encrypted

using the custom key.

e  KMS uses the latest version of the custom key to encrypt data.

e  When decrypting data, KMS uses the custom key version that was used to encrypt the

data.

Rotation Modes

Table 1-12 Key rotation modes

rotated

Key Type Rotation Mode
Default key Cannot be rotated.
Custom key Keys can be rotated automatically or manually, depending

on the key algorithm type.
e Symmetric key: Can be automatically or manually

e Asymmetric key: Can only be manually rotated.
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Key Type

Rotation Mode

Disabled CMK

Disabled CMKs are not rotated. KMS keeps their rotation
status unchanged. After a custom key is enabled, if it has
been used for longer than the rotation period, KMS will
immediately rotate keys. If the custom key has been used
for shorter than the rotation period, KMS will implement
the original rotation plan.

For more information, see Disabling One or More CMKs.

CMKs in pending
deletion state

KMS does not rotate CMKs in pending deletion status. After
you cancel the deletion of a CMK, the previous key rotation
status will be restored. If the custom key has been used for
longer than the rotation period, KMS will immediately
rotate keys. If the CMK has been used for shorter than the
rotation period, KMS will implement the original rotation
plan.

For more information, see Scheduling the Deletion of One
or More Keys.

(11 NOTE

You can check the rotation details on the Rotation Policy page, including the last rotation
time and number of rotations.

Pricing for Key Rotation

Enabling key rotation may incur additional fees. For details, see Billing

Description.

1.7.2 Enabling Key Rotation

This section describes how to enable rotation for a key on the KMS console.

By default, automatic key rotation is disabled for a custom key. Every time you
enable key rotation, KMS automatically rotates custom keys based on the rotation

period you set.

Prerequisites

e The key is enabled.
e The Origin of the key is KMS.
e  Only symmetric keys can be rotated.

Constraints

e Adisabled custom key is never rotated, even if rotation is enabled for it.

KMS resumes rotation when this custom key is enabled. If you enable this
custom key after one rotation period has passed, KMS will rotate it within 24

hours.
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e Only CMKs can be rotated.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 Click the alias of the target custom key to view its details.

Step 5 Click the Rotation Policy tab. The rotation switch is displayed, as shown in Figure
1-20.

Figure 1-20 Key rotation

BasicInformation ~ Tool | RotationPolicy | Grants  Tags

Rotation Policy

When enabled, key rotation enhances key security by periodically generafing key materials.

Key Rotation

Step 6 Click to enable key rotation.

Step 7 Configure the rotation period and click OK, as shown in Figure 1-21. For more
information, see Table 1-13.

Figure 1-21 Enabling key rotation

Enable Rotation Policy

Rotation Period (Day) 365
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Table 1-13 Key rotation parameters

Parameter

Description

Key rotation

Rotation switch. The default status is

: disabled

D: enabled

After rotation is enabled, the key will be rotated based
on your set period.
NOTE

A disabled custom key is never rotated, even if rotation is
enabled for it.

KMS resumes rotation when this custom key is enabled. If
you enable this custom key after one rotation period has
passed, KMS will rotate it within 24 hours.

Rotation Period (day)

Rotation period (day). The value is an integer ranging
from 30 to 365. The default value is 365.

Configure the period based on how often a custom
key is used. If it is frequently used, configure a short
period. Otherwise, set a long one.

Step 8 Check rotation details, as shown in the following figure.

Figure 1-22 Key rotation details

Toal Rotation Policy

Grants Tags

When enabled, key rotation enhances key security by periodically generating key materials.

Key Rotation

Raotation Period (Day)

Number of Rotations

Last Rotated

«©

%5 £

0
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(11 NOTE

You can click “ﬁ to change the rotation period. After the period is changed, KMS rotates
the key by the new period.

--—-End

1.7.3 Disabling Key Rotation

This section describes how to disable rotation for a key on the KMS console.

Prerequisites
e The key is enabled.
e The Origin of the key is KMS.
e Key rotation has been enabled.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 Click the alias of a symmetric key.
Step 5 Click Rotation Policy and the dialog box is displayed.

Step 6 Click (} to disable key rotation.
Step 7 In the displayed confirmation dialog box, click OK.
Step 8 Check the rotation status, as shown in Figure 1-23.

Figure 1-23 Disabling key rotation

Tool  RotationPolicy ~ Grants  Tags

WWhen enabled, key rotation enhances key security by periodically generafing key materials.

Key Rotation

--—-End
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1.8 Managing a Grant

1.8.1 Creating a Grant

You can create grants for other IAM users or accounts to use the custom key. You
can create a maximum of 100 grants on a custom key.

Prerequisites

e You have obtained the ID of the grantee (user to whom permissions are to be
authorized).

e The target custom key is in Enabled status.

Constraints
e The owner of a custom key can create a grant for the custom key on the KMS
console or by calling APIs. The IAM users or accounts who have the grant
creation permission assigned by the owner of the custom key can create
grants for the custom key only by calling APIs.
e A maximum of 100 grants can be created for a custom key.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.

Step 4 Click the alias of the target custom key to go to its details page and create a grant
on it.

Step 5 Click the Grants tab.
Step 6 Click Create Grant. The Create Grant dialog box is displayed.
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Figure 1-24 Creating a grant (for a user)

Create Grant

Key ID

# User or Account m Account

A grantee is a cloud service user to whom you want to grant operation permissions
associated with the k can abtain the user | e from the page of
My Credential by logging in to the management cansole with the grantee’s
username and passward.

Granted Operations () Select all
Create Data Key Without Plaintext Describe Key
Create Data Key Create Grant
Encrypt Data Key Retire Grant
Decrypt Data Key Encrypt Data
Decrypt Data

Cancel

Figure 1-25 Creating a grant (for an account)

Create Grant

Key ID

# UUser or Account User Account

A account 1D is displayed an the tenant's My Credentials page.

Granted Operations (3) Select all
Create Data Key Without Plaintext Describe Key
Create Data Key Create Grant
Encrypt Data Key Retire Grant
Decrypt Data Key Encrypt Data
Decrypt Data

Cancel

Step 7 In the dialog box that is displayed, enter the ID of the user to be authorized and
select permissions to be granted. For details, see Table 1-14.
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NOTICE

A grantee can perform the authorized operations only by calling the necessary
APIs. For details, see the .

Table 1-14 Parameter description

Parameter Description Example
Value

User or Tenant | Whether a user or an account is authorized. d9a6bb2bdaedd
e User 4ba586cabe63

User ID: Enter the IAM user ID. To obtain 72d1b312
the ID, click the username in the upper
right corner of the page, choose My
Credentials. Choose API Credentials from
the navigation pane, and copy the value
of IAM User ID.

After the authorization is complete, the
IAM user can use the specified keys.

e Account
Account ID: Enter the IAM user ID. To
obtain the ID, click the username in the
upper right corner of the page, choose My
Credentials. Choose API Credentials from
the navigation pane and copy the value of
Account ID.

After the authorization is complete, all
IAM users under the account can use the
specified keys.

Grant Name You can name the grant. test
NOTE

e You can enter digits, letters, underscores (_),
hyphens (-), colons (:), and slashes (/).

Operations -

Step 8 Click OK. When message Grant created successfully is displayed in the upper
right corner, the grant has been created.

In the list of grants, you can view the grant name, grant type, grantee ID, granted
operation, and creation time of the grant.

--—-End

1.8.2 Querying a Grant

You can view the details about a custom key grant on the KMS console, such as
the grant ID, grantee user ID, granted operation, and creation time.
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Prerequisites

You have created a grant.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 Click the alias of the target custom key to view its details.

Step 5 Click Grant to view the created grant of the current custom key. Table 1-15

describes the parameters.

Table 1-15 Parameter description

Parameter Description

Grant Name Name of the grant when created

Granted To Whether permissions are granted to a user or account.
Granted Authorized operations (such as Create Data Key) on the
Operations custom key

Created Time when the grant is created

Operation You can revoke a grant in the Operation column.

Step 6 Click the target grant, the grant details are displayed on the right, as shown in
Figure 1-26.

--—-End

1.8.3 Revoking a Grant
You can revoke a grant on the KMS console in either of the following scenarios:

e A grantee does not need the custom key grant. (The grantee can either tell
the user who has created the grant to revoke the grant or call the necessary
API to revoke the grant directly.)

e You do not want the grantee to have the grant.
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When a grant is revoked, the grantee does not have the corresponding permission
anymore. However, if the grantee has created the same grant to another user,
permission of that user will not be affected.

This section describes how to revoke a grant on the KMS console.

Prerequisites

You have created a grant.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 Click the alias of the target custom key to view its details.
Step 5 In the row of a grantee, click Revoke Grant.

Step 6 In the displayed dialog box, click OK. If Grant grant ID revoked successfully is
displayed in the upper right corner, the grant has been revoked.

(11 NOTE

You can call the API to verify that the key grant has been revoked. For details about how to
use APIs, see Key Management Service APl Reference.

For example, if the grant to create a data key is revoked for a user, an error will be reported
when the user calls the API to create a data key.

--—-End
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Cloud Secret Management Service

2.1 Creating a Shared Secret

This section describes how to create a secret on the CSMS console.
You can create a secret and store its value in its initial version, which is marked as
SYSCURRENT.

Constraints
e A user can create a maximum of 200 secrets.
e By default, the default key csms/default created by CSMS is used as the

encryption key of the current secret. You can also create a user-defined
symmetric key and use a user-defined encryption key on the KMS console.

Creating a Secret

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane, choose Cloud Secret Management Service.

Step 5 Click Create Secret. Configure parameters in the Create Secret dialog box, as
shown in Figure 2-1. For details, see Table 2-1.
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Figure 2-1 Creating a secret

X
Create Secret
o Basic Information
# Secret Name
+ Enterprise Project * | © Create Enterprise Project
d resources and users by enterprise project for more convenient
# Secret Value Secret key/value Plaintext
Key Value
@ Add
Description
4
KMS Encryption Key csme/default - Create Key
By default, the master key camsidefault iz used for encryplion
If KMS encryption is used, what you use beyond the free APl request quota given by KMS
will be billed. Pricing details
Associaled Event MNone -
Secret Storage
APl Request Price
Table 2-1 Secret parameters
Parameter Description
Type Secret type. The default value is Shared secret.
Secret Name Secret name
NOTE
Only letters, digits, hyphens (-), and underscores (_) are
supported.
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Parameter

Description

Enterprise Project

This parameter is provided for enterprise users. If you
are an enterprise user and have created an enterprise
project, select the required enterprise project from the
drop-down list. The default project is default.

NOTE

If you have not enabled enterprise management, this
parameter will not be displayed.

Secret Value

Secret key/value pair and the plaintext secret to be
encrypted

Description
(optional)

Description of a secret

KMS Encryption Key

Select the default key csms/default or a custom key
created on KMS.

NOTE

e (CSMS encrypts private keys using the encryption key
provided by KMS. When you use the KMS encryption
function of the key pair, KMS creates a default key csms/
default for you to use.

e For details about the custom keys created on KMS, see
Creating a Key.

e After a grant is created, you can switch to the manual input
mode, and enter the key ID to use the granted key for
encryption. For details, see .

Associated Event

When creating a secret, you can associate it with a
secret event. You can add, delete, modify, and query
secret versions on the event notification page.

Step 6 Click Next and set the rotation period.

Step 7 Click Next and confirm the creation information.

Step 8 Click OK.

In the secret list, you can view the created secrets. The default status of a secret is

Enabled.
----End

2.2 Managing Secrets

2.2.1 Viewing a Secret

This section describes how to check secret names, statuses, and creation time on
the CSMS console. The secret status can be Enabled or Pending deletion.
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Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane, choose Cloud Secret Management Service.

Step 5 Check the secret list. For more information, see Table 2-2.

Figure 2-2 Secret list

SecretNamel) + Status Type Associated Evert Created Enterpris2 Project Operation

ac.

Enabled Shared secte - Dec 27, 2022 01:54:10 GNT=08:00 cefaul Download Backup | Deletz
TTdby 222,
a

Enabled Shared secret - Jun 26, 2023 144031 GNT=08:00 cefaul: Dewnbad Backuy  Delet
38bbC fafa.

Table 2-2 Secret list parameters

Parameter Description

Secret Name/ID Secret name

Status Status of a secret. The value can be Enabled or Pending
deletion.

Type Secret type. The value can be Shared secret.

Created Time when the secret is created

Enterprise Project | Enterprise project that the secret is to be bound to

Operation You can manage secrets by performing operations in the
Operation column, for example, download secret backup
and delete a secret.

Step 6 Click a secret to view its details, as shown in Figure 2-3.

Figure 2-3 Secret details

Sasic intermation

(11 NOTE

e You can click Edit to modify the encryption key and description of a secret.
e You can click Refresh to refresh secret information.

--—-End
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2.2.2 Deleting a Secret

Before deleting a secret, confirm that it is not in use and will not be used.

Prerequisites

The secret to be deleted is in Enabled state.

Constraints

e A secret will not be deleted until its scheduled deletion period expires. You
can set the period to a value within the range 7 to 30 days. Before the
specified deletion date, you can cancel the deletion if you want to use the
secret. If the scheduled deletion period of a secret expires, the secret will be
deleted and cannot be restored.

e  For details about the billing information about a secret to be deleted, see Are
Credentials Scheduled to Be Deleted Billed?

e If you delete a secret immediately, you can restore it using the secret backup
that you have downloaded in advance. Exercise caution when performing this
operation.

Deleting a Secret

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane, choose Cloud Secret Management Service.
Step 5 In the row of a secret, click Delete.

Step 6 On the displayed page, select a deletion mode. If you want to delete the secret in
a specific time, set Schedule deletion.

Figure 2-4 Setting schedule deletion

< Delete Secret

Deletion Mode

Step 7 Enter DELETE in the confirmation dialog box and click OK.
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(11 NOTE

e A secret will not be deleted until its scheduled deletion period expires. You can set the
period to a value within the range 7 to 30 days. Before the specified deletion date, you
can cancel the deletion if you want to use the secret. If the scheduled deletion period of
a secret expires, the secret will be deleted and cannot be restored.

e For details about the billing information about a secret to be deleted, see Are
Credentials Scheduled to Be Deleted Billed?

e If you delete a secret immediately, you can restore it using the secret backup that you
have downloaded in advance. Exercise caution when performing this operation.

----End

2.3 Managing Secret Versions

2.3.1 Saving and Viewing Secret Values

This section describes how to save and view secret values on the CSMS console.

You can create a new version of a secret to encrypt and keep a new secret value.
By default, The latest secret version in SYSCURRENT state. The previous version is
in the SYSPREVIOUS state.

Constraints
e A secret can have up to 20 versions.
e Secret versions are numbered v1, v2, v3, and so on based on their creation
time.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane, choose Cloud Secret Management Service.
Step 5 Click a secret name to go to the details page.

Step 6 In the, click Add Secret Version, as shown in Figure 2-5. Configure Secret key/
value or Plaintext.
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Figure 2-5 Adding a secret value
Add Secret Version .
Secret Value Secret ke ue Plaintext
Key Value
® Add
cams_list_tr_expire_fime
“ Cancel
Step 7 You can select an expiration time for the stored secret value. The time can be
specific to seconds. After the setting is complete, you can view the expiration time
in the secret version list. For example, Jun 30, 2023 19:52:59.
Step 8 Click OK. A message is displayed in the upper right corner of the page, indicating
that the value is added successfully.
Step 9 In the Version List area, locate the target secret version, click View Secret in the
Operation column, as shown in Figure 2-6..
Figure 2-6 Secret version list
] :
Step 10 View the secret value and click OK.

--—-End

2.3.2 Managing Secret Version Statuses

Constraints

This section describes how to add, change, and delete secret version statuses.

Secret values are encrypted and stored in secret versions. A version can have
multiple statuses. Versions without any statuses are regarded as deprecated and
can be automatically deleted by CSMS.

e The initial version is marked by the SYSCURRENT status tag.

e You can mark a version with a tag created in the service or a custom tag. A
version can have multiple status tags, but a status tag can be used for only
one version. For example, if you add the status tag used by version A to
version B, the tag will be moved from version A to version B.

e A secret can have up to 12 version statuses. A status can be used for only one
version.

e SYSCURRENT and SYSPREVIOUS are preconfigured statuses and cannot be
deleted.
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Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane, choose Cloud Secret Management Service.

Step 5 Click a secret name to go to the details page.

Step 6 In the Version List area, click Manage Status in the Operation column.

Step 7 In the Manage Status dialog box, add, change, or delete the status of a secret

version.

Figure 2-7 Managing statuses

Manage Status

O You can select system-defined statuses or create statuses for a version. Each status can be used for only one version. Adding an occupied
status to a new version will remove it from the old version

Version A

Action “ Change Delete

Existing Version Statuses

e Adding a version status

In the Manage Status dialog box, click Add and enter a status name. Click
OK.

L] NOTE
A secret can have up to 12 version statuses. A status can be used for only one version.

e Updating the version status

In the Manage Status dialog box, click Change and select an existing version
status. Click OK.

e Deleting the version status

In the Manage Status dialog box, click Delete and select a version status.
Click OK.

L] NOTE
SYSCURRENT and SYSPREVIOUS are preconfigured statuses and cannot be deleted.

--—-End
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2.4 Managing Tags

2.4.1 Adding a Tag

Tags are used to identify secrets. You can easily classify and track secrets using
tags.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane, choose Cloud Secret Management Service.

Step 5 Click a secret name to go to the details page.

Step 6 In the Tags area, click Add Tag, as shown in Figure 2-8.. In the Add Tag dialog

box, enter the tag key and tag value. Table 2-3 describes the parameters.

Figure 2-8 Adding a tag

Add Tag

(11 NOTE

e If you want to use the same tag to identify multiple cloud resources, you can create
predefined tags in the TMS. In this way, the same tag can be selected for all services. For
more information about predefined tags, see the 7Tag Management Service User Guide.

e To delete a tag, click Delete next to it.
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Table 2-3 Tag parameters

Parame | Description Remarks

ter

Tag key | Tag name. e Mandatory.
The tag keys of a secret cannot have | e The tag key must be
duplicate values. A tag key can be unique for the same
used for multiple secrets. custom key.
A secret can have up to 20 tags. e 128 characters limit.

e The value cannot start or
end with a space.

e Cannot start with _sys_.

e The following character
types are allowed:

- Chinese

- English

- Numbers

- Space

- Special characters: _.:/=

+@

Tag Value of the tag e Optional
value

e 255 characters limit.

e The following character
types are allowed:

- Chinese
- English
- Numbers
- Space

- Special characters: _.:/=
+-@

Step 7 Click OK.

--—-End

2.4.2 Modifying a Tag Value

This section describes how to modify tag values on the CSMS console.
Procedure
Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.
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Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane, choose Cloud Secret Management Service.
Step 5 Click a secret name to go to the details page.
Step 6 In the Tags area, click Edit.
Step 7 In the Edit Tag dialog box, enter a tag value and click OK.
----End

2.4.3 Deleting a Tag

This section describes how to delete tags on the CSMS console.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane, choose Cloud Secret Management Service.

Step 5 Click a secret name to go to the details page.

Step 6 In the Tags area, click Delete.

Step 7 In the Delete Tag dialog box, click Confirm.
----End
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Key Pair Service

3.1 Creating a Key Pair

For system security reasons, you should use the key pair authentication mode to
authenticate the user who attempts to log in to an ECS.

You can create a key pair and use it for authentication when logging in to your
ECS.

(11 NOTE

If you have already created a key pair, you do not need to create again.

You can create a key pair using either of the following methods:

Creating a key pair on the management console

The public key is automatically saved in Huawei Cloud. The private key can be
downloaded and saved on your local host. You can also save your private keys
in Huawei Cloud and manage them with KPS based on your needs. Huawei
Cloud uses encryption keys provided by KMS to encrypt your private keys to
ensure secure storage and access. For details, see Creating a Key Pair Using
the Management Console.

] NOTE
e The key pair created on the management console uses the SSH-2 (RSA, 2048)
encryption and decryption algorithm.

e Key pairs created by an IAM user on the management console can be used only by
the user. If multiple IAM users need to use the same key pair, you can create an
account key pair.

Creating a key pair using the PuTTYgen tool

Both the public key and private key can be stored on the local host. For
details, see Creating a Key Pair Using PuTTYgen.

(10 NOTE

PuTTYgen is a tool for generating public and private keys. You can obtain the tool
from https://www.putty.org/.

Issue 02 (2023-01-30)

Copyright © Huawei Technologies Co., Ltd. 52


https://www.putty.org/

Data Encryption Workshop

User Guide 3 Key Pair Service
Prerequisites
When creating an account key pair for the first time, you need to obtain a user
with the Tenant Administrator system role.
Constraints

e IAM users cannot create account key pairs.

Creating a Key Pair Using the Management Console

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click Create Key Pair.In the displayed dialog box, enter the key pair name, as

shown in Figure 3-1.

Figure 3-1 Creating a key pair

Create Key Pair
Key pairs are free but there is a guota for how many you can have.

Key Pair Mame KeyPair-7881

Type SSH_RSA_2043 -

If you have not enabled your account key pair, this parameter is invalhd. An
SSH_RSA_2048 key pair will be created by default.
Currently, only the RSA algorithm can be used with Windows.

| agree to host the private key of the key pair. Leam more

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 6 (Optional) Select a key pair type. If no key pair is enabled for your account, an
SSH_RSA_2048 key pair will be created by default.

LI NOTE
Currently, only the RSA algorithm can be used with Windows.

Step 7 Read and select | agree to host the private key of the key pair. if needed. Select
an encryption key from the KMS encryption drop-down list box. Skip this step if
not needed.
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L] NOTE
e KPS encrypts private keys using the encryption key provided by KMS. When you use the

KMS encryption function of the key pair, KMS creates a default key kps/default for you
to use.

e For details about the custom keys created on KMS, see Creating a Key.

Figure 3-2 Managing private keys

Create Key Pair
Key pairs are free but there is a quota for how many you can have.

Key Pair Name KeyPair-addf

Type SSH_RSA_2048 B

If you have not enabled your account key pair, this parameter is invalid. An
S3H_RSA_2048 key pair will be created by default
Currently, only the RSA algorithm can be used with Windows.

KMS Encryption kps/default v | (O View Key List
Key ID f1528a05-2713-4576-3a15-Tcedfb7a 1b0f
| agree to host the private key of the key pair. Learn more
What you use beyond the free API request quota given by KMS will be billed. Pricing details

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 8 Read the Key Pair Service Disclaimer and select | have read and agree to the Key
Pair Service Disclaimer.

Step 9 Click OK. The browser automatically downloads the private key. When the private
key is downloaded, a dialog box is displayed.

Step 10 Save the private key as prompted by the dialog box.

NOTICE

e |f the private key is not managed, it can be downloaded only once. Keep it
properly. If the private key is lost, you can bind a key pair to the ECS again by
resetting the password or key pair. For details, see How Do | Handle the
Failure in Logging In to ECS After Unbinding the Key Pair?.

e |f you have authorized Huawei Cloud to manage the private key, you can
export the private key anytime as required.

Step 11 Click OK. After the key pair is created, you can view the information in the key
pair list, including name, fingerprint, status, and private key.
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(11 NOTE

After the key pair is created, download the private key to your local host and keep it

securely.

--—-End

Creating a Key Pair Using PuTTYgen

Step 1 Generate the public and private keys. Double-click PuTTYgen.exe. The PUuTTY Key
Generator page is displayed, as shown in Figure 3-3.

Figure 3-3 PuTTY Key Generator

E PuTTY Key Generator

File Key ~Conversions

Key
Mo key.

Help

Actiong
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 RSA

Mumber of bits in a generated key:

[ Generate ]

| Load |

S55H-2 DSA
1024

Step 2 Configure the parameters as described in Table 3-1.

Table 3-1 Parameter description

Parameter

Description

Type of key to generate

Encryption and decryption algorithm of key
pairs to be imported to the management
console. Currently, only SSH-2 RSA is
supported.
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Parameter

Description

Number of bits in a generated key

Length of a key pair to be imported to the
management console. Currently, the
following length values are supported:
1024, 2048, and 4096.

Step 3 Click Generate to generate a public key and a private key. See Figure 3-4.

Contents highlighted by the blue-line box show a generated public key.

Figure 3-4 Obtaining the public and private keys

E PuTTY Key Generator

Eile Key Conversions

Key

Help

Public key for pasting into OpenS5H authorized _keys file:

-2l

ssh-=a

AAAABINzaC Tyc 2ZEAAAABIGAAAIBougrR5uEj F¥6BJ S P Aubt Sthecklc 1300 ATNEMgXaFi
1UugQGRMeSul Vgd 14xa8oCF4FGMNy 8 ¥apOY ASmda

=/ /w01 Twed L3 80 TEmKd T 7q BNIdgip (vG EgVz U 38+ EFDifgkzz 7FhXYp 3gHanmnijic
0a¥PBTxeCr3YvIHHJOUHpVEmMG == rsa-key-20180108 »

-

Key fingerprint:
Key comment: rea-foey-20120108
Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
1 55H-1 (RSA)

Mumber of bits in a generated key:

gsh-sa 1023 b6:46:c1:0F:a9:e5f2:10:80fb:80:02:d1:.c7.d6:83

[ Fenerate

)
| lead |
)

Save public key ] [ Save private key

@ 55H-2 BSA

") S5H-2 DSA
1024

Step 4 Copy the information in the blue square and save it in a local .txt file.

NOTICE

Do not save the public key by clicking Save public key. If you save a public key
using Save public key, the public key format will be changed and cannot be

imported to the management console directly.

Step 5 Save the private key in PPK or PEM format.
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NOTICE

For security purposes, the private key can only be downloaded once. Keep it

secure.

Table 3-2 Format of a private key file

Private
Key File
Format

Private Key Usage Scenario

Saving Method

PEM

e Use the Xshell tool to log
in to the cloud server
running the Linux
operating system.

e Manage the private key
on the management
console.

1. Choose Conversions > Export
OpenSSH key.

2. Save the private key, for example,
kp-123.pem, to a local directory.

Obtain the password of a
cloud server running the
Windows operating system.

1. Choose Conversions > Export
OpenSSH key.
NOTE
Do not enter the Key passphrase

information. Otherwise, the password
fails to be obtained.

2. Save the private key, for example,
kp-123.pem, to a local directory.

PPK

Use the PUTTY tool to log in
to the cloud server running
the Linux operating system.

1. On the PUTTY Key Generator
page, choose File > Save private
key.

2. Save the private key, for example,
kp-123.ppk, to a local directory.

After the public key and private key are correctly saved, you can import the key
pair to the management console.

--—-End

3.2 Importing a Key Pair

If you need to use your own key pair (for example, using the key pair created by
the PuTTYgen tool), you can import the public key to the management console
and use its private key to remotely log in to an ECS. You can also manage the
private key on the management console of Huawei Cloud as necessary.

If multiple IAM users need to use the same key pair, use another tool (such as
PuTTYgen) to create a key pair and import it for each of the IAM users separately.
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Prerequisites
e The public and private key files of the key pair to be imported are ready.

e The imported key pair is an account key pair. If a private key pair with the
same name has been created, a message will be displayed, indicating that the
name already exists.

e Each IAM user does not have a private key pair with the same name.

e PKCS8 is supported for imported private keys. Convert the format if PKCS1 is
used.

Constraints

e The SSH keys imported to the KPS console support the following
cryptographic algorithms:

- SSH-DSS
- SSH-ED25519
-  ECDSA-SHA2-NISTP256
- ECDSA-SHA2-NISTP384
-  ECDSA-SHA2-NISTP521
- SSH_RSA: The length can be 2048, 3072, and 4096 bits.
e The format of the private key file that can be imported is PEM.

If the file is in the .ppk format, convert it to a .pem file. For details, see How
Do | Convert the Format of a Private Key File?.

e If the imported private key is encrypted, the upload will fail.

Procedure

Step 1 Log in to the management console.
Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click Import Key Pair. In the displayed dialog box, click Select File and import a
public key file, or paste the public keys in the Public Key Content text box, as
shown in Figure 3-5.
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Figure 3-5 Importing a key pair
Import Key Pair

Key pairs are free but there is a quota for how many you can have.

To import a public key, use either of the following methods

1. Click Select File to import a publi file. You can change the key name if necassary.

2. Copy the content of a public key file to the Public Key Content field and enter a name in the Name field.
Notes: Only RSA keys are supported. The key file size must be 1024, 2048, or 4096 bits.

* Key Pair Name KeyPair-a0a9

Public Key No file is selected. Select File

# Public Key Content

| agree to host the private key of the key pair. Learn more

| have read and agree to the Key Pair Service Disclaimer

Cancel

(11 NOTE

e You can customize the name of an imported key pair.
e If a message is displayed, indicating that the name already exists, change the key pair
name.

Step 6 Read and select | agree to host the private key of the key pair. if needed, as
shown in Figure 3-6. Skip this step if not needed.
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Figure 3-6 Managing private keys
Import Key Pair

Key pairs are free but there is a gquota for how many you can have.

To import a public key, use either of the following methods
1. Click Select File to import a publi file. You can change the key name if necessary.
2. Copy the content of a publ ield and enter a name in the Name field.

otes: Only RSA keys are suf 2 1024, 2048, or 4096 bits
Key Pair Name KeyPair-63cf
Public Key Mo file is selected. Select File
Public Key Content
Private Key Mo file is selected. Select File
Private Key Content
KMS Encryption kpsidefault v C

Key ID §14394b5-c077-4551-8bd6-85024b2645d3

| agree to host the private key of the key pair. Leam more

J What you use beyond the free API request quota given by KMS will be billed. Pricing

details

| have read and agree to the Key Pair Service Disclaimer

Cancel

1. Click Select File, select the .pem private key file to be imported. Alternatively,
you can copy and paste the private key content to the Private Key Content
text box.

2. Select an encryption key from the KMS Encryption drop-down list box.
(0 NOTE

- KPS encrypts private keys using the encryption key provided by KMS. When you use
the KMS encryption function of the key pair, KMS creates a default key kps/
default for you to use.

- For details about the custom keys created on KMS, see Creating a Key.

Step 7 Read the Key Pair Service Disclaimer and select | have read and agree to the Key
Pair Service Disclaimer.

Step 8 Click OK to import the key pair.
----End
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3.3 Upgrading a Key Pair

To allow all the users under your account to use your key pairs, you can upgrade
the key pairs to account key pairs.

Prerequisites
e A key pair has been created or imported.

e  Users with the Tenant Administrator system role must perform the upgrade at
least once. The number of key pairs to be upgraded is not limited.

e The service ticket for key upgrade has been handled.

Constraints
e Key pairs using the same names as existing account key pairs or other users'
private key pairs cannot be upgraded.
e If a private key pair is upgraded to an account key pair, the account key pair
quota is not occupied.
e Once a private key pair is upgraded to an account key pair, it cannot be
changed back.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.
Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.
Step 5 Click the Private Key Pairs tab and then click Upgrade Key Pair.
Step 6 In the displayed dialog box, select the key pair to be upgraded, and click OK, as
shown in Figure 3-7.
Figure 3-7 Upgrading a key pair
Upgrade Key Pair
kps_free_warn

The selected key pairs will be upgraded to account key pairs and available to all users under the account Key pairs using the same names as
exisfing account key pairs or other users’ private key pairs cannot be upgraded. The first key pair upgrade must be performed by a user with the
Tenant Administrator role. The number of key pairs to be upgraded is not limited

Key Pair Name Fingerprint

Bvurg 8c:8db6ed:e3:05:36:23:57:46:d9:6d:b3.9e:7e:8d
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L] NOTE
Upgraded key pairs are displayed in the account key pair list.

--—-End

3.4 Deleting a Key Pair

You can delete a key pair if it is no longer used.

This section describes how to delete a key pair on the KPS console

Constraints

e A deleted key cannot be recovered. Therefore, exercise caution when
performing this operation.

e The private key imported for a key pair will be deleted with it.

e If you delete the public key that has been bound to an ECS on the console
and the private key has been saved locally, you can use the private key to log
in to the ECS. The deletion operation does not affect the ECS login.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 In the row containing the target key pair, click Delete.
(11 NOTE

If you have upgraded the key pair to an account key pair, perform the following steps in the
account key pair list.

----End
3.5 Using Key Pairs

3.5.1 Binding a Key Pair

If you set the login mode to Password when purchasing an ECS running Linux,
and you need to change the login mode to Key Pair, you can bind the key pair to
the ECS on the KPS console, KPS will configure the key pair. After the key pair is
bound, you can use the private key to log in to the ECS.

This section describes how to bind a key pair to an ECS on the KPS console.
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Prerequisites
e The ECS must be in the Running or Shut down state.
e The ECS has not been bound to a key pair.

e The ECS whose key pair is to be reset uses the public image provided by
Huawei Cloud.

e To bind to a key pair, you can write the public key of the user to the /
root/.ssh/authorized_keys file on the server. Ensure that the file is not
modified before binding to the key pair. Otherwise, the binding will fail.

e The SSH port (22 by default) of the ECS security group must allow traffic
from the 100.125.0.0/16 CIDR block in advance.

Constraints

e On the management console, key pairs cannot be bound to ECSs that run
Windows.

e Key pairs cannot be bound to public images running CoreOS, OpenEuler,
FreeBSD (Other), Kylin V10 64-bit, or UnionTech OS Server 20 Euler 64-bit.
Binding a Key Pair

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.
Step 5 Click ECS List to view ECSs.

Step 6 Click Bind in the row of an ECS to open the Bind Key Pair dialog box.

e If the ECS is shut down, a dialog box will be displayed, as shown in Figure
3-8.
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Figure 3-8 Binding a key pair (1)

Bind Key Pair

© The key pair bound fo the server can be used for login. For securily purposes, you are advised fo disable
password login for this server. An ECS will be temporarily created and then deleted to complete this
operation. In most cases this only costs cents.7

ECS Name
IP Address 17 6
Status ® shut down
* Mew Key Pair .

Disable the password login mode. Leam more

| have read and agree to the Key Pair Service Disclaimer

Cancel

e If the ECS is running, you need to provide the root password, as shown in
Figure 3-9.

Figure 3-9 Binding a key pair (2)

Bind Key Pair

6 The system will configure the key pair for the server. After this operation, you can use the key to log in to the
server. To ensure security, it is recommended that you disable the password login mode of the server and
use only the key to log in to the server.

ECS Name - b
IP Address 1 p
Status Running
# New Key Pair .
# Root Password -

*Port (3) 22

Disable the password login mode. Leam more

| have read and agree to the Key Pair Service Disclaimer

Cancel
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(11 NOTE

- If you have the root password of the ECS, you can directly enter the password to
bind the key pair to the ECS.

- If you do not have the root password of the ECS, you can shut down the ECS, and
bind the key pair when the ECS is in Shut down state.

Step 7 Select a new key pair from the drop-down list box of New Key Pair.
Step 8 The default port number is 22 and can be modified.
(11 NOTE

Step 9 You can choose whether to disable the password login mode as necessary. By
default, the password login mode is disabled.

(11 NOTE

e If you do not disable the password login mode, you can use the password or the key
pair to log in to the ECS.

e [f the password login mode is disabled, you can use only the key pair to log in to the
ECS. If you need to use the password login mode later, you can enable the password
login mode again. For details, see How Do | Enable the Password Login Mode for an
ECS?.

Step 10 Read and select | have read and agree to the Key Pair Service Disclaimer.

Step 11 Click OK to complete the operation.

e If the ECS is not shut down, use the root password to bind the key pair. It
takes about 30 seconds to complete.

e |f the ECS is shut down, the binding operation may take about five minutes.

--—-End

3.5.2 Binding Key Pairs in Batches

When ECS is in the Running state, you can bind key pairs in batches on the
console.

This section describes how to bind key pairs in batches on the KMS console.

Application Scenario

e If multiple ECSs to be bound have the same password, you can enter the
password and select the key pair with just a few clicks.

e If the passwords of the ECSs to be bound are different, you can enter their
passwords and select the same key pair for binding.

Prerequisites
e The ECS must be in the Running state.
e The ECS has not been bound to a key pair.

Constraints

e On the management console, key pairs cannot be bound to ECSs that run
Windows.
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e Key pairs cannot be bound to public images running CoreOS, OpenEuler,
FreeBSD (Other), Kylin V10 64-bit, or UnionTech OS Server 20 Euler 64-bit.

e You can bind key pairs to a maximum of 10 ECSs at a time.

Procedure

Step 1 Log in to the management console.

Step 2 Click H in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click ECS List to view ECSs.

Step 6 Select the servers to be bound in batches and click Bind above the search box.

e If the passwords of the ECSs to be bound are the same, you can select a key
pair by one click and enter the password to bind the key pair. For details, see
Figure 3-10.

Figure 3-10 Unified bind
Bind Key Pair to ECS

ﬂ The system will configure the key pair for the server. After this operation, you can use the key to log in to the server. To ensure security, it is
recommended that you disable the password login mode of the server and use only the key to log in to the server.

Operation Type Unified bind Separate bind

Key Pair v

Root Password ®

ot (3) 2
ECS Name IP Address Status Key Pair Root Password Port Disable P...
ecs-8544 172.16.255.104 Running
cyy-testiorbi...  172.19.16.232 Running

Dizable the password login mode. Leam more

| have read and agree to the Key Pair Service Disclaimer

Cancel

e If the passwords of the ECSs to be bound are different, you can bind them
separately. For details, see Figure 3-11.
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Figure 3-11 Separate bind
Bind Key Pair to ECS

@ The system will configure the key pair for the server. After this operation, you can use the key to log in to the server. To ensure security, it is
recommended that you disable the password login mode of the server and use only the key to log in to the server.

Key Pair KeyPair-4083 -
ECS Name 1P Address Status Key Pair Root Password Port Disable P...
1 % Running £S5 2
1€ 36 Running © 22

Disable the passwerd login mode. Learn more

| have read and agree to the Key Pair Service Disclaimer

Cancel

(] NOTE
If you select Unified bind, only the same key pair can be used for binding.
Step 7 The default port number is 22 and can be modified.
L] NOTE

Step 8 You can choose whether to disable the password login mode as necessary. By
default, the password login mode is disabled.

(11 NOTE

e If you do not disable the password login mode, you can use the password or the key
pair to log in to the ECS.

e If the password login mode is disabled, you can use only the key pair to log in to the
ECS. If you need to use the password login mode later, you can enable the password
login mode again. For details, see How Do | Enable the Password Login Mode for an
ECS?.
Step 9 Select | have read and agree to the Key Pair Service Disclaimer.

Step 10 Click OK. The key pairs are bound in batches. The binding takes about 3 to 5
minutes.

--—-End

3.5.3 Viewing a Key Pair

This section describes how to view the key pair information, including the names,
fingerprints, private keys, and used keys on the KPS page of the DEW console.

Procedure

Step 1 Log in to the management console.
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Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click the Private Key Pairs tab and view information about the key pair in the key
pair list.

L] NOTE
The list describes the names, fingerprints, private keys, and statuses of key pairs.

Step 6 Click the name of the target key pair. The detailed information about the key pair
and the list of ECSs using the key pair are displayed, as shown inFigure 3-12.

Figure 3-12 Key pair details

2 CWIYXOF

[ o 77 Te Jan 28, 2020 19.55:40 GMT+08:00

Basic Information

4 o

Jan 28, 2020 19:85:4) GUT-08:00

(11 NOTE

When you purchase an ECS and set login mode to Key Pair, the selected key pair is bound
to the ECS.

Table 3-3 lists the parameters of the ECS to which the key pair is bound.

Table 3-3 ECS parameters

Parameter Description

ECS Name/ID Name and ID of an ECS
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Parameter Description

Status Status of an ECS. The possible values are as follows:
e Running

e Creating

e Faulty

e Shut down

e DELETE

e HARD_REBOOT
e MIGRATING

e REBOOT

e RESIZE

e REVERT_RESIZE
e SHELVED

e SHELVED_OFF
e LOADED

e UNKNOWN

e VERIFY_RESIZE

Private IP address Private IP Address

EIP Elastic IP address

Bound key pair Key pair that is bound to the ECS

Step 7 Click ECS List to view ECSs.

Figure 3-13 ECS list

Key Pair List E

Status Private IP Address Elastic IP Address AssociatedKeyPsir  Operation

fcd99d94-ds¢

Step 8 Click the number next to the task status icon o to view failed tasks, as shown in
Figure 3-14.

L] NOTE
Status of resetting or replacing the key pair:

: Executing

0: Execution failed
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Figure 3-14 Failed key pair tasks

Failed Key Pair Tasks

rs are successfully configured, view them in

Delete Al
ECS Name/ID Key Pair Name |= Operati.. J|= Executed On |= Failure Cause Opeartion

3a-lc Bind Aug 09, 2021 16: Server login credential in
3a-lc Bind Aug 09, 2021 16...  Server login credential in...

9a982

3a-lc Bind Aug 09, 2021 16: Server login credential in

(1 NOTE

e You can click Delete in the row where the target key pair is displayed to delete the
failed key pair task. You can also click Delete All on top of the list to delete all failed
tasks.

e Click Learn more to view related documents.

--—-End

3.5.4 Resetting a Key Pair

If your private key is lost, you can use a new key pair to reconfigure the ECS
through the management console. After resetting the key pair, you need to use
the private key of the new key pair to log in to the ECS, and the original private
key cannot be used to log in to the ECS.

This section describes how to reset a key pair on the KPS console.

Prerequisites

e The ECS whose key pair is to be reset uses the public image provided by
Huawei Cloud.

e To reset the key pair, you can replace the public key of the user by modifying
the /root/.ssh/authorized_keys file on the server. Ensure that the file is not
modified before resetting the key pair. Otherwise, the reset will fail.

e The ecs must be in the Shut down state.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane on the left, click Key Pair Service.
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Step 5 Click the ECS List tab.
Step 6 Locate the target ECS and click Reset. The key pair reset dialog box is displayed,
as shown in Figure 3-15.
Figure 3-15 Resetting a key pair
Are you sure you want to reset the key pair of the following server? :
for ths ECS. An ECS wil be tamporariy éreated and then deleted 1o complete hs aperation.1n most cases g
generates less than ¥0_1 in incidental charges.
ECS Name ir 119
IP Address 1 4
Status ® shut down
Key Pair 2
New Key Pair v
Fort (@) 22
| have read and agree to the Key Pair Service Disclaimer
Cancel
Step 7 Select a new key pair from the drop-down list box of New Key Pair.
Step 8 The default port number is 22 and can be modified.
{0 NOTE
Step 9 Read and select | have read and agree to the Key Pair Service Disclaimer.
Step 10 Click OK. The ECS key pair will be reset in about 10 minutes.

----End

3.5.5 Replacing a Key Pair

Prerequisites

If your private key is leaked, you can use a new key pair to replace the public key
of the ECS through the management console. After replacing the key pair, you
need to use the private key of the new key pair to log in to the ECS, and the
original private key cannot be used to log in to the ECS.

This section describes how to replace a key pair on the KPS console.

e The ECS whose key pair is to be replaced uses the public image provided by
Huawei Cloud.

e To replace the key pair, you can replace the public key of the user by
modifying the /root/.ssh/authorized_keys file on the server. Ensure that the
file is not modified before replacing the key pair. Otherwise, replacing the
public key will fail.
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e The ECS must be in the Running state.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.
Step 5 Click the ECS List tab.

Step 6 Locate the target ECS and click Replace, the key pair replacement dialog box is
displayed, as shown in Figure 3-16.

Figure 3-16 Replacing a key pair
Are you sure you want to replace the key pair of the following server?

The system will use the new key pair for the server. After thiz operation is executed, the existing key pair cannot be
used to log in to the server.

ECS Mame image- 19

|P Address 1 4

Status Running

Key Pair 2

Mew Key Pair v
Private Key in Use .@. Mo file is selected. Select File

Port (@) 22

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 7 Select a new key pair from the drop-down list box of New Key Pair.

Step 8 Click Select File to upload the private key (in .pem format) of the original key pair
or copy the private key content to the text box.

(1 NOTE

e The private key to be uploaded or copied to the text box must be in the .pem format. If
it is in the .ppk format, convert it by referring to How Do | Convert the Format of a
Private Key File?.
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Step 9 The default port number is 22 and can be modified.
(110 NOTE

Step 10 Read and select | have read and agree to the Key Pair Service Disclaimer.
Step 11 Click OK. The key pair will be replaced in about one minute.
----End

3.5.6 Unbinding a Key Pair

When you use a key pair to log in to an ECS, and you need to change the login
mode to Password, unbind the key pair on the KPS management console. After
the key pair is unbound, you can use the password to log in to the ECS.

Prerequisites
e The ECS must be in the Running or Shut down state.
e The ECS has been bound to a key pair.

e The ECS whose key pair is to be unbound uses the public image provided by
Huawei Cloud.

e To unbind from a key pair, you can delete the public key of the user from
the /root/.ssh/authorized_keys file on the server. Ensure that the file is not
modified before unbinding from the key pair. Otherwise, the unbinding will
fail.

Constraints

e If you have not set a password for logging in to the ECS, or you have
forgotten your password, reset the login password on the ECS management
console. For details, see Elastic Cloud Server User Guide.

e If you set login mode to Key Pair when you create the ECS, after the key pair
is unbound, shut down the ECS first to bind a key pair again.

e To log in to the ECS, after you unbind the key pair, reset the password in time
on the ECS console. For details, see Elastic Search Server User Guide.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.
Step 5 Click the ECS List tab.

Step 6 Locate the target ECS and click Unbind.

e If the ECS is shut down, a dialog box will be displayed, as shown in Figure
3-17.

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 73


https://console.eu.huaweicloud.com

Data Encryption Workshop

User Guide

3 Key Pair Service

Figure 3-17 Unbinding a key pair (1)
Are you sure you want to unbind the key pair from the following ECS?

The system will unbind the key pair from the ECS. After this operation, you can only use the original password to log in.
If you forget the password or have not set a password, you can reset the password on the ECS page. An ECS will be
temporarily created and then deleted to complete this operation. In most cazes this generates less than ¥0.1 in
incidental charges.

ECS Name

IP Address 1 120.3
Status @ Shut down
Key Pair

| have read and agree to the Key Pair Service Disclaimer
Cancsl

If the ECS is running, a dialog box will be displayed, as shown in Figure 3-18.

Figure 3-18 Unbinding a key pair (2)

Are you sure you want to unbind the key pair from the following ECS?

The system will unbind the key pair from the ECS. After this operation, you can only use the original password to log in.
If you forget the password or have not set a password, you can reset the password on the ECS page.

ECS Name image 9
IP Address 4

Status Running

Key Pair 2

# Private Key in Use @ No file is selected. Select File

* Port (3) 22

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 7 If you unbind the key pair when the ECS is in the Running state, you need to

upload the private key. Click Select file to upload the private key (in the .pem
format) of the existing key pair or copy the private key to the text box. If the ECS
is shut down, skip this step.
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{11 NOTE
e The private key to be uploaded or copied to the text box must be in the .pem format. If
it is in the .ppk format, convert it by referring to How Do | Convert the Format of a
Private Key File?.
Step 8 The default port number is 22 and can be modified.
{11 NOTE
Step 9 Read and select | have read and agree to the Key Pair Service Disclaimer.
Step 10 Click OK. The key pair will be unbound from the ECS in about one minute.

(1 NOTE

To log in to the ECS, after you unbind the key pair, reset the password in time on the ECS
console. For details, see Elastic Search Server User Guide.

--—-End

3.6 Managing Private Keys

3.6.1 Importing a Private Key

Prerequisites

Constraints

Procedure

Step 1

To facilitate local private key management, you can import the private key to the
KPS console for centralized management of your private keys. The managed
private keys are encrypted by the keys provided by KMS, ensuring security for
storage, import, and export of the private keys. You can download the private keys
from the management console whenever you need. To ensure the security of the
private keys, keep the downloaded private keys properly.

This section describes how to import a key pair on the KPS console.

The private key file matching the public key has been obtained.

e  Only the private key that matches a public key can be imported for the public
key.

e The private key to be uploaded or copied to the text box must be in the .pem
format. If it is in the .ppk format, convert it by referring to How Do | Convert
the Format of a Private Key File?.

e  When you enable the encryption function for a key pair, KMS automatically
creates a default key kps/default for the key pair.

e When selecting an encryption key, you can select an existing encryption key
or click View Key List to create an encryption key.

Log in to the management console.
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Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click Import Private Key in the row where the target public key is located. Set
parameters in the Import Private Key dialog box, as shown in Figure 3-19.

Figure 3-19 Importing a private key

Import Private Key

Private keys are encrypted and hosted on the cloud but can be exported as needed. Your private keys will
never be used for any purpose irrelevant to key pair management

Mote: Once the private key is imported successiully, you will be charged for the management service by hour
This function is offered for free now.Learn more

Key Pair Name KeyPair-2al1

Private Key Mo file iz selected. Select File
Private Key Content

KMS Encryption kps/default v C
Key ID

If KMS encryption iz used, what you use beyond the free API request gquota given by
KMS will be billed. Pricing details

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 6 Click Select File, select a local .pem private key file. Alternatively, you can copy
and paste the private key content to the Private Key Content text box.

(1 NOTE

e Only the private key that matches a public key can be imported for the public key.

e The private key to be uploaded or copied to the text box must be in the .pem format. If
it is in the .ppk format, convert it by referring to How Do | Convert the Format of a
Private Key File?.

Step 7 Select an encryption key from the KMS encryption drop-down list box.
L] NOTE

e When you enable the encryption function for a key pair, KMS automatically creates a
default key kps/default for the key pair.

e When selecting an encryption key, you can select an existing encryption key or click
View Key List to create an encryption key.
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Step 8 Read and select | have read and agree to the Key Pair Service Disclaimer.
Step 9 Click OK to complete the import.
----End

3.6.2 Exporting a Private Key

If you have the private keys managed by the management console, you can
download the private keys whenever you need. To ensure the security of the
private key, keep the downloaded private key properly.

Prerequisites

The private key has been managed on the management console.

Constraints

A private key is encrypted and decrypted using the same encryption key. If the
encryption key is deleted, the private key will fail to be exported.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click —. ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Click Export Private Key in the row where the target key pair resides. The Export
Private Key dialog box is displayed, as shown in Figure 3-20.

Figure 3-20 Exporting a private key

Export Private Key

Keep the downloaded private key secure on your local device to ensure the
privacy and confidentiality. You can export the private key again if necessary

Key Pair Mame

| have read and agree to the Key Pair Service Disclaimer

Cancel

Step 6 Read and select | have read and agree to the Key Pair Service Disclaimer.

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 77


https://console.eu.huaweicloud.com

Data Encryption Workshop
User Guide 3 Key Pair Service

Step 7 Click OK. The browser automatically downloads the private key.

NOTICE

When exporting a private key, you need to use the encryption key that encrypts
the private key to decrypt the private key. If the encryption key has been
completely deleted, exporting the private key will fail.

--—-End

3.6.3 Clearing a Private Key

If the private keys managed by KPS are no longer needed, you can clear the
managed private keys on the KPS console.

Prerequisites

The private key has been managed on the management console.

Constraints
After the private key is cleared, you cannot obtain the private key from Huawei
Cloud. Exercise caution when performing this operation. If you need to have the
private key managed again, you can import the private key to the management
console.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.
Step 4 In the navigation pane on the left, click Key Pair Service.

Step 5 Locate the target key pair, choose More > Clear Private Key in the Operation
column.

(1 NOTE

If you have upgraded the key pair to an account key pair, perform the following steps in the
account key pair list.

Step 6 In the displayed Clear Private Key dialog box, click OK.
{1 NOTE

After the private key is cleared, you cannot obtain the private key from Huawei Cloud.
Exercise caution when performing this operation. If you need to have the private key
managed again, you can import the private key to the management console.

--—-End
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3.7 Using a Private Key to Log In to the Linux ECS

After you create or import a key pair on the KMS console, set login mode to Key
Pair when purchasing an ECS, and select the created or imported key pair.

After purchasing an ECS, you can use the private key of the key pair to log in to
the ECS.

Prerequisites

e The network connection between the login tool (such as PuTTY and XShell)
and the target ECS is normal.

e You have bound an EIP to the ECS.
e You have obtained the private key file of the ECS.

Constraints

The private key files of the ECS must meet the requirements list in the following
table.

Table 3-4 Private key file formats

Local OS Linux ECS Login Tool | Private Key File Format
Windows OS Xshell .pem

PuTTY .ppk
Linux OS - .pem or .ppk

If your private key file is not in the required format, convert it by referring to How
Do | Convert the Format of a Private Key File?.
Logging In from a Windows Computer

To log in to the Linux ECS from a Windows computer, perform the operations
described in this section.

Method 1: Use PuTTY to log in to the ECS.
Step 1 Double-click PuTTY.EXE. The PuUTTY Configuration page is displayed.
Step 2 Choose Connection > Data. Enter the image username in Auto-login username.

(11 NOTE

e If the public image of the CoreOS is used, the username of the image is core.
e For a non-CoreOS public image, the username of the image is root.

Step 3 Choose Connection > SSH > Auth. In Private key file for authentication, click
Browse and select a private key file (in the .ppk format).
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Step 4 Click Session and enter the EIP of the ECS under Host Name (or IP address).

Figure 3-21 Configuring the EIP

’ﬁ PuTTY Configuration @

Categony:

= Sgssinn Basic options for your PuTTY session

) Specify the destination you want to connect to
= T?Emgfll:uuard Host Mame (or [P address) Port
- Bell 2
- Features Connection type:
=1- Window () Baw () Telnet ) Rlogin @ 55H () Serial
- Appearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

- Selection
- Colours -

£ Connedtion Default Settings Load
- Data

- Proxy
- Telnet Delete
- Rlogin
- 55H
- Seral

Save

Close window on et
(7 Mways () Newver @ Only on clean exit

Abott ||  Help | Open || Cancel

Step 5 Click Open to log in to the ECS.
----End
Method 2: Use Xshell to log in to the ECS.
Step 1 Start the Xshell tool.
Step 2 Run the following command to remotely log in to the ECS through SSH:
ssh Username@ EIP
An example command is provided as follows:
ssh root@192.168.1.1

Step 3 (Optional) If the system displays the SSH Security Warning dialog box, click
Accept & Save.

Step 4 Select Public Key and click Browse next to the CMK text box.
Step 5 In the displayed dialog box, click Import.

Step 6 Select the locally stored key file (in the .pem format) and click Open.
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Step 7

Click OK to log in to the ECS.
----End

Logging In from a Linux Computer

Step 1

Step 2

3.8 Using

To log in to the Linux ECS from a Linux computer, perform the operations
described in this section. The following procedure uses private key file kp-123.ppk
as an example to log in to the ECS. The name of your private key file may differ.

On the Linux CLI, run the following command to change operation permissions:
chmod 600 /path/kp-123.ppk
{10 NOTE
In the preceding command, path is the path where the key file is saved.
Run the following command to log in to the ECS:
ssh -i /path/kp-123 root@ EIP
{10 NOTE

e In the preceding command, path is the path where the key file is saved.
e [/Pis the EIP bound to the ECS.

--—-End

a Private Key to Obtain the Login Password

of Windows ECS

Prerequisites

Constraints

A password is required when you log in to a Windows ECS. First, obtain the
administrator password generated during the initial installation of the ECS from
the private key file downloaded when you create the ECS. The administrator
password is the password of account Administrator or an account set in
Cloudbase-init. This password is randomly generated, with high security.

You can obtain the password for logging in to a Windows ECS through the
management console

You have obtained the private key file in the .pem format for logging in to the
ECS.

e After obtaining the initial password, you are advised to clear the password
information recorded in the system to increase system security.

Clearing the initial password information does not affect ECS operation or
login. Once cleared, the password cannot be restored. Before deleting a
password, record the password information. For details, see the Elastic Cloud
Server User Guide.

Issue 02 (2023-01-

30) Copyright © Huawei Technologies Co., Ltd. 81



Data Encryption Workshop
User Guide 3 Key Pair Service

e You can also call the API to obtain the initial password of the Windows ECS.
For details, see Elastic Cloud Server APl Reference.

e The ECS private key file must be in .pem format.

If the file is in the .ppk format, convert it to a .pem file. For details, see How
Do | Convert the Format of a Private Key File?.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . Under Computing, click Elastic Cloud Server.
Step 4 In the ECS, click the ECS whose password is to be obtained.
Step 5 In the Operation column, click More and choose Get Password.

Step 6 Use either of the following methods to obtain the password:
e C(lick Select File and upload the key file from a local directory.
e Copy the key file content to the text field.

Step 7 Click Get Password to obtain a new random password.

--—-End
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Dedicated HSM

4.1 Operation Guide

Restrictions

e Dedicated HSM instances must be used together with VPC. After a Dedicated
HSM instance is created, you need to configure its VPC, security group, and
NIC on the management console before using it.

e To manage Dedicated HSM instances, you need to deploy the Dedicated HSM
management tool in the same VPC as the instances.

Operation Guide

To use Dedicated HSM on the cloud, you can create Dedicated HSM instances
through the management console. After a Dedicated HSM instance is created, you
will receive the UKey sent by Dedicated HSM. You need to use the UKey to
initialize and control the instance. You can use the management tool to authorize
service applications the permission to access Dedicated HSM instances. Figure 4-1
illustrates the operation flow.
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Figure 4-1 Operation Guide

1. Buy a Dedicated HSM instance. Huawei Cloud
2. Activate the instance.
User 4 Send the Ukey to the user Dedicated HSM 3. Allocate the
instance.
VPC

5 Initialize and manage
the instance (with Ukey ECS ™

authentication). -

Dedicated HSM instance
management tool

6. Authorize permissions.

ECS 7. Access then
&& 1 instance. -
Service application Dedicated HSM instance
Table 4-1 describes the operation guide.
Table 4-1 Operation guide descriptions

No. | Proced | Description Opera
ure ted By

1 Create | Create an instance on the Dedicated HSM User
a management console. Huawei Cloud security team
Dedicat | will evaluate your use scenarios to ensure that the
ed instance meets your service requirements. Then you
HSM can pay for the ordered instance.
instanc
e.

2 Activat | After an instance is purchased, you need to configure | User
ea the instance on the management console. You need
Dedicat | to select the VPC where the instance belongs and the
ed function type of the instance. For details, see
HSM Activating a Dedicated HSM Instance.
instanc
e.

3 Allocat | A security expert will contact you through the contact | Dedica
ea information you provided and determine whether the | ted
Dedicat | instance ordered meets your service requirements. The | HSM
ed instance will be allocated after the expert reviews and | securit
HSM confirms your order. y
instanc expert
e.
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No. | Proced | Description Opera
ure ted By
4 Obtain | e A security expert sends the Ukey to the email Dedica
the address you provided. ted
UKey, A UKey is the only identifier of a Dedicated HSM HSM
initializ user. Keep it properly. securit
ation e A security expert will provide you with the software | ¥
docum and guide for initializing Dedicated HSM instances. | €XPert
ent(:js, If you have any questions, contact the expert.
an
softwar NOTE
You can submit a Service Ticket to provide the UKey
€. recipient address and contact security experts for
guidance.
5 Initializ | 1. Install the tool for managing Dedicated HSM User
e and instances on the instance management node.
manag | 2 Use the UKey and the management tool to
€ initialize the Dedicated HSM instance, and register
Instanc an administrator to manage the Dedicated HSM
e instance and the key.
(involvi ) e .
ng For details, see Initializing a Dedicated HSM
UKey Instance.
authen
tication
)-
6 Install | Install and initialize the security agent on service User
the application nodes.
securit | For details, see Installing the Security Agent and
y a(;_:;ent Granting Access Permissions.
an
grantin
g
access
permis
sions.
7 Access | Service applications access the Dedicated HSM User
the instances through APIs or SDK.
instanc
e.

4.2 Purchasing a Dedicated HSM Instance

4.2.1 Creating a Dedicated HSM Instance

When creating a Dedicated HSM instance, you need to specify the region and fill
in your contact information.
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The fee for a Dedicated HSM instance in platinum edition consists of the following
two parts:

e Initial installation fee, charged when you create a Dedicated HSM instance.
e Yearly/Monthly fee, charged when Activating a Dedicated HSM Instance.

Prerequisites

You have obtained the login account (with the Ticket Administrator and KMS
Administrator permissions) and password for logging in to the management

console.
Constraints

e  When purchasing a Dedicated HSM instance, you need to submit a service
ticket to set the UKey recipient information. Only the accounts with the
Ticket Administrator permission can submit service tickets.

e  After you created an instance, a UKey will be sent to the address in your
contact information. Then you can use the UKey to initialize and authorize
your service applications to access the instance.

You need to activate the instance before using it.
Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click = . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane on the left, choose Dedicated HSM > Instances.
Step 5 Click Create Dedicated HSM in the upper right corner of the page.
Step 6 Billing Mode can only be set to Yearly/Monthly.

Figure 4-2 Billing Mode

Step 7 Select a region and project.

Figure 4-3 Selecting a region

SRIEE Q v

=RIMHE { v
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(11 NOTE

e Select the current region and the default project.
e Only the default project is supported. User-defined projects cannot be created.

Step 8 Select the service edition for the instance. See Figure 4-4 for details. Table 4-2
lists related parameters.

Figure 4-4 Platinum edition (outside Chinese mainland)

Senvice Edifion Platinum edition (outside Chinese mainland)

Encrypiion Algorithm - Symmefric Algorithm: AESIDES/3DES
Aeymmetric Algorihm: RSADSAECDSADEECDH

Digest Algortfim: SHATSHA256/3HA3

Certfication FIPS 140-2 Level 3

Table 4-2 Edition parameters

Parameter Description

Service Edition Platinum edition (outside Chinese mainland)
Encryption Algorithm supported by the HSM instance.
Algorithm e Symmetric algorithm: AES

e Asymmetric algorithm: RSA, DSA, ECDSA, DE, and ECDH
e Digest algorithm: SHA1, SHA256, SHA384

Certification FIPS 140-2 Level 3 certified

Step 9 Choose Service Tickets > Create Service Ticket. Our Huawei Cloud experts will
contact you and provide a customized purchase plan and its quote.

e In the Case Severity drop-down list, select General guidance.

e In the Problem Description text box, enter Dedicated HSM Contact
Information.

e Contact Information: Enter the phone number and email address to receive
the progress information of the service ticket.

NOTICE

Ensure that the contact information provided in the Confidential Information
text box is valid so that our security experts can contact you in a timely manner.
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Figure 4-5 Creating a service ticket

Create Service Ticket

( ) Select Service/Product ( 2 Select Issue Category e Submit Service Ticket

My Issue: DEW - General Consulting

Region -

Case Severity General guidance v
Problem Description [a Preview  [] Zoom In

UKey Recipient Infermation

26

Upload Attachments  (3) Select File

Contact Options

Contact Information Mobile Mumber (-} ; Email Address () ; Cc To Email Address (--)

Cancel

| have read and agree to the Ticket Service Protoc! and Privacy Statement

Step 10 Click Submit. The service ticket is displayed on the My Service Tickets page.
1O NOTE

After the service ticket is created successfully, you can click View Details in the Operation
column to view details. You can remind the support team of a service ticket, leave your
messages, cancel a service ticket, or closed a service ticket based on service ticket statuses.

--—-End

4.2.2 Activating a Dedicated HSM Instance

You need to activate a Dedicated HSM instance before using it. The yearly or
monthly package will be charged during activation.

This section describes how to activate a Dedicated HSM instance through the
management console.

Prerequisites

The status of the Dedicated HSM instance is To be activated.

Constraints

e The instance name can contain only letters, digits, underscores (_), and
hyphens (-).

e Two nodes are created as the background resource pool for a Dedicated HSM
instance. To ensure high availability of the nodes, a floating IP address is
assigned to the instance.
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e If the instance fails to be created, you can click Delete in the row where the
instance is located to delete it. Then apply for a refund by submitting a
service ticket.

e After a Dedicated HSM instance is successfully created, it cannot be changed
to another type. To use a Dedicated HSM instance of another type, you need
to buy another one.

Procedure

Step 1 Log in to the management console.

Step 2 Click E in the upper left corner of the management console and select a region
or project.

Step 3 Click — . ChooseSecurity > Data Encryption Workshop.

Step 4 In the navigation pane on the left, choose Dedicated HSM > Instances.

Step 5 Click Activate in the row where the target instance is located.

Step 6 Select an AZ.

Figure 4-6 Selecting an AZ

Step 7 Enter activation information, as shown in Figure 4-7. Table 4-3 describes the
parameters.

Figure 4-7 Configuring a Dedicated HSM instance

Instance Name DedicatedHSM-3ab-0002

HSM Type Finance v

Provides key management and cryptographic operation services, including IC card issuing, fransaction verification, data encryption, digital signatures, and dynamic password

authenticztion
we B upr-ebsf v C

You can select an existing VPC or apply for one

~

N () v C

~

Securty Group @ WorkspaceManagerSecuri.. v |
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Table 4-3 Activation parameters

Parameter Description Example
Value
Instance Name | Name of a Dedicated HSM instance DedicatedHS
NOTE M-3c98-000
The instance name can contain only letters, digits, 2

underscores (_), and hyphens (-).

Enterprise Enterprise project that the dedicated HSM is default
Project to be bound to
HSM Type Available HSM types include Finance, Server, | Finance

and Signature server.

e Finance: Provides key management and
encryption computing services, including IC
card issuing, transaction verification, data
encryption, digital signatures, and dynamic
password authentication.

e Server: Provides secure, complete key
management services and high-
performance concurrent cryptographic
operations, such as data signatures,
signature verification, and data encryption/
decryption.

e Signature server: Guarantees the integrity,
confidentiality, anti-repudiation, and post-
event traceability of user data by using
digital signatures, digital envelopes, and

digital digests.
VPC You can select an existing Virtual Private vpc-test-
Cloud (VPCQ), or click Apply for VPC to create | dhsm
one.

For more information about VPC, see the
Virtual Private Cloud User Guide.

Subnet All available subnets are displayed on the subnet-test-
page. The system automatically assigns three | dhsm
IP address to the instance. For more (192.168.0.0
information about subnets, see the Virtual [24)
Private Cloud User Guide.
NOTE

Two nodes are created as the background resource
pool for a Dedicated HSM instance. To ensure high
availability of the nodes, a floating IP address is
assigned to the instance.

EIP Binding After this parameter is enabled, you can bind | -
an EIP to the Dedicated HSM instance to
enable public access to the instance.
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Parameter Description Example
Value

Security Group | The security group configured for the instance | WorkspaceU
is displayed on the page. Once a security serSecurityG
group is selected for an instance, the instance | roup

is protected by the security group access rules.

For more information about security groups,
see the Virtual Private Cloud User Guide.

Step 8 If you have purchased a Dedicated HSM instance in standard edition:

Click Create Now to return to the Dedicated HSM instance list. You can view
information about the activated instance.

If the status of the Dedicated HSM instance is Creating, the instance is
successfully activated.

Step 9 If you have purchased a Dedicated HSM instance in platinum edition:

1. Set the required duration.
The required duration ranges from one month to one year.

(10 NOTE

The Auto-renew option enables the system to renew your service by the purchased
period when the service is about to expire.
2. Confirm the configuration and click Next.
For any doubt about the pricing, click Pricing details.

3.  On the Order Details page, confirm the order details, read and select | have
read and agree to the Privacy Policy Statement.

Click Pay Now to pay for the yearly or monthly package.
5.  On the Pay page, select a payment method to pay for your order.

After successful payment, you can view the information about the HSM
instance on the HSM instance list page.

If the Status of the instance is Creating, the instance has been activated and
is being allocated to you. It will be available in 5 to 10 minutes.

Creating: The system is allocating an instance to you. This process usually
lasts for 5 to 10 minutes.

After the assignment, the instance status may change to either of the
following:

- Creation failed: An instance fails to be created due to insufficient
resources or network faults.

L1 NOTE
If the instance fails to be created, you can locate the instance, and click Delete.
Then apply for a refund by submitting a service ticket.

- Running: An instance has been successfully assigned to you and is
running properly.
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L] NOTE
After a Dedicated HSM instance is successfully created, it can neither be changed

to another type nor be refunded. To use a Dedicated HSM instance of another
type, you need to buy another one.

--—-End

4.3 Viewing Dedicated HSM Instances

This section describes how to view the Dedicated HSM instance information,
including the name/ID, status, service version, device vendor, device model, IP
address, and creation time.

Procedure

Step 1 Log in to the management console.

Step 2 Click — . ChooseSecurity > Data Encryption Workshop.
Step 3 In the navigation pane, choose Dedicated HSM.
Step 4 You can check the Dedicated HSM instance information in the list. The following

table describes the parameters.

Table 4-4 Dedicated HSM instance parameters

Parameter Description

Name/ID Name and ID of a Dedicated HSM instance

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd. 92


https://console.eu.huaweicloud.com

Data Encryption Workshop

User Guide

4 Dedicated HSM

Parameter Description
Status Status of a Dedicated HSM instance:
e |Installing

HSM instance will be Installing.
e To be activated

activated is To be activated.
e (Creating

during this process.
e Creation failed

e Running

the status of Running.
e Frozen

status changes to Frozen.

After you pay the initial installation fee, the purchased
instance will be installed. The status of the Dedicated

The status of an instance that has been installed but not

After you have activated an instance, the system will
allocate the instance to you according to your
configuration. The instance is in the status of Creating

Due to insufficient resources or network faults, an
instance may fail to be created. In this case, the instance
will be in the status of Creation failed.

After an instance is configured and allocated, it will be in

If an instance is not renewed upon its expiration, its

Service Edition Platinum edition (outside Chinese mainland): You can

exclusively use the HSM subrack, power supply, the network
bandwidth, and API resources of the HSM.

AZ AZ of a device

Expiration Time Expiration time of the purchased HSM instance.

Step 5 You can click the name of an instance to view details about the instance, as shown

in Figure 4-8.

Figure 4-8 Details about Dedicated HSM instances

eeeeeee

Issue 02 (2023-01-30) Copyright © Huawei Technologies Co., Ltd.

93



Data Encryption Workshop
User Guide

4 Dedicated HSM

::::::

For more information, see Table 4-5.

Table 4-5 Parameter description

Parameter

Description

Name

Name of a Dedicated HSM instance

ID

ID of an instance

Status

Status of a Dedicated HSM instance:
e Installing

After you pay the initial installation fee, the purchased
instance will be installed. The status of the Dedicated
HSM instance will be Installing.

To be activated
The status of an instance that has been installed but not
activated is To be activated.

Creating

After you have activated an instance, the system will
allocate the instance to you according to your
configuration. The instance is in the status of Creating
during this process.

Creation failed

Due to insufficient resources or network faults, an
instance may fail to be created. In this case, the instance
will be in the status of Creation failed.

Running
After an instance is configured and allocated, it will be
in the status of Running.

Frozen
If an instance is not renewed upon its expiration, its
status changes to Frozen.

Service Edition

Platinum edition (outside Chinese mainland): You can
exclusively use the HSM subrack, power supply, the
network bandwidth, and API resources of the HSM.

HSM Type

HSM types of an instance, including Finance, Server, and
Signature verification server.
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Parameter

Description

VPC

VPC to which the instance belongs

For more information about VPC, see Virtual Private Cloud
User Guide.

Subnet

Subnet where the instance is located.

For more information about subnets, see Virtual Private
Cloud User Guide.

IP Address

Floating IP address of the Dedicated HSM instance

Security Group
(SG)

Security group to which the instance belongs

For more information about security groups, see Virtual
Private Cloud User Guide.

Creation Time

Time when the instance is purchased

Expiration Time

Time when the instance expires

Order

Order ID of the instance. You can click the order number to
query the order details.

Billing Mode

Yearly/Monthly prepaid package

--—-End

4.4 Using Dedicated HSM Instances

After your payment is complete, please wait for us to send the Ukey used for
initializing the Dedicated HSM instance to your email address. A Dedicated HSM
service expert will also contact you and send related documents and software,
including the tool used for managing Dedicated HSM instances, and the security
agent and SDK used for service calls.

Prerequisites

After configuring a Dedicated HSM instance, you need to initialize the instance,
install the security agent, and grant access permissions. The following information

is required.

Table 4-6 Required information

Item Description How to Obtain

Ukey Stores the permission After the order is paid and
management information the Dedicated HSM
about the instance. instance is configured, the

Ukey will be sent to the
recipient email address your
provided.
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Item

Description

How to Obtain

Dedicated HSM
instance
management
tool

Works with the UKey to
remotely manage instances.

Dedicated HSM
instance
documents

Dedicated HSM Instance User
Manual and Dedicated HSM
Instance Installation Guide

Security agent
software

Establishes a secure connection
with the instance.

SDK

Provides APIs for Dedicated
HSM. You can use the SDK to
establish secure connections
with instances.

A service expert will also
contact you and send
related documents and
software.

Dedicated HSM
instance
management
node (for
example, an
ECS)

Run the Dedicated HSM
instance management tool,
which is in the same VPC
where the Dedicated HSM
instance resides, and allocate
elastic IP addresses for remote
connections.

Service
application
nodes (for
example, ECSs)

Run the security agent
software and users' service
applications, which must be in
the VPC where the Dedicated
HSM instance is deployed.

Purchase ECSs as needed.
For details, see Purchasing
an ECS.

Initializing a Dedicated HSM Instance

(11 NOTE

Currently, you cannot log in to Dedicated HSM instances via SSH. You need to use the
Dedicated HSM instance management tool to manage the instances.

Assume you want to use a Windows ECS as the Dedicated HSM instance
management node. Perform the following steps to initialize the Dedicated HSM

instance:

Step 1 Purchase a Windows ECS as the Dedicated HSM instance management node.

1. Log in to the management console.

Click —. Choose Computing > Elastic Cloud Server.

Click Buy ECS.

- Set Region and AZ to the same as those of the Dedicated HSM instance
you purchased.

- Set Image to a Windows public image.
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- Set VPC to the VPC where the Dedicated HSM instance belongs.
{10 NOTE

EIP: Bind an EIP to use the HSM as an instance locally. For details about how to
bind an EIP, see How Do | Enable Public Access to a Dedicated HSM Instance?.

After the Dedicated HSM instance is initialized, you can unbind from the elastic
IP address. The binding and unbinding operations can be performed whenever
needed.

- Set other parameters based on the site requirements.

Step 2 Initialize the Dedicated HSM instance by using the received management tool and
related documents.

Step 3 After the initialization is complete, you can use the management tool to generate,
destroy, back up, and restore keys.

(11 NOTE

If you have any questions during initialization and management, consult the Dedicated
HSM service expert.

For more information, see the documents about Dedicated HSM instance:
Dedicated HSM Instance User Manual and Dedicated HSM Instance Installation
Guide.

--—-End

Installing the Security Agent and Granting Access Permissions

You need to install the security agent on a service application node to establish a
secure channel to the Dedicated HSM instance.

Step 1 Download the certificate for accessing the Dedicated HSM instance from the
management tool.

Step 2 Install the security agent on the service application node.

Step 3 Import the certificate to the security agent. Grant the service application the
permission to access the Dedicated HSM instance.

Step 4 The service application can access the Dedicated HSM instance through SDK or
APIs.

L] NOTE
You can configure multiple Dedicated HSM instances in the security agent to balance loads.

----End
4.5 Managing Tags

4.5.1 Adding a Tag

You can use tags to identify Dedicated HSM instances. Tags can be added to
Dedicated HSM instances to facilitate instance classification and query.
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Procedure

Step 1 Click E in the upper left corner of the management console and select a region
or project.

Step 2 Click — . Choose Security & Compliance > Data Encryption Workshop.
Step 3 In the navigation pane, choose Dedicated HSM.

Step 4 In the Operation column of an instance, click Manage Tag. The Manage Tag
page is displayed, as shown in Figure 4-9.

Figure 4-9 Manage Tag

Manage Tag

Add Tag —

Key Value Operation

Step 5 Click Add Tag. In the dialog box that is displayed, enter the tag key and tag value.
For details about the parameters, see Table 4-7.

Figure 4-10 Adding a tag

Add Tag

different cloud resources. View predefined tags C

(11 NOTE

e If you want to use the same tag to identify multiple cloud resources, you can create
predefined tags in the TMS. In this way, the same tag can be selected for all services. For
more information about predefined tags, see the 7Tag Management Service User Guide.

e To delete a tag, click Delete next to it.
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Table 4-7 Tag parameters

Parameter

Description

Remarks

Tag key

Tag name.

The tag keys of a secret
cannot have duplicate
values. A tag key can be

used for multiple secrets.

A secret can have up to
20 tags.

Mandatory.

The tag key must be
unique for the same
custom key.

128 characters limit.

The value cannot
start or end with a
space.

Cannot start with
_SYS_.

The following
character types are
allowed:

- Chinese
- English
- Numbers
- Space

- Special characters:
_i[=+-@

Tag value

Value of the tag

Optional
255 characters limit.

The following
character types are
allowed:

- Chinese
- English

- Numbers
- Space

- Special characters:
_i[=+-@

Step 6 Click OK.
----End

4.5.2 Searching for a Dedicated HSM Instance by Tag

This section describes how to search for HSM instances by tag in the current
project on the Instances (New) page.

Prerequisites

Tags have been added.
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Procedure

Step 1

Step 2
Step 3
Step 4

Click E in the upper left corner of the management console and select a region
or project.

Click — . Choose Security & Compliance > Data Encryption Workshop.
In the navigation pane, choose Dedicated HSM.

Click the search box and select a tag as the filter attribute to search for Dedicated
HSM instances, as shown in Figure 4-11.

Figure 4-11 Searching for a Dedicated HSM instance

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

--—-End

4.5.3 Modifying a Tag Value

Procedure

Step 1

Step 2
Step 3
Step 4

Step 5

This section describes how to modify tag values on the Dedicated HSM page.

Click E in the upper left corner of the management console and select a region
or project.

Click — . Choose Security & Compliance > Data Encryption Workshop.

In the navigation pane, choose Dedicated HSM.

Click Manage Tag in the row where the target instance is located. The Manage
Tag dialog box is displayed.

Click Edit. The Edit Tag dialog box is displayed. After changing the tag value, click
OK.
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Figure 4-12 Editing a tag
Edit Tag

oud resources. View predefined tags C

Key test
Value 03
“ Cancel
----End

4.5.4 Deleting a Tag

This section describes how to delete tags on the Dedicated HSM page.
Procedure

Step 1 Click E in the upper left corner of the management console and select a region
or project.

Step 2 Click — . Choose Security & Compliance > Data Encryption Workshop.

Step 3 In the navigation pane, choose Dedicated HSM.

Step 4 Click Manage Tag in the row where the target instance is located. The Manage
Tag dialog box is displayed.

Step 5 In the Operation column of a tag, click Delete.
Figure 4-13 Deleting a tag
Are you sure you want to delete the following tag?

Deleted tags cannot be recovered. Exercise caution when performing this operation.

Key Value

test 03

En -
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Step 6 In the Delete Tag dialog box, click Yes.
----End
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Auditing Logs

5.1 Operations supported by CTS

The tables in this section describe the DEW operations supported by CTS.

Table 5-1 KMS operations recorded by CTS

Operation Resource Type Trace Name

Create a key cmk createKey

Create a DEK cmk createDataKey
Create a plaintext-free cmk createDataKeyWithout-
DEK Plaintext

Enable a key cmk enableKey

Disable a key cmk disableKey

Encrypt a DEK cmk encryptDatakey
Decrypt a DEK cmk decryptDatakey
Schedule key deletion cmk scheduleKeyDeletion
Cancel scheduled key cmk cancelKeyDeletion
deletion

Generate random rng genRandom

numbers

Modify a key alias cmk updateKeyAlias
Modify key description cmk updateKeyDescription
Prompt risks about CMK | cmk deleteKeyRiskTips
deletion

Import key materials cmk importKeyMaterial
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Operation Resource Type Trace Name
Delete key materials cmk deletelImportedKeyMate-
rial
Create a grant cmk createGrant
Retire a grant cmk retireGrant
Revoke a grant cmk revokeGrant
Encrypt data cmk encryptData
Decrypt data cmk decryptData
Add a tag cmk dealUnifiedTags
Delete a tag cmk dealUnifiedTags
Add tags in batches cmk dealUnifiedTags
Delete tags in batches cmk dealUnifiedTags
Enable key rotation cmk enableKeyRotation
Modify key rotation cmk updateKeyRotationIn-
interval terval

Table 5-2 KMS operations recorded by CSMS

Operation Resource Type Trace Name

Create a secret secret createSecret

Update a secret secret updateSecret

Delete a secret secret forceDeleteSecret

Schedule the deletion of | secret scheduleDelSecret

a secret

Cancel the scheduled secret restoreSecretFromDele-

secret deletion tedStatus

Create a secret status secret createSecretStage

Update a secret status secret updateSecretStage

Delete a secret status secret deleteSecretStage

Create a secret version secret createSecretVersion

Download a secret secret backupSecret

backup

Restore a secret backup | secret restoreSecretFromBack-
upBlob
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Operation Resource Type Trace Name
Update the secret secret putSecretVersion
version
Start the secret rotation | secret rotateSecret
Create a secret event secret createSecretEvent
Update a secret event secret updateSecretEvent
Delete a secret event secret deleteSecretEvent
Create a resource tag secret createResourceTag
Delete a resource tag secret deleteResourceTag

Table 5-3 KMS operations recorded by KPS

Operation Resource Type Trace Name
Create or import an SSH | keypair createOrimportKeypair
key pair
Delete an SSH key pair keypair deleteKeypair
Import a private key keypair importPrivateKey
Export a private key keypair exportPrivateKey
Bind an SSH key pair keypair bindKeypair
Unbind an SSH key pair | keypair unbindKeypair
Clear private keys keypair clearPrivateKey

Table 5-4 KMS operations recorded by Dedicated HSM

Operation Resource Type Trace Name
Purchase an HSM hsm purchaseHsm
instance

Configure an HSM hsm createHsm
instance

Delete an HSM instance | hsm deleteHsm
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5.2 Querying Real-Time Traces

Scenarios

After you enable CTS and the management tracker is created, CTS starts recording
operations on cloud resources. After a data tracker is created, the system starts
recording operations on data in OBS buckets. CTS stores operation records
generated in the last seven days.

This section describes how to query and export operation records of the last seven
days on the CTS console.

Viewing Real-Time Traces in the Trace List

Viewing Real-Time Traces in the Trace List

1.

2.

Log in to the management console.

Click — in the upper left corner and choose Management & Deployment
> Cloud Trace Service. The CTS console is displayed.

Choose Trace List in the navigation pane on the left.

Set filters to search for your desired traces, as shown in Figure 5-1. The
following filters are available:

Figure 5-1 Filters

Trace Type | Management

- Trace Type, Trace Source, Resource Type, and Search By: Select a filter
from the drop-down list.

" |f you select Resource ID for Search By, specify a resource ID.
"  |f you select Trace name for Search By, specify a trace name.

= |f you select Resource name for Search By, specify a resource name.
- Operator: Select a user.
- Trace Status: Select All trace statuses, Normal, Warning, or Incident.

- Time range: You can query traces generated during any time range in the
last seven days.

- Click Export to export all traces in the query result as a CSV file. The file
can contain up to 5000 records.

Click Query.
On the Trace List page, you can also export and refresh the trace list.

- Click Export to export all traces in the query result as a CSV file. The file
can contain up to 5000 records.
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7.

8.

9.

- Click C to view the latest information about traces.

Click ™ on the left of a trace to expand its details.

Trace Name ResourceType  Trace Source  Resource ID () Resource Name Trace Status @ Operator @ Operation Time Operation

A createDockerConfig dockeriogincmd SWR - dockeriogincmd nomal Nov 16, 2023 10:54:04 GMT+08:00  View Trace

fig, Method: POST Reason

= s (62) e e— ey Operon

Click View Trace in the Operation column. The trace details are displayed.

View Trace

“request”:
“trace_id":
“code”: *ZO07Y,
“trace_name”: “createDockerConfig”,
“resource_type”: “dockerlogincmd”,
“trace_rating”: “normal”,
“api_wversion”:
“message”: “createDockerConfig, Method: POST Url=/v2/manage/utilsfsecret, Reason:”,
“source_ip”: 7 i
“domain_id”: ¥
“trace_type”: “ApiCall”,
“zervice_type”: “SWR",
“event_type”: “systen”,
“project_id”: ”
“response”: 7
“resource_id":
“tracker_name”: “system”,
“time”: “Nov 18, 2023 10:54:04 GMTHI8: 00",
“rezource name”: “dockerlogincmd”,
“user”: |

“domain®: {

“name”: ¢

vigr. v - -

For details about key fields in the trace structure, see section "Trace
References" > "Trace Structure" and section "Trace References" > "Example
Traces" in the CTS User Guide.
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Permission Control

6.1 Creating a User and Authorizing the User the
Permission to Access DEW

This section describes how to use IAM to implement fine-grained permissions
control for your DEW resources. With IAM, you can:

e C(Create IAM users for employees based on the organizational structure of your
enterprise. Each IAM user has its own security credentials to access DEW

resources.

e Grant users only the permissions required to perform a task.

e Entrust a Huawei account or cloud service to perform professional, efficient
O&M on your DEW resources.

If your Huawei account does not require individual IAM users, skip this chapter.

This section describes the procedure for granting permissions (see Figure 6-1).

Prerequisites

Before granting permissions to a user group, you need to understand the available
DEW permissions, and grant permissions based on the real-life scenario. The
following tables describe the permissions supported in DEW.

For the system policies of other services, see System Permissions.

Table 6-1 KMS system policies

Role/Policy | Description Type Dependen
cy
KMS All permissions of KMS Role None
Administrato
r
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Role/Policy | Description Type Dependen
cy
KMS All permissions for KMS keys. Users Policy None
CMKFullAcce | with these permissions can perform all
Ss the operations allowed by policies.
KMS Read-only permissions for KMS keys. Policy None
CMKReadOn | Users with these permissions can
lyAccess perform all the operations allowed by
policies.
Table 6-2 KPS system policies
Role/Policy | Description Type Dependen
cy
DEW All permissions for KPS. Users with Policy None
KeypairFullA | these permissions can perform all the
ccess operations allowed by policies.
DEW Read-only permissions for KPS in DEW. | Policy None
KeypairRead | Users with this permission can only
OnlyAccess view KPS data.
Table 6-3 CSMS system policies
Role/Policy | Description Type Dependen
cy
CSMS All permissions for CSMS in DEW. Users | Policy None
FullAccess with these permissions can perform all
the operations allowed by policies.
CSMS Read-only permissions for CSMS in Policy None
ReadOnlyAcc | DEW. Users with these permissions can
ess perform all the operations allowed by
policies.

Table 6-4 describes the common operations supported by each system-defined
permission of DEW. Select the permissions as needed.
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Table 6-4 Common operations supported by each system-defined policy or role

Operation KMS KMS DEW DEW
Administrato | CMKFullAcce | KeypairFullA | KeypairRead
r Ss ccess OnlyAccess

Creating a v v X X

key

Enable akey |V v X X

Disable a key |V X X

Schedule key | v X X

deletion

Cancel v v X X

scheduled key

deletion

Modify a key |V v X X

alias

Modify key v v X X

description

Generate a v v X X

random

number

Create a DEK |V v X X

Create a v v X X

plaintext-free

DEK

Encrypt a DEK | v X X

Decrypt a v X X

DEK

Obtain v v X X

parameters

for importing

a key

Import key v v X X

materials

Delete key Vv v X X

materials

Create a v v X X

grant

Revoke a v v X X

grant
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Operation KMS KMS DEW DEW
Administrato | CMKFullAcce | KeypairFullA | KeypairRead
r ss ccess OnlyAccess

Retire a grant | ¥ v X X

Query the v v X X

grant list

Query v v X X

retirable

grants

Encryptdata |V v X X

Decrypt data |V v X X

Send v v X X

signature

messages

Authenticate | v v X X

signature

Enabling key | v v X X

rotation

Modify key v v X X

rotation

interval

Disabling key |V v X X

rotation

Query key v v X X

rotation

status

Query CMK v v X X

instances

Query key v v X X

tags

Query project | v v X X

tags

Batchadd or |V v X X

delete key

tags

Add tagstoa |V v X X

key

Delete key v v X X

tags
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Operation KMS KMS DEW DEW
Administrato | CMKFullAcce | KeypairFullA | KeypairRead
r ss ccess OnlyAccess

Query the key | v v X X

list

Query key v v X X

details

Query public | v v X X

key

Query v v X X

instance

quantity

Query quotas | v v X X

Query the key | x X v v

pair list

Create or X X v X

import a key

pair

Query key X X v v

pairs

Delete a key | x X v X

pair

Update key X X v X

pair

description

Bind a key X X v X

pair

Unbind a key | x X v X

pair

Query a X X v v

binding task

Query failed X X v v

tasks

Delete all X X v X

failed tasks

Delete a X X v X

failed task

Query X X v v

running tasks
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Authorization Process

Figure 6-1 Authorizing the DEW access permission to a user
Start

.

Create a user group
and grant
permissions.

Create a user.

The user logs in and
verifies permissions.

End

1. Creating a User Group and Assigning Permissions

Create a user group on the IAM console and grant the user group the KMS
CMKFullAccess permission (indicating full permissions for keys).

2. Creating an IAM User

Create a user on the IAM console and add the user to the user group created
in1.

3. Log in and verify permissions.

Log in to the console as newly created user, and verify that the user only has
the assigned permissions.

- Choose Service List > Data Encryption Workshop. In the navigation
pane, choose Key Pair Service. If a message appears indicating lack of
permissions, the KMS CMKFullAccess policy has taken effect.

- Click Service List and select a service other than DEW. If a message is
displayed indicating that you do not have permission to access the
service, the KMS CMKFullAccess policy has taken effect.

6.2 Creating a Custom DEW Policy

Custom policies can be created as a supplement to the system policies of DEW. For
details about the actions supported by custom policies, see Permissions Policies
and Supported Actions.

You can create custom policies in either of the following ways:

e Visual editor: You can select policy configurations without the need to know
policy syntax.
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Custom KMS policy parameters:
- Select service: Select Key Management Service.
- Select action: Set it as required.

- (Optional) Select resource: Set Resources to Specific and Keyld to
Specify resource path. In the dialog box that is displayed, set Path to the
ID generated when the key was created. For details about how to obtain
the ID, see "Viewing a CMK".

JSON: Edit JSON policies from scratch or based on an existing policy. For
details about how to create custom policies, see Creating a Custom Policy.
This section describes typical DEW custom policies.

Example Custom Policies of DEW

Example: authorizing users to create and import keys
{

"Version": "1.1",

"Statement": [

"Effect": "Allow",

"Action": [
"kms:cmk:create",
"kms:cmk:getMaterial",
"kms:cmkTag:create",
"kms:cmkTag:batch",
"kms:cmk:importMaterial"

1

}
1
}

Example: denying deletion of key tags

A deny policy must be used in conjunction with other policies to take effect. If
the permissions assigned to a user contain both Allow and Deny actions, the
Deny actions take precedence over the Allow actions.

The following method can be used if you need to assign permissions of the
KMS Administrator policy to a user but also forbid the user from deleting
key tags (kms:cmkTag:delete). Create a custom policy with the action to
delete key tags, set its Effect to Deny, and assign both this and the KMS
Administrator policies to the group the user belongs to. Then the user can
perform all operations except deleting key tags. The following is a policy for
denying key pair tags.
i "Version": "1.1",

"Statement": [

{
"Effect™: "Deny",
"Action": [

"kms:cmkTag:delete"

1

}

1
}

Example: authorizing users to use keys
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
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"kms:dek:crypto",
"kms:cmk:get”,
"kms:cmk:crypto",
"kms:cmk:generate"”,
"kms:cmk:list"
]
}
]
}

e  Example: multi-action policy

A custom policy can contain actions of multiple services that are all of the
global or project-level type. The following is a policy with multiple
statements:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:task:list"
1
I
{
"Effect": "Allow",
"Action": [
"kms:dek:crypto",
"kms:cmk:get”,
"kms:cmk:crypto",
"kms:cmk:generate”,
"kms:cmk:list"
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