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1 RDS for MySQL

1.1 Backup and Restoration Issues

1.1.1 RDS for MySQL Backup Job Failure

Scenario
When a user ran the mysqldump command to back up RDS for MySQL data to an
ECS that is in a different subnet from RDS, the backup job failed after running for
300 seconds.

Possible Causes
Replace the ECS where the backup job is executed with an ECS that is in the same
subnet as RDS. The backup job is successfully executed.

● Network: There are no differences on latency and bandwidth between the
two ECSs.

● Database: The net_write_timeout parameter is set to 300 on the RDS for
MySQL database. The connection between the ECS and RDS for MySQL is
interrupted after 300s regardless of whether data writes have been
completed.

Procedure

Step 1 Understand the backup data flow, protocol, and port.

mysqldump uses TCP to connect to port 8635 of RDS. After the connection is
established, the backup job starts.

Step 2 Compare the hardware configuration and OS version of the two ECSs.

1. Both of them use the same hardware configuration: two cores and 6 GB of
memory.
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2. Both of them use the same OS version: CentOS 7.4.

Step 3 Check whether the NIC rates are the same.

Step 4 Check whether the kernel parameter settings are the same. The result shows that
the network parameters on the ECS where the backup job failed are not
optimized.

Step 5 Set the kernel parameters of the ECS where the backup job failed to the same as
those of the ECS where the backup job succeeded. Start a backup job again. The
backup job is successful.

----End

Solution

There is a large volume of data writes during the backup process across networks.
The data write capability and TCP buffer on the backup end do not match the
sending capability of the RDS. When the timeout period reaches the preset
threshold (300s), the backup job failed. You can increase the TCP buffer by
modifying the ECS kernel parameters to resolve this issue.
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1.1.2 Automated Incremental Backup Failed Due to Full
Storage

Scenario

Automated incremental backup failed.

Possible Causes

As your service data grows, the load on your DB instance is too heavy and the
original storage space may be insufficient. When the DB instance status is Storage
full, data cannot be written to databases, causing the failure of incremental
backup.

Solution

Scale up storage space for your RDS instance. On the Instance Management
page, locate the target DB instance and choose More > Scale Storage Space in
the Operation column. Perform a full backup after the storage space is
successfully scaled up and the incremental backup will be successful.

1.1.3 Precautions for Exporting Large Tables Through
mysqldump

If the –q or --quick parameter is added when you use mysqldump to export data,
the results of SELECT statements are not buffered in memory but directly
exported. If this parameter is disabled, the results of SELECT statements are
buffered in memory and then sent to the client.

● If you use mysqldump to back up only a small amount of data which can be
stored in the idle memory buffer, disabling -q increases the export speed.

● Buffering a large amount of data may consume a large amount of memory,
causing a memory swapping. If you use mysqldump to back up a large
amount of data which cannot be stored in the memory buffer, enable -q. If -q
is not enabled, a large amount of memory will be consumed and may even
cause the database to break down due to out of memory.

Therefore, you are advised to enable the -q parameter when using mysqldump to
back up data.

Example command:

mysqldump -uroot -p-P8635 -h192.168.0.199 --set-gtid-purged=OFF --single-
transaction --flush-logs -q test t1>t1.sql

1.1.4 Commands for Exporting Data Through mysqldump

Background

mysqldump is the most commonly used tool for importing and exporting MySQL
data.
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mysqldump Options

Table 1-1 Option description

Option Name Description

add-drop-table Adds the DROP TABLE statement before
each data table is created.

events, E Exports events.

routines, R Exports stored procedures and
customized functions.

flush-logs Updates logs before the logs are
exported.

no-create-db, n Exports only data without adding of the
CREATE DATABASE statement.

add-drop-database Adds the DROP DATABASE statement
before each database is created.

no-create-info, t Exports only data without adding of the
CREATE TABLE statement.

no-data, d Exports only the database table
structure.

set-gtid-purged=OFF Does not export GTID statements.

hex-blob Exports binary string fields in
hexadecimal format.

 

Examples for Using mysqldump
1. Export all data of databases db1 and db2.

>db12.sqldb1 db2--hex-blob --set-gtid-purged=OFF --single-transaction --
order-by-primary --flush-logs -q --databases 192.168.0.199 -
h8635mysqldump -uroot -p -P

2. Export the t1 and t2 tables of database db1.
.sqlt1_t2 >t1 t2 --tables db1 --hex-blob --set-gtid-purged=OFF --single-
transaction --order-by-primary --flush-logs -q --databases 192.168.0.199 -
h8635mysqldump -uroot -p -P

3. Export data whose id equals 1 from table t1 in database db1.
.sqlt1_id'>id=1 --where='t1 --tables db1 --hex-blob --set-gtid-purged=OFF
--single-transaction --order-by-primary --flush-logs -q --databases
192.168.0.199 -h8635mysqldump -uroot -p -P

4. Export all table structures in database db1 without exporting data.
_table.sqldb1 >db1set-gtid-purged=OFF --single-transaction --order-by-
primary -n --flush-logs -q --databases --no-data --192.168.0.199 -
h8635mysqldump -uroot -p -P
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5. Export all data excluding the tables and data in database db1.
> others.sql db1 --set-gtid-purged=OFF -F -n -t -d -E -R8635 -
P192.168.0.199mysqldump -uroot -p -h

1.1.5 SQL Statements Such as SET @@SESSION.SQL_LOG_BIN
Displayed After You Run mysqldump

Scenario
When you run mysqldump on a database, the following code is displayed:

Figure 1-1 Code

Fault Analysis
The parameter gtid-mode is set to ON.

If GTID is enabled for a database, you can use mysqldump to back up or dump all
Global Transaction Identifiers (GTIDs) in the database or even to back up the
whole RDS for MySQL database.

Solution
When the primary and standby RDS for MySQL databases are exported for backup
and restoration, check whether GTID is enabled.

If GTID is enabled, add –set-gtid-purged=OFF to the mysqldump command
during data dump.
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1.2 Primary/Standby Replication Issues

1.2.1 Abnormal Replication Between Primary and Standby
RDS DB Instances

Scenario
The replication relationship between primary and standby RDS DB instances is
abnormal. A possible cause is that the default security group rule is deleted.

Solution

Step 1 Log in to the management console.

Step 2 On the Instances page, click the target DB instance.

Step 3 On the Basic Information page, click the security group name.

Step 4 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, select All
for Protocol & Port and Security group for Source. In the drop-down list, select
the same security group as the displayed one on the Basic Information page.

Step 5 Wait until the rule is added. Check that the replication relationship between
primary and standby DB instances is restored.

----End

1.3 Parameter-related Issues

1.3.1 [ERROR] 1071 Reported When an Index Fails to Be
Created for RDS for MySQL

Scenario
The index failed to be created because its length exceeds the upper limit. The
following error was reported:

[ERROR] 1071 - Specified key was too long; max key length is 3072 bytes

This problem may occur in MySQL-8.0.20.5.

Fault Analysis
The InnoDB table engine has a length limit on index prefixes.

By default, an index prefix can contain a maximum of 767 bytes, but if
innodb_large_prefix is set to ON, the index prefix length is increased to 3,072
bytes.

SHOW VARIABLES LIKE '%innodb_large_prefix%';
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The length of an index prefix also depends on the InnoDB page size. If the
parameter innodb_page_size is set to its default value 16 KB, the maximum index
prefix length is 3,072 bytes, but if this parameter is set to 8 KB, the maximum
index prefix length is 1,536 bytes. If this parameter is set to 4 KB, the maximum
length of the index prefix is 768 bytes.

SHOW VARIABLES LIKE '%innodb_page_size%';

Check the structure of the problem table and query all supported character sets
and their byte usage:

SHOW CHARACTER SET;
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When the problem table uses the utf8mb4 character set, each character occupies
4 bytes. This means that the index prefix only contains 768 (3072/4 = 768)
characters if the index prefix has 3072 bytes. Therefore, you only need to set the
index prefix length in the CREATE TABLE statement to 768 or modify the index
field to keep it less than 3072 bytes.

Solutions
Change the length of the index field.
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1.3.2 Tables Failed to Be Found After Case-Sensitivity Setting
Changes for RDS for MySQL

Scenario

After the RDS for MySQL parameter lower_case_table_names was set to case
sensitive, a table containing uppercase letters was created. However, after the
parameter was set to case insensitive, the table containing uppercase letters, such
as tbl_newsTalking, cannot be found.

Case: When a backup is restored to a new instance, restoration will fail if the
parameter case-sensitive setting of the new instance is different from that of the
original instance.

Solution

Step 1 Change the value of lower_case_table_names to 0, indicating that table names
are case sensitive.

Step 2 Reboot the database.

Step 3 Change uppercase letters in table names to corresponding lowercase letters.

Step 4 Change the value of lower_case_table_names to 1, indicating that table names
are case insensitive.

Step 5 Reboot the database, or export the entire database and import it again.

----End

NO TE

● The names of databases, tables, and variables, and table alias must be case sensitive.

● Column names and aliases are always case insensitive. Field values are case insensitive
by default.

● For RDS for MySQL 5.7, you can specify case sensitivity for table names when creating
an instance on the console or using APIs, or set the lower_case_table_names
parameter after an instance is created.

● For RDS for MySQL 8.0, you can only specify case sensitivity for table names when
creating an instance on the console or using APIs.
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1.4 Performance Issues

1.4.1 Why Is My SQL Query Running So Slow?
1. You can view the slow SQL logs to check whether any slowly executed SQL

queries exist and view their performance characteristics (if any) to locate the
cause.

2. View the CPU usage metrics of RDS DB instance to facilitate troubleshooting.

3. Create read replicas to offload read pressure on primary DB instances.

4. When multiple associated tables are queried, indexes must be created for the
associated fields.

5. Do not use the SELECT statement to scan all tables. You can specify fields or
add the WHERE condition.

1.4.2 Native Error 1461 Reported by an RDS for MySQL DB
Instance

Scenario

The following error information is displayed when there are large amounts of
concurrent read and write requests, large amounts of SQL statements, or in data
migration scenarios:

mysql_stmt_prepare failed! error(1461)Can't create more than
max_prepared_stmt_count statements (current value: 16382)

Fault Analysis

The max_prepared_stmt_count value ranges from 0 to 1048576. The default
value is 16382. This parameter limits the total number of prepared statements in
all sessions on mysqld. The current value exceeds the value range of this
parameter.

Solution

Set max_prepared_stmt_count to a larger value. The recommended value is
65535.

1.4.3 System Inaccessible After Field Addition to an RDS for
MySQL Database Table

Description

After a field was added to an RDS for MySQL database table, the system becomes
inaccessible.
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Solution
The database performance is affected due to the addition of table fields. A
possible reason is that indexes are not added to the new table fields. As a result, a
large amount of data consumes a large number of CPU resources. You are advised
to:

● Add indexes and primary keys.
● Optimize slow SQL statements.

1.5 SQL Issues

1.5.1 ERROR[1451] Reported When a Table with Foreign Keys
Cannot Be Deleted

Scenario
The root user does not have the permissions required to delete or modify tables in
the database. Error message is as follows:

ERROR[1451] -Cannot deleteorupdatea parent row:

aforeignkeyconstraintfails (…)

Fault Analysis
The FRM file also exists in sys_tables. This table has foreign key relationships with
other tables and cannot be deleted directly.

The foreign key association has been set in the RDS for MySQL DB instance. As a
result, data cannot be updated or deleted. You can set foreign_key_checks to
avoid this problem.

Solution
set session foreign_key_checks=off;
drop table table_name;

To delete the table, set foreign_key_checks to off.

1.5.2 Solution to the Failure of Converting the Field Type

Scenario
The varchar field is read using the char data type, and cannot be converted
through the char() function.
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Fault Analysis

The char() function cannot be used to convert data types.

Solution

The CAST() function and CONVERT() function of RDS for MySQL can be used to
obtain values of one type and generate values of another type. The syntax is as
follows:

CAST(value as type);
CONVERT(value, type);

That is, CAST(xxx AS type) and CONVERT(xxx, type).

NO TE

The data types that can be converted are limited. The supported data types are as follows:

● BINARY: the same as adding a binary prefix to a data string

● CHAR(): characters. You can specify the length of the characters.

● DATE: calendar date

● Time: time of day

● DATETIME: date and time

● DECIMAL: floating point number

● SIGNED: integer

● UNSIGNED: unsigned integer

1.5.3 "Row size too large" Reported When an RDS for MySQL
Table Failed to Be Created

Scenario

An RDS for MySQL table failed to be created and the following information is
displayed:

Row size too large. The maximum row size for the used table type, not
counting BLOBs, is 65535. This includes storage overhead, check the manual.
You have to change some columns to TEXT or BLOBs
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Fault Analysis

The total length of the varchar fields exceeds 65535, resulting in a table creation
failure.

Solution
1. Reduce the length.

CREATE TABLE t1 (a VARCHAR(10000),b VARCHAR(10000),c VARCHAR(10000),d VARCHAR(10000),e 
VARCHAR(10000),f VARCHAR(10000) ) ENGINE=MyISAM  CHARACTER SET latin1; 

2. Change a column to TEXT by referring to the official document.

1.5.4 ERROR [1412] Reported by an RDS for MySQL DB
Instance

Scenario

The following error information is displayed:

ERROR[1412]:Table definition has changed, please retry transaction

This problem may occur in MySQL-5.7.31.2.

Fault Analysis

Cause 1: A transaction is started using START TRANSACTION WITH CONSISTENT
SNAPSHOT.

Scenario 1

Scenario 2

Scenario 3

Cause 2: DDL operations are performed for binlog files.
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Solution
If the error is caused by any of the preceding causes, the fault needs to be
rectified on the service side.

1.6 Connection Issues

1.6.1 Login Failed After the authentication_string Field Is
Changed to Display the Password for RDS for MySQL

Scenario
After you use Navicat to modify the field authentication_string of the root
account in the user table to display the password, the user cannot log in to the
client.

This problem may occur in MySQL-8.0.20.6.

Possible Causes
The password changing method is incorrect. The hash key of the
authentication_string field in the user table is directly changed. The password of
the root user should be reset on the console.

Solution
MySQL 8.0 does not support the password function. Therefore, you should perform
the following steps to rectify the fault:

Step 1 Locate the authentication_string field of account rdsAdmin and run the
following command:
update mysql.user set authentication_string='XXX'

XXX indicates the new password.

Step 2 Reset the password of account root.
ALTER USER 'root'@'%' IDENTIFIED WITH mysql_native_password BY 'XXX';
flush privileges;

After the password is changed, the user can log in to the system as user root.

----End
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1.6.2 MySQL-server Connection Failure After a Version
Upgrade of RDS for MySQL

Scenario
The following error message is displayed when a database is connected through
commands:

Caused by: javax.net.ssl.SSLException: Received fatal alert: protocol_version

MySQL-server connection failed after RDS for MySQL 5.7.23 is upgraded to 5.7.25.
Figure 1-2 shows the captured packet.

The TLS version sent from the client to the server during the TLS handshake is 1.0.
A total number of 15 supported cipher suites are provided.

Figure 1-2 Packets captured when connection failed

Fault Analysis
As shown in the MySQL-server response in Figure 1-3, the server rejects the client
connection because OpenSSL has been upgraded to 1.1.1a on MySQL 5.7.25,
resulting in the rejection of the insecure TLS version and password suite.
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Figure 1-3 MySQL-server response

Solution
Upgrade your JDK client to JDK 8 or a later version. By default, TLS 1.2 is
supported and 30 cipher suites are provided. Figure 1-4 shows a normal captured
packet.

Figure 1-4 Packets captured when connection is normal
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A Change History

Released On Description

2022-09-30 This issue is the first official release.
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