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General Issues

1.1 Why Accessing a Website Outside the Chinese
Mainland Is Slow on an ECS?

Symptom

Websites outside the Chinese mainland, including those in Hong Kong (China),
Macao (China), Taiwan (China), and other countries and regions, may be slow to
access.

Generally, an international line is used for accessing websites outside the Chinese
mainland. However, the international line may inevitably pass through network
nodes distributed around the world, resulting in high latency.

Solutions

e Purchase an ECS in a region (such as CN-Hong Kong) outside the Chinese
mainland.

Considering the physical distance and network infrastructure, you can
purchase an ECS in a region outside the Chinese mainland if you need to
access websites outside the Chinese mainland.

For example, select the CN-Hong Kong region during the ECS purchase.
e Improve the access speed.

Alternatively, perform the following operations to speed up the access.

- Modifying the DNS Configuration

- Modifying the hosts File

After that, run the ping -t Website address command to check the packet
loss. For details, see Checking Whether the Request Is Responded.

Modifying the DNS Configuration

Change the DNS server addresses to public DNS server addresses, for example,
101.226.4.6 and 1.1.1.1.

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1
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The following figure demonstrates how you can modify the DNS configuration on
Windows Server 2012.

Figure 1-1 Modifying the DNS configuration

= p— — 955
[ i - [F f-E_
= X OB gre021

The following are detailed operations:
1. Log in to the Windows ECS as user Administrator.
2. Enable the local area connection.

a. In the lower right corner of the taskbar, right-click the network
connection icon.

b. Click Open Network and Sharing Center.

Figure 1-2 Open Network and Sharing Center

Troubleshoot problems

Open Metwork and shar -%enter
- = 1/8/2021
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3.

C.

a.
b.

C.

In the navigation pane on the left, click Change adapter settings.
Configure the DNS server for the ECS.

Double-click network connections.

Click Properties in the lower left corner.

Figure 1-3 Local area connection

General

Connection
IPv4 Conneckiviky: Inkernet
Pv6 Connectivity: No network access
Media State:
Duration:
Spead:

Enabled
04:16:31
100,0 Gbps

Detalls..,

|
Sent —— &' —  Received
@

23,377,804 | 261,588,848

L@Disd:ls

Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.
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Figure 1-4 Selecting a protocol type
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d. Select Use the following DNS server addresses and set the IP addresses

of the DNS servers as prompted.
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Figure 1-5 Setting the DNS server addresses
Internet Protocol Version 4 (TCP/IPvd) Properties -

izeneral |All;ernate Configuration

Yaou can get IP settings assigned automatically if your network supports
this capability, Otherwise, yvou need to ask yaur network administrator
far the appropriate IP settings.

(@) Obkain an IP address automatically

() Obkain DNS server address automatically

() Use the following I address:

(@) Use the following DNS server addresses:

Preferred DMS server: |
v
Alternate DNS server: | R : |

|| validate settings upon exit

| ok || cancel |

Modifying the hosts File

Select a server that allows you to access the website at the fastest speed and add
its IP address and the domain name of the website to the hosts file.

Use either of the following methods to obtain the IP address of the server that
allows you to access the website at the fastest speed:
e Ping the domain name.
For details, see Method 1: Pinging the Domain Name.
e Use a ping tool and PingInfoView.
For details, see Method 2: Using a Ping Tool and PingInfoView.

Method 1: Pinging the Domain Name

The following figure demonstrates how you can ping the domain name on
Windows Server 2012 to obtain the IP address of the server with the fastest access
speed. (www.example.com is used as the example domain name.)
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Figure 1-6 Modifying the hosts file

14:58
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The following are detailed operations:

1. Ping www.example.com and wait for the result.
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Figure 1-7 Command output

& Administrator; Command Prompt - ping wwav.example.com M

icrosoft Windows [Version 6.3.9600]
(c) 2813 Microsoft Corporation. A1l rights reserved.

C:\lsersMidninistratordping wuw.exanple .con

inging www.examnle com [93,184.216.34] with 32 hutes of data:
eply from(93.184.216.34; hyt ime=211mg |TTL=49

eply from(93.184.216.34; hytes=32 time=210ms|TTL=49

equest t@med out.

ing statistics for 93.184.216.34:

Packets: Sent = 4, Received = 2, Lost = 2 (582 lossy,
Hpproximate round trip times 1n milli-geconds:

Hinimum = 218ms, Maximum = 21ims, Average = 210ns

SUsers\Administratorping wew.example.com

Ilnulng W Pvamnlﬂ £nm [?3 184.216. 34] u1th 32 butes of data:
8 s TTL=49
: TTL 49

Ping the domain name repeatedly and record a stable IP address with the
smallest TTL value.

/A\ CAUTION

During the ping operation, run the ipconfig /flushdns command to refresh
the DNS resolution cache. Otherwise, the same IP address will be pinged
continuously.

In this example, IP address 93.184.216.34 has the smallest TTL value.
Modify the hosts file.

Open the C:\Windows\System32\drivers\etc\hosts file and add the mapping
between the IP address and the domain name in the end of the file.

For example, if the obtained IP address is 93.184.216.34, enter 93.184.216.34
www.example.com in the end of the hosts file, save and exit the file.

Issue 01 (2023-03-31)
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/A\ CAUTION

e Exercise caution when you modify the hosts file.

You are advised to back up the hosts file using either of the following
methods: Copy and paste the hosts file, or copy and paste the content of
the hosts file.

e Only the IP address you have configured in the hosts file will be returned
when the domain name is used to access the website.

e If access is still slow and you want to replace the IP address, delete the
existing mapping from the hosts file and repeat the proceeding operations
to obtain a new IP address.

4. Access the website again.

Modifying the hosts file can only speed up the website access. If the problem
persists, purchase an ECS in a region outside the Chinese Mainland, for
example, CN-Hong Kong.

Method 2: Using a Ping Tool and PinginfoView

You can also try to speed up website access by modifying the hosts file. To do so,
perform the following operations:

1. Log in to your ECS as user Administrator.

2. Use a browser to access the ping tool.

3. Enter the domain name of the website and record the IP addresses with the
lowest response time. (www.example.com is used as an example.)

4. Download PingInfoView, decompress it, and run PinglnfoView.exe.

5.  Open PinginfoView, copy the IP addresses obtained in step 3 to the text box,
and click OK.

i

6. Copy one IP address in the search result.

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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8% PingInfoView I_I_-' g

File Edit View Options Help

O HuE 21

ecutive... % Failed Last Ping Status Last Ping Time  Last Ping TTL  Average Ping.. Descripi
0% Succeeded 248 234 248
0% Succeeded 226 238 226
0% Succeeded 222 234 217
L |
< m >
Sent On Reply IP Address | Ping Time Ping TTL Ping Status
@ 2019/1/29 17:3..| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:3..| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:3...| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:4..| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4..| 99.84.178.238 222 234 Succeeded
3 item(s), 1 Selected HirSoft Freeware. http:fwww.nirsoft.net

7. Open the C:\Windows\System32\drivers\etc\hosts file and add the mapping
between the IP address and the domain name in the end of the file.

/A\ CAUTION

e Exercise caution when you modify the hosts file.

You are advised to back up the hosts file using either of the following
methods: Copy and paste the hosts file, or copy and paste the content of
the hosts file.

e Only the IP address you have configured in the hosts file will be returned
when the domain name is used to access the website.

e If access is still slow and you want to replace the IP address, delete the
existing mapping from the hosts file and repeat the proceeding operations
to obtain a new IP address.

For example, if the obtained IP address is 99.84.178.238, enter 99.84.178.238
www.example.com in the end of the hosts file, save and exit the file.

8. Access the website again.

If the fault persists, use an ECS purchased in a region outside the Chinese
Mainland to access the target website.

Checking Whether the Request Is Responded

Try to access the target website. If the website can be accessed but the loading is
still slow, packet loss may occur. In such a case, run the ping -t Website address
command to check the packet loss. For details, see How Do | Troubleshoot a
Ping Failure or Packet Loss Using a Link Test?

For example, run ping -t www.example.com.
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(11 NOTE

In Windows, you can also download the curl client, decompress it, open the bin folder,
copy the path, and configure the environment variables.

If a response status code is displayed, the request has been sent and received.
Slow website access may be caused by loss of packets sent to the destination
server.

Contact customer service to check for packet loss.

1.2 How Do | Troubleshoot a Ping Failure or Packet
Loss Using a Link Test?

Symptom

When you accessed other resources from an ECS, network freezing occurred. The
ping command output showed that packet loss occurred or the network delay was
long.

This section uses Tracert and MTR as an example to describe how to troubleshoot
packet loss or long delay.

Possible Causes

Packet loss or long delay may be caused by link congestion, link node faults, high
server load, or incorrect system settings.

After verifying that the issue was not caused by the ECS, use Tracert or MTR for
further fault locating.

MTR is used to detect network faults.

You can choose to use Tracert or MTR depending on the ECS OS:
e Windows

- (Recommended) Using Tracert in Windows

- Using WinMTR in Windows
e Linux

- Using MTR in Linux

Using Tracert in Windows

Tracert shows the path through which packets reach the destination server and
the time when the packets reach each node. Tracert offers similar functions as the
ping command but it provides more detailed information, including the entire
path the packets take, IP address of each pass-through node, and time when the
packets arrive at each node.

1. Log in to the Windows ECS.

2. Open the ecmd window and run the following command to trace the IP
address:

tracert /P address or website
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For example, tracert www.example.com

icrosoft Windows [Version 6.J3.9688]
Cey 28013 Microsoft Corporation. All wights wesepruvd

tsllzepssAdministratortracert wuw. .COm

racing route to wuw. .com.lxdns .com |

ver a maximum of 38 hops:

1 ms
38 ms
5 ms

1
9
5

=
IR

E]
oW

®race Cco I|I|I1 ete.

risllserssAdministrator s

The command output shows that:

The maximum number of hops is 30 by default. The first
the sequence number of each hop.

column shows

Tracert sends three packets each time. The second, third, and fourth

columns show the time the three packets take to arrive their destination.
The last column shows the IP addresses of the nodes where the packets

were redirected.

affected link and node.

Using WinMTR in Windows

oA LN

6.

Log in to the Windows ECS.

If the message * * * request timed out is reported, troubleshoot the

Download the WinMTR installation package from the official website.

Decompress the WinMTR installation package.
Double-click WinMTR.exe to start the tool.

In the WinMTR window, enter the IP address or domain name of the

destination server in Host and click Start.

T WinMTR - 0.8 (http://winmtr.sourceforge.net) |;E-
Host: " L] [ Options | Exit |
|:op_\,f Text to clipboard| Copy HIML to clipboard| | Export TEXT | | Export HTML |
Hostname Hr | Los= %  Sent | Recy | Best hrrg Worst | Last

WinMTR - 0.8. Copyleft @2000-2002 Vasile Laurentiu Stanimir ( stanimir@acr.nivis.com )

Wait for WinMTR to run for a period of time and click Stop to stop the test.
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D WinMTR - 0.8 (http://winmtr.sourceforge.net) |= o
Host: [192.168.0. 191 [ st | ‘ ‘ | Exit |
|:opy Text to clipboard| Copy HIML to clipboardl | Export TEXT | | Export HIML |
Hostname Mr | Los= % | Sent | Reey | Best hvrg Worst | Last
192.168. 0,191 1 0 33 33 0 0 0 0

Double click on host name for more information.

The test results are as follows:

- Hostname: IP address or domain name of each node that the packets
pass through to the destination server

- Nr: number of nodes that the packets pass through
- Loss%: packet loss rate of a node

- Sent: number of sent packets

- Recv: number of received responses

-  Best: shortest response time

- Avrg: average response time

- Worst: longest response time

- Last: last response time

Using MTR in Linux
Installing MTR

MTR has been installed on all Linux distributions. If MTR is not installed on your
Linux ECS, run the following command to install it:

e (CentOS
yum install mtr
e Ubuntu

sudo apt-get install mtr
MTR parameters

e -h/--help: help menu

e -v/--version: MTR version

e -r/--report: results of all traces

e -p/--split: results of each trace

e -c/--report-cycles: number of packets (10 by default) sent per second
e -s/--psize: size of a packet
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e -n/--no-dns: no domain name resolution performed for IP addresses

e -a/--address: IP address for sending packets, which is set if a single host has
multiple IP addresses

o -4:|Pv4
e -6:|Pv6

The following uses the link between the local server and the destination server
with IP address 119.xx.xx.xx as an example.

Run the following command to obtain the MTR diagnosis results in a report:
mtr 119.xx.xx.xx --report

Information similar to the following is displayed:

[root@ecs-0609 ~]# mtr 119.XX.XX.XX --report
Start: Thu Aug 22 15:41:22 2019

HOST: ecs-652 Loss% Snt Last Avg Best Wrst StDev
1.]-- 100.70.0.1 00% 10 3.0 34 28 75 13

2|-- 10.242.7.174 0.0% 10 524 515 342 589 6.3
3.-- 10.242.7.237 0.0% 10 32 50 27 208 55

4.]-- 10.230.2.146 00% 10 1.0 1.0 1.0 1.1 0.0

5.-- 192.168.21.1 00% 10 35 42 28 116 25
6.]-- 10.242.7.238 0.0% 10 353 345 6.0 564 226
7.-- 10.242.7.173 0.0% 10 33 47 31 147 36
8.|-- ?7?? 1000 10 0.0 0.0 0.0 0.0 00

The parameters in the preceding command output are described as follows:

e HOST: IP address or domain name of the node
e Loss%: packet loss rate

e Snt: number of packets sent per second

e Last: last response time

e Avg: average response time

e Best: shortest response time

e  Wrst: longest response time

e StDev: standard deviation, a larger value indicates a larger difference
between the response time for each data packet on the node

Handling WinMTR and MTR Reports

The following figure is an example of analyzing the reports of WinMTR and MTR.

My traceroute [vB.851
ecs-3666 (8.6.0.8) Mon Sep 2 12:14:33 2619
Keys: Help Display mode Restart statistics Order of fields quit
Pings
Host 7 Auvg Best UWrst StDeuv

Area A
Local network of the server

Aea B
Carrier backbone network

.7
3.6
1.4
1.4
1.4
2.7
3.7
19.9
8.4
1.8
0.6
1.2
8.9
8.8

B B U]

rea C:

Local network on the destination end

e Local network of the server (area A): the local area network and local ISP
network
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- If a node in the local network malfunctions, check the local network.
- If the local ISP network malfunctions, report the issue to the local carrier.

Carrier backbone network (area B): If an error occurs in this area, identify the
carrier to which the faulty node belongs based on the node IP address and
report the issue to the carrier.

Local network on the destination end (area C): the network of the provider to
which the destination server belongs

- If packet loss occurs on the destination server, the network configuration
of the destination server may be incorrect. Check the firewall
configuration on the destination server.

- If packet loss occurs on certain nodes with several hops close to the
destination server, the network of the provider to which the destination
server belongs may be faulty.

Common Link Faults

Incorrect destination server configurations

As shown in the following example, if the packet loss rate is 100%, the
packets are not received by the destination server. The fault might be caused
by incorrect network configuration on the destination server. In such a case,
check the firewall configuration on the destination server.

Host Loss% Snt Last Avg Best Wrst StDev
1.72??

2.7??

3. IXX XXX 0.0% 10 521.3 90.1 2.7521.3211.3
4. TIXXXX 00% 10 29 47 16 106 39

5. 2X.X.X.X 80.0% 10 3.0 3.0 3.0 3.0 00

6. 2X XX XX.XX 00% 10 1.7 72 16 349 136
7. IXX XX XXX 00% 10 52 52 51 52 0.0
8. 2XXXX.XX.XX 00% 10 53 52 51 53 0.1

9. TXX.IXX.XX.X 100.0% 10 0.0 0.0 0.0 0.0 0.0

ICMP rate limit

As shown in the following example, packet loss occurs on the fifth hop, but
the issue does not persist on subsequent nodes. Therefore, it is determined

that the fault is caused by ICMP rate limit on the fifth node. This issue does
not affect data transmission to the destination server. Therefore, ignore this
issue.

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 1.0 04 61 1.8

3. IXX XX XX XX 00% 10 0.8 27 08 19.0 57
4. TXX XX XX.XX 00% 10 6.7 68 67 69 0.

5. IXX.XX.XX. XX 60.0% 0 27.2 25.3 23.1 264 29
6. TXXXX.XX.XX 0.0% 10 39.1 394 39.1 39.7 0.2
7. TXX XX XX XX 0.0% 10 39.6 404 394 469 23

8. TXXXX.XX.XX 0.0% 10 39.6 40.5 395 46.7 2.2
Loop

As shown in the following example, the data packets are cyclically transferred
after the fifth hop, and they cannot reach the destination server. This fault is
caused by incorrect routing configuration on the nodes of the carrier. Contact
the carrier to rectify the fault.

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 10 04 61 1.8

3. XX XX XX XX 00% 10 08 27 08 19.0 57

4. TXX XX XX XX 00% 10 6.7 68 67 69 0.
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5. 1XX.XX.XX.65 0.0% 10 0.0 00 0.0 0.0 0.0
6. TXX.XX.XX.65 00% 10 0.0 00 0.0 0.0 0.0
7. 1XX.XX.XX.65 0.0% 10 0.0 00 0.0 0.0 0.0
8. TXX.XX.XX.65 0.0% 10 0.0 00 0.0 0.0 0.0
9.7?? 00% 10 00 00 00 00 00

e Link interruption

As shown in the following example, no response can be received after the
data packets are transferred to the fourth hop. This is generally caused by link
interruption between the affected nodes. You are advised to perform a further
check using a reverse link test. In such a case, contact the carrier to which the
affected nodes belong.

Host Loss% Snt Last Avg Best Wrst StDev
T. IXX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 1.0 04 6.1 18

3. TXX XX XX XX 00% 10 08 27 0.8 19.0 57
4. TXX XX XX XX 00% 10 6.7 68 6.7 69 0.1
5. 1IXX.XX.XX. XX 0.0% 10 0.0 0.0 0.0 0.0 0.0
6. TXX.XX.XX.XX 0.0% 10 0.0 0.0 0.0 0.0 0.0
7. IXXXX.XX.XX 0.0% 10 0.0 0.0 0.0 0.0 0.0
8. TXX.XX.XX.XX 0.0% 10 0.0 0.0 0.0 0.0 0.0
9 TXXXXXX.XX 00% 10 00 0.0 0.0 00 0.0

1.3 How Do | Troubleshoot Slow Connections to a
Website Hosted on My ECS?

Symptom

A complete HTTP request includes domain name resolution, TCP connection
establishment, request initiation, processing of the request and returning a
processing result by the server, parsing of the HTML code and requesting other
resources by the browser, and rendering and presentation of the page. The HTTP
request goes through a local client of the user, network nodes between the client
and the access server, and the access server. An error occurred on any of the
preceding nodes will lead to network freezing on the ECS.

Checking DNS Configuration
1. Open the cmd window and run ipconfig /all to check whether a default
HUAWEI CLOUD DNS server address is used.
You are advised to use the default HUAWEI CLOUD DNS server addresses.

(10 NOTE

To obtain the addresses, see What Are the Private DNS Server Addresses Provided
by Huawei Cloud?

2. Run the following command to check whether your ECS and the DNS server
are reachable to each other:

ping /P address of the DNS server

3. Run the following command to check whether domain name resolution is
functional:

nslookup 7arget website

For example, nslookup www.example.com
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Visit websites outside Chinese mainland, including those in Hong Kong
(China), Macao (China), Taiwan (China), and other countries and regions, to
check whether the access issue is resolved.

If the fault persists, perform the following operations to continue the fault
locating.

Checking Network Links

1. On the local client, ping the public IP address of the server to check whether
packet loss or network delay occurs.

- If packet loss or long network delay occurs, use MTR to locate the fault.
For details, see How Do | Troubleshoot a Ping Failure or Packet Loss
Using a Link Test?.

- If not, go to step 2.

2.  Run the dig/nslookup command to check whether the DNS resolution is
functional. Alternatively, use the public IP address to access the target web
page and check whether the slow access is caused by a DNS fault.

For details, see:
- What Should | Do If a Record Set Does Not Take Effect?
- How Do | Check Whether Record Sets Have Taken Effect?

Checking ECS Resource Usage

1. Log in to the management console.

Click 0 in the upper left corner and select your region and project.
Under Compute, click Elastic Cloud Server.

In the search box above the ECS list, enter the ECS name, IP address, or ID.
Click the name of the target ECS to go to the ECS details page.

oA~ WwWN

Click the Monitoring tab to view the monitoring data.

Check whether any applications running on the ECS have strict requirements on
network and CPU configurations.

e If the CPU or memory usage is too high, see Why Is My Windows ECS
Running Slowly? or Why Is My Linux ECS Running Slowly? for
troubleshooting.

e If the bandwidth usage is too high, see How Can | Resolve High Bandwidth
Usage on My ECSs? for troubleshooting.

- To upgrade ECS specifications, see General Operations for Modifying
Specifications.

- To upgrade the bandwidth, see Modifying an EIP Bandwidth.
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1.4 How Do | Troubleshoot an Unresponsive Website
Hosted on My ECS?

Symptom

Websites running on an ECS might become unreachable for multiple reasons.
Check whether the configurations of network, port, firewall, or security group of
the ECS are correct.

Fault Locating

If an error is displayed when you access a website, identify possible causes based
on the error message.

Identify possible causes based on error code description in Returned Values for
General Requests.

L] NOTE
If the error message cannot help you locate the fault, record the resource details and fault
occurred time. Then, choose Service Tickets > Create Service Ticket in the upper right
corner of the management console to submit a ticket.

You can also locate the fault based on the following possible causes which are
listed in order of their probability.

If the fault persists after you have ruled out one cause, move on to the next one.

Figure 1-8 Fault locating

/ Port communication Check whether the target port is being listened to.

/
/

/ Security group rules Check whether the access to the target port is allowed in the security group.

Firewall configuration ~_ Disable the firewall and try again.

// Routing configuration Check whether the gateway configurations in the ECS routing table are correct.

N\ Local network Check whether you can use another hotspot or network to access the website.
\\
\ \ VCPU usage Identify and optimize the processes leading to high vCPU usage.
\ \
\\ Domain name resolution Check whether the domain name can be resolved.
\
K Check whether the domain name of the website and the EIP of the ECS have

ICP filing of domain name  ~ o]
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Table 1-1 Possible causes and solutions

Possible Cause Solution

Port communication | Check whether the web port used by the target website

is properly listened to on the ECS. For details, see
Checking Port Communication.

Security group rules | Check whether the access to the port is allowed in the

security group of the ECS. For details, see Checking
Security Group Rules.

Firewall Disable the firewall and try again. For details, see
configuration Checking the Firewall Configuration.

Route configuration | Check whether the gateway configurations in the ECS

route table are correct. For details, see Checking the
ECS Route Configuration.

Local network Check whether you can use another hotspot or network

to access the website. For details, see Checking the
Local Network.

CPU usage Identify and optimize the processes leading to high vCPU

usage. For details, see Checking the CPU usage.

Checking Port Communication

Ensure that service processes and ports are in LISTEN state. Table 1-2 lists the
common TCP statuses.

Linux

Run the netstat -antp command to check whether the port used by the

target website is in LISTEN state.

For example, run netstat -ntulp |grep 80.

Figure 1-9 Checking port listening status

[root@elb-mge2 ~]# netstat -antpu | grep sshd

tcp ¢] 0 0.0.0.0:22 0.0.0.0:* LISTEN

- If the port status is LISTEN, go to Checking Security Group Rules.
- If the port status is not LISTEN, check whether the web service process

has been started and correctly configured.

Windows

Perform the following operations to check port communication:

Run cmd.exe.

Run the netstat -ano | findstr " Port number" command to obtain the
port number used by the process.

For example, run netstat -ano | findstr "80".
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Figure 1-10 Checking port listening status

C:Users“idninistrator>netstat —ano

ICP
TGP
ICcP
ICcP
ubDp
upp

8.
a.
[:

[:
a.
[:

B.A.98:84

B.A.9:49155
:1:88
:1:49155

a
=1:123

A.8.8.8:8
A.8.8.8:8
1:=8

[==
[=:1:8
k-

%z

ifindstr

vgg"
LISTENING
LISTENING
LISTENING
LISTENING

" |f the port is in LISTENING state, go to Checking Security Group
Rules.

®  |f the port is not in LISTENING state, check whether the web service
process has been started and correctly configured.

Table 1-2 Common TCP statuses

TCP Status

Description

Application Scenario

LISTEN

Listens for network
connection requests from a
remote TCP port.

The TCP server is running
properly.

ESTABLISHED

Indicates that a connection
has been set up.

A TCP connection is properly set
up.

TIME-WAIT

Waits until the remote TCP
server receives the
acknowledgment after
sending a disconnection
request.

The TCP connection is
disconnected, and this state is
cleared in 1 minute.

CLOSE-WAIT

Waits for a disconnection
request sent by a local
user.

An application program fault
leads to an open socket. This
state is displayed after the
network is disconnected,
indicating that a process is in an
infinite loop or waiting for
certain requirements to be met.
To resolve this issue, restart the
affected process.

FIN-WAIT-2

Waits for the network
disconnection request from
a remote TCP server.

The network has been
disconnected and requires 12
minutes to automatically recover.

SYN-SENT

Waits for the matched
network connection
request after a network
connection request is sent.

The TCP connection request
failed, which is generally caused
by the delayed handling of high
CPU usage on the server or by a
DDosS attack.
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TCP Status

Description

Application Scenario

FIN-WAIT-1

Waits for the remote TCP
disconnection request, or
the acknowledgment for
previous disconnection
request.

If the network has been
disconnected, this state may not
automatically recover after 15
minutes. If the port has been
used for a long period of time,
restart the OS to resolve this
issue.

Checking Security Group Rules

If the port used by the target website is denied in the security group, add a rule to
the security group to allow the access of the port.

1. Log in to the management console.

Under Compute, choose Elastic Cloud Server.

On the ECS list, click the ECS for which you want to change the security group

rules.

On the Security Groups tab, view security group rules.
Click Modify Security Group Rule.
Configure the rule to allow the access of the port used by the website.

For details, see Configuring Security Group Rules.

Checking the Firewall Configuration

e Linux ECS

The following uses port 80 and CentOS 6.8 as an example.

a. Run the iptables -nvL --line-number command to obtain firewall

policies.

b. Run the following commands to allow access to port 80:
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT

Run the service iptables save command to save the added rules.

d. Run the service iptables restart command to restart iptables.

e. Run the iptables -nvL --line-number command to check whether the
added rules have taken effect.

f.  Disable the firewall and try again.

e Windows ECS

a. Log in to the Windows ECS.

b. Click the Windows icon in the lower left corner of the desktop and
choose Control Panel > Windows Firewall.
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C.

d.

= All Control Panel Items

« 4 |E@ » Control Panel » All Control Panel ltams » v & | Sear trol Par

Adjust your computer’s settings View by:  Small icons

nagement

It Programs

p and Desktop Connections % Sour

nd Navigation

8, User Accounts

Click Turn Windows Firewall on or off.
View and set the firewall status.

& Windows Firewall
ra « 1 | » Control Panel » All Control Panel Iters + Windows Firewsll v e trol Pane

e y wi indows Fi
Control Panel Home Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.
through Windows Firewal

Change nefification Update your Firewall settings

Turn Windows Firewall on or Windows Firewall is not using the recommended
settings to protect your computer,

% Use recommended settings

off

W Restore defaults What are the recommended settings

. &) Private networks
. &) Guest or public networks

Networks in public places such as airports or coffee shops

% Advanced settings
Troubleshoot my network Not connected (v,

Connected :,

Windows Firewall state: Off

ncoming connections: Block oll connections to apps that are not on the list

of allowed apps

Active public networks: Network

Notification state: Do not notify me when Windows Firewall blocks a

new app

Action Center

Network and Sharing Center

Disable the firewall and try again.

Checking the ECS Route Configuration
Linux ECS

a.

b.

_EI-

BE |

Run the route command to check the routing policy. Ensure that the
default route of 0.0.0.0 is destined for the gateway and that the IP
address and the gateway are in the same network segment, as shown in

the first and third lines in the following figure.

[root I# route

Kernel IP routing table

Nest inat inn na‘l‘Pl.IFII_'I

default gateway
gatewal)

8.4.8.8

Renmash Flage Metric Ref
A.8.8.8 UG 188
205205 .255.755 1IGH 1HA
295.255.250.8 U 188
£55.255.255.8 U 181
£55.255.255.8 U 182

B.8.8.8
n.8.8.8
14

Run the ifconfig or ip addr command to obtain the ECS IP address.
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Figure 1-11 ifconfig command output

[root@elb-mge2 ~]# ifconfig -a
etho: flags=: : ,RUNNING, ST= mtu 1508
1 0 netmask . broadcast 1
ff:fe2d4:1e7 preflx en 64 scopeid 0x
7f  txgueuelen 1080 (Ethernet)
bytes 211762078 (19.7 GiB)
8 overruns 8 0
ets 149‘14101 bytes 276209392634 (257.2 GiB)
8 dropped © overruns 8 carrier 8 collisions

inet6 ::1 fixlen 12 ope1d 0x10<host=
1oop txqueuelen 1800 (Local Loopback)
X packets 14 bytes 1688 (1.8 KiB)
® dropped @ overruns 8 frame @
14 bytes 1083 (1.0 KiB)
dropped @ overruns @ carrier @ collisions

~1# 1p addr
up LOHER u 536 gqdisc noqueue state UNKNOWN group default glen 1866
H:] brd o:00:00:00:00:00

ope ho! lo
d lft forever preferred_lft forever
scope host
d_1ft forever preferred_Lft forever
,UP,LOWER_UP> mtu 1580 gdisc pfifo_fast state UP group default glen 1060
f brd fR:ffffoffaff:ff

ope global noprefixroute dynamic etho
ec

valid 1ft forever preferred Lft forE\er

¢. Run the route -n command to obtain the gateway in the routing table.

The following is an example just for reference.

Figure 1-13 route -n command output

[root@elb-mge2 ~]# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.C 192.168.0.1 0.0.0.0 UG 180 3 B ethe

16 69 1 19 68.0.1 2535.255.255.255 UGH 100 8 B ethe
9.0.6.0 255.255.255.8 U 108 3 9 ethe

e Windows ECS

Run cmd.exe.
Run the ipconfig command to obtain the ECS IP address.

Figure 1-14 ipconfig command output

Bl Adeninistrator Command Prompt

= reserved.

Ethernet adapter Ethernet 4:

: openstacklocal

C.  Run the route print command to obtain the gateway in the routing
table.
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Figure 1-15 route print command output

BN Select Administrator: Command Prompt

t ISATAP Adapter

T Teredo Tunneling

Gateway Interface fMetric

Checking the Local Network
Try another hotspot or network for access.

If the access is successful, the fault may occur in the local carrier network. In such
a case, rectify the local network fault and try again.

Checking the CPU usage

If the bandwidth or vCPU usage of an ECS is too high, website access failures may
occur. If you have created an alarm rule using Cloud Eye, the system automatically
sends an alarm to you when the bandwidth or CPU usage reaches the threshold
specified in the rule.
1. ldentify the processes leading to a high bandwidth or vCPU usage.

- Windows

Windows offers multiple tools to locate faults, including Task Manager,
Performance Monitor, Resource Monitor, Process Explorer, Xperf
(supported by versions later than Windows Server 2008), and full
memory dump analysis.

- Linux
Run the top command to check the OS running status.
2. Check whether the processes are malicious and handle the issue accordingly.

- If the processes are not malicious, optimize their programs or modify ECS
specifications.

- If the processes are malicious, stop these processes manually or use a
third-party tool to stop them automatically.

1.5 Why Am | Unable to Connect to a Port on an ECS?

Scenarios

A connection to an ECS on a specific port may be prevented for multiple reasons,
for example, a security group is blocking traffic to the port.
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This section uses port 80 as an example to describe how to troubleshoot an
unreachable ECS port.

Locating the Fault

If the ECS cannot provide the HTTP service, check whether the port used by the
web service (TCP port 80 by default) is working properly.

1. On the ECS management console, ensure that the port is permitted in the
security group.
2. Remotely log in to the ECS and ensure that HTTP is enabled on it.

Ensure that the port is listened to properly. If it is not, change the listened IP
address.

4. Ensure that HTTP is permitted on the ECS firewall.

Windows

The following uses an ECS running Windows Server 2012 with Internet
Information Services (IIS) deployed as an example.

Step 1 Ensure that port 80 is permitted in the security group.

1. Log in to the management console.

2. Click 0 in the upper left corner and select your region and project.

3. Under Compute, click Elastic Cloud Server.

4. On the Elastic Cloud Server page, click the name of the target ECS.
The page providing details about the ECS is displayed.

5. Click the Security Groups tab and view security group rules.

Make sure that the following security group rules have been added to the
security group to which the ECS belongs:

Summary  Inbound Rules  Outbound Rules  Associated Instances

Add Rule Fast-Add Rule Allow Commeon Ports Learn more
Protocol & Port V @ Type Source @
Al IPvd ®
TCP: 22 IPv4 00000 @
TCP: 80 IPv4 00000 @
TCP 3389 IPv4 0000/0 @

Step 2 Remotely log in to the ECS and verify that IIS is enabled on it.

1. In the Server Manager window, choose Tools > Internet Information
Services (1IS) Manager.
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If this option is unavailable, IS is not successfully deployed. In such a case,
deploy IIS again.

2. In the Internet Information Services (11S) Manager window, check the
following information:

- In the Connections navigation pane, right-click the ECS ID. If Connect is
unavailable, IIS has been enabled.

- Click Sites. Then, view the website status on the right side of the page. If
the website is stopped, click the website and then Start under Manage
Server on the right side of the page to start the website.

Step 3 Check whether the port is properly listened to on the ECS.
Open the cmd window and run the following command:
netstat -ano | findstr: 80

If information similar to the following is displayed, port 80 is being properly
listened to on the entire network. If it is not, change the listened IP address.

Crzusllzppesfidministratordnetastat —ann ! Findst» -0A

TCP A.8.0.0:86@ A.A.A.6:8 LISTENING
TGP [z=1:8H [::1:8 LISTENING

Step 4 Ensure that HTTP is permitted on the firewall.

1. Choose Control Panel > Windows Firewall.
2. Perform operations based on the firewall status.
- If the firewall is disabled, no further action is required.
- If the firewall is enabled, perform the following operations:

i. Click Advanced settings.

ii. Inthe navigation pane, click Inbound Rules.

iii. Select World Wide Web Services (HTTP Traffic-In). If it is disabled,
enable the rule.

--—-End

Linux
The following uses an ECS running CentOS 7 with Nginx deployed as an example.

Step 1 Ensure that port 80 is permitted in the security group.

1. Log in to the management console.

Click in the upper left corner and select your region and project.
Under Compute, click Elastic Cloud Server.
On the Elastic Cloud Server page, click the name of the target ECS.
The page providing details about the ECS is displayed.

5. Click the Security Groups tab and view security group rules.

Make sure that the following security group rules have been added to the
security group to which the ECS belongs:
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Step 2

Step 3

Summary  Inbound Rules  Outbound Rules  Associated Instances

Add Rule Fast-Add Rule Allow Common Ports Learn more
Protocol & Port V @ Type Source @
Al IPv4 ®
TCP: 22 IPv4 00000 @
TCP: 80 IPv4 0.00.0/0 Q)
TCP - 3389 IPv4 00000 Q)

Remotely log in to the ECS and ensure that Nginx is enabled on it.
Run the following command to check whether Nginx has been enabled:

systemctl status nginx

If the following information is displayed, Nginx has been enabled:

If Nginx has not been enabled, run the following command to enable it:
systemctl start nginx

Run the following command to check whether the port is properly listened to on
the ECS:

netstat -an | grep 80

If information similar to the following is displayed, port 80 is being properly
listened to on the entire network. If it is not, change the listened IP address.

tcp 000.0.0.0.80 0.0.0.0:* LISTEN

Step 4 View the iptables rules of the ECS firewall.

e Run the following command to view the firewall status:
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systemctl status firewalld

or

firewall-cmd --state

If the firewall is disabled, run the following command to enable it.
systemctl start firewalld

If "Failed to start firewalld.service: Unit is masked." is displayed after the
command is executed, run the following command and then run the
preceding command to enable the firewall again:

systemctl unmask firewalld

Run the following command to view the allowed ports:
firewall-cmd --zone=public --list-ports

Run the following command to allow TCP port 80:
firewall-cmd --zone=public --add-port=80/tcp --permanent
Run the following command to update the firewall rules:
firewall-cmd --reload

--—-End

1.6 How Can | Resolve High Bandwidth Usage on My

ECSs?

Scenarios

If an ECS responds slowly or even cannot be accessed, this issue may be caused by
high bandwidth usage.

Windows ECS

1.

Remotely log in to the ECS on the management console.
The Windows 2012 operating system is used as an example.
Start the Run dialog box, and then enter perfmon -res.

Figure 1-16 Starting the Resource Monitor

Slzeps~Administratoriperfmon —res

Ssllzere Administrators

On the Resource Monitor page, click the CPU or Network tab to view the
CPU or bandwidth usage.
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(V) Resource Monitor - | o[

File Monitor Help
| Overview CPU | Memory | Disk | Network
CPU B 3% CPU Usage 100% Maximum Frequency ~ > | Views |v|
] Image FID Descrip.. Staflis Threads CPU  Swerag.. ~ CPU 100% -
| explorerexe 2440 windo..  Running 42 o] on o
| perfmon.exe 3526 Resout.,  Running 17 1 009
| system Interrupts - Deferre..  Running - o 004
[] swchost.exe [LocalServiceMo,., 63 Host Pr...  Running 13 o 004
[[] swchost.exe [localServiceMet.,, G50 HostPr..  Running 14 o a0z
| swchost.exe (termsves) 252 Host Pr..  Running 29 o Q.02
| i, exe 2596 Deskto..  Running = o 0.0z 60 Seconds o

[ ] conhostexe J260 Consol.  Running 2 o a0z Disk 100 KB/fser -

[] system 4 MT Ker..  Running 30 0 000

Jsmss.eve 204 Running 2 o Qoo v _

| Disk M 37 KB/sec Disk YO M O Highest Active Time v

| Network W 328 Kbps Netwitk [0 M 0 Network Utilization v |

| Memory M O Hard Faults/sec M 242 Used Physical Memory (v Network mepS:

i
|IIIIﬂIIIIIii
od
Memory 100 Hard Faults/sec 5
4. View the processes with high bandwidth usage.

- If such processes are service processes, you are advised to modify ECS
specifications.

- If such processes are abnormal ones, they may be caused by viruses or
Trojan horses. You are advised to stop the processes or use security
software to scan for and stop them.

Linux ECS

1. Log in to the ECS through the management console.

The following uses an ECS running CentOS 6.8 64bit as an example.
2. Run the following command to install the Linux traffic monitoring tool iftop:

yum install iftop -y

[rootPecs-fccf “1# yum install iftop -y

paded plugins:

fastestmirror,

setting up Install Process
Determining fastest mirrors
pelsmetalink

* hase:
epel: mirr
exXLras.
updates:

HAEE

asesprimary_db

mirrors.163.com
1 jupt .edu.cn
ftp.sjtu.edu.cn
fttp.sjtu.edu.cn

curity

3. Run the following command to check the ports that cause heavy traffic and
the IP addresses that consume high bandwidth (taking port eth0 as an

example):
iftop -i ethO -P
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6Z.5K

114bh
348b

Z.82K 413b
6.98Kb 1.38KI

3.61KB  peak:
18.8KB
14

4. Run the following command to check the processes related to the port

(taking port 38366 as an example):
netstat -tunlp |grep 38366
- =>indicates transmitted data, and <= indicates received data.

- TXindicates TX traffic, RX indicates RX traffic, and TOTAL indicates the

total traffic.
- cum indicates the total traffic in the first column.
- peak indicates the peak traffic in the first column.

- rates indicates the average traffic within 2, 10, and 40 seconds in the first

column.

5. View the processes with high bandwidth usage.

- If such processes are service processes, you are advised to modify ECS
specifications.

- If such processes are abnormal ones, they may be caused by viruses or
Trojan horses. You are advised to stop the processes or use security
software to scan for and stop them.

1.7 Why Is My Windows ECS Running Slowly?

If your ECS runs slowly or is disconnected suddenly, the possible causes are as
follows:

e Your ECS is a shared ECS.

Multiple ECSs share CPU resources. When resources are insufficient, ECSs may

contend for CPU resources, causing slow responses.
e The bandwidth or CPU usage of the ECS may be excessively high.

If you have created an alarm rule using Cloud Eye, the system automatically

sends an alarm to you when the bandwidth or CPU usage reaches the
threshold specified in the rule.

If your ECS is a shared ECS, perform the following steps:

1. Fault locating: Check the instance type. For details about dedicated and
shared ECSs, see ECS Types.

2. Troubleshooting: If you have high requirements on service stability, you are
advised to change a shared ECS to a dedicated ECS by referring to General
Operations for Modifying Specifications.

To handle this issue, perform the following operations:

1. Fault locating:

Identify the drivers from unknown sources and processes leading to high
bandwidth or CPU usage.

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

29


https://support.huaweicloud.com/eu/usermanual-ecs/en-us_topic_0013771092.html
https://support.huaweicloud.com/eu/usermanual-ecs/en-us_topic_0013771092.html
https://support.huaweicloud.com/eu/productdesc-ecs/en-us_topic_0035470096.html
https://support.huaweicloud.com/eu/usermanual-ecs/en-us_topic_0013771092.html
https://support.huaweicloud.com/eu/usermanual-ecs/en-us_topic_0013771092.html

Elastic Cloud Server
Troubleshooting

1 General Issues

Fault Locating

Windows offer multiple tools to locate faults, including Task Manager,

Performance Monitor, Resource Monitor, Process Explorer, Xperf (supported by

versions later than Windows Server 2008), and full memory dump.

Check whether the processes and drivers are normal and handle the issue
accordingly.

- If the processes are not malicious, optimize their programs or modify ECS

specifications.

- If the processes are malicious, stop these processes manually or use a
third-party tool to stop them automatically.

- If the drivers are from official sources, there is no need to deal with
system built-in drivers. Determine whether to uninstall the third-party
software based on your requirements.

- If the drivers are from unknown sources, you are advised to uninstall
them by using commercial antivirus software or third-party security
management tools.

Log in to the ECS using VNC available on the management console.
Start the Run dialog box, and then enter perfmon -res.

Figure 1-17 Starting the Resource Monitor

Sdzeps“Administratoriperfmon —res

t\lsers“fidministratork

On the Resource Monitor page, click the CPU or Network tab to view the
CPU or bandwidth usage.
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Figure 1-18 Resource Monitor

QResnurte Monitor !E B
File  Monil
Overview| CPU I Memory] Disk 1Nﬂw0rk ||
E -
Processes B 0% CPU Usage [ 1009 Maxirmumn Frequency - j 4 Yiews v|
| Image I PIC | Drescription | .. * I Threads | QPU | Average... |A| CPU - Total 100% —
O perfmon.exs 1372 Resource.. Running 20 o 0.24
O svehost.exe (Deomlaunch) 544 Host Pro..  Running 10 ] 0,10
O svehost.exe (LocalServicetobiat... 200 Host Bro,.,  Running 20 ] 0,10
D swchost.exe (secsves) 2552 Host Pro..  Running 13 0 0.05
O system 4 NT Kerne... Running 74 o 0.00
D SMESexNe 21k windows... Running 2 0 0.00
O corssexe 300 Cliert Se...  Running 10 ] 0.00 60 Seconds 00 J
D wiririt.exe 340 Windows,., Running 3 0 0,00 Service CPU Usage 100% -
D CEFEE.ENE ELH] Cliert Se...  Running 7 0 0,00
D winlogon.exe 376 Windows.., Funning 3 1] 0.00 j
| Services W 0% CPU Usage -
Associated Handles Search Handles w_{a‘ o
0% -
Associated Modules o
= hd

Obtain the IDs and names of the processes with high CPU or bandwidth
usage.

On the remote login page, click Ctrl+Alt+Del to start the Windows Task
Manager.

Alternatively, start the Run dialog box and enter taskmgr to start the
Windows Task Manager.

The following describes how to display PIDs in Windows Task Manager,
locate a process, and check whether it is malicious.

a. Click the Details tab.
b. Click PID to sort the data.

¢. Right-click the process with high CPU or bandwidth usage and choose
Open File Location from the shortcut menu.

d. Check whether the process is malicious.
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Figure 1-19 Checking the process
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Open the Run dialog box and enter fltmc to view the filter drivers of the
system.

The following figure uses Windows 10 as an example. Different OSs have
different built-in drivers. For details, see their official websites. If a third-party
driver is installed, it is also displayed in this figure.

Figure 1-20 Viewing the system drivers

The following describes how to view a driver source and check whether the
source is unknown.

a. Go to the C:\Windows\System32\drivers directory on the local PC.

b. Click the name of the unknown driver and choose Properties to view its
details.

c. Click the Digital Signatures tab to view the driver source.
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Figure 1-21 Viewing the driver source

Properties it
General Digital Signatures  Securty Details  Previous Versions

Signature list I:}

Mame of signer: Digest algaorthm Timestamp

Tuesday, December ...

T
o
n

Cancel Apply

Troubleshooting

Before the troubleshooting, check whether the processes or drivers leading to the

high CPU or bandwidth usage are normal, and handle the issue accordingly.

Suggestions for non-malicious processes

1. If your ECS runs Windows Server 2008 or 2012, ensure that the available
memory is 2 GiB or larger.

Check whether Windows Update is running.

Check whether the antivirus software is scanning files and programs on the
backend.

4. Check whether any applications requiring high CPU or bandwidth resources
are running on the ECS. If yes, modify ECS specifications or increase
bandwidth.

5. If the ECS configuration meets the application requirements, deploy
applications separately. For example, deploy the database and applications
separately.

Suggestions for malicious processes
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If the high CPU or bandwidth usage is caused by viruses or Trojan horses,
manually stop the affected processes. You are advised to troubleshoot the issue as
follows:

1. Use the commercial-edition antivirus software or install Microsoft Safety
Scanner to scan for viruses in security mode.

2. Install the latest patches for Windows.

3.  Run MSconfig to disable all drivers that are not delivered with Microsoft and
check whether the fault is rectified. For details, see How to perform a clean
boot in Windows.

4. If the ECS or site encounters a DDoS or CC attack, and a large number of
access requests are generated within a short period of time, log in to the
management console and perform the following operations:

- Check whether Anti-DDoS has been enabled and whether the protection
rules are proper. To configure a protection rule, see Configuring an Anti-
DDoS Protection Policy.

- Check whether CC attack protection has been enabled and whether the
protection rules are appropriate. To configure a protection rule, see
Configuring a CC Attack Protection Rule.

Suggestions for drivers from unknown sources

Some viruses and Trojan horses are loaded through the filter drivers of the system.
If you find a driver from an unknown source, you are advised to uninstall it. You
can also use commercial antivirus software or third-party security management
tools to delete it.

If an unknown driver cannot be deleted, or will appear again after being deleted,
it is usually a virus or Trojan horse driver. If the driver cannot be completely
deleted using commercial antivirus software or third-party security management
tools, you are advised to reinstall the OS and back up data before the
reinstallation.

1.8 Why Is My Linux ECS Running Slowly?

If your ECS runs slowly or is disconnected suddenly, the possible causes are as
follows:

e Your ECS is a shared ECS.

Multiple ECSs share CPU resources. When resources are insufficient, ECSs may
contend for CPU resources, causing slow responses.

e The bandwidth or CPU usage of the ECS may be excessively high.

If you have created an alarm rule using Cloud Eye, the system automatically
sends an alarm to you when the bandwidth or CPU usage reaches the
threshold specified in the rule.

If your ECS is a shared ECS, perform the following steps:

1. Fault locating: Check the instance type. For details about dedicated and
shared ECSs, see ECS Types.

2. Troubleshooting: If you have high requirements on service stability, you are
advised to change a shared ECS to a dedicated ECS by referring to General
Operations for Modifying Specifications.
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To handle this issue, perform the following operations:

1.

Fault locating

Identify the processes leading to high bandwidth or CPU usage.

Check whether the processes are normal and handle the issue accordingly.

- If the processes are normal, optimize them or modify ECS specifications.

- If the processes are malicious, use a third-party tool to automatically stop
the processes or manually stop them.

Common Commands

The following uses the CentOS 7.2 64bit OS as an example to describe common
commands. The commands may vary depending on Linux OS editions. For details,
see the official documentation for the specific OS edition.

The common commands for checking Linux ECS performance metrics, such as the
CPU usage, are as follows:

ps -aux
ps -ef
top

Locating High CPU Usage

Log in to the ECS using VNC.

Run the following command to check the OS running status:
top

Information similar to the following is displayed.

op - 28:56:82 up 37 days, 9:89, 1 user, load average: B.8d4, B.81, B.8BS
asks: 88 total, 1 rumming, 79 sleeping, A =topped, A zombie
8.2 us, B8.3 sy, B.8Bni, 99.5 id, B.B wa, B.8 hi, 8.8 =i, 8.8 st
3B8AAZ4 total, 2963384 free, 178384 used, 738336 buff cache
B total, B free, B used. 3434888 avail Mem

161896
125488

top

systemd
kthreadd
kzoftirgd- 8
kworkerH :8H
migrationsB
rcu_bh
rcu_sched
lru-add-drain

[LRT R R LR NPT
OO O o
IO O W=
DODDOEDE® D
DDEDEE D E -

View the command output.

- The first line in the command output is "20:56:02 up 37 days, 1 user, load
average: 0.00, 0.01, 0.05", indicating that:

The current system time is 20:56:02; the ECS has been running for 37
days; there is one login user; the last three values indicate the average
CPU load in the last 1 minute, 5 minutes, and 15 minutes, respectively.

- The third line in the command output shows the overall CPU usage.
- The fourth line in the command output shows the overall memory usage.

- The lower part of the command output shows the resource usage of each
process.
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{11 NOTE

1. On the top page, enter q or press Ctrl+C to exit.

2. Alternatively, click Input Command in the upper right corner of the VNC
login page, paste or enter commands in the displayed dialog box, and click
Send.

3. Common parameters in top commands are as follows:
s: Change the image update frequency.
L: Show or hide the first line for the top information.
t: Show or hide the second line for tasks and the third line for CPUs.
m: Show or hide the fourth line for Mem and the fifth line for Swap.
N: Sort processes by PID in ascending or descending order.
P: Sort processes by CPU usage in ascending or descending order.
M: Sort processes by memory usage in ascending or descending order.
h: Show help for commands.

n: Set the number of processes displayed in the process list.

Run the W /proc/P/D/exe command to obtain the program file specified by a

[rootBelb-myB1 sysconfigl#t 11 ,procs4243-exe

Iruxrw<rw< 1 root root @ Mar 18 11:46 ~proc-4243-exe -> -CloudResetPuwdUpdatefgentdepend- jrel.B.B_131-bin java

Troubleshooting High CPU Usage

If the processes leading to high CPU usage are malicious, run the top command to
stop them. If the kswapd0 process leads to high CPU usage, optimize the program
for the process or upgrade the ECS specifications for a larger memory capacity.

kswapdO is a virtual memory management process. When the physical memory
becomes insufficient, kswapdO0 runs to allocate disk swap capacity for caching.
This uses a large number of CPU resources.

For the detected malicious processes

Quickly stop such processes on the top page. To do so, perform the following
operations:

Press the k key during the execution of the top command.
Enter the PID of the process to be stopped.

The PID of the process is the value in the first column of the top
command output. For example, to stop the process with PID 52, enter 52
and press Enter.

op - 21:87:38 up 37 days, 9:21, 1 user, load average: B.81, B8.82, B.85
81 total, 1 running, 79 sleeping, 1 stopped, B zombie
8.8 us, 3.2 sy, B.Bni, 96.8 id, B.8 wa, 8.8 hi, B.8 =i, 8.8 st
3888824 total, Z961528 free, 178968 used, 739544 buff.cache
B total, 8 free, B used. 3434216 avail Mem

T4

# i TIME+ COMMAND
A 125488 3884 Z684 3 . . B:11.32 systemd
4] 4] 2] A3 . . fA:80.80 kthreadd

After the operation is successful, information similar to the following is
displayed. Press Enter.
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top - 21:87:38 up 37 days, 9:Z21, 1 user, load average: H.H1, B.B2, B.85
Tasks: 81 total, 1 rumming, 79 sleeping, 1 stopped, B zombie

»Cpul(s): B.Bus, 3.2sy, B.Bni, 96.8 id, ©B.B wa, B.B hi, 8.8 =i, B.8 st
KiB Mem : 38808824 total, 2961528 free, 178968 used, 739544 buff.cache
KiB Swap: a total, a free, B used. 3434216 avail Mem

Send pid 52 =ignal [15/sigterml

I USER PR NI SHR 5 «CPU =ME TIME+ COMMAND
A 1725488 3884 26845 6.8 8. B:11.32 systemd
a 2] a A3 8.8 8. 8:808.88 kthreadd

e  For the kswapdO0 process
To check the memory usage of a process, perform the following operations:

a. Run the top command to check the resource usage of the kswapdO0
process.

b. If the process remains in non-sleeping state for a long period of time, you
can preliminarily determine that the system is consistently paging. In
such a case, the high CPU usage is caused by insufficient memory.

81 total, 1 rumning, V9 sleeping, 1 stopped, A zombie
B.2 us, 52.2 sy, B.8 ni, 99.7 id, B.8 wa, B.8 hi, B.8 =i, 8.8 =t
3888824 total, 3814828 free, 179824 used, 686188 buff.cache
8 total, a free, A used. 3433948 avail Mem

PID USER PR NI UIRT A P TIME+ COMMAND
a 2] . 4:18.45 kswapdd

4595 nginx B 125392 3576 . . B:84.91 nginx
1 root 8 125488 3884 . . B:11.47 systemd

¢. Run the vmstat command to check the virtual memory usage of the
system.

If the si and so values are large, the system is frequently paging and the
physical memory of the system is insufficient.

"  si: Volume of data written from the swap partition to the memory
per second, which is transferred from the disk to the memory.

" 50: Volume of data written from the memory to the swap partition
per second, which is transferred from the memory to the disk.

d. Further identify the causes of high memory usage. Run commands, such
as free and ps to check the memory usage of the system and processes
in the system.

e. Restart the application or release the memory when traffic is light.

To handle this issue, expand the ECS memory. If memory expansion is not
allowed, optimize the application and enable hugepage memory.

Handling High Bandwidth Usage

If the high bandwidth usage is caused by normal service access of non-malicious
processes, enlarge the bandwidth to handle this issue. If the high bandwidth usage
is caused by abnormal service access, for example, malicious access from certain IP
addresses, CC attacks on the ECS, or malicious processes, use the traffic
monitoring tool nethogs to monitor the bandwidth usage of each process in real
time and identify faulty processes.

e Using nethogs for troubleshooting

a. Run the following command to install nethogs:
yum install nethogs -y
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After the installation, run the netgos command to check bandwidth
usage.

Parameters in the nethogs command are as follows:

" _d: Set the update interval in the unit of second. The default value is
1s.

® -t Enable tracing.
= _c: Set the number of updates.

= device: Set the NIC to be monitored. The default value is ethO.

The following parameters are involved in command execution:
" q: Exit nethogs.

® s Sort processes in the process list by TX traffic in ascending or
descending order.

" r: Sort processes in the process list by RX traffic in ascending or
descending order.
"  m: Switch the display unit in the sequence of KB/s, KB, B, and MB.

b. Run the following command to check the bandwidth usage of each
process on the specified NIC:

nethogs eth7

NetHogs versiom B.8.5

PID USER PROGRAM SENT RECEIVED
4596 nginx nginx: worker process 34.368
7 root 1592.168.6.92:90-108.125.68.19:17873 8.179
? root 192.1668.9.92:11211-213.32 .18 .149: 44945 B8.888
7 root 192.168.8.92:28181-185.176.26 .66 : 43408 B8.888
7 root unknoun TCP 0.688

The parameters in the command output are as follows:

®  PID: ID of the process.
®  USER: user who runs the process.

®  PROGRAM: IP addresses and port numbers of the process and
connection, respectively. The former is for the server and the latter is
for the client.

=  DEV: Network port to which the traffic is destined.
®  SENT: Volume of data sent by the process per second.

= RECEIVED: Volume of data received by the process per second.
c. Stop malicious programs or blacklist malicious IP addresses.
To stop a malicious process, run the kill A/D command.
To blacklist a malicious IP address or limit its rate, use iptables.
Using Web Application Firewall (WAF) to protect the ECS against CC attacks

If your ECS has encountered a CC attack, enable CC security protection on the
WAF console. For instructions about how to use WAF, see Configuring a CC
Attack Protection Rule.
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1.9 How Can | Handle Slow ECS Startup?

If an ECS requires a long period of time to start, you can change the default
timeout to speed up the startup.
Log in to the ECS.
2. Run the following command to switch to user root:
sudo su
3.  Run the following command to obtain the grub version:
rpm -qa | grep grub

Figure 1-22 Viewing the grub version

[root@ 1# rpm -ga | grep rub

grub2-2.02-0.44.el7.centos.x86_64

4. Change the timeout in the grub file to Os.
- If the grub version is earlier than 2:

Open the /boot/grub/grub.cfg or /boot/grub/menu.lst file and change
the timeout value to 0.

- If the grub version is 2:
Open the /boot/grub2/grub.cfg file and change the timeout value to 0.

Figure 1-23 Changing timeout duration

default=@
timeout=8
splashimage=(hd@, 1) boot /grub-ssplash.xpm.g=z
hiddenmenu

title CentDS (2.6.32-696.16.1.e16.x86_64)

root (hdB,1)

kernel rbootsvmlinuz-2.6.32-696.16.1.el6.x86_64 ro root=UUID=2bcBf5fd-eb
19-4ba5-8ceB-BfelZbbefcZd rd_NO_LUKS rd_NO_LUM LANG=en_US.UTF-8 rd_NO_MD S¥SFON
=latarcyrheb-sunl6 crashkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM rhgb g

1.10 How Do | Configure Multiple IP Addresses for an
ECS with Multiple NICs Attached?

Symptom
If an ECS has multiple NICs, perform the following operations to configure policy-
based routing for the ECS to enable the network communication of secondary
NICs.

Possible Causes

No routing rules are configured for the EIPs bound to the extension NICs.
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Operation Guide

This document describes how to configure policy-based routes for Linux and
Windows ECSs. For details, see Table 1-3.

Table 1-3 Operation instructions

OS Type IP Address Procedure
Version
Linux IPv4 Take an ECS running CentOS 8.0 (64-bit) as
an example.
IPv6

For details, see section Configuring Policy-
based Routes for a Linux ECS with Multiple
NICs under Configuring Policy-based Routes
for an ECS with Multiple NICs in the Virtual
Private Cloud Best Practices.

Windows IPv4 Take an ECS running Windows Server 2012
(64-bit) as an example.

IPv6 . . . .
For details, see section Configuring Policy-

based Routes for a Windows ECS with
Multiple NICs under Configuring Policy-based
Routes for an ECS with Multiple NICs in the
Virtual Private Cloud Best Practices.
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2 Windows ECS Issues

2.1 How Can | Retain a Session on a Windows ECS?

Scenarios

This section describes how to configure a Windows ECS so that its remote desktop
connection will not be automatically disconnected.

Procedure

The following uses an ECS running Windows Server 2008 as an example.

1.

Choose Start > Run. In the Run dialog box, enter gpedit.msc and click OK to
start Local Group Policy Editor.

Figure 2-1 gpedit.msc

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it foryau,

Open: I gpedit.msc| j

%' This task will be created with administrative privileges,

] Cancel Browise..,

Choose Computer Configuration > Administrative Templates > Windows
Components > Remote Desktop Services > Remote Desktop Session Host >
Session Time Limits.
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4.

> |

|7 Network Projector
] OneDrive
(] Online Assistance
[ Password Synchronization
[ Portable Operating Systern
|71 Presentation Settings
+ - [Rers Deop o]
7 RD Licensing
> __ Remote Desktop Connection Client
:
_ Application Compatibility
] Connections H
7 Device and Resource Redirection
[ Licensing
" Printer Redirection
1 Profiles
1 RD Connection Broker
b 7 Remote Session Ertironment
| Security
| Temporary folders

[ RSSFead
<] ] I >

—I

Select an item to view its description.

Setting

Set time limit for disconnected sessions
Set tirne limit for active but idle Remote Desktop Services sessions

Set tirme limit for active Remote Desktop Services sessions
End session when time limits are reached
- Settime limit for lagoff of RemateApp sessions

State
Not configu
Mot configu
ot configu
Mot configu
Mot configu

Extended /| Standard /

5 setting(s)

Set time limit for disconnected sessions.

- Select Enabled.

- Set End a disconnected session to Never.

[} Settime limit for disconnected sessions

Prewvious

Setting | MNext Setting |

() Mot Configured Comment: ~
(® Enabled
) Disabled -
Supported on: [ A |east Windows Server 2003 operating systermns or Windows XP Professional -~
~
Options: Help:
End a disconnected sessior{ |Nm, | ,_l 'Jl'!ﬂis policysitting allows you to :orlnﬁgure altimelimitfor | ~ |
Rernote Desktop Services sessions.
Wou can use this policy setting to specify the maximum amount
of time that a disconnected session remains active on the server.
By default, Rernote Desktop Services allows users to disconnect
from a Rermote Desktop Services session without logging off and
ending the session. =

“i'hen a session is in 3 disconnected state, running programs are
kept active even though the user is no longer actively connected.
By default, these disconnected sessions are maintained for an
unlimited time on the server,

If wou enable this policy setting, disconnected sessions are
deleted from the server after the specified amount of ime, To
enforce the default behavior that disconnected sessions are
maintained for an unlimited time, select Never, If you have a
console session, disconnected session time limits do not apply,

v

| ok

|| Cancel || Apply |

Select Enabled.

Set Idle session limit to Never.

Set time limit for active but idle Remote Desktop Services sessions.
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2 Set time limit for active but idle Remote Desktop Services sessions |L|£-

E Set tirme limit for active but idle Rernote Desktop Services sessions B St | | Mext Setting |

Mot Configured ~ Comment:

® Enabled

) Disabled

Supported on: [ ag jaast Windows Server 2003 operating systems or Windows XP Professional

Options: Help:

[ Idle sessian limit: | Newver v Thu.s palicy setting.allows wou to specifythe_ madrmum amount | A
of time that an active Remote Desktop Services session can be

idle fwithout user input) before it is automatically disconnected.

If you enable this policy setting, you must select the desired time
limit in the |dle session limit list. Remote Desktop Services wall
autornatically disconnect active but idle sessions after the
specified arnount of time, The wser receives a warning too
minutes before the session disconnects, which allows the userto
press a key or move the mouse to keep the session active, If you
hawve a console session, idle session tire limits do nat apply.

If you disable or do not configure this policy setting, the time
limit is not specified at the Group Policy level. By default,
Remote Desktop Services allows sessions to remain active but
idle for an unlimited amaount of tirme,

If wou want Remote Desktop Services to end instead of
disconnect a session when the time limit is reached, you can
configure the policy setting Computer Configuration
‘Administrative Termplate s\\Windows ComponentsiRermote v

oK | | Cancel | | Apphy

2.2 How Can | Fix the Difference Between the System
Time and the Local Standard Time?

Symptom

The system time on my Windows ECS is different from the local standard time.

Figure 2-2 Difference between system time and local standard time

Iy —
" Iﬂ;:.; (=) 1720

B 22, 2020

-
1> =

S

17:351
SfZzfZ0=20

Possible Causes

Affected by the network state, some drivers, or processes, the system time may be
different from the standard time.

Solution 1

Manually synchronize system time.
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1. Click Change date and time settings in the lower right corner of the
desktop. The Date and Time window is displayed.

Figure 2-3 Date and time

Monday, June 22, 2020

n June, 2020 u P I =
S0 Mo Tu We Th Fr 3a

31 1 2 3 4 5 & \
7 &8 9 10 11 12 13 = =i
14 15 16 17 18 19 20 ', I |

%

s
21 ] 24 25 26 27 \\ i
2 N
28 29 30 1 2 3 4 h{_ I_ P
5 6 7 &8 9 10 1 ———
17:32:17
_hange date and time settings. ..
1752
I
i 6j2212020 =

2. Click the Internet Time tab.
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Figure 2-4 Internet time
gF Date and Time

Date and Time I Additional Clocks|  Inkernet Time

This cormputer is set to automatically synchronize with
"irn e d oes,.carm',

Mext synchranization: 6222020 at 17:40

The clock was successfully synchronized with ntpomyhuaweicloud.com an
f/22/2020 at 17:23,

| H' Change settings.. I

Wihat is Internet time synchronization?

Q. Cancel Apply

3. Click Change settings and select a time source.
The default time source is time.windows.com.
4. Click Update now and then click OK.

Figure 2-5 Selecting a time source

ﬁ Internet Time Settings E

Configure Internet time settings:

v Synchronize with an Internet time server

Server:| | timenindows.com j Update now |

The clock was successfully synchronized with ntp.myhuaweicloud.corm on
B/22/2020 at 17:23,

Ok I Cancel

5. Check whether system time is consistent with the local standard time.
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Solution 2

Change the update frequency of system time by editing the Windows registry.

1.
2.

Solution 3

In the Run dialog box, enter regedit to access the registry editor.

Choose HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services
> W32Time > TimeProviders > NtpClient and double-click

SpecialPollinterval.
In the dialog box that is displayed, set Base to Decimal.

Set the time synchronization interval.

The value displayed in Value data is the interval (in seconds) for automatic
time synchronization. Set this parameter as required.

Figure 2-6 Setting the time synchronization interval

0x00000007 (7)
0xD0D000GF {15)
DXD00D0334 (900)

il

W32Time

Config
Parameters
Security
imeProvids
:
hbpServer
- | YMICTimeProvider
TriggerInfo
WISHC
WacomPen
WANARP
Wanarpvt
WesPlugngervice
Wid
Wafo1000

Click OK.

After the configuration is complete, enter cmd to open the CLI and run the
following command to update the group policy:

gpu

pdate

Two|ResolvePeerBack, .,

| | SpecialPallnkerval
b specialPalTimeRe. .

Edit DWORD {32-bit) Yalue

Value name:

REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_52

ISpeciaIPo\IIntervaI

Value data:

300

Base
" Hexadecimal

Cancel |

Check the Internet time. As shown in Figure 2-7, the time synchronization
frequency is changed to once every 15 minutes.

Figure 2-7 Viewing time synchronization frequency

Install the NTP server. For details, see Does HUAWEI CLOUD Provide the NTP
Server and How Can | Configure It?
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2.3 How Do

| Attach an Extension NIC to a Windows

ECS for Accessing the Internet?

Scenarios

A Windows ECS has one primary NIC and one extension NIC attached. Both the
NICs have an EIP bound to access the Internet.

Constraints

Do not modify the primary NIC settings.

Procedure

10.

Log in to the management console and choose Compute > Elastic Cloud
Server.

In the ECS list on the displayed page, select the ECS for which you want to
add the NIC.

Click the name of the target ECS to go to the ECS details page.
Click the NICs tab.
Click Add NIC and add an extension NIC as prompted.

Ensure that the security group and subnet of the extension NIC are the same
as those of the primary NIC.

After the extension NIC is added, the system automatically obtains a private
IP address.

Remotely log in to the ECS.

Click Open Network and Sharing Center in the lower right corner. Then,
click Change adapter settings in the upper left corner and find the newly
added NIC.

l: e Local Area Connection 3
_— Metwork
% Red Hat VirtlO Ethernat Adapter

Right-click the target network connection and choose Properties from the
shortcut menu.

In the Local Area Connection 3 Properties dialog box, click the Networking
tab, select Internet Protocol Version 4 (TCP/IPv4), and click Properties.

In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click
the General tab and configure the private IP address automatically obtained
in step 5 for the newly added NIC.
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Internet Protocol Version 4 (TCP/IPv4) Properties ll EI

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

" Obtain an IP address automatically
—{+ Use the following IP address:
IF address: |
Subnet mask: |

Default gateway: |

" Obtain DNS server address automatically

~{% Use the following DNS server addresses:

Preferred DNS server: | 114,114, 114 . 114

Alternate DNS server: I 114 . 114 . 115 . 115

[ validate settings upon exit Advanced...

T | e

Example configurations:

- Private IP address: 192.168.1.11

- IP address: 192.168.1.11

- Subnet mask: 255.255.255.0

-  Default gateway: 192.168.1.1

- Preferred DNS server: 114.114.114.114

- Alternate DNS server: 114.114.115.115
11. After the configuration, select Validate settings upon exit.
12. Restart the NIC and bind an EIP to it.

2.4 How Can | Fix Grayed Out Copy and Paste Options?

Symptom

After remotely logging in to a Windows ECS, | cannot copy or paste content and
find that the Paste option grayed out.

Possible Causes
e Local drive is not mapped.
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e An error has occurred in the rdpclip.exe process.
e Data cannot be copied and pasted between the ECS and the local server.

Solution

e The local drive is not mapped. Figure 2-8 uses local drive C and drive D as an
example.

a. Open the Run dialog box, enter mstsc, and click OK to start Remote
Desktop Connection.

b. Click the Local Resources tab and select Clipboard in the Local devices
and resources pane. Click More and select the drives you want to use in
the remote session.

¢. Click OK and check whether the copy and paste options work.

Figure 2-8 Local resources

EE Remote Desktop Connection

| Remote Desktop
. _)‘_] Connectlon B Remate Desktop Connection H
_ | Remote Desktop
Genera\l Display Local Resaurces | Proglamsl Expenencel Advan . ,_(' ) Connection
~Remote audia
G Configure remote audio settings. e s e e
d Settings... | Choose the devices and resources on this computer that pou want to
LiSE it Jour remate session,
~Keyboard
Lipply Windows key combinations: Smart cards
— ] Ports
IDnIy when uging the full screen j T []0ives
Erample: ALT+TAB Local Disk [C:]
[ Drives that | plug in later
~Local devices and resources [ Other supported Plug and Flay [P devices
./ Choose the devices and resources that you want o uze in
| yourremote session.
W Priters W Cliphoard
Mare...
e | cooe |

- uliii i H_

e An error has occurred in the rdpclip.exe process.

a. Enable remote desktop connection, start Windows Task Manager, and
stop the rdpclip.exe process on the Processes tab page.
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Figure 2-9 Ending the rdpclip.exe process

e wrindows T.ask Mansager =1
File prhions Wieww  Help
| applications  Processes | Serwices | Perfarmance | retvuarking | Users ||

Image ... Liser Mame o Descripkion
Csrs=s.exe SVSTER [=T=] 1. S== K Clienk Ser. ..

dilhost . exe SWwSTER [=1a1 F.4Z0 K SR Soarr. ..
J e Adrninisk. .. [=1a1 1.295 K
explorer. sxe Adrninisk. .. [=1a1 17,592 K
iashost. s~ FIETW L [=1a1 SL.OFE K
jawva. sme NS SWwSTER [=1a1 ZS,S00 K JdaswsiTRY ...
Logornldl, === SYSTERA oo (=P ST b o weindowes L.
Isas=s.exe SYSTEM oo b= e ST N Local Secu. ..
Ismm . = SYSTEM oo =Za1l1e K Local Sess. ..
msdbc .. exe FJE T ", L. [} LS kK ricros=ofkt ...
="
=

smss.exe SvSTER oo =0

weindovaes L.

T SWSTER [=Ta} 4,1=Z8 K Spooler S...
swehosk  exe (=T Y T [=Ta} “4.Z1e K Hosk Proc. ..
swehosk  exe SWwSTER [=T=1 =.S560 K Hosk Proc. ..
swehosk  exe PIE T WS . [=T=1 =.87F= K Hosk Proc. ..
swchosk.exe LAl ... [=1a1 SLE23E K Hosk Proc...
swchosk.exe SWwSTER [=1a1 0L IS4 K Hosk Proc. ..
swchosk.exe LAl ... [=1a1 S.356 K Hosk Proc...
sSwchosk. exe SYSTER [ma] =554 K Hosk Proc. .. =1

I =howve processes From all users Erd Proce== |

|Process=es: 91 =P Lis=g=: =92 [Phwsical Memore: =59 =

b. Open the Run dialog box, enter rdpclip.exe, and click OK to restart it.

Figure 2-10 Starting the rdpclip.exe process

B Run

Type the name of a prograrm, folder, docurment, or Internet
resource, and Windows will open it forywou,

g

Open: Irdpclip.exe| j

' This task will be created with adrministrative privileges.

I Cancel Browwse,., |

¢. Check whether the copy and paste options work.
e Data cannot be copied and pasted between the ECS and the local server.

a. Choose Start > Run. In the Run dialog box, enter gpedit.msc and click
OK to start Local Group Policy Editor.

b. Choose Computer Configuration > Administrative Templates >
Windows Components > Remote Desktop Services > Remote Desktop
Session Host > Device and Resource Redirection.

c. Set Do not allow Clipboard redirection, Do not allow COM port
redirection, Do not allow drive redirection, and Do not allow LPT port
redirection to Disabled.
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Figure 2-11 Device and resource redirection
=] Local Group Policy Editor == -

File Action View Help

ez nE 2B T

| Password Syn[h.mmizatinm ~ e ot e nee et oamit
| Portable Operating System i X .
Brecoptation Sattie Select an item to view its description.  Setting State
1] Allow audio and video playback redirection Mot configured
— FD Licensing |i=| Allow audio recording redirection Mat configured
b [ Remate Deskiop Connection Client i Limit audio playback quality Mot configured
| " Rermote Desktop Sessian Hast | || Do not allow Clipboard redirection Mot configured
T Epplication Compatibiliy = Do not allow COM port redirection Mot configured
Connechians |i| Do not allowe drive redirection Mot configured
I " Device and Resource Rgdirmmnl || Do not allowe LPT port redirection Mot configured
| Licensing 12| Do not allow supported Plug and Play device redirection Mot configured
_ Printer Redirection 1= Do not allow smart card device redirection Mot configured
| Profiles 1] Allow time zone redirection Mot configured
| RO Connection Broker _
I || Remote Session Enviranment =
| Security
_ Session Time Limits
_ Termparary folders
| RS3Feeds
| Security Center
| Server for MIS
| Shutdown Options
| Srnart Card
| Sound Recorder ” < w >
< n > \Extended /(Standard/

10 setting(s)

d. Restart the ECS and check whether the copy and paste options work.

2.5 How Do | Configure File Sharing and Network Disk
Mapping for a Windows ECS?

Scenarios
This section describes how to share a folder between Windows ECSs over an
intranet.

Constraints
Some carriers may block ports 139 and 445. As a result, you cannot access the
shared folders over the Internet. Therefore, you are advised to share a folder
between Windows ECSs only over an intranet.

Procedure

Step 1 Check whether the two Windows ECSs that are to share a folder are correctly
configured.

e Ensure that TCP/IP NetBIOS Helper is started.

Open the CLI, run the services.msc command, and locate TCP/IP NetBIOS
Helper to check its status.
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Figure 2-12 Tcp/IP NetBIOS Helper

File Action Wiew

=@ B g

4 Services (Local}

Services
Help
= Hrm » 8 nmw
-~ Services (Local)
TCPAIP NetBIOS Helper Name = Description  Status  Startup Type  Log OnAs
SSDP Discovery Discowvers n... Disabled Local Service
Stop the service Storage Tiers Management Optimizes t... Manual Local Syste..
Restart the service Superfetch Maintains a... Manual Local Syste...
Systern Event Notification S.. Monitors sy.. Running  Automatic Local Syste...
Description: Systern Events Broker Coordinates.. Running  Automstic (T.. Local Syste...
Pruvu_?g;s’rpp;trt;r the r_\letBI{;S Task Scheduler Enable. Bunning Autormatic Local Syste...
S (N eepnem e s M TCP/IP NetBIOS Helper Provides su.. Running .. Local Service
ot s el el e acinbling Telephory Trowdes Tel.. Manusal Network S...
users to share files, print, and log on Themes Provides us.. Running  Automatic Local Syste.,
to the network. If this service is Thread Ordering Server Provides ar.., Manual Local Service
stopped tnese funclions gt be UPnP Device Host Allows UPn... Disabled Local Service
any services that explicily depend on User Access Logging Service  This service .. Runnin g Automatic (D.. Local Syste..
it will fail to start. User Profile Service This service ... Running Automatic Local Syste..,
Virtual Disk Provides m... Manual Local Syste...

e Ensure that Enable NetBIOS over TCP/IP is selected on the NIC.

Right-click the Network icon in the lower right corner and choose Open

Network and Sharing Center from the shortcut menu. Click Change adapter
settings. Right-click Ethernet and choose Properties from the shortcut menu.

Double-click Internet Protocol Version 4 (TCP/IPv4). Choose Advanced >

WINS and select Enable NetBIOS over TCP/IP.
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Figure 2-13 Enabling NetBIOS over TCP/IP

IP Settings | DNS | WINS

WINS addresses, in order of use;

]

3]

| Add... | Edit... | Femave

IF LMHOSTS lookup is enabled, it applies to all connections for which
TCPJIP is enabled.

| Enable LMHOSTS lookup | Import LMHOSTS. .

MetBIOS setting

() Default:
Use NetBIOS setting from the DHCP server. IF static IP address
is used or the DHCP server does not provide NetBIOS setting,

enable NetBIOS aver TCPJIP.
(®) Enable NetBIOS over TCP/IP

() Disable MetBIOS over TCRJIP

Ensure that the inbound rules are added for ports 139 and 445 on the
Windows ECS firewall.

Step 2 Configure Network and Sharing Center

1.
2.

Click Open Network and Sharing Center.
Click Change advanced sharing settings.
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Figure 2-14 Change advanced sharing settings

W Network and Sharing Center

Ly |:f » Control Panel » All Control Panel Items » Nebtwork and Sharing Center v f_‘,‘ ! Search Contro

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing Network Access type: Internet
settings Public network Connections: 4 Ethernet 2

Unidentified network Access type: Mo Internet access
Public network Connections: § Ethernet 4

Change your networking settings
i Set up 3 new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

[=} Troubleshoot problems

) Diagnose and repair network problems, or get troubleshooting infermation.

Ensure the network types of the two Windows ECSs are same. For example,
both are public or private. Select Turn on network discovery and Turn on
sharing so anyone with network access can read and write files in the
Public folder.

Issue 01 (2023-03-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 54



Elastic Cloud Server

Troubleshooting 2 Windows ECS Issues

Figure 2-15 Enabling network discovery

@ * ¢t |l@ « Network ... » Advanced sharing settings v (}‘ | Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for
each profile.

Private @

Guest or Public (current profile) @

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

® Turn on network discovery
(_ Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

® Tumn on file and printer sharing
() Turn off file and printer sharing

All Networks
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Figure 2-16 Enabling public folder sharing
B Advanced sharing settings M

(€ - ¢ |f@ « Network .. » Advanced sharing settings v & | | Search Control Panel p|

File Edit View Tools Help

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private

©

Guest or Public (current profile)

®

All Networks

®

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders,

(® Turn on sharing 5o anyone with network access can read and write files in the Public folders

(O Tum off Public folder sharing (people logged on to this computer can still access these
folders)

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

(®) Turn on password protected sharing
() Turn off password protected sharing

| %) Save changes || Cancel |

If the network discovery function cannot be enabled, you can run the
services.msc command to start the Services manager. Check whether the
following services on which the network discovery function depends are
enabled:

- Function Discovery Resource Publication
-  SSDP Discovery
- UPnP Device Host
4. In the Services manager, start the Workstation service.

This service depends on the Computer Browser and Remote Desktop
Configuration components. Before starting the Workstation service, start the
two components.
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Step 3 Configure disk sharing on the ECS that needs to access the shared disk.

1.
2.

Figure 2-17 Enabling the Workstation service

General | LogOn | Recovery Dependencies

Some services depend on other senvices, system divers o load order
aroups. |f a system component is stopped. of iz not running properly.
dependent services can be affected

Workstation
This service depends on the following system components:

*- sroweser Support Dirver
484 Network Store Interface Service
-8 SME 2.0 MiniRedirector

The following spstem components depend on this service:

Computer Browser
Netlogon
Remote Desktop Configuration

Right-click the disk to be shared and select Properties.
Click the Sharing tab and then click Advanced Sharing.
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Figure 2-18 Configuring disk sharing

Shadow Copies Previous Versi
General I Tools I Hardware
Metwork File and Folder Sharing

- Ch
s MotShared

Metwork, Pathe
Mot Shared

_ Share. .

Advanced Shanng

Set custom permissions, create multiple shares, and set other
advanced sharing options.

| %) Advanced Sharing..

Password Pratection

People must have a user account and password for this
computer to access shared folders,

To change this setting, use the Network and Shamng Center.

3. Set Share name and click OK.
Customize a name for the folder to be shared.
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Figure 2-19 Entering a name for the folder to be shared

v Share this folder

Settings

Share name:

123

R emoye

Limit the number of simultaneous users to:

Comments:

Step 4 Start another ECS in the same region and access the shared folder over the
intranet.

1. Start the Run dialog box.
2. Enter \\/ntranet IP address\123 and click OK to open the shared folder.

Figure 2-20 Assessing the shared folder

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

W \129] v

@‘ This task will be created with administrative privileges.

Cancel
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Step 5 (Optional) Create a network drive mapping for the shared path. Perform this
operation to access the shared folder more conveniently.

1.

2.

3.

Right-click the shared folder and choose Map network drive from the
shortcut menu.

Figure 2-21 Creating a mapping

Home Share Wiew
@ - 1 [a! b Metwark »
30 Favorites | l
| 123
Bl Desktop ; = Open
& Downloads Open in new window
=1 Recent places Share with =
Restore previous versions
1™ This PC ;
: Pin to Start
e Desktop :
E Documents Map netwark drive...
& Downloads Copy
M Music Create shortcut
. Pict '
4 Pictures Properties
B Vvideos

filly Local Disk (C)

Map the network drive.

Figure 2-22 Mapping the network drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect ta:

Dirive: |E Vl

Folder: |\' W23 V| [ Browse..

Example; Viserverishare

[| Reconnect at sign-in

[]Connect using different credentials

Connect to a Web site that ywou can use to store your documents and pictures,

| Finish || Cancel |

Click the name of the mapped network drive, choose Create Shortcut, and
send the shortcut to the desktop.

Double-click the shortcut to quickly access the shared folder.
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Figure 2-23 Creating a shortcut

] :‘, = | Drrive Tools This PC
“ Computer Wew Manage
© v 1 |-_l- » ThisPC »
U Favorntes 4 Folders (6)
Bl Desktop =
& Downloads i Desktop | <« Documents
=1 Recent places
B Musi ' Pi
8 This PC R Mo B Ficurs
m Desktop )
4 Devices and drives (1)
| Documents
% Downloads A Local Disk (C2)
u Music W 22.7 GB free of 39.6 GB
=/ Pictures o P i "
PWOPK 10Catlons |
8 Videos " AU
Hi Local Disk (C3) - ﬁ“- . L
en
SN @ | ] |
- Open in new window
Q‘ Metwork Restore previous wersions
Pin to Start
Disconnect
Copy
Rename
Properties

Zitems 1 item selected

--—-End

2.6 How Do | Troubleshoot an In-Service Port During
Tomcat Startup?

Symptom

The system prompts that the required port is being used when Tomcat is started
on a Windows ECS.

This section uses Windows Server 2008 R2 and port 80 as an example describe
how to resolve this issue.
Possible Causes

The port 80 required by Tomcat is being used by other programs, viruses, or Trojan
horses.

1.  Run the netstat -ano | find "80" command and find that the ID of the
process that is using port 80 is 4.
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Solutions

(11 NOTE

Change the port number as required.

Figure 2-24 Checking the process using port 80

LISTENING

2. Run the tasklist /svc | find "4" command and find that the process using port

80 is the System process.
(1O NOTE

Change the process ID as required.

Figure 2-25 System process

Port 80 is used by the System process.

(11 NOTE

Stopping the process that is using port 80 may stop the applications that are running or
restart the ECS.

Solution 1:

1.  Run the cmd command as the administrator and enter net stop http.
2. To stop the process that is using port 80, enter y.
3.  Run the sc config http start= disabled command.

Solution 2:

In the emd window, run regedit to open the registry editor.

2. In Registry Editor, choose HKEY_LOCAL_MACHINE > SYSTEM >
CurrentControlSet > Services > HTTP and change the value of Start to 0.

3. Restart the ECS.

2.7 How Do | Troubleshoot Unavailable Input Methods?

Symptom

e  On your Windows ECS, you cannot switch input methods using Ctrl+Shift.
The input method is not shown.

e You do not know how to add a language to the input methods.

Possible Causes

e The ctfmon.exe process is not started.
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e The input indication icon is turned off.

Solutions to Unavailable Input Methods
Check whether the ctfmon.exe process is started.

Open the C:\Windows\System32 file.

2. Double-click ctfmon.exe and check whether the input method is shown in the
lower right corner and whether you can switch the input method.

3. Enable the automatic input method startup upon ECS startup.

a. In the Run dialog box, enter regedit and click OK to open the registry
editor.

b. Inthe HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run directory, create a file named ctfmon.exe in string
type.

Figure 2-26 Registry Editor
& Reqistry Editor —[al=]

File Edit View Favorites Help

MetwarkServiceTriggers ~ || Hame Type Data
OEMInformation ab] (Defaulty REG_SZ

OO0BE 2] HWUVPUPGRADE REG_SZ CiAPragrarm Files (xBE)Wen PV Drivers\bintHwlVP..,
OpenWith
PhataPropertyHandler

e g e G g

ShellCompatibility
ShellSenviceObjectDelayload
SideBySide

{1, SMDEn

b SMI

b
v
3
3
p

Cornpute AHKEY_LOCAL_MACHINEYSOFTWAREMIic ros oftsWindaws\ CurrentVersion\Run

¢. Right-click the file you create and click Modify. Change the value data to
C:\Windows\System32\ctfmon.exe in which ctfmon.exe is stored.

Figure 2-27 Editing the value data
Edit String -

Walue name:

| ctfrman. exe |

Walue data:
| C:viwfindowst S pstem 32 ctimon, exel |

| ] || Cancel |

d. In the Run dialog box, enter msconfig and click OK to open the System
Configuration.

e. Click the Start tab, find and select ctfmon.exe, and click Apply and OK.
Save the configurations and log out. Restart the ECS.
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Figure 2-28 Selecting ctfmon.exe

-rg] System Configuration E

" General I Eoot I Services Startup ITDD|S I

Startup Item | Manufacturer | Command | Location | Diate Disabled |
Huawei Tool.,. Unknown CHProgram Fil...  HELMYSOFTWAREYM. ..
Microsoft® ... Microsoft Corp..,

AV WINDOW S system32,ckfmon, exe
"Ci\Program Fil... HELMVSOFTWAREY...

Huawei Tool... Unknaown

Enable all | Disable all |

[o]'4 I Cancel | apply.

Help |

Enable the input indication icon.
1. Log in to the ECS and click Customize in the lower right corner.

Figure 2-29 Clicking Customize

L]

Customize...

EI[GZ:} o5 H% 20:21

6/22/2020

2. In the Notification Area Icon window, click Turn system icons on or off.
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Figure 2-30 Turning system icons on or off
= Notification Area lcons =8 -

+ [ &+ Control Panel » Al Contral Panel ltems » Motification Area lcans v & [ Search Control Pancl o]

]

Select which icons and notifications appear on the taskbar

If you choose ta hide icons and natifications, you won't be natified about changes or updates. To view hidden icons at
any time, click the arrow next to the notification area on the taskbar.

lcons Behaviors

iy Volume

" [Show ican and natifications v]
The Audio Service is not running.

B Network

Show i d notificati ]
MNetwork Internet access | o ieon and notfications |
[¥5 Action Center

Solve PC issues: 1 important message [show icon end notfications v]
¥ Windows Explorer |0n\y show notifications v|

Safely Remave Hardware and Eject Medis

Turn system icons on or off

Restore default icon behaviors

[] Always show all icons and notifications on the taskbar

3. Set Input Indicator to On and click OK.

Figure 2-31 Turning input indicator on
=] System |cons =1

®© = 1 [E « Al Control Panel kems » Notification Area lcons » Systern leons v & [ search Control Panel o

Turn system icons on or off

Turning off a system icon removes the icon and turns off natifications.

~
System Icons Behaviors
% Clock S
) Valume on
W Metwork =
n A
B Power o
[F= Action Center -
On v
&) InputIndicator T
v

Customize notification icons

Restore default icon behaviors

Adding Another Input Language
For example, add Japanese on an ECS running Windows Server 2008.

1. Log in to the ECS and open the control panel.
2. Click Region and Language.
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Figure 2-32 Region and Language

& 2 IS g J I+ Control Panel = All Control Panel Ttems + * K& [ search control Panel
Adjust your computer's settings Wiew by Smallicons =
¥ Action Center [ Administrative Tools md AutoPlay
K Color Management Bl credential Manager ' Date and Time
) Default Programs 54 Device Manager 5 Devices and Printers
B pisplay &) Ease of Access Center Eﬂ Folder Options

A Fonts ‘:'] Internet Options ﬁ.lSCSI Indtiator
& Keyboard ¥ Mouse '-E Network and Sharing Center
Ellnatification Area Icons & personabzation || Phone and Maodem
3 Power Options r_ﬁ, Programs and Features
hﬂemnt:ﬁpp and Deskbop Connections & Sound @Syn: Center
1B System i, Taskbar and Start: Menu 1| Text to Speech

) Troubleshooting “;3, User Accounts B8 windowes Defender
B Windows Firewall =1 windows Update

3.  On the Keyboards and Languages tab, click Change keyboards.

Figure 2-33 Keyboards and Languages

n"' Region and Language Ed

Formats | Location |Keyboards and LamuaﬂH“ Administrative |

~ Keyboards and other input languages
To change your keyboard or input language click Change keyboards.

Change keyboards..,

How do I change the keyhoard layout for the Welcome screen?

~ Display language

Install or uninstall languages that Windows can use to display text and
wehere supported recognize speech and handwriting,

' Install/uninstall languages...

Howr can [ install addional lanquages?

ok | cancel | oy |

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 66



Elastic Cloud Server
Troubleshooting

2 Windows ECS Issues

4.

5.

Right-click the language bar and click Settings to open the Text Services and
Input Languages dialog box. On the General tab, click Add.

Figure 2-34 Text Services and Input Languages

: Text Services and Input Languages

Lanouage Bar | Advanced Key Sell'ngs]

— Default input language

Select ane of the installed input languages to use as the defaul for all input
fields.

Installed seivices

Select the services that pou want for each input language shown in the list,
Ilze the Add and Remove buttons to modify this hst,

(BN Engiich (United States)
7 Keyboard
. S

In the Add Input Language dialog box, find and double-click Japanese
(Japan) and then Keyboard.
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Figure 2-35 Adding input language

2 5dd Input Language E

Select the language to add using the checkboxes below, | ol I

+| Hurgarian (Hungary) Al Cancel

#- Ieelandic (lealand)

+- Igbo (Migeria) Eraview. .. |
#- Indonesian (Indonesia)

#] Inulkkibut {Lakin, Canada)

+| Inuktitut (Syllabics, Canada)

&1 Irish (Treland)

#- isixhosa (Soukh Africa)

- isizuly {South Africa) J

- Italian (Itaky)

#- Kazakh (Kazakhstan)
#- Khmer (Cambodia)

+ K'iche (Guatemala)

#- Kinyarwanda (Rwanda)

- Kiswahili (Kenwva) -
4 | »

6. Select Japanese and Microsoft IME. Click OK and then Apply to save the
configurations.

A

Figure 2-36 Selecting Japanese

2 5dd Input Language E

Select the language to add wsing the checkboxes below, | oK I
+)- Indonesian (Indonesia) B Cancel |
] Inukkitut (Lakin, Canada)
- Inukkitut (Svllabics, Canada) Breview. .. |
-Trish {Treland)
#- isixhosa (South Africa)
*| - isiZuly (South Africa)
] Ikalian (Ttaby)
#1- Ikalian (Switzerland)
=I- Japanese (Japam) J
[F- Keyboard

[+ Japanese
| Microsoft IME

[ show Mare. ..
#- Kannada (India)
- Kazakh (Kazakhstan)
+ Khmer (Cambadia)
#- K'iche (Guatemala)

- Kinyarwanda (Fwanda) -
4 | B
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2.8 How Do | Share Files Between Windows ECSs?

Scenarios
This section describes how to share files between Windows ECSs in the same
subnet.

Prerequisites
ECSs that share files are in the same subnet and can communicate with each
other.

Procedure

1. Log in to the ECS. Right-click the Network icon in the lower right corner and
choose Open Network and Sharing Center from the shortcut menu.

Figure 2-37 Open Network and Sharing Center

L Network and Sharing Center = |l =
t ‘;_5 v Contral Panel » All Control Panel ltems » Network and Sharing Center v ‘ Search Control Panel A ‘
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Accesstype: Intemet
settings Public network Connections: & Ethemnet 2
Change your networking settings
‘{\{,. Set up & new connection or network
= Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
= Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Intemet Options
Windows Firewall
Troubleshoot problems

e
WHEE gum
2. Click Change advanced sharing settings. On the displayed page, select Turn

on file and printer sharing for the Private and Guest or Public areas and
click Save changes.
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Figure 2-38 Turning system icons on or off
Advanced sharing settings = I:'-

v & [ search Cantrol Panel o]

)

®© = % [#@ « Metwork and Sharing Center » Advanced sharing settings

~

Change sharing options for different netwark profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

cach profile.
®
Guest or Public (current profile) @

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

() Turn on netwark discavery
® Turn off network discovery
File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

® Turn on file and printer sharing
© Turn off file and printer sharing

All Networks ~) v

Cancel

3. In the cmd window, run the services.msc command, find and enable the
TCP/IP NetBIOS Helper service.

If the service is disabled, right-click it and choose Properties from the
shortcut menu. Set the Startup Type to Automatic or Manual and then

enable the service.

Figure 2-39 Enabling TCP/IP NetBIOS Helper

2.9 How Do | Restore Data in the Event of a Startup
Failure on a Windows ECS?

Symptom

If logging in to a Windows ECS failed, the system automatically starts the recovery
option. However, an error is reported after the recovery option is selected, and the

system recovery cannot continue.
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Figure 2-40 Auto-starting system recovery mode

x

Select alanaquage:
IE-*: sh (United States) vI

Select a keyboard input method:

T~ |
Mextz= I Cancel |

Possible Causes

Windows files have been damaged.

Solution

Log in to the management console and choose Compute > Elastic Cloud
Server.

Detach the attached data disk.

Click the name of the target ECS. On the page providing details about the
ECS, click the Disks tab. Locate the target disk and click Detach.

Reinstall the OS of the ECS

Locate the row containing the target ECS. Click More in the Operation
column and select Reinstall OS.

NOTICE

e Only stopped ECSs support OS reinstallation. If the ECS is not stopped, stop
it before reinstalling the OS.

e Reinstalling the OS will clear the system disk. Back up data before
proceeding with reinstallation.

Attach the data disk to the ECS again and check whether you can log in to
the ECS.

2.10 How Do | View Login Logs of a Windows ECS?

Scenarios

This section describes how to view the login logs of a Windows ECS.

Procedure

The following operations are performed on an ECS running Windows Server 2012.
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1. Log in to the Elastic Cloud ServiceECS.
2. Choose Start > Administrative Tools > Event Viewer.

wl BB Shorteut Tools Administrative Taols I;‘i-
Home Share Wiewr Manage 0

t » Control Panel » All Control Panel tems v Administrative Tools v G ‘ | Search Administrative Tools @ |
X Favorites Narne “ Date modified Type Size ~
B Desktop . Terminal Services 8222013 23:39 File folder

& Dowinloads é] Component Services 82272013 1457 Shortcut KB
=l Recent places [ Camnputer Management B/22/201314:34 Shorteut ZKB
E‘\g Defragment and Optirnize Drives 8/22/201314:47 Shortout 2kB
18 This PC /0111455 Shertcut 2KE
m Desktop [a i5CSl Initiator B2afa013 1457 Shortcut KB

| Documents @ Local Security Policy B/22/2013 1454 Shartcut KB =
4 Downloads [P Microsoft Azure Services 117222014 9:48 Shorteut KB
o Music ODBC Data Sources (32-bit) 82272013 756 Shortecut ZkE
= Pictures ODBC Data Sources (64-bit) Bf22/201314:59 Shortcut 2KB
B Videas E|_\' Performance Monitar 8/22/2013 14:52 Shartcut KB
F=- Laocal Disk (C) ET' Resource Monitor 8222013 1452 Shartcut KB
3 Secutity Configuration Wizard B/22/2013 1445 Shorteut KB
€ Network [ Server Manager B/22/2013 1453 Shortcut H
[2); Services 8/22/201314:54 Shortout 2kB
[ System Canfiguration B/22/201314:33 Shortcut 2kB
B Systemn Information B/22/201314:53 Shortout KB

@) Task Scheduler Bf22/2013 14:58 Shorteut 2kB v

Miterns  Titem selected 1,14 KB

3. On the Event Viewer window, choose Windows Logs > Security > Filter
Current Logs.

& Event Viewer - | o[

File Action  View Help

L2
2] Event Viewer (Laocal) Security Actions
[ Custom Wiews . o~
-.li Windows Logsl Eey’words Date 3., Source Ever ~ | | Security
S Audit., 6232, Microsoft Wi, 4¢ = Qpen Saved Log..
+| Application Q . : = = P 9
E Securig }l‘iu:': :ﬁ;;; m!crnso: m' i; ¥ Create Custom View,.,
L Audit .. icrosoft Wi...
] Setup [ r— eam i e o A Irport Custom Wigw.,
] System < n >
Clear Log...
. g—l F.orwarded Events. Ewvent 4658, Microsoft Windows security »
I L Applications and Services Lo F  Filker Current Log..,
21 Subscriptions General | Details D Propertics
- - @ Find... E
The handle to an object was closed,
H Sawe All Events &5,
Subiect ! .
Attach a Task To this Log...
Log Marme: Security Wiew »
Source; Microsoft Windows 5| = 5 Refresh
i)
Ewent 1D 4658 Hel ,
Lewvel: Infarmation E &p
User: [T Event 4658, Microsoft Windows secur.., +
OpCode: Infa D Event Properties
More Information:  Eventlog Online He « Q Attach Task To This Event.
< m >
< m > 52 Copy b

Creates a filter,

4. Filter events with ID 4776 to obtain remote login logs.
(1] NOTE

You can also view login attempts by filtering events with ID 4624 or 4625.
e 4624: ID of successful login events
e 4625: ID of failed login events
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Filter Current Lag -
Filter Wil
Logged: |Anytime V|
Buent level: [] Critical  [] Warning [] werhose

[] Epror [ Information

Ewventlogs: |Securit}-'

Ewvent sources: | EI

Includes/Excludes Event [Dsi Enter ID nurmbers andfor ID ranges separated by comrmas, To
exclude criteria, bype a minus sign first, For example 1,3,5-99,-76

|4??d |
Task categary: |
Keywards: | []
User: | <Al Users> |

Computeris): |<r':".|| Computers = |

Clear

| (0]:4 || Cancel ‘

5. Right-click an event and choose Event Properties from the shortcut menu.
The logon account of the event is displayed.

1= Ewent Properties - Ewvent 4776, Microsoft Windows security auditing. ==

General | Details

The computer atternpted to walidate the credentials for an account,

Suthentication Package: RMICROSOFT_AUTHENTICATION_PACKAGE_W1_0

Logon Sccount:  Guest

Source Workstation: ECS- 7127

Error Code: CCODR00T2

@

Log Mame: Security

Source: Microsoft Windows security Logged: 6/23,/2020 10:44:06 El
Event ID: 4776 Task Categorne: Credential Walidation

Lewel: Informatian Keyanrards: Audit Failure

User: [NPL% Computer: ecs-F127

OpCode: Infa

Fore Information:  Ewventlog Online Help

Copy Clase
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Linux ECS Issues

3.1 Why Is My Linux ECS Not Booting and Going Into
Emergency Mode?

Symptom
Your Linux ECS enters the emergency mode during startup, and displays the

message "Welcome to emergency mode", asking you to enter the password of
user root for maintenance.

Figure 3-1 Emergency mode

e lcome to emergency mode! After logging in, tupe "journalctl -xb" to wview
emct] reboot” to reboot, "systemct]l default" or D to

t into default mode
sword for maintenance
(or type Control-D to continue): _

Possible Causes

The emergency mode allows you to recover the system even if the system fails to
enter the rescue mode. In emergency mode, the system installs only the root file

system for data reading. It does not attempt to install any other local file systems
or activate network interfaces.

The system enters the emergency mode when:

e An error occurred in the /etc/fstab file, leading to the failure in mounting the
file system.

e An error occurred in the file system.

Constraints

The operations in this section are applicable to Linux. The operations involve
recovering the file system, which may lead to data loss. Therefore, back up data
before recovering the file system.
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Solution

Enter the password of user root and press Enter to enter the recovery mode.

2.  Run the following command to mount the root partition in read-write mode
to modify the files in the root directory:

# mount -o rw,remount /
3. Run the following command to try to mount all unmounted file systems:
# mount -a

- If the message "mount point does not exist" is displayed, the mount point
is unavailable. In such a case, create the mount point.

- If the message "no such device" is displayed, the file system device is
unavailable. In such a case, comment out or delete the mount line.

- If the message "an incorrect mount option was specified" is displayed, the
mount parameters have been incorrectly set. In such a case, correct the
parameter setting.

- If no error occurs and the message "UNEXPECTED INCONSISTENCY;RUN
fsck MANUALLY" is displayed, the file system is faulty. In such a case, go
to 7.

4. Run the following command to open the /etc/fstab file and correct the error:
# vi [etc/fstab
The /etc/fstab file contains the following parameters separated by space:
[file system] [dir] [type] [options] [dump] [fsck]

Table 3-1 /etc/fstab parameters

Parameter Description

[file system] | Specifies the partition or storage device to be mounted.

You are advised to set file system in UUID format. To obtain
the UUID of a device file system, run the blkid command.

Format for reference:
# <device> <dir> <type> <options> <dump> <fsck>

UUID=b411dc99-f0a0-4c87-9e05-184977be8539 /home ext4
defaults 0 2

UUIDs are independent from the disk order. If the sequence
of storage devices is changed manually or undergoes some
random changes by some BIOSs, or the storage devices are
removed and installed again, UUIDs are more effective in
identifying the storage devices.

[dir] Specifies the mount point of a file system.
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8.

Parameter

Description

[type]

Specifies the type of the file system to which a device or
partition is mounted. The following file systems are
supported: ext2, ext3, ext4, reiserfs, xfs, jfs, smbfs, is09660,
vfat, ntfs, swap, and auto.

If type is set to auto, the mount command will speculate
on the type of the file system that is used, which is useful
for mobile devices, such as CD-ROM and DVD.

[options]

Specifies the parameters used for mounting. Some
parameters are available only for specific file systems. For
example, defaults indicates the default mounting
parameters of a file system will be used. The default
parameters of the ext4 file system are rw, suid, dev, exec,
auto, nouser, and async.

For more parameters, run the # man mount command to
view the man manual.

[dump]

Specifies whether file system data will be backed up.

The value can be 0 or 1. 0 indicates that data will not be
backed up, and 1 indicates that data will be backed up. If
you have not installed dump, set the parameter to 0.

[fsck]

Specifies the sequence of checking file systems.

The parameter value can be 0, 1, or 2. 0 indicates that the
file systems will not be checked by fsck. 1 indicates the
highest priority of the root directory to be checked by fsck,
and 2 indicates the lower priority of other systems to be
checked.

After the modification, run the following command to check the fstab file:

# mount -a

Run the following command to restart the ECS:

# reboot

Run the following command to check for file system errors:
# dmesg |egrep "ext[2..4]|xfs" |grep -i error

(11 NOTE

e If the error message "I/O error... inode" is displayed, the fault is caused by a file
system error.

e If no error is found in the logs, the fault is generally caused by the damaged

superblock. The superblock is the header of the file system. It records the status,

size, and idle disk blocks of the file system.

e If the superblock of a file system is damaged, for example, data is written to the

superblock of the file system by mistake, the system may fail to identify the file
system. As a result, the system enters the emergency mode during startup. The
ext2fs file system backs up the superblock and stores the backup at the blockgroup
boundary of the driver.

Run the following command to unmount the directory where the file system

error occurred:
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10.

# Unmount Mount point
Recover the damaged file system.

NOTICE

Recovering the file system may lead to data loss. Back up data before the
recovery.

- For the ext file system, run the following command to check whether the
file system is faulty:

# fsck -n /dev/vdb1
(1] NOTE

If the message "The super block Cloud no be read or does not describe a correct
ext2 filesystem" is displayed, go to step 10.

To recover the file system, run the following command:

# fsck /dev/vdb1

- For the xfs file system, run the following command to check whether the
file system is faulty:

# xfs_repair -n /dev/vdb1
To recover the file system, run the following command:
# xfs_repair /dev/vdb1

(Optional) If the message "The super block Cloud no be read or does not
describe a correct ext2 filesystem" is displayed, the superblock is damaged. In
such a case, use the superblock backup for recovery.

Figure 3-2 Damaged superblock

[root@ecs ~1# fsck -n sdevrsvdal

fzck from util-linux-ng 2.17.2

eZfsck 1.41.12 (17-May-2818)

fsck.extZ2: Ho such file or directory while trying to open rsdevrsudal

The superblock could not be read or does not describe a correct extZ

filesystem. If the device is walid and it really contains an ext2

filesystem (and not swap or ufs or something else), then the superblock

is corrupt, and you might try runwning eZfsck with an alternate superblock:
eZfsck -b 8193 <{device>

Run the following command to replace the damaged superblock with the
superblock backup:

# e2fsck -b 8193 Device name

In the preceding command, device name is the disk name but not the
partition name.

As shown in Figure 3-3, the damaged superblock has been replaced.

Figure 3-3 Replacing the damaged superblock

[rootBecs 7 1#f eZfsck -b 8193 sdevsxuda
eZfsck 1.41.12 (17-May-2818)

sdevrsxuda is in use.
eZf=ck: Cannot continue, aborting.
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(11 NOTE

-b 8193 indicates that the backup of superblock 8193 in the file system is used.

The location of the superblock backup varies depending on the block size of the file
system. For a file system with a 1 KB block size, locate the backup at superblock 8193;
for a 2 KB block size, locate the backup at superblock 16384; for a 4 KB block size,
locate the backup at superblock 32768.

11. Run the following command to restart the ECS:
# reboot

3.2 How Do | Fix a "Read-Only" Error When | Edit
the /etc/fstab File?

Symptom

When you try to edit the /etc/fstab file, the message "read-only" is displayed.

Figure 3-4 Read-only /etc/fstab

sdevsshm
sdevspts
/SYs
/proc
smnt-ssdc

"setcsfstab” [readonlyl 15L, 8EAC

Solution

In the read-only mode, the file cannot be modified. Run the following command
to obtain the read and write permissions on the file:

mount -o remount,rw /

After the preceding command is executed, edit the file again.

3.3 How Do | Change the Time Zone on ECSs Running
CentOS or EulerOS?

Scenarios

This section describes how to change the time zone in ECSs running CentOS or
EulerOS.
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Constraints

The operations described in this section have been verified to work on ECSs
running CentOS 6.8 or CentOS 7.5.

Asia/Shanghai (UTC+08:00) is used as an example.

CentOS 6 or RHEL 6

1.

Run the following command to permanently change the time zone to Asia/
Shanghai (UTC+08:00):

# cp -vf Jusr/share/zoneinfo/Asia/Shanghai /etc/localtime

Log in to the ECS and run the following command to check whether the
change has taken effect:

# date |[awk '{print $5}'

CentOS 7 or EulerOS

1.

3.4 How Do

Run the following command to view all available time zones:
# timedatectl list-timezones

Run the following command to change the time zone to Asia/Shanghai (UTC
+08:00):

# timedatectl set-timezone Asia/Shanghai
Run the following command to check the current time and date:
# timedatectl status

| Troubleshoot "nf conntrack:table full,

dropping packet"?

Symptom

A timeout error occurred when you accessed a website. You got a lot of log
messages kernel nf_conntrack: table full, dropping packet in /var/log/
messages.

Aug

Figure 3-5 System logs
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Scenarios

The operations in this section only apply to CentOS with firewalls enabled.

Constraints

The operations in this section involve modifying kernel parameters at runtime,
which may render kernel unstable, requiring system reboot.

Possible Causes

The connection-tracking module within iptables stores connections in the
conntrack table. table full, dropping packet indicates that the table is full and
new entries cannot be created for new connections. As a result, packet dropping
occurs. This problem can be solved by increasing the number of allowed entries
for tracked connections.

Solution for CentOS 6

1.

Run the following command to check the value of nf_conntrack_max:
# sysctl net.netfilter.nf_conntrack_max

Run the following command to check the number of tracked connections:
# cat /proc/sys/net/netfilter/nf_conntrack_count
If the value of nf_conntrack_max is reached, packet dropping occurs.

Set a larger value for net.netfilter.nf_conntrack_max. The following uses an
ECS with 64 GB of memory as an example and sets
net.netfilter.nf_conntrack_max to 2097152.

Run the following command for the configuration to take effect:
# sysctl -w net.netfilter.nf_conntrack_max=2097152

Run the following command to ensure that the configurations are still valid
after the ECS is restarted:

# echo "net.netfilter.nf_conntrack_max = 2097152" >> [etc/sysctl.conf

(10 NOTE

e Set .net.netfilter.nf_conntrack_max based on the memory size of an ECS.
e Use the following rule to calculate an appropriate value for nf_conntrack_max:
CONNTRACK_MAX = RAMSIZE (in bytes)/16384/2

For an ECS running a 64-bit OS with 64 GB of memory, the most appropriate value
for .net.netfilter.nf_conntrack_max is 2097152.

CONNTRACK_MAX = 64 x 1024 x 1024 x 1024/16384/2 = 2097152

If the number of entries in the conntrack table increases significantly, for
example, by four times the number of tracked entries, increase the size of the
hash table for storing conntrack entries.

For CentOS 6 and later versions, calculate a new hash value using rule
hashsize = conntrack_max/4.

Run the following command to set the size of the hash table to 131072:

# echo "options nf_conntrack expect_hashsize=524288 hashsize=524288"
>/etc/modprobe.conf
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6.

Run the following command to restart iptables:
# service iptables restart

Solution for CentOS 7

1.

Run the following command to change the size of the hash table for
conntrack connections in /etc/modprobe.d/firewalld-sysctls.conf:

For CentOS 6 and later versions, calculate the new hash value using the
following rule: hashsize = conntrack_max/4.

# echo "options nf_conntrack expect_hashsize=131072 hashsize=131072"
>> [etc/modprobe.d/firewalld-sysctls.conf

Run the following command to restart firewalld:
# systemctl restart firewalld

Run the following command to check whether the proceeding configurations
have taken effect:

# sysctl -a |grep nf_conntrack_max

For more information, see Red Hat Customer Portal.

3.5 How Do
Ubuntu?

Scenarios

| Change the Default Boot Kernel in

The operations described in this section only apply to ECSs running Ubuntu 16.04.

Procedure

Assume that the desired default kernel to boot from is the third one. Open
the /etc/default/grub file and change the value of GRUB_DEFAULT to "1>2",
as shown in Figure 3-6.

Figure 3-6 Modifying GRUB_DEFAULT

GRUB_DEFAULT=
GRUB_HIDDEN_TIMEOUT=
GRUB_HIDDEN_TIMEOUT_(QUIET=true

GRUB_TIMEOUT=10

GRUB_DISTRIBUTOR="1sb_release —-i —-s 2> ~dev/null Il echo Debian’
GRUB_CHMDLINE_L INUX_DEFAULT=

GRUB_CMDLINE_L INUX=

- 1in 1>2 indicates the second entry of the main menu.

GNU GRUB wersion 2. i6ubuntus. 20

Lkt

widvanced options for wburtu ... |

- 2in 1>2 indicates the third entry of the submenu.
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2.

3.6 How Do

GHU GRUB wersion 2

Ubuntu, with Linux 4
Iburto, with | inx

Fesbuntu, with Li
Ubuntu, with Li
Ubuntu, with
Ubuntu, with Li

- There is no space before and after the greater-than sign (>) in 1>2.
- Use a set of quotation marks to enclose 1>2.

Run the following command to rebuild a grub configuration file:

# update-grub

| Configure atop and kdump on Linux ECSs

for Performance Analysis?

Scenarios

This section describes how you can configure atop and kdump on Linux ECSs for
performance analysis.

The method for configuring atop varies with the OS version.

atop

Introduction to atop

Configuring atop for CentOS 8 or RHEL 8
Configuring atop for CentOS 7, RHEL 7, or EulerOS
Configuring atop for SUSE 12 or SUSE 15

Configuring atop Using Its Source Package for SUSE, Fedora, Debian or
Ubuntu

kdump

Precautions for Configuring kdump

Introduction to kdump

Configuring kdump

Checking Whether kdump Configurations Have Taken Effect

Introduction to atop

atop is a monitor for Linux that can report the activity of all processes and
resource consumption by all processes at regular intervals. It shows system-level
activity related to the CPU, memory, disks, and network layers for every process. It
also logs system and process activities daily and saves the logs in disks for long-
term analysis.

Configuring atop for CentOS 8 or RHEL 8

1.

Run the following command to download the atop package:
# wget https://www.atoptool.nl/download/atop-2.6.0-1.el8.x86_64.rpm
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2.  Run the following command to install the package:
# rpm -ivh atop-2.6.0-1.el8.x86_64.rpm

3. Run the following command to modify the configuration file of atop:
# vi [etc/default/atop
Modify the following parameters, save the modification, and exit:

- Change the value of LOGINTERVAL to, for example, 15. The default value
of LOGINTERVAL is 600, in seconds.

- Change the value of LOGGENERATIONS to, for example, 3. The default

retention period of atop logs is 28 days.
LOGINTERVAL=15
LOGGENERATIONS=3

4. Run the following command to restart atop:
# systemctl restart atop

5. Run the following command to check the status of atop. If active (running)
is displayed in the output, atop is running properly.

# systemctl status atop

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 14:46:10 CST; 8s ago
Docs: man:atop(1)
Process: 6391 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 6388 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 6387 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 6390 (atop)
Tasks: 1 (limit: 23716)
Memory: 4.1M
CGroup: /system.slice/atop.service
L6390 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 14:46:10 ecs-centos8 systemd[1]: atop.service: Succeeded.

Jun 19 14:46:10 ecs-centos8 systemd[1]: Stopped Atop advanced performance monitor.
Jun 19 14:46:10 ecs-centos8 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 14:46:10 ecs-centos8 systemd[1]: Started Atop advanced performance monitor.

Configuring atop for CentOS 7, RHEL 7, or EulerOS

1. Run the following command to download the atop package:
# wget https://www.atoptool.nl/download/atop-2.6.0-1.el7.x86_64.rpm
Upload the atop-2.6.0-1.el7.x86_64.rpm package to the target ECS.
2. Run the following command to install atop:
# rpm -ivh atop-2.6.0-1.el7.x86_64.rpm --nodeps
3.  Run the following command to modify the configuration file of atop:
# vi [etc/default/atop
Modify the following parameters, save the modification, and exit:

- Change the value of LOGINTERVAL to, for example, 15. The default value
of LOGINTERVAL is 600, in seconds.

- Change the value of LOGGENERATIONS to, for example, 3. The default
retention period of atop logs is 28 days.
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LOGINTERVAL=15
LOGGENERATIONS=3

Run the following command to start atop:
# systemctl start atop

Run the following command to check the status of atop. If active (running)
is displayed in the output, atop is running properly.

# systemctl status atop

atop will sample system performance data based on the specified interval and
save the data to the /var/log/atop/ directory.

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 11:49:47 CST; 2h 27min ago
Docs: man:atop(1)
Process: 8231 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 8225 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 8223 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 8229 (atop)
CGroup: /system.slice/atop.service
L8209 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 11:49:47 ecs-centos7 systemd[1]: Stopped Atop advanced performance monitor.
Jun 19 11:49:47 ecs-centos7 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 11:49:47 ecs-centos7 systemd[1]: Started Atop advanced performance monitor.

Configuring atop for SUSE 12 or SUSE 15

1.

Run the following command to download the atop source package:
# wget https://www.atoptool.nl/download/atop-2.6.0-1.src.rpm
Run the following command to install the package:

# rpm -ivh atop-2.6.0-1.src.rpm

Run the following command to install atop dependencies.

# zypper -n install rpm-build ncurses-devel zlib-devel

Run the following command to compile atop:

# cd Jusr/src/packages/SPECS

# rpmbuild -bb atop-2.6.0.spec

Run the following command to install atop:

# cd Jusr/src/packages/RPMS/x86_64

# rpm -ivh atop-2.6.0-1.x86_64.rpm

Run the following command to modify the configuration file of atop:
# vi [etc/default/atop

Modify the following parameters, save the modification, and exit:

- Change the value of LOGINTERVAL to, for example, 15. The default value
of LOGINTERVAL is 600, in seconds.

- Change the value of LOGGENERATIONS to, for example, 3. The default
retention period of atop logs is 28 days.

LOGINTERVAL=15
LOGGENERATIONS=3
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7.  Run the following command to restart atop:
# systemctl restart atop

8. Run the following command to check the status of atop. If active (running)
is displayed in the output, atop is running properly.

# systemctl status atop

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 16:50:01 CST; 6s ago
Docs: man:atop(1)
Process: 2242 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 2240 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 2239 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 2241 (atop)
Tasks: 1 (limit: 4915)
CGroup: /system.slice/atop.service
L2241 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 16:50:01 ecs-suse15 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 16:50:01 ecs-suse15 systemd[1]: Started Atop advanced performance monitor.

Configuring atop Using Its Source Package for SUSE, Fedora, Debian or
Ubuntu

1. Download the atop source package.
# wget https://www.atoptool.nl/download/atop-2.6.0.tar.gz

2. Decompress the source package.
# tar -zxvf atop-2.6.0.tar.gz
3.  Query the systemctl version.
# systemctl --version
If the version is 220 or later, go to the next step.
Otherwise, delete parameter --now from the Makefile of atop.
# vi atop-2.6.0/Makefile

Delete parameter --now following the systemctl command.

then /bin/systemctl disable atop 2> /dev/null; \
/bin/systemctl disable atopacct 2> /dev/null; \
/bin/systemctl daemon-reload; \
/bin/systemctl enable atopacct; \
/bin/systemctl enable atop; \
/bin/systemctl enable atop-rotate.timer; \

4. Install atop dependencies.
- SUSE 12 or SUSE 15
# zypper -n install make gcc zlib-devel ncurses-devel
- Fedora
# yum install make gcc zlib-devel ncurses-devel -y
- Debian 9, Debian 10, or Ubuntu
# apt install make gcc zlib1g-dev libncurses5-dev libncursesw5-dev -y
5. Compile and install atop.
# cd atop-2.6.0
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# make systemdinstall

Modify the configuration file of atop.

# vi [etc/default/atop

Make the following modifications, save the file, and exit.

- Change the value of LOGINTERVAL to, for example, 15. The default value
of LOGINTERVAL is 600, in seconds.

- Change the value of LOGGENERATIONS to, for example, 3. The default

retention period of atop logs is 28 days.
LOGOPTS=""

LOGINTERVAL=15

LOGGENERATIONS=3

LOGPATH=/var/log/atop

Restart atop.
# systemctl restart atop

Run the following command to check the status of atop. If active (running)
is displayed in the output, atop is running properly.

# systemctl status atop

atop.service - Atop advanced performance monitor

Loaded: loaded (/lib/systemd/system/atop.service; enabled)

Active: active (running) since Sun 2021-07-25 19:29:40 CST; 4s ago

Docs: man:atop(1)

Process: 5192 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +$
{LOGGENERATIONS} -exec rm -v {} ; (code=exited, status=0/SUCCESS)

Process: 5189 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)

Process: 5188 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)

Main PID: 5191 (atop)

CGroup: /system.slice/atop.service

L5197 /usr/bin/atop -w /var/log/atop/atop_20210725 15

Jul 25 19:29:40 atop systemd[1]: Starting Atop advanced performance monitor...
Jul 25 19:29:40 atop systemd[1]: Started Atop advanced performance monitor.

Precautions for Configuring kdump

The method for configuring kdump described in this section applies to KVM ECSs
running EulerOS or CentOS 7.x. For details, see Documentation for kdump.

Introduction to kdump

kdump is a feature of the Linux kernel that creates crash dumps in the event of a

kernel crash. In the event of a kernel crash, kdump boots another Linux kernel and
uses it to export an image of RAM, which is known as vmcore and can be used to
debug and determine the cause of the crash.

Configuring kdump

1.

Run the following command to check whether kexec-tools is installed:
# rpm -q kexec-tools

If it is not installed, run the following command to install it:

# yum install -y kexec-tools

Run the following command to enable kdump to run at system startup:
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# systemctl enable kdump

3. Configure the parameters for the crash kernel to reserve the memory for the
capture kernel.

Check whether the parameters are configured.
# grep crashkernel /proc/cmdline
If the command output is displayed, this parameter has been configured.

Edit the /etc/default/grub file to configure the following parameters:
GRUB_TIMEOUT=5

GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMENU=true

GRUB_TERMINAL_OUTPUT="console"

GRUB_CMDLINE_LINUX="crashkernel=auto rd.lvm.lv=rhel00/root rd.lvm.lv=rhel00/swap

rhgb quiet"

GRUB_DISABLE_RECOVERY="true"

Locate parameter GRUB_CMDLINE_LINUX and add crashkernel=auto after

it.
4. Run the following command for the configuration to take effect:
# grub2-mkconfig -o /boot/grub2/grub.cfg

5.  Open the /etc/kdump.conf file, locate parameter path, and add /var/crash
after it.
path /var/crash
By default, the file is saved in the /var/crash directory.

You can save the file to another directory, for example, /home/kdump. Then

add /home/kdump after parameter path:
path /home/kdump

(10 NOTE

There must be enough space in the specified path for storing the vmcore file. It is
recommended that the available space be greater than or equal to the RAM size. You
can also store the vmcore file on a shared device such as SAN or NFS.

6. Set the vmcore dump level.
Add the following content to file /etc/kdump.conf. If the content already
exists, skip this step.
core_collector makedumpfile -d 31 -c
where
-c indicates compressing the vmcore file.

-d indicates leaving out irrelevant data. Generally, the value following -d is 31,
which is calculated based on the following values. You can adjust the value if
needed.
zero pages =1
cache pages =2
cache private = 4
user pages =38
free pages =16

7. Run the following command to restart the system for the configurations to
take effect:

# reboot
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Checking Whether kdump Configurations Have Taken Effect

1.

Run the following command and check whether crashkernel=auto is
displayed:
# cat /proc/cmdline |grep crashkernel

BOOT_IMAGE=/boot/vmlinuz-3.10.0-514.44.5.10.h142.x86_64 root=UUID=6407d6ac-c761-43cc-
a9dd-1383de3fc995 ro crash_kexec_post_notifiers softlockup_panic=1 panic=3
reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 fsck.mode=auto fsck.repair=yes net.ifnames=0
spectre_v2=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

Run the following command and check whether the configuration in the
output is correct:

# grep core_collector /etc/kdump.conf |grep -v A"#"

core_collector makedumpfile -| --message-level 1 -d 31

Run the following command and check whether the path configuration in the
output is correct:

# grep path /etc/kdump.conf |grep -v A"#"

path /var/crash

Run the following command and check whether the value of Active in the
output is active (exited):

# systemctl status kdump

e kdump.service - Crash recovery kernel arming

Loaded: loaded (/usr/lib/systemd/system/kdump.service; enabled; vendor preset: enabled)
Active: active (exited) since Tue 2019-04-09 19:30:24 CST; 8min ago

Process: 495 ExecStart=/usr/bin/kdumpctl start (code=exited, status=0/SUCCESS)

Main PID: 495 (code=exited, status=0/SUCCESS)

CGroup: /system.slice/system-hostos.slice/kdump.service

Run the following test command:

# echo ¢ > [proc/sysrq-trigger

After the command is executed, kdump will be triggered, the system will be
restarted, and the generated vmcore file will be saved to the path specified by
path.

Run the following command to check whether the vmcore file has been
generated in the specified path, for example, /var/crash/:

# Wl /var/crash/

3.7 Why Is the OS Version of My ECS Not the One in
the Image | Selected During ECS Creation?

Symptom

You run the following command on your ECS to query its OS version:

[etc/redhat-release

Assume that the command output shows that the current version is CentOS 7.6.
However, the version of the OS in the image that you used to create the ECS is
CentOS 7.2 or another version earlier than CentOS 7.6.

(10 NOTE

The operations described in this section only apply to ECSs running CentOS or EulerOS.
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Possible Causes

1. System patches have been installed. Run the following command to view the
operation records in yum:
# yum history

Information similar to the following is displayed:
Loaded plugins: fastestmirror

ID | Login user | Date and time | Action(s) | Altered
8 | root <root> | 2019-08-23 10:00 | I, U | 40 EE
7 | root <root> | 2019-06-24 10:12 | I, U | 55
6 | root <root> | 2019-02-22 11:10 | I, O, U | 280 EE
5 | root <root> | 2019-02-22 11:09 | I, U | 6
4 | root <root> | 2019-02-22 11:08 | Install | 1
3 | root <root> | 2019-02-22 11:08 | Install | 1
2 | root <root> | 2019-02-22 11:08 | Install | 1
1| System <unset> | 2019-02-22 10:49 | Install | 352
history list

The action performed on August 23 contains operations | (Install) and U
(Update) with operation ID 8.

2.  Run the following command to view details about the operations:
# yum history info 8
Information similar to the following is displayed:

Loaded plugins: fastestmirror

Transaction ID : 8

Begin time  : Fri Aug 23 10:00:13 2019

Begin rpmdb  : 384:1c8e3df918de17e245b0dd7195f06f89656c5f27

End time : 10:02:22 2019 (129 seconds)
End rpmdb : 386:9a3172e7946f31d43c1268b6e1f2428125b3dfc5
User : root <root>

Return-Code : Success
Command Line :update -y

The preceding command output indicates that user root has performed a yum
update operation successfully. This upgrades the OS to the latest version.

3.8 How Do | Enable My ECS to Boot From the Second
Kernel If It Fails to Boot from the First Kernel?

Scenarios
The operations described in this section apply to ECSs running CentOS or EulerOS
with at least two kernels installed.

CentOS 6

1. Log in to the management console, restart the ECS, and click Remote Login.

2. When the Booting CentOS screen is displayed, press any key to access the
kernel selection screen.
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Figure 3-7 Booting CentOS

Press any key to enter the menu

Booting Cent0S (2.6.32-754.10.1.e16.x86_61) in 3 seconds...|]

On the kernel selection screen, press the down arrow key to move the cursor
to the second row, and press Enter to boot the system from the second
kernel.

GNU GRUB wversion 0.97 (639K lower -~ 1047640K upper memory)

CentDS (2.6.32-754.15.3.elb.x86_64)

Cent03 (2.6.32-754.10.1.elb.x86_64)

Cent0S 6 (2.6.32-696.elb.x86_64)

After the system is booted, run the following command to set the second
kernel as the default boot kernel:

# sed 's/default=0/default=1/' /boot/grub/grub.conf -i
(0 NOTE

The default value of parameter default is 0. In the kernel menu created by the /boot/
grub/grub.conf file, entries count from 0. It means that 0 is for the first entry, 1 is for
the second, and 2 for the third.

CentOS 7 or EulerOS

Log in to the management console, restart the ECS, and click Remote Login.

On the kernel selection screen, press the down arrow key to move the cursor
to the second row, and press Enter to boot the system from the second
kernel.

CentDS Linux (3.10.0-957.21.3.el1?7.xB6_64) ? (Core)
CentDS Linux (3.10.0-957.5.1.el7.xB6_64) 7 (Core)d

CentD3 Linux (3.10.0-327.el17.xB6_64) ? (Core)
CentD3 Linux (O-rescue-136c058e80464a53bb585a2817774c02) 7 (Core)

After the system is booted, run the following command to set the second
kernel as the default boot kernel:

# grub2-set-default 1

3.9 How Can | Make /etc/rc.local Run at Startup in

CentOS 7?

Symptom

The /etc/rc.local startup script does not run at startup of ECSs running CentOS 7
or EulerOS.
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This section uses CentOS 7 as an example.

Possible Causes

The possible causes are as follows:

Solution 1

The /etc/rc.d/rc.local file is not executable in CentOS 7. For detailed
measures, see Solution 1.

(11 NOTE

/etc/rc.local is a symbolic link to /etc/rc.d/rc.local.

[rootBuxf -cent?-test “1# 11 retc/rc.d/rc.local
-ru-r--r-- 1 root root 489 Mar 14 11:28 retcsrc.d/rc.local

root@uxf -cent?-test “1# 11 retc/rc.local
Irwnarwarwx. 1 root root 13 Nov 7 14:38 retcsrc.local -> rc.d/rc.local

The route command in /etc/rc.local becomes invalid after CentOS 7 restart.
This is because the network service is not started when the kernel reads /etc/
rc.local to add a route during CentOS 7 startup. For detailed measures, see
Solution 2.

The solution for non-executable /etc/rc.d/rc.local is as follows:

(11 NOTE

Solution 2

In CentOS 7, the /etc/rc.d/rc.local file is not executable by default.

Run the following command to check whether file /etc/rc.d/rc.local is
executable:

# s -l Jetc/rc.d/rc.local
-rw-r--r-- 1 root root 473 Sep 14 02:19 /etc/rc.d/rc.local

As shown in the command output, the file is not executable.
Run the following command to make /etc/rc.d/rc.local executable:
# chmod +x /etc/rc.d/rc.local

The solutions for invalid route command in the /etc/rc.local after CentOS 7
reboot are as follows:

Method 1: Write the route into a static route configuration file. The route will not
be lost even if the NIC is restarted.

1.

Go to the /etc/sysconfig/network-scripts/ directory and check whether file
route- <interface> exists, where <interface>is the name of the interface
related to the route.

If it is, add the following content to the file.

If it is not, create one and add the following content to the file:
<network/prefix> via <gateway>

where <network/prefix>is a remote network with prefix, and <gateway> is
the next-hop IP address.
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For example, add a route to point to 10.20.30.0/24 from 192.168.100.10 to
enable ethO at system startup.
# cat /etc/sysconfig/network-scripts/route-eth0
10.20.30.0/24 via 192.168.100.10
2.  Run the following command for the modifications to take effect:

# ifup ethO

Method 2: The /etc/rc.d/rc.local file is controlled by the rc-local service. You can
configure the rc-local service to start after network-online.target is started.

1. Run the following command to view rc-local configuration file located
in fusr/lib/systemd/system/rc-local.service:
# cat [usr/lib/systemd/system/rc-local.service |grep -v "A#"
Check whether parameters Requires and After exist in the [Unit] area.
If they are, change their values to network-online.target.
If they are not, add these two parameters and set their values to network-
online.target.

[Unit]

Description=/etc/rc.d/rc.local Compatibility
ConditionFilelsExecutable=/etc/rc.d/rc.local
Requires=network-online.target
After=network-online.target

[Service]

Type=forking
ExecStart=/etc/rc.d/rc.local start
TimeoutSec=0
RemainAfterExit=yes

(1] NOTE

network-online.target is a target that actively waits until the network is up, where the
definition of up is defined by the network management software. Usually it indicates a
configured, routable IP address of some kind. Its primary purpose is to actively delay
activation of services until the network is set up.

2. Run the following command to check whether file /etc/rc.d/rc.local is
executable:

# ls -l Jetc/rc.d/rc.local

If the output indicates that the file is not executable, make it executable by
following the instructions provided in Solution 1.

3. Run the following command to notify systemd to reload the configuration
file:

# systemctl daemon-reload

4. Run the following command to restart rc-local.service to execute the /etc/
rc.d/rc.local file:

# systemctl restart rc-local.service

3.10 What OSs Are Supported If | Want to Install
Docker on a Linux ECS?

If you want to install Docker on your Linux ECS, ensure that the OS of your ECS is
supported by Docker.
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Table 3-2 lists the OSs supported by Docker.

Table 3-2 OSs supported by Docker

(0} Version Location
CentOS CentOS 7 https://docs.docker.com/install/linux/
docker-ce/centos/
Debian e Buster 10 https://docs.docker.com/install/linux/
e Stretch 9 docker-ce/debian/
(stable) /
Raspbian Stretch
Fedora e Fedora28 https://docs.docker.com/install/linux/
e Fedora29 docker-ce/fedora/
Ubuntu e Disco 19.04 https://docs.docker.com/install/linux/
e Cosmic 18.10 docker-ce/ubuntu/
e Bionic 18.04 (LTS)
e Xenial 16.04 (LTS)

3.11 Why Do the Modifications to /etc/security/
limits.conf Not Take Effect After the ECS Restarts?

Symptom

Modifications to the /etc/security/limits.conf file become invalid after the ECS

restarts.

Possible Causes

In Linux, file /etc/security/limits.conf and directory /etc/security/limits.d/ are
used to limit the amount of various system resources available to a process. The
configuration files in the /etc/security/limits.d/ directory take priority over the
settings in the /etc/security/limits.conf file.

If the modifications to file /etc/security/limits.conf become invalid after the ECS
restarts, the modifications may be overwritten by the corresponding configurations
in files located in directory etc/security/limits.d/.

Solution

Modify the files located in directory etc/security/limits.d/ or modify file /etc/
security/limits.conf.

(11 NOTE

If the modifications to file /etc/security/limits.conf do not take effect, check the
corresponding configurations in files located in the etc/security/limits.d/ directory.
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3.12 How Do | Set vCPU Affinity for Processes Using

taskset?

Scenarios

Command taskset allows you to set vCPU affinity for processes running on an ECS
to optimize vCPU utilization.

Procedure

Run the following command to query the information about the vCPUs of the
ECS:

cat /proc/cpuinfo

The key vCPU parameters are as follows:

- processor specifies the sequence number of a vCPU.

- cpu cores specifies the number of cores of each vCPU.

Run the following command to check the status of a process, for example,
test.sh with PID 23989:

ps aux | grep test.sh

Run the following command to query the vCPU that process test.sh is running
on:

taskset -p P/ID
For example, run taskset -p 23989.
[root@ecs-1inux-bjl ~]# taskse

The returned value is 1 in decimal notation, which is 1 in binary notation.

Run the following command to assign the second vCPU (vCPU 1) to the
process:

taskset -pc 1 P/ID
For example, run taskset -pc 1 23989.

L] NOTE
The vCPU ID starts from 0. vCPU 1 indicates the second vCPU. After the proceeding
command is executed, test.sh is bound to vCPU 1.

You can also run the following command to bind the process to vCPU 1 at
startup:

taskset -c 1 ./test.sh&
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3.13 What Should I Do If Error "command “gcc” failed
with exit status 1" Occurs During PIP-based Software
Installation

Symptom

When installing the Python library software, you need to configure the PIP source.

An example is provided as follows:
[root@test home]# cat /root/.pip/pip.conf

[global]

index-url = https://pypi.mirrors.ustc.edu.cn/simple/
trusted-host = pypi.mirrors.ustc.edu.cn

During the installation, the system displays the message "command “gcc” failed
with exit status 1". However, GCC has been installed by running the yum
command before the Python library software is installed using the PIP.

Figure 3-8 Installation error
: - J‘r:nrt -f o ric "l gy - -pipe -Wall -Wp,-D_FORTIFY_SOURCE=2

-DP
17y

atal error: Python.h: No such file or directory

iled with exit status 1

[rootRecs-9aBB-testl .pipl# _

Possible Causes

Solution

openssl-devel is not supported.

The following operations use psutil as an example:

1. Run the following command to install openssl-devel:
yum install gcc libffi-devel python-devel openssl-devel -y

2. Use PIP to install the Python library software again. The error message is
cleared.

Figure 3-9 Successful installation

~testl .pipl# pip install psutil

jun.com/pypi~packages./ez/el,/688326635f 97f eeBIbF B426f ef 14c5c29f 4849c79f 6Bf d79f 433d8c 1bAI6 psut i

y_in: ¥
alled psutil-5.4.3
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3.14 What Can | Do If Switching from a Non-root User
to User root Times Out?

Symptom

When you run the sudo command to switch to user root on an Ubuntu or Debian
ECS, the system prompts connection timeout.

Figure 3-10 Connection timeout

linuxBubantu—test-1:etcS
linuxRubantu—test-1:,etcs sudo su

sudo: wunable to resolve host uwubantu-test-1: Commection timed out
rootPubantu—test-1:etct

Solution

1. Log in to the ECS.

2.  Run the following command to edit the hosts configuration file:
vi /etc/hosts

3. Pressi to enter editing mode.

4. Add the IP address and hostname to the last line of the hosts configuration
file.

Private IP address hostname
An example is provided as follows:

If the ECS hostname is hosthame and the private IP address of the ECS is
192.168.0.1, add the following statement:

192.168.0.1 hostname

5.  Press Esc to exit editing mode.

6. Run the following command to save the configuration and exit:
'wq

{11 NOTE

To update the hostname of an Ubuntu or Debian ECS, set the value of parameter
manage_etc_hosts in the /etc/cloud/cloud.cfg file to false and update the new hostname
in the /etc/hosts file. When editing the /etc/hosts file, do not delete the statement in the
line where 127.0.0.1 is located. Otherwise, switching from a non-root user to user root will
time out.

3.15 What Can | Do If the Permissions on the Root
Directory of My CentOS ECS Changed to 7777?

Symptom

You executed the chmod -R 777 / command on your ECS running CentOS, and the
permissions on the root directory were changed to 777. As a result, most services
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were unavailable and most commands could not be executed. In this case, you can
run the getfacl command provided by the system to back up and restore the
permissions on the root directory.

(11 NOTE

Procedure

Setting 777 permissions for a file or directory means that it will be readable, writable and
executable by all users and may pose a huge security risk. The operations described in this
section are a temporary remedy. After you restore the permissions, it is recommended that
you back up your data and reinstall the OS to prevent security risks caused by 777
permissions.

This section uses an ECS running CentOS 7.5 as an example.

1.

Do not stop or restart the ECS after the 777 permissions are configured for
the root directory. Run the following commands on this ECS to restore the
permissions on the SSH connection-related files:

cd /etc

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key

chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub
ssh_host_rsa_key.pub

chmod 640 sshd_config

After the preceding commands are executed, the SSH connection can be

established. Run the following command to check whether you can remotely
log in the ECS as user root:

su root

root "su: cannot set groups:"

If information similar to the proceeding output is displayed, run the following
command to grant the s permission to the su program for reading the
configurations of user root:

chmod u+s 'which su'
After the command is executed, you can log in to the ECS as user root.

Create a temporary Linux ECS that has the correct permission configurations
and the kernel of the same version as the faulty ECS.

Run the following command on the temporary ECS to back up the
permissions on all files in the / directory to a systemp.bak file:

getfacl -R / >systemp.bak

Transmit the systemp.bak file to the faulty ECS using one of the following
methods:

- Run the following command on the temporary ECS to upload the
systemp.bak file to the faulty ECS:

scp Path in which the systemp.bak file is stored on the temporary ECS
Username@EIP:Path in which the systemp.bak is to be stored on the
faulty ECS
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Next Steps

For example, run scp /systemp.bak root@119.%* ** **; /121 ** ** **

- Alternatively, run the following command on the faulty ECS to download
the systemp.bak file from the temporary ECS to the faulty ECS:

scp Username@EIP; Path in which the systemp.bak file is stored on the
temporary ECS Path in which the systemp.bak file is to be stored on the
faulty ECS

For example, run scp root@121.**.** **:/systemp.bak /.

Run the following command on the faulty ECS to restore the system
permissions:

setfacl --restore=systemp.bak
Run the following command to create a script before restarting the faulty ECS:
vim sshtmp.sh

Add the following content to the script to avoid SSH connection failure:

cat sshtmp.sh

# start:

sleep 300

cd /etc

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key
chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub ssh_host_rsa_key.pub
chmod 640 sshd_config

chmod u+s “which su®

# end

Run the following command to add the script to the Linux startup script file
rc.local:

echo '/sshtmp.sh &' >>/etc/rc.local
Run the following command to restart the faulty ECS:
reboot

After the ECS restarts, stop process sshtmp.sh, restore script file rc.local,
delete process sshtmp.sh. Then check whether the system permissions are
restored.

Setting 777 permissions for a file or directory means that it will be readable,
writable and executable by all users and may pose a huge security risk.

The operations described in this section are a temporary remedy. After you restore
the permissions, it is recommended that you back up your data and reinstall the
OS to prevent security risks caused by 777 permissions.
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3.16 What Should I Do If the IP Settings of My Linux
ECS Are Lost?

Symptom

When an ECS has been running continuously for a long time without being
restarted, the IP address settings may be lost, ECSs may be disconnected, or the
network may break down.

Figure 3-11 Symptom

: <LOOPBA 6 gdisc noqueue state DOWN group default glen 1l@80

linkfloopbéc )0:00 brd
2: eth®: <BROADC , mtu 1508
link/ether 52:54:91:09:a1:98 brd ff:ff:ff

fq_éédé- state DOWN group default glen 1le80

Possible Causes

Solution

The ECSs use Dynamic Host Configuration Protocol (DHCP).

For example, when an ECS running CentOS 7 is started, the NetworkManager
service of the Linux OS starts the dhclient process. The dhclient requests the DHCP
server to allocate an IP address and obtains the IP address lease expiration time.

In normal cases, the dhclient periodically updates the lease expiration time to the
DHCP server to ensure the availability of the IP address.

Figure 3-12 Normal dhclient

If the NetworkManager service is stopped by mistake and the dhclient process is
cleared, the lease expiration time of the DHCP-assigned IP address cannot be
automatically updated. When the lease expires, the IP address of the ECS is
released, leading to network disconnection.

Remotely log in to the ECS.

2. Run the following commands to restart NetworkManager and make it
automatically start at server startup:

systemctl restart NetworkManager
systemctl enable NetworkManager

3.  Run the following command to query the NetworkManager status:
systemctl status NetworkManager
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Figure 3-13 Viewing the NetworkManager status

[root@l ost ~]# systemctl status NetworkManager

conf
nce Thu 2023-03-02 15:47:17 CST; 4min 1s ago
ger(8)

etworkManager.service

bin/NetworkM
dhclient -d

=t MetworkManager
L Network ager
t Network ager
t NetworkManager
t NetworkManager L
t dhelient - to
t NetworkManager

4. Run the following command to query the network status:
ip ad

WN group default glen 1886

500 qdisc fg_codel state UP group default glen 1060

cope global dynamic ethe
c preferred_1ft 3382
:5854:1Ff:fe09:a198/64 scope link
valid_Lft forever preferred 1ft forever

If information similar to Figure 3-14 is displayed, the network connection is
normal.

Appendix

You are advised to retain the default network service configurations of common
OSs.

Table 3-3 Default network service configurations of common OSs

(0} Network Service Built-In DHCP

CentOS 6 Network No. There is an
independent dhclient
process.

CentOS 7 NetworkManager No. There is an
independent dhclient
process.

CentOS 8 NetworkManager Yes
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(0} Network Service Built-In DHCP

Ubuntu 16.04 NetworkManager No. There is an
independent dhclient
process.

Ubuntu 18.04 NetworkManager No. There is an
independent dhclient
process.

Ubuntu 20.04 NetworkManager Yes

Ubuntu 22.04 NetworkManager Yes

3.17 Why Does My Linux ECS Restart Unexpectedly?

Symptom

A Linux ECS restarts unexpectedly and the following error is displayed:

Kernel panic - not syncing: NMI: Not continuing

The following information is printed in the kernel log:

[645683.754132] Uhhuh. NMI received for unknown reason 20 on CPU 1.
[645683.754133] Do you have a strange power saving mode enabled?
[645683.754133] Kernel panic - not syncing: NMI: Not continuing

Possible Causes

When the kernel parameter kernel.unknown_nmi_panic of the Linux ECS is set to
1, the ECS panics and will automatically restart if the kernel detects a non-
maskable interrupt (NMI).

Generally, kernel.unknown_nmi_panic is set to 1 to tell the kernel to trigger a
kernel panic upon receiving an NMI. Certain CPU models may generate an NMl in
normal service processes and this may cause the ECS to restart unexpectedly.

Solution

Remotely log in to the ECS.

Run the following command to check the value of the ECS kernel parameter
kernel.unknown_nmi_panic:

sysctl -n kernel.unknown_nmi_panic

If the value of kernel.unknown_nmi_panic is 1, the abnormal restart is
caused by the incorrect setting of this parameter.

Figure 3-15 Command output

linux-JjFcyI:~ # sysctl -n kernel.unknown nmi panic

1

Run the following command to check the kernel.unknown_nmi_panic
settings in the /etc/sysctl.conf file:
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vim /etc/sysctl.conf
Check whether kernel.unknown_nmi_panic=1 exists.

- If kernel.unknown_nmi_panic=1 exists, change it to
kernel.unknown_nmi_panic=0.

- If kernel.unknown_nmi_panic=1 does not exist, add
kernel.unknown_nmi_panic=0.

Figure 3-16 Viewing the /etc/sysctl.conf file

kernel .unknowr

~

Press Esc, enter :wq, and press Enter to save the settings and exit.
5. Run the following command to make the configuration take effect:

sysctl -p

Figure 3-17 Making configuration take effect
linux-JjFcyl:~ # sysctl —p

kernel.unknown nmi panic = 0

(10 NOTE

The configuration takes effect without the need to restart the ECS.

Verification

1. Run the following command to check whether the value of
panic_on_unrecovered_nmi is 0:

cat /proc/sys/kernel/panic_on_unrecovered_nmi

Figure 3-18 Command output (1)

linux-JjFcyl:~ # cat /proc/sys/kernel/panic on unrecovered nmi

0
2. Run the sysctl -n kernel.unknown_nmi_panic command to check whether
the value of kernel.unknown_nmi_panic is 0.

Figure 3-19 Command output (2)
linux-JjFcyl:~ # sysctl -n kernel.unknown nmi panic
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If the results meet the expectation, the modification is successful.

3.18 What Do | Do If Error "Cannot allocate memory"
Is Displayed?

Symptom

A Linux ECS has sufficient memory, but the error "Cannot allocate memory" is
displayed during command execution or service start.

Command output:

root@localhost:~# free -m

total used free shared buffers/cached available
Mem: 3890 125 3179 2 504 3463
Swap: 0 0 0
root@localhost:~# uname -a
-bash: fork: Cannot allocate memory

Possible Causes

Solution

The number of running processes or threads in the system reaches the upper limit.
The upper limit is specified by the kernel parameter /proc/sys/kernel/pid_max.

Remotely log in to the ECS.

2. Run the following command to check the number of running processes:
ps -eLf | wc -l
The command output is as follows:
32753
You can also run the sar -q command to view the number of running
processes in the plist-sz column.

(10 NOTE

If "command not found" is displayed, run the command to install the software
package first.

e (CentOS: yum install sysstat
e Ubuntu: apt install sysstat
sar -q
The command output is as follows:

00:00:01 rung-sz plist-sz ldavg-1 ldavg-5 ldavg-15 blocked
10:45:01 0 32722 010 012 016 0
10:46:01 1 32730 021 015 017 0
10:47:01 2 32752 007 011 015 0
3. Run the following command to check the maximum number of processes

configured in the system:

cat /proc/sys/kernel/pid_max
32768
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If the number of running processes is close to or has reached the maximum
number of processes, you need to increase the value of /proc/sys/kernel/
pid_max.

4. Run the following commands to change the value of /proc/sys/kernel/
pid_max, for example, to 65530.
echo "kernel.pid_max=65530" >> /etc/sysctl.conf
sysctl -p
The command output is as follows:

vm.swappiness = 0
net.core.somaxconn = 1024
net.ipv4.tcp_max_tw_buckets = 5000
net.ipv4.tcp_max_syn_backlog = 1024
kernel.pid_max = 65530
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Configuring the Network

4.1 Why Does My ECS Running CentOS 7 Fail to Obtain
an IP Address Using dhclient?

Symptom

After an ECS was started, it failed to obtain an IP address because dhclient did not
run.

Possible Causes
The possible causes are as follows:

1. NetworkManager is not configured to start at boot.
2. The target NIC is not managed by NetworkManager.

Constraints

The operations described in this section apply to ECSs running CentOS 7 series,
EulerOS 2 series, or Ubuntu 18.04.

Solution

1. Run the following command to check whether dhclient is running:
# ps -ef |grep dhclient |grep -v grep

2. If dhclient is not detected, run the following command to check whether
NetworkManager is running:

# systemctl status NetworkManager

- If NetworkManager is in Active: inactive (dead) state, NetworkManager
is not enabled. Run the following command to check whether
NetworkManager is automatically started upon system startup:

# systemctl is-enabled NetworkManager

If the command output is disabled, run the following command to make
NetworkManager start at boot automatically:
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# systemctl enable NetworkManager && systemctl start
NetworkManager

- If NetworkManager is in Active: active (running) state, run the
following command to check whether the target NIC is managed by
NetworkManager:

# nmcli device status

If the NIC is in unmanaged state, run the following command to make
NetworkManager manage the NIC:

# nmcli device set eth0 managed yes
3. Restart NetworkManager.
# systemctl restart NetworkManager

4. Run the following command to check whether the private IP address can be
allocated:

# ip add

4.2 Why Does the NIC Names Change After | Start a
Linux ECS?

Scenarios

After an ECS running CentQOS 6 created using a private image starts, the first NIC
is named as ethO, rather than eth1.

This solution provided in this section involves restarting the ECS. Restarting the
ECS will interrupt services running on it. Exercise caution when performing this
operation.

Root Cause

The /etc/udev/rules.d/70-persistent-net.rules file still records the mappings
between NICs and MAC addresses in the private image. You need to disable the
rules.

Solution

1. The correct way to disable udev is to overwrite it with an empty file. Any
rules in /etc/udev/rules.d take precedence over the rules in /lib/udev/
rules.d.

# touch /etc/udev/rules.d/75-persistent-net-generator.rules
2. Restart the ECS.
# reboot
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4.3 Why an Entry Is Automatically Added to /etc/hosts
After a Linux ECS Is Restarted?

Symptom
After an ECS is restarted, an entry that maps its host name to 127.0.0.1 is
automatically added to /etc/hosts. As a result, the host name fails to be resolved.
Root Cause
/etc/cloud/cloud.cfg affects the following configuration in /etc/hosts:
manage_etc_hosts: localhost
This configuration automatically translates the host names to the local loopback
address, which can speed up startup when the private DNS is not configured.
Solution

1. Open the /etc/cloud/cloud.cfg file.
Comment out manage_etc_hosts:
Before:

manage_etc_hosts:localhost

After:

#manage_etc_hosts:localhost

2. Delete 127.0.0.1 hostname hostname from /etc/hosts.

4.4 How Do | Fix a Network Startup Failure Due to
Multiple NIC Configuration Files?

Symptom

Error message "Device eth1 does not seem to be present" or "No suitable device
found for this connection” is displayed after the network is started or restarted.

Figure 4-1 Network startup failure

exiting.
failed.

[ 1
Bringing up interface ethl: Device ethl does not seem to be present, delaying initialization.
[ 1

Bringing up interface ethZ: Device ethZ does not seem to be present, delaying initialization.
[ 1

Bringing up interface eth3: Device eth3 does not seem to be present, delaying initialization.
[ 1

Bringing up interface eth4: Device eth4 does not seem to be present, delaying initialization.
[ 1

Scenarios

The following procedures apply to ECSs running CentOS, RHEL, or EulerOS.
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Constraints

The solution described in this section involves restarting the NICs, which will
temporarily interrupt the network connection.

Root Cause

When the network service is started, the system reads the NIC configuration file in
the /etc/sysconfig/network-scripts/ directory. If there are multiple NIC
configuration files, the network service fails to be started because the
corresponding NIC cannot be found.

Solution

Back up unnecessary NIC configuration files and delete them from /etc/sysconfig/
network-scripts/. The following uses an ECS with 11 NIC configuration files as an
example.

1.

Run the following command to access the directory where the NIC
configuration files reside:

cd /etc/sysconfig/network-scripts

Run the following commands to back up the configuration files:
mkdir tmp

cp ifcfg-* tmp/

s tmp/

if down-Team ifup- ifup-plusb ifup-TeamPort
if down-TeamPort i ifup-post i el
if mel i i S

8 -e thd ifcfg-ethb
ifcfg-ethl ifcfg-ethll ifcfg-eth3 ifcfg-ethS ifcfg-eth?

If only one NIC is needed, delete unnecessary NIC configuration files and file
ifcfg-ens5 if it exists.

Run the following command to delete files from ifcfg-eth1 to ifcfg-eth11
and ifcfg-ens5.

rm -rf ifcfg-eth[1-9] ifcfg-eth10 ifcfg-eth11 ifcfg-ens5

Figure 4-3 Deleting unnecessary configuration files

[rootBcen?Z network-scriptslt rm -rf ifcfg-eth[1-9] ifcfg-ethlB ifcfg-ethll ifcfg-ensS

[rootBcen?Z network-scriptslt ls
ifdown-eth if down-post ifdown-tunnel ifup-eth ifup-plip ifup-routes init.ipvb-global
ifdown-ippp ifdown-ppp ifup ifup-ippp ifup-plusb ifup-sit network—functions
ifdowm-ipub ifdoun-routes ifup-aliases ifup-ipus ifup-post ifup-tunnel network-functions-ipub

ifdown-bnep ifdown-isdn ifdowm-sit ifup-bnep ifup-isdn ifup-ppp ifup-wireless

Stop unnecessary dhclient processes.

a. Run the following command to query dhclient processes.
ps -ef | grep dhclient

b. For example, run the following command to end process with PID of 770.
kill-9 770
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/\ CAUTION

e Enter the PID of the process you want to end.

e The kill-9 command is used to forcibly end a process.

Figure 4-4 Restarting dhclient

[root@cen?3-test network-scriptsli#[ps -ef | grep dhcl

1 8 15:81 7 88:88:88 ssbinsdhclient -H ecs-centos?3-test -1 -q -1f svars/libsdhclientsdhclient--eth@d.1
Tunsdhclient-ethB.pid eth8
2597 8 15:18 ttyl AA:AA:AA grep --color=auto dhcl
st network-scriptsl# kill -9 778
[root@cen?3-test network-scriptsln

5. Run the following command to restart the network service:
systemctl restart network

6. Check the status of the network service.
systemctl status network

Figure 4-5 Checking the network status

[rootBcen?Z ~1# systemctl status network
®» network.service - LSB: Bring up-down networking

Loaded: loaded (retcsrc.dsinit.d-network: bad: vendor preset: disabled)

Active: active (running) since Tue 2018-82-B6 18:54:58 CST: 34s ago

Docs: man:systemd-sysv-generator (8)
Process: 522 ExecStart=retcs/rc.dsinit.dsnetwork start (code=exited, status=8-SUCCESS)
CGroup: ssystem.slicesnetwork.service
L 816 ssbinsdhelient -H cen?2 -1 —gq -1f varslibsdhclientsdhclient--ethB.lease -pf rvar/run-sdhclient-ethB.pid

18:54:55 cen?2.novalocal systemd[11: Starting LSB: Bring upsdown networking. ..

18:54:55 cen?2.novalocal network[5221: Bringing up loopback interface: [ OK 1

18:54:55 cen?2.novalocal metwork[5221: Bringing up interface ethd:

1 55 cen?2.novalocal dhclient[6841: DHCPREQUEST on ethd to 255.255.255.255 port 67 (xid=Bx7b2B2aze)
18:54:55 cen?2.novalocal dhclient[6841: DHCPACK from 192.168.3.2 (xid=Bx7b282aze)

18:54:58 cen?Z.novalocal NETI8B81: rusrssbinsdhclient-script : updated setc/resolv.conf
18:54:58 cen?Z.novalocal dhclient[6841: bound to 192.168.3.234 —- renewal in 37342 seconds.

18:54:58 cen?Z.novalocal wetwork[5221: Determining IP information for ethB... dome.
18:54:58 cen?Z.novalocal network[5221: [ OK 1
18:54:58 cen?Z.novalocal systemd[11: Started LSB: Bring upsdoum networking.

4.5 Why Do | Get the Error "Name or service not
known" When | Ping a Public Domain Name
Configured for a Linux ECS?

Symptom

A public domain name configured for an ECS fails to be pinged, and the error
message "Name or service not known" is displayed. However, the EIP of the ECS
can be pinged.

Possible Causes

Generally, there are three possible causes:

e No or incorrect DNS server addresses are configured in /etc/resolv.conf.
e The DNS records are deleted from /etc/nsswitch.conf.
e The /lib64/libnss_dns.so0.2 library file is missing.
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(11 NOTE

Run the following command to view all files used for resolving the domain name:
# strace -e trace=open ping www.baidu.com -c 1
All files in the output affect domain name resolution.

The following procedure applies to ECSs running CentOS or EulerOS.

Scenarios
Solution
[ ]
[ ]
[ ]

No or incorrect DNS server IP addresses are configured in /etc/resolv.conf.

nameserver is the most important item in /etc/resolv.conf. A nameserver
entry defines the IP address of the DNS server used for domain name
resolution.

If there are no nameserver entries in /etc/resolv.conf, no DNS servers have
been configured for domain name resolution. If there are multiple
nameserver entries, the DNS servers are queried in the order listed in the file.

The

next DNS server is queried only when the previous one does not respond.

Check the IP addresses of DNS servers configured in /etc/resolv.conf.

The

a.

The

DNS records are deleted from /etc/nsswitch.conf.

Check whether /etc/nsswitch.conf contains the DNS records.
# grep hosts /etc/nsswitch.conf

If the output is as follows, the DNS option is not configured on the hosts
line. As a result, the system does not read /etc/resolv.conf when
resolving the domain name.

#hosts:  db files nisplus nis dns
hosts:  files myhostname

Open /etc/nsswitch.conf, locate the hosts line, and add the DNS option.
#hosts:  db files nisplus nis dns
hosts:  files dns myhostname

{11 NOTE

hosts lists the tools by priority that are used to search for IP addresses paired
with domain names.

file indicates the /etc/hosts file, and dns indicates DNS. By default, file is placed
before dns. This means that the system first attempts to search for a domain
name in /etc/hosts and then search for the domain name through DNS. If dns is
not configured, DNS is not used.

/lib64/libnss_dns.so.2 library file is lost.

/lib64/libnss_dns.so0.2 is generated by the glibc package. Run the
following command to check whether the package is modified.

# rpm -V glibc
(1O NOTE

Generally, in Linux, running the rpm -qf /lib64/libnss_dns.so.2 command can
generate the library file.

If the output is as follows, /lib64/libnss_dns.so0.2 is missing.
missing  /lib64/libnss_dns.so.2
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b. Run the following command to create a soft link again:
L] NOTE

Run the s -1 /lib64/libnss_dns.so.2 command on a normal ECS. The command
output will show that the source file of /lib64/libnss_dns.so0.2 is fusr/lib64/
libnss_dns-2.17.so.

# In -s /usr/lib64/libnss_dns-2.17.so /usr/lib64/libnss_dns.so.2

4.6 Why Cannot the EIP Bound to the Extension NIC of
My ECS Access the Internet?

Symptom

Your ECS has one primary NIC and one extension NIC in the same subnet. Both
the NICs have an EIP bound to access the Internet. The EIP bound to the primary
NIC can access the Internet, but that bound to the extension NIC cannot.

Possible Causes

By default, ECSs running CentOS have the reverse path filtering (RP-Filter)
enabled. The default route of the ECSs is to forward outgoing traffic through the
extension NIC to eth0. However, the system considers that the response data
packets should be forwarded from eth1. The system determines that the traffic is
received from a wrong NIC and then discards the response packets.

Solution

Configure a policy-based routing rule so that the extension NIC traffic is forwarded
from the extension NIC.

1. Run the following command to edit the rt_tables file:
vi /etc/iproute2/rt_tables
Add an alias for the routing table, such as test.

local
main

default

unspec
test

(]
2. Save the modification and exit.

3. Run the following command to add a route to the test table:

ip route add default via Gateway /P address of the extension NIC dev eth1
table Name of the routing table

For example, run the following command:
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ip route add default via 192.168.166.1 dev eth1 table test
Run the following command to add a policy-based routing rule:

ip rule add from /P address of the extension NIC lookup Name of the routing
table prio lower than 32766 but higher than the main table

For example, run the following command:
ip rule add from 192.168.166.22 lookup test prio 32000

Check whether the EIP bound to the extension NIC can access the Internet. If
you want to make this rule take effect permanently, add the preceding
command to the startup script /etc/rc.local.

4.7 How Do | Fix Too High Memory Usage by
NetworkManager When Multiple Docker Containers
Are Running?

Symptom

NetworkManager consumes a large amount of memory when multiple Docker
containers are running.

S %CPU SMEM
R 94.4 47.1 1

(10 NOTE

Possible Causes

e The operations described in this section apply to ECSs running CentOS 7 or Ubuntu

16.04.

e The operations described in this section involve restarting the network service, which

may interrupt services.

The amount of memory consumed by NetworkManager increases with each
container start or stop, it never decreases, even after all containers have been
stopped and removed.

Solution

Short-term solution

Restart NetworkManager.

# systemctl restart NetworkManager

Long-term solution

CentOS 7
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Run the following commands to stop NetworkManager and start network.
# systemctl disable NetworkManager

# [sbin/chkconfig network on

# kill "pgrep -o dhclient’

# systemctl stop NetworkManager

# systemctl start network

(10 NOTE

If network startup fails, it may be caused by the built-in configuration files of multiple
NICs. For details about how to rectify the fault, see How Do | Fix a Network Startup
Failure Due to Multiple NIC Configuration Files?

Ubuntu 16.04

a. Run the following commands to stop NetworkManager and start
networking.

# systemctl disable NetworkManager
# systemctl disable network-manager
# systemctl enable networking

# kill “pgrep -o dhclient’

# systemctl stop NetworkManager

# systemctl start networking

b. To enable networking, check whether DHCP is configured for NICs in the
interfaces file.

vi /etc/network/interfaces

If only ethO is attached, you can check whether the following information
exists in interfaces. If not, add it to the file.

auto eth0
iface eth0 inet dhcp

Figure 4-6 Configuring the NIC to use DHCP

e jetc/network/interfaces.d/*

auto lo
e lo inet loopback
g the
face eth® inet dhcp

4.8 Why Is the ECS IP Address Lost After the System
Time Changes?

Symptom

After the system time changes, an exclamation mark (!) is displayed for the NIC,
and the ECS cannot connect to the Internet.
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Scenarios

Root Cause

The operations described in this section apply to ECSs running CentOS 7 or
EulerOS that use DHCP to obtain IP addresses.

The default DHCP lease time is 24 hours. Specific scenarios may be different.

DHCP session process

A typical DHCP session includes DHCP discover, DHCP offer, DHCP request, and
DHCP acknowledgment, as shown in Figure 1.

Figure 4-7 DHCP session

Client Server

3 >

Stepf DHCP DISCOVER
DHCP OFFER Step2
Step3 DHCP REQUEST ___ |

Step4

- DHCP ACK/DHCP NAK

DHCP Discover

The DHCP client sends a broadcast message on the physical subnet to search
for available DHCP servers. The network administrator can configure a local
route to forward DHCP packets to DHCP servers on another subnet. The client
generates a UDP packet whose destination address is 255.255.255.255 or the
specific subnet broadcast address.

DHCP Offer

When a DHCP server receives an IP address lease request from the client, the
DHCP server provides an IP address lease and reserves an IP address for the
client, and then sends a DHCPOFFER message to the client through unicast.
This message contains the MAC address of the client, the IP address that the
server is providing, the subnet mask, the lease duration, and the IP address of
the DHCP server making the offer.

DHCP Request

In response to the DHCP offer, the client replies with a DHCPREQUEST
message that contains the IP address of the server making the offer, which is
a broadcast informing the server that it accepts the offer. When other DHCP
servers receive this message, they withdraw any offers they have made to the
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Fault Locating
1.

client and return the offered IP addresses to the pool of available addresses. A
client can receive DHPC offers from multiple servers, but it will accept only
one DHCP offer.

DHCP Acknowledge (DHCP ACK)

When the DHCP server receives the DHCPREQUEST message from the client,
the configuration process enters its final phase. The acknowledgement phase
involves sending a DHCPACK packet to the client. This packet contains the
lease duration and any other configuration information that may be
requested by the client. At this point, the TCP/IP address configuration is
complete.

View the DHCP request records of the client.
# grep -E "dhclient|DHCP" /var/log/messages

Figure 4-8 DHCP request records

May 12 11:59:39 yth5_test_sl dhclient[7376]: DHCPREQUEST on =th0 to 10.10.3.254 port €7 (xid=0xlg804l4e)
May 12 11:59:39 yth5_test_sl dhclient[7376]: DHCPACK from 10.10.3.254 (xid=0xlg8804l4e)
May 12 11:59:39 yth5_test_sl dhclient[7376]: bound to 10.10.3.240 -- renswal in 33696 ssconds.

- The records show that dhclient renewed the IP address successfully on
May 12. Since the system was manually changed, the actual time was
April 26.

- The next renewal occurred 33,696 seconds (about 9 hours and 21
minutes) later, usually when half of the lease time has passed. That is,
the next renewal occurred at around 21:21 on May 12.

NOTICE

You can also query the dhclient renewal information file for each
successful renewal. Run the following command to query the path that
saves the file. The file name is ended with .lease.

# ps -ef |grep dhclient

Run the following command to check the system logs. The logs show that the
system time was changed 5 hours and 14 minutes later after the renewal, and
changed to April 26. This means the next renewal request would be sent in 16
days, but not 9 hours it should be. dhclient failed to renew the lease and just
silently let the lease expire. After the lease expired, the IP address was
withdrawn by the DHCP server. As a result, the IP address was lost.

# grep "Time has been changed" /var/log/messages

Figure 4-9 System logs

May 12 17:05:32 yth5_test_sl gystemd-logind: Removed session 2508.

May 12 17:13:16 yth5_test_sl gyvstemd-logind: New session 2509 of user root.
May 12 17:13:16 wythS test sl gvstemd: Started Session 2509 of user root.
[May 12 17:13:16 ythS test sl systemgd: Starting Session 2505 of user root.
Ppr 26 17:49:38 ythb test sl gygsgemd: Time has been changed

Lpr 26 17:53:50 ythd test sl gvstemd-logind: Removed session 2509.

Lpr 26 17:58:5% ythS test sl gvstemd-logind: New session 2510 of user rundeck.
Zpr 26 17:58:59 wthS test sl svstemd: Started Session 2510 of user rundeck.
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Solution

1. Run dhclient manually to obtain the private IP address.
dhclient -r eth0
ifconfig ethO0 down
ifconfig ethO up
dhclient eth0

2. Restart the ECS. The system time will restore and the system will obtain the IP
address again.

3. Enable time synchronization with an NTP server. For details, see Does
HUAWEI CLOUD Provide the NTP Server and How Can | Configure It?

4.9 What Can | Do If resolv.conf Gets Reset?

Symptom

The resolv.conf file you have modified gets reset after you restart the ECS.

Solution

Add the i attribute to the file, which allows only user root to modify the file.

chattr +i /etc/resolv.conf
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Disk Space Management Issues

5.1 Why Can't | Mount a Disk on an Old Mount Point
by Modifying fstab in CentOS 7?

Symptom

File /etc/fstab was modified to allow a new disk to be mounted on an old mount
point. The mounting failed when queried using the df command.

The operations described in this section apply to ECSs running CentOS or EulerOS.

Possible Causes
1.

Run the following command to query the involved mount unit:

# systemctl list-units --type=mount |grep failed
test1.mount loaded failed failed /test1

Run the following command to query the unit status:
# systemctl status test1.mount
Information similar to the following is displayed:

e test1.mount - /test1

Loaded: loaded (/etc/fstab; bad; vendor preset: disabled)

Active: failed (Result: exit-code) since Wed 2019-08-28 15:32:53 CST; 3min 27s ago

Where: /test1

What: /dev/vdb1

Docs: man:fstab(5)

man:systemd-fstab-generator(8)

Process: 4601 ExecUnmount=/bin/umount /test1 (code=exited, status=0/SUCCESS)

Process: 3129 ExecMount=/bin/mount /dev/vdb1 /test1 -t ext4 (code=exited, status=0/SUCCESS)

Warning: test1.mount changed on disk. Run 'systemctl daemon-reload' to reload units.

In the command output, mount unit test1l.mount has changed. Run
systemctl daemon-reload to reload units.

The changes in fstab do not get applied automatically. You must run the
systemctl daemon-reload command to update the mount units generated
for each entry in fstab.
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Solution
Run the following command to reload the mount units managed by systemd:

# systemctl daemon-reload

5.2 How Do | Create a Swap Partition or File in Linux?

Scenarios

This section describes how to create a swap partition on ECS running CentOS 6.8.

Constraints

A file of a specified size is to be created. Ensure that the system disk has enough
available space.

Scenario 1: Creating a Swap Partition on a Block Storage Device

1. Run the following command to create a partition of 2 GB, for example:
# fdisk /dev/vdb
Information similar to the following is displayed:

Command (m for help): n
Partition type:
p primary (0 primary, O extended, 4 free)
e extended
Select (default p):
Using default response p
Partition number (1-4, default 1):
First sector (2048-20971519, default 2048):
Using default value 2048
Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519): +2G
Partition 1 of type Linux and of size 2 GiB is set
Command (m for help): p

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x1f02f438

Device Boot  Start End Blocks Id System
/dev/vdb1 2048 4196351 2097152 83 Linux

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

2. Run the following command to configure the newly created partition as swap
space:

# mkswap /dev/vdb1

3. Run the following command to activate the swap partition:
# swapon /dev/vdb1

4. Run the following command to verify the activated swap:
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# swapon -s
5. Run the following command to obtain the swap partition UUID:

# blkid |grep swap |awk '{print $2}'
UUID="1ee90e3c-1538-453b-9240-ad430f835f6f"

6. To mount the swap partition automatically upon system startup, add an entry
for the swap partition to /etc/fstab.

In this example, the swap partition UUID obtained in step 5 is
1ee90e3c-1538-453b-9240-ad430f835f6f. You need to run the following
command:

# echo "UUID=1ee90e3c-1538-453b-9240-ad430f835f6f swap swap
defaults 0 0" >>/etc/fstab

7.  Run the following command to mount the swap partition:
# mount -a

Scenario 2: Creating a Swap Partition on a Block Storage Device Simulated
by a File

(11 NOTE

The performance of the block storage device simulated by a file is not as good as that of
the passthrough block storage device.

1. Run the following command to create a file of 1 GB, for example:
# dd if=/dev/zero of=/swapfile bs=1M count=1000

2. Run the following command to modify the file permissions:
# chmod 600 /swapfile

3. Run the following command to configure the file as swap space:
# mkswap /swapfile

4. Run the following command to activate the swap file:
# swapon /swapfile

5. To mount the swap partition automatically upon system startup, add an entry
for the swap file to /etc/fstab.

# echo "/swapfile swap swap defaults 0 0" >>/etc/fstab
6. Run the following command to mount the swap partition:
# mount -a

5.3 Why Is the Space Not Released After | Delete a
Large File on a Linux ECS?

Symptom

The space usage of the root directory on a Linux ECS is too high, for example,
96%, as shown in Figure 5-1.
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Figure 5-1 Too high space usage of the root directory

[root@hostl /1#df —h
Filesystem Size Used Avail Use% Mounted on

/dev/sda2 49G 476G 2G  (96%
tmpfs 16G 0 16G 0% /dev/shm

You find that the access_log file generated by Apache occupies about 42 GB in the
root directory. Then you perform the following operations attempting to release
space:
1. Delete access_log.

rm /tmp/access_log
2. Check the file system disk space usage.

df -h

However, the output tells you that the usage is still 96%.

Possible Causes

Solution

The file you deleted is locked by another running process that keeps writing data
to the file.

The following are basics about file storage in Linux, which can help you better
understand the root cause.

In Linux file systems, a file is organized into two parts:

e File pointer: The pointer is stored in the file system metadata. When the file is
deleted, the file pointer will be deleted from the metadata.

e File data: The file data is stored on the disk.

Generally, after the file pointer is deleted from the metadata, the disk space

occupied by the file data will be marked as available. However, if the file is still

being used by another running process when it is deleted, the file pointer will fail

to be deleted from the metadata, and the system will determine that the file has
not been deleted and does not reclaim the space occupied by the file data.

1. Run the lsof command to check whether any process keeps writing data to
the access_log file.

# lsof -n |grep delete

Figure 5-2 Checking the process that locks the file

hostl /1#lsof —n|grep delete

COMMAND FPID USER FD TYPE DEVICE  SIZE NOD NAME

httpd 2660 root 4u REG 8,2 : 60 faccessz_log (deleted)
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As shown in the command output, the access_log file is still being used by
the httpd process which keeps writing log data into the file. Value deleted in
the brackets indicates that the log file has been deleted. But the space is not
released because httpd keeps writing data to the file.

2. Stop or restart the httpd process, or restart the system. You are advised to
empty the content of access_log, rather than deleting the file.

Run the following command to empty access_log:
# echo "">/access_log

In this way, the disk space will be released immediately and the process can
continue writing logs to the file. Then, run the df -h command to check the
space usage again.

Figure 5-3 Checking the space usage of the root directory

[root®hostl /1#df -h
Filesystem Size Used Avail Use% Mot

49G 5G 444G 10%
16G 0 16G Uk

5.4 What Should I Do If the "Read-only file system"
Error Message Is Displayed When | Attempt to Delete a
File on a Linux ECS?

Symptom

When you attempt to delete or modify a file on a Linux ECS, the message Read-
only file system is displayed.

root@oss-vpc-network-om-elk-20 logstash]# rm -rf *2019*
: cannot remove ‘ logstash-plain-2019-01-18-1.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-19-1.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-20-1.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-21-1.log.gz’ :
: cannot remove ‘ logstash-plain-2019-01-22-1.log.gz’ :

.log.gz’ :

.log.gz’ :

.log.gz’ :

.log.gz’ :

.log.gz’ :

: cannot remove ‘ logstash-plain-2019-01-23-
: cannot remove ‘ logstash-plain-2019-01-23-
: cannot remove ‘' logstash-plain-2019-01-23-

: cannot remove ‘ logstash-plain-2019-01-23-

MR WNRRRE R

m
m ‘
m 4
m .
m .
m: cannot remove ‘ logstash-plain-2019-01-23-
m .
m .
m 4
m .

Possible Causes
The possible causes are as follows:

e A file system error caused the file system to be read-only.
e The file system is mounted as read-only.

e The hardware is faulty, for example, the disk contains bad sectors or the RAID
controller card is faulty.
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Precautions
[ ]

Repairing file systems may cause data loss. Back up data in advance.

If the issue you encountered does not fall into either of the following
scenarios, check whether the hardware is faulty.

Scenario 1: File System Mounted as Read-only

1.

Run the following command to check how the directory containing the to-be-
deleted file is mounted:

# mount |grep Mount point

If ro is displayed in the output, the directory is mounted as read-only. Then go
to step 2.

If rw is displayed in the output, the directory is mounted as read/write. Then
perform procedures described in scenario 2 to check whether the file system
contains errors.

Run the following command to remount the file system as read/write. There
is no need to restart the system.

# mount -o remount,rw Mount point
(O NOTE

To mount the file system as read/write upon the next startup, modify the parameters
in the fourth column in the /etc/fstab file.

Scenario 2: File System Error Occurred

1.

Run the following command to check the file system information in the
kernel:

# dmesg |egrep "ext[2..4]|xfs"

If the output contains "I/O error... inode", the file system goes into the read-
only mode due to an error.

root@oss-vpc-network-om-elk-20 software]# dmesg |egrep "ext[2..4]|xf
8.393974] CPU: 0 PID: 410 Comm: fsck.ext4 Not tainted 3.10.0- 327 62.59.83.h108.x86_64 #1

[

[

[ 13.058706] EXT4-fs warning (device dm- 1): d_bi I/0 error -5 writing to inode 393232 (offset 2101248 size 4096 starting block 3993]
[ 46.191190] EXT4-fs warning (device dm-1): el I/0 error -5 writing to inode 22 (offset 0 size 8192 starting block 40448)
[
[
[

46.216028] EXT4-fs warning (device dm-1): I/0 error -5 writing to inode 17 (offset O size 4096 starting block 40450)
46.216101] EXT4-fs warning (device dm-1): |_| I/0 error -5 writing to inode 1179650 (offset 0 size 4096 starting block 40451)
136.297714] EXT4 fs wanung (devl(e dm 1): ex t-l end_} I)1c 332 1/0 error -5 writing to inode 17 (offset 0 size 0 starting block 40450)

Back up data before repairing the file system. Since file systems cannot be
repaired when they are in use, switch to the single-user mode to unmount all
file systems and then repair the file systems.

Restart the system and switch to the single-user mode.
Query all available devices and file systems.
# blkid
Check the file systems on device vdb1.
- For Ext file systems, run the following command:
# fsck -n /dev/vdb1
- For XFS file systems, run the following command:
# xfs_check /dev/vdb1
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(11 NOTE

If the output indicates that the file systems are mounted, unmount these file systems.
1. Run the following command to query the file systems mounted on the device:
# mount
2. Run the following command to unmount these file systems:
# Umount Mount point
5. Repair the file systems on device vdb1.
- For Ext file systems, run the following command:
# fsck /dev/vdb1
- For XFS file systems, run the following command:
# xfs_repair /dev/vdb1

5.5 How Do | Fix File Creation Failures Due to Inode
Exhaustion?

Symptom

When you create a file or directory, you get the error message "No space left on
device", "Cannot create directory", or "Couldn't create temporary archive name."

Possible Causes

In Linux, both of the following use the disk space:

e Data
e |node
{11 NOTE

An inode (index node) stores metadata of a file system object, such as a file, directory,
device file, socket, and pipe in the file system, but does not contain the object's data and

filename.
Constraints
The procedures described in this section involve disk initialization. Back up data in
advance.
Solution

1. Run the following command to check the available space on the disk:
# df -h
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Figure 5-4 Checking the available disk space

As shown in Figure 5-4, the disk still has enough available space.
2. Run the following command to check the available inodes on the disk:
# df -i

If the value of Use% in the command output is 100%, inodes are used up.
Perform the following operations to free up inodes:

a. Archive files in all directories.
# tar czvf /tmp/backup.tar.gz /home/data
b. Delete unnecessary files to release inodes.

5.6 Why Do | Get the Error "No space left on device"
When | Create a File on a Linux ECS?

Symptom
When you create a file on a Linux ECS, the error message "No space left on

device" is displayed.

Possible Causes
e The block usage on the disk reaches 100%.
e The inode usage on the disk reaches 100%.
e Certain disk space is not freed up because there are unreleased file handles.
e The value of fs.inotify.max_user_watches has been reached.

100% Block Usage
Run the following command to view the disk space usage:
df -h
If information similar to the following is displayed, the blocks have been used up.

Solution: Expand the capacity of the disk.
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100% Inode Usage
Run the following command to view the inode usage:
df -i
If information similar to the following is displayed, the inodes have been used up.

Solution: Expand the capacity of the disk.

Space Occupied by Deleted Files
1. Run the df -h command to check whether the block usage reaches 100%.

2. Run the df -i command to check whether the inode usage is relatively low, for
example 1%, as shown in the following figure.

3. Run the du -sh command to view the total disk space used by files. You may
notice that there is a significant difference between the usage space and
available space.

Solution

1. Run the following command to list deleted files whose handles are still held
open by processes:

lsof |grep delete
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2. Run the following command to stop these processes one at a time:
kill -9 Process ID

inotify Watch Limit Reached

If inotify watches are used up, "No space left on device" will be displayed.

Solution

1. Run the following command to edit the /etc/sysctl.conf file:
vi [etc/sysctl.conf
2. Add the following content to the file:

fs.inotify.max_user_watches = 524288
3. Run the following command for the modification to take effect:
sysctl -p

inotify is used to monitor file system events. By default, a maximum of 8192
files can be watched for each real user ID. You can run the following
command to obtain the current limit:

cat /proc/sys/fs/inotify/max_user_watches

If the limit is too low to watch all files, increase the limit.
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5.7 Why the Buffer and Cache Occupy Too Much
Memory of a Linux ECS?

Symptom

When querying the system memory usage using free after the Linux ECS runs for
a long period of time, you have found that most of the memory is used by buffer
and cache.

L 1nux-nnkx: fhe

al shared buffers cached
tem: 458183 3 0 4754 41996

/+ buffers/cache:
bwap : 8

Possible Causes

Solution

In Linux memory management, buffer refers to the buffer cache, and cache refers
to the page cache.

e Buffer cache, which caches data that is read from and written to disk blocks

For example, if the system writes a file, respective page cache pages will be
modified, and buffer cache buffers will be marked as dirty. When writing dirty
data back to the disk, the kernel only writes back the changes, rather than the
entire page, to the disk.

e Page cache, which caches file data that is read from and written to files in file
systems By default, Linux caches the read file data in the memory to facilitate
quick data access.

Normally, Linux automatically releases buffers and cache if the system requires
more memory, and a high cache memory usage does not affect the system
performance.

Buffers and cache are necessary for the smooth running of systems and devices in
Linux. If the cache is forcibly cleared, disk data needs to be read from the disk,
which decreases the system performance.

(1 NOTE

To clear the buffers and cache, run the following command:
# echo 3 > /proc/sys/vm/drop_caches

The command execution may take several seconds, depending on the memory size. After
the command is executed, the occupied memory will be released.
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GPU Driver Issues

6.1 Why Is the GPU Driver Abnormal?

Symptom

When you run the following command on a GPU-accelerated ECS to view the CPU
usage, the system displays a message indicating that the specified program cannot
be executed or the file path does not exist.

nvidia-smi
Information similar to the following is displayed:
-bash: /bin/nvidia-smi: No such file or directory

or

nvidia-smi: command not found

Possible Causes

The ECS driver is abnormal, not installed, or uninstalled.

Solution
e If the GPU driver is not installed, install it.
For details, see Installing a Driver and Toolkit.

e If the driver has been uninstalled:

Run the history command to check whether an uninstallation has been
performed.

Go to the /var/log directory and check whether the nvidia-uninstall.log file
exists. If the log exists, the GPU driver has been uninstalled. Reinstall the GPU
driver.

e If the driver has been installed but the driver status is abnormal:

a. Uninstall the driver.
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®  Method 1: Run the nvidia-uninstall command to uninstall the driver.
If the system displays a message indicating that the command does
not exist, use method 2.

®  Method 2: Run the whereis nvidia command to query the version of
the driver installed on the ECS.

Figure 6-1 Installed driver version

| It whereis nwidia

nwidia: susrssharesnwidia susrssrcenvidia-396.44-nvidia
[ B 3

Download the driver package of the same version as the obtained
one from the NVIDIA official website. (This driver package is
required when you uninstall and reinstall the driver.)

For example, if the driver version is nvidia-396.44, run the sh
NVIDIA-Linux-x86_64-396.44.run --uninstall command to uninstall
the driver.

b. Reinstall the driver.
For details, see Installing a Driver and Toolkit.

6.2 Why Is the GPU Driver Unavailable?

Symptom

Run the nvidia-smi command to check the GPU usage. The following information
is displayed:

NVIDIA-SMI has failed because it couldn't communicate with the NVIDIA driver. Make sure that the latest
NVIDIA driver is installed and running.

Figure 6-2 GPU driver unavailable

Lrootl T4 nvidia-smi
HUIDTA-SHMI has failed because it couldn’t communicate with the NUIDIA driver. Make sure that the latest NUIDIA driver is install

ed and runming .

Possible Causes

The system kernel is upgraded, resulting in GPU driver unavailability.

Troubleshooting

Run the corresponding command on the server to check the version of the kernel
where the driver is installed:

e (CentOS: find /usr/lib/modules -name nvidia.ko

e Ubuntu: find /lib/modules -name nvidia.ko

For example, run the preceding command in CentOS. If the command output

shown in Figure 6-3 is displayed, the GPU driver is installed on the
3.10.0-957.5.1.el7.x86_64 kernel.
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Solution

Figure 6-3 Version of the kernel where the driver is installed

[rootBecs-6711 “1# find susrslibsmodules -mame nwidia.ko

susr-libsmodules-3.18.8-957.21.3.el?.x86_64-kernel drivers-videosnvidia.ko
[rootlecs-6711 " 1§ _

Run the uname -r command. The command output shown in Figure 6-4 indicates
that the current kernel version is 3.10.0-1160.24.1.el7.x86_64.

Figure 6-4 Current kernel version

[rootPec=-6838 7 1# uname -r
3.18.8-11668 .24 .1.e17.x86_64

[rootlecs-6838 ~1# _

The version of the kernel where the driver is installed is different from the current
kernel version.

e Method 1: Restart the ECS and select the kernel version used when the GPU
driver was installed.

a. In the ECS list, locate the row that contains the target ECS and click
Remote Login in the Operation column. In the displayed dialog box,
click Log In in the Other Login Modes area.

b. Click Ctrl+Alt+Del in the upper part of the remote login panel to restart
the ECS.

¢. Refresh the page quickly and press the up and down arrow keys to stop
the ECS from restarting. Then, select the kernel version used when the
GPU driver was installed and press Enter to enter the system. The GPU
driver becomes available in the current kernel version.

e Method 2: Reinstall the driver based on the new kernel version.

a. Uninstall the driver.

®  3: Run the nvidia-uninstall command to uninstall the driver.

If the system displays a message indicating that the command does
not exist, go to b.

"  b. Run the whereis nvidia command to query the version of the
driver installed on the ECS.

Figure 6-5 Installed driver version

| 1t whereis nvidia

nvidia: Ausrssharesnvidia susrssrcrmvidia-396.44-mwidia
[ it

Download the driver package of the same version as the obtained
one from the NVIDIA official website. (This driver package is
required when you uninstall and reinstall the driver.)
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For example, if the driver version is nvidia-396.44, run the sh
NVIDIA-Linux-x86_64-396.44.run --uninstall command to uninstall
the driver.

b. Reinstall the driver.

For details, see Installing a Driver and Toolkit.

6.3 Why Is the T4 GPU Display Abnormal?

Symptom

An ECS, for example, of the PI2 or G6 flavor, is using NVIDIA Tesla T4 GPUs.
However, when you run nvidia-smi to check the GPU usage, the following

information is displayed:
No devices were found

Possible Causes

NVIDIA Tesla T4 GPU is a new version of NVIDIA. By default, the GSP firmware is
enabled and used. As a result, the GPU cannot be identified.

Solution
(11 NOTE

The following settings will become invalid after the ECS is restarted.

1. Remove the NVIDIA kernel module.
rmmod nvidia_drm
rmmod nvidi_modeset
rmmod nvidia

2. Disable GSP firmware and load the NVIDIA kernel module.
modprobe nvidia NVreg_EnableGpuFirmware=0
modprobe nvidia_drm
modprobe nvidia_modeset

3. If the fault persists, contact customer service.

6.4 How Do | Troubleshoot GPU Start Failures Caused
by NULL Pointer Dereference on NVIDIA?

Symptom

A GPU instance fails to be started. The system log shows "Unable to handle kernel
NULL pointer dereference at 0000000000000008", as shown in Figure 6-6.
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Figure 6-6 NVIDIA driver NULL pointer access

]
]
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Possible Causes

The GPU driver is abnormal.

Solution

1. Uninstall the driver.
- Method 1: Run the nvidia-uninstall command to uninstall the driver.

If the system displays a message indicating that the command does not
exist, use method 2.

- Method 2: Run the whereis nvidia command to query the version of the
driver installed on the ECS.

Figure 6-7 Installed driver version

| “1# whereis nvidia

nmwidia: susr-ssharesnwidia susr/srcenvidia-396.44-vwidia
[ 14

Download the driver package of the same version as the obtained one
from the NVIDIA official website. (This driver package is required when
you uninstall and reinstall the driver.)

For example, if the driver version is nvidia-396.44, run the sh NVIDIA-
Linux-x86_64-396.44.run --uninstall command to uninstall the driver.

2. Reinstall the driver.
For details, see Installing a Driver and Toolkit.
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SSH Connection Issues

7.1 How Do | Keep an SSH Session Alive?

Scenarios
This section describes how to keep an SSH session being connected to an ECS
running CentOS 6.5.
The method described here applies to ECSs running CentOS or EulerOS.
1O NOTE
Restarting sshd in the following procedure will disconnect SSH sessions.
Procedure

Modify the fetc/ssh/sshd_config file to keep an SSH session alive.

1. Add the following configuration items to the /etc/ssh/sshd_config file:
ClientAlivelnterval 600
ClientAliveCountMax 10
ClientAlivelnterval 600 indicates that the ECS sends a request to the SSH
client every 600 seconds to keep the SSH connection alive.

ClientAliveCountMax 10 indicates that the ECS automatically disconnects

from the client if the client does not respond for 10 times after the ECS sends
requests.

In such a case, the unresponsive SSH client will be disconnected after
approximately 6,000 seconds (600 x 10).
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2.

(11 NOTE

ClientAlivelnterval is a timeout interval in seconds. If the ECS receives no data from
the client within the timeout interval, the ECS will send a message through the
encrypted channel to request a response from the client. The default value is 0,
indicating that these messages will not be sent to the client. The ClientAlivelnterval
option applies to SSH protocol version 2 only.

ClientAliveCountMax specifies the number of client active messages which may be
sent when the sshd service does not receive any messages back from the client. If this
threshold is reached while client alive messages are being sent, sshd will disconnect
the client, terminating the session.

The use of client alive messages is very different from TCPKeepAlive. The client alive
messages are sent through the encrypted channel and therefore will not be spoofable.
The TCP keepalive option enabled by TCPKeepAlive is spoofable.

Run the following command to restart sshd for the configuration to take
effect:

CentOS 6

# service sshd restart
CentOS 7 or EulerOS

# systemctl restart sshd

7.2 How Can | Allow or Deny Login from Specific Users
or IP Addresses to an ECS Using SSH?

Scenarios

This section describes how to allow or deny specific users or IP addresses to access
an ECS using SSH.

Constraints
[ ]

DenyHosts has been installed on the ECS.

Restarting the sshd service at a time that does not affect service running.

Method 1: Edit the sshd Configuration File

1.

Allowing Specific Users (Whitelist)

Add the usernames and IP addresses to be allowed to AllowUsers in
the /etc/ssh/sshd_config. For example, to allow user test to access the ECS
through 192.168.1.2, add test@192.168.1.2 to AllowUsers:

AllowUsers test@192.168.1.2

(11 NOTE

After the configuration takes effect, only the allowed users can log in to the ECS.

Denying Specific Users (Blacklist)

Add the usernames to be denied to DenyUsers in the /etc/ssh/sshd_config.

For example, to deny user testuser to access the ECS, add testuser to
DenyUsers:

DenyUsers testuser

Issue 01 (2023-03-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 134



Elastic Cloud Server
Troubleshooting 7 SSH Connection Issues

Restart sshd for the modifications to take effect.

For CentOS 6, run the following command:

# service sshd restart

For CentOS 7 or EulerOS, run the following command:
# systemctl restart sshd

Method 2: Use DenyHosts

The /etc/hosts.allow and /etc/hosts.deny files of a Linux ECS are used to allow
or deny access from an IP address or an IP address range to the ECS using SSH.

1. To allow the IP address 192.168.1.3 to access the ECS using SSH, add the

following content to the /etc/hosts.allow file:
sshd: 192.168.1.3

2. To deny all IP addresses to access the ECS using SSH, add the following

content to the /etc/hosts.deny file:
sshd: ALL

(10 NOTE

hosts.allow has a higher priority than hosts.deny. In the preceding example, only SSH
login from 192.168.1.3 is allowed. All other SSH connections to the ECS will be denied.

7.3 Why Can't | Access an ECS Running CentOS 7 Using
SSH After | Changed the Default SSH Port?

Symptom
After the default port of the SSH service is changed, and inbound traffic on the
new port is allowed by the ECS security group, you cloud not access the ECS using
SSH.

Constraints

The operations described in this section apply to ECSs running CentOS 7.

Possible Causes

1. Run the following command to check whether firewalld is enabled on the
ECS:

# systemctl status firewalld

Figure 7-1 firewalld enabled

[rootPecs-test ~1# systemctl status firewalld
1 firewalld.service - firewalld - dynamic firewall daemon
Loaded: lnaded C(snsrslibssystemdssystemfirewalld.service: disabled: vendor preset: enabled)
fictive: active (ruming) |since Wed 20819-86-19 11:41:21 C3T: 44s ago
Docs: man:tirewalld(l)
Main PID: 5859 (firewalld)
CGroup: rsystem.slicesfirewalld.service
L5859 susrshinspythom -Es ~usrsshinsfirewalld --wofork --nopid

Jun 19 11:41:28 ecs-test systemd[1]1: Starting firewalld - dynamic firewall daemom...
Jun 19 11:41:21 ecs-test systemd[1]: Started firewalld - dynamic firewall daemon.
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As shown in Figure 7-1, firewalld is enabled.
2.  Run the following command to view the rules in firewalld:
# firewall-cmd --list-all

Figure 7-2 firewalld rules

[rootlPecs-test "1# firewall-cmd --list-all
public (actiwve)

target: detault

icmp-block-inversion: no

interfaces: ethd

SOUrCES !
zervices: ssh dhcpub-client

ports"
protocols:
masguerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

As shown in Figure 7-2, the current zone of the firewall is public. By default,
only the SSH and dhcpv6-client services are allowed in the public zone. The
SSH service uses the default port 22. If the SSH service uses a different port,
the SSH connections will be refused.

Solution
e Method 1: Stop firewalld and Disable Its Automatic Startup

Use security groups and network ACLs for access control. If firewalld needs to
be enabled, perform operations described in Method 2.

# systemctl stop firewalld
# systemctl disable firewalld
e Method 2: Open Port 55660 in firewalld
# firewall-cmd --add-port=55660/tcp --permanent --zone=public
# firewall-cmd --reload

7.4 How Can | Resolve ECS Login Failures Due to
Corrupt /etc/passwd?

Scenarios

This section describes how to handle login failures caused by corrupt /etc/passwd
on a Linux ECS.
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(11 NOTE

e The emergency recovery solution in this section requires you to replace the corrupt /etc/
passwd with the initial backup file /etc/passwd- in single-user mode. This operation
may cause the loss of user information you added, including application running users.
You can add such accounts again by referring to /etc/shadow.

e This solution involves restarting the ECS, which will interrupt services running on it.

Symptom

Multiple services in Linux fail to be started, such as Failed to start Login service
and Failed to start Authorization service.

When you try to log in after the system is started, the system displays a message
indicating that the password is incorrect.

Possible Causes

The /etc/passwd and /etc/shadow files record all user information with one entry
per line, each representing a user account. If the files get corrupted or deleted, the
login service systemd-logind.service fails to be started. As a result, users cannot
log in to the system.

Solution
1. Restart the ECS on the console and enter the single-user mode.

For details, see How Do | Reset the Password for User root in Single-User
Mode on a Linux ECS?.

2. Check the /etc/passwd file:
cat /etc/passwd

1)
[rootPoracle mnt 1#
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3. Check whether the passwd file is corrupted. If it is, replace it with the initial
backup file:

# cp /etc/passwd- /etc/passwd
(0 NOTE

This operation will cause the loss of the user information you added, including users
who own applications. This will lead to application startup failures. After the fault is
rectified, add these users to the passwd file.

4. Exit the current root directory and switch to the root directory of initramfs:
# exit
5. Restart the ECS.

(Optional) After the system is started, add the lost users. For example, add
the Nginx owner nobody and set its shell to /sbin/nologin. Add users as
needed, and set the shell of users who needs to log in to the system to /bin/
bash.

# useradd nobody -s /sbin/nologin

7.5 Why Does It Takes a Long Time to Connect to an
ECS Using SSH After UseDNS Is Enabled?

Symptom

It takes a long time to connect to an ECS using SSH.

Possible Causes

Solution

After the UseDNS option is enabled for the sshd service on the SSH server, when a
client attempts to connect to the server using SSH, the server performs a DNS PTR
reverse query to obtain the client's host name based on the client's IP address, and
then performs a DNS forward A record query based on the client's host name, and
check whether the two IP addresses are the same. This is a measure to prevent
client spoofing. But in general, dynamic IP addresses do not have PTR records.
Therefore, you are advised to disable this option.

You can run the following command to check whether UseDNS is enabled:
# grep UseDNS /etc/ssh/sshd_config

If the value is yes or the line is commented out, UseDNS is enabled. Disable
UseDNS by performing the following operations.

1. Edit the /etc/ssh/sshd_config file:
vi [etc/ssh/sshd_config

2. Change the value of UseDNS to no.
UseDNS no

3. Restart the sshd service.
- CentOS 6
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# service sshd restart
- CentOS 7 or EulerOS
# systemctl restart sshd

7.6 Why Does sshd Fail to Be Started on a Linux ECS?

The sshd service fails to be started on a Linux ECS, and /var/empty/sshd cannot be
accessed.
sshlt systemctl re t sshd
Fai se the control process exited with error code. See "systemctl status sshd.service"” and " journa
; enabled: vendor preset: enabled)
) since Thu 2818-85-17 :31:14 CST: 18s ago
-D $OPTIONS (code=exited,
Main PID:
May 17 : va loca : sshd.service: main process exited, code=exited, status=255/nsa
May 17 : < valoca : Failed to start OpenSSH server daemon.
May 1% test.nova 1 : Unit sshd.service entered failed state.
May 17 17:31:14 test.novalocal sys d : 'sshd.service failed.
Scenarios

The operations described in this section apply to ECSs running CentOS 7 or
EulerOS. For other Linux OSs, the operations may be different.

Cause 1: Owner of /var/empty/sshd Is Not root

1. The sshd service fails to be started, and the journal log records "/var/empty/
sshd must be owned by root and not group or world-writable."

L erver daemon.
May 17 17 ) d: Un d Fail state.
May 17 17 57 :

May 17

May 17 17

May 17 17

May 17

May

May

est systemd: sshd.s

2. Check the owner of the /var/empty/sshd file.
# Wl /var/empty/sshd

[rootPtest sshl#t 11 ~var-sempty~

total 4
Arwx<—x-——-x. Z2|linux linux 4896 Oct 28 ZB17

As shown in the preceding figure, the owner of the /var/empty/sshd file is
not root.

3. Modify the owner and permissions of the /var/empty/sshd file.
# chown -R root.root /var/empty/sshd
# chmod -R 711 /var/empty/sshd

4. Run the following command to restart the sshd service:
# systemctl restart sshd
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Cause 2: /var/empty/sshd Does Not Exist

1. Run the following command to query the failure causes:

journalctl -xe

- Unit sshd.service has begun starting up.

un 26 B9:56:44 ecs-gb.novalocal sshd[168681: |Missing privilege separation directory: ~varsempty-sshd

un 28 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service: main process exited, code=exited, status=255,n-a
un 26 B9:56:44 ecs-gb.novalocal systemd[11: Failed to start OpenSSH server daemon.

- Subject: Unit sshd.service has failed

- Def ined-By: systemd

- Support: http:s.lists.freedesktop.org/mailman/listinfo systemd-devel

- Unit sshd.service has failed.

— The result is failed.

un 26 B9:56:44 ecs-gb.novalocal systemd[11: Unit sshd.service entered failed state.

un Z8 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service failed.

un 26 B9:56:44 ecs-gb.novalocal polkitd[4981: Unregistered Authentication Agent for unix-process:16862:6814977 (system bus namd

2. As shown in the preceding figure, the sshd service fails to be started because
the /var/empty/sshd file does not exist. Run the following command to
manually create the file:

# mkdir -p /var/empty/sshd
3. Restart the sshd service.
# systemctl restart sshd

7.7 How Do | Disable Login to an ECS Using SSH
Password?

Scenarios

To ensure ECS security, you need to change the access key of an ECS regularly, or
disable the SSH password login.

This section describes how to disable the SSH password authentication.

(11 NOTE

After disabling SSH password login, you can still log in to the ECS using the password on
the ECS console. Keep your password secure.

Procedure

1. Log in to Linux ECS and run the following command to edit the SSH
connection:

vi [etc/ssh/sshd_config

Modify the following item:

Change the value of PasswordAuthentication from yes to no.
2. Restart sshd for the modification to take effect.

service sshd restart

3. Restart the ECS and use the SSH password to log in to the ECS. If the message
"Disconnected:No supported authentication methods available" is displayed,
the SSH password login has been disabled.
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7.8 Why Are Connections to a Linux ECS Using SSH or
to Applications on the ECS Interrupted Occasionally?

Scenarios

This section applies to the scenario where the connection to a Linux ECS using SSH
or the access to applications on the ECS is interrupted occasionally.

Constraints

Possible Causes
1.

Procedure

Modifying kernel parameters may render kernel unstable.

To ensure the system running stability, restart the system at a proper time
after modifying kernel parameters.

Check whether the net.ipv4.tcp_tw_recycle and net.ipv4.tcp_tw_reuse
options are enabled to quickly reclaim and reuse TIME_WAIT connections:

# sysctl -a |grep tcp_tw
As shown in Figure 7-3, the options have been enabled.

Figure 7-3 TIME_WAIT

[rootlPecs-feilsystemd-test "1# sysctl -a igrep tcp_tw
sysctl: reading key "net.ipub.conf.all.stable_secret"
sysctl: reading key "net.ipub.conf.default.stable_secret"

sysctl: reading key "net.ipub.conf.ethB.stable_secret"
sysctl: reading key "net.ipub.conf.lo.stable_secret"”
net.ipwd.tcp_tw_recycle = 1

net.ipvd.tcp tw reuse = 1

With these two options enabled, TIME_WAIT connections will be quickly
reclaimed and reused, resulting in disconnections. By default, these two
options are disabled.

(10 NOTE

In the NAT environment, multiple terminals use the same public IP address, and one-
to-one connection between the server and client cannot be implemented. If these two
options are enabled, the server will reclaim and reuse TCP connections in the
TIME_WAIT state, resulting in disconnections.

Disable the preceding two kernel parameters by adding the following content

to the /etc/sysctl.conf file:
net.ipv4.tcp_tw_recycle = 0
net.ipv4.tcp_tw_reuse = 0

Run the following command for the modification to take effect:

# sysctl -p
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(11 NOTE

If kernel parameters are modified at runtime, the kernel may fail to load the
parameters stably. You are advised to restart the system at a proper time.
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8 Multi-User Login Issues

8.1 How Do | Configure Multi-User Logins for an ECS
Running Windows Server 2012?

Scenarios

This section uses an ECS running Windows Server 2012 as an example to describe
how to enable concurrent logins by multiple users.

An ECS running Windows Server 2012, by default, allows concurrent logins by two
users. To allow the logins by more users, configure the remote desktop session
host and remote desktop licensing.

Precautions

Ensure that the ECS bandwidth resources are sufficient to prevent ECS
freezing or login exceptions caused by heavy loads.

The port for logging in to the ECS must have been enabled in the inbound
direction of the security group to which the ECS belongs. By default, port
3389 is used.

The target ECS already has an EIP bound.

After multi-user logins are configured, different users can log in to the ECS
without affecting each other.

The configuration in this section enables concurrent logins by multiple users
or multiple concurrent logins using one account. A remote desktop license is
valid for only 120 days. After the license expires, multi-user logins will be
unavailable. For instructions about how to activate Remote Desktop Licensing,
see How Do | Apply for a License for Authenticating Multi-User Sessions
and Activate an ECS?.

After multi-user logins are configured on a Windows ECS, the browser may
fail to be opened by multiple users. For details about how to handle the
problem, see Why Does a Browser Launch Error Occur in Multi-User
Login?.
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Procedure
1.
2.
3.

Configuring Remote Desktop Session Host and Remote Desktop Licensing
Enabling Multi-User Logins
Adding a New User to the Remote Desktop Users Group

Configuring Remote Desktop Session Host and Remote Desktop Licensing

1.

Log in to the Windows ECS.

On the OS, click FE to open Server Manager. Click Add roles and features.

Figure 8-1 Adding roles and features

Server Manager

[

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

%8 Dashboard

i Local Server
ii All Servers . .
o _ 0 Configure this local server
EE File and Storage Services b
o s QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group
5 Connect this server to cloud services
LEARMN MORE

Retain the default settings and click Next. On the displayed installation page,
select Role-based or feature-based installation and click Next.

Figure 8-2 Selecting an installation type

i Add Roles and Features Wizard [= 1o .
. | DESTINATION SERVER
Select installation type ecs-2012-en-00420652
Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Ty

@ Role-based or feature-based installation

Server Selection
Configure a single server by adding roles, role services, and features.

O R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Mext > nstal
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4. Choose Server Selection, select Select a server from the server pool, and
click Next.

5. Choose Server Roles, select Remote Desktop Services, and click Next.

Figure 8-3 Selecting Remote Desktop Services
= Add Roles and Features Wizard = | = -

DESTIMATICON SERVER

Select server roles ecs-2012-en

Before You Begin Select one or more roles to install on the selected server,

Installztion Typs Roles Description

Server Selection

|| Active Directory Federation Services ~ Active Directory Certificate Services
(4D CS) is used to create

certification authorities and related
Features [[] Active Directory Rights Management Services role services that allow you to issue

[] Active Directory Lightweight Directory Services

Remote Dasktop Sarvices [ Application Server and manage certificates used in a
D DHCP Server variety of applications.
[] DNS Server
|:| Fax Server

I [H] File and Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services

Role Services

[] Print and Document Services
Remote Access
Remote Desktop Services |
|| Volume Activation Services
I [H] Web Server (II5) (16 of 43 installed)

e ~ o e v

= Previous Next = Install Cancel

6. On the Features page, retain default settings and click Next twice.

Figure 8-4 Features
& Add Roles and Features Wizard |- [ = [

‘ + faat 1o DESTINATICN SERVER
Select features ecs-2012-2n-00420652
Select one or more features to install on the selected server.

Features Description

- - NET F k3.5 th
ISRl NET Framework 3.5 Features (1 of 3 installed) ramework 5.3 cambshes the.

power of the .NET Framework 2.0
.NET Framework 4.5 Features (2 of 7 installed) APls with new

technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
Bitlocker Network Unlock information, enable seamless and
BranchCache secure communication, and provide
the ability to model a range of
business processes,

J O [
[

Background Intelligent Transfer Service (BITS)

| BitLocker Drive Encryption

Client for NFS
] Data Center Bridging
Direct Play

Enhanced Storage

OOl

Failover Clustering
| Group Policy Management
] IS Hostable Web Core

Ink and Handwriting Services

< n ’

< Previous Mext > Instal

7. On the Role Services page, select Remote Desktop Session Host and
Remote Desktop Licensing. In the displayed dialog box, click Add Features
and then Next.
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Figure 8-5 Adding features

[ Add Roles and Features Wizard =[] =2

Select role services
Select the role services to install for Remote Desktoll  Add features that are required for Remote Desktop
Session Host?

Role services

You cannot install Remote Desktop Session Host unless the

Remate Desktop Connection Broker 5 . .
o i following role services or features are also installed.

[[] Remote Desktop Gateway

[ Remote Deskiop Licensing Media Foundation

O 4 Remote Server Administration Tools
[ Remote Desktop Virtualization Host 4 Rele Administration Tools

[] Remote Desktop Web Access 4 Remote Desktop Services Tools

[Tools] Remote Desktop Licensing Diagnoser Tools

Include management tools (if applicable)

<Previous|‘ Next > | ‘ Install H Cancel ‘

Figure 8-6 Selecting Remote Desktop Licensing

DESTINATION SERVER

Select role services sce-2012.en

Before You Bagin Select the role services to install for Remote Desktop Services

Installation Type Role services Deseription

server selection [] Remote Desktop Connection Broker Remate Desktop Licensing (RD
Licensing) manages the licenses

Server Roles
[] Remote Desktop Gateway required to connect to a Remote

Features Desktop Session Host server ora
Remota Daskiop Services Remate Desktop Session Host virtuzl cesktop. You can us RD

Licensing to install, issue, and track
[[] Remote Desktop Virtuzlization Host the availability of licenses.
Confirmation [[] Remote Desktop Web Access

| = Previous | | Next » | | Install | | Cancel

8. Confirm installation selections and click Install.
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Figure 8-7 Confirming installation selections

DESTINATION SERVER
ecs-2012-2n

Confirm installation selections

Befora You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically, If you do not want to install these opticnal features, click Previous to clear
server Roles their check boxes.

Features

Media Foundation
Remote Desktop Services
Remote Desktop Licensing

Remote Deskiop Services

Role Services

Remote Desktop Session Host
Remate Server Administration Tools
Role Administration Tools
Remote Desktop Services Toals
Remate Desktop Licensing Tools
Remaote Desktop Licensing Diagnoser Tools

Export configuration settings
Specify an alternate source path

<previous | | mew> | [ sl | [ Concel

Figure 8-8 Installation progress

DESTINATION SERVER
ecs-2012-en

Installation progress

View installation progress

o Feature installation
— 1
Installation started on ecs-2012-en

Media Foundation
Remote Desktop Services
Remote Desktop Licensing
Remote Desktop Session Host
Remate Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Tools
R Desktap Licensing Di

Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | ‘ Next > | | Close | | Cancel

After the installation is complete, restart the ECS.
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Figure 8-9 Restarting the ECS

Detection Help

Status O=ZC

Conneclion Status @  Connecled

Running Status © Running

Enabling Multi-User Logins

1. In the Run dialog box, enter gpedit.msc and click OK to start Local Group
Policy Editor.

Figure 8-10 gpedit.msc

= Fun -

= Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | gpedit.msd| v

'ﬁ' This task will be created with administrative privileges,

(0] 4 Cancel Browvse..,

2. Choose Computer Configuration > Administrative Templates > Windows
Components > Remote Desktop Services > Remote Desktop Session Host >
Connections. Configure Allow user to connect remotely by using Remote
Desktop Services, Limit number of connections (based on site
requirements), and Restrict Remote Desktop Services users to a single
Remote Desktop Services session.
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Figure 8-11 Configuring Connections
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* Device and Resource Rediection (2 Seect network detection on the server Not configured Mo
| Licensing : il Not carfigured No
* Piner Reivecton & Petict Remote Desktop Senicer usesto 3 single Remate Desktop Semaces session | Mot corfigured Mo
| Prils i llow remate sart o unlsted programs Not crfiured Mo
| 70 Connegton Broler (& Tumvoff Fair Share CRU Scheduling Not crfiured N
b | Rernats Session Enaronment
* Securty
~ Session Tie Limits
| Tenporay ulders

3. Right-click Allow users to connect remotely by using Remote Desktop
Services and choose Edit. Then, set the status to Enabled.

Figure 8-12 Allowing users to connect remotely by using Remote Desktop
Services

e Alloww users to connect remotely by using Remote Desktop Services = = -

E: Allow users to connect remotely by using Remote Desktop Services ez Smisding | | Mext Setting |

) Mot Coanfigured Camment:
®) Enabled

() Disabled

Supported ant [t jaast Windows Server 2003 operating systerns or Windows XP Professional

COptions: Help:

This policy setting allows wou to configure rermote access to -~
cormputers by using Remote Desktop Services,

If wou enable this policy setting, users who are members of the
Remote Desktop Users group on the target cormputer can
connect remotely to the target computer by using Remote
Desktop Services,

If wou disable this policy setting, users cannot connect remotely
to the target cornputer by using Rermote Desktop Services, The
target computer will maintain any current connections, butwill
not accept any new incoming connections,

If wou do not configure this policy setting, Rermote Desktop
Services uses the Rermote Desktop setting on the target computer
to deterrmine wwhether the rermote connection is allowed. This
setting is found on the Rernote tab in the Spstem properties
sheet, By default, rermote connections are not allowed,

Mote: You can limitwhich clients are able to connect rermotely
by using Rermote Desktop Services by configuring the policy -

| QK | | Cancel | | Spply |

4. Set Limit number of connections to Enabled and set the number based on
site requirements.
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Figure 8-13 Setting limit number of connections
A Limit number of connections - I:'-

[E] Limit number of connections

| Previous Setting | | Mext Setting |

() Mot Configured Comment:

Enabled
) Disahled

supported on: [ ag lea sk Windows Server 2003
Options: Help:
RO Masirnurn Connections allowed S.pecifies wrhether Rem.ute Desktop Services limits the number of | ~
sirnultaneous connections to the server,

909 E

You can use this setting to restrict the number of Remote

Type 999999 for unlimited connections, Desktop Services sessions that can be active o a server, If this
number is exceeded, addtional users who try to connect receive
an error message telling thern that the server is busy and to try
again later. Restricting the nurmber of sessions improwes
performance because fewver sessions are demanding systerm
resources, By default, RD Session Host servers allow an unlimited
number of Rermote Desktop Services sessions, and Remote
Desktop for Administration allows two Rermote Desktop Services
sessians,

To use this setting, enter the number of connections you want to
specify as the maximum for the server, To specify an unlimited
number of connections, bype 923000,

If the status is set to Enabled, the maximum number of
connections is limited to the specified number consistent with
the version of Windows and the mode of Rermote Desktop

£

| QK | | Cancel | | Apply |

5. Set Restrict Remote Desktop Services users to a single Remote Desktop
Services session to Enabled or Disabled as required. In this example,
Enabled is selected.

- Enabled: allows concurrent logins by multiple users but not using the
same account.

For example, users A, B, and C can concurrently log in to an ECS using
account A, B, and C, respectively. However, users A, B, and C cannot use
the same account to log in to the ECS.

- Disabled: allows multiple users to concurrently log in to an ECS using
one account.

For example, users A, B, and C can use the same account to concurrently
log in to an ECS.
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Figure 8-14 Restricting Remote Desktop Services users to a single
Remote Desktop Services session

=

Restrict Remote Desktop Services users to a single Remote Desktop Services session |;Ii-

B} Restrict Rernote Desktop Services users to a single Rermote Desktop Services session

| Eeisus Seiing | | Mext Setting
) Mot Configured ~ Comment:
@) Enabled
O Disabled

Supported on:

At least Windows Server 2003

Options: Help:

This policy setting allowes you to restrict users to a single Rermote
Desktop Services session,

If you enable this policy setting, users who log on remotely by
using Remote Desktop Services will be restricted to a single
session (either active or disconnected) on that server. [f the user
leawes the session in a disconnected state, the user automatically
reconnects to that session at the next logon.

If you disable this policy setting, users are allowed to make

unlimited simultaneaus remete cannections by using Remote
Desktop Services.

If wou do not configure this policy setting, this policy setting is
not specified at the Group Palicy level.

[ ok | [ conee | [ 2oy ]

Run cmd and then gpupdate /force to forcibly start Local Group Policy Editor
and restart the ECS.

Adding a New User to the Remote Desktop Users Group

After enabling multi-user login, add new users to the remote desktop users group.

This section describes how to create a user and add the user to remote desktop
users group.

1. Open the Run dialog box, enter lusrmgr.msc, and click OK to open Local

Users and Groups.

Figure 8-15 Local Users and Groups
;&
File  Action View Help

= (= = B

A& Local Users and Groups {Local)

lusrmgr - [Local Users and Groups (Locali]

Mame
1 Users 1 Users
| Groups | Groups

Select Users, right-click the blank area, and choose New User from the
shortcut menu.
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Figure 8-16 Adding a new user

File  Action View Help

«=| =@ = 3B

Line up lcons

A Local Users and Groups (Lacal) Marme Full Mame Description
QAdmimstratUr Built-in account for administering...
[ Groups Al cloudbase-init cloudbase-init
Pyl Guest Built-in account for guest access t.
|| Mew User.., I

Refresh
Export List...
Wiews 3
Arrange lcons »

Help

3. Set user information and click Create.

Figure 8-17 Setting user information

Pamd: |--'II-II'I-

Confirm password: |“n esenne

[ ] User must change password at next logon
[ ]Uzer cannot change password

Password never expires
[ Account it disabled

4. Select Groups, double-click Remote Desktop Users, and click Add.
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Figure 8-18 Remote Desktop Users Properties

General

“ Femote Deskiop Uszers

Descriphon:

b embers:

I

Members in this group are granted the nght ta lagon
emolely

Changes to a user's group membership

| | Remove | are not effective until the next time the

uiser logs on,

OK || Cancel | Appb | Help

5. In the Select Users dialog box, click Advanced.

Figure 8-19 Selecting users (Advanced)

Select this object type:

Users or Built-in zecunty pincipals

From this location:

ECS-20248

-

Eriter the object names to select [examples)

Check Mames

6. Click Find Now, select the user for remote login in the search results, and

click OK.
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Figure 8-20 Selecting users (Find Now)

Select this object type:

Lisers or Builtin secuilty pncipals | Object Types.. |
Fram this location:

ECS-2012 | Locations... |

E

Common Quenies

| Slarts vath +

Descrplion |Slartsmh v

[ | Dissbled accounts
[ Mon expiting password

Diaps since last logon

Columns. .

Search results;

Stop

Mame

2 NETWORK

4 sERVICE
2, SvsTEM

In Folder

H LOCAL SERV..
H2 NETWORK §..,

4 0WNER RIG...
2} REMOTE INT...

TERMINAL 5.,

test_(

ECS-20127

Thiz Urganiza...
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Figure 8-21 Adding a user

Select thes object type:

Ulzers or Built-in secunty pincipals

From this location:
ECS-2012

Enter the object names to select (examplesf
ECS-20M2 test 01

7. Click OK to add the user to the Remote Desktop Users group.

Figure 8-22 Confirming user information

General

H Femote Deskiop Uszers

D escription: Members in this group are granted the night ta logon
remobely

b embers:

ﬁﬁdriislratur
Bitest_01

Changes ta a user's gioup membership
Add.. | | Remova | are not effective until the nest time the
user logs on,

Lok fI[ Cancel || Amb || Hep
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Follow-up Operations

For instructions about how to activate Remote Desktop Licensing, see How Do |
Apply for a License for Authenticating Multi-User Sessions and Activate an
ECS?.

8.2 Why Does a Browser Launch Error Occur in Multi-
User Login?

Symptom
When multiple users log in to an ECS running Windows Server 2008, Windows
Server 2012, or Windows Server 2016, a user opens the browser and other users
failed.

Solution

This section uses Internet Explorer as an example.

Right-click the browser icon and choose Create shortcut.

2. Right-click the created shortcut and choose Properties.

3. On the Shortcut tab, add the following content to the end of Target.
--user-data-dir="c:\MylnternetExplorerData"

(1 NOTE

e There is a space between .exe and --user.

e c:\MyInternetExplorerData indicates the directory where the Internet Explorer
data files are stored. You can set it to any valid directory. If this directory does not
exist, the browser automatically creates one.
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Figure 8-23 Internet Explorer properties

pﬁ Internet Explorer Properties
Security | Details I Fresvious Wersions I
General Shortcut I Campatibility

E@ Imternet Explorer

T arget type: Application

T arget location: Internet E xplorer

T arget: I:.b:-:e" -uger-data-dir="c: Ayl nternetE @plarerD ata*

Stark ir; IXHDMEDHNEEXHDMEF‘.&.THX

Shortcut key: IN:::ne

Run: INnrmaI window j
Comment; IFinu:Is and dizplayz information and ‘web sites an H
Open File Location | Change [con... Advanced... |

k., I Cancel Apply

4. Save the modification and multiple users can use the browser at the same
time.

8.3 How Do | Apply for a License for Authenticating
Multi-User Sessions and Activate an ECS?

Scenarios
This section describes how to configure remote desktop services and activate an
ECS.
The ECS running Windows Server 2012 is used as an example.

Procedure

1. Applying for a License for Authenticating Multi-User Sessions
2. Activating the ECS
3. Configuring the Licensing Server for Remote Desktop Session Host
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Applying for a License for Authenticating Multi-User Sessions
1. Log in to the Windows ECS.

2. On the OS, click =

3. On the Server Manager page, click All Servers, right-click the server name,
and choose RD Licensing Manager from the shortcut menu.

to open Server Manager.

Figure 8-24 Selecting RD Licensing Manager

[ Server Manager

@ >t Server Manager * All Servers

e SERVERS
BE e

B Dashboard

B Local Server
®E File and Storage Services b
e s
@ Remote Desktop Services b

Address Manageability Last Update Windows Activation

019 9:18:28 AM 00252-70000-00000-.

Add Roles and Features

Shut Down Local Server

Computer Management

Configure Windows Automatic Feedback

Internet Information Services (IS) Manager
EVENTS
All events | 21 t

4. Right-click the unactivated server and choose Properties from the shortcut
menu.

Figure 8-25 Selecting properties of the unactivated server

@ ~  Server Manager * All Servers

- coveDg

%% Dashboarq ‘&3l RO Licensing Manager

i Local Seny{ Action  Wiew Help
& Al servers| e el
WE File and St] | =34 Al servers | Marme Activation Status Discovery Scope Canfiguration
o= 2oLk Bt octivotad i oK

= C o rkgroup
ke Is Refresh
@ Remote D

Review Canfiguration...

Install Licenses

Activate Server

Advanced 3
Create Report 3
Delete Reports...

kanage Licenses

| Properties |

5. In the Properties dialog box, set Connection Method to Web Browser.
Record the product ID which will be required for obtaining a server license.

NOTICE

If the destination server is not displayed in RD Licensing Manager, choose
Action > Connect, and enter the server |IP address.
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Figure 8-26 Web browser for connection

Connection Method | Required Information | Optional Information |

Connection method: |"I|I|I"eh Browser Ad

Description: Connect ta the Miciosaft Clearinghouse Web site, Use this
method if the license server does not have Intemet access,
bt you have Intemet access through anather computer,

Requirements: This method requires a computer with 2 Web browses and
Inteinat access, This computer does nal have Lo be
cornected to the license server,

alach | ||I|||||l|I i F egIon W

Product |D; 00252-70000-368853-AT 387

License Server 1D Licerse Server not activated

6. Set parameters and click OK.
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7.

8.

Figure 8-27 Setting parameters
ECS-2012-EN Properties -

| Connection Methu:u:l| Required Infarmation | Optional Information |

Please enter pour name, company name, and country/region infarmation.

First name: |t‘ESt |
Last name: |t'33t |
Campany: | test |
Country ar Region: | China hd |

The information entered on this page is used anly by a support profeszional
ta help pou if you need assistance.

0k | ‘ Canizel

Access https://activate.microsoft.com using Internet Explorer.
Select Activate a license server and click Next.

Figure 8-28 Activating the license server

B® Microsoft

Remote Desktop Services

Home FAQ Help
To visit the website of a specific language, Welcome to the Remote Desktop Licensing website. This secure site is designed to help you manage your
select the language, Po:hen click go. license server for Windows Server 2012, Windows Server 2008 R2 , Windows Server 2008, Windows Server
- - v @ 2003, or Windows 2000 Server, and for you to obtain Remate Desktop Services client access licenses (RDS
Chinese (Simplified) CALs). All information collected at this site is used to help you manage your Remote Desktop Services

resources.
RDS CALs obtained from this site are subject to the corresponding Windows Server EULA,
For more information, see About Remote Desktop Licensing Management.

Select Option e

® Activate a license server [more info]

Install client access licenses [mere info]
Reactivate a license server  [mere info]
Manage CALs [mere info] e

Next

Set parameters and click Next. Confirm the product information and click
Next.
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Figure 8-29 Configuring the server
2% Microsoft

Remote Desktop Services
Home FAQ Help

Ta activate your license server, you need to provide the following information. Your product ID can be found by selecting
Activate Server in the Remote Desktop Licensing Manager toal.

Required information is denoted by a red asterisk (*).

Product Information

Product ID:

ompany Information

Company: Country/Region:

China M

Back Next

9. Record the license server ID and click Yes.

Figure 8-30 Obtaining the license server ID
E® Microsoft

Remote Desktop Services

Home FAQ Help

Your license server activation request was successfully processed. Print this page for reference.
Your license server ID, which you need to enter in the Remaote Desktop License Server Activation Wizard, is:

Do you wish to install client access licenses now on the license server with this product ID?
00252-70000-38853-AT387

10. If the license server ID is not available, set License Program to Enterprise
agreement and click Next.
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Figure 8-31 Enterprise agreement
B® Microsoft

Remote Desktop Services

Home FAQ Help

To install licenses, you need to provide the following information. Your license server ID can be found by selecting
Install Licenses in the Remate Desktop Licensing Manager toal. Your connection method should be set to Web
Erowser (Windows Server 2008), or Web Browser (Windows Server 2003). To change your connection method, an
the View menu of the Remote Desktop Licensing Manzger tool, click Praperties, and then click the Connection
Method tab.

Required information is denoted by a red asterisk ().

Product Information

License Server ID

Ba @
License Program:
Enterprise agreement v
Company: Country/Region:
China v

Back Next

11. Set parameters.

- Product Type: specifies the license server type, for example, Windows
Server 2012 Remote Desktop Services Per User client access license.

- Quantity: the maximum number of users allowed for remote desktop
connections, for example, 999.

- Agreement Number: a 7-digit license registration number purchased at
the official Microsoft website.

(11 NOTE

HUAWEI CLOUD does not provide licenses for remote desktop connections.
Purchase such a license at the official Microsoft website.

Figure 8-32 Setting license server information

B Microsoft

Remote Desktop Services

Home FAQ Help

To install client access licenses, you need to provide the following information.

Required infarmation is denaoted by a red asterisk(*)

icense Server ID

= n i
Product Type:

Windows Server 2012 Remote Desktop Services Per User client access license |
Quantity:
999

License Program

icensing Information
Enterprise agreement

Agreement Number:

Back Next

12. Record the license server ID and license key pack ID and click Finish.
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Figure 8-33 Obtaining a license key pack ID
2% Microsoft

Remote Desktop Services

Home FAQ Help

Yeur request for client access licenses was successfully processed.Print this page for reference.
Your license key pack ID, which you need to enter in the Remote Desktop CAL Installation Wizard, is:

The license server has the following license server ID:

Thank you for activating your Remote Desktop Services client access licenses (RDS CALs).

[Finish]

Activating the ECS

1. Log in to the ECS. Open RD Licensing Manager, right-click the ECS, and
choose Activate Server.

Figure 8-34 Activating the ECS

ol RD Licensing Manager
Action  MWiew Help

- Al servers

Configuration
oK

Activation Status Discowvery Scope
Pl o ctivatad o
Refresh

N RPN e TR T

Rewview Configuration...

Install Licenses

Dctivate Sercer

Dcheanced 3

Create Report 3
Delete Reports...

Manage Licenses

Properties

2. In Activate Server Wizard, click Next.
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Figure 8-35 Activate Server Wizard

Activate Server wWizard ==

Ywelcome to the Activate Server
wwrizard

N

To securel install licenses. the Remote Deskiop licenss
server must first be activated wiith bdicrosoft

i

After license server activation has completed successfulle. vou
will be able to install and issus licenses.

If & RD Session Host or BD Yirtualization Host server [F
applicable] cannot locate an activated license server with
sppropriate licenses installed before the arace period sx<pires.
it wiill stop accepting commections from unlicensed clisnts

< Back [ Me=t > ] Cancel |

3. Set Connection method to Web Browser and click Next.

Figure 8-36 Web browser for connection

Activate Server Wizard -

Connection Method
Select the most appropriate connection method

[Ty

r’.

The connection method zelected for license server activation will also be uzed to contact
the MMicrozoft Clearinghousze when licenses are installed.

T o change the connection method after activation. go to the Connection tethod tab of
the license server's Properties dialog box

Connection methad:
“wieb Broveser

-

D escription: Connect to the Microsoft Clearinghouse “wWeb site. Use this
method if the license server doss not have Internet access,
but you have Intermet access through another computer.

Reguirements: Thiz method requires a computer with a '“w=b browser and
Intermet access. This computer does not hawve o be
connected to the license server

[ <Back  |[ Mewt> | [ Caneel

4. Enter the license server ID and click Next.
The license server ID is the ID obtained in step 9.
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Figure 8-37 Entering the license server ID

Activate Server Wizard -

'y

License Server Activation
Enter the license server [0 .
2]

To activate wour license server, go to the Remote Desktop Licensing “Web Site located
at:

htitps: A/ activate microsoft. com

“rou will need wour Product 1D to complete this operation. rour Product 1D is:

I

Afrer vou complete the transaction on the Remote D eskiop Licensing »web Site, twpe
the license server 1D in the following bores.

[ <Back || Mexk > | [ cancel

5. Select Start Install Licenses Wizard now and click Next.
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Figure 8-38 Starting license installation wizard

Activate Server Wizard -

Completing the Activate Server
Wizard

You have completed the Activate Server Wizard.

£

Status:
"‘I

The licenze server has been successfully activated.

Tainstall icenses, click Mest.

T postpone licenze installation, clear the Start [nstall
Licenzes Wizard now check box, and then click Finish,

Start Install Licenses Wizard now

< Back Mext » || Cancel

6. Enter the license key pack ID and click Next.
The key pack ID is obtained in step 12.
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Figure 8-39 Entering the key pack ID

Activate Server Wizard -

Obtain Chent License Key Pack ff

Provide the client icense key pack |D. e )

"
To inztall your licenzes, vou must obtain a cense key pack 1D from the Remote Desktop Licensing
e Site located at:
hittpe: A achivate, microsott cong

To obtain a license key pack 1D, vou will need the license code information that you received from

vour license program [for example, retail product packaging, Enterprize Agreement, or Select

License).

ou will alzo need your icenze server 1D, Your icense server 1D s

after you have obtained the license key pack 1D from the Remote Desktop Licenzing Web Site,

type the [0 in the following boxes.

@B Please wite down this 1D Having this information with you wil faciltate communications

' ! with the Microsoft Clearinghouse, should you need assistance with recovering licenses.

< Back H Mext > | ‘ Cancel

7. Click Finish.

Configuring the Licensing Server for Remote Desktop Session Host
1. Log in to the Windows ECS.

2. On the OS, click & to open Server Manager. Choose Tools > Terminal
Services > RD Licensing Diagnoser and check the ECS authorization status.

For the Windows Server 2019 OS, choose Tools > Remote Desktop Services >
RD Licensing Diagnoser and check the ECS authorization status.

As shown in the following figure, the system displays a message indicating
that the licensing mode for the Remote Desktop Session Host Server is not
configured.
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3.

Figure 8-40 Checking the ECS authorization status
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Editor.
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@ Licenses are ot availabls for this R emots Deskiop Session Host server, and RD Licsnsin *

RD Session Host server.

Remote Desktop Session Host Server Configuration Details

;' ECS-2012EN
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Licensing mode:

0
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Figure 8-41 gpedit.msc

Error __ Microsoft-Windows-GrouoPolicy
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Windows Activation
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Component Services

Computer Management
Defragment and Optimize Drives
Event Viewer

Intemet Information Services (I5) Manager
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Microsoft Azure Services

‘ODBC Data Sources (32-bit)
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Performance Monitor
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Security Configuration Wizard
Senices

System Configuration
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Windows Firewall with Acvanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x36)

Windows PowerShell ISE

Windows PowerShell ISE (x86)
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Open:
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v

'?:j' This task will be created with administrative privileges.

]

Cancel

Browse..,

4. Choose Computer Configuration > Administrative Templates > Windows
Components > Remote Desktop Services > Remote Desktop Session Host >
Licensing.
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5.

Figure 8-42 Modifying licensing items
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vice and Resource Redirection

| RD Connection Broker
b ] Remote Session Environment

- Licensing

Select an item to view its description,  Setting State
| Use the specified Remote Desktop license servers Not configured Mo

Comment

Hide notifications about D Licering preblems that affectt... Mot corfigured Mo
(1] Set the Remate Desktop licensing made Not configured Mo

“| Portable Operating ystem

1 Presentation Settings
| Remote Desktop Senvices
RS Feeds

Set Use the specified Remote Desktop license servers to Enabled, enter the
private IP address or hostname of the ECS under License servers to use, and

click OK.

Figure 8-43 Using the specified remote desktop license servers

A

=T

Use the specified Remote Desktop license servers

Ei Use the specified Rernote Desktop license servers

() Mot Configured

() Disahled

Options:

_I:I-

Comrment:

Supported on:

At least Windows Server 2003 with Service Pack 1

Help:

License sersers to use

Separate license server hames with commas,

Exarnple: Serverl,Server? exarnple.corn,192,168.1.1

This policy setting allows wou to specify the order in which an RD
Session Host server attempts to locate Remote Desktop license
SEIVELS,

If wou enable this policy setting, an RD Session Host server first
atternpts to locate the specified license servers, If the specified
license servers cannot be located, the RD Session Host server will
attempt automatic license serser discovery, I the automatic
license server discovery process, an RD Session Host serverin a
Wrindows Server-based dormain attermpts to contact a license
server in the following order:

1. Rernote Desktop license servers that are published in Active
Directory Domain Services,

2. Rernote Desktop license servers that are installed on domain
controllers in the same dornain as the RD Session Host server,

If you disable or do not configure this policy setting, the RD
Session Host server does not specify a license server at the Group
Palicy level,

| QK || Cancel || Apply
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6. Set the Remote Desktop licensing mode to Enabled, and set the licensing
mode to Per User.

(10 NOTE

If a message is displayed indicating that there is a problem with remote desktop
license, set the licensing mode to Per Device.

Figure 8-44 Setting the remote desktop licensing mode
A

A Set the Remote Desktop licensing mode I;Ii-
E Set the Rerote Desktop licensing maode

() Mot Configured Comrment:

) Disabled
Supported 00 [ A least Windows Server 2003 with Service Pack 1

Options: Help:

Specify the licensing mode for the RD Session Host This policy sgtting _allo\ru's you t_D specify the type of Rgmote .

sepver. Desktop Services client access license (RDS CAL) that is required
to connect to this RD Session Host serser,

Per User v
You can use this policy setting to select one of twa licensing

rnodes: Per User or Per Device,

Per User licensing mode requires that each user account
connecting to this RD Session Host server have an RDS Per User
caL,

Per Device licensing mode requires that each device connecting
to this RD Session Host server have an RDS Per Dewice CAL,

If wou enable this palicy setting, the Rernote Desktop licensing
rode thatywou specify is honored by the Rernote Desktop license
server,

If wou disable or do not configure this policy setting, the
licensing mode is not specified at the Group Policy level

| oK || Cancel || Apply |

7. Run cmd and then gpupdate /force to forcibly start Local Group Policy Editor
and restart the ECS.

8.4 How Do | Troubleshoot Login Screen Flickering
After Configuring Multi-User Login?

Symptom

After multi-user login is configured on a Windows ECS, the administrator can log
in normally but common users encounter flashing screen or auto closing of "My
Computer".
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Solution

1. Log in to the ECS as the administrator, view system logs and application logs,
and search for the abnormal module. The following uses the Mglayout64.dll
module as an example.

2. Open C:\Windows and search for the corresponding module file. In this
example, the module is a wallpaper file.

3. Open the Run command box, type cmd and then press Enter.
Run the following example command:
cd C:\Windows\System32

4. Run the regsvr32.exe /u File name command to remove the file.
In this example, the Mglayout64.dll file is used as an example.
regsvr32.exe /u Mglayout64.dll

Figure 8-45 Removing the abnormal file

>cd Ci\Windows\System32

C:\WWindows\System32>regsvr3Z. exe /u Mglayout6d. dll
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Passwords and Key Pairs Issues

9.1 How Do | Reset the Password for User root in

Single-User

Scenarios

Mode on a Linux ECS?

This section describes how to reset the password of user root in single-user mode
on a Linux ECS.

This section applies to x86 ECSs.

(11 NOTE

Back up data before resetting the password of user root in single-user mode.

Select a method based on the OS of your ECS.

CentOS 8

CentOS 8

CentOS 7 or EulerOS
CentOS 6 or Red Hat 6
Debian or Ubuntu
SUSE 11

SUSE 12

Remotely log in to the ECS
Click Remote Login in the Operation column.

Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.

When the interface for selecting a kernel appears, press the e key to go to the
configuration interface for boot options.
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Figure 9-1 Entering the kernel editing mode

Centl]S Linux (1 18 0—1‘17 5.1.e18_1.x86 6‘1) § (Core)

ctJ]tllr Linu

ion.
elected item, " for a command prompt.

4. Edit the boot options.
Change ro to rw init=/sysroot/bin/bash.

Figure 9-2 Before the change

load_wvideo
3 jload=keep

h_64 root=UUID=0a4beBIb-a
5 = oleblank=600 console=tty® co
tt f nopti c hkernel
initrd L ). 3 s-4.18.0-147 1.el8_1.xB6_64.img Stuned_initrd

l-x to start, Ctrl-c for a command prompt or
e nd return to the menu. Pre g Tab lis
le completions
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10.

Figure 9-3 After the change

load_video
pay load=keep

J
linux ( ot)sbootruvmlinuz-4.18.0-147.5.1.el18 _1.x86_64 root=UUID=0a4bef9b-aladn
-19e41-8119-d76ddb72e5d2 |rw init=ssysrootsbinrsbash | )
initrd (jroot)sbootrsinitramfs-4.10.0-147.5.1.el8_1.xd6_b64.1mg Stuned_initrd

rl-x to start, Ctrl-c for a command prompt or
] dits and return to the menu. Pressing Tab lists
ssible completions.

Press Ctrl+X.
Wait for the system to boot into the single-user mode.

Figure 9-4 Single-user mode (emergency shell)

[ 1 ppﬁd“HardUErﬁ RNG Entropy Gatherer Daemon.

Generating “srunsinitramfs/rds eport . txt”

Entering emergency mode. Exit the shell to continue.

Type " journalctl” to view
You might want to e "srunsinitramfs :osreport.txt" to a USB stick or -boot
after mounting them and attach it to a b rt.

Run the chroot /sysroot/ command to access the system.
Run the following command to reset the password of user root:
# passwd root

Figure 9-5 Resetting the root password in single-user mode.

:/## chroot ~sysroot/
i passwd root
Changing password for wser root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
s

(Optional) Run the following command to enable SELinux:
# touch /.autorelabel

Run the following command to exit the root directory:

# exit

Run the following command to restart the ECS:

# reboot
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CentOS 7 or EulerOS

1. Remotely log in to the ECS using the VNC.
Click Remote Login in the Operation column.

2. Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.

3. When the interface for selecting a kernel appears, press the e key to go to the
configuration interface for boot options.

Figure 9-6 Entering the kernel editing mode

CentDS Linux (3.10.0-693.11.1.e17.x86_64) 7 (Core)

Cent0S Linux .0-6 6_b4) 7 (C )
Cent0S Linux ( d?3d b6 §3fd3f86ccc29526) 7 (Core)

(10 NOTE

For EulerOS, the GRUB file is encrypted by default. When you enter the kernel editing
mode, you will be required to enter the username and password. Contact the customer
service to obtain them.

4. Locate the line containing linux16 and perform the following operations:

a. Delete the parameters that do not need to be loaded (from ro to the
end).

Retain console=tty0 console=ttyS0 for BMS.

b. Change ro to rw for remounting the root partition with read-write
permissions.

¢. Add rd.break and press Ctrl+X.

Figure 9-7 Before the change

insmod extZ
set root="hd0®,msdosl’
if [ x$feature_platform_search_hint = xy 1; then
search —--no-floppy -—fs-uuid --set=root --hint="hdO®,msdosl’ bl3eeJc\
B8-0efB-4159-9b90-f c47bde0d464
else
search —-no-floppy —-fs-uuid --set=root b13ee9cB-0ef0-4159-9b90-fc4?\

bde0d464

fi

linuxle ~boot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=bi3ee9dn
cB-0ef ®-4159-9b90-fc47bde®d464 ro crash_kexec_post_notifiers softlockup_panic=s
1 panic=3 reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectre\
_wvZ=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

initrdlb /boot/initramis-3.10.0-347.bZ.99.683.h1bZ . x0b_b4 . 1mg
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Figure 9-8 After the change

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef0-4159-9b90-fc4?bde0d464
else

search ——-no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\

bde®d464

fi

linux1l6 sboot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9\
c8-0ef®-4159-9b90-fc4?bdedd464| rw rd.break

initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

5. Run the following command to go to the /sysroot directory:
# chroot /sysroot
6. Run the following command to reset the password of user root:
# passwd root
7. (Optional) Run the following command to enable SELinux:
# touch /.autorelabel
8. Run the following command to exit the root directory:
# exit
9. Run the following command to restart the ECS:
# reboot

CentOS 6 or Red Hat 6

1. Remotely log in to the ECS
Click Remote Login in the Operation column.

2. Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.

3. After the restart starts, press Esc repeatedly to prevent the system from
starting and enter a grub menu.

Figure 9-9 GRUB menu

weicloud.com:8016/vnc_auto.html?token=cc7ac8ec-d765-4c21-9cc4-cababf7d9999&I1ang=EN

Local Cursor

fress any key to enter the menu

Booting Cent0S (£.6.32-696.16.1.el6.x86_64) (in 4 seconds...

4. Use the arrow keys to select the first kernel and press e to edit the kernel.
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Figure 9-10 Entering the kernel editing mode

Local Cursor i Send CtrlAltDel

GHU GRUE wersiom ©.9¢7 (639K lower .~ 1CH70MOK upper memory)l

CentD3 (2.6.32-696.16.1.el6.x66_64)

CentD5 (2.6.32-279.e16.x86_64)

Use the T and } keys to select which entry is highlighted.
Press enter to boot the selected 03, ‘e’ to edit the
commands before booting, "a’ to modify the kernel arguments

5. Select the kernel line and press e again to edit this line.

Figure 9-11 Selecting the kernel line
GHU GRUB wersion 0.97 (639K lower ~ 1039356K upper memory)

kernel ~boot-umlinuz-2.6.32-696.16.1.el6.
initrd sbootrsinitramfs-2.6.32-696.16.1.e1

Use the T and ! keys to select which entry is highlighted.
Press ‘b’ to boot, "e" to edit the selected command in the
boot sequence, "¢’ for a command-line, "o" to open a new line
after (0" for before) the selected line, "d’ to remove the

selected line, or escape to go back to the main menu.

6. Add 1 to the end of rd_NO_DM.

Figure 9-12 Adding 1 to the end of the rd_NO_DM

[ Minimal BASH-1like line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists the possible
completions of a devicerfilename. ESC at any time cancels. ENTER
at any time accepts your changes.]

_ND_LWM rd_NO_DM| 1]

7. Delete console=ttyS0,115200n8 and press Enter.
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10.

Figure 9-13 Deleting console=ttyS0,115200n8

[ Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. fAnywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.]

le=tty® console=ttySO,115200nf ¥ga=0x0318 crashkernel=auto spectre_v2=off nop>

Press b to boot using the kernel and boot into runlevel 1 (single-user mode).

When the prompt # is displayed, run the following command to reset the
password:

# passwd root
Restart the ECS.
# reboot

Debian or Ubuntu

1.

Remotely log in to the ECS
Click Remote Login in the Operation column.

Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.

After the restart starts, press Esc repeatedly to prevent the system from
starting and enter a grub menu.

Figure 9-14 GRUB menu

GHU GRUB

i options for Ubuntu

Use the arrow keys to select a kernel and press e to enter the editing mode.

Locate the line starting with linux, and replace the content from ro to the end
of the line with rw init=/bin/bash (remount the root partition with read-
write permissions).

Figure 9-15 Editing boot options

GHU GRUB

3 then insmor

af7-h15e-dba
--setzroot 157 48f7-h15e-dhes

fymlinuz-4.15.@-45-generic root=UUID=157 a7-48f7-hi5e

Initrd ; t/initrd. img-4.15.6-45-
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Press Ctrl+X to enter the single-user mode.
Run the following command to reset the password of user root:
# passwd root
8. Run the following command to restart the ECS:
# reboot

SUSE 11

1.  Remotely log in to the ECS
Click Remote Login in the Operation column.

2. Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.

3. Press the up or down arrow key to prevent automatic system startup, and
enter the GRUB menu.

4. Delete the content following Boot Options and add init=/bin/bash.

Figure 9-16 Boot options

o
SUSE. Linux
Enterprise Server

SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)
SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)
SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3,0.101-108

Floppy

Boot Options init=;binfbash|

5. Press Enter to enter the single-user mode.

6. Run the following command to reset the password of user root:
# passwd root

7.  Run the following command to restart the ECS:
# reboot

SUSE 12

1.  Remotely log in to the ECS
Click Remote Login in the Operation column.

2. Click Ctrl+Alt+Del in the upper part of the remote login panel to restart the
ECS.
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3. Press Esc to stop the countdown, and enter the GRUB menu.

Figure 9-17 GRUB menu

Advanced options for SLES 12-5p2

4. Use the arrow keys to select a kernel and press e to enter the editing mode.

5. Locate the line starting with linux and add init=/bin/bash to the end of the
line.

Figure 9-18 Editing boot options

6. Press Ctrl+X to enter the rescue mode.

7. Run the following command to reset the password of user root:
# passwd root

8. Run the following command to restart the ECS:
# reboot
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9.2 How Do | Reset the Password for Logging In to a
Linux ECS?

Scenarios
This section describes how to reset the password of a Linux ECS by reattaching the
system disk.
The method in this section only applies to x86 ECSs running CentOS 7, Ubuntu, or
EulerOS.
1O NOTE
Detaching the system disk from the ECS is involved. To prevent data loss, back up data in
advance.
Prerequisites
e A temporary Linux ECS which locates in the same AZ as the target ECS is
available.
e An EIP has been bound to the temporary ECS.
Procedure

1. Stop the ECS, detach the system disk, and attach the system disk to the
temporary ECS.

a. Stop the ECS, go to its details page, and click the Disks tab.
{10 NOTE

Do not forcibly stop the ECS. Otherwise, password reset may fail.

b. Locate the row containing the system disk to be detached and click
Detach.

c. Go to the details page of the temporary ECS, click the Disks tab.

d. Click Attach Disk. In the displayed dialog box, select the system disk
detached in step 1.b and attach it to the temporary ECS.

2. Log in to the temporary ECS remotely and reset the password.

a. Locate the temporary ECS and click Remote Login in the Operation
column.

b. Run the following command to view the directory of the system disk
previously detached but now attached to the temporary ECS:

fdisk -l
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Figure 9-19 Viewing the directory of the system disk

[rootRPaaz-B6BZ ~1# fdisk -1

Disk ~devsuda: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysical): 512 bytes ~» 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos

Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id 3System

sdevrudal = 2848 83886879 41942816 83 Linux

Disk ~devswdb: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysical): 512 bytes ~» 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos

Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id 3System
sdevsadbl o= ZH48 83886679 41942816 83  Linux

Create a temporary directory and mount the system disk to it.
mkdir /aaz

mount /dev/vdb1 /aaz

Switch to the directory where the system disk is mounted.
chroot /aaz

Figure 9-20 Switching to the mount directory

[rootRaaz-AABZ ~1# chroot raaz
[rootRaaz-HABZ ~1#

Run the following command and enter a new password as prompted:

passwd

Figure 9-21 Setting a new password

[rootPaaz-BBBZ ~1# passwd
hanging password for user root.
ewW password:

etype new password:
asswd: all authentication tokens updated successfully.
[rootPaaz-BABZ ~1#

If the following information is displayed, the password has been reset:
all authentication tokens updated successfully.

Stop the temporary ECS, detach the system disk, attach the system disk back
to the ECS, and restart the ECS.

a.

Stop the temporary ECS, switch to its details page, and click the Disks
tab.

Click Detach to detach the disk that is attached in step 1.
On the details page of the ECS, click the Disks tab.

Click Attach Disk. In the displayed dialog box, select the disk detached in
step 3.b and device name /dev/sda.

Restart the ECS.
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9.3 How Do | Fix the "Authentication token
manipulation error" When | Reset the Password Using
passwd on a Linux ECS?

Symptom

When user root tries to change the password of an administrator or a common
user, the system displays "passwd:Authentication token manipulation error."

Possible Causes

This problem is usually caused by wrong attributes of password files or a full root
directory.

Run the following command to check the attributes of the files /etc/passwd
and /etc/shadow that store user names and passwords:

# lsattr /etc/passwd /etc/shadow

As shown in the preceding figure, the /etc/passwd and /etc/shadow files have
the i attribute. A file with the i attribute is immutable. It cannot be deleted or
renamed, no link can be created to this file, and no data can be written to the file.
Only the administrator can set or clear this attribute.

(11 NOTE

Files with the a attribute can only be open in append mode for writing. Only the
administrator can set or clear this attribute.

The CAP_LINUX_IMMUTABLE capability can be used to set or clear this attribute.

For information about other file attributes, run the following command to view the chattr
user manual:

# man chattr

2. If the Ilsattr command output does not contain any attributes that restrict file
modification, the problem may be caused by insufficient root partition space. In this case,
run the following command to check the root partition usage:

# df -h

Delete unnecessary files from the root partition.
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Solution

1. Use chattr to revoke the i or a attribute and then change the password.
- For files with the i attribute, run the following command:
# chattr -i /etc/passwd /etc/shadow
- For files with the a attribute, run the following command:
# chattr -a /etc/passwd /etc/shadow

2. (Optional) Change the file attributes back to i or a to meet the security
requirements.

- To set the i attribute for the files, run the following command:
# chattr +i /etc/passwd /etc/shadow

- To set the a attribute for the files, run the following command:
# chattr +a /etc/passwd /etc/shadow

Run the following command to check the file attributes again:

# lsattr /etc/passwd /etc/shadow

9.4 How Do | Change the Key Pair for a Linux ECS?

Symptom

You changed the key pair for logging in to a Linux ECS, but you could not use the
new key pair to log in to the ECS.

Solution

1. Use the password or old key to log in to the ECS and run the following

commands to create a key pair:

[root@host -]$ ssh-keygen <==Create a key pair.

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa): <== Press Enter.
Created directory “/root/.ssh”.

Enter passphrase (empty for no passphrase): <== Enter the key passphrase or press Enter to leave it
blank.

Enter same passphrase again: <== Enter the key passphrase again.
Your identification has been saved in /root/.ssh/id_rsa. <== Private key
Your public key has been saved in /root/.ssh/id_rsa.pub. <== Public key
The key fingerprint is:

0f:d3:e7:1a:1c:bd:5c:03:f1:19:f1:22:df:9b:cc:08 root@host

2. The key passphrase is mandatory when a private key is used. This prevents
the private key from being stolen.

A hidden directory .ssh is generated in the home directory of the root user.
The directory contains two key files: id_rsa (private key) and id_rsa.pub
(public key).

3. Run the following commands on the Linux ECS to install the public key:
[root@host ~]$ cd .ssh
[root@host .ssh]$ cat id_rsa.pub >> authorized_keys

4. To ensure successful connection, run the following commands to configure file

permissions:
[root@host .ssh]$ chmod 600 authorized_keys
[root@host .ssh]$ chmod 700 ~/.ssh
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5. (Optional) Edit the /etc/ssh/sshd_config file as follows to enable SSH key
pair login. (Skip this step for Linux ECSs created using a public image because

key pair login has been enabled for them by default.)
RSAAuthentication yes
PubkeyAuthentication yes

6. Check the following configuration item to ensure that user root can log in to
the ECS using SSH:

PermitRootLogin yes

7. After the preceding configuration is complete and the login using a key is
successful, run the following command to disable password login:

PasswordAuthentication no
8. Restart SSH.
service sshd restart

Follow-up Procedure

1. Download the private key to your local computer, to convert it into a format
that can be used by PuTTY.

Use WinSCP or SFTP to download the private key file id_rsa. Keep the file
secure.

2. Open PUTTY Key Generator and click Load an existing private key file in
Actions to load the downloaded private key file.

If you have set a key passphrase, you need to enter it.

3. After the private key file is loaded successfully, PuTTY Key Generator displays
the information about the key.

4. In the Key comment box, enter the description of the private key and click
Save private key to save the private key file in a format that can be used by
PuTTY.

5. Use PuUTTY to log in to the ECS. In the navigation pane of PuTTY, choose
Connection > SSH > Auth, and in the Private key file for authentication
area, browse to and select your private key file, enter the key passphrase, and
click Open to log in to the ECS.

9.5 How Do | Change the Login Mode of a Linux ECS
from Key Pair to Password?

Scenarios

This section describes how to change the login mode of a Linux ECS from key pair
to password.

Procedure
1. Use the key to log in to the Linux ECS and set the password of user root.
sudo passwd root
2. Modify the SSH configuration file on the ECS as user root.
su root
vi [etc/ssh/sshd_config
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Modify the following settings:
- Change PasswordAuthentication no to PasswordAuthentication yes.

Alternatively, delete the comment tag (#) before
PasswordAuthentication yes.

- Change PermitRootLogin no to PermitRootLogin yes.
Alternatively, delete the comment tag (#) before PermitRootLogin yes.
3. Restart sshd for the modification to take effect.
service sshd restart

4. Restart the ECS. Then, you can log in to the ECS as user root using the
password.

(1] NOTE

To prevent unauthorized users from using the key file to access the Linux ECS, delete
the /root/.ssh/authorized_keys file or clear the authorized_keys file.
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1 O Firewall Configuration Issues

10.1 How Do | Disable a Windows ECS Firewall and
Add a Port Exception on a Windows ECS Firewall?

Scenarios

This section describes how to disable a Windows ECS firewall and add a port
exception on a Windows ECS firewall.

The following operations are performed on an ECS running Windows Server 2012.

/A\ CAUTION

Enabling a firewall and configuring a security group protect your ECSs. If you
disable a firewall, exercise caution when you enable ports in the security group.

Enabling or Disabling a Firewall

1. Log in to the Windows ECS.

2. Click the Windows icon in the lower left corner of the desktop and choose
Control Panel > Windows Firewall.

=} Al Control Panel Items [= 1o =

* 1 |8 » Control Panel » All Control Panel ltems » v & ‘ ear tral Par

Adjust your computer’s settings Wiewby: Smallicons
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3. Click Turn Windows Firewall on or off.

View and set the firewall status.
o Windows Firewall l;li-

© = 1 [P > Conwol Panel » All Control Panelfterms » Windows Firewall v & [ search Control Pane »

Help protect your PC with Windows Firewall

Control Panel Home
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Intemet of a network.

through Windows Firewall

& Change notification settings Update your Firewall settings

%) Turn Windows Firewall on or
Tu Windows Firewall is not using the recommended ) Use recommended settings
settings to protect your computer.

®' Restore defaults

What are the recommended settings?
& Advanced settings
Troubleshoot my network . k) Private networks Not connected (¥
. {a' Guest or public networks Connected (&)

Networks in public places such as airports or coffee shops

Windows Firewall state: off

Incoming connections: Block all connections to apps that are not an the fist
of allowed apps

Active public networks: Network

Notification state: Do not notify me when Windows Firewall blocks a
new app

Action Center

Network and Sharing Center

Adding a Port Exception on a Firewall

1. Log in to the Windows ECS.

2. Click the Windows icon in the lower left corner of the desktop and choose
Control Panel > Windows Firewall.

=] All Control Panel Items [=[=

[ORaK ‘W» Control Panel » All Control Panel fterns » v & earch Control Panel i)
Adjust your computer’s settings Viewby: Smallicons
W Action Center ) Administrative Tools [5g AutoPlay
B Color Management @ Credential Manager 7 Date and Time
W) Default Programs ) Device Manager 6 Devices and Printers
B Display §! Folder Options
A Fonts €2 Intemet Options &, iSCS! Initiator
& Keyboard € Language ¥ Mouse
A% Network and Sharing Center B Notification Area lcons 5] Phone and Modem

18 Programs and Features & Region
® RemoteApp and Desktop Connections & Sound 18 Syctem
(7], Taskbar and Navigation 2] Text to Speech # Troubleshooting

82, User Accounts @ Windows Update

3. In the navigation pane on the Windows Firewall page, choose Advanced
settings > Inbound Rules.

You can view details about the programs and ports that can be connected to
the ECS.
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File  Action w Help
O EY

dows Firewall with Advanc | [T LTS
Inbound Rul

Name Group - Profile  Enabled  Ac~
Qutbound Rules _ @ WinRM HTTPS Private  Yes 21
% Cannection Security Rules | @ urnant HTTRS Public  Yes A1
» % Manitoring @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr.. All No a ||V Filer by Profile e
@ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Al _ | T Filter by State »
@ BronchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... Al No 27| Fitter by Group »
@ COM + Network Access (DCOM-In) COM:+ Network Access an Ne n
@ COM-+ Remote Administration (DCOM-In) COM+ Remote Administrati... All No Al View 4
(@ Core Networking - Destination Unreacha... Core Networking A Yes Al G Refresh
@ Core Networking - Destination Unreacha... Core Networking A1 Yes ) = Ewportlit.
(@ Core Networking - Dynamic Host Config... Core Networking an Yes A E e
(@ Core Netwarking - Dynamic Host Config... Core Networking A Yes n
@ Core Networking - Internet Group Mana...  Core Networking Al Yes A
J Core Networking - IPHTTES (TCP-In) Core Networking A Ves ~
) Core Networking - 1PV (Pu6-In) Core Networking A Ves a
) Core Networking - Multicast Listener Do... Core Networking Al Yes I
J Core Networking - Multicast Listener Qu... Core Networking Al Yes Al
J Core Networking - Multicast Listener Rep... Core Networking an Yes ~l
) Core Networking - Multicast Listener Rep... Core Networking A Ves al
) Core Networking - Neighbor Discovery A, Core Networking Al Yes ~
) Core Networking - Neighbor Discovery S, Core Networking Al Yes Al
) Core Netwarking - Packet Too Big (CMP... Core Networking A Yes ~
) Core Netwarking - Parameter Prablem (L. Core Networking A Ves al
) Core Networki Core Networking Al Yes A
1 Core Networking Al Yes A
Core Netwarking Al Ves M
. Core Networking A Ves M
Distributed Transaction Coo... All No M
Caordinator (RP... Al No M
on Coordinator (TC.. I No )
PFile and ') -l Al Mo Al
@ File and Printer Sharing (Echo Request - L. File and Printer Sharing A No M
@File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing A No M
< w >|I< w >

4. Click New Rule in the Actions column.

Enable ports as prompted. This section uses port 3333 as an example. To
permit port 3333, perform the following operations:

Select Port.
%  NewhboundRueWzrd =

Rule Type
Select the type of frewall rule to create

Steps:
Rule Type ‘what type of rule would ou like to create?

Protocol and Ports

*

*

@ Action © Program
. Rude that controls connections for a program,
-

Profile
Mame @ Port
Rule that controls connections for a TCP or UDP port.
O Predefined:

BranchCache - Content Retrieval [Uses HTTP)]
Rule that contrals connections for a wWindaows experience.

() Custom
Custom e

Select a protocol type and set the port.

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 189



Elastic Cloud Server
Troubleshooting

10 Firewall Configuration Issues

Protocol and Ports

Steps:
@ FAuls Type

@ Protocol and Ports
@ Action

@ Profile

-

MName

Specily the protocols and ports to which this rule spplies

Does this ke apply to TCP or UDP?

) uppP

Does this ke apply to all local ports or specific local ports?

@] local ports
® Specific local ports: |31{1 I
Example: 80, 443, 5000-5010

[ <Back |[ mew> |[ Cancel

Set a connection rule.

Action

Steps:
@ Fule Type

@ Protocol and Ports
@ Action

@ Profile

*

Mame

Specify the action to be taken when a connection matches the conditions specified in the ule,

“what action should be taken when a connection matches the specified conditions?

® Allow the connection
This mcludes connections|that are protectad with IPsec a5 well as those ae nol,

) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
H::e secured using the settings in IPsec properties and ules in the Connection Secuiity

) Block the connection

[ <Back |[ Mew> |[ Cancal

Set the application scenarios of the rule.
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Profile
Specify the profiles for which this rule applies

Steps:
@ FRule Tupe ‘when does this rule apply?
@ Protocol and Ports
@ Action [v| Domain
@ Prafile Apphes when a i dtoits domain,
@ Mame [ Private
Apphes when a computer is connected to a private network location, such as a hame
or work place,
[ Public

Apphes when a computer iz connected to a public network location.

5.

Name the rule.

Name

Specify the name and description of this rule.

Steps:

@ FRule Type

@ Protocal and Ports

@ Action

» Frclile Name:

@ MName |
Description [optional]
|

Verify that the traffic to the port is permitted on the firewall.

Click the newly added rule to view its details and set other information, such

as computer connection, allowed IP connection, and protocol type.
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10.2 How Do | Disable a Linux ECS Firewall and Add a
Port Exception on a Linux ECS Firewall?

Scenarios

This section describes how to disable a Linux ECS firewall and add a port exception
on a Linux ECS firewall.

/A\ CAUTION

Enabling a firewall and configuring a security group protect your ECSs. If you
disable a firewall, exercise caution when you enable ports in the security group.

Disabling a Firewall

Run the following command to disable the firewall based on the ECS OS:

e C(CentOS 6
service iptables stop
e C(CentOS7
systemctl stop firewalld.service
e Ubuntu
ufw disable
e Debian

/etc/init.d/iptables stop

Adding a Port Exception on a Firewall
o (CentOS 6

a. For example, to add TCP port 23, run the following command:

iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j
ACCEPT

b. Save the configuration.
service iptables save

c. (Optional) Configure the firewall to automatically start upon ECS startup.
chkconfig iptables on

Issue 01 (2023-03-31) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 192



Elastic Cloud Server
Troubleshooting

10 Firewall Configuration Issues

{11 NOTE

e To disable automatic firewall startup, run the following command:
chkconfig iptables off

e When the firewall is started on CentOS 6, the "iptables no config file" error
may be displayed because the iptables configuration file is not detected. To
handle this issue, perform the following operations:

1. Add a new rule.
iptables -P OUTPUT ACCEPT

2. Save the configuration.
service iptables save

3. Start the firewall again.
service iptables start

CentOS 7

a.

Check the firewall status.

systemctl status firewalld

or

firewall-cmd --state

If the firewall is disabled, run the following command to enable it:
systemctl start firewalld

If "Failed to start firewalld.service: Unit is masked." is displayed, run the
systemctl unmask firewalld command first and then run the preceding
command again to enable the firewall:

Run the following command to check whether the firewall is enabled:
firewall-cmd --state
Information similar to the following is displayed:

[root@ecs-centos7 ~]# firewall-cmd --state
running

For example, to add TCP port 23, run the following command:
firewall-cmd --zone=public --add-port=23/tcp --permanent
The configuration is correct if the command output is as follows:

[root@ecs-centos7 ~]# firewall-cmd --zone=public --add-port=23/tcp --permanent
success

Reload the policy configuration for the new configuration to take effect.
firewall-cmd --reload

View all enabled ports.

firewall-cmd --list-ports

[root@ecs-centos7 ~]# firewall-cmd --list-ports
23/tcp

(Optional) Configure the firewall to automatically start upon ECS startup.
systemctl enable firewalld.service

Check whether automatic firewall startup is enabled.

systemctl is-enabled firewalld.service;echo $?

The configuration is correct if the command output is as follows:
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[root@ecs-centos7 ~]# systemctl is-enabled firewalld.service;echo $?
enabled
0

(11 NOTE

To disable automatic firewall startup, run the following command:
systemctl disable firewalld.service
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1 1 BSOD Issues

11.1 How Do | Fix a BSOD on a Windows ECS?

Symptom
A blue screen of death (BSOD) occurs on a Windows ECS, as shown in Figure
11-1.

Figure 11-1 Bugcheck code and module that may cause the BSOD

echnical information:

myfault.sys |- Address 9432

Possible Causes
1. Third-party software from unknown sources is used.
2. The CPU usage is too high.
3. System files and registries are damaged due to misoperations or viruses.

When a BSOD occurs, the system displays a bugcheck code and the module that
may cause this error.

Visit Bug Check Code Reference to learn about solutions provided by Microsoft.

Solution
1. Do not install software from unknown sources and use authorized software.
Windows 2012 is recommended.

2. If the ECS is created using an external image, see "Optimizing a Windows
Private Image" in /mage Management Service User Guide.

3. If the BSOD is caused by high CPU usage, perform the following operations to
reduce the CPU usage:
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- Stop the processes that are not being used and try again.
- Restart the ECS.
- Back up important data and reinstall the OS.

- If the OS cannot be reinstalled due to important data, replace the disk
attached to the ECS. To do so, back up the data on the original disk,
detach the disk from the ECS, attach the new disk to the ECS, and copy
the data to the new disk.

4. If you need to analyze the BSOD cause, check whether crash dump files are
generated in the specified directory.

Analyzing BSOD logs is time-consuming. You are advised to restart the ECS
and identify the fault based on the preceding possible causes. The common
causes are third-party antivirus software, system faults, and high CPU usage.

11.2 How Do | Troubleshoot Blue Screen or Black
Screen Errors After an ECS Is Started?

Symptom
When you are remotely logging in to an ECS, a screen that's black or blue is
displayed.

Root Cause
The blue screen or black screen errors are caused by explorer.exe errors in
Windows. explorer.exe is a Windows program manager or file resource manager. It
is used to manage the Windows graphical shell, including desktop and file
management. If this program is deleted, the Windows GUI becomes unavailable.

Solution

1. Open the task manager of the ECS.

On the VNC login page, click | Send CilAltDel ¢4 55en the task manager.

2. On the Processes tab, check whether the explorer.exe or Windows resource
manager process exists.

- If yes, end the process.
- If no, start the process.
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Figure 11-2 explorer.exe

DitaleskiopfindowsService. e. .. oo 15,096 £ D
DitaEditorWindowsService. exe oo 15,600 K D
dwm. exe oo UM E B
ellzervice, exe *32 oo 1,340 K el
elpace. exe ¥32 04 196, 200 K o
_IEIL_EI[_l o1 Z2T, T24 K W
i.%mu-, exe.. | 00 ETEO0E W
eport. exe ¥32 an 3084 K £
Eirefox. ene oo 91,924 K F
firafon. exe o) 319 108 K OF
firefon. exe oo T, 03 K F
firefox. exe oo 65,898 K F
firafox. exe oo B4, 200 K F

3. Start explorer.exe.

Choose File > New Task. In the displayed dialog box, enter explorer.exe and

click OK.
(10 NOTE

If the dialog box is not displayed, restart the ECS.

Figure 11-3 Creating a task

File | Options View

Run new task sErs | |

Exit

Figure 11-4 Running explorer.exe.

l %l Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

Open: explorer.exe

[] Create this task with administrative privileges.
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11.3 Why Does BSOD Occur When | Log In to an ECS
Using Remote Desktop Connection?

Symptom

When you attempt to use a remote desktop connection to log in to an ECS
running Windows Server 2012 R2 from a local computer with redirected drive
enabled, blue screen of death (BSOD) occurs.

Root Cause

The remote desktop connection with redirected drive enabled loads the desired
rdpdr.sys drive, which leads to BSOD and error code 0x18, 0x50, Oxa, 0x27, or
0x133.

Solution

After you enable the remote desktop connection, disable redirect local drives.

N

SO

Start the Run dialog box.
Enter mstsc and click OK.

Deselect Drives.
Click OK.

| Remote Desktop
<) Connection

General Display Local Resources  Experience  Advanced
Remote audio
a Corfigure remote audio settings.
Settings

Keyboard
Apply Windows key combinations:
Only when using the full screen ™
Example: ALT+TAB

| ocal devices and resources

./ Choose the devices and resources that you want to use in
%Ip,°| your remate session.

Prirters Clipboard

More

4 Hide Options

Copnect Help

The Remote Desktop Connection window is displayed.

In the Local devices and resources pane, click More.

Figure 11-5 Disabling redirect local drives

%% Remote Desktop Connection

| Remote Desktop
"¢ Connection

Local devices and resources

Click Options in the lower left corner and click the Local Resources tab.

Choose the devices and resources on this computer that you want to

use in your remote session

Smart cands
[JPorts

[_|Floppy Disk Drive (A}

[Local Digk (C:)

[C]DVD Drive (D2

[ Drives that | plug in later
[# |_|Video capture devices

i [JCther supported Plug and Play (PnP) devices b
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1 2 lIS Installation Issues

12.1 How Do | Install IIS on a Windows ECS?

Scenarios
This section describes how to install IS on an ECS running Windows Server 2012
R2 Standard.
L] NOTE
Only the procedure for installing IIS will be described. The procedure for installing
applications is subject to actual requirements.
Procedure

Open Server Manager.
2. Choose Quick Start > Add roles and features.

Figure 12-1 Adding roles and features

= Server Manager

Server Manager * Dashboard

{8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

i' All Servers ) .
. : 0 Configure this local server
BE File and Storage Services b

QUICK START

2 | Add roles and features

3 Add other servers to manage
WHATS NEW 4 Create a server group

5 Connect this server to cloud services
LEARN MORE
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3.

In the left navigation pane, choose Installation Type.

Figure 12-2 Installation type
= Add Roles and Features Wizard == -

DESTINATION SERVER

Select installation type ess012-en

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Deskiop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Select Role-based or feature-based installation and click Next.
Click Server Selection.

Select Select a server from the server pool and select a server from Server
Pool.

Figure 12-3 Selecting a server
[ Add Roles and Features Wizard - | o [0

DESTINATION SERVER

Select destination server «2012-0n
Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (® Select a server from the server pool
() Select a virtual hard disk

Server Roles Sarver Pool
Features
Filtar:
Name IP Address Operating System

ecs-2012-en Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Cffline servers and newly-added servers from which data
callection is still incomplete are not shown.

< Previous Mext = Install Cancel

Issue 01 (2023-03-31)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 200



Elastic Cloud Server
Troubleshooting 12 IS Installation Issues

7. Click Next.
8. Click Server Roles.
9. In the role list, select Web Server (lIS).

Figure 12-4 Web server (lIS)
[ Add Roles and Features Wizard = [ = -

DESTINATION SERVER

Select server roles ecs-2012-en

Select one or more roles to install on the selected server,

Before You Begin

Installation Type Roles Description
Server Selection o ~ Web Server (1IS) provides a reliable,
O Application Server manageable, and scalable Web
[[] DHCP Server application infrastructure,
[] DNS Server
[[] Fax Server
 [m] File and Storage Services (1 of 12 installed)
O Hyper-V

[] MNetwork Policy and Access Services
[C] Print and Document Services

[] Remote Access

[] Remote Desktop Servicas

[] Volume Activation Services

IEIE Server (IIS

[[] Windows Deployment Services
[[] Windows Server Essentials Experience

[] Windows Server Update Services

< Previous Mext » Install Cancel

10. In Add Roles and Features Wizard, click Add Features.
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Figure 12-5 Adding features

Add features that are reqguired for Web Server (I15)7

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)
4  Management Tecls

[Tacls] 1S Management Conscle

Include management tools (if applicable)

=

Add Features

11. Choose Features on the left and select .Net Framework 3.5 and .Net
Framework 4.5.

Figure 12-6 Selecting features

DESTINATION SERVER

Select features sceeantz.en

Before You Begin Select one or more features to install on the selected server,

Installztion Typs Features Description
Server Selection [ & TR || Fromeverk 35 combines the
Server Roles T N power of the NET Framework 2.0
> [B] .NET Framework 4.5 Features (2 of 7 installed) £Pls with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
‘Web Server Role (I5) D BitLocker Drive Encryption appealing user :nterfaces, .prote.ct
- your customers' personal identity
Role Services [ BitLocker Netwark Unlock information, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of

business processes.
[] Data Center Bridging P

[] Direct Play

[] Enhanced Storage

[7] Failover Clustering

[ Group Policy Management
[C] 115 Hostable Web Core

[ Ink and Hanchwriting Services

— W

<[ " [ T»]

< Previous | | Next = | | Install ‘ | Cancel
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12. Choose Web Server Roles (IIS) > Role Services. Select the required role
services.

If you are not sure about which role service to install, you are advised to
select all items except FTP Server.

Figure 12-7 Selecting role services
[ Add Roles and Features Wizard — | o [

‘ — - |O car, o - DESTINATIOM SERVER
Select role services ccs-2012.0n

Select the role services to install for Web Server {11S)

Role services Description

P ~ Dynamic Content Compression
“ Wet Server _ provides infrastructure to configure
4 Common HTTP Features HTTP compression of dynamic
Default Document content. Enabling dynamic
Weh Server Role (157 i B . = compression always gives you more
Web ole {113} v| Directory Brows
5 4 9 efficient utilization of bandwidth, but
HTTP Errors if your server's processor utilization
Confirmation Static Content is already very high, the CPU load
HTTP Redirection imposed by dynamic compression
. X might make your site perform more
WebDAV Publishing slowly.
4 Health and Diagnostics
HTTP Lagging
Custorn Logging
Logging Tecls
ODEC Logging
Request Monitor
< [ »

13. Click Next, confirm the roles to be installed, and click Install.

Helpful Links

For instructions about how to configure a domain name for IIS, see Why Does an
Error Occur When | Attempt to Change a Domain Name on IIS Manager?.

12.2 Why Does an Error Occur When | Attempt to
Change a Domain Name on IIS Manager?

Symptom

A 404 error occurs on the website constructed using IIS.

Possible Causes

IP address of the domain name is not specified on the IIS Manager.

Procedure

This section describes how to edit site binding on the IIS Manager that is deployed
on an ECS running Windows Server 2008 R2.

1. Log in to the ECS and choose Start > Administrative Tools > IIS Manager.
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On the 1IS Manager, click Sites.
Right-click the website to be modified and choose Edit Bindings.
Select a domain name and click Edit to add the private IP address of the

specified ECS.
Edit Site Binding EXEN)

Type: P address: Port:
http All Unassigned v/ |80 |
Host narme:

Example: wniv.contoso.com or marketing.contoso.com

Cancel

12.3 How Do | Redirect Web Pages?

Scenarios

You can refer to the procedure below to do a 301 redirect.

Procedure

To do a 301 redirect on an ECS with the IIS installed, perform the following steps:

1.

Launch a website, for example, www.aaa.com, in the IIS.
Create an empty folder on the disk.

Create a website, for example, aaa.com, in the IIS and point it to the empty
folder.

On the home page, select HTTP Redirection and set parameters as follows:
Select Redirect requests to this destination.

Enter www.aaa.coms$SSQ in the text box.

L] NOTE
The purpose of adding $5$Q to the end of a URL is to support redirection for a
URL containing question marks (?).

- Select Redirect all requests to exact destination (instead of relative to
destination).

- Set Status code to Permanent (301).
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Figure 12-8 HTTP Redirect

Q HTTP Redirect

Use this feature to specify rules for redirecting incoming requests to another file or URL,

[ Redirect requests to this destination:

|www.aaa.ccmSSSQ

Example: http://www.contoso.com/sales

Redirect Behavior
|| Redirect all requests to exact destination (instead of relative to destination)

[ Only redirect requests to content in this directory (not subdirectories)
Status code:

Permanent (301) v

Helpful Links

In addition to redirection in the IIS, you can perform 301 redirects through code.
The following describes how to perform 301 redirects in PHP and Apache.

e 301 redirect in PHP
<?php
Header("HTTP/1.1 301 Moved Permanently");

Header("Location: http//www.***.cn"); //Redirect to a URL with www.
>

e 301 redirect in Apache
Example code for redirecting your domain to a www URL:

deny from all

RewriteEngine on

RewriteCond %{HTTP_HOST}A(****\.com) (:80)?[NC]
RewriteRule A(.*) http://www.**** com/$1[R=301,L]
order deny,allow
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