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SDK Download

e Latest version of OBS C SDK source code: Click here to download.
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SDK Compilation

You can compile the SDK based on the platform you are using. Before that, you
must obtain the SDK source code.

e In Linux:

Go to the source/eSDK_OBS_API/eSDK_OBS_API_C++/ directory and run the
following script:

export SPDLOG_VERSION=spdlog-1.9.2

# On an x86 server, run the following command:
bash build.sh sdk

# On an Arm server, run the following command:
bash build_aarch.sh sdk

For details about the parameters, see the comments in the scripts. A demo
package called sdk.tgz is generated with the content shown in the following
figure.

demo

include

lib
=| readme.txt

e |n Windows:

Use Visual Studio to open the sln file in source/eSDK_OBS_API/eSDK_OBS_API_C
++/sln/vc100/ and generate the obs project. Then, huaweisecurec.lib,
huaweisecurec.dll, libeSDKOBS.lib, and libeSDKOBS.dIl are generated in the
output directory (which can be queried in the project properties).

To learn common compile errors, see Common Compile Errors.
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Compatibility

3.**is compatible with 3.0.0.
3.** is incompatible with 2.*.*.
3.**is incompatible with 1.**

ARM compiling environment
NAME="EulerOS"

VERSION="2.0 (SP8)"

ID="euleros"

ID_LIKE="rhel fedora centos"
VERSION_ID="2.0"
PRETTY_NAME="EulerOS 2.0 (SP8)"
ANSI_COLOR="0;31"

Kernel version:
4.19.36-vhulk1905.1.0.h276.eulerosv2r8.aarch64

gcc/g++ version:
gce (GCC) 10.3.0/g++ (GCC) 10.3.0

Linux compiling environment:
NAME="CentOS Linux"

VERSION="7 (Core)"

ID="centos"

ID_LIKE="rhel fedora"

VERSION_ID="7"
PRETTY_NAME="CentOS Linux 7 (Core)"
ANSI|_COLOR="0;31"
CPE_NAME="cpe:/o:centos:centos:7"
HOME_URL="https://www.centos.org/"
BUG_REPORT_URL="https://bugs.centos.org/"

CENTOS_MANTISBT_PROJECT="CentOS-7"
CENTOS_MANTISBT_PROJECT_VERSION="7"
REDHAT_SUPPORT_PRODUCT="centos"
REDHAT_SUPPORT_PRODUCT_VERSION="7"

Kernel version:
3.10.0-957.5.1.el7.x86_64
gcc/g++ version:

gcc (GCC) 10.3.0/g++ (GCC) 10.3.0
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(11 NOTE

The required environment for compiling the SDK binary package is listed above.
Compatibility is not guaranteed for other kernels and operating systems. If you need
to use other operating systems or kernel versions, use the open-source code for
compilation.
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Quick Start

4.1 Before You Start

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

e Ensure that you are familiar with OBS basic concepts, such as buckets,
objects, and access keys (AK and SK).

e  After an API call is complete using an instance of ObsClient, view whether an
exception is thrown. If no, the API call was successful. If yes, the operation
failed. You can check the error information from SDK Error Handling.

e Some features are available only in some regions. If an API call returns the
405 HTTP status code, check whether the region supports this feature.

4.2 Setting Up an OBS Environment

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

Step 1 Sign up for a cloud service account.
Create an account to use OBS. If you already have one, use it instead.

Open a browser.
Visit the Huawei Cloud official website.
In the upper right corner of the page, click Register.

A w N =

Enter the registration information and click Register.
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Step 2

Step 3

Subscribe to OBS.
You are required to top up your account before using OBS.

Log in to OBS Console.

Click Billing in the upper right corner of the page to go to the billing center.
Click Top Up. The dialog box for top-up is displayed.

Top up the account as prompted.

A

After the top-up is complete, close the dialog box and go back to the
management console homepage.

6. On the homepage, click Object Storage Service to subscribe to the OBS
service and log in to OBS Console.

Create access keys.

OBS uses the AK and SK of an account for signature verification to make sure that
only authorized accounts can access specified OBS resources. Detailed
explanations about AK and SK are as follows:

e An access key ID (AK) defines a user who accesses the OBS system. An AK
belongs to only one user, but one user can have multiple AKs. The OBS
system recognizes the users who access the system by their access key IDs.

e An SK is the secret access key on OBS, which is required to access OBS. You
can generate authentication information based on the SKs and request header
fields. An SK matches an AK, and they group into a pair.

Access keys are classified into permanent access keys (AK/SK) and temporary
access keys (AK/SK and security token). A user can create a maximum of two valid
permanent access keys. Temporary access keys can be used to access OBS only
within the specified validity period. After the temporary access keys expire, they
need to be obtained again. For security purposes, you are advised to use
temporary access keys to access OBS, or periodically update your access keys if
you use permanent access keys. The following describes how to obtain access keys
of these two types.

e Permanent access keys:

Log in to OBS Console.

In the upper right corner of the page, hover the cursor over the username
and choose My Credentials.

c. On the My Credentials page, select Access Keys in the navigation pane
on the left.

d. On the Access Keys page, click Create Access Key.

e. Inthe Create Access Key dialog box that is displayed, enter the password
and verification code.

(10 NOTE

® If you have not bound an email address or mobile number, you need to enter
only the login password.

® If you have bound an email address and a mobile number, you can select the
verification either by email address or mobile number.
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f.  Click OK.

g. In the Download Access Key dialog box that is displayed, click OK to
save the access keys to your browser's default download path.

h. Open the downloaded credentials.csv file to obtain the access keys (AK
and SK).

(11 NOTE

®  Each user can create up to two valid access keys.

®  To prevent your access keys from being leaked, keep them secure. If you click
Cancel in the dialog box, the access key will not be downloaded, and can
neither be obtained later. If you need to use an access key later, you need to
create a new one.

To get temporary access keys, refer to the following:

Temporary access keys are issued by the system and are only valid for 15
minutes to 24 hours. Once expired, they must be requested again. They follow
the principle of least privilege. When a temporary AK/SK pair is used for
authentication, a security token must be used at the same time.

To obtain them, see Obtaining a Temporary AK/SK and a Security Token.

NOTICE

OBS is a global service. When obtaining temporary access keys, set the token
scope to domain to apply the token to global services. Global services are not
differentiated by any project or region.

--—-End

4.3 Initializing the SDK

For details, see SDK Initialization.

4.4 Initializing option

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

When the function of C SDK is called, option must be input. You can use function
init_obs_options to initialize the option configuration, and set AK, SK, endpoint,
bucket, timeout period, and temporary authentication by using option.

Sample code for creating and initializing option using permanent access keys
(AK/SK):

// Create and initialize option.

obs_options option;

Issue 01 (2024-10-11)
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init_obs_options(&option);
option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them
in the configuration file or environment variables. In this example, the AK/SK are stored in
environment variables for identity authentication. Before running this example, configure
environment variables ACCESS_KEY_ID and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");
option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

e Sample code for creating and initializing option using temporary access keys
(AK/SK and SecurityToken):
// Create and initialize option.
obs_options option;
init_obs_options(&option);
option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them
in the configuration file or environment variables. In this example, the AK/SK are stored in
environment variables for identity authentication. Before running this example, configure
environment variables ACCESS_KEY_ID and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");
option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");
option.bucket_options.token = getenv("SecurityToken");

(10 NOTE

e OBS is a global service. When obtaining temporary credentials, set the token scope
to domain to make the token applicable to all projects and regions within an
account.

4.5 Creating a Bucket

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

A bucket is a global namespace of OBS and is a data container. It functions as a

root directory of a file system and can store objects. Sample code:
static void test_create_bucket(obs_canned_acl canned_acl, char *bucket_name)
{

obs_status ret_status = OBS_STATUS_BUTT;

// Create and initialize option.

obs_options option;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";

option.bucket_options.bucket_name = "<Your bucketname>";
// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

Issue 01 (2024-10-11) Copyright © Huawei Technologies Co., Ltd. 8
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// Set the response callback function.
obs_response_handler response_handler =

{

0, &response_complete_callback

// Create a bucket. For details about the pre-defined access policy, see section Managing Bucket ACLs.
create_bucket(&option, "<bucket ACL>", NULL, &response_handler, &ret_status);
if (ret_status == OBS_STATUS_OK) {

printf("create bucket successfully. \n");

else

{

printf("create bucket failed(%s).\n", obs_get_status_name(ret_status));

(11 NOTE

Bucket names are globally unique. Ensure that the bucket you create is named differently
from any other bucket. A bucket name must comply with the following rules:

e Contains 3 to 63 characters, starts with a digit or letter, and supports only lowercase
letters, digits, hyphens (-), and periods (.)

e Cannot be an IP address.
e Cannot start or end with a hyphen (-) or period (.).
e Cannot contain two consecutive periods (.), for example, my..bucket.

e Cannot contain periods (.) and hyphens (-) adjacent to each other, for example,
my-.bucket or my.-bucket.

e If you create buckets of the same name, no error will be reported and the bucket
properties comply with those set in the first creation request.

The bucket created in the previous example is of the default ACL (private), in the OBS
Standard storage class, and in the default location where the global domain resides.

For more information, see Creating a Bucket.

NOTICE

e During bucket creation, if the endpoint you use corresponds to the default
region EU-Dublin (eu-west-101), specifying a region is not a must. If the
endpoint you use corresponds to any other region, except the default one, you
must set the region to the one that the used endpoint corresponds to.

4.6 Uploading an Object

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

The data flow is saved to callback_data (see the callback_data definition in
Performing a Streaming Upload). Use the callback function
put_object_data_callback defined in obs_put_object_handler to copy the
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content of the uploaded object to buffer, a character pointer of the callback
function parameter. Sample code:

static void test_put_object_from_buffer()

// Buffer to be uploaded

char *buffer = "abcdefg";

// Length of the buffer to be uploaded
int buffer_size = strlen(buffer);

// Name of an object to be uploaded
char *key = "put_buffer_test";

// Initialize option.

obs_options option;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";

option.bucket_options.bucket_name = "<Your bucket name>";
// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Initialize the properties of an object to be uploaded.
obs_put_properties put_properties;
init_put_properties(&put_properties);
// Customize the structure for storing uploaded data.
put_buffer_object_callback_data data;
memset(&data, 0, sizeof(put_buffer_object_callback_data));
// Assign the buffer value to the structure.
data.put_buffer = buffer;
// Set buffersize.
data.buffer_size = buffer_size;
// Set the callback function. The corresponding callback function needs to be implemented.
obs_put_object_handler putobjectHandler =
{
{ &response_properties_callback, &put_buffer_complete_callback },
&put_buffer_data_callback
Y
put_object(&option, key, buffer_size, &put_properties,0,&putobjectHandler,&data);
if (OBS_STATUS_OK == data.ret_status) {
printf("put object from buffer successfully. \n");

else
{

printf("put object from buffer failed(%s).\n", obs_get_status_name(data.ret_status));

}
(11 NOTE

For more information, see Performing a Streaming Upload.

4.7 Downloading an Object

If you have any questions during development, post them on the Issues page of
GitHub.

Sample code:

Issue 01 (2024-10-11) Copyright © Huawei Technologies Co., Ltd. 10
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static void test_get_object()
{

char *file_name = "./test";

obs_object_info object_info;

// Initialize option.

obs_options option;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";

option.bucket_options.bucket_name = "<Your bucketname>";
// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Set the object to be downloaded.

memset(&object_info, 0, sizeof(obs_object_info));

object_info.key = "<object key>";

object_info.version_id = "<object version ID>";

// Customize the structure for storing downloaded object data based on service requirements.

get_object_callback_data data;

data.ret_status = OBS_STATUS_BUTT;

data.outfile = write_to_file(file_name);

// Define range download parameters.

obs_get_conditions getcondition;

memset(&getcondition, 0, sizeof(obs_get_conditions));

init_get_properties(&getcondition);

// Customize callback function for download.

obs_get_object_handler get_object_handler =

{

{ &response_properties_callback, &get_object_complete_callback},
&get_object_data_callback

Y
get_object(&option, &object_info, &getcondition, 0, &get_object_handler, &data);
if (OBS_STATUS_OK == data.ret_status) {

printf("get object successfully. \n");

else
{

printf("get object faied(%s).\n", obs_get_status_name(data.ret_status));

fclose(data.outfile);

}
(11 NOTE

For more information, see Downloading an Object.

4.8 Listing Object

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

Sample code:

static void test_list_bucket_objects()
{
// Create and initialize option.
obs_options option;
init_obs_options(&option);
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option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Set response callback function.

obs_list_objects_handler list_bucket_objects_handler =

{
{ &response_properties_callback, &list_objects_complete_callback },
&list_objects_callback

Y

// Customize callback data.

list_bucket_callback_data data;

memset(&data, 0, sizeof(list_bucket_callback_data));

// List objects.

list_bucket_objects(&option, "<prefix>", "<marker>", "<delimiter>", "<maxkeys>",
&list_bucket_objects_handler, &data);

if (OBS_STATUS_OK == data.ret_status) {

printf("list bucket objects successfully. \n");

else
printf("list bucket objects failed(%s).\n",
obs_get_status_name(data.ret_status));

}
}

(11 NOTE

e For more information, see Listing Objects.

4.9 Deleting an Object

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

Sample code:

static void test_delete_object()

{
obs_status ret_status = OBS_STATUS_BUTT;
// Create and initialize object information.
obs_object_info object_info;
memset(&object_info, 0, sizeof(obs_object_info));
object_info.key = "<Your Key>";
// Create and initialize option.
obs_options option;
init_obs_options(&option);
option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
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and SECRET_ACCESS_KEY.
// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.
option.bucket_options.access_key = getenv("ACCESS_KEY_ID");
option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");
// Set response callback function.
obs_response_handler resqonseHandler =
{
&response_properties_callback,
&response_complete_callback
b5
// Delete an object.
delete_object(&option,&object_info,&resqonseHandler, &ret_status);
if (OBS_STATUS_OK == ret_status)

printf("delete object successfully. \n");
llse
printf("delete object failed(%s).\n", obs_get_status_name(ret_status));
}
L] NOTE

e For more information, see Deleting Objects.
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Initialization

5.1 Configuring the AK and SK

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

To use OBS, you need a valid pair of AK and SK for signature authentication. For
details, see Setting Up an OBS Environment.

After obtaining the AK and SK, you can start initialization.

e SDK Initialization
e Configuring option
e Configuring SDK Logging

5.2 SDK Initialization

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

ObsClient functions as the C client for accessing OBS. It offers callers a series of
APIs for interaction with OBS. These APIs are used for managing and operating
resources, such as buckets and objects, stored in OBS. Before using the OBS C SDK
to initiate an OBS request, you need to call the initialization API. When you are

exiting the process, you need to call the initialization cancellation API to release
resources.
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Before using the C SDK, you must first call obs_initialize to complete the
initialization. This API only needs to called once in a process.
obs_status ret_status = OBS_STATUS_BUTT;

ret_status = obs_initialize(OBS_INIT_ALL);
if (OBS_STATUS_OK != ret_status)

printf("obs_initialize failed(%s).\n", obs_get_status_name(ret_status));
return ret_status;

obs_deinitialize();

// Do not repeatedly call obs_initialize or obs_deinitialize, because these operations may lead to invalid
memory access.

5.3 Configuring option

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

When the function of C SDK is called, obs_options must be input. You can use
function init_obs_options to initialize configurations for obs_options, and
configure AK, SK, endpoint, bucket, timeout period, and temporary authentication
by using obs_options. obs_options consists of obs_bucket_context and
obs_http_request_option. The following table describes the parameters that can
be set.

Table 5-1 obs_options.obs_bucket_context parameters

Parameter Description Default Value Recomme
nded
Value

host_name The requested host | NULL -

name, which is the
domain name (the
endpoint) of the
server where the
requested resource
is stored.

bucket_name Name of the NULL -
bucket where the
operation is
performed
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Parameter

Description

Default Value

Recomme
nded
Value

protocol

The protocol used
for sending
requests. Possible
values include
HTTP and HTTPS.
For security
purposes, you are
advised to use
HTTPS.

HTTPS protocol:
OBS_PROTOCOL_HTTPS

OBS_PROT
OCOL_HTT
PS

access_key

AK of OBS

NULL

secret_access_ke
y

SK used for
authentication. It
can be used to sign
a character string.

NULL

obs_storage_cla
ss

Set this parameter
when the storage
class needs to be
configured in the
PUT or POST
request.

OBS Standard:
OBS_STORAGE_CLASS_ST
ANDARD

Default
value

token

Security token of
the temporary
access key

NULL

Table 5-2 obs_options.obs_http_request_option parameters

Parameter

Description

Default Value

Recomme
nded
Value

connect_time

Timeout period for
establishing an
HTTP/HTTPS
connection, in ms.
The default value is
60,000.

60000

10000 to
60000

max_connected_
time

Timeout period (in
seconds) of an
HTTP/HTTPS
request. The value
0 indicates that the
link is never
disconnected.
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Parameter Description Default Value Recomme
nded
Value
proxy_auth Proxy NULL -

authentication
information, in the
format of
Username: Passwor
d

proxy_host Proxy server NULL -

(11 NOTE

If the network is unstable, you are advised to set larger values for connect_time and
max_connected_time.

5.4 Configuring SDK Logging

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

The OBS C SDK log path is specified by the LogPath field in OBS.ini. By default,
logs are stored in the logs directory at the same level as the lib directory of the C
SDK dynamic library. OBS.ini must be in the same directory as libeSDKLogAPI.so.

The OBS C SDK allows you to use set_obs_log_path to specify a log path. This
method has two parameters. The first parameter specifies a path and the second
one determines how to set the path. If the second parameter is set to True, the
SDK searches for OBS.ini in the path specified by the first parameter for log
configuration. If the second parameter is set to False, the SDK generates OBS.ini
and log files in the path specified by the first parameter.

(11 NOTE

e For details about SDK logging, see Log Analysis.
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Bucket Management

6.1 Creating a Bucket

NOTICE

If you have any questions during development, post them on the Issues page of

GitHub.

You can call create_bucket or create_bucket_with_params to create a bucket for

object storage.

Parameter Description

Field Type Mand | Description
atory
or
Optio
nal
option The context of the | Manda | Bucket parameter
bucket. For details, | tory
see Configuring
option.
canned_acl obs_canned_acl. Manda | Access control policy
See Managing tory
Bucket ACLs.
location_constrai | char * Option | The region where a bucket is
nt al to be created
handler obs_response_handl | Manda | Callback function
er* tory
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Field Type Mand | Description
atory
or
Optio
nal
callback_data void * Option | Callback data
al
param obs_create_bucket_ | Manda | This field is used only in the
params * tory create_bucket_with_params
interface.

The body contains:

e obs canned_acl
canned_acl: permission
control policy

e obs_az_redundancy
az_redundancy: multi-AZ

or single-AZ

- Single-AZ:
OBS_REDUNDANCY_1
AZ

- 3-AZ:
OBS_REDUNDANCY_3
AZ

e const char
*location_constraint:
region where the bucket
resides. To create a 3-AZ
bucket, you need to
specify a region that
supports 3-AZ storage.

Sample Code

The following code shows how to create a bucket for object storage:
static void test_create_bucket(obs_canned_acl canned_acl, char *bucket_name)
{

// Create and initialize option.

obs_options option;

obs_status ret_status = OBS_STATUS_BUTT;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint;
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");
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// Set the response callback function.
obs_response_handler response_handler =

{

0, &response_complete_callback
]
// Create a bucket. For details about the predefined access policy, see section "Managing Bucket ACLs".
create_bucket(&option, "<bucket ACL>", NULL, &response_handler, &ret_status);
if (ret_status == OBS_STATUS_OK) {

printf("create bucket successfully. \n");
}
else

{

printf("create bucket failed(%s).\n", obs_get_status_name(ret_status));

}

The following code shows how to create a 3-AZ bucket:
static void test_create_3az_bucket(obs_canned_acl canned_acl, char *bucket_name)
{

// Create and initialize option.

obs_options option;

obs_status ret_status = OBS_STATUS_BUTT;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint;

option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in
the configuration file or environment variables. In this example, the AK/SK are stored in environment
variables for identity authentication. Before running this example, configure environment variables
ACCESS_KEY_ID and SECRET_ACCESS_KEY. // Obtain an AK/SK pair on the management console.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Set response callback function.
obs_response_handler response_handler =

{

0, &response_complete_callback
Y
// Create a bucket. For details about the predefined access policy, see section "Managing Bucket ACLs".
obs_create_bucket_params create_param;
create_param.canned_acl = canned_acl;
create_param.location_constraint = "Region name that support 3AZ";
create_param.az_redundancy = OBS_REDUNDANCY_3AZ;
create_bucket_with_params(&option, &create_param, &response_handler, &ret_status);
if (ret_status == OBS_STATUS_OK) {

printf("create bucket with params successfully. \n");

else

{

printf("create bucket with params failed(%s).\n", obs_get_status_name(ret_status));

Issue 01 (2024-10-11) Copyright © Huawei Technologies Co., Ltd. 20



Object Storage Service
C SDK Developer Guide 6 Bucket Management

(11 NOTE

Bucket names are globally unique. Ensure that the bucket you create is named differently
from any other bucket. A bucket name must comply with the following rules:

e Contains 3 to 63 characters, starts with a digit or letter, and supports only lowercase
letters, digits, hyphens (-), and periods (.)

e Cannot be an IP address.
e Cannot start or end with a hyphen (-) or period (.).
e Cannot contain two consecutive periods (.), for example, my..bucket.

e Cannot contain periods (.) and hyphens (-) adjacent to each other, for example,
my-.bucket or my.-bucket.

e If you create buckets of the same name in a region, no error will be reported and the
bucket properties comply with those set in the first creation request.

The bucket created in the previous example is of the default ACL (private), in the OBS
Standard storage class, and in the default location where the global domain resides.

NOTICE

e During bucket creation, if the endpoint you use corresponds to the default
region EU-Dublin (eu-west-101), specifying a region is not a must. If the
endpoint you use corresponds to any other region, except the default one, you
must set the region to the one that the used endpoint corresponds to.

Creating a Bucket with Parameters Specified

When creating a bucket, you can specify the ACL, storage class, and location for
the bucket. OBS provides three storage classes for buckets. For details, see Storage
Class. Sample codes are as follows:

obs_status ret_status = OBS_STATUS_BUTT;

// Create and initialize option.

obs_options option;

init_obs_options(&option);
option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Set response callback function.
obs_response_handler response_handler =
{
0, &response_complete_callback
L
// Set the storage class for a bucket.
option.bucket_options.storage_class = "<Your bucket storage policy>";

// Create a bucket. The predefined access policy and location of the bucket can be set for the input
parameter.

create_bucket(&option, "<bucket ACL>", "<Your bucket location>", &response_handler, &ret_status);
if (ret_status == OBS_STATUS_OK) {
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printf("create bucket successfully. \n");

}

else

{

printf("create bucket failed(%s).\n", obs_get_status_name(ret_status));

}

6.2 Listing Buckets

NOTICE

If you have any questions during development, post them on the Issues page of

GitHub.

You can call list_bucket_obs to list buckets.

Parameter Description

Field Type Mand | Description
atory
or
Optio
nal
option The context of the | Manda | Bucket parameter
bucket. For details, | tory
see Configuring
option.
handler obs_list_service_obs | Manda | Callback function
_handler * tory
callback_data void * Option | Callback data
al

Sample Code

static void test_list_bucket_obs()

{

// Create and initialize option.

obs_options option;

init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";
// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables
for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID

and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://

support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");
option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

list_service_data data;

memset_s(&data, sizeof(list_service_data), 0, sizeof(list_service_data));
// Customize response callback function.
obs_list_service_obs_handler listHandler =
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{NULL,
&list_bucket_complete_callback },
&listServiceObsCallback
}3
// List buckets.
list_bucket_obs(&option,&listHandler,&data);
if (data.ret_status == OBS_STATUS_OK)

printf("list bucket successfully. \n");
ilse
printf("list bucket failed(%s).\n", obs_get_status_name(data.ret_status));
}
L] NOTE

Obtained bucket names are listed in the lexicographical order.

6.3 Deleting a Bucket

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

You can call delete_bucket to delete a bucket.

Parameter Description

Field Type Mand | Description
atory
or
Optio
nal

option The context of the | Manda | Bucket parameter
bucket. For details, | tory
see Configuring

option.

handler obs_response_handl | Manda | Callback function
er* tory

callback_data void * Option | Callback data

al

Sample Code

static void test_delete_bucket(char *bucket_name)

// Create and initialize option.
obs_options option;
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obs_status ret_status = OBS_STATUS_BUTT;
init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables

for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID
and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://
support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");

option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");

// Set response callback function.

obs_response_handler response_handler =

{
NULL,
&response_complete_callback

}
delete_bucket(&option, &response_handler, &ret_status);
if (ret_status == OBS_STATUS_OK) {
printf("delete bucket successfully. \n");
else

printf("delete bucket failed(%s).\n", obs_get_status_name(ret_status));
}
}

(1 NOTE

e Only empty buckets (without objects and fragments) can be deleted.

e Bucket deletion is a non-idempotent operation and an error will be reported if the to-
be-deleted bucket does not exist.

6.4 Checking Whether a Bucket Exists

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

You can call obs_head_bucket to identify whether a bucket exists.

Parameter Description

Field Type Mand | Description
atory
or
Optio
nal
option The context of the | Manda | Bucket parameter
bucket. For details, | tory
see Configuring
option.
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Field Type Mand | Description
atory
or
Optio
nal

handler obs_response_handl | Manda | Callback function
er* tory

callback_data void * Option | Callback data

Sample Code

static void test_head_bucket(char *bucket_name)

{

// Create and initialize option.

obs_status ret_status = OBS_STATUS_BUTT;
obs_options option;
init_obs_options(&option);

option.bucket_options.host_name = "<your-endpoint>";
option.bucket_options.bucket_name = "<Your bucketname>";

// Hard-coded or plaintext AK/SK are risky. For security purposes, encrypt your AK/SK and store them in the
configuration file or environment variables. In this example, the AK/SK are stored in environment variables

for identity authentication. Before running this example, configure environment variables ACCESS_KEY_ID

and SECRET_ACCESS_KEY.

// Obtain an AK/SK pair on the management console. For details, see https://

support.huaweicloud.com/eu/usermanual-ca/ca_01_0003.html.

}

option.bucket_options.access_key = getenv("ACCESS_KEY_ID");
option.bucket_options.secret_access_key = getenv("SECRET_ACCESS_KEY");
// Set response callback function.

obs_response_handler response_handler =

{

b5
// Check whether a bucket exists.
obs_head_bucket(&option, &response_handler, &ret_status);

0, &response_complete_callback

if (ret_status == OBS_STATUS_OK)
printf("head bucket successfully. \n");
else

printf("head bucket failed(%s).\n", obs_get_status_name(ret_status));
}

6.5 Managing Bucket ACLs

NOTICE

If you have any questions during development, post them on the Issues page of
GitHub.

A bucket ACL can be configured in any of the following ways:
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1. Specify a pre-defined access control policy during bucket creation.

2. Call set_bucket_acl_by head to specify a pre-defined access control policy.
3. Call set_bucket_acl to set the ACL directly.

The following table lists the five permissions supported by OBS.

Permission

Description

Value in OBS C SDK

READ

A grantee with this
permission for a bucket
can obtain the list of
objects in and metadata
of the bucket.

A grantee with this
permission for an object
can obtain the object
content and metadata.

obs_permission.
OBS_PERMISSION_READ

WRITE

A grantee with this
permission for a bucket
can upload, overwrite,
and delete any object in
the bucket.

This permission is not
applicable to objects.

obs_permission.
OBS_PERMISSION_WRIT
E

READ_ACP

A grantee with this
permission can obtain
the ACL of a bucket or
object.

A bucket or object owner
has this permission
permanently.

obs_permission.
OBS_PERMISSION_READ
_ACP

WRITE_ACP

A grantee with this
permission can update
the ACL of a bucket or
object.

A bucket or object owner
has this permission
permanently.

A grantee with this
permission can modify
the access control policy
and thus the grantee
obtains full access
permissions.

obs_permission.