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1 Before You Start

Before You Start

Reading this document will help you to:

Prerequisites

Create Identity and Access Management (IAM) users.

Create user groups based on your organization's business functions.
Assign permissions to user groups.

Create IAM users for employees in your organization.

Enable IAM users to log in to HUAWEI CLOUD.

You already have an account. If you do not have an account, create one.

Example Scenario

A website development company has three functional teams in Hong Kong. With
IAM, the company's administrator can create only one account and then use this
account to create IAM users for employees and assign permissions based on their
job responsibilities. For the definitions of an account and IAM user, see Basic
Concepts.

The following uses the company as an example to show how to use IAM to
manage permissions.

Organizational Structure

Management team (admin group in Figure 1-1): manages employees and
resources, assigns permissions, and allocates resources. The team members
include James and Alice.

Development team (Developers group in Figure 1-1): develops websites. The
team members include Charlie and Jackson.

Test team (Testers group in Figure 1-1): tests websites. The team members
include Jackson and Emily. Jackson develops and tests websites, so he needs
to join both the Developers and Testers groups to obtain the required
permissions.
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Figure 1-1 User management model

Account
admin Developers Testers
James Alice Charlie Jackson Jackson Emily

User Groups and Required Resources

e admin group: manages user permissions using IAM.

e Developers group: develops websites using Elastic Cloud Server (ECS), Elastic
Load Balance (ELB), Virtual Private Cloud (VPC), Relational Database Service
(RDS), Elastic Volume Service (EVS), and Object Storage Service (OBS).

e Testers group: performs functional and performance testing on websites by
using the Application Performance Management (APM) service.

User Management Process

1. The company's administrator logs in to HUAWEI CLOUD, creates user groups
Developers and Testers, and grants them permissions. For details, see Step 1:
Create User Groups and Assign Permissions.

2. The administrator creates IAM users for members of the three functional
teams. The members then log in to HUAWEI CLOUD as IAM users. For details,
see Step 2: Create IAM Users and Log In.
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Step 1: Create User Groups and Assign
Permissions

A company has three functional teams, including the management (admin
group), development, and test teams. After the company administrator creates an
account, the default group admin is automatically generated and has full
permissions for all cloud services. The administrator only needs to create another
two groups in IAM for the development and test teams, respectively.

Creating User Groups

Step 1 Use your HUAWEI ID to enable HUAWEI CLOUD services, and then log in to
HUAWEI CLOUD.

Figure 2-1 Logging in to HUAWEI CLOUD

HUAWEI ID login

Jse Another Account

IAM User | Federated User HUAWEI CLOUD Account

Step 2 Log in to the management console.
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Figure 2-2 Logging in to the management console

Contact Sales After-5ales ~

Step 3 On the management console, hover the mouse pointer over the username in the
upper right corner, and choose Identity and Access Management from the drop-
down list.

Figure 2-3 Accessing the IAM console

Billing Resources Sernvice Enterprise Support English

Basic Information

View Resources in All Regions

ce 0

Switch Role
Tag Management

Operation Log

Log Out

Step 4 On the IAM console, choose User Groups and click Create User Group.

Figure 2-4 Creating a user group

1AM User Groups @

Step 5 Enter Developers for Name, and click OK.
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Figure 2-5 Setting the user group information

Create User Group

Developers

Cancel

Step 6 Repeat steps Step 4 and Step 5 to create the Testers group.

--—-End

Assigning Permissions to User Groups

Step 1

Developers in the company need to use ECS, RDS, ELB, VPC, EVS, and OBS, so the
administrator needs to assign the required permissions to the Developers group
to enable access to these services. Testers in this company need to use APM, so
the administrator needs to assign the required permissions to the Testers group to
enable access to the service. After permissions are assigned, users in the two
groups can access the corresponding services. For details about the permissions
of all cloud services, see System-defined Permissions.

Determine the permissions policies to be attached to each user group.

Determine the policies (see Table 2-1) by referring to System-defined
Permissions. Regions are geographic areas where services are deployed. If a
project-level service policy is attached to a user group for a project in a specific
region, the policy takes effect only for that project.

Table 2-1 Required permissions policies

User Group Cloud Service Region Policy or Role
Developers ECS Specific regions ECS FullAccess
RDS Specific regions RDS FullAccess
ELB Specific regions ELB FullAccess
VPC Specific regions VPC FullAccess
EVS Specific regions EVS FullAccess
OBS Global OBS
OperateAccess
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User Group Cloud Service Region Policy or Role
Testers APM Specific regions APM FullAccess

Step 2 In the user group list, click Authorize in the row containing the user group
Developers.

Figure 2-6 Authorizing a user group

Name |= Users Description J= Created | Operation

v Developer ERS Nov 26, 2021 09:51:44 GMT+08.... | Authorize |Modity M

~  admin 4 Full permissions Nov 10, 2020 19:24:19 GMT+08:

Step 3 Assign permissions to the user group for region-specific projects.

1. All the services in Table 2-1 except OBS are deployed in specific projects.
Select desired permissions for project-level services and click Next.

2. Specify the scope as Region-specific projects, select EU-Dublin, and click OK.

The company is located in Dublin. Therefore, select EU-Dublin to reduce
network latency and accelerate service access. Then users in the Developers
group can access the specified project-level services in EU-Dublin but do not
have permissions to access the services in other regions.

Step 4 Assign permissions to the user group for the global service project.

1. Select OBS OperateAccess and click Next.
2. Specify the scope as Global service project and click OK.

Step 5 Repeat steps 2 to 5 to attach the APM FullAccess policy to the Testers group in
the EU-Dublin region.

--—-End
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Step 2: Create IAM Users and Log In

Create IAM users for employees and add the users to the user groups created in
the previous section. Each IAM user has their own password to log in to HUAWEI
CLOUD, and can use resources based on the assigned permissions.

Creating IAM Users

Step 1 Choose Users from the navigation pane, and click Create User.

Step 2 Specify the user details and access type. To create more users, click Add User. A
maximum of 10 users can be created at a time.

Figure 3-1 Configuring user information

Create User

@ set ser Detis

Username Email Address Mobile Number Description Extemal Identity ID Operation

James 86 (Chinese. .+ Delete
86 (Chinese.. v Delete

@ A user

(11 NOTE

e Users can log in to HUAWEI CLOUD using the username, email address, or mobile
number.

e If users forget their password, they can reset it through email address or mobile number
verification. If no email addresses or mobile numbers have been bound to users, users
need to request the administrator to reset their passwords.

Table 3-1 User information

Parameter | Description

Username Username that will be used to log in to HUAWEI CLOUD, for
example, James and Alice. This field is required.
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Parameter

Description

Email
Address

Email address of the IAM user that can be used as a login
credential. IAM users can bind an email address after they are
created. This field is required if you have selected Set by user for
Credential Type.

Mobile
Number

Mobile phone number of the IAM user that can be used as a
login credential. IAM users can bind a mobile number after they
are created. This field is optional.

Description

Additional information about the IAM user. This field is optional.

Figure 3-2 Setting the access type

Access Type Programmatic access

Management console access

Credential Type Access key

( O Set now

©

Require password reset at first login

Automatically generated

Set by user

Login Protection O Enable (Recommended)

Disable

virtual MFA devi..| ¥

e Programmatic access: Select this option to allow the user to access cloud
services using development tools, such as APIs, CLI, and SDKs. You can
generate an access key or set a password for the user.

e Management console access: Select this option to allow the user to access
cloud services using the management console. You can set or generate a
password for the user or request the user to set a password at first login.

Issue 01 (2022-09-30) Copyright © Huawei Technologies Co., Ltd.




Identity and Access Management

Getting Started

3 Step 2: Create IAM Users and Log In

(11 NOTE

If the user accesses cloud services only by using the management console,
select Management console access for Access Type and Password for Credential

Type.

If the user accesses cloud services only through programmatic access, select
Programmatic access for Access Type and Access key for Credential Type

If the user needs to use a password as the credential for programmatic access
to certain APIs, select Programmatic access for Access Type and Password for
Credential Type

If the user needs to perform access key verification when using certain services in
the console, such as creating a data migration job in the Cloud Data Migration
(CDM) console, select Programmatic access and Management console access for
Access Type and Access key and Password for Credential Type.

Table 3-2 Setting the credential type and login protection

Credential Type and | Description
Login Protection

Access key After you create the user, you can download the

access key (AK/SK) generated for the user.

Each user can have a maximum of two access
keys.

ord

Passw [ Set now Set a password for the user and determine

whether to require the user to reset the password
at first login.

If you are the user, select this option and set a
password for login. You do not need to select
Require password reset at first login.

Automaticall | The system automatically generates a login

y generated | password for the user. After the user is created,
download the EXCEL password file and provide the
password to the user. The user can then use this
password for login.

This option is available only when you create a
single user.

Set by user A one-time login URL will be emailed to the user.
The user can click on the link to log in to the
console and set a password.

If you do not use the IAM user, select this option
and enter the email address and mobile number
of the IAM user. The user can then set a password
by clicking on the one-time login URL sent over
email. The login URL is valid for seven days.
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Credential Type and | Description
Login Protection

Login | Enable If login protection is enabled, the user will need to
Protect | (Recommend | enter a verification code in addition to the
ion ed) username and password during login. Enable this

function for account security.

You can choose from SMS-, email-, and virtual
MFA-based login verification.

Disable To enable login protection for an IAM user after
creation, see Modifying IAM User Information.

Step 3 (Optional) Click Next to add the users to specific user groups.
e The users will inherit the permissions assigned to the user groups.
e You can also create new groups as required.

(10 NOTE

The default user group admin has the administrator permissions and the permissions
required to use all cloud resources. For mapping between the company employees and user
groups, see Figure 1-1.

Step 4 Click Create. If you have specified the access type as Programmatic access (see
Table 3-2), you can download the access keys on the Finish page.

Figure 3-3 Users created successfully

O

Users created: 2

Back to UserList

uuuuuuuu

Step 5 Repeat steps Step 1 through Step 4 to create users Charlie, Jackson, and Emily,
and add them to the corresponding groups.

--—-End

IAM User Login

After creating users (for example, James, Alice, Charlie, Jackson, and Emily), the
administrator needs to provide the account name, IAM user names, and IAM
users' initial passwords to corresponding employees. Employees can use their own
usernames and passwords to access HUAWEI CLOUD. If an IAM user login fails,
they can contact the administrator to reset their password.

Step 1 Click IAM User on the login page, and then enter your Tenant name or HUAWEI
CLOUD account name, IAM user nhame or email address, and IAM user
password.
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Figure 3-4 Logging In as an IAM User

Log in with HUAWEI ID IAM User Login

e Tenant name or HUAWEI CLOUD account name: the name of the account
that was used to create the IAM user.

e IAM user name or email address: the username (for example, James) or
email address of the IAM user. You can obtain the username and password
from the administrator.

e IAM user password: the password of the IAM user (not the password of the
account)

Step 2 Click Log In.
----End
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Change History

Table 4-1 Change History

Released On

Description

2022-09-30

This issue is the first official release.
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