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1 What Is GeminiDB?

GeminiDB is a distributed, multi-model NoSQL database service with decoupled
storage and compute. It is highly available, reliable, secure, and scalable and
delivers excellent performance. It can be deployed quickly and provide capabilities
like backup, restoration, monitoring, and alarm reporting.

GeminiDB offers four API, which include the API for GeminiDB Cassandra,
GeminiDB Influx, and GeminiDB Redis. They are compatible with Cassandra,
InfluxDB, and Redis APIs respectively, and provide high read/write performance at
low costs, making them well suited to sectors like 10T, meteorology, Internet, and
gaming.

How Do | Select an API?

Different APIs provide different functions. You can select one of them based on
your service requirements and scenarios.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1



GeminiDB
Service Overview

1 What Is GeminiDB?

Table 1-1 Scenario description

API Compatible Scenario Description
API
GeminiDB | Key-value API: | GeminiDB Redis APl | GeminiDB Redis API is a
Redis API Redis is a good fit for cloud-native, Redis-
service scenarios compatible NoSQL
where high read/ database service, which
write performance uses Huawei-developed
and elastic storage architecture with
scaling are required. | decoupled storage and
It stores all data in compute. It stores
disks rather than in multiple copies of data
memory and can persistently in a shared
provide larger storage pool to secure
storage than open- data and ensure strong
source Redis at the consistency. GeminiDB
same costs. Redis API is cost-
effective, reliable, highly
available and scalable
without affecting
existing data.
GeminiDB | Time-series GeminiDB Influx APl | GeminiDB Influx APl is a
Influx APl | API: InfluxDB is widely used to cloud-native, InfluxDB-

monitor resources,
workloads, loT
devices, and
industrial production
processes, evaluate
production quality,
and trace faults.

compatible NoSQL
time-series database,
which uses Huawei-
developed architecture
with decoupled storage
and compute. GeminiDB
Influx API can read and
write a large volume of
time series data
concurrently and store it
with compression
algorithms. The
database service then
allows you to query the
data using SQL-like
statements and
supports multi-
dimension aggregate
computing and visual
analysis on it. GeminiDB
Influx API also provides
high write performance,
scalability, a good
compaction rate, and
excellent query
performance.

Issue 01 (2023-02-19)
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API Compatible Scenario Description
API
GeminiDB | Wide-column GeminiDB Cassandra | GeminiDB Cassandra
Cassandra API: Cassandra | API can store APl is a cloud-native,
API and terabytes of data and | Cassandra-compatible
DynamoDB can handle millions NoSQL database

of queries per
second. It provides
strong consistency,
making it well suited
to massive storage
scenarios, such as
manufacturing,
meteorology, and the
Internet.

service, which uses
Huawei-developed
architecture with
decoupled storage and
compute. This database
service supports
Cassandra Query
Language (CQL), which
gives you SQL-like
syntax. It is secure,
reliable, scalable, and
easy to manage and can
provide high read/write
performance.

Issue 01 (2023-02-19)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 3


https://support.huaweicloud.com/eu/cassandraug-nosql/nosql_05_0013.html
https://support.huaweicloud.com/eu/cassandraug-nosql/nosql_05_0013.html
https://support.huaweicloud.com/eu/cassandraug-nosql/nosql_05_0013.html

GeminiDB
Service Overview 2 System Architecture

System Architecture

Overview

GeminiDB is a distributed database service with decoupled storage and compute.
One compute cluster may consist of multiple homogeneous nodes, and data is
stored in a distributed, shared storage pool. You can scale compute and storage
resources separately without having to migrate any data.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4
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Highlights

High Reliability
Data backup

There are automated and manual backups. An automated backup is a full backup
of an instance and is created by the system automatically while a manual backup
is a full backup that you create yourself. Both of these backups can be used to
restore instance data.

Backups are stored in Object Storage Service (OBS) buckets to provide for future
disaster recovery and to save storage space. When you create an instance,
automated backup is enabled by default. After the creation is complete, an
automated full backup is created instantly and can be retained for 7 days by
default. You can set a retention cycle or modify the backup policy. In addition, you
can initiate a manual backup whenever you want to. Manual backups are saved
until you manually delete them.

High Security
Network isolation

GeminiDB uses Virtual Private Clouds (VPCs) and network security groups to
isolate instances. VPCs allow you to define which IP addresses are allowed to
access a given DB instance. Running an instance in a VPC improves security. To
further secure the instance, you can configure subnets and security groups to
control access to it.

Access control

You can configure VPC security groups with inbound and outbound rules to
control traffic to and from your instance.

Encryption

GeminiDB uses Secure Sockets Layer (SSL) to encrypt transmitted data. You can
download the root CA certificate from the GeminiDB console and upload it for
authentication on the database server when you connect to a database.

Security

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 5
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GeminiDB uses a multi-layer security system. The system consists of VPCs,
subnets, security groups, Anti-DDoS, and SSL, which collectively defend against a
wide range of attacks to keep your data secure.

e VPCs isolate tenants and control access.
e SSL connections ensure data security and integrity.

e  Security group rules control traffic to and from specific IP addresses and ports,
protecting connections between GeminiDB and other services.

Performance monitoring
GeminiDB monitors instance performance and can take over more than 60% of
tedious O&M activities. It can monitor instance data like the CPU usage, IOPS, and
network throughput, allowing you to check instance status at any time.

Great Convenience

Ready to use out of the box

You can create an instance on the console and access the instance using an ECS
over a private network to reduce response time and avoid the cost of using a
public network.

Highly compatible

GeminiDB is compatible with Cassandra, InfluxDB, and Redis protocols.

Superior Scalability

GeminiDB, as a distributed database service with decoupled storage and compute,
allows you to add compute nodes in minutes and scale up storage in just seconds.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 6
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Typical Application Scenarios

loT

Internet

Finance

GeminiDB is compatible with Cassandra APIs. It can deliver high write
performance and is designed for write-intensive scenarios, specifically applied in
sectors like manufacturing, logistics, health care, real estate, energy production,
and agriculture. It can process the data sent by different types of sensors for
further analysis.

Advantages:
e High write performance: GeminiDB provides higher write performance than
other NoSQL services.

e High scalability: Compute nodes can be added in minutes and storage can be
scaled up in seconds to handle traffic surges or large write loads at any time.

E-commerce and entertainment websites that include product catalogs,
recommendations, and personalization engines use GeminiDB when they require
fast reading and writing of data and high scalability. GeminiDB stores visitor
activities, making it easy for analysis tools to access data fast and to generate
recommendations.

Advantages:

e High write performance: GeminiDB provides higher write performance than
other NoSQL services.

e Big data analysis: GeminiDB can work with big data tools, such as Spark, to
provide recommendations to your customers in real time.

With Spark'’s big data analysis capabilities, GeminiDB helps companies in the
finance sector build risk control systems and mitigate fraud.

Advantages:

Big data analysis: GeminiDB can work with tools like Spark to help you detect
and prevent fraud in real time.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 7
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Security

5.1 Shared Responsibilities

Huawei guarantees that its commitment to cyber security will never be
outweighed by consideration of commercial interests. To address emerging cloud
security challenges and pervasive cloud security threats and attacks, Huawei Cloud
has built a comprehensive cloud service security assurance system for different
regions and industries. This system is based on Huawei's unique software and
hardware advantages, and on relevant laws, regulations, industry standards, and
on the security ecosystem as a whole.

The shared responsibility model for Huawei Cloud and the tenants who use
Huawei Cloud services is illustrated in Figure 5-1. Responsibilities are as follows:

e Huawei Cloud: Ensure the security of cloud services and provide secure
clouds. Huawei Cloud's security responsibilities include ensuring the security
of our laa$, PaaS, and SaaS services, as well as the physical environments of
the Huawei Cloud data centers where our laaS, PaaS, and SaaS services
operate. Huawei Cloud is responsible for not only the security functions and
performance of our infrastructure, cloud services, and technologies, but also
for the overall cloud O&M security and, in more widely speaking, the security
compliance of our infrastructure and services.

e Tenant: Use the cloud securely. Tenants of Huawei Cloud are responsible for
the secure and effective management of the tenant-customized
configurations of cloud services including laas, PaaS, and SaaS. This includes
but is not limited to virtual networks, the OSs of virtual machine hosts and
guests, virtual firewalls, APl Gateway, advanced security services, all types of
cloud services, tenant data, identity accounts, and key management.

elaborates on the ideas behind and measures used to ensure Huawei Cloud
security, including cloud security strategies, the shared responsibility model,
compliance and privacy, security organizations and personnel, infrastructure
security, tenant service and security, engineering security, O&M security, and
ecosystem security.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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Figure 5-1 Huawei Cloud shared security responsibility model
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5.2 Identity Authentication and Access Control

Identity Authentication

When you access GeminiDB, the system authenticates your identity using two
authentication modes: password and IAM.

Access Control

Password authentication

When you want to manage your instances on the GeminiDB console, you
need to log in to the console first using your account name and password.

IAM authentication

You can use Identity and Access Management (IAM) to provide fine-grained
control over GeminiDB permissions. IAM provides identity authentication,
permissions management, and access control, helping you efficiently manage
access to your Huawei Cloud resources. You can create |AM users and use
them to manage GeminiDB resources. When you log in using an IAM user,
password authentication is required. For details, see Step 2: Create IAM
Users and Log In.

Permissions control

If you need to assign different permissions to different employees in your
enterprise to access your instance resources, |AM is a good choice. For details,
see Permissions.

VPCs and subnets

A VPC is a logically isolated, configurable, and manageable virtual network. It
helps improve the security of cloud resources and simplifies network
deployment. You can define security groups, virtual private networks (VPNs),
IP address ranges, and bandwidth for a VPC. This makes it easy for you to
manage and configure private networks and improves network security.

Issue 01 (2023-02-19)
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A subnet provides dedicated network resources that are logically isolated from
other networks for security.

For details, see Creating a VPC.

e Security groups

A security group is a logical group. It provides access control policies for ECSs
and GeminiDB instances that have the same security protection requirements
and are mutually trusted. To ensure database security and reliability, you need
to configure security group rules to allow specified IP addresses and ports to
access your GeminiDB instances.

For details, see Configuring Security Group Rules.

5.3 Data Protection

GeminiDB provides a series of features to ensure data security and reliability.

Table 5-1 Features for data security

Feature

Description

Reference

Secure
Sockets
Layer (SSL)

GeminiDB Redisand GeminiDB Influx

instances support both SSL and non-

SSL connections. SSL is recommended
to secure data transmission.

e GeminiDB Redis:
Configuring an SSL
Connection

e GeminiDB Influx:
Enabling and
Disabling the SSL
Connection

Load
balancing

GeminiDB Redis API supports load
balancing. Data access requests can
be evenly routed to different nodes in
a cluster to avoid hotspots and
maximize overall throughput of the
cluster.

GeminiDB Redis:
Connecting to an
Instance Using a Load
Balancer Address

Intra-
region DR

Primary GeminiDB Cassandra
instances support HA. If a primary
instance fails to be connected due to a
natural disaster, services can be
switched over to its DR instance.

GeminiDB Cassandra:
Creating a DR Instance

Deletion
protection

GeminiDB can move unsubscribed
yearly/monthly instances and deleted
pay-per-use instances to Recycle Bin.
This function enables you to restore
instances deleted up to 7 days ago.

e GeminiDB Redis:
Recycling an
Instance

e GeminiDB Influx:
Recycling an
Instance

e GeminiDB Cassandra:
Recycling an
Instance

Issue 01 (2023-02-19)
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5.4 Audit

Audit

Cloud Trace Service (CTS) records operations on cloud resources in your account.
You can use the logs generated by CTS to perform security analysis, track resource
changes, audit compliance, and locate faults.

After you enable CTS and configure a tracker, CTS can record management and
data traces of GeminiDB for auditing.

For details about how to enable and configure CTS, see Enabling CTS.

For details about GeminiDB Redis management and data traces that can be
tracked by CTS, see Key Operations Supported by CTS.

For details about GeminiDB Influx management and data traces that can be
tracked by CTS, see Key Operations Supported by CTS.

For details about GeminiDB Cassandra management and data traces that can
be tracked by CTS, see Key Operations Supported by CTS.

5.5 Resilience

GeminiDB Redis API uses the DFV storage pool that provides three copies of
data, so data can be persistently stored in real time. GeminiDB Redis API also
provides solutions like dual-active DR, multi-AZ deployment, failover in
seconds, load balancing, and node reduction, to guarantee reliability and
availability of your instances.

GeminiDB Influx API uses the DFV storage pool that provides three copies of
data and high write performance. This database product offers you solutions
like multi-AZ deployment and elastic scaling to guarantee reliability and
availability of your instances.

GeminiDB Cassandra API uses the DFV storage pool that provides three copies
of data and supports 24/7 online writes. GeminiDB Cassandra API also offers
you solutions like intra-region DR, cross-region dual-active DR, multi-AZ
deployment, N-1 fault tolerance, and elastic scaling to guarantee reliability
and availability of your instances.

5.6 Risk Monitoring

Metrics

GeminiDB works with Cloud Eye to monitor instances in your account in real time,
reporting alarms and sending notifications based on your settings. You can get
details about running metrics and storage usage of your instances in real time.

For details about GeminiDB Redis metrics and how to create alarm rules, see
GeminiDB Redis Metrics.

For details about GeminiDB Influx metrics and how to create alarm rules, see
GeminiDB Influx Metrics.

Issue 01 (2023-02-19)
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e For details about GeminiDB Cassandra metrics and how to create alarm rules,
see GeminiDB Cassandra Metrics.

Protection for Critical Operations

With this function enabled, the system authenticates your identity when you
perform critical operations like deleting an instance, to further secure your data
and configurations. For more information, see Critical Operation Protection.

5.7 Fault Recovery

GeminiDB can automatically create backups for your instances during the backup
time window that you specified. The backups are stored based on the preset
retention period (1 to 35 days).

e GeminiDB Redis provides methods for restoring instance data. For details, see
Restoring Data to a New Instance.

e  GeminiDB Influx provides methods for restoring instance data. For details, see
Restoring Data to a New Instance.

e GeminiDB Cassandra provides methods for restoring instance data. For details,

see Restoring Data to a New Instance and Restoring a Backup to a Point
in Time.

Active-active DR

GeminiDB Redis allows you to create a dual-active relationship between two
instances. Once one instance becomes faulty, the other takes over workloads to
ensure service continuity.

Intra-region DR

Primary GeminiDB Cassandra instances support HA. If a primary instance fails to
be connected due to a natural disaster, services can be switched over to its DR
instance.

Cross-region Dual-active DR

GeminiDB Cassandra supports dual-active DR and bidirectional synchronization
between two instances at different regions. Once one instance becomes faulty, the
other takes over read/write traffic to ensure service continuity.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 12
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Billing

GeminiDB allows you to pay only for what you use. There are no minimum fee

requirements.

Billing Items

You are billed based on specifications and storage space of your instance. The
total cost of an instance is the price of the instance specifications plus the cost of

storage.

Table 6-1 Billing item description

Item

Description

DB instance

e The instance specifications that you select.
e The yearly/monthly or pay-per-use (hourly) billing mode.

Database
storage

The amount of storage that you select.

(Optional)
Backup
storage

The backup data of GeminiDB instances is stored on OBS. After
you purchase an instance, GeminiDB will provide additional
backup storage of the same size as the storage space you
purchased. For example, if you purchase an instance with 100
GB of storage space, you will obtain additional 100 GB of
backup space free of charge. If your backup data exceeds 100
GB, the backup storage consumed in excess will be charged
according to OBS billing rules.

Public
network
traffic

GeminiDB is public accessible, and you are charged for the
generated public network traffic, but not for private network
traffic.

Billing Mode

GeminiDB provides two billing modes: pay-per-use and yearly/monthly. You can
change the billing mode from pay-per-use to yearly/monthly or vice versa.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 13
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e Yearly/Monthly: This billing option offers a larger discount than pay-per-use
and is recommended for users who can predict long-term resource usage.

e  Pay-per-use (hourly): You pay only for the resources you actually use. Pricing

is listed on a per-hour basis, but your actual bill is calculated down to the
second.

Modifying Instance Configurations

e You can change specifications of an instance based on service requirements.
After the change, you will be billed based on the new specifications.

e You can scale up storage space based on service requirements. After the
scaling, you will be billed based on the new storage space. Storage space can
only be scaled up. The minimum increment is 1 GB.

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 14
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Permissions

If you need to assign different permissions to employees in your enterprise to

access your cloud resources, IAM is a good choice for fine-grained permissions
management. IAM provides identity authentication, permissions management,
and access control, helping you secure access to your resources.

With 1AM, you can use your Huawei Cloud account to create IAM users, and assign
permissions to the users to control their access to specific resources. For example,
some software developers in your enterprise need to use resources but cannot
delete them or perform any high-risk operations. To achieve this result, you can
create 1AM users for the developers and grant them only the permissions for using
resources.

You can skip this section if you do not need fine-grained permissions
management.

IAM is a free service. You only pay for the resources in your account.

For more information about IAM, see IAM Service Overview.

GeminiDB Permissions

By default, new IAM users do not have any permissions assigned. To assign
permissions to these new users, you need to add them to one or more groups, and
attach permissions policies or roles to these groups.

GeminiDB is a project-level service deployed in specific physical regions. When
assigning GeminiDB permissions to a user group, you need to specify region-
specific projects where the permissions will take effect. If you select All projects,
the permissions will be granted for all region-specific projects. To access
GeminiDB, you need to switch to the region where you are authorized.

You can grant users permissions using roles and policies.

e Roles: A type of coarse-grained authorization mechanism that provides only a
limited number of service-level roles. When using roles to grant permissions,
you also need to assign other dependent roles. Roles are not ideal for fine-
grained authorization and secure access control.

e Policies: A fine-grained authorization mechanism that defines permissions
required to perform operations on specific cloud resources under certain

Issue 01 (2023-02-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 15
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conditions. This mechanism allows for more flexible policy-based

authorization and more secure access control.

Table 7-1 lists all the system-defined roles and policies supported by GeminiDB.

Table 7-1 GeminiDB policies or roles

Policy Name/
System Role

Description

Type

Dependency

GeminiDB
FullAccess

All permissions for
GeminiDB

System-
defined
policy

To create a
yearly/monthly
instance, you
need to
configure the
following CBC
actions:

e bss:balance:
view

e Dbss:balance:
update

e bss:order:vie
W

e bss:order:pa
y

e bss:order:up
date

e bss:renewal:
view

e bss:renewal:
update

To unsubscribe
from a yearly/
monthly
instance, you
need to
configure the
following CBC
action:

e Dbss:unsubscr
ibe:update

GeminiDB
ReadOnlyAcces
s

Read-only permissions for
GeminiDB

System-
defined
policy

None

Table 7-2 lists the common operations supported by each system-defined policy

or role of GeminiDB. Select the policies or roles as required.
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Table 7-2 Common operations supported by each system-defined policy or role

templates

Operation GeminiDB FullAccess GeminiDB
ReadOnlyAccess

Creating an instance v X

Querying instances v v

Querying details of an | ¥ v

instance

Querying tasks v v

Deleting an instance v X

Restarting an instance | v X

Resetting a password v X

Changing a security v X

group

Changing a database v X

port

Binding or unbinding v X

an EIP

Scaling up storage v X

space

Changing instance v X

specifications

Adding nodes Vv X

Deleting nodes Vv X

Modifying a backup Vv X

policy

Renaming an instance | v X

Creating a manual v X

backup

Querying backups v v

Restoring data to a v X

new instance

Deleting a backup v X

Creating a parameter v X

template

Querying parameter v v

Issue 01 (2023-02-19)
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Operation GeminiDB FullAccess GeminiDB
ReadOnlyAccess

Modifying a parameter | v X

template

Deleting a parameter v X

template

Querying enterprise v v

project quotas

Modifying enterprise v X

project quotas

Enabling or disabling v X

SSL

Table 7-3 lists common GeminiDB operations and corresponding actions. You can
refer to this table to customize permission policies.

Table 7-3 Common operations and supported actions

Operati | Actions Authorization Scope | Remarks
on
Accessin | ® vpc:vpcs:list Supported: The VPC, subnet,
g the e vpcsubnetsiget | o IAM projects and security group
instance . . . are displayed on the
creation | ® v.pc:secuntyGroup e Enterprise projects | io<tance creation
page s:get page.
Creating | e nosqgliinstance:cre | Supported: If the default VPC,
an ate e IAM projects subnet, and security
instance . 1 roup are used, the
* VPC:VPCSIl'St e Enterprise projects \glpc:*F:)create
® vpcvpesiget permission must be
e vpc:subnets:get configured.
e vpc:securityGroup To create an
s:.get encrypted instance,
e vpc:ports:get you need to
configure the KMS
Administrator
permission for the
project.
Querying | nosqliinstance:list Supported: -
Instances e IAM projects
e Enterprise projects
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Operati | Actions Authorization Scope | Remarks
on
Querying | nosqliinstance:list Supported: If the VPC, subnet,
o s AMprojects | e diplayed
instance * Enterprise projects | o the instance
details page, add the
vpc:*:get and
vpc:*:list actions.
Querying | nosql:task:list Supported: -
tasks e |AM projects
e Enterprise projects
eleting | nosqliinstance:delet upported: en deleting an
Deleti Li del S d When deleti
_a”t e e |AM projects Ecnszarl‘cfl 3{;’“ Irl‘DeEd
instance o delete the
e Enterprise projects | jdress on the data
side.
Restartin | nosqliinstance:restar | Supported: -
g atn t e IAM projects
instance
e Enterprise projects
Resetting | nosql:instance:modif | Supported: -
a yPasswd e |AM projects
asswor
5 e Enterprise projects
Changin | nosqgliinstance:modif | Supported: -
ga . ySecurityGroup e 1AM projects
securi
groupy e Enterprise projects
Binding nosql:iinstance:bindP | Supported: When binding an EIP,
an EIP ubliclp you need to query

e |AM projects

the created EIP.

e Enterprise
projects are not
supported.

e Fine-grained
authorization is
not supported.

For details, see
Floating IP Address.
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Operati | Actions Authorization Scope | Remarks

on

Unbindin | nosqgl:instance:unbin | Supported: e Enterprise

g an EIP | dPubliclp e IAM projects projects are not
supported.

e Fine-grained
authorization is
not supported.

For details, see

Floating IP Address.

Scaling nosql:instance:modif | Supported: -
up yStorageSize e 1AM projects
storage . .
space e Enterprise projects
Changin | nosqliinstance:modif | Supported: -
g ySpecification e IAM projects
specificat ] .
ions e Enterprise projects
Adding e nosgliinstance:ext | Supported: -
nodes endNode e IAM projects

e vpcvpcs:list e Enterprise projects

e vpcvpcs.get

e vpc:subnets:get

e vpc:securityGroup

siget

e vpc:ports:get
Deleting | nosqgliinstance:reduc | Supported: Deleting nodes from
nodes eNode e |AM projects a cluster

e Enterprise projects
Modifyin | nosqliinstance:modif | Supported: -
ga yBackupPolicy e IAM projects
backup . .
policy e Enterprise projects
Renamin | nosqgliinstance:rena | Supported: -
gan me e |AM projects
instance . i
e Enterprise projects

Creating | nosql:backup:create | Supported: -
a e |AM projects
manual . .
backup e Enterprise projects
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Operati | Actions Authorization Scope | Remarks
on
Querying | nosql:backup:list Supported: -
backups e |AM projects
e Enterprise projects
Downloa | nosqgl:backup:downl | Supported: -
g'”ia oad e |AM projects
acku
file P e Enterprise projects
Restorin | @ nosql:backup:rest | Supported: The KMS
g data to oreToNewlInstanc | ¢ |AM projects Admipis_trator fot
a new e . . permission needs to
instance | o ypcypesilist * Enterprise projects | o coniigdu_redtfor the
' _ encrypted instance
® vpcvpcsiget in the project.
e vpc:subnets:get
e vpc:securityGroup
siget
e vpcports:get
Restorin | nosqgl:backup:restore | Supported: -
g data to | ToExistinstance e IAM projects
an
existing e Enterprise projects
instance
Deleting | nosqgl:backup:delete | Supported: -
a backup e IAM projects
e Enterprise projects
Creating | nosql:param:create | Supported: -
a . e |AM projects
arame
Er e Enterprise projects
template
Querying | nosql:param:list Supported: -
paramet e IAM projects
er
template e Enterprise projects
S
Changin | nosql:param:modify | Supported: -
g . e |AM projects
arame
Er values e Enterprise projects
ina
paramet
er
template
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on

Operati

Actions

Authorization Scope

Remarks

g

er

Changin
paramet

settings
of an
instance
node

nosql:instance:modif
yParameter

Supported:
e |AM projects
e Enterprise projects

a

er

Deleting
paramet

template

nosqgl:param:delete

Supported:
e |AM projects
e Enterprise projects

tags

Performi
ng an
operatio
non

e nosqliinstance:ta
g

e tms:resourceTags:
list

Supported:
e |AM projects
e Enterprise projects

Tag list

e nosql:itag:list

e tms:resourceTags:
list

Supported:
e |AM projects
e Enterprise projects

Querying
enterpris
e project
quotas

nosql:quota:list

Supported:
e |AM projects
e Enterprise projects

g

Modifyin

enterpris
e project
quotas

nosqgl:quota:modify

Supported:
e |AM projects
e Enterprise projects

or

SSL

Enabling

disabling

nosql:instance:switc
hSSL

Supported:
e |AM projects

ga
IP

Changin
private

address

nosql:instance:modif
yPrivatelp

Supported:
e |AM projects
e Enterprise projects
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Operati | Actions Authorization Scope | Remarks
on
Switchin | nosqliinstance:switc | Supported: -
g hover e IAM projects
between i _
primary e Enterprise projects
and
standby
instances
Querying | lts:groups:get Supported: -
a log e |AM projects
group . .
e Enterprise projects
Querying | lts:topics:get Supported: -
a log e |AM projects
stream . .
e Enterprise projects
Helpful Links
e What Is IAM

Create a User and Assign Permissions

Supported Actions
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User Permissions

GaussDB NoSQL provides two types of user permissions by default: user
management and resource management.

User management refers to the management of users, user groups, and user
group permissions.

Resource management refers to the control operations that can be performed
by users on cloud service resources.
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Regions and AZs

Concepts

A region and availability zone (AZ) identify the location of a data center. You can
create resources in a specific region and AZ.

Regions are defined by their geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified as universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides only services of the same type or provides services
only for specific tenants.

An AZ contains one or multiple physical data centers. Each AZ has
independent cooling, fire extinguishing, moisture-proof, and electrical
facilities. Within an AZ, computing, network, storage, and other resources are
logically divided into multiple clusters. AZs within a region are interconnected
using high-speed optical fibers so you can build cross-AZ high-availability
systems.

Selecting a Region

When selecting a region, consider the following factors:

Selecting an AZ

Location

Select the region closest to you or your target users to reduce likelihood of
latency issues. Chinese mainland regions provide basically the same
infrastructure, BGP network quality, as well as operations and configurations
on resources. If you or your target users are in the Chinese mainland, it is not
necessary to consider network latency differences when selecting a region.

Resource price
Resource prices may vary by region. For details, see Product Pricing Details.

When determining whether to deploy resources in the same AZ, consider your
application's requirements on disaster recovery (DR) and network latency.
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e  For high DR capability, deploy resources in different AZs in the same region.
e For low network latency, deploy resources in the same AZ.

Selecting a Region and Endpoint

Before using an API to call resources, you need to specify its region and endpoint.
For more details, see the description about Regions and Endpoints.
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1 O Related Services

Figure 10-1 shows the relationship between GeminiDB and other services.

Figure 10-1 Relationship between GeminiDB and other services

Cloud Eye

Data Admin Service
(1A%)

GeminiDB

Cloud Trace
Service
(CTS)

Table 10-1 Relationship between GeminiDB and other services

Service

Relationship with GeminiDB

ECS

Elastic Cloud Server (ECS) provides elastic computing
resources for GeminiDB and a running environment for DB
instances.
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Service

Relationship with GeminiDB

VPC

GeminiDB uses Virtual Private Clouds (VPCs) and network
security groups to keep instances isolated. VPCs allow you
to define which IP addresses are allowed to access a given
DB instance. Running an instance in a VPC improves
security.

EIP

The Elastic IP (EIP) service provides independent public IP
addresses and bandwidth for Internet access.

OBS

Backups are stored in Object Storage Service (OBS) to
allow for disaster recovery and save space.

CTS

Cloud Trace Service (CTS) records operations related to
GeminiDB for your later query, audit, and backtracking.

IAM

Identity and Access Management (IAM) provides
permission management for GeminiDB.

T™MS

Tag Management Service (TMS) enables you to use tags to
manage resources on the management console. TMS works
with other cloud services to manage global tags, and other
cloud services manage their own tags.

DAS

Data Admin Service (DAS) enables you to manage
instances on a web-based console, simplifying database
management and improving working efficiency.

Cloud Eye

Cloud Eye serves as an open monitoring platform,
monitoring GeminiDB resources for you. It reports alarms
and issues warnings promptly so you can ensure services
are running properly.
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Logging In to the GeminiDB Console

Prerequisites

You have registered a cloud account for logging in to the management console to
access GeminiDB.

If you do not have a cloud account, register an account at the official website.
After the registration, your account has permissions to access GeminiDB as well as
all other cloud services.

Procedure

Step 1 Log in to Huawei Cloud official website.

Step 2 Click Console on the upper right of the page. The Huawei Cloud management
console login page is displayed.

Step 3 Enter account information and click Log In.

The login is successful.

Step 4 Click Y i the upper left corner and select a region and a project.
Step 5 In the service list, choose Databases > GeminiDB.

--—-End
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Change History

Release Date

Description

2023-02-19

This issue is the first official release.
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