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1. Are Logs Important?

Logs are generated when hardware and software such as nefwork
devices, OSs, and programs are running. A log records the time,
operator, and operation of an event. However,logs are often ignored|
because they are normally not a core function of a system. The
importance of logs is apparent only when decision analysis and
problem locating are required.
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2 What Is LTS?

Log Tank Service (LTS) is a high-performance, cost-effective log platform with
diverse functions and high reliability.

It offers full-stack log collection, alarm reporting, and log transfer. It is designed
for application O&M, security and compliance, and operations analysis.

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Functions

This section describes the main functions of LTS. You can check if a certain
function is available in a region on the console.

Log Group

A log group is the basic unit for LTS to manage logs. It comprises log streams and
categorizes them, but does not store any log data itself.

For more information, see Managing Log Groups.

Log Stream

A log stream is the basic unit for reading and writing logs. Collected logs of
different types are classified and stored in different log streams for easier log
management. If there are a large number of logs, you can create multiple log
streams and name them for quick log search.

For more information, see Managing Log Streams.

Host

A host is a physical or virtual device that computes independently and has unique
network identifiers. It runs software and serves as the fundamental component for
network communication. For LTS, hosts are classified into intra-region hosts and
extra-region hosts.

e An intra-region host is in the same region as your LTS console, for example, a
Huawei Cloud ECS.
For more information, see Installing ICAgent (Intra-Region Hosts).

e An extra-region host refers to a host located outside the current Huawei
Cloud region or a non-Huawei Cloud host. This category includes hosts in self-
built Internet Data Centers (IDCs), those provided by third parties, and those
in other Huawei Cloud regions.

For more information, see Installing ICAgent (Extra-Region Hosts).
Host Group

A host group organizes multiple hosts. By adding hosts to a group and associating
that group with log ingestion configurations, you can easily apply the same

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4
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collection settings to all hosts within the group. This simplifies both host
management and log collection.

For more information, see Managing Host Groups.

Log Ingestion

LTS enables real-time log ingestion through various modes, such as ICAgent, APIs,
SDKs, and direct ingestion from cloud services. On the LTS console, you can
perform a full range of operations on the ingested logs, including searching and
analyzing logs, displaying log statistics using charts or dashboards, and
configuring alarm reporting and log transfer.

For more information, see Log Ingestion.

ICAgent Structuring Parsing Configuration

ICAgent structuring parsing is performed on the collection side and supports
combined plug-ins for parsing. You can set multiple collection configurations with
different structuring parsing rules for a single log stream.

For more information, see Configuring ICAgent Structuring Parsing.

Cloud Structuring Parsing Configuration

Leveraging the computing power of LTS, cloud structuring parsing structures logs
in log streams using various log extraction methods. In the future, it will incur log
processing traffic fees based on the log volume.

For more information, see Setting Cloud Structuring Parsing.

Log Visualization

LTS can analyze structured logs with SQL query syntax and display analysis results
in various charts, catering to visualization needs of different O&M and operations
analysis scenarios.

With more than 40 out-of-the-box dashboard templates and preset sample data
that are easy to use and configure, LTS lowers the usage threshold and reduces
repetitive development work. Cloud service logs ingested to LTS can be directly
displayed in dashboard templates. This helps enterprises realize digital operations
based on log data and facilitates digital transformation.

For more information, see Log Visualization.

Log Alarm

LTS allows you to create log alarm rules of the keyword, search analysis, and SQL
statistics types to trigger alarms. You can then view alarm details in the alarm list
to monitor log data in real time. You can also configure alarm notification rules to
send alarms via channels like SMS message or email, ensuring you are notified
and respond to alarms promptly.

For more information, see Log Alarmes.
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Log Transfer

Logs reported to LTS from hosts and cloud services are retained for the retention
period you specify. Once this period ends, LTS automatically deletes the logs. For
long-term storage (log persistence), LTS provides the transfer function to transfer
logs to other cloud services.

The log transfer function only replicates existing logs and does not delete the
originals. Transferred logs are not affected by the automatic deletion of retained
logs in LTS once the retention period is over.

For more information, see Log Transfer.

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 6
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Application Scenarios

Log Collection and Analysis

When logs are scattered across hosts and cloud services and are periodically
cleared, it is inconvenient to obtain the information you want. That's when LTS
can come into play. LTS collects logs for unified management, and displays them
on the LTS console in an intuitive and orderly manner. You can transfer logs for
long-term storage. Collected logs can be quickly queried by keyword or fuzzy
match. You can analyze real-time logs for security diagnosis and analysis, or
obtain operations statistics, such as cloud service visits and clicks.

Service Performance Optimization

The performance of website services (such as databases and networks) and
quality of other services are important metrics for measuring customer
satisfaction. With the network congestion logs provided by LTS, you can pinpoint
the performance bottlenecks of your website. This helps you improve your website
cache and network transmission policies, as well as optimize service performance.
For example:

e Analyzing historical website data to build a service network benchmark

e Detecting service performance bottlenecks in time and properly expanding the
capacity or degrading the traffic

e Analyzing network traffic and optimizing network security policies

Quickly Locating Network Faults

Network quality is the cornerstone of service stability. Logs are reported to LTS to
ensure that you can view and locate faults in time. Then you can quickly locate
network faults and perform network forensics. For example:

e Quickly locating the root cause of an issue in Elastic Cloud Server (ECS), for
example, excessive bandwidth usage.

e Determining whether services are attacked, unauthorized links are stolen, and
malicious requests are sent through analyzing access logs, and locating and
rectifying faults in time

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 7
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Notes and Constraints

5.1 Basic Resource Constraints

This section describes the constraints on LTS basic resources.

Table 5-1 Basic resource constraints

Item

Description

Remarks

Log groups

Up to 100 log groups can be
created for a HUAWEI ID.

Each log group name must be
unique.

To increase the upper limit,
create a service ticket.

Log streams

Up to 100 log streams can be
created in a log group.

The log stream name must be
unique.

To increase the upper limit,
create a service ticket.

Log retention

Logs can be retained for 1 to
365 days.

To increase the upper limit,
create a service ticket.

Host groups

Up to 200 host groups can be
created for a HUAWEI ID.

To increase the upper limit,
create a service ticket.

Quick searches

Up to 50 quick searches can be
created in a log stream.

N/A

Dashboards

Up to 100 dashboards can be
created for a HUAWEI ID.

Up to 100 dashboard templates
can be created for a HUAWEI
ID.

Up to 200 dashboard groups
can be created for a HUAWEI
ID.

To increase the upper limit,
create a service ticket.

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Item

Description Remarks

Up to 200 dashboard template
groups can be created for a
HUAWEI ID.

Up to 50 charts can be created
for a dashboard.

Up to 10 filters can be added
for a dashboard.

Up to 100 charts can be
created for a log stream.

Logltem
(single-line log
event)

Using APIs: A single-line log N/A
event should be at most 1 MB

during ingestion.

Using APIs: A single-line log
event can contain up to 100
labels.

Using ICAgent: A single-line log
event should be at most 500 KB
during ingestion.

5.2 Log Read/Write Constraints

This section describes the constraints on LTS log read/write.

Table 5-2 Log read/write constraints

Catego | Item Description Remarks
ry
HUAW | Log write | Logs are written at a rate up to 500 To increase the
El ID traffic MB/s for a HUAWEI ID. upper limit,
create a
service ticket.
Log writes | Logs are written up to 10,000 times per | To increase the
second for a HUAWEI ID. upper limit,
Create a
service ticket.
Log query | Up to 10 MB of logs are returned in a To increase the
traffic single APl query for a HUAWEI ID. upper limit,
create a
service ticket.

Issue 01 (2025-12-22)
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Catego

Item

Description

Remarks

Log reads

Logs are read up to 1,000 times per
minute for a HUAWEI ID.

To increase the
upper limit,
create a
service ticket.

Log
group

Log write
traffic

Logs are written at a rate up to 200
MB/s in a log group.

Not
mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.

Log writes

Logs are written up to 1,000 times per
second in a log group.

Not
mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.

Log query
traffic

Up to 10 MB of logs are returned in a
single API query for a log group.

N/A

Log reads

Logs are read up to 500 times per
minute in a log group.

Not
mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.

Log
stream

Log write
traffic

Logs are written at a rate up to 100
MB/s in a log stream.

Not
mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.

Log writes

Logs are written up to 500 times per
second in a log stream.

Not
mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.

Log query
traffic

Up to 10 MB of logs are returned in a
single APl query for a log stream.

N/A

Issue 01 (2025-12-22)
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Catego | Item Description Remarks

ry
Log reads | Logs are read up to 100 times per Not

minute in a log stream. mandatory.
Service quality
cannot be
ensured if this
limit is
exceeded.
Log time | Logs in a period of 24 hours can be N/A
collected. Logs generated 24 hours
before or after the current time cannot
be collected.
For example:
e [f the current time is 11:00 on
January 7, 2022, logs generated
before 11:00 on January 6 cannot be
collected.
e If the current time is 11:00 on
January 7, 2022, logs generated
after 11:00 on January 8 cannot be
collected.

SDK Traffic You are advised to use SDK 1.0.0 or The SDK of an
generated | later. If an earlier version is used, earlier version
when the | upgrade it as soon as possible. may cause
SDK Otherwise, the SLA cannot be reporting
reports guaranteed. failures.
logs
Device Currently, this function is in the closed In the closed
SDK beta test and is not recommended in beta test,

the production environment. frequent
iterations may
occur. You need
to perform
product
upgrade when
necessary.

5.3 ICAgent Constraints

This section describes the constraints on the log collector, ICAgent.

Issue 01 (2025-12-22)
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Table 5-3 ICAgent installation constraints

Item Description Remarks
CCE cluster type | Currently, ICAgent can be installed only in N/A
the following CCE cluster types:
e CCE standard clusters
e CCE Turbo clusters
ICAgent cannot be installed in the following
CCE cluster types:
e CCE Autopilot clusters
e CCE Agile clusters
Self-built When installing ICAgent in a self-built N/A
Kubernetes Kubernetes cluster, ensure the cluster meets
cluster scale these requirements:
e Maximum nodes: 50
e Maximum pods: 400
Host installation | In host installation scenarios, do not use host | Forcing
method images that already have ICAgent installed installation
to deploy the system and ICAgent. using such
images will
result in
abnormal
ICAgent

functionality.

Table 5-4 ICAgent file collection constraints

Item Description Remarks
File UTF-8 and GBK are supported. Other | N/A
encoding encoding formats may cause garbled

characters.

For example, binary files.
Log file size | No restrictions. N/A
Log file ICAgent supports configuration of N/A
rotation fixed log file names or fuzzy match of

log file names. You need to rotate log

files manually.

Issue 01 (2025-12-22)
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You can use double asterisks (**)
to collect logs from up to five
directory levels. Example: /var/
logs/**/a.log

e Collection paths support fuzzy
match. You can use an asterisk (*)
to represent one or more
characters of a directory or file
name. Example: /var/logs/*/a.log
or /var/logs/service/a*.log

e |f the collection path is set to a
directory, for example, /var/logs/,
only .log, .trace, and .out files in
the directory are collected. If the
collection path is set to name of a
text file, that file is directly
collected.

e After you enable Allow Repeated
File Collection, one host log file
can be collected to multiple log
streams. After you disable it, each
collection path must be unique.
That is, the same path of the same
host cannot be configured for
different log groups and log
streams.

Windows

e Collection paths support recursion.
You can use double asterisks (**)
to collect logs from up to five
directory levels. Example: C:\var
\service\**\a.log

e Collection paths support fuzzy
match. You can use an asterisk (*)
to represent one or more
characters of a directory or file
name. Examples: C:\var\service\*
\a.log and C:\var\service\a*.log

e Each collection path must be
unique. That is, the same path of
the same host cannot be
configured for different log groups
and log streams.

e Each collection path must be
unique. That is, the same path of

Item Description Remarks
Log Linux N/A
;thlﬁa'on e Collection paths support recursion.

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Item Description Remarks
the same host cannot be
configured for different log groups
and log streams.
Symbolic Symbolic links are not supported. N/A
link
Single log The default size of each log is 500 KB. | N/A
size The maximum size is 1,024 KB. Excess
content will be truncated by ICAgent.
Regular ICAgent supports only RE2 regular N/A
expression expressions. For details, see Syntax.
Repeated The Allow Repeated File Collection | N/A
file option is available only for Linux
collection ECSs, not for Windows ECSs.
After you enable it, one host log file
can be collected to multiple log
streams. After you disable it, each
collection path must be unique. That
is, the same log file in the same host
can be collected to only one log
stream.
File opening | Files are opened when being read, N/A
and closed after being read.
First log All logs are collected. N/A
collection
Container In container scenarios, only the Container scenarios
logs following storage volume types are

supported for volume mounting
directories:

e hostPath volumes, with an empty
mount subpath

e emptyDir volumes, with an empty
mount subpath

Table 5-5 ICAgent performance specifications

Item

Description

Remarks

Log collection rate

Raw logs of a single
node are collected at a
rate up to 50 MB/s.

Service quality cannot be
ensured if this limit is
exceeded.

Issue 01 (2025-12-22)
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Item

Description

Remarks

Monitored directories

The default directory
recursion depth is 5, and
the maximum is 20, with
up to 500 files.

N/A

Monitored files

Container scenarios

e |CAgent can collect a
maximum of 20 log
files from a volume
mounting directory.

e |CAgent can collect a
maximum of 1,000
standard container
output log files. These
files must be in JSON
format.

VM scenarios: A
maximum of 500 files
are supported.

In container scenarios,
only the following
storage volume types are
supported for volume
mounting directories:

e hostPath volumes,
with an empty mount
subpath

e emptyDir volumes,
with an empty mount
subpath

Issue 01 (2025-12-22)
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Item Description Remarks
Default resource CPU: N/A

constraints e |If the ICAgent version

is earlier than
5.12.200, up to two
CPU cores are
consumed.

e For ICAgent version
5.12.200 and later, up
to two CPU cores are
consumed when there
are no more than 4
node cores, and the
maximum CPU
resources consumed
are dynamically
adjusted according to
node specifications
when there are more
than 4 node cores. For
details, see Table 5-6.

Memory:

The maximum memory
consumed is min{4 GB,
Physical memory/2}. A
restart is triggered if this
memory limit is
exceeded. "min{4 GB,
Physical memory/2}"
means that the smaller
value between half of
the physical memory and
4 GB is used.

Resource limit reached A forcible restart is N/A
triggered. Logs may be
lost or duplicate if
rotated during the
restart.

Agent installation, No restrictions. N/A
upgrade, or
uninstallation

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 16
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Item

Description

Remarks

CCE resource limitation

In CCE scenarios:

e Minimum CPU: 300
millicores

e Minimum memory:
300 MiB

e Minimum CPU of 300

MB indicates that the
resource.requests.cp
u value of the
ICAgent DaemonSet is
300m.

Minimum memory of
300 Mi indicates that
the
resource.requests.me
mory value of the
ICAgent DaemonSet is
300Mi.

Table 5-6 ICAgent CPU core limitation

Node CPU Specification

ICAgent CPU Core Limitation

1

1

2-7

8-15

16-31

32-63

64-127

128-255

N[fojlo | b~]JwWw | DN

Table 5-7 Other constraints on ICAgent

Item Description Remarks
Configuration update Configuration updates N/A
take effectin 1 to 3
minutes.
Dynamic configuration Console configurations N/A
loading can be dynamically
delivered. The update of
one configuration does
not affect other
configurations.
Configurations No restrictions. N/A

Issue 01 (2025-12-22)
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Item

Description

Remarks

Tenant isolation

Tenants are isolated
from each other by
default.

N/A

Log collection delay

Normally, the delay from
writing logs to the disk
to collecting the logs is
less than 10s (congestion
not considered).

N/A

Log upload

File changes are read
and uploaded
immediately once
detected. One or more
logs can be uploaded a
time.

N/A

Network error handling

Network exceptions
trigger retries at an
interval of 5s.

N/A

Resource quota used up

If the resources allocated
to the ICAgent are
insufficient due to
massive amounts of logs,
the ICAgent continues
and retries upon a
failure. Logs will be
stacked if resources are
still insufficient.

N/A

Max. retry timeout

Retry attempts are
periodically made.

N/A

Status check

The collector status is
monitored through
heartbeat detection.

N/A

Checkpoint timeout

Checkpoints are
automatically deleted if
no updates are made
within 12 hours.

N/A

Checkpoint saving

Checkpoints are updated
if logs are reported
successfully.

N/A

Checkpoint saving path

By default, checkpoints
are saved in /var/
share/oss/manager/
ICProbeAgent/internal/
TRACE.

N/A
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Item

Description

Remarks

Logs lost or repeated

ICAgent uses multiple
mechanisms to ensure
log collection reliability
and prevent data loss.
However, logs may be
lost or repeated in the
following scenarios:

e The log rotation
policy of CCE is not
used.

e Log files are rotated
at a high speed, for
example, once per
second.

e If the rsyslog service
does not exist or is
disabled, ICAgent
cannot collect system
logs.

e The container running
time, for example,
shorter than 30s, is
extremely short.

e Assingle node
generates logs at a
high speed, exceeding
the allowed transmit
bandwidth or log
collection speed. It is
recommended that
the log generation
speed of a single
node be lower than
50 MB/s.

When ICAgent is
restarted, identical data
may be collected around
the restart time.

N/A

Table 5-8 IP addresses accessible to ICAgent

Compone
nt/Service

IP Address

Description

OpenStack

http://169.254.169.254/
openstack/latest/
meta_data.json

Obtain the metadata, name, and
ID of a node.

Issue 01 (2025-12-22)
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v2.0/ps

Compone | IP Address Description

nt/Service
http://169.254.169.254/ Obtain a temporary AK/SK and
openstack/latest/securitykey security token with an agency.
http://169.254.169.254/latest/ | Obtain the EIP bound to a node.
meta-data/public-ipv4

CCE http://127.0.0.1:4194/api/ Obtain process information with

the cAdvisor API.

docker

http://127.0.0.1:4194/api/v1.2/

Obtain all container metrics with
the cAdvisor API.

http://nodeip:10255/pods

Obtain pod information with a
Kubernetes API.

Table 5-9 Ports accessible to ICAgent

Port No.

Description

#icmgr-service
{pod|b}:30200

ICAgent registration

icmgr-controller
{pod|b}:30201

ICAgent status configuration

#als-access
{podlb}:8102

Log reporting

#ams-access
{pod|b}:8149

Metric reporting

#ats-access apm
{podlb}:8923

Data reporting to APM

5.4 Log Transfer Constraints

This section describes the constraints on log transfer.

Table 5-10 Log transfer constraints

Categ | Item Description Remarks
ory
Log Transfer tasks for | A log stream can have only N/A
transfe | a log stream one task for transferring logs
r to to OBS.
OBS

Log transfer 2 minutes, 5 minutes, 30 N/A

interval minutes, 1 hour, 3 hours, 6

hours, 12 hours

Issue 01 (2025-12-22)
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Categ | Item Description Remarks
ory
Data size of each | 0 MB to 2 GB N/A
log transfer task
Transfer rate 100 MB/s. The transfer may N/A
threshold fail if this limit is exceeded.
Log transfer 10 minutes N/A
delay For example, if the transfer
interval is 30 minutes and the
transfer starts at 8:30,
transfer files will be
generated at 8:40 at the
latest.
Destination Standard buckets are N/A
bucket supported. Parallel file
systems are not supported.
Log Transfer tasks for | A log stream can have only N/A
transfe | a log stream one task for transferring logs
rto to DIS.
DIS
Log transfer Real time N/A
interval
Data size of each | N/A N/A
log transfer task
Log transfer N/A N/A
delay
Transfer rate Same as the maximum write | N/A
threshold rate of the relevant DIS
stream.
The transferred data will be
unstable if this limit is
exceeded.
Log Transfer tasks for | A log stream can have only N/A
transfe | a log stream one task for transferring logs
r to to DMS.
DMS .
Log transfer Real time N/A
interval
Data size of each | N/A N/A
log transfer task
Log transfer N/A N/A
delay
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Categ | Item Description Remarks
ory
Transfer rate Same as the upper traffic N/A
threshold limit of the relevant DMS
(Kafka) cluster.
The transferred data will be
unstable if this limit is
exceeded.
Log Transfer tasks for | A log stream can have only N/A
transfe | a log stream one task for transferring logs
r to to DWS.
DWS :
Log transfer 1 minute N/A
interval
Data size of each | <5 MB N/A
log transfer task
Log transfer 5 minutes N/A
delay For example, if the transfer
starts at 8:30, transfer files
will be generated at 8:35 at
the latest.
Transfer rate 40 MB/s N/A
threshold The transferred data will be
unstable if this limit is
exceeded.
Data reliability If the format of a batch of N/A
data is valid, transfer is
initiated at least once
(guaranteeing At Least Once
delivery). However, heavy
DWS cluster load or network
failures can cause a write
response timeout, leading to
data re-sends. This results in
data duplication and
compromises Exactly Once
accuracy.
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Categ | Item Description Remarks
ory
Table structure e Adding non-mandatory N/A
change columns to DWS tables
does not affect log
transfer.
e Adding mandatory
columns to DWS tables
during log delivery will
cause a data write failure.
e Deleting columns that
contain transfer rules from
DWS tables during log
delivery will cause a data
write failure.
Invalid data The common scenarios N/A
columns include mismatch and type
conversion failure. This batch
of data will not be written to
DWS, while other batches wiill
be written normally.
Oversized data The common scenarios N/A
columns include long string and
varchar type data. This batch
of data will not be written to
DWS, while other batches wiill
be written normally.
Log Transfer tasks for | A log stream can have only N/A
transfe | a log stream one task for transferring logs
r to to DLI.
DLI
Log transfer 5 minutes N/A
interval
Data size of each | 0 MB to 2 GB N/A
log transfer task
Transfer rate 100 MB/s. The transfer may N/A
threshold fail if this limit is exceeded.
Log transfer 10 minutes N/A
delay For example, if the transfer
interval is 30 minutes and the
transfer starts at 8:30,
transfer files will be
generated at 8:40 at the
latest.
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5.5 Log Metric Generation Constraints

This section describes the total rule quantity and constraints for LTS to generate
metrics based on logs.

Figure 5-1 Total number of metric generation rules

Generating metrics based on logs

_———» Metric generation background task 1-1

-
-
Metric generation rule 1 —==—"——— . \jetric generation backaround task 1-2
\ b Metric generation rules: On the LTS
L console, you can create metric generation
"> Metric generation background task 1-n rules, configure source log streams and

®

metric aggregation statistics rules, and store
the generated metrics to AOM

Metric generation background tasks: By
default, one background task is allocated to
each metric generation rule. The source log
traffic that can be processed by a single
background task is limited. If your source log
traffic exceeds the limit, contact technical
support to increase background tasks for
each rule.

———+| Metric generation background task 2-1

v

Metric generation rule 2 ——=—

~——» Metric generation background task 2-2

Total number of rules @

‘\\\

" Metric generation background task 2-7

Total number of background tasks

@ Total number of metric generation rules

Metric generation rule 7 —————————*| Metric generation background task /-1

S 2] Total number of metric generation
\ ANy background tasks: This is restricted by the

| Metric generation background task 7-2 hardware resources of the background. For
\ details, see the following table.

~
“~—» Metric generation background task /-1

Table 5-11 Constraints on metric generation

Categor | Item Description Remarks
y

Metric Total number By default, the maximum N/A
generati | of metric number of rules allowed for an

on generation account is 10, which is limited

rules allowed | by the metadata at the
in an account | software layer.

e By default, one background
task is allocated to each
metric generation rule. The
source log traffic that can
be processed by a single
background task is limited.
If your source log traffic
exceeds the limit, create a
service ticket to increase
the number of background
tasks for each rule.

e If there are too many log
generation metric rules and
all background tasks are
used up, some log
generation metric rules will
not be scheduled and
executed.
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Categor | Iltem Description Remarks

y
Steady log < 40 MB/s If your source log
rate of one (By default, one background traffic exceeds the
metric task is assigned to one metric | limit, create a
generation generation rule.) service ticket to
rule increase the

number of
background tasks
for each rule.

Peak log rate
of one metric
generation
rule

< 50 MB/s

(By default, one background

task is assigned to one metric
generation rule.)

If your source log
traffic exceeds the
limit, create a
service ticket to
increase the
number of
background tasks
for each rule.

Parameters for
configuring
metric
generation
rules

e Number of filter criteria
groups < 10; Number of
associations in each group <
10

e Number of fields for group
aggregation (Group By) <
15. Five or less are
recommended.

e Cardinality of fields for
group aggregation (Group
By) < 100

N/A
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Categor | Iltem Description Remarks
y
Log time The time difference between The log time must

the log time and the LTS be in order. If
system time must be smaller there is a severe
than 1 hour. Otherwise, the time disorder or
task fails to be executed and task timeout, logs
metrics cannot be generated cannot be
and reported to AOM. processed.

Typical example:
If the time of the
host where the
collector is
located is not
synchronized with
the NTP server
time or log
collection is
severely delayed,
the log time may
be disordered,
affecting the
aggregation
statistics for
generated
metrics.

5.6 OS Constraints

When purchasing a host, select an OS and glibc version supported by LTS.
Unsupported versions will prevent LTS from collecting logs from the host.

Glibc Version Constraints
Before installing ICAgent on a host, ensure that the ICAgent version and glibc

version meet the requirements. For details, see Table 5-12. Failure to meet these
requirements will prevent ICAgent installation.

Table 5-12 Glibc version requirements

ICAgent Version Glibc Version

x86 Arm
7.3.Xor earlier 2.12 or later 2.17 or later
74.X 2.14 or later 2.28 or later
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OS Constraints

You are advised to use one of the following methods to verify the host's glibc
version before installation:

Method 1: Run the following command on the host. In this example, the
command output displays glibc version 2.28. (The example version
number is for reference only.)

ldd --version

[root@debug-env-euler2pl8-build-dockerd-x86-13523852-56d9d9988-5ggsn ~]1# ldd —-version

ldd (GNU libc) 2.28

Copyright (C) 2018 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO

warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
liritten by Roland McGrath and Ulrich Drepper.

Method 2: Run the following command on the host. In this example, the
command output displays glibc version 2.28. (The example version

number is for reference only.)
ls -alh /usr/lib64/ | grep -i libc.s0.6

[reot@debug-env-euler2pl6-build-dockerd-xB6-13523852-56d9d9988f-5ggsn ~1# 1s -alh /usr/lib6u/ | grep -i libc.so0.6
Trwxrwxrwx 1 root root 12 Jul 31 2621 -> libc-2.28.50

Method 3: Run the following command on the host. In this example, the
command output displays glibc version 2.28. (The example version

number is for reference only.)
ls -alh /lib64/ | grep -i libc.s0.6

[rnot@debugfenvfeuleﬁplﬂfbuildfdockerdfoGfB5‘2‘3852756d9d9988.(;5ggsn ~]# 1s -alh /lib6d/ | grep -1 libc.so.6
Lruxrwxrwx 1 root root 12 Jul 31 2021 -> libc-2.28.50

If the glibc version of the Linux OS is earlier than the required versions listed
in Table 5-12, perform the following operations:

a.

On the Install ICAgent page of the LTS console, copy the installation
command.

Add -agentVersion XXX before ;set -o history in the installation
command. Replace XXX with the latest ICAgent version that supports
your node's glibc version, which you can find in the version list.

For example, your glibc version is 2.12, which is supported by ICAgent
7.3.X Find the latest version of 7.3.Xin the version list and use it to
replace XXX

The following example is for reference only. The actual installation
command may vary.

set +o history;curl https://xxx/ICAgent_linux/apm_agent_install.sh > apm_agent_install.sh &&
REGION=xxx bash apm_agent_install.sh -ak {input_your_ak} -sk {input_your_sk} -region xxx -
projectid xxx -accessip xxx -obsdomain xxx -accessdomain xxx -amsdomain xxx -alsdomain xxx -
aomvpcepurl xxx -ltsvpcepurl xxx -agentVersin xxx;set -o history;

For Linux x86_64 hosts, see Table 5-13.

For Linux Arm hosts, LTS supports CentOS 7.4 and later versions, and OSs of
the versions listed in Table 5-13.

For Windows hosts, see Table 5-14.
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Table 5-13 Supported OSs and versions (Linux)

oS

Version

EulerOS

2.2 64-bit (EOS reached, future support unavailable)
2.3 64-bit (EOS reached, future support unavailable)
2.5 64-bit

2.9 64-bit

2.10 64-bit

CentOS

6.3 64-bit
6.5 64-bit
6.8 64-bit
6.9 64-bit
6.10 64-bit

7.1 64-bit
7.2 64-bit
7.3 64-bit
7.4 64-bit
7.5 64-bit
7.6 64-bit
7.7 64-bit
7.8 64-bit
7.9 64-bit

8.0 64-bit
8.1 64-bit
8.2 64-bit

Ubuntu

14.04 server 64-bit
16.04 server 64-bit
18.04 server 64-bit
24.04 server 64-bit

Fedora

24 64-bit
25 64-bit
29 64-bit

Debian

7.5.0 32-bit
7.5.0 64-bit
8.2.0 64-bit
8.8.0 64-bit
9.0.0 64-bit
11.1.0 64-bit
12.0.0 64-bit
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Table 5-14 Supported OSs and versions (Windows)

(01

Version

Windows
(64-bit)

Windows Server 2019

Windows Server 2016 R2 Datacenter

Windows Server 2016 R2 Standard

Windows Server 2016 Datacenter English

Windows Server 2016 R2 Standard English

Windows Server 2012 R2 Datacenter

Windows Server 2012 R2 Standard

Windows Server 2012 Datacenter English

Windows Server 2012 R2 Standard English

Windows Server 2008 R2 Enterprise

Windows Server 2008 R2 Standard

Windows Server 2008 Enterprise English

Windows Server 2008 R2 Standard English

Windows Server 2022
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Permissions

Description

If you need to grant your enterprise personnel permission to access your LTS
resources, use ldentity and Access Management (IAM). IAM provides identity
authentication, fine-grained permissions management, and access control. IAM
helps you secure access to your LTS resources.

With IAM, you can create |AM users and grant them permission to access only
specific resources. For example, if you want some software developers in your
enterprise to be able to use LTS resources but do not want them to be able to
delete resources or perform any other high-risk operations, you can create |IAM
users and grant permission to use LTS resources but not permission to delete
them.

If your account does not require individual IAM users for permissions
management, you can skip this section.

IAM is a free service. You only pay for the resources in your account. For more
information about IAM, see .

LTS Permissions

New users do not have any permissions assigned by default. You need to first add
them to one or more groups and then attach policies or roles to these groups. The
users then inherit permissions from the groups and can perform specified
operations on LTS based on the permissions they have been assigned.

LTS is a project-level service deployed for specific regions. When you set Scope to
Region-specific projects and select the specified projects in the specified regions,
the users only have permissions for LTS in the selected projects. If you select All
projects, the users have permissions for LTS in all region-specific projects. When
accessing LTS, the users need to switch to the authorized region.

You can grant permissions by using roles and policies.

e Roles: A coarse-grained authorization strategy that defines permissions by job
responsibility. Only a limited number of service-level roles are available for
authorization. Cloud services often depend on each other. When you grant
permissions using roles, you also need to attach any existing role
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dependencies. Roles are not ideal for fine-grained authorization and least
privilege access.

e Policies: A fine-grained authorization strategy that defines permissions
required to perform operations on specific cloud resources under certain
conditions. This type of authorization is more flexible and is ideal for least
privilege access.

The system permissions supported by LTS are listed in Table 6-1.

Table 6-1 System-defined permissions for LTS

Role/ Description Type | Dependencies
Policy
Name
LTS Full permissions for LTS. Syste | CCE Administrator, OBS
FullAcces | Users with these permissions | m- Administrator, and AOM
s can perform operations on defin | FullAccess
LTS. ed
polic
y
LTS Read-only permissions for Syste | CCE Administrator, OBS
ReadOnly | LTS. Users with these m- Administrator, and AOM
Access permissions can only view defin | FullAccess
LTS data. ed
polic
y
LTS Administrator permissions Syste | Tenant Guest and Tenant
Administr | for LTS. m- Administrator
ator defin
ed
role

Table 6-2 lists the common operations supported by system-defined permissions

for LTS.

Table 6-2 Common operations supported by system-defined permissions

group

Operation LTS FullAccess LTS LTS
ReadOnlyAccess | Administrator

Querying a log v v v

group

Creating a log v x v

group

Modifying a log v x v
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Operation LTS FullAccess LTS LTS
ReadOnlyAccess | Administrator

Deleting a log v x v

group

Querying a log v v v

stream

Creating a log v x v

stream

Modifying a log v x v

stream

Deleting a log v x v

stream

Configuring log v X v

collection from

hosts

Querying a filter | v v v

Disabling a filter |V x v

Enabling a filter v x v

Deleting a filter v x v

Querying an v v v

alarm rule

Creating an alarm | ¥ x v

rule

Modifying an v x v

alarm rule

Deleting an alarm | v x v

rule

Viewing a log v v v

transfer task

Creating a log v x v

transfer task

Modifying a log v x v

transfer task

Deleting a log v x v

transfer task

Enabling a log v x v

transfer task
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Operation LTS FullAccess LTS LTS
ReadOnlyAccess | Administrator

Disabling a log v x v

transfer task

Installing ICAgent X

Upgrading X

ICAgent

Uninstalling v x v

ICAgent
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Privacy and Sensitive Information
Protection Statement

7.1 Collector Privacy Statement

O&M data will be displayed on the LTS console. It is recommended that you do
not upload your personal or sensitive data to LTS. Encrypt such data if you need to
upload it.

ICAgent Deployment

When you install ICAgent on an ECS, your AK/SK pair is required in the installation
command. Before the installation, disable history collection in the ECS to protect
your AK/SK pair. After the installation, ICAgent will encrypt your AK/SK pair and
store it.
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Basic Concepts

Log Group
A log group is a collection of log streams and the basic unit for LTS to manage
logs. You can set log retention duration for a log group.

Log Stream
A log stream is the basic unit for log reads and writes.

You can sort logs of different types, such as operation logs and access logs, into
different log streams. ICAgent will package and send the collected logs to LTS on a
log stream basis. It makes it easier to find specific logs when you need them.

The use of log streams greatly reduces the number of log reads and writes and
improves efficiency.

ICAgent

ICAgent is the log collection tool of LTS. If you want to use LTS to collect logs from
a host, you need to install ICAgent on the host. Batch ICAgent installation is
supported if you want to collect logs from multiple hosts. After ICAgent
installation, you can check the ICAgent status on the LTS console in real time.
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Related Services

This section describes the relationships between LTS and other services.

Table 9-1 Relationships between LTS and other services

Service Relationship Related
Feature
Object You can transfer logs to OBS buckets for long- Log transfer
Storage term storage, preventing log loss. Ingestion
Service (OBS) center
Elastic Cloud | After ingesting ECS logs to LTS, you can centrally | Log
Server (ECS) manage and analyze them on the LTS console. manageme
This helps you promptly detect server issues and | nt
improve server performance and reliability. Ingestion
center
Elastic Load ELB access logs record HTTP and HTTPS requests | Log
Balance (ELB) | to your load balancers, including the request manageme
time, client IP address, request path, and server nt
response. To enable access logging, you need to Ingestion
interconnect ELB with LTS and ingest the logs to | canter
LTS log groups and log streams.
Cloud After ingesting CCE logs to LTS, you can centrally | Log
Container manage and analyze them on the LTS console. manageme
Engine (CCE) | This helps you promptly detect container issues nt
anq irp.prove container performance and Ingestion
reliability. center
Virtual Private | LTS collects VPC flow logs, which record Log
Cloud (VPC) information about traffic going to and from your | manageme
VPC. These logs help you monitor network nt
traffic, analyzg network attacks, and determine Ingestion
whether security group and network ACL rules center
require modification.
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Service Relationship Related
Feature
ServiceStage LTS collects log data from ServiceStage Log
containerized applications. By processing a manageme
massive number of logs efficiently, securely, and | nt
in real time, LTS provides useful insights for you Ingestion

to optimize the availability and performance of center
cloud services and applications. It also helps you
efficiently perform real-time decision-making,
device O&M management, and service trend

analysis.
Simple LTS allows you to create custom alarm Alarm
Message notification rules. An alarm notification rule action rules
Notification associates an SMN topic with a message
(SMN) template. When an alarm is triggered, SMN

automatically sends an alarm notification via
channels like SMS or email, using the message
template. This helps you respond to alarms
promptly.
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Billing

10.1 Overview
This section describes the billing mode, billing items, and billing period of LTS.
(0 NOTE

For pricing details, go to Price Calculator.

Mode

Cloud service logs are billed in the pay-per-use mode. Fees are settled based on
the actual usage of each billing item. You can use the service first and pay for it. A
certain free quota is provided monthly.

L] NOTE
The free quota is provided based on the HUAWEI ID level and can be shared by all LTS log
groups under the account.
Billing Items

For details, see Price Calculator.
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Table 10-1 Billing items
Cate | Item | Description Mode Free Quota
gory
Traff | Log Includes write traffic and read Pay-per- 500 MB/month
ic read | traffic. use:
a”fj e Write traffic: When the Read and
write compressed data is uploaded | write
traffi to LTS, the write traffic is traffic fee
¢ billed based on the amount of | = Write
transmitted data. traffic
For example, if 5 GB data is (GB, 20%
uploaded to LTS, 1 GB write compressi
traffic (compression rate: on rate) x
20%) will be generated. Unit price
e Read traffic: Read traffic is per GB

not counted and is free of
charge.
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Cate | Item | Description Mode Free Quota
gory

Log Details are as follows: Pay-per- 500 MB/month
mdfe%?( e By default, full-text indices are | Y5¢
trafh created for raw logs. The index | Log index
¢ traffic is billed based on the fee =
index data volume generated | Index
by uncompressed logs. traffic
e Index traffic is billed at a time fJGBt) X
when data is written, i.e., full- nit price
per GB

text index traffic.

e For a field for which both a
full-text index and a field
index are constructed, index
traffic is billed only once, i.e.,
full-text index traffic.

e When the full-text index is
disabled and only the field
index is enabled, fields of long
and float types are not
counted in the index traffic.
The index traffic occupied by
each field value is 8 bytes. If
the type is string, the log field
name (Key) and field value
(Value) are stored as the text
type, and the field name and
value are included in the index
traffic. Field indexes can be
used to reduce index traffic
fees.

Example:

1. If an index (string type) is
set for the request_uri field
and the field value is /
request/path, both
request_uri and /request/
path are counted in the
index traffic.

2. If an index (long type) is
set for the status field and
the field value is 400,
status is not counted in the
index traffic. The index
traffic of 400 is 8 bytes.

NOTE
This function is now under
internal testing by some
users. It will be available soon
for all users.
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Cate | Item | Description Mode Free Quota
gory

Example:

e If 10 GB raw logs are written
and the full-text index is
enabled, the 10 GB index
traffic is billed.

e For example, if 10 GB raw logs
are written and the index for
two fields is enabled, the data
volume is 5 GB, and the 5 GB
index traffic is billed.

e |f 10 GB raw logs are written
and the index for two fields is
enabled, the 10 GB index
traffic is billed.

Stor | Log Log volume generated when raw | Pay-per- 500 MB/month
age |volu | logs (backup and compressed use:
me logs) and logs are indexed Log
(uncompressed logs). volume
Example: fee = Log
volume

If 10 GB raw logs are uploaded

and the full-text index is enabled, | (GB) X
the log volume of raw logs Unit price
per GB

(backup and compressed logs)
and indexed logs is 10 GB.

Billing Period

LTS reports service detail records (SDR) every hour, collects statistics on the usage
of all LTS resources by hour, and calculates fees based on your usage.

10.2 Billing Cases

This section describes LTS billing cases.

(1 NOTE

If the billing amount is not a whole number, round the number to the nearest two decimal
places. For example, if the estimated price is less than $0.01 USD after rounding off, $0.01
USD will be displayed.

Case 1: Free of Charge

Assume that you have a server generating 10 MB raw logs every day, full-text
index is enabled, and logs are retained for seven days (the earliest logs are deleted
first).
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You want to analyze daily logs using LTS for one month. Billing details are shown
in the following table.

Table 10-2 Billing details (free of charge)

Item Description Monthly Monthly
Usage Billing
Read/ | Daily read/write traffic: 10/5 (compression | 60 MB Free

Write rate) = 2 MB. Accumulated read and write
traffic | traffic for 30 days: 30 x 2 = 60 MB.

Index | Accumulated index traffic for 30 days: 10 x | 300 MB Free
traffic | 30 = 300 MB

Storag | Log volume =7 x 10 MB 70 MB Free
e

Case 2: Full-Text Index

Assume that you have a server generating 100 GB raw logs every day, full-text
index is enabled, and logs are retained for 30 days (the earliest logs are deleted
first).

You want to analyze daily logs using LTS for one month. Billing details are shown
in the following table.

Table 10-3 Billing details (full-text index)

Item Description Mo | Unit Monthly Billing
nth | Price
ly
Usa

ge

Read/ Daily read and write traffic: 600 | $0.05 (600 GB - 500 MB/
Write 100 GB/5 (compression rate) GB | USD/G | 1,024) x 0.05 =
traffic = 20 GB. Accumulated read B $29.98 USD

and write traffic for 30 days:
20 GB x 30 = 600 GB.

Index 100 GB x 30 = 3,000 GB 3,0 | $0.08 (3,000 GB - 500 MB
traffic 00 | USD/G | free quota/1,024) x
GB |B 0.08 = $239.96 USD

Storage | Log volume = 100 GB/day x 3,0 | $0.000 | (3,000 GB - 500 MB
30 days = 3,000 GB 00 | 125 free quota/1,024) x
GB | USD/G | 0.000125 x 24 hours
B-hour | x 30 days = $269.96
usD
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Case 3: Disabling the Full-Text Index and Enabling the Index Field

Assume that you have a server generating 100 GB raw logs every day, full-text
index is disabled, logs are written to the log service, and the index for five fields is

enabled.

The data volume is 50 GB.

Logs are retained for 30 days (the earliest logs are deleted first).

You want to analyze daily logs using LTS for one month. Billing details are shown
in the following table.

Table 10-4 Billing details (disabling the full-text index and enabling the index

field)
Item Description Mo | Unit Monthly Billing
nth | Price
ly
Usa
ge
Read/ Daily read and write traffic: 600 | $0.05 (600 GB - 500 MB/
Write 100 GB/5 (compression rate) = | GB | USD/G | 1,024) x 0.05 =
traffic 20 GB. Accumulated read and B $29.98 USD
write traffic for 30 days: 20 GB
x 30 = 600 GB.
Index 50 GB x 30 = 1,500 GB 1,5 | $0.08 (1,500 GB - 500 MB
traffic 00 | USD/G | free quota/1,024) x
GB |B 0.08 = $119.96 USD
Storage | Log volume = 100 GB/day x 30 | 3,0 | $0.000 | (3,000 GB - 500 MB
days = 3,000 GB 00 | 125 free quota/1,024) x
GB | USD/G | 0.000125 x 24 hours
B-hour | x 30 days = $269.96
usD

10.3 Bill Query

This section describes how to query bills.

Step 1 Log in to the management console.

Step 2 Choose Billing & Costs > Bills to go to the billing center.

Step 3 In the navigation pane, choose Billing > Transaction and Detailed Bills.

Step 4 On the Bill Details page, set Billing Cycle and set Product Type to LTS to view
transactions and detailed bills.

--—-End
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Glossary

This section describes common terms used in LTS to help you better understand
and use LTS.

Table 11-1 Terms

Abbrevi
ation

Full Spelling

Definition

LTS

Log Tank
Service

LTS collects, analyzes, and stores logs. You can use
LTS for efficient device O&M, service trend
analysis, security audits, and monitoring.

Log group

A log group is a group of log streams and is the
basic unit for log management in LTS. You need to
create a log group before collecting, querying, and
transferring logs.

Log stream

A log stream is the basic unit for log reads and
writes. If there are many logs to collect, you are
advised to separate logs into different log streams
based on log types, and name log streams in an
easily identifiable way.

ICAgent

ICAgent is the log collection tool of LTS. If you
want to use LTS to collect logs from a host, you
need to install ICAgent on the host. Batch ICAgent
installation is supported if you want to collect logs
from multiple hosts. After ICAgent installation, you
can check the ICAgent status on the LTS console in
real time.

Issue 01 (2025-12-22) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

44




	Contents
	1 Infographics
	2 What Is LTS?
	3 Functions
	4 Application Scenarios
	5 Notes and Constraints
	5.1 Basic Resource Constraints
	5.2 Log Read/Write Constraints
	5.3 ICAgent Constraints
	5.4 Log Transfer Constraints
	5.5 Log Metric Generation Constraints
	5.6 OS Constraints

	6 Permissions
	7 Privacy and Sensitive Information Protection Statement
	7.1 Collector Privacy Statement

	8 Basic Concepts
	9 Related Services
	10 Billing
	10.1 Overview
	10.2 Billing Cases
	10.3 Bill Query

	11 Glossary

