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1 Overview

Before creating a DRS task, make preparations given in the following table to
meet the environment requirements.

Table 1-1 Preparations

Item Description Reference

Account Prepare a cloud account,
create a user, and grant
permissions to the user
to use DRS.

Register a HUAWEI CLOUD account by
referring to Registering a Huawei Cloud
Account.
Register an account by referring to
Permissions Management.

Databas
e

Prepare the source and
destination databases
with required user
permissions.

Different scenarios require different
databases and permissions. For details,
refer to the following sections:

Networ
k

The source database is
deployed on a local host.

For details, see From On-premises
Databases to Huawei Cloud.

The source is other cloud
databases.

For details, see From Other Cloud
Databases to Huawei Cloud.

The source is a HUAWEI
CLOUD database.

For details, see From Huawei Cloud to
Huawei Cloud.

The source is an ECS
database.

For details, see From ECS Databases to
Huawei Cloud.
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2 Registering a Huawei Cloud Account

Register a HUAWEI CLOUD account. With this account, you can use all services on
HUAWEI CLOUD and only need to pay for the services you use.

Go to the HUAWEI CLOUD official website and register an account by following
the instructions in Account Registration Process.

Then, you can automatically log in to HUAWEI CLOUD. You can use the cloud
services only after completing real-name authentication.
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3 Permissions Management

3.1 Creating a User and Granting Permissions
This section describes how to use Enterprise Management or IAM to achieve fine-
grained permissions management for your DRS tasks.

● With IAM, you can:
– Create IAM users for employees based on the organizational structure of

your enterprise. Each IAM user has their own security credentials,
providing access to DRS resources.

– Grant only the permissions required for users to perform a task.
– Entrust an account or cloud service to perform professional and efficient

O&M on your DRS resources.

If your account does not require individual IAM users, skip this chapter.

This section describes the procedure for granting permissions (see Figure 3-1).

Prerequisites
Learn about the permissions (see Permissions Management) supported by DRS
and choose policies or roles according to your requirements. For the system
policies of other services, see Permissions Policies.

Process Flow

Figure 3-1 Process for granting DRS permissions

1. Create a user group and assign permissions to it.
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Create a user group on the IAM console, and assign the DRS Administrator
policy to the group.

2. Create a user.
Create a user on the IAM console and add the user to the group created in 1.

3. Log in and verify permissions.
Log in to the management console by using the newly created user, and verify
that the user only has read permissions for DRS.
Go to the DRS console, click Create Migration Task in the upper right corner
to create a migration task. If a migration task (assume that there is only the
DRS Administrator permission) is created, the DRS Administrator policy has
taken effect.

3.2 Creating a Custom Policy
Custom policies can be created to supplement the system-defined policies of DRS.

You can create custom policies in either of the following ways:

● Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

● JSON: Edit JSON policies from scratch or based on an existing policy.

For details about how to create a custom policy, see Creating a Custom Policy.
The following describes examples of common DRS custom policies.

Example Custom Policies
● Example 1: Allowing users to create DRS instances

{
    "Version": "1.1",
    "Statement": [{
                "Action": ["drs:instance:create"],
        "Effect": "Allow"
    }]
}

● Example 2: Denying DRS instance deletion
A policy with only "Deny" permissions must be used in conjunction with other
policies to take effect. If the permissions assigned to a user contain both
"Allow" and "Deny", the "Deny" permissions take precedence over the "Allow"
permissions.
The following method can be used if you need to assign permissions of the
DRS FullAccess policy to a user but you want to prevent the user from
deleting DRS instances. Create a custom policy for denying DRS instance
deletion, and attach both policies to the group to which the user belongs.
Then, the user can perform all operations on DRS instances except deleting
DRS instances. The following is an example of the deny policy:
{
    "Version": "1.1",
    "Statement": [{
        "Action": ["drs:instance:delete"],
        "Effect": "Deny"
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    }]
}
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4 From On-premises Databases to Huawei
Cloud

4.1 Accessing Huawei Cloud over a Public Network
Figure 4-1 shows how to use DRS to migrate data from on-premises databases to
Huawei Cloud databases over a public network.

Figure 4-1 Network diagram

To access databases in the on-premises data center, configure the source database
to accept connections from the EIP of the DRS instance. Figure 4-2 shows the
process.

Figure 4-2 Flowchart
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Network Configurations
Step 1 Create a DRS task and obtain the EIP of the DRS instance.

The IP address displayed on the Configure Source and Destination Databases
page is the EIP of the DRS instance.

Figure 4-3 EIP of the DRS instance

Step 2 Configure the firewall of the local data center.

The firewall of the local data center must allow access from the EIP of the DRS
instance so that the DRS instance can access the on-premises databases.

Inbound access is the access from the EIP of the DRS instance to the database
listening port.

Outbound access is the transfer of data from the database listening port to the EIP
of the DRS instance.

Step 3 Configure the IP address whitelist for the on-premises database.

Add the EIP of the DRS instance to the whitelist of the on-premises database to
allow the access from the DRS instance.

The method for configuring the whitelist depends on the database type. For
details, see the official documents of each database.

Step 4 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the on-premises database
and then click Test Connection to check whether the connection is successful.

----End

4.2 Accessing Huawei Cloud over a VPN
Figure 4-4 shows how to use DRS to migrate data from on-premises databases to
Huawei Cloud databases using a VPN.

Figure 4-4 Network diagram
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To access a database in the local data center using a VPN, purchase the VPN
service on Huawei Cloud and configure the VPN to connect to the VPC that
contains the DRS instance. In addition, you need to configure the VPN device on
the firewall or host in the local data center. Figure 4-5 shows the operation
process.

Figure 4-5 Flowchart

Network Configurations

Step 1 Create a DRS instance and obtain the subnet and private IP address of the DRS
instance.

By default, the DRS instance is in the same subnet as the destination database.

Figure 4-6 Replication instance information

After the DRS replication instance is created, the private IP address of the DRS
replication instance is displayed.

Figure 4-7 Private IP address of the DRS instance

Step 2 Query the name of the VPC to which the DRS instance belongs.

By default, the DRS replication instance and the destination RDS instance are
created in the same VPC. You can log in to the destination RDS instance to view
information about the VPC where the replication instance is located.
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Figure 4-8 Destination database information

Step 3 Purchase a VPN and configure the VPN gateway and connection.

For details, see Getting Started with Virtual Private Network.

When you create a VPN gateway, configure the VPC by referring to the VPC
information obtained in Step 2. When you create a VPN connection, configure the
subnet associated with the replication instance by referring to the subnet
information obtained in Step 1.

Step 4 Configure the VPN device in the local data center.

The configuration method of the VPN device depends on the type of the firewall
or host in the local data center. For details, see "Configuring the Remote Device"
in Getting Started with Virtual Private Network.

Step 5 Configure the IP address whitelist for the on-premises database.

Add the private IP address of the DRS instance to the whitelist of the on-premises
database to allow access from the DRS instance.

The method for configuring the whitelist depends on the database type. For
details, see the official documents of each database.

Step 6 Configure a security group and an access control list (ACL).

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
instance in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the on-premises database is
allowed.

Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the on-premises
database is allowed.

Step 7 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
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enter the IP address, port, username, and password of the on-premises database
and then click Test Connection to check whether the connection is successful.

----End
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5 From Other Cloud Databases to Huawei
Cloud

5.1 Accessing Huawei Cloud over a Public Network
Figure 5-1 shows how to use DRS to migrate data from other cloud databases to
Huawei Cloud databases over a public network.

Figure 5-1 Network diagram

If you use DRS to access other cloud databases through a public network, bind an
EIP to the cloud database and add the EIP of the DRS instance to the whitelist of
the cloud database. After that, the DRS instance can access the cloud database
through the EIP. Figure 5-2 shows the operation process.

Figure 5-2 Flowchart
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Network Configurations
Step 1 Create a DRS task and obtain the EIP of the DRS instance.

The IP address displayed on the Configure Source and Destination Databases
page is the EIP of the DRS instance.

Figure 5-3 EIP of the DRS instance

Step 2 Apply for an EIP and bind it to the database on the other cloud.

The configuration method depends on the database type. For details, see the
official documents of the corresponding cloud platform.

Step 3 Configure the IP address whitelist for the database on the other cloud.

Add the EIP of the DRS instance to the whitelist to allow the traffic from the EIP.

The method for configuring the whitelist depends on the cloud database vendor.
For details, see the official documents of the corresponding cloud database
vendor.

Step 4 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the database on the other
cloud and then click Test Connection to check whether the connection is
successful.

----End

5.2 Accessing Huawei Cloud over a VPN
Figure 5-4 shows how to use DRS to migrate data from other cloud databases to
Huawei Cloud databases over a VPN.

Figure 5-4 Network diagram

If you use DRS to access other cloud databases over a VPN, purchase a VPN on
Huawei Cloud and configure the VPN to connect to the VPC that contains the DRS
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instance. In addition, you need to purchase and configure a VPN on the other
cloud to enable communication between the DRS instance and the source
database. Figure 5-5 shows the process.

Figure 5-5 Flowchart

Network Configurations

Step 1 Create a DRS instance and obtain the subnet and private IP address of the DRS
instance.

By default, the DRS instance is in the same subnet as the destination database.

Figure 5-6 Replication instance information

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 5-7 Private IP address of the DRS instance

Step 2 Query the name of the VPC to which the DRS instance belongs.

By default, the DRS replication instance and the destination RDS instance are
created in the same VPC. You can log in to the destination RDS instance to view
information about the VPC where the replication instance is located.
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Figure 5-8 Destination database information

Step 3 Purchase a VPN and configure the VPN gateway and connection.

For details, see Getting Started with Virtual Private Network.

When you create a VPN gateway, configure the VPC by referring to the VPC
information obtained in Step 2. When you create a VPN connection, configure the
subnet associated with the replication instance by referring to the subnet
information obtained in Step 1.

Step 4 Purchase a VPN on the other cloud and connect to the VPN based on the Huawei
Cloud VPN configuration.

For details, see the documents on the official websites of the corresponding cloud
database.

Step 5 Configure the IP address whitelists for the other cloud database.

Add the private IP address of the replication instance to the whitelist. The method
for configuring the whitelist depends on the cloud database vendor. For details,
see the official documents of the corresponding database.

Step 6 Configure a security group and an access control list (ACL).

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
instance in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the source database is allowed.

Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the source
database is allowed.

Step 7 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the database on the other
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cloud and then click Test Connection to check whether the connection is
successful.

----End
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6 From Huawei Cloud to Huawei Cloud

6.1 Accessing Huawei Cloud Through a VPC (Same
Region and Same VPC)

Figure 6-1 shows how to use DRS to migrate data across databases in the same
region and VPC on Huawei Cloud.

Figure 6-1 Network diagram

If the DRS instance, the source and the destination RDS databases are in the same
VPC and region, ensure that the network ACL and security group of the source
RDS database allow the inbound traffic of the DRS replication instance, and the
network ACL and security group of the DRS replication instance allow the
outbound traffic. Figure 6-2 shows the process.
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Figure 6-2 Flowchart

Network Configurations

Step 1 Create a DRS instance and obtain the private IP address of the DRS instance.

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 6-3 Private IP address of the DRS instance

Step 2 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the source database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 3 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the source database is allowed.

Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the source
database is allowed.

Step 4 Test the connection.
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Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End

6.2 Accessing Huawei Cloud Through a VPC (Same
Region and Different VPCs)

Figure 6-4 shows how to use DRS to migrate data across databases in the same
region but different VPCs on Huawei Cloud.

Figure 6-4 Network diagram

If you use DRS to access Huawei Cloud databases in a different VPC in the same
region, create a VPC peering connection between the two VPCs. Ensure that the
network ACL and security group associated with the source database allow
inbound traffic, and the network ACL and security group associated with the
replication instance allow the outbound traffic. If the source and destination
databases are not in the same VPC, the CIDR blocks of the source and destination
databases must be different. Figure 6-5 shows the process.

Figure 6-5 Flowchart

Network Configurations

Step 1 Create a VPC peering connection.

For details, see Virtual Private Cloud User Guide.
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Step 2 Create a DRS instance and obtain the private IP address of the DRS instance.

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 6-6 Private IP address of the DRS instance

Step 3 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 4 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the source database is allowed.

Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the source
database is allowed.

Step 5 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End

6.3 Accessing Huawei Cloud over a Public Network
(Different Regions)

Figure 6-7 shows how to use DRS to migrate data across databases in different
regions over a public network on Huawei Cloud.
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Figure 6-7 Network diagram

If you use DRS to access a cross-region RDS database over a public network, bind
an EIP to the RDS source database and configure inbound rules for the network
ACL and security group associated with the source database in Region-A to allow
inbound traffic from the EIP of the DRS replication instance. In addition, configure
the outbound rules for the network ACL and security group associated with the
DRS replication instance in Region-B to allow the outbound traffic. Figure 6-8
shows the process.

Figure 6-8 Flowchart

Network Configurations

Step 1 Bind an EIP to the source database.

For details, see the official documents of Huawei Cloud databases.

For example, with Huawei Cloud RDS MySQL as the source, see Getting Started
with Relational Database Service.

Step 2 Create a DRS task and obtain the EIP of the DRS instance.

The IP address displayed on the Configure Source and Destination Databases
page is the EIP of the DRS instance.

Figure 6-9 EIP of the DRS instance

Step 3 Configure the network ACL associated with the security group and subnet of the
source database.
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Security group: Add an inbound rule to allow traffic from the EIP of the DRS
replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the EIP and random port
of the DRS replication instance to the IP address and listening port of the source
database.

Step 4 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the security group
associated with the replication instance to the IP address and listening port of the
source database is allowed.

Network ACL: Ensure that the outbound traffic from the VPC where the replication
instance resides and the DRS random port to the IP address and listening port of
the source database is allowed.

Step 5 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End

6.4 Accessing Huawei Cloud Through a VPN (Different
Regions)

Figure 6-10 shows how to use DRS to migrate data across databases in different
regions in a VPN network on Huawei Cloud.

Figure 6-10 Network diagram
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If you use DRS to access a cross-region RDS database through a VPN, purchase
the VPN service on Huawei Cloud in Region-B and configure the VPC and subnet
where DRS resides. In addition, purchase the VPN service in Region-A, configure
the VPN peer device, and add inbound rules for the network ACL and security
group associated with the source database in Region-A to allow traffic from the
private IP address of the replication instance. Then, configure outbound rules for
the network ACL and security group associated with the replication instance in
Region-B to allow outbound traffic. Figure 6-11 shows the process.

Figure 6-11 Flowchart

Network Configurations

Step 1 Create a DRS instance and obtain the subnet and private IP address of the DRS
instance.

By default, the DRS instance is in the same subnet as the destination database.

Figure 6-12 Replication instance information

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 6-13 Private IP address of the DRS instance

Step 2 Query the name of the VPC to which the DRS instance belongs.

By default, the DRS replication instance and the destination RDS database are
created in the same VPC. You can log in to the destination RDS instance to view
information about the VPC where the replication instance is located.
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Figure 6-14 Destination database information

Step 3 Purchase a VPN in the target region and configure the VPN gateway and
connection.

For details, see Getting Started with Virtual Private Network.

When you create a VPN gateway, configure the VPC by referring to the VPC
information obtained in Step 2. When you create a VPN connection, configure the
subnet associated with the replication instance by referring to the subnet
information obtained in Step 1.

Step 4 Purchase a VPN in the source region and configure the VPN peer device.

For details, see "Configuring the Remote Device" in Getting Started with Virtual
Private Network.

Step 5 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 6 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the security group
associated with the replication instance to the IP address and listening port of the
source database is allowed.

Network ACL: Ensure that the outbound traffic from the VPC where the replication
instance resides and the DRS random port to the IP address and listening port of
the source database is allowed.

Step 7 Test the connection.
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Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End
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7 From ECS Databases to Huawei Cloud

7.1 Accessing Huawei Cloud Through a VPC (Same
Region and Same VPC)

Figure 7-1 shows how to use DRS to migrate data from an ECS database to a
Huawei Cloud database in the same region and VPC on Huawei Cloud.

Figure 7-1 Network diagram

You can use an ECS database as the source. If the source and destination
databases are in the same VPC and region and DRS uses the VPC network, ensure
that the network ACL and security group associated with the source database
allow inbound traffic from the DRS replication instance. In addition, add the IP
address of the replication instance to the whitelist of the source database, and
ensure that the network ACL and security group associated with the DRS
replication instance allow outbound traffic. Figure 7-2 shows the process.
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Figure 7-2 Flowchart

Network Configurations

Step 1 Create a DRS instance and obtain the private IP address of the DRS instance.

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 7-3 Private IP address of the DRS instance

Step 2 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 3 Configure the IP address whitelist for the ECS database.

Add the private IP address of the DRS instance to the whitelist of the ECS
database. The method for configuring the whitelist depends on the cloud database
type. For details, see the official documents of the corresponding database.

Step 4 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the source database is allowed.
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Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the source
database is allowed.

Step 5 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End

7.2 Accessing Huawei Cloud Through a VPC (Same
Region and Different VPCs)

Figure 7-4 shows how to use DRS to migrate data from an ECS database to a
Huawei Cloud database in the same region but different VPCs on Huawei Cloud.

Figure 7-4 Network diagram

You can use an ECS database as the source. If the source and destination
databases are in two different VPCs in the same region, create a VPC peering
connection between the two VPCs. Ensure that the network ACL and security
group associated with the source database allow inbound traffic from the DRS
replication instance. In addition, add the replication instance IP address to the
whitelist of the source database, and ensure that the network ACL and security
group associated with the DRS replication instance allow outbound traffic. If the
source and destination databases are not in the same VPC, the CIDR blocks of the
source and destination databases must be different.

Figure 7-5 Flowchart
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Network Configurations

Step 1 Create a VPC peering connection.

For details, see Virtual Private Cloud User Guide.

Step 2 Create a DRS instance and obtain the private IP address of the DRS instance.

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 7-6 Private IP address of the DRS instance

Step 3 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 4 Configure the IP address whitelist for the ECS database.

Add the private IP address of the DRS instance to the whitelist of the ECS
database. The method for configuring the whitelist depends on the cloud database
type. For details, see the official documents of the corresponding database.

Step 5 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the DRS private network IP
address to the IP address and listening port of the source database is allowed.

Network ACL: Ensure that the outbound traffic from the DRS private network IP
address and random port to the IP address and listening port of the source
database is allowed.

Step 6 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
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enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End

7.3 Accessing Huawei Cloud over a Public Network
(Different Regions)

Figure 7-7 shows how to use DRS to migrate data from an ECS database to a
Huawei Cloud database in different regions over a public network on Huawei
Cloud.

Figure 7-7 Network diagram

You can use an ECS database as the source. If the source and destination
databases are in different regions and DRS uses a public network, bind an EIP to
the ECS where the source database is located, configure the inbound rules for the
network ACL and security group of the Region-A source database to allow traffic
from the EIP of the DRS replication instance, add the EIP of the DRS replication
instance to the whitelist of the source database, and ensure that the outbound
traffic from the network ACL and security group of the DRS replication instance in
Region-B is allowed. Figure 7-8 shows the operation process.

Figure 7-8 Flowchart

Network Configurations
Step 1 Bind an EIP to the source database.

For details, see the official documents of HUAWEI CLOUD databases.

For example, with Huawei Cloud RDS MySQL as the source, see Getting Started
with Relational Database Service.
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Step 2 Create a DRS task and obtain the EIP of the DRS instance.

The IP address on the Configure Source and Destination Databases page is the
EIP of the DR instance.

Figure 7-9 EIP of the DRS instance

Step 3 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the EIP of the DRS
replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the EIP and random port
of the DRS replication instance to the IP address and listening port of the source
database.

Step 4 Configure the IP address whitelist for the ECS database.

Add the private IP address of the DRS instance to the whitelist of the ECS
database. The method for configuring the whitelist depends on the cloud database
type. For details, see the official documents of the corresponding database.

Step 5 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the security group
associated with the replication instance to the IP address and listening port of the
source database is allowed.

Network ACL: Ensure that the outbound traffic from the VPC where the replication
instance resides and the DRS random port to the IP address and listening port of
the source database is allowed.

Step 6 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End
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7.4 Accessing Huawei Cloud Through a VPN (Different
Regions)

Figure 7-10 shows how to use DRS to migrate data from an ECS database to a
Huawei Cloud database in different regions over a VPN network on Huawei Cloud.

Figure 7-10 Network diagram

You can use an ECS database as the source. If the source and destination
databases are in different regions and DRS uses a VPN, purchase the VPN service
on Huawei Cloud Region-B, configure the VPC and subnet associated with the DRS
replication instance, and purchase the VPN service on Region-A and configure the
VPN peer device. In addition, configure the inbound rules for the network ACL and
security group associated with the source database in Region-A to allow traffic
from the EIP of the DRS migration instance, add the private IP address of the DRS
replication instance to the source database whitelist, and ensure the outbound
traffic from the network ACL and security group associated with the DRS
replication instance in Region-B is allowed. Figure 7-11 shows the operation
process.

Figure 7-11 Flow chart

Network Configurations

Step 1 Create a DRS instance and obtain the subnet and private IP address of the DRS
instance.

By default, the subnet associated with the DRS instance is the same as that of the
destination database.
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Figure 7-12 Replication instance information

After the DRS replication instance is created, the private IP address of the
replication instance is displayed.

Figure 7-13 Private IP address of the DRS instance

Step 2 Query the name of the VPC to which the DRS instance belongs.

By default, the DRS replication instance and the destination RDS database are
created in the same VPC. You can log in to the destination RDS instance to view
information about the VPC where the replication instance is located.

Figure 7-14 Destination database information

Step 3 Purchase a VPN in the target region and configure the VPN gateway and
connection.

For details, see Getting Started with Virtual Private Network.

When you create a VPN gateway, configure the VPC by referring to the VPC
information obtained in Step 2. When you create a VPN connection, configure the
subnet associated with the replication instance by referring to the subnet
information obtained in Step 1.

Step 4 Purchase a VPN in the source region and configure the VPN peer device.

For details, see "Configuring the Remote Device" in Getting Started with Virtual
Private Network.
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Step 5 Configure the network ACL associated with the security group and subnet of the
source database.

Security group: Add an inbound rule to allow traffic from the private IP address of
the DRS replication instance to the database listening port.

Network ACL: By default, a VPC does not have a network ACL. If you have a
network ACL, add an inbound rule to allow traffic from the private IP address and
random port of the DRS replication instance to the IP address and listening port of
the source database.

Step 6 Configure the IP address whitelist for the source database.

Add the private IP address of the DRS replication instance to the whitelist of the
source database. The method for configuring the whitelist depends on the cloud
database type. For details, see the official documents of the corresponding
database.

Step 7 Configure the network ACL associated with the security group and subnet of the
DRS replication instance.

By default, a VPC does not have a network ACL, and the default security group
rules allow all outbound traffic. The replication instance and destination RDS
database in the same security group can communicate with each other by default,
so you do not need to configure a network ACL.

If you have configured a network ACL or security group, log in to the VPC
management console and check the settings:

Security group: Ensure that the outbound traffic from the security group
associated with the replication instance to the IP address and listening port of the
source database is allowed.

Network ACL: Ensure that the outbound traffic from the VPC where the replication
instance resides and the DRS random port to the IP address and listening port of
the source database is allowed.

Step 8 Test the connection.

Log in to the DRS console, locate the created DRS task, and click Edit in the
Operation column. On the Configure Source and Destination Databases page,
enter the IP address, port, username, and password of the source database and
then click Test Connection to check whether the connection is successful.

----End
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