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Backup and Restoration Best Practices

1.1 Overview

GaussDB ensures high availability, but accidental or intentional deletion of a
database or table will result in data loss across both primary and standby nodes,
making it unrecoverable from the standby node. In this case, you can only restore
the deleted data from backup. GaussDB enables data restoration from backup,
either to the state it was in when the backup was created or to a specific point in
time.

This section outlines typical accidental operations and their corresponding
recovery methods. For details, see Table 1-1. It also presents typical use cases and
performance specifications for backup and restoration. For details, see Table 1-2.
You can choose different data restoration methods based on service requirements.

Restoration Methods for Misoperations

Table 1-1 Restoration methods for different misoperations

Scenario Restoration Method Restoratio | Instructions
n Scope
An instance | Locate the deleted instance in All Restoring an
is deleted by | the recycle bin and rebuild it. databases | Instance from
mistake. and tables | the Recycle Bin
If a manual backup was created | All Restoring an
before the instance was databases | Instance from a
deleted, restore the instance on | and tables | Backup
the Backups page.
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Scenario Restoration Method Restoratio | Instructions
n Scope
A table is Use the database and table o All e Restoring
deleted by restoration method to restore databas Databases or
mistake. the table. es and Tables to a
tables Specific Point
e Certain in Time
databas | ¢ Restoring
es and Databases or
tables Tables Using
a Backup
A database Use the database and table o All
is deleted by | restoration method to restore databas
mistake. the database. es and
tables
e Certain
databas
es and
tables
An entire Use the database and table o All
table is restoration method to restore databas
overwritten, | table data. es and
or the tables
columns, e Certain
rows, or databas
data in a es and
table is tables
deleted or
modified by
mistake.
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Copyright © Huawei Cloud Computing Technologies Co., Ltd. 2



GaussDB
Best Practices

1 Backup and Restoration Best Practices

Backup and Restoration Use Cases and Performance Specifications

Table 1-2 Backup and restoration use cases and performance specifications

Use Key Typical Performance Specifications
Case Perform | Data

ance Volume

Factor

DB e Data | Data OBS backup and restoration specifications:

Instanc size | volume: | 1 |4 5 standard environment, a full backup or

e e Netw | Petabyte restoration of 2 TB of data can be completed

backu ok |3 within 8 hours.

P confi | Object | 2. with the right hardware, plenty of OBS
gurat | quantity: bandwidth, a high compression ratio, and
1on abﬁf‘t 1 independent deployment, the full backup or

million

restoration duration can be calculated using
the following formula:

e Distributed instances
Backup or restoration duration = (Total data volume of
the DB instance/Number of shards)/min(Disk I/O read
bandwidth, Compression bandwidth, Single-thread OBS
transmission bandwidth/Compression ratio)

e Centralized instances
Backup or restoration duration = Total data volume of
the DB instance/min(Disk 1/O read bandwidth,
Compression bandwidth, Single-thread OBS
transmission bandwidth/Compression ratio)

Issue 01 (2025-08-18)
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Use
Case

Key
Perform
ance
Factor

Typical
Data
Volume

Performance Specifications

NOTE

e min() means that the smallest of the values
listed is used.

e Disk read bandwidth:
e SATA SSD: 200 MB/s to 300 MB/s
e SAS SSD: ~500 MB/s
e NVMe SSD: ~1 GB/s

Reserving enough bandwidth for database
workloads is critical, or backup tasks may
severely degrade performance.

e Compression bandwidth: LZ4 compression is
used by default. Generally, the compression
bandwidth ranges from 300 MB/s to 400 MB/s.
The compression level ranges from 1 (default)
to 9. Higher levels slow down compression and
cause the backup to take longer. The exact
time varies depending on data attributes.

e Single-thread OBS transmission bandwidth: 100
MB/s to 300 MB/s in unrestricted mode or the
specified limit in speed-restricted mode.

e Compression ratio: LZ4 compression is used by
default, achieving a compression ratio between
0.1 and 0.5. The compression ratio depends on
various data attributes.

e Setting the parallel upload parameter to 2 or
higher increases CPU and other resource usage
during backups. Backup performance improves
based on the ratio of OBS single-stream
transmission bandwidth to total OBS
bandwidth. However, if single-stream
bandwidth multiplied by the parallel upload
parameter exceeds the total bandwidth, no
further performance gains are achieved.

3. During the restoration of a backup set for

hash bucket tables undergoing scale-out and
redistribution in a distributed instance:
Restoration time (excluding the redistribution
process after restoration) < 2 x Restoration
duration of a backup set with the same data
volume in the same way during non-scale-
out + Redistribution duration of hash bucket
tables with the same data volume.

When restoring a backup set for hash bucket
tables undergoing scale-out and
redistribution, there are three steps:

e Step 1: Restore the full backups of all
nodes, restore all incremental backups of

Issue 01 (2025-08-18)
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Use
Case

Key
Perform
ance
Factor

Typical
Data
Volume

Performance Specifications

the old DNs before scale-out, and replay
logs.

e Step 2: Physically migrate the hash bucket
files to be redistributed from the old DNs
to the new DNs.

e Step 3: Restore all incremental backups of
the new DNs and replay logs.

4. The time it takes to start up a distributed
instance after data restoration depends on
the number of sequences and databases
involved.

e During startup after restoration, the
sequence information of each database is
obtained and set in ETCD. Most of the
time is spent on acquiring sequence
information and configuring sequences in
ETCD.

- Connecting to each database to acquire
sequence information: The more the
databases, the longer the time
required.

- Configuring sequences in ETCD: The
more the sequences, the longer the
time required.

e Updating PGXC catalog information:
When you connect to each database to
update the pgxc_class and pgxc_slice
catalog information, the more the
databases, the longer the time required.

Issue 01 (2025-08-18)
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Use Key Typical Performance Specifications
Case Perform | Data

ance Volume

Factor
Datab | e Data | - Database-level physical restoration based on
ase- size OBS consists of four steps:
level' e Netw e Step 1: Read all data for database-level
physic ork restoration from the backup media. In a
al confi standard Huawei Cloud environment, 2 TB of
restora gurat data can be read within 8 hours.
tion ion

e Step 2: Run VACUUM FREEZE on database-
level data in the auxiliary database. The
VACUUM FREEZE performance is as follows:

- Distributed instances:
1,400 GB/hour per shard. Parallel
replication is allowed between shards.

- Centralized instances:
1,400 GB/hour.

e Step 3: Replicate the database-level data
after VACUUM FREEZE to each DN replica of
the production instance. The replication
performance is as follows:

- Distributed instances:
Replication performance = Data volume of
a single shard/min(Network bandwidth,
Disk 1/O bandwidth). Parallel replication is
allowed between shards.

- Centralized instances:
Replication performance = Database-level
data volume to be restored/min(Network
bandwidth, Disk I/O bandwidth)

e Step 4: Import data to the production
instance. The import performance is as
follows:

- Distributed instances:
Depending on the data volume per shard
and disk |/O bandwidth. Parallel
replication is allowed between shards.

- Centralized instances:
Depending on the database-level data
volume to be restored and disk I/O
bandwidth.

Recommended scenarios:

e Performance: For equivalent data volumes,
database-level physical restoration achieves
approximately 70% of the performance of
instance-level physical restoration. If the total

Issue 01 (2025-08-18)
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Use
Case

Key
Perform
ance
Factor

Typical
Data
Volume

Performance Specifications

database-level data requiring restoration is
below 70% of the instance-level data
volume, database-level physical restoration is
recommended.

e Availability: During a database-level
restoration, other databases within the same
instance remain operational, ensuring higher
availability compared to an instance-level
restoration. For uninterrupted access to other
databases throughout the process, database-
level physical restoration is recommended.

Impacts:

e Before a database-level data import, ensure
that flow control is disabled and the GUC
parameter recovery_time_target is set to 0.
Note that during this process, the throughput
of the production environment may be
impacted, typically reduced to 50% of its
peak capacity, or, in extreme cases, as low as
25%.

e To avoid impacting services, perform fine-
grained restorations during off-peak hours.

Issue 01 (2025-08-18)
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Use Key Typical Performance Specifications
Case Perform | Data
ance Volume
Factor
Table- [ e Data |- Table-level physical restoration based on OBS
level size consists of three steps:
physic | ¢ Netw e Step 1: Read all data for table-level
al ork restoration from the backup media. In a
restora confi standard Huawei Cloud environment, 2 TB of
tion gurat data can be read within 8 hours.
lon e Step 2: Export table data from the auxiliary
e Table database to a local file. The export
stora performance is about 25 MB/s.
ge e Step 3: Import the locally exported file into
type the production instance. When the GUC
e Table parameter page_version_check is set to off,
attrib the import speed is about 25 MB/s (setting
ute this parameter to memory reduces the
(colu performance by about 15%). Additionally,
mn) factors such as the row count, table indexes,
type and triggers can further decrease import

speeds to roughly 10 MB/s.
Recommended scenarios:

e Performance: For equivalent data volumes,
table-level physical restoration operates at
approximately one-fifth the speed of
instance-level restoration. Table-level
physical restoration is recommended when
the total data requiring restoration is below
one-fifth of the instance-level data volume
and does not exceed 1 TB.

e Availability: During a table-level restoration,
other databases and tables within the same
instance remain operational, ensuring higher
availability compared to an instance-level
restoration. For uninterrupted access to other
databases and tables throughout the process,
table-level physical restoration is
recommended.

Impacts:

e During a table-level restoration, the
throughput of the production environment
may be impacted, typically reduced to 50%
of its peak capacity, or, in extreme cases, as
low as 25%.

e To avoid impacting services, perform fine-
grained restorations during off-peak hours.

Issue 01 (2025-08-18)
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1.2 Instance Restoration

1.2.1 Restoring an Instance from the Recycle Bin

Scenarios

The recycle bin retains a backup generated when an instance was deleted. If the
backup has not expired, you can restore the deleted instance by rebuilding it from
the recycle bin.

Procedure

Step Description

Step 1: Prepare Data | Use Data Admin Service (DAS) to create a database

and table and insert data into the table.

Step 2: Delete the Delete the instance.
Instance

Step 3: Restore the Restore the deleted instance from the recycle bin.
Instance from the

Recycle Bin
Step 4: Check the Log in to the DAS console and check whether the data
Results was restored.

Step 1: Prepare Data

1.

2.

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

On the menu bar on top, choose SQL Operations > SQL Query.

In the SQL execution window, run the following statement to create a

database:
CREATE DATABASE db_tpcds;

If information shown in the following figure is displayed, the creation was
successful.

Issue 01 (2025-08-18)
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Figure 1-1 Creating a database
Database postgres Execute SQL (F8) Format SQL (F9) Execute SQL Plan (F&) SQL Favorites v

Schema public CREATE DATABASE db_tpcds;

ables Views

Execute------mmmmmann
[Split SQL] Mumber of SQL(s) to be executed: 1
[Executed SQL: (1)]

CREATE DATABASE db_tpcds;
executed successfully. Time required: [516ms.]

Switch to the newly created database db_tpcds in the upper left corner.
8. Use SQL statements to create a table and insert data.

- Create a schema.
CREATE SCHEMA myschema;

Switch to the newly created schema in the upper left corner.

- Create a table named mytable that has only one column. The column

name is firstcol and the column type is integer.
CREATE TABLE myschema.mytable (firstcol int);

- Insert data into the table.
INSERT INTO myschema.mytable values (100);

9. Query table data.
SELECT * FROM myschema.mytable;

Step 2: Delete the Instance

1. Log in to the management console.

2. click 7 inthe upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, locate the instance you want to delete, click More in
the Operation column, and choose Delete.

5. In the Delete DB Instance dialog box, enter DELETE, select the confirmation
check box in the Confirm field, and click OK. Refresh the Instances page later
to confirm that the deletion was successful.

Step 3: Restore the Instance from the Recycle Bin

1. Log in to the management console.

2. Click P in the upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

Issue 01 (2025-08-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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In the navigation pane on the left, choose Recycle Bin.

5. Locate the instance to be restored and, in the Operation column, click
Rebuild.

6. On the Rebuild DB Instance page, select the billing mode, enter the instance
name, and specify other parameters such as the AZs and time zone.

Figure 1-2 Billing mode and basic information
Billing Mode Yearly/Monthly @
Region

Project

DE Instance Name gauss-7e3d @
Edition Type Enterprise edition

DE Engine Version V2.0-8.210

DE Instance Type Cenfralized

Deployment Model 1 primary + 2 standby @

&

cn-north-4a ‘q | cn-north-4b ‘q | cn-north-4c ‘q AZT

Only one or three AZs can be selected.

Time Zone (UTC+08:00) Bejiing, Chongging, Hong K...

Table 1-3 Parameter description

Parameter Example Description
Value

Billing Mode | Pay-per-use | GaussDB provides yearly/monthly billing and
pay-per-use billing.

e Yearly/Monthly: You pay upfront for the
amount of time you expect to use the DB
instance for. You will need to make sure
you have a top-up account with a
sufficient balance or have a valid
payment method configured first.

e Pay-per-use: You can start using the DB
instance first and then pay as you go.
Pricing is listed on a per-hour basis, but
bills are calculated based on the actual
usage duration.

Issue 01 (2025-08-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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7.

Parameter Example Description
Value

DB Instance | gauss-7e3d The instance name is case-sensitive, must

Name start with a letter, and can contain 4 to 64
characters. Only letters, digits, hyphens (-),
and underscores (_) are allowed.

Failover Reliability This parameter is only available for

Priority distributed instances using independent
deployment.

e Reliability: Data consistency is prioritized
during a failover. This is recommended
for applications with highest priority for
data consistency.

e Availability: Database availability is
prioritized during a failover. This is
recommended for applications that
require their databases to provide
uninterrupted online services.

AZ AZ1 An AZ is a physical region where resources
have independent power supply and
networks. AZs are physically isolated but
interconnected through an internal network.

Time Zone (UTC+08:00) | You need to select a time zone for your

Beijing, instance based on the region it is hosted in.
Chongging,

Hong Kong,

Urumgqi

Configure instance specifications.

Figure 1-3 Specifications and storage

Instarce Speciications Dedicated(+8)

VCPUs | Nemory
@ 8vCPUs 16468
154CPLs| 12868

3240PLs | 256 GE

Dedicatedit Kurperg deticaled 1)

644CPLs | 52 G (014 Ouf)

DB Instance Speciications  Dedizeted(1:8)| 8 YCPUs | 64 GB

Storage Tyae umatighio [0}

Disk Enciypton Disabe.

datasterzge_thra<hold_value_check x 0.5

Issue 01 (2025-08-18)
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Table 1-4 Parameter description

Parameter Example Value Description

Instance Dedicated(1:8); 8 | The vCPUs and memory of an
Specifications | vCPUs | 64 GB instance.

Storage Space | 40 GB The storage space contains the file

system overhead required for inodes,
reserved blocks, and database

operations.
Disk Disable Enabling disk encryption improves
Encryption data security, but slightly affects the
read and write performance of the
database.

8. Retain the default settings for the network configuration.

Figure 1-4 Network configuration

Relationship among VPCs, subnets, security groups, and DB instances. ()

VPG default_vpe v (1 default subnet(192.168.0.024) v |Q6e
Ifyou wantto ereate a VPC, go to the VPC console

The subnet your DB instance vill be deployed on cannot be changed later. Make sure i has enough private IP addresses available for future scale-ups. Available private IP addresses in the selectad subnet: 239

Security Group default v ous ) ()
ni securty group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.
Ensure that the TCP ports in the inbound rules of the selected security group contain 8000-8100, 20050, 5000-5001, 2379-2380, 6000, 6500.

Security Group Rules v Sef Rule

Database Port Default port: 8000

Single Private IP Address

The single private IP address

isabled by defaulf, but you can enable itif you wan o create an instance wih only one private IP address Instances with this policy enabled do nof support IPv6.

9. Configure the administrator password.

Figure 1-5 Database configuration
Administrator root
Administrator Password & Keep your password secure. The system cannot retrieve your password

Confirm Password

Parameter Template Default-Enterprise-Edition-GaussDB-V2.0... Q1| View Parameter Templates [
Enterprise Project [ default v } (1| View Enterprise Projects (7 (3
Tag TMS's predefined tags are recommended for adding 1 g to different cloud resources. Create predefined tags [ QO

+ Add Tag

Tags you can still add: 20

Issue 01 (2025-08-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 13
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10.
11.
12.

Table 1-5 Parameter description

Parameter

Example Value

Description

Administrator

Enter a strong password and

Password periodically change it to improve
security, preventing security risks such
as brute force cracking.

Confirm - Enter the administrator password

Password again.

Enterprise default If the instance has been associated

Project with an enterprise project, select the
target project from the Enterprise
Project drop-down list.

You can also go to the Enterprise
Project Management console to
create a project. .

Click Next.

Confirm the information and click Submit.

After the task is submitted, check the instance status on the Instances page.
The rebuild is complete when the status shows Available.

Step 4: Check the Results

1.

2.

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,

click Log In to access the DAS console.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

Check the database name and table data to verify that the restoration is

complete.

1.2.2 Restoring an Instance from a Backup

Scenarios

If a manual backup was created before an instance was deleted, you can restore
the instance on the Backups page.

Issue 01 (2025-08-18)
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Procedure

Step Description

Step 1: Prepare Data | Use Data Admin Service (DAS) to create a database

and table and insert data into the table.

Step 2: Delete the Delete the instance.

Instance

Step 3: Restore an Restore your instance data from a backup.

Instance Using a

Backup File

Step 4: Check the Log in to the DAS console and check whether the data
Results was restored.

Step 1: Prepare Data

1.

2.

Log in to the management console.

Click 7 in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

On the menu bar on top, choose SQL Operations > SQL Query.

In the SQL execution window, run the following statement to create a
database:

CREATE DATABASE db_tpcds;

If information shown in the following figure is displayed, the creation was
successful.

Issue 01 (2025-08-18)
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Figure 1-6 Creating a database

Database postgres Execute SQL (F8) Format SQL (F9) Execute SQL Plan (Fo) <UL Favores v

Schema public CREATE DATABASE db_tpcds;

ables Views

--------------- Execute----mmmmmea oo
[Split SQL] Number of SQL(s) to be executed: 1
[Executed SQL: (1)]

CREATE DATABASE db_tpcds;
executed successfully. Time required: [516ms.]

Switch to the newly created database db_tpcds in the upper left corner.
8. Use SQL statements to create a table and insert data.

- Create a schema.
CREATE SCHEMA myschema;

Switch to the newly created schema in the upper left corner.

- Create a table named mytable that has only one column. The column

name is firstcol and the column type is integer.
CREATE TABLE myschema.mytable (firstcol int);

- Insert data into the table.
INSERT INTO myschema.mytable values (100);

9. Query table data.
SELECT * FROM myschema.mytable;

Step 2: Delete the Instance

1. Log in to the management console.

2. Click 0 in the upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, locate the instance you want to delete, click More in
the Operation column, and choose Delete.

5. In the Delete DB Instance dialog box, enter DELETE, select the confirmation
check box in the Confirm field, and click OK. Refresh the Instances page later
to confirm that the deletion was successful.

Step 3: Restore an Instance Using a Backup File

1. Log in to the management console.

2. Click 7 i the upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

Issue 01 (2025-08-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 16
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4. In the navigation pane, choose Backups. On the Backups page, locate the
backup to be restored and click Restore in the Operation column.

5. Set Restoration Method to Create New Instance and click OK.

6. On the Create New Instance page, select the billing mode, enter the instance
name, and specify other parameters such as the AZs and time zone.

Figure 1-7 Billing mode and basic information
Billing Mode Yearly/Monthly @
Region

Project

DE Instance Name gauss-7e3d @
Edition Type Enterprise edition
DE Engine Version V2.0-8.210

DE Instance Type Cenfralized
Deployment Model 1 primary + 2 standby @

cn-north-4a ‘q | cn-north-4b ‘ﬂ | cn-norih-4c ‘ﬂ AZT

&

Only one or three AZs can be selected.

Time Zone (UTC+08:00) Befling, Chongqing, Hong K...

Table 1-6 Parameter description

Parameter Example Description
Value

Billing Mode | Pay-per-use | GaussDB provides yearly/monthly billing and
pay-per-use billing.

e Yearly/Monthly: You pay upfront for the
amount of time you expect to use the DB
instance for. You will need to make sure
you have a top-up account with a
sufficient balance or have a valid
payment method configured first.

e Pay-per-use: You can start using the DB
instance first and then pay as you go.
Pricing is listed on a per-hour basis, but
bills are calculated based on the actual
usage duration.
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7.

Parameter Example Description
Value

DB Instance | gauss-7e3d The instance name is case-sensitive, must

Name start with a letter, and can contain 4 to 64
characters. Only letters, digits, hyphens (-),
and underscores (_) are allowed.

Failover Reliability This parameter is only available for

Priority distributed instances using independent
deployment.

e Reliability: Data consistency is prioritized
during a failover. This is recommended
for applications with highest priority for
data consistency.

e Availability: Database availability is
prioritized during a failover. This is
recommended for applications that
require their databases to provide
uninterrupted online services.

AZ AZ1 An AZ is a physical region where resources
have independent power supply and
networks. AZs are physically isolated but
interconnected through an internal network.

Time Zone (UTC+08:00) | You need to select a time zone for your

Beijing, instance based on the region it is hosted in.
Chongging,

Hong Kong,

Urumgqi

Configure instance specifications.

Figure 1-8 Specifications and storage

Instarce Speciications Dedicated(+8)

VCPUs | Nemory
@ 8vCPUs 16468
154CPLs| 12868

3240PLs | 256 GE

Dedicatedit Kurperg deticaled 1)

644CPLs | 52 G (014 Ouf)

DB Instance Speciications  Dedizeted(1:8)| 8 YCPUs | 64 GB

Storage Tyae umatighio [0}

Disk Enciypton Disabe.

datasterzge_thra<hold_value_check x 0.5
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Table 1-7 Parameter description

Parameter Example Value Description

Instance Dedicated(1:8); 8 | The vCPUs and memory of an
Specifications | vCPUs | 64 GB instance.

Storage Space | 40 GB The storage space contains the file

system overhead required for inodes,
reserved blocks, and database

operations.
Disk Disable Enabling disk encryption improves
Encryption data security, but slightly affects the
read and write performance of the
database.

8. Retain the default settings for the network configuration.

Figure 1-9 Network configuration

Relationship among VPCs, subnets, security groups, and DB instances. ()

VPG default_vpe v (1 default subnet(192.168.0.024) v |Q6e
Ifyou wantto ereate a VPC, go to the VPC console

The subnet your DB instance vill be deployed on cannot be changed later. Make sure i has enough private IP addresses available for future scale-ups. Available private IP addresses in the selectad subnet: 239

Security Group default v ous ) ()
ni securty group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.
Ensure that the TCP ports in the inbound rules of the selected security group contain 8000-8100, 20050, 5000-5001, 2379-2380, 6000, 6500.

Security Group Rules v Sef Rule

Database Port Default port: 8000

Single Private IP Address

The single private IP address

isabled by defaulf, but you can enable itif you wan o create an instance wih only one private IP address Instances with this policy enabled do nof support IPv6.

9. Configure the administrator password.

Figure 1-10 Database configuration

Administrator root
Administrator Password & | Keep your password secure. The system cannot refrieve your password

Confirm Password

Parameter Template Default-Enterprise-Edition-GaussDB-V2.0... Q1| View Parameter Templates [
Enterprise Project [ default v } (1| View Enterprise Projects (7 (3
Tag TMS's predefined tags are recommended for adding 1 g to different cloud resources. Create predefined tags [ QO

+ Add Tag

Tags you can still add: 20

Issue 01 (2025-08-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 19



GaussDB
Best Practices

1 Backup and Restoration Best Practices

10.
11.
12.

Table 1-8 Parameter description

Parameter

Example Value

Description

Administrator

Enter a strong password and

Password periodically change it to improve
security, preventing security risks such
as brute force cracking.

Confirm - Enter the administrator password

Password again.

Enterprise default If the instance has been associated

Project with an enterprise project, select the
target project from the Enterprise
Project drop-down list.

You can also go to the Enterprise
Project Management console to
create a project. .

Click Next.

Confirm the information and click Submit.

After the task is submitted, check the instance status on the Instances page.
The restoration is complete when the status shows Available.

Step 4: Check the Results

1.

2.

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,

click Log In to access the DAS console.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

Check the database name and table data to verify that the restoration is

complete.

1.3 Database and Table Restoration

1.3.1 Restoring Databases or Tables to a Specific Point in Time

Scenarios

When a table-level automated backup policy is enabled, you can use existing
backups to restore lost table data to a specific point in time in the case of
accidental or intentional deletions.

Issue 01 (2025-08-18)
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Procedure

Step

Description

Step 1: Prepare Data

Use Data Admin Service (DAS) to create a database
and table and insert data into the table.

Step 2: Delete Table
Data

Delete the instance.

Step 3: Restore Table
Data

Restore the deleted table data using table-level point-
in-time recovery (PITR).

Step 4: Check the
Results

Log in to the DAS console and check whether the data
was restored.

Step 1: Prepare Data

1.

2.

Log in to the management console.

Click 7 in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,

click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Enter the database username and password and click Test Connection. After

the connection test is successful, click Log In.

database:

On the menu bar on top, choose SQL Operations > SQL Query.
In the SQL execution window, run the following statement to create a

CREATE DATABASE db_tpcds;
If information shown in the following figure is displayed, the creation was

successful.

Figure 1-11 Creating a database

Database postgres

Schema public

Views

Execute SQL (F8) Format SQL (F9) Execute SQL Plan (F&) SQL Favorites v

CREATE DATABASE db_tpcds;

——————————————— EXcElEES e

[Split SQL] Mumber of SQL(s) to be executed: 1
[Executed SQL: (1)]

CREATE DATABASE db_tpcds;

executed successfully. Time required: [516ms.]
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Switch to the newly created database db_tpcds in the upper left corner.
Use SQL statements to create a table and insert data.

- Create a schema.
CREATE SCHEMA myschema;

Switch to the newly created schema in the upper left corner.

- Create a table named mytable that has only one column. The column
name is firstcol and the column type is integer.
CREATE TABLE myschema.mytable (firstcol int);

- Insert data into the table.
INSERT INTO myschema.mytable values (100);

Query table data.
SELECT * FROM myschema.mytable;

Step 2: Delete Table Data

1.

2.

Log in to the management console.

Click P in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

On the menu bar on top, choose SQL Operations > SQL Query.

Delete table data.
DELETE FROM myschema.mytable WHERE firstcol = 100;

Step 3: Restore Table Data

1.

2.

Log in to the management console.

Click 7 i the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, click the name of the instance to access the Basic
Information page.

In the navigation pane, choose Backups. On the displayed page, click the
Table Backup tab.

Click Restore to Point in Time. In the displayed dialog box, specify the time
range and point for restoration, and set Restoration Method to Restore to
Original.
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Figure 1-12 Restoring data to a specified point in time

Restore to Point in Time

© The most recent full backup file will be downloaded from OBS for restoration. After the restoration is complete, differential
backups or incremental backups will be used for point-in-time restorations. The time required depends on how much data

needs to be restored.

Restore To Apr 28, 2025
Time Range Apr 28, 2025 18:46:31 — Apr 28, 2025 18:46:31 GMT+08:00 o4
Time Point 18:46:31

Restoration Method Create New Instance Restore to Original Restore to Existing

After tables are restored, all permissions of the tables are granted to user root.

o Ty
C | OK

7. Select the tables to be restored and click Submit.

Figure 1-13 Selecting tables to be restored

o

Time specic Tabls.

Instance Information Selected Table

DB Instance 1D 9dcAS6082MH469135 1466296862685 14 Operation

Table-level Restoration

8. Go to the Instances page and check that the target instance is in the
Restoring state. When the instance status changes to Available, the
restoration is complete.

Step 4: Check the Results

1. Log in to the management console.

2. click 7 inthe upper left corner and select a region and project.

3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.
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Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

Check the database name and table data to verify that the restoration is
complete.

1.3.2 Restoring Databases or Tables Using a Backup

Scenarios

When a table-level automated backup policy is enabled or a manual backup is
available, you can restore tables to the exact state captured by an existing backup,
recovering any accidentally or intentionally deleted data.

Procedure

Step Description

Step 1: Prepare Data | Use Data Admin Service (DAS) to create a database

and table and insert data into the table.

Step 2: Delete Table | Delete the instance.

Data

Step 3: Restore Table | Restore the deleted table data using a table-level
Data backup.

Step 4: Check the Log in to the DAS console and check whether the data
Results was restored.

Step 1: Prepare Data

1.

2.

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
GaussDB.

On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

On the menu bar on top, choose SQL Operations > SQL Query.

In the SQL execution window, run the following statement to create a

database:
CREATE DATABASE db_tpcds;

If information shown in the following figure is displayed, the creation was
successful.
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Figure 1-14 Creating a database

Execute SQL (F8) Format SQL (F9) Execute SQL Plan (F6) SQL Favorites v
Dalabase postgres X & ) SQL Favorites
Schema public CREATE DATABASE db_tpcds;

ables Views

[Split SQL] MWumber of SQL(s) to be executed: 1

[Executed SQL: (1)]
CREATE DATABASE db_tpcds;
executed successfully. Time required: [516ms.]

Switch to the newly created database db_tpcds in the upper left corner.
8. Use SQL statements to create a table and insert data.

- Create a schema.
CREATE SCHEMA myschema;

Switch to the newly created schema in the upper left corner.

- Create a table named mytable that has only one column. The column

name is firstcol and the column type is integer.
CREATE TABLE myschema.mytable (firstcol int),

- Insert data into the table.
INSERT INTO myschema.mytable values (100);

9. Query table data.
SELECT * FROM myschema.mytable;

Step 2: Delete Table Data

1. Log in to the management console.

2. Click Y i the upper left corner and select a region and project.

3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

Alternatively, click the instance name on the Instances page. On the displayed
Basic Information page, click Log In in the upper right corner.

5.  Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

6. On the menu bar on top, choose SQL Operations > SQL Query.

Delete table data.
DELETE FROM myschema.mytable WHERE firstcol = 100;

Step 3: Restore Table Data

1. Log in to the management console.
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2. Click O in the upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, click the name of the instance to access the Basic
Information page.

5. In the navigation pane, choose Backups. On the displayed page, click the
Table Backup tab.

Locate the backup and click Restore in the Operation column.
Set Restoration Method to Restore to Original, and click Next.

Figure 1-15 Restore Table Backup

X
Restore Table Backup
o A full backup file will be downloaded from OBS for restoration. The time required depends on the amount of data to be restored.
DB Instance Name/ID Backup Name DB Engine Version
gauss-d216
backup-eedc GaussDB V2.0-8.210.0
b0f65e49f045412c8754d00accch053... P
Restoration Method Create New Instance Restore to Original Restore to Existing
After tables are restored, all permissions of the tables are granted to user root.
Restoring data to the original DB instance. The size of a shard must be at least as large as data to be
restored, or the restoration will fail.
oy )
I\ Cancel /I Mext
8. Select the tables to be restored and click Submit.
Restore Table Backup
o
Tablefevel Restoration PaR—
T +
s
&=

9. Go to the Instances page and check that the target instance is in the
Restoring state. When the instance status changes to Available, the
restoration is complete.
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Step 4: Check the Results

1. Log in to the management console.

2. Click O in the upper left corner and select a region and project.
3. Click = in the upper left corner of the page and choose Databases >
GaussDB.

4. On the Instances page, locate the instance and, in the Operation column,
click Log In to access the DAS console.

5. Enter the database username and password and click Test Connection. After
the connection test is successful, click Log In.

6. Check the database name and table data to verify that the restoration is
complete.
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