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Compressing Images

1.1 Introduction

The best practice for FunctionGraph guides you through image compressing based
on a function.

Scenarios

Upload images to a specified Object Storage Service (OBS) bucket.
e Compress each uploaded image.

Upload the processed images to another specified OBS bucket.
(10 NOTE

1. This tutorial uses two different OBS buckets.

2. The function you create must be in the same region (default region) as the OBS
buckets.

Procedure
e C(Create two buckets on the OBS console.
e C(Create a function with an OBS trigger.
e Upload an image to one of the buckets.
e The function is triggered to compress the image.
e The function uploads the processed image to the other bucket.

(11 NOTE

After you complete this tutorial, your account will have the following resources:

1. Two OBS buckets (respectively used for storing uploaded and processed images)
2. A thumbnail image creation function (fss_examples_image_thumbnail)

3. An OBS trigger used for associating the function with the OBS buckets
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1.2 Preparation

Before creating a function and adding an event source, you need to create two
OBS buckets to respectively store uploaded and compressed images.

After creating the OBS buckets, you must create an agency to delegate
FunctionGraph to access OBS resources.

Creating OBS Buckets
Precautions

e The function and the source and destination buckets for storing images must
be in the same region.

e Use two different OBS buckets. If only one bucket is used, the function will be
executed infinitely. (When an image is uploaded to the bucket, the function is
triggered to process the image and store the processed image into the bucket
again. In this way, the function executes endlessly.)

Procedure
Step 1 Log in to the OBS console, and click Create Bucket.

Step 2 On the Create Bucket page, set the bucket information.
e For Region, select a region.
e  For Bucket Name, enter your-bucket-input.
e For Data Redundancy Policy, select Single-AZ storage.
e For Default Storage Class, select Standard.
e For Bucket Policies, select Private.
e Server-Side Encryption: Select Disable.
e For Direct Reading, select Disable.

Retain the default values for other parameters and click Create Now.
Step 3 Repeat Step 2 to create the destination bucket.

Name the destination bucket as your-bucket-output, and select the same region
and storage class as those of the source bucket.

Step 4 View your-bucket-input and your-bucket-output in the bucket list.
----End

Creating an Agency

Step 1 In the left navigation pane of the management console, choose Management &
Governance > Identity and Access Management to go to the IAM console. Then
choose Agencies in the navigation pane.

Step 2 On the Agencies page, click Create Agency.

Step 3 Set the agency information.

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 2
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e For Agency Name, enter serverless_trust.
e For Agency Type, select Cloud service.

e  For Cloud Service, select FunctionGraph.
e For Validity Period, select Unlimited.

e Enter a description.

Step 4 Click Next. On the Select Policy/Role page, select Tenant Administrator and
click Next.

(11 NOTE

Users with the Tenant Administrator permission can perform any operations on all cloud
resources of the enterprise.

Step 5 Select an authorization scope that meets your service requirements, and click OK.

--—-End

1.3 Building a Program

Download fss_examples_image_thumbnail.zip (SHA-256 verification package)
to create an image compressing function from scratch.

Creating a Deployment Package

This example uses a Python function to compress images. For details about
function development, see Developing Functions in Python. Figure 1-1 shows
the sample code directory. The service code is not described.

Figure 1-1 Sample code directory
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Under the directory, index.py is a handler file. The following code is a snippet of
the handler file. Parameter output_bucket is the address for storing compressed

images and must be configured when you create a function.
def handler(event, context):
ak = context.getAccessKey()
sk = context.getSecretKey()
if ak == "" or sk == """
context.getLogger().error('Failed to access OBS because no temporary '
'AK, SK, or token has been obtained. Please '
'set an agency.")
return 'Failed to access OBS because no temporary AK, SK, or token '\
'has been obtained. Please set an agency. '

obs_endpoint = context.getUserData('obs_endpoint')
if not obs_endpoint:
return 'obs_endpoint is not configured'

output_bucket = context.getUserData(‘output_bucket')
if not output_bucket:
return 'output_bucket is not configured'

compress_handler = ThumbnailHandler(context)
records = event.get("Records", None)
return compress_handler.run(records[0])

Creating a Function

When creating a function, specify an agency with OBS access permissions so that
FunctionGraph can invoke the OBS service.

Step 1 Log in to the FunctionGraph console, and choose Functions > Function List in
the navigation pane.

Step 2 Click Create Function.
Step 3 Click Create from scratch and configure the function information.

After setting the basic information, click Create Function.

e Function Type: Select Event Function.

e  For Function Name, enter fss_examples_image_thumbnail.

e For Agency, select serverless_trust created in Creating an Agency.
e  For Runtime, select Python3.6

Step 4 On the fss_examples_image_thumbnail details page, configure the following
information:

1. On the Code tab, choose Upload > Local ZIP, upload the sample code
fss_examples_image_thumbnail.zip.

2. Choose Configuration > Basic Settings, set the following parameters, and
click Save.

- For Memory, select 256.

- For Execution Timeout, enter 40.

- For Handler, retain the default value index.handler.
- For App, retain the default value default.

- For Description, enter Image compressing.

3. Choose Configuration > Environment Variables, set environment variables,
and click Save.
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output_bucket: the output bucket parameter defined in index.py. Set the
value to your-bucket-output, the bucket created in Creating OBS Buckets.

obs_endpoint: the bucket address parameter defined in index.py. Set the
value to obs.region.myhuaweicloud.com.

Table 1-1 Environment variable description

Environment Variable Description
obs_endpoint OBS endpoint.
output_bucket OBS bucket for storing output
images.
----End

Selecting a Dependency

The sample code depends on the Pillow package, which should be imported as
dependencies. The procedure is as follows:

Step 1 Go to the fss_examples_image_thumbnail details page, click the Code tab, and
click Add in the Dependencies area at the bottom.

Step 2 Add public dependency pillow-7.1.2.

Figure 1-2 Adding dependencies

----End

(11 NOTE

You do not need to configure the reference after adding a dependency, as it is
preconfigured in the function code of the demo package.

1.4 Adding an Event Source

After creating the OBS buckets and function, you can add an event source to the
function by creating an OBS trigger. Perform the following procedure:

Step 1 On the fss_examples_image_thumbnail page, choose Configuration > Triggers,
and click Create Trigger.

Step 2 Select Object Storage Service (OBS) for Trigger Type, and set the trigger
information, as shown in Figure 1-3.

e For Bucket Name, select your-bucket-input created in Creating OBS
Buckets.

e For Events, select Put and Post.
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Figure 1-3 Creating a trigger

Trigger Type Object Storage Service (OBS) v
o your-bucket-input v | C Create Bucket

Event Nofification Name obs-event-vbuh
Prefix (3)

sufix ()

Step 3 Click OK.
{1 NOTE

After the OBS trigger is created, when an image is uploaded or updated to bucket your-
bucket-input, an event is generated to trigger the function.

--—-End

1.5 Compressing Images
When an image is uploaded or updated to bucket your-bucket-input, an event is

generated to trigger the function. The function compresses the image and stores
the compressed one into bucket your-bucket-output.

Uploading an Image to Generate an Event

Log in to the OBS console, go to the object page of the your-bucket-input
bucket, and upload the image.jpg image, as shown in Figure 1-4.

Figure 1-4 Uploading an image

Name Storage Cl.. Size Encrypted
mange g Standard No
(1] NOTE

The size of the original image.jpg file exceeds 28 KB.

Triggering the Function

After the image is uploaded to bucket your-bucket-input, OBS generates an event
to trigger the image compressing function. The function compresses the image
and stores the compressed one into bucket your-bucket-output. You can view
running logs of the function on the Logs tab page.
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Go to the Objects page of the your-bucket-output bucket and view the size of
the compressed image.

Figure 1-5 Compressing the image

Name Storage Cl... Size Encrypted
nage-thumbnail jpg Standard 3.68 KB MNo
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2 Watermarking Images

2.1 Introduction

The best practice for FunctionGraph guides you through image watermarking
based on a function.

Scenarios
e Upload images to a specified OBS bucket.
e Watermark each uploaded image.
e Upload the processed images to another specified OBS bucket.
(11 NOTE
1. This tutorial uses two different OBS buckets.
2. The function you create must be in the same region (default region) as the OBS
buckets.
Procedure

e C(Create two buckets on the OBS console.

e C(Create a function with an OBS trigger.

e Upload an image to one of the buckets.

e The function is triggered to watermark the image.

e The function uploads the processed image to the other bucket.

(1] NOTE

After you complete the operations in this tutorial, your account will have the following
resources:

1. Two OBS buckets (respectively used for storing uploaded and processed images)
2. An image watermarking function
3. An OBS trigger used for associating the function with the OBS buckets

2.2 Preparation

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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Before creating a function and adding an event source, you need to create two
OBS buckets to respectively store uploaded and watermarked images.

After creating the OBS buckets, you must create an agency to delegate
FunctionGraph to access OBS resources.

Creating OBS Buckets

Step 1
Step 2

Step 3

Step 4

Precautions
e The function and the source and destination buckets for storing images must
be in the same region.

e Use two different OBS buckets. If only one bucket is used, the function will be
executed infinitely. (When an image is uploaded to the bucket, the function is
triggered to process the image and store the processed image into the bucket
again. In this way, the function executes endlessly.)

Procedure
Log in to the OBS console, and click Create Bucket.

On the Create Bucket page, set the bucket information.

e For Region, select a region.

e For Data Redundancy Policy, select Single-AZ storage.
e For Bucket Name, enter hugb-bucket-input.

e For Default Storage Class, select Standard.

e For Bucket Policies, select Private.

e For Server-Side Encryption: select Disable

e For Direct Reading, select Disable.

Click Create Now.
Repeat Step 2 to create the destination bucket.

Name the destination bucket as hugb-bucket-output, and select the same region
and storage class as those of the source bucket.

View hugb-bucket-input and hugb-bucket-output in the bucket list.
----End

Creating an Agency

Step 1

Step 2
Step 3

In the left navigation pane of the management console, choose Management &
Governance > Identity and Access Management to go to the IAM console. Then
choose Agencies in the navigation pane.

On the Agencies page, click Create Agency.

Set the agency information.

e For Agency Name, enter serverless_trust.
e For Agency Type, select Cloud service.

e  For Cloud Service, select FunctionGraph.
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e For Validity Period, select Unlimited.
e Enter a description.

Step 4 Click Next. On the Select Policy/Role page, select Tenant Administrator and
click Next.

(1 NOTE

Users with the Tenant Administrator permission can perform any operations on all cloud
resources of the enterprise.

Step 5 Select an authorization scope that meets your service requirements, and click OK.

--—-End

2.3 Building a Program
Download watermark.zip to create an image watermarking function from
scratch.

Creating a Deployment Package

This example uses a Python function to watermark images. For details about
function development, see Developing Functions in Python. Figure 2-1 shows
the sample code directory. The service code is not described.

e third party libraries.

nt, bucket, objliame, localfile)
ct(bucket, objliane, localFile)

Under the directory, index.py is a handler file. The following code is a snippet of
the handler file. Parameter obs_output_bucket is the address for storing
watermarked images and must be configured when you create a function.

def handler(event, context):
srcBucket, srcObjName = getObjlnfoFromObsEvent(event)
outputBucket = context.getUserData('obs_output_bucket')

client = newObsClient(context)

# download file uploaded by user from obs

localFile = "/tmp/" + srcObjName
downloadFile(client, srcBucket, srcObjName, localFile)

outFileName, outFile = watermark_image(localFile, srcObjName)
# Upload converted files to a new OBS bucket.
uploadFileToObs(client, outputBucket, outFileName, outFile)

return 'OK'

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 10
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Creating a Function

When creating a function, specify an agency with OBS access permissions so that
FunctionGraph can invoke the OBS service.

Step 1 Log in to the FunctionGraph console, and choose Functions > Function List in
the navigation pane.

Step 2 Click Create Function.
Step 3 Click Create from scratch and configure the function information.

After setting the basic information, click Create.
e Function Type: Select Event Function.
e For Function Name, enter fss_examples_image_watermark.
e For Agency, select serverless_trust created in Creating an Agency.
e For Runtime, select Python 3.6.
Step 4 Go to the fss_examples_image_watermark details page, click the Code tab, click

Add in the Dependencies area at the bottom, and add the public dependency
pillow-7.1.2.

Figure 2-2 Adding a dependency

eeeeeeeeeeee

e

nnnnnnn

Step 5 On the fss_examples_image_watermark details page, configure the following
information:

1. On the Code tab, choose Upload > Local ZIP, upload the sample code
watermark.zip.

2. Choose Configuration > Basic Settings, set the following parameters, and
click Save.

-  For Memory, select 128.

- For Execution Timeout, enter 3.

- For Handler, retain the default value index.handler.
- For App, retain the default value default.

- For Description, enter Image watermarking.

3. Choose Configuration > Environment Variables, set environment variables,
and click Save. The following figure is for reference only. Replace the
following values with the actual values.

obs_output_bucket: the output bucket parameter defined in index.py. Set the
value to hugb-bucket-output, the bucket created in Creating OBS Buckets
for storing watermarked images.

obs_region: region where the OBS bucket obs_output_bucket resides, for
example, eu-west-101.

Figure 2-3 Adding environment variables

Environment Variables @

Key Value

obs_output_bucket hugb-bucket-output

obs_region

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11


https://console.eu.huaweicloud.com/functiongraph/

FunctionGraph
Best Practices

2 Watermarking Images

Table 2-1 Environment variable description

Environment Variable

Description

obs_region

Region to which the OBS bucket
belongs. The value must be the
same as the region to which the
function belongs.

obs_output_bucket

OBS bucket for storing watermarked
images.

--—-End

2.4 Adding an Event Source

After creating the OBS buckets and function, you can add an event source to the
function by creating an OBS trigger. Perform the following procedure:

Step 1

Step 2

On the fss_examples_image_watermark page, click the Triggers tab and click

Create Trigger.

Select OBS for Trigger Type, and set the trigger information, as shown in Figure

2-4.

For Bucket Name, select hugb-bucket-input created in Creating OBS Buckets.

For Events, select Put and Post.

Figure 2-4 Creating an OBS trigger
Create Trigger

Trigger Type (2) Ohject Storage Service (OBS)

Jugh-bucket-input

© Recursive Invocation

| understand and agree.

v | (O Create Bucket
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Step 3 Click OK.
{11 NOTE

After the OBS trigger is created, when an image is uploaded or updated to bucket hugb-
bucket-input, an event is generated to trigger the function.

--—-End

2.5 Watermarking Images

When an image is uploaded or updated to bucket hugb-bucket-input, an event is
generated to trigger the function. The function watermarks the image and stores
the watermarked one into bucket hugb-bucket-output.

Uploading an Image to Generate an Event
Log in to the OBS console, go to the object page of the hugb-bucket-input

bucket, and upload the image.jpg image, as shown in Figure 2-5.

Figure 2-5 Uploading an image

Triggering the Function

After the image is uploaded to bucket hugb-bucket-input, OBS generates an
event to trigger the image watermarking function. The function watermarks the
image and stores the watermarked one into bucket hugb-bucket-output. You can
view running logs of fss_examples_image_watermark on the Logs tab page.

The Objects page of the bucket hugb-bucket-output displays the watermarked
image image.jpg, as shown in Figure 2-6. In the Operation column, click
Download to download the image and view the watermarking effect, as shown in
Figure 2-7.

Figure 2-6 Output image

Encypted 4= Restoration Status 4= Lost Modifed | Operation
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Figure 2-7 Watermarked image
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Processing DIS Data

3.1 Introduction

The best practice for FunctionGraph guides you through DIS data processing based
on a function.

Scenarios
When using the Data Ingestion Service (DIS) to collect real-time Internet of Things
(IoT) data streams, process the collected data, for example, convert its format, and
then store the processed data into the CloudTable Service (CloudTable).
Procedure

e Create a Virtual Private Cloud (VPC) and cluster.

e Build a data processing program and package the code.

e (Create a function on the FunctionGraph console.

e Configure a DIS event to test the data processing function.

3.2 Preparation

This tutorial demonstrates how to convert the format of DIS data and store the
converted data into CloudTable. To achieve this purpose, you need to create a VPC
and then create a cluster on the CloudTable console.

Before creating a function, you must create an agency to delegate FunctionGraph
to access DIS and CloudTable resources.

Creating a VPC
Step 1 Log in to the VPC console and click Create VPC.
Step 2 Set the private cloud information.

For Basic Information, enter name vpc-cloudtable, and use the default settings
of other parameters.
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For Default Subnet, use the default settings.
Step 3 Confirm the configuration information and click Create Now.

--—-End

Creating a Cluster

Step 1 In the left navigation pane of the management console, choose Analytics >

CloudTable Service to go to the CloudTable console. On the Cluster Mode page,
click Buy Cluster.

Step 2 Set the cluster information.

e Region: Use the default region.

e Name: Enter "cloudtable-dis".

e VPC: Select vpc-cloudtable created in Creating a VPC.

e Retain the default values for other parameters.

Figure 3-1 Buying a cluster

Buy Cluster @ | < sacktocusterLis

# Billing Mode

* Region CN East-Shanghai2 v

*Name @ cloudtable-dis

*1/0Type @ Common 1O Ultra-high 1/0

*VPC @ vpe-cloudtable v | C ViewVP

*Subnet subnet-d8f3 (192168 .. ~

* Security Group @ Sys-default + | C View Security Group
T . |

* HBase Version 131 -

Advanced Feature

1AM Authentication

Computing Unit @

* RS Units

OpenTSDB23.0 GeoMesa
(" Disabled
2 +
Increase Nodes.

Step 3 Confirm the configuration information and click Next.

Figure 3-2 Creating a cluster

Cluster Mode ®

7 Buy Cluster Discount Package

‘ @ Wewould much appreciate it if you could complete our questionnaire on CloudTable Sei

ice. Your feedback will help us provide a better user experience x

Cluster Name 3

Cluster Status ¥

Task Status CloudTable Vers.. 3 Created + ZK Link (Intranet) ¥ Operation

Creating 0% - V1,120
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L] NOTE
Creating a cluster takes a long time. You can check the creation progress according to
Figure 3-2.
----End

Creating an Agency

Step 1 In the left navigation pane of the management console, choose Management &
Governance > Ildentity and Access Management to go to the IAM console. Then
choose Agencies in the navigation pane.

Step 2 On the Agencies page, click Create Agency.

Step 3 Set the agency information.
e For Agency Name, enter DISDemo.
e For Agency Type, select Cloud service.
e  For Cloud Service, select FunctionGraph.
e For Validity Period, select Unlimited.

Step 4 Click Next. On the Select Policy/Role page, select Tenant Administrator and
click Next.

Figure 3-3 Creating an agency

(11 NOTE

Users with the Tenant Administrator permission can perform any operations on all cloud
resources of the enterprise.

Step 5 Click OK.
----End

3.3 Building a Program

Download the source code and program package (including function
dependencies) to create a function from scratch for converting DIS stream data
formats.

Creating a Project

This example uses a Java function to convert the format of DIS stream data. For
details about function development, see Developing Functions in Java. The
service code is not described.

Download the sample source code package fss_examples_dis_cloudtable_src.zip,
decompress the file, and import it to Eclipse, as shown in Figure 3-4.
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Figure 3-4 Sample code

Java java - Eclipse.
file Edit Source Refactor Navigate Search Project Run Window Help

|BinP@e PEE % -0-U-iBG-i®
- @ » ~=0 o

Package name

- — Class name
File name

<—SDK dependencies CloudTable endpoint

——— ProjectID

ty() {
rToken. length());

i (4C1usT0 1= null 88 1uClusTO. dsempty()) {

In the sample code, modify prolD (project ID), clusID (cluster ID), and hostName
(CloudTable endpoint), and save the modification.

To obtain the project ID, perform the following steps:

1. Under the current login account in the upper right corner, choose My
Credentials, as shown in Figure 3-5.

2. Obtain the project ID in the project list, as shown in Figure 3-6.

Figure 3-5 My Credentials

% HUMWEICLOUD @ Hongong v

14

FunctionGraph

< Functions @

~ Default (Functions:0)

Name % Configuration Last Modified 3 Log Out

Regon = Prject Name |=

(e

=

20 14566ed

0875033005823 463be0%

To obtain the cluster ID, perform the following steps:

Log in to the CloudTable console.

2. In the navigation pane, choose Cluster Management. Click cluster
cloudtable-dis created in Creating a Cluster.

3. On the cloudtable-dis page that is displayed, find the cluster ID, as shown in
Figure 3-7.
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Figure 3-7 Cluster ID

Cluster Management » cloudtable-di

Cluster Information

Gluster Name cloudtable-dis

Cluster Status Inservice

Quantity 2

Charging Mode: Free for Open Beta

Created 04/20/2018 11:0419 GMT +08:00

TSD Units 0

ZK Link cloudtable-dis-zk2-ayHwfR40.cloudtable com21

Network Configuration
Region: northchina

vee vpe ble

Security Group.

Cluster 1D LEIEK

Used Storage Capacity: 0.00%
Cluster Storage Quota (GB): 800

1/0 Type: Ultra-high 1/0
CloudTable Version: V1o

0penTSDB Link:

When creating a function on the FunctionGraph console, set a handler in the
format of [package namel.[file namel.[ function name], for example,
com.huawei.cff.TableTester.MyHandler for the preceding code.

Packaging the Code

Use Eclipse to package the code into a JAR file named Table Tester.jar according

to the following figures.

Java - java - Eclipse
File Edit Source Refactor Navigate Search Project Run Window Help

Qi@ EGieE -

e Exorer 13 B & 7= 0 B b
o RE Sy s N
\ X open 3
Openvith
Ty I
Showin Ao
) culec
5 Copy Qualified Name
B Pese e
K Delete Delete
Aroshifss s
AsshAeTy

Properties AltsEnter

Figure 3-8 Exporting the code

» ks to display st this time,

~Token. Length());
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Figure 3-9 Selecting a file type
o Export

Select

Export resources into a JAR file on the local file system.

Select an export wizard:

type filter text

[ File System
[T Preferences
4 (= Install
'« Installed Software Items to File
4 = Java
| LOoaRfie |
2] Javadoc
.3 Runnable JAR file
I (= Run/Debug

m

> = Tasks

I = Team

= XML —
® = Back Mext = Finish
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Figure 3-10 Publishing the code file

£ JAR Export = |5 [E]
JAR File Specification 7
Define which resources should be exported into the JAR. 1"

Select the resources to export:

> [l = DISTest

.classpath

EE
= [=

.project

Export generated class files and resources
[ Export all output folders for checked projects
[ Export Java source files and resources

[ Export refactorings for checked projects. Select refactorings...

Select the export destination:

JAR file:| S V=S _ i g - Browse...

Options:
Compress the contents of the JAR file
[[1 Add directory entries

[[] Overwrite existing files without warning

?) | <Back | Nea- ||| Fnish || cancel |

Package the function dependencies by performing the following steps:

1. Download program package fss_examples_dis_cloudtable.zip, and
decompress it, as shown in Figure 3-11.

2. Use Table Tester.jar to replace DIS Test.jar, as shown in Figure 3-12.

3. Package all of the files into disdemo.zip, as shown in Figure 3-13.
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Figure 3-11 File directory before replacement

@\/"‘ » Computer » DataDisk(D:) » Code b fss_examples_dis_cloudtable »

File Edit View Tools Help

Share with New folder

Organize = Include in library v

Name Date modified Type

It Favorites
B Desktop
&6 Downloads

commons-beanutils-1.9.1 jar Executable Jar File

commons-callections-3.2.Ljar Exccutable Jar File
Executable Jar File

Executable Jar File

% Recent Places commons-lang-2.6.jar

commens-loggin jar 2017/4/10 11:30
|]] DIsTestjar 2018

4 Libraries Executable Jar File
[ Documents [5] ezmorph-1.0.6jar 2017/4/7 15:25 Exccutable Jar File 85 KB
& Music [i] json-lib-2.4,jar 2017/8/18 18:15 Executable Jar File 156 KB
=] Pictures
B Videos
File to be replaced
1 Computer
&, Local Disk (C:)
(s DataDisk (D:)
€ Network
@Q"‘ » Computer » DataDisl examples_dis_cloudtable ¥
File Edit View Tools Help
Organize ~  Includeinlibrary ~  Sharewith ~  New folder
X Favorites Name Date modified Tyee Size
B Desktop ] commons-beanutils-1.9.1jar Executable Jar File 228 KB
8 Downloads [i] commons-collections-3.2.1 jar Executable Jar File S
r 5 TS || commons-lang-2.6ar Executable Jar File 2
|i&] commons-logging-1.1.1jar Executable Jar File 60 KB
G Libraries || ezmorph-1.0.6ar Executable Jar File 85 KB
5 pocuments json-lib-2.4.jar Executable Jar File 156 KB
& Music || TableTesterjar Executable Jar File 5 KB
[ Pictures.
-
H videos I

8 Computer
&L, Local Disk (C)
s DataDisk (D:)

€ Network

File after replacement

Figure 3-13 Packaging the files in ZIP format

() [0 » Computer » Databisk (D3 » Code v fss examples_is_cloudtable »

File Edit View Tools

Organize ~

/T Favorites
Ml Desktop
& Downloads

% Recent Places

- Libraries
[ Documents
o Music
/=) Pictures

B videos

8 Computer
&, Local Disk (C))
(s DataDisk (D:)

€ Network

Creating a Function

Includein library

Help

Share with New folder

] commons-beanutils-1.9.1jar
] commons-collections-3.2.1jar
] commons-lang-2.6ar

] commons-logging-1.1.Ljar
] ezmorph-1.0.6ar

] json-lib-2.4ar

i) TableTesterjar

B Archive name and parameters

General | Advanced | Options | Files | Backup [ Time | Conment|

2015/14

Archive name

disdeme zip -
2017/4/ Update mode
20174 | [ Profies... | [2cd and replace ks B
2017/8/
- Archive format Archiving ogtions
=y JRAR (JRARS @ ZIP [ Delete fies after archiving

[ Create SFX archive

Compression method

Normal A

Create solid archive
Add recovery record

Dictionary size [T Test archived fles
32KB - Lock archive
Split to volumes, size
- [ St pasonerd...

When creating a function, specify an agency to delegate FunctionGraph to access

DIS and CloudTable resources.

Step 1 Log in to the FunctionGraph console, and choose Functions > Function List in
the navigation pane.

Step 2 Click Create Function.

Step 3 Select Create from scratch, set the function information, and click Create

Function.
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e Function Type: Select Event Function.

e For Function Name, enter DISDemo.

e For Agency, select DISDemo created in Preparation.
e For Runtime, select Java 8.

Step 4 On the function details page, configure the following information:

e Choose Configuration > Basic Settings, change the handler to
com.huawei.cff.TableTester.MyHandler, and click Save.

e On the Code tab, choose Upload > Local ZIP, upload the disdemo.zip
package generated in Packaging the Code.

--—-End

Modifying Function Configurations

After the function is created, the default memory is 128 MB, and the default
timeout is 3s, which are insufficient for the data processing. Perform the following
steps to modify the configurations.

Step 1 On the DISDemo details page, choose Configuration > Basic Settings, and
modify the following information as required:

e For Memory, select 512.
e For Execution Timeout, enter 15.
e Keep other parameters unchanged.

Step 2 Click Save.
----End

3.4 Adding an Event Source

After creating the function, you can add an event source by creating a DIS trigger.
Perform the following procedure:

Step 1 On the DISDemo page, select Configure Test Event on the Code tab, as shown in
Figure 3-14.

Figure 3-14 Configuring a test event

Code Source

File Edit Settings

Project ‘ Configure Test Event -

Project Configure Test Event [

Step 2 In the Configure Test Event dialog box, set the test event information, as shown
in Figure 3-15.
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e Select Create new test event.
e Event Template: Select Data Ingestion Service (DIS).
e For Event Name, enter dis-test.

Figure 3-15 Test event

Configure Test Event

' Create new test event

Event Templates (20) Event Name dis-rmnrbj
Q 1 { f—
2 "ShardID": "shardId-eeeeeecses”, —
el 3 "Message”: { -
noo ritior cor"s Mavang . . . "
AP Gateway (AFIG) 4 I1e,<t7pa:.1t_o17cur';cr'. eyInZXRIdGVyYXRvclBhemFtIjp7 Inki
5 records”: [

AP| Gateway (Dedicated Gateway) 6 {

"partition_key": "shardld_aoeeasecce”,

Cloud Trace Service (CTS)

8 "data": "davs =",

Document Database Service (DDS) 9 "sequence_number”: 6"
GaussDB (for Mongo) 1e T

11 {
Data Injection Service (DIS 12 "partition_key": "shardld_seeeseeeer”,
Log Tank Service (LTS) 13 "data": "dXNpbmc=",

14 “"saguence_number”: "1"
Object Storage Service (OBS) 15 1,
Simple Message Nofification (SMN) 16 {

17 "partition_key": "shardld_seeeceeese”,
Timer 18 "data”: "RnVuY3Rpb25TdGFnZQ-=",

Step 3 Click Create.
----End

3.5 Processing Data

Perform the following procedure to process simulated stream data:

Step 1 On the DISDemo page, select test event dis-test, and click Test to test the
function, as shown in Figure 3-16.

Figure 3-16 Selecting a test event

Code Source

File Edit Settings
Project dig-test - l Test I

Step 2 After the function is executed successfully, check the logs shown in Figure 3-17.
For all logs of the function, go to the Logs tab page.

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 24



FunctionGraph
Best Practices

3 Processing DIS Data

Figure 3-17 Function execution result

c2hhcng:

"}, {"colun

*,"tinestanp”:

anp o E

2018-63-65 67:26:25.212400:60 - request 1d: 27cb3632-fese-40FF-a575-503021e6457

2018-83-05 ©7:26:25.212+00:00 - partition_key : shardId_0eeeeeeeee sequence number : 3 data : c2Vydm1jZQ: Inserted data
1a-03.05 07:26:25.21 request 1d: 22chaoRr-fee-4ofs .

2018-03-05 07:26:25.213+00:00 - Insert data ¢ {"Rou" Cel1"s [{"colum": "ZJEcavaVN2VForveYaly”, S WO —r—— ~Camhcanzes

WMDAWMDAWMDAW" }, {"column”: “ZJE6ZGFOYQ==","$": "c2\ 331}

3018-63-05 67126175 213408700 - request 14: 27hacsa-Fose-A0FF -a575-8G303eEASTD

2018-03-05 07:26:25.213400:00 - Insert urd : http://106.125.1.131:8080/v1.0/ sras3 613-61057c361561 £ cloud_table/rous

2018-63-65 67:26:25.226400:60 - request 1 27cbag82-Fese-40FF-as75- 503021664570

2018-03-05 07:26125.227400:00 - HTTP/1.1 200 OK

2018-03-05 07:26:25.22810:00 - log an empty string Data query address

2018-03-05 07:26:25.228100:00 - request. id: 27chads2-Fose-40FF-3575-8036216457b

2018-03-05 07:26:25.229400:00 - [IRL: htp://100.125.1.131:8080/ 1.0/ 7asef 7 Fiavsesageras/cluster Sotes7c cF_cloud_tabie/rows ]
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2018-03-05 07:26125.230400:00 - HTTP/1.1 200 OK )

2018-03-05 07:26:25 o0 - request 14: 27c e-soft-as75-go3021664570 Data queried on CloudTable

2018-03-05 07:26:25.239+00:00 - {" [{"key": "cmo3 M »"Cell™: [{"column’ 7z )==","timestamp”: "c2Vydm13jZ( , {"column”:"ZjE6CGFydG1eaoux2t el imestamp”:152
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--—-End
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Integrating with LTS to Analyze Logs in
Real Time

4.1 Introduction

Scenarios

Quickly collect, process, and convert task logs of servers, such as ECSs, through
Log Tank Service (LTS).

Obtain log data based on an LTS trigger created on FunctionGraph, analyze and
process key information in the logs by using a customized function, and then filter
alarm logs.

Use SMN to push alarm messages to service personnel by SMS message or email.

Store processed log data in a specified OBS bucket for subsequent processing. The
processing workflow is shown in Figure 4-1.

Figure 4-1 Processing workflow

FunctionGraph

LTStrigger @

Log analysis
LTS Alarm notification Storage
ECS System restore
{/CD Scheduedproessng | Query
ECS —» "
Log collection ]

______ Analysis
Log conversion Dependent services
cs . Alarm
.@ Log consumption @
0BS

SMN
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Values

e Quickly collects and converts logs through LTS.

e  Processes and analyzes data in response to log events in a serverless
architecture, which features automatic scaling, no operation and
maintenance, and pay-per-use billing.

e Sends alarm notifications through SMN.

4.2 Preparation

Collecting and Storing Logs

e C(Create a log group, for example, polo.guoying on the LTS console. For details,
see Creating a Log Group.

e Create a log stream, for example, lts-topic-gfz3 on the LTS console. For
details, see Creating a Log Stream.

e Configure an agent to collect logs from servers, such as ECSs, to a specified
log group. For details, see Installing the ICAgent.

Pushing Alarm Messages

e Create a topic named fss_test on the SMN console. For details, see Creating
a Topic.

e Add subscriptions to the fss_test topic to push alarm messages. For details,
see Adding a Subscription.

e Define an environment variable named SMN_Topic with value fss_test to
push alarm messages to the subscription endpoints under the fss_test topic.

L] NOTE
Alarm messages of a subscribed topic can be pushed through email, SMS messages,
and HTTP/HTTPS.

In this example, when log events trigger the specified function through an LTS trigger,
the function filters alarm logs and pushes alarm message to the subscription
endpoints.

Processing Cloud Data

Create an OBS bucket and object, and configure event notifications.

1. Create a bucket and an object on the OBS console, as shown in Figure 4-2.
For details, see Creating a Bucket.

Figure 4-2 Creating a bucket

Basic Information

Bucket Name logstore Storage Class ~ Standard

Bucket Version 30 Region southchina

Owner gy78% Account ID 2edcOcalee804fh485db8290ab810bdc
Created 2018/07/03 20:34:49 GMT+08:00 Endpoint obs. com

Access Domain Name logstore.obs. com
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(11 NOTE

Name the bucket as logstore and the object as log.txt to store log data.

Creating an Agency

1.
2.

5.

Log in to the Identity and Access Management (IAM) console.

On the IAM console, choose Agencies from the navigation pane, and click
Create Agency in the upper right corner.

Figure 4-3 Creating an agency

Agencies @)

Uriintes Jan 26, 2002 1 1051 GT-02 00 Aunoize | Madfy | Celze

Urinitet Jan 28, 2022 165210 GWT+0620 - Aurorze | hzdfy Dese

Configure the agency.

- For Agency Name, enter LtsOperation.
- For Agency Type, select Cloud service.

- For Cloud Service, select FunctionGraph.
- For Validity Period, select Unlimited.

- Description: Enter the description.

Click Next. On the displayed page, search for LTS Administrator and Tenant
Administrator in the search box on the right and select them.

Figure 4-4 Selecting permissions

(11 NOTE

LTS Administrator depends on Tenant Guest. When you select the former, the latter
will also be selected.
Click Next and select the application scope of the permissions based on
service requirements.

4.3 Building a Program

Download fss_examples_logstore_warning.zip to create an alarm log extraction
function from scratch.

Creating a Function

Create a function by uploading the sample code package to extract logs. Select
the Python 2.7 runtime and the agency LtsOperation created in Creating an
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Agency. For details about how to create a function, see Creating an Event

Function.

This function performs Base64 decoding on received log event data, extracts alarm

logs containing keyword WRN, WARN, ERR, or ERROR, and then stores the

extracted logs in the specified OBS bucket. Set log extraction conditions based on

the content of your service logs.

Setting Environment Variables

On the Configuration tab page of the preceding function, set environment

variables to pass the bucket address, bucket name, and object name, as shown in

Table 4-1.

Table 4-1 Environment variables

Environment Variable Description

obs_address OBS endpoint.

obs_store_bucket Name of the destination bucket for
storing logs.

obs_store_objName Name of the target file for storing
logs.

SMN_Topic SMN topic.

region Name of your region.

Set the environment variables by following the procedure in Environment

Variables.

4.4 Adding an Event Source

Create an LTS trigger by using the log group and log topic created in Preparation,

and configure the trigger information according to Figure 4-5.

Figure 4-5 Creating an LTS trigger

Create Trigger

Trigger Type LTS v

* Log Group LogGroup1 » | |G/ Create Log Group

* Log Topic LogTopicT | Q0

n Cancel
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When the accumulated log size or log retention period meets a specified
threshold, LTS log data is consumed, which triggers the function associated with
the log group.

4.5 Processing Log Data

Email notifications will be received from SMN if alarm logs containing keyword
WRN, WARN, ERR, or ERROR are generated, as shown in Figure 4-6. You can also
view details of the alarm logs by opening the log.txt file in the specified bucket,
as shown in Figure 4-7.

Figure 4-6 Email notification

Get warning message.The content of message is:["{\"ip\": \"182.168.1.98\", \"line_no\": 616, \"host_name\": \"ecs-testagent.novalocal\", \"time\": 1530009653059, \"path\":
\"/usr/local/telescope/log/common.log\", \"message\": \"2018-06-26/18:40:53 [WRN] [config.go:82] The projectld or instanceld of config.json is not consistent with metadata, use
metadata.\\\\n\", \"log_uid\": \"663d6930-792d-11e 8-8b09-286ed483ce 70\"}"]

Figure 4-7 Alarm log details

"\"{\\\"message\\\":\\\"2018-06-26/18:40:53 [WRN] [config.go:82] The projectId or i

metadata. \\\\n\\\", \\\"ti
/.

n\\ \\":1530009653059, \\\"h«
\\\"/usr/local/telescope

\"ho:
/common . 10g\\\", \\\ " Log_ui.

192.168.1.98\\\", \\\"path\\\":
ne_no\\\":616}\""

On the Monitoring tab page of the function, check the number of invocations, as
shown in Figure 4-8.

Figure 4-8 Function metrics

Functions > LtsLogAlarmModule: LATEST

Code  Configuration  Triggers  Monitoring  Logs  Aliases

Metrics (last 24 hours)

Invocations Count:

Time Zone (GMT+08:00)

4.6 Other Application Scenarios

FunctionGraph and Log Tank Service (LTS) can be used to process cloud logs, push
alarm messages, and store logs in a specified Object Storage Service (OBS) bucket.
You can use FunctionGraph and LTS in multiple scenarios. For example, you can
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create a timer trigger to periodically analyze and process log data in an OBS
bucket.
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Integrating with CTS to Analyze Login/
Logout Security

5.1 Introduction

Scenarios
Collect real-time records of operations on cloud resources.
Create a Cloud Trace Service (CTS) trigger to obtain records of subscribed cloud
resource operations; analyze and process the operation records, and report alarms.
Use SMN to push alarm messages to service personnel by SMS message or email.
The processing workflow is shown in Figure 5-1.
Figure 5-1 Processing workflow
FunctionGraph
CTS trigger @
Microservices
Log analysis
— cTS Real-time alarm
‘Q: IAM / Alarm
€D
Logs N '
BMS Log collection T
Analysis
Log conversion Dependent services
SMN
Values

e Quickly analyzes operation records collected by CTS and filters out operations
from specified IP addresses.
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e  Processes and analyzes data in response to log events in a serverless
architecture, which features automatic scaling, no operation and
maintenance, and pay-per-use billing.

e Sends alarm notifications through SMN.

5.2 Preparation

Enabling CTS

Configure a tracker on CTS, as shown in Figure 5-2. For details, see Configuring a
Tracker.

Figure 5-2 Configuring a tracker

< Create Tracker
nforn
lysi nsferi i uncti

Tracker Name

Creating an Agency
Step 1 Log in to the IAM console, and choose Agencies in the navigation pane.
Step 2 On the Agencies page, click Create Agency.

Step 3 Set the agency information.
e For Agency Name, enter serverless_trust.
e For Agency Type, select Cloud service.
e  For Cloud Service, select FunctionGraph.
e  For Validity Period, select Unlimited.
e For Description, enter a description.

Step 4 Click Next. On the Select Policy/Role page, select Tenant Administrator and
click Next.

(10 NOTE

Users with the Tenant Administrator permission can perform any operations on all cloud
resources of the enterprise.

Step 5 Click OK.
----End

Pushing Alarm Messages

e C(Create a topic named cts_test on the SMN console. For details, see Creating
a Topic.

e Add subscriptions to the cts_test topic to push alarm messages. For details,
see Adding a Subscription.
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L] NOTE
Alarm messages of a subscribed topic can be pushed through emails, SMS messages,
and HTTP/HTTPS.

In this example, when operation log events trigger the specified function, the function
filters operations that are performed by users not in the IP address whitelist, and
pushes alarm messages to the subscription endpoints.

5.3 Building a Program

Download index.zip to create an alarm log analysis function from scratch.

Creating a Function

Create a function by uploading the sample code package to extract logs. Select
the Python 2.7 runtime and the agency serverless_trust created in Creating an
Agency. For details about how to create a function, see Creating an Event
Function.

This function analyzes received operation records, filters logins or logouts from
unauthorized IP addresses using a whitelist, and sends alarms under a specified
SMN topic. This function can be used to build an account security monitoring
service.

Setting Environment Variables

On the Configuration tab page of the function details page, set the environment
variables listed in Table 5-1.

Table 5-1 Environment variables

Environment Variable Description
SMN_Topic SMN topic.
RegionName Region name.

IP IP address whitelist.

Set the environment variables by following the procedure in Environment
Variables.

5.4 Adding an Event Source

Create a CTS trigger, as shown in Figure 5-3.
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Figure 5-3 Creating a CTS trigger

Create Trigger

Trigger Type CTS
* Notification Name cts_test
* Custom Operations Leam more

Service Type Resource Type Operation Name Operation

login v
AM v user v Delete
logout

“ Cancel

CTS records the logins and logouts of users on IAM.

5.5 Processing Operation Records

The function runs in response to account logins and logouts to filter those not
from the IP address whitelist, and sends a message or email through SMN, as
shown in Figure 5-4.

Figure 5-4 Email notification

lllegal operation] 1P:10.65.56.135, Action:login]

The email contains the unauthorized IP address and user operation (login or
logout).

On the Monitoring tab page of the function, check the number of invocations, as
shown in Figure 5-5.

Figure 5-5 Function metrics

orng  versir

...........
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Building an HTTP Function with Spring

Boot

Introduction

This chapter describes how to deploy services on FunctionGraph using Spring Boot.

Usually, you may build Spring Boot applications using Springlnitializr or Intelli)
IDEA. This chapter uses the Spring.io project in https://spring.io/guides/gs/rest-
service/ as an example to deploy an HTTP function on FunctionGraph.

Procedure

To deploy an existing project to FunctionGraph, change the listening port of the
project to 8000, and create a file named bootstrap in the same directory as the
JAR file to include the command for executing the JAR file.

In this example, a Maven project created using Intelli) IDEA is used.

Building a Code Package

1.

Open the Spring Boot project and click package in the Maven area to
generate a JAR file.

Figure 6-1 Generating a JAR file

B g £t vew ool

S restsenve-complete-00.1-SNAPSHOTjor = ©G-0(B Q&>
[ Project « @ RestServiceapplicationjava X Maven ']

ramework. boot . SpringApplication;
boot .autoconf .

estServiceApplication {

void n

(string[] ares) {
un(Restserviceapplication.class, args

2022-07-11 20:07:06.620 INFO 83260 ——- [
2022-07-11 20:07:06.623 INFO 83260 ——-

rviceApplication v0.0.1-SNAPSHOT using Java 11.0.7 on DE
et, ng back to 1 default profile: "default"

port(s): 8000 (http)

il

& 1 i Ut
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4.

Set the web port to 8000 (do not change this port) using the
application.properties file or specify the port during startup. HTTP functions
only support this port.

Figure 6-2 Configuring port 8000

pom.xml (rest-service-complete) pom.xml (rest-service-initial)

server.port=8000

Project

[ gs-rest-service-main
[ .idea
v [gcomplete
[ .gradle
[ .mvn
[ gradle
v [Jsrc
+ [ main
[Ojava
com.example.restservice
(©) Greeting
(©) GreetingController
(] RestServiceApplication
[ resources
©1 application.properties

[

Create a file named bootstrap in the same directory as the JAR file, and enter

the startup parameters.
/opt/function/runtime/javal1/rtsp/jre/bin/java -jar -Dfile.encoding=utf-8 /opt/function/code/rest-
service-complete-0.0.1-SNAPSHOT.jar

Compress the JAR file and bootstrap file into a ZIP package.

Creating an HTTP Function and Uploading Code

Create an HTTP function and upload the ZIP file. For details, see Creating an
HTTP Function.

Verifying the Result

Using a test event
a. On the function details page, select a version and click Configure Test
Event.

b. On the Configure Test Event page, select the event template apig-
event-template, and modify the path and pathParameters parameters
in the template to construct a simple GET request.

c. Click Create.
d. Click Test to obtain the response.

When debugging a function, increase the memory size and timeout,
for example, increase them to 512 MB and 5s.

Using an APIG trigger

a. Create an APIG trigger by referring to Using an APIG Trigger. Set the
authentication mode to None for debugging.

b. Copy the generated URL, add the request parameter greeting?
name=fg_user to the end of the URL (see Figure 6-3), and access the
URL using a browser. The response shown in the following figure is
displayed.
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Figure 6-3 Invoking the function

. & https://ef80d4df570d4c838e5 X  +

= C 4 ef80d4df]

Welcome to CSO... W3 Welcome to W3... Knowledge Onlin.. 8 https://cloudscop... ¥4 Base64 Decode a...

:“Hello, fz_user'”}

The default APIG trigger URL is in the format " Domain name/ Function
name'. In this example, the URL is https://your_host.com/
springboot_demo, where the function name springboot_demo is the
first part of the path. If you send a GET request for https://
Yyour_host.comfspringboot_demo/greeting, the request address received
by Spring Boot contains springboot_demo/greeting. If you have
uploaded an existing project, you cannot access your own services
because the path contains a function name. To prevent this from
happening, use either of the following methods to annotate or remove
the function name:

®  Method 1: Modify the mapping address in the code. For example,
add the first part of the default path to the GetMapping or class
annotation.

Figure 6-4 Modifying the mapping address

RestController

public class GreetingController {

1 usage
private static final String template = "Hello, %s!";
1 usage

private final AtomicLong counter = new AtomicLong();

"/springhoot_demo/greeting") |
Tt , defaultValue = "World") String name) {
return new Greeting(counter.incrementAndGet(), String.format(template, name));

®  Method 2: Click the trigger name to go to the APIG console, and
delete the function name in the path.

FAQ

1.  What Directories Are Accessible to My Code?

An uploaded code package is stored in the /opt/function/code/ directory of
the function (runtime environments, compute resources, or containers).
However, the directory can only be read and cannot be written. If some data
must be written to the function during code running and logged locally, or
your dependency is written by default to the directory where the JAR file is
located, use the /tmp directory.

2. How Are My Logs Collected and Output?

Function instances that have not received any requests during a specific
period of time will be deleted together with their local logs. You will be
unable to view the function logs during function running. Therefore, in
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addition to writing logs to your local host, output logs to the console by
setting the output target of Log4j to System.out or by using the print
function.

Logs output to the console will be collected. If you have enabled LTS, the logs
will also be stored in LTS for near real-time analysis.

Suggestion: Enable LTS, and click Go to LTS to view and analyze logs on the
Real-Time Logs tab page.

What Permissions Does My Code Have?

Similar to common event functions, code does not have the root permission.
Code or commands requiring this permission cannot be executed in HTTP
functions.

How Do | Package Spring Boot Projects of Multiple Modules?

Configure the following to package these Spring Boot projects.
<build>
<plugins>
<plugin>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-maven-plugin</artifactld>
<configuration>
<mainClass>com.example.YourServiceMainClass</mainClass>
</configuration>
<executions>
<execution>
<goals>
<goal>repackage</goal>
</goals>
</execution>
</executions>
</plugin>
</plugins>
</build>
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Creating a FunctionGraph Backend API
That Uses a Custom Authorizer

7.1 Introduction

In addition to IAM and app authentication, APIG also supports custom
authentication with your own system, which can better adapt to your business
capabilities.

This chapter guides you through the process of creating a FunctionGraph API that
uses a custom authorizer.

Solution

e Log in to the FunctionGraph console, and create a function for custom
authentication.

e C(Create a service function.
e Create an API group on the APIG console.

e (Create an API and configure a custom authorizer and a FunctionGraph
backend for it.

e Debug the APL
(0 NOTE

After you complete the operations in this tutorial, your Huawei Cloud account will
have the following resources:

1. An API group storing APIs

2. A custom authentication function

3. A service function
4

. An APl with a custom authorizer and a FunctionGraph backend

7.2 Resource Planning

Ensure that the following resources are in the same region.
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Table 7-1 Resource planning

Resource Quantity
API group 1

Custom 1
authentication

function

Service function 1

API 1

7.3 Building a Program

Creating an API group

Step 1

Step 2

Before creating a function and adding an event source, create an API group to
store and manage APIs.

L] NOTE
Before enabling APIG functions, buy a gateway by referring to section "Buying a Gateway".

Log in to the APIG console, choose API Management > APl Groups in the
navigation pane, and click Create API Group in the upper right.

Select Create Directly, set the group information, and click OK.
e Name: Enter a group name, for example, APIGroup_test.
e Description: Enter a description about the group.

--—-End

Creating a Custom Authentication Function

Step 1

Frontend custom authentication means APIG uses a function to authenticate
received API requests. To authenticate API requests by using your own system,
create a frontend custom authorizer in APIG. Create a FunctionGraph function
with the required authentication information. Then use it to authenticate APIs in
APIG.

This section uses the header parameter event["headers"] as an example. For the
description about request parameters, see Request Parameter Code Example.

In the left navigation pane of the management console, choose Compute >
FunctionGraph to go to the FunctionGraph console. Then choose Functions >
Function List in the navigation pane.

Step 2 Click Create Function.

Step 3 Set the function information, and click Create Function.

e Template: Select Create from scratch.
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e Function Type: Select Event Function.

e Function Name: Enter a function name, for example, apig-test.
e Agency: Select Use no agency.

e Runtime: Select Python 2.7.

Step 4 On the function details page that is displayed, click the Code tab and copy the
example request parameter code to the online editor, and click Deploy.

Step 5 Click Configure Test Event, and select an event template. Modify the template as
required, and click Create. In this example, add "auth":"abc" to "headers".

Figure 7-1 Configuring a test event

Configure Test Event

*@* Create new test event Edit saved test event
Event Template (17) Event Name apig-event-2bmrb5
6 stage”: "RELEASE
Q o | 8
7 }s
blank-template queryStringParameters”: {
9 "responseType”: "html"
1e B
[ — -
cts-event-template 1 “ht.pre.hod . E'T :
12 pathParameters™: {},

dds-eveni-template 13 "headers”: [{

14
gaussmongo-event-emplate 15 "accept-language”: "zh-CMN,zh;q=0.8,zh-TW;q=8.7,zh-HK;q=0.5,en
dis-event-template 16 "accept-encoding”: "gzip, deflate, br",
17 "x-forwarded-port™: 3",
image-tag 18 "x-forwarded-for": "103.218.216.98",
Kafka-event-template 19 "accept”: "text/html,application/xhtml+xml,application/xml;q=
28 "upgrade-insecure-requests”: "1",

login-securty-template 21 “ha

"S@eedf92-c9ad-4acl-827e-d7c11415d4f1. apigw. cn-north-
varded-proto”: “"https”,

lis-event-template " P "
P 23 pragma": "no-cache”,

Step 6 Click Test. If the result is Execution successful, the function is successfully
created.

Figure 7-2 Viewing the execution result

Execution successiul

Function Qutput

"body": "{%\"status\": \"allow\", \"context\": {\'user\": \"success\"}}",

"statusCode™: 288

--—-End

Creating a Custom Authorizer

Create a custom authorizer in APIG and connect it to the frontend custom
authentication function.

Step 1 In the left navigation pane of the management console, choose Middleware >
API Gateway to go to the APIG console. In the navigation pane, choose API
Management > API Policies. On the Custom Authorizers tab, click Create
Custom Authorizer.

Step 2 Configure basic information about the custom authorizer according to the
following figure.
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e Name: Enter a name, for example, Authorizer_test.
e Type: Select Frontend.
e Function URN: Select apig-test.

Figure 7-3 Creating a custom authorizer

Create Custom Authorizer

MName Authorizer_test

Type

Function URN | Selec!

Version/Alias Version v LATEST v
Max. Cache Age (s) (2) 0 -

Identity Sources ﬁj Parameter Location Parameter Name Operation

() Add Identity Source
Send Request Body

UserData (3)

ﬂ The user data will be stored as plaintext. Be careful with the
information that you include here

Step 3 Click OK.
----End

Creating a Backend Service Function

APIG supports FunctionGraph backends. After you create a FunctionGraph
backend API, APIG will trigger the relevant function, and the function execution
result will be returned to APIG.

Step 1 Create a service function by referring to Creating a Custom Authentication
Function. The function name must be unique.

Step 2 On the Code tab of the function details page, copy the following code to the
online editor, and click Deploy.
-*- coding:utf-8 -*-
import json
def handler (event, context):
body = "<html><title>Functiongraph Demo</title><body><p>Hello, FunctionGraph!</p></body></htm[>"
print(body)

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 43



FunctionGraph
Best Practices

7 Creating a FunctionGraph Backend API That Uses
a Custom Authorizer

return {
"statusCode":200,
"body":body,
"headers": {

}

"isBase64Encoded": False
}

--—-End

Request Parameter Code Example

The following are the requirements you must meet when developing
FunctionGraph functions. Python 2.7 is used as an example.

The function must have a clear API definition. Example:

def handler (event, context)

e handler: name of the entry point function. The name must be consistent with
that you define when creating a function.

e event: event parameter defined in JSON format for the function.

e context: runtime information provided for executing the function. For details,
see SDK APIs.

event supports three types of request parameters in the following formats:
e Header parameter: event["headers"][" Parameter name"]

e  Query string: event["queryStringParameters"][" Parameter name"]

e Custom user data: event["user_data"]

The three types of request parameters obtained by the function are mapped to the
custom authentication parameters defined in APIG.

e Header parameter: Corresponds to the identity source specified in Header for
custom authentication. The parameter value is transferred when the API that
uses custom authentication is called.

e Query string: Corresponds to the identity source specified in Query for custom
authentication. The parameter value is transferred when the API that uses
custom authentication is called.

e Custom user data: Corresponds to the user data for custom authentication.
The parameter value is specified when the custom authorizer is created.

e The function response cannot be greater than 1 MB and must be in the

following format:
{ "statusCode":200,

"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"
}

The body field is a character string, which is JSON-decoded as follows:
{

"status": "allow/deny",
"context": {
"user": "abc"
}
}
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The status field is mandatory and is used to identify the authentication result. The
authentication result can only be allow or deny. allow indicates that the
authentication is successful, and deny indicates that the authentication fails.

The context field is optional and can only be key-value pairs. The key value
cannot be a JSON object or an array.

The context field contains custom user data. After successful authentication, the
user data is mapped to the backend parameters. The parameter name in context
is case-sensitive and must be the same as the system parameter name. The
parameter name must start with a letter and can contain 1 to 32 characters,
including letters, digits, hyphens (-), and underscores (_).

Example Header Parameter

# -*- coding:utf-8 -*-
import json
def handler(event, context):
if event["headers"].get("auth")=="abc":
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"success"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)
Example Query String

-*- coding:utf-8 -*-
import json
def handler(event, context):
if event["queryStringParameters"].get("test")=="abc"
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

Example User Data

-*- coding:utf-8 -*-
import json
def handler(event, context):
if event.get("user_data")=="'abc"
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resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"

}
b))
}
else:
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
b))

}

return json.dumps(resp)

7.4 Adding an Event Source

Creating an API

After creating an API group, custom authentication function, and backend
function, create a FunctionGraph backend API that uses a custom authorizer by
performing the following steps:

Step 1 Log in to the APIG console, choose APl Management > APIs in the navigation
pane, and click Create API in the upper right.
Step 2 Configure the basic information according to Figure 7-4 and Figure 7-5.
e APl Name: Enter a name, for example, API_test.
e  Group: Select APl group APIGroup_test.
e URL: Set Method to ANY, Protocol to HTTPS, and Path to /testAPI.
e Gateway Response: Select default.
e Authentication Mode: Select Custom.
e Custom Authorizer: Select Authorizer_test.

Figure 7-4 Configuring frontend definition

Frontend Definition

Method Protocel Subdomain Name Path
HTTRS - estAPI @
1 D default
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Figure 7-5 Configuring security settings

Security Configuration

Visibiity (7) m Private
Authenticafion Mode App 1AM None

‘You can create a custom authorizer to control APl access using your own authentication system. Security Level

Custom Authorizer + | C Create Custom Authorizer

CORS Enable this option to allow restricted resources on a web page to be requested from other domains

L] NOTE
For more parameters, see section "Creating an API".

Step 3 Click Next to configure the backend service according to Figure 7-6.
e Backend Type: Select FunctionGraph.
e  Function URN: Select the created service function.
e Version/Alias: Select the latest version.
e Invocation Mode: Select Synchronous.

Figure 7-6 Configuring the backend service

Backend Configuration

Backend Type HTTPEHTTPS Mock

Default Backend Basic Information

Backend Policies @ Function Name apig-testi
Function URN Select
Version/Alias Version v latest
Invocation Mode Synchronous
Timeout (ms) 5000
Backend Authentication @ Use custom authorizer for authentication

Step 4 Click Finish.
Step 5 Click Publish to publish the API in the RELEASE environment.

Figure 7-7 Publishing an API

AP test
D: d26° of

® Create Policy « Publish

--—-End

7.5 Debugging and Calling the API

APIG provides online debugging, enabling you to check an API after configuring it.

Step 1 Log in to the APIG console. In the navigation pane, choose APl Management >
APIs. Then click API_test, and click Debug.

Step 2 Add a header parameter and click Debug.
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e Parameter Name: Enter auth.
e Parameter Value: Enter abc.

Figure 7-8 Adding a header

Metnod | GET

GET  hitpsi/aselcic79e16415263c71d08b4feapice  3hu s comtestaP!

Parameters  Headers (1)

Parameter Name

auth

Step 3 Check whether the API response contains the content you have defined in the
service function. See Figure 7-9.

Figure 7-9 API response

HTTE/1.1 200 OK

Content-Length: 87

Connection: kesp-alive

Content-Type: text/html; charsst=UTF-8

Date: Tue, 07 Feb 2023 06:39:18 GMT

Server: api-gateway

Strict—Transport—Security: max—age=31536000; includsSubdomains;
X-Bpig-Latency: 2140

X-Apig-Ratelimit-Api: remain:99,1limit:100,time:1 minute
X-Bpig-Ratelimit-Api: remain:15601,1limit:16000,time:1 sscond
X-Bpig-Ratelimit-Api-Allenv: remain:5999,1imit:6000,time:1 sscond
X-Bpig-Ratelimit-Api-Allenv: remain:15601,1limit:16000,time:1 sscond
X-Bpig-Ratelimit-User: remain:9870,1imit:10000,time:1 sscond
X-2pig-Upstream-Tatency: 1539

X-C£f-Billing-Duration: 5

X-CE£f-Invoke—Summary: {"funcDigest":"64999£78:fbc98714£57b3£190573bs", "duration™:4.952, "billingDuration”:5, "memo
rySize":128, "memoryUsed”:25. 906, "podNams": "poo122-300-128-fusion-67£c9bBAI5-56rsv" }
X-CEff-Request—Td: 495bcdf5-d474—4aa5-bal4-cT79£84d4367¢
X-Content-Typs—Cptions: nosniff

X-Download-Cptions: noopen

X-Frame—Cptions: SAMECRIGIN

X-Request—Td: dfa7d5925751£31£12221£45459a1312

X-Xss-Protection: 1; mode=block;

|<html><title>Functinngraph Demo</title><body><p>Hello, FunctionGraph!</p></body></html>

--—-End
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Processing loT Data

8.1 Introduction

Scenarios

This section demonstrates how to combine FunctionGraph and loT Device Access
(IoTDA) to process status data reported by loT devices. 0T devices are managed
on the IoTDA platform. Data generated by the devices is transferred from |oTDA to
trigger the FunctionGraph functions you have compiled for processing.

This combination is suitable for processing device data and storing them to OBS,
structuring and cleansing data and storing them to a database, and sending event
notifications for device status changes.

This best practice focuses on how to combine I0TDA and FunctionGraph. For
details about how to manage devices and report data using IoTDA, see the
documentation of I0TDA. In this chapter, we use IoTDA and FunctionGraph to
convert WGS84 coordinates to GCJO2.

fimm) ~—
R\
‘: — = fx —
N

D Data Foryard Coorimate  EOBE
transformation {2l
GS84 Data _

1
1
1
1
1
1
1
1
1
:
1
function !
1
1
1
1
1
1
1
1
1
1
1

{_5\ loTDA @_.
3 NS

loT Device

________________________________________________________________

Procedure

e Create an lIoTDA instance in IoTDA. (The standard edition is free of charge.
You can use it for testing purposes.)

e Create a function in FunctionGraph.
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e Set forwarding rules in loTDA or create an IoTDA trigger in FunctionGraph.
e Send test messages using forwarding rules.

8.2 Preparation

Before creating a forwarding rule, create an IoTDA instance as well as products
and devices. In this best practice, we only create an instance for testing.

Creating an IoTDA Instance

Step 1 Log in to the IoTDA console. In the navigation pane, choose l10TDA Instances.

Step 2 On the right of the loTDA Instances page, click Enable Free Standard Edition.
The parameter configuration page is displayed. Set the parameters based on
service requirements.

Figure 8-1 Enabling free standard edition

FELIIL IISTUD WILIE T ILUDU Y. g

Free Use of Standard Edition Instance

mor You can use the full features of Standard Edition for free, for an unlimited period
of time, through the test unit. The resource quotas are as follows:

Maximum Messages per Day 10,000
Max Message TPS 10TPS

1t WE _
s Tl Max Concurrent Online Devices 1,000

Enterprise Project default -

Instance Name freeStandardinstance

teres Description

“ Cancel

Step 3 Click Create.

--—-End

Creating a Function

Step 1 In the left navigation pane of the management console, choose Compute >
FunctionGraph. On the FunctionGraph console, click Create Function.

Step 2 Select Create from scratch. Set Function Type to Event Function, enter iotdemo
for Function Name, select a runtime (for example, Python 3.9), and click Create
Function.

--—-End
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Creating a Forwarding Rule

Forwarding rules are used to transfer data from loTDA to trigger specified
functions. For this purpose, you can create forwarding rules in IoTDA or create an
IoTDA trigger in FunctionGraph. Perform the following procedure to create a
forwarding rule:

Step 1 In the left navigation pane of the management console, choose 10T > loTDA
Device Access. On the IoTDA console, choose Rules > Data Forwarding, and click
Create Rule.

loT Device Access Data Forwarding @
Rule List AMQP Queues
Basic
Default ou can add and manage rules that trigger corresponding actions en connected devices when specific triggers are met
. 9 Import Rule Contgure Folicy
verview
Products Rule Name Rule ID Resource Space
Devices v
ruies ) -

| Data Forwarding
Server Certificates No records |
Device Linkage
Storage Management
o&M -

Resource Spaces

Step 2 Enter basic information and click Create Rule.

(10 NOTE

e Set Rule Name to iotfg or another one.
e For Data Source, select Device message.
e For Trigger, select device message reporting.

Step 3 To set the forwarding target, click Add, and select FunctionGraph.
Step 4 If this is the first time you select FunctionGraph, authorize access to |oTDA.

Step 5 Select function iotdemo.
@ —a

Set Forwarding Data set| Forwarding Targe!

Spe and SQL statements. You can Spec
also quickly configure specific data serve
or Edit SQL for

Fi Graph is available. Go to Fi Grapl create a FunctionGrapl

Function Graph @ cn-north-5  iotdemo

Step 6 Start the rule.
----End
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8.3 Building a Program

Editing a Function Program

Open function iotdemo, copy the following coordinate conversion code to the
function. This code is for testing purposes only and can be modified if needed.

# -* coding:utf-8 -*
import json

import math

from math import pi

def handler(event, context):

data = event]"notify_data"]["body"]
lat = data["lat"]
Ing = data["lng"]
print(f" WGS84: ({lng},{lat})")
gcj_lng, gcj_lat = transform(lng, lat)
print(f" GCJ02: ({gcj_lng}{gcj_lat})")
body = {

"gcj_Lng": gcj_Lng,

"gcj_lat": gcj_lat

return {
"statusCode": 200,
"isBase64Encoded": False,
"body": json.dumps(body),
"headers": {

"Content-Type": "application/json"

}

}

def transform(/on, (at):

a =6378245.0
ee = 0.00669342162296594323

dlat = transform_lat(/on - 105.0, /at - 35.0)
dlon = transform_lon(/on - 105.0, /at - 35.0)

rad_lat = /at/ 180.0 * pi

magic = math.sin(rad_lat)
magic = 1 - ee * magic * magic
sqrt_magic = math.sqrt(magic)

dlat = (dlat * 180.0) / ((a * (1 - ee)) / (magic * sqrt_magic) * pi)
dlon = (dlon * 180.0) / (a / sqrt_magic * math.cos(rad_lat) * pi)

mg_lon = /lon + dlon
mg_lat = /at + dlat

return mg_lon, mg_lat

def transform_lon(x, J):

ret =300.0 + x+2.0* y+0.1* x* x+\
0.1 * x* y+ 0.1 * math.sqrt(math.fabs(x))

ret += (20.0 * math.sin(6.0 * pi * x) +

20.0 * math.sin(2.0 * pi * X)) *2.0 / 3.0
ret += (20.0 * math.sin(pi * x) +

40.0 * math.sin(pi /3.0 * x)) *2.0 / 3.0
ret += (150.0 * math.sin(pi / 12.0 * x) +

300.0 * math.sin(pi / 30.0 * x)) *2.0 / 3.0

return ret

def transform_lat(x, J):

ret =-100.0 +20* x+3.0* y+ 02 * y* y+\
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0.1 * x* y+ 0.2 * math.sqrt(math.fabs(x))

ret += (20.0 * math.sin(6.0 * pi * x) +

20.0 * math.sin(2.0 * pi * x)) *2.0 / 3.0
ret += (20.0 * math.sin(pi * J) +

40.0 * math.sin(pi /3.0 * y)) *2.0/ 3.0
ret += (160.0 * math.sin(pi / 12.0 * ) +

320 * math.sin(pi / 30.0 * ))) *2.0 / 3.0
return ret

Online Joint Commissioning with 10TDA

Step 1 Log in to the IoTDA console. In the navigation pane, choose Rules & > Data
Forwarding. In the Rule List, click View on the right of the target rule name. The
Data Forwarding Rule Details page is displayed.

Step 2 Select Set Forwarding Target and click Test on the right of the forwarding target
to edit the test data.

Figure 8-2 Testing the forwarding rule

< Data Forwarding Rule Details
-0 3

Set Forwarding Target o Enable Rule

Set Forwarding Data

Function Graph ~ © cn-norih5 otdemo Test = Modfy = Dele

Step 3 Enter the test data and click Connectivity Test.
{

|||||

"notify_data": {
"header": {
"app_id": "d4922d8a-6c8e-4396-852c-164aefa6638f",
"device_id": "d4922d8a-6c8e-4396-852c-164aefa6638f",
"node_id": "ABC123456789",
"product_id": "ABC123456789",
"gateway_id": "d4922d8a-6c8e-4396-852c-164aefa6638f",
"tags": [
{
"tag_key": "testTagName",
"tag_value": "testTagValue"

}
1
by
"body": {
"lat": 92.64763932844794,
"lng": 35.25202546134364
}

}
}
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Forwarding Ru

Connectivity Test

—© -0 —©

Set Forwarding Data Set Forwarding Target Enable Rule e

Specity the data source,tigger, and SL statements. You can Specily the targets (HUAWEI CLOUD services o prvte. Preview the e nfomatel  Test Data Analog Input Template
also cick forwarding data S -

or Edit SQL for more complex queries. tags™ o

tag_key" testTagName
tag_value" testTagalug

boor(
it s aasarean
Funcion Greon© corn o 35 s0s 18887

Test Resut

(Success]: [Apr 25, 2023 2225:38 GMT=08.00] SUCCESS

Step 4 Go to the FunctionGraph console, choose Monitoring > Logs, and click the
request ID in blue to view logs.

1®
7 .
{ PR —
i @, ConfoureAsync Noticaton E—
.
010
Code  Monioring Alases  Configuration
o - |
@ Fnctons s o i lgen TS,V cade b st custo oggngstemens, Th g e s e ncin s

0 ANConraph .00 250940642 eebB2r 300224008058 5 oeo_4411B401-<Tct-481-2206-000TDRE3621T

Entrata JIEEE - L3 days cun [ C
Tine Request D Duration Memory Used Version casse
A28, 202322257 GUT-0800 bt 7547 — 350208 atest Cosats
13cb1df1-6eeb-4343-b471-4abaf5138240
Cold start successful on 75.474ms v Used 33.902MB
Logs Q Search W All []Full Screen &, Download Log
1 2023-24-25T14:32:57Z Start load request '4f8e@710-2d17-4275-2a44-5150431F1567",
2 2023-24-25T14:32:57Z Finish load request '4f8e0716-2d17-4275-9a44-5150431F1567"
3 % 2023-84-25T14:32:577 Start invoke request '13cbldfl-6eeb-4343-b471-4abaf513824@
4 WGS84: (35.25202546134364,92.64763932844794)
5 GCIe2: (35.185317139674076,92.64923865064838)
6

2023-84-25T14:32:577 Finish invoke request '13cbldfl-6esb-4343-ba71-4abaf513824

To invoke other systems, persist data in OBS, or achieve other purposes, modify
the program.

--—-End
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Function + DEW: Encrypting/Decrypting
Files

9.1 Introduction

Huawei Cloud Data Encryption Worksop (DEW) uses the hardware security
module (HSM) to protect your keys. All of your keys are protected by the root key
in HSM. DEW provides access control and log tracing for all operations on keys,
and records key uses to meet audit and compliance requirements. You can buy a
dedicated HSM instance to encrypt your service systems (including sensitive data,
financial payments, and electronic bills). It encrypts the sensitive data of your
enterprise (contracts, transactions, and records) and of users (IDs and mobile
numbers). This prevents data breaches and unauthorized access or data tampering
by internal users caused by network attacks and data reduction. This chapter
describes how to use FunctionGraph and DEW to encrypt and decrypt files.

Scenarios
e Upload files to a specified OBS bucket.
e Encrypt and decrypt each uploaded file.
e Upload the processed files to another OBS bucket.

(11 NOTE

1. This tutorial uses two different OBS buckets.

2. The function you create must be in the same region (default region recommended)
as the OBS buckets.

Procedure
e Create two buckets on the OBS console.
e Create a function with an OBS trigger.
e Upload files to one of the buckets.
e Trigger the function to encrypt and decrypt the files.
e The function uploads the processed files to the other bucket.
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(11 NOTE

After you complete the operations in this tutorial, your account will have the following
resources:

1. Two OBS buckets (for storing uploaded and processed files respectively)
2. A file encryption/decryption function
3. An OBS trigger for associating the function with the OBS buckets

9.2 Preparation

Create two OBS buckets to store uploaded and encrypted/decrypted files,
respectively.

Create an agency to delegate FunctionGraph to access OBS resources.

Creating OBS Buckets

/A\ CAUTION

e The function and the source and destination buckets for storing files must be in
the same region.

e Use two different OBS buckets. If only one bucket is used, the function will be
executed infinitely. (When a file is uploaded to the bucket, the function is
triggered to process the file and store the processed file into the bucket again.
In this way, the function executes endlessly.)

Procedure
Step 1 Log in to the OBS console, and click Create Bucket.

Step 2 On the Create Bucket page, set the bucket information.
e For Region, select a region.
e For Data Redundancy Policy, select Single-AZ storage.
e For Bucket Name, enter dew-bucket-input.
e For Default Storage Class, select Standard.
e For Bucket Policies, select Private.
e For Direct Reading, select Disable.

Click Create Now.
Step 3 Repeat Step 2 to create the destination bucket.

Name the destination bucket dew-bucket-output, and select the same region and
storage class as those of the source bucket.

Step 4 View dew-bucket-input and dew-bucket-output in the bucket list.

--—-End

Issue 01 (2024-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 56


https://console.eu.huaweicloud.com/obs/

FunctionGraph
Best Practices 9 Function + DEW: Encrypting/Decrypting Files

Creating a DEW Key

/A\ CAUTION

e The DEW key and function must be in the same region.

Procedure

Step 1 In the left navigation pane of the management console, choose Security &
Compliance > Data Encryption Workshop to go to the DEW console. Then click
Create Key.

Step 2 On the Create Key page, click OK.
Step 3 Record the master key ID.

--—-End

Creating an Agency

Step 1 In the left navigation pane of the management console, choose Management &
Governance > Identity and Access Management to go to the IAM console. Then
choose Agencies in the navigation pane.

Step 2 On the Agencies page, click Create Agency.

Step 3 Set the agency information.
e For Agency Name, enter serverless_trust.
e For Agency Type, select Cloud service.
e  For Cloud Service, select FunctionGraph.
e For Validity Period, select Unlimited.
e For Description, enter a description.

Step 4 Click Next. On the Select Policy/Role page, select Tenant Administrator and
click Next.

(1 NOTE

Users with the Tenant Administrator permission can perform any operations on all cloud
resources of the enterprise.

Step 5 Click OK.
----End

9.3 Building a Program

This section provides a file encryption/decryption package. You can create a
function with the sample code in this package.
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Creating a Deployment Package

This example uses a Java 8 function to encrypt/decrypt files. For details about
function development, see Developing Functions in Java. Figure 9-1 shows the
sample code directory. The service code is not described.

Figure 9-1 Sample code directory

FileEncryptAndDecrypt is the function execution entry point. The entry function
in FileEncryptAndDecrypt contains the following code:

package com.huawei.kms;
import com.huawei.services.runtime.Context;
import com.huawei.services.runtime.entity.s30bs.S30bsTriggerEvent;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.kms.v1.KmsClient;
import com.huaweicloud.sdk.kms.v1.model.*;
import com.obs.services.ObsClient;
import com.obs.services.exception.ObsException;
import com.obs.services.model.ObsObject;
import javax.crypto.Cipher;
import javax.crypto.spec.GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.*;
import java.nio.file.Files;
import java.security.SecureRandom;
public class FileEncryptAndDecrypt {
private String objectKey;
private String inputPath;
private String outputPath;
public String encrypt(S30bsTriggerEvent event, Context context){
objectKey = event.getObjectKey();
inputPath = "/tmp/" + objectKey;
outputPath = "/tmp/" + objectKey + ".encrypt";
// Initialize OBS class.
obsClientHandler client = new obsClientHandler();
client.init(context);
client.setObjectInfo(objectKey, inputPath, outputPath);
// Download files from the specified OBS bucket.
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client.downloadFile();

// Initialize KMS class.

KmsClientHandler kms = new KmsClientHandler();
kmes.init(context);

kms.setPath(inputPath, outputPath);

// Encrypt files.

kms.encryptFile();

// Upload files.

client.uploadFile();

return "ok";

}
public String decrypt(S30bsTriggerEvent event, Context context){
objectKey = event.getObjectKey();
inputPath = "/tmp/" + objectKey;
outputPath = "/tmp/" + objectKey + ".decrypt";
// Initialize OBS class.
obsClientHandler client = new obsClientHandler();
client.init(context);
client.setObjectInfo(objectKey, inputPath, outputPath);
// Download files from the specified OBS bucket.
client.downloadFile();
// Initialize KMS class.
KmsClientHandler kms = new KmsClientHandler();
kmes.init(context);
kms.setPath(inputPath, outputPath);
// Encrypt files.
kms.decryptFile();
// Upload files.
client.uploadFile();
return "ok";
}
static class KmsClientHandler {
// DEW API version. Currently fixed to v1.0.
private static final String KMS_INTERFACE_VERSION = "v1.0";
private static final String AES_KEY BIT_LENGTH = "256";
private static final String AES_KEY BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";
private static final int GCM_TAG_LENGTH = 16;
private static final int GCM_/V_LENGTH = 12;
private String ACCESS_KEY;
private String SECRET_ACCESS_KEY;
private String PROJECT_ID;
private String KMS_ENDPOINT;
private String keyld;
private String cipherText;
private String inputPath;
private String outputPath;
private Context context;
private KmsClient kmsClient = null;
void init(Context context) {
this.context = context;

}
void initKmsClient() {
if (kmsClient == null) {
ACCESS_KEY = context.getAccessKey();
SECRET_ACCESS_KEY = context.getSecretKey();
PROJECT_ID = context.getProjectID();
KMS_ENDPOINT = context.getUserData("kms_endpoint");
keyld = context.getUserData("kms_key_id");
cipherText = context.getUserData("cipher_text");
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY).withProjectld(PROJECT_ID);
kmsClient = kmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();
}
}
byte[] getEncryptPlainKey() {
final CreateDatakeyRequest createDatakeyRequest = new
CreateDatakeyRequest().withVersionld(KMS_INTERFACE_VERSION)
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.withBody(new
CreateDatakeyRequestBody().withKeyld(keyld).withDatakeyLength(AES KEY BIT_LENGTH));
final CreateDatakeyResponse createDatakeyResponse =
kmsClient.createDatakey(createDatakeyRequest);
final String cipherText = createDatakeyResponse.getCipherText();
return hexToBytes(createDatakeyResponse.getPlainText());

byte[] hexToBytes(String hexString) {
final int stringLength = hexString.length();
assert stringLength > 0;
final byte[] result = new byte[stringLength / 2];
intj=0;
for (inti = 0; i < stringLength; i += 2) {
result[j++] = (byte) Integer.parse/nt(hexString.substring(i, i + 2), 16);

return result;

public void setPath(String inputPath, String outputPath) {
this.inputPath = inputPath;
this.outputPath = outputPath;

}
public void encryptFile() {
final File outEncryptFile = new File(outputPath);
final File inFile = new File(inputPath);
final byte[] iv = new byte[GCM_/V_LENGTH];
final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);
doFileFinal(Cipher. ENCRYPT_MODE, inFile, outEncryptFile, getEncryptPlainKey(), iv);

}

byte[] getDecryptPlainKey() {
final CreateDatakeyRequest createDatakeyRequest = new
CreateDatakeyRequest().withVersionld(KMS_INTERFACE_VERSION)

.withBody(new
CreateDatakeyRequestBody().withKeyld(keyld).withDatakeyLength(AES_KEY_BIT_LENGTH));
// Create a data key.
final CreateDatakeyResponse createDatakeyResponse = kmsClient.createDatakey(createDatakeyRequest);

final DecryptDatakeyRequest decryptDatakeyRequest = new
DecryptDatakeyRequest().withVersionld(KMS_INTERFACE_VERSION)

.withBody(new
DecryptDatakeyRequestBody().withKeyld(keyld).withCipherText(createDatakeyResponse.getCipherText()
).withDatakeyCipherLength(AES _KEY BYTE_LENGTH));

return hexToBytes(kmsClient.decryptDatakey(decryptDatakeyRequest).getDataKey());

}
public void decryptFile() {
final File outEncryptFile = new File(outputPath);
final File inFile = new File(inputPath);
final byte[] iv = new byte[GCM_/V_LENGTH];
final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);
doFileFinal(Cipher. DECRYPT_MODE, inFile, outEncryptFile, getDecryptPlainKey(), iv);

}

/** /| * Encrypt/Decrypt files. /l* /| * @param cipherMode Encryption mode.
Options: Cipher.ENCRYPT_MODE and Cipher.DECRYPT_MODE. // * @param infile  Files before
encryption/decryption. // * @param outFile Files after encryption/decryption. /l*
@param keyPlain Plaintext key //  * @param iv Initialize vector. /] % void
doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedInputStream bis = new BufferedIinputStream (Files.new/nputStream(infile.toPath()));

BufferedOutputStream bos = new
BufferedOutputStream (Files.newOutputStream(outFile.toPath()))) {

final byte[] bytln = new byte[(int) infile.length()];

final int fileLength = bis.read(bytin);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);

final Cipher cipher = Cipher.getinstance(AES_ALG);

final GCMParameterSpec gcmParameterSpec = new GCMParameterSpec(GCM_TAG_LENGTH *
Byte.S/ZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);

final byte[] bytOut = cipher.doFinal(bytIn);

bos.write(bytOut);
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} catch (Exception e) {
throw new RuntimeException(e.getMessage());
}
}
}
static class obsClientHandler {
private ObsClient obsClient = null;
private String inputBucketName;
private String outputBucketName;
private String objectKey;
private Context context;
private String locallnPath;
private String localOutPath;
public void init(Context context) {
this.context = context;

}
void initObsclient() {
if (obsClient == null) {
inputBucketName = context.getUserData("input_bucket");
outputBucketName = context.getUserData("output_bucket");
String ACCESS_KEY = context.getAccessKey();
String SECRET_ACCESS_KEY = context.getSecretKey();
String OBS_ENDPOINT = context.getUserData("obs_endpoint");
obsClient = new ObsClient(ACCESS_KEY, SECRET_ACCESS_KEY, OBS_ENDPOINT);

}

}

public void setObjectinfo(String objectKey, String inPath, String outPath) {
this.objectKey = objectKey;
locallnPath = inPath;
localOutPath = outPath;

public void downloadFile() {

initObsclient();

try {
ObsObject obsObject = obsClient.getObject(inputBucketName, objectKey);
InputStream inputStream = obsObject.getObjectContent();
byte[] b = new byte[1024];
int len;
FileOutputStream fileOutputStream = new FileOutputStream("/tmp/" + objectKey);
while ((len = inputStream.read(b)) = -1) {

fileOutputStream.write(b);

}

inputStream.close();
fileOutputStream.close();

} catch (ObsException ex) {
ex.printStackTrace();

} catch (IOException e) {
throw new RuntimeException(e);

}

}
public void uploadFile() {
try {
// Local path of the files to upload. File names must be specified.
FilelInputStream fis = new FilelnputStream(new File("/tmp/" + objectKey + ".encrypt"));
obsClient.putObject(outputBucketName, objectKey, fis);
fis.close();
} catch (FileNotFoundException e) {
throw new RuntimeException(e);
} catch (IOException e) {
throw new RuntimeException(e);

}
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Creating a Function

Step 1

Step 2
Step 3

Step 4

When creating a function, specify an agency with OBS and DEW access
permissions so that FunctionGraph can invoke these two services.

Log in to the FunctionGraph console, and choose Functions > Function List in
the navigation pane.

Click Create Function.

Click Create from scratch and configure the function information.

After setting the basic information, click Create.

For Function Type, select Event Function.

For Function Name, enter fss_examples_dew.
For Agency, select serverless_trust.

For Runtime, select Java 8.

On the details page of function fss_examples_dew, configure the following
information:

1.

On the Code tab, choose Upload > Local JAR, upload the compiled sample
code JAR package, and click OK.

Choose Configuration > Basic Settings, set the following parameters, and
click Save.

- For Memory, select 128.

- For Execution Timeout, enter 3.

- For Handler, enter com.huawei.kms.FileEncryptAndDecrypt.encrypt.
- For App, retain the default value default.

- Description: Enter File encryption and decryption.

Choose Configuration > Environment Variables, set environment variables,
and click Save.

dew_endpoint: DEW endpoint

dew_key_id: Master key ID

input_bucket: OBS bucket for storing uploaded files
output_bucket: OBS bucket for storing encrypted/decrypted files
obs_endpoint: OBS endpoint

Table 9-1 Environment variables

Environment Variable Description

dew_endpoint DEW endpoint.

dew_key_id User master key ID.

input_bucket OBS bucket for storing input files.

output_bucket OBS bucket for storing encrypted
and uploaded files.
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Environment Variable Description
obs_endpoint OBS endpoint.
----End

9.4 Adding an Event Source

After creating the OBS buckets and function, add an event source to the function
by creating an OBS trigger. Perform the following procedure:

Step 1 On the fss_examples_dew page, choose Configuration > Triggers and click
Create Trigger.

Step 2 Select Object Storage Service (OBS) for Trigger Type, and set the trigger
information, as shown in Figure 9-2.

Select bucket input_bucket.

For Events, select Post and Put.

Figure 9-2 Creating an OBS trigger

Create Trigger

Trigger Type Object Storage Service (OBS) v

Bucket Name @ dew-bucket-mput * | (C Create Bucket
Events (%) P... P... M

Event Notification Name obs-svent-ho23

Prefix @

Suffix (3)

0 Recursive Invocation

| understand and agree

Step 3 Click OK.
{10 NOTE

After the OBS trigger is created, when a file is uploaded or updated to bucket dew-bucket-
input, an event is generated to trigger the function.

----End
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9.5 Processing Files

When a file is uploaded and updated to bucket dew-bucket-input, an event is
generated to trigger the function. The function encrypts and decrypts the file and
stores the processed one into bucket dew-bucket-output.

Uploading a File to Generate an Event

Log in to the OBS console, go to the object page of the dew-bucket-input
bucket, and upload the image.jpg file, as shown in Figure 9-3.

Figure 9-3 Uploading a file
Name Storage Class Size @ = Encrypted Restoration Status

imagejpg Standard 1442KB No

Triggering the Function

After the file is uploaded to bucket dew-bucket-input, OBS generates an event to
trigger the file encryption/decryption function. The function encrypts/decrypts the
file and stores the processed one into bucket dew-bucket-output. View the run
logs of fss_examples_dew on the Logs tab page.

The Objects page of the bucket dew-bucket-output displays the processed file
image.jpg.encrypt, as shown in Figure 9-4. In the Operation column, click
Download to download the file.

Figure 9-4 Output file

NNNNN s

imageipgencyt  Standard
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1 O Filtering Logs in Real Time by Using

FunctionGraph and LTS

10.1 Introduction

This chapter elaborates the following aspects of the practice:

Scenario

Scenario and benefits
Preparation

Building a program
Event source
Processing results
Extended applications

Quickly collect, process, and convert task logs of servers, such as ECSs, through
Log Tank Service (LTS).

Obtain log data using an LTS trigger created on FunctionGraph, analyze and
process key information in the logs by using a customized function, and then
transfer the filtered logs to another log stream. Figure 10-1 shows this process.

Figure 10-1 Processing workflow

vl W
m m m
[}
& & o

¥

k.

LTS FunctionGraph

Log analysis
Log collection

Log alarms

LTS
Log conversion

System restoration

Log consumption Scheduled processing
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Benefits

Quickly collect and convert logs with LTS.
Process and analyze data by using the event triggering and auto scaling

features of serverless function computing. No O&M is involved, and resources

are pay-per-use.

Transfer filtered logs to another log stream. The original log stream is
automatically deleted at the expiration time you set, reducing log storage
costs.

10.2 Preparation

Download lts_cleanse.zip (including code file write_log.py of function A, code file
lts_cleanse.py of function B, and dependency huaweicloudsdklts) and
lts_cleanse.zip.sha256 to filter logs in real time.

Collecting and Storing Logs

Create two log groups, for example, test1206 and test-1121, on the LTS
console. For details, see Creating a Log Group.

Create two log streams, for example, test-206 and test-1121, on the LTS
console. For details, see Creating a Log Stream.

Create function A to write logs to test-206. For the sample code of this
function, see the write_log.py file.

Create function B with an LTS trigger to receive logs from test-206, process
the logs, and write the result to test-1121. For the sample code of this
function, see the lts_cleanse.py file.

Configure an agent to collect logs from servers, such as ECSs, to a specified
log group. For details, see Installing the ICAgent.

Figure 10-2 Flowchart

Function A Log stream A

A 4

Function B (with
an LTS trigger
bound with log

stream A)

Log stream B

Creating an Agency

Step 1 Log in to the IAM console.
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Step 2 Choose Agencies from the navigation pane, and click Create Agency in the upper
right corner, as shown in Figure 10-3.

Figure 10-3 Creating an agency
Agencies ©

ccccc

Step 3 Configure the agency.
e Agency Name: Enter LtsOperation.
e Agency Type: Select Cloud service.
e Cloud Service: Select FunctionGraph.
e Validity Period: Select Unlimited.
e Description: Describe the agency.
Step 4 Click Next. On the displayed page, search for LTS Administrator and Tenant

Administrator in the search box on the right and select them, as shown in Figure
10-4.

Figure 10-4 Selecting a permission

© st rocmos

(11 NOTE

LTS Administrator depends on Tenant Guest. When you select the former, the latter will
also be selected.

Step 5 Click Next and select the application scope of the permission based on service
requirements.

----End

10.3 Building a Program

Prerequisites

(1) The IP address in the two functions is an access point of LTS. To obtain this IP
address, perform the following steps:
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Log in to the LTS console. In the navigation pane, choose Host Management.
2. Click Install ICAgent in the upper right.

Figure 10-5 Installing an ICAgent

Log Tank Service Host Management ICIERWOYIOON croaic Host Grovp s

3. Obtain the access point IP address in the Install ICAgent window.

Figure 10-6 Access point IP address

Install ICAgent

05 m Windows
Host Non-HUAWEI CLOUD hoslm
Installation Mode Obtain AK/SK Create an agency
I nee stall ICAgent on multiple hosts, refer fo Inherited Batch Installation.
1 Step 1: Enter the AK/SK to generate the ir i mmand. How Do | Obtain an AK/SK Pair?

2 Step 2. Copy the ICAgent installation command.
Turn off command history to prevent the AK/SK from being stored

Copy Command

@ To enter the AKISK, either: x
1. Copy the command and replace {input_your_ak} and {input_vyour_sk} without the braces {}, or

2. Run the copied command and enter the AK and SK when "Enter the AK” and "Enter the SK” are displayed

rl hitp:/ficagentas
SRCAgent linux/apm agent install.sh > apm_agent install.sh && REGIO

bash apm_agent_insiall.sh -ak {input_your_ak} -sk {input o i =rojectid
011d63462100f3242131c00ada1d35ea -accessip 100. e
-accessdomain lis-accessas;

3 Step 3 Log in to the hest as user root and run the copied command. When the message "ICAgent install success" is displayed,
|CAgent iz successfully installed. You can then view the ICAgent status on the Host Management page.

© Ifthe installation fails, Uninstalling ICAgent, and reinstall it. If re-installation fails, contact technical support. X

2. Obtain the values of log_group_id and log_stream_id in the functions. For
details, see Obtaining the Account ID, Project ID, Log Group ID, and Log
Stream ID.

3. Create the LTS dependency required by function B. For details, see How Do |
Create a Dependency on the FunctionGraph Console? and How Do | Add a
Dependency to a Function? You can run the pip install huaweicloudsdklts
command to create the dependency. The sample code contains the
huaweicloudsdklts dependency for Python 3.9.

Creating a Function

Create a log extraction function by uploading the sample code package. Select the
Python 3.9 runtime and the agency LtsOperation created in Creating an Agency.
For details about how to create a function, see Creating an Event Function.
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Create function A. For the sample code of this function, see the write_log.py file.
In the code of function A, replace host, log_group_id, and log_stream_id with the
access point and the IDs of log group test-1206 and log stream test-206, as
shown in Figure 10-7.

Figure 10-7 write_log.py

e write_log.py

try_times = [0,

s = requests.Session()
log_stream_id =
log_group_id

host = tt

Create function B. For the sample code of this function, see the lts_cleanse.py file.
In the code of function B, replace host, log_group_id, and log_stream_id with the
access point and the IDs of log group test-1121 and log stream test-1121, and
add the huaweicloudsdklts dependency to this function, as shown in Figure 10-8
and Figure 10-9.

Figure 10-8 lts_cleanse.py

e write_log.py e lts_cleanse.py

try_times = [0,

Py,
s = Pequests.Session(ﬂ

log_group_id =
log_stream_id =
host = ttps:

Figure 10-9 Adding a dependency for function B

e_ns(),

eeeeeeeeeeeee

nnnnnnnnnnnn

ame o Vrsn runina Aaaess oecruen /
J— s : pymas s : ;

This function performs Base64 decoding on received log event data, extracts alarm
logs containing keyword WRN, WARN, ERR, or ERROR, and then stores the
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extracted logs to a specified LTS log stream. Set log extraction conditions based on
the content of your service logs.

10.4 Adding an Event Source

Create an LTS trigger by using the log group and log stream created in
Preparation, and configure the trigger information according to Figure 10-10.

Figure 10-10 Creating an LTS trigger

Create Trigger

Trigger Type Log Tank Service (LTS)
Log Group test-1206 v | C Create Log Group
Log Stream test-206 v | C Create Log Stream

When the accumulated log size or log retention period meets a specified
threshold, LTS log data will be consumed, which will trigger the function
associated with the log group.

10.5 Processing Results

Filter alarm logs containing keyword WRN, WARN, ERR, or ERROR, and transfer
them to a specified log stream. Figure 10-11 and Figure 10-12 show the real-time
logs before and after filtering, respectively.

Figure 10-11 Logs before filtering

< test-1206 -

S test206 ¥ © Fesaack (5 21 30 minutosF
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Figure 10-12 Logs after filtering

" HuAWEI cLOUD

= < test1121 -

Check the function invocation by viewing the metrics, as shown in the following
figures.

Figure 10-13 Function metrics (1)

vvvvvvvv

Figure 10-15 Function metrics (3)

nce Statistics [Se]

Insta
Reserved Instances 0
-

10.6 Extended Applications

In addition to log processing and transfer to LTS, the combination of
FunctionGraph and LTS can apply to more scenarios, for example, analyzing and
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processing log data with a timer trigger to delete redundant logs and save space
and costs.
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Building an HTTP Function with Go

Introduction

Procedure

This chapter describes how to deploy services on FunctionGraph using Go.

HTTP functions do not support direct code deployment using Go. This section uses

binary conversion as an example to describe how to deploy Go programs on

FunctionGraph.

Building a code package

Create the source file main.go. The code is as follows:

// main.go
package main

import (
"fmt"
"net/http"

"github.com/emicklei/go-restful"

)

func registerServer() {
fmt.Println("Running a Go Http server at localhost:8000/")

ws = new(restful. WebService)
ws.Path("/")

ws.Route(ws.GET("/hello").To(Hello))

c := restful.DefaultContainer

c.Add(ws)

fmt.Println(http.ListenAndServe(":8000", c))
}

func Hello(req *restful.Request, resp *restful.Response) {
resp.Write([]byte("nice to meet you"))
}

func main() {
registerServer()
}
# bootstrap
/opt/function/code/go-http-demo
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In main.go, an HTTP server is started using port 8000, and an APl whose path is /
hello is registered. When the API is invoked, "nice to meet you" is returned.

Compiling and packaging

1.

On the Linux server, compile the preceding code using the go build -o go-
http-demo main.go command. Then, compress go-http-demo and
bootstrap into a ZIP package named xxx.zip.

To use the Golang compiler to complete packaging on a Windows host,

perform the following steps:

# Switch the compilation environment

# Check the previous Golang compilation environment

go env

# Set the following parameters to the corresponding value of Linux
set GOARCH=amd64

go env -w GOARCH=amd64

set GOOS=linux

go env -w GOOS=linux

# go build -o [target executable program] [source program]
# Example
go build -o go-http-demo main.go

# Restore the compilation environment
set GOARCH=amd64

go env -w GOARCH=amd64

set GOOS=windows

go env -w GOOS=windows

Creating an HTTP function and uploading code

Create an HTTP function and upload the xxx.zip package. For details, see
Creating an HTTP Function.

Creating an APIG trigger

Create an APIG trigger by referring to Using an APIG Trigger. Set the
authentication mode to None for debugging.

Figure 11-1 APIG trigger

Triggers

API Gateway (APIG)

o, APLhttp_test

Delete

hittps://cOEEEeEeRe: TA4C apig MO et com/ [T

API Group: Environment: Security Authentication

Ara A7 RELEASE NONE

Method Paih: Timeout:
ANY i 5,000 ms

Invocation test

Copy the URL of the APIG trigger and the /hello path registered in the code to the
address box of the browser. The following information is displayed.
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Figure 11-2 Request result

< C @ ) httpsy/ E:: E:E: . apig e huaweicloudapis.com/hello
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