Elastic Cloud Server

Best Practices

Issue 01
Date 2024-11-04

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2024. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 01 (2024-11-04) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Issue 01 (2024-11-04) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com/en/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Elastic Cloud Server

Best Practices Contents

Contents
T BeSt PractiCes SUMMIATNY ... iiiriereineeeeceesnectesniesssassssssassssssasessesssesssssssssssssssassssssassssesasss 1
2 Setting Up Websit@s 0N ECSS..........uicieeieeeneeeeeneeceeseeeeeseeeseesassssssssssesssssssssasssssssssssessassassns 5
3 Configuring @n ECS....... e ieeeceeeeceereeceesteseeseesseesssssssssssessssssessesssessesssesssssssssassssssassaans 10
4 Setting Up an ENVIrONMENT..........iiiiiiiiiieinneninennnnesnncnnesssssssssssssssasssssssssssssssssssssssssoses 13
4.1 Setting Up @n LNMP ENVIFONIMENT.....coiiieie ettt ettt sttt sttt sttt as et etaen 13
4.1.1 Manually Deploying LNMP (CENTOS 7.2) .erirrniersissssissessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 13
4.1.2 Manually Deploying LNMP (CENTOS 8.0).....ccoirrurerererieireeeereireeseseeesesissssssssssssessessesssssssssssssssssssssessssssssssssssses 20
4.1.3 Manually Deploying LNMP (UDUNTU 20.04)......coioiuriiereereeeeeeeisiniesiseieseesessessssssssesssssssesssssssssssssssssssssssessssanes 27
4.2 Setting Up an LAMP ENVIFONMIENT. ...ttt sttt ss sttt st sesss s sssssessssssnens 34
4.2.1 Manually Deploying LAMP (CentOS 7.8 PHP 7.0) ..ot isesssesessesssss s ssssssssesssaes 34
4.3 Setting Up @ Java WED ENVIFONMENT ...ttt sss s sss s s sttt ssssasssnssnssnens 39
4.3.1 Setting Up Tomcat-based Java Web Environment (CeNLOS 7.4) ......orrrrereneninenesesesesssesseseesssssssssssnees 39
4.4 Manually Deploying NOAE.jS (CENEOS 7.2)...rirrirrereireireieseessisisseesessssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssaes 46
5 Setting Up @ WEDSIte........ooiiecieicccencenencnecsteasesssnsssssssssssssssssssssssssssssssassssosassns 50
5.1 Setting Up @ WOIAPIESS WEDSILE.........ccoiuieeeeeeeieieieiesie ettt sass s s bbb s es s sas s bs s s ssesssssssansans 50
5.1.1 Setting Up @ WOrdPress WEDSILE (LINUX) .....cccovrururrierineerininisisisesssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssseses 50
5.2 Setting UpP @ DiISCUZ FOIUM...uiiiiieriiiriciricirecisteistie st eiseie et es sttt sttt sttt setaeseen 55
5.2.T OVEIVIEW....oeeeeetreie ettt sttt sttt s s s e s e s st et A s e e s s e s e b e s s s s bes s e s et sassssnnsen 55
5.2.2 ReqUESEING CLOUA RESOUITES.......vueeeriiereirieriieis sttt sasssssss s ssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssassnns 58
5.2.3 BUILAING the WEDSIEE. ...ttt s bbbt 63
5.2.4 CONTIGUITNG FEATUIES......eeeriereeieieee ettt sttt s s bbbt s s bbbt s s s s s s bs s s s s snsessesas 70
5.2.5 ViSItING The WEDSITE........oeeeeee ettt a st ssssnssnsansrs 79
5.3 Setting Up a Magento E-COMMIEICE WEDSILE.........cciririieirircieeeieesieesteees ettt ssss s s sssasssanes 80
5.3.1 Manually Setting Up a Magento E-Commerce Website (LINUX)....cccccorrrrrurienrnrnisessissinsissessesssssessssssssssnens 80
5.4 Manually Deploying a Ghost Blog (UBUNTU 20.04).........c.corrrrereereirienenisieinsissesseseasessessesessssssssssssessessssssssssssns 92
6 Setting Up an ApPPLICAtioN........ . iieeeeececnctrenctneecessnecsensessssasssssassssesnssssssassssases 98
6.1 SEEEING UP QN FTP SITO.... ettt ettt bttt sttt bbb sttt st st eeaes 98
6.1.1 Setting Up an FTP Site (WINAOWS 207T2) ....coiuiiuiiereerieersieeieisissssiesessesssssssssssssssssssssssssssssssssssssssssssssssessssssssssanss 98
6.1.2 Setting Up an FTP Site (WINAOWS 207T9) .....coviuriririririeieissississessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 114
6.1.3 Setting Up @n FTP Site (LINUX)..covuiiriurieeeeieieireireiseiseiseis ettt ssessessessessssesse s ssessessessesssssssssssssssssssessssssssassassnns 130
6.2 Building Microsoft SharePoiNt SEIVEI 20T 6.......c.coiriererierieisisirriesissessessessssssssssssssssssssssssssssssssssssssssssssssssssanes 135

Issue 01 (2024-11-04) Copyright © Huawei Technologies Co., Ltd. iii



Elastic Cloud Server

Best Practices Contents
6.2.1 Purchasing and Logging IN 10 @n ECS.......reecseseessis st tssesesssss s ssssssssssssssssssssssssssssssssssnssnsnns 135
6.2.2 Adding AD, DHCP, DNS, QNd IS SEIVICES.....c.cuceurieiierieieirieisisisiessissssess e sssssssssssssssssssssssssssssssssssssesssssssssesssseses 137
6.2.3 INSLALLING SQL SEIVEN ...ttt s st sss s ss s s bbb s s bbb s b s b s bbb en s s sessessesas 143
6.2.4 Installing Microsoft SharePoint SEIVEr 207T6..........oerriririririrereseseesessssss s sssssssssssssssss s s sessssssssssssssssans 149
6.2.5 Configuring Microsoft SharePoint SErvVer 20T6.........co ettt essesseaseaseas 154
6.2.6 Verifying Microsoft SharePoint SEIVEr 20T6.........ceveieirieirireierieeieeeeee s ssssesessssssssss s ssss st sssssssssssssansansnns 159
5.3 DEPLOYING DOCKEN ...ttt st sss s s s s s s sttt s st s s s s s s s et ens st ensnssssssssnsanen 162
6.3.1 Manually Deploying DOCKer (CENTOS 7.5) ...ttt ssesssasess s ss st sssssssesssassnsenes 162
6.4 Deploying an ECS for Handling Text Messages from an Official WeChat Account.........ccoceveeveerrenrnnnne. 166
6.5 Manually Deploying GitLab (CENTOS 7.2) . reeinerieisisississessessssssssss s ssssssssssssssssssssssssssssssssssssssssssssssassans 174
6.6 Manually Deploying RabbitMQ (CeNTOS 7.4) ..ottt ssess s e assssssssssssssssessean 177
6.7 Setting Up Master-Slave Replication 0n POStGreSQL. ... issessessessssssssssssessssssssessses 181
6.8 Manually Installing @ BT Panel (CENEOS 7.2) .. ssssssssssssssssssssssssssssssssssssssssssssssns 184
6.9 Installing and Deploying JENKINS 0N @N ECS........oererereireeeeeesee et tsetsetsessesseas st ss e ssseaseassansns 186
6.10 Using auditd to Record File Changes (LINUX) ....coiieiueieereeieirisissisissiesesessssssssessssssssssssssssssssssssssssssssssssassansans 191
6.11 Restoring Accidentally Deleted Data Using Extundelete (LINUX)....cccooeerrrreneerieneninssssensessessessesssssssssnenns 195
6.12 Setting Up @ ThINKPHP Fram@WOIK........cc.ocuririieieiireireieceeteeieiseisetseisees sttt ssesesss sttt sess s s sassnssnns 196
7 SECUNING @N ECS.......oiieiiirnnietenneentesnesnesnnesssssssssssssssassssesssssssssssssssassssessssssesssssassssssaasans 199
7.1 Enhancing Security for SSH LOGiNS 0 LINUX ECSS.....cviiririreirienieneirieieineisiseisesseseesses s sssssssssssessessssssssssssssens 199
8 MiIgrating an ECS......... i iiieienieinnnieeenneesnnsnnsssesasessssnssssssssssssssssssssssssssssssssssssssasssssssssses 205
8.1 Migrating Servers t0 the CLOUd..........o ettt sttt es sttt st 205
9 Accessing OBS from an ECS over the Intranet............ienrniennnennenceeneeceesessnnens 208
0.1 OVEIVIEW...eietieiecirietstetseae ettt ettt st et ettt bbbttt bbbttt eae 208
9.2 Accessing OBS over Intranet by Using OBS Browser+ on @ Windows ECS...........ccceermverrnrneneneensensnsennns 210
9.3 Accessing OBS over Intranet by Using obsutil on @ LINUX ECS........ccoorrrnrrenrreneninssssissisessessesssssesssnenns 213
10 Using VNC Viewer to Access @ LINUX ECS........cceeeveereereericseesesseesaesseesaseseesssssasssesns 217

Issue 01 (2024-11-04) Copyright © Huawei Technologies Co., Ltd. iv



Elastic Cloud Server
Best Practices

1 Best Practices Summary

Best Practices Summary

This section describes common application scenarios of Elastic Cloud Server (ECS)
and provides solution details and an operation guide for each scenario, so you can
easily deploy services using ECS.

Best Practices for Using ECSs

Table 1-1 Best Practices for Using ECSs

Category Scenario Reference Description
Environmen | Setting up | Manually Deploying An ECS running CentOS
t setup an LNMP LNMP (CentOS 7.2) 7.2 64-bit is used as an
environme example to describe how
nt to set up an LNMP
environment.
Manually Deploying An ECS running CentOS
LNMP (CentOS 8.0) 8.0 64-bit is used as an
example to describe how
to set up an LNMP
environment.
Manually Deploying An ECS running Ubuntu
LNMP (Ubuntu 20.04) | 20.04 64-bit is used as an
example to describe how
to set up an LNMP
environment.
Setting up | Manually Deploying An ECS running CentOS
an LAMP LAMP (CentOS 7.8 7.8 64-bit is used as an
environme | PHP 7.0) example to describe how
nt to set up an LAMP

environment.
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1 Best Practices Summary

Category Scenario Reference Description
Setting up | Setting Up Tomcat- An ECS running CentOS
a Java web | based Java Web 7.4 64-bit is used as an
environme | Environment (CentOS | example to describe how
nt 7.4) to set up a Java Web
environment.
Setting up | Manually Deploying An ECS running CentOS
a Node.js Node.js 7.2 64-bit is used as an
environme example to describe how
nt to set up a Node.js
environment.
Website Setting up | Setting Up a An ECS running CentOS
setup a WordPress Website 7.2 64-bit is used as an
WordPress | (Linux) example to describe how
website to set up a WordPress
website.
Setting up | Setting Up a Discuz An ECS running CentOS is
a Discuz Forum used as an example to
forum describe how to set up a
Discuz forum.
Setting up | Manually Setting Up a | An ECS running CentOS
a Magento | Magento E-Commerce | 7.2 64-bit is used as an
e- Website (Linux) example to describe how
commerce to set up a Magento e-
website commerce website.
Deploying | Manually Deploying a | An ECS running Ubuntu
a Ghost Ghost Blog (Ubuntu 20.04 64-bit is used as an
blog 20.04) example to describe how
to deploy a Ghost blog.
Application | Setting up | Setting Up an FTP Site | An ECS running Windows
setup an FTP site | (Windows 2012) Server 2012 Datacenter

64-bit is used as an
example to describe how
to set up an FTP site.

Setting Up an FTP Site
(Windows 2019)

An ECS running Windows
Server 2019 Datacenter
64-bit is used as an
example to describe how
to set up an FTP site.

Setting Up an FTP Site
(Linux)

An ECS running CentOS
7.2 64-bit is used as an
example to describe how
to set up an FTP website.
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Category Scenario Reference Description
Building Building Microsoft An ECS running Windows
Microsoft | SharePoint Server Server 2012 Datacenter
SharePoint | 2016 64-bit is used as an
Server example to describe how
to build Microsoft
SharePoint Server 2016.
Deploying | Manually Deploying An ECS running CentOS
Docker Docker (CentOS 7.5) 7.5 64-bit is used as an
example to describe how
to deploy Docker.
Deploying | Deploying an ECS for | An ECS running CentOS
an ECS as | Handling Text 7.4 64-bit is used as an
an official | Messages from an example to describe how
WeChat Official WeChat to deploy an ECS as an
account Account official WeChat account
server server.
Installing Manually Installing a | An ECS running CentOS
the BT BT Panel (CentOS 7.2) | 7.2 64-bit is used as an
panel example to describe how
to install the BT panel.
Deploying | Manually Deploying An ECS running CentOS
GitLab GitLab (CentOS 7.2) 7.2 64-bit is used as an
example to describe how
to deploy GitLab.
Deploying | Manually Deploying An ECS running CentOS
RabbitMQ | RabbitMQ (CentOS 7.4 64-bit is used as an
7.4) example to describe how
to deploy RabbitMQ.
Setting up | Setting Up a An ECS running CentOS
a ThinkPHP Framework | 7.2 64-bit is used as an
ThinkPHP example to describe how
framework to set up a ThinkPHP
framework.
Setting up | Setting Up Master- An ECS running CentOS
master- Slave Replication on 7.6 64-bit is used as an
slave PostgreSQL example to describe how
replication to set up master-slave
on replication on PostgreSQL.
PostgreSQ
L
Deploying | Installing and An ECS running CentOS
Jenkins Deploying Jenkins on | 7.6 64-bit is used as an

an ECS

example to describe how
to deploy Jenkins.
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1 Best Practices Summary

Category Scenario Reference Description
Configurin | Using auditd to An ECS running CentOS
g auditd Record File Changes 7.4 64-bit is used as an
(Linux) example to describe how
to install and configure
auditd.
Restoring Restoring Accidentally | An ECS running CentOS
data using | Deleted Data Using 7.5 64-bit is used as an
Extundelet | Extundelete (Linux) example to describe how
e quickly to use the open-source
tool Extundelete to
quickly restore
accidentally deleted data.
ECS security | Enhancing | Enhancing Security An ECS running CentOS
security for | for SSH Logins to 7.6 64-bit is used as an
SSH logins | Linux ECSs example to describe how
to Linux to enhance security for
ECSs SSH logins.
Cloud Migrating | Migrating Servers to It describes how to use
server servers to | the Cloud Server Migration Service
migration the cloud (SMS) and image import
to migrate applications
and data from your
existing servers to Huawei
Cloud.
Other Accessing | Accessing OBS over It describes how to use
OBS from | Intranet by Using OBS | OBS Browser+ to access
an ECS Browser+ on a OBS over intranet on a
over an Windows ECS Windows ECS.
intranet
Accessing OBS over It describes how to use
Intranet by Using obsutil to access OBS over
obsutil on a Linux ECS | intranet on a Linux ECS.
Using VNC | Using VNC Viewer to | Ubuntu 20.04 OS is used
Viewer to | Access a Linux ECS as an example to describe
access a how to install VNC Server
Linux ECS on a Linux ECS and how

to use VNC Viewer to
access the ECS.

Issue 01 (2024-11-04)

Copyright © Huawei Technologies Co., Ltd.


https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0047.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0047.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0047.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0035.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0035.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_bp_0035.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0165501097.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0165501097.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0165501097.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0151252562.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0151252562.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3302.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3302.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3302.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3302.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3303.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3303.html
https://support.huaweicloud.com/eu/bestpractice-ecs/ecs_05_3303.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0168615364.html
https://support.huaweicloud.com/eu/bestpractice-ecs/en-us_topic_0168615364.html

Elastic Cloud Server
Best Practices 2 Setting Up Websites on ECSs

Setting Up Websites on ECSs

Overview
This section provides guidance on how to set up frequently used websites by using
Huawei Cloud services. In addition, this section provides links to desired operation
guides and images, facilitating your website setup.

Summary

Table 2-1 Summary on website setups

Website How to | OS Image and Description

Setup Set Up Resources

Solution

Setting Up | Manual Linux | Public image Discuz! is a common
a Discuz setup community forum
Forum software system. Its

basic architecture is
based on the popular
web programming
combination of PHP

+MySQL.
Setting Up | Manual | Windo | Public image Use FTP delivered with
an FTP setup ws Windows to set up an
Site FTP site.
(Windows
2012)
Setting Up | Manual Linux | Public image Use the very secure
an FTP setup FTP daemon (vsftpd)
Site software to set up an
(Linux) FTP site. vsftpd is an

FTP server software
that is widely used in
Linux releases.
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Website How to | OS Image and Description
Setup Set Up Resources
Solution
Setting Up | Manual Linux | Public image Tomcat is a commonly
Tomcat- setup e Tomcat 8.5.31 used open source web
based Java application that is free
Web * JDK8u171 of charge. It can be
Environme used to host common
nt Java web applications.
Manually | Manual | Linux | Public image Magento is an open
Setting Up | setup e MySQL 5.7 source e-commerce
a Magento system that features
E- e PHP7.0 flexible design,
Commerce e Magento 2.1 modular architecture,
Website and rich functions. It is
(Linux) suitable for building
medium- and large-
sized sites.
Building Manual | Windo | Public image Microsoft SharePoint
Microsoft | setup ws e Microsoft SQL Server is a portal that
SharePoint Server 2014 enables enterprises to
Server . develop intelligent
2016 e SharePoint portal websites. These
Server 2016 sites are seamlessly
accessible to users,
teams, and knowledge
libraries.
Manually | Manual | Linux | Publicimage LNMP indicates the
Deploying | setup e Nginx 1.14.0 Nginx+MySQL+PHP
LNMP website server
(CentOS e MySQL 57 architecture in Linux.
7.2) e PHP 7.0.31 Nginx is compact,
efficient web server
software in Linux.
Setting Up | Manual Linux | Public image A Linux ECS is used to
a setup e Nginx 1.14.0 manually set up an
WordPress LNMP website and
Website e MysQLS57 deploy WordPress on
(Linux) e PHP 7.0.31 it. WordPress (WP for

e \WordPress 4.9.8

short) is initially a blog
system and gradually
evolved to a free CMS
or website setup
system.
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Website How to | OS Image and Description

Setup Set Up Resources

Solution

Manually | Manual Linux | Public image Docker is deployed on

Deploying | setup a Linux ECS.

Docker Additionally, common

(CentOS Docker operations and

7.5) the process of creating
a Docker image are
provided.

Deploying | Manual Linux | Public image An ECS is deployed as

an ECS for | setup an official WeChat

Handling account server so that

Text it receives text

Messages messages from the

from an WeChat server and

Official sends processing

WeChat results to end users.

Account On this ECS, Python is
used to compile the
logic code for
processing WeChat
messages.

Manually | Manual Linux | Public image A Linux ECS is used for

Deploying | setup manually deploying

GitLab GitLab. GitLab is an

(CentOS open source version

7.2) management system
that uses Git as the
code management
tool.
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Website
Setup
Solution

How to
Set Up

(0

Image and
Resources

Description

Manually
Deploying
RabbitMQ
(CentOS
7.4)

Manual
setup

Linux

Public image
e Erlang 8.3
e RabbitMQ 3.6.9

A Linux ECS is used for
deploying RabbitMQ.
RabbitMQ is a
message middleware
that uses the Erlang
programming
language for the
Advanced Message
Queuing Protocol
(AMQP). It originates
from the financial
system and is used to
store and forward
messages in the
distributed system.
Featuring high
reliability, scalability,
availability, and rich
functions, RabbitMQ is
widely used.

Manually
Deploying
a Ghost
Blog
(Ubuntu
20.04)

Manual
setup

Linux

Public image
e Nginx 1.14.0
e MySQL 5.7

Ghost is an open
source blog platform
based on Node.js and
makes writing and
release more
convenient. This
section walks you
through the
deployment of a Ghost
blog on an ECS
running Ubuntu 20.04.
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Website How to | OS Image and Description

Setup Set Up Resources

Solution

Manually | Manual Linux | Public image A Linux ECS is used for
Deploying | setup deploying Node.js.
Node.js Node.js is a JavaScript
(CentOS runtime environment
7.2) based on the Google

Chrome V8 engine. It
enables simple
deployment of network
applications that
feature fast response
and easy-to-expand.
Based on the event-
driven and non-
blocking I/O model,
Node.js is lightweight
and efficient. It is ideal
for running data-
intensive real-time
applications on
distributed devices.
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Configuring an ECS

To use ECSs more securely, reliably, flexibly, and efficiently, follow the best
practices for ECS.

Access and Connection

We recommend that you use the Virtual Network Computing (VNC) when logging
in to your ECS for the first time and check that the ECS is running properly.

For details, see:

Login Using VNC

The next time you log in, you can choose a proper login method based on your
local environment and whether your ECS has an EIP bound. For details, see
Logging In to an ECS.

System Updates

Data Storage

Linux image source updates

To obtain the latest system updates and software installation dependencies,
update the image source before using an ECS.

Windows patches and drivers updates

To improve the fault rectification capability and performance of ECSs,
periodically update Windows patches and drivers.

You can enable Windows automatic updates to detect the latest patches and
driver versions.

Storage security

To ensure data storage security, use the system disk to store OS data and use
data disks to store application data. This ensures data security and prevents
data loss caused by system faults. As service demand changes, you can
expand storage capacity by:

- Expanding disk capacity: You can expand both system disks and data
disks. For details, see Expanding Capacity for an In-use EVS Disk.
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- Adding data disks: You can add only data disks. After adding disks, you
need to attach and initialize them before they can be used.

Data encryption

To further protect data security, both the system and data disks can be
encrypted. For details, see Managing Encrypted EVS Disks.

Security Management

Identity authentication

To securely control access to resources and centrally manage permissions, use
IAM users and Enterprise Management for identity authentication,
permissions management, and resource group management. For details, see
Assigning Permissions to O&M Personnel and Multi-project Management
Cases.

Access control

To control inbound and outbound access to ECSs and improve security, set
access control policies based on:

- ECSs: Configure security group rules to control access to ECSs.

- Subnets: Configure network ACLs to control access to all ECSs in a given
subnet.

Server security

In addition to the basic edition of Host Security Service (HSS), use advanced
editions to enhance the security of your ECSs. For details about HSS editions,
see Edition details and HSS.

Backup and Restore

Data backup and restore

To quickly restore data in case of virus intrusion, mis-deletion, and hardware
or software faults, back up data periodically. For details, see Cloud Backup
and Recovery (CBR).

After the backup is successful, you can restore data using a cloud server
backup or use a backup to create an image.

Service disaster recovery (DR)

For high service DR capabilities, deploy ECSs in the same region in different
AZs. For details about AZs, see Region and AZ and Step 1: Configure Basic
Settings.

Resource Management

Monitoring

Use Cloud Eye to keep informed of ECS performance metrics and statuses in
real time, and receive alarms if any exceptions occur.

Tracing

Use Cloud Trace Service (CTS) to record operations on your ECSs for later
query, auditing, and backtracking.

Logging

Use Log Tank Service (LTS) to collect ECS logs for centralized management.
With LTS, you can analyze large volumes of logs efficiently, securely, and in
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real time and gain insights into improving availability and performance of
applications.
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Setting Up an Environment

4.1 Setting Up an LNMP Environment

4.1.1 Manually Deploying LNMP (CentOS 7.2)

Overview

LNMP (Linux, Nginx, MySQL, and PHP) is one of the mainstream website server
architectures. It is used for running large-sized and high-concurrency website
applications, such as e-commerce websites, social networks, and content
management systems. This section describes how to use a CentOS 7.2 64bit Linux
ECS to set up an LNMP environment on Huawei Cloud.

The process is as follows:

1.

2.
3.
4

Prerequisites

Install Nginx.

Install MySQL.

Install PHP.

Test the LNMP deployment.

The ECS has an EIP bound.

The rule listed in the following table has been added to the security group
which the target ECS belongs to. For details, see Adding a Security Group
Rule.

Table 4-1 Security group rule

Directi | Priori | Action | Type | Protocol & Port Source Address
on ty

Inboun |1 Allow | IPv4 | TCP: 80 0.0.0.0/0
d
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Resource Planning

Table 4-2 lists the resource configuration and software versions used in this
practice. The commands and parameters may vary according to the hardware
specifications or software versions you would use.

Table 4-2 Resources and costs

Resource

Description

Cost

ECS

e Billing mode: pay-per-use
o AZ: AZ1

e Flavor: s6.large.4

e Image: CentOS 7.2 64bit
e System disk: 40 GiB

e EIP: Auto assign

e EIP type: Dynamic BGP

e Billed by: Traffic

e Bandwidth: 5 Mbit/s

The following resources
generate costs:

e ECSs
e EVS disks
e EIPs

For billing details, see
Billing Modes.

Nginx

A high-performance HTTP
and reverse proxy server.

Download URL:
http://nginx.org/packages/
centos/7/noarch/RPMS/
nginx-release-
centos-7-0.el7.ngx.noarch.rp
m

Free

MySQL

An open-source relational
database software.

Download URL:

https://dev.mysql.com/get/
mysql80-community-
release-el7-11.noarch.rpm

Free

PHP

An open-source software
used for web development.

Download URL:

https://
mirrors.huaweicloud.com/
remi/enterprise/remi-
release-7.rpm

Free

Procedure

Step 1 Install Nginx.
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Log in to the ECS.
Run the following command to download the Nginx package:

wget http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm

Run the following command to create the Nginx yum repository:
rpm -ivh nginx-release-centos-7-0.el7.ngx.noarch.rpm

Run the following command to install Nginx:

yum -y install nginx

Run the following command to check the Nginx version:

nginx -v

Information similar to the following is displayed:

nginx version: nginx/1.26.1

Run the following commands to start Nginx and enable it to start
automatically upon ECS startup:

systemctl start nginx
systemctl enable nginx

Check the startup status.
systemctl status nginx.service

Enter http:///P address of the Nginx server in the address bar to access Nginx.
If the following page is displayed, Nginx has been installed.

Figure 4-1 Accessing Nginx

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Step 2 Install MySQL.

1.

Run the following commands in sequence to install MySQL:

rpm -Uvh https://dev.mysql.com/get/mysql80-community-release-
el7-11.noarch.rpm

yum -y install mysqgl-community-server

Run the following command to check the MySQL version:
mysql -V

Information similar to the following is displayed:

mysql Ver 8.0.39 for Linux on x86_64 (MySQL Community Server - GPL)

Run the following commands in sequence to start MySQL and enable it to
start automatically upon ECS startup:

systemctl start mysqld
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systemctl enable mysqld

Run the following command to check the MySQL status:
systemctl status mysqld.service

Information similar to the following is displayed.

[rootly “I#t systemctl status mysgld.service
n mysgld.service - MySQL Server
Loaded: loaded (/usr,1ibssystemd/systemsmysqld.service; enabled: vendor preset: disabled)
fActive: active (rumming) since Wed 2824-88-14 17:81:17 CST: 19s ago
Docs: man :mysgld(8)
http:srdev.mysgl . comrdocsrefmansensusing-systemd . html
Main PID: 8482 (mysqld)
Status: “Server is operational”
CGroup: ssystem.slicesmysqld.service
L8482 susr/sbin/mysqld

fug 14 17:81:11 systemd[1]: Starting MySQL Server...
Aug 14 17:81:17 systemd[11: Started MySQL Server.

Run the following command to obtain the root user's password that is
automatically set during MySQL installation:

grep 'temporary password' /var/log/mysqld.log

Information similar to the following is displayed:
2018-08-29T07:27:37.541944Z 1 [Note] A temporary password is generated for root@localhost: 2YY?
3uHUA?Ys

Run the following command and follow the prompts to harden MySQL:

mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root:  #Enter the obtained password of user root.
The existing password for the user account root has expired. Please set a new password.

New password: #Enter a new password of user root.

Re-enter new password: #Enter the new password again.

The 'validate_password' plugin is installed on the server.

The subsequent steps will run with the existing configuration of the plugin.
Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : N #Press N.

... skipping.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Press Y to remove
anonymous users.
Success.

Normally, root should only be allowed to connect from 'localhost'. This ensures that someone cannot
guess at the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Press Y to disallow
remote logins of user root.
Success.

By default, MySQL comes with a database named 'test' that anyone can access. This is also intended
only for testing, and should be removed before moving into a production environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Press Y to
delete the test database and remove access to it.

- Dropping test database...

Success.
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- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Press Y to reload privilege
tables.
Success.

All done!

Step 3 Install PHP.

1.

Run the following commands to install the EPEL and REMI repositories:
yum install -y epel-release

rpm -Uvh https://mirrors.huaweicloud.com/remi/enterprise/remi-
release-7.rpm

Run the following command to install the Yum repository management tool:
yum -y install yum-utils

Run the following command to enable the PHP 8.0 repository:
yum-config-manager --enable remi-php80

Run the following commands to install PHP:

yum install -y php php-cli php-fpm php-mysqlnd php-zip php-devel php-
gd php-mcrypt php-mbstring php-curl php-xml php-pear php-bcmath
php-json

Run the following command to check the version of the installed PHP:

php -v

If information similar to the following is displayed, PHP has been installed:

L 1% php -v
PHP §.8.38 (cli) (built: Jun 4 2824 15:19:49) ( NTS gcc xB6_64 )

opyright (c) The PHP Group
Fend Engine v1.8.38, Copyright (c) Zend Technologies

Run the following commands to start PHP and enable it to start automatically
upon ECS startup:

systemctl start php-fpm

systemctl enable php-fpm

Modify the Nginx configuration file to support PHP.

a. Run the following command to open the /etc/nginx/nginx.conf file:
vim /etc/nginx/nginx.conf
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Figure 4-2 nginx.conf

‘error. log wotice:

worker_comections 1824

log_format main

nopush oW

keepalive_timeout 65

#gzip on:;

include setcongin cont .ds=.conf:

According to the nginx.conf, the configuration file is directed to /etc/
nginx/conf.d/*.conf.

b. Enter :quit to exit nginx.conf.

¢. Run the following command to open the /etc/nginx/conf.d/default.conf
file:

vim /etc/nginx/conf.d/default.conf
d. Pressi to enter insert mode.
e. Modify the default.conf file.

Find the server paragraph and configure it as follows:
server {
listen 80;
server_name localhost;

#access_log /var/log/nginx/host.access.log main;

location / {
root /usr/share/nginx/html;
index index.html index.htm index.php;

}

location ~ \.php$ {
root [usr/share/nginx/html;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME S$document_root$fastcgi_script_name;
include fastcgi_params;

}

}

Figure 4-3 shows the configuration after modification.
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8.

f.

Figure 4-3 Configuration after modification

listen 8a:
server_name localhost:

f#taccess_log ~var-logsmginx-host.access.log main:

location ~ {

root  susr/sharesnginxhtml:

index index.html index.htm | index.php:
¥

location ™ N\.phpS {
root susrssharesnginx-html:
fastcgi_pass 127.8.8.1:9868;
fastcgi_index index.php:

fastcgi_param SCRIPT FILENAME Sdocument_rootSfastcgi_script_name:
include fastcgi_params:

tterror_page 484 »484 . himl:

# redirect server error pages to the static page ~SBx.html
#
error_page 5BB 582 583 584 58x.himl:
location = ~58x.html {
root  susrssharesnginx html:
¥

Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the file.

Run the following command to reload the Nginx configuration file:

service nginx reload

Step 4 Test the LNMP deployment.

1.

Create the info.php test file in /usr/share/nginx/html/.

a.

Run the following command to create and open the info.php test file:
vim /usr/share/nginx/html/info.php
Press i to enter insert mode.

Modify the info.php file and add the following to the file:
<?php

phpinfo();

>

Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the file.

Enter http://Server IP addressfinfo.php in the address bar. If the following
page is displayed, the LNMP environment has been set up.
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Overview

Prerequisites

System Linux mw pem ® 3.10.0-1160.53.1.el7.x86_64 #1 SMP Fri Jan 14 13:50:45 UTC 2022 x86_64
Build Date Jun 4 2024 15:19:49
Build System Red Hat Enterprise Linux Server release 7.9 (Maipo)

Build Provider

Remi's RPM repository <https//rpms.remirepo.net/> #StandWithUkraine

Compiler gece (GCC) 8.3.1 20190311 (Red Hat 8.3.1-3)
Architecture xB6_64

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc

Loaded Configuration File fetc/php.ini

Sean this dir for additional .ini files fetc/php.d

Additional .ini files parsed

[etc/php.d/20-bemath.ini, /etc/php.df20-bz2.ini, fetc/php.d/20-calendarini, fetc/php.d/20-ctype.ini,
[etc/php.d/20-curl.ini, fetc/php.d/20-dom.ni, /etc/php.d/20-exitini, fete/php.d/20-fileinfo.ini,
[ete/php.d/20-ftp.ini, /ete/php.d/20-gd.ini, /etc/php.d/20-gettextini, [tc/php.d/20-iconvini,
[ete/php.d/20-mbstring.ini, fetc/php.d/20-mysqlnd.ini, fete/php.d/20-pdo.ini, fetc/php.d/20-pharini,
[etc/php.d/20-pasixini, fete/php.d/20-shmop.ini, /etc/php.d/20-simplexmlini,
[ete/php.d/20-sodium.ini, /etc/php.d/20-sqlite3.ini, fete/php.d/20-sysvmsg.ini, /etc/php.d/20-sysvsem.ini
fetc/php.d/20-sysvshm.ini, fetc/php.d/20-tokenizer.ini, /etc/php.d/20-xmlini, fetc/php.d/20-xmiwriterini,
fetc/php.d/20-xsLini, /etc/php.d/30-mcrypt.ini, /etc/php.d/30-mysqli.ini, Jetc/php.d/30-pdo_mysql.ini,
fetc/php.d/30-pdo_sqlite.ni, /etc/php.d/30-xmireaderini, fetc/php.d/30-zip.ini

PHP APl 20200930

PHP Extension 20200930

Zend Extension 420200930

Zend Extension Build AP1420200930,NTS
PHP Extension Build API120200930,NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv6 Support

enabled

DTrace Support

available, disabled

Registered PHP Streams

https, ftps, compress.zlib, php, file, glob, data, http, ftp, compress.bzip2, phar, zip

Registered Stream Socket Transports

tep, udp, unix, udg, ssl, sshv3, tls, tlsv1.0, tlsv1.1, tlsv1.2

Registered Stream Filters

zlib.”, string.rot13, string.toupper, string.tolower, convert.™, consumed, dechunk, bzip2.?, convert.iconv.=,
merypt.”, mdecrypt.®

--—-End

4.1.2 Manually Deploying LNMP (CentOS 8.0)

LNMP (Linux, Nginx, MySQL, and PHP) is one of the mainstream website server
architectures. It is used for running large-sized and high-concurrency website
applications, such as e-commerce websites, social networks, and content
management systems. This section describes how to use a CentOS 8.0 64bit Linux
ECS to set up the LNMP environment on Huaei Cloud.

The process is as follows:

1.

2.
3.
4

Y

Install Nginx.

Install MySQL.

Install PHP.

Test the LNMP deployment.

The ECS has an EIP bound.

The rule listed in the following table has been added to the security group
which the target ECS belongs to. For details, see Adding a Security Group
Rule.
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Table 4-3 Security group rules

Directi | Priori | Action | Type | Protocol & Port Source Address
on ty

Inboun |1 Allow | IPv4 | TCP: 80 0.0.0.0/0

d

Resource Planning

Table 4-4 lists the resource configuration and software versions used in this
practice. The commands and parameters may vary according to the hardware
specifications or software versions you would use.

Table 4-4 Resources and costs

Resource Description Cost

ECS e Billing mode: pay-per-use | The following resources
o AZ: AZ1 generate costs:
e Flavor: s6.large.4 * EGSs
o Image: CentOS 8.0 64bit | ® EVS disks
o System disk: 40 GiB * ElPs
e EIP: Auto assign For billing details, see

. Billing Modes.

e EIP type: Dynamic BGP
e Billed by: Traffic
e Bandwidth: 5 Mbit/s

Nginx A high-performance HTTP Free
and reverse proxy server.
Example: Nginx 1.20.1

MySQL An open-source relational Free
database software
Example: MySQL 8.0.26

PHP An open-source software Free
used for web development
Example: PHP 7.4.19

Procedure
Step 1 Install Nginx.

1.
2.

Log in to the ECS.

Run the following command to install Nginx:

sudo dnf -y install https://nginx.org/packages/centos/8/x86_64/RPMS/
nginx-1.20.1-1.el8.ngx.x86_64.rpm
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6.

Run the following command to check the Nginx version:
nginx -v

Information similar to the following is displayed:

nginx version: nginx/1.20.1

Run the following commands to start Nginx and enable it to start
automatically upon ECS startup:

systemctl start nginx

systemctl enable nginx

Run the following command to check the startup status:
systemctl status nginx.service

Information similar to the following is displayed.

[root@ J 71# systemctl status nginx.service
# nginx.service - nginx - high performance web server

Loaded: loaded (rusr-lib/systemd-systemsnginx.service; enabled: vendor preset: disabled)

fictive: active (running) since Wed 2B24-8B8-14 18:47:48 CST: 25s ago
Docs: http:- /nginx.org-ensdocs/
Main PID: 1793 (nginx)

Tasks: 3 (limit: 49517)

Memory: 3.8M

CGroup: ~system.slicesnginx.service
1793 nginx: master process cusrsshinsnginx -c setconginx-nginx.conf
1794 nginx: worker process
1795 nginx: worker process

Aug 14 18:47:48 systemd[1]1: Starting nginx - high performance web server...
Aug 14 18:47:48 systemd[1]: Started wginx - high performance web server.

Enter http:///P address of the Nginx server in the address bar to access Nginx.

If the following page is displayed, Nginx has been installed.

Figure 4-4 Accessing Nginx

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Step 2 Install MySQL.

1.

Run the following command to install MySQL:

sudo dnf -y install @mysql

Run the following command to check the MySQL version:
mysql -V

Information similar to the following is displayed:

mysql Ver 8.0.26 for Linux on x86_64 (Source distribution)

Run the following commands in sequence to start MySQL and enable it to

start automatically upon ECS startup:
systemctl start mysqld
systemctl enable mysqld
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Check the MySQL status.
systemctl status mysqld.service

Information similar to the following is displayed.

[rootR “1tt systemctl status mysgld.service
s mysqld.service - MYSQL 8.8 database server
Loaded: loaded (rusr-libssystemd/systemsmysgld.service: enabled: vendor preset: disabled)
fictive: active C(ruming) since Wed 2824-8B8-14 18:55:34 C5T: 21s ago
Main PID: 2888 (mysqld)
Status: "Server is operational”
Tasks: 38 (limit: 49517)

Memory: 527.8M
CGroup: rssystem.slicesmysgld.service
L7888 rusr-libexec/smysqld --basedir=susr

:55:28 systemd[1]1: Starting MySQL 8.8 database server...
:55:28 "n mysql-prepare-db-dir[28684]1: Initializing MySQL database
:55:34 systemd[1]1: Started MyS(L B.B database server.

Run the following command and follow the prompts to harden MySQL:

mysql_secure_installation
Securing the MySQL server deployment.

Connecting to MySQL using a blank password.

VALIDATE PASSWORD COMPONENT can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

secure enough. Would you like to setup VALIDATE PASSWORD component?

Press y|Y for Yes, any other key for No: Y  #Press Y to set the password validation policy.
There are three levels of password validation policy:

LOW Length >=8
MEDIUM Length >= 8, numeric, mixed case, and special characters
STRONG Length >= 8, numeric, mixed case, special characters and dictionary file

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2 #Enter 2 to select the password
validation policy.
Please set the password for root here.

New password: #Enter a new password of user root.
Re-enter new password: #Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : Y
#Press Y to confirm the new password.

By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Press Y to remove
anonymous users.
Success.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Press Y to disallow
remote logins of user root.
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
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and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Press Y to
delete the test database and remove access to it.

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Press Y to reload privilege
tables.
Success.

All done!

Step 3 Install PHP.

1.

Run the following commands to add and update the EPEL repository:
sudo dnf -y install epel-release
sudo dnf -y update epel-release

Run the following commands to delete unnecessary software packages from
the cache and update the software repository:

sudo dnf clean all

sudo dnf makecache

Run the following command to start the PHP 7.4 module:

dnf module enable php:7.4

Run the following command to install the required PHP module:

sudo dnf -y install php php-curl php-dom php-exif php-fileinfo php-fpm
php-gd php-hash php-json php-mbstring php-mysqli php-openssl php-
pcre php-xml libsodium

Run the following command to check the version of the installed PHP:
php -v
Information similar to the following is displayed.

[root@ C 1 php -w
PHP 7.4.19 (cli) (built: May 4 2821 11:86:37) ( NTS )

opyright (c) The PHP Group
end Engine v3.4.8, Copyright (c) Zend Technologies
with Zend OPcache v?.4.19, Copyright (c), by Zend Technologies

Run the following commands to start PHP and enable it to start automatically
upon ECS startup:

systemctl start php-fpm
systemctl enable php-fpm
Modify the Nginx configuration file to support PHP.

a. Run the following command to open the /etc/nginx/nginx.conf file:
vim /etc/nginx/nginx.conf
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Figure 4-5 nginx.conf

LSEr NG inx;:
orker_processes auto;

error_logy  ~varslog/nginxserror.log notice;
id soarsrunsaging. pid;

include setesnginxsmime . types:
default_type applicationsoctet-stream:

log_format main 'Sremote_addr - Sremote_user [$time_locall “Srequest” '
'Sstatus Shody_bytes_sent “Shttp_referer” '
'"$http_user_agent” “Shttp_x_forwarded_for"':

access_log ~svarslogsnginxsaccess.log main:

sendfile on;
#tcp_nopush on;

keepalive_timeout 65;
#gzip on;

include ~etcsonginx/conf .ds=.conf;

According to the nginx.conf, the configuration file is directed to /etc/
nginx/conf.d/*.conf.

b. Enter :quit to exit nginx.conf.

¢. Run the following command to open the /etc/nginx/conf.d/default.conf
file:

vim /etc/nginx/conf.d/default.conf
d. Press i to enter the editing mode.
e. Modify the default.conf file.

Find the server paragraph and configure it as follows:
server {
listen 80;
server_name localhost;

#access_log /var/log/nginx/host.access.log main;

location / {
root /usr/share/nginx/html;
index index.html index.htm index.php;

}

location ~ \.php$ {
root [usr/share/nginx/html;
fastcgi_pass unix:/run/php-fpm/www.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME S$document_root$fastcgi_script_name;
include fastcgi_params;
}
}

Figure 4-6 shows the configuration after modification.
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8.

f.

Figure 4-6 Configuration after modification

{
listen g8a:
server_name localhost:

ttaccess_log ~svar/log-snginx-host.access.log main:

location ~» {

root  susrssharesnginx himl:

index index.html index. htm |index.phpf
¥

location ~ N.phpS €
root susrssharesng inx html ;
fastcgi_pass  unix:srun/php-fpm was.sock:
fastegi_index index.php:
fastcgi_param SCRIPT_FILENAME Sdocument_rootSfastcgi_script_name:
include fastcgi_params:

fterror_page <484 /484 .html:

# redirect server error pages to the static page ~58x.html
i
error_page 5SHB 582 583 584 ~58x.html:
location = /58x.html {
root  Ausrrssharesnginx-html:

¥

# proxy the PHP scripts to Apache listening on 127.8.8.1:88
i

#location = N.php$ {

# proxy_pass  http:/r127.8.8.1:

#x

Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the file.

Run the following command to reload the Nginx configuration file:

service nginx reload

Step 4 Test the LNMP deployment.

1.

Create the info.php test file in /usr/share/nginx/html/.

a.

Run the following command to create and open the info.php test file:
vim /usr/share/nginx/html/info.php
Press i to enter the editing mode.

Modify the info.php file and add the following to the file:
<?php
phpinfo();

Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the file.

Enter http://Server IP address/info.php in the address bar. If the following
page is displayed, the environment has been set up.

Issue 01 (2024-11-04)

Copyright © Huawei Technologies Co., Ltd. 26



Elastic Cloud Server
Best Practices 4 Setting Up an Environment

‘Php

System Linuwcss: s mmee me ol 4.18.0-348.7.1.e18_5.x86_64 #1 SMP Wed Dec 22 13:25:12 UTC 2021
¥B6_64

Build Date May 4 2021 11:06:37

Server APl FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed Jetc/php.d/10-opcache.ini, fetc/php.d/20-bz2.ini, fetc/php.d/20-calendarini, /etc/php.d/20-ctype.ini,

/etc/php.d/20-curlini, fetc/php.df20-dom.ini, /etc/php.d/20-exifini, fetc/php.d/20-fileinfo.ini,
Jetc/php.d/f20-ftp.ini, fetc/php.d/20-gd.ini, /etc/php.d/20-gettextini, /etc/php.d/20-iconvini,
Jetc/php.d/20-json.ini, fete/php.df20-mbstring.ini, fete/php.d/20-mysqlnd.ini, /etc/php.d/20-pdo.ini,
Jfete/php.d/20 pharini, fetc/php.d/20-simplexmlini, fetc/php.d/20-sockets.ini, /etc/php.d/20-sqlite.ini,
Jetc/php.d/20-tokenizerini, /etc/php.d/20-xmLini, fetc/php.d/20-xmbwriter.ini, fetc/php.d/20-xsl.ini,
/etc/php.d/30-mysqliini, /etc/php.df30-pdo_mysql.ini, /etc/php.d/30-pdo_sqlite.ini, /etc/php.d/30-
xmlreader.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902,NTS

PHP Extension Build API20190902 NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPV6 Support enabled

DTrace Support available, disabled

Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, http, ftp, compress.bzip2, phar
Registered Stream Socket Transports tep, udp, unix, udg, ssl, tls, tlsv1.0, tsv1.1, tsv1.2, tsw1.3

Registered Stream Filters 2lib.", string.rot13, string.toupper, string.tolawer, string.strip tags, convert.”, consumed, dechunk, bzip2.”,

converticonv.*

This program makes use of the Zend Scripting Language Engine: o H
Zend Engine v3.4.0, Copyright (c) Zend Technologies Zel | e ngl n e

with Zend OPcache v7.4.19, Copyright (c), by Zend Technologies

--—-End

4.1.3 Manually Deploying LNMP (Ubuntu 20.04)

Overview
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