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Before You Start

1.1 Overview

Cloud Container Engine (CCE) is a container service that allows you to run
containers efficiently in the cloud. CCE provides highly scalable, high-performance,
enterprise-class Kubernetes clusters and supports Docker containers. With CCE,
you can easily deploy, manage, and scale containerized applications in the cloud.

This document describes how to use APIs for performing operations on CCE, such
as creating or deleting CCE resources, modifying resource specifications, or adding
NICs. For details about all supported operations, see APl Overview.

If you plan to access CCE resources through an API, ensure that you are familiar
with CCE concepts.

CCE supports both Kubernetes-native APIs and proprietary APIs. With these APIs,
you can use all functions of CCE.

e CCE has opened APIs through APl gateway to support operations on cloud
service infrastructures (for example, creating a node). Operations on cluster
resources (such as creating a workload) are also supported.

e Kubernetes-native APIs: You can perform operations on cluster resources
(such as creating a workload) using the Kubernetes-native API server.
However, operations on cloud service infrastructures (such as creating a node)
are not supported.

For details about Kubernetes-native API versions, see https://kubernetes.io/
docs/concepts/overview/kubernetes-api/.

(10 NOTE

e The Kubernetes-native APIs called in the current version do not support HTTP
persistent connections.

e The Kubernetes-native APIs in the current version include Beta APIs, whose version
names include beta, for example, vibeta1l. This type of APIs varies according to
Kubernetes-native APIs. Therefore, you are advised to use this type of APIs in
unimportant scenarios, for example, short-term test clusters.
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1.2 API Calling

CCE supports Representational State Transfer (REST) APIs, allowing you to call
APIs using HTTPS. For details about API calling, see 3 Calling APIs.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. An endpoint can be obtained from the administrator.

Select an endpoint based on your service requirements.

e The URL format for cluster, node, node pool, add-on, and quota management
is https://Endpoint/uri. uriindicates the resource path, that is, the APl access
path.

e The URL format for Kubernetes APIs, storage management, and add-on
management is https://{clusterid}.Endpoint/uri. In the URL, {clusterid}
indicates the cluster ID, and wr7indicates the resource path, that is, the path
for APl access.

(1] NOTE

e The format of the URL called by the add-on management APIs is https://
{clusterid}.Endpoint/uri. However, {clusterid}is used only for the domain name
and is not verified or used by the APIs. Set {clusterid} in the query or body. For
details about {clusterid}, see the add-on management sections.

e {clusterid}is required for Kubernetes APIs and storage management, which
indicates the cluster that needs to be accessed by calling the API.

Table 1-1 URL parameters

Parameter Description

{clusterid} Cluster ID. After a cluster is created, call the API for
obtaining a cluster in a specified project to obtain the
cluster ID.

Endpoint Entry (URL) for a web service. Endpoints vary depending on

services and regions.

uri Access path of an API for performing an operation. Obtain
the path from the URI of an API. For example, the
resource-path of the API used to obtain a user token is v3/
auth/tokens.

1.4 Constraints

e CCE imposes a quota on the number and capacity of resources that a user can
access. By default, you can create a maximum of five clusters in each region
and a cluster can have a maximum of 50 nodes.
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For more constraints, see APl description.

1.5 Concepts

Account

An account is created upon successful registration. The account has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity,
which should not be used directly to perform routine management. For
security purposes, create Identity and Access Management (IAM) users and
grant them permissions for routine management.

User

An 1AM user is created using an account to use cloud services. Each IAM user
has their own identity credentials (password and access keys).

The account name, username, and password will be required for API
authentication.

Region

Regions are divided based on geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified into universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides specific services for specific tenants.

For details, see Region and AZ.
AZ

An AZ comprises of one or more physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Computing,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to allow you to build cross-AZ high-availability systems.

Project

A project corresponds to a region. Default projects are defined. Users can be
granted permissions in a default project to access all resources under their
accounts in the region associated with the project. If you need more refined
access control, create subprojects under a default project and create resources
in subprojects. Then you can assign users the permissions required to access
only the resources in the specific subprojects.

Enterprise project

Enterprise projects group and manage resources across regions. Resources in
different enterprise projects are logically isolated.

For details about enterprise projects and about how to obtain enterprise
project IDs, see Enterprise Management User Guide.
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APl Overview

APIs provided by CCE are classified into two types: proprietary APIs and
Kubernetes-native APIs. By using these two types of APIs, you can use all functions
provided by CCE, including creating clusters and nodes, using the Kubernetes-
native APIs to create workloads, and using the proprietary CCE APIs to monitor
application data.

Type Subtype Description
Proprietary Cluster-related | Manage clusters, including creating and
CCE APIs APIs deleting clusters.

You can use APIs in this category to create
clusters and obtain information about created
clusters.

Node-related Manage nodes, including creating and
APIs deleting nodes.

You can use these APIs in this category to add
nodes to clusters and obtain information
about created nodes.

Node Pool- Manage node pools, including creating and
related APIs deleting node pools.

You can use APIs in this category to create
node pools and obtain information about
created node pools.

Add-on- Manage add-ons, including querying
related APIs AddonTemplates and creating, updating,
deleting, and obtaining AddonlInstances.

Quota-related | Query quotas of CCE resources.
API
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Type Subtype Description

Kubernetes- None For details about how to call Kubernetes-
native APIs native APIs, see Kubernetes APIs.
NOTE

The Kubernetes-native APIs called in the current

version do not support HTTP persistent
connections.

Cluster-related APIs

Table 2-1 Cluster-related APIs

API Description

Creating a Cluster Create an empty cluster, which has
only master nodes but do not have
worker nodes.

Reading a Specified Cluster Obtain details about a specified
cluster.

Listing Clusters in a Specified Project | Obtain details about all clusters in a
specified project.

Updating a Specified Cluster Update information about a specified
cluster.

Deleting a Cluster Delete a specified cluster.

Hibernating a Cluster Hibernate a specified cluster.

Waking Up a Cluster Wake up a hibernated cluster.

Obtaining Cluster Certificates Obtain certificates of a specified
cluster.

Obtaining Job Information Obtain the progress of a job with a

specified job ID returned after a job
request is issued.

Node-related APIs

Table 2-2 Node-related APIs

API Description

Creating a Node Create a node in a specified cluster.

Reading a Specified Node Obtain details about a node with a
specified node ID.
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API

Description

Reading all Nodes in a Cluster

Obtain details about all nodes in a
cluster with a specified cluster ID.

Updating a Specified Node

Update information about a specified
node.

Deleting a Node

Delete a specified node

Accepting a Node

Accept a node into a specified cluster.

Resetting a Node

Reset a node in a specified cluster.

Removing a Node

Remove a node from a specified
cluster.

Migrating a Node

Migrate a node from a specified
cluster to another cluster.

Node Pool-related APIs

Table 2-3 Node pool-related APIs

API

Description

Creating a Node Pool

Create a node pool in a specified
cluster.

Reading a Specified Node Pool

Obtain details about a node with a
specified node ID.

Listing All Node Pools in a Specified
Cluster

Obtain details about all node pools in
a cluster with a specified cluster ID.

Updating a Specified Node Pool

Update information about a specified
node pool.

Deleting a Node Pool

Delete a specified node pool.

Add-on-related APIs

Table 2-4 Add-on-related APIs

API

Description

Installing an Add-on Instance

Install an add-on by using the add-on
template. One or more instances will
be created for the installed add-on.

Listing Add-on Templates

Query add-on information.
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API

Description

Updating an Add-on Instance

Update an add-on instance.

Deleting an Add-on Instance

Delete an add-on instance.

Reading an Add-on Instance

Obtain details about an add-on
instance.

Listing Add-on Instances

List all add-on instances in the cluster.

Quota-related API

Table 2-5 Quota-related API

API

Description

Querying Resource Quotas

Query resource quotas.

Kubernetes APIs

API

Function

URI

Node

Reading a specified
node

GET /api/v1/nodes/{name}

Listing all nodes

GET /api/v1/nodes

Updating a specified
node

PATCH /api/v1/nodes/{name}

ace

Namesp

Creating a namespace

POST /api/v1/namespaces

Deleting a namespace

DELETE /api/v1/namespaces/{name}

Querying a specified
namespace

GET /api/v1/namespaces/{name}

Replacing a specified
namespace

PUT /api/v1/namespaces/{name}

Replacing the status of
a specified namespace

PUT /api/v1/namespaces/{name}/status

Replacing the finalize
values of a specified
namespace

PUT /api/v1/namespaces/{name}/finalize

Listing namespaces

GET /api/v1/namespaces

Updating a specified
namespace

PATCH /api/v1/namespaces/{name}
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API

Function

URI

Resourc
equotas

Querying resource
quotas

GET /api/v1/resourcequotas

Creating a resource
quota

POST /api/v1/namespaces/{namespace}/
resourcequotas

Updating a resource
quota

PUT /api/v1/namespaces/{namespace}/
resourcequotas/{name}

Deleting a resource
quota

DELETE /api/v1/namespaces/{namespace}/
resourcequotas/{name}

Pod

Creating a pod

POST /api/v1/namespaces/{namespace}/
pods

Deleting a pod

DELETE /api/v1/namespaces/{namespace}/
pods/{name}

Deleting all pods

DELETE /api/v1/namespaces/{namespace}/
pods

Reading a specified
pod

GET /api/v1/namespaces/{namespace}/
pods/{name}

Replacing a specified
pod

PUT /api/v1/namespaces/{namespace}/
pods/{name}

Replacing the status of
a specified pod

PUT /api/v1/namespaces/{namespace}/
pods/{name}/status

Listing all pods in a
specified namespace

GET /api/v1/namespaces/{namespace}/
pods

Listing pods

GET /api/v1/pods

Updating a specified
pod

PATCH /api/v1/namespaces/{namespace}/
pods/{name}

Deploy
ment

Creating a Deployment

POST /apis/apps/v1/namespaces/
{namespace}/deployments

Rolling back a
Deployment

PATCH /apis/apps/v1/namespaces/
{namespace}/deployments/{name} (for
clusters of v1.17 or later)

POST /apis/apps/v1betal/namespaces/
{namespace}/deployments/{name}/rollback
(for clusters of v1.15 and earlier)

POST /apis/extensions/v1betal/
namespaces/{namespace}/deployments/
{name}/rollback (for clusters of v1.15 and
earlier)

Deleting a Deployment

DELETE /apis/apps/v1/namespaces/
{namespace}/deployments/{name}
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API Function URI
Deleting all DELETE /apis/apps/v1/namespaces/
Deployments {namespace}/deployments
Reading a specified GET /apis/apps/v1/namespaces/
Deployment {namespace}/deployments/{name}
Reading the status of a | GET /apis/apps/v1/namespaces/
specified Deployment {namespace}/deployments/{name}/status
Reading the scaling GET /apis/apps/v1/namespaces/
operation of a specified | {namespace}/deployments/{name}/scale
Deployment
Replacing a specified PUT /apis/apps/v1/namespaces/
Deployment {namespace}/deployments/{name}
Replacing the status of | PUT /apis/apps/v1/namespaces/
a specified Deployment | {namespace}/deployments/{name}/status
Replacing the scaling PUT /apis/apps/v1/namespaces/
operation of a specified | {namespace}/deployments/{name}/scale
Deployment
Listing Deployments in | GET /apis/apps/v1/namespaces/
a specified namespace | {namespace}/deployments
Listing all Deployments | GET /apis/apps/v1/deployments
Updating a specified PATCH /apis/apps/v1/namespaces/
Deployment {namespace}/deployments/{name}
Updating the status of | PATCH /apis/apps/v1/namespaces/
a specified Deployment | {namespace}/deployments/{name}/status
Updating the scaling PATCH /apis/apps/v1/namespaces/
operation of a specified | {namespace}/deployments/{name}/scale
Deployment

Statefuls | Creating a StatefulSet POST /apis/apps/v1/namespaces/

et {namespace}/statefulsets
Deleting a specified DELETE /apis/apps/v1/namespaces/
StatefulSet {namespace}/statefulsets/{name}
Deleting all DELETE /apis/apps/v1/namespaces/
StatefulSets {namespace}/statefulsets
Reading a specified GET /apis/apps/v1/namespaces/
StatefulSet {namespace}/statefulsets/{name}
Reading the status of a | GET /apis/apps/v1/namespaces/
specified StatefulSet {namespace}/statefulsets/{name}/status
Replacing a specified PUT /apis/apps/v1/namespaces/
StatefulSet {namespace}/statefulsets/{name}
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API

Function

URI

Replacing the status of
a specified StatefulSet

PUT /apis/apps/v1/namespaces/
{namespace}/statefulsets/{name}/status

Listing StatefulSets in a
specified namespace

GET /apis/apps/v1/namespaces/
{namespace}/statefulsets

Listing all StatefulSets

GET /apis/apps/v1/statefulsets

Updating a specified
StatefulSet

PATCH /apis/apps/v1/namespaces/
{namespace}/statefulsets/{name}

Updating the status of
a specified StatefulSet

PATCH /apis/apps/v1/namespaces/
{namespace}/statefulsets/{name}/status

Daemon
Set

Creating a DaemonSet

POST /apis/apps/v1/namespaces/
{namespace}/daemonsets

Deleting a specified

DELETE /apis/apps/v1/namespaces/

DaemonSet {namespace}/daemonsets/{name}
Deleting all DELETE /apis/apps/v1/namespaces/
DaemonSets {namespace}/daemonsets

Reading a specified
DaemonSet

GET /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}

Reading the status of a
specified DaemonSet

GET /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}/status

Updating a specified
DaemonSet

PATCH /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}

Updating the status of
a specified DaemonSet

PATCH /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}/status

Listing all DaemonSets

GET /apis/apps/v1/daemonsets

Listing DaemonSets in
a specified namespace

GET /apis/apps/v1/namespaces/
{namespace}/daemonsets

Replacing a specified
DaemonSet

PUT /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}

Replacing the status of
a specified DaemonSet

PUT /apis/apps/v1/namespaces/
{namespace}/daemonsets/{name}/status

Job

Creating a job

POST /apis/batch/v1/namespaces/
{namespace}/jobs

Deleting a job

DELETE /apis/batch/v1/namespaces/
{namespace}/jobs/{name}

Deleting all jobs

DELETE /apis/batch/v1/namespaces/
{namespace}/jobs
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API

Function

URI

Reading a specified job

GET /apis/batch/v1/namespaces/
{namespace}/jobs/{name}

Reading the status of a
specified job

GET /apis/batch/v1/namespaces/
{namespace}/jobs/{name}/status

Replacing a specified
job

PUT /apis/batch/v1/namespaces/
{namespace}/jobs/{name}

Replacing the status of
a specified job

PUT /apis/batch/v1/namespaces/
{namespace}/jobs/{name}/status

Listing jobs in a
specified namespace

GET /apis/batch/v1/namespaces/
{namespace}/jobs

Listing all jobs

GET /apis/batch/v1/jobs

Updating the status of
a specified job

PATCH /apis/batch/v1/namespaces/
{namespace}/jobs/{name}/status

Updating a specified
job

PATCH /apis/batch/v1/namespaces/
{namespace}/jobs/{name}

CronJob

Creating a cron job

POST /apis/batch/v1betal/namespaces/
{namespace}/cronjobs

Deleting a cron job

DELETE /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}

Deleting all cron jobs

DELETE /apis/batch/v1betal/namespaces/
{namespace}/cronjobs

Reading a specified
cron job

GET /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}

Reading the status of a
specified cron job

GET /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}/status

Replacing a specified
cron job

PUT /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}

Replacing the status of
a specified cron job

PUT /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}/status

Listing cron jobs under
a specified namespace

GET /apis/batch/v1betal/namespaces/
{namespace}/cronjobs

Listing all cron jobs

GET /apis/batch/v1betal/cronjobs

Updating the status of
a specified cron job

PATCH /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}/status

Updating a specified
cron job

PATCH /apis/batch/v1betal/namespaces/
{namespace}/cronjobs/{name}
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API

Function

URI

et

ReplicaS

Listing ReplicaSets

GET /apis/apps/v1/namespaces/
{namespace}/replicasets

Reading a specified
ReplicaSet

GET /apis/apps/v1/namespaces/
{namespace}/replicasets/{name}

Listing all ReplicaSets

GET /apis/apps/v1/replicasets

oller

Replicati
onContr

Creating a
ReplicationController

POST /api/v1/namespaces/{namespace}/
replicationcontrollers

Deleting a
ReplicationController

DELETE /api/v1/namespaces/{namespace}/
replicationcontrollers/{name}

Deleting all
ReplicationControllers

DELETE /api/v1/namespaces/{namespace}/
replicationcontrollers

Reading a
ReplicationController
under a specified
namespace

GET /api/v1/namespaces/{namespace}/
replicationcontrollers/{name}

Replacing a
ReplicationController
under a specified
namespace

PUT /api/v1/namespaces/{namespace}/
replicationcontrollers/{name}

Replacing the status of
a ReplicationController
under a specified

PUT /api/v1/namespaces/{namespace}/
replicationcontrollers/{name}/status

namespace
Listing GET /api/v1/namespaces/{namespace}/
ReplicationControllers replicationcontrollers

in a specified

namespace

Listing GET /api/v1/replicationcontrollers

ReplicationControllers

Updating a specified
ReplicationController

PATCH /api/v1/namespaces/{namespace}/
replicationcontrollers/{name}

ts

Endpoin

Creating an endpoint

POST /api/v1/namespaces/{namespace}/
endpoints

Deleting an endpoint

DELETE /api/v1/namespaces/{namespace}/
endpoints/{name}

Deleting all endpoints

DELETE /api/v1/namespaces/{namespace}/
endpoints

Querying a specified
endpoint

GET /api/v1/namespaces/{namespace}/
endpoints/{name}
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API

Function

URI

Replacing a specified
endpoint

PUT /api/v1/namespaces/{namespace}/
endpoints/{name}

Listing endpoints

GET /api/v1/endpoints

Listing endpoints in a
specified namespace

GET /api/v1/namespaces/{namespace}/
endpoints

Updating a specified
endpoint

PATCH /api/v1/namespaces/{namespace}/
endpoints/{name}

Service

Creating a Service

POST /api/v1/namespaces/{namespace}/
services

Deleting a specified
Service

DELETE /api/v1/namespaces/{namespace}/
services/{name}

Obtaining a specified
Service

GET /api/v1/namespaces/{namespace}/
services/{name}

Replacing a specified
Service

PUT /api/v1/namespaces/{namespace}/
services/{name}

Listing Services in a
specified namespace

GET /api/v1/namespaces/{namespace}/
services

Listing Services

GET /api/v1/services

Updating a specified
Service

PATCH /api/v1/namespaces/{namespace}/
services/{name}

Ingress

Creating an ingress

POST /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses (for
clusters of v1.21 and later)

POST /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses (for
clusters from v1.15 to v1.21)

POST /apis/extensions/v1betal/
namespaces/{namespace}/ingresses (for
clusters earlier than v1.15)

Updating a specified
ingress

PATCH /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name} (for clusters of v1.21 and later)

PATCH /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters from v1.15 to v1.21)

PATCH /apis/extensions/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters earlier than v1.15)
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API

Function

URI

Replacing a specified
ingress

PUT /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name} (for clusters of v1.21 and later)

PUT /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters from v1.15 to v1.21)

PUT /apis/extensions/v1betal/namespaces/
{namespace}/ingresses/{name} (for clusters
earlier than v1.15)

Deleting an ingress

DELETE /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name} (for clusters of v1.21 and later)

DELETE /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters from v1.15 to v1.21)

DELETE /apis/extensions/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters earlier than v1.15)

Deleting all ingresses

DELETE /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses (for
clusters of v1.21 and later)

DELETE /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses (for
clusters from v1.15 to v1.21)

DELETE /apis/extensions/v1betal/
namespaces/{namespace}/ingresses (for
clusters earlier than v1.15)

Obtaining a specified
ingress

GET /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name} (for clusters of v1.21 and later)

GET /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name} (for clusters from v1.15 to v1.21)

GET /apis/extensions/v1betal/namespaces/
{namespace}/ingresses/{name} (for clusters
earlier than v1.15)
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API

Function

URI

Listing ingresses in a
specified namespace

GET /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses (for
clusters of v1.21 and later)

GET /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses (for
clusters from v1.15 to v1.21)

GET /apis/extensions/v1betal/namespaces/
{namespace}/ingresses (for clusters earlier
than v1.15)

Listing ingresses

GET /apis/networking.k8s.io/v1/ingresses
(for clusters of v1.21 and later)

GET /apis/networking.k8s.io/v1betal/
ingresses (for clusters from v1.15 to v1.21)

GET /apis/extensions/v1betal/ingresses
(for clusters earlier than v1.15)

Obtaining the status of
an ingress in a
specified namespace

GET /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name}/status (for clusters of v1.21 and
later)

GET /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name}/status (for clusters from v1.15 to
v1.21)

GET /apis/extensions/v1betal/namespaces/
{namespace}/ingresses/{name}/status (for
clusters earlier than v1.15)

Replacing the status of
an ingress in a
specified namespace

PUT /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name}/status (for clusters of v1.21 and
later)

PUT /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name}/status (for clusters from v1.15 to
v1.21)

PUT /apis/extensions/v1betal/namespaces/
{namespace}/ingresses/{name}/status (for
clusters earlier than v1.15)
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API

Function

URI

Updating the status of
an ingress in a
specified namespace

PATCH /apis/networking.k8s.io/v1/
namespaces/{namespace}/ingresses/
{name}/status (for clusters of v1.21 and
later)

PATCH /apis/networking.k8s.io/v1betal/
namespaces/{namespace}/ingresses/
{name}/status (for clusters from v1.15 to
v1.21)

PATCH /apis/extensions/v1betal/
namespaces/{namespace}/ingresses/
{name}/status (for clusters earlier than
v1.15)

Policy

Network

Creating a network
policy

POST /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies

Updating a specified
network policy

PATCH /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies/
{name}

Replacing a specified
network policy

PUT /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies/
{name}

Deleting a specified
network policy

DELETE /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies/
{name}

Deleting network
policies in batches

DELETE /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies

Reading a specified
network policy

GET /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies/
{name}

Listing network policies
in a specified
namespace

GET /apis/networking.k8s.io/v1/
namespaces/{namespace}/networkpolicies

Listing all network
policies

GET /apis/networking.k8s.io/v1/
networkpolicies

e

Persiste
ntVolum

Creating a
PersistentVolume

POST /api/v1/persistentvolumes

Deleting a specified
PersistentVolume

DELETE /api/v1/persistentvolumes/{name}

Deleting all
PersistentVolumes

DELETE /api/v1/persistentvolumes

Reading a specified
PersistentVolume

GET /api/v1/persistentvolumes/{name}
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API

Function

URI

Replacing a specified
PersistentVolume

PUT /api/v1/persistentvolumes/{name}

Replacing the status of
a specified
PersistentVolume

PUT /api/v1/persistentvolumes/{name}/
status

Listing all
PersistentVolumes

GET /api/v1/persistentvolumes

Updating a specified
PersistentVolume

PATCH /api/v1/persistentvolumes/{name}

Persiste
ntVolum
eClaim

Creating a
PersistentVolumeClaim

POST /api/v1/namespaces/{namespace}/
persistentvolumeclaims

Deleting a specified
PersistentVolumeClaim

DELETE /api/v1/namespaces/{namespace}/
persistentvolumeclaims/{name}

Deleting all
PersistentVolume-
Claims

DELETE /api/v1/namespaces/{namespace}/
persistentvolumeclaims

Reading a specified
PersistentVolumeClaim

GET /api/v1/namespaces/{namespace}/
persistentvolumeclaims/{name}

Replacing a specified
PersistentVolumeClaim

PUT /api/v1/namespaces/{namespace}/
persistentvolumeclaims/{name}

Replacing the status of
a specified
PersistentVolumeClaim

PUT /api/v1/namespaces/{namespace}/
persistentvolumeclaims/{name}/status

Listing
PersistentVolume-
Claims in a specified
namespace

GET /api/v1/namespaces/{namespace}/
persistentvolumeclaims

Listing all
PersistentVolume-
Claims

GET /api/v1/persistentvolumeclaims

Updating a specified
PersistentVolumeClaim

PATCH /api/v1/namespaces/{namespace}/
persistentvolumeclaims/{name}

ConfigM
ap

Creating a ConfigMap

POST /api/v1/namespaces/{namespace}/
configmaps

Deleting a ConfigMap

DELETE /api/v1/namespaces/{namespace}/
configmaps/{name}

Deleting all
ConfigMaps

DELETE /api/v1/namespaces/{namespace}/
configmaps
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API

Function

URI

Reading a specified
ConfigMap

GET /api/v1/namespaces/{namespace}/
configmaps/{name}

Replacing a specified
ConfigMap

PUT /api/v1/namespaces/{namespace}/
configmaps/{name}

Listing ConfigMaps in a
specified namespace

GET /api/v1/namespaces/{namespace}/
configmaps

Listing all ConfigMaps

GET /api/v1/configmaps

Updating a specified
ConfigMap

PATCH /api/v1/namespaces/{namespace}/
configmaps/{name}

Secret

Creating a secret

POST /api/v1/namespaces/{namespace}/
secrets

Deleting a secret

DELETE /api/v1/namespaces/{namespace}/
secrets/{name}

Deleting all secrets in a
specified namespace

DELETE /api/v1/namespaces/{namespace}/
secrets

Reading a specified
secret

GET /api/v1/namespaces/{namespace}/
secrets/{name}

Replacing a specified
secret

PUT /api/v1/namespaces/{namespace}/
secrets/{name}

Listing the secrets in a
namespace

GET /api/v1/namespaces/{namespace}/
secrets

Listing secrets in a
cluster

GET /api/v1/secrets

RBAC/

ole

ClusterR

Creating a ClusterRole

POST /apis/rbac.authorization.k8s.io/v1/
clusterroles

Updating a specified
ClusterRole

PATCH /apis/rbac.authorization.k8s.io/v1/
clusterroles/{name}

Replacing a specified
ClusterRole

PUT /apis/rbac.authorization.k8s.io/v1/
clusterroles/{name}

Deleting a specified
ClusterRole

DELETE /apis/rbac.authorization.k8s.io/v1/
clusterroles/{name}

Deleting ClusterRoles
in batches

DELETE /apis/rbac.authorization.k8s.io/v1/
clusterroles

Reading a specified
ClusterRole

GET /apis/rbac.authorization.k8s.io/v1/
clusterroles/{name}

Listing ClusterRoles

GET /apis/rbac.authorization.k8s.io/v1/
clusterroles
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RBAC/ Creating a POST /apis/rbac.authorization.k8s.io/v1/
ClusterR | ClusterRoleBinding clusterrolebindings
oleBindi Updating a specified PATCH /apis/rbac.authorization.k8s.io/v1/
ng ClusterRoleBinding clusterrolebindings/{name}
Replacing a specified PUT /apis/rbac.authorization.k8s.io/v1/
ClusterRoleBinding clusterrolebindings/{name}
Deleting a specified DELETE /apis/rbac.authorization.k8s.io/v1/
ClusterRoleBinding clusterrolebindings/{name}
Deleting DELETE /apis/rbac.authorization.k8s.io/v1/
ClusterRoleBindings in | clusterrolebindings
batches
Reading a specified GET /apis/rbac.authorization.k8s.io/v1/
ClusterRoleBinding clusterrolebindings/{name}
Listing GET /apis/rbac.authorization.k8s.io/v1/
ClusterRoleBindings clusterrolebindings
RBAC/ Creating a Role POST /apis/rbac.authorization.k8s.io/v1/
Role namespaces/{namespace}/roles
Updating a specified PATCH /apis/rbac.authorization.k8s.io/v1/
Role namespaces/{namespace}/roles/{name}
Replacing a specified PUT /apis/rbac.authorization.k8s.io/v1/
Role namespaces/{namespace}/roles/{name}
Deleting a specified DELETE /apis/rbac.authorization.k8s.io/v1/
Role namespaces/{namespace}/roles/{name}
Deleting Roles in DELETE /apis/rbac.authorization.k8s.io/v1/
batches namespaces/{namespace}/roles
Reading a specified GET /apis/rbac.authorization.k8s.io/v1/
Role namespaces/{namespace}/roles/{name}
Listing Roles in a GET /apis/rbac.authorization.k8s.io/v1/
specified namespace namespaces/{namespace}/roles
Listing all Roles GET /apis/rbac.authorization.k8s.io/v1/roles
RBAC/ Creating a RoleBinding | POST /apis/rbac.authorization.k8s.io/v1/
RoleBin namespaces/{namespace}/rolebindings
din
9 Updating a specified PATCH /apis/rbac.authorization.k8s.io/v1/
RoleBinding namespaces/{namespace}/rolebindings/
{name}
Replacing a specified PUT /apis/rbac.authorization.k8s.io/v1/
RoleBinding namespaces/{namespace}/rolebindings/
{name}
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API

Function

URI

Deleting a specified
RoleBinding

DELETE /apis/rbac.authorization.k8s.io/v1/
namespaces/{namespace}/rolebindings/
{name}

Deleting RoleBindings
in batches

DELETE /apis/rbac.authorization.k8s.io/v1/
namespaces/{namespace}/rolebindings

Reading a specified
RoleBinding

GET /apis/rbac.authorization.k8s.io/v1/
namespaces/{namespace}/rolebindings/
{name}

Listing RoleBindings in
a specified namespace

GET /apis/rbac.authorization.k8s.io/v1/
namespaces/{namespace}/rolebindings

Listing all RoleBindings

GET /apis/rbac.authorization.k8s.io/v1/
rolebindings

API
groups

Listing APIVersions

GET /api

Listing APIGroups

GET /apis

listing APIResources of
GroupVersion
apiregistration.k8s.io/
vibeta

GET /apis/apiregistration.k8s.io/v1beta1

listing APIResources of
GroupVersion
extensions/v1beta1l

GET /apis/extensions/v1betal

listing APIResources of
GroupVersion apps/
v1&apps/vibetal

GET /apis/apps/v1 (for clusters later than
v1.15)

GET /apis/apps/v1betal (for clusters of
v1.15 and earlier)

listing APIResources of
GroupVersion
authentication.k8s.io/v
1

GET /apis/authentication.k8s.io/v1

listing APIResources of
GroupVersion
authentication.k8s.io/
vibetal

GET /apis/authentication.k8s.io/v1betal

listing APIResources of
GroupVersion
authorization.k8s.io/v1

GET /apis/authorization.k8s.io/v1

listing APIResources of
GroupVersion
authorization.k8s.io/
vlbetal

GET /apis/authorization.k8s.io/v1beta
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API

Function

URI

listing APIResources of
GroupVersion
autoscaling/v1

GET /apis/autoscaling/v1

listing APIResources of
GroupVersion batch/v1

GET /apis/batch/v1

listing APIResources of
GroupVersion
certificates.k8s.io/
vibetal

GET /apis/certificates.k8s.io/v1beta1

listing APIResources of
GroupVersion
networking.k8s.io/v1

GET /apis/networking.k8s.io/v1

listing APIResources of
GroupVersion policy/
vibetal

GET /apis/policy/vibetal

listing APIResources of
GroupVersion
rbac.authorization.k8s.i
o/vibetal

GET /apis/rbac.authorization.k8s.io/v1beta1l

listing APIResources of
GroupVersion
storage.k8s.io/v1

GET /apis/storage.k8s.io/v1

listing APIResources of
GroupVersion
storage.k8s.io/v1betal

GET /apis/storage.k8s.io/v1beta1

listing APIResources of
GroupVersion
apiextensions.k8s.io/
vibetal

GET /apis/apiextensions.k8s.io/v1betal

listing APIResources of
GroupVersion v1

GET /api/v1

Event

Reading events

GET /api/v1/events

Listing events in a
specified namespace

GET /api/v1/namespaces/{namespace}/
events
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Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for as an example to demonstrate how to call an API. The obtained token can
then be used to authenticate the calling of other APlIs.

Request URI

A request URI is in the following format:

{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

Table 3-1 URI parameters

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APIs use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service. The endpoint varies between services in different
regions. It can be obtained from the administrator.

For example, the endpoint of IAM in region Dublin is
iam.myhuaweicloud.eu.

resource-path

Access path of an API for performing an operation. Obtain the
path from the URI of an API. For example, the resource-path of
the API used to obtain a user token is /v3/auth/tokens.

query-string

Query parameter, which is optional. Ensure that a question
mark (?) is included before each query parameter that is in the
format of Parameter name=Parameter value. For example, ?
limit=10 indicates that a maximum of 10 data records will be
displayed.
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(11 NOTE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server.

Table 3-2 HTTP methods

Method Description

GET Requests the server to return specified resources.

PUT Requests the server to update specified resources.

POST Requests the server to add resources or perform special
operations.

DELETE Requests the server to delete specified resources, for
example, an object.

HEAD Same as GET except that the server must return only
the response header.

PATCH Requests the server to update partial content of a
specified resource.
If the resource does not exist, a new resource will be
created.

For example, in the case of the API used to obtain a user token, the request
method is POST. The request is as follows:

POST https://{{endpoint}}/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows.
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Table 3-3 Common request header fields

requested. The
value can be
obtained from the
URL of the service
API. The value is in
the format of
Hostname:Port
number. If the port
number is not
specified, the
default port is
used. The default
port number for
https is 443.

authenticatio
n.

Parameter Description Mandatory Example Value
Host Specifies the server | No code.test.com
domain name and | thjs field is | or
port number of the | \5ndatorv for _
resources being AK/SK y code.test.com:443

Content-Type

Specifies the type
(or format) of the
message body. The
default value
application/json is
recommended.
Other values of this
field will be
provided for
specific APIs if any.

Yes

application/json

Content-
Length

Specifies the length
of the request
body. The unit is
byte.

No

3495

X-Project-Id

Specifies the
project ID. Obtain
the project ID by
following the
instructions in
Obtaining a
Project ID.

No

€9993fc787d94b6c886¢cb
aa340f9c0f4
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Parameter Description Mandatory Example Value
X-Auth-Token | Specifies the user No The following is part of
token. This field is an example token:
It is a response to mandatory for | MIIPAgYJKoZIhvcNAQc-
the API for token Co...ggg1BBIINPXsidG9rzZ
obtaining a user authenticatio

token (This is the n.
only API that does
not require
authentication).

After the request is
processed, the
value of X-Subject-
Token in the
response header is
the token value.

(11 NOTE

In addition to supporting authentication using tokens, APIs support authentication using
AK/SK, which uses SDKs to sign a request. During the signature, the Authorization
(signature authentication) and X-Sdk-Date (time when a request is sent) headers are
automatically added in the request.

For more details, see "Authentication Using AK/SK" in Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://{{endpoint}}/v3/auth/tokens
Content-Type: application/json

(Optional) Request Body

This part is optional. The body of a request is often sent in a structured format as
specified in the Content-Type header field. The request body transfers content
except the request header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
domainname, ******** (|ogin password), and xxxxxxxxxxxxxxxxxx (project name)
with the actual values. Obtain a project name from the administrator.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User

Token.
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POST https://{{endpoint}}/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]

,
"password": {
"user": {
"name": "username",
"paSSWOI’d": " x—x—*****m’
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " XXO0XXXXXXXXXXXX!
}
}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e Token authentication: Requests are authenticated using tokens.

e  AK/SK authentication: Requests are encrypted using an AK/SK. AK/SK-based
authentication is recommended because it is more secure than token-based
authentication.

Token-based Authentication
(11 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API.

You can obtain a token by calling the Obtaining a User Token API. When you call
the API, set auth.scope in the request body to project.

{
"auth": {
"identity": {
"methods": [
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"password"
1
"password": {
"user": {
"name": "username",
"password": " #REEA
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}

}
}
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFI...., X-Auth-Token: ABCDEF)J.... can be added to a request as follows:

POST https://{{endpoint}}/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....

AK/SK Authentication
(11 NOTE

AK/SK authentication supports API requests with a body not larger than 12 MB. For API
requests with a larger body, token authentication is recommended.

In AK/SK authentication, AK/SK is used to sign requests and the signature is then
added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e SK: secret access key, which is used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK authentication, you can use an AK/SK to sign requests based on the
signature algorithm or using the signing SDK. For details about how to sign
requests and use the signing SDK, see APl Request Signing Guide.

(11 NOTE

The signing SDK is only used for signing requests and is different from the SDKs provided
by services.

3.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.
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A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Code.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header
Similar to a request, a response also has a header, for example, Content-Type.

Figure 3-1 shows the response header fields for the API used to obtain a user
token. The x-subject-token header field is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

Figure 3-1 Header fields of the response to the request for obtaining a user token

Response Body

The body of a response is often returned in structured format as specified in the
Content-Type header field. The response body transfers content except the
response header.

The following is part of the response body for the APl used to obtain a user token.
{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
]

"catalog": [
{
"endpoints": [
{
"region_id": "eu-west-101",

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.
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{
"error_msg": "The format of message is error",
"error_code": "AS.0001"

}

In the response body, error_code is an error code, and error_msg provides
information about the error.
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APIs

4.1 APl URL

e The URL format for cluster, node, node pool, add-on, and quota management
is https://Endpoint/uri. uriindicates the resource path, that is, the APl access
path.

e The URL format for Kubernetes APIs, storage management, and add-on
management is https://{clusterid}.Endpoint/uri. In the URL, {clusterid}
indicates the cluster ID, and wr7indicates the resource path, that is, the path
for API access.

(10 NOTE

e The format of the URL called by the add-on management APIs is https://
{clusterid}.Endpoint/uri. However, {clusterid}is used only for the domain name
and is not verified or used by the APIs. Set {clusterid}in the query or body. For
details about {clusterid}, see the add-on management sections.

e {clusterid}is required for Kubernetes APIs and storage management, which
indicates the cluster that needs to be accessed by calling the API.

Table 4-1 URL parameters

Parameter Description

{clusterid} Cluster ID. After a cluster is created, call the API for
obtaining a cluster in a specified project to obtain the
cluster ID.

Endpoint URL that is the entry point for a web service. You can obtain

it from Endpoints.

uri Access path of an API for performing an operation. Obtain
the path from the URI of an API. For example, the
resource-path of the APl used to obtain a user token is v3/
auth/tokens.
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4.2 Cluster Management

4.2.1 Creating a Cluster

Function

This API is used to create an empty cluster, which has only master nodes but no
worker nodes. After creating a cluster by calling this API, you can add nodes by
creating nodes.

(10 NOTE

Constraints

The URL for cluster management is in the format of *https://Endpoint/uri, in which urf
indicates the resource path, that is, the path for API access.

By default, ICAgent is not installed when you call this API to create a cluster. If you need to
install ICAgent, add "cluster.install.addons.external/
install":"[{"addonTemplateName":"icagent"}]" to annotations in the request body. ICAgent
will be automatically installed during cluster creation. ICAgent is an O&M data collection
agent used by Application Performance Management (APM). It runs on each server to
collect data from probes in real time. ICAgent is the prerequisite for achieving application
O&M. If ICAgent is not installed, the application O&M functions cannot be used.

Before calling the CCE API to create a cluster, ensure that the following conditions
are met:

URI

A VPC is available.

CIDR blocks have been properly set for containers and Services. They are not
editable after cluster creation, unless you create a new cluster.

An agency has been correctly created and is not deleted. If the agency
verification fails, the cluster fails to be created. You can log in to the CCE
console. If no agency is created, the system prompts you to create one. If an
agency has been created, no message is displayed.

By default, an account can create a maximum of five clusters in each region.
If you need to create more clusters, you can submit an application to increase
the quota.

POST /api/v3/projects/{project_id}/clusters

Table 4-2 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about

how to obtain the value, see
How to Obtain Parameters
in the API URL.
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Request Parameters

Table 4-3 Request header parameters

Parameter Mandatory Type

Description

Content-Type | Yes String

Message body type (format).

X-Auth-Token | Yes String

Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-4 Request body parameters

Parameter Mandatory Type Description
kind Yes String API type. The value is fixed at
Cluster or cluster and cannot
be changed.
apiVersion Yes String API version. The value is fixed
at v3 and cannot be changed.
metadata Yes ClusterMetad | Basic information about a
ata object cluster. Metadata is a
collection of attributes.
spec Yes ClusterSpec Detailed description of the
object cluster. CCE creates or updates
objects by defining or
updating spec.
status No ClusterStatus | Cluster status and job ID of
object the cluster creation job.
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Table 4-5 ClusterMetadata

Parameter Mandatory Type Description

name Yes String Cluster name.

Enter 4 to 128 characters,
starting with a lowercase
letter and not ending with a
hyphen (-). Only lowercase
letters, digits, and hyphens (-)
are allowed.

uid No String Cluster ID, which uniquely
identifies a cluster. This ID is
automatically generated after
a cluster is created. Only the
automatically generated ID
will take effect. When you
create a yearly/monthly
cluster, no cluster ID will be
returned in the response body.

alias No String Alias of a cluster name
displayed on the CCE console,
and the name can be
changed.

Enter 4 to 128 characters,
starting with a lowercase
letter and not ending with a
hyphen (-). Only lowercase
letters, digits, and hyphens (-)
are allowed.

A cluster alias must be unique.

In the request body for
creating or updating a cluster,
if the cluster alias is not
specified or set to null, the
cluster name will be used as
the cluster alias. In the
response body for obtaining a
cluster, the cluster alias is
returned. If it is not
configured, the cluster name
will be returned.
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Parameter

Mandatory

Type

Description

annotations

No

Map<String,St
ring>

Cluster annotations, in the

format of key-value pairs.
"annotations": {

"key1" : "valuel”,

"key2" : "value2"
}

NOTE

e annotations: Does not label
or select objects. The
metadata in annotations
may be small or large,
structured or unstructured,
and may include characters
that are not allowed in labels.

e This field is not stored in the
database and is used only to
specify the add-ons to be
installed in the cluster.

e Install ICAgent during cluster
creation by adding the key-
value pair
"cluster.install.addons.external
/
install":"[{"addonTemplateNa
me":"icagent"}]".

labels

No

Map<String,St
ring>

Cluster labels, in the format of
key-value pairs.

NOTE
The value of this field is
automatically generated by the
system and is used by the
frontend to identify the features
supported by the cluster during
the upgrade. Customized values
are invalid.

creationTimes
tamp

No

String

Time when the cluster was
created.

updateTimest
amp

No

String

Time when the cluster was
updated.
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Table 4-6 ClusterSpec

Parameter

Mandatory

Type

Description

category

No

String

Cluster type. Options:

e CCE: CCE cluster CCE
cluster supports hybrid
deployment of VMs and
BMSs, and heterogeneous
nodes such as GPU and
NPU nodes, allowing you to
run your containers in a
secure and stable container
runtime environment based
on a high-performance
network model.

type

No

String

Master node architecture:
e VirtualMachine: x86
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Parameter

Mandatory

Type

Description

flavor

Yes

String

Default value. When you
create a CCE cluster, the value
is cce.s1.small for non-
dedicated cloud scenarios and
cce.dec.s1.small for dedicated
cloud scenarios.

Cluster flavor. Only the flavors
of clusters v1.15 or later
versions can be changed after
a cluster is created. Select a
cluster flavor based on your
requirements.

e cce.s1.small: a small-scale
CCE cluster with one
master node and a
maximum of 50 worker
nodes

e cce.sl.medium: a medium-
scale CCE cluster with one
master node and a
maximum of 200 worker
nodes

e cce.s2.small: a small-scale
CCE cluster with multiple
master nodes and a
maximum of 50 worker
nodes

e cce.s2.medium: a medium-
scale CCE cluster with
multiple master nodes and
a maximum of 200 worker
nodes

e cce.s2.large: a large-scale
CCE cluster with multiple
master nodes and a
maximum of 1000 worker
nodes

e cce.s2.xlarge: an ultra-
large-scale CCE cluster with
multiple master nodes and
a maximum of 2000 worker
nodes
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Parameter Mandatory Type Description

NOTE

e s1: a CCE cluster with one
master node

e s2: a CCE cluster with
multiple master nodes

e dec: a dedicated CCE cluster.
For example, cce.dec.s1.small
indicates a small-scale
dedicated CCE cluster with
one master node and a
maximum of 50 worker
nodes.

e Maximum number of worker
nodes: The maximum number
of worker nodes in a cluster.
Select a cluster flavor based
on your requirements.

e A CCE cluster with one master
node: If the master node is
down, the cluster will become
unavailable, but the running
workloads will not be
affected.

e A cluster with multiple master
nodes: This is an HA cluster. If
a master node is down, the
cluster can still be
functionally available.
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Parameter

Mandatory

Type

Description

version

No

String

Cluster version, which mirrors
the baseline version of the
Kubernetes community. The
latest version is recommended.

You can create clusters of two
latest versions on the CCE
console. To learn which cluster
versions are available, log in
to the CCE console, create a
cluster, and check the Cluster
Version parameter. You can
call APIs to create clusters of
other versions. However, these
cluster versions will be
gradually terminated. For
details about the support
policy, see the CCE
announcement.

NOTE

e If not specified, a cluster of
the latest version will be
created.

e If a baseline cluster version is
specified but the R version is
not specified, a cluster of the
latest R version will be
created by default. It is a
good practice not to specify
the R version.

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 38



Cloud Container Engine

API Reference 4 APIs
Parameter Mandatory Type Description
platformVersi | No String CCE cluster platform version,
on indicating the internal version

under the cluster version
(version). Platform versions
are used to trace iterations in
a major cluster version. They
are unique within a major
cluster version and recounted
when the major cluster
version changes. This
parameter cannot be
customized. When you create
a cluster, the latest
corresponding platform
version is automatically
selected.

The format of
platformVersion is cce.X.Y.

e X: internal feature version,
indicating changes in
features, patches, or OS
support in the cluster
version. The value starts
from 1 and increases
monotonically.

e Y: patch version of an
internal feature version. It
is used only for software
package update after the
feature version is brought
online. No other
modification is involved.
The value starts from 0 and
increases monotonically.

description No String Cluster description, for
example, which purpose the
cluster is intended to serve. By
default, this field is left
unspecified. To modify cluster
description after the cluster is
created, call the API for
updating cluster information
or go to the cluster details
page on the CCE console. Only
UTF-8 encoding is supported.
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customSan No Array of Custom SAN field in the server
strings certificate of the cluster API

server, which must comply
with the SSL and X509 format
specifications.

1. Duplicate names are not
allowed.

2. Must comply with the IP
address and domain name
formats.

Example:

SAN 1: DNS Name=example.com

SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net

SAN 4: IP Address=93.184.216.34

ipvbenable No Boolean Whether the cluster supports
IPv6 addresses. This field is
supported in clusters of v1.15
and later versions.

hostNetwork | Yes HostNetwork | Node networking parameters,
object including VPC and subnet ID.
This field is mandatory
because nodes in a cluster
communicate with each other
by using a VPC.

containerNet | Yes ContainerNet | Container networking

work work object parameters, including the
container network model and
container CIDR block.

serviceNetwor | No ServiceNetw | Service CIDR block, including
k ork object IPv4 CIDR blocks.
authenticatio | No Authenticati | Configurations of the cluster
n on object authentication mode.
billingMode No Integer Billing mode of a cluster.

e 0: pay-per-use
Defaults to pay-per-use.

masters No Array of Advanced configurations of
MasterSpec master nodes
objects

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 40



Cloud Container Engine
API| Reference

4 APIs

Parameter

Mandatory

Type

Description

kubernetesSvc
IpRange

No

String

Service CIDR blocks for
Kubernetes clusterlPs. This
field is available only for
clusters of v1.11.7 and later. If
this parameter is not specified
during cluster creation, the
default value 10.247.0.0/16
will be used. This parameter is
deprecated. Use
serviceNetwork instead. The
new field contains the IPv4
CIDR blocks.

clusterTags

No

Array of
ResourceTag
objects

Cluster resource tags.

kubeProxyMo
de

No

String

Service forwarding mode. Two
modes are available:

e iptables: Traditional kube-
proxy uses iptables rules to
implement Service load
balancing. In this mode, too
many iptables rules will be
generated when many
Services are deployed. In
addition, non-incremental
updates will cause latency
and even tangible
performance issues in the
case of service traffic
spikes.

e ipvs: Optimized kube-proxy
mode with higher
throughput and faster
speed. This mode supports
incremental updates and
can keep connections
uninterrupted during
Service updates. It is
suitable for large-sized
clusters.

az

No

String

AZ. This field is returned only
for a query.
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Parameter

Mandatory

Type

Description

extendParam

No

ClusterExten
dParam
object

Extended field to decide
whether the cluster will span
across AZs or belong to a
specified enterprise project, or
whether a dedicated CCE
cluster is to be created.

supportlstio

No

Boolean

Whether Istio is supported.

configurations
Override

No

Array of
PackageConfi
guration
objects

Whether to overwrite the
default component
configurations of the cluster. If
a component or a parameter
that is not supported by the
component is specified, this
configuration is ignored. For
details about the supported
configurable components and
their parameters, see

Table 4-7 HostNetwork

Parameter

Mandatory

Type

Description

vpc

Yes

String

ID of the VPC used to create a
master node.

Obtain the public address by
performing the following
steps:

e Method 1: Log in to the
VPC console, and click the
name of a VPC to view the
VPC ID on the displayed
details page.

e Method 2: Use the VPC API
to query the VPC ID.

subnet

Yes

String

Network ID of the subnet used
to create a master node.
Methods:

e Method 1: Log in to VPC
console and click the target
subnet on the Subnets tab
page. You can view the
network ID on the
displayed page.

e Method 2: Use the VPC API
for querying subnets. . .
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Parameter

Mandatory

Type

Description

SecurityGroup

No

String

Default worker node security
group ID of the cluster. If
specified, the cluster will be
bound to the target security
group. Otherwise, the system
will automatically create a
default worker node security
group for you. The default
worker node security group
needs to allow access from
certain ports to ensure normal
communications.

Table 4-8 ContainerNetwork

Parameter

Mandatory

Type

Description

mode

Yes

String

Container network model.
Select one of the following
possible values:

e overlay_|2: an overlay_|2
network (container tunnel
network) built for
containers by using
OpenVSwitch (OVS).

e vpc-router: an underlay_|2
network built for containers
by using IPvlan and custom
VPC routes.

cidr

No

String

Container CIDR block.
Recommended: 10.0.0.0/12-19,
172.16.0.0/16-19, or
192.168.0.0/16-19. If the
selected CIDR block conflicts
with existing ones, an error
will be reported.

Not editable after the cluster
is created. (deprecated. A
specified cidrs will make cidr
invalid.)
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Parameter

Mandatory

Type

Description

cidrs

No

Array of
ContainerCID
R objects

List of container CIDR blocks.
In clusters of v1.21 or later,
the cidrs field is used. When
the cluster network type is
vpc-router, you can configure
a maximum of 20 container
CIDR blocks. In cluster versions
earlier than v1.21, if the cidrs
field is used, the first CIDR
element in the array is used as
the container CIDR block.

The configuration cannot be
modified after the cluster is
created.

Table 4-9 ContainerCIDR

Parameter

Mandatory

Type

Description

cidr

Yes

String

Container CIDR block.
Recommended: 10.0.0.0/12-19,
172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-10 EniNetwork

Parameter

Mandatory

Type

Description

eniSubnetld

Yes

String

IPv4 subnet ID of ENI subnet.
(IPv6 is not supported and is
being discarded.) You can
obtain it in either of the
following ways:

e Method 1: Log in to the
VPC console and click the
target subnet on the
Subnets page. You can
view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API
for querying subnets.

eniSubnetCID
R

Yes

String

ENI subnet CIDR (being
discarded)
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subnets Yes Array of List of IPv4 subnet IDs
NetworkSub

net objects

Table 4-11 NetworkSubnet

Parameter

Mandatory

Type

Description

subnetID

Yes

String

IPv4 subnet ID of the subnet
for creating master nodes.
Currently, IPv6 is not
supported. You can obtain it in
either of the following ways:

e Method 1: Log in to the
VPC console and click the
target subnet on the
Subnets page. You can
view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API
for querying subnets.

Table 4-12 ServiceNetwork

Parameter

Mandatory

Type

Description

IPv4CIDR

No

String

Value range of the Kubernetes
clusterIP IPv4 CIDR blocks. If
this parameter is not specified
during cluster creation, the
default value 10.247.0.0/16
will be used.
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Table 4-13 Authentication

Parameter

Mandatory

Type

Description

mode

No

String

Cluster authentication mode.

e Clusters of Kubernetes
v1.11 or earlier support
x509, rbac, and
authenticating_proxy.
Defaults to x509.

e Clusters of Kubernetes
v1.13 or later support rbac
and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

No

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode.
This field is mandatory when
the authentication mode is
authenticating_proxy.

Table 4-14 AuthenticatingProxy

Parameter

Mandatory

Type

Description

Ca

No

String

X509 CA certificate (Base64-
encoded) configured in
authenticating_proxy mode.
This field is mandatory when
the cluster authentication
mode is
authenticating_proxy.

Maximum size: 1 MB

cert

No

String

Client certificate issued by the
X509 CA certificate configured
in authenticating_proxy mode,
which is used for
authentication from kube-
apiserver to the extended API
server. (The value must be
Base64-encoded.) This field is
mandatory when the cluster
authentication mode is
authenticating_proxy.
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Parameter

Mandatory

Type

Description

privateKey

No

String

Private key of the client
certificate issued by the X509
CA certificate configured in
authenticating_proxy mode,
which is used for
authentication from kube-
apiserver to the extended API
server. The private key used by
the Kubernetes cluster does
not support password
encryption. Use an
unencrypted private key. (The
value must be Base64-
encoded.) This field is
mandatory when the cluster
authentication mode is
authenticating_proxy.

Table 4-15 MasterSpec

Parameter

Mandatory

Type

Description

availabilityZo
ne

No

String

AZ

Table 4-16 ResourceTag

Parameter

Mandatory

Type

Description

key

No

String

Key.

e Cannot be null. Max
characters: 128.

e Use letters, digits, and
spaces in UTF-8 format.

e Can contain the following
special characters: _.:/=+-@.

e Cannot start with _sys_.
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value No String Value.
e Can be null but not the
default. Max characters:
255.
e Use letters, digits, and
spaces in UTF-8 format.
e (Can contain the following
special characters: _.:/=+-@.
Table 4-17 ClusterExtendParam
Parameter Mandatory Type Description
clusterAZ No String AZ of master nodes in the

cluster.

e multi_az: (Optional) The
cluster will span across AZs.
This field is configurable
only for high-availability
clusters.

e AZ of the dedicated cloud
computing poot The cluster
will be deployed in the AZ
of Dedicated Cloud (DeC).
This parameter is
mandatory for dedicated
CCE clusters.
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Parameter

Mandatory

Type

Description

dssMasterVol
umes

No

String

Whether the system and data
disks of a master node use
dedicated distributed storage.
If this parameter is omitted or
left unspecified, EVS disks are
used by default.

This parameter is mandatory
for dedicated CCE clusters. It is

in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<
dataVol.dssPoollD>.<dataVol.volType>

Field description:

e rootVol is the system disk.
dataVol is the data disk.

e dssPoollD indicates the ID
of the DSS storage pool.

e volType indicates the
storage volume type of the
DSS storage pool, such as
SAS and SSD.

Example:
c950ee97-587c-4f24-8a74-336
7e3da570f.sas;6edbc2f4-1507-
44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured
for non-dedicated CCE clusters.

enterpriseProj
ectld

No

String

ID of the enterprise project
that a cluster belongs to.

NOTE

e An enterprise project can be
configured only after the
enterprise project function is
enabled.

e The enterprise project to
which the cluster belongs
must be the same as that to
which other cloud service
resources associated with the
cluster belong.
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Parameter

Mandatory

Type

Description

kubeProxyMo
de

No

String

Service forwarding mode. Two
modes are available:

e iptables: Traditional kube-

proxy uses iptables rules to
implement Service load
balancing. In this mode, too
many iptables rules will be
generated when many
Services are deployed. In
addition, non-incremental
updates will cause latency
and even tangible
performance issues in the
case of service traffic
spikes.

ipvs: Optimized kube-proxy
mode with higher
throughput and faster
speed. This mode supports
incremental updates and
can keep connections
uninterrupted during
Service updates. It is
suitable for large-sized
clusters.

NOTE

This parameter has been
deprecated. If this parameter and
kubeProxyMode in ClusterSpec
are specified at the same time,
the latter is used.

clusterExterna
LIP

No

String

EIP of the master node
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Parameter

Mandatory

Type

Description

alpha.cce/
fixPoolMask

No

String

Number of mask bits of the
fixed IP address pool of the
container network model. This
field is supported only for the
VPC network model (vpc-
router).

This parameter determines the
number of container IP
addresses that can be
allocated to a node. The
maximum number of pods
that can be created on a node
is decided by this parameter
and maxPods set during node
creation. For details, see
Maximum Number of Pods
That Can Be Created on a
Node.

For integer characters, the
value ranges from 24 to 28.

decMasterFla
vor

No

String

Specifications of the master
node in the dedicated hybrid
cluster.

dockerUmask
Mode

No

String

Default UmaskMode
configuration of Docker in a
cluster. The value can be
secure or normal. If this
parameter is not specified,
normal is used by default.

kubernetes.io/
cpuManagerP
olicy

No

String

Cluster CPU management
policy. The value can be none
(or null) or static. The default
value is none (or null).

e none or null: disables pods
from exclusively occupying
CPUs. Select this option if
you want a large pool of
shareable CPU cores.

e static: enables pods to
exclusively occupy CPUs.
Select this option if your
workload is sensitive to
CPU cache and scheduling
latency.
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upgradefrom | No String Records of how the cluster is
upgraded to the current
version

Table 4-18 PackageConfiguration

Parameter Mandatory Type Description
name No String Component name.
configurations | No Array of Component configuration

Configuratio | item.
nltem objects

Table 4-19 Configurationltem

Parameter Mandatory Type Description

name No String Component configuration item
name.

value No Object Component configuration item
value.
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Table 4-20 ClusterStatus

Parameter

Mandatory

Type

Description

phase

No

String

Cluster status. Possible values:

e Available: The cluster is
running properly.

e Unavailable: The cluster is
exhibiting unexpected
behavior. Manually delete
the cluster.

e ScalingUp: Nodes are
being added to the cluster.

e ScalingDown: The cluster
is being downsized to fewer
nodes.

e Creating: The cluster is
being created.

e Deleting: The cluster is
being deleted.

e Upgrading: The cluster is
being upgraded.

e Resizing: Cluster
specifications are being
changed.

e RollingBack: The cluster is
being rolled back.

e RollbackFailed: The
rollback is abnormal.

e Empty: The cluster has no
resources.
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Parameter

Mandatory

Type

Description

jobID

No

String

ID of the task associated with
the cluster in the current state.
Options:

e |D of the associated task
returned when creating a
cluster. You can use it to
obtain the auxiliary tasks
for creating a cluster.

e |D of the associated task
returned when a cluster
fails to be deleted or is
deleted. If this parameter is
not empty, you can use the
task ID to obtain the
auxiliary tasks for deleting
a cluster.

NOTE

Tasks are short-lived. Do not use
task information in scenarios

such as cluster status
determination.

reason

No

String

Reason of cluster state
change. This parameter is
returned if the cluster is not in
the Available state.

message

No

String

Detailed information about
why the cluster changes to the
current state. This parameter
is returned if the cluster is not
in the Available state.

endpoints

No

Array of
ClusterEndpo
ints objects

Access address of kube-
apiserver in the cluster.

deleteOption

No

Object

Whether to delete
configurations. This parameter
is contained only in the
response to the deletion
request.

deleteStatus

No

Object

Whether to delete the status
information. This parameter is
contained only in the response
to the deletion request.
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Table 4-21 ClusterEndpoints

Parameter Mandatory Type Description

url No String Access address of kube-
apiserver in the cluster.

type No String Type of the cluster access

address.

e Internal: address for
internal network access

e External: address for
external network access

Response Parameters
Status code: 201

Table 4-22 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Cluster or
cluster and cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata ClusterMetad | Basic information about a cluster. Metadata is
ata object a collection of attributes.
spec ClusterSpec Detailed description of the cluster. CCE creates
object or updates objects by defining or updating
spec.
status ClusterStatus | Cluster status and job ID of the cluster creation
object job.

Table 4-23 ClusterMetadata

Parameter Type

Description

name String

Cluster name.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.
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Parameter

Type

Description

uid

String

Cluster ID, which uniquely identifies a cluster.
This ID is automatically generated after a
cluster is created. Only the automatically
generated ID will take effect. When you create
a yearly/monthly cluster, no cluster ID will be
returned in the response body.

alias

String

Alias of a cluster name displayed on the CCE
console, and the name can be changed.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

A cluster alias must be unique.

In the request body for creating or updating a
cluster, if the cluster alias is not specified or set
to null, the cluster name will be used as the
cluster alias. In the response body for obtaining
a cluster, the cluster alias is returned. If it is not
configured, the cluster name will be returned.

annotations

Map<String,St
ring>

Cluster annotations, in the format of key-value

pairs.
"annotations": {
"key1" : "valuel",
"key2" : "value2"
}

NOTE

e annotations: Does not label or select objects.
The metadata in annotations may be small or
large, structured or unstructured, and may
include characters that are not allowed in labels.

e This field is not stored in the database and is
used only to specify the add-ons to be installed
in the cluster.

e Install ICAgent during cluster creation by adding
the key-value pair "cluster.install.addons.external/
install™:"[{"addonTemplateName":"icagent"}]".

labels

Map<String,St
ring>

Cluster labels, in the format of key-value pairs.

NOTE
The value of this field is automatically generated by
the system and is used by the frontend to identify
the features supported by the cluster during the
upgrade. Customized values are invalid.

creationTimes | String Time when the cluster was created.
tamp
updateTimest | String Time when the cluster was updated.

amp
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Table 4-24 ClusterSpec

Parameter Type Description
category String Cluster type. Options:

e CCE: CCE cluster CCE cluster supports hybrid
deployment of VMs and BMSs, and
heterogeneous nodes such as GPU and NPU
nodes, allowing you to run your containers
in a secure and stable container runtime
environment based on a high-performance
network model.

type String Master node architecture:
e VirtualMachine: x86
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Parameter Type Description

flavor String Default value. When you create a CCE cluster,
the value is cce.s1.small for non-dedicated
cloud scenarios and cce.dec.s1.small for
dedicated cloud scenarios.

Cluster flavor. Only the flavors of clusters v1.15
or later versions can be changed after a cluster
is created. Select a cluster flavor based on your
requirements.

e cce.s1.small: a small-scale CCE cluster with
one master node and a maximum of 50
worker nodes

e cce.sl.medium: a medium-scale CCE cluster
with one master node and a maximum of
200 worker nodes

e cce.s2.small: a small-scale CCE cluster with
multiple master nodes and a maximum of
50 worker nodes

e cce.s2.medium: a medium-scale CCE cluster
with multiple master nodes and a
maximum of 200 worker nodes

e cce.s2.large: a large-scale CCE cluster with
multiple master nodes and a maximum of
1000 worker nodes

e cce.s2.xlarge: an ultra-large-scale CCE
cluster with multiple master nodes and a
maximum of 2000 worker nodes

NOTE
e s1: a CCE cluster with one master node
e s2: a CCE cluster with multiple master nodes

e dec: a dedicated CCE cluster. For example,
cce.dec.s1.small indicates a small-scale
dedicated CCE cluster with one master node and
a maximum of 50 worker nodes.

e Maximum number of worker nodes: The
maximum number of worker nodes in a cluster.
Select a cluster flavor based on your
requirements.

e A CCE cluster with one master node: If the
master node is down, the cluster will become
unavailable, but the running workloads will not
be affected.

e A cluster with multiple master nodes: This is an
HA cluster. If a master node is down, the cluster
can still be functionally available.
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Parameter

Type

Description

version

String

Cluster version, which mirrors the baseline
version of the Kubernetes community. The
latest version is recommended.

You can create clusters of two latest versions
on the CCE console. To learn which cluster
versions are available, log in to the CCE
console, create a cluster, and check the Cluster
Version parameter. You can call APIs to create
clusters of other versions. However, these
cluster versions will be gradually terminated.
For details about the support policy, see the
CCE announcement.

NOTE

e If not specified, a cluster of the latest version will
be created.

e If a baseline cluster version is specified but the R
version is not specified, a cluster of the latest R
version will be created by default. It is a good
practice not to specify the R version.

platformVersi
on

String

CCE cluster platform version, indicating the
internal version under the cluster version
(version). Platform versions are used to trace
iterations in a major cluster version. They are
unique within a major cluster version and
recounted when the major cluster version
changes. This parameter cannot be customized.
When you create a cluster, the latest
corresponding platform version is
automatically selected.

The format of platformVersion is cce.X.Y.

e X: internal feature version, indicating
changes in features, patches, or OS support
in the cluster version. The value starts from
1 and increases monotonically.

e Y: patch version of an internal feature
version. It is used only for software package
update after the feature version is brought
online. No other modification is involved.
The value starts from 0 and increases
monotonically.

description

String

Cluster description, for example, which purpose
the cluster is intended to serve. By default, this
field is left unspecified. To modify cluster
description after the cluster is created, call the
API for updating cluster information or go to
the cluster details page on the CCE console.
Only UTF-8 encoding is supported.
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customSan Array of Custom SAN field in the server certificate of
strings the cluster API server, which must comply with
the SSL and X509 format specifications.
1. Duplicate names are not allowed.
2. Must comply with the IP address and
domain name formats.
Example:
SAN 1: DNS Name=example.com
SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net
SAN 4: IP Address=93.184.216.34
ipvbenable Boolean Whether the cluster supports IPv6 addresses.
This field is supported in clusters of v1.15 and
later versions.
hostNetwork | HostNetwork | Node networking parameters, including VPC
object and subnet ID. This field is mandatory because

nodes in a cluster communicate with each
other by using a VPC.

containerNet
work

ContainerNet
work object

Container networking parameters, including
the container network model and container
CIDR block.

serviceNetwor
k

ServiceNetw
ork object

Service CIDR block, including IPv4 CIDR blocks.

authenticatio

Authenticati

Configurations of the cluster authentication

n on object mode.
billingMode Integer Billing mode of a cluster.
e 0: pay-per-use
Defaults to pay-per-use.
masters Array of Advanced configurations of master nodes
MasterSpec
objects
kubernetesSvc | String Service CIDR blocks for Kubernetes clusterlPs.
IpRange This field is available only for clusters of
v1.11.7 and later. If this parameter is not
specified during cluster creation, the default
value 10.247.0.0/16 will be used. This
parameter is deprecated. Use serviceNetwork
instead. The new field contains the IPv4 CIDR
blocks.
clusterTags Array of Cluster resource tags.
ResourceTag
objects
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Parameter

Type

Description

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

az

String

AZ. This field is returned only for a query.

extendParam

ClusterExten
dParam
object

Extended field to decide whether the cluster
will span across AZs or belong to a specified
enterprise project, or whether a dedicated CCE
cluster is to be created.

supportlstio

Boolean

Whether Istio is supported.

configurations
Override

Array of
PackageConfi
guration
objects

Whether to overwrite the default component
configurations of the cluster. If a component or
a parameter that is not supported by the
component is specified, this configuration is
ignored. For details about the supported
configurable components and their
parameters, see

Table 4-25 HostNetwork

Parameter

Type

Description

vpc

String

ID of the VPC used to create a master node.

Obtain the public address by performing the
following steps:

e Method 1: Log in to the VPC console, and
click the name of a VPC to view the VPC ID
on the displayed details page.

e Method 2: Use the VPC API to query the
VPC ID.
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Parameter Type

Description

subnet String

Network ID of the subnet used to create a
master node. Methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab page.
You can view the network ID on the
displayed page.

e Method 2: Use the VPC API for querying
subnets. . .

SecurityGroup | String

Default worker node security group ID of the
cluster. If specified, the cluster will be bound to
the target security group. Otherwise, the
system will automatically create a default
worker node security group for you. The
default worker node security group needs to
allow access from certain ports to ensure
normal communications.

Table 4-26 ContainerNetwork

Parameter Type

Description

mode String

Container network model. Select one of the
following possible values:

e overlay_l2: an overlay_l2 network
(container tunnel network) built for
containers by using OpenVSwitch (OVS).

e vpc-router: an underlay_[2 network built for
containers by using IPvlan and custom VPC
routes.

cidr String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, or
192.168.0.0/16-19. If the selected CIDR block
conflicts with existing ones, an error will be
reported.

Not editable after the cluster is created.
(deprecated. A specified cidrs will make cidr
invalid.)
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cidrs Array of List of container CIDR blocks. In clusters of
ContainerCID | v1.21 or later, the cidrs field is used. When the
R objects cluster network type is vpc-router, you can

configure a maximum of 20 container CIDR
blocks. In cluster versions earlier than v1.21, if
the cidrs field is used, the first CIDR element in
the array is used as the container CIDR block.

The configuration cannot be modified after the
cluster is created.

Table 4-27 ContainerCIDR

Parameter

Type

Description

cidr

String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-28 EniNetwork

Parameter

Type

Description

eniSubnetld

String

IPv4 subnet ID of ENI subnet. (IPv6 is not
supported and is being discarded.) You can
obtain it in either of the following ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

eniSubnetCID
R

String

ENI subnet CIDR (being discarded)

subnets

Array of
NetworkSub
net objects

List of IPv4 subnet IDs
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Table 4-29 NetworkSubnet

Parameter

Type

Description

subnetID

String

IPv4 subnet ID of the subnet for creating
master nodes. Currently, IPv6 is not supported.
You can obtain it in either of the following
ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

Table 4-30 ServiceNetwork

Parameter

Type

Description

IPv4CIDR

String

Value range of the Kubernetes clusterlP IPv4
CIDR blocks. If this parameter is not specified
during cluster creation, the default value
10.247.0.0/16 will be used.

Table 4-31 Authentication

Parameter

Type

Description

mode

String

Cluster authentication mode.

e Clusters of Kubernetes v1.11 or earlier
support x509, rbac, and
authenticating_proxy. Defaults to x509.

o Clusters of Kubernetes v1.13 or later
support rbac and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode. This field is
mandatory when the authentication mode is
authenticating_proxy.
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Table 4-32 AuthenticatingProxy

Parameter Type Description

ca String X509 CA certificate (Base64-encoded)
configured in authenticating_proxy mode. This
field is mandatory when the cluster
authentication mode is authenticating_proxy.

Maximum size: 1 MB

cert String Client certificate issued by the X509 CA
certificate configured in authenticating_proxy
mode, which is used for authentication from
kube-apiserver to the extended API server. (The
value must be Base64-encoded.) This field is
mandatory when the cluster authentication
mode is authenticating_proxy.

privateKey String Private key of the client certificate issued by
the X509 CA certificate configured in
authenticating_proxy mode, which is used for
authentication from kube-apiserver to the
extended API server. The private key used by
the Kubernetes cluster does not support
password encryption. Use an unencrypted
private key. (The value must be Base64-
encoded.) This field is mandatory when the
cluster authentication mode is
authenticating_proxy.

Table 4-33 MasterSpec

Parameter Type Description
availabilityZo | String AZ
ne

Table 4-34 ResourceTag

Parameter Type Description

key String Key.
e Cannot be null. Max characters: 128.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

e Cannot start with _sys_.
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Parameter

Type

Description

value

String

Value.

e Can be null but not the default. Max
characters: 255.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

Table 4-35 ClusterExtendParam

Parameter

Type

Description

clusterAZ

String

AZ of master nodes in the cluster.

e multi_az: (Optional) The cluster will span
across AZs. This field is configurable only for
high-availability clusters.

e AZ of the dedicated cloud computing poot
The cluster will be deployed in the AZ of
Dedicated Cloud (DeC). This parameter is
mandatory for dedicated CCE clusters.

dssMasterVol
umes

String

Whether the system and data disks of a master
node use dedicated distributed storage. If this
parameter is omitted or left unspecified, EVS
disks are used by default.

This parameter is mandatory for dedicated CCE

clusters. It is in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<dataVol.dssPoolID>.<d
ataVol.volType>

Field description:

e rootVol is the system disk. dataVol is the
data disk.

e dssPoollD indicates the ID of the DSS
storage pool.

e volType indicates the storage volume type
of the DSS storage pool, such as SAS and
SSD.

Example:
c950ee97-587c-4f24-8a74-3367e3da570f.sas;6e
dbc2f4-1507-44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured for non-dedicated
CCE clusters.
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Parameter

Type

Description

enterpriseProj
ectld

String

ID of the enterprise project that a cluster
belongs to.

NOTE

e An enterprise project can be configured only after
the enterprise project function is enabled.

e The enterprise project to which the cluster
belongs must be the same as that to which other
cloud service resources associated with the
cluster belong.

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

NOTE

This parameter has been deprecated. If this

parameter and kubeProxyMode in ClusterSpec are
specified at the same time, the latter is used.

clusterExterna
LIP

String

EIP of the master node

alpha.cce/
fixPoolMask

String

Number of mask bits of the fixed IP address
pool of the container network model. This field
is supported only for the VPC network model
(vpc-router).

This parameter determines the number of
container IP addresses that can be allocated to
a node. The maximum number of pods that
can be created on a node is decided by this
parameter and maxPods set during node
creation. For details, see Maximum Number
of Pods That Can Be Created on a Node.

For integer characters, the value ranges from
24 to 28.

decMasterFla
vor

String

Specifications of the master node in the
dedicated hybrid cluster.

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 67



Cloud Container Engine

API| Reference 4 APIs
Parameter Type Description
dockerUmask | String Default UmaskMode configuration of Docker
Mode in a cluster. The value can be secure or

normal. If this parameter is not specified,
normal is used by default.

kubernetes.io/ | String Cluster CPU management policy. The value can
cpuManagerP be none (or null) or static. The default value is
olicy none (or null).

e none or null: disables pods from exclusively
occupying CPUs. Select this option if you
want a large pool of shareable CPU cores.

e static: enables pods to exclusively occupy
CPUs. Select this option if your workload is
sensitive to CPU cache and scheduling
latency.

upgradefrom | String Records of how the cluster is upgraded to the
current version

Table 4-36 PackageConfiguration

Parameter Type Description
name String Component name.
configurations | Array of Component configuration item.

Configuratio
nltem objects

Table 4-37 Configurationltem

Parameter Type Description
name String Component configuration item name.
value Object Component configuration item value.
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Table 4-38 ClusterStatus

Parameter

Type

Description

phase

String

Cluster status. Possible values:
e Available: The cluster is running properly.

e Unavailable: The cluster is exhibiting
unexpected behavior. Manually delete the
cluster.

e ScalingUp: Nodes are being added to the
cluster.

e ScalingDown: The cluster is being
downsized to fewer nodes.

e Creating: The cluster is being created.
e Deleting: The cluster is being deleted.
e Upgrading: The cluster is being upgraded.

e Resizing: Cluster specifications are being
changed.

e RollingBack: The cluster is being rolled
back.

e RollbackFailed: The rollback is abnormal.

e Empty: The cluster has no resources.

jobID

String

ID of the task associated with the cluster in the
current state. Options:

e |D of the associated task returned when
creating a cluster. You can use it to obtain
the auxiliary tasks for creating a cluster.

e |D of the associated task returned when a
cluster fails to be deleted or is deleted. If
this parameter is not empty, you can use
the task ID to obtain the auxiliary tasks for
deleting a cluster.

NOTE

Tasks are short-lived. Do not use task information in
scenarios such as cluster status determination.

reason

String

Reason of cluster state change. This parameter
is returned if the cluster is not in the Available
state.

message

String

Detailed information about why the cluster
changes to the current state. This parameter is
returned if the cluster is not in the Available
state.

endpoints

Array of
ClusterEndpo
ints objects

Access address of kube-apiserver in the cluster.
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Parameter Type Description

deleteOption | Object Whether to delete configurations. This
parameter is contained only in the response to
the deletion request.

deleteStatus Object Whether to delete the status information. This
parameter is contained only in the response to
the deletion request.

Table 4-39 ClusterEndpoints

Parameter Type Description
url String Access address of kube-apiserver in the cluster.
type String Type of the cluster access address.

e Internal: address for internal network
access

e External: address for external network
access

Example Requests

e Create an HA CCE cluster of v1.19 with 50 nodes.
/api/v3/projects/{project_id}/clusters

"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {

"name" : "cluster"
}

"spec" : {
"category" : "CCE",
"flavor" : "cce.s2.small",
"version" : "v1.19",
"hostNetwork" : {
"vpc" : "030bfb19-5fa7-42ad-8a0d-c0721d268867",
"subnet" : "ca964acf-8468-4735-8229-97940ef6c881"
}I
"containerNetwork" : {
"mode" : "vpc-router",
"cidr" : "10.0.0.0/16"
}I
"kubernetesSvclpRange" : "10.247.0.0/16",
"description" : "",
"billingMode" : 0,
"extendParam" : {
"kubeProxyMode" : "iptables",
"alpha.cce/fixPoolMask" : "25",
"enterpriseProjectld" : "0"
}I
"authentication" : {
"mode" : "rbac"
}I

"ipv6enable" : false
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}
}
e (Create an HA CCE cluster of v1.19 with 50 nodes and install ICAgent in the
cluster.

/api/v3/projects/{project_id}/clusters

{
"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"name" : "cluster",
"annotations" : {
"cluster.install.addons.external/install" : "[{\"addonTemplateName\":\"icagent\"}]"
}
I
"spec" : {
"category" : "CCE",
"flavor" : "cce.s2.small",
"version" : "v1.19",
"hostNetwork" : {
"vpc" : "030bfb19-5fa7-42ad-8a0d-c0721d268867",
"subnet" : "ca964acf-8468-4735-8229-97940ef6c881"
h
"containerNetwork" : {
"mode" : "vpc-router",
"cidr" : "10.0.0.0/16"
h
"kubernetesSvclpRange" : "10.247.0.0/16",
"description" : "",
"billingMode" : 0,
"extendParam" : {
"kubeProxyMode" : "iptables",
"alpha.cce/fixPoolMask" : "25",
"enterpriseProjectld" : "0"
h
"authentication" : {
"mode" : "rbac"
}
}
}

e Create an HA CCE cluster of v1.19 with 50 nodes and configure the default
security group for custom nodes in the cluster.

/api/v3/projects/{project_id}/clusters

{
"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"name" : "cluster"
h?
"spec" : {
"category" : "CCE",
"flavor" : "cce.s2.small",
"version" : "v1.19",
"hostNetwork" : {
"vpc" : "030bfb19-5fa7-42ad-8a0d-c0721d268867",
"subnet" : "ca964acf-8468-4735-8229-97940ef6c881",
"SecurityGroup" : "a4ef108c-2ec6-492f-a6c4-7b64e25ae490"
}I
"containerNetwork" : {
"mode" : "vpc-router",
"cidr" : "10.0.0.0/16"
}I
"kubernetesSvclpRange" : "10.247.0.0/16",
"description" : "",
"billingMode" : 0,

ipv6enable" : false

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 71



Cloud Container Engine
AP| Reference 4 APIs

"extendParam" : {
"kubeProxyMode" : "iptables",
"alpha.cce/fixPoolMask" : "25",
"enterpriseProjectld" : "0"

by

"authentication" : {
"mode" : "rbac"

b

"'ipv6enable" : false
}

}

e This API is used to create an HA CCE Turbo cluster of v1.25 with 50 nodes.
/api/v3/projects/{project_id}/clusters

{
"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"name" : "cluster"
h
"spec" : {
"category" : "Turbo",
"flavor" : "cce.s2.small",
"version" : "v1.25",
"type" : "VirtualMachine",
"hostNetwork" : {
"vpc" : "030bfb19-5fa7-42ad-8a0d-c0721d268867",
"subnet" : "ca964acf-8468-4735-8229-97940ef6c881"
by
"containerNetwork" : {
"mode" : "eni"
by
"eniNetwork" : {
"eniSubnetld" : "861fb11d-2f0e-4c10-a98a-166dc26e4ff7",
"eniSubnetCIDR" : "192.168.0.0/24",
"subnets" : [ {
"subnetID" : "861fb11d-2f0e-4c10-a98a-166dc26e4ff7"
3
by
"serviceNetwork" : {
"IPv4CIDR" : "10.247.0.0/16"
by
"description" : "",
"billingMode" : 0,
"extendParam" : {
"kubeProxyMode" : "iptables",
"enterpriseProjectld" : "0"
by
"authentication" : {
"mode" : "rbac"
}

}
}

,ipv6enable" : false

Example Responses
Status code: 201

The cluster creation job is successfully delivered.

"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"alias" : "cluster",
"name" : "cluster"”,
"uid" : "bce956e1-87f3-11ec-b5e5-0255ac101514",
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"creationTimestamp" : "2022-02-07 08:55:45.785425492 +0000 UTC",

"updateTimestamp" : "2022-02-07 08:55:45.78542824 +0000 UTC",
"annotations" : {

"jobid" : "bd42f724-87f3-11ec-b5e5-0255ac101514",

"resourcelobld" : "bce99f78-87f3-11ec-b5e5-0255ac101514"
}

I
"spec" : {
"category" : "CCE",
"type" : "VirtualMachine",
"flavor" : "cce.s2.small",
"version" : "v1.19.10-r0",
"platformVersion" : "cce.5.0",
"hostNetwork" : {

"vpc" : "030bfb19-5fa7-42ad-8a0d-c0721d268867",

"subnet" : "ca964acf-8468-4735-8229-97940ef6c881"
2

"containerNetwork" : {
"mode" : "vpc-router",
"cidr" : "10.0.0.0/16",
"cidrs" : [ {

"cidr" : "10.0.0.0/16"

1

2

"eniNetwork" : { },

"authentication" : {

"mode" : "rbac",

"authenticatingProxy" : { }
}

"billingMode" : 0,
"kubernetesSvclpRange" : "10.247.0.0/16",
"kubeProxyMode" : "iptables",
"extendParam" : {
"alpha.cce/fixPoolMask" : "25",
"enterpriseProjectld" : "0",
"kubeProxyMode" : "iptables",
"orderID" : ""

}

%,

"status" : {

"phase" : "Creating",

"jobID" : "bd42f724-87f3-11ec-b5e5-0255ac101514"

}
}
Status Codes
Status Description
Code
201 The cluster creation job is successfully delivered.

Error Codes

See Error Codes.

4.2.2 Reading a Specified Cluster

Function

This API is used to obtain details about a specified cluster.
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(11 NOTE

The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.

URI
GET /api/v3/projects/{project_id}/clusters/{cluster_id}

Table 4-40 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters

in the API URI.
Table 4-41 Query Parameters
Parameter Mandatory Type Description
detail No String Whether the details about a

cluster are queried.

If this parameter is set to true,
the total number of nodes
(totalNodesNumber), number
of normal nodes
(activeNodesNumber), total
CPUs (totalNodesCPU), total
memory size
(totalNodesMemory), and
installed add-ons
(installedAddoninstances) will
be added to the annotation.
The details of installed add-
ons include the add-on name
(addonTemplateName),
version (version), and status
(status).
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Request Parameters

Table 4-42 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-43 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Cluster or
cluster and cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata ClusterMetad | Basic information about a cluster. Metadata is
ata object a collection of attributes.
spec ClusterSpec Detailed description of the cluster. CCE creates
object or updates objects by defining or updating
spec.
status ClusterStatus | Cluster status.
object

Table 4-44 ClusterMetadata

Parameter Type Description

name String Cluster name.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.
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Parameter

Type

Description

uid

String

Cluster ID, which uniquely identifies a cluster.
This ID is automatically generated after a
cluster is created. Only the automatically
generated ID will take effect. When you create
a yearly/monthly cluster, no cluster ID will be
returned in the response body.

alias

String

Alias of a cluster name displayed on the CCE
console, and the name can be changed.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

A cluster alias must be unique.

In the request body for creating or updating a
cluster, if the cluster alias is not specified or set
to null, the cluster name will be used as the
cluster alias. In the response body for obtaining
a cluster, the cluster alias is returned. If it is not
configured, the cluster name will be returned.

annotations

Map<String,St
ring>

Cluster annotations, in the format of key-value

pairs.
"annotations": {
"key1" : "valuel",
"key2" : "value2"
}

NOTE

e annotations: Does not label or select objects.
The metadata in annotations may be small or
large, structured or unstructured, and may
include characters that are not allowed in labels.

e This field is not stored in the database and is
used only to specify the add-ons to be installed
in the cluster.

e Install ICAgent during cluster creation by adding
the key-value pair "cluster.install.addons.external/
install™:"[{"addonTemplateName":"icagent"}]".

labels

Map<String,St
ring>

Cluster labels, in the format of key-value pairs.

NOTE
The value of this field is automatically generated by
the system and is used by the frontend to identify
the features supported by the cluster during the
upgrade. Customized values are invalid.

creationTimes | String Time when the cluster was created.
tamp
updateTimest | String Time when the cluster was updated.

amp
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Table 4-45 ClusterSpec

Parameter Type Description
category String Cluster type. Options:

e CCE: CCE cluster CCE cluster supports hybrid
deployment of VMs and BMSs, and
heterogeneous nodes such as GPU and NPU
nodes, allowing you to run your containers
in a secure and stable container runtime
environment based on a high-performance
network model.

type String Master node architecture:
e VirtualMachine: x86
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Parameter Type Description

flavor String Default value. When you create a CCE cluster,
the value is cce.s1.small for non-dedicated
cloud scenarios and cce.dec.s1.small for
dedicated cloud scenarios.

Cluster flavor. Only the flavors of clusters v1.15
or later versions can be changed after a cluster
is created. Select a cluster flavor based on your
requirements.

e cce.s1.small: a small-scale CCE cluster with
one master node and a maximum of 50
worker nodes

e cce.sl.medium: a medium-scale CCE cluster
with one master node and a maximum of
200 worker nodes

e cce.s2.small: a small-scale CCE cluster with
multiple master nodes and a maximum of
50 worker nodes

e cce.s2.medium: a medium-scale CCE cluster
with multiple master nodes and a
maximum of 200 worker nodes

e cce.s2.large: a large-scale CCE cluster with
multiple master nodes and a maximum of
1000 worker nodes

e cce.s2.xlarge: an ultra-large-scale CCE
cluster with multiple master nodes and a
maximum of 2000 worker nodes

NOTE
e s1: a CCE cluster with one master node
e s2: a CCE cluster with multiple master nodes

e dec: a dedicated CCE cluster. For example,
cce.dec.s1.small indicates a small-scale
dedicated CCE cluster with one master node and
a maximum of 50 worker nodes.

e Maximum number of worker nodes: The
maximum number of worker nodes in a cluster.
Select a cluster flavor based on your
requirements.

e A CCE cluster with one master node: If the
master node is down, the cluster will become
unavailable, but the running workloads will not
be affected.

e A cluster with multiple master nodes: This is an
HA cluster. If a master node is down, the cluster
can still be functionally available.
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Parameter

Type

Description

version

String

Cluster version, which mirrors the baseline
version of the Kubernetes community. The
latest version is recommended.

You can create clusters of two latest versions
on the CCE console. To learn which cluster
versions are available, log in to the CCE
console, create a cluster, and check the Cluster
Version parameter. You can call APIs to create
clusters of other versions. However, these
cluster versions will be gradually terminated.
For details about the support policy, see the
CCE announcement.

NOTE

e If not specified, a cluster of the latest version will
be created.

e If a baseline cluster version is specified but the R
version is not specified, a cluster of the latest R
version will be created by default. It is a good
practice not to specify the R version.

platformVersi
on

String

CCE cluster platform version, indicating the
internal version under the cluster version
(version). Platform versions are used to trace
iterations in a major cluster version. They are
unique within a major cluster version and
recounted when the major cluster version
changes. This parameter cannot be customized.
When you create a cluster, the latest
corresponding platform version is
automatically selected.

The format of platformVersion is cce.X.Y.

e X: internal feature version, indicating
changes in features, patches, or OS support
in the cluster version. The value starts from
1 and increases monotonically.

e Y: patch version of an internal feature
version. It is used only for software package
update after the feature version is brought
online. No other modification is involved.
The value starts from 0 and increases
monotonically.

description

String

Cluster description, for example, which purpose
the cluster is intended to serve. By default, this
field is left unspecified. To modify cluster
description after the cluster is created, call the
API for updating cluster information or go to
the cluster details page on the CCE console.
Only UTF-8 encoding is supported.

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 79



Cloud Container Engine
API| Reference

4 APIs
Parameter Type Description
customSan Array of Custom SAN field in the server certificate of
strings the cluster API server, which must comply with
the SSL and X509 format specifications.
1. Duplicate names are not allowed.
2. Must comply with the IP address and
domain name formats.
Example:
SAN 1: DNS Name=example.com
SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net
SAN 4: IP Address=93.184.216.34
ipvbenable Boolean Whether the cluster supports IPv6 addresses.
This field is supported in clusters of v1.15 and
later versions.
hostNetwork | HostNetwork | Node networking parameters, including VPC
object and subnet ID. This field is mandatory because

nodes in a cluster communicate with each
other by using a VPC.

containerNet
work

ContainerNet
work object

Container networking parameters, including
the container network model and container
CIDR block.

serviceNetwor
k

ServiceNetw
ork object

Service CIDR block, including IPv4 CIDR blocks.

authenticatio

Authenticati

Configurations of the cluster authentication

n on object mode.
billingMode Integer Billing mode of a cluster.
e 0: pay-per-use
Defaults to pay-per-use.
masters Array of Advanced configurations of master nodes
MasterSpec
objects
kubernetesSvc | String Service CIDR blocks for Kubernetes clusterlPs.
IpRange This field is available only for clusters of
v1.11.7 and later. If this parameter is not
specified during cluster creation, the default
value 10.247.0.0/16 will be used. This
parameter is deprecated. Use serviceNetwork
instead. The new field contains the IPv4 CIDR
blocks.
clusterTags Array of Cluster resource tags.
ResourceTag
objects
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Parameter

Type

Description

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

az

String

AZ. This field is returned only for a query.

extendParam

ClusterExten
dParam
object

Extended field to decide whether the cluster
will span across AZs or belong to a specified
enterprise project, or whether a dedicated CCE
cluster is to be created.

supportlstio

Boolean

Whether Istio is supported.

configurations
Override

Array of
PackageConfi
guration
objects

Whether to overwrite the default component
configurations of the cluster. If a component or
a parameter that is not supported by the
component is specified, this configuration is
ignored. For details about the supported
configurable components and their
parameters, see

Table 4-46 HostNetwork

Parameter

Type

Description

vpc

String

ID of the VPC used to create a master node.

Obtain the public address by performing the
following steps:

e Method 1: Log in to the VPC console, and
click the name of a VPC to view the VPC ID
on the displayed details page.

e Method 2: Use the VPC API to query the
VPC ID.
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Parameter Type

Description

subnet String

Network ID of the subnet used to create a
master node. Methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab page.
You can view the network ID on the
displayed page.

e Method 2: Use the VPC API for querying
subnets. . .

SecurityGroup | String

Default worker node security group ID of the
cluster. If specified, the cluster will be bound to
the target security group. Otherwise, the
system will automatically create a default
worker node security group for you. The
default worker node security group needs to
allow access from certain ports to ensure
normal communications.

Table 4-47 ContainerNetwork

Parameter Type

Description

mode String

Container network model. Select one of the
following possible values:

e overlay_l2: an overlay_l2 network
(container tunnel network) built for
containers by using OpenVSwitch (OVS).

e vpc-router: an underlay_[2 network built for
containers by using IPvlan and custom VPC
routes.

cidr String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, or
192.168.0.0/16-19. If the selected CIDR block
conflicts with existing ones, an error will be
reported.

Not editable after the cluster is created.
(deprecated. A specified cidrs will make cidr
invalid.)
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cidrs Array of List of container CIDR blocks. In clusters of
ContainerCID | v1.21 or later, the cidrs field is used. When the
R objects cluster network type is vpc-router, you can

configure a maximum of 20 container CIDR
blocks. In cluster versions earlier than v1.21, if
the cidrs field is used, the first CIDR element in
the array is used as the container CIDR block.

The configuration cannot be modified after the
cluster is created.

Table 4-48 ContainerCIDR

Parameter

Type

Description

cidr

String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-49 EniNetwork

Parameter

Type

Description

eniSubnetld

String

IPv4 subnet ID of ENI subnet. (IPv6 is not
supported and is being discarded.) You can
obtain it in either of the following ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

eniSubnetCID
R

String

ENI subnet CIDR (being discarded)

subnets

Array of
NetworkSub
net objects

List of IPv4 subnet IDs
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Table 4-50 NetworkSubnet

Parameter

Type

Description

subnetID

String

IPv4 subnet ID of the subnet for creating
master nodes. Currently, IPv6 is not supported.
You can obtain it in either of the following
ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

Table 4-51 ServiceNetwork

Parameter

Type

Description

IPv4CIDR

String

Value range of the Kubernetes clusterlP IPv4
CIDR blocks. If this parameter is not specified
during cluster creation, the default value
10.247.0.0/16 will be used.

Table 4-52 Authentication

Parameter

Type

Description

mode

String

Cluster authentication mode.

e Clusters of Kubernetes v1.11 or earlier
support x509, rbac, and
authenticating_proxy. Defaults to x509.

o Clusters of Kubernetes v1.13 or later
support rbac and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode. This field is
mandatory when the authentication mode is
authenticating_proxy.
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Table 4-53 AuthenticatingProxy

Parameter Type Description

ca String X509 CA certificate (Base64-encoded)
configured in authenticating_proxy mode. This
field is mandatory when the cluster
authentication mode is authenticating_proxy.

Maximum size: 1 MB

cert String Client certificate issued by the X509 CA
certificate configured in authenticating_proxy
mode, which is used for authentication from
kube-apiserver to the extended API server. (The
value must be Base64-encoded.) This field is
mandatory when the cluster authentication
mode is authenticating_proxy.

privateKey String Private key of the client certificate issued by
the X509 CA certificate configured in
authenticating_proxy mode, which is used for
authentication from kube-apiserver to the
extended API server. The private key used by
the Kubernetes cluster does not support
password encryption. Use an unencrypted
private key. (The value must be Base64-
encoded.) This field is mandatory when the
cluster authentication mode is
authenticating_proxy.

Table 4-54 MasterSpec

Parameter Type Description
availabilityZo | String AZ
ne

Table 4-55 ResourceTag

Parameter Type Description

key String Key.
e Cannot be null. Max characters: 128.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

e Cannot start with _sys_.
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Parameter

Type

Description

value

String

Value.

e Can be null but not the default. Max
characters: 255.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

Table 4-56 ClusterExtendParam

Parameter

Type

Description

clusterAZ

String

AZ of master nodes in the cluster.

e multi_az: (Optional) The cluster will span
across AZs. This field is configurable only for
high-availability clusters.

e AZ of the dedicated cloud computing poot
The cluster will be deployed in the AZ of
Dedicated Cloud (DeC). This parameter is
mandatory for dedicated CCE clusters.

dssMasterVol
umes

String

Whether the system and data disks of a master
node use dedicated distributed storage. If this
parameter is omitted or left unspecified, EVS
disks are used by default.

This parameter is mandatory for dedicated CCE

clusters. It is in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<dataVol.dssPoolID>.<d
ataVol.volType>

Field description:

e rootVol is the system disk. dataVol is the
data disk.

e dssPoollD indicates the ID of the DSS
storage pool.

e volType indicates the storage volume type
of the DSS storage pool, such as SAS and
SSD.

Example:
c950ee97-587c-4f24-8a74-3367e3da570f.sas;6e
dbc2f4-1507-44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured for non-dedicated
CCE clusters.
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Parameter

Type

Description

enterpriseProj
ectld

String

ID of the enterprise project that a cluster
belongs to.

NOTE

e An enterprise project can be configured only after
the enterprise project function is enabled.

e The enterprise project to which the cluster
belongs must be the same as that to which other
cloud service resources associated with the
cluster belong.

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

NOTE

This parameter has been deprecated. If this

parameter and kubeProxyMode in ClusterSpec are
specified at the same time, the latter is used.

clusterExterna
LIP

String

EIP of the master node

alpha.cce/
fixPoolMask

String

Number of mask bits of the fixed IP address
pool of the container network model. This field
is supported only for the VPC network model
(vpc-router).

This parameter determines the number of
container IP addresses that can be allocated to
a node. The maximum number of pods that
can be created on a node is decided by this
parameter and maxPods set during node
creation. For details, see Maximum Number
of Pods That Can Be Created on a Node.

For integer characters, the value ranges from
24 to 28.

decMasterFla
vor

String

Specifications of the master node in the
dedicated hybrid cluster.
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dockerUmask | String Default UmaskMode configuration of Docker
Mode in a cluster. The value can be secure or

normal. If this parameter is not specified,
normal is used by default.

kubernetes.io/ | String Cluster CPU management policy. The value can
cpuManagerP be none (or null) or static. The default value is
olicy none (or null).

e none or null: disables pods from exclusively
occupying CPUs. Select this option if you
want a large pool of shareable CPU cores.

e static: enables pods to exclusively occupy
CPUs. Select this option if your workload is
sensitive to CPU cache and scheduling
latency.

upgradefrom | String Records of how the cluster is upgraded to the
current version

Table 4-57 PackageConfiguration

Parameter Type Description
name String Component name.
configurations | Array of Component configuration item.

Configuratio
nltem objects

Table 4-58 Configurationltem

Parameter Type Description
name String Component configuration item name.
value Object Component configuration item value.
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Table 4-59 ClusterStatus

Parameter

Type

Description

phase

String

Cluster status. Possible values:
e Available: The cluster is running properly.

e Unavailable: The cluster is exhibiting
unexpected behavior. Manually delete the
cluster.

e ScalingUp: Nodes are being added to the
cluster.

e ScalingDown: The cluster is being
downsized to fewer nodes.

e Creating: The cluster is being created.
e Deleting: The cluster is being deleted.
e Upgrading: The cluster is being upgraded.

e Resizing: Cluster specifications are being
changed.

e RollingBack: The cluster is being rolled
back.

e RollbackFailed: The rollback is abnormal.

e Empty: The cluster has no resources.

jobID

String

ID of the task associated with the cluster in the
current state. Options:

e |D of the associated task returned when
creating a cluster. You can use it to obtain
the auxiliary tasks for creating a cluster.

e |D of the associated task returned when a
cluster fails to be deleted or is deleted. If
this parameter is not empty, you can use
the task ID to obtain the auxiliary tasks for
deleting a cluster.

NOTE

Tasks are short-lived. Do not use task information in
scenarios such as cluster status determination.

reason

String

Reason of cluster state change. This parameter
is returned if the cluster is not in the Available
state.

message

String

Detailed information about why the cluster
changes to the current state. This parameter is
returned if the cluster is not in the Available
state.

endpoints

Array of
ClusterEndpo
ints objects

Access address of kube-apiserver in the cluster.
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deleteOption | Object Whether to delete configurations. This
parameter is contained only in the response to
the deletion request.

deleteStatus Object Whether to delete the status information. This
parameter is contained only in the response to

the deletion request.

Table 4-60 ClusterEndpoints

Parameter Type Description
url String Access address of kube-apiserver in the cluster.
type String Type of the cluster access address.

e Internal: address for internal network
access

e External: address for external network

access

Example Requests

None

Example Responses

Status code: 200

Information about the specified cluster is successfully obtained.

"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"alias" : "mycluster",
"name" : "mycluster",
"uid" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",
"creationTimestamp" : "2018-08-02 03:48:58.968214406 +0000 UTC",
"updateTimestamp" : "2018-08-02 04:05:29.386391813 +0000 UTC"
h
"spec" : {
"type" : "VirtualMachine",
"flavor" : "cce.s1.small",
"version" : "v1.7.3-r13",
"description" : "this is a demo cluster",
"customSan" : [ "192.168.1.0", "example.com" ],
"hostNetwork" : {
"vpc" : "4d1ecb2c-229a-11e8-9c75-0255ac100ceb",
"subnet" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb"
h?
"containerNetwork" : {
"mode" : "overlay_[2",
"cidr" : "172.16.0.0/16"
h?
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"authentication" : {
"mode" : "x509",
"authenticatingProxy" : { }

%,

"billingMode" : 0
%,
"status" : {

"phase" : "Available",

"endpoints" : [ {

"url" : "https://192.168.0.11:5443",
"type" : "Internal"

]
}
}
Status Codes
Status Description
Code
200 Information about the specified cluster is successfully obtained.

Error Codes

See Error Codes.

4.2.3 Listing Clusters in a Specified Project

Function

This API is used to obtain details about all clusters in a specified project.

URI
GET /api/v3/projects/{project_id}/clusters

Table 4-61 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.
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Table 4-62 Query Parameters

Parameter Mandatory

Type

Description

detail No

String

Whether the details about a
cluster are queried.

If this parameter is set to true,
the total number of nodes
(totalNodesNumber), number
of normal nodes
(activeNodesNumber), total
CPUs (totalNodesCPU), total
memory size
(totalNodesMemory), and
installed add-ons
(installedAddoninstances) will
be added to the annotation.
The details of installed add-
ons include the add-on name
(addonTemplateName),
version (version), and status
(status).

status No

String

Cluster status. Possible values:

e Auvailable: The cluster is
running properly.

e Unavailable: The cluster is
exhibiting unexpected
behavior. Manually delete
the cluster.

e ScalingUp: Nodes are
being added to the cluster.

e ScalingDown: The cluster
is being downsized to fewer
nodes.

e Creating: The cluster is
being created.

e Deleting: The cluster is
being deleted.

e Upgrading: The cluster is
being upgraded.

e Resizing: Cluster
specifications are being
changed.

e RollingBack: The cluster is
being rolled back.

e RollbackFailed: The
rollback is abnormal.

e Empty: The cluster has no
resources.
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type No String Cluster type. Options:
e VirtualMachine: CCE
cluster
e ARMG64: Kunpeng cluster
version No String Cluster version filtering.

Request Parameters

Table 4-63 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-64 Response body parameters

Parameter Type Description

kind String Api type

apiVersion String API version

items Array of A list of details for all clusters in the current
Cluster project. You can filter clusters by
objects items.metadata.name.

Table 4-65 Cluster

Parameter

Type

Description

kind

String

API type. The value is fixed at Cluster or
cluster and cannot be changed.
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apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata ClusterMetad | Basic information about a cluster. Metadata is
ata object a collection of attributes.
spec ClusterSpec Detailed description of the cluster. CCE creates
object or updates objects by defining or updating
spec.
status ClusterStatus | Cluster status and job ID of the cluster creation
object job.

Table 4-66 ClusterMetadata

Parameter

Type

Description

name

String

Cluster name.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

uid

String

Cluster ID, which uniquely identifies a cluster.
This ID is automatically generated after a
cluster is created. Only the automatically
generated ID will take effect. When you create
a yearly/monthly cluster, no cluster ID will be
returned in the response body.

alias

String

Alias of a cluster name displayed on the CCE
console, and the name can be changed.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

A cluster alias must be unique.

In the request body for creating or updating a
cluster, if the cluster alias is not specified or set
to null, the cluster name will be used as the
cluster alias. In the response body for obtaining
a cluster, the cluster alias is returned. If it is not
configured, the cluster name will be returned.
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Parameter

Type

Description

annotations

Map<String,St
ring>

Cluster annotations, in the format of key-value

pairs.
"annotations": {
"key1" : "valuel”,
"key2" : "value2"
}

NOTE

e annotations: Does not label or select objects.
The metadata in annotations may be small or
large, structured or unstructured, and may
include characters that are not allowed in labels.

e This field is not stored in the database and is
used only to specify the add-ons to be installed
in the cluster.

e Install ICAgent during cluster creation by adding
the key-value pair "cluster.install.addons.external/
install":"[{"addonTemplateName":"icagent"}]".

labels

Map<String,St
ring>

Cluster labels, in the format of key-value pairs.

NOTE
The value of this field is automatically generated by
the system and is used by the frontend to identify
the features supported by the cluster during the
upgrade. Customized values are invalid.

amp

creationTimes | String Time when the cluster was created.
tamp
updateTimest | String Time when the cluster was updated.

Table 4-67 ClusterSpec

Parameter Type Description
category String Cluster type. Options:

e CCE: CCE cluster CCE cluster supports hybrid
deployment of VMs and BMSs, and
heterogeneous nodes such as GPU and NPU
nodes, allowing you to run your containers
in a secure and stable container runtime
environment based on a high-performance
network model.

type String Master node architecture:
e VirtualMachine: x86
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Parameter Type Description

flavor String Default value. When you create a CCE cluster,
the value is cce.s1.small for non-dedicated
cloud scenarios and cce.dec.s1.small for
dedicated cloud scenarios.

Cluster flavor. Only the flavors of clusters v1.15
or later versions can be changed after a cluster
is created. Select a cluster flavor based on your
requirements.

e cce.s1.small: a small-scale CCE cluster with
one master node and a maximum of 50
worker nodes

e cce.sl.medium: a medium-scale CCE cluster
with one master node and a maximum of
200 worker nodes

e cce.s2.small: a small-scale CCE cluster with
multiple master nodes and a maximum of
50 worker nodes

e cce.s2.medium: a medium-scale CCE cluster
with multiple master nodes and a
maximum of 200 worker nodes

e cce.s2.large: a large-scale CCE cluster with
multiple master nodes and a maximum of
1000 worker nodes

e cce.s2.xlarge: an ultra-large-scale CCE
cluster with multiple master nodes and a
maximum of 2000 worker nodes

NOTE
e s1: a CCE cluster with one master node
e s2: a CCE cluster with multiple master nodes

e dec: a dedicated CCE cluster. For example,
cce.dec.s1.small indicates a small-scale
dedicated CCE cluster with one master node and
a maximum of 50 worker nodes.

e Maximum number of worker nodes: The
maximum number of worker nodes in a cluster.
Select a cluster flavor based on your
requirements.

e A CCE cluster with one master node: If the
master node is down, the cluster will become
unavailable, but the running workloads will not
be affected.

e A cluster with multiple master nodes: This is an
HA cluster. If a master node is down, the cluster
can still be functionally available.
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Parameter

Type

Description

version

String

Cluster version, which mirrors the baseline
version of the Kubernetes community. The
latest version is recommended.

You can create clusters of two latest versions
on the CCE console. To learn which cluster
versions are available, log in to the CCE
console, create a cluster, and check the Cluster
Version parameter. You can call APIs to create
clusters of other versions. However, these
cluster versions will be gradually terminated.
For details about the support policy, see the
CCE announcement.

NOTE

e If not specified, a cluster of the latest version will
be created.

e If a baseline cluster version is specified but the R
version is not specified, a cluster of the latest R
version will be created by default. It is a good
practice not to specify the R version.

platformVersi
on

String

CCE cluster platform version, indicating the
internal version under the cluster version
(version). Platform versions are used to trace
iterations in a major cluster version. They are
unique within a major cluster version and
recounted when the major cluster version
changes. This parameter cannot be customized.
When you create a cluster, the latest
corresponding platform version is
automatically selected.

The format of platformVersion is cce.X.Y.

e X: internal feature version, indicating
changes in features, patches, or OS support
in the cluster version. The value starts from
1 and increases monotonically.

e Y: patch version of an internal feature
version. It is used only for software package
update after the feature version is brought
online. No other modification is involved.
The value starts from 0 and increases
monotonically.

description

String

Cluster description, for example, which purpose
the cluster is intended to serve. By default, this
field is left unspecified. To modify cluster
description after the cluster is created, call the
API for updating cluster information or go to
the cluster details page on the CCE console.
Only UTF-8 encoding is supported.
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customSan Array of Custom SAN field in the server certificate of
strings the cluster API server, which must comply with
the SSL and X509 format specifications.
1. Duplicate names are not allowed.
2. Must comply with the IP address and
domain name formats.
Example:
SAN 1: DNS Name=example.com
SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net
SAN 4: IP Address=93.184.216.34
ipvbenable Boolean Whether the cluster supports IPv6 addresses.
This field is supported in clusters of v1.15 and
later versions.
hostNetwork | HostNetwork | Node networking parameters, including VPC
object and subnet ID. This field is mandatory because

nodes in a cluster communicate with each
other by using a VPC.

containerNet
work

ContainerNet
work object

Container networking parameters, including
the container network model and container
CIDR block.

serviceNetwor
k

ServiceNetw
ork object

Service CIDR block, including IPv4 CIDR blocks.

authenticatio

Authenticati

Configurations of the cluster authentication

n on object mode.
billingMode Integer Billing mode of a cluster.
e 0: pay-per-use
Defaults to pay-per-use.
masters Array of Advanced configurations of master nodes
MasterSpec
objects
kubernetesSvc | String Service CIDR blocks for Kubernetes clusterlPs.
IpRange This field is available only for clusters of
v1.11.7 and later. If this parameter is not
specified during cluster creation, the default
value 10.247.0.0/16 will be used. This
parameter is deprecated. Use serviceNetwork
instead. The new field contains the IPv4 CIDR
blocks.
clusterTags Array of Cluster resource tags.
ResourceTag
objects
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Parameter

Type

Description

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

az

String

AZ. This field is returned only for a query.

extendParam

ClusterExten
dParam
object

Extended field to decide whether the cluster
will span across AZs or belong to a specified
enterprise project, or whether a dedicated CCE
cluster is to be created.

supportlstio

Boolean

Whether Istio is supported.

configurations
Override

Array of
PackageConfi
guration
objects

Whether to overwrite the default component
configurations of the cluster. If a component or
a parameter that is not supported by the
component is specified, this configuration is
ignored. For details about the supported
configurable components and their
parameters, see

Table 4-68 HostNetwork

Parameter

Type

Description

vpc

String

ID of the VPC used to create a master node.

Obtain the public address by performing the
following steps:

e Method 1: Log in to the VPC console, and
click the name of a VPC to view the VPC ID
on the displayed details page.

e Method 2: Use the VPC API to query the
VPC ID.
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Parameter Type

Description

subnet String

Network ID of the subnet used to create a
master node. Methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab page.
You can view the network ID on the
displayed page.

e Method 2: Use the VPC API for querying
subnets. . .

SecurityGroup | String

Default worker node security group ID of the
cluster. If specified, the cluster will be bound to
the target security group. Otherwise, the
system will automatically create a default
worker node security group for you. The
default worker node security group needs to
allow access from certain ports to ensure
normal communications.

Table 4-69 ContainerNetwork

Parameter Type

Description

mode String

Container network model. Select one of the
following possible values:

e overlay_l2: an overlay_l2 network
(container tunnel network) built for
containers by using OpenVSwitch (OVS).

e vpc-router: an underlay_[2 network built for
containers by using IPvlan and custom VPC
routes.

cidr String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, or
192.168.0.0/16-19. If the selected CIDR block
conflicts with existing ones, an error will be
reported.

Not editable after the cluster is created.
(deprecated. A specified cidrs will make cidr
invalid.)
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cidrs Array of List of container CIDR blocks. In clusters of
ContainerCID | v1.21 or later, the cidrs field is used. When the
R objects cluster network type is vpc-router, you can

configure a maximum of 20 container CIDR
blocks. In cluster versions earlier than v1.21, if
the cidrs field is used, the first CIDR element in
the array is used as the container CIDR block.

The configuration cannot be modified after the
cluster is created.

Table 4-70 ContainerCIDR

Parameter

Type

Description

cidr

String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-71 EniNetwork

Parameter

Type

Description

eniSubnetld

String

IPv4 subnet ID of ENI subnet. (IPv6 is not
supported and is being discarded.) You can
obtain it in either of the following ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

eniSubnetCID
R

String

ENI subnet CIDR (being discarded)

subnets

Array of
NetworkSub
net objects

List of IPv4 subnet IDs
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Table 4-72 NetworkSubnet

Parameter

Type

Description

subnetID

String

IPv4 subnet ID of the subnet for creating
master nodes. Currently, IPv6 is not supported.
You can obtain it in either of the following
ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

Table 4-73 ServiceNetwork

Parameter

Type

Description

IPv4CIDR

String

Value range of the Kubernetes clusterlP IPv4
CIDR blocks. If this parameter is not specified
during cluster creation, the default value
10.247.0.0/16 will be used.

Table 4-74 Authentication

Parameter

Type

Description

mode

String

Cluster authentication mode.

e Clusters of Kubernetes v1.11 or earlier
support x509, rbac, and
authenticating_proxy. Defaults to x509.

o Clusters of Kubernetes v1.13 or later
support rbac and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode. This field is
mandatory when the authentication mode is
authenticating_proxy.
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Table 4-75 AuthenticatingProxy

Parameter Type Description

ca String X509 CA certificate (Base64-encoded)
configured in authenticating_proxy mode. This
field is mandatory when the cluster
authentication mode is authenticating_proxy.

Maximum size: 1 MB

cert String Client certificate issued by the X509 CA
certificate configured in authenticating_proxy
mode, which is used for authentication from
kube-apiserver to the extended API server. (The
value must be Base64-encoded.) This field is
mandatory when the cluster authentication
mode is authenticating_proxy.

privateKey String Private key of the client certificate issued by
the X509 CA certificate configured in
authenticating_proxy mode, which is used for
authentication from kube-apiserver to the
extended API server. The private key used by
the Kubernetes cluster does not support
password encryption. Use an unencrypted
private key. (The value must be Base64-
encoded.) This field is mandatory when the
cluster authentication mode is
authenticating_proxy.

Table 4-76 MasterSpec

Parameter Type Description
availabilityZo | String AZ
ne

Table 4-77 ResourceTag

Parameter Type Description

key String Key.
e Cannot be null. Max characters: 128.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

e Cannot start with _sys_.
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Parameter

Type

Description

value

String

Value.

e Can be null but not the default. Max
characters: 255.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

Table 4-78 ClusterExtendParam

Parameter

Type

Description

clusterAZ

String

AZ of master nodes in the cluster.

e multi_az: (Optional) The cluster will span
across AZs. This field is configurable only for
high-availability clusters.

e AZ of the dedicated cloud computing poot
The cluster will be deployed in the AZ of
Dedicated Cloud (DeC). This parameter is
mandatory for dedicated CCE clusters.

dssMasterVol
umes

String

Whether the system and data disks of a master
node use dedicated distributed storage. If this
parameter is omitted or left unspecified, EVS
disks are used by default.

This parameter is mandatory for dedicated CCE

clusters. It is in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<dataVol.dssPoolID>.<d
ataVol.volType>

Field description:

e rootVol is the system disk. dataVol is the
data disk.

e dssPoollD indicates the ID of the DSS
storage pool.

e volType indicates the storage volume type
of the DSS storage pool, such as SAS and
SSD.

Example:
c950ee97-587c-4f24-8a74-3367e3da570f.sas;6e
dbc2f4-1507-44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured for non-dedicated
CCE clusters.

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 104



Cloud Container Engine
API| Reference

4 APIs

Parameter

Type

Description

enterpriseProj
ectld

String

ID of the enterprise project that a cluster
belongs to.

NOTE

e An enterprise project can be configured only after
the enterprise project function is enabled.

e The enterprise project to which the cluster
belongs must be the same as that to which other
cloud service resources associated with the
cluster belong.

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

NOTE

This parameter has been deprecated. If this

parameter and kubeProxyMode in ClusterSpec are
specified at the same time, the latter is used.

clusterExterna
LIP

String

EIP of the master node

alpha.cce/
fixPoolMask

String

Number of mask bits of the fixed IP address
pool of the container network model. This field
is supported only for the VPC network model
(vpc-router).

This parameter determines the number of
container IP addresses that can be allocated to
a node. The maximum number of pods that
can be created on a node is decided by this
parameter and maxPods set during node
creation. For details, see Maximum Number
of Pods That Can Be Created on a Node.

For integer characters, the value ranges from
24 to 28.

decMasterFla
vor

String

Specifications of the master node in the
dedicated hybrid cluster.
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dockerUmask | String Default UmaskMode configuration of Docker
Mode in a cluster. The value can be secure or

normal. If this parameter is not specified,
normal is used by default.

kubernetes.io/ | String Cluster CPU management policy. The value can
cpuManagerP be none (or null) or static. The default value is
olicy none (or null).

e none or null: disables pods from exclusively
occupying CPUs. Select this option if you
want a large pool of shareable CPU cores.

e static: enables pods to exclusively occupy
CPUs. Select this option if your workload is
sensitive to CPU cache and scheduling
latency.

upgradefrom | String Records of how the cluster is upgraded to the
current version

Table 4-79 PackageConfiguration

Parameter Type Description
name String Component name.
configurations | Array of Component configuration item.

Configuratio
nltem objects

Table 4-80 Configurationltem

Parameter Type Description
name String Component configuration item name.
value Object Component configuration item value.
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Table 4-81 ClusterStatus

Parameter

Type

Description

phase

String

Cluster status. Possible values:
e Available: The cluster is running properly.

e Unavailable: The cluster is exhibiting
unexpected behavior. Manually delete the
cluster.

e ScalingUp: Nodes are being added to the
cluster.

e ScalingDown: The cluster is being
downsized to fewer nodes.

e Creating: The cluster is being created.
e Deleting: The cluster is being deleted.
e Upgrading: The cluster is being upgraded.

e Resizing: Cluster specifications are being
changed.

e RollingBack: The cluster is being rolled
back.

e RollbackFailed: The rollback is abnormal.

e Empty: The cluster has no resources.

jobID

String

ID of the task associated with the cluster in the
current state. Options:

e |D of the associated task returned when
creating a cluster. You can use it to obtain
the auxiliary tasks for creating a cluster.

e |D of the associated task returned when a
cluster fails to be deleted or is deleted. If
this parameter is not empty, you can use
the task ID to obtain the auxiliary tasks for
deleting a cluster.

NOTE

Tasks are short-lived. Do not use task information in
scenarios such as cluster status determination.

reason

String

Reason of cluster state change. This parameter
is returned if the cluster is not in the Available
state.

message

String

Detailed information about why the cluster
changes to the current state. This parameter is
returned if the cluster is not in the Available
state.

endpoints

Array of
ClusterEndpo
ints objects

Access address of kube-apiserver in the cluster.
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Parameter Type Description

deleteOption | Object Whether to delete configurations. This
parameter is contained only in the response to
the deletion request.

deleteStatus Object Whether to delete the status information. This
parameter is contained only in the response to
the deletion request.

Table 4-82 ClusterEndpoints

Parameter Type Description
url String Access address of kube-apiserver in the cluster.
type String Type of the cluster access address.

e Internal: address for internal network
access

e External: address for external network
access

Example Requests

None

Example Responses

Status code: 200

The cluster list is successfully obtained.

{

"kind" : "Cluster",
"apiVersion" : "v3",
"items" : [ {
"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"alias" : "mycluster",
"name" : "mycluster",
"uid" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",
"creationTimestamp" : "2018-08-02 03:48:58.968214406 +0000 UTC",
"updateTimestamp" : "2018-08-02 04:05:29.386391813 +0000 UTC"
1
"spec" : {
"type" : "VirtualMachine",
"flavor" : "cce.s1.small",
"version" : "v1.7.3-r13",
"description" : "awesome cluster",
"customSan" : [ "192.168.1.0", "example.com" ],
"hostNetwork" : {
"vpc" : "f0c12911-4fdb-4284-9230-7ffb0860826a",
"subnet" : "ac274229-fd2e-4695-9f01-a0c1372b8006"
}

"containerNetwork" : {
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"mode" : "overlay_[2",

"cidr" : "172.16.0.0/16"
h
"authentication" : {

"mode" : "x509",

"authenticatingProxy" : { }

%,

"billingMode" : 0
%
"status" : {

"phase" : "Available",

"endpoints" : [ {

"url" : "https://192.168.0.11:5443",

"type" : "Internal"

]

}

]
}
Status Codes

Status Description
Code
200 The cluster list is successfully obtained.

Error Codes

See Error Codes.

4.2.4 Updating a Specified Cluster

Function

This APl is used to update information about a specified cluster.

(1 NOTE

The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri

indicates the resource path, that is, the path for API access.

URI

PUT /api/v3/projects/{project_id}/clusters/{cluster_id}

Table 4-83 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.
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Parameter

Mandatory

Type

Description

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-84 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-85 Request body parameters

Parameter Mandatory Type Description

spec Yes Clusterinfor | Detailed cluster parameters
mationSpec
object

metadata No ClusterMetad | Basic cluster information,
ataForUpdat | including name-related fields
e object
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Table 4-86 ClusterinformationSpec

Parameter

Mandatory

Type

Description

description

No

String

Cluster description.

1. A maximum of 200
characters are allowed. The
value cannot contain the
following special
characters: ~$%A&*<>[]{}

0" #\

2. Only clusters in the
Available, ScalingUp, and
ScalingDown states can be
modified.

customSan

No

Array of
strings

Custom SAN field in the server
certificate of the cluster API
server, which must comply
with the SSL and X509 format
specifications.

1. Duplicate names are not
allowed.

2. Must comply with the IP
address and domain name
formats.

Example:

SAN 1: DNS Name=example.com

SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net

SAN 4: IP Address=93.184.216.34

containerNet
work

No

ContainerNet
workUpdate
object

Container networking
parameters, including
information about the
container CIDR block.

eniNetwork

No

EniNetworkU
pdate object

Cloud Native Network 2.0
network configuration,
including the container subnet
information of the CCE Turbo
cluster.

hostNetwork

No

hostNetwork
object

Node network parameters,
including the default security
group settings.
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Table 4-87 ContainerNetworkUpdate

Parameter Mandatory Type Description
cidrs No Array of List of container CIDR blocks.
ContainerCID | For a clusters of v1.21 or later,
R objects if it uses a VPC network, a
maximum of 20 container
CIDR blocks can be added
incrementally.
The configuration cannot be
modified after the cluster is
updated.
Table 4-88 ContainerCIDR
Parameter Mandatory Type Description
cidr Yes String Container CIDR block.
Recommended: 10.0.0.0/12-19,
172.16.0.0/16-19, and
192.168.0.0/16-19
Table 4-89 EniNetworkUpdate
Parameter Mandatory Type Description
subnets No Array of List of IPv4 subnet IDs. CCE
NetworkSub | Turbo clusters of version

net objects

1.19.10 and later support
multiple container subnets. In
addition, the container subnet
list can be incrementally
updated. Subnets can be
added, not deleted. Exercise
caution when selecting a
subnet. The request body must
contain all existing subnets.
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Table 4-90 NetworkSubnet

Parameter

Mandatory

Type

Description

subnetID

Yes

String

IPv4 subnet ID of the subnet
for creating master nodes.
Currently, IPv6 is not
supported. You can obtain it in
either of the following ways:

e Method 1: Log in to the
VPC console and click the
target subnet on the
Subnets page. You can
view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API
for querying subnets.

Table 4-91 hostNetwork

Parameter

Mandatory

Type

Description

SecurityGroup

No

String

The default security group of
the worker node in the cluster
needs to allow traffic through
some ports to ensure normal
communication. The modified
security group applies only to
nodes newly created or
accepted. For existing nodes,
you need to manually modify
the security group rules for
them.

Table 4-92 ClusterMetadataForUpdate

Parameter

Mandatory

Type

Description

alias

No

String

Alias of a cluster name.

Enter 4 to 128 characters,
starting with a lowercase
letter and not ending with a
hyphen (-). Only lowercase
letters, digits, and hyphens (-)
are allowed.

A cluster alias must be unique.

If this parameter is left blank,
the alias is not changed.
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Response Parameters

Status code: 200

Table 4-93 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Cluster or
cluster and cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata ClusterMetad | Basic information about a cluster. Metadata is
ata object a collection of attributes.
spec ClusterSpec Detailed description of the cluster. CCE creates
object or updates objects by defining or updating
spec.
status ClusterStatus | Cluster status and job ID of the cluster creation
object job.

Table 4-94 ClusterMetadata

Parameter Type Description

name String Cluster name.
Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

uid String Cluster ID, which uniquely identifies a cluster.

This ID is automatically generated after a
cluster is created. Only the automatically
generated ID will take effect. When you create
a yearly/monthly cluster, no cluster ID will be
returned in the response body.
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Parameter Type Description

alias String Alias of a cluster name displayed on the CCE
console, and the name can be changed.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

A cluster alias must be unique.

In the request body for creating or updating a
cluster, if the cluster alias is not specified or set
to null, the cluster name will be used as the
cluster alias. In the response body for obtaining
a cluster, the cluster alias is returned. If it is not
configured, the cluster name will be returned.

annotations Map<String,St | Cluster annotations, in the format of key-value
ring> pairs.
"annotations": {

"key1" : "valuel”,

"key2" : "value2"

}
NOTE

e annotations: Does not label or select objects.
The metadata in annotations may be small or
large, structured or unstructured, and may
include characters that are not allowed in labels.

e This field is not stored in the database and is
used only to specify the add-ons to be installed
in the cluster.

e Install ICAgent during cluster creation by adding
the key-value pair "cluster.install.addons.external/

install":"[{"addonTemplateName":"icagent"}]".

labels Map<String,St | Cluster labels, in the format of key-value pairs.

ring> NOTE

The value of this field is automatically generated by
the system and is used by the frontend to identify
the features supported by the cluster during the
upgrade. Customized values are invalid.

creationTimes | String Time when the cluster was created.
tamp
updateTimest | String Time when the cluster was updated.
amp
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Table 4-95 ClusterSpec

Parameter Type Description
category String Cluster type. Options:

e CCE: CCE cluster CCE cluster supports hybrid
deployment of VMs and BMSs, and
heterogeneous nodes such as GPU and NPU
nodes, allowing you to run your containers
in a secure and stable container runtime
environment based on a high-performance
network model.

type String Master node architecture:
e VirtualMachine: x86
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Parameter Type Description

flavor String Default value. When you create a CCE cluster,
the value is cce.s1.small for non-dedicated
cloud scenarios and cce.dec.s1.small for
dedicated cloud scenarios.

Cluster flavor. Only the flavors of clusters v1.15
or later versions can be changed after a cluster
is created. Select a cluster flavor based on your
requirements.

e cce.s1.small: a small-scale CCE cluster with
one master node and a maximum of 50
worker nodes

e cce.sl.medium: a medium-scale CCE cluster
with one master node and a maximum of
200 worker nodes

e cce.s2.small: a small-scale CCE cluster with
multiple master nodes and a maximum of
50 worker nodes

e cce.s2.medium: a medium-scale CCE cluster
with multiple master nodes and a
maximum of 200 worker nodes

e cce.s2.large: a large-scale CCE cluster with
multiple master nodes and a maximum of
1000 worker nodes

e cce.s2.xlarge: an ultra-large-scale CCE
cluster with multiple master nodes and a
maximum of 2000 worker nodes

NOTE
e s1: a CCE cluster with one master node
e s2: a CCE cluster with multiple master nodes

e dec: a dedicated CCE cluster. For example,
cce.dec.s1.small indicates a small-scale
dedicated CCE cluster with one master node and
a maximum of 50 worker nodes.

e Maximum number of worker nodes: The
maximum number of worker nodes in a cluster.
Select a cluster flavor based on your
requirements.

e A CCE cluster with one master node: If the
master node is down, the cluster will become
unavailable, but the running workloads will not
be affected.

e A cluster with multiple master nodes: This is an
HA cluster. If a master node is down, the cluster
can still be functionally available.
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Parameter

Type

Description

version

String

Cluster version, which mirrors the baseline
version of the Kubernetes community. The
latest version is recommended.

You can create clusters of two latest versions
on the CCE console. To learn which cluster
versions are available, log in to the CCE
console, create a cluster, and check the Cluster
Version parameter. You can call APIs to create
clusters of other versions. However, these
cluster versions will be gradually terminated.
For details about the support policy, see the
CCE announcement.

NOTE

e If not specified, a cluster of the latest version will
be created.

e If a baseline cluster version is specified but the R
version is not specified, a cluster of the latest R
version will be created by default. It is a good
practice not to specify the R version.

platformVersi
on

String

CCE cluster platform version, indicating the
internal version under the cluster version
(version). Platform versions are used to trace
iterations in a major cluster version. They are
unique within a major cluster version and
recounted when the major cluster version
changes. This parameter cannot be customized.
When you create a cluster, the latest
corresponding platform version is
automatically selected.

The format of platformVersion is cce.X.Y.

e X: internal feature version, indicating
changes in features, patches, or OS support
in the cluster version. The value starts from
1 and increases monotonically.

e Y: patch version of an internal feature
version. It is used only for software package
update after the feature version is brought
online. No other modification is involved.
The value starts from 0 and increases
monotonically.

description

String

Cluster description, for example, which purpose
the cluster is intended to serve. By default, this
field is left unspecified. To modify cluster
description after the cluster is created, call the
API for updating cluster information or go to
the cluster details page on the CCE console.
Only UTF-8 encoding is supported.

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 118



Cloud Container Engine
API| Reference

4 APIs
Parameter Type Description
customSan Array of Custom SAN field in the server certificate of
strings the cluster API server, which must comply with
the SSL and X509 format specifications.
1. Duplicate names are not allowed.
2. Must comply with the IP address and
domain name formats.
Example:
SAN 1: DNS Name=example.com
SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net
SAN 4: IP Address=93.184.216.34
ipvbenable Boolean Whether the cluster supports IPv6 addresses.
This field is supported in clusters of v1.15 and
later versions.
hostNetwork | HostNetwork | Node networking parameters, including VPC
object and subnet ID. This field is mandatory because

nodes in a cluster communicate with each
other by using a VPC.

containerNet
work

ContainerNet
work object

Container networking parameters, including
the container network model and container
CIDR block.

serviceNetwor
k

ServiceNetw
ork object

Service CIDR block, including IPv4 CIDR blocks.

authenticatio

Authenticati

Configurations of the cluster authentication

n on object mode.
billingMode Integer Billing mode of a cluster.
e 0: pay-per-use
Defaults to pay-per-use.
masters Array of Advanced configurations of master nodes
MasterSpec
objects
kubernetesSvc | String Service CIDR blocks for Kubernetes clusterlPs.
IpRange This field is available only for clusters of
v1.11.7 and later. If this parameter is not
specified during cluster creation, the default
value 10.247.0.0/16 will be used. This
parameter is deprecated. Use serviceNetwork
instead. The new field contains the IPv4 CIDR
blocks.
clusterTags Array of Cluster resource tags.
ResourceTag
objects
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Parameter

Type

Description

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

az

String

AZ. This field is returned only for a query.

extendParam

ClusterExten
dParam
object

Extended field to decide whether the cluster
will span across AZs or belong to a specified
enterprise project, or whether a dedicated CCE
cluster is to be created.

supportlstio

Boolean

Whether Istio is supported.

configurations
Override

Array of
PackageConfi
guration
objects

Whether to overwrite the default component
configurations of the cluster. If a component or
a parameter that is not supported by the
component is specified, this configuration is
ignored. For details about the supported
configurable components and their
parameters, see

Table 4-96 HostNetwork

Parameter

Type

Description

vpc

String

ID of the VPC used to create a master node.

Obtain the public address by performing the
following steps:

e Method 1: Log in to the VPC console, and
click the name of a VPC to view the VPC ID
on the displayed details page.

e Method 2: Use the VPC API to query the
VPC ID.
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Parameter Type

Description

subnet String

Network ID of the subnet used to create a
master node. Methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab page.
You can view the network ID on the
displayed page.

e Method 2: Use the VPC API for querying
subnets. . .

SecurityGroup | String

Default worker node security group ID of the
cluster. If specified, the cluster will be bound to
the target security group. Otherwise, the
system will automatically create a default
worker node security group for you. The
default worker node security group needs to
allow access from certain ports to ensure
normal communications.

Table 4-97 ContainerNetwork

Parameter Type

Description

mode String

Container network model. Select one of the
following possible values:

e overlay_l2: an overlay_l2 network
(container tunnel network) built for
containers by using OpenVSwitch (OVS).

e vpc-router: an underlay_[2 network built for
containers by using IPvlan and custom VPC
routes.

cidr String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, or
192.168.0.0/16-19. If the selected CIDR block
conflicts with existing ones, an error will be
reported.

Not editable after the cluster is created.
(deprecated. A specified cidrs will make cidr
invalid.)
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Parameter Type Description
cidrs Array of List of container CIDR blocks. In clusters of
ContainerCID | v1.21 or later, the cidrs field is used. When the
R objects cluster network type is vpc-router, you can

configure a maximum of 20 container CIDR
blocks. In cluster versions earlier than v1.21, if
the cidrs field is used, the first CIDR element in
the array is used as the container CIDR block.

The configuration cannot be modified after the
cluster is created.

Table 4-98 ContainerCIDR

Parameter

Type

Description

cidr

String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-99 EniNetwork

Parameter

Type

Description

eniSubnetld

String

IPv4 subnet ID of ENI subnet. (IPv6 is not
supported and is being discarded.) You can
obtain it in either of the following ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

eniSubnetCID
R

String

ENI subnet CIDR (being discarded)

subnets

Array of
NetworkSub
net objects

List of IPv4 subnet IDs
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Table 4-100 NetworkSubnet

Parameter

Type

Description

subnetID

String

IPv4 subnet ID of the subnet for creating
master nodes. Currently, IPv6 is not supported.
You can obtain it in either of the following
ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

Table 4-101 ServiceNetwork

Parameter

Type

Description

IPv4CIDR

String

Value range of the Kubernetes clusterlP IPv4
CIDR blocks. If this parameter is not specified
during cluster creation, the default value
10.247.0.0/16 will be used.

Table 4-102 Authentication

Parameter

Type

Description

mode

String

Cluster authentication mode.

e Clusters of Kubernetes v1.11 or earlier
support x509, rbac, and
authenticating_proxy. Defaults to x509.

o Clusters of Kubernetes v1.13 or later
support rbac and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode. This field is
mandatory when the authentication mode is
authenticating_proxy.
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Table 4-103 AuthenticatingProxy

Parameter Type Description

ca String X509 CA certificate (Base64-encoded)
configured in authenticating_proxy mode. This
field is mandatory when the cluster
authentication mode is authenticating_proxy.
Maximum size: 1 MB

cert String Client certificate issued by the X509 CA
certificate configured in authenticating_proxy
mode, which is used for authentication from
kube-apiserver to the extended API server. (The
value must be Base64-encoded.) This field is
mandatory when the cluster authentication
mode is authenticating_proxy.

privateKey String Private key of the client certificate issued by

the X509 CA certificate configured in
authenticating_proxy mode, which is used for
authentication from kube-apiserver to the
extended API server. The private key used by
the Kubernetes cluster does not support
password encryption. Use an unencrypted
private key. (The value must be Base64-
encoded.) This field is mandatory when the
cluster authentication mode is
authenticating_proxy.

Table 4-104 MasterSpec

Parameter Type Description
availabilityZo | String AZ
ne

Table 4-105 ResourceTag
Parameter Type Description
key String Key.

e Cannot be null. Max characters: 128.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

e Cannot start with _sys_.
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Parameter

Type

Description

value

String

Value.

e Can be null but not the default. Max
characters: 255.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

Table 4-106 ClusterExtendParam

Parameter

Type

Description

clusterAZ

String

AZ of master nodes in the cluster.

e multi_az: (Optional) The cluster will span
across AZs. This field is configurable only for
high-availability clusters.

e AZ of the dedicated cloud computing poot
The cluster will be deployed in the AZ of
Dedicated Cloud (DeC). This parameter is
mandatory for dedicated CCE clusters.

dssMasterVol
umes

String

Whether the system and data disks of a master
node use dedicated distributed storage. If this
parameter is omitted or left unspecified, EVS
disks are used by default.

This parameter is mandatory for dedicated CCE

clusters. It is in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<dataVol.dssPoolID>.<d
ataVol.volType>

Field description:

e rootVol is the system disk. dataVol is the
data disk.

e dssPoollD indicates the ID of the DSS
storage pool.

e volType indicates the storage volume type
of the DSS storage pool, such as SAS and
SSD.

Example:
c950ee97-587c-4f24-8a74-3367e3da570f.sas;6e
dbc2f4-1507-44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured for non-dedicated
CCE clusters.
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Parameter

Type

Description

enterpriseProj
ectld

String

ID of the enterprise project that a cluster
belongs to.

NOTE

e An enterprise project can be configured only after
the enterprise project function is enabled.

e The enterprise project to which the cluster
belongs must be the same as that to which other
cloud service resources associated with the
cluster belong.

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

NOTE

This parameter has been deprecated. If this

parameter and kubeProxyMode in ClusterSpec are
specified at the same time, the latter is used.

clusterExterna
LIP

String

EIP of the master node

alpha.cce/
fixPoolMask

String

Number of mask bits of the fixed IP address
pool of the container network model. This field
is supported only for the VPC network model
(vpc-router).

This parameter determines the number of
container IP addresses that can be allocated to
a node. The maximum number of pods that
can be created on a node is decided by this
parameter and maxPods set during node
creation. For details, see Maximum Number
of Pods That Can Be Created on a Node.

For integer characters, the value ranges from
24 to 28.

decMasterFla
vor

String

Specifications of the master node in the
dedicated hybrid cluster.
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Parameter

Type

Description

dockerUmask
Mode

String

Default UmaskMode configuration of Docker
in a cluster. The value can be secure or
normal. If this parameter is not specified,
normal is used by default.

kubernetes.io/
cpuManagerP
olicy

String

Cluster CPU management policy. The value can
be none (or null) or static. The default value is
none (or null).

e none or null: disables pods from exclusively
occupying CPUs. Select this option if you
want a large pool of shareable CPU cores.

e static: enables pods to exclusively occupy
CPUs. Select this option if your workload is
sensitive to CPU cache and scheduling
latency.

upgradefrom

String

Records of how the cluster is upgraded to the
current version

Table 4-107 PackageConfiguration

Parameter Type Description
name String Component name.
configurations | Array of Component configuration item.

Configuratio
nltem objects

Table 4-108 Configurationltem

Parameter Type Description
name String Component configuration item name.
value Object Component configuration item value.
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Table 4-109 ClusterStatus

Parameter

Type

Description

phase

String

Cluster status. Possible values:
e Available: The cluster is running properly.

e Unavailable: The cluster is exhibiting
unexpected behavior. Manually delete the
cluster.

e ScalingUp: Nodes are being added to the
cluster.

e ScalingDown: The cluster is being
downsized to fewer nodes.

e Creating: The cluster is being created.
e Deleting: The cluster is being deleted.
e Upgrading: The cluster is being upgraded.

e Resizing: Cluster specifications are being
changed.

e RollingBack: The cluster is being rolled
back.

e RollbackFailed: The rollback is abnormal.

e Empty: The cluster has no resources.

jobID

String

ID of the task associated with the cluster in the
current state. Options:

e |D of the associated task returned when
creating a cluster. You can use it to obtain
the auxiliary tasks for creating a cluster.

e |D of the associated task returned when a
cluster fails to be deleted or is deleted. If
this parameter is not empty, you can use
the task ID to obtain the auxiliary tasks for
deleting a cluster.

NOTE

Tasks are short-lived. Do not use task information in
scenarios such as cluster status determination.

reason

String

Reason of cluster state change. This parameter
is returned if the cluster is not in the Available
state.

message

String

Detailed information about why the cluster
changes to the current state. This parameter is
returned if the cluster is not in the Available
state.

endpoints

Array of
ClusterEndpo
ints objects

Access address of kube-apiserver in the cluster.
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Parameter Type Description

deleteOption | Object Whether to delete configurations. This
parameter is contained only in the response to
the deletion request.

deleteStatus Object Whether to delete the status information. This
parameter is contained only in the response to
the deletion request.

Table 4-110 ClusterEndpoints

Parameter Type Description
url String Access address of kube-apiserver in the cluster.
type String Type of the cluster access address.

e Internal: address for internal network
access

e External: address for external network
access

Example Requests
e Updating only the description of a cluster

{
"spec" : {
"description" : "new description"
}
}
e Updating only the custom SAN of the cluster certificate
{
"spec" : {
"customSan" : [ "192.168.1.0", "example.com" ]
}
}
e Updating both the cluster description and custom certificate SAN
{
"spec" : {

"description" : "new description",
"customSan" : [ "192.168.1.0", "example.com" ]

}
}
e Configure a CIDR block for a cluster that uses VPCs and is of a version later
than v1.21.
{
"spec" : {
"containerNetwork" : {
"cidrs" : [ {
"cidr" : "10.10.0.0/16"
h{
"cidr" : "10.11.0.0/16"
}]
}
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}
}

e Modify the default security group of a node in a cluster.
/api/v3/projects/{project_id}/clusters/{cluster_id}

{
"spec" : {
"hostNetwork" : {
"SecurityGroup" : "6ee29825-8f49-4796-b33a-fc76f84a59ae"
}
}
}

Example Responses
Status code: 200

Information about the specified cluster is successfully updated.

{
"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"alias" : "mycluster",
"name" : "mycluster",
"uid" : "4d1ecb2c-229a-11e8-9c75-0255ac100ceb",
"creationTimestamp" : "2018-08-02 03:48:58.968214406 +0000 UTC",
"updateTimestamp" : "2018-08-02 06:39:36.844676088 +0000 UTC"
L
"spec" : {
"type" : "VirtualMachine",
"flavor" : "cce.s1.small",
"version" : "v1.7.3-r13",
"description" : "new description",
"customSan" : [ "192.168.1.0", "example.com" ],
"hostNetwork" : {
"vpc" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",
"subnet" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",
"SecurityGroup" : "6ee29825-8f49-4796-b33a-fc76f84a59ae"
2
"containerNetwork" : {
"mode" : "overlay_l2",
"cidr" : "172.17.0.0/16"
2
"authentication" : {
"mode" : "x509",
"authenticatingProxy" : { }
h?
"billingMode" : 0
h
"status" : {
"phase" : "Available",
"endpoints" : [ {
"url" : "https://192.168.0.11:5443",
"type" : "Internal"

]
}
}
Status Codes
Status Description
Code
200 Information about the specified cluster is successfully updated.
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Error Codes

See Error Codes.

4.2.5 Deleting a Cluster

Function
This API is used to delete a specified cluster.
L] NOTE
The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.
URI

DELETE /api/v3/projects/{project_id}/clusters/{cluster_id}

Table 4-111 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.
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Table 4-112 Query Parameters

Parameter

Mandatory

Type

Description

delete_efs

No

String

Whether to delete SFS Turbo
volumes. Value options:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

e false or skip (The object is
not deleted. These are the
default value options.)

delete_evs

No

String

Whether to delete EVS disks.
Value options:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

e false or skip (The object is
not deleted. These are the
default value options.)
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Parameter

Mandatory

Type

Description

delete_net

No

String

Whether to delete cluster
Service and ingress resources,
such as ELB load balancers.
Value options:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

o false or skip (Skip the
deletion.)

delete_obs

No

String

Whether to delete OBS
volumes. Value options:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

e false or skip (The object is
not deleted. These are the
default value options.)
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Parameter

Mandatory

Type

Description

delete_sfs

No

String

Whether to delete SFS
volumes. Value options:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

o false or skip (The object is
not deleted. These are the
default value options.)

delete_sfs30

No

String

Whether to delete an SFS 3.0
volume. Example value:

e true or block (The system
starts to delete the object.
If the deletion fails,
subsequent processes are
blocked.)

e try (The system starts to
delete the object. If the
deletion fails, no deletion
retry is performed, and
subsequent processes are
not blocked.)

e false or skip (The object is
not deleted. These are the
default value options.)

Request Parameters

Table 4-113 Request header parameters

Parameter

Mandatory

Type

Description

Content-Type

Yes

String

Message body type (format).
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Parameter

Mandatory

Type Description

X-Auth-Token

Yes

String Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see

Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-114 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Cluster or
cluster and cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata ClusterMetad | Basic information about a cluster. Metadata is
ata object a collection of attributes.
spec ClusterSpec Detailed description of the cluster. CCE creates
object or updates objects by defining or updating
spec.
status ClusterStatus | Cluster status and job ID of the cluster creation
object job.

Table 4-115 ClusterMetadata

Parameter

Type

Description

name

String

Cluster name.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.
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Parameter

Type

Description

uid

String

Cluster ID, which uniquely identifies a cluster.
This ID is automatically generated after a
cluster is created. Only the automatically
generated ID will take effect. When you create
a yearly/monthly cluster, no cluster ID will be
returned in the response body.

alias

String

Alias of a cluster name displayed on the CCE
console, and the name can be changed.

Enter 4 to 128 characters, starting with a
lowercase letter and not ending with a hyphen
(-). Only lowercase letters, digits, and hyphens
(-) are allowed.

A cluster alias must be unique.

In the request body for creating or updating a
cluster, if the cluster alias is not specified or set
to null, the cluster name will be used as the
cluster alias. In the response body for obtaining
a cluster, the cluster alias is returned. If it is not
configured, the cluster name will be returned.

annotations

Map<String,St
ring>

Cluster annotations, in the format of key-value

pairs.
"annotations": {
"key1" : "valuel",
"key2" : "value2"
}

NOTE

e annotations: Does not label or select objects.
The metadata in annotations may be small or
large, structured or unstructured, and may
include characters that are not allowed in labels.

e This field is not stored in the database and is
used only to specify the add-ons to be installed
in the cluster.

e Install ICAgent during cluster creation by adding
the key-value pair "cluster.install.addons.external/
install™:"[{"addonTemplateName":"icagent"}]".

labels

Map<String,St
ring>

Cluster labels, in the format of key-value pairs.

NOTE
The value of this field is automatically generated by
the system and is used by the frontend to identify
the features supported by the cluster during the
upgrade. Customized values are invalid.

creationTimes | String Time when the cluster was created.
tamp
updateTimest | String Time when the cluster was updated.

amp
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Table 4-116 ClusterSpec

Parameter Type Description
category String Cluster type. Options:

e CCE: CCE cluster CCE cluster supports hybrid
deployment of VMs and BMSs, and
heterogeneous nodes such as GPU and NPU
nodes, allowing you to run your containers
in a secure and stable container runtime
environment based on a high-performance
network model.

type String Master node architecture:
e VirtualMachine: x86
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Parameter Type Description

flavor String Default value. When you create a CCE cluster,
the value is cce.s1.small for non-dedicated
cloud scenarios and cce.dec.s1.small for
dedicated cloud scenarios.

Cluster flavor. Only the flavors of clusters v1.15
or later versions can be changed after a cluster
is created. Select a cluster flavor based on your
requirements.

e cce.s1.small: a small-scale CCE cluster with
one master node and a maximum of 50
worker nodes

e cce.sl.medium: a medium-scale CCE cluster
with one master node and a maximum of
200 worker nodes

e cce.s2.small: a small-scale CCE cluster with
multiple master nodes and a maximum of
50 worker nodes

e cce.s2.medium: a medium-scale CCE cluster
with multiple master nodes and a
maximum of 200 worker nodes

e cce.s2.large: a large-scale CCE cluster with
multiple master nodes and a maximum of
1000 worker nodes

e cce.s2.xlarge: an ultra-large-scale CCE
cluster with multiple master nodes and a
maximum of 2000 worker nodes

NOTE
e s1: a CCE cluster with one master node
e s2: a CCE cluster with multiple master nodes

e dec: a dedicated CCE cluster. For example,
cce.dec.s1.small indicates a small-scale
dedicated CCE cluster with one master node and
a maximum of 50 worker nodes.

e Maximum number of worker nodes: The
maximum number of worker nodes in a cluster.
Select a cluster flavor based on your
requirements.

e A CCE cluster with one master node: If the
master node is down, the cluster will become
unavailable, but the running workloads will not
be affected.

e A cluster with multiple master nodes: This is an
HA cluster. If a master node is down, the cluster
can still be functionally available.
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Parameter

Type

Description

version

String

Cluster version, which mirrors the baseline
version of the Kubernetes community. The
latest version is recommended.

You can create clusters of two latest versions
on the CCE console. To learn which cluster
versions are available, log in to the CCE
console, create a cluster, and check the Cluster
Version parameter. You can call APIs to create
clusters of other versions. However, these
cluster versions will be gradually terminated.
For details about the support policy, see the
CCE announcement.

NOTE

e If not specified, a cluster of the latest version will
be created.

e If a baseline cluster version is specified but the R
version is not specified, a cluster of the latest R
version will be created by default. It is a good
practice not to specify the R version.

platformVersi
on

String

CCE cluster platform version, indicating the
internal version under the cluster version
(version). Platform versions are used to trace
iterations in a major cluster version. They are
unique within a major cluster version and
recounted when the major cluster version
changes. This parameter cannot be customized.
When you create a cluster, the latest
corresponding platform version is
automatically selected.

The format of platformVersion is cce.X.Y.

e X: internal feature version, indicating
changes in features, patches, or OS support
in the cluster version. The value starts from
1 and increases monotonically.

e Y: patch version of an internal feature
version. It is used only for software package
update after the feature version is brought
online. No other modification is involved.
The value starts from 0 and increases
monotonically.

description

String

Cluster description, for example, which purpose
the cluster is intended to serve. By default, this
field is left unspecified. To modify cluster
description after the cluster is created, call the
API for updating cluster information or go to
the cluster details page on the CCE console.
Only UTF-8 encoding is supported.
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Parameter Type Description
customSan Array of Custom SAN field in the server certificate of
strings the cluster API server, which must comply with
the SSL and X509 format specifications.
1. Duplicate names are not allowed.
2. Must comply with the IP address and
domain name formats.
Example:
SAN 1: DNS Name=example.com
SAN 2: DNS Name=www.example.com
SAN 3: DNS Name=example.net
SAN 4: IP Address=93.184.216.34
ipvbenable Boolean Whether the cluster supports IPv6 addresses.
This field is supported in clusters of v1.15 and
later versions.
hostNetwork | HostNetwork | Node networking parameters, including VPC
object and subnet ID. This field is mandatory because

nodes in a cluster communicate with each
other by using a VPC.

containerNet
work

ContainerNet
work object

Container networking parameters, including
the container network model and container
CIDR block.

serviceNetwor
k

ServiceNetw
ork object

Service CIDR block, including IPv4 CIDR blocks.

authenticatio

Authenticati

Configurations of the cluster authentication

n on object mode.
billingMode Integer Billing mode of a cluster.
e 0: pay-per-use
Defaults to pay-per-use.
masters Array of Advanced configurations of master nodes
MasterSpec
objects
kubernetesSvc | String Service CIDR blocks for Kubernetes clusterlPs.
IpRange This field is available only for clusters of
v1.11.7 and later. If this parameter is not
specified during cluster creation, the default
value 10.247.0.0/16 will be used. This
parameter is deprecated. Use serviceNetwork
instead. The new field contains the IPv4 CIDR
blocks.
clusterTags Array of Cluster resource tags.
ResourceTag
objects
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Parameter

Type

Description

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

az

String

AZ. This field is returned only for a query.

extendParam

ClusterExten
dParam
object

Extended field to decide whether the cluster
will span across AZs or belong to a specified
enterprise project, or whether a dedicated CCE
cluster is to be created.

supportlstio

Boolean

Whether Istio is supported.

configurations
Override

Array of
PackageConfi
guration
objects

Whether to overwrite the default component
configurations of the cluster. If a component or
a parameter that is not supported by the
component is specified, this configuration is
ignored. For details about the supported
configurable components and their
parameters, see

Table 4-117 HostNetwork

Parameter

Type

Description

vpc

String

ID of the VPC used to create a master node.

Obtain the public address by performing the
following steps:

e Method 1: Log in to the VPC console, and
click the name of a VPC to view the VPC ID
on the displayed details page.

e Method 2: Use the VPC API to query the
VPC ID.
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Parameter Type

Description

subnet String

Network ID of the subnet used to create a
master node. Methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab page.
You can view the network ID on the
displayed page.

e Method 2: Use the VPC API for querying
subnets. . .

SecurityGroup | String

Default worker node security group ID of the
cluster. If specified, the cluster will be bound to
the target security group. Otherwise, the
system will automatically create a default
worker node security group for you. The
default worker node security group needs to
allow access from certain ports to ensure
normal communications.

Table 4-118 ContainerNetwork

Parameter Type

Description

mode String

Container network model. Select one of the
following possible values:

e overlay_l2: an overlay_l2 network
(container tunnel network) built for
containers by using OpenVSwitch (OVS).

e vpc-router: an underlay_[2 network built for
containers by using IPvlan and custom VPC
routes.

cidr String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, or
192.168.0.0/16-19. If the selected CIDR block
conflicts with existing ones, an error will be
reported.

Not editable after the cluster is created.
(deprecated. A specified cidrs will make cidr
invalid.)
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cidrs Array of List of container CIDR blocks. In clusters of
ContainerCID | v1.21 or later, the cidrs field is used. When the
R objects cluster network type is vpc-router, you can

configure a maximum of 20 container CIDR
blocks. In cluster versions earlier than v1.21, if
the cidrs field is used, the first CIDR element in
the array is used as the container CIDR block.

The configuration cannot be modified after the
cluster is created.

Table 4-119 ContainerCIDR

Parameter

Type

Description

cidr

String

Container CIDR block. Recommended:
10.0.0.0/12-19, 172.16.0.0/16-19, and
192.168.0.0/16-19

Table 4-120 EniNetwork

Parameter

Type

Description

eniSubnetld

String

IPv4 subnet ID of ENI subnet. (IPv6 is not
supported and is being discarded.) You can
obtain it in either of the following ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

eniSubnetCID
R

String

ENI subnet CIDR (being discarded)

subnets

Array of
NetworkSub
net objects

List of IPv4 subnet IDs
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Table 4-121 NetworkSubnet

Parameter

Type

Description

subnetID

String

IPv4 subnet ID of the subnet for creating
master nodes. Currently, IPv6 is not supported.
You can obtain it in either of the following
ways:

e Method 1: Log in to the VPC console and
click the target subnet on the Subnets
page. You can view the IPv4 subnet ID on
the displayed page.

e Method 2: Use the VPC API for querying
subnets.

Table 4-122 ServiceNetwork

Parameter

Type

Description

IPv4CIDR

String

Value range of the Kubernetes clusterlP IPv4
CIDR blocks. If this parameter is not specified
during cluster creation, the default value
10.247.0.0/16 will be used.

Table 4-123 Authentication

Parameter

Type

Description

mode

String

Cluster authentication mode.

e Clusters of Kubernetes v1.11 or earlier
support x509, rbac, and
authenticating_proxy. Defaults to x509.

o Clusters of Kubernetes v1.13 or later
support rbac and authenticating_proxy.
Defaults to rbac.

authenticatin
gProxy

Authenticati
ngProxy
object

Configuration related to the
authenticating_proxy mode. This field is
mandatory when the authentication mode is
authenticating_proxy.
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Table 4-124 AuthenticatingProxy

Parameter Type Description

ca String X509 CA certificate (Base64-encoded)
configured in authenticating_proxy mode. This
field is mandatory when the cluster
authentication mode is authenticating_proxy.
Maximum size: 1 MB

cert String Client certificate issued by the X509 CA
certificate configured in authenticating_proxy
mode, which is used for authentication from
kube-apiserver to the extended API server. (The
value must be Base64-encoded.) This field is
mandatory when the cluster authentication
mode is authenticating_proxy.

privateKey String Private key of the client certificate issued by

the X509 CA certificate configured in
authenticating_proxy mode, which is used for
authentication from kube-apiserver to the
extended API server. The private key used by
the Kubernetes cluster does not support
password encryption. Use an unencrypted
private key. (The value must be Base64-
encoded.) This field is mandatory when the
cluster authentication mode is
authenticating_proxy.

Table 4-125 MasterSpec

Parameter Type Description
availabilityZo | String AZ
ne

Table 4-126 ResourceTag
Parameter Type Description
key String Key.

e Cannot be null. Max characters: 128.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

e Cannot start with _sys_.
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Parameter

Type

Description

value

String

Value.

e Can be null but not the default. Max
characters: 255.

e Use letters, digits, and spaces in UTF-8
format.

e Can contain the following special
characters: _.:/=+-@.

Table 4-127 ClusterExtendParam

Parameter

Type

Description

clusterAZ

String

AZ of master nodes in the cluster.

e multi_az: (Optional) The cluster will span
across AZs. This field is configurable only for
high-availability clusters.

e AZ of the dedicated cloud computing poot
The cluster will be deployed in the AZ of
Dedicated Cloud (DeC). This parameter is
mandatory for dedicated CCE clusters.

dssMasterVol
umes

String

Whether the system and data disks of a master
node use dedicated distributed storage. If this
parameter is omitted or left unspecified, EVS
disks are used by default.

This parameter is mandatory for dedicated CCE

clusters. It is in the following format:
<rootVol.dssPoollD>.<rootVol.volType>;<dataVol.dssPoolID>.<d
ataVol.volType>

Field description:

e rootVol is the system disk. dataVol is the
data disk.

e dssPoollD indicates the ID of the DSS
storage pool.

e volType indicates the storage volume type
of the DSS storage pool, such as SAS and
SSD.

Example:
c950ee97-587c-4f24-8a74-3367e3da570f.sas;6e
dbc2f4-1507-44f8-ac0d-eed1d2608d38.ssd
NOTE

This field cannot be configured for non-dedicated
CCE clusters.
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Parameter

Type

Description

enterpriseProj
ectld

String

ID of the enterprise project that a cluster
belongs to.

NOTE

e An enterprise project can be configured only after
the enterprise project function is enabled.

e The enterprise project to which the cluster
belongs must be the same as that to which other
cloud service resources associated with the
cluster belong.

kubeProxyMo
de

String

Service forwarding mode. Two modes are
available:

e iptables: Traditional kube-proxy uses
iptables rules to implement Service load
balancing. In this mode, too many iptables
rules will be generated when many Services
are deployed. In addition, non-incremental
updates will cause latency and even
tangible performance issues in the case of
service traffic spikes.

e ipvs: Optimized kube-proxy mode with
higher throughput and faster speed. This
mode supports incremental updates and
can keep connections uninterrupted during
Service updates. It is suitable for large-sized
clusters.

NOTE

This parameter has been deprecated. If this

parameter and kubeProxyMode in ClusterSpec are
specified at the same time, the latter is used.

clusterExterna
LIP

String

EIP of the master node

alpha.cce/
fixPoolMask

String

Number of mask bits of the fixed IP address
pool of the container network model. This field
is supported only for the VPC network model
(vpc-router).

This parameter determines the number of
container IP addresses that can be allocated to
a node. The maximum number of pods that
can be created on a node is decided by this
parameter and maxPods set during node
creation. For details, see Maximum Number
of Pods That Can Be Created on a Node.

For integer characters, the value ranges from
24 to 28.

decMasterFla
vor

String

Specifications of the master node in the
dedicated hybrid cluster.
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Parameter

Type

Description

dockerUmask
Mode

String

Default UmaskMode configuration of Docker
in a cluster. The value can be secure or
normal. If this parameter is not specified,
normal is used by default.

kubernetes.io/
cpuManagerP
olicy

String

Cluster CPU management policy. The value can
be none (or null) or static. The default value is
none (or null).

e none or null: disables pods from exclusively
occupying CPUs. Select this option if you
want a large pool of shareable CPU cores.

e static: enables pods to exclusively occupy
CPUs. Select this option if your workload is
sensitive to CPU cache and scheduling
latency.

upgradefrom

String

Records of how the cluster is upgraded to the
current version

Table 4-128 PackageConfiguration

Parameter Type Description
name String Component name.
configurations | Array of Component configuration item.

Configuratio
nltem objects

Table 4-129 Configurationltem

Parameter Type Description
name String Component configuration item name.
value Object Component configuration item value.
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Table 4-130 ClusterStatus

Parameter

Type

Description

phase

String

Cluster status. Possible values:
e Available: The cluster is running properly.

e Unavailable: The cluster is exhibiting
unexpected behavior. Manually delete the
cluster.

e ScalingUp: Nodes are being added to the
cluster.

e ScalingDown: The cluster is being
downsized to fewer nodes.

e Creating: The cluster is being created.
e Deleting: The cluster is being deleted.
e Upgrading: The cluster is being upgraded.

e Resizing: Cluster specifications are being
changed.

e RollingBack: The cluster is being rolled
back.

e RollbackFailed: The rollback is abnormal.

e Empty: The cluster has no resources.

jobID

String

ID of the task associated with the cluster in the
current state. Options:

e |D of the associated task returned when
creating a cluster. You can use it to obtain
the auxiliary tasks for creating a cluster.

e |D of the associated task returned when a
cluster fails to be deleted or is deleted. If
this parameter is not empty, you can use
the task ID to obtain the auxiliary tasks for
deleting a cluster.

NOTE

Tasks are short-lived. Do not use task information in
scenarios such as cluster status determination.

reason

String

Reason of cluster state change. This parameter
is returned if the cluster is not in the Available
state.

message

String

Detailed information about why the cluster
changes to the current state. This parameter is
returned if the cluster is not in the Available
state.

endpoints

Array of
ClusterEndpo
ints objects

Access address of kube-apiserver in the cluster.
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deleteOption | Object Whether to delete configurations. This
parameter is contained only in the response to
the deletion request.

deleteStatus Object Whether to delete the status information. This
parameter is contained only in the response to
the deletion request.

Table 4-131 ClusterEndpoints

Parameter Type Description
url String Access address of kube-apiserver in the cluster.
type String Type of the cluster access address.

e Internal: address for internal network
access

e External: address for external network
access

Example Requests

None

Example Responses
Status code: 200

The job for deleting a cluster is successfully delivered.

"kind" : "Cluster",
"apiVersion" : "v3",
"metadata" : {
"alias" : "mycluster",
"name" : "mycluster",

"uid" : "fc563b3c-9552-11e8-8beb-0255ac106311",
"creationTimestamp" : "2018-08-01 06:20:28.81667161 +0000 UTC",
"updateTimestamp" : "2018-08-01 09:23:38.944333282 +0000 UTC"

L
"spec" : {
"type" : "VirtualMachine",
"flavor" : "cce.s1.small",
"version" : "v1.7.3-r13",
"description" : "new description",
"hostNetwork" : {

"vpc" : "cbed56e8-03e7-4304-a477-b54bef0857c3",
"subnet" : "5de50062-2be2-4a52-893e-e0906e3e9c9d"

1

"containerNetwork" : {
"mode" : "overlay_l2",
"cidr" : "172.16.0.0/16"

}

"authentication" : {
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"mode" : "x509",
"authenticatingProxy" : { }

%,
"billingMode"

}

"status" : {

:0

"phase" : "Available",

"jobID" : "e8ebf96c-956d-11e8-a949-0255ac10575d",

"endpoints" : [ {

"url" : "https://192.168.0.16:5443",

"type" : "Internal"

1]
}
}

Status Codes

Status
Code

Description

200

The job for deleting a cluster is successfully delivered.

Error Codes

See Error Codes.

4.2.6 Hibernating a Cluster

Function

This API is used to hibernate a running cluster. After a cluster is hibernated,

master node resources stop being billed.

Constraints

1. After a cluster is hibernated, resources such as workloads cannot be created

or managed in the cluster.

2. After a pay-per-use cluster is hibernated, master node resources are not billed.
Other resources such as the nodes to which the cluster belongs, bound EIP,
and bandwidth are billed based on their billing mode (yearly/monthly or pay-

per-use).

URI

POST /api/v3/projects/{project_id}/clusters/{cluster_id}/operation/hibernate

Table 4-132 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.
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Parameter Mandatory Type Description

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters

in the API URL.
Request Parameters
Table 4-133 Request header parameters
Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

None

Example Requests

None

Example Responses

None
Status Codes
Status Description
Code
200 The cluster hibernation job is successfully delivered. Keep querying
the cluster status. When the cluster status changes to Hibernation,
the cluster is hibernated.

Error Codes

See Error Codes.
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4.2.7 Waking Up a Cluster

Function

URI

This API is used to wake up a hibernated cluster. After the cluster is woken up,

master node resources continue to be billed.

POST /api/v3/projects/{project_id}/clusters/{cluster_id}/operation/awake

Table 4-134 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-135 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

None

Example Requests

None
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Example Responses

None

Status Codes

Status
Code

Description

200

The cluster wakeup job is successfully delivered. Keep querying the

cluster status. When the cluster status changes to Available, the

cluster is woken up successfully.

Error Codes

See Error Codes.

4.2.8 Obtaining a Cluster Certificate

Function

This API is used to obtain a certificate of a specified cluster.

Constraints

This API is applicable to clusters of v1.13 and later.

URI

POST /api/v3/projects/{project_id}/clusters/{cluster_id}/clustercert

Table 4-136 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.
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Request Parameters

Table 4-137 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-138 Request body parameters

Parameter Mandatory Type Description

duration Yes Integer Validity period of the cluster
certificate. The minimum
value is 1 day and the
maximum value is 5 years.
Therefore, the value ranges
from 1 to 1827. (The unit is
day. The actual limit depends
on the number of leap years
in the five years. For example,
if there is a leap year in the
five years, the upper limit is
1826 days.) If this parameter
is set to -1, the maximum
value is 5 years.

Response Parameters
Status code: 200

Table 4-139 Response header parameters

Parameter Type Description

Port-ID String Port ID of the cluster master node
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Table 4-140 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Config and
cannot be changed.
apiVersion String API version. The value is fixed at v1.
preferences Object This field is not used currently and is left
unspecified by default.
clusters Array of Cluster list
Clusters
objects
users Array of Certificate information and client key
Users objects | information of a specified user
contexts Array of Context list
Contexts
objects
current- String Current context. If publiclp (VM EIP) exists, the
context value is external. If publiclp does not exist,
the value is internal.

Table 4-141 Clusters

Parameter Type Description
name String Cluster name.

e |f publiclp does not exist (that is, no VM EIP
exists), there is only one cluster in the
cluster list, and the value of this parameter
is internalCluster.

e If publiclp exists (that is, the EIP exists),
there are at least two clusters in the cluster
list, and the value of this parameter is
externalCluster.

cluster ClusterCert Cluster information
object

Table 4-142 ClusterCert

Parameter

Type

Description

server

String

Server IP address
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Parameter Type Description
certificate- String Certificate authorization data
authority-
data
insecure-skip- | Boolean Whether to skip the server certificate

tls-verify

verification. If the cluster type is
externalCluster, the value is true.

Table 4-143 Users

Parameter Type Description

name String The value is fixed at user.

user User object Certificate information and client key
information of a specified user

Table 4-144 User

Parameter Type Description

client- String Client certificate

certificate-

data

client-key- String PEM encoding data from the TLS client key file
data

Table 4-145 Contexts

Parameter Type Description
name String Context name.

e |f publiclp does not exist (that is, no VM EIP
exists), there is only one cluster in the
cluster list, and the value of this parameter
is internal.

e |f publiclp exists (that is, the EIP exists),
there are at least two clusters in the cluster
list, and the value of this field for all
extension contexts is external.

context Context Context information
object
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Table 4-146 Context

Parameter Type Description
cluster String Cluster context
user String User context

Example Requests
Applying for a cluster access certificate valid for 30 days

{

"duration" : 30

}

Example Responses
Status code: 200

The certificate of the specified cluster is successfully obtained. For details about
the certificate file format, see the Kubernetes v1.Config structure.

{
"kind" : "Config",
"apiVersion" : "v1",
"preferences" : { },
"clusters" : [ {
"name" : "internalCluster",
"cluster" : {
"server" : "https://192.168.1.7:5443",
"certificate-authority-data" : "Q2VydGlmaWNhdGU6*****FTkQgQOVSVEIGSUNBVEUtLSOtLQo="

}
1
"users" : [ {
"name" : "user",
"user" : {
"client-certificate-data" : "LSOtLS1CRUdJTiBDR******QVRFLSOtLSOK",
"client-key-data" : "LSOtLST1CRUdJTi******BLRVktLSOtLQo="

}

1

"contexts" : [ {
"name" : "internal",

"context" : {
"cluster" : "internalCluster",
"user" : "user"
}
11
"current-context" : "internal"
}
Status Codes
Status Description
Code
200 The certificate of the specified cluster is successfully obtained. For
details about the certificate file format, see the Kubernetes
v1.Config structure.
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Error Codes

See Error Codes.

4.2.9 Modifying Cluster Specifications

Function
This APl is used to modify the specifications of a specified cluster.
L] NOTE
e The URL for cluster management is in the format of https://Endpoint/uri, where uri
indicates the resource path for API access.
URI

POST /api/v3/projects/{project_id}/clusters/{cluster_id}/operation/resize

Table 4-147 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters

in the API URL
Request Parameters
Table 4-148 Request header parameters
Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.
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Table 4-149 Request body parameters

Parameter

Mandatory

Type

Description

flavorResize

Yes

String

Target specifications:

e cce.s1.small: a small-scale
CCE cluster with one
master node and a
maximum of 50 worker
nodes

e cce.s1.medium: a medium-
scale CCE cluster with one
master node and a
maximum of 200 worker
nodes

e cce.s2.small: a small-scale
CCE cluster with multiple
master nodes and a
maximum of 50 worker
nodes

e cce.s2.medium: a medium-
scale CCE cluster with
multiple master nodes and
a maximum of 200 nodes

e cce.s2.large: a large-scale
CCE cluster with multiple
master nodes and a
maximum of 1,000 worker
nodes

e cce.s2.xlarge: an ultra-
large-scale CCE cluster with
multiple master nodes and
a maximum of 2,000 nodes
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Parameter

Mandatory

Type

Description

NOTE

e s1:indicates a CCE cluster
with one master node.

e s2:indicates a CCE cluster
with multiple master nodes.

e dec: indicates a dedicated CCE
cluster. For example,
cce.dec.s1.small indicates a
small-scale dedicated CCE
cluster with one master node
and a maximum of 50 worker
nodes.

e Maximum number of nodes:
indicates the maximum
number of worker nodes that
can be managed by the
cluster. Select a node scale
based on your requirements.

e A cluster with one master
node: If the master node is
faulty, the cluster will become
unavailable, but the running
workloads will not be
affected.

e A cluster with multiple master
nodes: This is an HA cluster. If
a master node is faulty, the
cluster can still be
functionally available.

extendParam

No

extendParam
object

Table 4-150 extendParam

Parameter

Mandatory

Type

Description

decMasterFla
vor

No

String

Specifications of the master
node in the dedicated hybrid
cluster

isAutoPay

No

String

Whether auto payment is
enabled.

e true: Auto payment is
enabled.

e false: Auto payment is not
enabled.
NOTE
This field is valid for yearly/
monthly clusters. If not specified,
auto payment is not enabled.
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Response Parameters

Status code: 201

Table 4-151 Response body parameters

Parameter Type Description

joblD String ID of the job

orderID String ID of the order for modifying the specifications
of a yearly/monthly billed cluster

Example Requests
e Modifying the specifications of the yearly/monthly cluster (automatic
payment)
POST /api/v3/projects/{project_id}/clusters/{cluster_id}/operation/resize
{
"flavorResize" : "cce.s1.medium",
"extendParam" : {
"isAutoPay" : "true"

}
}

e Modifying the specifications of the pay-per-use cluster
POST /api/v3/projects/{project_id}/clusters/{cluster_id}/operation/resize

{

"flavorResize" : "cce.s1.medium"

}

Example Responses
Status code: 201
The job for modifying the specifications of the pay-per-use cluster is delivered.

{
"jobID" : "13b8d958-8fcf-11ed-aef3-0255ac1001bd"

}

Status Codes

Status Description

Code

201 The job for modifying the specifications of the pay-per-use cluster is
delivered.

Error Codes

See Error Codes.
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4.2.10 Querying a Job

Function

URI

This API is used to obtain information about a job via the job ID returned after a

query request is delivered.

(11 NOTE

e The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.

e You can call this APl when:

e  Creating or deleting a cluster

e  Creating or deleting a node

GET /api/v3/projects/{project_id}/jobs/{job_id}

Table 4-152 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

job_id Yes

String

Job ID. For details about how
to obtain the value, see How
to Obtain Parameters in the
API URL.

Request Parameters

Table 4-153 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.
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Response Parameters

Status code: 200

Table 4-154 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Job and cannot
be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata JobMetadata | Job metadata
object
spec JobSpec Detailed job parameters
object
status JobStatus Job status
object
Table 4-155 JobSpec
Parameter Type Description
type String Job type. An example value is CreateCluster.
clusterUID String ID of the cluster where the job runs.
resourcelD String ID of the resource on which the job is
executed.
resourceNam | String Name of the resource on which the job is
e executed.
extendParam | Map<String,St | Extended parameters
ring>
subJobs Array of Job Subjob list.

objects

e The list contains details about all subjobs.

e Generally, a cluster/node creation job
consists of multiple subjobs. The job is
complete only after all subjobs are
complete.
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Table 4-156 Job

Parameter Type Description
kind String API type. The value is fixed at Job and cannot
be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata JobMetadata | Job metadata
object
spec JobSpec Detailed job parameters
object
status JobStatus Job status
object
Table 4-157 JobMetadata
Parameter Type Description
uid String Job ID
creationTimes | String Time when the job was created
tamp
updateTimest | String Time when the job was updated
amp

Table 4-158 JobStatus

Parameter Type Description
phase String Job status. Possible values:
e JobPhaselnitializing JobPhase = "Initializing"
e JobPhaseRunning JobPhase = "Running"
e JobPhaseFailed JobPhase = "Failed"
e JobPhaseSuccess JobPhase = "Success"
reason String Reason why the job is in the current state.

Example Requests

None

Example Responses
Status code: 200
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The progress of the specified job is successfully obtained.

"kind" : "Job",
"apiVersion" : "v3",
"metadata" : {
"uid" : "354331b2c-229a-11e8-9¢75-0255ac100ceb",
"creationTimestamp" : "2018-08-02 08:12:40.672772389 +0000 UTC",
"updateTimestamp" : "2018-08-02 08:21:50.478108569 +0000 UTC"
%,
"spec" : {
"type" : "CreateCluster",
"clusterUID" : "4d1ecb2c-229a-11e8-9c75-0255ac100ceb",
"resourcelD" : "6f4dcb2c-229a-11e8-9¢75-0255ac100ceb",
"resourceName" : "cluster-name",
"extendParam" : {
"serverID" : "bc467e3a-2338-11e8-825b-0255ac100c13"
}

"subJobs" : [ {

"kind" : "Job",

"apiVersion" : "v3",

"metadata” : {
"uid" : "fd474fab-9606-11e8-baa9-0255ac10215d",
"creationTimestamp" : "2018-08-02 03:52:34.615819618 +0000 UTC",
"updateTimestamp" : "2018-08-02 04:05:29.196243031 +0000 UTC"

h?

"spec" : {
"type" : "InstallMaster",
"clusterUID" : "fcc72de0-9606-11e8-baa8-0255ac10215d",
"resourcelD" : "fd3b4ac0-9606-11e8-baa8-0255ac10215d",
"extendParam" : {

"serverID" : "fd3b4ac0-9606-11e8-baa8-0255ac10215d"

}

2

"status" : {
"phase" : "Success"

}

e
"kind" : "Job",

"apiVersion" : "v3",

"metadata" : {
"uid" : "fd474f82-9606-11e8-baa8-0255ac10215d",
"creationTimestamp" : "2018-08-02 03:52:33.859150791 +0000 UTC",
"updateTimestamp" : "2018-08-02 03:52:34.615655429 +0000 UTC"

h?

"spec" : {
"type" : "CreatePSMCert",
"clusterUID" : "fcc72de0-9606-11e8-baa8-0255ac10215d"

h?

"status" : {
"phase" : "Success"

}

1
}

"status" : {
"phase" : "Running",
"reason” : ™
}

}

Status Codes

Status Description
Code

200 The progress of the specified job is successfully obtained.
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Error Codes

See Error Codes.

4.2.11 Binding/Unbinding Public API Server Address

Function

This API is used to bind or unbind the public API server address of the cluster by

cluster ID.

(1 NOTE

The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri

indicates the resource path, that is, the path for API access.

URI

PUT /api/v3/projects/{project_id}/clusters/{cluster_id}/mastereip

Table 4-159 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-160 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.
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Table 4-161 Request body parameters

Parameter Mandatory Type Description

spec Yes MasterEIPRe | Parameters in the request for
questSpec binding or unbinding the
object public APIServer address of a

cluster

Table 4-162 MasterEIPRequestSpec

Parameter Mandatory Type Description
action No String Binding or unbinding.
Mandatory.
e Binding: The value is fixed
at {"action":"bind"}.
e Unbinding: The value is
fixed at {"action":"unbind"}.
spec No spec object Configuration attributes of the
elastic IP address to be bound
bandwidth No String Bandwidth (This field has
expired and is not
recommended.)
elasticlp No String ENI IP (This field has expired
and is not recommended.)
Table 4-163 spec
Parameter Mandatory Type Description
id No String Specifies the ENI ID. This

parameter is mandatory for
binding an ENI and is invalid
for unbinding an ENI.

Response Parameters

Status code: 200
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Table 4-164 Response body parameters

Parameter Type Description

metadata Metadata Basic information about the object. Metadata
object is a collection of attributes.

spec MasterEIPRes | Configuration of the bound public APIServer
ponseSpec address of a cluster
object

status status object | Status information

Table 4-165 Metadata

ring>

Parameter Type Description

uid String Unique ID.

name String Resource name

labels Map<String,St | Resource labels in key-value pairs. This is a

reserved field and does not take effect.

annotations

Map<String,St
ring>

Resource annotations in the format of key-
value pairs.

tamp

updateTimest | String Update time.
amp
creationTimes | String Creation time.

Table 4-166 MasterEIPResponseSpec

Parameter Type Description

action String A binding operation

spec spec object Configuration attributes of the elastic IP
address to be bound

elasticlp String EIP

Table 4-167 spec
Parameter Type Description
id String ENI'ID
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Parameter Type Description
eip EipSpec EIP details
object
IsDynamic Boolean Dynamic provisioning or not

Table 4-168 EipSpec

Parameter Type Description
bandwidth bandwidth Bandwidth information
object

Table 4-169 bandwidth

Parameter Type Description
size Integer Bandwidth size
sharetype String Bandwidth type

Table 4-170 status

Parameter Type

Description

privateEndpoi | String
nt

Private IP for accessing the cluster (VIP in the
case of an HA cluster)

publicEndpoin | String
t

Public IP for accessing the cluster

Example Requests

Bind the public API server address to a cluster.

{
"spec” : {
"action" : "bind",
"spec" : {

"id" : "a757a69e-f920-455a-b1ba-d7a22db0fd50"

}
}
}

Example Responses

Status code: 200
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This indicates that the public API server address of the cluster is successfully
bound. No response body is returned if the unbinding is successful.

{
"metadata" : { },
"spec" : {
"action" : "bind",
"spec" : {
"id" : "a757a69e-f920-455a-b1ba-d7a22db0fd50",
"eip" : {
"bandwidth" : {
"size" : 5,
"sharetype" : "PER"
}
h
"IsDynamic" : false
%
"elasticlp" : "8.8.8.8"
h
"status" : {
"privateEndpoint" : "https://192.168.3.238:5443",
"publicEndpoint" : "https://8.8.8.8:5443"
}

}

Status Codes

Status Description

Code

200 This indicates that the public API server address of the cluster is
successfully bound. No response body is returned if the unbinding is
successful.

Error Codes

See Error Codes.

4.2.12 Obtaining Cluster Access Address

Function
This APl is used to obtain the cluster access addresses by cluster ID, including the
private IP (VIP returned by an HA cluster) and public IP.
L] NOTE
The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.
URI

GET /api/v3/projects/{project_id}/clusters/{cluster_id}/openapi
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Table 4-171 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-172 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-173 Response body parameters

Parameter Type Description

metadata Metadata Basic information about the object. Metadata
object is a collection of attributes.

spec OpenAPISpec | Parameters for configuring the address for
object accessing the cluster

status status object | Status information
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Table 4-174 Metadata

Parameter Type Description

uid String Unique ID.

name String Resource name

labels Map<String,St | Resource labels in key-value pairs. This is a
ring> reserved field and does not take effect.

annotations Map<String,St | Resource annotations in the format of key-
ring> value pairs.

updateTimest | String Update time.

amp

creationTimes | String Creation time.

tamp

Table 4-175 OpenAPISpec

Parameter Type Description

spec spec object Address for accessing the cluster

Table 4-176 spec

Parameter Type Description
eip EipSpec EIP details
object
IsDynamic Boolean Dynamic provisioning or not

Table 4-177 EipSpec

Parameter Type Description
bandwidth bandwidth Bandwidth information
object

Table 4-178 bandwidth

Parameter Type Description
size Integer Bandwidth size
sharetype String Bandwidth type
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Table 4-179 status

Parameter Type Description

privateEndpoi | String Private IP for accessing the cluster (VIP in the
nt case of an HA cluster)

publicEndpoin | String Public IP for accessing the cluster

t

Example Requests

None

Example Responses
Status code: 200

The cluster access address is obtained successfully.

{

"metadata" : { },
"spec" : {
"spec" : {
|Ieip|I : {
"bandwidth" : { }
}

"IsDynamic" : false
}

1
"status" : {
"privateEndpoint" : "https://192.168.3.238:5443",
"publicEndpoint" : ""

}
}
Status Codes
Status Description
Code
200 The cluster access address is obtained successfully.

Error Codes

See Error Codes.

4.2.13 Obtaining a Cluster's Logging Configurations

Function

This API is used to obtain LTS configurations reported by the cluster components.
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URI

GET /api/v3/projects/{project_id}/cluster/{cluster_id}/log-configs

Table 4-180 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

Table 4-181 Query Parameters
Parameter Mandatory Type Description
type No String Component type. Options:

control, audit, and system-
addon. If this parameter is not
specified, all component types
will be obtained.

e control: Logs of the
components on the master
nodes will be obtained.

e audit: Audit logs of the
master nodes will be
obtained.

e system-addon: Logs of
system add-ons will be
obtained.

Request Parameters

Table 4-182 Request header parameters

Parameter

Mandatory

Type

Description

Content-Type

Yes

String

Message body type (format).
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Parameter Mandatory Type Description

X-Auth-Token | Yes String Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters
Status code: 200

Table 4-183 Response body parameters

Parameter Type Description
ttl_in_days Integer Time for storage
log_configs Array of Log configuration items
log_configs
objects

Table 4-184 log_configs

Parameter Type Description
name String Log type
enable Boolean Whether to collect logs.

Example Requests

The following example describes how to obtain add-on log configurations.

/api/v3/projects/{project_id}/cluster/{cluster_id}/log-configs?system-addon

Example Responses
Status code: 200

Cluster log configurations are obtained successfully.

{

"log_configs" : [ {
"name" : "volcano",
"enable" : true

Ao

"name" : "coredns",
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"enable" : false
Ao

"name" : "everest",

"enable" : false

}
}
Status Codes
Status Description
Code
200 Cluster log configurations are obtained successfully.

Error Codes

See Error Codes.

4.2.14 Configuring Cluster Logs

Function

This API is used to select the master node components whose logs are reported to
LTS.

URI
PUT /api/v3/projects/{project_id}/cluster/{cluster_id}/log-configs

Table 4-185 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters

in the API URI.
Request Parameters
Table 4-186 Request header parameters
Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
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Parameter Mandatory

Type

Description

X-Auth-Token | Yes

String

Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-187 Request body parameters

Parameter Mandatory Type Description

ttl_in_days No Integer Time for storage

log_configs No Array of Log configuration items
log_configs
objects

Table 4-188 log_configs

Parameter Mandatory Type Description

name No String Log type

enable No Boolean Whether to collect logs.

Response Parameters
Status code: 200

Table 4-189 Response body parameters

Parameter Type Description
ttl_in_days Integer Time for storage
log_configs Array of Log configuration items
log_configs
objects
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Table 4-190 log_configs

Parameter Type Description
name String Log type
enable Boolean Whether to collect logs.

Example Requests

The following example describes how to configure cluster logs that are reported to

LTS.

/api/v3/projects/{project_id}/cluster/{cluster_id}/log-configs

{

"log_configs" : [ {

"name" : "
"enable" :
Ao
"name" : "
"enable"
Ao
"name" :
"enable"
Ao
"name" :
"enable"
Ao
"name" :
"enable"
Ao
"name" :
"enable" :
11
}

Example Responses

kube-apiserver",
true

kube-controller-manager",

: false

"kube-scheduler",
: false

"volcano",
: true

"coredns",
: false

"everest",

false

Status code: 200

Cluster logs are configured successfully.

"ttl_in_days

"7,

"log_configs" : [ {

"name" : "
"enable" :
h o
"name" : "
"enable" :
h o
"name" : "
"enable" :
Lo
"name" : "
"enable" :
1]
}

kube-controller-manager",
true

kube-apiserver",
true

kube-scheduler",
true

audit",
true
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Status Codes

Status Description
Code
200 Cluster logs are configured successfully.

Error Codes

See Error Codes.

4.2.15 Obtaining the Partition List

Function

This API is used to obtain the partition list.

URI
GET /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions

Table 4-191 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

Request Parameters

None

Response Parameters

Status code: 200

Table 4-192 Response body parameters

Parameter Type Description

kind String Resource type
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Parameter Type Description
apiVersion String API version
items Array of Cluster partition information
Partition
objects
Table 4-193 Partition
Parameter Type Description
kind String Resource type
apiVersion String API version
metadata metadata Metadata of partitions
object
spec spec object Partition configurations
Table 4-194 metadata
Parameter Type Description
name String Partition name
creationTimes | String Creation time
tamp
Table 4-195 spec
Parameter Type Description
hostNetwork | hostNetwork | Partition subnet
object
containerNet | Array of Container subnet in the partition
work containerNet
work objects
publicBorderG | String Group
roup
category String Category
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Table 4-196 hostNetwork

Parameter Type Description

subnetID String Subnet ID

Table 4-197 containerNetwork

Parameter Type Description

subnetID String Subnet ID

Example Requests

None

Example Responses
Status code: 200

OK

{

"kind" : "List",

"apiVersion" : "v3",

"items" : [ {
"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {

"name" : "partitionName",

"creationTimestamp" : "2000-1-1 00:00:35.451967 +0000 UTC"

2
"spec" : {
"hostNetwork" : {
"subnetID" : "subnetID"
h?
"containerNetwork" : [ {
"subnetID" : "subnetID"
IR
"publicBorderGroup" : "publicBorderGroup",
"category" : "category"
}
13
}

Status Codes

Status Description
Code

200 OK

Error Codes

See Error Codes.
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4.2.16 Creating a Partition

Function

This API is used to create a partition.

URI
POST /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions

Table 4-198 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-199 Request body parameters

Parameter Mandatory Type Description

kind No String Resource type

apiVersion No String API version

metadata No metadata Metadata of partitions
object

spec No spec object Partition configurations

Table 4-200 metadata

Parameter

Mandatory

Type

Description

name

No

String

Partition name
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Table 4-201 spec
Parameter Mandatory Type Description
hostNetwork | No hostNetwork | Partition subnet
object
containerNet | No Array of Container subnet in the
work containerNet | partition
work objects
publicBorderG | No String Group
roup
category No String Category
Table 4-202 hostNetwork
Parameter Mandatory Type Description
subnetID No String Subnet ID
Table 4-203 containerNetwork
Parameter Mandatory Type Description
subnetID No String Subnet ID
Response Parameters
Status code: 200
Table 4-204 Response body parameters
Parameter Type Description
kind String Resource type
apiVersion String API version
metadata metadata Metadata of partitions
object
spec spec object Partition configurations
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Table 4-205 metadata
Parameter Type Description
name String Partition name
creationTimes | String Creation time
tamp
Table 4-206 spec
Parameter Type Description
hostNetwork | hostNetwork | Partition subnet
object
containerNet | Array of Container subnet in the partition
work containerNet
work objects
publicBorderG | String Group
roup
category String Category
Table 4-207 hostNetwork
Parameter Type Description
subnetID String Subnet ID
Table 4-208 containerNetwork
Parameter Type Description
subnetID String Subnet ID
Example Requests
POST /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions
{
"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {
"name" : "partitionName"
B
"spec" : {
"hostNetwork" : {
"subnetID" : "subnetID"
%
"containerNetwork" : [ {
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"subnetID" : "subnetID"
11
"publicBorderGroup" : "publicBorderGroup",

"category" : "category"

}

}

Example Responses
Status code: 200

OK
{

"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {

"name" : "partitionName",

"creationTimestamp" : "2000-1-1 00:00:35.451967 +0000 UTC"

b
"SpeC” . {

"hostNetwork" : {

"subnetID" : "subnetID"

%
"containerNetwork" : [ {

"subnetID" : "subnetID"
11
"publicBorderGroup" : "publicBorderGroup",
"category" : "category"

}
}
Status Codes
Status Description
Code
200 OK

Error Codes

See Error Codes.

4.2.17 Obtaining Partition Details

Function

This API is used to obtain partition details.

URI

GET /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions/{partition_name}
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Table 4-209 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

partition_nam | Yes String Partition name

e

Request Parameters

None

Response Parameters

Status code: 200

Table 4-210 Response body parameters

Parameter Type Description

kind String Resource type

apiVersion String API version

metadata metadata Metadata of partitions
object

spec spec object Partition configurations

Table 4-211 metadata

tamp

Parameter Type Description
name String Partition name
creationTimes | String Creation time
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Table 4-212 spec
Parameter Type Description
hostNetwork | hostNetwork | Partition subnet
object
containerNet | Array of Container subnet in the partition
work containerNet
work objects
publicBorderG | String Group
roup
category String Category
Table 4-213 hostNetwork
Parameter Type Description
subnetID String Subnet ID
Table 4-214 containerNetwork
Parameter Type Description
subnetID String Subnet ID
Example Requests
None
Example Responses
Status code: 200
OK
{
"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {
"name" : "partitionName",
"creationTimestamp" : "2000-1-1 00:00:35.451967 +0000 UTC"
B
"spec" : {
"hostNetwork" : {
"subnetID" : "subnetID"
%
"containerNetwork" : [ {
"subnetID" : "subnetID"
11
"publicBorderGroup" : "publicBorderGroup",
"category" : "category"
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Status Codes

Error Codes

Status Description
Code
200 OK

See Error Codes.

4.2.18 Updating a Partition

Function

URI

This API is used to update a partition.

PUT /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions/{partition_name}

Table 4-215 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

partition_nam

e

Yes

String

Partition name

Request Parameters

Table 4-216 Request body parameters

Parameter Mandatory Type Description
kind No String Resource type
apiVersion No String API version
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Parameter Mandatory Type Description
metadata No metadata Metadata of partitions
object
spec No spec object Partition configurations
Table 4-217 metadata
Parameter Mandatory Type Description
name No String Partition name
Table 4-218 spec
Parameter Mandatory Type Description
hostNetwork | No hostNetwork | Partition subnet
object
containerNet | No Array of Container subnet in the
work containerNet | partition
work objects
publicBorderG | No String Group
roup
category No String Category
Table 4-219 hostNetwork
Parameter Mandatory Type Description
subnetID No String Subnet ID
Table 4-220 containerNetwork
Parameter Mandatory Type Description
subnetID No String Subnet ID
Response Parameters
Status code: 200
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Table 4-221 Response body parameters
Parameter Type Description
kind String Resource type
apiVersion String API version
metadata metadata Metadata of partitions
object
spec spec object Partition configurations
Table 4-222 metadata
Parameter Type Description
name String Partition name
creationTimes | String Creation time
tamp
Table 4-223 spec
Parameter Type Description
hostNetwork | hostNetwork | Partition subnet
object
containerNet | Array of Container subnet in the partition
work containerNet
work objects
publicBorderG | String Group
roup
category String Category
Table 4-224 hostNetwork
Parameter Type Description
subnetID String Subnet ID
Table 4-225 containerNetwork
Parameter Type Description
subnetID String Subnet ID
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Example Requests

PUT /api/v3/projects/{project_id}/clusters/{cluster_id}/partitions/{partition_name}

{
"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {
"name" : "partitionName"
1
"spec" : {
"hostNetwork" : {
"subnetID" : "subnetID"
B
"containerNetwork" : [ {
"subnetID" : "subnetID"
11
"publicBorderGroup" : "publicBorderGroup",
"category" : "category"
}
}

Example Responses

Status code: 200
OK
{

"kind" : "Partition",
"apiVersion" : "v3",
"metadata" : {
"name" : "partitionName",
"creationTimestamp" : "2000-1-1 00:00:35.451967 +0000 UTC"
1
nspecn . {
"hostNetwork" : {
"subnetID" : "subnetID"
B
"containerNetwork" : [ {
"subnetID" : "subnetID"
11
"publicBorderGroup" : "publicBorderGroup",
"category" : "category"

Status Codes

Status Description
Code

200 OK

Error Codes

See Error Codes.
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4.3 Node Management

4.3.1 Creating a Node

Function

Constraints

URI

This API is used to create a node in a specified cluster.

(10 NOTE

e |If there is no cluster, create one.

e The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.

Only KVM nodes can be created. Non-KVM nodes cannot be used after being

created.

POST /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes

Table 4-226 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Table 4-227 Query Parameters
Parameter Mandatory Type Description
nodepoolScal | No String Whether the request is

eUp

delivered by the node pool. If
the value is not
NodepoolScaleUp, the
number of pods in the
corresponding node pool is
automatically updated.
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Request Parameters

Table 4-228 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-229 Request body parameters

Parameter Mandatory Type Description
kind Yes String API type. The value is fixed at
Node and cannot be changed.
apiVersion Yes String API version. The value is fixed
at v3 and cannot be changed.
metadata No NodeMetada | Node metadata, which is a
ta object collection of attributes.
spec Yes NodeSpec Detailed description of the
object node. CCE creates or updates
objects by defining or
updating spec.

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 194



Cloud Container Engine

API Reference

4 APIs

Table 4-230 NodeMetadata

Parameter Mandatory

Type

Description

name No

String

Node name

NOTE
Enter 1 to 56 characters starting
with a letter and not ending with
a hyphen (-). Only lowercase
letters, digits, and hyphens (-)
are allowed. If name is left
empty or is not specified, the
node name is generated based
on the default rule, which is
Cluster name-Random characters.
Only the first 36 characters are
kept for a long cluster name. If
the number of nodes (count) is
greater than 1, some random
characters are added to the end
of the entered node name
according to the default rule,
which is User-defined name-
Random characters. Only the first
50 characters in the custom
name are kept, followed by some
random characters. Names of
nodes running in clusters v1.28.1,
v1.27.3, v1.25.6, v1.23.11,
v1.21.12 or later support periods
(.), but this configuration is not
recommended.

uid No

String

Node ID, which is unique and

automatically generated after
the resource is created. A user-
defined ID will not take effect.

labels No

Map<String,St
ring>

CCE node label (not the native
Kubernetes label).

Labels are used to select
objects that meet certain
criteria. A label is a key-value
pair.
Example:
"labels": {

"key" : "value"

}
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Parameter

Mandatory

Type

Description

annotations

No

Map<String,St
ring>

CCE node annotations, in key-
value pairs (not the native
Kubernetes annotations).

Example:
"annotations": {
"key1" : "valuel",
"key2" : "value2"
}

NOTE

e annotations are not used to
identify or select objects. The
metadata in annotations
may be small or large,
structured or unstructured,
and may include characters
that are not allowed in labels.

e This parameter is used only
for query and cannot be input
through a request. Entered
data of this parameter is
invalid.

creationTimes
tamp

No

String

Time when the object was
created. The value is
automatically generated after
the object is created. A user-
defined value will not take
effect.

updateTimest
amp

No

String

Time when the object was
updated. The value is
automatically generated after
the object is created. A user-
defined value will not take
effect.

Table 4-231 NodeSpec

Parameter

Mandatory

Type

Description

flavor

Yes

String

Node specifications. For
details about the node
specifications supported by
CCE, see Node Flavor
Description.

az

Yes

String

Name of the AZ where the
node to be created is
located. . .
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Parameter

Mandatory

Type

Description

oS

No

String

The OS type of the node. For
details about the supported
OSs, see [Node OS
Description] (node-os.xml).

NOTE

e The system automatically
selects the supported OS
based on the cluster version.
If the current cluster does not
support the OS, an error will
be reported.

e If alpha.cce/NodelmagelD in
extendParam is specified
during node creation, you do
not need to configure this
parameter.

e This parameter is mandatory
when creating a node pool.

login

Yes

Login object

Node login mode.

rootVolume

Yes

Volume
object

Information about disks on
the node

dataVolumes

Yes

Array of
Volume
objects

Data disk parameters of the
node. Currently, you can add
the second data disk for your
node on the CCE console. This
data disk is used by the
container runtime and
kubelet. Do not uninstall this
disk. Otherwise, the node will
become unavailable. For DeC
nodes, the parameter
description is the same as that
for rootVolume.
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Parameter

Mandatory

Type

Description

storage

No

Storage
object

Disk initialization
management parameter.
This parameter is complex to
configure. For details, see
Attaching Disks to a Node.

If this parameter retains its
default, disks are managed
based on the
DockerLVMConfigOverride
(discarded) parameter in
extendParam. This parameter
is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves
local disks and EVS disks at the
same time, do not retain the
default value of this parameter to
prevent unexpected disk
partitions.

publiclP

No

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported
when you add a node to a node
pool.

nodeNicSpec

No

NodeNicSpec
object

NIC of the node

count

No

Integer

Number of nodes to be
created in a batch. The value
must be a positive integer
greater than or equal to 1 and
less than or equal to the
defined limit. This parameter
can be left blank when it is
used for a node pool.

billingMode

No

Integer

Node billing mode.
e 0: pay-per-use
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Parameter

Mandatory

Type

Description

taints

No

Array of Taint
objects

You can add taints to created
nodes to configure anti-
affinity. A maximum of 20
taints can be added. Each
taint contains the following
parameters:

e Key: A key must contain 1
to 63 characters starting
with a letter or digit. Only
letters, digits, hyphens (-),
underscores (_), and
periods (.) are allowed. A
DNS subdomain name can
be used as the prefix of a
key.

e Value: A value must start
with a letter or digit and
can contain a maximum of
63 characters, including
letters, digits, hyphens (-),
underscores (), and
periods (.).

e Effect: Available options
are NoSchedule,
PreferNoSchedule, and
NoExecute. When creating
a node, you can specify the
initial value for this
parameter and this field is
not returned during query.
In using node pools, the
initial value can be
specified in the node
template and this field is
returned during query. In
other scenarios, this field is
not returned during query.

Example:
"taints": [{

"value": "unavailable",
"effect": "NoSchedule"

W
"key": ”lOOkS”,
"value": "bad",

"effect": "NoSchedule"
H
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Parameter Mandatory Type Description
k8sTags No Map<String,St | Defined in key-value pairs. A
ring> maximum of 20 key-value

pairs are allowed.

e Key: Enter 1 to 63
characters, starting with a
letter or digit. Only letters,
digits, hyphens (-),
underscores (_), and
periods (.) are allowed. A
DNS subdomain can be
prefixed to a key and
contain a maximum of 253
characters. Example DNS
subdomain:
example.com/my-key

e Value: The value can be
left blank or contain 1 to
63 characters that start
with a letter or digit. Only
letters, digits, hyphens (-),
underscores (), and
periods (.) are allowed in
the character string. When
creating a node, you can
specify the initial value for
this parameter and this
field is not returned during
query. In using node pools,
the initial value can be
specified in the node
template and this field is
returned during query. In
other scenarios, this field is
not returned during query.

Example:
"k8sTags": {
"key": "value"

}

ecsGroupld No String ECS group ID. If this parameter

is configured, nodes will be

created in the specified ECS

group.

NOTE
This configuration does not take
effect when a node pool is
created. To ensure that all nodes
in a node pool are in the same
ECS group, configure
nodeManagement in the node
pool.
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Parameter

Mandatory

Type

Description

dedicatedHost
Id

No

String

ID of the DeH to which the
node is scheduled.
NOTE

This parameter is not supported

when you add a node during
node pool creation.

userTags

No

Array of
UserTag
objects

Cloud server tag. The key of a
tag must be unique. The
maximum number of custom
tags supported by CCE
depends on the region and
cannot exceed 8. When
creating a node, you can
specify the initial value for this
parameter and this field is not
returned during query. In
using node pools, the initial
value can be specified in the
node template and this field is
returned during query. In
other scenarios, this field is
not returned during query.
NOTE
Use only letters, Unicode
characters, digits, special
characters(-,_). Max characters:
36

runtime

No

Runtime
object

Container runtime:

e Clusters of v1.25 or earlier:
docker.

e Clusters of v1.25 or later:
Container runtime varies
with the OS. For nodes
running EulerOS 2.5 or
EulerOS 2.8, the default
container runtime is
docker. For nodes running
other OSs, the default
container runtime is
containerd.

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 201



Cloud Container Engine
API| Reference

4 APIs
Parameter Mandatory Type Description
initializedCon | No Array of Custom initialization flag,
ditions strings which is left blank by default.

Before CCE nodes are
initialized,
node.cloudprovider.kubernet
es.io/uninitialized is added to
the nodes to prevent pods
from being scheduled to these
nodes. When creating a node,
you can configure the
initializedConditions
parameter to control the taint
removal time. By default, the
timeout period is not
configured.

Example:

1. Create a node and add
parameter
"initializedConditions":
["CCElnitial",
"CustomedInitial"].

2. After custom initialization
is complete, CCE will call a
Kubernetes API (for
example, PATCH /v1/
nodes/{node_ip}/status)
to update the node
conditions by adding two
labels of types CCElnitial
and CustomediInitial and
setting the status to True,
as shown in the following:

status:
conditions:
- type: CCElnitial
status: 'True'
- type: Customedlnitial
status: 'True'

1. CCE polls
status.Conditions of nodes
to check whether there are
conditions of types
CCElnitial and
Customedinitial. If such
conditions exist and the
status is True, the node
initialization is complete
and the initialization taint
is removed.
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Parameter Mandatory

Type

Description

2. initializedConditions
allows you to configure a
timeout period during node
creation. For example,
"initializedConditions":
["CCElnitial:15m",
"CustomedInitial:15m"]
indicates that the timeout
period is 15 minutes. After
the timeout period is
reached, the initialization
conditions will be
automatically ignored and
the initialization taint will
be removed when CCE polls
the node.

e Use only letters and digits.
Max. characters: 20.

e Max. flags: 2.

e The unit of the timeout
period is minute (m).

extendParam No

NodeExtendP
aram object

Extended parameters for
creating a node.

hostnameConf | No HostnameCo | Kubernetes node name
ig nfig object configuration parameter,
which is supported by clusters
of v1.23.6-r0 to v1.25 or
clusters of v1.25.2-r0 or later
versions.
Table 4-232 Login
Parameter Mandatory Type Description
sshKey No String Name of the key pair used for
login.
Table 4-233 UserPassword
Parameter Mandatory Type Description
username No String Login account. Defaults to

root.
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Parameter

Mandatory

Type

Description

password

Yes

String

If a username and a password
are used to create a node, this
field is shielded in the
response body. A password
must meet the following
complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of
the following character
types: uppercase letters,
lowercase letters, digits,
and special characters (!@$
%A-_=+[{}],./?~#)

e Cannot contain the
username or the username
spelled backwards. The
password field must be
salted during node
creation. For details, see
Adding a Salt in the
password Field When
Creating a Node.

Table 4-234 Volume

Parameter

Mandatory

Type

Description

size

Yes

Integer

Disk size, in GB.
e System disk: 40 to 1024

volumetype

Yes

String

Disk type. For details about
possible values, see the
description of the
root_volume parameter in the
API| used to create an ECS.

e SAS: high 1/O SAS disk

e SSD: ultra-high 1/0 SSD
disk

e SATA: common |/O SATA
disk SATA disks have been
removed from EVS. You can

find them attached only on
existing nodes.

extendParam

No

Map<String,O
bject>

Extended disk parameters,
defined in extendparam in
the API used to create an ECS.
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Parameter

Mandatory

Type

Description

cluster_id

No

String

ID of the storage pool used by
the ECS system disk. This field
is used only for DeC clusters,
which functions as dssPoollD,
that is, the ID of the DSS
storage pool.

cluster_type

No

String

Storage class of the cloud
server system disk. The value
is always dss. This field is used
only for DeC clusters.

hw:passthrou
gh

No

Boolean

e Pay attention to this field if
your ECS is SDI-compliant.
If the value of this field is
true, an SCSI disk will be
created.

e If the node pool type is
ElasticBMS, this field must
be set to true.

e If a node specification
involves local disks and EVS
disks at the same time, set
the disk initialization
parameters. For details, see
Attaching Disks to a
Node.

metadata

No

VolumeMeta
data object

EVS disk encryption
information. This field is
mandatory only when you
need to encrypt the system
disk or data disks of the node
to be created.

Table 4-235 VolumeMetadata

Parameter Mandatory Type Description
_system_en | No String Whether the EVS disk is
crypted encrypted. The value 0

indicates that the EVS disk is
not encrypted, and the value 1
indicates that the EVS disk is
encrypted.

If this parameter is not
specified, EVS disks will not be
encrypted by default.
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Parameter Mandatory Type Description
__system__cm | No String CMK ID, which indicates
kid encryption in metadata. This
field is used with
__system__encrypted.
Table 4-236 Storage
Parameter Mandatory Type Description
storageSelect | Yes Array of Disk selection. Matched disks
ors StorageSelec | are managed according to
tors objects matchLabels and
storageType.
storageGroup | Yes Array of A storage group consists of
S StorageGrou | multiple storage devices. It is
ps objects used to divide storage space.
Table 4-237 StorageSelectors
Parameter Mandatory Type Description
name Yes String Selector name, used as the
index of selectorNames in
storageGroup. Therefore, the
name of each selector must be
unique.
storageType Yes String Specifies the storage type.
Currently, only evs (EVS
volumes) and local (local
volumes) are supported. The
local storage does not support
disk selection. All local disks
will form a VG. Therefore, only
one storageSelector of the
local type is allowed.
matchLabels No matchLabels | Matching field of an EVS
object volume. The size,

volumeType,
metadataEncrypted,
metadataCmkid and count
fields are supported.
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Table 4-238 matchLabels

Parameter Mandatory

Type

Description

size No

String

Matched disk size. If this
parameter is left unspecified,
the disk size is not limited.
Example: 100

volumeType No

String

EVS disk type. SSD, GPSSD,
SAS, ESSD, and SATA are
supported.

metadataEncr | No
ypted

String

Disk encryption identifier. 0
indicates that the disk is not
encrypted, and 1 indicates
that the disk is encrypted.

metadataCmk | No
id

String

Customer master key ID of an
encrypted disk. The value is a
36-byte string.

count No

String

Number of disks to be
selected. If this parameter is
left blank, all disks of this type
are selected.

Table 4-239 StorageGroups

Parameter Mandatory

Type

Description

name Yes

String

Name of a virtual storage
group, which must be unique.

NOTE

e If cceManaged is set to true,
the name must be set to
vgpass.

e |[f the data disk is used as a
temporary storage volume,
the name must be vg-
everest-localvolume-
ephemeral.

e If the data disk is used as a
persistent storage volume, the
name must be vg-everest-
localvolume-persistent.

cceManaged No

Boolean

Storage space for Kubernetes
and runtime components.
Only one group can be set to
true. If this parameter is left
blank, the default value false
is used.
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Parameter

Mandatory

Type

Description

selectorName
S

Yes

Array of
strings

This parameter corresponds to
name in storageSelectors. A
group can match multiple
selectors, but a selector can
match only one group.

virtualSpaces

Yes

Array of
VirtualSpace
objects

Detailed management of
space configuration in a

group.

Table 4-240 VirtualSpace

Parameter

Mandatory

Type

Description

name

Yes

String

Name of a virtualSpace.

e Kubernetes: Kubernetes
space configuration.
lvmConfig needs to be
configured.

e runtime: runtime space
configuration.
runtimeConfig needs to be
configured.

® user: user space
configuration. lvmConfig
needs to be configured.

size

Yes

String

Size of a virtualSpace. The
value must be an integer in
percentage. Example: 90%.
NOTE

The sum of the percentages of all

virtualSpaces in a group cannot
exceed 100%.

lvmConfig

No

LVMConfig
object

LVM configurations, applicable
to kubernetes and user
spaces. Note that one virtual
space supports only one
config.

runtimeConfi
g

No

RuntimeConf
ig object

runtime configurations,
applicable to the runtime
space. Note that one virtual
space supports only one
config.
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Table 4-241 LVMConfig

Parameter

Mandatory

Type

Description

lvType

Yes

String

LVM write mode. linear
indicates the linear mode.
striped indicates the striped
mode, in which multiple disks
are used to form a strip to
improve disk performance.

path

No

String

Path to which the disk is
attached. This parameter takes
effect only in user
configuration. The value is an
absolute path. Digits, letters,
periods (.), hyphens (-), and
underscores () are allowed.

Table 4-242 RuntimeConfig

Parameter

Mandatory

Type

Description

lvType

Yes

String

LVM write mode. linear
indicates the linear mode.
striped indicates the striped
mode, in which multiple disks
are used to form a strip to
improve disk performance.

Table 4-243 NodePubliclP

Parameter

Mandatory

Type

Description

ids

No

Array of
strings

IDs of existing EIPs. The
quantity cannot be greater
than the number of nodes to
be created.

NOTE

If ids has been set, you do not
need to set count and eip.

count

No

Integer

Number of EIPs to be
dynamically created.
NOTE

count and eip must be set at the
same time.

eip

No

NodeEIPSpec
object

EIP configuration.
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Table 4-244 NodeEIPSpec

Parameter Mandatory

Type

Description

iptype Yes

String

EIP type, specified in
publicip.type in the API for
assigning an EIP.

bandwidth No

NodeBandwi
dth object

Bandwidth parameters of the

EIP

Table 4-245 NodeBandwidth

Parameter Mandatory

Type

Description

chargemode No

String

Bandwidth billing mode.

e |If this field is not specified,

the billing is based on
bandwidth. - If the field is

null, the billing is based on

bandwidth.

e |[f the field value is traffic,

the billing is based on
traffic.

e If the value is out of the
preceding options, the
cloud server will fail to be
created.

NOTE

e Billed by bandwidth: The
billing will be based on the
data transmission rate (in
Mbps) of public networks.
This billing mode is
recommended if your
bandwidth usage is higher
than 10%.

e Billed by traffic: The billing i

based on the total amount of
data (in GB) transmitted over
the public network. This mode
is available only when you are
creating a pay-per-use node.

This billing mode is
recommended if your
bandwidth usage is lower
than 10%.

S

size No

Integer

Bandwidth size, specified in

bandwidth.size in the API for

assigning an EIP.
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Parameter Mandatory

Type

Description

sharetype No

String

Bandwidth sharing type. Value
options: PER (exclusive
bandwidth)

Table 4-246 NodeNicSpec

Parameter Mandatory

Type

Description

primaryNic No

NicSpec
object

Description of the primary
NIC.

extNics No

Array of
NicSpec
objects

Extension NIC

NOTE
This parameter is not supported
when you add a node to a node
pool.

Table 4-247 NicSpec

Parameter Mandatory

Type

Description

subnetld No

String

Network ID of the subnet to
which a NIC belongs. If
subnetld is not specified when
a primary NIC is creating, the
cluster subnet will be used. If
subnetList is also configured
for a node pool, the
subnetList field is used for
adding subnets to the node
pool. When creating an
extension NIC, you must
specify subnetid.

fixedlps No

Array of
strings

The IP address of the primary
ENI is specified using fixedIps.
The number of IP addresses
cannot be greater than the
number of created nodes.
Either fixedlps or ipBlock can
be specified. fiexdlps cannot
be specified for extension
ENls.
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ipBlock No String CIDR format of the primary
NIC IP range. The IP address of
the created node falls in this
range. fixedlps and ipBlock
cannot be specified at the
same time.
Table 4-248 Taint
Parameter Mandatory Type Description
key Yes String Key.
value No String Value.
effect Yes String Effect.
Table 4-249 UserTag
Parameter Mandatory Type Description
key No String Key of the cloud server label.
The value cannot start with
CCE- or __type_baremetal.
value No String Value of the cloud server
label.
Table 4-250 Runtime
Parameter Mandatory Type Description
name No String Container runtime. Default

value:

e Clusters earlier than v1.25:
The default value is docker.

e Clusters of v1.25 or later:
The default container
runtime varies depending
on the OS. For nodes
running EulerOS 2.5, the
default container runtime is
docker; for nodes running
other OSs, the default
container runtime is
containerd.
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Table 4-251 NodeExtendParam

Parameter Mandatory Type Description

ecs:performan | No String ECS flavor types. This field is
cetype returned in the response.
maxPods No Integer Maximum number of pods

that can be created on a node,
including the default system
pods. Value range: 16 to 256.

This limit prevents the node
from being overloaded of
pods.

The number of pods that can
be created on a node is
determined by multiple
parameters. For details, see
Maximum Number of Pods
That Can Be Created on a
Node.
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DockerLVMCo | No String Docker data disk configuration
nfigOverride item. (This parameter has

been discarded. Use the
storage field instead.)
Example default configuration:
"DockerLVMConfigOverr-
ide":"dockerThinpool=vgpaas/
90%VG;kubernetesLV=vgpaas/
10%VG;diskType=evs;lvType=linear"

By default, if no VD disk is
available, an error occurs
because the data disk fails to
be found. Set diskType based
on the actual drive letter type.
The following fields are
included:

e userlLV (optional): size of
the user space, for
example, vgpaas/20%VG.

e userPath (optional): mount
path of the user space, for
example, /fhome/wqt-test.

e diskType: disk type.
Currently, only evs, hdd,
and ssd are supported.

e lvType: type of a logic
volume. The value can be
linear or striped.

e dockerThinpool: Docker
space size, for example,
vgpaas/60%VG.

e kubernetesLV: kubelet
space size, for example,
vgpaas/20%VG.
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Parameter

Mandatory

Type

Description

dockerBaseSiz
e

No

Integer

Available disk space of a
single container on a node, in
GB.

If this parameter is left blank
or is set to 0, the default value
is used. In Device Mapper
mode, the default value is 10.
In OverlayFS mode, the
available space of a single
container is not limited by
default, and the
dockerBaseSize setting takes
effect only on EulerOS nodes
in the cluster of the new
version.

For details about how to
allocate the space for the
container runtime, see Data
Disk Space Allocation.

When Device Mapper is used,
you are advised to set
dockerBaseSize to a value
less than or equal to 80 GB. If
the value is too large, the
container runtime may fail to
be started due to long
initialization. If there are
special requirements for the
container disk space, you can
mount an external or local
storage device.

publicKey

No

String

Public key of a node.

alpha.cce/
prelnstall

No

String

Pre-installation script.

NOTE
The input value must be Base64-
encoded. (Command: echo -n
"Content to be encoded" |
base64)

alpha.cce/
postinstall

No

String

Post-installation script.

NOTE
The input value must be Base64-
encoded. (Command: echo -n
"Content to be encoded" |
base64)

alpha.cce/
NodelmagelD

No

String

This parameter is required
when a custom image is used
to create a BMS node.
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Parameter

Mandatory

Type

Description

chargingMod
e

No

Integer

Billing mode of a node. This
parameter has been
deprecated. Use the
billingMode parameter in
NodeSpec.

agency_name

No

String

Name of an agency

An agency is created by a
tenant administrator on
Identity and Access
Management (IAM) to provide
temporary credentials for CCE
nodes to access cloud servers.
This parameter is returned
only when it is transferred
during node creation.

kubeReserved
Mem

No

Integer

Reserved node memory, which
is reserved for Kubernetes
components.

systemReserv
edMem

No

Integer

Reserved node memory, which
is reserved for system
components.

init-node-
password

No

String

Node password. If this
parameter is used as a
response parameter, asterisks
(*) will be displayed.
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Table 4-252 HostnameConfig

Parameter Mandatory Type Description

type Yes String Configuration type of the
Kubernetes node name. The
default value is privatelp.

e privatelp: The Kubernetes
node is named after its IP
address.

e cceNodeName: The
Kubernetes node is named
after the CCE node.

NOTE

e For a node which is
configured using
cceNodeName, the name is
the same as the Kubernetes
node name and the ECS
name. The node name cannot
be changed. If the ECS name
is changed on the ECS
console, the node name will
retain unchanged after ECS
synchronization.

e For a node which is
configured using
cceNodeName, to avoid a
conflict between Kubernetes
nodes, the system
automatically adds a suffix to
each node name. The suffix is
in the format of A hyphen (-)
Five random characters. The
value of the random
characters is a lowercase
letter or a digit ranging from

0toO.
Response Parameters
Status code: 201
Table 4-253 Response body parameters
Parameter Type Description
kind String API type. The value is fixed at Node and
cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
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metadata NodeMetada | Node metadata, which is a collection of
ta object attributes.
spec NodeSpec Detailed description of the node. CCE creates
object or updates objects by defining or updating
spec.
status NodeStatus Node status, which is dynamically recorded. A
object user-defined value will not function when a

node is being created or modified.

Table 4-254 NodeMetadata

Parameter

Type

Description

name

String

Node name

NOTE
Enter 1 to 56 characters starting with a letter and
not ending with a hyphen (-). Only lowercase letters,
digits, and hyphens (-) are allowed. If name is left
empty or is not specified, the node name is
generated based on the default rule, which is Cluster
name-Random characters. Only the first 36
characters are kept for a long cluster name. If the
number of nodes (count) is greater than 1, some
random characters are added to the end of the
entered node name according to the default rule,
which is User-defined name-Random characters.
Only the first 50 characters in the custom name are
kept, followed by some random characters. Names
of nodes running in clusters v1.28.1, v1.27.3, v1.25.6,
v1.23.11, v1.21.12 or later support periods (.), but
this configuration is not recommended.

uid

String

Node ID, which is unique and automatically
generated after the resource is created. A user-
defined ID will not take effect.

labels

Map<String,St
ring>

CCE node label (not the native Kubernetes
label).

Labels are used to select objects that meet
certain criteria. A label is a key-value pair.

Example:
"labels": {

"key" : "value"

}
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Parameter

Type

Description

annotations

Map<String,St
ring>

CCE node annotations, in key-value pairs (not

the native Kubernetes annotations). Example:
"annotations": {

"key1" : "valuel",

"key2" : "value2"
}

NOTE

e annotations are not used to identify or select
objects. The metadata in annotations may be
small or large, structured or unstructured, and
may include characters that are not allowed in
labels.

e This parameter is used only for query and cannot
be input through a request. Entered data of this
parameter is invalid.

amp

creationTimes | String Time when the object was created. The value is

tamp automatically generated after the object is
created. A user-defined value will not take
effect.

updateTimest | String Time when the object was updated. The value

is automatically generated after the object is
created. A user-defined value will not take
effect.

Table 4-255 NodeSpec

Parameter

Type

Description

flavor

String

Node specifications. For details about the node
specifications supported by CCE, see Node
Flavor Description.

az

String

Name of the AZ where the node to be created
is located. . .

oS

String

The OS type of the node. For details about the
supported OSs, see [Node OS Description]
(node-os.xml).

NOTE

e The system automatically selects the supported
OS based on the cluster version. If the current
cluster does not support the OS, an error will be
reported.

e If alpha.cce/NodelmagelD in extendParam is
specified during node creation, you do not need
to configure this parameter.

e This parameter is mandatory when creating a
node pool.

login

Login object

Node login mode.
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Parameter

Type

Description

rootVolume

Volume
object

Information about disks on the node

dataVolumes

Array of
Volume
objects

Data disk parameters of the node. Currently,
you can add the second data disk for your
node on the CCE console. This data disk is used
by the container runtime and kubelet. Do not
uninstall this disk. Otherwise, the node will
become unavailable. For DeC nodes, the
parameter description is the same as that for
rootVolume.

storage

Storage
object

Disk initialization management parameter.

This parameter is complex to configure. For
details, see Attaching Disks to a Node.

If this parameter retains its default, disks are
managed based on the DockerLVMConfigO-
verride (discarded) parameter in extendParam.
This parameter is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves local disks and EVS
disks at the same time, do not retain the default
value of this parameter to prevent unexpected disk
partitions.

publiclP

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported when you add a
node to a node pool.

nodeNicSpec

NodeNicSpec
object

NIC of the node

count

Integer

Number of nodes to be created in a batch. The
value must be a positive integer greater than
or equal to 1 and less than or equal to the
defined limit. This parameter can be left blank
when it is used for a node pool.

billingMode

Integer

Node billing mode.
e 0: pay-per-use
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Parameter

Type

Description

taints

Array of Taint
objects

You can add taints to created nodes to
configure anti-affinity. A maximum of 20 taints
can be added. Each taint contains the
following parameters:

e Key: A key must contain 1 to 63 characters
starting with a letter or digit. Only letters,
digits, hyphens (-), underscores (_), and
periods (.) are allowed. A DNS subdomain
name can be used as the prefix of a key.

e Value: A value must start with a letter or
digit and can contain a maximum of 63
characters, including letters, digits, hyphens
(<), underscores (_), and periods (.).

e Effect: Available options are NoSchedule,
PreferNoSchedule, and NoExecute. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"taints": [{
"key": "status",

"effect": "NoSchedule"

Ao
"key": "looks",
"value": "bad",
"effect": "NoSchedule"
1

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 221



Cloud Container Engine

API| Reference 4 APIs
Parameter Type Description
k8sTags Map<String,St | Defined in key-value pairs. A maximum of 20
ring> key-value pairs are allowed.

e Key: Enter 1 to 63 characters, starting with
a letter or digit. Only letters, digits, hyphens
(<), underscores (_), and periods (.) are
allowed. A DNS subdomain can be prefixed
to a key and contain a maximum of 253
characters. Example DNS subdomain:
example.com/my-key

e Value: The value can be left blank or
contain 1 to 63 characters that start with a
letter or digit. Only letters, digits, hyphens
(-), underscores (_), and periods (.) are
allowed in the character string. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"k8sTags": {

"key": "value"

}

ecsGroupld String ECS group ID. If this parameter is configured,
nodes will be created in the specified ECS
group.
NOTE
This configuration does not take effect when a node
pool is created. To ensure that all nodes in a node
pool are in the same ECS group, configure
nodeManagement in the node pool.

dedicatedHost | String ID of the DeH to which the node is scheduled.

Id NOTE
This parameter is not supported when you add a
node during node pool creation.
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userTags Array of Cloud server tag. The key of a tag must be
UserTag unique. The maximum number of custom tags
objects supported by CCE depends on the region and

cannot exceed 8. When creating a node, you
can specify the initial value for this parameter
and this field is not returned during query. In
using node pools, the initial value can be
specified in the node template and this field is
returned during query. In other scenarios, this
field is not returned during query.

NOTE

Use only letters, Unicode characters, digits, special
characters(-,_). Max characters: 36

runtime Runtime Container runtime:

object e Clusters of v1.25 or earlier: docker.

e Clusters of v1.25 or later: Container runtime
varies with the OS. For nodes running
EulerOS 2.5 or EulerOS 2.8, the default
container runtime is docker. For nodes
running other OSs, the default container
runtime is containerd.
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initializedCon | Array of Custom initialization flag, which is left blank
ditions strings by default.

Before CCE nodes are initialized,
node.cloudprovider.kubernetes.io/
uninitialized is added to the nodes to prevent
pods from being scheduled to these nodes.
When creating a node, you can configure the
initializedConditions parameter to control the
taint removal time. By default, the timeout
period is not configured.

Example:

1. Create a node and add parameter
"initializedConditions": ["CCElnitial",
"CustomedInitial"].

2. After custom initialization is complete, CCE
will call a Kubernetes API (for example,
PATCH /v1/nodes/{node_ip}/status) to
update the node conditions by adding two
labels of types CCElnitial and
Customedinitial and setting the status to
True, as shown in the following:

status:
conditions:
- type: CCElnitial
status: True'
- type: CustomedInitial
status: True'

1. CCE polls status.Conditions of nodes to
check whether there are conditions of types
CCElnitial and CustomedIlnitial. If such
conditions exist and the status is True, the
node initialization is complete and the
initialization taint is removed.

2. initializedConditions allows you to
configure a timeout period during node
creation. For example, "initializedCondi-
tions": ["CCElnitial:15m",
"CustomedInitial:15m"] indicates that the
timeout period is 15 minutes. After the
timeout period is reached, the initialization
conditions will be automatically ignored and
the initialization taint will be removed when
CCE polls the node.

e Use only letters and digits. Max. characters:
20.

e Max. flags: 2.
e The unit of the timeout period is minute

(m).
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extendParam | NodeExtendP | Extended parameters for creating a node.
aram object

hostnameConf | HostnameCo | Kubernetes node name configuration

ig nfig object parameter, which is supported by clusters of
v1.23.6-r0 to v1.25 or clusters of v1.25.2-r0 or
later versions.

Table 4-256 Login

Parameter

Type

Description

sshKey

String

Name of the key pair used for login.

Table 4-257 UserPassword

Parameter Type Description
username String Login account. Defaults to root.
password String If a username and a password are used to

create a node, this field is shielded in the
response body. A password must meet the
following complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of the following
character types: uppercase letters, lowercase
letters, digits, and special characters (!@$%
%AN-_=+[{}]:,./?~#)

e Cannot contain the username or the
username spelled backwards. The password
field must be salted during node creation.
For details, see Adding a Salt in the
password Field When Creating a Node.

Table 4-258 Volume

Parameter

Type

Description

size

Integer

Disk size, in GB.
e System disk: 40 to 1024
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Parameter

Type

Description

volumetype

String

Disk type. For details about possible values, see
the description of the root_volume parameter
in the API used to create an ECS.

e SAS: high I/O SAS disk
e SSD: ultra-high 1/O SSD disk

e SATA: common I/O SATA disk SATA disks
have been removed from EVS. You can find
them attached only on existing nodes.

extendParam

Map<String,O
bject>

Extended disk parameters, defined in
extendparam in the API used to create an ECS.

cluster_id

String

ID of the storage pool used by the ECS system
disk. This field is used only for DeC clusters,
which functions as dssPoollD, that is, the ID of
the DSS storage pool.

cluster_type

String

Storage class of the cloud server system disk.
The value is always dss. This field is used only
for DeC clusters.

hw:passthrou
gh

Boolean

e Pay attention to this field if your ECS is SDI-
compliant. If the value of this field is true,
an SCSI disk will be created.

e |f the node pool type is ElasticBMS, this
field must be set to true.

e If a node specification involves local disks
and EVS disks at the same time, set the disk
initialization parameters. For details, see
Attaching Disks to a Node.

metadata

VolumeMeta
data object

EVS disk encryption information. This field is
mandatory only when you need to encrypt the
system disk or data disks of the node to be
created.

Table 4-259 VolumeMetadata

Parameter Type Description
_ system__en | String Whether the EVS disk is encrypted. The value 0
crypted indicates that the EVS disk is not encrypted,

and the value 1 indicates that the EVS disk is
encrypted.

If this parameter is not specified, EVS disks will
not be encrypted by default.
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_ system__cm | String CMK ID, which indicates encryption in
kid metadata. This field is used with

_ system__encrypted.

Table 4-260 Storage

Parameter Type Description
storageSelect | Array of Disk selection. Matched disks are managed
ors StorageSelec | according to matchLabels and storageType.
tors objects
storageGroup | Array of A storage group consists of multiple storage
S StorageGrou | devices. It is used to divide storage space.
ps objects

Table 4-261 StorageSelectors

Parameter

Type

Description

name

String

Selector name, used as the index of
selectorNames in storageGroup. Therefore,
the name of each selector must be unique.

storageType

String

Specifies the storage type. Currently, only evs
(EVS volumes) and local (local volumes) are
supported. The local storage does not support
disk selection. All local disks will form a VG.
Therefore, only one storageSelector of the local
type is allowed.

matchLabels

matchLabels
object

Matching field of an EVS volume. The size,
volumeType, metadataEncrypted,
metadataCmkid and count fields are
supported.

Table 4-262 matchLabels

Parameter Type Description

size String Matched disk size. If this parameter is left
unspecified, the disk size is not limited.
Example: 100

volumeType String EVS disk type. SSD, GPSSD, SAS, ESSD, and

SATA are supported.
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metadataEncr | String Disk encryption identifier. 0 indicates that the
ypted disk is not encrypted, and 1 indicates that the

disk is encrypted.
metadataCmk | String Customer master key ID of an encrypted disk.
id The value is a 36-byte string.
count String Number of disks to be selected. If this

parameter is left blank, all disks of this type
are selected.

Table 4-263 StorageGroups

Parameter

Type

Description

name

String

Name of a virtual storage group, which must
be unique.

NOTE

e If cceManaged is set to true, the name must be
set to vgpass.

e If the data disk is used as a temporary storage
volume, the name must be vg-everest-
localvolume-ephemeral.

e If the data disk is used as a persistent storage
volume, the name must be vg-everest-
localvolume-persistent.

cceManaged

Boolean

Storage space for Kubernetes and runtime
components. Only one group can be set to
true. If this parameter is left blank, the default
value false is used.

selectorName
S

Array of
strings

This parameter corresponds to hame in
storageSelectors. A group can match multiple
selectors, but a selector can match only one

group.

virtualSpaces

Array of
VirtualSpace
objects

Detailed management of space configuration
in a group.
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Table 4-264 VirtualSpace

Parameter

Type

Description

name

String

Name of a virtualSpace.

e Kubernetes: Kubernetes space
configuration. lvmConfig needs to be
configured.

e runtime: runtime space configuration.
runtimeConfig needs to be configured.

e user: user space configuration. lvmConfig
needs to be configured.

size

String

Size of a virtualSpace. The value must be an
integer in percentage. Example: 90%.
NOTE

The sum of the percentages of all virtualSpaces in a
group cannot exceed 100%.

lvmConfig

LVMConfig
object

LVM configurations, applicable to kubernetes
and user spaces. Note that one virtual space
supports only one config.

runtimeConfi
g

RuntimeConf
ig object

runtime configurations, applicable to the
runtime space. Note that one virtual space
supports only one config.

Table 4-265 LVMConfig

Parameter Type Description

lvType String LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.

path String Path to which the disk is attached. This

parameter takes effect only in user
configuration. The value is an absolute path.
Digits, letters, periods (.), hyphens (-), and
underscores () are allowed.

Table 4-266 RuntimeConfig

Parameter

Type

Description

lvType

String

LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.
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Table 4-267 NodePubliclP

Parameter Type Description
ids Array of IDs of existing EIPs. The quantity cannot be
strings greater than the number of nodes to be
created.
NOTE
If ids has been set, you do not need to set count
and eip.
count Integer Number of EIPs to be dynamically created.
NOTE
count and eip must be set at the same time.
eip NodeEIPSpec | EIP configuration.
object

Table 4-268 NodeEIPSpec

Parameter Type Description
iptype String EIP type, specified in publicip.type in the API
for assigning an EIP.
bandwidth NodeBandwi | Bandwidth parameters of the EIP
dth object

Table 4-269 NodeBandwidth

Parameter Type Description

chargemode String Bandwidth billing mode.

e |If this field is not specified, the billing is
based on bandwidth. - If the field is null, the
billing is based on bandwidth.

e |[f the field value is traffic, the billing is
based on traffic.

e If the value is out of the preceding options,
the cloud server will fail to be created.

NOTE

e Billed by bandwidth: The billing will be based on
the data transmission rate (in Mbps) of public
networks. This billing mode is recommended if
your bandwidth usage is higher than 10%.

o Billed by traffic: The billing is based on the total
amount of data (in GB) transmitted over the
public network. This mode is available only when
you are creating a pay-per-use node. This billing
mode is recommended if your bandwidth usage
is lower than 10%.
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Parameter Type Description

size Integer Bandwidth size, specified in bandwidth.size in
the API for assigning an EIP.

sharetype String Bandwidth sharing type. Value options: PER
(exclusive bandwidth)

Table 4-270 NodeNicSpec

Parameter Type Description
primaryNic NicSpec Description of the primary NIC.
object
extNics Array of Extension NIC
NicSpec NOTE
objects This parameter is not supported when you add a
node to a node pool.

Table 4-271 NicSpec

Parameter Type Description

subnetld String Network ID of the subnet to which a NIC
belongs. If subnetld is not specified when a
primary NIC is creating, the cluster subnet will
be used. If subnetList is also configured for a
node pool, the subnetList field is used for
adding subnets to the node pool. When
creating an extension NIC, you must specify

subnetld.
fixedlps Array of The IP address of the primary ENI is specified
strings using fixedlps. The number of IP addresses

cannot be greater than the number of created
nodes. Either fixedlps or ipBlock can be
specified. fiexdlps cannot be specified for
extension ENIs.

ipBlock String CIDR format of the primary NIC IP range. The
IP address of the created node falls in this
range. fixedlps and ipBlock cannot be
specified at the same time.
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Table 4-272 Taint

Parameter Type Description
key String Key.
value String Value.
effect String Effect.
Table 4-273 UserTag
Parameter Type Description
key String Key of the cloud server label. The value cannot
start with CCE- or __type_baremetal.
value String Value of the cloud server label.

Table 4-274 Runtime

Parameter Type

Description

name String

Container runtime. Default value:

e Clusters earlier than v1.25: The default
value is docker.

e Clusters of v1.25 or later: The default
container runtime varies depending on the
OS. For nodes running EulerOS 2.5, the
default container runtime is docker; for
nodes running other OSs, the default
container runtime is containerd.

Table 4-275 NodeExtendParam

Parameter Type

Description

ecs:performan
cetype

String

ECS flavor types. This field is returned in the
response.
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Parameter

Type

Description

maxPods

Integer

Maximum number of pods that can be created
on a node, including the default system pods.
Value range: 16 to 256.

This limit prevents the node from being
overloaded of pods.

The number of pods that can be created on a
node is determined by multiple parameters.
For details, see Maximum Number of Pods
That Can Be Created on a Node.

DockerLVMCo
nfigOverride

String

Docker data disk configuration item. (This
parameter has been discarded. Use the storage
field instead.) Example default configuration:
"DockerLVMConfigOverride":"dockerThinpool=vgpaas/
90%VG;kubernetesLV=vgpaas/
10%VG;diskType=evs;lvType=linear"

By default, if no VD disk is available, an error
occurs because the data disk fails to be found.
Set diskType based on the actual drive letter
type. The following fields are included:

e userLV (optional): size of the user space, for
example, vgpaas/20%VG.

e userPath (optional): mount path of the
user space, for example, /home/wqt-test.

e diskType: disk type. Currently, only evs,
hdd, and ssd are supported.

o lvType: type of a logic volume. The value
can be linear or striped.

e dockerThinpool: Docker space size, for
example, vgpaas/60%VG.

e kubernetesLV: kubelet space size, for
example, vgpaas/20%VG.
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Parameter

Type

Description

dockerBaseSiz
e

Integer

Available disk space of a single container on a
node, in GB.

If this parameter is left blank or is set to 0, the
default value is used. In Device Mapper mode,
the default value is 10. In OverlayFS mode, the
available space of a single container is not
limited by default, and the dockerBaseSize
setting takes effect only on EulerOS nodes in
the cluster of the new version.

For details about how to allocate the space for
the container runtime, see Data Disk Space
Allocation.

When Device Mapper is used, you are advised
to set dockerBaseSize to a value less than or
equal to 80 GB. If the value is too large, the
container runtime may fail to be started due to
long initialization. If there are special
requirements for the container disk space, you
can mount an external or local storage device.

publicKey

String

Public key of a node.

alpha.cce/
prelnstall

String

Pre-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
postinstall

String

Post-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
NodelmagelD

String

This parameter is required when a custom
image is used to create a BMS node.

chargingMod
e

Integer

Billing mode of a node. This parameter has
been deprecated. Use the billingMode
parameter in NodeSpec.

agency_name

String

Name of an agency

An agency is created by a tenant administrator
on ldentity and Access Management (IAM) to
provide temporary credentials for CCE nodes to
access cloud servers. This parameter is
returned only when it is transferred during
node creation.

kubeReserved
Mem

Integer

Reserved node memory, which is reserved for
Kubernetes components.
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systemReserv | Integer Reserved node memory, which is reserved for
edMem system components.
init-node- String Node password. If this parameter is used as a
password response parameter, asterisks (*) will be
displayed.

Table 4-276 HostnameConfig

Parameter

Type

Description

type

String

Configuration type of the Kubernetes node
name. The default value is privatelp.

e privatelp: The Kubernetes node is named
after its IP address.

e cceNodeName: The Kubernetes node is
named after the CCE node.

NOTE

e For a node which is configured using
cceNodeName, the name is the same as the
Kubernetes node name and the ECS name. The
node name cannot be changed. If the ECS name
is changed on the ECS console, the node name
will retain unchanged after ECS synchronization.

e For a node which is configured using
cceNodeName, to avoid a conflict between
Kubernetes nodes, the system automatically adds
a suffix to each node name. The suffix is in the
format of A hyphen (-) Five random characters.
The value of the random characters is a
lowercase letter or a digit ranging from 0 to 9.
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Table 4-277 NodeStatus

Parameter

Type

Description

phase

String

Node status, which is the status of a node

during its lifecycle (such as installation and
uninstallation) or the status of a node in a
Kubernetes cluster. Options:

e Build: The node is being created.

e Installing: The node is being managed.
e Upgrading: The node is being upgraded.
e Active: The node is running properly.

e Abnormal: The node is abnormal.

e Deleting: The node is being deleted.

e Error: The node is faulty.

lastProbeTime

String

Last time when the node status was checked. If
the cluster is in the abnormal, frozen, or
intermediate state (for example, creating), the
node status check may be affected. The node
status that takes more than five minutes to
check has no reference value.

joblD

String

ID of a creation or deletion job

serverld

String

ID of the underlying ECS or BMS node

privatelP

String

IP address in the private network segment of
the primary NIC on the node

privatelPv6IP

String

IPv6 address in the private network segment of
the primary NIC on the node

publiclP

String

Node EIP. If the ECS data is not synchronized in
real time, you can click Sync Node Data on
the console to manually update the data.

deleteStatus

DeleteStatus
object

Resource status during resource deletion.

Table 4-278 DeleteStatus

Parameter Type Description

previous_total | Integer Total number of existing cluster resource
records when the cluster is deleted.

current_total | Integer Latest number of resource records, which is

generated based on the current cluster
resource records.
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Parameter Type Description

updated Integer Total number of resource records updated
when the cluster is deleted.

added Integer Total number of resource records updated
when the cluster is deleted.

deleted Integer Total number of resource records deleted when
the cluster is deleted.

Example Requests

Create a node with the flavor of 2 vCPUs and 4 GiB of memory. The node runs
EulerOS 2.5 for Docker containers. The sizes of the system disk and data disk of
the node are 50 GB and 100 GB, respectively. Both the disks are of the high I/O

type.
POST /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes
{

"kind" : "Node",

"apiVersion" : "v3",
"metadata" : {

"name" : "test-83790"
}

"spec" : {

"flavor" : "c7.large.2",

"az" : "******"’

"os" : "EulerOS 2.5",

"dataVolumes" : [ {
"size" : 100,
"volumetype" : "SAS"

11

"billingMode" : 0,

"extendParam" : {
"maxPods" : 110

}

"nodeNicSpec" : {
"primaryNic" : {
"subnetld" : "ca964acf-8468-4735-8229-97940ef6c881"
}
1
"rootVolume" : {
"size" : 50,
"volumetype" : "SAS"
1
"runtime" : {
"name" : "docker"
}

"login" : {
"sshKey" : "KeyPair-001"
}

"storage" : {
"storageSelectors" : [ {
"name" : "cceUse",
"storageType" : "evs",
"matchLabels" : {
"size" : "100",
"volumeType" : "SAS",
"count" : "1"
}
1
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"storageGroups" : [ {
"name" : "vgpaas",
"selectorNames" : [ "cceUse" ],
"cceManaged" : true,
"virtualSpaces" : [ {

"name" : "runtime",
"size" : "90%"
b
"name" : "kubernetes",
"size" : "10%"
1]
11
2
"count" : 1
}
}

Example Responses
Status code: 201

The job for creating a node in a specified cluster is successfully delivered.

"kind" : "Node",
"apiVersion" : "v3",
"metadata" : {

"name" : "test-83790",

"uid" : "5ecfddfe-87db-11ec-b5e5-0255ac101514",

"annotations" : {

"jobid" : "5ec1518c-87db-11ec-b5e5-0255ac101514",
"resourcelobld" : "5ed0d692-87db-11ec-b5e5-0255ac101514"
}
L
"spec" : {

"flavor" : "c7.large.2",

"az" : "******"'

"os" : "EulerOS 2.5",

"login" : {

"sshKey" : "KeyPair-001"

%

"rootVolume" : {
"volumetype" : "SAS",
"size" : 50
h?
"dataVolumes" : [ {
"volumetype" : "SAS",
"size" : 100
jap
"storage" : {

"storageSelectors" : [ {

"name" : "cceUse",
"storageType" : "evs",
"matchLabels" : {
"count" : "1",
"size" : "100",
"volumeType" : "SAS"
}

1
"storageGroups" : [ {

"name" : "vgpaas",
"cceManaged" : true,
"selectorNames" : [ "cceUse" ],
"virtualSpaces" : [ {

"name" : "runtime",

"size" : "90%"
W

"name" : "kubernetes",

"size" : "10%"
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11
h?
"publicIP" : {
"eip" : {
"bandwidth" : { }
}
h?
"nodeNicSpec" : {
"primaryNic" : {
"subnetld" : "ca964acf-8468-4735-8229-97940ef6c881"
}
h?
"count" : 1,
"billingMode" : 0,
"runtime" : {

"name" : "docker"
%
"extendParam" : {

"chargingMode" : 0,

"ecs:performancetype" : "computingv3",

"init-node-password" : "

"maxPods" : 110,

"publicKey" o

}
}
"status" : {

"jobID" : "5ec1518c-87db-11ec-b5e5-0255ac101514"
}

}
Status Codes
Status Description
Code
201 The job for creating a node in a specified cluster is successfully
delivered.

Error Codes

See Error Codes.

4.3.2 Reading a Specified Node

Function
This API is used to obtain details about a specified node via the node ID.
L] NOTE
The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.
URI

GET /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes/{node_id}
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Table 4-279 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id

Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

node_id

Yes

String

Node ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

Request Parameters

Table 4-280 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-281 Response body parameters

Parameter Type Description

kind String API type. The value is fixed at Node and
cannot be changed.

apiVersion String API version. The value is fixed at v3 and cannot
be changed.
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Parameter Type Description
metadata NodeMetada | Node metadata, which is a collection of
ta object attributes.
spec NodeSpec Detailed description of the node. CCE creates
object or updates objects by defining or updating
spec.
status NodeStatus Node status, which is dynamically recorded. A
object user-defined value will not function when a

node is being created or modified.

Table 4-282 NodeMetadata

Parameter

Type

Description

name

String

Node name

NOTE
Enter 1 to 56 characters starting with a letter and
not ending with a hyphen (-). Only lowercase letters,
digits, and hyphens (-) are allowed. If name is left
empty or is not specified, the node name is
generated based on the default rule, which is Cluster
name-Random characters. Only the first 36
characters are kept for a long cluster name. If the
number of nodes (count) is greater than 1, some
random characters are added to the end of the
entered node name according to the default rule,
which is User-defined name-Random characters.
Only the first 50 characters in the custom name are
kept, followed by some random characters. Names
of nodes running in clusters v1.28.1, v1.27.3, v1.25.6,
v1.23.11, v1.21.12 or later support periods (.), but
this configuration is not recommended.

uid

String

Node ID, which is unique and automatically
generated after the resource is created. A user-
defined ID will not take effect.

labels

Map<String,St
ring>

CCE node label (not the native Kubernetes
label).

Labels are used to select objects that meet
certain criteria. A label is a key-value pair.

Example:
"labels": {

"key" : "value"

}
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Parameter

Type

Description

annotations

Map<String,St
ring>

CCE node annotations, in key-value pairs (not

the native Kubernetes annotations). Example:
"annotations": {

"key1" : "valuel",

"key2" : "value2"
}

NOTE

e annotations are not used to identify or select
objects. The metadata in annotations may be
small or large, structured or unstructured, and
may include characters that are not allowed in
labels.

e This parameter is used only for query and cannot
be input through a request. Entered data of this
parameter is invalid.

amp

creationTimes | String Time when the object was created. The value is

tamp automatically generated after the object is
created. A user-defined value will not take
effect.

updateTimest | String Time when the object was updated. The value

is automatically generated after the object is
created. A user-defined value will not take
effect.

Table 4-283 NodeSpec

Parameter

Type

Description

flavor

String

Node specifications. For details about the node
specifications supported by CCE, see Node
Flavor Description.

az

String

Name of the AZ where the node to be created
is located. . .

oS

String

The OS type of the node. For details about the
supported OSs, see [Node OS Description]
(node-os.xml).

NOTE

e The system automatically selects the supported
OS based on the cluster version. If the current
cluster does not support the OS, an error will be
reported.

e If alpha.cce/NodelmagelD in extendParam is
specified during node creation, you do not need
to configure this parameter.

e This parameter is mandatory when creating a
node pool.

login

Login object

Node login mode.
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Parameter

Type

Description

rootVolume

Volume
object

Information about disks on the node

dataVolumes

Array of
Volume
objects

Data disk parameters of the node. Currently,
you can add the second data disk for your
node on the CCE console. This data disk is used
by the container runtime and kubelet. Do not
uninstall this disk. Otherwise, the node will
become unavailable. For DeC nodes, the
parameter description is the same as that for
rootVolume.

storage

Storage
object

Disk initialization management parameter.

This parameter is complex to configure. For
details, see Attaching Disks to a Node.

If this parameter retains its default, disks are
managed based on the DockerLVMConfigO-
verride (discarded) parameter in extendParam.
This parameter is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves local disks and EVS
disks at the same time, do not retain the default
value of this parameter to prevent unexpected disk
partitions.

publiclP

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported when you add a
node to a node pool.

nodeNicSpec

NodeNicSpec
object

NIC of the node

count

Integer

Number of nodes to be created in a batch. The
value must be a positive integer greater than
or equal to 1 and less than or equal to the
defined limit. This parameter can be left blank
when it is used for a node pool.

billingMode

Integer

Node billing mode.
e 0: pay-per-use

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

243



Cloud Container Engine
API| Reference

4 APIs

Parameter

Type

Description

taints

Array of Taint
objects

You can add taints to created nodes to
configure anti-affinity. A maximum of 20 taints
can be added. Each taint contains the
following parameters:

e Key: A key must contain 1 to 63 characters
starting with a letter or digit. Only letters,
digits, hyphens (-), underscores (_), and
periods (.) are allowed. A DNS subdomain
name can be used as the prefix of a key.

e Value: A value must start with a letter or
digit and can contain a maximum of 63
characters, including letters, digits, hyphens
(<), underscores (_), and periods (.).

e Effect: Available options are NoSchedule,
PreferNoSchedule, and NoExecute. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"taints": [{
"key": "status",

"effect": "NoSchedule"

Ao
"key": "looks",
"value": "bad",
"effect": "NoSchedule"
1
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k8sTags Map<String,St | Defined in key-value pairs. A maximum of 20
ring> key-value pairs are allowed.

e Key: Enter 1 to 63 characters, starting with
a letter or digit. Only letters, digits, hyphens
(<), underscores (_), and periods (.) are
allowed. A DNS subdomain can be prefixed
to a key and contain a maximum of 253
characters. Example DNS subdomain:
example.com/my-key

e Value: The value can be left blank or
contain 1 to 63 characters that start with a
letter or digit. Only letters, digits, hyphens
(-), underscores (_), and periods (.) are
allowed in the character string. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"k8sTags": {

"key": "value"

}

ecsGroupld String ECS group ID. If this parameter is configured,
nodes will be created in the specified ECS
group.
NOTE
This configuration does not take effect when a node
pool is created. To ensure that all nodes in a node
pool are in the same ECS group, configure
nodeManagement in the node pool.

dedicatedHost | String ID of the DeH to which the node is scheduled.

Id NOTE
This parameter is not supported when you add a
node during node pool creation.
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userTags Array of Cloud server tag. The key of a tag must be
UserTag unique. The maximum number of custom tags
objects supported by CCE depends on the region and

cannot exceed 8. When creating a node, you
can specify the initial value for this parameter
and this field is not returned during query. In
using node pools, the initial value can be
specified in the node template and this field is
returned during query. In other scenarios, this
field is not returned during query.

NOTE

Use only letters, Unicode characters, digits, special
characters(-,_). Max characters: 36

runtime Runtime Container runtime:

object e Clusters of v1.25 or earlier: docker.

e Clusters of v1.25 or later: Container runtime
varies with the OS. For nodes running
EulerOS 2.5 or EulerOS 2.8, the default
container runtime is docker. For nodes
running other OSs, the default container
runtime is containerd.
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initializedCon | Array of Custom initialization flag, which is left blank
ditions strings by default.

Before CCE nodes are initialized,
node.cloudprovider.kubernetes.io/
uninitialized is added to the nodes to prevent
pods from being scheduled to these nodes.
When creating a node, you can configure the
initializedConditions parameter to control the
taint removal time. By default, the timeout
period is not configured.

Example:

1. Create a node and add parameter
"initializedConditions": ["CCElnitial",
"CustomedInitial"].

2. After custom initialization is complete, CCE
will call a Kubernetes API (for example,
PATCH /v1/nodes/{node_ip}/status) to
update the node conditions by adding two
labels of types CCElnitial and
Customedinitial and setting the status to
True, as shown in the following:

status:
conditions:
- type: CCElnitial
status: True'
- type: CustomedInitial
status: True'

1. CCE polls status.Conditions of nodes to
check whether there are conditions of types
CCElnitial and CustomedIlnitial. If such
conditions exist and the status is True, the
node initialization is complete and the
initialization taint is removed.

2. initializedConditions allows you to
configure a timeout period during node
creation. For example, "initializedCondi-
tions": ["CCElnitial:15m",
"CustomedInitial:15m"] indicates that the
timeout period is 15 minutes. After the
timeout period is reached, the initialization
conditions will be automatically ignored and
the initialization taint will be removed when
CCE polls the node.

e Use only letters and digits. Max. characters:
20.

e Max. flags: 2.
e The unit of the timeout period is minute

(m).
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extendParam | NodeExtendP | Extended parameters for creating a node.
aram object

hostnameConf | HostnameCo | Kubernetes node name configuration

ig nfig object parameter, which is supported by clusters of
v1.23.6-r0 to v1.25 or clusters of v1.25.2-r0 or
later versions.

Table 4-284 Login

Parameter

Type

Description

sshKey

String

Name of the key pair used for login.

Table 4-285 UserPassword

Parameter Type Description
username String Login account. Defaults to root.
password String If a username and a password are used to

create a node, this field is shielded in the
response body. A password must meet the
following complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of the following
character types: uppercase letters, lowercase
letters, digits, and special characters (!@$%
%AN-_=+[{}]:,./?~#)

e Cannot contain the username or the
username spelled backwards. The password
field must be salted during node creation.
For details, see Adding a Salt in the
password Field When Creating a Node.

Table 4-286 Volume

Parameter

Type

Description

size

Integer

Disk size, in GB.
e System disk: 40 to 1024
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Parameter

Type

Description

volumetype

String

Disk type. For details about possible values, see
the description of the root_volume parameter
in the API used to create an ECS.

e SAS: high I/O SAS disk
e SSD: ultra-high 1/O SSD disk

e SATA: common I/O SATA disk SATA disks
have been removed from EVS. You can find
them attached only on existing nodes.

extendParam

Map<String,O
bject>

Extended disk parameters, defined in
extendparam in the API used to create an ECS.

cluster_id

String

ID of the storage pool used by the ECS system
disk. This field is used only for DeC clusters,
which functions as dssPoollD, that is, the ID of
the DSS storage pool.

cluster_type

String

Storage class of the cloud server system disk.
The value is always dss. This field is used only
for DeC clusters.

hw:passthrou
gh

Boolean

e Pay attention to this field if your ECS is SDI-
compliant. If the value of this field is true,
an SCSI disk will be created.

e |f the node pool type is ElasticBMS, this
field must be set to true.

e If a node specification involves local disks
and EVS disks at the same time, set the disk
initialization parameters. For details, see
Attaching Disks to a Node.

metadata

VolumeMeta
data object

EVS disk encryption information. This field is
mandatory only when you need to encrypt the
system disk or data disks of the node to be
created.

Table 4-287 VolumeMetadata

Parameter Type Description
_ system__en | String Whether the EVS disk is encrypted. The value 0
crypted indicates that the EVS disk is not encrypted,

and the value 1 indicates that the EVS disk is
encrypted.

If this parameter is not specified, EVS disks will
not be encrypted by default.
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Parameter Type Description
_ system__cm | String CMK ID, which indicates encryption in
kid metadata. This field is used with

_ system__encrypted.

Table 4-288 Storage

Parameter Type Description
storageSelect | Array of Disk selection. Matched disks are managed
ors StorageSelec | according to matchLabels and storageType.
tors objects
storageGroup | Array of A storage group consists of multiple storage
S StorageGrou | devices. It is used to divide storage space.
ps objects

Table 4-289 StorageSelectors

Parameter

Type

Description

name

String

Selector name, used as the index of
selectorNames in storageGroup. Therefore,
the name of each selector must be unique.

storageType

String

Specifies the storage type. Currently, only evs
(EVS volumes) and local (local volumes) are
supported. The local storage does not support
disk selection. All local disks will form a VG.
Therefore, only one storageSelector of the local
type is allowed.

matchLabels

matchLabels
object

Matching field of an EVS volume. The size,
volumeType, metadataEncrypted,
metadataCmkid and count fields are
supported.

Table 4-290 matchLabels

Parameter Type Description

size String Matched disk size. If this parameter is left
unspecified, the disk size is not limited.
Example: 100

volumeType String EVS disk type. SSD, GPSSD, SAS, ESSD, and

SATA are supported.
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Parameter Type Description
metadataEncr | String Disk encryption identifier. 0 indicates that the
ypted disk is not encrypted, and 1 indicates that the

disk is encrypted.
metadataCmk | String Customer master key ID of an encrypted disk.
id The value is a 36-byte string.
count String Number of disks to be selected. If this

parameter is left blank, all disks of this type
are selected.

Table 4-291 StorageGroups

Parameter

Type

Description

name

String

Name of a virtual storage group, which must
be unique.

NOTE

e If cceManaged is set to true, the name must be
set to vgpass.

e If the data disk is used as a temporary storage
volume, the name must be vg-everest-
localvolume-ephemeral.

e If the data disk is used as a persistent storage
volume, the name must be vg-everest-
localvolume-persistent.

cceManaged

Boolean

Storage space for Kubernetes and runtime
components. Only one group can be set to
true. If this parameter is left blank, the default
value false is used.

selectorName
S

Array of
strings

This parameter corresponds to hame in
storageSelectors. A group can match multiple
selectors, but a selector can match only one

group.

virtualSpaces

Array of
VirtualSpace
objects

Detailed management of space configuration
in a group.
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Table 4-292 VirtualSpace

Parameter

Type

Description

name

String

Name of a virtualSpace.

e Kubernetes: Kubernetes space
configuration. lvmConfig needs to be
configured.

e runtime: runtime space configuration.
runtimeConfig needs to be configured.

e user: user space configuration. lvmConfig
needs to be configured.

size

String

Size of a virtualSpace. The value must be an
integer in percentage. Example: 90%.
NOTE

The sum of the percentages of all virtualSpaces in a
group cannot exceed 100%.

lvmConfig

LVMConfig
object

LVM configurations, applicable to kubernetes
and user spaces. Note that one virtual space
supports only one config.

runtimeConfi
g

RuntimeConf
ig object

runtime configurations, applicable to the
runtime space. Note that one virtual space
supports only one config.

Table 4-293 LVMConfig

Parameter Type Description

lvType String LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.

path String Path to which the disk is attached. This

parameter takes effect only in user
configuration. The value is an absolute path.
Digits, letters, periods (.), hyphens (-), and
underscores () are allowed.

Table 4-294 RuntimeConfig

Parameter

Type

Description

lvType

String

LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.
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Table 4-295 NodePubliclP

Parameter Type Description
ids Array of IDs of existing EIPs. The quantity cannot be
strings greater than the number of nodes to be
created.
NOTE
If ids has been set, you do not need to set count
and eip.
count Integer Number of EIPs to be dynamically created.
NOTE
count and eip must be set at the same time.
eip NodeEIPSpec | EIP configuration.
object

Table 4-296 NodeEIPSpec

Parameter Type Description
iptype String EIP type, specified in publicip.type in the API
for assigning an EIP.
bandwidth NodeBandwi | Bandwidth parameters of the EIP
dth object

Table 4-297 NodeBandwidth

Parameter Type Description

chargemode String Bandwidth billing mode.

e |If this field is not specified, the billing is
based on bandwidth. - If the field is null, the
billing is based on bandwidth.

e |[f the field value is traffic, the billing is
based on traffic.

e If the value is out of the preceding options,
the cloud server will fail to be created.

NOTE

e Billed by bandwidth: The billing will be based on
the data transmission rate (in Mbps) of public
networks. This billing mode is recommended if
your bandwidth usage is higher than 10%.

o Billed by traffic: The billing is based on the total
amount of data (in GB) transmitted over the
public network. This mode is available only when
you are creating a pay-per-use node. This billing
mode is recommended if your bandwidth usage
is lower than 10%.
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Parameter Type Description

size Integer Bandwidth size, specified in bandwidth.size in
the API for assigning an EIP.

sharetype String Bandwidth sharing type. Value options: PER
(exclusive bandwidth)

Table 4-298 NodeNicSpec

Parameter Type Description
primaryNic NicSpec Description of the primary NIC.
object
extNics Array of Extension NIC
NicSpec NOTE
objects This parameter is not supported when you add a
node to a node pool.

Table 4-299 NicSpec

Parameter Type Description

subnetld String Network ID of the subnet to which a NIC
belongs. If subnetld is not specified when a
primary NIC is creating, the cluster subnet will
be used. If subnetList is also configured for a
node pool, the subnetList field is used for
adding subnets to the node pool. When
creating an extension NIC, you must specify

subnetld.
fixedlps Array of The IP address of the primary ENI is specified
strings using fixedlps. The number of IP addresses

cannot be greater than the number of created
nodes. Either fixedlps or ipBlock can be
specified. fiexdlps cannot be specified for
extension ENIs.

ipBlock String CIDR format of the primary NIC IP range. The
IP address of the created node falls in this
range. fixedlps and ipBlock cannot be
specified at the same time.
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Table 4-300 Taint

Parameter Type Description
key String Key.
value String Value.
effect String Effect.
Table 4-301 UserTag
Parameter Type Description
key String Key of the cloud server label. The value cannot
start with CCE- or __type_baremetal.
value String Value of the cloud server label.

Table 4-302 Runtime

Parameter Type

Description

name String

Container runtime. Default value:

e Clusters earlier than v1.25: The default
value is docker.

e Clusters of v1.25 or later: The default
container runtime varies depending on the
OS. For nodes running EulerOS 2.5, the
default container runtime is docker; for
nodes running other OSs, the default
container runtime is containerd.

Table 4-303 NodeExtendParam

Parameter Type

Description

ecs:performan
cetype

String

ECS flavor types. This field is returned in the
response.
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Parameter

Type

Description

maxPods

Integer

Maximum number of pods that can be created
on a node, including the default system pods.
Value range: 16 to 256.

This limit prevents the node from being
overloaded of pods.

The number of pods that can be created on a
node is determined by multiple parameters.
For details, see Maximum Number of Pods
That Can Be Created on a Node.

DockerLVMCo
nfigOverride

String

Docker data disk configuration item. (This
parameter has been discarded. Use the storage
field instead.) Example default configuration:
"DockerLVMConfigOverride":"dockerThinpool=vgpaas/
90%VG;kubernetesLV=vgpaas/
10%VG;diskType=evs;lvType=linear"

By default, if no VD disk is available, an error
occurs because the data disk fails to be found.
Set diskType based on the actual drive letter
type. The following fields are included:

e userLV (optional): size of the user space, for
example, vgpaas/20%VG.

e userPath (optional): mount path of the
user space, for example, /home/wqt-test.

e diskType: disk type. Currently, only evs,
hdd, and ssd are supported.

o lvType: type of a logic volume. The value
can be linear or striped.

e dockerThinpool: Docker space size, for
example, vgpaas/60%VG.

e kubernetesLV: kubelet space size, for
example, vgpaas/20%VG.
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Parameter

Type

Description

dockerBaseSiz
e

Integer

Available disk space of a single container on a
node, in GB.

If this parameter is left blank or is set to 0, the
default value is used. In Device Mapper mode,
the default value is 10. In OverlayFS mode, the
available space of a single container is not
limited by default, and the dockerBaseSize
setting takes effect only on EulerOS nodes in
the cluster of the new version.

For details about how to allocate the space for
the container runtime, see Data Disk Space
Allocation.

When Device Mapper is used, you are advised
to set dockerBaseSize to a value less than or
equal to 80 GB. If the value is too large, the
container runtime may fail to be started due to
long initialization. If there are special
requirements for the container disk space, you
can mount an external or local storage device.

publicKey

String

Public key of a node.

alpha.cce/
prelnstall

String

Pre-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
postinstall

String

Post-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
NodelmagelD

String

This parameter is required when a custom
image is used to create a BMS node.

chargingMod
e

Integer

Billing mode of a node. This parameter has
been deprecated. Use the billingMode
parameter in NodeSpec.

agency_name

String

Name of an agency

An agency is created by a tenant administrator
on ldentity and Access Management (IAM) to
provide temporary credentials for CCE nodes to
access cloud servers. This parameter is
returned only when it is transferred during
node creation.

kubeReserved
Mem

Integer

Reserved node memory, which is reserved for
Kubernetes components.
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systemReserv | Integer Reserved node memory, which is reserved for
edMem system components.
init-node- String Node password. If this parameter is used as a
password response parameter, asterisks (*) will be
displayed.

Table 4-304 HostnameConfig

Parameter

Type

Description

type

String

Configuration type of the Kubernetes node
name. The default value is privatelp.

e privatelp: The Kubernetes node is named
after its IP address.

e cceNodeName: The Kubernetes node is
named after the CCE node.

NOTE

e For a node which is configured using
cceNodeName, the name is the same as the
Kubernetes node name and the ECS name. The
node name cannot be changed. If the ECS name
is changed on the ECS console, the node name
will retain unchanged after ECS synchronization.

e For a node which is configured using
cceNodeName, to avoid a conflict between
Kubernetes nodes, the system automatically adds
a suffix to each node name. The suffix is in the
format of A hyphen (-) Five random characters.
The value of the random characters is a
lowercase letter or a digit ranging from 0 to 9.
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Table 4-305 NodeStatus

Parameter

Type

Description

phase

String

Node status, which is the status of a node

during its lifecycle (such as installation and
uninstallation) or the status of a node in a
Kubernetes cluster. Options:

e Build: The node is being created.

e Installing: The node is being managed.
e Upgrading: The node is being upgraded.
e Active: The node is running properly.

e Abnormal: The node is abnormal.

e Deleting: The node is being deleted.

e Error: The node is faulty.

lastProbeTime

String

Last time when the node status was checked. If
the cluster is in the abnormal, frozen, or
intermediate state (for example, creating), the
node status check may be affected. The node
status that takes more than five minutes to
check has no reference value.

joblD

String

ID of a creation or deletion job

serverld

String

ID of the underlying ECS or BMS node

privatelP

String

IP address in the private network segment of
the primary NIC on the node

privatelPv6IP

String

IPv6 address in the private network segment of
the primary NIC on the node

publiclP

String

Node EIP. If the ECS data is not synchronized in
real time, you can click Sync Node Data on
the console to manually update the data.

deleteStatus

DeleteStatus
object

Resource status during resource deletion.

Table 4-306 DeleteStatus

Parameter Type Description

previous_total | Integer Total number of existing cluster resource
records when the cluster is deleted.

current_total | Integer Latest number of resource records, which is

generated based on the current cluster
resource records.
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Parameter Type Description

updated Integer Total number of resource records updated
when the cluster is deleted.

added Integer Total number of resource records updated
when the cluster is deleted.

deleted Integer Total number of resource records deleted when
the cluster is deleted.

Example Requests

None

Example Responses
Status code: 200

Information about the specified node is successfully obtained.

{
"kind" : "Node",
"apiVersion" : "v3",
"metadata" : {
"name" : "myhost",
"uid" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",
"creationTimestamp" : "2018-08-02 08:12:40.124294439 +0000 UTC",
"updateTimestamp" : "2018-08-02 08:18:20.221871842 +0000 UTC",
"annotations" : {
"kubernetes.io/node-pool.id" : "az1.dc1#s1.medium#EulerOS 2.2"
}
h
"spec" : {
"flavor" : "s1.medium",
"aZ" : "******"’
"os" : "EulerOS 2.2",
"login" : {
"sshKey" : "KeyPair-001"
1
"rootVolume" : {
"volumetype" : "SAS",
"size" : 40
1
"dataVolumes" : [ {
"volumetype" : "SAS",
"size" : 100
jap
"publicIP" : {
"eip" : {
"bandwidth" : { }
}
1
"billingMode" : 0
h

"status" : {
"phase" : "Active",
"serverld" : "456789abc-9368-46f3-8f29-d1a95622a568",
"publicIP" : "10.34.56.78",
"privatelP" : "192.168.1.23"
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Status Codes

Status Description
Code
200 Information about the specified node is successfully obtained.

Error Codes

See Error Codes.

4.3.3 Listing All Nodes in a Cluster

Function
This API is used to obtain details about all nodes in a specified cluster with the
cluster ID.
L] NOTE
The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.
URI

GET /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes

Table 4-307 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters

in the API URL
Request Parameters
Table 4-308 Request header parameters
Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
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Parameter Mandatory

Type Description

X-Auth-Token | Yes

String Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see

Obtaining a User Token.

Response Parameters
Status code: 200

Table 4-309 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at List.
apiVersion String API version. The value is fixed at v3.
items Array of Node | List of details for all nodes in the current
objects cluster. You can filter nodes by
items.metadata.name.

Table 4-310 Node

Parameter Type Description
kind String API type. The value is fixed at Node and
cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata NodeMetada | Node metadata, which is a collection of
ta object attributes.
spec NodeSpec Detailed description of the node. CCE creates
object or updates objects by defining or updating
spec.
status NodeStatus Node status, which is dynamically recorded. A
object user-defined value will not function when a
node is being created or modified.
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Table 4-311 NodeMetadata

Parameter

Type

Description

name

String

Node name

NOTE
Enter 1 to 56 characters starting with a letter and
not ending with a hyphen (-). Only lowercase letters,
digits, and hyphens (-) are allowed. If name is left
empty or is not specified, the node name is
generated based on the default rule, which is Cluster
name-Random characters. Only the first 36
characters are kept for a long cluster name. If the
number of nodes (count) is greater than 1, some
random characters are added to the end of the
entered node name according to the default rule,
which is User-defined name-Random characters.
Only the first 50 characters in the custom name are
kept, followed by some random characters. Names
of nodes running in clusters v1.28.1, v1.27.3, v1.25.6,
v1.23.11, v1.21.12 or later support periods (.), but
this configuration is not recommended.

uid

String

Node ID, which is unique and automatically
generated after the resource is created. A user-
defined ID will not take effect.

labels

Map<String,St
ring>

CCE node label (not the native Kubernetes
label).

Labels are used to select objects that meet
certain criteria. A label is a key-value pair.

Example:
"labels": {

"key" : "value"

}

annotations

Map<String,St
ring>

CCE node annotations, in key-value pairs (not

the native Kubernetes annotations). Example:
"annotations": {

"key1" : "valuel",

"key2" : "value2"
}

NOTE

e annotations are not used to identify or select
objects. The metadata in annotations may be
small or large, structured or unstructured, and
may include characters that are not allowed in
labels.

e This parameter is used only for query and cannot
be input through a request. Entered data of this
parameter is invalid.

creationTimes
tamp

String

Time when the object was created. The value is
automatically generated after the object is
created. A user-defined value will not take
effect.
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Parameter

Type

Description

updateTimest
amp

String

Time when the object was updated. The value
is automatically generated after the object is
created. A user-defined value will not take
effect.

Table 4-312 NodeSpec

Parameter Type Description

flavor String Node specifications. For details about the node
specifications supported by CCE, see Node
Flavor Description.

az String Name of the AZ where the node to be created
is located. . .

0s String The OS type of the node. For details about the
supported OSs, see [Node OS Description]
(node-os.xml).
NOTE

e The system automatically selects the supported
OS based on the cluster version. If the current
cluster does not support the OS, an error will be
reported.

e If alpha.cce/NodelmagelD in extendParam is
specified during node creation, you do not need
to configure this parameter.

e This parameter is mandatory when creating a
node pool.

login Login object | Node login mode.

rootVolume Volume Information about disks on the node
object

dataVolumes | Array of Data disk parameters of the node. Currently,
Volume you can add the second data disk for your
objects node on the CCE console. This data disk is used

by the container runtime and kubelet. Do not
uninstall this disk. Otherwise, the node will
become unavailable. For DeC nodes, the
parameter description is the same as that for
rootVolume.
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Parameter

Type

Description

storage

Storage
object

Disk initialization management parameter.

This parameter is complex to configure. For
details, see Attaching Disks to a Node.

If this parameter retains its default, disks are
managed based on the DockerLVMConfigO-
verride (discarded) parameter in extendParam.
This parameter is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves local disks and EVS
disks at the same time, do not retain the default

value of this parameter to prevent unexpected disk
partitions.

publiclP

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported when you add a
node to a node pool.

nodeNicSpec

NodeNicSpec
object

NIC of the node

count

Integer

Number of nodes to be created in a batch. The
value must be a positive integer greater than
or equal to 1 and less than or equal to the
defined limit. This parameter can be left blank
when it is used for a node pool.

billingMode

Integer

Node billing mode.
e 0: pay-per-use
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Parameter

Type

Description

taints

Array of Taint
objects

You can add taints to created nodes to
configure anti-affinity. A maximum of 20 taints
can be added. Each taint contains the
following parameters:

e Key: A key must contain 1 to 63 characters
starting with a letter or digit. Only letters,
digits, hyphens (-), underscores (_), and
periods (.) are allowed. A DNS subdomain
name can be used as the prefix of a key.

e Value: A value must start with a letter or
digit and can contain a maximum of 63
characters, including letters, digits, hyphens
(<), underscores (_), and periods (.).

e Effect: Available options are NoSchedule,
PreferNoSchedule, and NoExecute. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"taints": [{
"key": "status",

"effect": "NoSchedule"

Ao
"key": "looks",
"value": "bad",
"effect": "NoSchedule"
1
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k8sTags Map<String,St | Defined in key-value pairs. A maximum of 20
ring> key-value pairs are allowed.

e Key: Enter 1 to 63 characters, starting with
a letter or digit. Only letters, digits, hyphens
(<), underscores (_), and periods (.) are
allowed. A DNS subdomain can be prefixed
to a key and contain a maximum of 253
characters. Example DNS subdomain:
example.com/my-key

e Value: The value can be left blank or
contain 1 to 63 characters that start with a
letter or digit. Only letters, digits, hyphens
(-), underscores (_), and periods (.) are
allowed in the character string. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"k8sTags": {

"key": "value"

}

ecsGroupld String ECS group ID. If this parameter is configured,
nodes will be created in the specified ECS
group.
NOTE
This configuration does not take effect when a node
pool is created. To ensure that all nodes in a node
pool are in the same ECS group, configure
nodeManagement in the node pool.

dedicatedHost | String ID of the DeH to which the node is scheduled.

Id NOTE
This parameter is not supported when you add a
node during node pool creation.
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userTags Array of Cloud server tag. The key of a tag must be
UserTag unique. The maximum number of custom tags
objects supported by CCE depends on the region and

cannot exceed 8. When creating a node, you
can specify the initial value for this parameter
and this field is not returned during query. In
using node pools, the initial value can be
specified in the node template and this field is
returned during query. In other scenarios, this
field is not returned during query.

NOTE

Use only letters, Unicode characters, digits, special
characters(-,_). Max characters: 36

runtime Runtime Container runtime:

object e Clusters of v1.25 or earlier: docker.

e Clusters of v1.25 or later: Container runtime
varies with the OS. For nodes running
EulerOS 2.5 or EulerOS 2.8, the default
container runtime is docker. For nodes
running other OSs, the default container
runtime is containerd.
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initializedCon | Array of Custom initialization flag, which is left blank
ditions strings by default.

Before CCE nodes are initialized,
node.cloudprovider.kubernetes.io/
uninitialized is added to the nodes to prevent
pods from being scheduled to these nodes.
When creating a node, you can configure the
initializedConditions parameter to control the
taint removal time. By default, the timeout
period is not configured.

Example:

1. Create a node and add parameter
"initializedConditions": ["CCElnitial",
"CustomedInitial"].

2. After custom initialization is complete, CCE
will call a Kubernetes API (for example,
PATCH /v1/nodes/{node_ip}/status) to
update the node conditions by adding two
labels of types CCElnitial and
Customedinitial and setting the status to
True, as shown in the following:

status:
conditions:
- type: CCElnitial
status: True'
- type: CustomedInitial
status: True'

1. CCE polls status.Conditions of nodes to
check whether there are conditions of types
CCElnitial and CustomedIlnitial. If such
conditions exist and the status is True, the
node initialization is complete and the
initialization taint is removed.

2. initializedConditions allows you to
configure a timeout period during node
creation. For example, "initializedCondi-
tions": ["CCElnitial:15m",
"CustomedInitial:15m"] indicates that the
timeout period is 15 minutes. After the
timeout period is reached, the initialization
conditions will be automatically ignored and
the initialization taint will be removed when
CCE polls the node.

e Use only letters and digits. Max. characters:
20.

e Max. flags: 2.
e The unit of the timeout period is minute

(m).
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extendParam | NodeExtendP | Extended parameters for creating a node.
aram object

hostnameConf | HostnameCo | Kubernetes node name configuration

ig nfig object parameter, which is supported by clusters of
v1.23.6-r0 to v1.25 or clusters of v1.25.2-r0 or
later versions.

Table 4-313 Login

Parameter

Type

Description

sshKey

String

Name of the key pair used for login.

Table 4-314 UserPassword

Parameter Type Description
username String Login account. Defaults to root.
password String If a username and a password are used to

create a node, this field is shielded in the
response body. A password must meet the
following complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of the following
character types: uppercase letters, lowercase
letters, digits, and special characters (!@$%
%AN-_=+[{}]:,./?~#)

e Cannot contain the username or the
username spelled backwards. The password
field must be salted during node creation.
For details, see Adding a Salt in the
password Field When Creating a Node.

Table 4-315 Volume

Parameter

Type

Description

size

Integer

Disk size, in GB.
e System disk: 40 to 1024
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Parameter

Type

Description

volumetype

String

Disk type. For details about possible values, see
the description of the root_volume parameter
in the API used to create an ECS.

e SAS: high I/O SAS disk
e SSD: ultra-high 1/O SSD disk

e SATA: common I/O SATA disk SATA disks
have been removed from EVS. You can find
them attached only on existing nodes.

extendParam

Map<String,O
bject>

Extended disk parameters, defined in
extendparam in the API used to create an ECS.

cluster_id

String

ID of the storage pool used by the ECS system
disk. This field is used only for DeC clusters,
which functions as dssPoollD, that is, the ID of
the DSS storage pool.

cluster_type

String

Storage class of the cloud server system disk.
The value is always dss. This field is used only
for DeC clusters.

hw:passthrou
gh

Boolean

e Pay attention to this field if your ECS is SDI-
compliant. If the value of this field is true,
an SCSI disk will be created.

e |f the node pool type is ElasticBMS, this
field must be set to true.

e If a node specification involves local disks
and EVS disks at the same time, set the disk
initialization parameters. For details, see
Attaching Disks to a Node.

metadata

VolumeMeta
data object

EVS disk encryption information. This field is
mandatory only when you need to encrypt the
system disk or data disks of the node to be
created.

Table 4-316 VolumeMetadata

Parameter Type Description
_ system__en | String Whether the EVS disk is encrypted. The value 0
crypted indicates that the EVS disk is not encrypted,

and the value 1 indicates that the EVS disk is
encrypted.

If this parameter is not specified, EVS disks will
not be encrypted by default.
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_ system__cm | String CMK ID, which indicates encryption in
kid metadata. This field is used with

_ system__encrypted.

Table 4-317 Storage

Parameter Type Description
storageSelect | Array of Disk selection. Matched disks are managed
ors StorageSelec | according to matchLabels and storageType.
tors objects
storageGroup | Array of A storage group consists of multiple storage
S StorageGrou | devices. It is used to divide storage space.
ps objects

Table 4-318 StorageSelectors

Parameter

Type

Description

name

String

Selector name, used as the index of
selectorNames in storageGroup. Therefore,
the name of each selector must be unique.

storageType

String

Specifies the storage type. Currently, only evs
(EVS volumes) and local (local volumes) are
supported. The local storage does not support
disk selection. All local disks will form a VG.
Therefore, only one storageSelector of the local
type is allowed.

matchLabels

matchLabels
object

Matching field of an EVS volume. The size,
volumeType, metadataEncrypted,
metadataCmkid and count fields are
supported.

Table 4-319 matchLabels

Parameter Type Description

size String Matched disk size. If this parameter is left
unspecified, the disk size is not limited.
Example: 100

volumeType String EVS disk type. SSD, GPSSD, SAS, ESSD, and

SATA are supported.
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Parameter Type Description
metadataEncr | String Disk encryption identifier. 0 indicates that the
ypted disk is not encrypted, and 1 indicates that the

disk is encrypted.
metadataCmk | String Customer master key ID of an encrypted disk.
id The value is a 36-byte string.
count String Number of disks to be selected. If this

parameter is left blank, all disks of this type
are selected.

Table 4-320 StorageGroups

Parameter

Type

Description

name

String

Name of a virtual storage group, which must
be unique.

NOTE

e If cceManaged is set to true, the name must be
set to vgpass.

e If the data disk is used as a temporary storage
volume, the name must be vg-everest-
localvolume-ephemeral.

e If the data disk is used as a persistent storage
volume, the name must be vg-everest-
localvolume-persistent.

cceManaged

Boolean

Storage space for Kubernetes and runtime
components. Only one group can be set to
true. If this parameter is left blank, the default
value false is used.

selectorName
S

Array of
strings

This parameter corresponds to hame in
storageSelectors. A group can match multiple
selectors, but a selector can match only one

group.

virtualSpaces

Array of
VirtualSpace
objects

Detailed management of space configuration
in a group.
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Table 4-321 VirtualSpace

Parameter

Type

Description

name

String

Name of a virtualSpace.

e Kubernetes: Kubernetes space
configuration. lvmConfig needs to be
configured.

e runtime: runtime space configuration.
runtimeConfig needs to be configured.

e user: user space configuration. lvmConfig
needs to be configured.

size

String

Size of a virtualSpace. The value must be an
integer in percentage. Example: 90%.
NOTE

The sum of the percentages of all virtualSpaces in a
group cannot exceed 100%.

lvmConfig

LVMConfig
object

LVM configurations, applicable to kubernetes
and user spaces. Note that one virtual space
supports only one config.

runtimeConfi
g

RuntimeConf
ig object

runtime configurations, applicable to the
runtime space. Note that one virtual space
supports only one config.

Table 4-322 LVMConfig

Parameter Type Description

lvType String LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.

path String Path to which the disk is attached. This

parameter takes effect only in user
configuration. The value is an absolute path.
Digits, letters, periods (.), hyphens (-), and
underscores () are allowed.

Table 4-323 RuntimeConfig

Parameter

Type

Description

lvType

String

LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.
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Table 4-324 NodePubliclP

Parameter Type Description
ids Array of IDs of existing EIPs. The quantity cannot be
strings greater than the number of nodes to be
created.
NOTE
If ids has been set, you do not need to set count
and eip.
count Integer Number of EIPs to be dynamically created.
NOTE
count and eip must be set at the same time.
eip NodeEIPSpec | EIP configuration.
object

Table 4-325 NodeEIPSpec

Parameter Type Description
iptype String EIP type, specified in publicip.type in the API
for assigning an EIP.
bandwidth NodeBandwi | Bandwidth parameters of the EIP
dth object

Table 4-326 NodeBandwidth

Parameter Type Description

chargemode String Bandwidth billing mode.

e |If this field is not specified, the billing is
based on bandwidth. - If the field is null, the
billing is based on bandwidth.

e |[f the field value is traffic, the billing is
based on traffic.

e If the value is out of the preceding options,
the cloud server will fail to be created.

NOTE

e Billed by bandwidth: The billing will be based on
the data transmission rate (in Mbps) of public
networks. This billing mode is recommended if
your bandwidth usage is higher than 10%.

o Billed by traffic: The billing is based on the total
amount of data (in GB) transmitted over the
public network. This mode is available only when
you are creating a pay-per-use node. This billing
mode is recommended if your bandwidth usage
is lower than 10%.
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Parameter Type Description

size Integer Bandwidth size, specified in bandwidth.size in
the API for assigning an EIP.

sharetype String Bandwidth sharing type. Value options: PER
(exclusive bandwidth)

Table 4-327 NodeNicSpec

Parameter Type Description
primaryNic NicSpec Description of the primary NIC.
object
extNics Array of Extension NIC
NicSpec NOTE
objects This parameter is not supported when you add a
node to a node pool.

Table 4-328 NicSpec

Parameter Type Description

subnetld String Network ID of the subnet to which a NIC
belongs. If subnetld is not specified when a
primary NIC is creating, the cluster subnet will
be used. If subnetList is also configured for a
node pool, the subnetList field is used for
adding subnets to the node pool. When
creating an extension NIC, you must specify

subnetld.
fixedlps Array of The IP address of the primary ENI is specified
strings using fixedlps. The number of IP addresses

cannot be greater than the number of created
nodes. Either fixedlps or ipBlock can be
specified. fiexdlps cannot be specified for
extension ENIs.

ipBlock String CIDR format of the primary NIC IP range. The
IP address of the created node falls in this
range. fixedlps and ipBlock cannot be
specified at the same time.
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Table 4-329 Taint

Parameter Type Description
key String Key.
value String Value.
effect String Effect.
Table 4-330 UserTag
Parameter Type Description
key String Key of the cloud server label. The value cannot
start with CCE- or __type_baremetal.
value String Value of the cloud server label.

Table 4-331 Runtime

Parameter Type

Description

name String

Container runtime. Default value:

e Clusters earlier than v1.25: The default
value is docker.

e Clusters of v1.25 or later: The default
container runtime varies depending on the
OS. For nodes running EulerOS 2.5, the
default container runtime is docker; for
nodes running other OSs, the default
container runtime is containerd.

Table 4-332 NodeExtendParam

Parameter Type

Description

ecs:performan
cetype

String

ECS flavor types. This field is returned in the
response.
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Parameter

Type

Description

maxPods

Integer

Maximum number of pods that can be created
on a node, including the default system pods.
Value range: 16 to 256.

This limit prevents the node from being
overloaded of pods.

The number of pods that can be created on a
node is determined by multiple parameters.
For details, see Maximum Number of Pods
That Can Be Created on a Node.

DockerLVMCo
nfigOverride

String

Docker data disk configuration item. (This
parameter has been discarded. Use the storage
field instead.) Example default configuration:
"DockerLVMConfigOverride":"dockerThinpool=vgpaas/
90%VG;kubernetesLV=vgpaas/
10%VG;diskType=evs;lvType=linear"

By default, if no VD disk is available, an error
occurs because the data disk fails to be found.
Set diskType based on the actual drive letter
type. The following fields are included:

e userLV (optional): size of the user space, for
example, vgpaas/20%VG.

e userPath (optional): mount path of the
user space, for example, /home/wqt-test.

e diskType: disk type. Currently, only evs,
hdd, and ssd are supported.

o lvType: type of a logic volume. The value
can be linear or striped.

e dockerThinpool: Docker space size, for
example, vgpaas/60%VG.

e kubernetesLV: kubelet space size, for
example, vgpaas/20%VG.
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Parameter

Type

Description

dockerBaseSiz
e

Integer

Available disk space of a single container on a
node, in GB.

If this parameter is left blank or is set to 0, the
default value is used. In Device Mapper mode,
the default value is 10. In OverlayFS mode, the
available space of a single container is not
limited by default, and the dockerBaseSize
setting takes effect only on EulerOS nodes in
the cluster of the new version.

For details about how to allocate the space for
the container runtime, see Data Disk Space
Allocation.

When Device Mapper is used, you are advised
to set dockerBaseSize to a value less than or
equal to 80 GB. If the value is too large, the
container runtime may fail to be started due to
long initialization. If there are special
requirements for the container disk space, you
can mount an external or local storage device.

publicKey

String

Public key of a node.

alpha.cce/
prelnstall

String

Pre-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
postinstall

String

Post-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
NodelmagelD

String

This parameter is required when a custom
image is used to create a BMS node.

chargingMod
e

Integer

Billing mode of a node. This parameter has
been deprecated. Use the billingMode
parameter in NodeSpec.

agency_name

String

Name of an agency

An agency is created by a tenant administrator
on ldentity and Access Management (IAM) to
provide temporary credentials for CCE nodes to
access cloud servers. This parameter is
returned only when it is transferred during
node creation.

kubeReserved
Mem

Integer

Reserved node memory, which is reserved for
Kubernetes components.
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systemReserv | Integer Reserved node memory, which is reserved for
edMem system components.
init-node- String Node password. If this parameter is used as a
password response parameter, asterisks (*) will be
displayed.

Table 4-333 HostnameConfig

Parameter

Type

Description

type

String

Configuration type of the Kubernetes node
name. The default value is privatelp.

e privatelp: The Kubernetes node is named
after its IP address.

e cceNodeName: The Kubernetes node is
named after the CCE node.

NOTE

e For a node which is configured using
cceNodeName, the name is the same as the
Kubernetes node name and the ECS name. The
node name cannot be changed. If the ECS name
is changed on the ECS console, the node name
will retain unchanged after ECS synchronization.

e For a node which is configured using
cceNodeName, to avoid a conflict between
Kubernetes nodes, the system automatically adds
a suffix to each node name. The suffix is in the
format of A hyphen (-) Five random characters.
The value of the random characters is a
lowercase letter or a digit ranging from 0 to 9.
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Table 4-334 NodeStatus

Parameter

Type

Description

phase

String

Node status, which is the status of a node

during its lifecycle (such as installation and
uninstallation) or the status of a node in a
Kubernetes cluster. Options:

e Build: The node is being created.

e Installing: The node is being managed.
e Upgrading: The node is being upgraded.
e Active: The node is running properly.

e Abnormal: The node is abnormal.

e Deleting: The node is being deleted.

e Error: The node is faulty.

lastProbeTime

String

Last time when the node status was checked. If
the cluster is in the abnormal, frozen, or
intermediate state (for example, creating), the
node status check may be affected. The node
status that takes more than five minutes to
check has no reference value.

joblD

String

ID of a creation or deletion job

serverld

String

ID of the underlying ECS or BMS node

privatelP

String

IP address in the private network segment of
the primary NIC on the node

privatelPv6IP

String

IPv6 address in the private network segment of
the primary NIC on the node

publiclP

String

Node EIP. If the ECS data is not synchronized in
real time, you can click Sync Node Data on
the console to manually update the data.

deleteStatus

DeleteStatus
object

Resource status during resource deletion.

Table 4-335 DeleteStatus

Parameter Type Description

previous_total | Integer Total number of existing cluster resource
records when the cluster is deleted.

current_total | Integer Latest number of resource records, which is

generated based on the current cluster
resource records.
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Parameter Type Description

updated Integer Total number of resource records updated
when the cluster is deleted.

added Integer Total number of resource records updated
when the cluster is deleted.

deleted Integer Total number of resource records deleted when
the cluster is deleted.

Example Requests

None

Example Responses
Status code: 200

Information about all the nodes in the specified cluster is successfully obtained.

{
"kind" : "List",
"apiVersion" : "v3",
"items" : [ {
"kind" : "Node",
"apiVersion" : "v3",
"metadata" : {

"name" : "myhost",

"uid" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",

"creationTimestamp" : "2018-08-02 07:37:24.005071325 +0000 UTC",

"updateTimestamp" : "2018-08-02 07:44:04.965500815 +0000 UTC",

"annotations" : {

"kubernetes.io/node-pool.id" : "az1.dc1#s1.medium#EulerOS 2.2"

}

1
"spec" : {

"flavor" : "s1.medium",

"az" :"azl.dc1",

"os" : "EulerOS 2.2",

"login" : {

"sshKey" : "KeyPair-001"

h?

"rootVolume" : {
"volumetype" : "SAS",
"size" : 40
h?
"dataVolumes" : [ {
"volumetype" : "SAS",
"size" : 100

1
"publicIP" : {
"eip" : {

"bandwidth" : { }

}
h?
"billingMode" : 0
1

"status" : {
"phase" : "Active",
"serverld" : "456789abc-9368-46f3-8f29-d1a95622a568",
"publicIP" : "10.34.56.78",
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"privatelP" : "192.168.1.23"

}

]

}
Status Codes

Status Description

Code

200 Information about all the nodes in the specified cluster is

successfully obtained.

Error Codes

See Error Codes.

4.3.4 Updating a Specified Node

Function
This APl is used to update information about a specified node.
(10 NOTE

e Currently, only the name field in metadata can be updated. This field indicates the node
name.

e The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri
indicates the resource path, that is, the path for API access.

URI
PUT /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes/{node_id}

Table 4-336 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

cluster_id Yes String Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

node_id Yes String Node ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.
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Request Parameters

Table 4-337 Request header parameters

Parameter Mandatory Type

Description

Content-Type | Yes String

Message body type (format).

X-Auth-Token | Yes String

Requests for calling an API can
be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Table 4-338 Request body parameters

Parameter Mandatory Type

Description

metadata Yes ClusterNodel
nformationM
etadata
object

Node metadata, which is a
collection of attributes.

Table 4-339 ClusterNodelnformationMetadata

Parameter Mandatory Type Description
name Yes String Node name
NOTE

After the node name is changed,
the ECS name (VM name) will be
changed accordingly. Enter 1 to
56 characters starting with a
letter and not ending with a
hyphen (-). Only lowercase
letters, digits, and hyphens (-)
are allowed. Names of nodes
running in clusters v1.28.1,
v1.27.3,v1.25.6, v1.23.11,
v1.21.12 or later support periods
(.), but this configuration is not
recommended.

Response Parameters

Status code: 200
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Table 4-340 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Node and
cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata NodeMetada | Node metadata, which is a collection of
ta object attributes.
spec NodeSpec Detailed description of the node. CCE creates
object or updates objects by defining or updating
spec.
status NodeStatus Node status, which is dynamically recorded. A
object user-defined value will not function when a

node is being created or modified.

Table 4-341 NodeMetadata

Parameter

Type

Description

name

String

Node name

NOTE
Enter 1 to 56 characters starting with a letter and
not ending with a hyphen (-). Only lowercase letters,
digits, and hyphens (-) are allowed. If name is left
empty or is not specified, the node name is
generated based on the default rule, which is Cluster
name-Random characters. Only the first 36
characters are kept for a long cluster name. If the
number of nodes (count) is greater than 1, some
random characters are added to the end of the
entered node name according to the default rule,
which is User-defined name-Random characters.
Only the first 50 characters in the custom name are
kept, followed by some random characters. Names
of nodes running in clusters v1.28.1, v1.27.3, v1.25.6,
v1.23.11, v1.21.12 or later support periods (.), but
this configuration is not recommended.

uid

String

Node ID, which is unique and automatically
generated after the resource is created. A user-
defined ID will not take effect.

labels

Map<String,St
ring>

CCE node label (not the native Kubernetes
label).

Labels are used to select objects that meet
certain criteria. A label is a key-value pair.

Example:
"labels": {
"key" : "value"

}
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Parameter

Type

Description

annotations

Map<String,St
ring>

CCE node annotations, in key-value pairs (not

the native Kubernetes annotations). Example:
"annotations": {

"key1" : "valuel",

"key2" : "value2"
}

NOTE

e annotations are not used to identify or select
objects. The metadata in annotations may be
small or large, structured or unstructured, and
may include characters that are not allowed in
labels.

e This parameter is used only for query and cannot
be input through a request. Entered data of this
parameter is invalid.

amp

creationTimes | String Time when the object was created. The value is

tamp automatically generated after the object is
created. A user-defined value will not take
effect.

updateTimest | String Time when the object was updated. The value

is automatically generated after the object is
created. A user-defined value will not take
effect.

Table 4-342 NodeSpec

Parameter

Type

Description

flavor

String

Node specifications. For details about the node
specifications supported by CCE, see Node
Flavor Description.

az

String

Name of the AZ where the node to be created
is located. . .

oS

String

The OS type of the node. For details about the
supported OSs, see [Node OS Description]
(node-os.xml).

NOTE

e The system automatically selects the supported
OS based on the cluster version. If the current
cluster does not support the OS, an error will be
reported.

e If alpha.cce/NodelmagelD in extendParam is
specified during node creation, you do not need
to configure this parameter.

e This parameter is mandatory when creating a
node pool.

login

Login object

Node login mode.
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Parameter

Type

Description

rootVolume

Volume
object

Information about disks on the node

dataVolumes

Array of
Volume
objects

Data disk parameters of the node. Currently,
you can add the second data disk for your
node on the CCE console. This data disk is used
by the container runtime and kubelet. Do not
uninstall this disk. Otherwise, the node will
become unavailable. For DeC nodes, the
parameter description is the same as that for
rootVolume.

storage

Storage
object

Disk initialization management parameter.

This parameter is complex to configure. For
details, see Attaching Disks to a Node.

If this parameter retains its default, disks are
managed based on the DockerLVMConfigO-
verride (discarded) parameter in extendParam.
This parameter is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves local disks and EVS
disks at the same time, do not retain the default
value of this parameter to prevent unexpected disk
partitions.

publiclP

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported when you add a
node to a node pool.

nodeNicSpec

NodeNicSpec
object

NIC of the node

count

Integer

Number of nodes to be created in a batch. The
value must be a positive integer greater than
or equal to 1 and less than or equal to the
defined limit. This parameter can be left blank
when it is used for a node pool.

billingMode

Integer

Node billing mode.
e 0: pay-per-use
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Parameter

Type

Description

taints

Array of Taint
objects

You can add taints to created nodes to
configure anti-affinity. A maximum of 20 taints
can be added. Each taint contains the
following parameters:

e Key: A key must contain 1 to 63 characters
starting with a letter or digit. Only letters,
digits, hyphens (-), underscores (_), and
periods (.) are allowed. A DNS subdomain
name can be used as the prefix of a key.

e Value: A value must start with a letter or
digit and can contain a maximum of 63
characters, including letters, digits, hyphens
(<), underscores (_), and periods (.).

e Effect: Available options are NoSchedule,
PreferNoSchedule, and NoExecute. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"taints": [{
"key": "status",

"effect": "NoSchedule"

Ao
"key": "looks",
"value": "bad",
"effect": "NoSchedule"
1

Issue 01 (2024-04-23) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 288



Cloud Container Engine

API| Reference 4 APIs
Parameter Type Description
k8sTags Map<String,St | Defined in key-value pairs. A maximum of 20
ring> key-value pairs are allowed.

e Key: Enter 1 to 63 characters, starting with
a letter or digit. Only letters, digits, hyphens
(<), underscores (_), and periods (.) are
allowed. A DNS subdomain can be prefixed
to a key and contain a maximum of 253
characters. Example DNS subdomain:
example.com/my-key

e Value: The value can be left blank or
contain 1 to 63 characters that start with a
letter or digit. Only letters, digits, hyphens
(-), underscores (_), and periods (.) are
allowed in the character string. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"k8sTags": {

"key": "value"

}

ecsGroupld String ECS group ID. If this parameter is configured,
nodes will be created in the specified ECS
group.
NOTE
This configuration does not take effect when a node
pool is created. To ensure that all nodes in a node
pool are in the same ECS group, configure
nodeManagement in the node pool.

dedicatedHost | String ID of the DeH to which the node is scheduled.

Id NOTE
This parameter is not supported when you add a
node during node pool creation.
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userTags Array of Cloud server tag. The key of a tag must be
UserTag unique. The maximum number of custom tags
objects supported by CCE depends on the region and

cannot exceed 8. When creating a node, you
can specify the initial value for this parameter
and this field is not returned during query. In
using node pools, the initial value can be
specified in the node template and this field is
returned during query. In other scenarios, this
field is not returned during query.

NOTE

Use only letters, Unicode characters, digits, special
characters(-,_). Max characters: 36

runtime Runtime Container runtime:

object e Clusters of v1.25 or earlier: docker.

e Clusters of v1.25 or later: Container runtime
varies with the OS. For nodes running
EulerOS 2.5 or EulerOS 2.8, the default
container runtime is docker. For nodes
running other OSs, the default container
runtime is containerd.
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initializedCon | Array of Custom initialization flag, which is left blank
ditions strings by default.

Before CCE nodes are initialized,
node.cloudprovider.kubernetes.io/
uninitialized is added to the nodes to prevent
pods from being scheduled to these nodes.
When creating a node, you can configure the
initializedConditions parameter to control the
taint removal time. By default, the timeout
period is not configured.

Example:

1. Create a node and add parameter
"initializedConditions": ["CCElnitial",
"CustomedInitial"].

2. After custom initialization is complete, CCE
will call a Kubernetes API (for example,
PATCH /v1/nodes/{node_ip}/status) to
update the node conditions by adding two
labels of types CCElnitial and
Customedinitial and setting the status to
True, as shown in the following:

status:
conditions:
- type: CCElnitial
status: True'
- type: CustomedInitial
status: True'

1. CCE polls status.Conditions of nodes to
check whether there are conditions of types
CCElnitial and CustomedIlnitial. If such
conditions exist and the status is True, the
node initialization is complete and the
initialization taint is removed.

2. initializedConditions allows you to
configure a timeout period during node
creation. For example, "initializedCondi-
tions": ["CCElnitial:15m",
"CustomedInitial:15m"] indicates that the
timeout period is 15 minutes. After the
timeout period is reached, the initialization
conditions will be automatically ignored and
the initialization taint will be removed when
CCE polls the node.

e Use only letters and digits. Max. characters:
20.

e Max. flags: 2.
e The unit of the timeout period is minute

(m).
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extendParam | NodeExtendP | Extended parameters for creating a node.
aram object

hostnameConf | HosthameCo | Kubernetes node name configuration

ig nfig object parameter, which is supported by clusters of
v1.23.6-r0 to v1.25 or clusters of v1.25.2-r0 or
later versions.

Table 4-343 Login

Parameter

Type

Description

sshKey

String

Name of the key pair used for login.

Table 4-344 UserPassword

Parameter Type Description
username String Login account. Defaults to root.
password String If a username and a password are used to

create a node, this field is shielded in the
response body. A password must meet the
following complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of the following
character types: uppercase letters, lowercase
letters, digits, and special characters (!@$%
%AN-_=+[{}]:,./?~#)

e Cannot contain the username or the
username spelled backwards. The password
field must be salted during node creation.
For details, see Adding a Salt in the
password Field When Creating a Node.

Table 4-345 Volume

Parameter

Type

Description

size

Integer

Disk size, in GB.
e System disk: 40 to 1024
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Parameter

Type

Description

volumetype

String

Disk type. For details about possible values, see
the description of the root_volume parameter
in the API used to create an ECS.

e SAS: high I/O SAS disk
e SSD: ultra-high 1/O SSD disk

e SATA: common I/O SATA disk SATA disks
have been removed from EVS. You can find
them attached only on existing nodes.

extendParam

Map<String,O
bject>

Extended disk parameters, defined in
extendparam in the API used to create an ECS.

cluster_id

String

ID of the storage pool used by the ECS system
disk. This field is used only for DeC clusters,
which functions as dssPoollD, that is, the ID of
the DSS storage pool.

cluster_type

String

Storage class of the cloud server system disk.
The value is always dss. This field is used only
for DeC clusters.

hw:passthrou
gh

Boolean

e Pay attention to this field if your ECS is SDI-
compliant. If the value of this field is true,
an SCSI disk will be created.

e |f the node pool type is ElasticBMS, this
field must be set to true.

e If a node specification involves local disks
and EVS disks at the same time, set the disk
initialization parameters. For details, see
Attaching Disks to a Node.

metadata

VolumeMeta
data object

EVS disk encryption information. This field is
mandatory only when you need to encrypt the
system disk or data disks of the node to be
created.

Table 4-346 VolumeMetadata

Parameter Type Description
_ system__en | String Whether the EVS disk is encrypted. The value 0
crypted indicates that the EVS disk is not encrypted,

and the value 1 indicates that the EVS disk is
encrypted.

If this parameter is not specified, EVS disks will
not be encrypted by default.
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_ system__cm | String CMK ID, which indicates encryption in
kid metadata. This field is used with

_ system__encrypted.

Table 4-347 Storage

Parameter Type Description
storageSelect | Array of Disk selection. Matched disks are managed
ors StorageSelec | according to matchLabels and storageType.
tors objects
storageGroup | Array of A storage group consists of multiple storage
S StorageGrou | devices. It is used to divide storage space.
ps objects

Table 4-348 StorageSelectors

Parameter

Type

Description

name

String

Selector name, used as the index of
selectorNames in storageGroup. Therefore,
the name of each selector must be unique.

storageType

String

Specifies the storage type. Currently, only evs
(EVS volumes) and local (local volumes) are
supported. The local storage does not support
disk selection. All local disks will form a VG.
Therefore, only one storageSelector of the local
type is allowed.

matchLabels

matchLabels
object

Matching field of an EVS volume. The size,
volumeType, metadataEncrypted,
metadataCmkid and count fields are
supported.

Table 4-349 matchLabels

Parameter Type Description

size String Matched disk size. If this parameter is left
unspecified, the disk size is not limited.
Example: 100

volumeType String EVS disk type. SSD, GPSSD, SAS, ESSD, and

SATA are supported.

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

204



Cloud Container Engine

API Reference

4 APIs

Parameter Type Description
metadataEncr | String Disk encryption identifier. 0 indicates that the
ypted disk is not encrypted, and 1 indicates that the

disk is encrypted.
metadataCmk | String Customer master key ID of an encrypted disk.
id The value is a 36-byte string.
count String Number of disks to be selected. If this

parameter is left blank, all disks of this type
are selected.

Table 4-350 StorageGroups

Parameter

Type

Description

name

String

Name of a virtual storage group, which must
be unique.

NOTE

e If cceManaged is set to true, the name must be
set to vgpass.

e If the data disk is used as a temporary storage
volume, the name must be vg-everest-
localvolume-ephemeral.

e If the data disk is used as a persistent storage
volume, the name must be vg-everest-
localvolume-persistent.

cceManaged

Boolean

Storage space for Kubernetes and runtime
components. Only one group can be set to
true. If this parameter is left blank, the default
value false is used.

selectorName
S

Array of
strings

This parameter corresponds to hame in
storageSelectors. A group can match multiple
selectors, but a selector can match only one

group.

virtualSpaces

Array of
VirtualSpace
objects

Detailed management of space configuration
in a group.
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Table 4-351 VirtualSpace

Parameter

Type

Description

name

String

Name of a virtualSpace.

e Kubernetes: Kubernetes space
configuration. lvmConfig needs to be
configured.

e runtime: runtime space configuration.
runtimeConfig needs to be configured.

e user: user space configuration. lvmConfig
needs to be configured.

size

String

Size of a virtualSpace. The value must be an
integer in percentage. Example: 90%.
NOTE

The sum of the percentages of all virtualSpaces in a
group cannot exceed 100%.

lvmConfig

LVMConfig
object

LVM configurations, applicable to kubernetes
and user spaces. Note that one virtual space
supports only one config.

runtimeConfi
g

RuntimeConf
ig object

runtime configurations, applicable to the
runtime space. Note that one virtual space
supports only one config.

Table 4-352 LVMConfig

Parameter Type Description

lvType String LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.

path String Path to which the disk is attached. This

parameter takes effect only in user
configuration. The value is an absolute path.
Digits, letters, periods (.), hyphens (-), and
underscores () are allowed.

Table 4-353 RuntimeConfig

Parameter

Type

Description

lvType

String

LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a strip to
improve disk performance.
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Table 4-354 NodePubliclP

Parameter Type Description
ids Array of IDs of existing EIPs. The quantity cannot be
strings greater than the number of nodes to be
created.
NOTE
If ids has been set, you do not need to set count
and eip.
count Integer Number of EIPs to be dynamically created.
NOTE
count and eip must be set at the same time.
eip NodeEIPSpec | EIP configuration.
object

Table 4-355 NodeEIPSpec

Parameter Type Description
iptype String EIP type, specified in publicip.type in the API
for assigning an EIP.
bandwidth NodeBandwi | Bandwidth parameters of the EIP
dth object

Table 4-356 NodeBandwidth

Parameter Type Description

chargemode String Bandwidth billing mode.

e |If this field is not specified, the billing is
based on bandwidth. - If the field is null, the
billing is based on bandwidth.

e |[f the field value is traffic, the billing is
based on traffic.

e If the value is out of the preceding options,
the cloud server will fail to be created.

NOTE

e Billed by bandwidth: The billing will be based on
the data transmission rate (in Mbps) of public
networks. This billing mode is recommended if
your bandwidth usage is higher than 10%.

o Billed by traffic: The billing is based on the total
amount of data (in GB) transmitted over the
public network. This mode is available only when
you are creating a pay-per-use node. This billing
mode is recommended if your bandwidth usage
is lower than 10%.
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size Integer Bandwidth size, specified in bandwidth.size in
the API for assigning an EIP.

sharetype String Bandwidth sharing type. Value options: PER
(exclusive bandwidth)

Table 4-357 NodeNicSpec

Parameter Type Description
primaryNic NicSpec Description of the primary NIC.
object
extNics Array of Extension NIC
NicSpec NOTE
objects This parameter is not supported when you add a
node to a node pool.

Table 4-358 NicSpec

Parameter Type Description

subnetld String Network ID of the subnet to which a NIC
belongs. If subnetld is not specified when a
primary NIC is creating, the cluster subnet will
be used. If subnetList is also configured for a
node pool, the subnetList field is used for
adding subnets to the node pool. When
creating an extension NIC, you must specify

subnetld.
fixedlps Array of The IP address of the primary ENI is specified
strings using fixedlps. The number of IP addresses

cannot be greater than the number of created
nodes. Either fixedlps or ipBlock can be
specified. fiexdlps cannot be specified for
extension ENIs.

ipBlock String CIDR format of the primary NIC IP range. The
IP address of the created node falls in this
range. fixedlps and ipBlock cannot be
specified at the same time.
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Table 4-359 Taint

Parameter Type Description
key String Key.
value String Value.
effect String Effect.
Table 4-360 UserTag
Parameter Type Description
key String Key of the cloud server label. The value cannot
start with CCE- or __type_baremetal.
value String Value of the cloud server label.

Table 4-361 Runtime

Parameter Type

Description

name String

Container runtime. Default value:

e Clusters earlier than v1.25: The default
value is docker.

e Clusters of v1.25 or later: The default
container runtime varies depending on the
OS. For nodes running EulerOS 2.5, the
default container runtime is docker; for
nodes running other OSs, the default
container runtime is containerd.

Table 4-362 NodeExtendParam

Parameter Type

Description

ecs:performan
cetype

String

ECS flavor types. This field is returned in the
response.
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Parameter

Type

Description

maxPods

Integer

Maximum number of pods that can be created
on a node, including the default system pods.
Value range: 16 to 256.

This limit prevents the node from being
overloaded of pods.

The number of pods that can be created on a
node is determined by multiple parameters.
For details, see Maximum Number of Pods
That Can Be Created on a Node.

DockerLVMCo
nfigOverride

String

Docker data disk configuration item. (This
parameter has been discarded. Use the storage
field instead.) Example default configuration:
"DockerLVMConfigOverride":"dockerThinpool=vgpaas/
90%VG;kubernetesLV=vgpaas/
10%VG;diskType=evs;lvType=linear"

By default, if no VD disk is available, an error
occurs because the data disk fails to be found.
Set diskType based on the actual drive letter
type. The following fields are included:

e userLV (optional): size of the user space, for
example, vgpaas/20%VG.

e userPath (optional): mount path of the
user space, for example, /home/wqt-test.

e diskType: disk type. Currently, only evs,
hdd, and ssd are supported.

o lvType: type of a logic volume. The value
can be linear or striped.

e dockerThinpool: Docker space size, for
example, vgpaas/60%VG.

e kubernetesLV: kubelet space size, for
example, vgpaas/20%VG.
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Description

dockerBaseSiz
e

Integer

Available disk space of a single container on a
node, in GB.

If this parameter is left blank or is set to 0, the
default value is used. In Device Mapper mode,
the default value is 10. In OverlayFS mode, the
available space of a single container is not
limited by default, and the dockerBaseSize
setting takes effect only on EulerOS nodes in
the cluster of the new version.

For details about how to allocate the space for
the container runtime, see Data Disk Space
Allocation.

When Device Mapper is used, you are advised
to set dockerBaseSize to a value less than or
equal to 80 GB. If the value is too large, the
container runtime may fail to be started due to
long initialization. If there are special
requirements for the container disk space, you
can mount an external or local storage device.

publicKey

String

Public key of a node.

alpha.cce/
prelnstall

String

Pre-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
postinstall

String

Post-installation script.

NOTE
The input value must be Base64-encoded.
(Command: echo -n "Content to be encoded" |
base64)

alpha.cce/
NodelmagelD

String

This parameter is required when a custom
image is used to create a BMS node.

chargingMod
e

Integer

Billing mode of a node. This parameter has
been deprecated. Use the billingMode
parameter in NodeSpec.

agency_name

String

Name of an agency

An agency is created by a tenant administrator
on ldentity and Access Management (IAM) to
provide temporary credentials for CCE nodes to
access cloud servers. This parameter is
returned only when it is transferred during
node creation.

kubeReserved
Mem

Integer

Reserved node memory, which is reserved for
Kubernetes components.
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systemReserv | Integer Reserved node memory, which is reserved for
edMem system components.
init-node- String Node password. If this parameter is used as a
password response parameter, asterisks (*) will be
displayed.

Table 4-363 HostnameConfig

Parameter

Type

Description

type

String

Configuration type of the Kubernetes node
name. The default value is privatelp.

e privatelp: The Kubernetes node is named
after its IP address.

e cceNodeName: The Kubernetes node is
named after the CCE node.

NOTE

e For a node which is configured using
cceNodeName, the name is the same as the
Kubernetes node name and the ECS name. The
node name cannot be changed. If the ECS name
is changed on the ECS console, the node name
will retain unchanged after ECS synchronization.

e For a node which is configured using
cceNodeName, to avoid a conflict between
Kubernetes nodes, the system automatically adds
a suffix to each node name. The suffix is in the
format of A hyphen (-) Five random characters.
The value of the random characters is a
lowercase letter or a digit ranging from 0 to 9.
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Table 4-364 NodeStatus

Parameter

Type

Description

phase

String

Node status, which is the status of a node

during its lifecycle (such as installation and
uninstallation) or the status of a node in a
Kubernetes cluster. Options:

e Build: The node is being created.

e Installing: The node is being managed.
e Upgrading: The node is being upgraded.
e Active: The node is running properly.

e Abnormal: The node is abnormal.

e Deleting: The node is being deleted.

e Error: The node is faulty.

lastProbeTime

String

Last time when the node status was checked. If
the cluster is in the abnormal, frozen, or
intermediate state (for example, creating), the
node status check may be affected. The node
status that takes more than five minutes to
check has no reference value.

joblD

String

ID of a creation or deletion job

serverld

String

ID of the underlying ECS or BMS node

privatelP

String

IP address in the private network segment of
the primary NIC on the node

privatelPv6IP

String

IPv6 address in the private network segment of
the primary NIC on the node

publiclP

String

Node EIP. If the ECS data is not synchronized in
real time, you can click Sync Node Data on
the console to manually update the data.

deleteStatus

DeleteStatus
object

Resource status during resource deletion.

Table 4-365 DeleteStatus

Parameter Type Description

previous_total | Integer Total number of existing cluster resource
records when the cluster is deleted.

current_total | Integer Latest number of resource records, which is

generated based on the current cluster
resource records.
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updated Integer Total number of resource records updated
when the cluster is deleted.

added Integer Total number of resource records updated
when the cluster is deleted.

deleted Integer Total number of resource records deleted when
the cluster is deleted.

Example Requests

Update the name of a specified node.

{
"metadata" : {
"name" : "new-hostname"
}
}

Example Responses
Status code: 200

Information about the specified node is successfully updated.

"kind" : "Node",
"apiVersion" : "v3",
"metadata" : {

"name" : "new-hostname",

"uid" : "4d1ecb2c-229a-11e8-9¢75-0255ac100ceb",

"creationTimestamp" : " 2017-08-20T21:11:09Z",

"updateTimestamp" : "2017-08-20T21:11:09Z",

"annotations" : {

"kubernetes.io/node-pool.id" : "az1.dc1#s1.medium#EulerOS 2.2"

}
h
"spec" : {

"flavor" : "s1.medium",

"az" : "az1.dc1",

"os" : "EulerOS 2.2",

"login" : {

"sshKey" : "KeyPair-001"

1

"rootVolume" : {
"volumetype" : "SAS",
"size" : 40
h?
"dataVolumes" : [ {
"volumetype" : "SAS",
"size" : 100
jap
"publicIP" : {

"eip": {}

"billingMode" : 0
h
"status" : {
"phase" : "Active",
"serverld" : "456789abc-9368-46f3-8f29-d1a95622a568",
"publicIP" : "10.34.56.78",
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Error Codes

"privatelP" : "192.168.1.23"

}
}
Status Description
Code
200 Information about the specified node is successfully updated.

See Error Codes.

4.3.5 Deleting a Node

Function

URI

This API is used to delete a specified node.

(1 NOTE

The URL for cluster management is in the format of https://Endpoint/uri. In the URL, uri

indicates the resource path, that is, the path for API access.

DELETE /api/v3/projects/{project_id}/clusters/{cluster_id}/nodes/{node_id}

Table 4-366 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Project ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URL.

cluster_id Yes

String

Cluster ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.

node_id Yes

String

Node ID. For details about
how to obtain the value, see
How to Obtain Parameters
in the API URI.
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Table 4-367 Query Parameters

Parameter Mandatory Type Description
nodepoolScal | No String Whether the request is
eDown delivered by the node pool. If

the value is not
NoScaleDown, the number of
pods in the corresponding
node pool is automatically
updated.

Request Parameters

Table 4-368 Request header parameters

Parameter Mandatory Type Description
Content-Type | Yes String Message body type (format).
X-Auth-Token | Yes String Requests for calling an API can

be authenticated using either
a token or AK/SK. If token-
based authentication is used,
this parameter is mandatory
and must be set to a user
token. For details, see
Obtaining a User Token.

Response Parameters

Status code: 200

Table 4-369 Response body parameters

Parameter Type Description
kind String API type. The value is fixed at Node and
cannot be changed.
apiVersion String API version. The value is fixed at v3 and cannot
be changed.
metadata NodeMetada | Node metadata, which is a collection of
ta object attributes.
spec NodeSpec Detailed description of the node. CCE creates
object or updates objects by defining or updating
spec.
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status NodeStatus Node status, which is dynamically recorded. A
object user-defined value will not function when a
node is being created or modified.

Table 4-370 NodeMetadata

Parameter Type

Description

name String

Node name

NOTE
Enter 1 to 56 characters starting with a letter and
not ending with a hyphen (-). Only lowercase letters,
digits, and hyphens (-) are allowed. If name is left
empty or is not specified, the node name is
generated based on the default rule, which is Cluster
name-Random characters. Only the first 36
characters are kept for a long cluster name. If the
number of nodes (count) is greater than 1, some
random characters are added to the end of the
entered node name according to the default rule,
which is User-defined name-Random characters.
Only the first 50 characters in the custom name are
kept, followed by some random characters. Names
of nodes running in clusters v1.28.1, v1.27.3, v1.25.6,
v1.23.11, v1.21.12 or later support periods (.), but
this configuration is not recommended.

uid String

Node ID, which is unique and automatically
generated after the resource is created. A user-
defined ID will not take effect.

labels Map<String,St

ring>

CCE node label (not the native Kubernetes
label).

Labels are used to select objects that meet
certain criteria. A label is a key-value pair.

Example:
"labels": {
"key" : "value"

}

Issue 01 (2024-04-23)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

307



Cloud Container Engine

API Reference

4 APIs

Parameter

Type

Description

annotations

Map<String,St
ring>

CCE node annotations, in key-value pairs (not

the native Kubernetes annotations). Example:
"annotations": {

"key1" : "valuel",

"key2" : "value2"
}

NOTE

e annotations are not used to identify or select
objects. The metadata in annotations may be
small or large, structured or unstructured, and
may include characters that are not allowed in
labels.

e This parameter is used only for query and cannot
be input through a request. Entered data of this
parameter is invalid.

amp

creationTimes | String Time when the object was created. The value is

tamp automatically generated after the object is
created. A user-defined value will not take
effect.

updateTimest | String Time when the object was updated. The value

is automatically generated after the object is
created. A user-defined value will not take
effect.

Table 4-371 NodeSpec

Parameter

Type

Description

flavor

String

Node specifications. For details about the node
specifications supported by CCE, see Node
Flavor Description.

az

String

Name of the AZ where the node to be created
is located. . .

oS

String

The OS type of the node. For details about the
supported OSs, see [Node OS Description]
(node-os.xml).

NOTE

e The system automatically selects the supported
OS based on the cluster version. If the current
cluster does not support the OS, an error will be
reported.

e If alpha.cce/NodelmagelD in extendParam is
specified during node creation, you do not need
to configure this parameter.

e This parameter is mandatory when creating a
node pool.

login

Login object

Node login mode.
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Description

rootVolume

Volume
object

Information about disks on the node

dataVolumes

Array of
Volume
objects

Data disk parameters of the node. Currently,
you can add the second data disk for your
node on the CCE console. This data disk is used
by the container runtime and kubelet. Do not
uninstall this disk. Otherwise, the node will
become unavailable. For DeC nodes, the
parameter description is the same as that for
rootVolume.

storage

Storage
object

Disk initialization management parameter.

This parameter is complex to configure. For
details, see Attaching Disks to a Node.

If this parameter retains its default, disks are
managed based on the DockerLVMConfigO-
verride (discarded) parameter in extendParam.
This parameter is supported by clusters of
version 1.15.11 and later.
NOTE
If a node specification involves local disks and EVS
disks at the same time, do not retain the default
value of this parameter to prevent unexpected disk
partitions.

publiclP

NodePubliclP
object

EIP of a node.

NOTE
This parameter is not supported when you add a
node to a node pool.

nodeNicSpec

NodeNicSpec
object

NIC of the node

count

Integer

Number of nodes to be created in a batch. The
value must be a positive integer greater than
or equal to 1 and less than or equal to the
defined limit. This parameter can be left blank
when it is used for a node pool.

billingMode

Integer

Node billing mode.
e 0: pay-per-use
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taints

Array of Taint
objects

You can add taints to created nodes to
configure anti-affinity. A maximum of 20 taints
can be added. Each taint contains the
following parameters:

e Key: A key must contain 1 to 63 characters
starting with a letter or digit. Only letters,
digits, hyphens (-), underscores (_), and
periods (.) are allowed. A DNS subdomain
name can be used as the prefix of a key.

e Value: A value must start with a letter or
digit and can contain a maximum of 63
characters, including letters, digits, hyphens
(<), underscores (_), and periods (.).

e Effect: Available options are NoSchedule,
PreferNoSchedule, and NoExecute. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"taints": [{
"key": "status",

"effect": "NoSchedule"

Ao
"key": "looks",
"value": "bad",
"effect": "NoSchedule"
1
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k8sTags Map<String,St | Defined in key-value pairs. A maximum of 20
ring> key-value pairs are allowed.

e Key: Enter 1 to 63 characters, starting with
a letter or digit. Only letters, digits, hyphens
(<), underscores (_), and periods (.) are
allowed. A DNS subdomain can be prefixed
to a key and contain a maximum of 253
characters. Example DNS subdomain:
example.com/my-key

e Value: The value can be left blank or
contain 1 to 63 characters that start with a
letter or digit. Only letters, digits, hyphens
(-), underscores (_), and periods (.) are
allowed in the character string. When
creating a node, you can specify the initial
value for this parameter and this field is not
returned during query. In using node pools,
the initial value can be specified in the node
template and this field is returned during
query. In other scenarios, this field is not
returned during query.

Example:

"k8sTags": {

"key": "value"

}

ecsGroupld String ECS group ID. If this parameter is configured,
nodes will be created in the specified ECS
group.
NOTE
This configuration does not take effect when a node
pool is created. To ensure that all nodes in a node
pool are in the same ECS group, configure
nodeManagement in the node pool.

dedicatedHost | String ID of the DeH to which the node is scheduled.

Id NOTE
This parameter is not supported when you add a
node during node pool creation.
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userTags Array of Cloud server tag. The key of a tag must be
UserTag unique. The maximum number of custom tags
objects supported by CCE depends on the region and

cannot exceed 8. When creating a node, you
can specify the initial value for this parameter
and this field is not returned during query. In
using node pools, the initial value can be
specified in the node template and this field is
returned during query. In other scenarios, this
field is not returned during query.

NOTE

Use only letters, Unicode characters, digits, special
characters(-,_). Max characters: 36

runtime Runtime Container runtime:

object e Clusters of v1.25 or earlier: docker.

e Clusters of v1.25 or later: Container runtime
varies with the OS. For nodes running
EulerOS 2.5 or EulerOS 2.8, the default
container runtime is docker. For nodes
running other OSs, the default container
runtime is containerd.
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initializedCon | Array of Custom initialization flag, which is left blank
ditions strings by default.

Before CCE nodes are initialized,
node.cloudprovider.kubernetes.io/
uninitialized is added to the nodes to prevent
pods from being scheduled to these nodes.
When creating a node, you can configure the
initializedConditions parameter to control the
taint removal time. By default, the timeout
period is not configured.

Example:

1. Create a node and add parameter
"initializedConditions": ["CCElnitial",
"CustomedInitial"].

2. After custom initialization is complete, CCE
will call a Kubernetes API (for example,
PATCH /v1/nodes/{node_ip}/status) to
update the node conditions by adding two
labels of types CCElnitial and
Customedinitial and setting the status to
True, as shown in the following:

status:
conditions:
- type: CCElnitial
status: True'
- type: CustomedInitial
status: True'

1. CCE polls status.Conditions of nodes to
check whether there are conditions of types
CCElnitial and CustomedIlnitial. If such
conditions exist and the status is True, the
node initialization is complete and the
initialization taint is removed.

2. initializedConditions allows you to
configure a timeout period during node
creation. For example, "initializedCondi-
tions": ["CCElnitial:15m",
"CustomedInitial:15m"] indicates that the
timeout period is 15 minutes. After the
timeout period is reached, the initialization
conditions will be automatically ignored and
the initialization taint will be removed when
CCE polls the node.

e Use only letters and digits. Max. characters:
20.

e Max. flags: 2.
e The unit of the timeout period is minute

(m).
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extendParam | NodeExtendP | Extended parameters for creating a node.
aram object

hostnameConf | HostnameCo | Kubernetes node name configuration

ig nfig object parameter, which is supported by clusters of
v1.23.6-r0 to v1.25 or clusters of v1.25.2-r0 or
later versions.

Table 4-372 Login

Parameter

Type

Description

sshKey

String

Name of the key pair used for login.

Table 4-373 UserPassword

Parameter Type Description
username String Login account. Defaults to root.
password String If a username and a password are used to

create a node, this field is shielded in the
response body. A password must meet the
following complexity requirements:

e Contains 8 to 26 characters.

e Contains at least three of the following
character types: uppercase letters, lowercase
letters, digits, and special characters (!@$%
%AN-_=+[{}]:,./?~#)

e Cannot contain the username or the
username spelled backwards. The password
field must be salted during node creation.
For details, see Adding a Salt in the
password Field When Creating a Node.

Table 4-374 Volume

Parameter

Type

Description

size

Integer

Disk size, in GB.
e System disk: 40 to 1024
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volumetype

String

Disk type. For details about possible values, see
the description of the root_volume parameter
in the API used to create an ECS.

e SAS: high I/O SAS disk
e SSD: ultra-high 1/O SSD disk

e SATA: common I/O SATA disk SATA disks
have been removed from EVS. You can find
them attached only on existing nodes.

extendParam

Map<String,O
bject>

Extended disk parameters, defined in
extendparam in the API used to create an ECS.

cluster_id

String

ID of the storage pool used by the ECS system
disk. This field is used only for DeC clusters,
which functions as dssPoollD, that is, the ID of
the DSS storage pool.

cluster_type

String

Storage class of the cloud server system disk.
The value is always dss. This field is used only
for DeC clusters.

hw:passthrou
gh

Boolean

e Pay attention to this field if your ECS is SDI-
compliant. If the value of this field is true,
an SCSI disk will be created.

e |f the node pool type is ElasticBMS, this
field must be set to true.

e If a node specification involves local disks
and EVS disks at the same time, set the disk
initialization parameters. For details, see
Attaching Disks to a Node.

metadata

VolumeMeta
data object

EVS disk encryption information. This field is
mandatory only when you need to encrypt the
system disk or data disks of the node to be
created.

Table 4-375 VolumeMetadata

Parameter Type Description
_ system__en | String Whether the EVS disk is encrypted. The value 0
crypted indicates that the EVS disk is not encrypted,

and the value 1 indicates that the EVS disk is
encrypted.

If this parameter is not specified, EVS disks will
not be encrypted by default.
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_ system__cm | String CMK ID, which indicates encryption in
kid metadata. This field is used with

_ system__encrypted.

Table 4-376 Storage

Parameter Type Description
storageSelect | Array of Disk selection. Matched disks are managed
ors StorageSelec | according to matchLabels and storageType.
tors objects
storageGroup | Array of A storage group consists of multiple storage
S StorageGrou | devices. It is used to divide storage space.
ps objects

Table 4-377 StorageSelectors

Parameter

Type

Description

name

String

Selector name, used as the index of
selectorNames in storageGroup. Therefore,
the name of each selector must be unique.

storageType

String

Specifies the storage type. Currently, only evs
(EVS volumes) and local (local volumes) are
supported. The local storage does not support
disk selection. All local disks will form a VG.
Therefore, only one storageSelector of the local
type is allowed.

matchLabels

matchLabels
object

Matching field of an EVS volume. The size,
volumeType, metadataEncrypted,
metadataCmkid and count fields are
supported.

Table 4-378 matchLabels

Parameter Type Description

size String Matched disk size. If this parameter is left
unspecified, the disk size is not limited.
Example: 100

volumeType String EVS disk type. SSD, GPSSD, SAS, ESSD, and

SATA are supported.
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metadataEncr | String Disk encryption identifier. 0 indicates that the
ypted disk is not encrypted, and 1 indicates that the

disk is encrypted.
metadataCmk | String Customer master key ID of an encrypted disk.
id The value is a 36-byte string.
count String Number of disks to be selected. If this

parameter is left blank, all disks of this type
are selected.

Table 4-379 StorageGroups

Parameter

Type

Description

name

String

Name of a virtual storage group, which must
be unique.

NOTE

e If cceManaged is set to true, the name must be
set to vgpass.

e If the data disk is used as a temporary storage
volume, the name must be vg-everest-
localvolume-ephemeral.

e If the data disk is used as a persistent storage
volume, the name must be vg-everest-
localvolume-persistent.

cceManaged

Boolean

Storage space for Kubernetes and runtime
components. Only one group can be set to
true. If this parameter is left blank, the default
value false is used.

selectorName
S

Array of
strings

This parameter corresponds to hame in
storageSelectors. A group can match multiple
selectors, but a selector can match only one

group.

virtualSpaces

Array of
VirtualSpace
objects

Detailed management of space configuration
in a group.
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Table 4-380 VirtualSpace

Parameter

Type

Description

name

String

Name of a virtualSpace.

e Kubernetes: Kubernetes space
configuration. lvmConfig needs to be
configured.

e runtime: runtime space configuration.
runtimeConfig needs to be configured.

e user: user space configuration. lvmConfig
needs to be configured.

size

String

Size of a virtualSpace. The value must be an
integer in percentage. Example: 90%.
NOTE

The sum of the percentages of all virtualSpaces in a
group cannot exceed 100%.

lvmConfig

LVMConfig
object

LVM configurations, applicable to kubernetes
and user spaces. Note that one virtual space
supports only one config.

runtimeConfi
g

RuntimeConf
ig object

runtime configurations, applicable to the
runtime space. Note that one virtual space
supports only one config.

Table 4-381 LVMConfig

Parameter Type Description

lvType String LVM write mode. linear indicates the linear
mode. striped indicates the striped mode, in
which multiple disks are used to form a 