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Logging In to the DDS Console

Prerequisites
You have registered a HUAWEI CLOUD account.

If you have not registered with HUAWEI CLOUD, follow the instructions provided
in Common Operations to register an account at HUAWEI CLOUD official
website. After the registration, your account has permissions to access the DDS
service, as well as all other HUAWEI CLOUD services.

(11 NOTE

After the registration, you can use your account to create a user, add the user to a user
group, and authorize the user group. For details, see Quick Start with IAM.

Procedure

Step 1 Open HUAWEI CLOUD official website.

Step 2 Click Console on the upper right of the page. The HUAWEI CLOUD management
console login page is displayed.

Step 3 Enter account information as prompted and click Log In.

The login is successful.

Step 4 Click 9 i the upper left corner and select a region and a project.

If you want to use computing and network resources exclusively, you need to
Enabling a DeC and Applying for DCC Resources. After enabling a DeC, you can
select the DeC region and project.

You will be charged for purchasing DDS DB instances through DeC.

Step 5 Click Service List. Under Database, click Document Database Service to go to
the DDS console.

--—-End

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 1
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Getting Started with Clusters

2.1 Connection Methods

HUAWEI CLOUD DDS can be accessed using Data Admin Service (DAS), private
networks, and public networks.

By default, you have the permission required for remote login. It is recommended
that you use the DAS service to connect to DB instances. DAS is secure and
convenient. For details, see Step 2: Connect to a Cluster Instance Through DAS.

Table 2-1 Connection methods

operations on the console. SQL
execution, advanced database
management, and intelligent
O&M are all available to make
database management simple,
secure, and intelligent.

Method IP Scenario Description
Address

DAS Not DAS provides a GUI and allows e Easy to use,
required | you to perform visualized secure, advanced,

and intelligent
e Recommended

Issue 27 (2020-10-30)
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Method IP Scenario Description
Address
Private Private DDS provides a private IP address | Secure and excellent
network IP by default. performance
address | o |f your applications are
running on an ECS that is in
the same region, AZ, and VPC
subnet as your DDS DB
instance, you are advised to
use a private IP address to
connect the ECS to your DDS
DB instances.
e By default, DDS is not
accessible from ECSs that are
not in the same security
group. If the ECS is not in the
same group, you need to add
an inbound rule to enable
access.
e The default DDS port is 8635,
but this port can be modified
if necessary.
Public EIP e |If your applications are e Low security
network running on an ECS thatisina | ¢ For faster
different regio_n from the one transmission and
where the DB instance is improved
located, you are advised to use security, you are
an EIP to connect the ECS to advised to
your DDS DB instances. migrate your
e |f your applications are applications to
deployed on another cloud an ECS that is in
platform, EIP is recommended. the same subnet
as your DDS
instance and use
a private IP
address to access
the instance.

2.2 Connecting to Cluster Instances Using DAS

2.2.1 Overview

Scenarios

DAS provides a graphical user interface (GUI) and allows you to perform
visualized operations on the console. SQL execution, advanced database

Issue 27 (2020-10-30)
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management, and intelligent O&M are available to make database management
simple, secure, and intelligent. You are advised to use DAS to connect to DB
instances.

This section describes how to buy a cluster instance on the management console
and how to connect to the cluster instance through DAS.

Process

To purchase and connect to a cluster instance, perform the following steps:
e Step 1: Buy a Cluster Instance
e Step 2: Connect to a Cluster Instance Through DAS

2.2.2 Step 1: Buy a Cluster Instance

Scenarios
This section describes how to create a Community Edition cluster instance on the
DDS management console. Currently, DDS cluster instance of Community Edition
supports the yearly/monthly and pay-per-use billing modes. DDS allows you to
tailor your compute resources and storage space to your business needs.
You can use your account to create up to 10 cluster instances.

Prerequisites
e You have registered a HUAWEI CLOUD account.
e Your account balance is greater than or equal to ¥O0.

Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.

Figure 2-1 Billing mode and basic information

Regior

D3 Instance N dist145 ®

Storage Type Ulirahigh 10

S s @
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Table 2-2 Billing mode

Parameter

Description

Billing Mode

Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then,
the system deducts the fees incurred at one time
from your account based on the service price.

- When you renew a yearly/monthly DB instance, you
can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.

NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For
details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

e Pay-per-use
- You do not need to set Validity Period because the

system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.

Table 2-3 Basic information

Parameter

Description

Region

A region where the tenant is located. It can be changed in
the upper left corner.

NOTE
DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 5
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Parameter Description

DB Instance Name | The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type Community Edition

DB Instance Type Select Cluster.

A cluster instance includes three types of nodes: mongos,
shard, and config. Each shard and config is a three-node
replica set to ensure high availability.

Compatible e 40
MongoDB Version | 4 324
o 32
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.

Resource Type If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 6
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Storage Type If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0O.

e If you select DSS for Resource Type, Storage Type can
be set to Common I/O, High 1/0O, or Ultra-high 1/O.

Storage Pool This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine WiredTiger

AZ An AZ is a part of a region with its own independent
power supply and network. AZs are physically isolated but
can communicate through an internal network.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.

Disk Encryption e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 7
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Figure 2-2 Instance specifications

mongos

Node Class

2VvCPUs | 4GB

2 vCPUSs | 2 GB 16 vCPUs | 22 GB 16 vCPUs | 64 GB

|+

r Grou Default-DDS-4.0-Mongos v | C view Parameter Group

2 vCPUSs | 4 GB

2 vCPUSs | & GB 16 vCPUs | 32 GB 16 vCPUs | 64 GB

10 +| s ®

r Grou Default-DDS-4.0-Shard ~ | & view parameter Group

config

Node Class

Storage Space 20 GB

2VvCPUs | 4GB

r Grou Default-DDS-4.0-Config v | C view Parameter Group

Table 2-4 Specifications

Parameter

Description

Specifications

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il
(c6).

For details about the supported DB instance
specifications, see DB Instance Specifications.

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.

mongos class

For details about the mongos CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

mongos quantity

The number of mongos nodes. The value ranges from 2
to 32. After a DB instance is created, you can add
mongos nodes if necessary. For details, see section
Adding Cluster Instance Nodes.

mongos parameter
group

The parameters that apply to the mongos nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

Issue 27 (2020-10-30)
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Parameter

Description

shard class

For details about the shard CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

shard storage space

The value ranges from 10 GB to 2000 GB and must be a
multiple of 10. After a DB instance is created, you can
scale up its storage space. For details, see Scaling Up
Storage Space.

shard quantity

The number of shard nodes. The shard node stores user
data but cannot be accessed directly.

The value ranges from 2 to 32. After a DB instance is
created, you can add shard nodes if necessary. For
details, see Adding Cluster Instance Nodes.

shard parameter
group

The parameters that apply to the shard nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

config class

The CPU and memory of a config node. The config node
stores the DB instance configurations but cannot be
accessed directly. For details, see DB Instance
Specifications.

config storage space

The storage space is 20 GB and cannot be scaled up.

config parameter
group

The parameters that apply to the config nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.
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Figure 2-3 Network and database configuration

VPC
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+ @ Increase Quota

Table 2-5 Network

Parameter

Description

VPC

The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
For details about how to create a VPC, see section "Creating a
VPC" in the Virtual Private Cloud User Guide. For details about
the constraints on the use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

NOTE
After the DDS instance is created, the VPC cannot be changed.

Subnet

A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Issue 27 (2020-10-30)

Copyright © Huawei Technologies Co., Ltd.

10


https://support.huaweicloud.com/en-us/usermanual-dds/dds_03_0070.html
https://support.huaweicloud.com/en-us/usermanual-dds/dds_03_0070.html

Document Database Service
Getting Started

2 Getting Started with Clusters

Parameter

Description

Security
Group

A security group controls access between DDS and other services
for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.

Table 2-6 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator
Password

Set a password for the administrator. The password is a string
of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%AM*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.
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Parameter

Description

Confirm
Password

Enter the administrator password again.

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.

Table 2-7 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(L), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 2-8 Required duration and quantity

Parameter

Description

Validity Period

Sets the service duration if you select the Yearly/Monthly
billing mode. The service duration ranges from one month to
three years.
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Parameter

Description

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the cluster instance quota.
If your current quota does not allow you to purchase the
required number of instances, you can apply for increasing the
quota as prompted. The yearly/monthly DB instances that are
purchased in batches have the same specifications except for
the DB instance name and ID.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.

Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB

instance.

The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable

access.

The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

----End
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2.2.3 Step 2: Connect to a Cluster Instance Through DAS

Scenarios
Data Admin Service (DAS) enables you to manage DB instances on a web-based
console, simplifying database management and improving working efficiency. By
default, you have the remote login permission. It is recommended that you use
the DAS service to connect to DB instances, which is more secure and convenient.
Procedure

Step 1 On the Instance Management page, locate the target DB instance and click Log
In in the Operation column.

Alternatively, click the target DB instance on the Instance Management page. On
the displayed Basic Information page, click Log In in the upper right corner of the
page.

Figure 2-4 Instance management

DB Instance Type DB Engine Version Satus = BiigMode  Addess  Operation

Step 2 On the displayed login page, enter the administrator username and password and
click Login.

For details about how to manage databases through DAS, see User Interface
Overview.

--—-End

2.3 Connecting to a Cluster Instance Over Private
Networks

2.3.1 Overview

Scenarios
This section describes how to buy a cluster instance on the management console,
set a security group, and connect to a cluster instance over private networks.
Process

To purchase and connect to a cluster instance, perform the following steps:
e Step 1: Buy a Cluster Instance
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e Step 2: Set a Security Group
e Step 3: Connect to a Cluster Instance Over Private Networks

The following describes the steps from creating a DB instance to using it.

Figure 2-5 Accessing DB instances from a private network

Specify the DB instance
Create a DB instance, specifications and set the
administrator password.

Configure a security rule to
allow access from specific IP
addresses or ports in the same
VPC security group.

Configure a security group rule.

Bind an EIP to the ECS and

. ensure that the ECS and the
il Hl e IS 5 * DB instance are in the same
VPC subnet,

l

Connect to the DDS DB Log in to the DB instance from
instance. the client tool on the ECS.

2.3.2 Step 1: Buy a Cluster Instance

Scenarios
This section describes how to create a Community Edition cluster instance on the
DDS management console. Currently, DDS cluster instance of Community Edition
supports the yearly/monthly and pay-per-use billing modes. DDS allows you to
tailor your compute resources and storage space to your business needs.
You can use your account to create up to 10 cluster instances.

Prerequisites
e You have registered a HUAWEI CLOUD account.
e  Your account balance is greater than or equal to ¥0.

Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.
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Figure 2-6 Billing mode and basic information

Region

D3 Instance Name dds-b145 [6)
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Table 2-9 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then,
the system deducts the fees incurred at one time
from your account based on the service price.

- When you renew a yearly/monthly DB instance, you
can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.

NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For

details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

e Pay-per-use

- You do not need to set Validity Period because the
system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.
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Table 2-10 Basic information

Parameter Description

Region A region where the tenant is located. It can be changed in
the upper left corner.
NOTE

DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.

DB Instance Name | The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type Community Edition

DB Instance Type Select Cluster.

A cluster instance includes three types of nodes: mongos,
shard, and config. Each shard and config is a three-node
replica set to ensure high availability.

Compatible e 40
MongoDB Version | 4 34
e 32
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.
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Parameter

Description

Resource Type

If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.

Storage Type

If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0.

e If you select DSS for Resource Type, Storage Type can
be set to Common 1/O, High 1/O, or Ultra-high 1/0O.

Storage Pool

This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine

WiredTiger

AZ

An AZ is a part of a region with its own independent
power supply and network. AZs are physically isolated but
can communicate through an internal network.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.
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Parameter

Description

Disk Encryption

e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Figure 2-7 Instance specifications

mongos

Node Class 2 vCPUSs | 4 GB 2 vCPUs | & GB 16 vCPUSs | 32 GB 16 vCPUSs | 64 GB

lode 2 ¥ T

Pay ter Group Default-DDS-4.0-Mongos - C  View Parameter Group

shard

Node Class 2 vCPUs | 4 GB 2 vCPUs | 8 GB 16 VCPUSs | 32 GB 16 VCPUSs | 64 GB

. Spac () o +| B @
o 0 1 1,50 o

lode +

Pa ter Group Default-DDS-4.0-Shard ~ | C wview parameter Group

config

Node Class 2 vCPUSs | 4 GB

Storage Space 20 GB

Default-DDS-4.0-Config v | C View Parameter Group

Table 2-11 Specifications

Parameter

Description

Specifications

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il
(c6).

For details about the supported DB instance
specifications, see DB Instance Specifications.

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.
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Parameter

Description

mongos class

For details about the mongos CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

mongos quantity

The number of mongos nodes. The value ranges from 2
to 32. After a DB instance is created, you can add
mongos nodes if necessary. For details, see section
Adding Cluster Instance Nodes.

mongos parameter
group

The parameters that apply to the mongos nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

shard class

For details about the shard CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

shard storage space

The value ranges from 10 GB to 2000 GB and must be a
multiple of 10. After a DB instance is created, you can
scale up its storage space. For details, see Scaling Up
Storage Space.

shard quantity

The number of shard nodes. The shard node stores user
data but cannot be accessed directly.

The value ranges from 2 to 32. After a DB instance is
created, you can add shard nodes if necessary. For
details, see Adding Cluster Instance Nodes.

shard parameter
group

The parameters that apply to the shard nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

config class

The CPU and memory of a config node. The config node
stores the DB instance configurations but cannot be
accessed directly. For details, see DB Instance
Specifications.

config storage space

The storage space is 20 GB and cannot be scaled up.

config parameter
group

The parameters that apply to the config nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.
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Figure 2-8 Network and database configuration
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Table 2-12 Network

Parameter | Description

VPC The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
For details about how to create a VPC, see section "Creating a
VPC" in the Virtual Private Cloud User Guide. For details about
the constraints on the use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

NOTE
After the DDS instance is created, the VPC cannot be changed.

Subnet A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.
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Parameter

Description

Security
Group

A security group controls access between DDS and other services
for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.

Table 2-13 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator
Password

Set a password for the administrator. The password is a string
of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%AM*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.
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Parameter

Description

Confirm
Password

Enter the administrator password again.

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.

Table 2-14 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(L), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 2-15 Required duration and quantity

Parameter

Description

Validity Period

Sets the service duration if you select the Yearly/Monthly
billing mode. The service duration ranges from one month to
three years.
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Parameter

Description

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the cluster instance quota.
If your current quota does not allow you to purchase the
required number of instances, you can apply for increasing the
quota as prompted. The yearly/monthly DB instances that are
purchased in batches have the same specifications except for
the DB instance name and ID.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.

Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB

instance.

The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable

access.

The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

----End
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2.3.3 Step 2: Set a Security Group

Scenarios
This section explains how to add a security group rule to control access to and
from the DDS DB instances associated with a security group.

Precautions

The default security group rule allows all outgoing data packets. ECSs and DDS DB
instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you
to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group

Overview.

Procedure
Step 1 On the Instance Management page, click the target cluster instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound
rules. On the Outbound Rules tab, click Add Rule. In the displayed Add
Outbound Rule dialog box, set required parameters to add outbound rules.

You can click @' to add more rules.

Figure 2-9 Add Inbound Rule

Add Inbound Rule @

@ Aninbound rule allows inbound traffic to instances in the security group

Security Group  Sys-default

Database Port 86356

Protocol & Port ® Source ® Description Operation
Custom TCP M IP Address -

0o .0 .0 .0 [fO

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel
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Figure 2-10 Add Outbound Rule

Add Outbound Rule ®

@ ~noutbound rule allows outhound traffic from instances in the security group.

Security Group
Database Port

8635

Protocol & Port (2)

Custom TCP v

Sys-default

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel

Step 4 Add a security group rule as prompted.

Table 2-16 Parameter description

Operation

rule applies to. Single IP addresses must be
expressed using slash notation.

- Single IP address: xxx.xxx.xxx.xxx/32 (IPv4)
- Subnet: xxx.xxx.xxx.0/24
- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will
be allowed from. ECSs in this security group will
be granted access to DDS instance in the current
security group.

Parameter | Description Value
Example
Protocol The network protocol required for access. You can TCP
allow all protocols or specify a specific protocol,
TCP, UDP, ICMP, and SSH.
Port Specifies the port that allows the access to ECSs or | 8635
external devices. Common ports are listed in
Common Ports Used by ECSs.
Source/ Specifies the supported IP address and security e 192.168.1
Destinatio | group that the rule applies to. 0.0/24
n e |P address: The IP address or subnet that the e default

Step 5 Click OK.

--—-End
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2.3.4 Step 3: Connect to a Cluster Instance Over Private
Networks

Scenarios

This section describes how to connect to a cluster instance using the MongoDB
client over private networks.

The MongoDB client can connect to a DB instance with a common connection or
an encrypted connection (SSL). To improve data transmission security, you are
advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

For best practices about connections to DB instances over private networks, see
Connecting to a DB Instance Through an ECS.

Constraints
For details about constraints on connecting to a cluster DB instance over private
networks, see Constraints.

Prerequisites

1. For details on how to create and log in to an ECS, see Purchasing an ECS and
Logging In to an ECS.

2. Install the MongoDB client on the ECS.

For details on how to install a MongoDB client, see How Can | Install a
MongoDB Client?

(10 NOTE

If you use a connection address to connect to a cluster instance, download the
MongoDB client of version later than 4.0.

Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click = next to the SSL field.
Step 4 Upload the root certificate to the ECS to be connected to the DB instance.
The following describes how to upload the certificate to a Linux and Window ECS:

e In Linux, run the following command:

scp </IDENTITY FILE>
<REMOTE _USER>@ <REMOTE _ADDRESS>:<REMOTE _DIR>
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(11 NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.
- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to the DB instance in the directory where the MongoDB client is located.

e Method 1: Using Linux commands
./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames
Enter the database account password when prompted:
Enter password:
e Method 2: Using the private connection address. Enter the IP addresses and
ports based on the number of DB instance nodes.
./mongo mongodb://
rwuser:****@ <pB_HOST>.<DB_PORT>,<DB_HOST>.<DB_PORT>[test?
authSource=admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames
The connection information can be obtained in the Address column on the
Instance Management page.
Figure 2-11 Connections
‘ B
A connection address indicates that one of the mongos nodes will be
randomly connected. If you use this method to connect to a DB instance, use
the MongoDB client of version later than 4.0.
{1 NOTE
e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.
e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.
e DB _USER indicates the database account name. The default value is rwuser.
e **indicates the password of the database account. If you use the connection address
to connect to a DB instance:
- If the password contains the at sign (@), change @ to %40.
- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).
e FILE_PATH indicates the path where the root certificate is stored.
e Connect to the instance using Linux commands. The following is an example

command:
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./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

e Connect to the DB instance using the private connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.6:8635/test?
authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.
mongos>

--—-End

Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details, see Enabling or Disabling SSL.

Step 1 Connect to the ECS.

Step 2 Connect to the DB instance in the directory where the MongoDB client is located.
e Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin
Enter the database account password when prompted:
Enter password:

e Method 2: Using the private connection address. Enter the IP addresses and
ports based on the number of DB instance nodes.
./mongo mongodb://
rwuser: **@ <DB_HOST1>.<DB_PORT1>,<DB_HOST2>.<DB_PORT2>[test?
authSource=admin

The connection information can be obtained in the Address column on the
Instance Management page.

A connection address indicates that one of the mongos nodes will be
randomly connected. If you use this method to connect to a DB instance, use
the MongoDB client of version later than 4.0.
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(11 NOTE

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin

e Connect to the DB instance using the private connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.6:8635/test?
authSource=admin

Step 3 Check the connection result. If the following information is displayed, the
connection is successful.

mongos>

----End

2.4 Connecting to a Cluster Instance Over Public
Networks

2.4.1 Overview

Scenarios
This section describes how to buy a cluster instance on the management console,
set a security group, bind an EIP, and connect to a cluster instance over public
networks.

Process

To purchase and connect to a cluster instance, perform the following steps:
e Step 1: Buy a Cluster Instance

e Step 2: Bind an EIP

e Step 3: Set a Security Group

e Step 4: Connect to a Cluster Instance Over Public Networks

The following describes the steps from creating a DB instance to using it.
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Figure 2-12 Accessing DB instances from a public network

Specify the DB instance
Create a DB instance. specifications and set the
administrator password.

Assign an EIF to the DB

Aoplv for an EIP nstance, allowing access from
pely : an ECS in a different VPC subnet

or from external networks.

- . Configure a security group rule to
Configure a security group rule. allow access from specific IP
addresses or ports.

Connect a DDS DB instance from
a client tool.

Connect to the DDS DB instance

2.4.2 Step 1: Buy a Cluster Instance

Scenarios
This section describes how to create a Community Edition cluster instance on the
DDS management console. Currently, DDS cluster instance of Community Edition
supports the yearly/monthly and pay-per-use billing modes. DDS allows you to
tailor your compute resources and storage space to your business needs.
You can use your account to create up to 10 cluster instances.

Prerequisites
e You have registered a HUAWEI CLOUD account.
e Your account balance is greater than or equal to ¥0.

Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.
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Figure 2-13 Billing mode and basic information

Region

D3 Instance Name dds-b145 [6)
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Table 2-17 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then,
the system deducts the fees incurred at one time
from your account based on the service price.

- When you renew a yearly/monthly DB instance, you
can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.

NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For

details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

e Pay-per-use

- You do not need to set Validity Period because the
system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.
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Table 2-18 Basic information

Parameter Description

Region A region where the tenant is located. It can be changed in
the upper left corner.
NOTE

DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.

DB Instance Name | The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type Community Edition

DB Instance Type Select Cluster.

A cluster instance includes three types of nodes: mongos,
shard, and config. Each shard and config is a three-node
replica set to ensure high availability.

Compatible e 40
MongoDB Version | 4 34
e 32
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 33


https://support.huaweicloud.com/en-us/usermanual-dds/dds_03_0075.html
https://support.huaweicloud.com/en-us/productdesc-dds/dds_01_0024.html

Document Database Service
Getting Started

2 Getting Started with Clusters

Parameter

Description

Resource Type

If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.

Storage Type

If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0.

e If you select DSS for Resource Type, Storage Type can
be set to Common 1/O, High 1/O, or Ultra-high 1/0O.

Storage Pool

This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine

WiredTiger

AZ

An AZ is a part of a region with its own independent
power supply and network. AZs are physically isolated but
can communicate through an internal network.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.
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Parameter

Description

Disk Encryption

e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Figure 2-14 Instance specifications

mongos

Node Class 2 vCPUSs | 4 GB 2 vCPUs | & GB 16 vCPUSs | 32 GB 16 vCPUSs | 64 GB

lode 2 ¥ T
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shard

Node Class 2 vCPUs | 4 GB 2 vCPUs | 8 GB 16 VCPUSs | 32 GB 16 VCPUSs | 64 GB
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o 0 1 1,50 o

lode +

Pa ter Group Default-DDS-4.0-Shard ~ | C wview parameter Group

config

Node Class 2 vCPUSs | 4 GB

Storage Space 20 GB

Default-DDS-4.0-Config v | C View Parameter Group

Table 2-19 Specifications

Parameter

Description

Specifications

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il
(c6).

For details about the supported DB instance
specifications, see DB Instance Specifications.

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.
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Parameter

Description

mongos class

For details about the mongos CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

mongos quantity

The number of mongos nodes. The value ranges from 2
to 32. After a DB instance is created, you can add
mongos nodes if necessary. For details, see section
Adding Cluster Instance Nodes.

mongos parameter
group

The parameters that apply to the mongos nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

shard class

For details about the shard CPU and memory, see DB
Instance Specifications. After a DB instance is created,
you can change its CPU and memory. For details, see
Changing the CPU or Memory of a Cluster DB
Instance.

shard storage space

The value ranges from 10 GB to 2000 GB and must be a
multiple of 10. After a DB instance is created, you can
scale up its storage space. For details, see Scaling Up
Storage Space.

shard quantity

The number of shard nodes. The shard node stores user
data but cannot be accessed directly.

The value ranges from 2 to 32. After a DB instance is
created, you can add shard nodes if necessary. For
details, see Adding Cluster Instance Nodes.

shard parameter
group

The parameters that apply to the shard nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.

config class

The CPU and memory of a config node. The config node
stores the DB instance configurations but cannot be
accessed directly. For details, see DB Instance
Specifications.

config storage space

The storage space is 20 GB and cannot be scaled up.

config parameter
group

The parameters that apply to the config nodes. After a
DB instance is created, you can change the parameter
group of a node to bring out the best performance.

For details, see Editing a Parameter Group.
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Figure 2-15
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Table 2-20 Network

Parameter

Description

VPC

The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
For details about how to create a VPC, see section "Creating a
VPC" in the Virtual Private Cloud User Guide. For details about
the constraints on the use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

NOTE
After the DDS instance is created, the VPC cannot be changed.

Subnet

A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.
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Parameter

Description

Security
Group

A security group controls access between DDS and other services
for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.

Table 2-21 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator
Password

Set a password for the administrator. The password is a string
of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%AM*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.
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Parameter

Description

Confirm
Password

Enter the administrator password again.

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.

Table 2-22 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(L), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 2-23 Required duration and quantity

Parameter

Description

Validity Period

Sets the service duration if you select the Yearly/Monthly
billing mode. The service duration ranges from one month to
three years.
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Parameter

Description

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the cluster instance quota.
If your current quota does not allow you to purchase the
required number of instances, you can apply for increasing the
quota as prompted. The yearly/monthly DB instances that are
purchased in batches have the same specifications except for
the DB instance name and ID.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.

Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB

instance.

The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable

access.

The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

----End
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2.4.3 Step 2: Bind an EIP

Scenarios

After you create a DB instance, you can bind it to an EIP to allow external access.
If later you want to prohibit external access, you can also unbind the EIP from the

DB instance.

Precautions

e Before accessing a database, you need to apply for an EIP on the VPC console.
Then, add an inbound rule to allow the IP addresses or IP address ranges of
ECSs. For details, see section Step 3: Set a Security Group.

e In the cluster instance, only mongos can be bound to an EIP. To change the
EIP that has been bound to a node, you need to unbind it from the node first.

Binding an EIP

Step 1 On the Instance Management page, click the target cluster instance.

Step 2 In the navigation pane on the left, choose Connections. In the Basic Information
area, locate the target mongos node and click Bind EIP in the Operation column.

Figure 2-16 Binding an EIP

Instance Management v Available

Basic Information

Basic Information

Backups & Restorations

Connections

Error Logs
Address
Slow Query Logs
Audit Logs
Advanced O&M
Tags
Name/... AZ

aZ..

b76d17...

az..

65fddc

8635 £

Private IP Addre..

192.168.106.237

192.168.111.99

mengodb://rwuser=++@192.168.106.237-

8635/test?authSource=admin [

EIP

@ Unbound

® Unbound

Operation

Change Private IP Address

Change Private IP Address

8635,192.168.111.99:

=]

Bind EIP

Bind EIP

In the Node Information area on the Basic Information page, locate the target
mongos node and choose More > Bind EIP in the Operation column.

Step 3 In the displayed dialog box, all available unbound EIPs are listed. Select the
required EIP and click OK. If no available EIPs are displayed, click View EIP and

create an EIP on the VPC console.
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Figure 2-17 Selecting an EIP

Bind EIP

For security purposes, after binding the EIP use S5L to connect to the database and add
outbound and inbound rules in the security group.

Node Information Node Name Status
_mongos_node_] Available
Select EIP s
EIP Status Bandwidth
® @ Unbound 5 Mbit/s
@ Unbound 5 Mbit/s
® Unbound 88 Mbit/s
I'v'li’e'-'\" E FI

Step 4 In the EIP column on the mongos tab, view the EIP that is successfully bound.
To unbind an EIP from the DB instance, see Unbinding an EIP.

--—-End

Unbinding an EIP
Step 1 On the Instance Management page, click the target cluster instance.

Step 2 In the navigation pane on the left, choose Connections. In the Basic Information
area, locate the target mongos node and click Unbind EIP in the Operation
column.

Figure 2-18 Unbinding an EIP

Mame/.  AZ Private IP Addre..  EIP Operation
hange Private IP Address || Unbinc

b76d17. az1po.. 192.168.106.237 Change Private IP Addres Unbind EIP

65ddc. azlpo.. 192.168.111.99 @ Unbound Change Private IP Address | Bind EIP

In the Node Information area on the Basic Information page, locate the target
mongos node and choose More > Unbind EIP in the Operation column.
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Step 3 In the displayed dialog box, click Yes.
To bind an EIP to the DB instance again, see Binding an EIP.
----End

2.4.4 Step 3: Set a Security Group

Scenarios

This section explains how to add a security group rule to control access to and
from the DDS DB instances associated with a security group.

Precautions

The default security group rule allows all outgoing data packets. ECSs and DDS DB
instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you
to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group
Overview.

Procedure

Step 1 On the Instance Management page, click the target cluster instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound
rules. On the Outbound Rules tab, click Add Rule. In the displayed Add
Outbound Rule dialog box, set required parameters to add outbound rules.

You can click @ to add more rules.
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Figure 2-19 Add Inbound Rule

Add Inbound Rule @

© Aninbound rule allows inbound traffic to instances in the security group.

Security Group  Sys-default

Database Port 8635

Protocol & Port (2)

Custom TCP

Source ® Description
IP Address v

o0 .0 .0 .0V O

(®) AddRule You can create 4,973 more security group rules. Increase quota

Cancel

Figure 2-20 Add Outbound Rule

Add Outbound Rule @

Operation

Operation «

© An outbound rula allows outbound traffic from instances in the security group.

Security Group  Sys-default

Database Port 8635

Protocol & Port (7)

Custom TCP

Destination @ Description

IP Address -

(® AddRule You can create 4,973 more security group rules_Increase quota

Cancel

Step 4 Add a security group rule as prompted.

Table 2-24 Parameter description

Operation

Operation +

Parameter

Description

Value
Example

Protocol

The network protocol required for access. You can
allow all protocols or specify a specific protocol,
TCP, UDP, ICMP, and SSH.

TCP
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Parameter | Description Value
Example
Port Specifies the port that allows the access to ECSs or | 8635

external devices. Common ports are listed in
Common Ports Used by ECSs.

Source/ Specifies the supported IP address and security e 192.168.1
Destinatio | group that the rule applies to. 0.0/24
n e IP address: The IP address or subnet that the e default

rule applies to. Single IP addresses must be
expressed using slash notation.

- Single IP address: xxx.x.xxx.xxx/32 (IPv4)
- Subnet: xxx.xxx.xxx.0/24
- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will
be allowed from. ECSs in this security group will
be granted access to DDS instance in the current
security group.

Step 5 Click OK.
----End

2.4.5 Step 4: Connect to a Cluster Instance Over Public
Networks

Scenarios

This section describes how to connect to a cluster instance using the MongoDB
client and Robo 3T over public networks.

The MongoDB client and Robo 3T can connect to a DB instance with a common
connection or an encrypted connection (SSL). To improve data transmission
security, you are advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

For best practices about connections to a DB instance over public networks, see
Connecting to a DB Instance Through an EIP.

Prerequisites

1. Bind an EIP to the cluster instance and set security group rules to ensure
that the EIP can be accessed through the ECS or Robo 3T.

2. Install the MongoDB client or Robo 3T.
MongoDB client

a. For details on how to create and log in to an ECS, see Purchasing an ECS
and Logging In to an ECS.
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b. Install the MongoDB client on the ECS.

For details on how to install a MongoDB client, see How Can | Install a
MongoDB Client?

(11 NOTE

If you use a connection address to connect to a cluster instance, download the
MongoDB client of version later than 4.0.

Robo 3T
Install Robo 3T. For details, see How Can | Install Robo 3T?
3. If you select the SSL mode, download the SSL certificate on the DDS console.

a. On the Instance Management page, click the target DB instance.
b. In the navigation pane on the left, choose Connections.

c. In the Basic Information area, click == next to the SSL field.

Connecting to a DB Instance Using Robo 3T (SSL)
Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.

Figure 2-21 Connections

=% MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag n' drop.
Hame Addrea=s Attributes Auth. Datsbasze / User
[ E Conmect ] | Cancel |

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1.  On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the DDS DB
instance in the Address text box.
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Figure 2-22 Connection

P "

E| Cannection Settings @

Cormection | Authentication | S5H | S5L | Advwanced

Type: [Direct Conmection T]
Hame: dds-eluszter
Address: . 8B3s

Specify host and port of MongolB serwer. Host can be
either IPw4, IPvE or domain name.

From SEY | Import conmection details from MongolE SEV conmectiontt

| Save || Canesl |

2.  On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the cluster instance.

Figure 2-23 Authentication

P "

E| Connection Settings @

Cormection | Authentication | S5H | S5L | Advanced

Ferform anthentication

Databaze admin

The admin database i1z wunique in MongelE. Users
with mormal access to the admin databasze have read
and write access to all databases.

Vzer Hame WIS BY
Password 200000008009
Auath Mechanism |SCRAN-SHA-1 x|

3. On the SSL tab, upload the SSL certificate and select Allowed for Invalid
Hostnames.
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Figure 2-24 SSL

.

.

E| Connection Settings @

| Connection I Authentication I SEH | Z5L | Advanced

Use SEZL protocol

Authentication Method: [Use CA Certificate "’]

CA Certificate: D006 _mongodbhes. crt :]

D Uze PEM Cert. fEey: Enable this option to comnect to a MongoDE
that requires CA-=zigned client
certificates key file.

Advanced Options

CEL (Rewocation List]: :]
Inwalid Hostnames:

| Save || Coneel |

4. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the cluster
instance.

Figure 2-25 Connections

= MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag’ o' drop.
Hame Address Attributes Auth. Datshaze f User
[E dds-cluster :8635 A9 admin / rwuser
[ @ Connect ] [ Cancel ]

Step 4 If the cluster instance is successfully connected, the page shown in Figure 2-26 is
displayed.
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Figure 2-26 Connection succeeded
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Logs

File View Options Window Help

=N e =5

& Heleome % | O db. getCollectionl system. -

cluster E

admin

(L) 0.037 zee

Qe

Fetched 0 record(s) in 37ms

--—-End

Connecting to a DB Instance Using Robo 3T (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details, see Enabling or Disabling SSL.

Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.
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Figure 2-27 Connections

=: MangoDB Connections =
Create, edit, remowe, clone or reorder commections wia drag’ n' drop.
Hame hddress Attributes Auth. Database / User
[ @ Connect ] [ Cancel ]

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1. On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the DDS DB
instance in the Address text box.

Figure 2-28 Connection

.-

E| Connection Settings @

Cormection | Authentication | S5H | S5L | Adwanced

Type: [Direct Connection
Hame: dd=s—cluster
Address: . 8B3%

Specify host and port of MongolE serwer. Host can be
either IPwi, IP+f or domain name.

From SE¥ | Import conmection details from MongolE SEY conmections-

Save ] [ Cancel

2. On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the cluster instance.
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Figure 2-29 Authentication

P

-
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3. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the cluster
instance.

Figure 2-30 Connections

= MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag’ o' drop.
Hame Address Attributes MAuth. Datsbase [ User
[E dds-cluster :8635 A9 admin / rwuser

[@ an:nect] [ Cancel ]

Step 4 If the cluster instance is successfully connected, the page shown in Figure 2-31 is
displayed.
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Figure 2-31 Connection succeeded
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Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click =+ next to the SSL field.

Step 4 Upload the root certificate to the ECS to be connected to the DB instance.

The following describes how to upload the certificate to a Linux and Window ECS:

e In Linux, run the following command:

scp </IDENTITY FILE>
<REMOTE_USER>@<REMOTE_ADDRESS>:<REMOTE_DIR>

(11 NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.
- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

e In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to the DB instance in the directory where the MongoDB client is located.

e Method 1: Using Linux commands

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 52



Document Database Service
Getting Started 2 Getting Started with Clusters

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

Enter the database account password when prompted:

Enter password:

e Method 2: Using the public connection address

./mongo mongodb://rwuser:****@ <DB_HOST><DB_PORT>[test?
authSource=admin --ssl --ssICAFile <F/LE PATH> --
sslAllowlnvalidHostnames

To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.

(1 NOTE

e A cluster instance uses the management IP address to generate SSL certificate. --
sslAllowlnvalidHostnames is needed for the SSL connection in a public network.

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e FILE_PATH indicates the path where the root certificate is stored.

e Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

e Connect to the DB instance using the public connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.
mongos>

--—-End

Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details, see Enabling or Disabling SSL.
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Step 1 Connect to the ECS.

Step 2 Connect to the DB instance in the directory where the MongoDB client is located.

e Method 1: Using Linux commands
./mongo --host <DB_HOST> --port <DB _PORT> -u <DB_USER> -p --
authenticationDatabase admin
Enter the database account password when prompted:
Enter password:
e Method 2: Using the public connection address
./mongo mongodb://rwuser: **@<DB_HOST><DB_PORT>[test?
authSource=admin
To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.
{11 NOTE
e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.
e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.
e DB_USER indicates the database account name. The default value is rwuser.
e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:
- If the password contains the at sign (@), change @ to %40.
- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).
e Connect to the instance using Linux commands. The following is an example
command:
./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin
e Connect to the DB instance using the public connection address. The

following is an example command:

./mongo mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin

Step 3 Check the connection result. If the following information is displayed, the
connection is successful.
mongos>

--—-End
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Getting Started with Replica Sets

3.1 Connection Methods

HUAWEI CLOUD DDS can be accessed using Data Admin Service (DAS), private
networks, and public networks.

By default, you have the permission required for remote login. It is recommended
that you use the DAS service to connect to DB instances. DAS is secure and
convenient. For details, see Step 2: Connect to a Replica Set Instance Through
DAS.

Table 3-1 Connection methods

Method | IP Scenario Description
Address
DAS Not DAS provides a GUI and allows e Easy to use,
required | you to perform visualized secure, advanced,
operations on the console. SQL and intelligent
execution, advanced database e Recommended

management, and intelligent
O&M are available to make
database management simple,
secure, and intelligent.
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Method | IP Scenario Description
Address
Private Private IP | DDS provides a private IP Secure and excellent
network | address address by default. performance
e If your applications are
running on an ECS that is in
the same region, AZ, and VPC
subnet as your DDS DB
instance, you are advised to
use a private IP address to
connect the ECS to your DDS
DB instances.
e By default, DDS is not
accessible from ECSs that are
not in the same security
group. If the ECS is not in the
same group, you need to add
an inbound rule to enable
access.
e The default DDS port is 8635,
but this port can be modified
if necessary.
Public EIP e If your applications are e Low security
network running on an ECS thatisina | ¢ For faster
different region from the one transmission and
where the DB instance is improved
located, you are advised to security, you are
use an EIP to connect the ECS advised to
to your DDS DB instances. migrate your
e If your applications are applications to an
deployed on another cloud ECS that is in the
platform, EIP is same subnet as
recommended. your DDS
instance and use
a private IP
address to access
the instance.

3.2 Connecting to Replica Set Instances Through DAS

3.2.1 Overview

Scenarios

DAS provides a GUI and allows you to perform visualized operations on the
console. SQL execution, advanced database management, and intelligent O&M
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are available to make database management simple, secure, and intelligent. You
are advised to use DAS to connect to DB instances.

This section describes how to buy a replica set instance on the management
console and how to connect to the replica set instance through DAS.

Process

To purchase and connect to a replica set instance, perform the following steps:
e Step 1: Buy a Replica Set Instance
e Step 2: Connect to a Replica Set Instance Through DAS

3.2.2 Step 1: Buy a Replica Set Instance

Scenarios
This section describes how to create a replica set instance on the DDS
management console. Currently, DDS replica set instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your compute
resources and storage space to your business needs.
You can use your account to create up to 50 replica set instances.
Prerequisites
e You have registered a HUAWEI CLOUD account.
e  Your account balance is greater than or equal to ¥O0.
e If you want to use compute and network resources exclusively, you need to
Enabling a DeC and Applying for DCC Resources. Then, you can create DDS
DB instances. Click Y in the upper left corner and select a region and a
project.
{10 NOTE
You will be charged for purchasing DDS DB instances through DeC.
Currently, only pay-per-use replica set instances can be purchased through DeC.
Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.
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Figure 3-1 Billing mode and basic information

Billng Mode Yeary/Monthly Pay-per-se

DB Instance Name b1

AZ a1l a2

Table 3-2 Billing mode

singlenode

Parameter

Description

Billing Mode

Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly
- You need to set Validity Period as required. Then,

the system deducts the fees incurred at one time
from your account based on the service price.

- When you renew a yearly/monthly DB instance, you

can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.
NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For

details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

e Pay-per-use
- You do not need to set Validity Period because the

system deducts the fees incurred from your account
based on the service duration.

If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.
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Table 3-3 Basic information

Parameter Description

Region A region where the tenant is located. It can be changed in
the upper left corner.
NOTE

DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.

DB Instance Name | The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type Community Edition

DB Instance Type Select Replica set.

A replica set consists of the primary node, secondary node,
and hidden node. If a primary node goes down or
becomes faulty, a secondary node is automatically
assigned to the primary role and continues normal
operation. If a secondary node is unavailable, a hidden
node will take the role of the secondary to ensure high

availability.
Compatible e 40
MongoDB Version | 4 34
e 32
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.
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Parameter

Description

Resource Type

If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.

Storage Type

If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0.

e If you select DSS for Resource Type, Storage Type can
be set to Common 1/O, High 1/O, or Ultra-high 1/0O.

Storage Pool

This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine

WiredTiger

AZ

An AZ is a part of a region with its own independent
power supplies and networks. AZs are physically isolated
but can communicate through an internal network
connection.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.
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Parameter

Description

Disk Encryption

e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Figure 3-2 Instance class and storage space

6 vCPUS | 64 GB

Table 3-4 Specifications

Parameter

Description

Specifications

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il
(c6).

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.

Node Class

For details about the DB instance specifications, see DB
Instance Specifications.

Storage Space

The value ranges from 10 GB to 3000 GB and must be a
multiple of 10.
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Figure 3-3 Network and database configuration

VPC
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Administrator rwuser
Administrator Password
Confirm Password
Replica Set Parameter Group Default-DDS-4.0-Replica ¥ | C View Parameter Group
Enterprise Project (7) ¥ | C View Project Management
Tags View predefined tags
Validity Period 1 2 4 5 6 7 8 9 months m 2 years 3 years Auto-renew @
Quantity + @ Increase Quota
Table 3-5 Network
Parameter Description
VPC The VPC where your DB instances are located. A VPC isolates

networks for different services, so you can easily manage and
configure internal networks and change network
configuration. You need to create or select the required VPC.
For details about how to create a VPC, see section "Creating
a VPC" in the Virtual Private Cloud User Guide. For details
about the constraints on the use of VPCs, see Connection
Methods.

If there are no VPCs available, DDS allocates resources to you
by default.
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Parameter

Description

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Security Group

A security group controls access between DDS and other
services for security.

If there are no security groups available, DDS allocates
resources to you by default.

NOTE
Ensure that the security group rule you set allows clients to access
DB instances. For example, select the TCP protocol with inbound
direction, input the default port number 8635, and enter a subnet IP
address or select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data
from being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB
instance is created, you can connect to it using SSL.

Cross-CIDR
Access

e Configure
Add the VPC CIDR block of your client. Ensure that the
ECS where your client is installed can connect to the DB
instance.

NOTE

- To ensure the ECS and the DB instance can communicate with
each other, configure the connection by referring to VPC
Peering Connection Overview.

- VPC CIDR blocks can only be added, but not modified or
deleted.

- Up to 9 CIDR blocks can be configured, and each of them
does not overlap.

e Skip
Configure the CIDR block of the client later. After a DB
instance is created, you can configure cross-CIDR access
by referring to Configuring Cross-CIDR Access.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for
the VPC and subnet where the DB instance is located. For
details about the application scenarios and procedures for
enabling IPv6 for the VPC and subnet, see IPv4 and IPv6
Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.
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Parameter

Description

Anti-affinity
Deployment

If you use DeC, this parameter is displayed.

This option is enabled by default. Anti-affinity deployment
requires the primary, secondary, and hidden nodes to be
deployed on different physical machines to achieve high
availability.

Table 3-6 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for connecting
to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrat
or

The default account is rwuser.

Administrat
or Password

Set a password for the administrator. The password is a string of

8 to 32 characters. It must be a combination of uppercase letters,
lowercase letters, digits, and special characters. You can also use

the following special characters: ~!|@#%AM\*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.

Confirm
Password

Enter the administrator password again.

Replica Set
Parameter
Group

The parameters that apply to the replica set instances. After a DB
instance is created, you can change the parameter group you
configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.
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Parameter

Description

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The default
project is default.

To customize an enterprise project, click Enterprise in the upper
right corner of the console. The Enterprise Management page is
displayed. For details, see Creating an Enterprise Project in the
Enterprise Management User Guide.

Table 3-7 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(1), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 3-8 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.
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Step 4

Parameter Description

Quantity The purchase quantity depends on the replica set instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the class and storage space of
the replica set.

On the displayed page, confirm the DB instance information.
e Yearly/Monthly
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

e Pay-per-use
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance

Management page.

e When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

e DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB
instance.

e The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable
access.

e The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End
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3.2.3 Step 2: Connect to a Replica Set Instance Through DAS

Scenarios
Data Admin Service (DAS) enables you to manage DB instances on a web-based
console, simplifying database management and improving working efficiency. By
default, you have the remote login permission. It is recommended that you use
the DAS service to connect to DB instances, which is more secure and convenient.
Procedure

Step 1 On the Instance Management page, locate the target DB instance and click Log
In in the Operation column.

Alternatively, click the target DB instance on the Instance Management page. On
the displayed Basic Information page, click Log In in the upper right corner of the
page.

Figure 3-4 Instance management

DB Instance Type DB Engine Version Satus = BiigMode  Addess  Operation

£3d504950381 4c4628320c95eebafbe3in02

97ecaf5ce9374c98a42208b337h3da03i02

Step 2 On the displayed login page, enter the administrator username and password and
click Login.

For details about how to manage databases through DAS, see User Interface
Overview.

--—-End

3.3 Connecting to a Replica Set Instance Over Private
Networks

3.3.1 Overview

Scenarios
This section describes how to buy a replica set instance on the management
console, set a security group, and connect to a replica set instance over private
networks.

Process

To purchase and connect to a replica set instance, perform the following steps:
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e Step 1: Buy a Replica Set Instance
e Step 2: Set a Security Group
e Step 3: Connect to a Replica Set Instance Over Private Networks

The following describes the steps from creating a DB instance to using it.

Figure 3-5 Accessing DB instances from a private network

Specify the DB instance
Create a DB instance, specifications and set the
administrator password.

Configure a security rule to
allow access from specific IP
addresses or ports in the same
VPC security group.

Configure a security group rule.

Bind an EIP to the ECS.

Bind an EIP to the ECS and
, ensure that the ECS and the
DB instance are in the same

VPC subnet.
Connect to the DDS DB Log in to the DB instance from
instance. the client tool on the ECS.

3.3.2 Step 1: Buy a Replica Set Instance

Scenarios
This section describes how to create a replica set instance on the DDS
management console. Currently, DDS replica set instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your compute
resources and storage space to your business needs.
You can use your account to create up to 50 replica set instances.
Prerequisites

You have registered a HUAWEI CLOUD account.
Your account balance is greater than or equal to ¥0.

e If you want to use compute and network resources exclusively, you need to
Enabling a DeC and Applying for DCC Resources. Then, you can create DDS

DB instances. Click 9 in the upper left corner and select a region and a
project.

(11 NOTE

You will be charged for purchasing DDS DB instances through DeC.
Currently, only pay-per-use replica set instances can be purchased through DeC.
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Procedure
Step 1
Step 2
Step 3

Log in to the DDS console.
On the Instance Management page, click Buy DB Instance.

On the displayed page, select a billing mode, select your DB instance specifications
and click Next.

Figure 3-6 Billing mode and basic information
Billng Mode Peyperse B

DB Instance Name 50145 ®

DB Instance Type @ Cluster Replca szt single node

AL &l a2

Table 3-9 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then,
the system deducts the fees incurred at one time
from your account based on the service price.

- When you renew a yearly/monthly DB instance, you
can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.

NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For

details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

e Pay-per-use
- You do not need to set Validity Period because the

system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.
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Table 3-10 Basic information

Parameter

Description

Region

A region where the tenant is located. It can be changed in
the upper left corner.

NOTE
DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.

DB Instance Name

The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type

Community Edition

DB Instance Type

Select Replica set.

A replica set consists of the primary node, secondary node,
and hidden node. If a primary node goes down or
becomes faulty, a secondary node is automatically
assigned to the primary role and continues normal
operation. If a secondary node is unavailable, a hidden
node will take the role of the secondary to ensure high
availability.

Compatible
MongoDB Version

e 40
e 34
o 32

CPU Type

Currently, DDS supports two CPU architectures: x86 and
Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.
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Parameter

Description

Resource Type

If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.

Storage Type

If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0.

e If you select DSS for Resource Type, Storage Type can
be set to Common 1/O, High 1/O, or Ultra-high 1/0O.

Storage Pool

This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine

WiredTiger

AZ

An AZ is a part of a region with its own independent
power supplies and networks. AZs are physically isolated
but can communicate through an internal network
connection.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.
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Parameter

Description

Disk Encryption

e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Figure 3-7 Instance class and storage space

6 vCPUS | 64 GB

Table 3-11 Specifications

Parameter

Description

Specifications

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il
(c6).

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.

Node Class

For details about the DB instance specifications, see DB
Instance Specifications.

Storage Space

The value ranges from 10 GB to 3000 GB and must be a
multiple of 10.
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Figure 3-8 Network and database configuration

VPC
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Confirm Password
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Table 3-12 Network
Parameter Description
VPC The VPC where your DB instances are located. A VPC isolates

networks for different services, so you can easily manage and
configure internal networks and change network
configuration. You need to create or select the required VPC.
For details about how to create a VPC, see section "Creating
a VPC" in the Virtual Private Cloud User Guide. For details
about the constraints on the use of VPCs, see Connection
Methods.

If there are no VPCs available, DDS allocates resources to you
by default.
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Parameter

Description

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Security Group

A security group controls access between DDS and other
services for security.

If there are no security groups available, DDS allocates
resources to you by default.

NOTE
Ensure that the security group rule you set allows clients to access
DB instances. For example, select the TCP protocol with inbound
direction, input the default port number 8635, and enter a subnet IP
address or select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data
from being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB
instance is created, you can connect to it using SSL.

Cross-CIDR
Access

e Configure
Add the VPC CIDR block of your client. Ensure that the
ECS where your client is installed can connect to the DB
instance.

NOTE

- To ensure the ECS and the DB instance can communicate with
each other, configure the connection by referring to VPC
Peering Connection Overview.

- VPC CIDR blocks can only be added, but not modified or
deleted.

- Up to 9 CIDR blocks can be configured, and each of them
does not overlap.

e Skip
Configure the CIDR block of the client later. After a DB
instance is created, you can configure cross-CIDR access
by referring to Configuring Cross-CIDR Access.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for
the VPC and subnet where the DB instance is located. For
details about the application scenarios and procedures for
enabling IPv6 for the VPC and subnet, see IPv4 and IPv6
Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.
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Parameter

Description

Anti-affinity
Deployment

If you use DeC, this parameter is displayed.

This option is enabled by default. Anti-affinity deployment
requires the primary, secondary, and hidden nodes to be
deployed on different physical machines to achieve high
availability.

Table 3-13 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for connecting
to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrat
or

The default account is rwuser.

Administrat
or Password

Set a password for the administrator. The password is a string of

8 to 32 characters. It must be a combination of uppercase letters,
lowercase letters, digits, and special characters. You can also use

the following special characters: ~!|@#%AM\*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.

Confirm
Password

Enter the administrator password again.

Replica Set
Parameter
Group

The parameters that apply to the replica set instances. After a DB
instance is created, you can change the parameter group you
configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.
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Parameter

Description

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The default
project is default.

To customize an enterprise project, click Enterprise in the upper
right corner of the console. The Enterprise Management page is
displayed. For details, see Creating an Enterprise Project in the
Enterprise Management User Guide.

Table 3-14 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(1), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 3-15 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.
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Step 4

Parameter Description

Quantity The purchase quantity depends on the replica set instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the class and storage space of
the replica set.

On the displayed page, confirm the DB instance information.
e Yearly/Monthly
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

e Pay-per-use
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance

Management page.

e When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

e DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB
instance.

e The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable
access.

e The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 77



Document Database Service
Getting Started 3 Getting Started with Replica Sets

3.3.3 Step 2: Set a Security Group

Scenarios

This section guides you on how to add a security group rule to control access from
and to DDS DB instances associated with a security group. The following describes
how to set security groups.

Precautions

The default security group rule allows all outgoing data packets. ECSs and DDS DB
instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you
to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group
Overview.
Procedure
Step 1 On the Instance Management page, click the target replica set instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound
rules. On the Outbound Rules tab, click Add Rule. In the displayed Add
Outbound Rule dialog box, set required parameters to add outbound rules.

You can click @' to add more rules.

Figure 3-9 Add Inbound Rule

Add Inbound Rule @

@ Aninbound rule allows inbound traffic to instances in the security group

Security Group  Sys-default

Database Port 86356

Protocol & Port ® Source ® Description Operation
Custom TCP M IP Address -

0o .0 .0 .0 [fO

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel
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Figure 3-10 Add Outbound Rule

Add Outbound

Rule @

@ ~noutbound rule allows outhound traffic from instances in the security group.

Security Group  Sys-default

Database Port 8635

Protocol & Port (2)

Custom TCP

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel

Step 4 Add a security group rule as prompted.

Table 3-16 Parameter description

Operation

applies to. Single IP addresses must be expressed
using slash notation.

- Single IP address: XxX.xxx.xxx.xxx/32 (IPv4)
- Subnet: xxx.xxx.xxx.0/24
- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will be
allowed from. ECSs in this security group will be
granted access to DDS instance in the current
security group.

Parame | Description Value
ter Example
Protocol | The network protocol required for access. You can TCP
allow all protocols or specify a specific protocol, TCP,
UDP, ICMP, and SSH.
Port Specifies the port that allows the access to ECSs or 8635
external devices. Common ports are listed in Common
Ports Used by ECSs.
Source/ | Specifies the supported IP address and security group | e 192.168.1
Destinat | that the rule applies to. 0.0/24
on e IP address: The IP address or subnet that the rule e default

Step 5 Click OK.

--—-End
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3.3.4 Step 3: Connect to a Replica Set Instance Over Private
Networks

Scenarios

This section describes how to connect to a replica set instance using the MongoDB
client over private networks.

You can directly perform operations on the primary and secondary nodes. Primary
nodes are used for processing read and write requests. Secondary nodes replicate
data from the primary and are used for processing read requests only.

The MongoDB client can connect to a DB instance with a common connection or
an encrypted connection (SSL). To improve data transmission security, you are
advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

For best practices about connections to DB instances over private networks, see
Connecting to a DB Instance Through an ECS.

Constraints
For details about constraints on connecting to a replica set DB instance over
private networks, see Constraints.

Prerequisites

1. For details on how to create and log in to an ECS, see Purchasing an ECS and
Logging In to an ECS.

2. Install the MongoDB client on the ECS.
For details on how to install a MongoDB client, see How Can | Install a

MongoDB Client?
Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click = next to the SSL field.
Step 4 Upload the root certificate to the ECS to be connected to the DB instance.
The following describes how to upload the certificate to a Linux and Window ECS:

e In Linux, run the following command:

scp <IDENTITY_FILE>
<REMOTE USER>@ <REMOTE ADDRESS>:<REMOTE DIR>
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(11 NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.
- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

e In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to a DDS DB instance.
e Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlInvalidHostnames

Enter the database account password when prompted:

Enter password:
e Method 2: Using the private connection address

./mongo "mongodb://

rwuser: ***@ <DB_HOST1>.<DB_PORT1>,<DB_HOST2>.<DB_PORT2>[test?
authSource=admin&replicaSet=replica" --ssl --ssICAFile <F/LE PATH> --
sslAllowlnvalidHostnames

If the DB instance is connected using the connection address, add double
quotation marks before and after the connection information. The connection
information can be obtained in the Address column on the Instance
Management page.

Figure 3-11 Connections

In contrast to directly connecting to the primary node, this connection mode
provides higher data read/write performance and avoids write errors after a
primary/standby switchover. For details, see Connecting to a Replica Set
Instance for Read and Write Separation and High Availability in the
Document Database Service Best Practices.
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(11 NOTE

e A replica set instance uses the management IP address to generate SSL certificate. --
sslAllowlnvalidHostnames is needed for the SSL connection through a private network.

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e FILE_PATH indicates the path where the root certificate is stored.

Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

Connect to the DB instance using the private connection address. The
following is an example command:

./mongo "mongodb://rwuser:****@192.168.1.6:8635,192.168.1.80:8635/
test?authSource=admin&replicaSet=replica" --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.

Result from connecting the primary node in a replica set:
replica:PRIMARY>

Result from connecting the secondary node in a replica set:
replica:SECONDARY>

----End

Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details, see Enabling or Disabling SSL.

Step 1 Connect to the ECS.

Step 2 Connect to a DDS DB instance.

Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

Enter the database account password when prompted:

Enter password:
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Method 2: Using the private connection address

./mongo "mongodb://
rwuser: **@<DB_HOST1><DB_PORT1>,<DB_HOST2>.<DB_PORT2>[test?
authSource=admin&replicaSet=replica"

If the DB instance is connected using the connection address, add double
quotation marks before and after the connection information. The connection
information can be obtained in the Address column on the Instance
Management page.

In contrast to directly connecting to the primary node, this connection mode
provides higher data read/write performance and avoids write errors after a
primary/standby switchover. For details, see Connecting to a Replica Set
Instance for Read and Write Separation and High Availability in the
Document Database Service Best Practices.

(1 NOTE

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin

Connect to the DB instance using the private connection address. The
following is an example command:

./mongo "mongodb://rwuser:****@192.168.1.6:8635,192.168.1.80:8635/
test?authSource=admin&replicaSet=replica"

Step 3 Check the connection result. If the following information is displayed, the
connection is successful.

Result from connecting the primary node in a replica set:
replica:PRIMARY>

Result from connecting the secondary node in a replica set:
replica:SECONDARY>

--—-End

3.4 Connecting to a Replica Set Instance Over Public

Networks
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3.4.1 Overview

Scenarios

Process

This section describes how to buy a replica set instance on the management
console, set a security group, bind an EIP, and connect to a replica set instance

over public networks.

To purchase and connect to a replica set instance, perform the following steps:

e Step 1: Buy a Replica Set Instance
e Step 2: Bind an EIP
e Step 3: Set a Security Group

e Step 4: Connect to a Replica Set Instance Over Public Networks

The following describes the steps from creating a DB instance to using it.

Figure 3-12 Accessing DB instances from a public network

Specify the DB instance
Create a DB instance. specifications and set the
administrator password.

Assign an EIP to the DB
instance, allowing access from
S e 2 s an ECS in a different WYPC subnet
or from external networks.

- _ Configure a security group rule to
Configure a security group rule. allow access from specific IP
addresses or ports.

Connect a DDS DB instance from

Connect to the DDS DB instance R

3.4.2 Step 1: Buy a Replica Set Instance

Scenarios

This section describes how to create a replica set instance on the DDS

management console. Currently, DDS replica set instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your compute

resources and storage space to your business needs.

You can use your account to create up to 50 replica set instances.
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Prerequisites

e You have registered a HUAWEI CLOUD account.
e  Your account balance is greater than or equal to ¥0.

e If you want to use compute and network resources exclusively, you need to
Enabling a DeC and Applying for DCC Resources. Then, you can create DDS

DB instances. Click O in the upper left corner and select a region and a
project.

L] NOTE
You will be charged for purchasing DDS DB instances through DeC.
Currently, only pay-per-use replica set instances can be purchased through DeC.
Procedure
Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.

Figure 3-13 Billing mode and basic information
-, s

DB Instance Name dhb145

[©]

e e R —

DB Instance Type () Closter Replicasac singlenode

Competible MongoDB Version
srge e
—
Disk Encryption Enabled [@) reconrended
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Table 3-17 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly
- You need to set Validity Period as required. Then,

e Pay-per-use
- You do not need to set Validity Period because the

the system deducts the fees incurred at one time
from your account based on the service price.

When you renew a yearly/monthly DB instance, you
can change its billing mode from yearly/monthly to
pay-per-use based on your service requirements. For
details, see Changing Yearly/Monthly Instances to
a Pay-per-Use.
NOTE
DB instances paid in yearly/monthly mode cannot be
deleted. They support only resource unsubscription. For
details, see section Unsubscribing from a Yearly/Monthly
DB Instance.

system deducts the fees incurred from your account
based on the service duration.

If you want to use a DB instance at a low cost for a
long period of time, you can change its billing mode
from pay-per-use to yearly/monthly. For details, see
Changing the Billing Mode in Batches.

Table 3-18 Basic information

Parameter Description

Region A region where the tenant is located. It can be changed in
the upper left corner.
NOTE

DB instances deployed in different regions cannot communicate
with each other through a private network, and you cannot
change the region of a DB instance once it is purchased. Exercise
caution when selecting a region.
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Parameter Description

DB Instance Name | The DB instance name can be 4 to 64 characters long. It
must start with a letter and can contain only uppercase
letters, lowercase letters, digits, hyphens (-), and
underscores ().

If you buy multiple DB instances, you can only enter 4 to
49 characters to set the DB instance name, and then the
system automatically appends a date, time, and serial
number to the end of the instance names (format:
instance_name-MMDD-HHmmss-SN).

After the DB instance is created, you can change its name.
For details, see Modifying the DB Instance Name.

Database Type Community Edition

DB Instance Type Select Replica set.

A replica set consists of the primary node, secondary node,
and hidden node. If a primary node goes down or
becomes faulty, a secondary node is automatically
assigned to the primary role and continues normal
operation. If a secondary node is unavailable, a hidden
node will take the role of the secondary to ensure high

availability.
Compatible e 40
MongoDB Version | 4 34
e 32
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities
and performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see
DB Instance Specifications.

Resource Type If you use DeC, this parameter is displayed.

EVS and DSS disks are provided based on whether storage
resources are exclusively used. DSS disks provide dedicated
storage resources.

e If you have applied for a storage pool on the DSS page,
click the DSS tab and create disks in the obtained
storage pool.

e If you have not applied for an exclusive storage pool,
click the EVS disk tab. Then, the created disks use
public storage resources.
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Parameter Description
Storage Type If you do not use DeC, the storage type is ultra-high 1/O by
default.

For DeC users, the supported storage types vary depending
on the selected resource type.

e If you select EVS for Resource Type, Storage Type is
set to Ultra-high 1/0O.

e If you select DSS for Resource Type, Storage Type can
be set to Common I/O, High 1/0O, or Ultra-high 1/O.

Storage Pool This option is displayed only when you select DSS for
Resource Type. The storage pool is physically isolated
from other pools and is secure.

Storage Engine WiredTiger

AZ An AZ is a part of a region with its own independent
power supplies and networks. AZs are physically isolated
but can communicate through an internal network
connection.

Currently, instances can be deployed in a single AZ or
three AZs.

e If you want to deploy an instance in a single AZ, select
one AZ.

e If you want to deploy an instance across AZs for
disaster recovery, select three AZs. In this deployment
mode, the nodes are evenly distributed in the three AZs.

Disk Encryption e Disabled: Disable the encryption function.

e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status
and the key cannot be changed. The backup data stored in
OBS is not encrypted.

- The key cannot be disabled, deleted, or frozen when being
used. Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a
CMK" section in the Data Encryption Workshop User Guide.

Figure 3-14 Instance class and storage space

6 vePUs | 64 GB

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 88



Document Database Service

Getting Started

3 Getting Started with Replica Sets

Table 3-19 Specifications

Parameter Description

Specifications

(c6).

In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced Il

Dedicated Cloud

If you use DeC, this parameter is displayed.

For details about DB instance specifications in your DeC,
see Database Instance Specifications.

Node Class
Instance Specifications.

For details about the DB instance specifications, see DB

Storage Space
multiple of 10.

The value ranges from 10 GB to 3000 GB and must be a

Figure 3-15 Network and database configuration
VPC dds-st-cross-vpc * | C viewvec
fter the DDS instance is created, the VPC cannot be changed.

Subnet dds-st-cross-subnet(172.16.0.0/16) e

Security Group dds-st-test-security-group(bedd8da2-a6e2-4157-8e13..  * | C View Secu: ity Group

SsL @) View Detalls

Cross-CIDR Access Configure

Password

Administrator rwuser

Administrator Password

Confirm Password

Replica Set Parameter Group Default-DD5-4.0-Replica ¥ | C View Parameter Group

Enterprise Project () ¥ | C View Project Managem

Tags

Validity Period 1 2 3 4 5 6 7 8

Quantity 1 + @

Increase Quota

9 months m 2 years

ent

View predefined tags

3 years Auto-renew @
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Table 3-20 Network

Parameter

Description

VPC

The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network
configuration. You need to create or select the required VPC.
For details about how to create a VPC, see section "Creating
a VPC" in the Virtual Private Cloud User Guide. For details
about the constraints on the use of VPCs, see Connection
Methods.

If there are no VPCs available, DDS allocates resources to you
by default.

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Security Group

A security group controls access between DDS and other
services for security.

If there are no security groups available, DDS allocates
resources to you by default.

NOTE
Ensure that the security group rule you set allows clients to access
DB instances. For example, select the TCP protocol with inbound
direction, input the default port number 8635, and enter a subnet IP
address or select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data
from being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB
instance is created, you can connect to it using SSL.

Cross-CIDR
Access

e Configure
Add the VPC CIDR block of your client. Ensure that the
ECS where your client is installed can connect to the DB
instance.

NOTE

- To ensure the ECS and the DB instance can communicate with
each other, configure the connection by referring to VPC
Peering Connection Overview.

- VPC CIDR blocks can only be added, but not modified or
deleted.

- Up to 9 CIDR blocks can be configured, and each of them
does not overlap.
e Skip
Configure the CIDR block of the client later. After a DB
instance is created, you can configure cross-CIDR access
by referring to Configuring Cross-CIDR Access.
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Parameter

Description

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for
the VPC and subnet where the DB instance is located. For
details about the application scenarios and procedures for
enabling IPv6 for the VPC and subnet, see IPv4 and IPv6
Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.

Anti-affinity
Deployment

If you use DeC, this parameter is displayed.

This option is enabled by default. Anti-affinity deployment
requires the primary, secondary, and hidden nodes to be
deployed on different physical machines to achieve high
availability.

Table 3-21 Database configuration

or Password

Parameter | Description

Password e Configure
Enter and confirm the administrator password for connecting
to the DB instance.

e Skip

Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrat | The default account is rwuser.

or

Administrat | Set a password for the administrator. The password is a string of

8 to 32 characters. It must be a combination of uppercase letters,
lowercase letters, digits, and special characters. You can also use
the following special characters: ~!|@#%A\*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.

Confirm
Password

Enter the administrator password again.

Replica Set
Parameter
Group

The parameters that apply to the replica set instances. After a DB
instance is created, you can change the parameter group you
configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.
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Parameter

Description

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The default
project is default.

To customize an enterprise project, click Enterprise in the upper
right corner of the console. The Enterprise Management page is
displayed. For details, see Creating an Enterprise Project in the
Enterprise Management User Guide.

Table 3-22 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(1), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 3-23 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.
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Step 4

Parameter Description

Quantity The purchase quantity depends on the replica set instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(1 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the class and storage space of
the replica set.

On the displayed page, confirm the DB instance information.
e Yearly/Monthly
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

e Pay-per-use
- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance

Management page.

e When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

e DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB
instance.

e The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable
access.

e The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End
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3.4.3 Step 2: Bind an EIP

Scenarios
After you create a DB instance, you can bind it to an EIP to allow external access.
If later you want to prohibit external access, you can also unbind the EIP from the
DB instance.

Precautions

e Before accessing a database, you need to apply for an EIP on the VPC console.
Then, add an inbound rule to allow the IP addresses or IP address ranges of
ECSs. For details, see section Step 3: Set a Security Group.

e In the replica set instance, only primary and secondary nodes can be bound to
an EIP. To change the EIP that has been bound to a node, you need to unbind
it from the node first.

Binding an EIP
Step 1 On the Instance Management page, click the target replica set instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, locate the target node and click Bind EIP in the
Operation column.

Figure 3-16 Binding an EIP

Instance Management v Available

Basic Information Basic Information

Backups & Restorations 8635 2 pe-8384
connections L ab (192.168.64.0/18)
Error Logs
Slow Query Logs Address
Audit Logs mongodb://rwuser=++@192.168.93.190:8635,192.168.125.111:
advanced 0&M 8635/test?authSource=admin&replicaSet=replica (1
Tags Nam..  Role AZ Private | EIP Operation
313 Second... azlpod.  192.168. @ Unbound Change Private |P Address | Bind EIP
378 Primary azlpod 192 168 ® Unbound Change Private IP Address
Hidden azlped.  192168.. - Change Private IP Address

40fe..

Step 4 In the displayed dialog box, all available unbound EIPs are listed. Select the
required EIP and click OK. If no available EIPs are displayed, click View EIP and
create an EIP on the VPC console.
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Figure 3-17 Selecting an EIP

Bind EIP

For security purposes, after binding the EIP use SSL to connect to the database and add
outbound and inbound rules in the security group.

Node Information Node Name Status
Available
Select EIP C
EIP Status Bandwidth
O] @ Unbound 5 Mbit/s
@ Unbound 5 Mbit/s
@ Unbound 88 Mbit/s
View EIP

Cancel

Step 5 Locate the target node, in the EIP column, view the EIP that is successfully bound.

To unbind an EIP from the DB instance, see Unbinding an EIP.

--—-End

Unbinding an EIP

Step 1 On the Instance Management page, click the replica set instance that has been
bound with an EIP.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, locate the target node and click Unbind EIP in the
Operation column.

Figure 3-18 Unbinding an EIP

Nam... Role AZ Private |... EIP Operation
33 Secondary  azlp.. 192168.. @ Unbou.. Change Private IP Address | Bind EIP
¢328 Primary azlp.. 192.168.. Change Private IP Address | Unbind EIP
A0fc. Hidden azlp.. 192,168 Change Private IP Address
L _________________________________________________________]
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Step 4 In the displayed dialog box, click Yes.
To bind an EIP to the DB instance again, see Binding an EIP.
----End

3.4.4 Step 3: Set a Security Group

Scenarios

This section guides you on how to add a security group rule to control access from
and to DDS DB instances associated with a security group. The following describes
how to set security groups.

Precautions

The default security group rule allows all outgoing data packets. ECSs and DDS DB
instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you
to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group
Overview.

Procedure

Step 1 On the Instance Management page, click the target replica set instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound
rules. On the Outbound Rules tab, click Add Rule. In the displayed Add
Outbound Rule dialog box, set required parameters to add outbound rules.

You can click @ to add more rules.
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Figure 3-19 Add Inbound Rule

Add Inbound Rule @

© Aninbound rule allows inbound traffic to instances in the security group.

Security Group  Sys-default

Database Port 8635

Protocol & Port () Source (@) Description Operation
Custom TCP v IP Address -

Operation «
o0 .0 .0 .0V O

(®) AddRule You can create 4,973 more security group rules. Increase quota

Cancel
Figure 3-20 Add Outbound Rule
x
Add Outbound Rule @
© An outbound rula allows outbound traffic from instances in the security group.
Security Group  Sys-default
Database Port 8635
Protocol & Port (3 Destination (7) Description Operation
Custom TCP - IP Address - )
e e e r Oper ation v
(® AddRule You can create 4,973 more security group rules_Increase quota
Cancel
Step 4 Add a security group rule as prompted.
Table 3-24 Parameter description
Parame | Description Value
ter Example
Protocol | The network protocol required for access. You can TCP
allow all protocols or specify a specific protocol, TCP,
UDP, ICMP, and SSH.
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Step 5

Parame | Description Value
ter Example
Port Specifies the port that allows the access to ECSs or 8635

external devices. Common ports are listed in Common
Ports Used by ECSs.

Source/ | Specifies the supported IP address and security group | e 192.168.1
Destinat | that the rule applies to. 0.0/24

1on e IP address: The IP address or subnet that the rule e default

applies to. Single IP addresses must be expressed
using slash notation.

- Single IP address: xxx.x.xxx.xxx/32 (IPv4)

- Subnet: xxx.xxx.xxx.0/24

- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will be
allowed from. ECSs in this security group will be
granted access to DDS instance in the current
security group.

Click OK.
----End

3.4.5 Step 4: Connect to a Replica Set Instance Over Public

Networks

Scenarios

Prerequisites

This section describes how to connect to a replica set instance using the MongoDB
client and Robo 3T over public networks.

You can directly perform operations on the primary and secondary nodes. Primary
nodes are used for processing read and write requests. Secondary nodes replicate
data from the primary and are used for processing read requests only.

The MongoDB client and Robo 3T can connect to a DB instance with a common
connection or an encrypted connection (SSL). To improve data transmission
security, you are advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

For best practices about connections to a DB instance over public networks, see
Connecting to a DB Instance Through an EIP.

1. Bind an EIP to the cluster instance and set security group rules to ensure
that the EIP can be accessed through the ECS or Robo 3T.

2. Install the MongoDB client or Robo 3T.
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MongoDB client

a. For details on how to create and log in to an ECS, see Purchasing an ECS

and Logging In to an ECS.
b. Install the MongoDB client on the ECS.

For details on how to install a MongoDB client, see How Can | Install a
MongoDB Client?

Robo 3T
Install Robo 3T. For details, see How Can | Install Robo 3T?
If you select SSL mode, download the SSL certificate on the DDS console.

a. On the Instance Management page, click the target DB instance.
b. In the navigation pane on the left, choose Connections.

c. In the Basic Information area, click == next to the SSL field.

Connecting to a DB Instance Using Robo 3T (SSL)
Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.

Figure 3-21 Connections

=% MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag n' drop.
Hame Addrea=s Attributes Auth. Datsbasze / User
[ E Conmect ] | Cancel |

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1.

On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the replica set

instance in the Address text box.
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Figure 3-22 Connection

5| Cannection Settings @

Cormection | Authentication | 55H | SS5L | Advanced

Type: [Ilirect Conmection "]
Hame: ddz-replica-set
Ahddres=s: © BB35

Specify host and port of MongolE serwer. Host can be
either IPwil, IFvH or domalin name.

From SE¥ | Import conmection detalls from MongoDE SRV conmectionss*

[ Save ] [ Cancel

2.  On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the replica set instance.

Figure 3-23 Authentication

.- =

E| Connection Settings @

Cormection | Authentication | S5H | S5L | Advanced

Ferform authentication

Databasze admin

The admin database 1z unique 1in MongelE. Users
with mormal access to the admin databaze hawve read
and write access to all databases.

Uzer Hame rwuser
Pazsword 21ttty
Auth Mechanism |SCRAN-SHA-1 x|

3. On the SSL tab, upload the SSL certificate and select Allowed for Invalid
Hosthames.
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Figure 3-24 SSL

.

.

E| Connection Settings @

| Connection I Authentication I SEH | Z5L | Advanced

Use SEZL protocol

Authentication Method: [Use CA Certificate "’]

CA Certificate: D006 _mongodbhes. crt :]

D Uze PEM Cert. fEey: Enable this option to comnect to a MongoDE
that requires CA-=zigned client
certificates key file.

Advanced Options

CEL (Rewocation List]: :]
Inwalid Hostnames:

| Save || Coneel |

4. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the replica set
instance.

Figure 3-25 Connections

= MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag’ o' drop.
Hame Address Attributes MAuth. Datsbase [ User
[E dds-cluster 18635 A2 admin / rwuser
|5 dds-replica-set 8635 A2 admin / rwuser
[ @ Connect ] [ Cancel ]

Step 4 If the replica set instance is successfully connected, the page shown in Figure 3-26
is displayed.
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Figure 3-26 Connection succeeded

£ Robo 37 - 13

A" L

4 [H dds-replica-set (6)
4 | System
4 % admin
4 | Collections (4)
4 |, System
[ system.profile
4 system.roles
> system.users
system.version
> . Functions
> W Users
> B local
> B abe
> é dbName
> B okok
> E; test

Logs

File View Options Window Help

=N e =5

& Heleome % | O db. getCollectionl system. -

replica—set |6 (8635 [ adnin

Qe

--—-End

Connecting to a DB Instance Using Robo 3T (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details about how to disable the SSL connection, see section
Enabling or Disabling SSL.

Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.
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Figure 3-27 Connections

=: MangoDB Connections =
Create, edit, remowe, clone or reorder commections wia drag’ n' drop.
Hame hddress Attributes Auth. Database / User
[ @ Connect ] [ Cancel ]

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1. On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the replica set
instance in the Address text box.

Figure 3-28 Connection

5| Connection Settings @

Conmection | Authentication | 55H | SSL | Advanced

Type: [Ilirect Conmection V]
Hame: dds-replica-set
Addre=s: . 8B35

Specify host and port of MongolE serwer. Host can be
either TPwd, IP+f or domain name.

From SEY | Import conmection details from MongoeDE SEV conmection -

[ Save ] [ Cancel

2. On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the replica set instance.
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Figure 3-29 Authentication

P

-

E| Cannection Settings @

Cormection | Authentication | S5H | S5L | Adwanced

Ferform anthentication

Databaze admin

The admin databaze 15 wunigque 1n MongelE. Users
with mormal access to the admin database hawve read
and write access to all databases.

Vzer Hame WIS BY
Password 200000008009
hath Mechanism |SCRAN-SHA-1 -

3. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the replica set
instance.

Figure 3-30 Connections

= MongoDB Connections @
Create, edit, remowve, clone or reorder commections wia drag’ o' drop.
Hame Address Attributes Auth. Datshaze f User
[E dds-cluster 18635 A2 admin / rwuser

|5 dds-replica-set 8635 A2 admin / rwuser

[@ an:nect] [ Cancel ]

Step 4 If the replica set instance is successfully connected, the page shown in Figure 3-31
is displayed.
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Figure 3-31 Connection succeeded

£ Robo 3T - 1.3 = = =]

File View Options Window Help

AT

4 [H dds-replica-set (6)
4 | System
4 g e @ dds—replica—set |H 18635 admin

& Heleome % | O db. getCollectionl system. -

a ) Collections (4) db.getCollection ('system.roles') .find({})

(L) 0,023 zee fls]

Fetched 0 record(s) in 29ms

4 |, System
[ system.profile
4 system.roles
> system.users
system.version
> Functions
> W Users
> B local
> B abc
> g! dbName
> B okok
> é test

Logs

--—-End

Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click =+ next to the SSL field.
Step 4 Upload the root certificate to the ECS to be connected to the DB instance.
The following describes how to upload the certificate to a Linux and Window ECS:

e In Linux, run the following command:
scp <IDENTITY_FILE>
<REMOTE_USER>@ <REMOTE_ADDRESS>.<REMOTE_DIR>

(11 NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.

- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

e In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to the DB instance in the directory where the MongoDB client is located.
e Method 1: Using Linux commands
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./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames

Enter the database account password when prompted:
Enter password:

Method 2: Using the public connection address

./mongo "mongodb://rwuser: **@ <DB_HOST>.<DB_PORT>[test?
authSource=admin&replicaSet=replica" --ssl --ssICAFile <F/LE PATH> --
sslAllowInvalidHostnames

To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.

In contrast to directly connecting to the primary node, this connection mode
provides higher data read/write performance and avoids write errors after a
primary/standby switchover. For details, see Connecting to a Replica Set
Instance for Read and Write Separation and High Availability in the
Document Database Service Best Practices.

(11 NOTE

e A replica set instance uses the management IP address to generate SSL certificate. --
sslAllowlnvalidHostnames is needed for the SSL connection through a public network.

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e FILE_PATH indicates the path where the root certificate is stored.

Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

Connect to the DB instance using the public connection address. The
following is an example command:

./mongo "mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin&replicaSet=replica" --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.

Result from connecting the primary node in a replica set:
replica:PRIMARY>

Result from connecting the secondary node in a replica set:
replica:SECONDARY>

--—-End
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Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details about how to disable the SSL connection, see section
Enabling or Disabling SSL.

Step 1 Connect to the ECS.

Step 2 Connect to a DDS DB instance.

Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin
Enter the database account password when prompted:

Enter password:
Method 2: Using the public connection address

./mongo "mongodb://rwuser: **@ <DB_HOST><DB_PORT>[test?
authSource=admin&replicaSet=replica"

To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.

In contrast to directly connecting to the primary node, this connection mode
provides higher data read/write performance and avoids write errors after a
primary/standby switchover. For details, see Connecting to a Replica Set
Instance for Read and Write Separation and High Availability in the
Document Database Service Best Practices.

(11 NOTE

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin

Connect to the DB instance using the public connection address. The
following is an example command:

./mongo "mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin&replicaSet=replica"
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Step 3 Check the connection result. If the following information is displayed, the
connection is successful.

e Result from connecting the primary node in a replica set:
replica:PRIMARY>

e Result from connecting the secondary node in a replica set:
replica:SECONDARY>

--—-End
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Getting Started with Single Nodes

4.1 Connection Methods

HUAWEI CLOUD DDS can be accessed using Data Admin Service (DAS), private

networks, and public networks.

By default, you have the permission required for remote login. It is recommended
that you use the DAS service to connect to DB instances. DAS is secure and
convenient. For details, see Step 2: Connect to a Single Node Instance Through

DAS.

Table 4-1 Connection methods

the console. SQL execution,
advanced database management,
and intelligent O&M are available to
make database management simple,
secure, and intelligent.

Metho | IP Scenario Description

d Address

DAS Not DAS provides a GUI and allows you e Easy to use,
required | to perform visualized operations on secure, advanced,

and intelligent
e Recommended
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Metho | IP Scenario Description
d Address
Private | Private DDS provides a private IP address by | Secure and excellent
networ | IP default. performance
k address | 4 |f your applications are running
on an ECS that is in the same
region, AZ, and VPC subnet as
your DDS DB instance, you are
advised to use a private IP
address to connect the ECS to
your DDS DB instances.
e By default, DDS is not accessible
from ECSs that are not in the
same security group. If the ECS is
not in the same group, you need
to add an inbound rule to enable
access.
e The default DDS port is 8635, but
this port can be modified if
necessary.
Public | EIP e |f your applications are running e Low security
networ on an ECS that is in a different e For faster
k region from the one where the transmission and
DB instance is located, you are improved
advised to use an EIP to connect security, you are
the ECS to your DDS DB advised to
instances. migrate your
e |f your applications are deployed applications to
on another cloud platform, EIP is an ECS that is in
recommended. the same subnet
as your DDS
instance and use
a private IP
address to access
the instance.

4.2 Connecting to Single Node Instances Through DAS

4.2.1 Overview

Scenarios

DAS provides a GUI and allows you to perform visualized operations on the
console. SQL execution, advanced database management, and intelligent O&M
are available to make database management simple, secure, and intelligent. You
are advised to use DAS to connect to DB instances.
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This section describes how to buy a single node instance on the management
console and how to connect to the single node instance through DAS.

Process

To purchase and connect to a single node instance, perform the following steps:
e Step 1: Buy a Single Node Instance
e Step 2: Connect to a Replica Set Instance Through DAS

4.2.2 Step 1: Buy a Single Node Instance

Scenarios
This section describes how to create a single node instance on the DDS
management console. Currently, DDS single node instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your computing
resources and storage space to your business needs.
You can use your account to create a maximum of 20 single nodes in total.
Prerequisites
e You have registered a HUAWEI CLOUD account.
e  Your account balance is greater than or equal to ¥0.
Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.

Figure 4-1 Billing mode and basic information
Billng Mode

Region

DB Instance Name dishas 9]

Database Type

DB Instance Type () Cluster Replica szt Sige node
Campathle MongeDB Verscr 1

—

—

Disk E Disaled Erabl ®
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Table 4-2 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then, the
system deducts the fees incurred at one time from your
account based on the service price.

- When you renew a yearly/monthly DB instance, you can
change its billing mode from yearly/monthly to pay-per-
use based on your service requirements. For details, see
Changing Yearly/Monthly Instances to a Pay-per-Use.
NOTE

DB instances paid in yearly/monthly mode cannot be deleted.

They support only resource unsubscription. For details, see
section Unsubscribing from a Yearly/Monthly DB Instance.

e Pay-per-use

- You do not need to set Validity Period because the
system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a long
period of time, you can change its billing mode from
pay-per-use to yearly/monthly. For details, see Changing
the Billing Mode in Batches.

Table 4-3 Basic information

Parameter Description
DB Instance The DB instance name can be 4 to 64 characters long. It must
Name start with a letter and can contain only uppercase letters,

lowercase letters, digits, hyphens (-), and underscores (_).

If you buy multiple DB instances, you can only enter 4 to 49
characters to set the DB instance name, and then the system
automatically appends a date, time, and serial number to the
end of the instance names (format: /nstance_name-MMDD-
HHmmss-SN).

After the DB instance is created, you can change its name. For
details, see Modifying the DB Instance Name.

Database Type | Community Edition

DB Instance Select Single Node.

Type The single node architecture is another option for you, helping
you reduce costs while ensuring data reliability.
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Parameter Description

Compatible e 40

MongoDB e 34
Version
o 3.2
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities and
performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see DB
Instance Specifications.

Storage Type The default storage type is ultra-high I/O.

Storage Engine | WiredTiger

AZ An AZ is a part of a region with its own independent power
supplies and networks. AZs are physically isolated but can
communicate through an internal network connection.

Disk e Disabled: Disable the encryption function.

Encryption e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status and
the key cannot be changed. The backup data stored in OBS is
not encrypted.

- The key cannot be disabled, deleted, or frozen when being used.
Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a CMK"
section in the Data Encryption Workshop User Guide.

Figure 4-2 Instance class and storage space

Specifications Enhanced m
Node Class m 2uCPUS | 4 GB 2CPUS | £GB 4VCPUs | 8.GB 4VCPUS | 16 GB 8CPUS | 16.GB 8uCPUs | 22 GB 6VCPUS | 32.GB 16 VCPUs | 64 G3

torage Space (i) 0 tleed
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Table 4-4 Specifications

Parameter Description

Specifications In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced I
(c6).

Node Class For details about the DB instance specifications, see DB
Instance Specifications.

Storage Space The value ranges from 10 GB to 1,000 GB and must be a
multiple of 10.

Figure 4-3 Network and database configuration

VPC dds-st-cross-vpc | C ViewVPC
fter the DDS instance is created, the VPC cannot be changed.
Subnet dds-st-cross-subnet(172.16.0.0/16) | C
Security Group dds-st-test-security-group{beddeda2-a6e2-4157-8¢13.. ¥ | C View Security Group
SSL (@ View Details
Administrator rwuser

Administrator Password

Confirm Password

Single Node Parameter Group | Default-DD5-4.0-Single v | C View Parameter Group
Enterprise Project (3) v | C View Project Management
Tags View predefined tags

1 2 3 4 5 6 7 8 9 months m 2 years 3 years Auto-renew @

Quantity 1 + @ nerease Quota

Validity Period

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 114


https://support.huaweicloud.com/en-us/productdesc-dds/dds_01_0024.html
https://support.huaweicloud.com/en-us/productdesc-dds/dds_01_0024.html

Document Database Service
Getting Started

4 Getting Started with Single Nodes

Table 4-5 Network

Parameter

Description

VPC

The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
You need to create or select the required VPC. For details about
how to create a VPC, see section "Creating a VPC" in the Virtual
Private Cloud User Guide. For details about the constraints on the
use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

Subnet

A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Security
Group

A security group controls access between DDS and other services
for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.
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Table 4-6 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator

Set a password for the administrator. The password is a string

Password of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%"\*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.

Confirm Enter the administrator password again.

Password

Single Node The parameters that apply to single node instances. After a DB

Parameter instance is created, you can change the parameter group you

Group configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.
Enterprise Only enterprise users can use this function. To use this function,
Project contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.
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Table 4-7 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(L), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 4-8 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the single node instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(11 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.
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Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

Scenarios

Procedure

Step 1

When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB
instance.

The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable
access.

The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End

4.2.3 Step 2: Connect to a Single Node Instance Through DAS

Data Admin Service (DAS) enables you to manage DB instances on a web-based

console, simplifying database management and improving working efficiency. By
default, you have the remote login permission. It is recommended that you use
the DAS service to connect to DB instances, which is more secure and convenient.

On the Instance Management page, locate the target DB instance and click Log
In in the Operation column.

Alternatively, click the target DB instance on the Instance Management page. On
the displayed Basic Information page, click Log In in the upper right corner of the

page.

Figure 4-4 Instance management

DB Instance Type DB Engine Version Satus = BilingMode

Payperuse
single node Gommunity Edition 4.0 Available mongodby//iwuser*=_  Login | View Metric | More v
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Step 2 On the displayed login page, enter the administrator username and password and
click Login.

For details about how to manage databases through DAS, see User Interface
Overview.

--—-End

4.3 Connecting to a Single-Node Instance Over Private
Networks

4.3.1 Overview

Scenarios
This section describes how to buy a single node instance on the management
console, set a security group, and connect to a single node instance over private
networks.

Process

To purchase and connect to a single node instance, perform the following steps:
e Step 1: Buy a Single Node Instance

e Step 2: Set a Security Group

e Step 3: Connect to a Single Node Instance Over Private Networks

The following describes the steps from creating a DB instance to using it.

Figure 4-5 Accessing DB instances from a private network

Specify the DB instance
Create a DB instance, specifications and set the
administrator password.

Configure a security rule to
allow access from specific IP
addresses or ports in the same
VPC security group.

Configure a security group rule.

Bind an EIP to the ECS and

. ensure that the ECS and the
CUEIELISEA S ] S * DB instance are in the same
VPC subnet.

Connect to the DDS DB Log in to the DB instance from
instance. the client tool on the ECS.
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4.3.2 Step 1: Buy a Single Node Instance

Scenarios
This section describes how to create a single node instance on the DDS
management console. Currently, DDS single node instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your computing
resources and storage space to your business needs.
You can use your account to create a maximum of 20 single nodes in total.
Prerequisites
e You have registered a HUAWEI CLOUD account.
e Your account balance is greater than or equal to ¥0.
Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.

Figure 4-6 Billing mode and basic information
Biling Mode

Region

DB Instance Name dds-b?es ®

Database Type [TISE T  Oen Source Softvire hotice

DB Instance Type () Clster Replia szt singe node

—
Storage Tyoe UtaAh 0
anl

A

Disk Encryprion Enabled [G] Recommended

Issue 27 (2020-10-30) Copyright © Huawei Technologies Co., Ltd. 120



Document Database Service
Getting Started 4 Getting Started with Single Nodes

Table 4-9 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.
e Yearly/Monthly

- You need to set Validity Period as required. Then, the
system deducts the fees incurred at one time from your
account based on the service price.

- When you renew a yearly/monthly DB instance, you can
change its billing mode from yearly/monthly to pay-per-
use based on your service requirements. For details, see
Changing Yearly/Monthly Instances to a Pay-per-Use.
NOTE

DB instances paid in yearly/monthly mode cannot be deleted.

They support only resource unsubscription. For details, see
section Unsubscribing from a Yearly/Monthly DB Instance.

e Pay-per-use

- You do not need to set Validity Period because the
system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a long
period of time, you can change its billing mode from
pay-per-use to yearly/monthly. For details, see Changing
the Billing Mode in Batches.

Table 4-10 Basic information

Parameter Description
DB Instance The DB instance name can be 4 to 64 characters long. It must
Name start with a letter and can contain only uppercase letters,

lowercase letters, digits, hyphens (-), and underscores (_).

If you buy multiple DB instances, you can only enter 4 to 49
characters to set the DB instance name, and then the system
automatically appends a date, time, and serial number to the
end of the instance names (format: /nstance_name-MMDD-
HHmmss-SN).

After the DB instance is created, you can change its name. For
details, see Modifying the DB Instance Name.

Database Type | Community Edition

DB Instance Select Single Node.

Type The single node architecture is another option for you, helping
you reduce costs while ensuring data reliability.
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Parameter Description

Compatible e 40

MongoDB e 34
Version
o 3.2
CPU Type Currently, DDS supports two CPU architectures: x86 and

Kunpeng. The two architectures have similar capabilities and
performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see DB
Instance Specifications.

Storage Type The default storage type is ultra-high I/O.

Storage Engine | WiredTiger

AZ An AZ is a part of a region with its own independent power
supplies and networks. AZs are physically isolated but can
communicate through an internal network connection.

Disk e Disabled: Disable the encryption function.

Encryption e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.

NOTE

- After a DB instance is created, the disk encryption status and
the key cannot be changed. The backup data stored in OBS is
not encrypted.

- The key cannot be disabled, deleted, or frozen when being used.
Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a CMK"
section in the Data Encryption Workshop User Guide.

Figure 4-7 Instance class and storage space

Specifications Enhanced m
Node Class m 2uCPUS | 4 GB 2CPUS | £GB 4VCPUs | 8.GB 4VCPUS | 16 GB 8CPUS | 16.GB 8uCPUs | 22 GB 6VCPUS | 32.GB 16 VCPUs | 64 G3

torage Space (i) 0 tleed
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Table 4-11 Specifications

Parameter Description

Specifications In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced I
(c6).

Node Class For details about the DB instance specifications, see DB
Instance Specifications.

Storage Space The value ranges from 10 GB to 1,000 GB and must be a
multiple of 10.

Figure 4-8 Network and database configuration

VPC dds-st-cross-vpc | C ViewVPC
fter the DDS instance is created, the VPC cannot be changed.
Subnet dds-st-cross-subnet(172.16.0.0/16) | C
Security Group dds-st-test-security-group{beddeda2-a6e2-4157-8¢13.. ¥ | C View Security Group
SSL (@ View Details
Administrator rwuser

Administrator Password

Confirm Password

Single Node Parameter Group | Default-DD5-4.0-Single v | C View Parameter Group
Enterprise Project (3) v | C View Project Management
Tags View predefined tags

1 2 3 4 5 6 7 8 9 months m 2 years 3 years Auto-renew @

Quantity 1 + @ nerease Quota

Validity Period
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Table 4-12 Network

Parameter | Description

VPC The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
You need to create or select the required VPC. For details about
how to create a VPC, see section "Creating a VPC" in the Virtual
Private Cloud User Guide. For details about the constraints on the
use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

Subnet A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.

Security A security group controls access between DDS and other services
Group for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6 Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.
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Table 4-13 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator

Set a password for the administrator. The password is a string

Password of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%"\*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.

Confirm Enter the administrator password again.

Password

Single Node The parameters that apply to single node instances. After a DB

Parameter instance is created, you can change the parameter group you

Group configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.
Enterprise Only enterprise users can use this function. To use this function,
Project contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.
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Table 4-14 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(L), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(1), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.

Table 4-15 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the single node instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(11 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.
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Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

Scenarios

Precautions

Procedure

When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB
instance.

The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable
access.

The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End

4.3.3 Step 2: Set a Security Group

This section guides you on how to add a security group rule to control access from
and to DDS DB instances in a security group.

The default security group rule allows all outgoing data packets. ECSs and DDS DB

instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you

to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group

Overview.

Step 1 On the Instance Management page, click the target single node instance.
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Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound

rules. On the Outbound Rules tab, click Add Rule. In the displayed Add

Outbound Rule dialog box, set required parameters to add outbound rules.

You can click E} to add more rules.

Figure 4-9 Add Inbound Rule

X
Add Inbound Rule @
© Aninbound rule allows inbound traffic to instances in the security group.

Security Group  Sys-default
Database Port 8635

Protocal & Port () Source (2 Description Operation

Custom TCP - IP Address -
Operation =
0o .0 .0 .0} O
(®) AddRule You can create 4,973 more security group rules. Increase quota
Cancel
Figure 4-10 Add Outbound Rule
X
Add Outbound Rule @
@ ~noutbound rule allows outhound traffic from instances in the security group.
Security Group  Sys-default
Database Port 8635
Protocol & Port (2) Destination (2) Description Operation
Custom TCP v IP Address v
Operation +
(® AddRule You can create 4,973 more security group rules. Increase quota
Cancel
Step 4 Add a security group rule as prompted.
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Table 4-16 Parameter description

Parame | Description Value
ter Example
Protocol | The network protocol required for access. You can TCP

allow all protocols or specify a specific protocol, TCP,
UDP, ICMP, and SSH.

Port Specifies the port that allows the access to ECSs or 8635
external devices. Common ports are listed in Common
Ports Used by ECSs.

Source/ | Specifies the supported IP address and security group | e 192.168.1
Destinat | that the rule applies to. 0.0/24

1on e |IP address: The IP address or subnet that the rule e default
applies to. Single IP addresses must be expressed
using slash notation.

- Single IP address: xxx.xxx.xxx.xxx/32 (IPv4)
- Subnet: xxx.xxx.xxx.0/24
- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will be
allowed from. ECSs in this security group will be
granted access to DDS instance in the current

security group.

Step 5 Click OK.

--—-End

4.3.4 Step 3: Connect to a Single Node Instance Over Private

Networks

Scenarios

Constraints

This section describes how to connect to a single-node instance using the
MongoDB client over private networks.

The MongoDB client can connect to a DB instance with a common connection or
an encrypted connection (SSL). To improve data transmission security, you are
advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

e  For best practices about connections to DB instances over private networks,
see Connecting to a DB Instance Through an ECS.

For details about constraints on connecting to a single node instance over private
networks, see Constraints.
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Prerequisites

For details on how to create and log in to an ECS, see Purchasing an ECS and
Logging In to an ECS.

Install the MongoDB client on the ECS.

For details on how to install a MongoDB client, see How Can | Install a
MongoDB Client?

Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click & next to the SSL field.

Step 4 Upload the root certificate to the ECS to be connected to the DB instance.

The following describes how to upload the certificate to a Linux and Window ECS:

In Linux, run the following command:

scp </DENTITY FILE>
<REMOTE_USER>@ <REMOTE_ADDRESS>.<REMOTE_DIR>

(1] NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.
- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to a DDS DB instance.

Method 1: Using Linux commands

./mongo --host <DB _HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames

Enter the database account password when prompted:

Enter password:

Method 2: Using the private connection address

./mongo mongodb://rwuser: **@ <DB_HOST><DB_PORT>[test?
authSource=admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

The connection information can be obtained in the Address column on the
Instance Management page.

Figure 4-11 Connections

Issue 27 (2020-10-30)

Copyright © Huawei Technologies Co., Ltd. 130


https://support.huaweicloud.com/en-us/qs-ecs/en-us_topic_0021831611.html
https://support.huaweicloud.com/en-us/qs-ecs/en-us_topic_0092494193.html
http://support.huaweicloud.com/en-us/dds_faq/dds_faq_0018.html
http://support.huaweicloud.com/en-us/dds_faq/dds_faq_0018.html

Document Database Service

Getting Started

4 Getting Started with Single Nodes

(11 NOTE

A single node instance uses the management IP address to generate SSL certificate. --
sslAllowInvalidHostnames is needed for the SSL connection over private networks.

DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.

DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

DB_USER indicates the database account name. The default value is rwuser.

***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

FILE_PATH indicates the path where the root certificate is stored.

Connect to the DB instance using Linux commands. The following is an
example command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

Connect to the DB instance using the private connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.6:8635/test?
authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.
replica:PRIMARY>

--—-End

Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details about how to disable the SSL connection, see section
Enabling or Disabling SSL.

Step 1 Connect to the ECS.

Step 2 Connect to a DDS DB instance.

Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

Enter the database account password when prompted:

Enter password:

Method 2: Using the private connection address
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./mongo mongodb://rwuser: ***@ <DB_HOST>.<DB_PORT>[test?
authSource=admin

The connection information can be obtained in the Address column on the
Instance Management page.

(1 NOTE

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the Private IP Address column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e **indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e Connect to the DB instance using Linux commands. The following is an
example command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin

e Connect to the DB instance using the private connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.6:8635/test?
authSource=admin

Step 3 Check the connection result. If the following information is displayed, the
connection is successful.
replica:PRIMARY>

--—-End

4.4 Connecting to a Single Node Instance Over Public
Networks

4.4.1 Overview

Scenarios
This section describes how to buy a single node instance on the management
console, set a security group, bind an EIP, and connect to a single node instance
over public networks.

Process

To purchase and connect to a single node instance, perform the following steps:
e Step 1: Buy a Single Node Instance
e Step 2: Bind an EIP
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e Step 3: Set a Security Group
e Step 4: Connect to a Single Node Instance Over Public Networks

The following describes the steps from creating a DB instance to using it.

Figure 4-12 Accessing DB instances from a public network

Specify the DB instance
Create a DB instance. specifications and set the
administrator password.

Assign an EIP to the DB
instance, allowing access from
SLEHEEEE an ECS in a different YPC subnet
or from external networks.

_ _ Configure a security group rule to
Configure a security group rule. allow access from specific IP
addresses or ports.

Connect a DDS DB instance from

Connect to the DDS DB instance 2 client toal.

4.4.2 Step 1: Buy a Single Node Instance

Scenarios
This section describes how to create a single node instance on the DDS
management console. Currently, DDS single node instance supports the yearly/
monthly and pay-per-use billing modes. DDS allows you to tailor your computing
resources and storage space to your business needs.
You can use your account to create a maximum of 20 single nodes in total.
Prerequisites
e You have registered a HUAWEI CLOUD account.
e  Your account balance is greater than or equal to ¥0.
Procedure

Step 1 Log in to the DDS console.
Step 2 On the Instance Management page, click Buy DB Instance.

Step 3 On the displayed page, select a billing mode, select your DB instance specifications
and click Next.
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Figure 4-13 Billing mode and basic information

Biling Mode fr—

Region

DB Instance Name ddsbiss ®

DB Instance Type (3) Cluster Replica szt Single node

Compatible MongeDB Vers on U

Storage Engine WiredTiger

Disk Encryprion Enabled [ Recommended
Table 4-17 Billing mode

Parameter Description

Billing Mode Select a billing mode, Yearly/Monthly or Pay-per-use.

e Yearly/Monthly

- You need to set Validity Period as required. Then, the
system deducts the fees incurred at one time from your
account based on the service price.

- When you renew a yearly/monthly DB instance, you can
change its billing mode from yearly/monthly to pay-per-
use based on your service requirements. For details, see
Changing Yearly/Monthly Instances to a Pay-per-Use.
NOTE

DB instances paid in yearly/monthly mode cannot be deleted.

They support only resource unsubscription. For details, see
section Unsubscribing from a Yearly/Monthly DB Instance.

e Pay-per-use
- You do not need to set Validity Period because the

system deducts the fees incurred from your account
based on the service duration.

- If you want to use a DB instance at a low cost for a long
period of time, you can change its billing mode from
pay-per-use to yearly/monthly. For details, see Changing
the Billing Mode in Batches.
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Table 4-18 Basic information

Parameter

Description

DB Instance
Name

The DB instance name can be 4 to 64 characters long. It must
start with a letter and can contain only uppercase letters,
lowercase letters, digits, hyphens (-), and underscores (_).

If you buy multiple DB instances, you can only enter 4 to 49
characters to set the DB instance name, and then the system
automatically appends a date, time, and serial number to the
end of the instance names (format: instance_name-MMDD-
HHmmss-SN).

After the DB instance is created, you can change its name. For
details, see Modifying the DB Instance Name.

Database Type

Community Edition

DB Instance
Type

Select Single Node.

The single node architecture is another option for you, helping
you reduce costs while ensuring data reliability.

Compatible
MongoDB
Version

e 40
e 34
o 32

CPU Type

Currently, DDS supports two CPU architectures: x86 and
Kunpeng. The two architectures have similar capabilities and
performance, both of which can meet your service
requirements.

For details about the instance types, versions, and
specifications supported by the two CPU architectures, see DB
Instance Specifications.

Storage Type

The default storage type is ultra-high I/O.

Storage Engine

WiredTiger

AZ

An AZ is a part of a region with its own independent power
supplies and networks. AZs are physically isolated but can
communicate through an internal network connection.
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Parameter Description

Disk e Disabled: Disable the encryption function.

Encryption e Enabled: Enable the encryption function. This feature
improves data security but slightly affects read/write
performance.

Key Name: Select or create a private key, which is the
tenant key.
NOTE

- After a DB instance is created, the disk encryption status and
the key cannot be changed. The backup data stored in OBS is
not encrypted.

- The key cannot be disabled, deleted, or frozen when being used.
Otherwise, the database becomes unavailable.

- For details about how to create a key, see the "Creating a CMK"
section in the Data Encryption Workshop User Guide.

Figure 4-14 Instance class and storage space

Spsisions PRI il |
Node Class m 2VCPUs | 4GB 2vCPUs | €GB 4VCPUs | 8 GB 4VCPUs | 16 GB 8VCPUs | 16 GB 8VCPUs| 32GB 6 vCPUs | 32 GB 16 vCPUs | 64 GB.

Table 4-19 Specifications

Parameter Description

Specifications In the x86 CPU architecture, the following specifications
can be selected to suit different application scenarios:
General-purpose (s6), Enhanced (c3), and Enhanced I
(c6).

Node Class For details about the DB instance specifications, see DB
Instance Specifications.

Storage Space The value ranges from 10 GB to 1,000 GB and must be a
multiple of 10.
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Figure 4-15 Network and database configuration
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Table 4-20 Network

Parameter

Description

VPC

The VPC where your DB instances are located. A VPC isolates
networks for different services, so you can easily manage and
configure internal networks and change network configuration.
You need to create or select the required VPC. For details about
how to create a VPC, see section "Creating a VPC" in the Virtual
Private Cloud User Guide. For details about the constraints on the
use of VPCs, see Connection Methods.

If there are no VPCs available, DDS allocates resources to you by
default.

Subnet

A subnet provides dedicated network resources that are logically
isolated from other networks for network security.

After the instance is created, you can change the private IP
address assigned by the subnet. For details, see Changing a
Private IP Address.
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Parameter

Description

Security
Group

A security group controls access between DDS and other services
for security.

If there are no security groups available, DDS allocates resources
to you by default.

NOTE
Ensure that the security group rule you set allows clients to access DB
instances. For example, select the TCP protocol with inbound direction,
input the default port number 8635, and enter a subnet IP address or
select a security group that the DB instance belongs to.

SSL

Secure Sockets Layer (SSL) certificates set up encrypted
connections between clients and servers, preventing data from
being tampered with or stolen during transmission.

You can enable SSL to improve data security. After a DB instance
is created, you can connect to it using SSL.

IPv6

Before enabling IPv6, ensure that IPv6 has been enabled for the
VPC and subnet where the DB instance is located. For details
about the application scenarios and procedures for enabling IPv6
for the VPC and subnet, see IPv4 and IPv6 Dual-Stack Network.

After IPv6 is enabled, the DB instance can run in dual-stack
mode. It means that the DB instance can use both the IPv4
address and IPv6 address. The DB instance can access the
Internet using either IPv4 or IPv6 addresses, and the
communications are independent of each other.

Table 4-21 Database configuration

Parameter

Description

Password

e Configure
Enter and confirm the administrator password for
connecting to the DB instance.

e Skip
Set the administrator password later. When you need to
connect to the DB instance, locate the DB instance and click
Reset Password in the Operation column to set a password
for connecting to the DB instance.

Administrator

The default account is rwuser.

Administrator
Password

Set a password for the administrator. The password is a string
of 8 to 32 characters. It must be a combination of uppercase
letters, lowercase letters, digits, and special characters. You can
also use the following special characters: ~|@#%AM*-_=+?

Keep this password secure. If lost, the system cannot retrieve it
for you.
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Parameter

Description

Confirm
Password

Enter the administrator password again.

Single Node
Parameter
Group

The parameters that apply to single node instances. After a DB
instance is created, you can change the parameter group you
configured for the DB instance to bring out the best
performance.

For details, see Editing a Parameter Group.

Enterprise
Project

Only enterprise users can use this function. To use this function,
contact customer service.

An enterprise project is a cloud resource management mode, in
which cloud resources and members are centrally managed by
project.

Select an enterprise project from the drop-down list. The
default project is default.

To customize an enterprise project, click Enterprise in the
upper right corner of the console. The Enterprise
Management page is displayed. For details, see Creating an
Enterprise Project in the Enterprise Management User Guide.

Table 4-22 Tag

Parameter

Description

Tags

This setting is optional. Adding tags helps you better identify
and manage your DB instances. Up to 20 tags can be added
for a DB instance.

A tag is composed of a key-value pair.

e Key: Mandatory if the DB instance is going to be tagged
- Each tag key must be unique for each DB instance.
- A tag key consists of up to 36 characters.

- The key can only consist of digits, letters, underscores
(1), and hyphens (-).

e Value: Optional if the DB instance is going to be tagged
- The value consists of up to 43 characters.

- The value can only consist of digits, letters, underscores
(L), dots (.), and hyphens (-).

After a DB instance is created, you can view its tag details on
the Tags tab. In addition, you can add, modify, and delete tags
for existing DB instances. For details, see Tag.
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Table 4-23 Required duration and quantity

Parameter

Description

Validity Period

The system will automatically calculate the fee based on the
validity period you have selected.

Auto-renew

e By default, this option is not selected.

e If you select this option, the auto-renew cycle is determined
by the selected required duration.

Quantity

The purchase quantity depends on the single node instance
quota. If your current quota does not allow you to purchase
the required number of instances, you can apply for increasing
the quota as prompted. The yearly/monthly DB instances that
are purchased in batches have the same specifications except
for the DB instance name and ID.

If you have any question about the price, click Price Details.

(11 NOTE

DB instance performance is determined by how you configure it during the creation. The
hardware configuration items that can be selected include the node class and storage

space.

Step 4 On the displayed page, confirm the DB instance information.
e  Yearly/Monthly

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify your settings, click Pay Now to go to the
payment page and complete the payment.

e Pay-per-use

- If you need to modify the specifications, click Previous to return to the
previous page.

- If you do not need to modify the specifications, click Submit to start the
instance creation.

Step 5 After a DDS DB instance is created, you can view and manage it on the Instance
Management page.

e When a DB instance is being created, the status displayed in the Status
column is Creating. This process takes about 15 minutes. After the creation is
complete, the status changes to Available.

e DDS enables the automated backup policy by default. After a DB instance is
created, you can modify or disable the automated backup policy. An
automated full backup is immediately triggered after the creation of a DB

instance.

e The default DDS port is 8635, but this port can be modified if necessary. If
you change the port, you need to add the security group rule to enable

access.
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e The yearly/monthly DB instances that are purchased in batches have the same
specifications except for the DB instance name and ID.

--—-End

4.4.3 Step 2: Bind an EIP

Scenarios
After you create a DB instance, you can bind it to an EIP to allow external access.
If later you want to prohibit external access, you can also unbind the EIP from the
DB instance.

Precautions

e Before accessing a database, you need to apply for an EIP on the VPC console.
Then, add an inbound rule to allow the IP addresses or IP address ranges of
ECSs. For details, see section Step 3: Set a Security Group.

e To change the EIP that has been bound to a node, you need to unbind it from
the node first.
Binding an EIP
Step 1 On the Instance Management page, click the target single node instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, locate the target node and click Bind EIP in the
Operation column.

Figure 4-16 Binding an EIP

Instance Management /  dds-7591 - Available

Basic Informatien

Backups & Restorations Private Connection Public Connection

Connections

Error Logs Basic Information

Slow Query Logs 8635 &£

Audit Logs bnet-9cch-ipvd

Advanced D&M Address

Tags mengodb://rwuser=++*@172.16.1.118:8635/test?

authSource=admindreplicaset=replica [

Name/ID AZ Private IP Address EIP Operation

g;lfstl‘e:;il:;: az3x 172.16.1.118 @ Uunbound Change Private IP Address | Bind EIP

Step 4 In the displayed dialog box, all available unbound EIPs are listed. Select the
required EIP and click OK. If no available EIPs are displayed, click View EIP and
create an EIP on the VPC console.
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Figure 4-17 Selecting an EIP

. X
Bind EIP
For security purposes, after binding the EIP use SSL to connect to the database and add
outbound and inbound rules in the security group.
Node Information Node Name Status
Available
Select EIP s
EIP Status Bandwidth
O] ® Unbound 5 Mbit/s
@ Unbound 5 Mbit/s
@ Unbound 88 Mbit/s
View EIP

Step 5 Locate the target node, in the EIP column, view the EIP that is successfully bound.

To unbind an EIP from the DB instance, see Unbinding an EIP.

--—-End

Unbinding an EIP

Step 1 On the Instance Management page, click the target single node instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, locate the target node and click Unbind EIP in the

Operation column.

Figure 4-18 Unbinding an EIP

Name/... AZ Private |P Address EIP Operation
bTEATT. az.. 192.168.106.237 Change Private IP Address || Unbind EIP
Step 4 In the displayed dialog box, click Yes.
To bind an EIP to the DB instance again, see Binding an EIP.
----End
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4.4.4 Step 3: Set a Security Group

Scenarios
This section guides you on how to add a security group rule to control access from
and to DDS DB instances in a security group.

Precautions

The default security group rule allows all outgoing data packets. ECSs and DDS DB
instances in the same security group can access each other. After a security group
is created, you can create different rules for that security group, which allows you
to control access to the DB instances that are in it.

To access a DB instance in a security group from a source outside of that group,
you need to create an inbound rule.

For details about the constraints on using security groups, see Security Group

Overview.

Procedure
Step 1 On the Instance Management page, click the target single node instance.
Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Security Group area, on the Inbound Rules tab, click Add Rule. In the
displayed Add Inbound Rule dialog box, set required parameters to add inbound
rules. On the Outbound Rules tab, click Add Rule. In the displayed Add
Outbound Rule dialog box, set required parameters to add outbound rules.

You can click @' to add more rules.

Figure 4-19 Add Inbound Rule

Add Inbound Rule @

@ Aninbound rule allows inbound traffic to instances in the security group

Security Group  Sys-default

Database Port 86356

Protocol & Port ® Source ® Description Operation
Custom TCP M IP Address -

0o .0 .0 .0 [fO

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel
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Figure 4-20 Add Outbound Rule

Add Outbound

Rule @

@ ~noutbound rule allows outhound traffic from instances in the security group.

Security Group  Sys-default

Database Port 8635

Protocol & Port (2)

Custom TCP

@ Add Rule You can create 4,973 more security group rules. Increase quota

Cancel

Step 4 Add a security group rule as prompted.

Table 4-24 Parameter description

Operation

applies to. Single IP addresses must be expressed
using slash notation.

- Single IP address: XxX.xxx.xxx.xxx/32 (IPv4)
- Subnet: xxx.xxx.xxx.0/24
- All IP addresses: 0.0.0.0/0

e Security group: A security group that access will be
allowed from. ECSs in this security group will be
granted access to DDS instance in the current
security group.

Parame | Description Value
ter Example
Protocol | The network protocol required for access. You can TCP
allow all protocols or specify a specific protocol, TCP,
UDP, ICMP, and SSH.
Port Specifies the port that allows the access to ECSs or 8635
external devices. Common ports are listed in Common
Ports Used by ECSs.
Source/ | Specifies the supported IP address and security group | e 192.168.1
Destinat | that the rule applies to. 0.0/24
on e IP address: The IP address or subnet that the rule e default

Step 5 Click OK.

--—-End

Issue 27 (2020-10-30)

Copyright © Huawei Technologies Co., Ltd.

144


https://support.huaweicloud.com/en-us/usermanual-vpc/SecurityGroup_0002.html
https://support.huaweicloud.com/en-us/usermanual-vpc/SecurityGroup_0002.html

Document Database Service
Getting Started 4 Getting Started with Single Nodes

4.4.5 Step 4: Connect to a Single Node Instance Over Public
Networks

Scenarios

This section describes how to connect to a single-node instance using the
MongoDB client and Robo 3T over public networks.

The MongoDB client and Robo 3T can connect to a DB instance with a common
connection or an encrypted connection (SSL). To improve data transmission
security, you are advised to connect to DB instances using the SSL connection.

Different OS scenarios: The following uses Linux ECS and Window client as an
example.

e  For best practices about connections to a DB instance over public networks,
see Connecting to a DB Instance Through an EIP.

Prerequisites

1. Bind an EIP to the cluster instance and set security group rules to ensure
that the EIP can be accessed through the ECS or Robo 3T.

2. Install the MongoDB client or Robo 3T.
MongoDB client

a. For details on how to create and log in to an ECS, see Purchasing an ECS
and Logging In to an ECS.

b. Install the MongoDB client on the ECS.

For details on how to install a MongoDB client, see How Can I Install a
MongoDB Client?

Robo 3T
Install Robo 3T. For details, see How Can | Install Robo 3T?
3. If you select SSL mode, download the SSL certificate on the DDS console.

a. On the Instance Management page, click the target DB instance.
b. In the navigation pane on the left, choose Connections.

c. In the Basic Information area, click == next to the SSL field.

Connecting to a DB Instance Using Robo 3T (SSL)

Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.
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Figure 4-21 Connections

=: MangoDB Connections =
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Hame hddress Attributes Auth. Database / User
[ @ Connect ] [ Cancel ]

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1. On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the single-
node instance in the Address text box.

Figure 4-22 Connection

.-

E| Connection Settings @

Cormection | Authentication | S5H | S5L | Adwanced

Type: [Direct Connection
Hame: dd=-single—node
Address: o BB35

Specify host and port of MongolE serwer. Host can be
either IPwi, IP+f or domain name.

From SE¥ | Import conmection details from MongolE SEY conmections-

Save ] [ Cancel

2. On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the single-node instance.
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Figure 4-23 Authentication

I

-

E| Connection Settings @

Cormection | Authentication | SSH | SSL | Adwanced
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Databasze admin

The admin databaze is wunigue in MongoDlB. Users
with mormal access to the admin databaze hawve read
and write access to all databases.

Uzer Hame Wiz er
Password 200000008009
Aath Mechanism |SCRAN-SHA-1 -

3. On the SSL tab, upload the SSL certificate and select Allowed for Invalid
Hostnames.

Figure 4-24 SSL

Fa

E| Connection Settings @

| Connection Authentication I SEH | 250 | Advanced

Uze S5L protocel

Authentication Method: [Use CA Cartificate "]

Ch Certificate: D:\0B_mongodbhca. crt E

D Use PEM Cert. fKew: Enable thiz option to conmect to a MongollB
that requires CA-signed client
certificates ey file.

Advanced Options

CEL (Rewocationm List]: :]
Inwalid Hostnames:

| Save || Canesl |

4. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the single-node
instance.
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Step 4

Figure 4-25 Connections

Create

= MongoDB Connections
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If the single-node instance is successfully connected, the page shown in Figure

4-26 is displayed.

Figure 4-26 Connection succeeded
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4 | System
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& dds—single—node

& Heloome ¥ B db zetCollection (! system - %

=N e =5

= 1BB35

--—-End
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Connecting to a DB Instance Using Robo 3T (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details about how to disable the SSL connection, see section
Enabling or Disabling SSL.

Step 1 Run the installed Robo 3T. On the displayed dialog box, click Create.

Figure 4-27 Connections

=% MongoDB Connections (=230
Create, edit, remowe, clone or reorder commectionz wia drag' n' drop.
Hame Address Attributes Auth. Database / User
[ @ Connect ] l Cancel J

Step 2 In the Connection Settings dialog box, set the parameters of the new connection.

1.  On the Connection tab, enter the name of the new connection in the Name
text box and enter the EIP and database port that are bound to the single-
node instance in the Address text box.
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Figure 4-28 Connection

P "
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2.  On the Authentication tab, set Database to admin, User Name to rwuser,
and Password to the administrator password you set during the creation of
the single-node instance.

Figure 4-29 Authentication

P "

E| Connection Settings @

Cormection | Authentication | S5H | S5L | Advanced

Ferform anthentication

Databaze admin

The admin database i1z wunique in MongelE. Users
with mormal access to the admin databasze have read
and write access to all databases.

Vzer Hame WIS BY
Password 200000008009
Auath Mechanism |SCRAN-SHA-1 x|

3. Click Save.

Step 3 On the MongoDB Connections page, click Connect to connect to the single-node
instance.
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Step 4

Figure 4-30 Connections
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If the single-node instance is successfully connected, the page shown in Figure

4-31 is displayed.

Figure 4-31 Connection succeeded
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Connecting to a DB Instance Using the MongoDB Client (SSL)

Step 1 On the Instance Management page, click the target DB instance.

Step 2 In the navigation pane on the left, choose Connections.

Step 3 In the Basic Information area, click & next to the SSL field.
Step 4 Upload the root certificate to the ECS to be connected to the DB instance.
The following describes how to upload the certificate to a Linux and Window ECS:

e In Linux, run the following command:

scp </IDENTITY FILE>
<REMOTE USER>@ <REMOTE ADDRESS>:<REMOTE DIR>

(10 NOTE

- IDENTITY_FILE indicates the directory where the root certificate resides. The file
access permission is 600.

- REMOTE_USER indicates the ECS OS user.
- REMOTE_ADDRESS indicates the ECS address.

- REMOTE_DIR indicates the directory of the ECS to which the root certificate is
uploaded.

e In Windows, upload the root certificate using the remote connection tool.

Step 5 Connect to the DB instance in the directory where the MongoDB client is located.
e Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB _PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

Enter the database account password when prompted:

Enter password:
e Method 2: Using the public connection address

./mongo mongodb://rwuser: **@ <DB_HOST><DB_PORT>[test?
authSource=admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames

To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.
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(11 NOTE

e Asingle node instance uses the management IP address to generate SSL certificate. --
sslAllowInvalidHostnames is needed for the SSL connection through a public network.

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.

e DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e FILE_PATH indicates the path where the root certificate is stored.

e Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

e Connect to the DB instance using the public connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

Step 6 Check the connection result. If the following information is displayed, the
connection is successful.
replica:PRIMARY>

--—-End

Connecting to a DB Instance Using the MongoDB Client (Non-SSL)

NOTICE

If you connect to a DB instance using this method, you need to disable the SSL
connection. For details about how to disable the SSL connection, see section
Enabling or Disabling SSL.

Step 1 Connect to the ECS.

Step 2 Connect to a DDS DB instance.
e Method 1: Using Linux commands

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

Enter the database account password when prompted:

Enter password:

e Method 2: Using the public connection address
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./mongo mongodb://rwuser: ***@ <DB_HOST>.<DB_PORT>[test?
authSource=admin

To obtain the public connection address, click the instance name and choose
Connections. The address is displayed in Public Network Connection
Address field on the Public Connection tab.

(1 NOTE

e DB_HOST indicates the IP address of the remotely connected DB instance. Obtain the
value from the EIP column in the node list on the Connections page.

o DB_PORT indicates the port number. Obtain the value from Database Port in the Basic
Information area on the Connections page.

e DB_USER indicates the database account name. The default value is rwuser.

e ***indicates the password of the database account. If you use the connection address
to connect to a DB instance:

- If the password contains the at sign (@), change @ to %40.

- If the password contains the exclamation mark (!), add an escape character (\)
before the exclamation mark (!).

e Connect to the instance using Linux commands. The following is an example
command:

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --
authenticationDatabase admin

e Connect to the DB instance using the public connection address. The
following is an example command:

./mongo mongodb://rwuser:****@192.168.1.80:8635/test?
authSource=admin

Step 3 Check the connection result. If the following information is displayed, the
connection is successful.
replica:PRIMARY>

--—-End
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Change History

Released On

Description

2020-10-30

This issue is the twenty-seventh official release, which
incorporates the following change:

Supported up to 20 tags per instance.

2020-09-30

This issue is the twenty-sixth official release, which
incorporates the following changes:

e Taken Enhanced Edition offline.

e Supported Kunpeng-based instances of Community Edition
4.0.

2020-08-30

This issue is the twenty-fifth official release, which
incorporates the following changes:

e Supported up to 32 mongos nodes and 32 shard nodes in
each Community Edition cluster instance.

e Supported up to 3000 GB of the replica set storage space.

2020-07-30

This issue is the twenty-fourth official release, which
incorporates the following changes:

Supported cross-CIDR access to replica set instances.

2020-07-15

This issue is the twenty-third official release, which
incorporates the following change:

Supported DCC.

2020-05-30

This issue is the twenty-second official release, which
incorporates the following change:

Supported enterprise projects for the Enhanced cluster
instance.
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Released On

Description

2020-04-30

This issue is the twenty-first official release, which incorporates
the following changes:

e Updated the IAM permission template.

e Supported the purchase of multi-AZ Community Edition DB
instances.

2020-04-15

This issue is the twentieth official release, which incorporates
the following change:

Supported cross-subnet access for replica set instances in the
same VPC.

2020-03-31

This issue is the nineteenth official release, which incorporates
the following changes:

e Supported changing billing mode from yearly/monthly to
pay-per-use.

e Allowed users to set a password after the DB instance is
created.

e Supported enabling IP addresses of shard and config nodes
of Community Edition cluster instances.

2020-03-13

This issue is the eighteenth official release, which incorporates
the following change:

Modified the single node instance connection address.

2020-02-14

This issue is the seventeenth official release, which
incorporates the following change:

Optimized the procedures for creating a DB instance.

2020-01-07

This issue is the sixteenth official release, which incorporates
the following changes:

e Adjusted the structure of section Getting Started.

2019-11-11

This issue is the fifteenth official release, which incorporates
the following change:

Supported up to 2000 GB of storage of a Community Edition
cluster instance.

2019-10-18

This issue is the fourteenth official release, which incorporates
the following changes:

e Supported the selection of s6 specifications.
e Supported both the IPv4 and IPv6 IP addresses.

e Added the procedures for using Robo 3T to connect to the
DDS instance.

2019-09-11

This issue is the thirteenth official release, which incorporates
the following changes:

Supported a maximum of 16 mongos nodes and 16 shards for
a Community Edition cluster instance.
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Released On

Description

2019-08-13

This issue is the twelfth official release, which incorporates the
following change:

Supported selecting a CPU type for the pay-per-use DB
instance of Community Edition 3.4.

2019-07-07

This issue is the eleventh official release, which incorporates
the following changes:

Supported selecting a parameter group during DB instance
creation.

2019-06-13

This issue is the tenth official release, which incorporates the
following change:

Supported DeC.

2019-04-19

This issue is the ninth official release, which incorporates the
following changes:

e Optimized the procedures for creating and connecting to a
DB instance.

2019-02-15

This issue is the eighth official release, which incorporates the
following changes:

e Supported the modification of the node private IP address.
e Supported migrating single-node databases using DRS.

e Supported connection to DB instances of Enhanced Edition
using program code.

2019-01-07

This issue is the seventh official release, which incorporates the
following changes:

e Supported the yearly/monthly DB instance of Enhanced
Edition.

e Added the Tags configuration item on the page for buying
a DB instance of Community Edition.

2018-11-02

This issue is the sixth official release, which incorporates the
following changes:

e Supported buying yearly/monthly DB instances in batches.

e Added the command for connecting to DB instances
through connection addresses.

2018-09-06

This issue is the fifth official release, which incorporates the
following change:

e Supported enterprise project management.
e Put the single node instance into commercial use.
e Supported creation of yearly/monthly single node instances.
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Released On Description

2018-08-03 This issue is the fourth official release, which incorporates the
following changes:

e Optimized the page for purchasing a DB instance.
e Supported creation of yearly/monthly cluster instances.

e Supported automatic renewal of yearly/monthly replica set
instances.

2018-07-02 This issue is the third official release, which incorporates the
following change:

e Added no restrictions on operations issued by users if their
account balance is greater than or equal to ¥0.

e Supported DDS Enhanced Edition.
e Supported creating a replica set instance in multiple AZs.

e Adjusted the position of HA Type displayed on the console
page.

e Changed the maximum storage capacity of replica sets to
2000 GB.

2018-06-01 This issue is the second official release, which incorporates the
following change:

e Supported DB instances that are compatible with MongoDB
3.4 Community Edition.

e Supported allocation of default VPC resources during the
DB instance creation.

2018-05-04 This issue is the first official release.
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