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1 What Is SMS?

Server Migration Service (SMS) helps you migrate applications and data from x86
physical or virtual servers on premises or in private or public clouds to Elastic
Cloud Servers (ECSs) on HUAWEI CLOUD.

Figure 1-1 How SMS works

How SMS Works
You only need to perform steps 1, 3, and 7, and SMS takes care of the other steps
automatically.

1. Install the Agent on the source server.
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2. The Agent registers its connection status with SMS and reports the
information about the source server to SMS. Then, SMS evaluates migration
feasibility.

3. On the SMS management console, configure the target server and start the
migration.

4. The Agent receives and executes the migration commands sent by SMS.
5. SMS starts to migrate the system disk of the source server.
6. SMS starts to migrate data disks of the source server.
7. Launch the target server.

NO TE

● Source server is the server from which you are migrating workloads away.
● Target server is the server to which you plan to migrate your workloads.
● SMS is the Server Migration Service.

How to Access SMS
The public cloud provides a web-based service management platform. You can
work with SMS in any of the following ways:

● Management console
You can log in to the HUAWEI CLOUD management console and choose
Migration > Server Migration Service on the homepage.

● HTTPS APIs
You can access SMS by calling HTTPS application programming interfaces
(APIs). For details, see Server Migration Service API Reference.
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2 SMS Functions

2.1 Migration Feasibility Check
After you install the Agent on a source server and the Agent is authenticated
using the access key ID (AK) and secret access key (SK) of your HUAWEI CLOUD
account, the Agent automatically reports the information about the source server
to SMS. SMS validates the source server information and determines whether the
source server can be migrated. You can view the check result on the Servers page
of the SMS console.

2.2 Migration and Synchronization for Windows
After a Windows source server passes the migration feasibility check, you can
perform the migration on the SMS console. When the migration starts, the Agent
on the source server obtains migration commands from SMS and executes the
migration. During execution, the Agent validates blocks in the source server
partitions and migrates the valid blocks to the corresponding partitions on the
target server. After the migration is complete, the Agent automatically starts a
continuous incremental synchronization. During this stage, as long as it is not
during peak hours, you can stop the services running on the source server and
cutover services to the target server.

2.3 Migration and Synchronization for Linux
After a Linux source server passes the migration feasibility check, you can perform
the migration on the SMS console. When the migration starts, the Agent on the
source server obtains migration commands from SMS and executes the migration
task. During execution, the Agent migrates directories and files on the source
server to the target server. After the migration is complete, the Agent
automatically launches the target server.

SMS does not support continuous synchronization for Linux file-level migrations. If
new data is written to disks of the source server after the full migration, you can
start an incremental synchronization on top of the original migration. The Agent
on the source server synchronizes the incremental data to the target server. The
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system will re-launch the target server when the synchronization is complete.
During this stage, it is recommended that you stop services on the source server
and cut over services upon the completion of synchronization. Otherwise, multiple
synchronizations are required.

2.4 Dynamical Secure Transmission Channel
After the Agent on a source server receives the migration commands from SMS,
the Agent dynamically generates a security certificate and secret key and
transmits them to the HUAWEI CLOUD Metadata service. Then the certificate and
secret key are transmitted to the target server. The target server restarts and
establishes a secure SSL channel to the source server using the newly generated
certificate.

Figure 2-1 Secure transmission channel
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3 SMS Advantages

● Ease of use
– You only need to install and configure the Agent on the source server, set

the target server and start the migration task on the SMS console, and
launch the target server when the migration is in the Continuous sync
state. SMS takes care of the remaining works.

– You can create a migration task in only three steps: Select the source
server and target server, configure them, and confirm task information.

● Seamless migration
You can maintain service running through out the full migration process.
– If you choose not to perform a continuous synchronization after the full

migration, you only need to pause services briefly before the final
synchronization. After the final synchronization is complete, you can start
services on the target server immediately. This minimizes the service
downtime.

– If you choose to perform a continuous synchronization after the full
migration, you only need to stop services temporarily before launching
the target server. This minimizes the service downtime.

CA UTION

SMS does not support continuous synchronization for Linux file-level
migrations.

● Robust compatibility
– SMS is able to migrate x86 physical servers and VMs from many popular

private and public clouds.
– SMS supports migration of over 90 different operating systems (OS) and

distributions.
● Fast transmission

– SMS supports block-level migration. It identifies and migrates only valid
data blocks.

– The migration network utilization rate reaches above 90%.
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● High security
– SMS authenticates the Agent using an AK/SK pair.
– SMS uses a dynamically generated SSL certificate and key pair to encrypt

the transmission channel for data security.
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4 Related Services

Table 4-1 Related services

Interaction Service Reference

SMS migrates systems,
applications, and files
from source servers to
HUAWEI CLOUD ECSs.

ECS How Do I Create an
ECS?

SMS allows you to use a
public network for
migration. An elastic IP
address (EIP) must be
configured for your
target server.

Elastic IP (EIP) How Do I Configure
Network Security for
SMS?

Before creating a
migration task, you need
to configure the security
group of the VPC that
the target server belongs
to.

Virtual Private Cloud (VPC) How Do I Configure
Security Group Rules
for Target Servers?

After a migration task is
created and started, SMS
creates a temporary pay-
per-use EVS disk which
will be deleted after the
migration is complete.

Elastic Volume Service
(EVS)

N/A

You can use CTS to
record SMS operations
for querying, auditing, or
backtracking.

Cloud Trace Service (CTS) Viewing Traces
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5 Precautions

5.1 Constraints
Table 5-1 lists the constraints and limitations on source servers for using SMS.

Table 5-1 Constraints and limitations on source servers

Item Description

Source server quantity A maximum of 1,000 source servers in migration per
account. Delete the migrated servers from the server
list in a timely manner so that other servers can
continue to be migrated.

OSs ● The Windows OSs supported by SMS are all listed
in Windows.

● The Linux OSs supported by SMS are all listed in
Linux.

● A server running multiple OSs cannot be migrated.

Available disk space ● Windows
– At least 320 MB available space on a partition

not smaller than 600 MB
– At least 40 MB available space on a partition

smaller than 600 MB
● Linux

At least 200 MB of available space on the root
partition

File systems ● Windows: Only NTFS partitions are supported.
● Linux: Only ext2, ext3, ext4, VFAT, XFS, and Btrfs

file systems are supported.

Shared file systems SMS does not support the migration of files from
shared file systems such as NFS or CIFS, or from NAS
devices.
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Item Description

External storage of
servers

External storage attached to the source servers cannot
be migrated.

Encrypted files OSs that contain protected folders and encrypted
volumes cannot be migrated.

Btrfs file systems on
LVM volumes

Btrfs file systems on LVM volumes cannot be
migrated.

Databases and Active
Directory Domain
Services (AD DS)

SMS does not support migration of active directories
and multi-node databases.

Applications bound to
hardware

SMS does not support the migration of OSs that
contain applications bound to hardware.

Dynamic disks In Windows, dynamic disks are migrated as basic
disks. After the migration is complete, the target
server will not have dynamic disks.

Servers added to a
domain

If you want to migrate a server added to a domain,
after the migration is complete, the target server must
be added to that domain.

Servers with system
volumes not on the
first disks

SMS does not support the migration of servers whose
system volumes are not on the first disks.

Thin-provisioning
volumes tagged with
pool in LVM

SMS does not support migration of thin volumes
tagged with pool.

 

5.2 Supported OSs

5.2.1 Windows
The following table lists the Windows OSs supported by SMS.

If you want to migrate a source server that runs an OS not supported by SMS, use
any of the following methods:

● Use IMS to create a system disk image for the server and use the image to
create a target server. For details about how to create an image, see Creating
a Windows System Disk Image from an External Image File.

● Use a public image on IMS to create a target server and deploy your
applications on the target server.

● Use the Cloud Migration Service on HUAWEI CLOUD.
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Table 5-2 Supported Windows OSs

OS Bit UEFI Remarks

Windows Server
2008

64 No Windows Server
2008 and
Windows Server
2008 R2 fail to
boot in UEFI
mode.

Windows Server
2008 R2

64 No

Windows Server
2012

64 Yes N/A

Windows Server
2012 R2

64 Yes

Windows Server
2016

64 Yes

Windows Server
2019

64 Yes

Windows 7 64 No

Windows 8.1 64 No

Windows 10 64 Yes

 

5.2.2 Linux
SMS supports file-level migration and block-level migration for Linux.

● Table 5-3 lists the Linux OSs supported by SMS for file-level migration.
If the source server runs an OS that is not supported by SMS, use any of the
following methods:
– Use IMS to create a system disk image for the server and use the image

to create a target server. For details about how to create an image, see
Creating a Linux System Disk Image from an External Image File.

– Use a public image on IMS to create a target server and deploy your
applications on the target server.

– Use the Cloud Migration Service on HUAWEI CLOUD.
● Table 5-4 lists the Linux OSs and kernels supported by SMS for block-level

migration.

NO TE

You can run the uname -r command to view the kernel version of your source server.

Use file-level migration if block-level migration is not available for your source
server.
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Table 5-3 Linux OSs supported by file-level migration

OS Version Bit UEFI Remarks

Red Hat Red Hat Enterprise Linux 6.0
(Only KVM servers are
supported.)

64 No None

Red Hat Enterprise Linux 6.1 64 No

Red Hat Enterprise Linux 6.2 64 No

Red Hat Enterprise Linux 6.3 64 No

Red Hat Enterprise Linux 6.4 64 No

Red Hat Enterprise Linux 6.5 64 No

Red Hat Enterprise Linux 6.6 64 No

Red Hat Enterprise Linux 6.7 64 No

Red Hat Enterprise Linux 6.8 64 No

Red Hat Enterprise Linux 6.9 64 No

Red Hat Enterprise Linux
6.10

64 No

Red Hat Enterprise Linux 7.0 64 No

Red Hat Enterprise Linux 7.1 64 Yes

Red Hat Enterprise Linux 7.2 64 Yes

Red Hat Enterprise Linux 7.3 64 Yes

Red Hat Enterprise Linux 7.4 64 Yes

Red Hat Enterprise Linux 7.5 64 Yes

Red Hat Enterprise Linux 7.6 64 Yes

Red Hat Enterprise Linux 7.7 64 Yes

Red Hat Enterprise Linux 7.8 64 Yes

Red Hat Enterprise Linux 7.9 64 Yes

Red Hat Enterprise Linux 8.0 64 Yes

Red Hat Enterprise Linux 8.1 64 Yes

Red Hat Enterprise Linux 8.2 64 Yes

Red Hat Enterprise Linux 8.3 64 Yes

Red Hat Enterprise Linux 8.4 64 Yes

Red Hat Enterprise Linux 8.5 64 Yes
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OS Version Bit UEFI Remarks

CentOS CentOS 6.0 (Only KVM
servers are supported.)

64 No None

CentOS 6.1 64 No

CentOS 6.2 64 No

CentOS 6.3 64 No

CentOS 6.4 64 No

CentOS 6.5 64 No

CentOS 6.6 64 No

CentOS 6.7 64 No

CentOS 6.8 64 No

CentOS 6.9 64 No

CentOS 6.10 64 No

CentOS 7.0 64 No

CentOS 7.1 64 Yes

CentOS 7.2 64 Yes

CentOS 7.3 64 Yes

CentOS 7.4 64 Yes

CentOS 7.5 64 Yes

CentOS 7.6 64 Yes

CentOS 7.7 64 Yes

CentOS 7.8 64 Yes

CentOS 7.9 64 Yes

CentOS 8.0 64 Yes

CentOS 8.1 64 Yes

CentOS 8.2 64 Yes

CentOS 8.3 64 Yes

CentOS 8.4 64 Yes

CentOS 8.5 64 Yes
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OS Version Bit UEFI Remarks

CentOS Stream 8 64 Yes This release
will be
identified as
CentOS 8.0,
which does not
affect the
migration.

CentOS Stream 9 64 Yes This release
will be
identified as
CentOS 9.0,
which does not
affect the
migration.

Oracle Oracle Linux 6.0 64 No None

Oracle Linux 6.1 64 No

Oracle Linux 6.2 64 No

Oracle Linux 6.3 64 No

Oracle Linux 6.4 64 No

Oracle Linux 6.5 64 No

Oracle Linux 6.6 64 No

Oracle Linux 6.7 64 No

Oracle Linux 6.8 64 No

Oracle Linux 6.9 64 No

Oracle Linux 6.10 64 No

Oracle Linux 7.0 64 No

Oracle Linux 7.1 64 Yes

Oracle Linux 7.2 64 Yes

Oracle Linux 7.3 64 Yes

Oracle Linux 7.4 64 Yes

Oracle Linux 7.5 64 Yes

Oracle Linux 7.6 64 Yes

Oracle Linux 7.7 64 Yes

Oracle Linux 7.8 64 Yes

Oracle Linux 7.9 64 Yes
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OS Version Bit UEFI Remarks

Oracle Linux 8.0 64 Yes

Oracle Linux 8.1 64 Yes

Oracle Linux 8.2 64 Yes

Oracle Linux 8.3 64 Yes

Oracle Linux 8.4 64 Yes

Oracle Linux 8.5 64 Yes

SUSE SUSE Linux Enterprise Server
11 SP3

64 No None

SUSE Linux Enterprise Server
11 SP4

64 Yes

SUSE Linux Enterprise Server
12 SP0

64 Yes Btrfs file
systems on
servers running
this release
cannot be
migrated.

SUSE Linux Enterprise Server
12 SP1

64 Yes None

SUSE Linux Enterprise Server
12 SP2

64 Yes

SUSE Linux Enterprise Server
12 SP3

64 Yes

SUSE Linux Enterprise Server
12 SP4

64 Yes

SUSE Linux Enterprise Server
12 SP5

64 Yes

SUSE Linux Enterprise Server
15 SP0

64 Yes

SUSE Linux Enterprise Server
15 SP1

64 Yes

SUSE Linux Enterprise Server
15 SP2

64 Yes

SUSE Linux Enterprise Server
15 SP3

64 Yes

Ubuntu Ubuntu Server 12.04 64 No None

Ubuntu Server 14.04 64 Yes

Ubuntu Server 16.04 64 Yes
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OS Version Bit UEFI Remarks

Ubuntu Server 18.04 64 Yes

Ubuntu Server 19.04 64 Yes

Ubuntu Server 20.04 64 Yes

Debian Debian GNU/Linux 6.0.10 64 No None

Debian GNU/Linux 7.11.0 64 No

Debian GNU/Linux 8.0.0 64 NO

Debian GNU/Linux 8.1.0 64 No

Debian GNU/Linux 8.2.0 64 No

Debian GNU/Linux 8.3.0 64 No

Debian GNU/Linux 8.4.0 64 No

Debian GNU/Linux 8.5.0 64 No

Debian GNU/Linux 8.6.0 64 No

Debian GNU/Linux 8.7.0 64 No

Debian GNU/Linux 8.8.0 64 No

Debian GNU/Linux 8.9.0 64 NO

Debian GNU/Linux 8.10.0 64 NO

Debian GNU/Linux 8.11.0 64 No

Debian GNU/Linux 9.0.0 64 No

Debian GNU/Linux 9.1.0 64 NO

Debian GNU/Linux 9.2.0 64 No

Debian GNU/Linux 9.3.0 64 No

Debian GNU/Linux 9.4.0 64 No

Debian GNU/Linux 9.5.0 64 No

Debian GNU/Linux 9.6.0 64 No

Debian GNU/Linux 9.7.0 64 No

Debian GNU/Linux 9.8.0 64 No

Debian GNU/Linux 9.9.0 64 No

Debian GNU/Linux 9.10.0 64 NO

Debian GNU/Linux 9.11.0 64 NO

Debian GNU/Linux 9.12.0 64 NO
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OS Version Bit UEFI Remarks

Debian GNU/Linux 9.13.0 64 NO

Debian GNU/Linux 10.0.0 64 Yes

Debian GNU/Linux 10.1.0 64 Yes

Debian GNU/Linux 10.2.0 64 Yes

Debian GNU/Linux 10.3.0 64 Yes

Debian GNU/Linux 10.4.0 64 Yes

Debian GNU/Linux 10.5.0 64 Yes

Debian GNU/Linux 10.6.0 64 Yes

Debian GNU/Linux 10.7.0 64 Yes

Debian GNU/Linux 10.8.0 64 Yes

Debian GNU/Linux 10.9.0 64 Yes

Debian GNU/Linux 10.10.0 64 Yes

Debian GNU/Linux 10.11.0 64 Yes

Debian GNU/Linux 10.12.0 64 Yes

Debian GNU/Linux 11.0.0 64 Yes

Debian GNU/Linux 11.1.0 64 Yes

Debian GNU/Linux 11.2.0 64 Yes

EulerOS EulerOS 2.2.0 64 No None

EulerOS 2.3.0 64 No

EulerOS 2.5.0 64 No

Amazon Linux Amazon Linux 2.0 64 No None

Amazon Linux 2018.3 64 No

Alibaba Cloud
Linux

Alibaba Cloud Linux 3.2104 64 N/A None

Alibaba Cloud Linux 3.2104
(Quick Start)

64 N/A

Alibaba Cloud Linux 2.1903
LTS

64 N/A

Alibaba Cloud Linux 2.1903
LTS (Quick Start)

64 N/A

Alibaba Cloud Linux 2.1903
LTS (CCSP 2.0 Level 3)

64 N/A

TencentOS TencentOS Server 2.4 64 N/A None
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OS Version Bit UEFI Remarks

TencentOS Server 2.4 (TK4) 64 N/A

TencentOS Server 3.1 (TK4) 64 N/A

 

Table 5-4 Linux OS kernel versions supported by block-level migration

OS Kernel Version

CentOS 2.6.32-131.0.15.el6.x86_64
2.6.32-220.13.1.el6.x86_64
2.6.32-220.17.1.el6.x86_64
2.6.32-220.2.1.el6.x86_64
2.6.32-220.23.1.el6.x86_64
2.6.32-220.4.1.el6.x86_64
2.6.32-220.4.2.el6.x86_64
2.6.32-220.7.1.el6.x86_64
2.6.32-220.el6.x86_64

2.6.32-279.11.1.el6.x86_64
2.6.32-279.1.1.el6.x86_64
2.6.32-279.14.1.el6.x86_64
2.6.32-279.19.1.el6.x86_64
2.6.32-279.2.1.el6.x86_64
2.6.32-279.22.1.el6.x86_64
2.6.32-279.5.1.el6.x86_64
2.6.32-279.5.2.el6.x86_64
2.6.32-279.9.1.el6.x86_64
2.6.32-279.el6.x86_64

2.6.32-358.0.1.el6.x86_64
2.6.32-358.11.1.el6.x86_64
2.6.32-358.14.1.el6.x86_64
2.6.32-358.18.1.el6.x86_64
2.6.32-358.2.1.el6.x86_64
2.6.32-358.23.2.el6.x86_64
2.6.32-358.6.1.el6.x86_64
2.6.32-358.6.2.el6.x86_64
2.6.32-358.el6.x86_64
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OS Kernel Version

2.6.32-431.11.2.el6.x86_64
2.6.32-431.1.2.0.1.el6.x86_64
2.6.32-431.17.1.el6.x86_64
2.6.32-431.20.3.el6.x86_64
2.6.32-431.20.5.el6.x86_64
2.6.32-431.23.3.el6.x86_64
2.6.32-431.29.2.el6.x86_64
2.6.32-431.3.1.el6.x86_64
2.6.32-431.5.1.el6.x86_64
2.6.32-431.el6.x86_64

2.6.32-504.12.2.el6.x86_64
2.6.32-504.1.3.el6.x86_64
2.6.32-504.16.2.el6.x86_64
2.6.32-504.23.4.el6.x86_64
2.6.32-504.30.3.el6.x86_64
2.6.32-504.3.3.el6.x86_64
2.6.32-504.8.1.el6.x86_64
2.6.32-504.el6.x86_64

2.6.32-573.1.1.el6.x86_64
2.6.32-573.12.1.el6.x86_64
2.6.32-573.18.1.el6.x86_64
2.6.32-573.22.1.el6.x86_64
2.6.32-573.26.1.el6.x86_64
2.6.32-573.3.1.el6.x86_64
2.6.32-573.7.1.el6.x86_64
2.6.32-573.8.1.el6.x86_64
2.6.32-573.el6.x86_64

2.6.32-642.11.1.el6.x86_64
2.6.32-642.1.1.el6.x86_64
2.6.32-642.13.1.el6.x86_64
2.6.32-642.13.2.el6.x86_64
2.6.32-642.15.1.el6.x86_64
2.6.32-642.3.1.el6.x86_64
2.6.32-642.4.2.el6.x86_64
2.6.32-642.6.1.el6.x86_64
2.6.32-642.6.2.el6.x86_64
2.6.32-642.el6.x86_64
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OS Kernel Version

2.6.32-696.10.1.el6.x86_64
2.6.32-696.10.2.el6.x86_64
2.6.32-696.10.3.el6.x86_64
2.6.32-696.1.1.el6.x86_64
2.6.32-696.13.2.el6.x86_64
2.6.32-696.16.1.el6.x86_64
2.6.32-696.18.7.el6.x86_64
2.6.32-696.20.1.el6.x86_64
2.6.32-696.23.1.el6.x86_64
2.6.32-696.28.1.el6.x86_64
2.6.32-696.30.1.el6.x86_64
2.6.32-696.3.1.el6.x86_64
2.6.32-696.3.2.el6.x86_64
2.6.32-696.6.3.el6.x86_64
2.6.32-696.el6.x86_64

2.6.32-71.14.1.el6.x86_64
2.6.32-71.18.1.el6.x86_64
2.6.32-71.18.2.el6.x86_64
2.6.32-71.24.1.el6.x86_64
2.6.32-71.29.1.el6.x86_64
2.6.32-71.7.1.el6.x86_64
2.6.32-71.el6.x86_64
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OS Kernel Version

2.6.32-754.10.1.el6.x86_64
2.6.32-754.11.1.el6.x86_64
2.6.32-754.12.1.el6.x86_64
2.6.32-754.14.2.el6.x86_64
2.6.32-754.15.3.el6.x86_64
2.6.32-754.17.1.el6.x86_64
2.6.32-754.18.2.el6.x86_64
2.6.32-754.2.1.el6.x86_64
2.6.32-754.22.1.el6.x86_64
2.6.32-754.23.1.el6.x86_64
2.6.32-754.24.2.el6.x86_64
2.6.32-754.24.3.el6.x86_64
2.6.32-754.25.1.el6.x86_64
2.6.32-754.27.1.el6.x86_64
2.6.32-754.28.1.el6.x86_64
2.6.32-754.29.1.el6.x86_64
2.6.32-754.29.2.el6.x86_64
2.6.32-754.30.2.el6.x86_64
2.6.32-754.31.1.el6.x86_64
2.6.32-754.33.1.el6.x86_64
2.6.32-754.35.1.el6.x86_64
2.6.32-754.3.5.el6.x86_64
2.6.32-754.6.3.el6.x86_64
2.6.32-754.9.1.el6.x86_64
2.6.32-754.el6.x86_64

3.10.0-1062.1.1.el7.x86_64
3.10.0-1062.12.1.el7.x86_64
3.10.0-1062.1.2.el7.x86_64
3.10.0-1062.18.1.el7.x86_64
3.10.0-1062.4.1.el7.x86_64
3.10.0-1062.4.2.el7.x86_64
3.10.0-1062.4.3.el7.x86_64
3.10.0-1062.7.1.el7.x86_64
3.10.0-1062.9.1.el7.x86_64
3.10.0-1062.el7.x86_64
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OS Kernel Version

3.10.0-1127.10.1.el7.x86_64
3.10.0-1127.13.1.el7.x86_64
3.10.0-1127.18.2.el7.x86_64
3.10.0-1127.19.1.el7.x86_64
3.10.0-1127.8.2.el7.x86_64
3.10.0-1127.el7.x86_64

3.10.0-1160.2.1.el7.x86_64
3.10.0-1160.2.2.el7.x86_64
3.10.0-1160.el7.x86_64

3.10.0-123.1.2.el7.x86_64
3.10.0-123.13.1.el7.x86_64
3.10.0-123.13.2.el7.x86_64
3.10.0-123.20.1.el7.x86_64
3.10.0-123.4.2.el7.x86_64
3.10.0-123.4.4.el7.x86_64
3.10.0-123.6.3.el7.x86_64
3.10.0-123.8.1.el7.x86_64
3.10.0-123.9.2.el7.x86_64
3.10.0-123.9.3.el7.x86_64
3.10.0-123.el7.x86_64

3.10.0-229.11.1.el7.x86_64
3.10.0-229.1.2.el7.x86_64
3.10.0-229.14.1.el7.x86_64
3.10.0-229.20.1.el7.x86_64
3.10.0-229.4.2.el7.x86_64
3.10.0-229.7.2.el7.x86_64
3.10.0-229.el7.x86_64
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OS Kernel Version

3.10.0-327.10.1.el7.x86_64
3.10.0-327.13.1.el7.x86_64
3.10.0-327.18.2.el7.x86_64
3.10.0-327.22.2.el7.x86_64
3.10.0-327.28.2.el7.x86_64
3.10.0-327.28.3.el7.x86_64
3.10.0-327.3.1.el7.x86_64
3.10.0-327.36.1.el7.x86_64
3.10.0-327.36.2.el7.x86_64
3.10.0-327.36.3.el7.x86_64
3.10.0-327.4.4.el7.x86_64
3.10.0-327.4.5.el7.x86_64
3.10.0-327.el7.x86_64

3.10.0-514.10.2.el7.x86_64
3.10.0-514.16.1.el7.x86_64
3.10.0-514.21.1.el7.x86_64
3.10.0-514.21.2.el7.x86_64
3.10.0-514.2.2.el7.x86_64
3.10.0-514.26.1.el7.x86_64
3.10.0-514.26.2.el7.x86_64
3.10.0-514.6.1.el7.x86_64
3.10.0-514.6.2.el7.x86_64
3.10.0-514.el7.x86_64

3.10.0-693.11.1.el7.x86_64
3.10.0-693.11.6.el7.x86_64
3.10.0-693.1.1.el7.x86_64
3.10.0-693.17.1.el7.x86_64
3.10.0-693.21.1.el7.x86_64
3.10.0-693.2.1.el7.x86_64
3.10.0-693.2.2.el7.x86_64
3.10.0-693.5.2.el7.x86_64
3.10.0-693.el7.x86_64
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OS Kernel Version

3.10.0-862.11.6.el7.x86_64
3.10.0-862.14.4.el7.x86_64
3.10.0-862.2.3.el7.x86_64
3.10.0-862.3.2.el7.x86_64
3.10.0-862.3.3.el7.x86_64
3.10.0-862.6.3.el7.x86_64
3.10.0-862.9.1.el7.x86_64
3.10.0-862.el7.x86_64
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OS Kernel Version

Ubuntu 4.4.0-21-generic
4.4.0-22-generic
4.4.0-24-generic
4.4.0-28-generic
4.4.0-31-generic
4.4.0-34-generic
4.4.0-36-generic
4.4.0-38-generic
4.4.0-42-generic
4.4.0-43-generic
4.4.0-45-generic
4.4.0-47-generic
4.4.0-51-generic
4.4.0-53-generic
4.4.0-57-generic
4.4.0-59-generic
4.4.0-62-generic
4.4.0-63-generic
4.4.0-64-generic
4.4.0-66-generic
4.4.0-67-generic
4.4.0-70-generic
4.4.0-71-generic
4.4.0-72-generic
4.4.0-75-generic
4.4.0-77-generic
4.4.0-78-generic
4.4.0-79-generic
4.4.0-81-generic
4.4.0-83-generic
4.4.0-87-generic
4.4.0-89-generic
4.4.0-91-generic
4.4.0-92-generic
4.4.0-93-generic
4.4.0-96-generic
4.4.0-97-generic
4.4.0-98-generic

Server Migration Service
Service Overview 5 Precautions

Issue 17 (2022-06-29) Copyright © Huawei Technologies Co., Ltd. 24



OS Kernel Version

4.4.0-101-generic
4.4.0-103-generic
4.4.0-104-generic
4.4.0-116-generic
4.4.0-119-generic
4.4.0-121-generic
4.4.0-122-generic
4.4.0-124-generic
4.4.0-127-generic
4.4.0-128-generic
4.4.0-130-generic
4.4.0-131-generic
4.4.0-133-generic
4.4.0-134-generic
4.4.0-135-generic
4.4.0-137-generic
4.4.0-138-generic
4.4.0-139-generic
4.4.0-140-generic
4.4.0-141-generic
4.4.0-142-generic
4.4.0-143-generic
4.4.0-145-generic
4.4.0-146-generic
4.4.0-148-generic
4.4.0-150-generic
4.4.0-151-generic
4.4.0-154-generic
4.4.0-157-generic
4.4.0-159-generic
4.4.0-161-generic
4.4.0-164-generic
4.4.0-165-generic
4.4.0-166-generic
4.4.0-168-generic
4.4.0-169-generic
4.4.0-170-generic
4.4.0-171-generic
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4.4.0-173-generic
4.4.0-174-generic
4.4.0-176-generic
4.4.0-177-generic
4.4.0-178-generic
4.4.0-179-generic
4.4.0-184-generic
4.4.0-185-generic
4.4.0-186-generic
4.4.0-187-generic
4.4.0-189-generic
4.4.0-190-generic
4.4.0-193-generic
4.4.0-194-generic
4.4.0-197-generic
4.4.0-198-generic
4.4.0-200-generic
4.4.0-201-generic
4.4.0-203-generic
4.4.0-204-generic
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OS Kernel Version

4.15.0-20-generic
4.15.0-22-generic
4.15.0-23-generic
4.15.0-24-generic
4.15.0-29-generic
4.15.0-30-generic
4.15.0-32-generic
4.15.0-33-generic
4.15.0-34-generic
4.15.0-36-generic
4.15.0-38-generic
4.15.0-39-generic
4.15.0-42-generic
4.15.0-43-generic
4.15.0-44-generic
4.15.0-45-generic
4.15.0-46-generic
4.15.0-47-generic
4.15.0-48-generic
4.15.0-50-generic
4.15.0-51-generic
4.15.0-52-generic
4.15.0-54-generic
4.15.0-55-generic
4.15.0-58-generic
4.15.0-60-generic
4.15.0-62-generic
4.15.0-64-generic
4.15.0-65-generic
4.15.0-66-generic
4.15.0-69-generic
4.15.0-70-generic
4.15.0-72-generic
4.15.0-74-generic
4.15.0-76-generic
4.15.0-101-generic
4.15.0-106-generic
4.15.0-108-generic
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4.15.0-109-generic
4.15.0-111-generic
4.15.0-112-generic
4.15.0-115-generic
4.15.0-117-generic
4.15.0-118-generic
4.15.0-121-generic
4.15.0-122-generic
4.15.0-123-generic
4.15.0-124-generic
4.15.0-128-generic
4.15.0-129-generic
4.15.0-130-generic
4.15.0-132-generic
4.15.0-134-generic
4.15.0-135-generic
4.15.0-136-generic
4.15.0-137-generic

SUSE 4.4.21-69-default
4.12.14-94.41-default
4.12.14-95.29-default
4.12.14-122.46-default
4.12.14-197.64-default

 

5.3 Disclaimer
● Source server data collection statement

After the Agent is installed and configured on the source server, it
automatically reports the source server information to SMS only for a
migration feasibility check. For details about the source server information
that is collected, see What Kind of Information About Source Servers Does
SMS Collect?

● License invalidity statement
After OSs, applications, and files on source servers are migrated to target
servers, the SIDs and MAC addresses of the servers will be different. This
means that some OS or application licenses may be invalidated. SMS is not
responsible for this type of issue. For Windows OS licenses, you can use the
license server on HUAWEI CLOUD to obtain a new license. For application
licenses, you will need to update or obtain them at your own expense.

● Target server disk formatting
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During a migration, disks on the target server are formatted and re-
partitioned based on the source disk settings. Any existing data on the target
server will be lost. Before the migration, make sure you back up any data on
the target server that you need to save and ensure that the disk can be
formatted. SMS is not responsible for any data loss incurred.

● If your target servers on HUAWEI CLOUD cannot be started after the
migration, HUAWEI CLOUD can provide technical support to help you solve
the problem, but does not promise that the all possible problems can be
resolved. There are many possible reasons that a target server may be unable
to start, for example:
– The source server could not be restarted.
– The source server has a non-standard OS configuration.
– The source server has drivers or software that is incompatible with

HUAWEI CLOUD.
● To adapt source servers to HUAWEI CLOUD, SMS modifies the system

configuration of the target servers. For details about the modifications, see
What Are the Differences Between Target and Source Servers After the
Migration? SMS can ensure data consistency before and after the migration
but cannot ensure that your services can run properly after the migration. You
need to modify related service configurations.

● After the service cutover, if new data is generated on both your source and
target servers, then if you want to perform an incremental synchronization,
the data on the source server will overwrite that on the target server. You are
advised not to add data to the target server before the service cutover or to
the source server after the service cutover. If you want to combine the new
data on the source and target servers, you need to design a solution by
yourself.
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6 Billing

SMS is free. You pay the standard fees for the EVS disks, EVS disk snapshots, and
data transfer used during the migration process.

● EVS disk
SMS creates and attaches a 40 GB EVS disk to each target server temporarily
during the migration. These EVS disks are billed on a pay-per-use base. After
the migrations are complete, these EVS disks will be released. Do not delete
these EVS disks during the migration or change their billing modes to yearly/
monthly, or the migration will fail.
For pricing details about EVS, see EVS Pricing Details.
For example, if a high I/O EVS disk with the unit price of ¥0.00049 CNY/GB-
hour is used for 10 hours during migration, the fee of the EVS disk is ¥0.196
CNY (0.00049 x 40 x 10).

● EVS disk snapshot
SMS creates snapshots of target servers for service cutover, data
synchronization, and target server clone. For details about snapshots, see
What Are a Target Server's Snapshots Used for?
EVS snapshots are free. For more information, see EVS Snapshot.

● Data traffic
Some traffic fee is generated during the migration. The traffic fees depend on
how you are being billed:
– If you use a fixed bandwidth for migration over the Internet, the traffic

you used will not be billed.
– If you use a pay-per-use bandwidth for migration over the Internet, the

price is calculated by multiplying the unit price of traffic and migrated
data volume. For details about the unit price of traffic, contact the public
IP address provider of the source server. The migrated data volume is the
actual usages of disks on the source server.
If the public IP address is billed by traffic, the unit price is ¥0.8 CNY/GB,
and the disk size is 500 GB with 300 GB used, the cost is ¥240 CNY (0.8 x
300). Note that this fee is billed by the provider of the EIP of the source
server.

– If you use Direct Connect or Virtual Private Network (VPN) for
migration, the cost depends on the price of your Direct Connect or VPN
connections.
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CA UTION

● The preceding fees are for reference only. The actual fees may vary.
● During the migration, ensure that your HUAWEI CLOUD account

balance is no less than ¥100 CNY. Otherwise, the migration will fail.
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7 Permissions Management

You can use IAM for free to manage SMS permissions and grant your employees
with different permissions, to ensure secure access to your resources.

With IAM, you can use your HUAWEI CLOUD account to create IAM users for your
employees, and assign permissions to the users to control their access to specific
resources of various types.

NO TE

For example, you can create IAM users for software developers and assign specific
permissions to allow them to use SMS but disallow them to delete the resources or perform
any high-risk operations.

If your HUAWEI CLOUD account does not need individual IAM users for
permissions management, you may skip this section.

For more information about IAM, see the IAM Service Overview.

SMS Permissions

By default, new IAM users do not have permissions assigned. To assign
permissions to these new users, add them to one or more groups and attach
permissions policies or roles to these groups. Users inherit permissions from the
groups to which they are added and can perform specified operations on cloud
services.

NO TE

A HUAWEI CLOUD account has all permissions required for using SMS by default. If you use
your HUAWEI CLOUD account to perform migration, no authorization is required.

SMS is a global service deployed for all physical regions. SMS permissions are
assigned to users in the Global project, and the users do not need to switch
regions when accessing SMS.

Table 7-1 lists all the system-defined policies and roles of SMS. HUAWEI CLOUD
services interwork with each other, and some SMS policies and roles are
dependent on the policies and roles of other services. When assigning SMS
permissions to users, you need to also assign dependent roles for the SMS
permissions to take effect.
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Table 7-1 Common operations supported by each dependent system-defined
policy or role

Operation SMS
FullAccess
(Global)

OBS
OperateAccess
(OBS)

ECS
FullAccess

VPC
FullAccess

Creating
migration
tasks

√ x √ √

Viewing
migration
progresses

√ x x x

 

IAM supports two types of policies: system-defined policies and custom policies.

● If an IAM user needs all SMS permissions, attach the preceding system-
defined policies to the user group to which the user has been added.

● If an IAM user only needs some SMS permissions, you can create custom
policies and attach these policies to the user group to which the user has
been added.

For details, see Creating a User and Assigning Permissions.

NO TE

Compared with system-defined policies, custom policies provide more fine-grained and
secure permissions control.
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8 Change History

Released On Description

2022-06-29 This issue is the eighteenth official release.
Updated Linux.

2022-05-05 This issue is the seventeenth official release.
Updated Constraints.

2022-04-07 This issue is the sixteenth official release.
Updated Disclaimer.

2022-04-01 This issue is the fifteenth official release.
Updated Linux.

2021-01-27 This issue is the fourteenth official release.
Updated Linux.

2021-10-20 This issue is the thirteenth official release.
Updated Linux.

2021-07-09 This issue is the twelfth official release.
Updated Supported OSs.

2021-03-24 This issue is the eleventh official release.
Added Kernel versions supported by Linux
block-level migration.

2021-03-15 This issue is the tenth official release.
Updated the Ubuntu type in Supported OSs.

2021-03-10 This issue is the ninth official release.
Optimized Permissions Management.
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Released On Description

2021-01-14 This issue is the eighth official release.
Added support for RHEL 7.9, RHEL 8.1, RHEL 8.2,
CentOS 7.9, CentOS 8.1, CentOS 8.2, and Oracle
7.9 in Supported OSs.

2020-01-20 This issue is the seventh official release.
Optimized Permissions Management.

2019-10-23 This issue is the sixth official release.
Added support for Ubuntu 12.10, Ubuntu 13.04,
Ubuntu 13.10, Ubuntu 14.10, Ubuntu 15.04,
Ubuntu 16.10, Oracle 6.1, and Oracle 6.2 in
Supported OSs.

2019-09-12 This issue is the fifth official release.
● Updated Supported OSs.

2019-08-30 This issue is the fourth official release.
Optimized Billing.

2019-07-31 This issue is the third official release.
Added Billing.

2019-06-30 This issue is the second official release.
● Updated Supported OSs.
● Added Permissions Management.

2018-09-30 This issue is the first official release.
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