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Questions Summary

Remote Logins
What Should | Do If | Cannot Log In tdy Windows ECS?
What Should | Do If | Cannot Log In to My Linux ECS?
What Are the User Credentials for Remote Logins?
Troubleshooting MultUser Logins
Applying for a License for Authenticating Multiser Sessionand Activating the ECS

ECS Failures or Slow ECS Responses
Troubleshooting Slow Windows ECSs
Troubleshooting Slow Linux ECSs
How Do | Check Whether the Bandwidth Exceeds the Limit?

Website or Application Access Failures
Troubleshooting a Website Access Error Occuare@n ECS
Troubleshooting Network Freezing on an ECS
Troubleshooting an Unreachable ECS Port
Troubleshooting Slow Access of a Website Outside the Chinese Mainland over an ECS

Internet Access Failures
What Canl Do If My Windows ECS Cannot Access the Internet?
What Can | Do If My Linux ECS Cannot Access the Internet?
Can an ECS Without an EIP Access the Internet?
Troubleshooting Slow Access of a Website Outside the Chinese Mainland over an ECS
Troubleshooting a Ping Failure Backet Loss Using a Link Test

Passwords and Key Pairs
What Are the User Credentials for Remote Logins?
Resetting the Password for Logging In to an ECS on the Management Console
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Ping Failures
Why Cannot an EIP Be Pinged?
Why Can | Remotely Access an ECS But Canriog Rt?
Troubleshooting a Ping Failure or Packet Loss Using a Link Test
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ECS Overview

2.1 Product Utilization
2.1.1What Are the Precautions for Using ECSs?

Do notupgrade ECS kernel or OS versions. If you want to upgrade the main OS version,
for example, from CentOS 7.2 to Cent OS 7.3, use the provided OS changing function.

Do not uninstall the performance optimization softwareipsélled on your ECSs.
Do not ctange NIC MAC addresses. Otherwise, the network connection will fail.

2.1.2What Can | Do with ECSs?

You can use ECSs just like traditional physical servers. On an ECS, you can deploy any
service application, such as an email system, web system, and EnterpdaecB&lanning
(ERP) system. After creating an ECS, you can use it like using your local computer or
physical server.

2.1.3What Are Kunpeng - and x86-based CPU Architectures?

Kunpeng

The Kunpengbhased CPU architecture uses Reduced Instruction Set Computir@) (RIS
RISC is a microprocessor that executes fewer types of computer instructions but at a
higher speed than CISC. RISC simplifies the computer architecture and improves the
running speed. Compared with the & sed CPU architecture, the Kunpdraged CPU
architecture has a more balanced performance and power consumption ratio.

Kunpeng features high density, low power consumption, higheffesttiveness.
x86

The x86based CPU architecture uses Complex Instruction Set Computing (CISC). Each
instruction can & used to execute Iel@vel hardware operations. The number of
instructions is large, and the length of each instruction is different. Therefore, executing
such an instruction is complex and thiw@nsuming.

Kunpeng general computifgus ECSs are based omiipeng chips, featuring high
costeffectiveness for heawyorkload services. For more details, 8&mpeng General
Computingplus ECSs
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2.1.4Can ECSs Automatically Recover After the Physical Host
Accommodating the ECSs Becomes Faulty?

Yes.

ECSs run on physical hosts. Although the cloud platform offers multiple mechanisms to
ensure system reliability, error tolerance, and high availability, host hardwarebmigh

damaged or power failure might occur. If physical hosts cannot be powered on or restarted
due to damage, CPU and memory data will lose and live migration cannot be used to recovery
ECSs.

The cloud platform provides automatic recovery by default tantelSCSs through cold
migration, ensuring high availability and dynamic ECS migration. Once a physical host
accommodating ECSs breaks down, the ECSs automatically migrate to a functional physical
host. This minimizes user service interruption. The EC8sasiart during the migration.

[ NOTE

Automatic recovery does not ensure user data consistency.

An ECS can be automatically recovered only if the physical server on which it is deployed becomes
faulty. This function does not take effect if the fault is causethe ECS itself.

An ECS can be automatically recovered only after the physical server on which it is deployed is shut
down. If the physical server is not shut down due to a fault, for example, a memory fault, automatic
recovery fails to take effect.

An ECS can be automatically recovered only once within 12 hours if the server on which it is
deployed becomes faulty.

ECS automatic recovery may fail in the following scenarios:

No physical server is available for migration due to a system fault.

The target pysical server does not have sufficient temporary capacity.

An ECS with any of the following resources cannot be automatically recovered:
Local disk

Passthrough FPGA card

Passthrough InfiniBand NIC

2.1.5Xen ECS EOS

1. Why will Xen ECSs be EOS?

Since all versionsfdahe Xen virtualization platform used by HUAWEI CLOUD have
been end of service (EOS), HUAWEI CLOUD cannot obtain patch updates or
community support. After detecting new security risks, HUAWEI CLOUD cannot
provide patches and technical support for useng;twis risky to user services. Therefore,
Xen ECSs on HUAWEI CLOUD are EOD accordingly.

2.  What are the impacts if | continue to use Xen ECSs?

1 After the Xen virtualization platform is EOS, HUAWEI CLOUD cannot provide
patch updates and technical support fwly detected security risks. As a result,
security risks may occur in user services.

i New disks and NICs cannot be attached to existing Xen ECSs when the ECSs are
running.

1 The backups of an existing Xen ECS cannot be used to create Xen ECSs, and the
KVM ECSs created using a Xen ECS backup cannot be started.

3. Which virtualization platform will be used to replace Xen?
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HUAWEI CLOUD will use KVM to replace Xen. Compared with Xen, KVM provides
more functions, better stability, and higher performance. KVM EC$mssiiXen ECSs
in:

i Fault detection
i Live migration
i Remote high availability (HA)

KVM can better meet the cloud computing requirements. The majority number of users
are using KVM, and most Xen users have switched from Xen to KVM.

What should | do with my exiding Xen ECSs?

Use the specifications modification function provided on the management console to
change a Xen ECS to a KVM ECS.

Does the price remain unchanged after | change a Xen ECS to a KVM ECS?

Modifying specifications will lead to fee changes. Fetails, sed’ricing of a Changed
Specification

If you have any question about fees during specifications modificatieate a service
ticketor call customer service at 46085988 or 950808.

Which ECSs require specifications modification?

i C1, C2, M1, and S1 Xen ECSs require specifications modificaftadyie 22 lists
recommended KVM flavors. Select target ECS flavors by region.

i To ensure proper running of SAP services, the Sb&ded largenemory ECSs for
SAP certification, including H1, E1, E2, and ET2 ECSesgrare not included in
this specifications modification.

i GPU-accelerated G1 ECSs are not included in this specifications modification.

Table 2-1 Xen ECS series

Requiring Specifications
Modification

Not Requiring Specifications Modification

C1

c2 M1 S1 H1 El E2 ET2 G1

Table 2-2 Recommended KVM flavors

Source Xen Target KVM Flavor Target KVM Flavor
Flavor (Recommended 1) (Recommended 2)
cl.medium s3.small.1 s6.small.1

cl.large s3.large.2 s6.large.2
cl.xlarge s3.xlarge.2 s6.xlarge.2
cl.2xlarge s3.2xlarge.2 s6.2xlarge.2
cl.4xlarge s3.4xlarge.2 N/A

cl.8xlarge c3.8xlarge.2 c6.8xlarge.2
c2.medium s3.medium.2 s6.medium.2
c2.large s3.large.2 s6.large.2
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Source Xen Target KVM Flavor Target KVM Flavor
Flavor (Recommended 1) (Recommended 2)
c2.xlarge s3.xlarge.2 s6.xlarge.2
c2.2xlarge s3.2xlarge.2 s6.2xlarge.2
c2.4xlarge s3.4xlarge.2 N/A
c2.8xlarge c3.8xlarge2 c6.8xlarge.2
ml.medium m3.large.8 mé6.large.8
ml.large m3.large.8 mé6.large.8
ml.xlarge ma3.xlarge.8 mé6.xlarge.8
ml.2xlarge ma3.2xlarge.8 me6.2xlarge.8
ml.4xlarge m3.4xlarge.8 m6.4xlarge.8
sl.medium s3.medium.4 s6.medium.4
sl.large s3.large.4 s6.larged
sl.xlarge s3.xlarge.4 s6.xlarge.4
sl.2xlarge s3.2xlarge.4 s6.2xlarge.4
sl.4xlarge s3.4xlarge.4 N/A
sl1.8xlarge c3.8xlarge.4 c6.8xlarge.4

7. How does the change from a Xen ECS to a KVM ECS affect services?

T Before changing a Xen ECS to a KVM ECS, stop ECS, which will interrupt

services running on the ECS. After the change is complete, start the ECS to restore

service running.

1 After the change is complete, the underlying virtualization platform is changed
from Xen to KVM, which does not affect service

How can | change a Xen ECS to a KVM ECS?
Before changing a Xen ECS to a KVM ECS, manually install desired drivers on the ECS.

Otherwise, the ECS after specifications modification will become unavailable
because its OS cannot be startedo change a XeECS to a KVM ECS, perform the
following operations:

i Windows

i.
ii.
iii.
iv.
V.

Create a system disk snapshot.
Check the UVP VMTools version.
Install or upgrade UVP VMTools.

Modify the specification.
Check disk attachment.

For details, se€hanging a Xen ECS to a KVM ECS (Windows)
i Linux

Issue35(2020:12-15)

Copyright© Huawei Technologies Co., Ltd 6


https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0161.html

Elastic Cloud Server
FAQs 2 ECS Overview

For Linux, you are recommended to use a script to automatically install desired
drivers for specifications modification.

A Using a script for automaturiver installation

1) Create a system disk snapshot.

2) Use a script to automatically install drivers.

3) Modify the specification.

4) Check disk attachment.

For details, seAutomatically Changing a Xen ECS to a KVM ECS (Linux)
Manually installing drivers

1) Create a system disk snapshot.

2) Install drivers.

3) Verify the ECS configuration.

4) Modify the specification.

5) Check disk attachment.

For details, seManually Changing a Xen ECS to a KVM ECS (Linux)

>

2.2License Agreements

2.2.1Technical Support Description on Using Third -Party
Software on ECSs

Dear HUAWEI CLOUD users,

HUAWEI CLOUD provides techical support for certain thirdarty software to improve
product serviceability.

(1O NOTE

Basic support plans do not cover thpdrty software. For details, s€epport Plans
Techrical support includes providing suggestions on installing, configuring, and
troubleshooting the following thirdarty software on ECSs:

Web services

1 Apache

T IS

T Nginx

Database services

T MySQL

T Microsoft SQL Server

Network security services

T Linux Iptables

1 Windows firewall

Other network services

1 SSH and Windows remote and routing access

i SFTPand FTP
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T OpenVPN

T DNS
The suggestions provided by the HUAWEI CLOUD service team on theghity software
are dedicated for experienced system administrators or IT persbhedHUAWEI CLOUD
service team is not responsible for installing and debugging the precedingatiydoftware,

implementing the suggestions, or resolving the issues caused by the preceding services. The
description is as follows:

Huawei provides suggstions or assists you in troubleshooting the services in the
following scope:
Web services: port connection failures and access issues with error code 4xx
Database services: remote connection failures and changing listening ports
Firewall services: addingiles to Iptables and firewalls and opening ports
Network services: SSH or Windows remote connection failures
OpenVPN: failing to access the Internet using proxy
DNS: basic Linux DNS configurations

You are responsible for configuring, troubleshooting, anaptimizing services in the
following scope:

Web services: optimizing configurations, editing psestddic rules, and debugging
plug-ins

Database services: optimizing databases and SQL statements

Firewall services: constructing Iptablbased automatic dettion and defense tools

Network services: improving SSH file transfer rate and limiting SBaged file transfer
rate

OpenVPN services: interconnecting multiple OpenVPNs
DNS services: planning Linux DNS networking and optimizing network configurations
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Regions and AZs

3.1What Is an AZ?

AZ

An AZ is a physical region where resources use independent power supplies and networks.
AZs are physically isolated but interconnected through an internal network.

There are multiple AZs in each region. If one AZ becomes$yfaarther AZs in the same
region continue to provide services.

AZs in the same region can communicate with each other through an internal network.

Selecting an AZ

You can select an AZ when you purchase an ECS. Note that you cannot change the AZ after
you purchase the ECS.

3.2What Is a Region?

Regions are geographic areas isolated from each other. ECSs arespagiific and cannot
be used across regions through internal network connections.

When you buy an ECS, select the nearest region for low networkyaded quick resource
access.

3.3 Are Products Different in Different Regions?

Yes. Currently, each region contains different products. Certain products are available for trial
release in certain regions only.
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3.4Where Are the Physical Servers on Which ECSs Are
Deployed Locate?

HUAWEI CLOUD provides multiple regions for you to create ECSs. The regions and
geographical locations of the physical servers on which the ECSs are deployed are as follows:

CN North: Langfang and Beijing
CN East: Shanghai

CN South: Guangzho

CN Northeast: Dalian

3.51s Data Transmission Between AZs Billed?

Data transmission between AZs in the same region is free of charge. However, data
transmission between AZs in different regions will be billed.

3.6 Can | Change the Region for a Purchased ECS?

No. Select the nearest region for low network latency and quick resource access.

3.7 Can a Load Balancer Distribute Traffic to ECSs in
Different Regions?

No. Create a load balancer in each region.

3.81s Application Disaster Recovery Available in
Different Regions?
Yes.

You can deploy active and standby application nodes in different regions. If the active
application node is faulty, the standby application node continues to provide services.

3.9Does the Public Cloud Provide the Application DR
Service?

No. Currently, thestandard application disaster recovery service is unavailable now. If you
have such a requirement, please contact us. We will customize an application disaster
recovery solution based on your application scenarios.
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3.10Can Components Contained in an Applicat ion Be
Distributed to Different Regions?

Yes. However, such a deployment mode is not recommended.

You are advised to deploy the components contained in an application in the same region. In
this manner, these components can communicate with each othanomtarnal network,
reducing bandwidth costs of using public networks and ensuring communication quality
between the components.
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Billing

4.1 Billing Modes

4.1.1What Are the Differences Between Yearly/Monthly and
Pay-per-Use Payments?

Yearly/Monthly

A prepaid biling mode in which an ECS will be billed based on the service duration. This
costeffective mode is ideal when the duration of ECS usage is predictable.

Pay-per-Use

A postpaid billing mode in which an ECS will be billed based on usage frequency and
duratian. The system generates a bill every hour based on usage frequency and duration and
deducts the billed amount from the account balance. Apayse ECS can be provisioned

and deleted at any time.

(1 NOTE

If a payperuse ECS is stopped and then restartedstdrup may fail due to insufficient resources. In
such a case, wait several minutes before attempting another restart or change the ECS flavor.

Which One Is More Cost -Effective?

The yearly/monthly payment is more cesfective than the pageruse paymetnin a certain
period of time. Yearly/Monthly is ideal when the duration of ECS usage is predictable.
Payperuse is ideal when you want more flexibility and control on ECS usagepdtage
ECSs can be provisioned or deleted at any time. Select a bilbdg based on the
application scenario.

4.1.2Will ECSs Continue to Be Billed After They are Stopped?

Table 41 describes the billing of ECSs in different billing modes after the ECSs are stopped.
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Table 4-1 Billing of ECSs indifferent billing modes after the ECSs are stopped
ltem Pay-per-Use Spot Price Spot Block Yearly/Mo
nthly
Without | After the ECS is | After the ECS is The ECS will Yearly/mont
a local stopped, basic stopped, basic continue to be hly resources
disk or resources resources including | billed after it is are billed as
FPGA including vCPUs,| vCPUs, memory, stopped. To stop | one payment
attached | memory, and and image are no | the ECS from and
image are no longer billed. The | being billed, deletd automaticall
longer billed. The| resources associate| it. y canceled
resources with theECS, such upon
associated with | as EVS disks expiration.
the ECS, such ag| (including system
EVS disks and data disks),
(including system| EIPs, and
and data disks), | bandwidth, are
ElIPs, and separately billed.
bandwidth, are
separately billed.
With a The ECS will The ECS will The ECS will Yearly/mont
local continue to be continue to be billed| continue to be hly resources
disk or billed after it is after it is stopped. | billed after being | are billed as
FPGA stopped. To avoiq To stop the ECS stopped. To avoid | one payment
attached | being billed for | from being billed, being billed for and
such an ECS, delete it. such an ECS, automaticall
delete it. delete it. y canceled
upon
expiration.
(0 NOTE

If a payperuse ECSs stopped and then restarted, the startup may fail due to insufficient resources. In

such a case, wait several minutes before attempting another restart or change the ECS flavor.

For details, seklow Can IStop an ECS from Being Billed?

If you want to use an ECS for a long time, you can change its billing mode frepepase
to yearly/monthly to reduce cost. For details, Geanging PayerUse to Yearly/Monthly

4.1.3What Are Notes on Using a Yearly/Monthly ECS?

1. A created yearly/monthly ECS cannot be deleted. If such an ECS is not required any

more, unsubscribe it. To do so, switch to Ehastic Cloud Serverpage Jocate the
target ECS, cliciore in theOperation column, and sele¢insubscribefrom the
dropdown list.

2. After detaching a system disk that is bought during ECS creation, you can only attach it

to the original ECS if you want to use it as the system tfishe disk is to be used as a
data disk, you can attach it to any ECS.

3. After detaching a data disk that is bought during ECS creation, you can only attach it to

the original ECS as a data disk.
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4.1.4Can | Switch Between Yearly/Monthly and Pay -per-Use
Payments?

Switch between yearly/monthly and ppgruse payments is supported.

Figure 4-1 Changing the billing mode

Yearly/Monthly

- PN

1: The changed billing mode takes effect immediately.
2: The changed billing mode takes effect only when the purchase
period expires.

X : The billing mode is not changeable.

Changing payperuse to yearly/monthly

Payperuse is a postpaid billing mode in which your ECS is billed based on usage
frequency and duration. You careate or delete such an ECS at any time.

If you want to use an ECS for a long time, you can change its billing mode from

pay-peruse to yearly/monthly to reduce cost. For details Geging PayerUse to
Yearly/Monthly

Changing yearly/monthly to pgyeruse

Yearly/Monthly is a prepaid billing mode in which your ECS will be billed based on
service duration. This coesffective mode is ideal when the duratiorE@S usage is
predictable.

If you require a more flexible billing mode, in which your ECS will be billed based on
usage frequency and duration, you can change the billing mode from yearly/monthly to
pay-peruse. However, the pgyeruse billing mode takedfect only after the

yearly/monthly billing mode expires. For details, &fanging Yearly/Monthly to
PayperUse
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NOTICE

You have passed reahme authentication.

The billing mode of only the ECSs Rrovisionedstate on th&®enewalspage can be
changed from yearly/monthly to pggruse.

A yearly/monthly subscription can be changed toparuse before its expiration date.
However, the change takes effect only atfter subscription has expired.

The billing mode of solution portfolio products cannot be changed from yearly/monthly to

pay-peruse.

4.1.5What Should | Do After My ECS Expires?

After an ECS billed on a yearly/monthly basis expires, renew it oR¢hewalgpage of the

management console. For more details Fe@ewal Management

4.1.6How Can | Stop an ECS from Being Billed?

After you stop a paperuse ECS without a local disk or FPGA attached, or a spot price
ECS without a local disk or FPGA attached, basic resources including vCPUs, memory,
and imagewill no longer be billed, but the resources associated with the ECS, such as

EVS disks, EIP, and bandwidth, are separately billed.

To stop the ECS from being billed, delete it.

Payperuse or spot price ECSs attached with local disks (such asthsisive,

ultra-high 1/0, H2, P1, and P2 ECSs) or FPGAs (such as FP1 and FP1c ECSs), and spot

block ECSs will continue to be billed after they are stopped. To prevent such ECSs from
being billed, delete them.

A resource billed in yearly/monthly mode, such a&&$ or EVS disk, is paid for when
you purchase it. The billing automatically stops when the subscription expires. If you
stop using the resource before the subscription expires, you will not be eligible for a

refund.

This section uses a p@gruse ECS talescribe the impact on billing after the ECS is deleted.
Table 42 lists the information of the ECS.

Table 4-2 Information of a payperuse ECS

Resources Used by the Description Billing Mode

ECS

Basic resources vCPUs, nemory, and image Payperuse

EVS disk System disk Payperuse
Data disk Payperuse

EIP N/A Payperuse

After you delete the ECS, the impact on billing will be as follows:

Basic resources: no longer billed

EVS disk

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd

15


https://account.huaweicloud.com/usercenter/?locale=en-us#/userindex/renewalManagement
https://support.huaweicloud.com/en-us/usermanual-billing/renewals_topic_10000000.html

Elastic Cloud Server
FAQs

4 Billing

1 System disk: no longer billed

1 Datadisk: no longer billed if you seleEtelete the data disks attached to the
following ECSswhen you delete the ECS. Otherwise, the data disk will continue to
be billed.

EIP: no longer billed if you sele&elease the EIPs bound to the following ECSghen
you delete the ECS. Otherwise, the EIP will continue to be billed.

4.1.7Spot ECSs

About Spot Price ECSs

1.

Why is my spot price ECS released even when | have sufficient account balance?

A spot price ECS may be released at any time based on the changes in market pric
supply and demand. For example, if the market price at a certain time is higher than the
maximum price you are willing to pay, or if there are a large number of demands that the
ECS resource supply cannot meet, the system automatically reclaimggoprice

ECS.

Can | change a spot price ECS to a-paguse or yearly/monthly ECS?
No.
Which resources are included in the price discount of a spot price ECS?

The price discount applies only to the vCPUs and memory of a spot price ECS. The
prices of otheresources, such as the system disk, data disk, and bandwidth, are the same
as those in the pgyeruse billing mode.

How can | quote a spot price ECS?

When you purchase a spot price ECS, you are required to set the maximum price you are
willing to pay. F the maximum price is higher than the market price and inventory
resources are sufficient, you can purchase your spot price ECS. The spot price ECS is
billed depending on the market price.

What is the relationship between the maximum price | am willipgatofor a spot price
ECS and the market price?

Your spot price ECS will run only if the maximum price you are willing to pay is higher
than the market price. If the maximum price is lower than the market price, purchasing
the spot price will ECS fail, dhe spot price ECS that you have already purchased will
be reclaimed. A spot price ECS is billed based on market price, regardless of the
maximum price you set.

If I have multiple spot price ECSs and all the ECSs start to run at the same time, will the
billing be the same for all of them?

The billing will be the same for spot price ECSs of the same series with the same
specifications.

Can | obtain the market price before purchasing the spot price ECS?

Yes. When you purchase a spot price ECS on the manageomsole, you can view the
market price range and historical prices of the ECS after you select an ECS flavor.

How is a spot price ECS billed?
A spot price ECS is billed per second, and its billing period is one hour.
When does the billing duration forsaot price ECS start and end?

The duration starts from the time when the spot price ECS is purchased to the time when
it is released either manually or automatically.

10. Is a stopped spot price ECS still being billed?

Issue35(2020:12-15)
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For details, se&€able 43.

Table 4-3 Billing of stopped spot price ECSs

ltem Spot Price

Without a local disk or FPGA | After the ECS is stopped, basic resources including
attached vCPUs, memory, and image are no longer billed. T
resources associated with tBES, such as EVS disks
(including system and data disks), EIPs, and
bandwidth, are separately billed.

With a local disk or FPGA The ECS will continue to be billed after it is stopped
attached To stop the ECS from being billed, delete it.

About Spot Blo ck ECSs

1. Whyis my spot block ECS released but it is not in arrears?

When inventory resources are insufficient, the system will automatically release your
ECSs. HUAWEI CLOUD provides the utmost efforts to ensure the proper running of
your ECSs. However, iextreme cases, the ECSs will be interrupted releaghih
seconds Therefore, back up data when using spot block ECSs.

2. Can a spot block ECS be changed to agmnuse or yearly/monthly ECS?
No. The billing mode of spot block ECSs cannot be changed.
3. Which resources are included in the price discount of a spot block ECS?

The price discount applies only to the vCPUs and memory of a spot block ECS. The
prices of other resources, such as the system disk, data disk, and bandwidth, are the same
as those billeih payperuse model.

4. How are spot price ECSs and spot block ECSs billed?

Spot block ECSs are billed based on the predefined duration, which is a duration that you
specify for your spot block ECS. Prices vary depending on predefined durations.

Spot block EESs are billed by second, and the billing period is 1 hour.

After you specify the predefined duration, if your spot block ECS is automatically
terminated by the system, you will not be billed for your spot block ECS for this
predefined duration. If you dete your spot block ECS, you will be billed for the spot
block ECS according to the predefined durations for which you used it. After the spot
block ECS is terminated, the system provides the bills on the Aspot block ECS

will continue to be billed even if it is stopped.

5.  How can | obtain the billing duration of a spot block ECS?

The duration starts from the time when the spot block ECS is provisioned to the time
when it is released (both manual and automatic interruptions will do), and the duration is
down to the second.

6. Will a stopped spot block ECS continue to be billed?

A spot block ECS will continue to be billed after it is stopped. To stop the ECS from
being billed, delete it.
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4.2 Renewal and Unsubscription
4.2.1How Can | Renew ECSs?

On theElastic Cloud Server page, clickMore in theOperation column and seledenewto
renew the subscription.

4.2.2How Can | Automatically Renew a Yearly/Monthly ECS?

Solution
1. SelectAuto renewwhen purchasing a yearly/monthly ECS.
On theBuy ECS page, selecAuto renew underRequired Duration .

Figure 4-2 Auto renew

Required Duration n 2 3 4 5 ] 1 8 9 months 1year 1 year 3 year

Autorenew (3)

2. Select the EIP bound to the target ECS for automatic renewal.

Auto renew is provided for the ECSs and EVS disks when you purchase them. To
enable automatic renewal for EIPs, perform the following operations:

a. Loginto the mangement console and clidilling in the upper right corner.
TheBilling Center page is displayed.

b. Inthe navigation pane on the left, choBsmewals
Select the EIP for automatic renewal.

Figure 4-3 Enable AuteRenew

4.2.3How Can | Unsubscribe from My ECS?

A yearly/mathly ECS can be unsubscribed, including the renewed resources and the
resources that are being used. After the unsubscription, the ECS is unavailable. A handling fee
will be charged for unsubscribing from a resource.
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Notes

Unsubscribing from an ECS invas the renewed resources and the resources that are
being used. After the unsubscription, the ECS is unavailable.

Solution product portfolios can only be unsubscribed from as a whole.

If an order contains resources in a primsegondary relationship, yoeed to
unsubscribe from the resources separately.

For details about how to unsubscribe from a resource)sgabscription Rules

Procedure

NOTICE

Before requesting an unsubscription, ensure that you have migrated or backed up any data
saved on the ECS that will be unsubscribed from. After the unsubscription is complete, the
ECS and any data it contains will be permanently deleted.

1. Switch to theUnsubscriptionpage.
2. Click theActive Resourcedab.
3. Unsubscribe from a single resource or from resources in a batch.
1 To unsubscribe from a single resourc&lkcUnsubscribefor the target resource.

i To unsubscribe from resources in a batch, select the target resources from the
resource list and clickinsubscribein the upper left corner of the resource list.

4. View the unsubscription information, selé¢tave canfirmed that a handling fee will
be charged for this unsubscription and clickUnsubscribe

4.2.41s Refund Supported?

Automatic refund is not supported.

4.2 5Will | Receive a Natification If My Account Balance Is
Insufficient?

You can set the account balance thoddlon the recharging page. If the account balance falls
below the threshold, the system will send you a notification.

4.2.6Will | Receive a Noaotification of Account Balance Changes?

The system sends you a notification of the account balance changes usisgestalt
messages. The notification message contains account balance adjustmentgsd top

4.2.7Which Invoice Modes Are Supported?

Invoice by order and invoice by bill cycle are supported. To issue invoices, dreese
Invoiceson the console.
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Creation and Deletion

5.1ECS Creation

5.1.1What Should | Do If | Cannot Find My ECS on the
Management Console?

Symptom

After | logged in to the management console, | could not find my ECS.

Possible Causes

The ECS is not in the current region.

Solution
Method 1

1. Log in to tre management console.
2. Verify the region in which your ECS locates. Then, your ECS is displayed.

Figure 5-1 Changing a region on the management console homepage

HUAWEI CLOUD Console @ Shanghai2

Method 2

1. Log in to the management console.

2. On the management console homepage, ®lielv Resources in A RegionsunderMy
Resources
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Figure 5-2 View Resources in All Regions

HUAWEI CLOUD Console @ Shanghai2

My Resources [Shanghai?] View Resources in All Regions G

Elastic Cloud Server 4 Relational Database Service 0 Auto Scaling 0
Bare Metal Server 0 Elastic Volume Service 21 Volume Backup Service 0
Virtual Private Cloud 6 Elastic Load Balance 3] Domain Registration 1

Elastic IP 3

5.1.2What Should | Do If the ECS Resources to Be Purchased Are
Sold Out?

Each HUAWEI CLOUD region has two or three AZs. If the desired resources are sold out in
the current AZ, change the AZ ang &gain.

5.1.3What Is the Creation Time and Startup Time of an ECS?

Creation time: time when the ECS is created on the cloud platform.

Startup time: time when the ECS is started for the first time.

5.1.4Why Does the Failures Area Show an ECS Creation Failure
But the ECS List Displays the Created ECS?

Symptom
After you created an ECS bound with an EIP on the management console, the ECS creation
was successful but binding the EIP failed due to insufficient EIPs. Althoudgtailuees area
showed that the ECS creatiailéd, the ECS was displayed in the ECS list. The results of the
ECS creation task were inconsistent.

Root Cause

The ECS list displays created ECSs.

TheFailures area shows the ECS creation status, including the statuses of subtasks, such
as creating ECSsources and binding an EIP. Only when all subtasks are successful, the
ECS is created.

If the ECS is created but EIP binding failed, the task failed. However, the ECS you created is
temporarily displayed in the list. After the system rolls back, the E€@Snoved from the list.

5.1.5When Does an ECS Become Provisioned?

ECSs charged in yearly/monthly mode: After you pay for the ECSs and the system
successfully deducts incurred fees from your account balance, your ECSs are automatically
provisioned.
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ECSs chargeih metered mode: The ECSs are automatically provisioned after they are
created.

5.1.6Why Cannot | View the ECSs Being Created Immediately
After | Pay for Them?

You can view the ECSs being created only after system disks of the ECSs are created. This
requires geriod of time.

5.1.7What Should | Do If the ECS Fails to Be Provisioned After |
Have Paid the Order?

After you have paid the order, if an SMS message is sent to your mobile phone indicating that
the ECS fails to be provisioned, contact customer service oMAEIACLOUD at

4000955988. The customer service team will help you rectify the failure and provision the
required ECS for you. If the failure cannot be rectified within the required time period, you

can cancel the order and the customer service will rehugrice you have paid to your

public cloud account.

5.1.8What Should I Do If It Is Slow to Create ECSs Using a
Full -ECS Image?

Symptom

When a fulECS image created using a CSBS backup was used to create ECSs, the process
was timeconsuming or the system dlayed a message, indicating that this image cannot be
used to rapidly create ECSs.

Cause Analysis

The original backup format provided by CSBS cannot be used to rapidly create ECSs.
Therefore, if your fuHECS image is in the original backup format, teisuie occurs.

[ NOTE

CSBS has provided a new backup format. This issue is resolved if you us&€@%uiinage created
using a CSBS backup in the new format.

This issue does not occur if a fHICS image is created using a CBR backup.

Solution Using CBR

If you want to use a fWECS image to rapidly create ECSs, ensure that th&@® image is
created using a CSBS backup in the new format. The procedure is as follows:
Scenario 1: The ECS based on which the target CSBS backup is created is still available.

In sich a case, use the ECS to create a CBR backup and use this backup to create a
full-ECS image. The created fHICS image can be used to rapidly create ECSs.

i For instructions about how to back up an ECS Greating a Cloud Server Backup

i For instructions about how create afICS image, se€reating a FWECS Image
from a CBR Backup

Scenario 2: The ECS based on which the target CSBS backup is created is unavailable.
a. Use the fulECS image to create a new ECS.
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b. Use an ECS to create a CBR backup.
For details, se€reating a Cloud Server Backup

c. Use the CBR backup to create aH6LS image.
For details, se€reating a FUWIECS Image from a CBR Backup
The created fWlECS image can be used to rapidly create ECSs.

Solution Using CSBS

If you want to use a fWECS image to rapidly create ECSs, ensure that th&@® image is
created using a CSBS backup in the new format. The procedure is as follows:

Scenaio 1: The ECS based on which the target CSBS backup is created is still available.

Back up the original ECS on ti@loud Server Backup Servicepage and use the new
backup to create a fultCS image. The created #HICS image can be used to rapidly
createECSs.

i For details about how to back up an ECS,Gemting a CSBS Backup

i For instructions about how create a{H{CS image, se€reating a FUIECS Image
Using a CSBS Backup

Scenario 2: The ECS based on which the target CSBS backup is created is unavailable.
a. Use the fulECS image to create a new ECS.
b. Back up theECS.
For details, se€reating a CSBS Backup
c. Use the CSBS backup to create a-E@S image again.
For details, se€reating a FWECS Image Using a CSBS Backup
The created fWECS image can be used to rapidly create ECSs.

5.1.9What Should | Do If | Selected a Wrong Image When
Purchasing an ECS?

If you want to replacent wrong image of a purchased ECS, use the OS change function
provided on the cloud platform to change the image.

1.
2.

Select the target ECS and cli8kopin the upper left corner of the ECS list.

Locate the row containing the target ECS. Chbfre in theOperation column and
selectManage Image/Disk> Change OS

TheChange OSpage is displayed.
Select the target image type and image as needed.
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Figure 53 Changing an OS
Change 0S

Automatically stop the ECSs and then change 0Ss

Specifications c6.large.2 | 2 vCPUs | 4 GB

Current Image ‘Windows Server 2019 Datacenter 64bit Chinese

System Disk Capacity: 40 GB 0S Architecture: 64-bit

Select image

Image Type Private image Shared image Marketplace image

Image & Windows v windows Server 2016 Standard 64bit English | C
Login Mode Password m Set password later
Key Pair KeyPair-7666 ¥ | C Create Key Pair

Cancel

4. After setting parameters, clicBK.
For details about restrictions on changing an OSCéeeging the OS

5.1.10Why Cannot | Inject a File Through the Console When
Purchasing a Linux ECS?
When purchasing the ECS:

If you have selected the password autloatibn mode, files cannot be injected using the
user data injection function.

If you have selected the key pair authentication, files can be injected using the user data
injection function.
Solution
To use file injection, purchase a passwauthenticatedCS through API but not the console.

For details, se€reating an ECS

5.1.11How Long Does It Take to Obtain an ECS?

Obtaining an ECS can take as little as a fewutds.

The time it takes to obtain an ECS depends on ECS specifications, available resources (such
as EVS disks and EIPs), and system load.

[ NOTE

If obtaining an ECS takes a long time, contact customer service for technical support.
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5.2ECS Deletion

5.2.1What Functions Does the Delete Button Provide?

5.2.2Can a

5.2.3Can a

After you click Delete the selected ECS is deleted. You can choose to delete the EVS disk
and EIP of the ECS as well. If you do not delete them, they are reserved. If necessary, you can
manually delete them later.

To delee an ECS, perform the following operations:

1. Log into the management console.

2. UnderComputing, click Elastic Cloud Server.
3. Select the ECS to be deleted.

4. Inthe upper part of the ECS list, cliflelete

(1 NOTE

Yearly/Monthly ECSs cannot be deleted. They suppolst resource unsubscription. To unsubscribe
such an ECS, clicKore in theOperation column and selediinsubscribe

Deleted ECS Be Provisioned Again?

Deletedis an intermediate state of the ECS. ECSs in this state can no longer provide services
andare soon removed from the system.

A deleted ECS is retained in the ECS list on the management console only for a short period
of time before it is permanently removed from the system. You can purchase new ECSs of the
same specifications again.

Deleted ECS Be Restored?

No. The data of a deleted ECS cannot be restored. Therefore, before deleting an ECS, back up
or migrate its data.

5.2.4How Can | Delete or Restart an ECS?

Deleting an ECS

Log in at the official HUAWEI CLOUD website and cli¢konsole

Select he region where the ECS is located.

UnderComputing, click Elastic Cloud Server.

Select the target ECS, clidkore in theOperation column, and sele®@elete

rwbdhPE

Restarting an ECS

1. Log in at the official HUAWEI CLOUD website and cli¢konsole

2. Select the regiowhere the ECS is located.

3. UnderComputing, click Elastic Cloud Server.

4. Select the target ECS, clidkore in theOperation column, and sele®estart.
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5.2.5What Should | Do When an ECS Remains in the Restarting
or Stopping State for a Long Time?

If an ECS remis in theRestarting or Stopping state for over 30 minutes after being
restarted, you can forcibly restart or stop the ECS as follows:

1. Log in to the management console.

2. Click Q in the upper left corner and select your region and project.
3. UnderComputing, click Elastic Cloud Server.
4. Select the target ECS and cliBlestart or Stop.
A dialog box is displayed to confirm whether you want to restart or stop the ECS.
5. SelectForcibly restart the preceding ECSsor Forcibly stop the preceding ECSs
6. Click OK.
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Login and Connection

6.1Login Preparations
6.1.1What Should Be Prepared for Logging In to an ECS?

Windows
Obtain the login password.

ECSs created using a public image have haecbole password reset pleigs installed
by default. If your password was forgotten or bapired, use the password reset
function to obtain a new password for logging in to the ECS.

Figure 6-1 Reset Password

Reset Password

You have selected 1 ECSs, 1 of which support reset password. Show

#* Mew Password | sesssssses
# Confirm Password | sesssssses
Auto Restart The new password will take effect after the preceding ECSs are automatically restarted

If you select the Auto Restart option and click OK, the selected ECSs will be automatically restarted. Ensure that
you save ECS data before you proceed with this operation. Otherwise, ECS data will be lost and cannot be
recovered. If you want to manually restart the ECSs later, do not select the Auto Restart option.

Cancel

Ensure that the ECS has an EIP bound (only required for MSTSC logins).
For details, seAssigning an EIP and Binding It to an ECS

Make sure that the remote desktop protocol has been enabled on the ECS (only required
for MSTSC logins).
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If MSTSC-based remote desktop connection is used, logtimet&CS using VNC and
enable the remote desktop protocol.

For details, sekogin Using MSTSC
More information:

If your ECS was created using an ex&¢iimage file and the ECS has not had password
reset plugns installed, reset the ECS login password by attaching a disk to the ECS. For
details, se®esetting the Password for Logging In to a Windows E@Bdwt Password
Reset Plugns Installed

If your ECS is authenticated using a key pair, parse the private key file to a
password before logging in to the ECS.

a. Locate the target ECS.
b. IntheOperation column, clickMore and selecGet Password

c. Copy the catent of the private key file and paste it into the text box. @iek
Passwordto obtain a random password.

Figure 6-2 Get Password
X
Get Password
This operation will obtain the initial password created after ECS 0S installation. If you
have changed the password, use the new passwerd to log in to the ECS.
Use private key KeyPair-a9f5 pem stored in your local directory to retrieve the password
Select Private Key Select File | Mo file selected.
Alternatively, copy the content of the private key file and paste it below
T T g T D g T T G T TR T T DS S TSR ST T S S TS Ty T
SStZCoTetnol/sDXYnbNPXINLNSZninxyO8UBUNUS T J9z2 T2+xN3yVynfpphoAFIH
Q/ek/Zein/TyA+UUfaLIDXMIZWPT 1svDyKey XX OwdAtuROHokuR
—END RSA PRIVATE KEY-—- .

Get Password

Username Administrator

Password 3RhAZ1X2ZMWGEXmZtUmMz

Linux
Obtain the login password.
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ECSs created using a public image have haecbcle password reset plegs installed
by default If your password was forgotten or has expired, use the password reset
function to obtain a new password for logging in to the ECS.

Ensure that the ECS has an EIP bound (only required for SSH logins).

SSH logins apply to only Linux ECSs. You can use aoterfogin tool, such auTTY.
In such a case, the ECS must have an EIP bound.

i Verify that the ECS has an EIP bound.
For details, seAssigning an EIP and Binding It to an ECS
i Check whether the EIP bound to the ECS can be pinged.

A If a public IP address is used, &6y Cannot an EIP Be Pingetis
troubleshooting.

A If a private IP address is used, ¥ékat Do | Do If Two ECSs in the Same
VPC Cannot Communicate with &aOther or Packet Loss Occurs When
They Communicatefdr troubleshooting.

More information:

i If your ECS was created using an external image file and the ECS has not had
password reset pluigs installed, reset the ECS login password by attaching a disk
to the ECS. For details, sBesetting the Password for Logging In to a Linux ECS
Without Password Reset Phis Installed

i For a Linux ECS authenticated using a key pair:
For the first login, use an SSHyké-or details, sekogin Using an SSH Key

For a noHfirst login, if you want to use the remote login function (VNC)
provided by the management corgsdbg in to the ECS using the SSH key and
set the password.

T For a keypair-authenticated ECS, obtaining its login password using a private key
file failed.

The password fails to inject using Clelmdt. For details, se#/hat Should | Do If |
Cannot Log In to an ECS with Cloddit Enabled?

p-2

b=

6.1.2What Are the User Credentials for Remote Logins?

Username for logging in to an ECS:

For Windows:Administrator
For Linux:root

If your login password is forgotten, sResetting the ECS Password with a Few Clicks

6.1.3What Should | Do If My Remote Login Password Was
Forgotten?

If you did not set a password when creatinde&$, or the password is forgotten or expired,
reset the password by following the instructions providdglesetting the Password for
Logging In to an ES on the Management Console

[ NOTE

Keep your password secure.
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6.1.4Why Cannot | Use the Account Used to Create a
GPU-accelerated ECS to Log In to the ECS Through SSH?

Solution

Log in to the ECS using VNC, modify the configuration file, and log in to the ECSghrou
SSH.

1. OntheElastic Cloud Serverpage, locate the target ECS and ciemote Loginin the
Operation column.

2. On the login page, enter ugeot and its password.
(11 NOTE

The password is the one you set during ECS creation.

DORHAREREREHRE RS R R R R R R R RS R R R R
BEGIN 35H HOST KEY FINGERPRINTS
Z56 a4:9c:e9:49:35:68:26:27:c1:8c:43:77:ce:db:17:35 (ECD3A)
: ZB48 67:eB:3d:Be:la:@Bb:7a:ee:46:5a:1c:4e:44:c3:6f b7 (RSA)

DORHBHERA R B R R R R AR R SR R R R
BEGIN 3SH HOST KEY KEYS
ecdsa-shaZ-nistpZ56 AAAAEZV jZHNhLXNoYTItbmlzdHAYNTYAARAAIbmlzdHAYNTYAARBBBGDOECd
5yBugl3Z2dagNO11YLIVEBRIZFx91yw)TBmBGUxh?X?2y lopMBh(xPZE?1B05JXt5i831P1+YPLRi9XBuw=

ssh-rza AAAAB3NzaClycZEAAAADAQABAAABANCExDnU4ZXP8+4pgqDB810Aa7f Uz jhhwR487z8uHa+eEuG
H1dWAU0tY4XrSZE?3y jhSvxyaGY-1GLpeczobMydQf W?p8-rnu+Tnd +CHUZ - xBcCDSp InZpYeZclTrsy
PB6pVZROZ2y g <xFCWMKJHMMZEYR j51BtVARVBHCeh?ABbbGJa0UzCuLuVwHBedpdMU Iu1BD4b6P /52zsPDGo
y jexLlavkusRReaWZAWNEen TxJ55gx2f s546b535VItleiEZudaH4DtwCeSox]l +-7? je3tSmecc/ PHUYWNBS
562U0s I1chp+9xmc IBRmBKNcKrBNMUV3IXR/BbGIKcY4dniZZC81Q51B7yAs?
END SSH HOST KEY KEYS

cloud-init[37321: Cloud-init v. B.7.5 finished at Wed, 17 Jan 2818 B6:39:54 +888
B. Datasource DataSourceEczZ. Up 36.21 seconds

Cent05 Linux ? (Core)
Kernel 3.18.8-123.e17.x86_64 on an xB6_64

Login with linuxscloud.1234, sudo for root.
ecs-dec? login:

3. Inthe/etc/sshidirectory, modifythe three configuration items in teehd_confidfile, as
shown in the following figure.
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SuslogFacility AUTH
PermitRootLogin ues
## Do not enable sshd passwd auth without ensuring really strong passwds
PasswordAuthentication y
ChallengeRes sefiuthentication no
PIfuthen tion no
dentials ues

,_COLLATE LC_MONETARY LC_ME
TELEFHONE LC_MEASUREMENT

AcceptEnv XMODIFIERS

X11Forwarding yes

ssftp-server

hel Iman-group-exchange-sha2s6
warding no

? yes
Al lowAgentForwarding yes
PermitTumne

"sshd_config" 31L, 938C written

- ]

4. Save the modification and exit. Then, run the following command to restart SSH:
service sshd restart

5. Log in to the ECS through SSH.

6. If the fault persists, contactistomer service.

6.1.5What Should | Do If Starting an ECS Remains in "Waiting
for cloudResetPwdAgent" State?

Symptom

During ECS startup, it remains in "Waiting for cloudResetPwdAgent" state {80 2@conds.

Figure 6-3 Starting cloudResetPwdAgent

Starting rpcbind:
Starting NFS statd:

Starting cloudResetPwdAgent. ..
Waiting for cloudRezetPwdAgent
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Possible Causes

Thisissue is caused by the intranet DNS and-dséined DNS configurations.

Solution
1. Logintothe ECS as useyot.
2. Run the following command to modify thetc/cloud/cloud.cfgconfiguration file:
vi /etc/cloud/cloud.cfg
3. Add the following statement to therdiguration file:
manage_etc_hosts: true

Figure 6-4 Editing the configuration file

USErS :
- name: root
lock_passwd: False

disable_root: B
ssh_pwauth: 1

datasource list:
manage_etc_hosts: true

datasource:
OpenStack:

timeout : 58

6.2Logins Through the Management Console

6.2.1What Should | Do If Garbled Characters Are Displayed
When | Log In to My ECS Using VNC?

Symptom

After | attempted to log in to my Linux ECS ogiVNC, garbled characters are displayed, as
shown inFigure 65.
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Figure 6-5 Garbled characters on the VMNiased login page

b

1
1
1
1
1
1
1
4

Possible Causes

Thecat command was executed to display a large binagylfading to garbled characters.

Solution
Log in to the ECS as usmot and run the following command for recovery:
reset

[ NOTE

Theresetcommand is used to-igitialize the ECS and refresh the terminal display. Afteréset
command is executed, garbleldaracters are cleared and the fault is rectified.

6.2.2What Should | Do If the Page Does not Respond After | Log
In to an ECS Using VNC and Do Not Perform Any Operation for
a Long Period of Time?

If your computer is running Windows 7 and you logged in to @& Hsing Internet Explorer
10 or 11, clickAltGr twice on the VNC page to activate the page.

6.2.3What Should | Do If | Cannot View Data After Logging In to
an ECS Using VNC?

After you log in to an ECS using VNC and view data, for example, play videos orercat th
command to view large files, VNC may become unavailable due to the high memory usage of
the browser. In such a case, use another browser and log in to the ECS again.

6.2.4Why Does a Blank Screen Appear While the System
Displays a Message Indicating Succes sful Authentication After |
Attempted to Log In to an ECS Using VNC?

Another user has logged in to this ECS using VNC.
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Only one user can log in to an ECS using VNC at a time. If multiple users attempt to log in to
an ECS at the same time, only the firsgtrusan log in to it. For other users, the system

displays a message indicating that the user is authenticated, but the screen turns blank. If this
occurs, wait until the other user logs out of the ECS.

6.2.5What Should | Do If Error Code 1006 or 1000 Is Display ed
When | Log In to an ECS Through the Management Console?

Symptom

When | attempted to remotely log in to an ECS using VNC, the system displayed error code
1006.

Figure 6-6 Error message displayed in a VM@sed remote login

Possible Causes

The ECS is running impperly.
Another user has logged in to the ECS.
The ECS has been automatically logged out due to operation timeout.

Troubleshooting
1. Logintothe ECS again using VNC.
T If the login is successful, no further action is required.
i If the fault persists, go 2.
2. Check whether the ECS is running properly.

Error code 1006 is displayed if the ECS is stopped, deleted, migrated, or restarted, or an
operation timed out on the ECS.

3. Check whether another user has logged in t&D8.
If yes, you can log in to the ECS only after that user logs out.

6.2.6Why No Audio File Can Be Properly Played on My Windows
ECS Logged In Using VNC?

Symptom

Audio files can be properly played on my Windows ECS that is logged in using MSTSC.
However, wher logged in to the ECS using VNC, playing the audio files failed.

Possible Causes

VNC does not support audio playing.
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Solution

Use a local computer to play the audio files. The following operations use a local computer
running Windows 7 as an example.

1. Stat the local computer.

(10 NOTE
This operation is not to log in to the Windows ECS.
2. PressVin+R to start theRun text box.
3. Entermstscand clickOK.
TheRemote Desktop Connectiowindow is displayed.

Figure 6-7 Remote Desktop Connection
[ 8. Remote Desktop Connection l = —_S— ]

| Remote Desktop
>+ Connection

Computer: Example: computer fabrikam.com -

Username: Mone specified

The computer name field is blank. Enter a full remote computer
name.

(> Options Connect ][ Help

4. Click Options in the lower left caner and click thé.ocal Resourcegab.

Figure 6-8 Local Resources
f &, Remote Desktop Connection = = E5 | N

| Remote Desktop
>¢ Connection

General | Display | Local Resources | Programs I Experience I Advanced

Remote audio
a Corfigure remote audio settings.

Apply Windows key combinations:

Keyboard

U [Onh’ when using the full screen -

Example: ALT+TAB

Local devices and resources

./ Choose the devices and resources that you want to use in
#=20j| yourremote session.

Printers Clipboard

(«) Options Connect ][ Help

5. In theRemote audiopane, clickSettings
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Figure 6-9 Setting remote audio playback

4 B
Remote Desktop Connection @
- S —

| Remote Desktop
1>¢) Connection

Remote audio pl

() Do not play

(7) Play on remote computer

Remote audio recording

- () Becord from this computer

X @ Do not record

[ ok ][ canesl

6. IntheRemote audio playbackpane, seled®lay on this computer

6.2.7How Can | Change the Resolution of a Windows ECS?

Scenarios

The resolution of a Windows ECS that is remotely logged in must be changed.

Solution 1: Using VNC

The operations of changing an ECS resolution vary according to the Windows OS. This
section uses the 64bit Windows Server 2016 standard edition as anesi@uaggdcribe how
to change the resolution of a Windows ECS.

1. Use VNC to login to the ECS.
2. Rightclick the desktop and chooBésplay settingsfrom the shortcut menu.

Figure 6-10 Display settings

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 36



Elastic Cloud Server
FAQs 6 Login and Connectior

3. On theSettingspage, click théisplay tab and thedvanced displaysettings

(1 NOTE

If the remote desktop is not fully displayed, €&iange the size of text, apps, and other itents
100%.

Figure 6-11 Settings

Settings — [m] =

& Home Customize your display

The display settings can’t be changed from a remote session.

| Find a setting e

System

| L3 Display 1

Apps & features

iji

Default apps

dentify Detect

ad

Notifications & actions
Change the size of text, apps, and other items:

G

Power & sleep

= Storage Orientation

Landscape ~
&  Tablet mode

I Multitasking AERY CEEE

@ Apps for websites Advanced display settings|

4. In theResolutiondrop-down list, select the desired resolution.

Figure 6-12 Setting a resolution

Settings - [m] >

& Advanced display settings

Customize your display

Identify  Detect

Resolution

1024 = 768

Apply Cancel

5. Click Apply.
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Solution 2: Using MSTSC

Before remotely logging in to your ECS using MSTSC, change the resolution of the Windows
ECS.

1. On your local computer (client), clicktart.

2. IntheSearch programs and filegext box, entemstsc

3. IntheRemote Desktop Connectionvindow, clickShow Optionsin the lower left
corner.

Figure 6-13 Remote Desktop Connection

&, Remote Desktop Connection — 'Y

| Remote Desktop
>¢) Connection

Computer: | [Example: computer fabrikam com w

Username: Mone specified

The compiuter name field |s blank. Enter a full remote computer
name

v Show Qptions

i

4. Click theDisplay tab. Then, in th®isplay configuration pane, set the resolution.

Figure 6-14 Display

% Remote Desktop Connection — W

| Remote Desktop
<) Connection

General Display  |ocal Resowsces  Expenence  Advanced
Display corfiguration

Choose the size of your remote deskiop. Drag the shder all the
way to the right to use the full screen

Full Screen
[[] Use all my monitors for the remote session

Caolors
. Choose the color depih of the remote session

Highest GQuaity (32 b2} =

Desplay the connection bar when | use the full screen

=) Hda Orticrn el

5. Use MSTSC to log in to the ECS.
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6.3Remote Logins
6.3.1What Should | Do If | Cannot Log In to My Windows ECS?

Symptom

An ECS cannot be logged in due to some reasons, for example, the network malfunctions, the
local port for accessing the remote desktop is denied on the firewall, or the CPU is overloaded
on the ECS.

This section describes how to troubleshoot the I&giares on a Windows ECS.
If this issue occurs, follow the instructions provideditempting Login Using VNC on the
Management Consal&hen, locate the login fault basedfawult Locding.

Attempting Login Using VNC on the Management Console

If the remote login fails, check whether you can log in to the ECS using VNC on the
management console.

(1O NOTE
Click hereto learn the preparations flmgging in to an ECS.
1. Log into the management console.
2. UnderComputing, click Elastic Cloud Server.
3. IntheOperation column of the target ECS, cliégkemote Login

Figure 6-15 Remote Login

cllol||[s][=]
Q

Enterprise Project Operation

o
4

Remote Login | Mor

(=]

4. (Optional) When the system displays "Press CTRL+ALT+DELETE to log onk clic
Ctrl+Alt+Del in the upper part of the remote login page to log in to the ECS.
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Figure 6-16 Ctrl+Alt+Del

3 cCir+Alt+Del Local Cursor B Full Screen

=

=

For details about common VNC login issues, lsegins Through the Management Console

If the login using VNC dils after the preceding operations are performed, record your
resources and the time when the fault occurred. Then,Stickice Ticketsin the upper right
corner of the management console, ch@&sate Service Ticket and submit a ticket for

technicalsupport.

Fault Locating

If you can log in to the ECS using VNC but cannot log in to the ECS using a remote desktop
connection, locate the fault as follows:

The following fault causes are sequenced based on their occurrence probability.

If the fault persist after you have ruled out a cause, check other causes.

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 40



Elastic Cloud Server

FAQs

6 Login and Connectior

Figure 6-17 Fault locating

— Checking the ECS slatus -~ Check whether the ECS is in the running state.

—  Checking the login mode -~ Check whether the entered usemame and password are correct.

—  Checking whether the ECS is

Verifying that the ECS has an EIP bound -

—  Checking whether the remote login port is correctly configured Y

~__Check whether the bandwidih and vCPU usage of the ECS are too high

Ensure that the ECS has an EIP bound if you want to log in to the ECS using
*__ROP or MSTSC.

- Checking whether the ISP network is functional ~.  Check whether you can access the ECS using anather hotspot or natwark

Checking whether the firewall is correctly configured  ~._ Check whether you can access the ECS after the firewall is disabled.

Check whether the remote login port is enabled in the security group and on
the ECS.

—  Checking the IP address allowfist for SSHlogins ~. Check whether an SSH login IP address whitelist is configured in HSS.

" Checking the remote desktop protocol on the ECS  ~._ Ensure that the remole desklap pratocol has been enabled an the ECS.

Checking whether the access is blocked by antivirus software  ~._ Disable or uninstall the third-party antivirus software and try again

~~ Checking whether an error occurred during a remote login -~ Check the operalion guide based on the error information.

Table 6-1 Possible causes and solutions

Possible Cause

Solution

The ECS is frozen or
stopped.

Make sure that the ECS is in tReinning state. For details, se€g
Checking the ECS Status

The entered username]
or password is
incorrect.

The default username for Windows ECSAdsninistrator . If
the password is incorrect, reset the password using the pasy
reset function on the management console. For detads, s
Checking the Login Mode

The ECS is overloaded

If the bandwidth or CPU usage of the ECS is excessively hig
login failures may occur. For details, Seleecking Whether the
ECS Is Oerloaded

No EIP is bound to the
ECS.

To log in to your ECS using RDP or MSTSC, ensure that the
ECS has an EIP bound. For details, gegfying that the ECS
Has an EIP Bound

The access is blocked
by the Internet seive
provider (ISP).

Check whether you can access the ECS using another hotsy
network. For details, sgehecking Whether the Network Is
Functional

The access is blocked

Disable the firewall and trggain. For details, séghecking

Issue35(2020:12-15)

Copyright© Huawei Technologies Co., Ltd 41



Elastic Cloud Server
FAQs 6 Login and Connectior

Possible Cause Solution

by the firewall. Whether the Firewall Is Correctly Configured

The remote login port | Check whether the remote login port is enabledénsecurity
has been disabled in th group and on the ECS. For details, €&ecking Whether the
security group or on th{ Remote Access Port Is Correctly Configured

ECS.

An IP address whitelis§ Check whether an SSH login IP address wisitéd configured
for SSH logins has in HSS. For details, s&ghecking the IP Address Allowlist for
been configured. SSH Logins (with HSS Enabled)

The remote desktop | Make sure that the remote desktop protocol has beabled on
protocol has been the ECS (only required for RDP and MSTSC logins). For def]
disabled on the ECS. | seeChecking the Remote Desktop Protocol on the ECS

The access is blocked | Disable or uninstall théhird-party antivirus software and try
by third-party antivirus | again. For details, s&&hecking Whether the Access Is Blocke
software. by Antivirus Software

The cause is displayed If an error message is displayed during the rentamin, check
in the error message. | the operation guide based on the error information. For deta
seeChecking Whether an Error Occurred During a Remote
Login.

Checking the ECS Status

Check whether the ECS is in tReinning state on the management console. If the ECS is
stopped, start it and try again.

Figure 6-18 Checking the ECS status

Elastic Cloud Server @

© We would much appredate if you could complete our questionnaire on Elastic Cloud Server. Your feedback will help us provide a better user experience.

Name/ID Monitoring AZ 7 Status W Specifications/Image

ecs-edc2 e az72 - 2wCPUs | 4 GB | c6.large.2
456cci9a2-3b33-4fba-3358-945620e66aC5 = nes Running Windows Server 2012 R2 Stand

Checking the Login Mode

Check the login mode you set when creating the ECS.
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Figure 6-19 Login Mode

Login Mode Key pair Set password later

Usermname Administrator

Password Keep the password secure. If you forget the password, you can log in to the ECS console and change it

Confirm Password

Password Check whether the login password is correct. Ifrymassword is forgotten,
reset the password. After resetting the password, restart the ECS for the new password to
take effect.

Key pair: If your ECS is authenticated using a key pair, parse the private key file to a
password before logging in to the ECS.

a. Locate the target ECS.
b. IntheOperation column, clickMore and selecGet Password

c. Copy the content of the private key file and paste it into the text box. Géitk
Passwordto obtain a new random password.

Set password later If you did not set a logimode when creating an ECS, you can use
the password reset function (available in@yeration column of the target ECS) to

obtain the login password after the ECS is created. After resetting the password, restart
the ECS for the new password to take dffec

Checking Whether the ECS Is Overloaded

If the bandwidth or CPU usage of the ECS is excessively high, login failures may occur.

If you havecreated an alarm rulesingCloud Eye, the system automatically sends an alarm to
you when the bandwidth or CPU usage reaches the threshold specified in the rule.

To handle this issue, perform the operations describ&wmirbleshootig Slow Windows
ECSs

If the login failure is caused by high CPU usage, perform the following operations to
reduce the CPU usage:

1 Stop certain processes that are not used temporarily and try again.

1 Verify that the Windows Update process is not runningherbackend.

T Restart the ECS.

T Reinstall the ECS OS. Back up important data before the reinstallation.

T If the ECS OS cannot be reinstalled due to important data, replace the disk attached
to the ECS. To do so, back up data on the original disk, detactskhain the
ECS, attach the new disk to the ECS, and copy data to the new disk.

You can also upgrade the vCPUs and memomnbglifying the ECS specifitians

If the login fails because the bandwidth exceeds the limit, perform the following
operations:
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Check whether the bandwidth exceeds the configured bandwidth size. For details, see
How Do | Check Whether the Bandwidth Exceeds the Limit?

If the bandwidth exceeds the limit, increase the bandwidth. For detailShaeging an
EIP Bandwidth

After performing the preceding operations, try to remotely log in to the ECS again.

Verifying that the ECS Has an EIP Bound

An ECS can access the Internet after it is bound with an EIP.

Before logging in to an ECS using RBPMSTSC, make sure that an EIP has been bound to
the ECS. For details, séassigning an EIP and Binding It to an ECS

[ NOTE

When logging in to an ECS thmgh an intranet, for example, through VPN or Direct Connect, you do
not need to bind an EIP to the ECS.

Checking Whether the Network Is Functional

Use a local PC in another network or use another hotspot to access the ECS. Check whether
the fault occurs o the local network. If so, contact the carrier to resolve this issue.

After performing the preceding operations, try to remotely log in to the ECS again.

Checking Whether the Firewall Is Correctly Configured

Check whether the firewall is enabled.

1. Log into the Windows ECS.

2. Click the Windows icon in the lower left corner of the desktop and choostol
Panel> System and Security> Windows Firewall.

Figure 6-20 Windows Firewall
Lc) System and Security = | = s

= - T [® » ControlPanel » System and Security » v ¢ Search Control Panel r

Control Panel Home

-’b Action Center
Review your computer's status and resolve issue

* System and Security

Metwork and Internet

Hardware

Programs

User Accounts
Appearance
Clock. Language. and Region

Ease of Access

r updates nstall optional updates

ol Power Options
= Require a ord when the computer wakes Change what the power buttons do

wur drives B Create and format hard disk partitions
edule tasks | B Generate a system health report

3. ChooseCheck firewall status> Turn Windows Firewall on or off.
View and set the fireall status.
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Figure 6-21 Turn off Windows Firewall
¥ Customize Settngs -|of¥ ]

¢ vt |l « WindowsFiewal » CusomizeStings v (| | Search Control Panel P‘

Customize settings for each type of network
You can modify the frewall setings for each type o nebwork that you uee.
Private network settings
0 () Tum on Windows Firewal
Block allincoming connections, including those nthe st of allowed zpps
Notify me when Windows rirewall blocks a new app

'3 (#) Tum off Windows Firewall [not recommended)

Public nebwork seftings
a () Turn on Windows Firewal
Black allincoming connections, including those inthe listof allowed app:

Nafify me when Windows Firewall blocks 2 new 2pp

':, (#) Tum off Windows Frewall (ot recommended)

Ensure that the remote access port on the local end is allowed on the firewall. The default port

is TCP 3389.

If the port configured in the inbound rule of the firewall is different from that configured on
the remog server, the remote login fails. In such a case, add the port configured on the remote

server in the inbound rule of the firewall.

For details, seAdding a Par Exception on a Windows ECS Firewall

(1 NOTE

The default port is 3389. If you use another port, add that port in the inbound rule of the firewall.

After performing the preceding operations, try to remotely log in to the ECS again.

Checking Whether the Remote Access Port Is Correctly Configured
1. Check whether port 3389 (used by default) on the ECS is accessible.
Ensure that port 3389 has been added in the inbound rule.

On the page providing details about the ECS, clickSemeurity Groupstab and view
port 3389in the inbound rule of the security group.
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Figure 6-22 Checking remote access ports

[

B

ElPs Monitoring Tags

ange Security Group

Sys-default

Outbound Rules 2

Type Protocol Port Range/ICMP Type

1Pv4 TP 3389

For instructions about how to modify a security group rule Msadifying a Security
Group Rule

2. Check whether the remote access port on the ECS has been changed.

a.

ChooseStart > Run, entercmd, and presg&nter. In the CLI, enteregeditto open
Registry Editor.
In

HKEY_LOCAL_MACHINE \SystemCurrentControlSet\Control\TerminalSer
ver\WinStations\RDP Tcp\PortNumber, check whether the port is the default one,

port 3389. If not, change the port to the configured one for remote logins.

El- J) winStations 4 OutBufiLength REG_DWORD 0x00000212 (530)
[#] Console ab|Password REG_SZ
RDP-Tep % PdClass REG_DWORD 0x00000002 (2)
) TimeZoneInformation s PdClass 1 REG_DWORD 0x0000000b (11)
Uopm ab|pdDLL REG_SZ tdten
. usbfiags ablpdpLL 1 REG_SZ tssecsry
:f"-"r 4| PdFlag REG_DWORD 0x0000004e (78)
Video e PdFlagl REG_DWORD 0x00000000 (0)
Watchdog ab| pdName REG_SZ top
| wdf ab| pihame | REG 57 tasecar
WOl REG_DWORD 0x00000d3d (3389)
\Windowe e SecurityLayer REG_DWORD 0x00000001 (1)
1 Winlogon we| Shadow REG_DWORD 0x00000001 (1)
Winresume 14| User Authentication  REG_DWORD 0x00000000 (1)
. WM ab| Username REG_SZ

3. Check whether the number of connections to the ECS is limited.
Check the internal remote desktop confaion of the ECS.

a. ChooseStart > Run, entercmd, and pres&nter. In the CLI, entegpedit.mscto
openLocal Group Policy Editor.

b. ChooseComputer Configuration > Administrative Templates > Windows
Components> Remote Desktop Services Remote Desktop Segsn Host >
Connections Then, in theLimit number of connectionsdialog box, check
whether the number is limited.
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Local Group Policy Editor =101 %]
Fle Acton View Hebp
bots ARe4] ol IERN ? Wosl IS ¢
& | Internet Explorer
Internet Information Services
3 Location and Sersors Limit number of connections o . - |
Netvieeting a| iz Automatic reconnection Not
" Netbwork Access Protection Edit policy setting i- Mllow users to connect remotely Using Remote Desktop Services Not
Network Projectar Requicements: i-| Deny logoff of an administrator logged in to the console session Not
Online Assistance Atleast Windows Server 2003 12| Configure keep-alive connection interval Not
~| Parental Contrals . i) Limit number of connections Not
Password Synchronization ?“gf“p:’:;‘m:r Remote Desiiop 1| Set rules for remote control of Remote Deskiop Services user ses...  Not
| Presentation Settings Services Imits the nuanbey of ] Reshrict Remote Desktop Services users to a single Remote Deskt...  Not
=] Remote Desktop Services simuitaneous connections to the i) Allow remote start of unlisted programs Not
Remote e ;
[ ] Remote Desktop Connection Client
(=1 ]| Remote Desktop Session Host Limit ber of ti
= Apphcation Compatiiity E MiENUmBEr et cennections Previous Setting | Mext Setting
| Device and Resource Redirection r Nt Configured Comment:
_ Licensng
Printer Redirection & Enabled
7 Profies
RD Connection Broker (" Disabled
| Remote Session Environment Supported ont [at jeact Windows Server 2003
Seurity
Seseion Time Limits
" Temporary folders _
RS Feeds Options: Help:
“| Security Center Q

AD Masximum Connections allowad Specifies whether Remote Desktop Services limits the number
simultaneous connections to the server.
5 32
| You can use this setting to restrict the number of Remote Desk
Type 999998 for unlimited connections. Services sessions that can be active on  server, If this number
exceeded, addtional users who try to connect receive an eror
message telling them that the server is busy and to try again l3

Restricting the number of sessions improves performance
hecause fewer sessions are demanding svstem resources. By

(1 NOTE

If Limit number of connectionsis set toEnabled, a remote connection to the Windows ECS may fail
when the number of connections exceédudslimit. In such a case, disalilenit number of
connectionsor set a larger limit for connections.

After performing the preceding operations, try to remotely log in to the ECS again.

Checking the IP Address Allowlist for SSH Logins (with HSS Enabled)

After HSS is enabled, you can configure an IP address allowlist for SSH logins as required.
The IP address allowlist controls SSH access to ECSs, effectively preventing account
cracking.

After you configure the allowlist, SSH logins will be allowed only frallowlisted IP
addresses.

1. OntheEventspage, check whether a local host IP address is intercepted due to brute
force cracking.

2. Check whether the IP address allowlist for SSH logins has been enabled. If so, ensure
that the IP address of the local host besn added to the IP address allowlist.

A\ CAUTION

. Before enabling this function, ensure that all IP addresses that need to initiate SSH logins

are added to the allowlist. Otherwise, you cannot remotely log in to your ECS through
SSH.

Exercise caution when addiagocal IP address to the allowlist. This will make HSS no
longer restrict access from this IP address to your ECSs.

For more details, seégecurity Configuration
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Checking the Remote Desktop Protocol on the ECS

Make sure that the remote desktop protocol has been enabled on the ECS (only required for
RDP and MSTSC logins).

Log in to the ECS using VNC and enable the remote desktop protocol.
For details, sekogin Using MSTSC

Checking Whether the Access Is Blocked by Antivirus Software
Third-party antivirus software may lead to an access failure to the ECS.

If third-party antivirus software is running, check whether the remote connection is blocked
by the software. If so, add the EIP of the ECS to the allowlist and try to access the ECS again.

You can also disable or uninstall the thgarty antivirus software artdy again.

Checking Whether an Error Occurred During a Remote Login

If an error message is displayed during the remote login, check the operation guide based on
the error information.

For details, seRemote Login Ewrs on Windows

If the error cannot be handled, record the message and the time when the error occurred. Then,
click Service Ticketsin the upper right corner of the management console, cl@resde
Service Ticket and submit a ticket for technical supipo

If the fault persists after the preceding operations are performed, record your resources and
the time when the fault occurred. Then, cl@#rvice Ticketsin the upper right corner of the
management console, choda®ate Service Ticket and submit a ticket for technical

support.

6.3.2What Should | Do If | Cannot Log In to My Linux ECS?

Symptom

An ECS cannot be logged in due to some reasons, for examgplegtthork malfunctions, the
local port for accessing the remote desktop is denied on the firewall, or the CPU is overloaded
on the ECS.

This section describes how to troubleshoot the failure to log in to a Linux ECS.

If this issue occurs, follow the instrtions provided iMttempting Login Using VNC on the
Management Consal&hen, locate the login fault basedawult Locating

Attempting Login Using VNC on the Management Console

If the remote login fails, check whether you can log in to the ECS using VNC on the
management console.

L] NOTE
Click hereto learn the preparations for logging in to an ECS.

1. Log into the management console.
2. UnderComputing, click Elastic Cloud Server.
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Fault Locating

3. In theOperation column of the target ECS, cli¢kemote Login

Figure 6-23 Remote Login

cllol s =]

Enterprise Project Operation

e}
"

=]

Remote Login | Mor

4. (Optional) When the system displays "Press CTRL+ALT+DELETE to log on", click
Ctrl+Alt+Del in the upper part of the remote login page to totpithe ECS.

L1 NOTE
Do not pres€TRL+ALT+DELETE on the physical keyboard because this operation does not take
effect.

If the login using VNC fails after the preceding operations are performed, record your
resources and the time when the fault occurred. Tdiiek,Service Ticketsin the upper right
corner of the management console, chdsate Service Ticket and submit a ticket for

technical support.

If you can log in to the ECS using VNC but cannot log in to the ECS using a remote desktop
connection, locate the fault as follows:

The following fault causes are sequenced based on their occurrence probability.

If the fault persists after you have ruled out a cause, check other causes.
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Figure 6-24 Fault locating

_—— Checkingthe ECSstatus ~.  Check whether the ECS is in the running state.

_——Checking the login mode -~ Check whether the entered username and password are correct.
/

/

- Checking whether the ECS is overloaded - Check whether the bandwidth and vCPU usage of the ECS are too high.

—  Verifying that the ECS has an EIP bound

Checking whether the remote access port is carrectly configured

Ensure that the ECS has an EIP bound if you want to log in to the ECS using
*__RDP or MSTSC.

Checking whether the ISP network is functional ~__ Check whether you can access the ECS using another hotspot or network

Checking whether the security group s correctly configured . Check whether the remole login port is enabled in the security group.

Check whether the remote access port is correctly configured on the local
,__computer and the ECS.

—  Checking the P address allowfist for SSHlogins -~ Check whether an SS8H login IP address whitelistis configured in HSS.

~  Checking whether an OS fault has occurred - Check whether the file system is damaged

"~—  Checking whether the access is blocked by antivirus software  ~._ Disable or uninstall the third-party antivirus software and try again

—  Checking whether an error occurred during a remote flogin - - Check the operation guide based on the eror infermation.

Table 6-2 Possible causes and solutions

Possible Cause

Solution

The ECS is frozen or
stopped.

Make sure that the ECS is in tReinning state. For details, se€g
Checking the ECS Status

The entered username
or password is
incorrect.

The default username for Linux ECSsast. If the password is
incorrect, reset the password using the password reset funci
on the management console. For details3eerking the Login
Mode

The ECS is overloaded

If the bandwidth or CPU usage of the EiS®xcessively high,
login failures may occur. For details, <eeecking Whether the
ECS Is Overloaded

No EIP is bound to the
ECS.

To log in to your ECS using RDP or MSTSC, ensure that the
ECS has an EIP bound. For distaseeVerifying that the ECS
Has an EIP Bound

The access is blocked
by the ISP.

Check whether you can access the ECS using another hotsy
network. For details, s€ehecking Whetér the Network Is
Functional

The remote login port

is not permitted in the

Check whether the remote login port is permitted in the secy
group. For details, seehecking Whether the Remote Access
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Possible Cause

Solution

security group.

Portls Correctly Configured

The remote access pol
is incorrectly
configured.

Check whether the remote access port is correctly configure
the local computer and the ECS. For details Geecking
Whether the Remote Aess Port Is Correctly Configured

An IP address whitelist
for SSH logins has
been configured.

Check whether an SSH login IP address whitelist is configur
in HSS. For details, s&éhecking the IP Address Allowlist for
SSH Logins (with HSS Enabled)

An OS fault has
occurred.

The file system is damaged. For details, Skecking Whether
an OS Fault Has Occurred

The access is blocked
by third-party antivirus
software.

Disable or uninstall the thirgbarty antivirus software and try
again. For details, s€ehecking Whether the Access Is Blocke
by Antivirus Software

The cause is displayed
in the error message.

If an error message is disp&d during the remote login, check
the operation guide based on the error information. For deta
seeChecking Whether an Error Occurred During a Remote
Login.

Checking the ECS Status

Check whether the EGS in theRunning state on the management console. If the ECS is
stopped, start it and try again.

Figure 6-25 Checking the ECS status

Elastic Cloud Server @

‘ © we would much appreciate if you could complete our questionnaire on Elastic Cloud Server. Your feedback will help us provide a better user e

More

Name/ID

s-7751

df774eeb-6040-4053-9343-d8cc652fe010

Checking the Login Mode

Monitori. AZ T Status 7 Specifications/Image

2vCPUs | 4 GB | cG.large.2
CentOs 8.0 64bit

&

Running

Check the login mode you set when creating the ECS.
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Figure 6-26 Login Mode

Login Mode Key pair Set password later

Username root

Password Keep the password secure. I you forget the password, you can log in to the ECS console and change it

Confirm Password

Password Check whether the login passwas correct. If your password is forgotten,
reset the password. After resetting the password, restart the ECS for the new password to
take effect.

Key pair

i For the first login, use an SSH key. For details,L.s#gn Using an SSH Key

i For a norfirst login, if you want to use the remote login function (VNC) provided
by the management console, log in to the ECS using the SSH key and set the
password.

Setpassword later. If you did not set a login mode when creating an ECS, you can use

the password reset function (available in@yeeration column of the target ECS) to

obtain the login password after the ECS is created. After resetting the password, restar
the ECS for the new password to take effect.

Checking Whether the ECS Is Overloaded

If the bandwidth or CPU usage of the ECS is excessively high, login failures may occur.

If you havecreated an alarm rulesing Cloud Eye, the system automatically sends an alarm to
you when the bandwidth or CPU usage reaches the threshold specified in the rule.

To handle this issue, perform the operations describ&wirbleshooting Slow Linux ECSs

If the login failure is caused by high CPU usage, perform the following operations to
reduce the CPU usage:

1 Stop certain processes that are not used temporarily and try again.
7 Restart the ECS.
i Reinstall the ECS OS. Back up important data before the reinstallation.

i Ifthe ECS OS cannot be reinstalled due to important data, replace the disk attached
to the ECS. To do so, back up data on the original disk, detach the disk from the
ECS, attach theew disk to the ECS, and copy data to the new disk.

You can also upgrade the vCPUs and memomnbglifying the ECS specifications

If the login fails kecause the bandwidth exceeds the limit, perform the following
operations:

Check whether the bandwidth exceeds the configured bandwidth size. For details, see
How Do | Check Whether the Bandwidth Exceeds the Limit?

If the bandwidth exceeds the limit, increase the bandwidth. For detailShaeging an
EIP Bandwidth
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After performing the preceding operations, try to remotely log in to the ECS again.

Verifying that the ECS Has an EIP Bound

If you need to use CloudShell available on the management console or a remote login tool
(such as PUTTY or Xshell) to access the H@isg an EIP to the ECS.

For details, seAssigning an EIP and Binding It to an ECS

Checking Whether the Network Is Functional

Use a local PC in anagh network or use another hotspot to access the ECS. Check whether
the fault occurs on the local network. If so, contact the carrier to resolve this issue.

After performing the preceding operations, try to remotely log in to the ECS again.

Checking Whether the Security Group Is Correctly Configured
Check whether the local host can access port 22 on the ECS.
Run the following command to check whether port 22 is accessible:
telnet Private IP address of the ECS
If the port 22 is inaccessible, check whethemtbe in the security group is allowed.
On the page providing details about the ECS, cliclSesurity Groupstab and view port 22

in the inbound rule of the security group.

Figure 6-27 Checking remote access ports

<

EIPs Monitoring Tags

ort Range/ICMP Type

Inbound 1Py TCP 3389

Inbound 1Pt = 22

Qutbound 1Pva Any Any

For instructions about how to modify a securitgup rule, sedlodifying a Security Group
Rule

After performing the preceding operations, try to remotely log in to the ECS again.

Checking Whether the Remote Access Port Is Correctly Configured
Check the internal configuration of the affected ECS.

1. Verify that the sshd process is running.
2. Check whether the local computer is restricted on the ECS.
a. Loginto the ECS and run the following command to chkekcbnfiguration:
vi letc/hosts.deny

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 53


https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html
https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html

Elastic Cloud Server
FAQs 6 Login and Connectior

b. If the IP address of the local computer is detected, the IP address is denied. In such
a case, delete the IP address from the file.

3. Switch to the file inetc/ssh/ssh_confign the local computer and view the defautfito
port. Then, check whether the S8&Habled port in the file ifetc/ssh/sshd_confign
the ECS has been changed (the default port number is 22).

or oT

After performing the preceding operations, try to remotely log in to the ECS again.

Checking the IP Addres s Allowlist for SSH Logins (with HSS Enabled)

After HSS is enabled, you can configure an IP address allowlist for SSH logins as required.
The IP address allowlist controls SSH access to ECSs, effectively preventing account
cracking.

After you configure thallowlist, SSH logins will be allowed only from allowlisted IP
addresses.

1. OntheEventspage, check whether a local host IP address is intercepted due to brute
force cracking.

2. Check whether the IP address allowlist for SSH logins has been enable@ni$s@
that the IP address of the local host has been added to the IP address allowlist.

A\ CAUTION

Before enabling this function, ensure that all IP addresses that need to initiate SSH logins
are added to the allowlist. Otherwise, you cannot remotely log inuoB@S through
SSH.

Exercise caution when adding a local IP address to the allowlist. This will make HSS no
longer restrict access from this IP address to your ECSs.

For more details, segecurity Configuration

Checking Whether an OS Fault Has Occurred

Password injection failure

Failing to obtain a password is generally due to a Glaoitebased password injection
failure. SeaNVhat Should | Do If | Cannot Log In to an ECS with Clduait Enabled?
for troubleshooting.

File system damaged after a forcible stop

There is a low probability that the file system is damaged. As a result, the ECS fails to be
restarted. Se@&/hat Should | Do If the Forcibly Stopped Linux ECS Fails to Start Due to
File System Damagd®r troubleshooting.

After performing the preceding operations, try to remotely log in to the ECS again.
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Checking Whether th e Access Is Blocked by Antivirus Software

Third-party antivirus software may lead to an access failure to the ECS.

If third-party antivirus software is running, check whether the remote connection is blocked
by the software. If so, add the EIP of the EG$hk allowlist and try to access the ECS again.

You can also disable or uninstall the thgarty antivirus software and try again.

Checking Whether an Error Occurred During a Remote Login

If an error message is displayed during the remote login, cheap#ration guide based on
the error information.

For details, seRemote Login Errors on Linux

If the error cannot be handled, record the message and the time when the error occurred. Then,
click Service Ticketsin the upper right corner of the management console, cltresge
Service Ticket and submit a ticket for technical support.

If the fault persists after the preceding operations are performed, record your resources and
the time when the fault occurred. Thetfick Service Ticketsin the upper right corner of the
management console, chodaeate Service Ticket and submit a ticket for technical

support.

6.3.3What Should I Do If | Cannot Use MSTSC to Log In to an
ECS Running the Windows Server 2012 OS?

Symptom

An ECS running the Windows Server 2012 OS has password authentication configured during
ECS creation. When a user used the initial password and MSTSCitadothhe ECS, the

login failed and the system displayed the message "You must change your password before
logging on for the first time. Please update your password or contact your system
administrator or technical support.”

Possible Causes

Solutions

The local compter used by the user is running the Windows 10 OS.

Due to limitations, the Windows 10 OS does not support remote logins to an ECS running the
Windows Server 2012 OS using the initial password.

Solution 1

Use a local computer running the Windoi®S to remotely log in to the ECS running
the Windows Server 2012 OS.

Solution 2
Retain the original local computer and change the initial login password.

a. Use VNC to log in to the ECS running the Windows Server 2012 OS for the first
time.

Change the logipassword as prompted.
Use the changed password and MSTSC to log in to the ECS again.
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Solution 3:
Retain the original local computer and initial login password.

a.

g.
h.

ChooseStart. In theSearch programs and filegext box, entemstscand press
Enter.

The Remote Desktop Connectiorpage is displayed.

Enter the EIP and clickonnect Then, use usernara@ministrator and the login
password configured during ECS creation for connection.

The connection fails, and the system displays the message "You must change your
password before logging on for the first time. Please update your password or
contact your system administrator or technical support.”

Click Options in the lower left corner of theemote Desktop Connectiopage.

On theGeneraltab, clickSave Asin theConnection settingspane and save the
remote desktop file in .rdp format.

Use Notepad++ to open the .rdp file.

Add the following statement to the last line of the .rdp file and save the file.
enablecredsspsupport:i:0

Doubleclick the edited .rdp file to seip the remote desktop connection.

Click Connectto connect to the ECS running the Windows Server 2012 OS again.

6.3.4How Can | Change a Remote Login Port?

Scenarios

This section describes how to change a port for remote logins.

Windows

The following uses an EQ@nning Windows Server 2012 as an example. The default login
port of a Windows ECS is 3389. To change it to port 2020, for example, do as follows:

1. IntheRun dialog box, enteregeditto access the registry editor.

2. In Registry Editor, chooseHKEY_LOCAL_MA CHINE > SYSTEM >
CurrentControlSet > Control > Terminal Server > Wds > rdpwd > Tds > tcp and
doubleclick PortNumber.

a.
b.

In the dialog box that is displayed, 8=tseto Decimal.

Change the value Malue datato the new port number, which2€20in this
example.
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Figure 6-28 Changing the port number to 2020

Edit DWORD (32-bit) Value -

Walue name:
|F'|:|rtNumI:|er |
Yalue data: Baze
|2D2E| | () Hexadecimal
®) Decimal
| 0k | | Cancel

3. In Registry Editor, chooseHKEY_LOCAL_MACHINE > SYSTEM >
CurrentControlSet > Control > Terminal Server > WinStations > RDP-Tcp and

doubleclick PortNumber.
a. Inthe dialog box that is displayed, S&tseto Decimal.

b. Change the value Malue datato the new port number, which2€20in this
example.

Figure 6-29 Changing the port number to 2020

Edit DWQORD (32-bit) Value -

Walue name:
|F'|:|rtNumI:|er |
Walue data: Base
| 2020 | O Hexadecimal
® Decimal
| 0k | | Cancel

4. Open the Windows search box, ergervices and selecBervices
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Figure 6-30 Services

Search

Everywhere -

SEMNYICES]

5. IntheServiceswindow, restarRemote Desktop Servicesr the ECS.

6. Modify the inbound rules of the firewall. Perform this operation only if the firewall is
enabled.

ChooseControl Panel > Windows Firewall > Advanced Settings> Inbound Rules>
New Rule

T Rule Type: Port
i Protocol inProtocol and Ports TCP
T Port n Protocol and Ports Specific local ports 2020in this example
1 Action: Allow the connection
T Profile: Default settings
T Name RDP-2020
After the configuration, refresh the page to view the new rule.
7. Modify the security group rule.
Add an inbound rule in wbh Protocol is set toTCP andPort Rangeis set ta202Q
Use port 2020 to remotely log in to the ECS.

Linux

The following uses an ECS running CentOS 7.3 as an example. The default login port of a
Linux ECS is 22. To change it to port 2020, for exampleasifollows:

1. Run the following command to edit the sshd configuration file:
vi /etc/ssh/sshd_config
2. Delete the comment tag (#) from tiport 22 line and chang22to 2020

Figure 6-31 Changing the port number to 2020

it
Port 2828
#AaddressFamily any

fil.istenfddress B.8.8.8
il i=ztenfddress ::
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3. PressEscto exit editing mode. Entewq! to save and exit the configuration.
4. Run either of the following commands to restart sshd:
service sshd restart
Or
systemctl restart sshd
5. (Optional) Configure the firewall. Perform this step if the firewall is enabled.

The firewall varies depending on the Ce8t@ersion. CentOS 7 uses firewalld, and
CentOS 6 uses iptables. The following operations use CentOS 7 as an example.

Run thefirewall -cmd --state command to check the firewall status.

T Method 1: Disable the firewall and the function of automatically engltiia
firewall upon ECS startup.

systemctl stop firewalld
systemctl disable firewalld
T Method 2: Add information about a new port to firewalld.
i.  Run the following commands to add a rule for port 2020:
firewall -cmd --zone=public--add-port=2020/tcp --permanert
firewall -cmd --reload
i. View the added port. The TCP connection of port 2020 has been added.
firewall -cmd --list-all
iii. Restart firewalld.
systemctl restart firewalld.service
6. Modify the security group rule.
Add an inbound rule in whicRrotocol is set toTCP andPort Rangeis set ta202Q
Use port 2020 to remotely log in to the ECS.

6.3.5Why Cannot | Use a Non -Default SSH Port to Log In to My
Linux ECS?

Symptom
After changing the default SSH port, | could not use the new port to log in to my ECS.

Possible Causes
The access to the new port is not allowed in the security group.
The new port is not enabled on the firewall.
The new port is not added to the SSH configuration file.
The hosts configuration file is incorrectly configured.

Checking Security Group Rules
Checkwhether the security group is correctly configured.

For example, if the new SSH port number is 2020, ensure that there is a security group rule
without restriction in the outbound direction and allowing access to this port in the inbound
direction.
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Checking Firewall Rules

Run theiptables command to check whether the new SSH port, for example, port 2020 is
enabled on the firewall.

1. Loginto the Linux ECS.

2. Take CentOS 7.3 as an example. Run the following command to edit the iptables file:
vi /etc/sysconfigiptables

3.  Add arule for port 2020.
-AINPUT -mstate -state NEW -mtcp -ptcp - dport 2020 - J ACCEPT

4. Restart iptables.
systemctl restart iptables

Checking the SSH Configuration File
Log in to the ECS and check the SSH configuration file.

1. Run the following ommand to check whether port 2020 has been configured:
vi /etc/ssh/sshd_config

2. If the port has not been configured, repléBert 22 with Port 2020

3.  Run the following command to restart SSH:
service sshd restart

Checking the hosts Configuration File

The/etc/hosts.allowand/etc/hosts.denyfiles of a Linux ECS are used to permit or deny an
IP address or an IP address segment, respectively, to remotely access the ECS using SSH.

1. Add the following statement tetc/hosts.allowto allow the IP address 192.163.10
access the ECS using SSH:

sshd: 192.168.1.3
2. Check/etc/hosts.denylf sshd:all:denyis contained, comment it out.

(1 NOTE

If a rule is set in bothosts.allowandhosts.deny the rule inhosts.allowtakes precedence. For example,
if "sshd: 192.168.1.3" iset inhosts.allowand "sshd:all:deny" is set hosts.deny the ECS allows only
the SSH login from IP address 192.168.1.3.

6.3.6What Should | Do If | Cannot Obtain the Password for
Logging In to My Windows ECS Authenticated Using a Key Pair?

Symptom
A privatekey cannot be used to obtain the password for logging in to a Windows ECS that is
authenticated using a key pair.

Possible Causes

The password fails to inject using Cloudb#siedue to:

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 60



Elastic Cloud Server
FAQs 6 Login and Connectior

A network fault, leading to the failure of the connection from t68&HEo the
Cloudbasdnit server.

No configuration on the image for Cloudbdsé to obtain the password.
Other reasons.

Solution

If logging in to an ECS with Cloudbaseit enabled failed, perform the following operations
to locate the fault:

1. Ensure thaCloudbasdnit has been correctly configured on the image based on which
the ECS was created.

1 If Cloudbaselnit has not been configured, your ECS will not allow customized
configurations, and you can log in to it using the original image password only.

1 TheECSs created using a public image have had Cloudb@sestalled by default.
Therefore, you do not need to install and configure Cloudiéisenymore.

i If your ECS is created using an external image file, install and configure
Cloudbasdnit.

For detils, seelnstalling and Configuring Cloudbaseit.
2. Ensure that the key pair for logging in to the ECS is correct.
The key used for obtaining the passd/must be the key used during the ECS creation.
3. Ensure that DHCP is enabled in the VPC to which the ECS belongs.
On the management console, check whether DHCP has been enabled in the target subnet.

Figure 6-32 DHCP
subnet-01
Summary P Addresses Tags
Subnet Information
subnet-01 £ a9cfod24-ad43-4f75-94d1- o
AZ1 f8ebed57c-dad3-4b01-bcld- [m]
Available 5652b65a-06e6-4248-9d2e (m]
207
2407:c080:120 ®
Gateway and DNS Information
Enabled 192.168.10.1
100.125.1.250, 100.125.129.250 £ (3 day 2 (D

4. Ensure that the ECS has an EIP bound.
5. Ensure thatraffic to and from port 80 is allowed in security group rules.
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Figure 6-33 Security group rules for port 80

Sys-WebsServer

sund Rules Outbound Rules associated Instances

Add Rule Fast-Add Rule Allow Common Ports ind Rul Learn more at ig
Protocol & Port W @ Type Source @
All 1Pva 0.000/0 (@D
All 1Pva ys-webserver @
TCP - 80 Pya 0.00.0/0 D
TCP = 27 1Pva 0000/0 @

6. Check Cloudbastnit logs to identify the cause.
a. Stop the affected ECS and detach the system disk from it.
Figure 6-34 Detaching the system disk
< ecs-13e5-5e7c Start More ¥
V' ecs-13e5-5e7c \MOGB View Monitoring Data Expand Capa[ty
V' pvc-a5913043-9793-4bed-b567-cff7773da274 | Data Disk | 20GB View Monitoring Data Expand Capacity Detach
b. Use a public imagt create a temporary Windows ECS and attach the system disk
detached ir6.ato the ECS.
c. Login to the temporary ECS, open therver Managerpage, choosEile and
Storage Services Volumes> Disks, right-click the offline disk, and choose
Online from the shortcut menu.
Figure 6-35 Setting disk online
MNumber Virtual Disk Status Capacity Unallocated Partition
4 pcs-ldoc (2)
0 Dlﬂlne ! AR nknown
Eﬂng Online
d. Switch to thecloudbaseinit file in /Program Files/Cloudbase
Solution/Cloudbaselnit/log of this disk to view the log for fault locating.
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Figure 6-36 cloudbasenit

Share Fiew

Mame Date modified

|| eloudbase-init 0/9/2020 2:29

6.3.7What Browser Ve rsion Is Required to Remotely Log In to an
ECS?

When you use a browser to remotely log in to an ECS, ensure that the browser version meets
the requirements listed fable 63.

Table 6-3 Browser version requirements

Brow ser Version

Google Chrome 31.075.0
Mozilla Firefox 27.062.0
Internet Explorer 10.011.0

6.3.8What Should | Do If | Cannot Access a Windows Server 2012
OS After Uninstalling Some Software?

Issue Description

Installing applications on a Windows Server 2@ requires .net framework 3.5, and .net
framework 4.5 delivered with the OS must be uninstalled. However, after the uninstallation,
blank screen occurs or OS login fails.

Possible Causes
After .net framework 4.5 is uninstalled, the system mode is chdrayadull to core, and the
system desktop is not enabled.

Handling Method

To handle this issue, perform the following operations to change the core mode back to full:

1. Logintothe ECS.
2. Inthe upper right corner, clicRend CtrlAltDel and start the taskanager.
3. ChooseFile > Run new task

TheCreate new taskpage is displayed.
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Figure 6-37 Creating a new task

= Create new task -

i, Type the name of a program, folder, document, or Internet
S resource, and Windows will open it for you.

Qpen: by

4 This task will be created with administrative privileges.

Cancel Browse...

4. IntheOpentext box, typecmd and pres&nter.
5.  Run the following command to change the system mode from core to full:

Dism /online /enablefeature /all /featurename:ServerGui-Mgmt
[featurename:ServerGui-Shell /featurename:ServerCoreFullServer

6. After about 10 minutes, the system displays a message, asking you whether to restart the
system. In such a case, pr&sto restart the system.

You can access the désg after logging in to the ECS again.

6.3.9How Can | Log In to an ECS After Its System Disk Is
Exchanged with That Attached to Another ECS Running the
Same OS?

Symptom

Two payperuse ECSs run the same OS, for example, both run Windows or Linux. The
system diks attached to the two stopped ECSs are exchanged. After the exchanging, the login
passwords or keys of the ECSs may change. In such a case, how can | log in to the ECSs?

[ NOTE

Before stopping an ECS for disk detachment, release the IP address assign&C® tiseng DHCP so
that ECS can correctly obtain an IP address later. To do so, perform the following operations:

1. Log in to the Windows ECS.
2. Run the following command to release the IP address:

ipconfig /release
This operation will interrupt network connauts and affect the use of the ECS. After the ECS is

restarted, network connections will automatically recover.
Windows

Login methods vary according to the login authentication used on the ECSs. For example,
there are three Windows ECSs with parameterfigumed inTable 64.
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Table 6-4 Parameter configurations

ECS System Disk | Login Password/Key Pair
Authenticatio
n
ecs 01 vol 01 Password or If a password is used for login
key pair authentication, takEcs@01as an
exampeé.

If a key pair is used for login
authentication, take private key file
Keypair_01 as an example.

ecs 02 vol 02 Password Ecs@02

ecs_03 vol_03 Key pair Keypair_03

Scenario 1: System disk vol_01 is detached from ecs_01 offline and then attached to
ecs_@ as the system disk. How can | log in to ecs_027?

After ecs_02 starts up, use its initial passwieed@02to log in to the ECS.

Scenario 2: System disk vol_01 is detached from ecs_01 offline and then attached to
ecs_03 as the system disk. How can | lotpircs_03?

The random password for logging in to ecs_03 must be resolved again. The procedure is
as follows:

a. Delete the initial password for logging in to ecs_03.
Locate the row containing ecs_03, clidiore in theOperation column, and select
Delete Passwrd from the dropdown list. Then, cliclOK.
(11 NOTE
ecs_03 must be iBtoppedstate.
b. Startecs 03.

Locate the row containing ecs_03, clidiore in theOperation column, and select
Start from the dropdown list. Then, in th&tart ECS dialog box, clickOK.

c. Obtain the password for logging in to ecs_03.

i. Locate the row containing ecs_03, clidiore in theOperation column, and
selectGet Passwordfrom the dropdown list.

ii. Click Select Fileand upload private key filkeypair_03 of ecs_03.
iii. Click Get Passwordto obtaina new random password.
d. Use the random password obtained in stéplog in to ecs_03 with the system disk

replaced.
Linux

Login methods vary according to the login authentication used on the ECSs. For example,
there are three Linux ECSs with parameters configur@dhie 64.
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Table 65 Parameter configurations

ECS System Login Password/Key Pair
Disk Authentication
ecs_01 vol_01 Password or key | If a password is used féwgin
pair authentication, takEcs@01as an
example.

If a key pair is used for login
authentication, take private key file
Keypair_01 as an example.

ecs 02 vol_02 Password Ecs@02

ecs_03 vol_03 Key pair Keypair_03

Scenario 1: System disk vol_01 is detachieth ecs_01 offline and then attached to
ecs_02 as the system disk. How can I log in to ecs_027?

Use either of the following methods to log in to ecs_02:
i Use private key fil&eypair_01 (if available) of ecs_01.
i Use the original passwoics@02of ecs_02.

Scenario 2: System disk vol_01 is detached from ecs_01 offline and then attached to
ecs_03 as the system disk. How can | log in to ecs_037?

Use one of the following methods to log in to ecs_03:

T Use the passworlcs@O01(if available) of ecs_01.

T Use private ky file Keypair_01 (if available) of ecs_01.
i Use private key fil&Keypair_03 of ecs_03.

6.3.10Why Does the System Display a Message Indicating that
the Password for Logging In to a Windows ECS Cannot Be
Viewed?

Symptom

Password authentication is required toilogp a Windows ECS. Therefore, a key file is

required to obtain the initial password for logging in to the ECS. HoweverGater
Password(seeObtairing the Password for Logging In to a Windows BE@&Xlicked, the

system displays a message indicating that the password could not be viewed. ECS login was
therefore unsuccessful.

Possible Causes

Possible causes vary depending on the image used totbestndows ECS.

Cause 1: The image used to create the Windows ECS is a private image, on which
Cloudbasdnit has not been installed.

Cause 2: Cloudbadait has been installed on the image, but the key pair had not been
obtained when the Windows ECS wasated.
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Solution

If the issue is a result of cause 1, proceed as follows:

If a private image is created without Cloudb&seinstalled, the ECS configuration
cannot be customized. As a result, you can log in to the ECS only using the original
image passord.

The original image password is the OS password configured when the private image was
created.

If the original image password has been forgotten, use the password reset function
available on th&lastic Cloud Serverpage to reset the password.

If theissue is a result of cause 2, proceed as follows:

a. Locate the row containing the target ECS, chbdre in theOperation column,
and selecRestart.

b. Click More in theOperation column and selecet Passwordto check whether
the password can be obtained.

If the password can be obtained, no further action is required.

If the password cannot be obtained, contact customer service for technical
support.

> >

6.4 Remote Login Errors on Windows

6.4.1What Should | Do If an Authentication Failure Occurs After
| Attempt to Remotel y Log In to a Windows ECS?

Symptom

When a local computer running Windows attempts to access a Windows ECS using RDP (for
example, MSTSC), an identity authentication failure occurs and the desired function is not
supported.

If the error message contains yithe information that an identity authentication failure
occurs and that the desired function is not supported, rectify the fault by following the
instructions provided iolution

If the error message shows that thaltfavas caused by "CredSSP Encryption Oracle
Remediation", as shown Figure 638, the fault may be caused by a security patch
released by Microsoft in March 2018. This patch may affect-R&@ded CredSSP
connetions. As a result, setting up REfased connections to ECSs failed. For details,
seeUnable to RDP to Virtual Mdgne: CredSSP Encryption Oracle Remediation
Rectify the fault by following the instructions providedaifficial Microsoft document
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Solution

Figure 6-38 Failed to set up a remote desktop connection

Remote Desktop Connection X

Q An authentication error has occurred
The function requested is not supported
Remote computer: 23,100.90.18

This could be due to CredSSP encryption oracle remediation
For more information, see https.//go.microsoft.com/fwlink/linkid= 866660

Modify the remote desktop connection settings on the Windows ECS. To do so, perform the
following operations:

1.
2.

Log in to the ECS.

Click Start in the lower left corner, rightlick Computer, and choos@roperties from
the shortcut menu.

In the navigation pane on the left, choBsamote settings

Click theRemotetab. In theRemote Desktoppane, seledAllow connections from
computers running any version of Remote Desktop (less secure)
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Figure 6-39 Remote settings
System Properties X
| Computer Name | Hardware | Advanced | System Protection | Remote |
Remote Assistance

Allow Remote Assistance connections to this computer

| Remote Desktop
Click an option, and then specify who can connect, f needed.
(©) Dont allow connections to this computer

@ Allow connections from computers running any version
Remote Desktop (ess secure)

(*) Mlow connections only from computers running Remote
Desktop with Network Level Authentication (more secure)

Helo me choose

5. Click OK.

6.4.2What Should | Do If the Local Computer Cannot Connect to
My Windows ECS?

Symptom

An error message is displayed indicating that this computer cannot connect to the remote
computer.
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Figure 6-40 Cannot connect to the remote computer

el
==

|‘6} This computer can't connect to the remote computer,

Try connecting again. If the problem continues, contact the owner of
the remote computer or your network administrator.

ok || Hep

Possible Causes

Port 389 of the security group on the ECS is disabled. For detail§isseking Port
Configuration on the ECS

The firewall on the ECS is disabled. For details,Gkeecking Whether the Firelds
Correctly Configured

The remote desktop connection is not correctly configured. For detailShseking
Remote Desktop Connection Settings

Remote Desktop Services are not started. For solutioiGlsseking Remote Desktop
Services

Remote Desktop Session Host is not correctly configured. For detaiSheeking
Remote Desktop Session Host Configuration
Checking Port Configuration on the ECS
Check whether port 3389 (used by default) on the ECS is accessible.
Ensure that port 3389 has been added in the inbound rule.
On the page providing details about the ECS, clickSiurity Groupstab and view port
3389 in the inbound rule of the secuxypup.
Checking Whether the Firewall Is Correctly Configured
Check whether the firewall is enabled on the ECS.

1. Loginto the ECS using VNC available on the management console.

2. Click the Windows icon in the lower left corner of the desktop and choost ol
Panel> Windows Firewall.
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Figure 6-41 Windows Firewall
5l All Control Panel Items - [o =0

:(.> 1 ’@ » Control Panel » All Control Panel terms »

M c| [ Search Control Fanel 2]

Adjust your computer’s settings Wiewby:  Smallicons =

¥ Action Center Administrative Tools 13 AutoPlay
0 Color Management [ Credential Manager D Date and Time
8 Default Programs &4 Device Manager %5 Devices and Printers
B Display @ Ease of Access Center Folder Options
A Fonts Internet Options &, 15CS! Initiator
8 Keyboard € Language F Mouse
5 Network and Sharing Center Notification Area lcons {5 Phone znd Modem
@ Power Options [ Programs and Features @ Region
83 RemoteApp and Desktop Connections % Sound 1B System

2], Tackbar snd Navigation 2] Text to Speech [i# Troubleshooting
8, User Accounts W Windows Firewall ® Windows Update

Click Turn Windows Firewall on or off.
View and set the firewall status.

Figure 6-42 Checking firewall status
" Windows Firewall M

[CEOR: m » Control Panel + All Contral Panelltems + Windaws Firewsll

v c\ [ search Control Panel 2]

Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Intemet or 2 network.

through Windows Firewall

& Change natification settings l ‘@' Private networks Not connected @

) Tum Windows Firewall on or
off l ‘a‘ Guest or public networks Connected @

) Restore defaults

. Metworks in public places such as airports or coffee shops
) Advanced settings

Troubleshoot my network Windows Firewall state On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = Network
Netification state: Do net notify me when Windows Firewall blocks a
new app

See also
Action Center

Network and Sharing Center

To enable Windows firewall, perform the following steps:
Click Advanced settings

Checkinbound Rulesandensure that the following rules are enabled:

i Remote DesktopUser Mode (TCRHn), Public
i Remote DesktopUser Mode (TCRHn), Domain, Private
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Figure 6-43 Inbound Rules
& Windows Firewall with Advanced Security \L‘i-

File  Action  View Help

EIEIEENE

I nooundfiles Mame Group - Profile Ensbled  Action |~ || [nbaund Rules a
? S;‘;:Oct;:nRglec:nty Rules ﬂNetwnrk Discowery (WD BventsSecure-In) Metarnrk Discovery Public Ko Allow i Newhle..
l? Monitorin °Netwark Discowery (WD BventsSecure-In) Metwark Discovery Domain No Allow
P ! @Netwark Discovery (W3D EventsSecure-In) Metwark Discovery Private Ves Allow V' Fiter by Prfile i’
ﬂNetwnrk Discoveny (W3D-In) Metwork Discovery Public No Allow T Filterby State 4
ﬂNetwark Discovery (WSD-In) Metwork Discowvery Dormain Mo Allow T Filter by Broup »
@Netwark Discovery (W3D-In) Metwark Discovery Private Ves Allow
ﬂPerformance Logs and Alerts (DCOM-In) Perfarmance Logs and Alerts  Private, Public No Allow View ’
ﬂPerformance Logs and &lerts (DCOM-In) Performance Logs and Alerts  Domain No Bllow 6 Refresh
ﬂPerfurmance Logs and &lerts (TCP-Ir} Performance Logs and Alerts  Private, Public Mo Allow i BrportList..
ﬂPeﬁormanceLogsandA\em (TCP-Ir) Perfarmance Logs and Aletts  Dornain No Allow E Help
@Remote Desktop - Shadow (TCP-Iny Rernote Desktop Public es Allow
() Rernote Desktop - Shadow (TCP-In Rernote Desktop Domain, Private Yes Allow . Remote Desktop e
User hode (TCP-In) Remate Desktop Ves Allaw - & Disahle Rule
@Remote Desktop - User Mode (TCP-In Rernote Desktop Domain, Private Yes Allow
() Remote Desktop - User bode {LDP-In) Rernote Desktop Domain, Private~ Yes Allow g Gt
@Remote Desktap - User Made (LDP-In) Rermate Desktop Public Wes Bllow B Copy
ﬂRemote Event Log Management (NP-In) Rerote Event Log Manage., Al No Allow K Delete
ﬂRemnlE Event Log Management (RPC) Rerote Bvent Log Manage... Al No Allow D Propeties
°Remote Event Log Managernent (RPC-EPMAR) - Rerote Event Log Manage., Al No Allow
ﬂRemote Event Monitar (RPC) Rernaote Event Monitar Al Mo Bllow E Help
M Rarnnta Fuant hManitar (ROF.EDRAD) Ramnate Fuant hnnitar Al Hn Ao
< ] > >

If the port configured in the inbound rule of the firewall is different from that configured
on the remote server, the remote login fails. In such a case, add the port configured on
the remote server in the inbound rule of the firewall.

For details, seAdding a Port Exception on a Windows ECS Firewall

(1 NOTE

The default port is 3389. If you use another port, add that port in the inbound rule of the firewall.

After performing the preceding operations, try to remotely log in to the ECS again.

Checking Remote Desk top Connection Settings

Modify the remote desktop connection settings of the Windows ECS: adimet
connections from computers running any version of remote desktop (less securg) do
so, perform the following operations:

1. Logintothe ECS.

2. Click Start in the lower left corner, rightlick Computer, and choos@roperties from
the shortcut menu.

3. Inthe left navigation pane, chooRemote settings

4. Click theRemotetab. In theRemote Desktoppane, seledhllow connections from
computers running any verson of Remote Desktop (less secute)
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5.

Figure 6-44 Remote settings

Swstem Properties -

| Computer Hame | Hardware | .ﬁ.dvanced| Femate |

Remate Assistance

Allow Remote Azzistance connections to this computer

Advanced...

Remate Desktop

Chooge an option, and then specify who can connect,

() Don't allaw remote connections to this camputer

(®) Allow remate connections ta this computer

[ ] &llow connections only from computers nnning Remate
Desktop with Metwork, Level Authentication [recommended)

Help me choose Select Users...

0K || Cancel || Apply |

Click OK.

Checking Remote Desktop Services

1.
2.

Open the Windows search box, ergervices and selecBervices

In theServiceswindow, restarRemote Desktop ServicesEnsure thaRemote
Desktop Servicess in theRunning status.
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Figure 6-45 Remote Desktop Services

Services - | o [T
File  Action “iew Help
e EEc Hm v wnw
C Services (Local) O Eoress (Local)
Remote Desktop Services Marne - Description Status Startup Type L~
< Rernote Access Auto Conne... Creates 3 co.. Manual L
Stop the service i Rernote Access Connection.,  Manages di.., hManual L
Restart the service Eermote Dleskbon Confiourat  Femote DL Bunning . Manual L
¥ 3Remo i & . Running  Manual I
Description: 7 Remnote Desktop Services U., Zllows the r., Runming  Manual L
Allows users to connect interactively 5 Rerrote Procedure Call (RPC) The RPCSS...  Rurning  Autornatic r
g’ezk’;";E;;Ed[;’g‘mpé‘::ng;‘;ﬁasym i Remote Pracedure Call (RP...~In Windows. Manual ’
Host Server depend on this service. % Remate Registry Enables rem.. Autamatic (T, L
To prevent remote use of this <. Resultant Set of Policy Provi.. Provides a n.., Manual L
computer, clear the checkboxes on % Routing and Rernate Access  Offers routin. Disabled L
;ﬁs;:;::i;‘;gf ;:i;y;t:mm % RPC Endpoint Mapper Resolves RP.. Running  Automatic I
% Secondary Logon Enables star.. Manual L
&4 Secure Socket Tunneling Pr.. Provides su.. hManual L_
% Security Accounts Manager  The startup .. Running  Autormatic L
i Server Supports fil.,  Running  Sutomatic L
< Shell Hardware Detection Provides no..  Running  Automatic L
&4 Smart Card Manages ac.. Disabled L
G4 Smart Card Device Enumera... Creates soft..  Running  Manual (Trig.. L
< Srmart Card Removal Policy  Allows the 5. Manual L
+ SNMP Trap Receives tra.. Manual L
. Software Protection Enables the ... Automatic (0., o
< m >
', Extended {_ Standard

Checking Remote Desktop Session Host Configuration
1. Open theemd window and entegpedit.msc
2. Click OK to start Local Group Policy Editor.

3. ChooseComputer Configuration > Administrative Templates > Windows
Components> Remote Desktop Services

4. ChooseRemote Desktop Session HostSecurity > Require use of specific security
layer for remote (RDP) connections

Figure 6-46 Require use of specific security layer for remote (RDP) connections
- EI-

1= Local Group Policy Editor
File Action View Help

LN = H T
| Online Assistance -\ Nsany
| Password Synchronization
Require use of specific security Setting State

| Partable Operating Systern
7| Presentation Settings

1 Rernote Desktop Services

layer for remote (RDP) connections 52| Server suthentication certificate template
Set client cannection encryption level

Always prompt for passward upen connection

Not canfigures
Mot canfigures
Mot canfigures

Edit policy setting A

5.

| FD Licensing

I [ Remote Desktop Connection Client
.
| Application Compatibility
% Connections

| Device and Resaurce Redirection

| RD Connection Broker

rnote Session Environment

ession Time Limits

9 Temporary folders

< 1]

Requirements:
At least Windows Vista

Description:
This policy setting specifies
whether te requirethe use of a

| Licensing specific security layer to secure
Printer Redirection = || communications between clients

= and RD Session Hast servers

| Profiles

during Remote Desktop Pratocol
[RDP) connections.

If you enable this policy setting, all
communications between clients
and RD Session Hast servers
during remote connections must

Not canfigures

Da nat allow local administratars to customize permissions
Requirs user authentication far remate connections by using Netwark .

Not canfigures
Not canfigures

| RS Feeds use the security method specified
7| Security Center in this setting, The following v
| Server for NIS " security methads are available: < m >

" Etended / Standard

7 setting(s)

SetRequire use of specifisecurity layer for remote (RDP) connectionso Enabled
andSecurity layerto RDP.
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Figure 6-47 Setting security layer to RDP

o Require use of specific security layer for remote (ROP) connections \;‘i-

EE] Rt use ofspcificsecurty lyer for emote (RDF) conmections [y 1 e

O Not Configured  Comment:

Erabled

O Disabled

Supported on:

Bt least Windows Vista ‘

Optians: Help:

Security Layer This policy setting specifies whether to require the use of a ~

specific security layer o secure communications betuween clients
Choose the securty fayer from the drop-down s, and RD Session Hast servers during Rernate Desktap Pratocel
{RDP) connections.

If you enable this policy setting, all communications between
clents and RO Session Host servers during remate connections
st use the security method specified in this setting, The
following security methods are available:

*Hegotiate: The Negotiate method enforces the mast secure
rethod that s supported by the client. I Transpart Layer
Security (TLS version 1.01s supported, it s used to authenticate
the RD Session Host server, If TLS s not supported, native
Remote Desktap Protocol (RDR) encryption is used to secure
communications, butthe RD Session Host server is not
autherticated.

*RDP: The RDP method uses native RDP encryption to secure

communications between the client and RD Session Host server,
If you select this setting, the RD! Session Host server s not v

6.4.3What Should | Do If | Do Not Have the Permission to
Remotely Log In to a Windows ECS?
Symptom

When | connect a remote desktop to a Windo@s Fhe system prompts that | need the
permission to log in through Remote Desktop Services.

Figure 6-48 Remote login right missing.

Other user

ign in
v default,
group
n't have
this right, or if the right has been remaved from
the Remot you need to be
granted this right manually.

Solution

1. Open theemd window and entegpedit.msc
2. Click OK to start Local Group Policy Editor.
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3. ChooseComputer Configuration > Wind ows Settings> Security Settings> Local
Policies> User Rights Assignment

a. Locate and doubfelick Allow log on through Remote Desktop Service€nsure
thatAdministrators andRemote Desktop Userfiave been added.

Figure 6-49 Allow log on through Remote Desktop Sers properties
Local Group Policy Editor - o=

[

File Action View Help

s nE XEB BT

=/ Local Computer Palicy ~ || Policy - Security Setting ~
B | Access Credential Manager as a trusted caller

p | Software Settings | &ccess this computer fram the nebarork Everyone Administrators..,

4 | Act as part of the operating system

| &dd workstations to domain
UthWH) | &djust mernory quatas far a process LOCAL SERVICENETWO..,

Allowi log on locall Administrators,Users,Ba..,
> o] n through Rernote A 3
. Local Policies [Back up files and directanes Administrators, Backup ..,

[ Name Resolution Palicy
E

I Audit Palic _ ;

= | Bypass traverse checking Everyone LOCAL SER\II(.:.H

I 5 Security Options | Change the s.ystem time LOCAL SER\/’\CE,Admm!..‘

b [0 Windows Firewsall with Advance | Change the time zone LOCAL SERVICE Admini..,
| Create 2 pagefile Administrators

~| Metwark List Manager Policies
| Create a token object

[ [ Public Key Palicies
I [ Software Restriction Policies | Create global ohjects LOCAL SERVICENETWO..,
b [ Application Control Palicies Create permanent shared objects
b & IP Security Policies on Local Co | Create symbolic links Administrators
b [ Advanced Audit Policy Configy | Debug programs Adrninistrators
b gl Policy-based QoS | Deny access to this computer from the network
b [ Administrative Templates | Deny log an as a batch job
4 i User Configuration v | Deny log on as a service
< T > | Deny log on locally w

b. Locate and doublelick Deny log on through Remote Desktop ServiceH the
administrator account exists, delete it.
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Figure 6-50 Deny log on through Remote Desktop Services properties
1=} Local Group Policy Editor I;Ii-

File  Action  View Help

e nE XER B

1= Local Computer Palicy ~ || Palicy “ Security Setting )
4 'f- Create a token object
3 Software Settings Create global objects LOCAL SERVICE,MNETWO...
4 Create permanent shared objects
Create symbolic links Administrators

b | Mame Resolution Paolicy
&l Scrit.s Start.ufShutduwm) Debug prograrns Administrators
4 3| Security Settings Derty access to this computer from the network
4 Lccolupntl. ? L Derty log on as a batch job
4 N Dc:udoitlgl;sic Deryy log on as a service
User Rights Assignment

b [ Security Options
b ] Windows Firewall with Advarce

Derylog on locall

-8 Deny log an through Remote De

Enable cormputer and user accounts to be trusted for delega..,

7 Metwark List Manager Palicies Force shutdawn from a remaote systern Adrninistrators
b ] Public Key Palicies Generate security audits LOCAL SERVICE,NETWO..,
b [ Software Restriction Palicies Impersonate a client after authentication LOCAL SERVICE,METWO. ..
p ] Application Control Policies Increase a process working set Users, Window Manager..,
I lg IP Security Policies on Local Co Increase scheduling priority Administrators
p | Advanced Audit Palicy Configu Load and unload device drivers Administrators
b gl Policy-based Qos Lock pages in remary
I+ [ Adrministrative Temnplates Log on as a batch job Adrninistratars, Backup ...
a4, User Canfiguration v Log on as a service cloudbase-init, NT SERVI...
< o " > anage auditing and security log Administrators v

6.4.4What Should | Do If the System Displays No Remote
Desktop Licen se Servers Available to Provide a License When |
Log In to a Windows ECS?

Symptom

An error message is displayed indicating that there are no Remote Desktop License Servers
available to provide a license and please contact the administrator.

Figure 6-51 No Remote Deskp License Servers available to provide a license

Remote Desktop Connection

il | The remote session was disconnected because there are ne Remote Desktop Licence Servers
"M@ ayailable to provide a licence,
Pleaze contact the server administrator.

Help

Possible Causes
You have installed the Remote Desktop Session Host.

The grace period for Remote Desktop Services is 120 days. If you do not pay for it when the
period expires, the service will stop. Wows allows a maximum of two users (including the
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local user) in remote desktop connections. To allow the access of more users, install the
Remote Desktop Session Host and configure the desired number of authorized users.
However, installing the Remote Dégf Session Host will automatically revoke the original

two free connections. This leads to the preceding fault if desired number of authorized users
has not been configured.

Solution

Precautions

Method 1: Apply for a license for authenticating mulsier sessions arattivate the
ECS. Note that you need to purchase a remote desktop access license from the official
Microsoft website.

For details, seApplying for a License foAuthenticating MultiUser Sessions and
Activating the ECS

Method 2: Delete Remote Desktop Session Host (Windows Server 2008) or Remote
Desktop Services (Windows Server 2012).

After the role is deleted, the ECS allows a maximum of two users (incluatiaglbgin
users) to access.

Method 3: Reconfigure muitiser login after reinstalling or changing the ECS OS.

Windows Server 2008 public images are not supported anymore. If you are using a
Windows Server 2008 ECS, change its OS to a Windows Server 2012 O

Back up data on the system disk before reinstalling or changing the OS.

The operations described in this section apply to the ECSs running a Windows Server
2008 or Windows Server 2012.

The ECS must be restarted during the operation, whighimerrupt services. Back up
data before performing the operation.

Windows Server 2008

1.
2.

Log in to the Windows ECS using VNC available on the management console.

OpenServer Manager, right-click Remote Desktop ServiceanderRoles and choose
Remove Rolegrom the shortcut menu.
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Figure 6-52 Deleting roles

File  &ction ‘iew Help
ke A4 )|

SIS8Y o
23

&_, < View the health of the roles installed on

i
W 4
ff] Fe:
g
= é #| Roles Summary
®) Help

54 Device Manager ~| Roles: 3 of 17 installed

fﬁ’u!- Configurakion _
22 Storage k8 Mebwork Policy and Access Services

L i' Frint and Document Services

Windows Deployment Services

In the displayed dialog box, desel@#mote Desktop Session Hoand clickNext till
you finish the operation.

Figure 6-53 Deselecting Remote Desktop Session Host

Remove Role Services N ‘_ﬂ

~  Select Role Services
=

To remove one or more installed role services for Remote Desktop Services, dear their check boxes:
Confirmation Role services: Description:

Progress Remot-& Desktop Session HosL. M‘M&Mﬂmﬁ wqrermi“l
Resuits 8 R ofSlost Server, enables aserver to host

Windows-based programs orthe full
Windows desktop. Users can connect
to anRD Session Host serverto run
programs, save files, and use network
resources on that server.

More about role services
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4. Click Delete
5. Restart the ECS.

Windows Server 2012

1. Log intothe Windows ECS using VNC available on the management console.

2. OpenServer Manager, chooseManage> Remove Roles and Featuresnd click
Next.

Figure 6-54 Deleting roles and features

(25 Server Manager | = | o

Server Manager * Dashboard

3. Select the destination server and chidxt.
4. DeselecRemote Desktop Services

Figure 6-55 Deselecting Remote Desktop Services

Before You Begin Select one or more roles to on the selected server.
Type Roles Description
- A Active Directory Certificate Services
O Application Server (4D C5) is used fo create
[[] DHCP Server certification authaorities and related
[] DNS Server role services that allow you to issue

and manage certificates used ina

[ Fax Server variety of applications.

[8] File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Metwerk Policy and Access Services
[7] Print and Document Services
[[] Remote Access
I [] Remote Deskiop Services
[] Valume Activation Services
[[] Web Server (1I5)

[] Windows Deployment Services

[} Windows Server Essentials Experience

[] Windows Server Update Services

5. Click Delete
6. Restartthe ECS.

6.4.5What Should | Do If the System Displays Error Code 0x112f
When | Log In to a Windows ECS?

Symptom
When | log in to a Windows ECS, the system displays error code 0x112f.
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Figure 6-56 Error message (ced0x112f)

@. Because of a protocol error (code: 0x112f), the remote session will be disconnected.
A >

" Please try connecting to the remote computer again.

Possible Causes

The ECS memory is insufficient.

Solution
Method 1 (recommended)

Modify the ECS specifications to increase the vCPUs and memory size. For instructions
about how to modify ECS specifications, s&eneral Operations for Modifying
Specifications

Method 2
Enable virtual memory on the ECS to obtain its idle memory.

For instructions about how to enable virtual memoryHae Can | Enable Virtual
Memory on a Windows ECS?

(1 NOTE

This method will deteriorate the disk I1/O performance. Therefore, use this method only when necessary.

6.4.6What Should | Do If the System Displays Error Code 0x1104
When | Log In to a Windows ECS?

Symptom

The system displays an error message indicating that a protocol error (code: 0x1104) is
detected when | use MSTSC to access an ECS running Windows Server 2008.

Figure 6-57 Protocol error (code: 0x1104)

Remote Desktop Connection m

P

@ disconnected.
Please try connecting to the remote computer again.

e o . 4 & 5
(@] Because of a protocol error detected at the client (code 0x1104), this session will be

[ ok || Hep |
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Possible Causes

Port 33® of the security group on the ECS is disabled.
The firewall on the ECS is disabled.

Port 3389 on the ECS is used by other processes.
The Remote Desktop Session Host is incorrectly configured.

Solution

Step 1 Check security group settings.

Check whether port 3389 allowed in inbound direction. If it is, go &iep 2

Step 2 Check whether the firewall is disabled:

1. Login to the Windows ECS.

2. Click the Windows icon in the lower left corner of the desktop and choosgol
Panel> Windows Firewall.

Al Control Panel Items [= 1o =

£

W Action Center
El Color Management
&g Default Programs

B Display

i Fonts

g Center

(L, Taskbar and Navigation

82, User Accounts

%) RemoteApp and Desktop Connections & Sound

(=~ 1 ‘Isﬂ» Control Panel » All Control Panel Iterns » v earch Control Pane

Adjust your computer’s settings Viewby: Smallicons =

() Administrative Tools g AutoPlay

@ Credential Manager  Date and Time

) Device Manager #h Devices and Printers
@ Ease of Access Center § Folder Options

‘.;"\ Internet Options QISCE nitiator

€% Language ¥ Mouse

B Notification Area lcons ] Phone and Modem
{8l Programs and Features @ Region

3. Click Turn Windows Firewall on or off.
View and set the firewall status.

®

« ~ 1 | @@ » Control Panel » All Control Panel lterns » Windows Firewall v ¢

Control Panel Home

# Restore defaults

% Advanced settings

Troubleshoot my network

Action Center

Network and Sharing Center

Windows Firewall [- =l

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Update your Firewall settings

Windows Firewall is not using the recommended

| % Use recommended settings |
settings to protect your computer. [ Use recom SN

What are

l &) Private networks Not connected (~

. &) Guest or public networks Connected (&)
Networks in public places such as airports or coffee shops

Windows Firewall state: off

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: Network

Notification state: Do not notify me when Windows Firewall blocks a
new app

If the firewall is enabled, go tBtep 3

Step 3 Log in to the ECS using VNC and check the port.

1. Open theemd window and run the followingommand:

)
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netstat-ano |[findstr: 3389

Figure 6-58 Checking port 3389

o] Administrator: Command Prompt \;li—

icrosoft Windows [Version 6.3.96081]
Kc>» 2013 Microsoft Corporation. All rights reserved.

istrator>netstat —ano ifindstr 3389
h.0.0.0:8 LISTENING
[zz1:08 LISTENING

C: sers\idninistrator>

As shown inFigure 658, port 3389 is used by the process with ID of 4.
2. Open Task Manager and find the process with ID of 4 is the System process.

3. Generally, thdlS and SQL Server run as the System process. Run the following HTTP
command for further check.

netsh http show servicestate

Figure 6-59 Checking System process

. Administrator; Command Prompt

Snapshot of HTTP service state (Server Session Uiew):

Max bandwidth: 4294%9672%5%
Timeouts:
Entity hody timeout (secs):
Drain entity hody timeou
Request gueue timeout
le connection timeou
Header wait timeout (s
Minimum send rate {(hytes/secl:
URL groups:
URL group ID: FEBRHBBEBA40000801
State: Active
Request gueue name: Request gqueue is unnamed.
Properties:
Max bandwidth: inherited
Max connections: inherited
Timeouts:
Timeout values inherited
i red URLs: 3

4. If port 3389 is used by HTTP protocols, it indicates that the port is used by IIS.

5. Enterhttp://127.0.01:3389in the address box of the browser and pEager. Check
whether the website can be visited normally for verification.

6. Change the port used by IIS and restart IIS.

Step 4 If no error occurs during the preceding steps, go toStiep 5to check whether error 0x1104
is caused by the configuration of Remote Desktop Session Host.

Step 5 Check the remote desktop session host configuration.

1. Logintothe ECS using VNC.
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5.

Open theemd window and entegpedit.msc
Click OK to start LocalGroup Policy Editor.

ChooseComputer Configuration > Administrative Templates > Windows

Components> Remote Desktop Services

Figure 6-60 Remote Desktop Services

File Action View Help

EIEEEN R

[ ) Computer Configuration

OfbWare Jettngs

& ] Windows Settings

:
~| Control Panel
| Metwark,

| Printers

; L= 1
=] ||| Windows Components ]

| Ackive Directory Federation Set
* Activest Installer Service
| Application Compatibiity
| AutoPlay Policies

| Backup

| Biometrics

| EitLocker Drive Encryption

~| Credential User Interface

| Desktop Gadgets

| Deskkop Window Manager

| Digital Locker

| Evert Forwarding

| Event Log Service

| Event Viewer

| Game Explarer

| HomeGraup

Remote Desktop Services

£3|

Description:

Controks configuration of Remote
Desktop Services technologies that
enable access to a server running
Windows-based programs or the full
Windows desktop

=

=

=

_: Local Computer Palicy = . Windows Components

Setting ﬂ

| Metwark Projector
| Onling Assistance
| Parental Contrals
| Password Synchronization

"|RS5 Feads

| Security Center

| Server for NIS

| Shutdown Options

| Smart Card

| Sound Recorder

| Tablet pC

| Task Scheduler

| Windows Anytime Uparads

| Windows Calendar

| Windows Color System

| Windows Customer Experience Improvement Pro

| 'windaws Defender

| Windows Error Reporting

| Windows Explarer _lj
2

1! |

-
4 | »

Extended A Standard /

Remote Desktop Session HostSecurity.
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Figure 6-61 Remote (RDP) Connection requires the use of the specifiedtgéayer

B Local Group Policy Editor _[Olx

Fle Action View Help

e= 7 ml=lHElT
| MetMesting A
“| Metwork Access Protection [

Metwork Frojector Require use of specifi ity S State
= Onling Assistance layer for remote (RDP) connections erver Authentication Certificats Template Mot canfigured
=1 - et clisnt connection encryption level Mot canfigured
_ Parental Controls " =
" Passward Synchronization Edt polcy setting -] Always prompt for password upon connection Not configured
Presentation Settings Requirements: ured
7 | Remote Deskkop Services At least Windows Vista
| RO [icensing ription: 0 not allow local administrators bo custamize permissions Mot configured
|_Remote Desktop Connection Client Specfies whether to require the use quire user authentication for remate connections by using Net,. Mot configured
=l [ Remote Desktop Session Host of a specific security layer to secure
" Application Compatibility ‘communications between dlients and
Connections RD Session Host servers during
- Remote Desktop Protocol (RDP)
| Device and Resource Redrection connections.
“ Licansing
~ Prinker Redirsction If you enable this setting, all -
Profiles communications between dients and
= o RD Session Host servers during
~ RD Connetion Sroker remote connections must use the
Remate Session Environment security method specified in this
setting. The following security
= Session Time Limits methods are avallable:
. Temporary folders * Negotiate: The Negotiate method
| RSS Feeds enforces the most secure method
| Security Center that is supported by the client. If
1 Server for NIS Transport Layer SECUTE? (ms)
= wversion 1.0 is supported, it is used to
1 Shutdown Gptiens authenticate the RD Session Host
| Smart ard _I;I server. If TLS is not supported. |« | i
—

141 Extended  Standard

[7 setting(s)

6. SetRequire use of specific security layer for remote (RDP) connections Enabled
andSecurity layerto RDP.

Figure 6-62 Setting security layer

EMRequire use of specific security layer for remote (RDF) cONnections [ oi=]
[ Require use of specific security layer for remote (ROP) connections Brevious Setting | Blext Setting |
7 Mot Configured Comment |
& Enabled
 Dizabled I -]
Supported oni |At|eastWindows\/is\:a =1
Optians: Help:
Secarity Layer] Specifics wihether o require the Use of @ specific security laper fo =
secure communications betwesn clisnts and RD Session Host
Choose the security Tayer frorm the drep-dawn list, servers during Rermote Desktop Protocol (ROP) connections.
TF wou enable thiz setting, all cormmmunications between clients and
RO Seazion Host servers during remote connections must use the
security rmethod specified in this setting. The following security
rrethods are available:
* Megotiate: The Megatiate method enforces the most secure
rrsthod that iz supported by the client, If Transport Layer Security
ETLSE) wersion 1.0 is supported, it is used to authenticate the RD
Session Host server, IF TLS is not supported, native Remote
Desktop Protacal (ROP) encrnyption is used ta secure
cammunications, but the RD Session Haost server is not
authenticated,
*ROP: The RDP method uses native RDP encnption to secure
cammunications between the client and RD Session Host sercer, If
wou select this setting, the RD Session Host server is not
authenticated,
|
=1 | Cancel Apply |

7. Click OK.

8. After the configuration is complete, open tirad window.

9. Run the following command to updatetgroup policy:
gpupdate
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Figure 6-63 Updating the group policy

&) Administrator: C\Windows' system32\cmd exe

Hicrosoft Windows [Uersion 6.1.76811
Copyright {c) 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\idninistrator>gpupdate
lipdating Policy...

ser Policy update has completed successfully.
Computer Policy update has completed successfully.

C:\Users™idministrator?,

—End

6.4.7What Should | Do If the System Displays Error Code
122.112... When | Log In to a Windows ECS?

Symptom

The system displays error 122.112... when | use RDC to locally access an ECS running
WindowsServer 2012. The ECS is frequently disconnected and the Windows login process is
unexpectedly interrupted.

Possible Causes
1. System resources are insufficient or unavailable.
2. The services cannot be started.

Solution

Step 1 Check system logs.
1. Logintothe ECS usqnVNC.

[
2. Click F to start the service manager and cha®dministrative Tools > Event
Viewer > Windows Logs> System> Filter Current Logs.
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3.

Figure 6-64 Event viewer

File  &ction  View Help

e 7

E Event Wiewer {Local)
b [ Custorn Wiews

% Application

] Security

E

=] Forwarded Events
3 .:E Applications and Services Lo
.E Subscriptions

Number c

Lewel  Datea.. Source Event.. Task Category ~
(DInf. 6920 Service Cont.. 7036 Mane
(Dinf.. 620, Service Cont.. 7096 Mone
@\nf... 6/9/20...  Service Cont.. T036 Mone
@\nf... 6/9/20...  Service Cont.. T036 Mone
(Dinfe. 69420 Service Cont.. 7040 Mane
(Dinf.. 6920 Service Cont.. 7036 Mone
@\nf... 6/9/20...  Service Cont... 40 Mone
<] [ HE
Event 7036, Service Control Manager x
General | Details
A

Log Mapme: Systern
Source;

Ewvent ID: 7036

Lewel: Infarmation
<

<] [T >

Service Control Manager

The 'Windows Modules Installer service entered the stop,

Logged
Task Cz

Keywar ™
>

| Actions

= Open Saved Log...

Clear Log...

Properties
@ Find...

Wiews
@ Refresh

E Help

Event Properties

E] Attach Task To Thi
Ey Copy

¥ Create Custom Wiew..,

Irnport Custom Views...

T Filter Current Log..,

B Save All Bvents Az,
Attach a Task To this Log.

iEkentia036sS eniceitonollianisss

4

s Event...

Creates a filter,

In theEvent Levelpane, select event levels.
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Figure 6-65 Filtering logs

Filter Current Log -

Filter | wpaL

Logged: |.ﬂ.nytime V|

Buent level: Critical Warning Werhose

Error Infarmation

Event logs: |System

Ewent sources: | El

Includes/Excludes Bvent IDs: Enter 1D numbers andfor 1D ranges separated by commas, To
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

|<AIIEventIDs> |

Task categary: |

Keywards: | El

User: |<AII Users» |

Computer(s): |<AII Computers = |

Clear

| (018 || Cancel |

4. Search for login logs.
Step 2 Check the usagef host resources.

1. ChooseStart > Task Manager> Performance
2. Check usage of CPU and memory.

Step 3 Check whether the purchased Windows ECS is with 1 vCPU and 1 GB of memory.
If it is, change the flavor or stop unnecessary processes.

—End

6.4.8What Should | Do If the System Displays Invalid Certificate
or Associated Chain When | Log In to a Windows ECS from a
Mac?

Symptom

When | use Microsoft Remote Desktop for Mac to remotely access a Windows ECS, the
system displays invalid certificate or associated chain.
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Figure 6-66 Microsoft Remote Desktop for Mac

MaC App Store Preview What's New What is 05 X 05 X Apps e M S hiorices

Microsoft Remote Desktop
By Microsoft Corporation
Open the Mac App Store to buy and download apps.

Description

With the Microsoft Remote Desktop app, you can connect to a remote PC and your work resources from almost

anywhere. Experience the power of Windows with RemoteFX in 2 Remote Desktop client designed to help you get
your work done wherever you are
@ Getting Started

Configure your PC for remote access first. Download the RDP assistant to your PC and let it do the work for you
https:/ /aka.ms/rdsetup
Learn more about remote desktop apps here: https://aka.ms/rdapps

View in Mac App Store Features

- Access to remote resources through the Remote Desktop Gateway

Due to the particularity of the Mac system, | need to perform internal configurations on Mac
and the Windows ECS to ensure successful remote connection. When | log in to the Windows
ECS using Microsoft Remote Desktop for M system displays an error message

indicating that the certificate or associated chain is invalid.

Figure 6-67 Invalid certificate or associated chain

The certificate or associated chain is not
valid.

. ! Do you want to connect to this computer anyway?

e
Cancel =

Possible Causes

The group policy setting is incorrect on the ECS.

Procedure

1. Onthe menu bar in the upper leftger, choos&DC > Preferencesto open the
preference setting page of the Microsoft Remote Desktop.

Figure 6-68 Preferences setting

o G File Edit View Help
About Remote Desktop Connection

Preferences...
Services

Hide RDC
Hide Others
Show All

Quit RDC

Computer:l I Connect

(Examples: MyPC, name.microsoft.com, “
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SelectSecurity and modify the parameter settings according the following figure.

Figure 6-69 Security setting

' @ Security

RAEE )] o= & @ 3

Login Display Keyboard Sound Drives Printers Applications Security

I Authentication verifies that you are connecting to the correct
Windows-based computer.

Authentication might require you to type a full computer name to
connect. Example: computer.example.com.

Remote computer authentication: |—

Always connect, even if authentication fails
0 Warn me if authentication fails
Do not connect if authentication fails

Remotely connect to the WindoWCS again. If the error messdgealid certificate
or associated chains still displayed, go td.

Log in to the Windows ECS using VNC.
PressVin+R to start theDpentext box.
Entergpedit.mscto access the Local Growlicy Editor.

In the left navigation pane, chooSemputer Configuration > Administrative
Templates> Windows Components> Remote Desktop Services Remote Desktop
Session Host Security.

Figure 6-70 Remote Desktop Session Host

Local Group Policy Editor

File Action  View Help
e HE = Bm T
_ Metwark Access Protection ~

“ Metwork Projector
% OneDrive

~ Security
Select an item to view its description,  Setting

“| Online Assistance
7| Password Synchronization
* Portable Operating Systern
7 Presentation Settings
.
| RD Licensing
Remote Desktop Connection
= Application Compatibility
“ Connections

b
4

9 Device and Resource Redirecti
9 Licensing
7 Printer Redirection
7 Prafiles
9 RD Connection Broker
b [ Remote Session Environment
Securi
7 Session Time Limits
 Temparary folders

< m >

7 settingts)

=] Server authentication certificate termplate

[i£] Set client connection encryption level

[i2] Ahways prompt for password upon connection

1] Require secure RPC communication

12| Require use of specific security layer for remote {RDP) connections

|i£] Do not allow Iocal administratars to custamize permissians

[i2] Require user authentication for remate connections by using Network ...

% Extended { Standard

8. Moadify the following parameters ggompted:
T EnableRequire use of specific security layer for remote (RDP) connections
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Figure 6-71 Require use of specific security layer for remote (RDP) connections

A Require use of specific security laver for remote (RDP} connections

E} Require use of specific security layer for rermote (RDP) connections

| Previous Setting ‘ | Mext Setting |

_I:I-

() Mot Configured Cornment:

Supported 00t [ ap oast Windows Vista

Options:

Help:

Security Layer ’FWP—V| |

Choose the security layer from the drop-down list,

This policy setting specifies whether to require the use of 3
specific security layer to secure cormmunications between clients
and RD Session Host sereers during Rernote Desktop Protocal
(ROP) connections.

Ifyou enable this policy setting, all communications between
clients and RD Session Host servers during remote connections
rust use the security method specified in this setting, The
following secutity methods are available:

* Negotiate: The Negotiate method enforces the most secure
rethod that is supported by the client, If Transport Layer
Security (TLE) wersion 1.0 15 suppaorted, it is used to authenticate
the RD Session Host server, f TLS is not supported, native
Rernote Desktop Protocol (RDP) encryption is used to secure
communications, but the RD Session Host server is not
authenticated.

*RDP: The RDP tmethod uses native RDP encryption to secure
comenunications between the client and RD Session Host server,
If you select this setting, the RD Session Host server is not

DisableRequire user authentication for remote connections by using Network

Level Authentication.
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Figure 6-72 Remote connection authentication

A Require user authentication for remate connections by using Netwark Level Authent..‘l;li-

E Require user authentication for remote connections by using Metwork Level Authentication

Previous Setting

) Not Configured Comment:

Supported 0Nt [ o jeqst Windows Vista

Options: Help:

This policy setting allows you to specify whether to require user |~
authentication for rermote connections to the RD Session Haost
server by using Metwork Level Suthentication, This policy setting
enhances security by requiring that user authentication occur
eatlier in the rerote connection process,

If wou enable this policy setting, only client computers that
support Metwork Level Authentication can connect to the RD
Session Host server,

To determine whether a client computer supports Metwark Level
Authentication, start Rermote Desktop Connection an the client
computer, click the icon in the upper-left comer of the Remote
Desktop Connection dialog box, and then click About. In the
About Rermote Desktop Connection dialog box, look for the
phrase NMetwork Level Authentication supported,

If you disable this policy setting, Network Level Authentication is
niot required for user authentication befare allowing remote

| oK H Cancel H Apply |

9. Close the group policy editor and restart the ECS.

6.4.9What Should | Do If the System Displays a Message
Indicating Invalid Credentials?

Symptom
When a local PC running Windows attempts to access a Windows ECS using RDP (for
example, MSTSC), the system displays a message indicating that the credentials are invalid.

Solution

Perform the following steps to rectify the fault. After completing each step, try to access the
ECS to check whether the fault is rectified. If the fapeltsists, go to the next step.

Step 1: Change Network Access Policy
Step 2: Modify Credentials Delegation
Step 3: Stthe Credentials of the Local Server

Step 4: Disable Password Protected Sharing

Step 1: Change Network Access Policy
1. Login tothe ECS using VNC on the management console.

2. ChooseStart > Run. In theRun dialog box, entegpedit.mscand clickOK to start
Local Group Policy Editor.
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4.

Figure 6-73 gpedit.msc

Type the narme of a prograrn, folder, document, or Internet
resource, and Windows will open it foryou,

=]

[

F' This task will be created with administrative privileges,

Opent I gpedit.ms]

(] 4 Cancel Browese..,

ChooseComputer Configuration > Windows Settings> Security Settings> Local
Policies> Security Optionsand locateNetwork access: Sharing and security model
for local accounts

Figure 6-74 Locating the network access policy

B Local Group Palicy =] B3
File Action ¥iew Help
ads Al [mlt AERERN? o
1=/ Local Computer Palic Folicy = [ Security Setting [ ]
= | Computer Configuration Nebwork access: Do not allow anonymous enumeration of SAM ac... Enabled
Metwark access: Do not allow anonymaus enumeration of SAM ac... Disablsd
=) (7] Windaws Settings Nebwork access: Do not allow storage of passwords and credenti... Disabled
| Mame Resolution Policy Metwork access: Let Everyone permissions apply ko anonymous u...  Disabled
=i utdnwn) Mebwark access: Named Pipes that can be accessed anonymously
BB Metwark access: Remately accessible registry paths SystemiCurrentControlSe.
A, Account Policies ;
= Mebwork access: Remotely accessible registry paths and sub-paths  SystemiCurrentControlSe. .
' = Py Mebwark access: Restrict anonymous access to Mamed Pipes and ... Enabled
* sz Dights Acsignment Not Defined
| i =TSR Advanc Mot Defined
j Metwark List Manager Policies Mebwark securiby: Allow LocalSystem NULL session Fallback Mot Defined
| Public Key Policies Mebwark Security: Allow PKIJZU suthentication requests ko this co... Mok Defined
Software Restriction Policies MNetwork security: Configure encryption types allowed for Kerberos  Not Defined
" Application Cantrol Policies Mebwork security: Do not store LK Manager hash value on next ... Enabled
.g 1P Security Policies on Local Co Mebwork security: Force logoff when lagon hours expire Disabled
~| Advanced Audit Policy Config Metwark security: LAN Manager authentication level Mot Defined
iy Folicy-based oS Mebwork security: LDAP client signing requirements Negatiate signing
| Adrinistrative Templates Nebwork security: Minimum session security for NTLM SSP based (... Require 128-bit encryption
B 4 User Configuration Metwork securiby: Minimum session security for NTLM SSP based (... Require 128-bit encryption
- Sn.ftware Settings Mebwark security: Restrick MTLM: Add remaote server exceptions F... Mok Defined
= delrr:jir?il;fr:t?:gr;g;mplates Metwark security: Restrick MTLM: Add server exceptions in this d.., ok Defined
- Mebwork securiby: Restrict MTLM: Audit Tncoming MTLM Traffic Mot Defined
Mebwork securiby: Restrict NTLM: Audit NTLM authentication in thi...  Not Defined
Mebwark securiby: Restrick NTLM: Incorming WTLM traffic Mok Defined
Metwark securiby: Restrick MTLM: MTLM authentication in khis dom... Mok Defined
ﬂ—l ﬁ Mebwnrk sty Restrick MTIM: Ooboninn MTIM Fraffic bo remnt. Mok Defined j
| \

SelectClassic- local users authenticate as themselvesid clickOK .
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Figure 6-75 Changing the network access policy

Metwork access: Sharing and security model for local accounts Pr...

Local Securty Setting I E =plain |

j. Metwork access: Sharing and security model for local accounts

[k I Cancel Ay

Step 2: Modify Credentials Delegation
1. Logintothe ECS using VNC on the management console.

2. ChooseStart > Run. In theRun dialog box, entegpedit.mscand clickOK to start
Local Group Policy Editor.

3. ChooseComputer Configuration > Administrative Templates > Systemand locate
Credentials Delegation
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Figure 6-76 Locating the network access policy

B Local Group Policy Editor

File Action View Help

&= Fe|BET

=/ Local Computer Polic: |
=) i) Computer Configuration
| Software Settings

7T Control Panel
| Metwork
_ Audit Pracess Creation
| Credsntials Delegation
_ Device Installation
| Disk MY Cache
| Disk Quotas
~ Distributed COM

=] ES

Setting |

Credentials Delegation State |

| Disk WY Cache

| Disk. Quotas

1 Distributed CoM

| Driver Installation

| Enhanced Storage Access
7 Filesystem

| Folder Redirection

| Group Palicy —
_| Internet Communication Management.

~| Driver Installation

~ Erhanced Storage Access e
| Filesystem

*| Folder Redirection
| Group Palicy
~| Internet Communication
| i5sl
KDC

| Kerberos

| Locale Services

| Logon
~ Met Logon

~| Petfarmance Control Panel = P | |
K | LlJ Extended A Standard /

Jiscsl

JkpC

| Kerberos

| Locale Services

| Logon

"I et Logan

| Performance Control Panel
| Power Management

| Recovery

| Remate Assistance

| Remote Procedure Call

|15 setting(s)

Doubleclick Allow Delegaing Saved Credentials with NTLM-only Server
Authentication and clickOK .

Figure 6-77 Allow Delegating Saved Credentials with NTLdly Server Authentication

Local Group Policy Editor i [=] E3

File  Action View Help

= 2ml=Hm7

4__’ Local Computer Palicy
= & Computer Configuration
_| Software Settings
| Windows Settings
Administrative Templates
| Control Panel
| Network
| Prinkers
= [ System
| Audit Process Creation
| Credentials Delegation
| Device Installation
| Disk WY Cache
| Disk Quatas
| Distributed COM
| Driver Installation
| Enhanced Storage Access s
| Filesystem
| Folder Redirection
| Group Palicy
~| Internet Communication M:
15C31
KDC
Kerberos

|»

| Locale Services
Logaon
| Met Logon

_| Perfarmance Control Panel =

I Credentiaks Delegation

Select an tem to view its description. Setting | Statke |
i=| Allow delegating default credentials with WTLM-only server authe.,,  Not configured
&llow Delegating Default Credentials Hot: configured

Encryption Oracle Remediation

Allow Delegating Fresh Credentials

Allow Delegating Fresh Credentials with NTLM-only Server Authe...
Allowy Deleasting Saved Credentisl

Allow Delegating Saved Credentials with NTLM-only Server Authe. ..
Deny Delegating Defaulk Credentials

Deny Delegating Fresh Credentials

Deny Delegating Saved Credentials

Mat configured
Tat configured
ot configured
Hot: configured
Mat configured
Tat configured
ot configured
Hot: configured
Mat configured

i=| Restrict delegation of credentials to remote servers

Extended A Standard /

11 setting(s)

SelectEnabled and enteTERMSRV/*

indicates the terminal servemming on all computers.

in theShow Contentstext box. TERMSRV/*
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Figure 6-78 Enabled

anllow Delegating Saved Credentials with NTLM-only Server Authentication

E Allow Delegating Saved Credentials with NTLM-only Server Authentication Paisius S Next Setting |
" Mot Configured Comment: =l
&+ Enabled
" Disabled =
Supported ont A fea st Wind ows Vista ;I
Options: Help:
Show Contents [_ O] =] I
Add servers to the list: | Showy.., I
Add to the list:
¥ Concatenate OS5 defaults with input abowve SEIvErs ia ine s
Walue
4 [TERMsRVA |
]
*
Ok LCancel
| |,
For Exarmple:
TERMSERY/hosthurnanresources.fabrikam.com Terminal server
TERMERW/™ Terrninal server running on all machines, I
TERMSRY/  humanresources fabrikarn.corm Terminal sereer
running on all machines in humanresources.fabrikarm.com ||
-

0K | Cancel | Apply |

6. Refresh the group policy for the settings to take effect.

7. ChooseStart > Run. In theRun dialog box, entegpupdate /forceand pres©K to
update the group policy.

Figure 6-79 Updating the group policy

5. ] indows' system32h gpupdate.exe
Updating Policy...

Uzer Policy update has completed succezssfully.

Step 3: Set the Credentials of the Local Server

1. Open the control panel on the local server and chGosgential Manager > Windows
Credentials.
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Figure 6-80 Credential Manager

[B Credential Manager [_[O]x
‘; (_;,v ‘@ - Contral Panel ~ All Control Panel Items ~ Credential Manager Al I Search Control Panel (2]
@

Control Panel Home -

Store credentials for automatic logon

Use Credential Manager to store credentials, such as User names and passwords, in vaults so you can easiy log on to
computers or websites.

*IQZ‘J[‘ wWindows ¥ault

| Default wault location
=

Restors vault

Windows Credentials Add a windows credential

Mo Windows credentials.

Certificate-Based credentials Add a certificate-based credential

Mo certificates.

Generic Credentials Add a generic credential

Mo generic credentials,

2. Check whether the credential of the target ECS is contained in the Windows credentials.
If no, add a credential.

Figure 6-81 Add aWindows Credential

[B Add a Windows Credential

g( )v | = Al Control Panel Ikems - Credential Manager = Add a Windows Credential - l‘nl I Search Contral Panel

Type the address of the website or network location and your credentials

Make sure that the user name and password that vou bype can be used to access the location,

Inkernet or network address
(.0, myserver, server COMpany ,camj: Il

User name: I

Password: I

OF: | Caneel |

Step 4: Disable Password Protected Sharing
1. Logintothe ECS.

2. ChooseStart > Control Panel > All Control Panel Items > Network and Sharing
Center > Change advanced sharing settings

3. InthePassword protected sharingpane, selecturn off password protected sharing
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Figure 6-82 Turn off password protected sharing

o advanced shating settings
€ v 4 4 + Control Panel > All Control Panel ltems » Metwork and Sharing Center > Advanced sharing settings
Private
Guest or Public (current profile)
All Networks
Public folder sharing

When Public folder sharing is on, peaple on the netwark,including homegroup members, can
access files in the Public folders.

(O Tum on sharing so anyone with network access can read and write files in the Public folders

(® Tum off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the network,

Chaose media stieaming options...

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files printers atached to this computer, and the Public folders. To give
other people access, you must tum off password protected sharing.

(® Tum on passward protected sharing
(O Tum off password protected sharing

Cancel

4. Click Save changes

- o X

v & Search Control Panel p

A

6.4.10What Should | Do If an Internal Error Occurs When | Log

In to My Windows ECS?

Symptom

When | attempted to log in to my Windows ECS using MSTSC, the system diaplaysor

message indicating an internal error.

Solution
1. On the local server, ruemd as an administrator.
Run thenetsh winsock resecommand.

Administrator: C:\Windows \system32\cmd.exe

Microsoft Windows [Uersion 6.1.76811]
Lopyright (c) ZBMY Microsott Corporation.

GC:\lsers\Administratornetsh winsock reset

Sucessfully reset the Yinsock Catalog.
You must pestart the computer in order to complete the reset.

3. Restart the local server.

ALl rights reserved.

If you still cannot log in to the ECS using the preceding methods, check whetlarathe
network is accessible. If not, change the network (for example, switch to a mobile hotspot)

and check whether you can remotely log in to the ECS.
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If the fault persists after the preceding operations are performed, record your resources and
the time vhen the fault occurred. Then, cliSlervice Ticketsin the upper right corner of the
management console, chodaeate Service Ticket and submit a ticket for technical

support.

6.4.11How Can | Troubleshoot a Disconnected Session Because
of a Protocol Error When | Log In to a Windows ECS?

Symptom

An error message is displayed indicating that the remote session will be disconnected because
of a protocol error.

Figure 6-83 Protocol error

Remote Cesktop Ma

Because of a protocol error, this session will be disconnected. Please try connecting to the remote
computer again.

Possible Causes
The registry subkey Certificate is damaged.

Solution
1. IntheRun dialogbox, enteregedit and clickOK to open the registry editor.

Figure 6-84 Opening the registry editor

ERun

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it far you,

Open: I rEgEditi j

) This task will be created with administrative privileges,

QI Cancel | Broniyse,., |
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2. ChooseHKEY_LOCAL_MACHINE > SYSTEM > ControlSet001> Control >
Terminal Server > RCM.

3. DeleteCertificate.

Figure 6-85 Deleting Certificate

REG_DWORD CRFFFFFAIT (4294907295

= LacAL_M kol TiEontr ol Terminal Sarva e =

4. Restart the ECS.

5. ChooseStart > Administrative Tools > Remote Desktop Services Remote Desktop
Session Host Configuration

Figure 6-86 Opening Remote Desktop Session Host Configuration

Remote Desktop Services Manager

. Component Services
;{ Computer Management
E Data Sources (ODEC)
12| Event Viewer

& 50 Initistar

i Local Security Policy
7 Ny e Metwork Policy Server
'@ Inbernet Explorer 4 L (%) Performance Moritor

o
o 52 @ Print Managerment

E Routing and Remate Access

iConfigure Remote Desktop Session Host settings

==,

Adrinistratar i Security Configuration Wizard
i: Setver Manager
Docurnents 2. Services

'35 Share and Storage Management
Computer ‘¥ Storage Explarer
System Configuration
(7) Task Scheduler
ﬂ; ‘windows Deployment Services
ﬂ windows Firewall with Advanced Security

HMetwork.
Control Panel

Devices and Printers @ ‘Windows Memory Diagnostic
2] Windows PowerShell Modules
D @ ‘windows Server Backup

Help and Suppork

Run...

3 All Programs Windows Security

ISearch programs and Files Logoff | »
[rstart a -
o By B

6. Rightclick RDP-Tcp and choos®roperties. In the displayed dialog box, clickeneral
and seSecurity layerto RDP Security Layer.
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Figure 6-87 RDP-Tcp properties

File  Action Wiew Help
LAl
ﬁ RD Session Host Cnnﬁguratlnn’ Configuration for server:

3 Licensing Diagriosis c0s-20092n-420652

This zerver is configured for Remate Desktop for Administration.
You can use Aemate Desktop Session Host Configuration taal to configure settings for new connections, madify the settings of
existing connections, and delete connections. You can configuresettings on a per-connection basis, or for the server as a whale.

Connections

RDP-Tcp Properties
E

Hemate Contral | Client Settings | Network Adapter | Security |

Log on Settings | Sessions | Environment
Type: RDP-Tcp
Transpoit: tcp
Camment
Edit settings ~Secuity
General Security layer:
.i. Delete temparary folders on exit Yes Communication between the server and the client wil use native RDP
%] Use temporary folders per session Yes enciyption.
%2 Restrict each user to a single session Yes

B - Encryption level: Clignt Compatible hi
Licensing

Al data sent between the client and the server is protected by encryption
L Remote Desktop icensing mode Remote De based on the maximum key strength supported by the client,

Al connections only from computers iunting Remote D esltop with
Netmork Leve] Authertication

Cerlificate: Auto generated

Select Default

Learn more about confiquring security settings

This computer iz canfigured for Remate Desktop for Adminis! Ok I Cancel Apply
computer, you must first configure this computer as a Remob
computer as & Femote Deskiop Session Host server, use Server Manager to install the Remate Desktop
Session Host role service:

6.4.12How Can | Troubleshoot an Identity Error of the Remote
Computer When | Log In to a Windows ECS?

Symptom

An error message is displayed indicating that the identity of the remote computer cannot be
verified. You are equired to enter the password and log in again.
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Figure 6-88 Protocol error

& Remote Desktop Connection ey

;ﬁ The identity of the remote computer cannot be verified. Do
you want to connect anyway 7

This problem can occur if the remote computer is running a version of
Windows that iz earier than Windows Vista, or if the remote computer iz not
configured to support server authentication.

For assistance, contact your networls administrator or the owner of the remote
computer.

[ ] Dont ask me again for connections to this computer

Yes

Possible Causes

Solution

Security software installed on the ECS prevents logins from unknown IP addresses.

Uninstall the security software.
Open the security software and enable the delfagilh mode.

6.4.13How Can | Troubleshoot the Connection Error of Two
Computers in the Allotted Time When | Log In to a Windows

ECS?

Symptom

An error message is displayed indicating that the computer cannot connect to the remote

computer in the amount of time @iifed.

Figure 6-89 Error message

Remote Desktop Connection

e This computer can't connect to the remote computer.

The two computers couldn't connect in the amount of time allotted. Try connecting again. If

the problem continues, contact your network administrator or technical support.

Help
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Solution

Runcmd and themetsh winsock resetrestart the ECS as prompted, and try connecting
again.

6.4.14How Can | Troubleshoot a Denied Connection Because of
Unauthorized User Account When | Log In to a Windows ECS?

Symptom

An error message is displayed indicating that the connection is denied because the user
account is not authorized for remote login.

Figure 6-90 Error message

Remote Desktop Connection .

;0‘. The connection was denied because the user account is not authonzed for remote login,

0K Help

Possible Causes

The remote desktop connection permissions have been incorrectly configured.

Solution
Step 1 Check remote dé&sop permissions on the ECS.

1. IntheRun dialog box, entesecpol.ms@nd clickOK to openLocal Security Policy.

2. Choosd.ocal Policies> User Rights Assignment> Allow log on through Remote
Desktop Services
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Figure 6-91 Local security policy

E Local Security Policy - |Of x .
Fle Action  View Help
L A ol 3E90 7 No:
5, Security Settings Policy ~ [ Securicy setting [ -
[ Account Policies Access Credential Manager as a trusted caller
& Access this computer from the network Everyone, Administrators, ...
H Act as part of the operating system
. . Add workstations to domain
H ¥
. W%ndnws Firewal with Advanced Seaurity Adijust memoary quotas for a process LOCAL SERVICE,METWOR...
j Network List Manager Polcies .nlr.tw log on localy Administrators, Users, Back.. .
) Allow log on Remote Services Administrators,Remate De...
[# | Public Key Policies . " X
& [ Software Restriction Polcies Back up files and directaries Administrators,Backup Op...
® [ Application Control Pollcles - Bypass traverse checking Eweryone,LOCAL SERVIC...
I 3 1P Security Policies on Local Computer Change the system time LOCAL SERVICE, Administr...
# | Advanced Aud Policy Configuration Change the time zone LOCAL SERVICE, Administr...
Create a pagefile Administrators
Create a token object
Create global objects LOCAL SERVICE, METWOR....
Create permanent shared objects
Create symbolic ks adrmiristrators i
Debug programs Administrators
_. Deny access to this computer from the network.
Deny lag on as a bakeh job
Deny log on as a service
Deny log on locally
Deny log on through Remate Deskbop Services
Enable computer and user accounts to be trusted for delegation
Force shutdown from a remate system Administrators
Generate security audits LOCAL SERVICE,NETWOR...
Impersonate a chent after authentication LOCAL SERVICE,NETWOR...

Check whether there abser groups or users that have been granted the remote login

permission.

If not, add required users or groups.
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Figure 6-92 Allow log on through Remote Desktop Services properties

illowr log on through Remote Desktop Services Properties T
Local Security Setting ] Explain |

i. Allows bog on through Remote Desklop Services

Adminiztrabors
Remate Deskiop Users

Add User or Group... Hemmye

| 0k, I Cancel ][

Step 2 Check the target user group.
1. Open theRun dialog box, entelusrmgr.msc, and clickOK to openLocal Users and
Groups.
2. Doubleclick Userson the left.
3. Doubleclick the name of the user that encounters a login error.

4. Inthe displayed dialog box, click tidember Of tab. Ensure that the user belongs to
the user group that is assigned with rida@ote login permission iBtep 2.2
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Figure 6-93 Checking the target user group
f—'_slusrmgr - [Local Users and Groups {Local)|Users]
File  Action View Help

&9 2nXE:|H=

& Local Users and Groups (Local) Name | Full Hame: | Description |
| Users ]mmatnr Built-in account for administering the...
Groups & doudbase-init  cloudbase-init
#, Guest Built-in account for guest access ta k..,
Administrator Properties ﬂ [ %] |

Remote Desklop Services Profile | Petsanal Vitual Desktop | Diakin
General  Member Of | Profie | Envionment | Sessions | Remote contol
Member of;

o Administiators
& Remote Desklop Users

Changes to a user's group membership

| Add.. I Remaove | are not effective until the next time the

uzer logs on.

0K Cancel Apply Help

Step 3 Check the remote desktop session host configuration.
1. IntheRun dialog box, entetsconfig.mscand clickOK to openRemote Desktop
Session Host Confjuration.

2. Doubleclick RDP-Tcp or other connections added by a user u@temectionsand
click the Security tab.
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Figure 6-94 Security

Configuration for server:
008en-420652
This server is configured for Remote Desktop for Administiation
use Remote Deskiop Session Host Configuration tool to configure settings for new connections, madify the settings of
ions, and oms. ttings on 2 per-connection basis, or for the server as a whole

ion
Client Compatible

RDP-Tcp Properties

General |  LogonSetinge | Seesions | Ervionment |
Remote Control | Client Setlings | Network Adapter

Edit settings Group of user names

General 82, SYSTEM
82, LOCAL SERVICE
7] Delete temporary folders on exit 82, NE TWORK SERVICE
% Use temporary folders per session 42, Administrators (ECS-2008EN-4206\Administrators)
| Restrict each user to a single session 82, Remote Desktop Users [ECS-2008EN-4206\Remote Deskiop Lsers)
B2, INTERACTIVE
Licensing
7-| Remote Deskiop licensing mode: Add... Femove
Permissions for SYSTEM Allow Deny
Full Control [m]
[m]
[m]
Special pemissions O [m]
For special or advanced settings. click Advenced
A onfigured for Remote Deskl | Advanced.

This computer is
i

st first configure this compute

A L sbout sccess control and

0K I Cancel I Apply |

3. Check whether there are user groups or users that have been granted the remote login
permission undeGroup or user names

If not, add required users or groups.

4. Restart the ECS or run the following commands in the CLI to restart the Remote
Desktop Services:

net stop TermService
net start TermService

—End

6.4.15How Can | Troubleshoot a Lost Connection Because of
Another User's Login When | Log In to a Windows ECS?

Symptom

An error message is displayed indicating that your remote desktop session has ended because
another user has connected to the remote computer.
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Figure 6-95 Ended remote desktop session

Remote Desktop Connection @

Another user connected to the remote computer, so your connection
was lost. Try connecting again, or contact your network administrator
or technical support group,

oK [}][ Help

Windows Server 2008

1. ChooseStart > Administra tive Tools> Remote Desktop Services Remote Desktop
Session Host Configuration

Figure 6-96 Remote Desktop Session Host Configuration

‘& Remate Desktop Services Manager

fe: Zamponent Services F{ﬂ Remoke Desktop Session Host Configuration

;E' Zomputer Management Remote Deskiops

E Data Sources (ODEC)

(& N
@ Inkermet Explorer . G Event Viewsr
] g: &, i5Cl Initiator
i Local Security Policy
Administrator @ Performance Manitor
i Security Configuration Wizard
Dacuments % Server Manager

’,';‘; Services
Computer ‘3 Share and Storage Management
Fa—y \# Storage Explorer
System Configuration
@ Task Scheduler
ﬂ ‘Wiindows Firewall with Advanced Securiby
Devices and Printers m ‘windows Memory Diagnostic
2] windows Powershell Modules

© @ ‘Windows Server Backup

Control Panel

Help and Support

Run...

3 All Programs Windows Security

ISearchprogramsandFMes [g] Logoff | ¥
[ 7skart & E @3]

2. Doubleclick Restrict each user to a single sessi@md deseledRestrict each user to a
single sessionand clickOK.
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Figure 6-97 Modifying the configuration

#{{Remote Desktop Host Confi
Fle Action View Help
e==d
S RO Session Host Confiorabon: | o nfiguration for server-
5 Licensing Disgnosis 9 -
ece-B60e-02
This server is canfigured far Remote Desktop for Administation.

Youean use Remote Desklon S ession Host Corfiguration ool to configure setings for new connections. modliy the settings of
visling conneclions. and delete conneclions. You an configuiesettings on @ per-connecion basis. o1 for the server as 2 whole

Connections

Connection Name__| Connection Tupe [ Transport | Encption [ Comment Properties
=% ADP-Tep Miciosoft RDF 7.1 tcp Cliert Compatible

General | Licensing |

These seltings affect the performance of this AD Session Host server
For best results. select al check baxes.

Edit settings

General

¥ Delete temporary folders on exit
%] Delste temporary folders on exit Yes [V Use temporary folders per session
[E2 istit mach usr 2 2 s sessiom e |
Userlogonmode
Licensing

72 Fiemote Desktop licensing mode Fiemote Diesktop for Adinistration @ glow all connections

© Allow reconnections. but prevent new logons

¢ Allow reconnections, but prevent nevt lagons unil the
server s restarted

This computer is configured for Remote D esktop for Admiristration. Te modfy censing settings for this
computer, you must first configure this computer as a Remote Desktop Session Host server. To configure this
ter as a Remote Diesktop Session Host server, use Server Manager to instal the Aemate Deskiop

Session Host role servios,

Cancel aosly

Windows Server 2012

1. ChooseStart > Run. In theRun dialog box, entegpedit.mscand clickOK to start
Local Group Policy Editor.

2. ChooseComputer Configuration > Administrative Templates > Windows
Components> Remote Desktop Services Remote Desktop Session Host
Connections

Figure 6-98 Connections

=] Local Group Policy Editor == -
File  Actio w Help
= = H T
| Metwark Projector ~ " Connections
7| OneDrive r
. Restrict Remote Desktop Services  Setting g
Online Bssistance .
- users to a single Remote Desktop Autormatic reconnection ot cc
7| Passward Synchronization Services seasion
Partable Cperating System Allow users to connect remately by using Remote Desktap Services Mot cc
= Presentation Settings Ediit pol - ~ Derny logoff of an administrator logged in ta the consale sessian Mot cc
| g it policy setting
[Rernate Desktop Servces Configure keep-alive cannection intersal Mot ce
= RD Licensing Requirements: Limit number of connections Mot cc
b Bemote Desktop Connectinn Clisnt At least Windows Server 2002 Suspend user sign-in ta complete app registration Mot cc.
B Femote Desktop Sessian Host Description: Set rules for rermote contral of Rermaote Desktop Services user sessions Mot cc
= Application Compatibility This policy setting allows you to Select network detection on the server Mot cc
“[Connections] _ || restrict users to a single Remate
~ Dewice and Resource Redirection Desktop Services session.
7 Licensing If you enable this policy setting Allow remaote start of unlisted programs
7| Printer Redirection users who log on remotely b Turn off Fair Share CPU Scheduling Mot cc
9 by by
| Profiles using Remote Desktop Services
| RD Connectian Broker will be restricted to a single
b (] Remote Session Environment session (either active or
Security disconnected) on that server. If
- the user leaves the session in a
71 Session Time Limits disconnected state, the user
= Temporary folders sutomatically reconnects to that
“| RSSFeeds || session at the next logon m >
< [0 % Extended { Standard

12 settingls)

3. Doubleclick Restrict Remote Desktop Services users to a single Remote Desktop
Services sessigrchange the value @isabled, and clickOK.
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4.

Figure 6-99 Modifying the configuration

A Restrict Remote Desktop Services users to a single Remote Desktop Services session| = | B -

E Restrict Rermote Desktop Services users to a single Remaote Desktop Services session

| Previous Setting | | Mext Setting
O Mot Corfigured ~ Comment:
) Enabled
@ Disabled
Supported 0ni [ A least Windows Server 2003

Options:

Help:

This policy setting allows you to restrict users to a single Rermote
Desktop Services session,

If you enable this policy setting, users who log on rermotely by
using Rermote Desktop Services will be restricted to a single
session (either active or disconnected) on that server, If the user
leaves the session in a disconnected state, the user automatically
reconnects to that session at the next logon,

If you disable this policy setting, users are allowed to make
unlirnited simultaneous rermote connections by using Rernote
Desktop Services

If wou do not configure this policy setting, this palicy setting is
not specified at the Group Policy level,

| Ok || Cancel |

Rungpupdate/forceto updae the group policy.

Figure 6-100Updating the group policy

Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.760@1
Cc» 2013 Microsoft Corporation. All rights reserved.

tslUserssAdministrator>gpupdate force

pdating policy...

omputer Policy update has completed successfully.

zer Policy update haz completed successfully.

sUserssAdministratorl
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6.4.16What Should | Do If BSOD Occurs When | Log Into a
Windows Server 2012 ECS Using Remote Desktop Connection?

Symptom
When | attempted to use remote desktop connection to log in to an ECS running Windows
Sener 2012 R2 from a local computer with redirected drive enabled, blue screen of death
(BSOD) occurred.
Root Cause
The remote desktop connection with redirected drive enabled loads the desired rdpdr.sys drive,
which leads to BSOD and error code 0x18, OxX@, 0x27, or 0x133.
Solution
After enabling the remote desktop connection, disable redirect local drives.
1. Start theRun dialog box.
2. Entermstscand clickOK.
TheRemote Desktop Connectionwindow is displayed.
3. Click Options in the lower left corner and ckahelLocal Resourcegab.
4. Inthelocal devices and resourcepane, clickMore.
5. DeselecDrives.
6. Click OK.
Figure 6-101 Disabling redirect local drives
L) t x 8% Remote Desktop Connection X
| Remote Desktop L3 Remote Desktop
<>¢) Connection "¢ Connection
General Displ Local Resources  Experience  Advanced tocel devices cfid iesoues
ey e Choose the devices and resources on this computer that you want to
Remote audio use in your remote session.
Configure remote audio settings.
a [ Smart cards ~
Settings... [Ports
[SRM Drives
Keyboard - ' ﬁppy Disk Drive (A:)
Apply Windows key combinations: [JLocal Disk (C:)
- Only when using the full screen v [C]DVD Drive (D3)
Bxanple: ALT+TAB T
| ocal devices and resources # []Other supported Plug and Play (PnP) devices v
/  Choose the devices and resources that you want to use in
%I'-jl your remote session.
Printers Clipboard o
More...
4 Hide Options Connect Help
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6.5Remote Login Errors on Linux

6.5.1What Should | Do If Error Message "Module is unknown" Is
Displayed When | Remotely Lo g Into a Linux ECS?

Symptom
When | attempted to remotely log in to a Linux ECS, the system displayed error Message
"Module is unknown".
Figure 6-102Module is unknown
Cent0S Linux 7 (Core)
Kernel 3.18.8-693.el17.x86_64 on an =86_64
Hint: Num Lock on
sy login: root
Password:
Last failed login: Mon fiug 6 19:18:18 CS5T 2818 on ttyl
There were 188 failed login attempts since the last successful login.
Module is unknown
L NOTE
To resolve this issue, you are required to restart the ECS and enter the rescue mode.
Restartinghe ECS may interrupt services. Exercise caution when performing this operation.
Root Cause
The file in the/etc/pam.d/directory was modified by mistake.
Solution

1. Enter the singleiser mode.
The following uses CentOS 7 as an example:
a. Restart the ECS ardfick Remote Login

b. Press the up arrow key to prevent automatic system startup. When the kernels are
displayed, pressto enter the editing mode.

Figure 6-103 Entering the kernel editing mode

CentDS Linux (3.10.0-693.11.1.el7.x86_64) 7 (Core)

Cent0S Linux (3.10.0-693.e17.x86_64) 7 (Core)
Cent0S Linux (O-rescue-fd?3dfefb69%a4e4183fd3fB6ccc29526) 7?7 (Core)

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 112



Elastic Cloud Server
FAQs 6 Login and Connectior

[ NOTE

The grub file is encrypted by Euler images by default. Before entvingdit mode, you need to
contact customer service to obtain username and password.

c. Locate the row containinignux16 and delete undesired parameters.
d. Changeo to rw for mounting the root partition with reatkite permissions.
e. Addrd.break and pres€itrl +X.

Figure 6-104 Before the modification

insmod ext2
set root="hd®,msdos1’
if [ x$fenture_platfnrm_scarch_hint = xy 1; then
search --no-floppy --fs-uuid --set=root --hint="hdO,msdosl’” bil3eeIc\
8-0ef®-4159-9b90-fc47?bdedd464

else
search —--no-floppy —-fs-unid --set=root bl3ee9cB-0ef0-4159-9b90-fcd?\

bdedd464

fi

linux1l6 rbootr vmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9
cB-0ef 0-4159-9b90-fc47?bde0d464 ro crash_kexec_post_notifiers softlockup_panic=\
1 panic=3 reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectre\
_wvZ=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

Initrdlb /boot/Initramis—3.10.0-327.bZ.99.03.h1bZ.Xx0b_b4 . 1my

Figure 6-105After the modification

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——-no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef 0-4159-9b90-fc47?bde0d464
else
search ——no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\
bde®d464
fi
linux1l6 sboot suvmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9™\
c8-0ef0-4159-9b90-fc47?bded464 rw rd.break
initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

f.  Run the following command to go to thsysrootdirectory:
# chroot /sysroot
2. Run the following command to view the system log for error files:
grep Module /var/log/messages

by user "root"
Niuid=a)

/libssecurityspam_limits.so: canmot open shared ob|

00t by LOGIN(uid=@)

3. Comment oubr modify the error line in the error files displayed in the system log.
vi /etc/pam.d/login
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Figure 6-107 Modifying the error information

session require pam_selinux.so open

session required pam_namespace .so

session optional pam_keyinit.so force revoke
session include system-auth

session include postlogin
-session  optional pam_ck_comnector.so
## session required slibrssecuritys/pam_limits.so

4. Restartthe ECS and try to log in to it again.
(10 NOTE

To view the modification records and check whether the modification is cayseddperations,
run the following command:

vi /root/.bash_history
Search for the keyword or login.

Do not modify the files in théetc/pam.d/directory. Run the following command for details about
pam:

man pam.d

6.5.2What Should | Do If Error Message "Permi ssion denied" Is
Displayed When | Remotely Log In to a Linux ECS?

Symptom

When | attempted to remotely log in to a Linux ECS, the system displayed error Message
"Permission denied".

Figure 6-108 Permission denied

CentO3 Linux 7 (Core)
Kernel 3.18.8-693.11.1.el17.x86_64 on an xB6_64

ecz-am=-83 login: :
Password :

Fermission denied

(1 NOTE

To resolve this issue, you are required to regit@ECS and enter the rescue mode.
Restarting the ECS may interrupt services. Exercise caution when performing this operation.

Root Cause

Thenofile parameter irfetc/security/limits.confis used to set the maximum number of files
that can be opened in tegstem. If the value is greater than tha&r_openvalue (048576
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by default) set ilPermissionDenied.pnga login verification error will occur, leading to
"Permission denied".

Solution
1. Enter the singlaiser mode.
The following uses CentOS 7 as an exlEmp
a. Restart the ECS and cliékemote Login

b. Press the up arrow key to prevent automatic system startup. When the kernels are
displayed, pressto enter the editing mode.

Figure 6-109 Entering the kernel editing mode

[ NOTE

The grub file is encrypted by Euler images leyailt. Before entering the edit mode, you need to
contact customer service to obtain username and password.

c. Locate the row containinignux16 and delete undesired parameters.
d. Changeo to rw for mounting the root partition with reatkite permissions.
e. Addrd.break and pres€tri+X .

Figure 6-110Before the modification

insmod ext2
set root="hd®,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——mo-floppy ——fs-uuid —-set=root —-hint="hd0O,msdosl’ bl3eeIc\
§-0ef0-4159-9b90-fc4?bde0d 464
else
search ——no—-floppy —-fs-uwnid —-set=root bl3eeJdcB-Oef0-4159-9b90-fc47?\

bdedd464

fi

linuxl6e ~bootsuvmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=bl3ee9\
cB-0ef 0-4159-9b90-fc4?bde0d464 ro crash_kexec_post_notifiers softlockup_panic=\
1 panic=3 reserve_kbox mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectren
_vZ=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

initrdlb /boot/Initramis-3.10.0-347.0&.99.03.01bZ . X0b_b4 . 1My

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 115



Elastic Cloud Server

FAQs

6 Login and Connectior

Figure 6-111 After the modification

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——-no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef 0-4159-9b90-fc47?bde0d464
else

search ——no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\

bde®d464

fi

linux1l6 sboot suvmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9™\
c8-0ef0-4159-9b90-fc47?bded464 rw rd.break

initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

f.  Run the following command to go to tfsysrootdirectory:
# chroot /sysroot
2. Run the following command to view tif@nr_openvalue:
sysctl fs.nr_open

3. Change thaofile valuein /etc/security/limits.confso that the value is smaller than the
fs.nr_openvalue obtained i2.

vi letc/security/limits.conf
(10 NOTE

limits.conf is thepam_limits.soconfiguration file of Linux Pluggable Authentidat Module (PAM).
For more details, run the following command:

man limits.conf
4. Restartthe ECS and try to log in to it again.

6.5.3What Should | Do If Error Message "read: Connection reset
by peer" Is Displayed When | Remotely Log In to a Linux ECS?

Symptom

When | attempted to remotely log in to a Linux ECS, the system displayed error message
"read: Connection reset by peer".

Figure 6-112read: Connection reset by peer

debugl: Local version string SSH-2.0-OpenSSH_7.Z2p2 Ubuntu—4ubuntuz.4

ssh_exchange_identification: read: Conmection reset by peer
ubuntu@nodeZ: "5 _

Possible Causes

Solution

The remote login port is not permitted in the security group.
The firewall is enabled otne ECS, but the remote login port is blocked by the firewall.

Perform the following operations for troubleshooting:
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Check security group rules.
1 Inbound: Add the remote login port. The default port 22 is used as an example.

Figure 6-113 Adding port 22 in thénbound direction

{ Sys-default

Summary nbound Rules Outbound Rules Associated Instances
Add Rule Fasi-Add Rule Allow Common Ports nbound Rules:  Leam more about securit
Protocol & Port 7 @ Type Source @ Description
Al 1Pv4 Sys-default (3)
ICMP - All IPv4 0.0.0.0/0 @
TCP: 22 IPy4 0.0.0.0/0 @ Permit default Linux SSH port
TCP: 3388 IPvd4 0.0.000 @ Permit default Windows remote deskiop ..

[ Outbound: Outbound rules allow network traffic to be out of specified ports.

Figure 6-114 Permitting all network traffic in the outbound direction

< Sys-default
Summary Inbound Rules Cutbound Rules Associated Instances
Add Rule Fast-Add Rule Allow Common Ports Cutbound Rules L
Protocol & Port 57 () Type Destination (%)
All IPv4 0.0.0.0/0 (B

Add a port to the ECS firewall exception.

The following uses Ubuntu as an example:

a. Run the followng command to view the firewall status:
sudo ufw status
The following information is displayed:
Status: active

b. Add a port to the firewall exception, taking the default port 22 as an example.
ufw allow 22
Rule added
Rule added (v6)

c. Run following command toheck the firewall status again:
sudo ufw status

Status: active
To Action From
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22 ALLOW  Anywhere
22 (v6) ALLOW  Anywhere (v6)

Try to remotely log in to the ECS again.
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ECS Management

/.1 Hosthames

7.1.1How Can a Changed Static Hostname Take Effect
Permanently?

Symptom

The static hostname of a Linux ECS is user defined and injected usingl@ilodigring the
ECS creation. Although the silmame can be changed by runninghtbsthamecommand,
the changed hostname is restored after the ECS is restarted.

Changing the Hostname on the ECS

To make the hostname changed by runnindntte#namecommand take effect even after the
ECS is stopped oestarted, save the changed hostname into configuration files.

The changed hostname is assumed todye hostname
Step 1 Modify the/etc/hostnameconfiguration file.

1. Run the following command to edit the configuration file:
sudo vim /etc/hostname
2. Change the hosaime to the new one.
3. Run the following command to save and exit the configuration file:
‘wq
Step 2 Modify the/etc/sysconfig/networkconfiguration file.

1. Run the following command to edit the configuration file:
sudo vim /etc/sysconfig/network

2. Change th¢lOSTNAME value to the new hostname.
HOSTNAME= Changed hostname

(1 NOTE

If there is NnOHOSTNAME in the configuration file, manually add this parameter and set it to the
changed hostname.

An example is provided as follows:
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HOSTNAME=new_hostname
3. Run the following command t@se and exit the configuration file:
wq
Step 3 Modify the/etc/cloud/cloud.cfgconfiguration file.

1. Run the following command to edit the configuration file:
sudo vim /etc/cloud/cloud.cfg
2. Use either of the following methods to modify the configuration file:

i Methad 1: Change thpreserve_hostnameparameter value or add the
preserve_hostnamgparameter to the configuration file.

If preserve_hostname: falsés already available in thietc/cloud/cloud.cfg
configuration file, change it toreserve_hostname: truelf preserve_hostnamés
unavailable in théetc/cloud/cloud.cfgconfiguration file, adgbreserve_hostname:
true beforecloud_init_modules

If you use method 1, the changed hostname still takes effect after the ECS is
stopped or restarted. However, if the EC8sed to create a private image and the
image is used to create a new ECS, the hostname of the new ECS is the hostname
(new_hostnameg used by the private image, and vdefined hostnames cannot be
injected using Cloudhit.

i Method 2 (recommended): Delaiecomment out update_hostname

If you use method 2, the changed hostname still takes effect after the ECS is
stopped or restarted. If the ECS is used to create a private image and the image is
used to create a new ECS, the changed hostname permaalegdlgffect, and
userdefined hostnames (suchresn_new_hostnamecan be injected using

CloudHnit.

Step 4 Run the following command to restart the ECS:
sudo reboot

Step 5 Run the following command to check whether the hostname has been changed:
sudo hostname

If the changed hostname is displayed in the command output, the hostname has been changed
and the new name permanently takes effect.

—-End

7.1.21s an ECS Hostname with Suffix .novalocal Normal?

Symptom
Hostnames of some ECSs have the suffovalocal

For example, th hostname is set &bc during ECS creatiorlable 71 lists the hostnames
(obtained by running thieostnamecommand) of ECSs created using different images and
those displayed after the ECSs are restarted.

Table 7-1 Hognames of ECSs created from different images

Image Hostname Before ECS Restart Hostname After ECS Restart

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 120



Elastic Cloud Server

FAQs 7 ECS Managemen
Image Hostname Before ECS Restart Hostname After ECS Restart
Cent0S 6.8 | abc abc.novalocal
CentOS 7.3 | abc.novalocal abc.novalocal
Ubuntu 16 abc abc

Hostnames of ECSs created based on some types of imagebéauffix.novalocal while
others do not.

Troubleshooting
This is a normal phenomenon.

The static hostname of a Linux ECS is user defined and injected usingl@ilodigring the
ECS creation. According to the test results, Clnitdadapts to OSs dédrently. As a result,
hostnames of some ECSs have sufiixvalocal while others do not.

If you do not need suffixnovalocalin obtained hostnames, change the hostnames. For detalils,
seeHow Can a Changed Static Hostname Take Effect Permanently?

7.1.3What Should I Do If the Hostname of My ECS Is Restored
After the ECS Is Restarted?

The following uses an ECS running the CentOS 7 OS as an example:

1. Log in to the EC&nd view the Cloudnit configuration file.

2. Inthe/etc/cloud/cloud.cfdfile, comment out or deletgpdate_hostname
L1 NOTE

update_hostnamendicates that the hostname is changed in Claitceach time the ECS is
restarted.

update_hostnames commented out ipublic images by default. For instructions about how to
comment outipdate_hostnamen private images, sdastalling Cloudinit.

7.1.4How Can | Set Sequential ECS Names When Creating
Multiple ECSs?

Scenarios

When creating multiple ECSs at the same time, you can use either of the following methods to
sequentially name the ECSs:

Automatic naming: The system automatically adds a hyphen followed by-difur
incremental number to the end of each ECS name.

Customizable naming: You can customize a naming rule in the format
"name_prefix[begin_number,bitslname_suffix". The system will automatically name the
ECSs according to naming rule you specify.

This sectiordescribes how to use the two methods to name ECSs.
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Automatic Naming

The name can be customized but must comply with the following naming rules: Can contain

only letters, digits, underscores (), hyphehsand periods (.), and must be 1 to 64
charactersong.

When you create multiple ECSs at the same time, the system automatically adds a hyphen
followed by a foudigit incremental number to the end of each ECS name. In this case, the

customized name is 1 to 59 characters long. For example, if yoweesard there is no
existing ECS in the system, the first ECS's name widds)001 If you create multiple

ECSs again, the values in the new ECS names increase from the existing maximum value. For

example, the existing ECS with the maximum number in names001Q If you enterecs
the names of the new ECSs will &es0011, ecs0012 .... When the value reach@399 it
will start from0001

Allow duplicate ECS name allows ECS names to be duplicate. If you sefdiciw
duplicate ECS nameand create nitiple ECSs in a batch, the created ECSs will have the
same name.

Example 1: If there is no existing ECS and you eetsif526,
The ECSs will be nameetsf526-0001, ecsf526-0002 ecsf526-0003 ...
Example 2: If there is an ECS namext0010and you aterecsf526,

The ECSs will be namestsf526-0011, ecsf526-0012 ecsf526-0013 ...

Example 3: If there is an ECS nanmegt0010and you selechllow duplicate ECS
name,

All the ECSs will be namedcs001Q

Customizable Naming

You can customize a nangimule in the format
"name_prefix[begin_number,bitslname_suffix". The system will automatically name the
ECSs according to naming rule you specify.

Field Description for a Customizable Naming Rule

Figure 71 shows the format of a customizable naming rule.

Figure 7-1 Format of a customizable naming rule

name_prefix ‘[begin_number,bits]‘ name_suffix

!

! I

Prefix Sequential numbers Suffix

Table 72 describes these parameters.

Table 7-2 Parameters in a customizable naming rule

Field Mandator | Description Example
y
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Field Mandator | Description Example
y
name_prefix Yes ECS name prefix ecs

Contains only letters, digits,
underscores (), hyphen$, @nd

periods (.).

[begin_number,bits]| Yes Sequence numbers that increase in| [0,4]
ascending order to differentiate
multiple ECSs.

name_suffix No ECSname suffix 526

Contains only letters, digits,
underscores (), hyphen$, @nd
periods (.).

Table 7-3 [begin_number,bits] parameters

Field Mandator | Description Example
y
begin_number No Begin number of ECS names. 0

The begin number ranges from 0 to
9999. The defult value 0.

bits No Number of bits for the sequential 4

numbers in ECS names.

The value ranges from 1 to 4. The
default value g

Notes on Using Customizable Naming

Customized names cannot be duplicate.
No space is allowed in [begin_number,bits

If the bits of "Begin number + Number of ECSs to be creafeds greater than the
specified bits, the bits of "Begin number + Number of ECSs to be crehtedll be
used.

For example, if [begin_number,bits] is set to [8,1] and the number of ECf&sareated
is 2, the bits of "Begin number + Number of ECSs to be credtés the same as the
specified bits (1). Then, the ECSs will be namathe_prefigname_suffiand
name_prefi@name_suffix

If [begin_number,bits] is set to [8,1] and the numtieECSSs to be created is 3, the
specified bits is 1, the bits of "Begin number + Number of ECSs to be credtéehlue

10, bits 2) is different from the specified bits (1). Therefore, the bits of "Begin number +
Number of ECSs to be createtl" will be used, which is 2.

The ECSs will be namathme_prefi@8name_suffixname_prefiR9name_suffixand
name_prefitOname_suffix
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If the value of "Begin number + Number of ECSs to be created" is greater than the
maximum value@999 the sequential numbers thaterdd999will consistently to be
9999

If [begin_number,bits] is set to [] or [,], the begin number starts fipamd the number
of bits is4 by default.

If [begin_number,bits] is set to [99] or [99,], the begin number starts 9&m@mand the
number of lits is4 by default.
Customizable Naming Examples

Example 1: If you select customizable naming and eraere_prefik] name_suffix

The ECSs will be nametame_prefig00thame_suffixname_prefie00Iname_suffix
name_prefiR00Zhame_suffix....

Example 2:1you select customizable naming and entane_prefif name_suffix

The ECSs will be nametame_prefig00thame_suffixname_prefie00Iname_suffix
name_prefiR00Zhame_suffix....

Example 3: If you select customizable naming and eraere_prefif0,Jname suffix

The ECSs will be nameatame_prefie00hame_suffixname_prefie01hame_suffix
name_prefiR01Iname_suffix....

Example 4: If you select customizable naming and evatere_prefik3Jname_suffix

The ECSs will be nameathme_prefie00name_suffixnane_prefiX00Iname_suffix
name_prefiR02name_suffix....

Example 5: If you select customizable naming and erasre_prefif8]name_suffix

The ECSs will be nametame_prefig00Game_suffixname_prefie00hame_suffix
name_prefiR01hame_suffix....

Exampk 6: If you select customizable naming and eméene_prefifp999name_suffix
All the ECSs will be namedame_prefi2@99hame_suffix

Example 7: If you select customizable naming and evatere_prefif8],

The ECSs will be nametame_prefi008 name_prefiR009 name_prefiR01Q ....

7.2 Modifying Specifications
7.2.1How Can | Modify ECS Specifications?

If the specifications of an existing ECS cannot meet service requirements, modify the ECS
specifications as needed, for example, upgrading the vCPUs and memory.

To doso, switch to the list view on thgastic Cloud Serverpage, locate the row containing
the target ECS, clicMore in theOperation column, and seledflodify Specifications. Then,
restart the ECS.

[ NOTE

To modify the specifications of an ECS billed on a ygarbnthly basis, select the target
specification, compensate for price difference or get refunded, and restart the ECS.

Modifying the specifications of a pgyeruse ECS does not involve price difference compensation.
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7.2.2What Should | Do If My Specifications  Modification
Request Failed to Submit?

Symptom
I modified specifications of my stopped ECS. However, when | submitted the request, the
system displayed a message indicating that the system was busy, and the request failed to
submit.

Solution

Check the EC®rder and resources.

If the resources specified in the order has entered the retention period, the ECS
specifications cannot be modified. In such a case, renew the order and then modify the
specifications.

If your ECS is in yearly/monthly payments, and ¢inder has been renewed but the new
order has not taken effect, the ECS specifications cannot be modified. In such a case,
unsubscribe from the new order that has not taken effect and then modify the
specifications.

7.2.3What Should | Do If Executing a Driver | nstallation Script
Failed on an ECS Running CentOS 5?

Scenarios
After executing the script for installing the Virtio driver on an ECS running CentOS 5, users
cannot determine whether the driver has been successfully installed. This section describes
how tocheck driver installation.

Procedure

1. Logintothe ECS and create a temporary direatbpck
mkdir /check
2. Copy the image file to the current directory.
cp /boot/initrd-2.6.18308.el5.img /check/
3. Run the following commands to convert the file formagt .
cd /check
mv initrd -2.6.18308.el5.img initrd-2.6.18308.el5.img.gz
4. Decompress the package.
gzip -d initrd -2.6.18308.el5.img.gz
5. Check whether the driver has been successfully installed.
cpio -t -F initrd -2.6.18308.el5.img | grep virtio
The check proess is shown in the following figure.
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Figure 7-2 Checking driver installation

[root@Psto-saasZpri checkl#t cpio -t -F initrd-2.6.18-388.el15.img i grep virtio
14562 blocks

librsvirtio.ko

librsvirtio_pci.ko

librsvirtio_ring.ko
librsvirtio_blk.ko
libsvirtio_net.ko
[root@Psto-saasZpri checkltt

If the command output containgtio , virtio_blk , virtio_net, andvirtio_pci, the driver
has been successfully installed.

In the preceding figure, the image is of an early version aadb virtio_scsi driver
installed. As a result, the ECS is not allowed to attach SCSI disks.

7.2.4What Should | Do If Executing a Driver Installation Script
Failed When | Attempted to Modify the Specifications of a Linux
ECS?

Symptom

A script was used to autatically install drivers on a Linux ECS during ECS specifications
modification.

During the installation, the following information is displayed, indicating that the script has
been executed. However, the installation check failed. The possible causeéstdia
drivers were not installed on the ECS.

Info:ECS modify success (mkinitrd)
Info:Check xen and virtio driver again!

Error:ECS modify error!

Issue35(2020-12-15) Copyright© Huawei Technologies Co., Ltd 126



Elastic Cloud Server
FAQs 7 ECS Managemen

Figure 7-3 Successful driver installation with a failed installation check

initramf

Solution

Check whether the ded drivers have been successfully installed by following the
instructions provided in "Check Whether the ECS Has Been Configur&tfrinally
Changing a Xen EC® a KVM ECS (Linux)

If the drivers failed to install, the script may not match the ECS OS. In such a case, manually
install the drivers on the Linux ECS by following the instructions provideédanually
Changing a Xen ECS to a KVM ECS (Linux)

Certain Linux ECSs do not have the virtio_scsi driver installed because the kernel version is
too early or the kernel has been modified. Such ECSs cannot be attath8€ &itdisks.
However, this issue will not affect the ECS specifications modification from Xen to KVM. If
the ECSs do not use SCSI disks, you can still modify their specifications without the
virtio_scsi driver.

7.2.5What Should I Do If the Disk of a Windows EC S Becomes
Offline After the ECS Specifications Are Modified?

Scenarios

After the specifications of a Windows ECS were modified, disk attachment may fail.
Therefore, check disk attachment after specifications modification. This section describes
how to chek disk attachment after ECS specifications are modified.
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Procedure

Check whether the number of disks displayed orCitmputer page after specifications
modification is the same as that before specifications modification.

1 If yes, the disks are properly athed. No further action is required.
T If no, an error has occurred in disk attachment. In such a case, go2o step
For example:

An ECS running Windows Server 2008 has one system diskvandata disks attached
before specifications modification.

Figure 7-4 Disk attachment before specifications modification
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After the specifications are modified, check disk attachment.
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Figure 7-5 Disk attachment after specifications modification
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Only one system disk is disyyed. Data disks failed to attach after the specifications
modification.

Set the affected disks to be online.
Click Start in the task bar. In the display&dart menu, righiclick Computer and

a.

=3

chooseManagefrom the shortcut menu.
The Server Managerpageis displayed.

TheDisk Managementpage is displayed.

In the navigation pane on the left, cho&terage> Disk Management

In the left pane, the disk list is displayed. Riglitk the affected disk and choose

Online from the shortcut menu to make it odin
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Figure 7-6 Making the disk online
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3. OntheComputer page, check whether the number of disks is the same as that before the
specifications modification.

1 If the numbers are the same, no further action is required.
1 If the numbers are different, contact customeriserv

Figure 7-7 Disk attachment after disk online
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7.2.6What Should | Do If the Disk of a Linux ECS Becomes
Offline After the ECS Specifications Are Modified?

Scenarios
After Linux ECS specifications are modified, disk attachment may fail. Therefore, check disk
attachmaet after specifications modification. This section describes how to check disk
attachment after ECS specifications are modified.

Procedure

1. Loginto the ECS as userot.

Run the following command to view the disks attached before specifications
modification:

fdisk -1 | grep 'Disk /dev/"

Figure 7-8 Viewing disks attached before specifications modification

[root@servercf924ffa-da23-4d09-a7e0-416694 2 ~]# fdisk -1 |grep 'Disk /dev/

jev/vda: 42.9 GB, 4 tes, 80 sectors

lev/vdb: 10.7 GB, 10737 4 1520 sectors

v/vdc: 10.7 GB, 10737 0 bytes, 2 1520 sectors
root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~

As shown inFigure 78, the ECS has three disks attachiddv/vda, /dev/vdb, and
/devivdc

3. Run the following command to viedisks attached after specifications modification:
df -h| grep ‘/dev/'

Figure 7-9 Viewing disks attached after specifications modification

rerct924fta-da23-

1.4G

As shown inFigure 79, only one diskdev/vdais attachedd the ECS.

4. Check whether the number of disks obtained in 3tsghe same as that obtained in step
2.

T If the numbers are theame, the disk attachment is successful. No further action is
required.

T If the numbers are different, the disk attachment failed. In such a case, go5o step
5.  Run themount command to attzh the affected disks.

For example, run the following command:

mount /dev/vbdl1 /mnt/vbdl

In the preceding comman#diev/vbd1lis the disk to be attached, atmiht/vbd1 is the
path for disk attachment.
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NOTICE

Ensure thatmnt/vbd1 is empty. Otherwise, the attanknt will fail.

6. Run the following commands to check whether the numbers of disks before and after
specifications modification are the same:

fdisk -1 | grep 'Disk /dev/'

df -h| grep '/dev/'

i If the numbers are the same, no further action is required.
i If the numbers are different, contact customer service.

Figure 7-10 Checking the number of disks attached

[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~]# mount /dev/vdbl /mnt/vdbl
[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~]# mount /dev/vdcl /mnt/vdcl
[root@servercf924ffa-da23-4d09-a7e0-416694368492 ~]#
[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~]#
[root@servercf924ffa-da23-4d09-a7e0-416694a68492
[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~
[root@servercf924ffa-da23-4d09-a7e0-416694368492 ~J# fdisk -1 |grep 'Disk /dev/'
15k jev/vda: 42.9 GB, 42949672960 bytes, 83886080 sectors
} v/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
1sk /dev/vdc: 10.7 GB, 10737418240 bytes, 20971520 sectors
[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~]# df -h | grep '/dev/’
lev/vda2 396G 1.46 356 4% /
v/vdal 976M 146M 764M 16% /boot
v/vdbl 9.8G 23M 9.2G 1% /mnt/vdbl
v/vdcl 9.86G 3 9.26 1% /mnt/vdcl
[root@servercf924ffa-da23-4d09-a7e0-416694a68492 ~J# |}

As shown inFigure 710, the numbers of disks before and after specifications
modification are theane. The disks ardev/vda, /dev/vdb, and/dev/vdc

7.3Usage Errors

7.3.1How Do | Handle Error Messages Displayed on the
Management Console?

Symptom
This section helps you resolve the following issues:
An error message was displayed on the management consolgaffeerformed
ECSrelated operations.
An error code was displayed after you used an ECS APE{astc Cloud Server API
Referenck
Background

After you perform ECSelated operations on the management console, the system displays
the request status dine Elastic Cloud Serverpage. You can determine the request execution
status based on the information displayed in the request status.

If the operation request is executed, the system automatically clears the task prompt.
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If an error occurs during theqeest execution, the system displays an error code and its
description in the taskbar.

Solution

If an error occurs, find the error code and perform the corresponding operations [i&Ebbkein

7-4.

Table 7-4 Error codesand solution suggestions

Error Message Solution Suggestion for Solution Suggestion

Code Displayed on the | Pay-Per-Use ECSs for Yearly/Monthly
Management ECSs
Console

Ecs.0000 | Request error. Try | Adjust the requestimicture | Adjust the request
again later or as directed irElastic Cloud| structure as directed in
contact customer | Server API Reference Elastic Cloud Server API
service. Reference

Ecs.0001 | The maximum Contact customer service | Submit a service ticket tq
number of ECSs ol apply for an increased ECJ apply for anincreased
EVS disks has bee| quota. ECS quota. After the
reached. Cont_act NOTE submission, contact
customer service When applying for increasing customer service for
and request a quot{  your ECS quota, first troubleshooting.
increase. determine the number of NOTE

target ECSs, CPU cores When applying for

(vCPUs), and memory . .

capacity (RAM) required. Increasing your ECS quotg
first determine the number
of target ECSs, CPU coreg
(vCPUs), and memory
capacity (RAM) required.

Ecs.0005 | System e@or. Try | Adjust the request structur] Adjust the request
again later or as directed irElastic Cloud| structure as directed in
contact customer | Server API Reference Elastic Cloud Server API
service. Reference

Ecs.0006 | Invalid parameters| If your selectd ECS If your selected ECS

configuration has not beer| configuration has not
released, change the been released, change t
configuration and create th configuration and create
ECS again. the ECS again.

Ecs.0010 | The private IP Use idle IP addresses to | Contact customer servics
address is in use. | purchase your ECSs. to cancel the order and
Select aravailable use an idle IP address tg
IP address and purchase your ECS.
create the ECS
again.

Ecs.0011 | Invalid password. | Input a password that meg Contact customer servict
Change the password complexity to cancel the order, input
password to make | requirements. a password that meets
it meet the password complexity
password requirements, and
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Error Message Solution Suggestion for Solution Suggestion
Code Displayed on the | Pay-Per-Use ECSs for Yearly/Monthly

Management ECSs

Console

complexity performthe request
requirements, and again.

perform the

required operation

again.

Ecs.0012 | The number of IP | Obtain more idle IP Obtain more idle IP
addresses in the | addresses on the target | addresses on the target
subnet is subnet or use a new subnq subnet and contact
insufficient. for purchaing ECSs. customer service for
Release IP troubleshooting.
addresses in the Alternatively, contact
subnet or select customer service to
another subnet, an cancel the order and ussg
create the ECS new subnet for
again. purchasing ECSs.

Ecs.0013 | Insufficient EIP Contact customer service | Submit a service ticket tq
guota. Contact apply for an increased EIP| apply for an increased
customer service | quota. EIP quota and contact
and request an EIP customer service for
guota increase. troubleshooting.

Ecs.0015 | This disk type is Select a supported EVS | Select a supported EVS
notsupported by | disk and attach it to the disk and attach it to the
the ECS. ECS. ECS.

Ecs.0100 | The ECS status Change to the desired EC] Change the ECS status {
does not meet status and try again. the required status and
requirements. contact customer servicg
Change to the for troubleshooting.
desired ECS statug
and try again.

Ecs.0104 | Insufficient number| Detach an EVS disk from | Detach arEVS disk from
of ECS slots for the ECS before attaching § the ECS before attaching
attaching disks. new EVS disk. a new EVS disk.

Ecs.0105 | No system disk Reattach the EVS system | Reattach the EVS syster
found. disk to the ECS and disk to the ECS and

perform the desired contact customer service
operation again. for troubleshootig.

Ecs.0107 | The number of Detach an EVS disk from | Detach an EVS disk fron
shared disks to be | the ECS before attaching § the ECS before attaching
attached to an ECY new EVS disk. a new EVS disk.
exceeds the
maximum limit.

Ecs.0509 | This operationis | N/A Change the ECS billing
not alowed on a mode to payperuse and
yearly/monthly perform the desired
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Error Message Solution Suggestion for Solution Suggestion
Code Displayed on the | Pay-Per-Use ECSs for Yearly/Monthly
Management ECSs
Console
system disk. Select operation again.

a payperuse
system disk and
perform the
required operation

again.

Ecs.0510 | Yearly/Monthly N/A Change the ECS hilling
ECSs do not mode to payperuse and
support OS perform the desired
changng. operation again.

7.3.2How Can | Recover a Windows ECS with an Abnormal
Virtualization Driver?

Background

An error occurs in the virtualization driver on a Windows ECS because Towlspsoperly
running. To ensure proper ECS running, handle this issue by following the instructions
provided in this section.

Issue Description

The virtualization driver of some ECSs became abnormal, which affected the data security,
availability, and systm performance of these ECSs.

The impact of this issue is as follows:

1. The file system of these ECSs might be damaged.

When you stop or restart such ECSs on the management console, the ECSs will be
forcibly stopped or restarted due to the lack of the Jligation driver.

2. Services on the ECSs become unavailable.

The affected ECSs cannot be hot migrated between physical servers. When the physical
server accommodating such an ECS becomes faulty or the hardware of the physical
server is maintained, the ECS nahbe migrated to another physical server, affecting
service high availability.

3. The network and storage performance of the ECSs is deteriorated.

The virtualization driver improves the network and storage performance of ECSs.
Therefore, when the virtualiian driver becomes abnormal, the network and storage
performance is deteriorated.

Scenarios
Scenario 1
A Windows ECS has no Tools installed.
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Scenario 2
The virtualization driver of an ECS has been uninstalled.

Procedure

Perform the following operations testall Tools on the Windows ECS:

1. Obtain the Tools installation packagedriver -windows.zip.

To download the installation package, log in at
https:/ecsinstancedriver.obs.cmorth-1.myhuaweicloud.com/pvdrivevindows.zip

2. Decompress the software package and deciidk setup.exeto start the installation.

Figure 7-11 Installing the virtualization driver

& GPL PY¥ Drivers o ] 3

Please read the GPL PV Drivers for Windows

2.1.1.10 License Agreement
@ GNU GENERAL PUEBLIC il

LICENSE

Version 2, June
1991

Copyright (C) 1989, 1991 Free
Software Foundation, Inc.,

51 Franklin Street, Fifth Floor,
Boston, MA 02110-1301 USA

Everyone is permitted to copy and
disctribute wverbatim copies

of thi=s license document, but
changing it is not allowed. ‘:J

W 1accept the terms in the License Agreement

Print | Back Install Cancel

3. Click Nextand select "l accept the terms in the Leeigreement".
4. Click Install to start the installation.
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Figure 7-12 Installation progress

i'e!;IJGPL PY Drivers for Windows 2.1 _1_10 Setup _IElIiI

Installing GPL PV Drivers for Windows 2.1.1.10 @

Please wait while the Setup Wizard installs GPL PV Drivers for Windows 2.1, 1,10,

Status:

Back. ek

5. Click Finish to complete the installation.

Figure 7-13 Installation completed

|'¢E|-Gl’l. F¥ Drivers for Windows 2. 1_1. 10 Setwm - '_IEJ

Completed the GPL PV Drivers for
Windows 2.1.1.10 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Bacl Finish Canite
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6. Restart the ECS.

Figure 7-14 Determining whether to restart the ECS

i GPL F¥ Irivers for Rindows 2.1.1.10 3 k|

@ o sl reslar L your system Tar e conounalion
changzs rade to GPL PV Drivers mor Windaws 2.1.1,10
to take effect. dict Yes to restart now or Mo if vou plan

to reanuslly restart later,

Tes A15] |

7. View the virtualization driver status in thettmm right corner of the ECS desktop. The
yellow icon indicates that the virtualization driver is running properly.

Figure 7-15 Proper running status of the virtualization driver

on | = 15:42
. ';'|°|'|*[ﬁ‘rb 2015/ 12/25

7.3.3What Should | Do If | Cannot Activate a Windows ECS?

Symptom

A Windows ECS is automatilly activated within two hours after it is purchased. However, it
is still not activated after two hours.

Prerequisites
The IP address of the HUAWEI CLOUD DNS server has been configured.

Handling Method
1. Manually activate the Windows ECS.
To do so, perfan the following operations:
a. ChooseStart > Run. In theRun text box, typeemd.

b. Run the following command to check whether the IP address of the KMS server is
correct:

slmgr -dli
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[ NOTE

2.

Figure 7-16 IP address of the KMS server

b=

b=

Windows Script Host -

Mame: Windows{F), ServerDatacenter edition

Description: Windows(R) Operating Systern, WOLUME_KMICLIEMT channel
Partial Product Key: Q310

License Status: Licensed

Yolume activation expiration: 256603 rminute(s) (179 dayis))

Configured Activation Type: All

kast recent activation infarmation:
Key Management Service client information

Client hdachine 1D {CKIDY: 897effdf-ccdb-442a-9999-ce /b 527523
Registered KMSE machine name! winkims myhuaweicloud.com: 1688
kS machine IP address: 100.125.1.2

KRS machine extended PID:
06407 -00206-497-424852-03 - 2052-2000,0000-3 212017

Activation interval: 120 minutes

Renewwal interval: 10080 minutes

kME host caching is enabled

If the obtained IP address is the same asstiaivn in the red box dfigure
7-16, the IP address of the KMS server is correct.

If the obtained IP address is different from that shown in the red deguie
7-16, the IP address of the KMS server is incorrect. In this case, run the
following command to register the ECS with the KMS server:

slmgr -skms 100.125.1.2

If the system displays an error, indicating that the lintheoserver is inaccessible, check whether the IP
address of the HUAWEI CLOUD DNS server has been configured.

c. Run the following command to check whether the ECS has been activated:

slmgr -ato

If error 0OXCO004F074 occurs, activating the ECS failed. In thése go to step.
Identify the cause of the ECS activation failure.
a. Check whether the private IP address of the ECS is correct.

Run the following command to obtain the private IP address:
ipconfig

Check whether this IP address is the same as the private IP address displayed
on the management console.

1 Ifyes, go to steg.hb.
1 If no, go to steg.a.iii.
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iii. Run the following ommand to release the private IP address:
ipconfig /release

iv. Run the following command to assign an IP address to the ECS again:
ipconfig /renew

v. Run the following command to check whether the ECS has been activated:
slmgr -ato

b. Verify that the time in the EE is the same as the standard time. If the time is
significantly different, the ECS cannot be activated.

c. Run the following command on the ECS to check whether the link between the
ECS and the activated server port is reachable:

telnet 100.125.1.2 1688

Chedk whether all ports and protocols are bypassed in the outbound direction of the
security group.

d. Run the following command to check whether the ECS has been activated:
slmgr -ato
The system displays a message indicating that the ECS has been activated.

7.3.4What Should | Do If Emails Configured on an ECS Cannot

Be Sent?

Solution

For the emails sent using the browser:

When you use a browser to log in to your mailbox, HTTP is used, and the default port
number is 80. However, SMTP is used between email servers.

If you use a browser to send emails, enable port 80 for TCP in the outbound direction.

a. On the page providing details about the target ECS, find the security group and
click the security group ID.

On theSecurity Group page, click the@Outbound tab and thei\dd Rule.

In the dialog box that is displayed, $&btocol/Application to TCP andPort to 80.
Then, clickOK.

Figure 7-17 Adding port 80

Add Inbound Rule  Learn mare

© ~ninbound rule allows inbound traffic to instances in the security group

rity Group sg-c997
mport multiple rules
Protocol & Port (2) Source (3 Description Operation

Custom TCP v IP address

80 0 .0 0 o /o
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For the emails sent and received through an email client:
The protocols used on the receiving and transmitting ends are different.
Protocol used on the transmitting end:

SMTPS is used, and the port number is 465. Alternatively, SMTP is used, and the port
number is 25.

Port 465 is recommended. If port 25 is required, enable it. For detaiRekeed
Operations (Requesting for Permitting TCP Port 25 for Outbound Transmission)

Protocol used on the receiving end?OP3 is used, and the port number is 110.
For details, see stepgo c.
(10 NOTE

Add an inbound rule witfProtocol set toTCP andPort to 110. Add an outbound rule witRrotocol set
to TCP andPort to 4650r 25.

Related Operations (Requesting for Permittin g TCP Port 25 for Outbound
Transmission)

TCP port 25 is prohibited by default in the outbound direction for security purposes. This
configuration affects your service running only if your email service is deployed on the cloud.

NOTICE

Before sending the appéition, you must agree and guarantee that TCP port 25 is only used to
connect to thireparty Simple Mail Transfer Protocol (SMTP) servers and that emails are sent
using the thirgparty SMTP servers. If you use the EIP specified in the service ticket to
directly send emails over SMTP, we will permanently disable TCP port 25 and you will no
longer be able to use it or request for it to be enabled.

1. On theCreate Service Ticketpage, choosBroducts > Elastic Cloud Server.
For details about how to submit a seevticket, se&ubmitting a Service Ticket
2. Click Open Port 25underSelect Subtypeand clickCreate Service Ticket

Figure 7-18 Creating a service ticket

Open Port 25

Contact Uis By

3. Onthe displayed page, enter the required information.

7.3.5Why Is My Windows ECS Muted?

Symptom

No audio file can be played on a Windows ECS that is remotely accessed using MSTSC. How
can | play an audio file on such an ECS?
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Constraints
This section applies toESs running Windows Server 2008 R2 or Windows Server 2016.

Possible Causes

The audio function is disabled on Windows ECSs by default. As a result, audio files cannot be
played on them. To enable the audio function, perform the operations described in this
section.

Step 1: Enable Windows Audio
Enable Windows audio and set it to run automatically.

1. Start theRun dialog box.
2. Enterservices.msc¢o access the service management console.
3. FindWindows Audio and set it as follows:

T Startup type: Automatic

i Service staus: Start

The following figure uses Windows Server 2012 as an example.

File  Action View Help
¢ b |17 (3 (5 [ @ m| » ™ w0
Services dLazah Pomrp—y

Eh\indows Firews i

4. Disable the remote connection.

Step 2: Enable Audio and Video Playback
The method of enabling audio and video playback varies depending on the ECS OS.
Windows Server 2008
Step 1 Enable RDPTCP Audio and video playbackandAudio recording.

1. Log into theRemote Desktop Session Host Configuratiomanagement console.
a. ChooseStart > Control Panel.
b. Inthe upper right corner of the page, choBagegory for View by.

c. ChooseSystem and Security> Administrative Tools > Remote Desktop
Services> Remote Desktop Session Host Configuration

2. DeselectAudio and video playbackandAudio recording.

In the Connectionspane, doublelick RDP-Tcp. In theRDP-Tcp Propertiesdialog
box, click theClient Settingstab and desele¢tudio and video playbackandAudio
recording.
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Figure 7-19 Remote Desktop Session Host Configuration

' Remote Desktop < 1 Host Configurat 8 x|
Fle Acton View Helo
“uw Propertics x
‘o & u Tcp S x|
% RD Session Host Configraton: | ¢, . Genersl | logonSettings | Sessors | Evvonment |
+ on Ucenang Dagnous Configuration for server Rerore Cocerod Owert Seernge | Netwod Adacter | Secusty |
: ecs- 1361
This server s configured for Remote Deskaoy Color Deoth
You can we Remcte Desicop Sesmon Host ' Limi Maxierum Color Degth
existing connections and delete Connecton
16 bits per posl -l
Connections Montor Setngs
Connecton Name [ Connecton Tyce Lt manamum rumer of MONENS P Seemon € =
B ROP-Teo Mcrosoft ROP 6°
Redrocton
Dematie the folowrg
[ Deve
] Windows Parter
LPT Pot
Edit settings [ com o
Genoral ~— [ Oobosd

o B Audo and wideo playback
A B Aude recordng

0 Supported Plug and Play Devices

] Dofaut to man clert panter

7_ Delete temporary foiders on extt
7" Use temporary foiders per sesmon

7 Restict each user 10 & single session

Uicensing

7 Femcte Cedacp scensng mode

Lo ] oo | |

| . | £1 )

~ - « P = 18:13
L) ap | &F N 29D pip0e™

3. Click OK to enable the audio function.
Step 2 Click Send CtrlAltDel to restart the ECS and log in to it.

Step 3 Enable the audio service.

Figure 7-20 Enabling the audio sendc

Windons Aud Nang | ek | Shke | Sutpyoe [ wogons |
) 4 WebClent [nadles .., Moy Local Service
20 the service Vindows Audo Mardges ., Strted M LOCH Servie

REgArt e servie

G Windows Audo End... Mwogesa.. Started Mo Local System

Step 4 Play an audio file to verify the service.

—End

Windows Server 2012
Step 1 Start theRun dialog box.
Step 2 Run thegpedit.msccommand to stattocal Group Policy Editor.

6.3.7688]

Cc» 2813 Microzoft Copporation.

lzerssAdministrator>gpedit .msc

CisllzerssAdministrator?
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Step 3 ChooseComputer Configuration > Administrative Templates > Windows Components>
Remote Dektop Services> Remote Desktop Session HostDevice and Resource
Redirection. Then, enabldllow audio and video playback redirection

Step 4 SelectEnabled and clickApply .

Retain the default settings of MSTSC.

Step 5 Run the following command to update the grouficyo
gpupdate
----End

Step 3: Configure Remote Audio Settings

Start the local remote desktop software MSTSC, chOmi®ns > Local Resourcesand
click Settingsin Remote audio Then, seledPlay on this computerin Remote audio
playback and clickOK.
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