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1 Questions Summary  

Remote Logins  
 ̧ What Should I Do If I Cannot Log In to My Windows ECS? 

 ̧ What Should I Do If I Cannot Log In to My Linux ECS? 

 ̧ What Are the User Credentials for Remote Logins? 

 ̧ Troubleshooting Multi-User Logins 

 ̧ Applying for a License for Authenticating Multi-User Sessions and Activating the ECS 

ECS Failures or Slow ECS Responses 
 ̧ Troubleshooting Slow Windows ECSs 

 ̧ Troubleshooting Slow Linux ECSs 

 ̧ How Do I Check Whether the Bandwidth Exceeds the Limit? 

Website or Application Access Failures  
 ̧ Troubleshooting a Website Access Error Occurred on an ECS 

 ̧ Troubleshooting Network Freezing on an ECS 

 ̧ Troubleshooting an Unreachable ECS Port 

 ̧ Troubleshooting Slow Access of a Website Outside the Chinese Mainland over an ECS 

Internet Access Failures  
 ̧ What Can I Do If My Windows ECS Cannot Access the Internet? 

 ̧ What Can I Do If My Linux ECS Cannot Access the Internet? 

 ̧ Can an ECS Without an EIP Access the Internet? 

 ̧ Troubleshooting Slow Access of a Website Outside the Chinese Mainland over an ECS 

 ̧ Troubleshooting a Ping Failure or Packet Loss Using a Link Test 

Passwords and Key Pairs 
 ̧ What Are the User Credentials for Remote Logins? 

 ̧ Resetting the Password for Logging In to an ECS on the Management Console 

https://support.huaweicloud.com/en-us/trouble-ecs/en-us_topic_0138876622.html
https://support.huaweicloud.com/en-us/trouble-ecs/ecs_trouble_0208.html
https://support.huaweicloud.com/en-us/vpc_faq/faq_bandwidth_0002.html
https://support.huaweicloud.com/en-us/trouble-ecs/en-us_topic_0191526705.html
https://support.huaweicloud.com/en-us/trouble-ecs/en-us_topic_0191526704.html
http://support.huaweicloud.com/en-us/trouble-ecs/en-us_topic_0191526703.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0067909751.html
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Ping Failures  
 ̧ Why Cannot an EIP Be Pinged? 

 ̧ Why Can I Remotely Access an ECS But Cannot Ping It? 

 ̧ Troubleshooting a Ping Failure or Packet Loss Using a Link Test 

https://support.huaweicloud.com/en-us/trouble-ecs/en-us_topic_0191526703.html
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2 ECS Overview  

2.1 Product Utilization  

2.1.1 What Are the Precautions for Using ECSs?  

 ̧ Do not upgrade ECS kernel or OS versions. If you want to upgrade the main OS version, 

for example, from CentOS 7.2 to Cent OS 7.3, use the provided OS changing function. 

 ̧ Do not uninstall the performance optimization software pre-installed on your ECSs. 

 ̧ Do not change NIC MAC addresses. Otherwise, the network connection will fail. 

2.1.2 What Can I Do with ECSs?  

You can use ECSs just like traditional physical servers. On an ECS, you can deploy any 

service application, such as an email system, web system, and Enterprise Resource Planning 

(ERP) system. After creating an ECS, you can use it like using your local computer or 

physical server. 

2.1.3 What Are Kunpeng - and x86-based CPU Architectures? 

 ̧ Kunpeng 

The Kunpeng-based CPU architecture uses Reduced Instruction Set Computing (RISC). 

RISC is a microprocessor that executes fewer types of computer instructions but at a 

higher speed than CISC. RISC simplifies the computer architecture and improves the 

running speed. Compared with the x86-based CPU architecture, the Kunpeng-based CPU 

architecture has a more balanced performance and power consumption ratio. 

Kunpeng features high density, low power consumption, high cost-effectiveness. 

 ̧ x86 

The x86-based CPU architecture uses Complex Instruction Set Computing (CISC). Each 

instruction can be used to execute low-level hardware operations. The number of 

instructions is large, and the length of each instruction is different.Therefore, executing 

such an instruction is complex and time-consuming. 

Kunpeng general computing-plus ECSs are based on Kunpeng chips, featuring high 

cost-effectiveness for heavy-workload services. For more details, see Kunpeng General 

Computing-plus ECSs. 

https://support.huaweicloud.com/en-us/productdesc-ecs/en-us_topic_0178844867.html
https://support.huaweicloud.com/en-us/productdesc-ecs/en-us_topic_0178844867.html
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2.1.4 Can ECSs Automatically Recover After the Physical Host 
Accommodating the ECSs Becomes Faulty? 

Yes. 

ECSs run on physical hosts. Although the cloud platform offers multiple mechanisms to 

ensure system reliability, error tolerance, and high availability, host hardware might be 

damaged or power failure might occur. If physical hosts cannot be powered on or restarted 

due to damage, CPU and memory data will lose and live migration cannot be used to recovery 

ECSs. 

The cloud platform provides automatic recovery by default to restart ECSs through cold 

migration, ensuring high availability and dynamic ECS migration. Once a physical host 

accommodating ECSs breaks down, the ECSs automatically migrate to a functional physical 

host. This minimizes user service interruption. The ECSs will restart during the migration. 

 
 ̧ Automatic recovery does not ensure user data consistency. 

 ̧ An ECS can be automatically recovered only if the physical server on which it is deployed becomes 

faulty. This function does not take effect if the fault is caused by the ECS itself. 

 ̧ An ECS can be automatically recovered only after the physical server on which it is deployed is shut 

down. If the physical server is not shut down due to a fault, for example, a memory fault, automatic 

recovery fails to take effect. 

 ̧ An ECS can be automatically recovered only once within 12 hours if the server on which it is 

deployed becomes faulty. 

 ̧ ECS automatic recovery may fail in the following scenarios: 

 ̧ No physical server is available for migration due to a system fault. 

 ̧ The target physical server does not have sufficient temporary capacity. 

 ̧ An ECS with any of the following resources cannot be automatically recovered: 

 ̧ Local disk 

 ̧ Passthrough FPGA card 

 ̧ Passthrough InfiniBand NIC 

2.1.5 Xen ECS EOS 

1. Why will Xen ECSs be EOS? 

Since all versions of the Xen virtualization platform used by HUAWEI CLOUD have 

been end of service (EOS), HUAWEI CLOUD cannot obtain patch updates or 

community support. After detecting new security risks, HUAWEI CLOUD cannot 

provide patches and technical support for users, which is risky to user services. Therefore, 

Xen ECSs on HUAWEI CLOUD are EOD accordingly. 

2. What are the impacts if I continue to use Xen ECSs? 

ī After the Xen virtualization platform is EOS, HUAWEI CLOUD cannot provide 

patch updates and technical support for newly detected security risks. As a result, 

security risks may occur in user services. 

ī New disks and NICs cannot be attached to existing Xen ECSs when the ECSs are 

running. 

ī The backups of an existing Xen ECS cannot be used to create Xen ECSs, and the 

KVM ECSs created using a Xen ECS backup cannot be started. 

3. Which virtualization platform will be used to replace Xen? 
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HUAWEI CLOUD will use KVM to replace Xen. Compared with Xen, KVM provides 

more functions, better stability, and higher performance. KVM ECSs surpass Xen ECSs 

in: 

ī Fault detection 

ī Live migration 

ī Remote high availability (HA) 

KVM can better meet the cloud computing requirements. The majority number of users 

are using KVM, and most Xen users have switched from Xen to KVM. 

4. What should I do with my existing Xen ECSs? 

Use the specifications modification function provided on the management console to 

change a Xen ECS to a KVM ECS. 

5. Does the price remain unchanged after I change a Xen ECS to a KVM ECS? 

Modifying specifications will lead to fee changes. For details, see Pricing of a Changed 

Specification. 

If you have any question about fees during specifications modification, create a service 

ticket or call customer service at 4000-955-988 or 950808. 

6. Which ECSs require specifications modification? 

ī C1, C2, M1, and S1 Xen ECSs require specifications modification. Table 2-2 lists 

recommended KVM flavors. Select target ECS flavors by region. 

ī To ensure proper running of SAP services, the SUSE-based large-memory ECSs for 

SAP certification, including H1, E1, E2, and ET2 ECS series, are not included in 

this specifications modification. 

ī GPU-accelerated G1 ECSs are not included in this specifications modification. 

Table 2-1 Xen ECS series 

Requiring Specifications 
Modification  

Not Requiring Specifications Modification  

C1 C2 M1 S1 H1 E1 E2 ET2 G1 

 

Table 2-2 Recommended KVM flavors 

Source Xen 
Flavor 

Target KVM Flavor 
(Recommended 1) 

Target KVM Flavor 
(Recommended 2) 

c1.medium s3.small.1 s6.small.1 

c1.large s3.large.2 s6.large.2 

c1.xlarge s3.xlarge.2 s6.xlarge.2 

c1.2xlarge s3.2xlarge.2 s6.2xlarge.2 

c1.4xlarge s3.4xlarge.2 N/A 

c1.8xlarge c3.8xlarge.2 c6.8xlarge.2 

c2.medium s3.medium.2 s6.medium.2 

c2.large s3.large.2 s6.large.2 

https://support.huaweicloud.com/en-us/usermanual-billing/renewals_topic_60000001.html
https://support.huaweicloud.com/en-us/usermanual-billing/renewals_topic_60000001.html
https://console.huaweicloud.com/ticket/#/ticketindex/createIndex
https://console.huaweicloud.com/ticket/#/ticketindex/createIndex
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Source Xen 
Flavor 

Target KVM Flavor 
(Recommended 1) 

Target KVM Flavor 
(Recommended 2) 

c2.xlarge s3.xlarge.2 s6.xlarge.2 

c2.2xlarge s3.2xlarge.2 s6.2xlarge.2 

c2.4xlarge s3.4xlarge.2 N/A 

c2.8xlarge c3.8xlarge.2 c6.8xlarge.2 

m1.medium m3.large.8 m6.large.8 

m1.large m3.large.8 m6.large.8 

m1.xlarge m3.xlarge.8 m6.xlarge.8 

m1.2xlarge m3.2xlarge.8 m6.2xlarge.8 

m1.4xlarge m3.4xlarge.8 m6.4xlarge.8 

s1.medium s3.medium.4 s6.medium.4 

s1.large s3.large.4 s6.large.4 

s1.xlarge s3.xlarge.4 s6.xlarge.4 

s1.2xlarge s3.2xlarge.4 s6.2xlarge.4 

s1.4xlarge s3.4xlarge.4 N/A 

s1.8xlarge c3.8xlarge.4 c6.8xlarge.4 

 

7. How does the change from a Xen ECS to a KVM ECS affect services? 

ī Before changing a Xen ECS to a KVM ECS, stop the ECS, which will interrupt 

services running on the ECS. After the change is complete, start the ECS to restore 

service running. 

ī After the change is complete, the underlying virtualization platform is changed 

from Xen to KVM, which does not affect services. 

8. How can I change a Xen ECS to a KVM ECS? 

Before changing a Xen ECS to a KVM ECS, manually install desired drivers on the ECS. 

Otherwise, the ECS after specifications modification will become unavailable 

because its OS cannot be started. To change a Xen ECS to a KVM ECS, perform the 

following operations: 

ī Windows 

i. Create a system disk snapshot. 

ii.  Check the UVP VMTools version. 

iii.  Install or upgrade UVP VMTools. 

iv. Modify the specification. 

v. Check disk attachment. 

For details, see Changing a Xen ECS to a KVM ECS (Windows). 

ī Linux  

https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0161.html
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For Linux, you are recommended to use a script to automatically install desired 

drivers for specifications modification. 

Â Using a script for automatic driver installation 

1) Create a system disk snapshot. 

2) Use a script to automatically install drivers. 

3) Modify the specification. 

4) Check disk attachment. 

For details, see Automatically Changing a Xen ECS to a KVM ECS (Linux). 

Â Manually installing drivers 

1) Create a system disk snapshot. 

2) Install drivers.  

3) Verify the ECS configuration. 

4) Modify the specification. 

5) Check disk attachment. 

For details, see Manually Changing a Xen ECS to a KVM ECS (Linux). 

2.2 License Agreements 

2.2.1 Technical Support Description on Using Third -Party 
Software on ECSs 

Dear HUAWEI CLOUD users, 

HUAWEI CLOUD provides technical support for certain third-party software to improve 

product serviceability. 

 
Basic support plans do not cover third-party software. For details, see Support Plans. 

Technical support includes providing suggestions on installing, configuring, and 

troubleshooting the following third-party software on ECSs: 

 ̧ Web services 

ī Apache 

ī IIS 

ī Nginx 

 ̧ Database services 

ī MySQL 

ī Microsoft SQL Server 

 ̧ Network security services 

ī Linux Iptables 

ī Windows firewall 

 ̧ Other network services 

ī SSH and Windows remote and routing access 

ī SFTP and FTP 

https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0162.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0163.html
https://www.huaweicloud.com/en-us/about/VIP_client.html
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ī OpenVPN 

ī DNS 

The suggestions provided by the HUAWEI CLOUD service team on the third-party software 

are dedicated for experienced system administrators or IT personnel. The HUAWEI CLOUD 

service team is not responsible for installing and debugging the preceding third-party software, 

implementing the suggestions, or resolving the issues caused by the preceding services. The 

description is as follows: 

Huawei provides suggestions or assists you in troubleshooting the services in the 

following scope: 

 ̧ Web services: port connection failures and access issues with error code 4xx 

 ̧ Database services: remote connection failures and changing listening ports 

 ̧ Firewall services: adding rules to Iptables and firewalls and opening ports 

 ̧ Network services: SSH or Windows remote connection failures 

 ̧ OpenVPN: failing to access the Internet using proxy 

 ̧ DNS: basic Linux DNS configurations 

You are responsible for configuring, troubleshooting, and optimizing services in the 

following scope: 

 ̧ Web services: optimizing configurations, editing pseudo-static rules, and debugging 

plug-ins 

 ̧ Database services: optimizing databases and SQL statements 

 ̧ Firewall services: constructing Iptables-based automatic detection and defense tools 

 ̧ Network services: improving SSH file transfer rate and limiting SFTP-based file transfer 

rate 

 ̧ OpenVPN services: interconnecting multiple OpenVPNs 

 ̧ DNS services: planning Linux DNS networking and optimizing network configurations 
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3 Regions and AZs  

3.1 What Is an AZ?  

AZ  

An AZ is a physical region where resources use independent power supplies and networks. 

AZs are physically isolated but interconnected through an internal network. 

There are multiple AZs in each region. If one AZ becomes faulty, other AZs in the same 

region continue to provide services. 

AZs in the same region can communicate with each other through an internal network. 

Selecting an AZ  

You can select an AZ when you purchase an ECS. Note that you cannot change the AZ after 

you purchase the ECS. 

3.2 What Is a Region? 

Regions are geographic areas isolated from each other. ECSs are region-specific and cannot 

be used across regions through internal network connections. 

When you buy an ECS, select the nearest region for low network latency and quick resource 

access. 

3.3 Are Products Different in Different Regions?  

Yes. Currently, each region contains different products. Certain products are available for trial 

release in certain regions only. 
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3.4 Where Are the Physical Servers on Which ECSs Are 
Deployed Locate? 

HUAWEI CLOUD provides multiple regions for you to create ECSs. The regions and 

geographical locations of the physical servers on which the ECSs are deployed are as follows: 

 ̧ CN North: Langfang and Beijing 

 ̧ CN East: Shanghai 

 ̧ CN South: Guangzhou 

 ̧ CN Northeast: Dalian 

3.5 Is Data Transmission Between AZs Billed?  

Data transmission between AZs in the same region is free of charge. However, data 

transmission between AZs in different regions will be billed. 

3.6 Can I Change the Region for a Purchased ECS? 

No. Select the nearest region for low network latency and quick resource access. 

3.7 Can a Load Balancer Distribute Traffic to ECSs in 
Different Regions?  

No. Create a load balancer in each region. 

3.8 Is Application Disaster Recovery Available in 
Different Regions?  

Yes. 

You can deploy active and standby application nodes in different regions. If the active 

application node is faulty, the standby application node continues to provide services. 

3.9 Does the Public Cloud Provide the Application DR 
Service? 

No. Currently, the standard application disaster recovery service is unavailable now. If you 

have such a requirement, please contact us. We will customize an application disaster 

recovery solution based on your application scenarios.  
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3.10 Can Components Contained in an Applicat ion Be 
Distributed to Different Regions?  

Yes. However, such a deployment mode is not recommended. 

You are advised to deploy the components contained in an application in the same region. In 

this manner, these components can communicate with each other over an internal network, 

reducing bandwidth costs of using public networks and ensuring communication quality 

between the components. 
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4 Billing  

4.1 Billing Modes  

4.1.1 What Are the Differences Between Yearly/Monthly and 
Pay-per-Use Payments? 

Yearly/Monthly  

A prepaid billing mode in which an ECS will be billed based on the service duration. This 

cost-effective mode is ideal when the duration of ECS usage is predictable. 

Pay-per-Use 

A postpaid billing mode in which an ECS will be billed based on usage frequency and 

duration. The system generates a bill every hour based on usage frequency and duration and 

deducts the billed amount from the account balance. A pay-per-use ECS can be provisioned 

and deleted at any time. 

 
If a pay-per-use ECS is stopped and then restarted, the startup may fail due to insufficient resources. In 

such a case, wait several minutes before attempting another restart or change the ECS flavor. 

Which One Is More Cost -Effective?  

The yearly/monthly payment is more cost-effective than the pay-per-use payment in a certain 

period of time. Yearly/Monthly is ideal when the duration of ECS usage is predictable. 

Pay-per-use is ideal when you want more flexibility and control on ECS usage. Pay-per-use 

ECSs can be provisioned or deleted at any time. Select a billing mode based on the 

application scenario. 

4.1.2 Will ECSs Continue to Be Billed After They are Stopped?  

Table 4-1 describes the billing of ECSs in different billing modes after the ECSs are stopped. 
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Table 4-1 Billing of ECSs in different billing modes after the ECSs are stopped 

Item  Pay-per-Use Spot Price Spot Block  Yearly/Mo
nthly  

Without 

a local 

disk or 

FPGA 

attached 

After the ECS is 

stopped, basic 

resources 

including vCPUs, 

memory, and 

image are no 

longer billed. The 

resources 

associated with 

the ECS, such as 

EVS disks 

(including system 

and data disks), 

EIPs, and 

bandwidth, are 

separately billed. 

After the ECS is 

stopped, basic 

resources including 

vCPUs, memory, 

and image are no 

longer billed. The 

resources associated 

with the ECS, such 

as EVS disks 

(including system 

and data disks), 

EIPs, and 

bandwidth, are 

separately billed. 

The ECS will 

continue to be 

billed after it is 

stopped. To stop 

the ECS from 

being billed, delete 

it. 

Yearly/mont

hly resources 

are billed as 

one payment 

and 

automaticall

y canceled 

upon 

expiration. 

With a 

local 

disk or 

FPGA 

attached 

The ECS will 

continue to be 

billed after it is 

stopped. To avoid 

being billed for 

such an ECS, 

delete it. 

The ECS will 

continue to be billed 

after it is stopped. 

To stop the ECS 

from being billed, 

delete it. 

The ECS will 

continue to be 

billed after being 

stopped. To avoid 

being billed for 

such an ECS, 

delete it. 

Yearly/mont

hly resources 

are billed as 

one payment 

and 

automaticall

y canceled 

upon 

expiration. 

 

 
If a pay-per-use ECS is stopped and then restarted, the startup may fail due to insufficient resources. In 

such a case, wait several minutes before attempting another restart or change the ECS flavor. 

For details, see How Can I Stop an ECS from Being Billed? 

If you want to use an ECS for a long time, you can change its billing mode from pay-per-use 

to yearly/monthly to reduce cost. For details, see Changing Pay-per-Use to Yearly/Monthly. 

4.1.3 What Are Notes on Using a Yearly/Monthly ECS?  

1. A created yearly/monthly ECS cannot be deleted. If such an ECS is not required any 

more, unsubscribe it. To do so, switch to the Elastic Cloud Server page, locate the 

target ECS, click More in the Operation column, and select Unsubscribe from the 

drop-down list. 

2. After detaching a system disk that is bought during ECS creation, you can only attach it 

to the original ECS if you want to use it as the system disk. If the disk is to be used as a 

data disk, you can attach it to any ECS. 

3. After detaching a data disk that is bought during ECS creation, you can only attach it to 

the original ECS as a data disk. 

https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0110.html
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4.1.4 Can I Switch Between Yearly/Monthly and Pay -per-Use 
Payments? 

Switch between yearly/monthly and pay-per-use payments is supported. 

Figure 4-1 Changing the billing mode 

 

 

 ̧ Changing pay-per-use to yearly/monthly 

Pay-per-use is a postpaid billing mode in which your ECS is billed based on usage 

frequency and duration. You can create or delete such an ECS at any time. 

If you want to use an ECS for a long time, you can change its billing mode from 

pay-per-use to yearly/monthly to reduce cost. For details, see Changing Pay-per-Use to 

Yearly/Monthly. 

 ̧ Changing yearly/monthly to pay-per-use 

Yearly/Monthly is a prepaid billing mode in which your ECS will be billed based on 

service duration. This cost-effective mode is ideal when the duration of ECS usage is 

predictable. 

If you require a more flexible billing mode, in which your ECS will be billed based on 

usage frequency and duration, you can change the billing mode from yearly/monthly to 

pay-per-use. However, the pay-per-use billing mode takes effect only after the 

yearly/monthly billing mode expires. For details, see Changing Yearly/Monthly to 

Pay-per-Use. 

 

https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0110.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0110.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0111.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0111.html
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 ̧ You have passed real-name authentication. 

 ̧ The billing mode of only the ECSs in Provisioned state on the Renewals page can be 

changed from yearly/monthly to pay-per-use. 

 ̧ A yearly/monthly subscription can be changed to pay-per-use before its expiration date. 

However, the change takes effect only after the subscription has expired. 

 ̧ The billing mode of solution portfolio products cannot be changed from yearly/monthly to 

pay-per-use. 

4.1.5 What Should I Do After My ECS Expires?  

After an ECS billed on a yearly/monthly basis expires, renew it on the Renewals page of the 

management console. For more details, see Renewal Management. 

4.1.6 How Can I Stop an ECS from Being Billed?  

 ̧ After you stop a pay-per-use ECS without a local disk or FPGA attached, or a spot price 

ECS without a local disk or FPGA attached, basic resources including vCPUs, memory, 

and image will no longer be billed, but the resources associated with the ECS, such as 

EVS disks, EIP, and bandwidth, are separately billed. 

To stop the ECS from being billed, delete it. 

 ̧ Pay-per-use or spot price ECSs attached with local disks (such as disk-intensive, 

ultra-high I/O, H2, P1, and P2 ECSs) or FPGAs (such as FP1 and FP1c ECSs), and spot 

block ECSs will continue to be billed after they are stopped. To prevent such ECSs from 

being billed, delete them. 

 ̧ A resource billed in yearly/monthly mode, such as an ECS or EVS disk, is paid for when 

you purchase it. The billing automatically stops when the subscription expires. If you 

stop using the resource before the subscription expires, you will not be eligible for a 

refund. 

This section uses a pay-per-use ECS to describe the impact on billing after the ECS is deleted. 

Table 4-2 lists the information of the ECS. 

Table 4-2 Information of a pay-per-use ECS 

Resources Used by the 
ECS 

Description  Billing Mode  

Basic resources vCPUs, memory, and image Pay-per-use 

EVS disk System disk Pay-per-use 

Data disk Pay-per-use 

EIP N/A Pay-per-use 

 

After you delete the ECS, the impact on billing will be as follows: 

 ̧ Basic resources: no longer billed 

 ̧ EVS disk 

https://account.huaweicloud.com/usercenter/?locale=en-us#/userindex/renewalManagement
https://support.huaweicloud.com/en-us/usermanual-billing/renewals_topic_10000000.html
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ī System disk: no longer billed 

ī Data disk: no longer billed if you select Delete the data disks attached to the 

following ECSs when you delete the ECS. Otherwise, the data disk will continue to 

be billed. 

 ̧ EIP: no longer billed if you select Release the EIPs bound to the following ECSs when 

you delete the ECS. Otherwise, the EIP will continue to be billed. 

4.1.7 Spot ECSs 

About Spot Price ECSs 

1. Why is my spot price ECS released even when I have sufficient account balance? 

A spot price ECS may be released at any time based on the changes in market price or 

supply and demand. For example, if the market price at a certain time is higher than the 

maximum price you are willing to pay, or if there are a large number of demands that the 

ECS resource supply cannot meet, the system automatically reclaims your spot price 

ECS. 

2. Can I change a spot price ECS to a pay-per-use or yearly/monthly ECS? 

No. 

3. Which resources are included in the price discount of a spot price ECS? 

The price discount applies only to the vCPUs and memory of a spot price ECS. The 

prices of other resources, such as the system disk, data disk, and bandwidth, are the same 

as those in the pay-per-use billing mode. 

4. How can I quote a spot price ECS? 

When you purchase a spot price ECS, you are required to set the maximum price you are 

willing to pay. If the maximum price is higher than the market price and inventory 

resources are sufficient, you can purchase your spot price ECS. The spot price ECS is 

billed depending on the market price. 

5. What is the relationship between the maximum price I am willing to pay for a spot price 

ECS and the market price? 

Your spot price ECS will run only if the maximum price you are willing to pay is higher 

than the market price. If the maximum price is lower than the market price, purchasing 

the spot price will ECS fail, or the spot price ECS that you have already purchased will 

be reclaimed. A spot price ECS is billed based on market price, regardless of the 

maximum price you set. 

6. If I have multiple spot price ECSs and all the ECSs start to run at the same time, will the 

billing be the same for all of them? 

The billing will be the same for spot price ECSs of the same series with the same 

specifications. 

7. Can I obtain the market price before purchasing the spot price ECS? 

Yes. When you purchase a spot price ECS on the management console, you can view the 

market price range and historical prices of the ECS after you select an ECS flavor. 

8. How is a spot price ECS billed? 

A spot price ECS is billed per second, and its billing period is one hour. 

9. When does the billing duration for a spot price ECS start and end? 

The duration starts from the time when the spot price ECS is purchased to the time when 

it is released either manually or automatically. 

10. Is a stopped spot price ECS still being billed? 
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For details, see Table 4-3. 

Table 4-3 Billing of stopped spot price ECSs 

Item  Spot Price 

Without a local disk or FPGA 

attached 

After the ECS is stopped, basic resources including 

vCPUs, memory, and image are no longer billed. The 

resources associated with the ECS, such as EVS disks 

(including system and data disks), EIPs, and 

bandwidth, are separately billed. 

With a local disk or FPGA 

attached 

The ECS will continue to be billed after it is stopped. 

To stop the ECS from being billed, delete it. 

 

About Spot Blo ck ECSs 

1. Why is my spot block ECS released but it is not in arrears? 

When inventory resources are insufficient, the system will automatically release your 

ECSs. HUAWEI CLOUD provides the utmost efforts to ensure the proper running of 

your ECSs. However, in extreme cases, the ECSs will be interrupted released within 

seconds. Therefore, back up data when using spot block ECSs. 

2. Can a spot block ECS be changed to a pay-per-use or yearly/monthly ECS? 

No. The billing mode of spot block ECSs cannot be changed. 

3. Which resources are included in the price discount of a spot block ECS? 

The price discount applies only to the vCPUs and memory of a spot block ECS. The 

prices of other resources, such as the system disk, data disk, and bandwidth, are the same 

as those billed in pay-per-use model. 

4. How are spot price ECSs and spot block ECSs billed? 

Spot block ECSs are billed based on the predefined duration, which is a duration that you 

specify for your spot block ECS. Prices vary depending on predefined durations. 

Spot block ECSs are billed by second, and the billing period is 1 hour. 

After you specify the predefined duration, if your spot block ECS is automatically 

terminated by the system, you will not be billed for your spot block ECS for this 

predefined duration. If you delete your spot block ECS, you will be billed for the spot 

block ECS according to the predefined durations for which you used it. After the spot 

block ECS is terminated, the system provides the bills on the hour. A spot block ECS 

will continue to be billed even if it is stopped. 

5. How can I obtain the billing duration of a spot block ECS? 

The duration starts from the time when the spot block ECS is provisioned to the time 

when it is released (both manual and automatic interruptions will do), and the duration is 

down to the second. 

6. Will a stopped spot block ECS continue to be billed? 

A spot block ECS will continue to be billed after it is stopped. To stop the ECS from 

being billed, delete it. 
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4.2 Renewal and Unsubscription  

4.2.1 How Can I Renew ECSs? 

On the Elastic Cloud Server page, click More in the Operation column and select Renew to 

renew the subscription. 

4.2.2 How Can I Automatically Renew a Yearly/Monthly ECS?  

Solution  

1. Select Auto renew when purchasing a yearly/monthly ECS. 

On the Buy ECS page, select Auto renew under Required Duration . 

Figure 4-2 Auto renew 

 

 

2. Select the EIP bound to the target ECS for automatic renewal. 

Auto renew is provided for the ECSs and EVS disks when you purchase them. To 

enable automatic renewal for EIPs, perform the following operations: 

a. Log in to the management console and click Billing  in the upper right corner. 

The Billing Center page is displayed. 

b. In the navigation pane on the left, choose Renewals. 

c. Select the EIP for automatic renewal. 

Figure 4-3 Enable Auto-Renew 

 

 

4.2.3 How Can I Unsubscribe from My ECS?  

A yearly/monthly ECS can be unsubscribed, including the renewed resources and the 

resources that are being used. After the unsubscription, the ECS is unavailable. A handling fee 

will be charged for unsubscribing from a resource. 
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Notes 
 ̧ Unsubscribing from an ECS involves the renewed resources and the resources that are 

being used. After the unsubscription, the ECS is unavailable. 

 ̧ Solution product portfolios can only be unsubscribed from as a whole. 

 ̧ If an order contains resources in a primary-secondary relationship, you need to 

unsubscribe from the resources separately. 

 ̧ For details about how to unsubscribe from a resource, see Unsubscription Rules. 

Procedure 

 

 

Before requesting an unsubscription, ensure that you have migrated or backed up any data 

saved on the ECS that will be unsubscribed from. After the unsubscription is complete, the 

ECS and any data it contains will be permanently deleted. 

1. Switch to the Unsubscriptions page. 

2. Click the Active Resources tab. 

3. Unsubscribe from a single resource or from resources in a batch. 

ī To unsubscribe from a single resource, click Unsubscribe for the target resource. 

ī To unsubscribe from resources in a batch, select the target resources from the 

resource list and click Unsubscribe in the upper left corner of the resource list. 

4. View the unsubscription information, select I have confirmed that a handling fee will 

be charged for this unsubscription, and click Unsubscribe. 

4.2.4 Is Refund Supported?  

Automatic refund is not supported.  

4.2.5 Will I Receive a Notification If My Account Balance Is 
Insufficient?  

You can set the account balance threshold on the recharging page. If the account balance falls 

below the threshold, the system will send you a notification.  

4.2.6 Will I Receive a Notification of Account Balance Changes?  

The system sends you a notification of the account balance changes using emails or short 

messages. The notification message contains account balance adjustment and top-ups. 

4.2.7 Which Invoice Modes Are Supported?  

Invoice by order and invoice by bill cycle are supported. To issue invoices, choose Fees > 

Invoices on the console. 

https://support.huaweicloud.com/en-us/usermanual-billing/en-us_topic_0083138805.html
https://account.huaweicloud.com/en-us/usercenter/#/userindex/retreatManagement
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5 Creation and Deletion  

5.1 ECS Creation 

5.1.1 What Should I Do If I Cannot Find My ECS on the 
Management Console? 

Symptom  

After I logged in to the management console, I could not find my ECS. 

Possible Causes 

The ECS is not in the current region. 

Solution  

Method 1 

1. Log in to the management console. 

2. Verify the region in which your ECS locates. Then, your ECS is displayed. 

Figure 5-1 Changing a region on the management console homepage 

 

 

Method 2 

1. Log in to the management console. 

2. On the management console homepage, click View Resources in All Regions under My 

Resources. 
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Figure 5-2 View Resources in All Regions 

 

 

5.1.2 What Should I Do If the ECS Resources to Be Purchased Are 
Sold Out?  

Each HUAWEI CLOUD region has two or three AZs. If the desired resources are sold out in 

the current AZ, change the AZ and try again. 

5.1.3 What Is the Creation Time and Startup Time of an ECS?  

Creation time: time when the ECS is created on the cloud platform. 

Startup time: time when the ECS is started for the first time. 

5.1.4 Why Does the Failures Area Show an ECS Creation Failure 
But the  ECS List Displays the Created ECS? 

Symptom  

After you created an ECS bound with an EIP on the management console, the ECS creation 

was successful but binding the EIP failed due to insufficient EIPs. Although the Failures area 

showed that the ECS creation failed, the ECS was displayed in the ECS list. The results of the 

ECS creation task were inconsistent. 

Root Cause 
 ̧ The ECS list displays created ECSs. 

 ̧ The Failures area shows the ECS creation status, including the statuses of subtasks, such 

as creating ECS resources and binding an EIP. Only when all subtasks are successful, the 

ECS is created. 

If the ECS is created but EIP binding failed, the task failed. However, the ECS you created is 

temporarily displayed in the list. After the system rolls back, the ECS is removed from the list. 

5.1.5 When Does an ECS Become Provisioned? 

ECSs charged in yearly/monthly mode: After you pay for the ECSs and the system 

successfully deducts incurred fees from your account balance, your ECSs are automatically 

provisioned. 
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ECSs charged in metered mode: The ECSs are automatically provisioned after they are 

created. 

5.1.6 Why Cannot I View the ECSs Being Created Immediately 
After I Pay for Them?  

You can view the ECSs being created only after system disks of the ECSs are created. This 

requires a period of time. 

5.1.7 What Should I Do If the ECS Fails to Be Provisioned After I 
Have Paid the Order?  

After you have paid the order, if an SMS message is sent to your mobile phone indicating that 

the ECS fails to be provisioned, contact customer service of HUAWEI CLOUD at 

4000-955-988. The customer service team will help you rectify the failure and provision the 

required ECS for you. If the failure cannot be rectified within the required time period, you 

can cancel the order and the customer service will refund the price you have paid to your 

public cloud account. 

5.1.8 What Should I Do If It Is Slow to Create ECSs Using a 
Full -ECS Image? 

Symptom  

When a full-ECS image created using a CSBS backup was used to create ECSs, the process 

was time-consuming or the system displayed a message, indicating that this image cannot be 

used to rapidly create ECSs. 

Cause Analysis  

The original backup format provided by CSBS cannot be used to rapidly create ECSs. 

Therefore, if your full-ECS image is in the original backup format, this issue occurs. 

 
 ̧ CSBS has provided a new backup format. This issue is resolved if you use a full-ECS image created 

using a CSBS backup in the new format. 

 ̧ This issue does not occur if a full-ECS image is created using a CBR backup. 

Solution Using CBR  

If you want to use a full-ECS image to rapidly create ECSs, ensure that the full-ECS image is 

created using a CSBS backup in the new format. The procedure is as follows: 

 ̧ Scenario 1: The ECS based on which the target CSBS backup is created is still available. 

In such a case, use the ECS to create a CBR backup and use this backup to create a 

full -ECS image. The created full-ECS image can be used to rapidly create ECSs. 

ī For instructions about how to back up an ECS, see Creating a Cloud Server Backup. 

ī For instructions about how create a full-ECS image, see Creating a Full-ECS Image 

from a CBR Backup. 

 ̧ Scenario 2: The ECS based on which the target CSBS backup is created is unavailable. 

a. Use the full-ECS image to create a new ECS. 

https://support.huaweicloud.com/en-us/qs-cbr/cbr_02_0006.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0218.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0218.html
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b. Use an ECS to create a CBR backup. 

For details, see Creating a Cloud Server Backup. 

c. Use the CBR backup to create a full-ECS image. 

For details, see Creating a Full-ECS Image from a CBR Backup. 

The created full-ECS image can be used to rapidly create ECSs. 

Solution Using CSBS  

If you want to use a full-ECS image to rapidly create ECSs, ensure that the full-ECS image is 

created using a CSBS backup in the new format. The procedure is as follows: 

 ̧ Scenario 1: The ECS based on which the target CSBS backup is created is still available. 

Back up the original ECS on the Cloud Server Backup Service page and use the new 

backup to create a full-ECS image. The created full-ECS image can be used to rapidly 

create ECSs. 

ī For details about how to back up an ECS, see Creating a CSBS Backup. 

ī For instructions about how create a full-ECS image, see Creating a Full-ECS Image 

Using a CSBS Backup. 

 ̧ Scenario 2: The ECS based on which the target CSBS backup is created is unavailable. 

a. Use the full-ECS image to create a new ECS. 

b. Back up the ECS. 

For details, see Creating a CSBS Backup. 

c. Use the CSBS backup to create a full-ECS image again. 

For details, see Creating a Full-ECS Image Using a CSBS Backup. 

The created full-ECS image can be used to rapidly create ECSs. 

5.1.9 What Should I Do If I Selected a Wrong Image When 
Purchasing an ECS? 

If you want to replace the wrong image of a purchased ECS, use the OS change function 

provided on the cloud platform to change the image. 

1. Select the target ECS and click Stop in the upper left corner of the ECS list. 

2. Locate the row containing the target ECS. Click More in the Operation  column and 

select Manage Image/Disk > Change OS. 

The Change OS page is displayed. 

3. Select the target image type and image as needed. 

https://support.huaweicloud.com/en-us/qs-cbr/cbr_02_0006.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0218.html
https://support.huaweicloud.com/en-us/qs-csbs/en-us_topic_0072046354.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0217.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0217.html
https://support.huaweicloud.com/en-us/qs-csbs/en-us_topic_0072046354.html
https://support.huaweicloud.com/en-us/usermanual-ims/ims_01_0217.html
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Figure 5-3 Changing an OS 

 

 

4. After setting parameters, click OK . 

For details about restrictions on changing an OS, see Changing the OS. 

5.1.10 Why Cannot I Inject a File Through the Console When 
Purchasing a Linux ECS? 

When purchasing the ECS: 

 ̧ If you have selected the password authentication mode, files cannot be injected using the 

user data injection function. 

 ̧ If you have selected the key pair authentication, files can be injected using the user data 

injection function. 

Solution  

To use file injection, purchase a password-authenticated ECS through API but not the console. 

For details, see Creating an ECS. 

5.1.11 How Long Does It Take to Obtain an ECS?  

Obtaining an ECS can take as little as a few minutes. 

The time it takes to obtain an ECS depends on ECS specifications, available resources (such 

as EVS disks and EIPs), and system load. 

 
If obtaining an ECS takes a long time, contact customer service for technical support. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0031523135.html
https://support.huaweicloud.com/en-us/api-ecs/en-us_topic_0020212668.html
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5.2 ECS Deletion  

5.2.1 What Functions  Does the Delete  Button Provide?  

After you click Delete, the selected ECS is deleted. You can choose to delete the EVS disk 

and EIP of the ECS as well. If you do not delete them, they are reserved. If necessary, you can 

manually delete them later. 

To delete an ECS, perform the following operations: 

1. Log in to the management console. 

2. Under Computing, click Elastic Cloud Server. 

3. Select the ECS to be deleted. 

4. In the upper part of the ECS list, click Delete. 

 
Yearly/Monthly ECSs cannot be deleted. They support only resource unsubscription. To unsubscribe 

such an ECS, click More in the Operation column and select Unsubscribe. 

5.2.2 Can a Deleted ECS Be Provisioned Again?  

Deleted is an intermediate state of the ECS. ECSs in this state can no longer provide services 

and are soon removed from the system. 

A deleted ECS is retained in the ECS list on the management console only for a short period 

of time before it is permanently removed from the system. You can purchase new ECSs of the 

same specifications again. 

5.2.3 Can a Deleted ECS Be Restored? 

No. The data of a deleted ECS cannot be restored. Therefore, before deleting an ECS, back up 

or migrate its data. 

5.2.4 How Can I Delete or Restart an ECS? 

Deleting an ECS  

1. Log in at the official HUAWEI CLOUD website and click Console. 

2. Select the region where the ECS is located. 

3. Under Computing, click Elastic Cloud Server. 

4. Select the target ECS, click More in the Operation column, and select Delete. 

Restarting an ECS 

1. Log in at the official HUAWEI CLOUD website and click Console. 

2. Select the region where the ECS is located. 

3. Under Computing, click Elastic Cloud Server. 

4. Select the target ECS, click More in the Operation column, and select Restart. 
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5.2.5 What Should I Do When an ECS Remains in the Restarting 
or Stopping State for a Long Time?  

If an ECS remains in the Restarting or Stopping state for over 30 minutes after being 

restarted, you can forcibly restart or stop the ECS as follows: 

1. Log in to the management console. 

2. Click  in the upper left corner and select your region and project. 

3. Under Computing, click Elastic Cloud Server. 

4. Select the target ECS and click Restart or Stop. 

A dialog box is displayed to confirm whether you want to restart or stop the ECS. 

5. Select Forcibly restart the preceding ECSs or Forcibly stop the preceding ECSs. 

6. Click OK . 
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6 Login and Connection  

6.1 Login Preparations  

6.1.1 What Should Be Prepared for Logging In to an ECS?  

Windows  
 ̧ Obtain the login password. 

ECSs created using a public image have had one-click password reset plug-ins installed 

by default. If your password was forgotten or has expired, use the password reset 

function to obtain a new password for logging in to the ECS. 

Figure 6-1 Reset Password 

 

 

 ̧ Ensure that the ECS has an EIP bound (only required for MSTSC logins). 

For details, see Assigning an EIP and Binding It to an ECS. 

 ̧ Make sure that the remote desktop protocol has been enabled on the ECS (only required 

for MSTSC logins). 

https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
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If MSTSC-based remote desktop connection is used, log in to the ECS using VNC and 

enable the remote desktop protocol. 

For details, see Login Using MSTSC. 

More information:  

 ̧ If your ECS was created using an external image file and the ECS has not had password 

reset plug-ins installed, reset the ECS login password by attaching a disk to the ECS. For 

details, see Resetting the Password for Logging In to a Windows ECS Without Password 

Reset Plug-ins Installed. 

 ̧ If your ECS is authenticated using a key pair, parse the private key file to a 

password before logging in to the ECS. 

a. Locate the target ECS. 

b. In the Operation column, click More and select Get Password. 

c. Copy the content of the private key file and paste it into the text box. Click Get 

Password to obtain a random password. 

Figure 6-2 Get Password 

 

 

Linux  
 ̧ Obtain the login password. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0017955381.html
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ECSs created using a public image have had one-click password reset plug-ins installed 

by default. If your password was forgotten or has expired, use the password reset 

function to obtain a new password for logging in to the ECS. 

 ̧ Ensure that the ECS has an EIP bound (only required for SSH logins). 

SSH logins apply to only Linux ECSs. You can use a remote login tool, such as PuTTY. 

In such a case, the ECS must have an EIP bound. 

ī Verify that the ECS has an EIP bound. 

For details, see Assigning an EIP and Binding It to an ECS. 

ī Check whether the EIP bound to the ECS can be pinged. 

Â If a public IP address is used, see Why Cannot an EIP Be Pinged? for 

troubleshooting. 

Â If a private IP address is used, see What Do I Do If Two ECSs in the Same 

VPC Cannot Communicate with Each Other or Packet Loss Occurs When 

They Communicate? for troubleshooting. 

More information:  

ī If your ECS was created using an external image file and the ECS has not had 

password reset plug-ins installed, reset the ECS login password by attaching a disk 

to the ECS. For details, see Resetting the Password for Logging In to a Linux ECS 

Without Password Reset Plug-ins Installed. 

ī For a Linux ECS authenticated using a key pair: 

Â For the first login, use an SSH key. For details, see Login Using an SSH Key. 

Â For a non-first login, if you want to use the remote login function (VNC) 

provided by the management console, log in to the ECS using the SSH key and 

set the password. 

ī For a key-pair-authenticated ECS, obtaining its login password using a private key 

file failed. 

The password fails to inject using Cloud-Init. For details, see What Should I Do If I 

Cannot Log In to an ECS with Cloud-Init Enabled? 

6.1.2 What Are the User Credentials for Remote Logins?  

Username for logging in to an ECS: 

 ̧ For Windows: Administrator  

 ̧ For Linux: root 

If your login password is forgotten, see Resetting the ECS Password with a Few Clicks. 

6.1.3 What Should I Do If My Remote Login Password Was 
Forgotten? 

If you did not set a password when creating an ECS, or the password is forgotten or expired, 

reset the password by following the instructions provided in Resetting the Password for 

Logging In to an ECS on the Management Console. 

 
Keep your password secure. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0017955380.html
https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
https://support.huaweicloud.com/en-us/vpc_faq/vpc_faq_0082.html
https://support.huaweicloud.com/en-us/vpc_faq/vpc_faq_0082.html
https://support.huaweicloud.com/en-us/vpc_faq/vpc_faq_0082.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0017955380.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0067909751.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0067909751.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0067909751.html
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6.1.4 Why Cannot I Use the Account Used to Create a 
GPU-accelerated ECS to Log In to the ECS Through SSH? 

Solution  

Log in to the ECS using VNC, modify the configuration file, and log in to the ECS through 

SSH. 

1. On the Elastic Cloud Server page, locate the target ECS and click Remote Login in the 

Operation column. 

2. On the login page, enter user root and its password. 

 
The password is the one you set during ECS creation. 

 

3. In the /etc/ssh/ directory, modify the three configuration items in the sshd_config file, as 

shown in the following figure. 
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4. Save the modification and exit. Then, run the following command to restart SSH: 

service sshd restart 

5. Log in to the ECS through SSH. 

6. If the fault persists, contact customer service. 

6.1.5 What Should I Do If Starting an ECS Remains in "Waiting 
for cloudResetPwdAgent" State?  

Symptom  

During ECS startup, it remains in "Waiting for cloudResetPwdAgent" state for 20-30 seconds. 

Figure 6-3 Starting cloudResetPwdAgent 
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Possible Causes 

This issue is caused by the intranet DNS and user-defined DNS configurations. 

Solution  

1. Log in to the ECS as user root. 

2. Run the following command to modify the /etc/cloud/cloud.cfg configuration file: 

vi /etc/cloud/cloud.cfg 

3. Add the following statement to the configuration file: 

manage_etc_hosts: true 

Figure 6-4 Editing the configuration file 

 

 

6.2 Logins Through the Management Console  

6.2.1 What Should I Do If Garbled Characters Are Displayed 
When I Log In to My ECS Using VNC?  

Symptom  

After I attempted to log in to my Linux ECS using VNC, garbled characters are displayed, as 

shown in Figure 6-5. 
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Figure 6-5 Garbled characters on the VNC-based login page 

 

 

Possible Causes 

The cat command was executed to display a large binary file, leading to garbled characters. 

Solution  

Log in to the ECS as user root and run the following command for recovery: 

reset 

 
The reset command is used to re-initialize the ECS and refresh the terminal display. After the reset 

command is executed, garbled characters are cleared and the fault is rectified. 

6.2.2 What Should I Do If the Page Does not Respond After I Log 
In to an ECS Using VNC and Do Not Perform Any Operation for 
a Long Period of Time?  

If your computer is running Windows 7 and you logged in to the ECS using Internet Explorer 

10 or 11, click AltGr  twice on the VNC page to activate the page. 

6.2.3 What Should I Do If I Cannot View Data After Logging In to 
an ECS Using VNC? 

After you log in to an ECS using VNC and view data, for example, play videos or run the cat 

command to view large files, VNC may become unavailable due to the high memory usage of 

the browser. In such a case, use another browser and log in to the ECS again. 

6.2.4 Why Does a Blank Screen Appear While the System 
Displays a Message Indicating Succes sful Authentication After I 
Attempted to Log In to an ECS Using VNC?  

Another user has logged in to this ECS using VNC. 
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Only one user can log in to an ECS using VNC at a time. If multiple users attempt to log in to 

an ECS at the same time, only the first user can log in to it. For other users, the system 

displays a message indicating that the user is authenticated, but the screen turns blank. If this 

occurs, wait until the other user logs out of the ECS. 

6.2.5 What Should I Do If Error Code 1006 or 1000 Is Display ed 
When I Log In to an ECS Through the Management Console?  

Symptom  

When I attempted to remotely log in to an ECS using VNC, the system displayed error code 

1006. 

Figure 6-6 Error message displayed in a VNC-based remote login 

 

 

Possible Causes 
 ̧ The ECS is running improperly. 

 ̧ Another user has logged in to the ECS. 

 ̧ The ECS has been automatically logged out due to operation timeout. 

Troubleshooting  

1. Log in to the ECS again using VNC. 

ī If the login is successful, no further action is required. 

ī If the fault persists, go to 2. 

2. Check whether the ECS is running properly. 

Error code 1006 is displayed if the ECS is stopped, deleted, migrated, or restarted, or an 

operation timed out on the ECS. 

3. Check whether another user has logged in to the ECS. 

If yes, you can log in to the ECS only after that user logs out. 

6.2.6 Why No Audio File Can Be Properly Played on My Windows 
ECS Logged In Using VNC?  

Symptom  

Audio files can be properly played on my Windows ECS that is logged in using MSTSC. 

However, when I logged in to the ECS using VNC, playing the audio files failed. 

Possible Causes 

VNC does not support audio playing. 
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Solution  

Use a local computer to play the audio files. The following operations use a local computer 

running Windows 7 as an example. 

1. Start the local computer. 

 
This operation is not to log in to the Windows ECS. 

2. Press Win+R  to start the Run text box. 

3. Enter mstsc and click OK . 

The Remote Desktop Connection window is displayed. 

Figure 6-7 Remote Desktop Connection 

 

 

4. Click Options in the lower left corner and click the Local Resources tab. 

Figure 6-8 Local Resources 

 

 

5. In the Remote audio pane, click Settings. 
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Figure 6-9 Setting remote audio playback 

 

 

6. In the Remote audio playback pane, select Play on this computer. 

6.2.7 How Can I Change the Resolution of a Windows ECS?  

Scenarios 

The resolution of a Windows ECS that is remotely logged in must be changed. 

Solution 1: Using VNC  

The operations of changing an ECS resolution vary according to the Windows OS. This 

section uses the 64bit Windows Server 2016 standard edition as an example to describe how 

to change the resolution of a Windows ECS. 

1. Use VNC to log in to the ECS. 

2. Right-click the desktop and choose Display settings from the shortcut menu. 

Figure 6-10 Display settings 
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3. On the Settings page, click the Display tab and then Advanced display settings. 

 
If the remote desktop is not fully displayed, set Change the size of text, apps, and other items to 

100%. 

Figure 6-11 Settings 

 

 

4. In the Resolution drop-down list, select the desired resolution. 

Figure 6-12 Setting a resolution 

 

 

5. Click Apply . 
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Solution 2: Using MSTSC  

Before remotely logging in to your ECS using MSTSC, change the resolution of the Windows 

ECS. 

1. On your local computer (client), click Start. 

2. In the Search programs and files text box, enter mstsc. 

3. In the Remote Desktop Connection window, click Show Options in the lower left 

corner. 

Figure 6-13 Remote Desktop Connection 

 

 

4. Click the Display tab. Then, in the Display configuration pane, set the resolution. 

Figure 6-14 Display 

 

 

5. Use MSTSC to log in to the ECS. 
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6.3 Remote Logins  

6.3.1 What Should I Do If I Cannot Log In to My Windows ECS?  

Symptom 

An ECS cannot be logged in due to some reasons, for example, the network malfunctions, the 

local port for accessing the remote desktop is denied on the firewall, or the CPU is overloaded 

on the ECS. 

This section describes how to troubleshoot the login failures on a Windows ECS. 

If this issue occurs, follow the instructions provided in Attempting Login Using VNC on the 

Management Console. Then, locate the login fault based on Fault Locating. 

Attempting Login Using VNC on the Management Console  

If the remote login fails, check whether you can log in to the ECS using VNC on the 

management console. 

 
Click here to learn the preparations for logging in to an ECS. 

1. Log in to the management console. 

2. Under Computing, click Elastic Cloud Server. 

3. In the Operation column of the target ECS, click Remote Login. 

Figure 6-15 Remote Login 

 

 

4. (Optional) When the system displays "Press CTRL+ALT+DELETE to log on", click 

Ctrl+Alt+Del  in the upper part of the remote login page to log in to the ECS. 
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Figure 6-16 Ctrl+Alt+Del 

 

 

For details about common VNC login issues, see Logins Through the Management Console. 

If the login using VNC fails after the preceding operations are performed, record your 

resources and the time when the fault occurred. Then, click Service Tickets in the upper right 

corner of the management console, choose Create Service Ticket, and submit a ticket for 

technical support. 

Fault Locating  

If you can log in to the ECS using VNC but cannot log in to the ECS using a remote desktop 

connection, locate the fault as follows: 

The following fault causes are sequenced based on their occurrence probability. 

If the fault persists after you have ruled out a cause, check other causes. 



Elastic Cloud Server 

FAQs 6 Login and Connection 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 41 

 

Figure 6-17 Fault locating 

 

 

Table 6-1 Possible causes and solutions 

Possible Cause Solution  

The ECS is frozen or 

stopped. 

Make sure that the ECS is in the Running state. For details, see 

Checking the ECS Status. 

The entered username 

or password is 

incorrect. 

The default username for Windows ECSs is Administrator . If 

the password is incorrect, reset the password using the password 

reset function on the management console. For details, see 

Checking the Login Mode. 

The ECS is overloaded. If the bandwidth or CPU usage of the ECS is excessively high, 

login failures may occur. For details, see Checking Whether the 

ECS Is Overloaded. 

No EIP is bound to the 

ECS. 

To log in to your ECS using RDP or MSTSC, ensure that the 

ECS has an EIP bound. For details, see Verifying that the ECS 

Has an EIP Bound. 

The access is blocked 

by the Internet service 

provider (ISP). 

Check whether you can access the ECS using another hotspot or 

network. For details, see Checking Whether the Network Is 

Functional. 

The access is blocked Disable the firewall and try again. For details, see Checking 



Elastic Cloud Server 

FAQs 6 Login and Connection 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 42 

 

Possible Cause Solution  

by the firewall. Whether the Firewall Is Correctly Configured. 

The remote login port 

has been disabled in the 

security group or on the 

ECS. 

Check whether the remote login port is enabled in the security 

group and on the ECS. For details, see Checking Whether the 

Remote Access Port Is Correctly Configured. 

An IP address whitelist 

for SSH logins has 

been configured. 

Check whether an SSH login IP address whitelist is configured 

in HSS. For details, see Checking the IP Address Allowlist for 

SSH Logins (with HSS Enabled). 

The remote desktop 

protocol has been 

disabled on the ECS. 

Make sure that the remote desktop protocol has been enabled on 

the ECS (only required for RDP and MSTSC logins). For details, 

see Checking the Remote Desktop Protocol on the ECS. 

The access is blocked 

by third-party antivirus 

software. 

Disable or uninstall the third-party antivirus software and try 

again. For details, see Checking Whether the Access Is Blocked 

by Antivirus Software. 

The cause is displayed 

in the error message. 

If an error message is displayed during the remote login, check 

the operation guide based on the error information. For details, 

see Checking Whether an Error Occurred During a Remote 

Login. 

 

Checking the ECS Status 

Check whether the ECS is in the Running state on the management console. If the ECS is 

stopped, start it and try again. 

Figure 6-18 Checking the ECS status 

 

 

Checking the Login Mode  

Check the login mode you set when creating the ECS. 
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Figure 6-19 Login Mode 

 

 

 ̧ Password: Check whether the login password is correct. If your password is forgotten, 

reset the password. After resetting the password, restart the ECS for the new password to 

take effect. 

 ̧ Key pair: If your ECS is authenticated using a key pair, parse the private key file to a 

password before logging in to the ECS. 

a. Locate the target ECS. 

b. In the Operation column, click More and select Get Password. 

c. Copy the content of the private key file and paste it into the text box. Click Get 

Password to obtain a new random password. 

 ̧ Set password later: If you did not set a login mode when creating an ECS, you can use 

the password reset function (available in the Operation column of the target ECS) to 

obtain the login password after the ECS is created. After resetting the password, restart 

the ECS for the new password to take effect. 

Checking Whether the ECS Is Overloaded  

If the bandwidth or CPU usage of the ECS is excessively high, login failures may occur. 

If you have created an alarm rule using Cloud Eye, the system automatically sends an alarm to 

you when the bandwidth or CPU usage reaches the threshold specified in the rule. 

To handle this issue, perform the operations described in Troubleshooting Slow Windows 

ECSs. 

 ̧ If the login failure is caused by high CPU usage, perform the following operations to 

reduce the CPU usage: 

ī Stop certain processes that are not used temporarily and try again. 

ī Verify that the Windows Update process is not running on the backend. 

ī Restart the ECS. 

ī Reinstall the ECS OS. Back up important data before the reinstallation. 

ī If the ECS OS cannot be reinstalled due to important data, replace the disk attached 

to the ECS. To do so, back up data on the original disk, detach the disk from the 

ECS, attach the new disk to the ECS, and copy data to the new disk. 

You can also upgrade the vCPUs and memory by modifying the ECS specifications. 

 ̧ If the login fails because the bandwidth exceeds the limit, perform the following 

operations: 

https://support.huaweicloud.com/en-us/qs-ces/ces_06_0008.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0013771092.html
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Check whether the bandwidth exceeds the configured bandwidth size. For details, see 

How Do I Check Whether the Bandwidth Exceeds the Limit? 

If the bandwidth exceeds the limit, increase the bandwidth. For details, see Changing an 

EIP Bandwidth. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Verifying that the ECS Has an EIP Bound  

An ECS can access the Internet after it is bound with an EIP. 

Before logging in to an ECS using RDP or MSTSC, make sure that an EIP has been bound to 

the ECS. For details, see Assigning an EIP and Binding It to an ECS. 

 
When logging in to an ECS through an intranet, for example, through VPN or Direct Connect, you do 

not need to bind an EIP to the ECS. 

Checking Whether the Network Is Functional  

Use a local PC in another network or use another hotspot to access the ECS. Check whether 

the fault occurs on the local network. If so, contact the carrier to resolve this issue. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking Whether the Firewall Is Correctly Configured  

Check whether the firewall is enabled.  

1. Log in to the Windows ECS. 

2. Click the Windows icon in the lower left corner of the desktop and choose Control 

Panel > System and Security > Windows Firewall. 

Figure 6-20 Windows Firewall 

 

 

3. Choose Check firewall status > Turn Windows Firewall on or off . 

View and set the firewall status. 

https://support.huaweicloud.com/en-us/vpc_faq/faq_bandwidth_0002.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0093492521.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0093492521.html
https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
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Figure 6-21 Turn off Windows Firewall 

 

 

Ensure that the remote access port on the local end is allowed on the firewall. The default port 

is TCP 3389. 

If the port configured in the inbound rule of the firewall is different from that configured on 

the remote server, the remote login fails. In such a case, add the port configured on the remote 

server in the inbound rule of the firewall. 

For details, see Adding a Port Exception on a Windows ECS Firewall. 

 
The default port is 3389. If you use another port, add that port in the inbound rule of the firewall. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking Whether the Remote Access Port Is Correctly Configured  

1. Check whether port 3389 (used by default) on the ECS is accessible. 

Ensure that port 3389 has been added in the inbound rule. 

On the page providing details about the ECS, click the Security Groups tab and view 

port 3389 in the inbound rule of the security group. 

https://support.huaweicloud.com/en-us/trouble-ecs/ecs_trouble_0401.html
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Figure 6-22 Checking remote access ports 

 

 

For instructions about how to modify a security group rule, see Modifying a Security 

Group Rule 

2. Check whether the remote access port on the ECS has been changed. 

a. Choose Start > Run, enter cmd, and press Enter. In the CLI, enter regedit to open 

Registry Editor . 

b. In 

HKEY_LOCAL_MACHINE \System\CurrentControlSet \Control \TerminalSer
ver\WinStations\RDP Tcp\PortNumber, check whether the port is the default one, 

port 3389. If not, change the port to the configured one for remote logins. 

 

3. Check whether the number of connections to the ECS is limited. 

Check the internal remote desktop configuration of the ECS. 

a. Choose Start > Run, enter cmd, and press Enter. In the CLI, enter gpedit.msc to 

open Local Group Policy Editor. 

b. Choose Computer Configuration > Administrative Templates > Windows 

Components > Remote Desktop Services > Remote Desktop Session Host > 

Connections. Then, in the Limit number of connections dialog box, check 

whether the number is limited. 

https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html
https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html
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If Limit number of connections is set to Enabled, a remote connection to the Windows ECS may fail 

when the number of connections exceeds the limit. In such a case, disable Limit number of 

connections or set a larger limit for connections. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking the IP Address Allowlist for SSH Logins (with HSS Enabled)  

After HSS is enabled, you can configure an IP address allowlist for SSH logins as required. 

The IP address allowlist controls SSH access to ECSs, effectively preventing account 

cracking. 

After you configure the allowlist, SSH logins will be allowed only from allowlisted IP 

addresses. 

1. On the Events page, check whether a local host IP address is intercepted due to brute 

force cracking. 

2. Check whether the IP address allowlist for SSH logins has been enabled. If so, ensure 

that the IP address of the local host has been added to the IP address allowlist. 

 

 
 ̧ Before enabling this function, ensure that all IP addresses that need to initiate SSH logins 

are added to the allowlist. Otherwise, you cannot remotely log in to your ECS through 

SSH. 

 ̧ Exercise caution when adding a local IP address to the allowlist. This will make HSS no 

longer restrict access from this IP address to your ECSs. 

For more details, see Security Configuration. 

https://support.huaweicloud.com/en-us/usermanual-hss/hss_01_0051.html
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Checking the Remote Desktop Protocol on the ECS  

Make sure that the remote desktop protocol has been enabled on the ECS (only required for 

RDP and MSTSC logins). 

Log in to the ECS using VNC and enable the remote desktop protocol. 

For details, see Login Using MSTSC. 

Checking Whether the Access Is Blocked by Antivirus Software  

Third-party antivirus software may lead to an access failure to the ECS. 

If third-party antivirus software is running, check whether the remote connection is blocked 

by the software. If so, add the EIP of the ECS to the allowlist and try to access the ECS again. 

You can also disable or uninstall the third-party antivirus software and try again. 

Checking Whether an Error Occurred During a Remote Login  

If an error message is displayed during the remote login, check the operation guide based on 

the error information. 

For details, see Remote Login Errors on Windows. 

If the error cannot be handled, record the message and the time when the error occurred. Then, 

click Service Tickets in the upper right corner of the management console, choose Create 

Service Ticket, and submit a ticket for technical support. 

If the fault persists after the preceding operations are performed, record your resources and 

the time when the fault occurred. Then, click Service Tickets in the upper right corner of the 

management console, choose Create Service Ticket, and submit a ticket for technical 

support. 

6.3.2 What Should I Do If I Cannot Log In to My Linux ECS?  

Symptom  

An ECS cannot be logged in due to some reasons, for example, the network malfunctions, the 

local port for accessing the remote desktop is denied on the firewall, or the CPU is overloaded 

on the ECS. 

This section describes how to troubleshoot the failure to log in to a Linux ECS. 

If this issue occurs, follow the instructions provided in Attempting Login Using VNC on the 

Management Console. Then, locate the login fault based on Fault Locating. 

Attempting Login Using VNC on the Management Console  

If the remote login fails, check whether you can log in to the ECS using VNC on the 

management console. 

 
Click here to learn the preparations for logging in to an ECS. 

1. Log in to the management console. 

2. Under Computing, click Elastic Cloud Server. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0017955381.html
https://console.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
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3. In the Operation column of the target ECS, click Remote Login. 

Figure 6-23 Remote Login 

 

 

4. (Optional) When the system displays "Press CTRL+ALT+DELETE to log on", click 

Ctrl+Alt+Del  in the upper part of the remote login page to log in to the ECS. 

 
Do not press CTRL+ALT+DELETE  on the physical keyboard because this operation does not take 

effect. 

If the login using VNC fails after the preceding operations are performed, record your 

resources and the time when the fault occurred. Then, click Service Tickets in the upper right 

corner of the management console, choose Create Service Ticket, and submit a ticket for 

technical support. 

Fault Locating  

If you can log in to the ECS using VNC but cannot log in to the ECS using a remote desktop 

connection, locate the fault as follows: 

The following fault causes are sequenced based on their occurrence probability. 

If the fault persists after you have ruled out a cause, check other causes. 
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Figure 6-24 Fault locating 

 

 

Table 6-2 Possible causes and solutions 

Possible Cause Solution  

The ECS is frozen or 

stopped. 

Make sure that the ECS is in the Running state. For details, see 

Checking the ECS Status. 

The entered username 

or password is 

incorrect. 

The default username for Linux ECSs is root. If the password is 

incorrect, reset the password using the password reset function 

on the management console. For details, see Checking the Login 

Mode. 

The ECS is overloaded. If the bandwidth or CPU usage of the ECS is excessively high, 

login failures may occur. For details, see Checking Whether the 

ECS Is Overloaded. 

No EIP is bound to the 

ECS. 

To log in to your ECS using RDP or MSTSC, ensure that the 

ECS has an EIP bound. For details, see Verifying that the ECS 

Has an EIP Bound. 

The access is blocked 

by the ISP. 

Check whether you can access the ECS using another hotspot or 

network. For details, see Checking Whether the Network Is 

Functional. 

The remote login port 

is not permitted in the 

Check whether the remote login port is permitted in the security 

group. For details, see Checking Whether the Remote Access 
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Possible Cause Solution  

security group. Port Is Correctly Configured. 

The remote access port 

is incorrectly 

configured. 

Check whether the remote access port is correctly configured on 

the local computer and the ECS. For details, see Checking 

Whether the Remote Access Port Is Correctly Configured. 

An IP address whitelist 

for SSH logins has 

been configured. 

Check whether an SSH login IP address whitelist is configured 

in HSS. For details, see Checking the IP Address Allowlist for 

SSH Logins (with HSS Enabled). 

An OS fault has 

occurred. 

The file system is damaged. For details, see Checking Whether 

an OS Fault Has Occurred. 

The access is blocked 

by third-party antivirus 

software. 

Disable or uninstall the third-party antivirus software and try 

again. For details, see Checking Whether the Access Is Blocked 

by Antivirus Software. 

The cause is displayed 

in the error message. 

If an error message is displayed during the remote login, check 

the operation guide based on the error information. For details, 

see Checking Whether an Error Occurred During a Remote 

Login. 

 

Checking the ECS Status 

Check whether the ECS is in the Running state on the management console. If the ECS is 

stopped, start it and try again. 

Figure 6-25 Checking the ECS status 

 

 

Checking the Login Mode  

Check the login mode you set when creating the ECS. 
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Figure 6-26 Login Mode 

 

 

 ̧ Password: Check whether the login password is correct. If your password is forgotten, 

reset the password. After resetting the password, restart the ECS for the new password to 

take effect. 

 ̧ Key pair 

ī For the first login, use an SSH key. For details, see Login Using an SSH Key. 

ī For a non-first login, if you want to use the remote login function (VNC) provided 

by the management console, log in to the ECS using the SSH key and set the 

password. 

 ̧ Set password later: If you did not set a login mode when creating an ECS, you can use 

the password reset function (available in the Operation column of the target ECS) to 

obtain the login password after the ECS is created. After resetting the password, restart 

the ECS for the new password to take effect. 

Checking Whether the ECS Is Overloaded  

If the bandwidth or CPU usage of the ECS is excessively high, login failures may occur. 

If you have created an alarm rule using Cloud Eye, the system automatically sends an alarm to 

you when the bandwidth or CPU usage reaches the threshold specified in the rule. 

To handle this issue, perform the operations described in Troubleshooting Slow Linux ECSs. 

 ̧ If the login failure is caused by high CPU usage, perform the following operations to 

reduce the CPU usage: 

ī Stop certain processes that are not used temporarily and try again. 

ī Restart the ECS. 

ī Reinstall the ECS OS. Back up important data before the reinstallation. 

ī If the ECS OS cannot be reinstalled due to important data, replace the disk attached 

to the ECS. To do so, back up data on the original disk, detach the disk from the 

ECS, attach the new disk to the ECS, and copy data to the new disk. 

You can also upgrade the vCPUs and memory by modifying the ECS specifications. 

 ̧ If the login fails because the bandwidth exceeds the limit, perform the following 

operations: 

Check whether the bandwidth exceeds the configured bandwidth size. For details, see 

How Do I Check Whether the Bandwidth Exceeds the Limit? 

If the bandwidth exceeds the limit, increase the bandwidth. For details, see Changing an 

EIP Bandwidth. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0017955380.html
https://support.huaweicloud.com/en-us/qs-ces/ces_06_0008.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0013771092.html
https://support.huaweicloud.com/en-us/vpc_faq/faq_bandwidth_0002.html
https://support.huaweicloud.com/usermanual-ecs/en-us_topic_0093492521.html
https://support.huaweicloud.com/usermanual-ecs/en-us_topic_0093492521.html
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After performing the preceding operations, try to remotely log in to the ECS again. 

Verifying that the ECS Has an EIP Bound  

If you need to use CloudShell available on the management console or a remote login tool 

(such as PuTTY or Xshell) to access the ECS, bind an EIP to the ECS. 

For details, see Assigning an EIP and Binding It to an ECS. 

Checking Whether the Network Is Functional  

Use a local PC in another network or use another hotspot to access the ECS. Check whether 

the fault occurs on the local network. If so, contact the carrier to resolve this issue. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking Whether  the Security Group Is Correctly Configured  

Check whether the local host can access port 22 on the ECS. 

Run the following command to check whether port 22 is accessible: 

telnet Private IP address of the ECS 

If the port 22 is inaccessible, check whether the port in the security group is allowed. 

On the page providing details about the ECS, click the Security Groups tab and view port 22 

in the inbound rule of the security group. 

Figure 6-27 Checking remote access ports 

 

 

For instructions about how to modify a security group rule, see Modifying a Security Group 

Rule 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking Whether the  Remote Access Port Is Correctly Configured  

Check the internal configuration of the affected ECS. 

1. Verify that the sshd process is running. 

2. Check whether the local computer is restricted on the ECS. 

a. Log in to the ECS and run the following command to check the configuration: 

vi /etc/hosts.deny 

https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html
https://support.huaweicloud.com/en-us/usermanual-vpc/vpc_SecurityGroup_0005.html
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b. If the IP address of the local computer is detected, the IP address is denied. In such 

a case, delete the IP address from the file. 

3. Switch to the file in /etc/ssh/ssh_config on the local computer and view the default login 

port. Then, check whether the SSH-enabled port in the file in /etc/ssh/sshd_config on 

the ECS has been changed (the default port number is 22). 

 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking the IP Addres s Allowlist for SSH Logins (with HSS Enabled)  

After HSS is enabled, you can configure an IP address allowlist for SSH logins as required. 

The IP address allowlist controls SSH access to ECSs, effectively preventing account 

cracking. 

After you configure the allowlist, SSH logins will be allowed only from allowlisted IP 

addresses. 

1. On the Events page, check whether a local host IP address is intercepted due to brute 

force cracking. 

2. Check whether the IP address allowlist for SSH logins has been enabled. If so, ensure 

that the IP address of the local host has been added to the IP address allowlist. 

 

 
 ̧ Before enabling this function, ensure that all IP addresses that need to initiate SSH logins 

are added to the allowlist. Otherwise, you cannot remotely log in to your ECS through 

SSH. 

 ̧ Exercise caution when adding a local IP address to the allowlist. This will make HSS no 

longer restrict access from this IP address to your ECSs. 

For more details, see Security Configuration. 

Checking Whether an OS Fault Has Occurred  
 ̧ Password injection failure 

Failing to obtain a password is generally due to a Cloud-Init-based password injection 

failure. See What Should I Do If I Cannot Log In to an ECS with Cloud-Init Enabled? 

for troubleshooting. 

 ̧ File system damaged after a forcible stop 

There is a low probability that the file system is damaged. As a result, the ECS fails to be 

restarted. See What Should I Do If the Forcibly Stopped Linux ECS Fails to Start Due to 

File System Damage? for troubleshooting. 

After performing the preceding operations, try to remotely log in to the ECS again. 

https://support.huaweicloud.com/en-us/usermanual-hss/hss_01_0051.html
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Checking Whether th e Access Is Blocked by Antivirus Software  

Third-party antivirus software may lead to an access failure to the ECS. 

If third-party antivirus software is running, check whether the remote connection is blocked 

by the software. If so, add the EIP of the ECS to the allowlist and try to access the ECS again. 

You can also disable or uninstall the third-party antivirus software and try again. 

Checking Whether an Error Occurred During a Remote Login  

If an error message is displayed during the remote login, check the operation guide based on 

the error information. 

For details, see Remote Login Errors on Linux. 

If the error cannot be handled, record the message and the time when the error occurred. Then, 

click Service Tickets in the upper right corner of the management console, choose Create 

Service Ticket, and submit a ticket for technical support. 

If the fault persists after the preceding operations are performed, record your resources and 

the time when the fault occurred. Then, click Service Tickets in the upper right corner of the 

management console, choose Create Service Ticket, and submit a ticket for technical 

support. 

6.3.3 What  Should I Do If I Cannot Use MSTSC to Log In to an 
ECS Running the Windows Server 2012 OS? 

Symptom  

An ECS running the Windows Server 2012 OS has password authentication configured during 

ECS creation. When a user used the initial password and MSTSC to log in to the ECS, the 

login failed and the system displayed the message "You must change your password before 

logging on for the first time. Please update your password or contact your system 

administrator or technical support." 

Possible Causes 

The local computer used by the user is running the Windows 10 OS. 

Due to limitations, the Windows 10 OS does not support remote logins to an ECS running the 

Windows Server 2012 OS using the initial password. 

Solutions  
 ̧ Solution 1 

Use a local computer running the Windows 7 OS to remotely log in to the ECS running 

the Windows Server 2012 OS. 

 ̧ Solution 2 

Retain the original local computer and change the initial login password. 

a. Use VNC to log in to the ECS running the Windows Server 2012 OS for the first 

time. 

b. Change the login password as prompted. 

c. Use the changed password and MSTSC to log in to the ECS again. 

https://console.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
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 ̧ Solution 3: 

Retain the original local computer and initial login password. 

a. Choose Start. In the Search programs and files text box, enter mstsc and press 

Enter. 

The Remote Desktop Connection page is displayed. 

b. Enter the EIP and click Connect. Then, use username administrator  and the login 

password configured during ECS creation for connection. 

The connection fails, and the system displays the message "You must change your 

password before logging on for the first time. Please update your password or 

contact your system administrator or technical support." 

c. Click Options in the lower left corner of the Remote Desktop Connection page. 

d. On the General tab, click Save As in the Connection settings pane and save the 

remote desktop file in .rdp format. 

e. Use Notepad++ to open the .rdp file. 

f. Add the following statement to the last line of the .rdp file and save the file. 

enablecredsspsupport:i:0 

g. Double-click the edited .rdp file to set up the remote desktop connection. 

h. Click Connect to connect to the ECS running the Windows Server 2012 OS again. 

6.3.4 How Can I Change a Remote Login Port?  

Scenarios 

This section describes how to change a port for remote logins. 

Windows  

The following uses an ECS running Windows Server 2012 as an example. The default login 

port of a Windows ECS is 3389. To change it to port 2020, for example, do as follows: 

1. In the Run dialog box, enter regedit to access the registry editor. 

2. In Registry Editor, choose HKEY_LOCAL_MA CHINE  > SYSTEM > 

CurrentControlSet  > Control  > Terminal Server > Wds > rdpwd  > Tds > tcp and 

double-click PortNumber. 

a. In the dialog box that is displayed, set Base to Decimal. 

b. Change the value in Value data to the new port number, which is 2020 in this 

example. 
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Figure 6-28 Changing the port number to 2020 

 

 

3. In Registry Editor, choose HKEY_LOCAL_MACHINE  > SYSTEM > 

CurrentControlSet  > Control  > Terminal Server > WinStations > RDP-Tcp and 

double-click PortNumber. 

a. In the dialog box that is displayed, set Base to Decimal. 

b. Change the value in Value data to the new port number, which is 2020 in this 

example. 

Figure 6-29 Changing the port number to 2020 

 

 

4. Open the Windows search box, enter services, and select Services. 
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Figure 6-30 Services 

 

 

5. In the Services window, restart Remote Desktop Services or the ECS. 

6. Modify the inbound rules of the firewall. Perform this operation only if the firewall is 

enabled. 

Choose Control Panel > Windows Firewall > Advanced Settings > Inbound Rules > 

New Rule. 

ī Rule Type: Port 

ī Protocol in Protocol and Ports: TCP 

ī Port in Protocol and Ports: Specific local ports, 2020 in this example 

ī Action: Allow the connection 

ī Profile: Default settings 

ī Name: RDP-2020 

After the configuration, refresh the page to view the new rule. 

7. Modify the security group rule. 

Add an inbound rule in which Protocol is set to TCP and Port Range is set to 2020. 

Use port 2020 to remotely log in to the ECS. 

Linux  

The following uses an ECS running CentOS 7.3 as an example. The default login port of a 

Linux ECS is 22. To change it to port 2020, for example, do as follows: 

1. Run the following command to edit the sshd configuration file: 

vi /etc/ssh/sshd_config 

2. Delete the comment tag (#) from the #port 22 line and change 22 to 2020. 

Figure 6-31 Changing the port number to 2020 
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3. Press Esc to exit editing mode. Enter :wq!  to save and exit the configuration. 

4. Run either of the following commands to restart sshd: 

service sshd restart 

Or 

systemctl restart sshd 

5. (Optional) Configure the firewall. Perform this step if the firewall is enabled. 

The firewall varies depending on the CentOS version. CentOS 7 uses firewalld, and 

CentOS 6 uses iptables. The following operations use CentOS 7 as an example. 

Run the firewall -cmd --state command to check the firewall status. 

ī Method 1: Disable the firewall and the function of automatically enabling the 

firewall upon ECS startup. 

systemctl stop firewalld 

systemctl disable firewalld 

ī Method 2: Add information about a new port to firewalld. 

i. Run the following commands to add a rule for port 2020: 

firewall -cmd --zone=public --add-port=2020/tcp --permanent 

firewall -cmd --reload 

ii.  View the added port. The TCP connection of port 2020 has been added. 

firewall -cmd --list-all 

iii.  Restart firewalld. 

systemctl restart firewalld.service 

6. Modify the security group rule. 

Add an inbound rule in which Protocol is set to TCP and Port Range is set to 2020. 

Use port 2020 to remotely log in to the ECS. 

6.3.5 Why Cannot I Use a Non -Default SSH Port to Log In to My 
Linux ECS? 

Symptom  

After changing the default SSH port, I could not use the new port to log in to my ECS. 

Possible Causes 
 ̧ The access to the new port is not allowed in the security group. 

 ̧ The new port is not enabled on the firewall. 

 ̧ The new port is not added to the SSH configuration file. 

 ̧ The hosts configuration file is incorrectly configured. 

Checking Security Group Rules  

Check whether the security group is correctly configured. 

For example, if the new SSH port number is 2020, ensure that there is a security group rule 

without restriction in the outbound direction and allowing access to this port in the inbound 
direction. 
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Checki ng Firewall Rules  

Run the iptables command to check whether the new SSH port, for example, port 2020 is 

enabled on the firewall. 

1. Log in to the Linux ECS. 

2. Take CentOS 7.3 as an example. Run the following command to edit the iptables file: 

vi /etc/sysconfig/iptables 

3. Add a rule for port 2020. 

- A INPUT - m state - state NEW - m tcp - p tcp - dport 2020 - j ACCEPT  

4. Restart iptables. 

systemctl restart iptables 

Checking the SSH Configuration File  

Log in to the ECS and check the SSH configuration file. 

1. Run the following command to check whether port 2020 has been configured: 

vi /etc/ssh/sshd_config 

2. If the port has not been configured, replace #Port 22 with Port 2020. 

3. Run the following command to restart SSH: 

service sshd restart 

Checking the hosts Configuration File  

The /etc/hosts.allow and /etc/hosts.deny files of a Linux ECS are used to permit or deny an 

IP address or an IP address segment, respectively, to remotely access the ECS using SSH. 

1. Add the following statement to /etc/hosts.allow to allow the IP address 192.168.1.3 to 

access the ECS using SSH: 

sshd: 192.168.1.3  

2. Check /etc/hosts.deny. If sshd:all:deny is contained, comment it out. 

 
If a rule is set in both hosts.allow and hosts.deny, the rule in hosts.allow takes precedence. For example, 

if "sshd: 192.168.1.3" is set in hosts.allow and "sshd:all:deny" is set in hosts.deny, the ECS allows only 

the SSH login from IP address 192.168.1.3. 

6.3.6 What Should I Do If I Cannot Obtain the Password for 
Logging In to My Windows ECS Authenticated Using a Key Pair?  

Symptom  

A private key cannot be used to obtain the password for logging in to a Windows ECS that is 

authenticated using a key pair. 

Possible Causes 

The password fails to inject using Cloudbase-Init due to: 
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 ̧ A network fault, leading to the failure of the connection from the ECS to the 

Cloudbase-Init server. 

 ̧ No configuration on the image for Cloudbase-Init to obtain the password. 

 ̧ Other reasons. 

Solution  

If logging in to an ECS with Cloudbase-Init enabled failed, perform the following operations 

to locate the fault: 

1. Ensure that Cloudbase-Init has been correctly configured on the image based on which 

the ECS was created. 

ī If Cloudbase-Init has not been configured, your ECS will not allow customized 

configurations, and you can log in to it using the original image password only. 

ī The ECSs created using a public image have had Cloudbase-Init installed by default. 

Therefore, you do not need to install and configure Cloudbase-Init anymore. 

ī If your ECS is created using an external image file, install and configure 

Cloudbase-Init. 

For details, see Installing and Configuring Cloudbase-Init. 

2. Ensure that the key pair for logging in to the ECS is correct. 

The key used for obtaining the password must be the key used during the ECS creation. 

3. Ensure that DHCP is enabled in the VPC to which the ECS belongs. 

On the management console, check whether DHCP has been enabled in the target subnet. 

Figure 6-32 DHCP 

 

 

4. Ensure that the ECS has an EIP bound. 

5. Ensure that traffic to and from port 80 is allowed in security group rules. 

https://support.huaweicloud.com/en-us/usermanual-ims/en-us_topic_0030730602.html
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Figure 6-33 Security group rules for port 80 

 

 

6. Check Cloudbase-Init logs to identify the cause. 

a. Stop the affected ECS and detach the system disk from it. 

Figure 6-34 Detaching the system disk 

 

 

b. Use a public image to create a temporary Windows ECS and attach the system disk 

detached in 6.a to the ECS. 

c. Log in to the temporary ECS, open the Server Manager page, choose File and 

Storage Services > Volumes > Disks, right-click the offline disk, and choose 

Online from the shortcut menu. 

Figure 6-35 Setting disk online 

 

 

d. Switch to the cloudbase-init  file in /Program Files/Cloudbase 

Solution/Cloudbase-Init/log  of this disk to view the log for fault locating. 



Elastic Cloud Server 

FAQs 6 Login and Connection 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 63 

 

Figure 6-36 cloudbase-init 

 

 

6.3.7 What Browser Ve rsion Is Required to Remotely Log In to an 
ECS? 

When you use a browser to remotely log in to an ECS, ensure that the browser version meets 

the requirements listed in Table 6-3. 

Table 6-3 Browser version requirements 

Brow ser Version  

Google Chrome 31.0-75.0 

Mozilla Firefox 27.0-62.0 

Internet Explorer 10.0-11.0 

 

6.3.8 What Should I Do If I Cannot Access a Windows Server 2012 
OS After Uninstalling Some Software?  

Issue Description  

Installing applications on a Windows Server 2012 OS requires .net framework 3.5, and .net 

framework 4.5 delivered with the OS must be uninstalled. However, after the uninstallation, 

blank screen occurs or OS login fails. 

Possible Causes 

After .net framework 4.5 is uninstalled, the system mode is changed from full to core, and the 

system desktop is not enabled. 

Handling Method  

To handle this issue, perform the following operations to change the core mode back to full: 

1. Log in to the ECS. 

2. In the upper right corner, click Send CtrlAltDel and start the task manager. 

3. Choose File > Run new task. 

The Create new task page is displayed. 
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Figure 6-37 Creating a new task 

 

 

4. In the Open text box, type cmd and press Enter. 

5. Run the following command to change the system mode from core to full: 

Dism /online /enable-feature /all /featurename:Server-Gui-Mgmt 

/featurename:Server-Gui-Shell /featurename:ServerCore-FullServer 

6. After about 10 minutes, the system displays a message, asking you whether to restart the 

system. In such a case, press Y to restart the system. 

You can access the desktop after logging in to the ECS again. 

6.3.9 How Can I Log In to an ECS After Its System Disk Is 
Exchanged with That Attached to Another ECS Running the 
Same OS? 

Symptom  

Two pay-per-use ECSs run the same OS, for example, both run Windows or Linux. The 

system disks attached to the two stopped ECSs are exchanged. After the exchanging, the login 

passwords or keys of the ECSs may change. In such a case, how can I log in to the ECSs? 

 
Before stopping an ECS for disk detachment, release the IP address assigned to the ECS using DHCP so 

that ECS can correctly obtain an IP address later. To do so, perform the following operations: 

1. Log in to the Windows ECS. 

2. Run the following command to release the IP address: 

ipconfig /release 

This operation will interrupt network connections and affect the use of the ECS. After the ECS is 

restarted, network connections will automatically recover. 

Windows  

Login methods vary according to the login authentication used on the ECSs. For example, 

there are three Windows ECSs with parameters configured in Table 6-4. 
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Table 6-4 Parameter configurations 

ECS System Disk  Login 
Authenticatio
n 

Password/Key Pair  

ecs_01 vol_01 Password or 

key pair 

If a password is used for login 

authentication, take Ecs@01 as an 

example. 

If a key pair is used for login 

authentication, take private key file 

Keypair_01 as an example. 

ecs_02 vol_02 Password Ecs@02 

ecs_03 vol_03 Key pair Keypair_03 

 

 ̧ Scenario 1: System disk vol_01 is detached from ecs_01 offline and then attached to 

ecs_02 as the system disk. How can I log in to ecs_02? 

After ecs_02 starts up, use its initial password Ecs@02 to log in to the ECS. 

 ̧ Scenario 2: System disk vol_01 is detached from ecs_01 offline and then attached to 

ecs_03 as the system disk. How can I log in to ecs_03? 

The random password for logging in to ecs_03 must be resolved again. The procedure is 

as follows: 

a. Delete the initial password for logging in to ecs_03. 

Locate the row containing ecs_03, click More in the Operation column, and select 

Delete Password from the drop-down list. Then, click OK . 

 
ecs_03 must be in Stopped state. 

b. Start ecs_03. 

Locate the row containing ecs_03, click More in the Operation column, and select 

Start from the drop-down list. Then, in the Start ECS dialog box, click OK . 

c. Obtain the password for logging in to ecs_03. 

i. Locate the row containing ecs_03, click More in the Operation column, and 

select Get Password from the drop-down list. 

ii.  Click Select File and upload private key file Keypair_03 of ecs_03. 

iii.  Click Get Password to obtain a new random password. 

d. Use the random password obtained in step c to log in to ecs_03 with the system disk 

replaced. 

Linux  

Login methods vary according to the login authentication used on the ECSs. For example, 

there are three Linux ECSs with parameters configured in Table 6-4. 



Elastic Cloud Server 

FAQs 6 Login and Connection 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 66 

 

Table 6-5 Parameter configurations 

ECS System 
Disk  

Login 
Authentication  

Password/Key Pair  

ecs_01 vol_01 Password or key 

pair 

If a password is used for login 

authentication, take Ecs@01 as an 

example. 

If a key pair is used for login 

authentication, take private key file 

Keypair_01 as an example. 

ecs_02 vol_02 Password Ecs@02 

ecs_03 vol_03 Key pair Keypair_03 

 

 ̧ Scenario 1: System disk vol_01 is detached from ecs_01 offline and then attached to 

ecs_02 as the system disk. How can I log in to ecs_02? 

Use either of the following methods to log in to ecs_02: 

ī Use private key file Keypair_01 (if available) of ecs_01. 

ī Use the original password Ecs@02 of ecs_02. 

 ̧ Scenario 2: System disk vol_01 is detached from ecs_01 offline and then attached to 

ecs_03 as the system disk. How can I log in to ecs_03? 

Use one of the following methods to log in to ecs_03: 

ī Use the password Ecs@01 (if available) of ecs_01. 

ī Use private key file Keypair_01 (if available) of ecs_01. 

ī Use private key file Keypair_03 of ecs_03. 

6.3.10 Why Does the System Display a Message Indicating that 
the Password for Logging In to a Windows ECS Cannot Be 
Viewed?  

Symptom  

Password authentication is required to log in to a Windows ECS. Therefore, a key file is 

required to obtain the initial password for logging in to the ECS. However, after Get 

Password (see Obtaining the Password for Logging In to a Windows ECS) is clicked, the 

system displays a message indicating that the password could not be viewed. ECS login was 

therefore unsuccessful. 

Possible Causes 

Possible causes vary depending on the image used to create the Windows ECS. 

 ̧ Cause 1: The image used to create the Windows ECS is a private image, on which 

Cloudbase-Init has not been installed. 

 ̧ Cause 2: Cloudbase-Init has been installed on the image, but the key pair had not been 

obtained when the Windows ECS was created. 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0031107266.html
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Solution  
 ̧ If the issue is a result of cause 1, proceed as follows: 

If a private image is created without Cloudbase-Init installed, the ECS configuration 

cannot be customized. As a result, you can log in to the ECS only using the original 

image password. 

The original image password is the OS password configured when the private image was 

created. 

If the original image password has been forgotten, use the password reset function 

available on the Elastic Cloud Server page to reset the password. 

 ̧ If the issue is a result of cause 2, proceed as follows: 

a. Locate the row containing the target ECS, click More in the Operation column, 

and select Restart. 

b. Click More in the Operation column and select Get Password to check whether 

the password can be obtained. 

Â If  the password can be obtained, no further action is required. 

Â If the password cannot be obtained, contact customer service for technical 

support. 

6.4 Remote Login Errors on Windows  

6.4.1 What Should I Do If an Authentication Failure Occurs After 
I Attempt to Remotel y Log In to a Windows ECS?  

Symptom  

When a local computer running Windows attempts to access a Windows ECS using RDP (for 

example, MSTSC), an identity authentication failure occurs and the desired function is not 

supported. 

 ̧ If the error message contains only the information that an identity authentication failure 

occurs and that the desired function is not supported, rectify the fault by following the 

instructions provided in Solution. 

 ̧ If the error message shows that the fault was caused by "CredSSP Encryption Oracle 

Remediation", as shown in Figure 6-38, the fault may be caused by a security patch 

released by Microsoft in March 2018. This patch may affect RDP-based CredSSP 

connections. As a result, setting up RDP-based connections to ECSs failed. For details, 

see Unable to RDP to Virtual Machine: CredSSP Encryption Oracle Remediation. 

Rectify the fault by following the instructions provided in official Microsoft document. 

https://blogs.technet.microsoft.com/mckittrick/unable-to-rdp-to-virtual-machine-credssp-encryption-oracle-remediation/
https://support.microsoft.com/en-us/help/4093492/credssp-updates-for-cve-2018-0886-march-13-2018
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Figure 6-38 Failed to set up a remote desktop connection 

 

 

Solution  

Modify the remote desktop connection settings on the Windows ECS. To do so, perform the 

following operations: 

1. Log in to the ECS. 

2. Click Start in the lower left corner, right-click Computer, and choose Properties from 

the shortcut menu. 

3. In the navigation pane on the left, choose Remote settings. 

4. Click the Remote tab. In the Remote Desktop pane, select Allow connections from 

computers running any version of Remote Desktop (less secure). 
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Figure 6-39 Remote settings 

 

 

5. Click OK . 

6.4.2 What Should I Do If the Local Computer Cannot Connect to 
My Windows ECS?  

Symptom  

An error message is displayed indicating that this computer cannot connect to the remote 

computer. 
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Figure 6-40 Cannot connect to the remote computer 

 

 

Possible Causes 
 ̧ Port 3389 of the security group on the ECS is disabled. For details, see Checking Port 

Configuration on the ECS. 

 ̧ The firewall on the ECS is disabled. For details, see Checking Whether the Firewall Is 

Correctly Configured. 

 ̧ The remote desktop connection is not correctly configured. For details, see Checking 

Remote Desktop Connection Settings. 

 ̧ Remote Desktop Services are not started. For solution, see Checking Remote Desktop 

Services. 

 ̧ Remote Desktop Session Host is not correctly configured. For details, see Checking 

Remote Desktop Session Host Configuration. 

Checking Port Configuration on the ECS  

Check whether port 3389 (used by default) on the ECS is accessible. 

Ensure that port 3389 has been added in the inbound rule. 

On the page providing details about the ECS, click the Security Groups tab and view port 

3389 in the inbound rule of the security group. 

Checking Whether the Firewall Is Correctly Configured  

Check whether the firewall is enabled on the ECS. 

1. Log in to the ECS using VNC available on the management console. 

2. Click the Windows icon in the lower left corner of the desktop and choose Control 

Panel > Windows Firewall. 
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Figure 6-41 Windows Firewall 

 

 

3. Click Turn Windows Firewall on or off . 

View and set the firewall status. 

Figure 6-42 Checking firewall status 

 

 

To enable Windows firewall, perform the following steps: 

4. Click Advanced settings. 

5. Check Inbound Rules and ensure that the following rules are enabled: 

ī Remote Desktop - User Mode (TCP-In), Public 

ī Remote Desktop - User Mode (TCP-In), Domain, Private 
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Figure 6-43 Inbound Rules 

 

 

If the port configured in the inbound rule of the firewall is different from that configured 

on the remote server, the remote login fails. In such a case, add the port configured on 

the remote server in the inbound rule of the firewall. 

For details, see Adding a Port Exception on a Windows ECS Firewall. 

 
The default port is 3389. If you use another port, add that port in the inbound rule of the firewall. 

After performing the preceding operations, try to remotely log in to the ECS again. 

Checking Remote Desk top Connection Settings  

Modify the remote desktop connection settings of the Windows ECS: Select Allow 

connections from computers running any version of remote desktop (less secure). To do 

so, perform the following operations: 

1. Log in to the ECS. 

2. Click Start in the lower left corner, right-click Computer, and choose Properties from 

the shortcut menu. 

3. In the left navigation pane, choose Remote settings. 

4. Click the Remote tab. In the Remote Desktop pane, select Allow connections from 

computers running any version of Remote Desktop (less secure). 

https://support.huaweicloud.com/en-us/trouble-ecs/ecs_trouble_0401.html
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Figure 6-44 Remote settings 

 

 

5. Click OK . 

Checking Remote Desktop Services  

1. Open the Windows search box, enter services, and select Services. 

2. In the Services window, restart Remote Desktop Services. Ensure that Remote 

Desktop Services is in the Running status. 
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Figure 6-45 Remote Desktop Services 

 

 

Checking Remote Desktop Session Host Configuration  

1. Open the cmd window and enter gpedit.msc. 

2. Click OK  to start Local Group Policy Editor. 

3. Choose Computer Configuration > Administrative Templates > Windows 

Components > Remote Desktop Services. 

4. Choose Remote Desktop Session Host > Security > Require use of specific security 

layer for remote (RDP) connections. 

Figure 6-46 Require use of specific security layer for remote (RDP) connections 

 

 

5. Set Require use of specific security layer for remote (RDP) connections to Enabled 

and Security layer to RDP. 
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Figure 6-47 Setting security layer to RDP 

 

 

6.4.3 What Should I Do If I Do Not Have the Permission to 
Remotely Log In to a Windows ECS?  

Symptom  

When I connect a remote desktop to a Windows ECS, the system prompts that I need the 

permission to log in through Remote Desktop Services. 

Figure 6-48 Remote login right missing. 

 

 

Solution  

1. Open the cmd window and enter gpedit.msc. 

2. Click OK  to start Local Group Policy Editor. 
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3. Choose Computer Configuration > Windows Settings > Security Settings > Local 

Policies > User Rights Assignment. 

a. Locate and double-click Allow log on through Remote Desktop Services. Ensure 

that Administrators  and Remote Desktop Users have been added. 

Figure 6-49 Allow log on through Remote Desktop Services properties 

 

 

b. Locate and double-click Deny log on through Remote Desktop Services. If the 

administrator account exists, delete it. 
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Figure 6-50 Deny log on through Remote Desktop Services properties 

 

 

6.4.4 What Should I Do If the System Displays No Remote 
Desktop Licen se Servers Available to Provide a License When I 
Log In to a Windows ECS?  

Symptom  

An error message is displayed indicating that there are no Remote Desktop License Servers 

available to provide a license and please contact the administrator. 

Figure 6-51 No Remote Desktop License Servers available to provide a license 

 

 

Possible Causes 

You have installed the Remote Desktop Session Host. 

The grace period for Remote Desktop Services is 120 days. If you do not pay for it when the 

period expires, the service will stop. Windows allows a maximum of two users (including the 
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local user) in remote desktop connections. To allow the access of more users, install the 

Remote Desktop Session Host and configure the desired number of authorized users. 

However, installing the Remote Desktop Session Host will automatically revoke the original 

two free connections. This leads to the preceding fault if desired number of authorized users 

has not been configured. 

Solution  
 ̧ Method 1: Apply for a license for authenticating multi-user sessions and activate the 

ECS. Note that you need to purchase a remote desktop access license from the official 

Microsoft website. 

For details, see Applying for a License for Authenticating Multi-User Sessions and 

Activating the ECS. 

 ̧ Method 2: Delete Remote Desktop Session Host (Windows Server 2008) or Remote 

Desktop Services (Windows Server 2012). 

After the role is deleted, the ECS allows a maximum of two users (including local login 

users) to access. 

 ̧ Method 3: Reconfigure multi-user login after reinstalling or changing the ECS OS. 

Windows Server 2008 public images are not supported anymore. If you are using a 

Windows Server 2008 ECS, change its OS to a Windows Server 2012 OS. 

Back up data on the system disk before reinstalling or changing the OS. 

Precautions 
 ̧ The operations described in this section apply to the ECSs running a Windows Server 

2008 or Windows Server 2012. 

 ̧ The ECS must be restarted during the operation, which may interrupt services. Back up 

data before performing the operation. 

Windows Server 2008 

1. Log in to the Windows ECS using VNC available on the management console. 

2. Open Server Manager, right-click Remote Desktop Services under Roles, and choose 

Remove Roles from the shortcut menu. 

https://support.huaweicloud.com/en-us/trouble-ecs/ecs_trouble_0208.html
https://support.huaweicloud.com/en-us/trouble-ecs/ecs_trouble_0208.html
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Figure 6-52 Deleting roles 

 

 

3. In the displayed dialog box, deselect Remote Desktop Session Host and click Next till 

you finish the operation. 

Figure 6-53 Deselecting Remote Desktop Session Host 
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4. Click Delete. 

5. Restart the ECS. 

Windows Server 2012 

1. Log in to the Windows ECS using VNC available on the management console. 

2. Open Server Manager, choose Manage > Remove Roles and Features, and click 

Next. 

Figure 6-54 Deleting roles and features 

 

 

3. Select the destination server and click Next. 

4. Deselect Remote Desktop Services. 

Figure 6-55 Deselecting Remote Desktop Services 

 

 

5. Click Delete. 

6. Restart the ECS. 

6.4.5 What Should I Do If the System Displays Error Code 0x112f 
When I Log In to a Windows ECS?  

Symptom  

When I log in to a Windows ECS, the system displays error code 0x112f. 
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Figure 6-56 Error message (code: 0x112f) 

 

 

Possible Causes 

The ECS memory is insufficient. 

Solution  
 ̧ Method 1 (recommended) 

Modify the ECS specifications to increase the vCPUs and memory size. For instructions 

about how to modify ECS specifications, see General Operations for Modifying 

Specifications. 

 ̧ Method 2 

Enable virtual memory on the ECS to obtain its idle memory. 

For instructions about how to enable virtual memory, see How Can I Enable Virtual 

Memory on a Windows ECS? 

 
This method will deteriorate the disk I/O performance. Therefore, use this method only when necessary. 

6.4.6 What Should I Do If the System Displays Error Code 0x1104 
When I Log In to a Windows ECS?  

Symptom  

The system displays an error message indicating that a protocol error (code: 0x1104) is 

detected when I use MSTSC to access an ECS running Windows Server 2008. 

Figure 6-57 Protocol error (code: 0x1104) 

 

 

https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0013771092.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0013771092.html
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Possible Causes 
 ̧ Port 3389 of the security group on the ECS is disabled. 

 ̧ The firewall on the ECS is disabled. 

 ̧ Port 3389 on the ECS is used by other processes. 

 ̧ The Remote Desktop Session Host is incorrectly configured. 

Solution  

Step 1 Check security group settings. 

Check whether port 3389 is allowed in inbound direction. If it is, go to Step 2. 

Step 2 Check whether the firewall is disabled: 

1. Log in to the Windows ECS. 

2. Click the Windows icon in the lower left corner of the desktop and choose Control 

Panel > Windows Firewall. 

 

3. Click Turn Windows Firewall on or off . 

View and set the firewall status. 

 

If the firewall is enabled, go to Step 3. 

Step 3 Log in to the ECS using VNC and check the port. 

1. Open the cmd window and run the following command: 
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netstat -ano |findstr: 3389 

Figure 6-58 Checking port 3389 

 

 

As shown in Figure 6-58, port 3389 is used by the process with ID of 4. 

2. Open Task Manager and find the process with ID of 4 is the System process. 

3. Generally, the IIS and SQL Server run as the System process. Run the following HTTP 

command for further check. 

netsh http show servicestate 

Figure 6-59 Checking System process 

 

 

4. If port 3389 is used by HTTP protocols, it indicates that the port is used by IIS. 

5. Enter http://127.0.0.1:3389 in the address box of the browser and press Enter. Check 

whether the website can be visited normally for verification. 

6. Change the port used by IIS and restart IIS. 

Step 4 If no error occurs during the preceding steps, go to step Step 5 to check whether error 0x1104 

is caused by the configuration of Remote Desktop Session Host. 

Step 5 Check the remote desktop session host configuration. 

1. Log in to the ECS using VNC. 
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2. Open the cmd window and enter gpedit.msc. 

3. Click OK  to start Local Group Policy Editor. 

4. Choose Computer Configuration > Administrative Templates > Windows 

Components > Remote Desktop Services > 

Figure 6-60 Remote Desktop Services 

 

 

5. Remote Desktop Session Host > Security. 
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Figure 6-61 Remote (RDP) Connection requires the use of the specified security layer 

 

 

6. Set Require use of specific security layer for remote (RDP) connections to Enabled 

and Security layer to RDP. 

Figure 6-62 Setting security layer 

 

 

7. Click OK . 

8. After the configuration is complete, open the cmd window. 

9. Run the following command to update the group policy: 

gpupdate 
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Figure 6-63 Updating the group policy 

 

 

----End 

6.4.7 What Should I Do If the System Displays Error Code 
122.112... When I Log In to a Windows ECS? 

Symptom  

The system displays error 122.112... when I use RDC to locally access an ECS running 

Windows Server 2012. The ECS is frequently disconnected and the Windows login process is 

unexpectedly interrupted. 

Possible Causes 

1. System resources are insufficient or unavailable. 

2. The services cannot be started. 

Solution  

Step 1 Check system logs. 

1. Log in to the ECS using VNC. 

2. Click  to start the service manager and choose Administrative Tools > Event 

Viewer > Windows Logs > System > Filter Current Logs . 
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Figure 6-64 Event viewer 

 

 

3. In the Event Level pane, select event levels. 
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Figure 6-65 Filtering logs 

 

 

4. Search for login logs. 

Step 2 Check the usage of host resources. 

1. Choose Start > Task Manager > Performance. 

2. Check usage of CPU and memory. 

Step 3 Check whether the purchased Windows ECS is with 1 vCPU and 1 GB of memory. 

If it is, change the flavor or stop unnecessary processes. 

----End 

6.4.8 What Should I Do If the System Displays Invalid Certificate 
or Associated Chain When I Log In to a Windows ECS from a 
Mac? 

Symptom  

When I use Microsoft Remote Desktop for Mac to remotely access a Windows ECS, the 

system displays invalid certificate or associated chain. 
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Figure 6-66 Microsoft Remote Desktop for Mac 

 

 

Due to the particularity of the Mac system, I need to perform internal configurations on Mac 

and the Windows ECS to ensure successful remote connection. When I log in to the Windows 

ECS using Microsoft Remote Desktop for Mac, the system displays an error message 

indicating that the certificate or associated chain is invalid. 

Figure 6-67 Invalid certificate or associated chain 

 

 

Possible Causes 

The group policy setting is incorrect on the ECS. 

Procedure 

1. On the menu bar in the upper left corner, choose RDC > Preferences to open the 

preference setting page of the Microsoft Remote Desktop. 

Figure 6-68 Preferences setting 
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2. Select Security and modify the parameter settings according the following figure. 

Figure 6-69 Security setting 

 

 

3. Remotely connect to the Windows ECS again. If the error message Invalid certificate 

or associated chain is still displayed, go to 4. 

4. Log in to the Windows ECS using VNC. 

5. Press Win+R  to start the Open text box. 

6. Enter gpedit.msc to access the Local Group Policy Editor. 

7. In the left navigation pane, choose Computer Configuration > Administrative 

Templates > Windows Components > Remote Desktop Services > Remote Desktop 

Session Host > Security. 

Figure 6-70 Remote Desktop Session Host 

 

 

8. Modify the following parameters as prompted: 

ī Enable Require use of specific security layer for remote (RDP) connections. 
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Figure 6-71 Require use of specific security layer for remote (RDP) connections 

 

 

ī Disable Require user authentication for remote connections by using Network 

Level Authentication. 
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Figure 6-72 Remote connection authentication 

 

 

9. Close the group policy editor and restart the ECS. 

6.4.9 What Should I Do If the System Displays a Message 
Indicating Invalid Credentials?  

Symptom  

When a local PC running Windows attempts to access a Windows ECS using RDP (for 

example, MSTSC), the system displays a message indicating that the credentials are invalid. 

Solution  

Perform the following steps to rectify the fault. After completing each step, try to access the 

ECS to check whether the fault is rectified. If the fault persists, go to the next step. 

Step 1: Change Network Access Policy 

Step 2: Modify Credentials Delegation 

Step 3: Set the Credentials of the Local Server 

Step 4: Disable Password Protected Sharing 

Step 1: Change Network Access Policy  

1. Log in to the ECS using VNC on the management console. 

2. Choose Start > Run. In the Run dialog box, enter gpedit.msc and click OK  to start 
Local Group Policy Editor. 
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Figure 6-73 gpedit.msc 

 

 

3. Choose Computer Configuration > Windows Settings > Security Settings > Local 

Policies > Security Options and locate Network access: Sharing and security model 

for local accounts. 

Figure 6-74 Locating the network access policy 

 

 

4. Select Classic - local users authenticate as themselves and click OK . 
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Figure 6-75 Changing the network access policy 

 

 

Step 2: Modify Credentials Delegation  

1. Log in to the ECS using VNC on the management console. 

2. Choose Start > Run. In the Run dialog box, enter gpedit.msc and click OK  to start 

Local Group Policy Editor. 

3. Choose Computer Configuration > Administrative Templates > System and locate 

Credentials Delegation. 
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Figure 6-76 Locating the network access policy 

 

 

4. Double-click Allow Delegating Saved Credentials with NTLM-only Server 

Authentication and click OK . 

Figure 6-77 Allow Delegating Saved Credentials with NTLM-only Server Authentication 

 

 

5. Select Enabled and enter TERMSRV/*  in the Show Contents text box. TERMSRV/*  

indicates the terminal server running on all computers. 
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Figure 6-78 Enabled 

 

 

6. Refresh the group policy for the settings to take effect. 

7. Choose Start > Run. In the Run dialog box, enter gpupdate /force and press OK  to 

update the group policy. 

Figure 6-79 Updating the group policy 

 

 

Step 3: Set the Credentials of the Local Server  

1. Open the control panel on the local server and choose Credential Manager > Windows 

Credentials. 
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Figure 6-80 Credential Manager 

 

 

2. Check whether the credential of the target ECS is contained in the Windows credentials. 

If no, add a credential. 

Figure 6-81 Add a Windows Credential 

 

 

Step 4: Disable Password Protected Sharing  

1. Log in to the ECS. 

2. Choose Start > Control Panel > All Control Panel Items > Network and Sharing 

Center > Change advanced sharing settings. 

3. In the Password protected sharing pane, select Turn  off password protected sharing. 
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Figure 6-82 Turn off password protected sharing 

 

 

4. Click Save changes. 

6.4.10 What Should I Do If an Internal Error Occurs When I Log 
In to My Windows ECS?  

Symptom  

When I attempted to log in to my Windows ECS using MSTSC, the system displays an error 

message indicating an internal error. 

Solution  

1. On the local server, run cmd as an administrator. 

2. Run the netsh winsock reset command. 

 

3. Restart the local server. 

If you still cannot log in to the ECS using the preceding methods, check whether the local 

network is accessible. If not, change the network (for example, switch to a mobile hotspot) 
and check whether you can remotely log in to the ECS. 
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If the fault persists after the preceding operations are performed, record your resources and 

the time when the fault occurred. Then, click Service Tickets in the upper right corner of the 

management console, choose Create Service Ticket, and submit a ticket for technical 

support. 

6.4.11 How Can I Troubleshoot a Disconnected Session Because 
of a Protocol Error When  I Log In to a Windows ECS?  

Symptom  

An error message is displayed indicating that the remote session will be disconnected because 

of a protocol error. 

Figure 6-83 Protocol error 

 

 

Possible Causes 

The registry subkey Certificate is damaged. 

Solution  

1. In the Run dialog box, enter regedit and click OK  to open the registry editor. 

Figure 6-84 Opening the registry editor 
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2. Choose HKEY_LOCAL_MACHINE  > SYSTEM > ControlSet001 > Control  > 

Terminal Server > RCM . 

3. Delete Certificate. 

Figure 6-85 Deleting Certificate 

 

 

4. Restart the ECS. 

5. Choose Start > Administrative Tools > Remote Desktop Services > Remote Desktop 

Session Host Configuration. 

Figure 6-86 Opening Remote Desktop Session Host Configuration 

 

 

6. Right-click RDP-Tcp and choose Properties. In the displayed dialog box, click General 

and set Security layer to RDP Security Layer. 
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Figure 6-87 RDP-Tcp properties 

 

 

6.4.12 How Can I Troubleshoot an Identity Error of the Remote 
Computer When I Log In to a Windows ECS?  

Symptom  

An error message is displayed indicating that the identity of the remote computer cannot be 

verified. You are required to enter the password and log in again. 
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Figure 6-88 Protocol error 

 

 

Possible Causes 

Security software installed on the ECS prevents logins from unknown IP addresses. 

Solution  
 ̧ Uninstall the security software. 

 ̧ Open the security software and enable the default login mode. 

6.4.13 How Can I Troubleshoot the Connection Error of Two 
Computers in the Allotted Time When I Log In to a Windows 
ECS? 

Symptom  

An error message is displayed indicating that the computer cannot connect to the remote 

computer in the amount of time allotted. 

Figure 6-89 Error message 
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Solution  

Run cmd and then netsh winsock reset, restart the ECS as prompted, and try connecting 

again. 

6.4.14 How Can I Troubleshoot a Denied Connection Because of 
Unauthorized User Account When I Log In to a Windows ECS?  

Symptom  

An error message is displayed indicating that the connection is denied because the user 

account is not authorized for remote login. 

Figure 6-90 Error message 

 

 

Possible Causes 

The remote desktop connection permissions have been incorrectly configured. 

Solution  

Step 1 Check remote desktop permissions on the ECS. 

1. In the Run dialog box, enter secpol.msc and click OK  to open Local Security Policy. 

2. Choose Local Policies > User Rights Assignment > Allow log on through Remote 

Desktop Services. 
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Figure 6-91 Local security policy 

 

 

3. Check whether there are user groups or users that have been granted the remote login 

permission. 

If not, add required users or groups. 
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Figure 6-92 Allow log on through Remote Desktop Services properties 

 

 

Step 2 Check the target user group. 

1. Open the Run dialog box, enter lusrmgr.msc, and click OK  to open Local Users and 

Groups. 

2. Double-click Users on the left. 

3. Double-click the name of the user that encounters a login error. 

4. In the displayed dialog box, click the Member Of tab. Ensure that the user belongs to 

the user group that is assigned with the remote login permission in Step 2.2. 



Elastic Cloud Server 

FAQs 6 Login and Connection 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 106 

 

Figure 6-93 Checking the target user group 

 

 

Step 3 Check the remote desktop session host configuration. 

1. In the Run dialog box, enter tsconfig.msc and click OK  to open Remote Desktop 

Session Host Configuration. 

2. Double-click RDP-Tcp or other connections added by a user under Connections and 

click the Security tab. 
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Figure 6-94 Security 

 

 

3. Check whether there are user groups or users that have been granted the remote login 

permission under Group or user names. 

If not, add required users or groups. 

4. Restart the ECS or run the following commands in the CLI to restart the Remote 

Desktop Services: 

net stop TermService 

net start TermService 

----End 

6.4.15 How Can I Troubleshoot a Lost Connection Because of 
Another User's Login When  I Log In to a Windows ECS?  

Symptom  

An error message is displayed indicating that your remote desktop session has ended because 

another user has connected to the remote computer. 
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Figure 6-95 Ended remote desktop session 

 

 

Windows Server 2008 

1. Choose Start > Administra tive Tools > Remote Desktop Services > Remote Desktop 

Session Host Configuration. 

Figure 6-96 Remote Desktop Session Host Configuration 

 

 

2. Double-click Restrict each user to a single session and deselect Restrict each user to a 

single session, and click OK . 
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Figure 6-97 Modifying the configuration 

 

 

Windows Server 2012 

1. Choose Start > Run. In the Run dialog box, enter gpedit.msc and click OK  to start 

Local Group Policy Editor. 

2. Choose Computer Configuration > Administrative Templates > Windows 

Components > Remote Desktop Services > Remote Desktop Session Host > 

Connections. 

Figure 6-98 Connections 

 

 

3. Double-click Restrict Remote Desktop Services users to a single Remote Desktop 

Services session, change the value to Disabled, and click OK . 
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Figure 6-99 Modifying the configuration 

 

 

4. Run gpupdate/force to update the group policy. 

Figure 6-100 Updating the group policy 
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6.4.16 What Should I Do If BSOD Occurs When I Log In to a 
Windows Server 2012 ECS Using Remote Desktop Connection?  

Symptom  

When I attempted to use remote desktop connection to log in to an ECS running Windows 

Server 2012 R2 from a local computer with redirected drive enabled, blue screen of death 

(BSOD) occurred. 

Root Cause 

The remote desktop connection with redirected drive enabled loads the desired rdpdr.sys drive, 

which leads to BSOD and error code 0x18, 0x50, 0xa, 0x27, or 0x133. 

Solution  

After enabling the remote desktop connection, disable redirect local drives. 

1. Start the Run dialog box. 

2. Enter mstsc and click OK . 

The Remote Desktop Connection window is displayed. 

3. Click Options in the lower left corner and click the Local Resources tab. 

4. In the Local devices and resources pane, click More. 

5. Deselect Drives. 

6. Click OK . 

Figure 6-101 Disabling redirect local drives 
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6.5 Remote Login Errors on Linux  

6.5.1 What Should I Do If Error Message "Module is unknown" Is 
Displayed When I Remotely Lo g In to a Linux ECS? 

Symptom  

When I attempted to remotely log in to a Linux ECS, the system displayed error Message 

"Module is unknown". 

Figure 6-102 Module is unknown 

 

 

 
 ̧ To resolve this issue, you are required to restart the ECS and enter the rescue mode. 

 ̧ Restarting the ECS may interrupt services. Exercise caution when performing this operation. 

Root Cause 

The file in the /etc/pam.d/ directory was modified by mistake. 

Solution  

1. Enter the single-user mode. 

The following uses CentOS 7 as an example: 

a. Restart the ECS and click Remote Login. 

b. Press the up arrow key to prevent automatic system startup. When the kernels are 

displayed, press e to enter the editing mode. 

Figure 6-103 Entering the kernel editing mode 
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The grub file is encrypted by Euler images by default. Before entering the edit mode, you need to 

contact customer service to obtain username and password. 

c. Locate the row containing linux16 and delete undesired parameters. 

d. Change ro to rw  for mounting the root partition with read-write permissions. 

e. Add rd.break and press Ctrl +X. 

Figure 6-104 Before the modification 

 

 

Figure 6-105 After the modification 

 

 

f. Run the following command to go to the /sysroot directory: 

# chroot /sysroot 

2. Run the following command to view the system log for error files: 

grep Module /var/log/messages 

Figure 6-106 System log 

 

 

3. Comment out or modify the error line in the error files displayed in the system log. 

vi /etc/pam.d/login 
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Figure 6-107 Modifying the error information 

 

 

4. Restart the ECS and try to log in to it again. 

 
 ̧ To view the modification records and check whether the modification is caused by misoperations, 

run the following command: 

vi /root/.bash_history 

Search for the keyword vi or login. 

 ̧ Do not modify the files in the /etc/pam.d/ directory. Run the following command for details about 

pam: 

man pam.d 

6.5.2 What Should I Do If Error Message "Permi ssion denied" Is 
Displayed When I Remotely Log In to a Linux ECS?  

Symptom  

When I attempted to remotely log in to a Linux ECS, the system displayed error Message 

"Permission denied". 

Figure 6-108 Permission denied 

 

 

 
 ̧ To resolve this issue, you are required to restart the ECS and enter the rescue mode. 

 ̧ Restarting the ECS may interrupt services. Exercise caution when performing this operation. 

Root Cause 

The nofile parameter in /etc/security/limits.conf is used to set the maximum number of files 

that can be opened in the system. If the value is greater than the fs.nr_open value (1048576 
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by default) set in PermissionDenied.png, a login verification error will occur, leading to 

"Permission denied". 

Solution  

1. Enter the single-user mode. 

The following uses CentOS 7 as an example: 

a. Restart the ECS and click Remote Login. 

b. Press the up arrow key to prevent automatic system startup. When the kernels are 

displayed, press e to enter the editing mode. 

Figure 6-109 Entering the kernel editing mode 

 

 

 
The grub file is encrypted by Euler images by default. Before entering the edit mode, you need to 

contact customer service to obtain username and password. 

c. Locate the row containing linux16 and delete undesired parameters. 

d. Change ro to rw  for mounting the root partition with read-write permissions. 

e. Add rd.break and press Ctrl+X . 

Figure 6-110 Before the modification 
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Figure 6-111 After the modification 

 

 

f. Run the following command to go to the /sysroot directory: 

# chroot /sysroot 

2. Run the following command to view the fs.nr_open value: 

sysctl fs.nr_open 

3. Change the nofile value in /etc/security/limits.conf so that the value is smaller than the 

fs.nr_open value obtained in 2. 

vi /etc/security/limits.conf 

 
limits.conf is the pam_limits.so configuration file of Linux Pluggable Authentication Module (PAM). 

For more details, run the following command: 

man limits.conf 

4. Restart the ECS and try to log in to it again. 

6.5.3 What Should I Do If Error Message "read: Connection reset 
by peer" Is Displayed When I Remotely Log In to a Linux ECS?  

Symptom  

When I attempted to remotely log in to a Linux ECS, the system displayed error message 

"read: Connection reset by peer". 

Figure 6-112 read: Connection reset by peer 

 

 

Possible Causes 
 ̧ The remote login port is not permitted in the security group. 

 ̧ The firewall is enabled on the ECS, but the remote login port is blocked by the firewall. 

Solution  

Perform the following operations for troubleshooting: 
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 ̧ Check security group rules. 

ī Inbound: Add the remote login port. The default port 22 is used as an example. 

Figure 6-113 Adding port 22 in the inbound direction 

 

 

ī Outbound: Outbound rules allow network traffic to be out of specified ports. 

Figure 6-114 Permitting all network traffic in the outbound direction 

 

 

 ̧ Add a port to the ECS firewall exception. 

The following uses Ubuntu as an example: 

a. Run the following command to view the firewall status: 

sudo ufw status 

The following information is displayed: 

Status: active  

b. Add a port to the firewall exception, taking the default port 22 as an example. 

ufw allow 22 

Rule added 

Rule added (v6) 

c. Run following command to check the firewall status again: 

sudo ufw status 

Status: active  

To                         Action      From  
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--                          ------       ----   

22                         ALLOW       Anywhere  

22 (v6)                    ALLOW       Anywhere (v6)  

Try to remotely log in to the ECS again. 
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7 ECS Management 

7.1 Hostnames 

7.1.1 How Can a Changed Static Hostname Take Effect 
Permanently?  

Symptom  

The static hostname of a Linux ECS is user defined and injected using Cloud-Init during the 

ECS creation. Although the hostname can be changed by running the hostname command, 

the changed hostname is restored after the ECS is restarted. 

Changing the Hostname on the ECS  

To make the hostname changed by running the hostname command take effect even after the 

ECS is stopped or restarted, save the changed hostname into configuration files. 

The changed hostname is assumed to be new_hostname. 

Step 1 Modify the /etc/hostname configuration file. 

1. Run the following command to edit the configuration file: 

sudo vim /etc/hostname 

2. Change the hostname to the new one. 

3. Run the following command to save and exit the configuration file: 

:wq 

Step 2 Modify the /etc/sysconfig/network configuration file. 

1. Run the following command to edit the configuration file: 

sudo vim /etc/sysconfig/network 

2. Change the HOSTNAME  value to the new hostname. 

HOSTNAME= Changed hostname 

 
If there is no HOSTNAME  in the configuration file, manually add this parameter and set it to the 

changed hostname. 

An example is provided as follows: 
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HOSTNAME=new_hostname 

3. Run the following command to save and exit the configuration file: 

:wq 

Step 3 Modify the /etc/cloud/cloud.cfg configuration file. 

1. Run the following command to edit the configuration file: 

sudo vim /etc/cloud/cloud.cfg 

2. Use either of the following methods to modify the configuration file: 

ī Method 1: Change the preserve_hostname parameter value or add the 

preserve_hostname parameter to the configuration file. 

If preserve_hostname: false is already available in the /etc/cloud/cloud.cfg 

configuration file, change it to preserve_hostname: true. If preserve_hostname is 

unavailable in the /etc/cloud/cloud.cfg configuration file, add preserve_hostname: 

true before cloud_init_modules. 

If you use method 1, the changed hostname still takes effect after the ECS is 

stopped or restarted. However, if the ECS is used to create a private image and the 

image is used to create a new ECS, the hostname of the new ECS is the hostname 

(new_hostname) used by the private image, and user-defined hostnames cannot be 

injected using Cloud-Init. 

ī Method 2 (recommended): Delete or comment out - update_hostname. 

If you use method 2, the changed hostname still takes effect after the ECS is 

stopped or restarted. If the ECS is used to create a private image and the image is 

used to create a new ECS, the changed hostname permanently takes effect, and 

user-defined hostnames (such as new_new_hostname) can be injected using 

Cloud-Init. 

Step 4 Run the following command to restart the ECS: 

sudo reboot 

Step 5 Run the following command to check whether the hostname has been changed: 

sudo hostname 

If the changed hostname is displayed in the command output, the hostname has been changed 

and the new name permanently takes effect. 

----End 

7.1.2 Is an ECS Hostname with Suffix .novalocal Normal?  

Symptom  

Hostnames of some ECSs have the suffix .novalocal. 

For example, the hostname is set to abc during ECS creation. Table 7-1 lists the hostnames 

(obtained by running the hostname command) of ECSs created using different images and 

those displayed after the ECSs are restarted. 

Table 7-1 Hostnames of ECSs created from different images 

Image Hostname Before ECS Restart Hostname After ECS Restart  
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Image Hostname Before ECS Restart Hostname After ECS Restart  

CentOS 6.8 abc abc.novalocal 

CentOS 7.3 abc.novalocal abc.novalocal 

Ubuntu 16 abc abc 

 

Hostnames of ECSs created based on some types of images have the suffix .novalocal, while 

others do not. 

Troubleshooting  

This is a normal phenomenon. 

The static hostname of a Linux ECS is user defined and injected using Cloud-Init during the 

ECS creation. According to the test results, Cloud-Init adapts to OSs differently. As a result, 

hostnames of some ECSs have suffix .novalocal, while others do not. 

If you do not need suffix .novalocal in obtained hostnames, change the hostnames. For details, 

see How Can a Changed Static Hostname Take Effect Permanently? 

7.1.3 What Should I Do If the Hostname of My ECS Is Restored 
After the ECS Is Restarted? 

The following uses an ECS running the CentOS 7 OS as an example: 

1. Log in to the ECS and view the Cloud-Init configuration file. 

2. In the /etc/cloud/cloud.cfg file, comment out or delete update_hostname. 

 
 ̧ update_hostname indicates that the hostname is changed in Cloud-Init each time the ECS is 

restarted. 

 ̧ update_hostname is commented out in public images by default. For instructions about how to 

comment out update_hostname in private images, see Installing Cloud-Init. 

7.1.4 How Can I Set Sequen tial ECS Names When Creating 
Multiple ECSs?  

Scenarios 

When creating multiple ECSs at the same time, you can use either of the following methods to 

sequentially name the ECSs: 

 ̧ Automatic naming: The system automatically adds a hyphen followed by a four-digit 

incremental number to the end of each ECS name. 

 ̧ Customizable naming: You can customize a naming rule in the format 

"name_prefix[begin_number,bits]name_suffix". The system will automatically name the 

ECSs according to naming rule you specify. 

This section describes how to use the two methods to name ECSs. 

https://support.huaweicloud.com/en-us/ecs_faq/en-us_topic_0050735736.html
https://support.huaweicloud.com/en-us/usermanual-ims/en-us_topic_0030730603.html
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Automatic Naming  

The name can be customized but must comply with the following naming rules: Can contain 

only letters, digits, underscores (_), hyphens (-), and periods (.), and must be 1 to 64 

characters long. 

When you create multiple ECSs at the same time, the system automatically adds a hyphen 

followed by a four-digit incremental number to the end of each ECS name. In this case, the 

customized name is 1 to 59 characters long. For example, if you enter ecs and there is no 

existing ECS in the system, the first ECS's name will be ecs-0001. If you create multiple 

ECSs again, the values in the new ECS names increase from the existing maximum value. For 

example, the existing ECS with the maximum number in name is ecs-0010. If you enter ecs, 

the names of the new ECSs will be ecs-0011, ecs-0012, .... When the value reaches 9999, it 

will start from 0001. 

Allow duplicate ECS name: allows ECS names to be duplicate. If you select Allow 

duplicate ECS name and create multiple ECSs in a batch, the created ECSs will have the 

same name. 

 ̧ Example 1: If there is no existing ECS and you enter ecs-f526, 

The ECSs will be named ecs-f526-0001, ecs-f526-0002, ecs-f526-0003, .... 

 ̧ Example 2: If there is an ECS named ecs-0010 and you enter ecs-f526, 

The ECSs will be named ecs-f526-0011, ecs-f526-0012, ecs-f526-0013, .... 

 ̧ Example 3: If there is an ECS named ecs-0010 and you select Allow duplicate ECS 

name, 

All the ECSs will be named ecs-0010. 

Customizable Naming  

You can customize a naming rule in the format 

"name_prefix[begin_number,bits]name_suffix". The system will automatically name the 

ECSs according to naming rule you specify. 

Field Description for a Customizable Naming Rule 

Figure 7-1 shows the format of a customizable naming rule. 

Figure 7-1 Format of a customizable naming rule 

 

 

Table 7-2 describes these parameters. 

Table 7-2 Parameters in a customizable naming rule 

Field  Mandator
y 

Description  Example 
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Field  Mandator
y 

Description  Example 

name_prefix Yes ECS name prefix 

Contains only letters, digits, 

underscores (_), hyphens (-), and 

periods (.). 

ecs 

[begin_number,bits] Yes Sequence numbers that increase in 

ascending order to differentiate 

multiple ECSs. 

[0,4] 

name_suffix No ECS name suffix 

Contains only letters, digits, 

underscores (_), hyphens (-), and 

periods (.). 

f526 

 

Table 7-3 [begin_number,bits] parameters 

Field  Mandator
y 

Description  Example 

begin_number No Begin number of ECS names. 

The begin number ranges from 0 to 

9999. The default value is 0. 

0 

bits No Number of bits for the sequential 

numbers in ECS names. 

The value ranges from 1 to 4. The 

default value is 4. 

4 

 

Notes on Using Customizable Naming 

 ̧ Customized names cannot be duplicate. 

 ̧ No space is allowed in [begin_number,bits]. 

 ̧ If the bits of "Begin number + Number of ECSs to be created - 1" is greater than the 

specified bits, the bits of "Begin number + Number of ECSs to be created - 1" will be 

used. 

For example, if [begin_number,bits] is set to [8,1] and the number of ECSs to be created 

is 2, the bits of "Begin number + Number of ECSs to be created - 1" is the same as the 

specified bits (1). Then, the ECSs will be named name_prefix8name_suffix and 

name_prefix9name_suffix. 

If [begin_number,bits] is set to [8,1] and the number of ECSs to be created is 3, the 

specified bits is 1, the bits of "Begin number + Number of ECSs to be created - 1" (value 

10, bits 2) is different from the specified bits (1). Therefore, the bits of "Begin number + 

Number of ECSs to be created - 1" will be used, which is 2. 

The ECSs will be named name_prefix08name_suffix, name_prefix09name_suffix, and 

name_prefix10name_suffix. 
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 ̧ If the value of "Begin number + Number of ECSs to be created" is greater than the 

maximum value 9999, the sequential numbers that exceed 9999 will consistently to be 

9999. 

 ̧ If [begin_number,bits] is set to [] or [,], the begin number starts from 0, and the number 

of bits is 4 by default. 

 ̧ If [begin_number,bits] is set to [99] or [99,], the begin number starts from 99, and the 

number of bits is 4 by default. 

Customizable Naming Examples 

 ̧ Example 1: If you select customizable naming and enter name_prefix[,]name_suffix, 

The ECSs will be named name_prefix0000name_suffix, name_prefix0001name_suffix, 
name_prefix0002name_suffix, .... 

 ̧ Example 2: If you select customizable naming and enter name_prefix[]name_suffix, 

The ECSs will be named name_prefix0000name_suffix, name_prefix0001name_suffix, 

name_prefix0002name_suffix, .... 

 ̧ Example 3: If you select customizable naming and enter name_prefix[9,]name_suffix, 

The ECSs will be named name_prefix0009name_suffix, name_prefix0010name_suffix, 
name_prefix0011name_suffix, .... 

 ̧ Example 4: If you select customizable naming and enter name_prefix[,3]name_suffix, 

The ECSs will be named name_prefix000name_suffix, name_prefix001name_suffix, 

name_prefix002name_suffix, .... 

 ̧ Example 5: If you select customizable naming and enter name_prefix[8]name_suffix, 

The ECSs will be named name_prefix0008name_suffix, name_prefix0009name_suffix, 
name_prefix0010name_suffix, .... 

 ̧ Example 6: If you select customizable naming and enter name_prefix[9999]name_suffix, 

All the ECSs will be named name_prefix9999name_suffix. 

 ̧ Example 7: If you select customizable naming and enter name_prefix[8], 

The ECSs will be named name_prefix0008, name_prefix0009, name_prefix0010, .... 

7.2 Modifying Specifications  

7.2.1 How Can I Modify ECS Specifications?  

If the specifications of an existing ECS cannot meet service requirements, modify the ECS 

specifications as needed, for example, upgrading the vCPUs and memory. 

To do so, switch to the list view on the Elastic Cloud Server page, locate the row containing 

the target ECS, click More in the Operation column, and select Modify Specifications. Then, 

restart the ECS. 

 
 ̧ To modify the specifications of an ECS billed on a yearly/monthly basis, select the target 

specification, compensate for price difference or get refunded, and restart the ECS. 

 ̧ Modifying the specifications of a pay-per-use ECS does not involve price difference compensation. 



Elastic Cloud Server 

FAQs 7 ECS Management 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 125 

 

7.2.2 What Should I Do If My Specifications Modification 
Request Failed to Submit?  

Symptom  

I modified specifications of my stopped ECS. However, when I submitted the request, the 

system displayed a message indicating that the system was busy, and the request failed to 

submit. 

Solution  

Check the ECS order and resources. 

 ̧ If the resources specified in the order has entered the retention period, the ECS 

specifications cannot be modified. In such a case, renew the order and then modify the 

specifications. 

 ̧ If your ECS is in yearly/monthly payments, and the order has been renewed but the new 

order has not taken effect, the ECS specifications cannot be modified. In such a case, 

unsubscribe from the new order that has not taken effect and then modify the 

specifications. 

7.2.3 What Should I Do If Executing a Driver I nstallation Script 
Failed on an ECS Running CentOS 5?  

Scenarios 

After executing the script for installing the Virtio driver on an ECS running CentOS 5, users 

cannot determine whether the driver has been successfully installed. This section describes 

how to check driver installation. 

Procedure 

1. Log in to the ECS and create a temporary directory check. 

mkdir /check 

2. Copy the image file to the current directory. 

cp /boot/initrd -2.6.18-308.el5.img /check/ 

3. Run the following commands to convert the file format to .gz: 

cd /check 

mv initrd -2.6.18-308.el5.img initrd-2.6.18-308.el5.img.gz 

4. Decompress the package. 

gzip -d initrd -2.6.18-308.el5.img.gz 

5. Check whether the driver has been successfully installed. 

cpio -t -F initrd -2.6.18-308.el5.img | grep virtio 

The check process is shown in the following figure. 
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Figure 7-2 Checking driver installation 

 

 

If the command output contains virtio , virtio_blk , virtio_net , and virtio_pci , the driver 

has been successfully installed. 

In the preceding figure, the image is of an early version and has no virtio_scsi driver 

installed. As a result, the ECS is not allowed to attach SCSI disks. 

7.2.4 What Should I Do If Executing a Driver Installation Script 
Failed When I Attempted to Modify the Specifications of a Linux 
ECS? 

Symptom  

A script was used to automatically install drivers on a Linux ECS during ECS specifications 

modification. 

During the installation, the following information is displayed, indicating that the script has 

been executed. However, the installation check failed. The possible cause is that certain 

drivers were not installed on the ECS. 

...  

Info:ECS modify success (mkinitrd)  

Info:Check xen and virtio driver again!  

...  

Error:ECS modify error!  
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Figure 7-3 Successful driver installation with a failed installation check 

 

 

Solution  

Check whether the desired drivers have been successfully installed by following the 

instructions provided in "Check Whether the ECS Has Been Configured" in Manually 

Changing a Xen ECS to a KVM ECS (Linux). 

If the drivers failed to install, the script may not match the ECS OS. In such a case, manually 

install the drivers on the Linux ECS by following the instructions provided in Manually 

Changing a Xen ECS to a KVM ECS (Linux). 

Certain Linux ECSs do not have the virtio_scsi driver installed because the kernel version is 

too early or the kernel has been modified. Such ECSs cannot be attached with SCSI disks. 

However, this issue will not affect the ECS specifications modification from Xen to KVM. If 

the ECSs do not use SCSI disks, you can still modify their specifications without the 

virtio_scsi driver. 

7.2.5 What Should I Do If the Disk of a Windows EC S Becomes 
Offline After the ECS Specifications Are Modified?  

Scenarios 

After the specifications of a Windows ECS were modified, disk attachment may fail. 

Therefore, check disk attachment after specifications modification. This section describes 

how to check disk attachment after ECS specifications are modified. 

https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0163.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0163.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0163.html
https://support.huaweicloud.com/en-us/usermanual-ecs/ecs_03_0163.html


Elastic Cloud Server 

FAQs 7 ECS Management 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 128 

 

Procedure 

1. Check whether the number of disks displayed on the Computer page after specifications 

modification is the same as that before specifications modification. 

ī If yes, the disks are properly attached. No further action is required. 

ī If no, an error has occurred in disk attachment. In such a case, go to step 2. 

For example: 

An ECS running Windows Server 2008 has one system disk and two data disks attached 

before specifications modification. 

Figure 7-4 Disk attachment before specifications modification 

 

 

After the specifications are modified, check disk attachment. 
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Figure 7-5 Disk attachment after specifications modification 

 

 

Only one system disk is displayed. Data disks failed to attach after the specifications 

modification. 

2. Set the affected disks to be online. 

a. Click Start in the task bar. In the displayed Start menu, right-click Computer and 

choose Manage from the shortcut menu. 

The Server Manager page is displayed. 

b. In the navigation pane on the left, choose Storage > Disk Management. 

The Disk Management page is displayed. 

c. In the left pane, the disk list is displayed. Right-click the affected disk and choose 

Online from the shortcut menu to make it online. 
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Figure 7-6 Making the disk online 

 

 

3. On the Computer page, check whether the number of disks is the same as that before the 

specifications modification. 

ī If the numbers are the same, no further action is required. 

ī If the numbers are different, contact customer service. 

Figure 7-7 Disk attachment after disk online 

 

 



Elastic Cloud Server 

FAQs 7 ECS Management 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 131 

 

7.2.6 What Should I Do If the Disk of a Linux ECS Becomes 
Offline After the ECS Specifications Are Modified?  

Scenarios 

After Linux ECS specifications are modified, disk attachment may fail. Therefore, check disk 

attachment after specifications modification. This section describes how to check disk 

attachment after ECS specifications are modified. 

Procedure 

1. Log in to the ECS as user root. 

2. Run the following command to view the disks attached before specifications 

modification: 

fdisk -l | grep 'Disk /dev/' 

Figure 7-8 Viewing disks attached before specifications modification 

 

 

As shown in Figure 7-8, the ECS has three disks attached: /dev/vda, /dev/vdb, and 

/dev/vdc. 

3. Run the following command to view disks attached after specifications modification: 

df -h| grep '/dev/' 

Figure 7-9 Viewing disks attached after specifications modification 

 

 

As shown in Figure 7-9, only one disk /dev/vda is attached to the ECS. 

4. Check whether the number of disks obtained in step 3 is the same as that obtained in step 

2. 

ī If the numbers are the same, the disk attachment is successful. No further action is 

required. 

ī If the numbers are different, the disk attachment failed. In such a case, go to step 5. 

5. Run the mount command to attach the affected disks. 

For example, run the following command: 

mount /dev/vbd1 /mnt/vbd1 

In the preceding command, /dev/vbd1 is the disk to be attached, and /mnt/vbd1 is the 

path for disk attachment. 

 



Elastic Cloud Server 

FAQs 7 ECS Management 

 

Issue 35 (2020-12-15) Copyright © Huawei Technologies Co., Ltd. 132 

 

 

Ensure that /mnt/vbd1 is empty. Otherwise, the attachment will fail. 

6. Run the following commands to check whether the numbers of disks before and after 

specifications modification are the same: 

fdisk -l | grep 'Disk /dev/' 

df -h| grep '/dev/' 

ī If the numbers are the same, no further action is required. 

ī If the numbers are different, contact customer service. 

Figure 7-10 Checking the number of disks attached 

 

 

As shown in Figure 7-10, the numbers of disks before and after specifications 

modification are the same. The disks are /dev/vda, /dev/vdb, and /dev/vdc. 

7.3 Usage Errors 

7.3.1 How Do I Handle Error Messages Displayed on the 
Management Console? 

Symptom  

This section helps you resolve the following issues: 

 ̧ An error message was displayed on the management console after you performed 

ECS-related operations. 

 ̧ An error code was displayed after you used an ECS API (see Elastic Cloud Server API 

Reference). 

Background  

After you perform ECS-related operations on the management console, the system displays 

the request status on the Elastic Cloud Server page. You can determine the request execution 

status based on the information displayed in the request status. 

 ̧ If the operation request is executed, the system automatically clears the task prompt. 
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 ̧ If an error occurs during the request execution, the system displays an error code and its 

description in the taskbar. 

Solution  

If an error occurs, find the error code and perform the corresponding operations listed in Table 

7-4. 

Table 7-4 Error codes and solution suggestions 

Error 
Code 

Message 
Displayed on the 
Management 
Console 

Solution Suggestion for 
Pay-Per-Use ECSs 

Solution Suggestion 
for Yearly/Monthly 
ECSs 

Ecs.0000 Request error. Try 

again later or 

contact customer 

service. 

Adjust the request structure 

as directed in Elastic Cloud 
Server API Reference. 

Adjust the request 

structure as directed in 

Elastic Cloud Server API 

Reference. 

Ecs.0001 The maximum 

number of ECSs or 

EVS disks has been 

reached. Contact 

customer service 

and request a quota 

increase. 

Contact customer service to 

apply for an increased ECS 

quota. 

NOTE 

When applying for increasing 

your ECS quota, first 

determine the number of 

target ECSs, CPU cores 

(vCPUs), and memory 

capacity (RAM) required. 

Submit a service ticket to 

apply for an increased 

ECS quota. After the 

submission, contact 

customer service for 

troubleshooting. 

NOTE 

When applying for 

increasing your ECS quota, 

first determine the number 

of target ECSs, CPU cores 

(vCPUs), and memory 

capacity (RAM) required. 

Ecs.0005 System error. Try 

again later or 

contact customer 

service. 

Adjust the request structure 

as directed in Elastic Cloud 

Server API Reference. 

Adjust the request 

structure as directed in 

Elastic Cloud Server API 

Reference. 

Ecs.0006 Invalid parameters. If your selected ECS 

configuration has not been 

released, change the 

configuration and create the 

ECS again. 

If your selected ECS 

configuration has not 

been released, change the 

configuration and create 

the ECS again. 

Ecs.0010 The private IP 

address is in use. 

Select an available 

IP address and 

create the ECS 

again. 

Use idle IP addresses to 

purchase your ECSs. 

Contact customer service 

to cancel the order and 

use an idle IP address to 

purchase your ECS. 

Ecs.0011 Invalid password. 

Change the 

password to make 

it meet the 
password 

Input a password that meets 

password complexity 

requirements. 

Contact customer service 

to cancel the order, input 

a password that meets 

password complexity 
requirements, and 
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Error 
Code 

Message 
Displayed on the 
Management 
Console 

Solution Suggestion for 
Pay-Per-Use ECSs 

Solution Suggestion 
for Yearly/Monthly 
ECSs 

complexity 

requirements, and 

perform the 

required operation 

again. 

perform the request 

again. 

Ecs.0012 The number of IP 

addresses in the 

subnet is 

insufficient. 

Release IP 

addresses in the 

subnet or select 

another subnet, and 

create the ECS 

again. 

Obtain more idle IP 

addresses on the target 

subnet or use a new subnet 

for purchasing ECSs. 

Obtain more idle IP 

addresses on the target 

subnet and contact 

customer service for 

troubleshooting. 

Alternatively, contact 

customer service to 

cancel the order and use a 

new subnet for 

purchasing ECSs. 

Ecs.0013 Insufficient EIP 

quota. Contact 

customer service 

and request an EIP 

quota increase. 

Contact customer service to 

apply for an increased EIP 

quota. 

Submit a service ticket to 

apply for an increased 

EIP quota and contact 

customer service for 

troubleshooting. 

Ecs.0015 This disk type is 

not supported by 

the ECS. 

Select a supported EVS 

disk and attach it to the 

ECS. 

Select a supported EVS 

disk and attach it to the 

ECS. 

Ecs.0100 The ECS status 

does not meet 

requirements. 

Change to the 

desired ECS status 

and try again. 

Change to the desired ECS 

status and try again. 

Change the ECS status to 

the required status and 

contact customer service 

for troubleshooting. 

Ecs.0104 Insufficient number 

of ECS slots for 

attaching disks. 

Detach an EVS disk from 

the ECS before attaching a 

new EVS disk. 

Detach an EVS disk from 

the ECS before attaching 

a new EVS disk. 

Ecs.0105 No system disk 

found. 

Reattach the EVS system 

disk to the ECS and 

perform the desired 

operation again. 

Reattach the EVS system 

disk to the ECS and 

contact customer service 

for troubleshooting. 

Ecs.0107 The number of 

shared disks to be 

attached to an ECS 

exceeds the 

maximum limit. 

Detach an EVS disk from 

the ECS before attaching a 

new EVS disk. 

Detach an EVS disk from 

the ECS before attaching 

a new EVS disk. 

Ecs.0509 This operation is 

not allowed on a 

yearly/monthly 

N/A Change the ECS billing 

mode to pay-per-use and 

perform the desired 
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Error 
Code 

Message 
Displayed on the 
Management 
Console 

Solution Suggestion for 
Pay-Per-Use ECSs 

Solution Suggestion 
for Yearly/Monthly 
ECSs 

system disk. Select 

a pay-per-use 

system disk and 

perform the 

required operation 

again. 

operation again. 

Ecs.0510 Yearly/Monthly 

ECSs do not 

support OS 

changing. 

N/A Change the ECS billing 

mode to pay-per-use and 

perform the desired 

operation again. 

 

7.3.2 How Can I Recover a Windows ECS with an Abnormal 
Virtualization Driver?  

Background  

An error occurs in the virtualization driver on a Windows ECS because Tools is not properly 

running. To ensure proper ECS running, handle this issue by following the instructions 

provided in this section. 

Issue Description  

The virtualization driver of some ECSs became abnormal, which affected the data security, 

availability, and system performance of these ECSs. 

The impact of this issue is as follows: 

1. The file system of these ECSs might be damaged. 

When you stop or restart such ECSs on the management console, the ECSs will be 

forcibly stopped or restarted due to the lack of the virtualization driver. 

2. Services on the ECSs become unavailable. 

The affected ECSs cannot be hot migrated between physical servers. When the physical 

server accommodating such an ECS becomes faulty or the hardware of the physical 

server is maintained, the ECS cannot be migrated to another physical server, affecting 

service high availability. 

3. The network and storage performance of the ECSs is deteriorated. 

The virtualization driver improves the network and storage performance of ECSs. 

Therefore, when the virtualization driver becomes abnormal, the network and storage 

performance is deteriorated. 

Scenarios 
 ̧ Scenario 1 

A Windows ECS has no Tools installed. 
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 ̧ Scenario 2 

The virtualization driver of an ECS has been uninstalled. 

Procedure 

Perform the following operations to install Tools on the Windows ECS: 

1. Obtain the Tools installation package pvdriver -windows.zip. 

To download the installation package, log in at 

https://ecs-instance-driver.obs.cn-north-1.myhuaweicloud.com/pvdriver-windows.zip. 

2. Decompress the software package and double-click setup.exe to start the installation. 

Figure 7-11 Installing the virtualization driver 

 

 

3. Click Next and select "I accept the terms in the License Agreement". 

4. Click Install  to start the installation. 

https://ecs-instance-driver.obs.cn-north-1.myhuaweicloud.com/pvdriver-windows.zip
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Figure 7-12 Installation progress 

 

 

5. Click Finish to complete the installation. 

Figure 7-13 Installation completed 
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6. Restart the ECS. 

Figure 7-14 Determining whether to restart the ECS 

 

 

7. View the virtualization driver status in the bottom right corner of the ECS desktop. The 

yellow icon indicates that the virtualization driver is running properly. 

Figure 7-15 Proper running status of the virtualization driver 

 

 

7.3.3 What Should I Do If I Cannot Activate a Windows ECS?  

Symptom  

A Windows ECS is automatically activated within two hours after it is purchased. However, it 

is still not activated after two hours. 

Prerequisites  

The IP address of the HUAWEI CLOUD DNS server has been configured. 

Handling Method  

1. Manually activate the Windows ECS. 

To do so, perform the following operations: 

a. Choose Start > Run. In the Run text box, type cmd. 

b. Run the following command to check whether the IP address of the KMS server is 

correct: 

slmgr -dli  
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Figure 7-16 IP address of the KMS server 

 

 

Â If the obtained IP address is the same as that shown in the red box of Figure 

7-16, the IP address of the KMS server is correct. 

Â If the obtained IP address is different from that shown in the red box of Figure 

7-16, the IP address of the KMS server is incorrect. In this case, run the 

following command to register the ECS with the KMS server: 

slmgr -skms 100.125.1.2 

 
If the system displays an error, indicating that the link to the server is inaccessible, check whether the IP 

address of the HUAWEI CLOUD DNS server has been configured. 

c. Run the following command to check whether the ECS has been activated: 

slmgr -ato 

If error 0xC004F074 occurs, activating the ECS failed. In this event, go to step 2. 

2. Identify the cause of the ECS activation failure. 

a. Check whether the private IP address of the ECS is correct. 

i. Run the following command to obtain the private IP address: 

ipconfig 

ii.  Check whether this IP address is the same as the private IP address displayed 

on the management console. 

¹ If yes, go to step 2.b. 

¹ If no, go to step 2.a.iii. 
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iii.  Run the following command to release the private IP address: 

ipconfig /release 

iv. Run the following command to assign an IP address to the ECS again: 

ipconfig /renew 

v. Run the following command to check whether the ECS has been activated: 

slmgr -ato 

b. Verify that the time in the ECS is the same as the standard time. If the time is 

significantly different, the ECS cannot be activated. 

c. Run the following command on the ECS to check whether the link between the 

ECS and the activated server port is reachable: 

telnet 100.125.1.2 1688 

Check whether all ports and protocols are bypassed in the outbound direction of the 

security group. 

d. Run the following command to check whether the ECS has been activated: 

slmgr -ato 

The system displays a message indicating that the ECS has been activated. 

7.3.4 What  Should I Do If Emails Configured on an ECS Cannot 
Be Sent? 

Solution  
 ̧ For the emails sent using the browser: 

When you use a browser to log in to your mailbox, HTTP is used, and the default port 

number is 80. However, SMTP is used between email servers. 

If you use a browser to send emails, enable port 80 for TCP in the outbound direction. 

a. On the page providing details about the target ECS, find the security group and 

click the security group ID. 

b. On the Security Group page, click the Outbound tab and then Add Rule. 

c. In the dialog box that is displayed, set Protocol/Application to TCP and Port to 80. 

Then, click OK . 

Figure 7-17 Adding port 80 
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 ̧ For the emails sent and received through an email client: 

The protocols used on the receiving and transmitting ends are different. 

Protocol used on the transmitting end: 

SMTPS is used, and the port number is 465. Alternatively, SMTP is used, and the port 

number is 25. 

Port 465 is recommended. If port 25 is required, enable it. For details, see Related 

Operations (Requesting for Permitting TCP Port 25 for Outbound Transmission). 

Protocol used on the receiving end: POP3 is used, and the port number is 110. 

For details, see steps a to c. 

 
Add an inbound rule with Protocol set to TCP and Port to 110. Add an outbound rule with Protocol set 

to TCP and Port to 465 or 25. 

Related Operations (Requesting for Permittin g TCP Port 25 for Outbound 
Transmission)  

TCP port 25 is prohibited by default in the outbound direction for security purposes. This 

configuration affects your service running only if your email service is deployed on the cloud. 

 

 

Before sending the application, you must agree and guarantee that TCP port 25 is only used to 

connect to third-party Simple Mail Transfer Protocol (SMTP) servers and that emails are sent 

using the third-party SMTP servers. If you use the EIP specified in the service ticket to 

directly send emails over SMTP, we will permanently disable TCP port 25 and you will no 

longer be able to use it or request for it to be enabled. 

1. On the Create Service Ticket page, choose Products > Elastic Cloud Server. 

For details about how to submit a service ticket, see Submitting a Service Ticket. 

2. Click Open Port 25 under Select Subtype and click Create Service Ticket. 

Figure 7-18 Creating a service ticket 

 

 

3. On the displayed page, enter the required information. 

7.3.5 Why Is My Windows ECS Muted?  

Symptom  

No audio file can be played on a Windows ECS that is remotely accessed using MSTSC. How 

can I play an audio file on such an ECS? 

https://support.huaweicloud.com/en-us/usermanual-ticket/en-us_topic_0065264094.html
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Constraints  

This section applies to ECSs running Windows Server 2008 R2 or Windows Server 2016. 

Possible Causes 

The audio function is disabled on Windows ECSs by default. As a result, audio files cannot be 

played on them. To enable the audio function, perform the operations described in this 

section. 

Step 1: Enable Windows Audio  

Enable Windows audio and set it to run automatically. 

1. Start the Run dialog box. 

2. Enter services.msc to access the service management console. 

3. Find Windows Audio and set it as follows: 

ī Startup type: Automatic 

ī Service status: Start 

The following figure uses Windows Server 2012 as an example. 

 

4. Disable the remote connection. 

Step 2: Enable Audio and Video Playback  

The method of enabling audio and video playback varies depending on the ECS OS. 

Windows Server 2008 

Step 1 Enable RDP-TCP Audio and video playback and Audio recording. 

1. Log in to the Remote Desktop Session Host Configuration management console. 

a. Choose Start > Control Panel. 

b. In the upper right corner of the page, choose Category for View by. 

c. Choose System and Security > Administrative Tools > Remote Desktop 

Services > Remote Desktop Session Host Configuration. 

2. Deselect Audio and video playback and Audio recording. 

In the Connections pane, double-click RDP-Tcp. In the RDP-Tcp Properties dialog 

box, click the Client Settings tab and deselect Audio and video playback and Audio 

recording. 
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Figure 7-19 Remote Desktop Session Host Configuration 

 

 

3. Click OK  to enable the audio function. 

Step 2 Click Send CtrlAltDel to restart the ECS and log in to it. 

Step 3 Enable the audio service. 

Figure 7-20 Enabling the audio service 

 

 

Step 4 Play an audio file to verify the service. 

----End 

Windows Server 2012 

Step 1 Start the Run dialog box. 

Step 2 Run the gpedit.msc command to start Local Group Policy Editor. 
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Step 3 Choose Computer Configuration > Administrative Templates > Windows Components > 

Remote Desktop Services > Remote Desktop Session Host > Device and Resource 

Redirection. Then, enable Allow audio and video playback redirection. 

Step 4 Select Enabled and click Apply . 

 

Retain the default settings of MSTSC. 

Step 5 Run the following command to update the group policy: 

gpupdate 

----End 

Step 3: Configure Remote Audio Settings  

Start the local remote desktop software MSTSC, choose Options > Local Resources, and 

click Settings in Remote audio. Then, select Play on this computer in Remote audio 

playback and click OK . 


















































































































































































































































































































































































































































