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Migrating Servers to the Cloud

Background

As the public cloud is agile, flexible, secure, reliable, easy to use, and cost-
effective, more and more enterprises migrate their IT applications and loads to the
public cloud. It is important to quickly migrate existing server systems from on-
premises IT systems or other public clouds to HUAWEI CLOUD. HUAWEI CLOUD
supports migration of x86 physical servers or VMs on private clouds or other
public cloud platforms to HUAWEI CLOUD ECSs.

Two migration methods are available for you.

e Server Migration Service (Recommended)
e Image import

This section describes how to use the preceding methods to migrate applications
and data from your existing servers to HUAWEI CLOUD.

Server Migration Service (Recommended)
Service Overview

Server Migration Service (SMS) provides P2V and V2V migration services to help
you migrate applications and data from on-premises x86 physical servers or VMs
on private or public clouds to HUAWEI CLOUD Elastic Cloud Servers (ECSs).

SMS supports a wide range of OS types. For details, see Supported Source Server
OSs.

Before using SMS, you need to know Constraints and Limitations on Source
Servers.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 1
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Figure 1-1 SMS working principle

HUAWE CLOUD

1. Download and install migration Agent.
3. Create a migration task.

Users gent automatcally

registers itself.
4_Agent obtains
migration instructions.

SMS (service end)

5. SMS migrates the
system disk.

Migration Disk 1 EVS

Agent

6. SMS migrates data disks.

Disk 2 EVS

ECS
Server

Source server (source end) Destination server (destination end)

Control flow
Data flow

User operation

SMS works as follows. SMS automatically performs the migration, and you only
need to perform 1 and 3 by yourself.

1. Install the migration Agent on the source server. For details, see Installing
the Agent on Source Servers.

2. The migration Agent installed on the source server registers its connection
status with SMS and reports the information about the source server to SMS.
Then, SMS completes the migration feasibility check.

3. After the migration feasibility check is passed, you can create a migration
task. For details, see Creating a Migration Task.

4. The migration Agent obtains and executes the migration instruction sent by
SMS.

5. SMS starts to migrate system disk of the source server.
6. SMS starts to migrate data disks of the source server.

(1 NOTE

e Source end: indicates the source server in a migration task.
e Destination end: indicates the destination server in the migration task.
e Service end: indicates the SMS service.

Service entry
SMS procedure: Creating a Migration Task.

SMS introduction: Server Migration Service
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Image Import

1. Create an image. For example, you can use QEMU to create an image. See
details.

2. Create a private image. See details.
3. Create an ECS based on the private image. See Purchasing an ECS.
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Hardening Security for SSH Logins to
Linux ECSs

Linux ECSs are generally logged in using SSH. How can | ensure login security for
password-authenticated Linux ECSs? This section uses CentOS 7.6 as an example
to describe how to harden security for SSH logins.

Table 2-1 ECS configurations

Parameter Example Value
Name ecs-f5a2

OsS CentOS 7.6 64bit
EIP 119.3.xxx.x

Login mode Password

Changing the Default Login Port

1.  Remotely log in to the ECS using its password through SSH. For details, see
Login Using an SSH Password .

2. Run the following command to change the default port for SSH logins, for
example, to 5000:

vim /etc/ssh/sshd_config

Press i to enter the editing mode. In line 17, delete the comment character
(#) and change the port number to 5000.

Figure 2-1 Before the change

iPort 22
tAddressFamily any

L istenAddress A.A.A.A
L istenAddress ::

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 4
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Figure 2-2 After the change

Port SHBH
#nddressFamily any

#listenAddress H.8.0.8
#listenAddress ::

Press Esc and enter :wq to save the changes and exit.

Adding a Firewall Rule to Allow the Access of a Specified Port

CentOS 7 series use Fireware firewalls, but not Iptables by default. Perform the
operations described in this section only if Iptables has been installed on your ECS
to allow the access of port 5000 for SSH logins.

1.

Run the following command to check whether Iptables has been installed:
service iptables status

- If information similar to the following is displayed, Iptables has not been
installed. In such a case, skip this section and proceed with Adding a
Security Group Rule.

[rootBecs
Redirecting to ~ J mct]l status iptables.service

Unit iptables.se e could not bhe Found.
[rootlecs-

- If information similar to the following is displayed, Iptables has been
installed, and it is in active state. Then, go to step 2.

Run the following command to add an Iptables rule to allow the access of
port 5000:

iptables -A INPUT -p tcp -m state --state NEW -m tcp --dport 5000 -j
ACCEPT

Run the following command to check whether port 5000 is contained in the
existing Iptables rules:

iptables -L -n

Adding a Security Group Rule

By default, port 22 is enabled in the inbound direction of a security group. After
changing the SSH login port on your ECS to port 5000, add a rule for port 5000 to
the security group.

1.

Log in to the management console.

Issue 01 (2020-08-31)
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2. Under Computing, click Elastic Cloud Server to switch to the ECS console.

3. Click the ECS name ecs-f5a2 to go to the page providing details about the
ECS.

4. Click the Security Groups tab and then ™ to show details about the security
group rules. Click Modify Security Group Rule in the upper right corner of
the table for the security group rules.

5. Add an inbound rule, as shown in Figure 2-3.

Figure 2-3 Security group rules

Type = Protocol = Port/Range = Source = Description

IPv4 Al All 5-9341

IPv4 TCP 22 0.0.0.0/0 @ Permit default Linux SSH port

IPv4 TCP 3389 0.0.00/0 ® Permit default Windows remote desktop port.
‘ IPv4 TCP 5000 0.0.0.0/0 @ - |

Changing Password Authentication to Key-Pair Authentication

Create a key pair on the management console and bind the key pair to your ECS.
Edit the sshd_config file to disable password authentication.

1. Log in to the management console.

2. Under Computing, click Elastic Cloud Server to switch to the ECS console.

3. Create a key pair by following the instructions provided in Creating a Key
Pair and securely keep the private key file.

4. Choose Service List > Security > Data Encryption Workshop. In the
navigation pane on the left, click Key Pair Service.

5. Click the ECS List tab, locate the row containing ecs-f5a2, and click Bind in
the Operation column. Set parameters and click OK.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 6
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Figure 2-4 Binding a key pair

Bind Key Pair

ECS Name ecs-able-

P Address
Status Running
Mew Key Pair KeyPair- -

Root Password | sssssensee

Disable the password login mode.

| have read and agree to the

6. Log in to the ECS and edit the sshd_config configuration file to disable
password authentication.

vim /etc/ssh/sshd_config

Press i to enter the editing mode and configure the data in last several lines,
as shown in the following figure.

tem 3ftp Jusr/libexec/open3ash/aftp-server

Parameter description:

- PermitRootLogin: specifies whether to allow the root user to log in to
the ECS. Set this parameter to yes.

- UseDNS: specifies whether DNS resolution is allowed. Set this parameter
to no.

- PasswordAuthentication: specifies whether a login is authenticated
using a password. Set this parameter to no.

(10 NOTE

During key pair binding in step 5, you have selected "Disable the password login
mode". Therefore, the PasswordAuthentication value should be no. You only need to
verify it.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 7
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Press Esc and enter :wq to save the changes and exit.
7. Run the following command to restart sshd:
systemctl restart sshd

8. Attempt to log in to the ECS using Xshell or an SSH client. If password input is
unavailable, as shown in Figure 2-5, the configuration is successful.

Figure 2-5 Logging in to the ECS using Xshell

F T (I ? x
Remote Host: 119.3. 25000 s

" o]

Login Mame: root f' a
Server Type: S5H2, OpenSsH_7.4 :

Select a proper user authentication method among the methods
below and provide necessary information to log in.

2]

asswaord

@) Public Key
User Key: v| | Browse... =
Passphrase:
Keyboard Interactive

Remember Password QK Cancel

Editing hosts.allow and hosts.deny

The /etc/hosts.allow and /etc/hosts.deny files control remote access. You can
configure these files to allow or deny the access of certain IP addresses or IP
address segments to a process running on the Linux ECS.

For example, if SSH is available only to the administrator, allow the access of only
the IP address segments that may be used by the administrator.

The ECS may be logged in anywhere. Therefore, you are advised to allow the
access of all IP addresses in /etc/hosts.allow.

vim /etc/hosts.allow
Add sshd:ALL in the last line.

either use the tcp_wrappers library or that hawve been
started through a tcp_wrappers-enabled xinetd.

3ee "man 5 hosts_options’ and "man 5 hosts_access’
for information on rule syntax.
3ee "man tcpd’ for information on tcp_wrappers

shd :ALL

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 8
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Identify ECS security risks using certain methods, for example, checking the SSH
status, to detect risky IP addresses, and add them to /etc/hosts.deny to deny the
access of these IP addresses.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 9
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Using VNC Viewer to Access a Linux ECS

Linux ECSs are generally accessed through SSH, allowing you to securely log in to
your ECSs using key pairs. However, SSH connections use a character-based user
interface, which does not support complex operations that are supported on the
GUI. This section uses the Ubuntu 18.04 OS as an example to describe how to
install VNC Server on a Linux ECS and how to use VNC Viewer to access the ECS.

Preparations

Create an ECS running the Ubuntu 18.04 OS. Bind an EIP to the ECS and
ensure that the ECS can access the Internet.

For details, see Purchasing an ECS and Assigning an EIP and Binding It to
an ECS.

Install the VNC Viewer client on a local computer.

(10 NOTE

To download VNC Viewer, log in at https://www.realvnc.com/en/connect/download/
viewer/.

Installing VNC Server

The Ubuntu 18.04 OS has no GUI or VNC Server installed by default. In this
example, Xfce, a compact lightweight desktop is used. Compared with Gnome and
KDE, Xfce features compact and user-friendly. It applies to remote ECS access.

1.

Remotely log in to the ECS.

The username is root, and the password is set during ECS creation.
Run the following command to update software:

sudo apt update

Install Xfce.

sudo apt install xfce4 xfce4-goodies

Install the TightVNC server.

sudo apt install tightvncserver

Run the vncserver command to configure the TightVNC server.

After the first running of the vncserver command, the system automatically
creates a default startup script. Then, configure parameters as prompted.

Issue 01 (2020-08-31)
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rootRecs-9240- " uncserver

You will require a password to access your desktiops.

Pazzword:

Verify:

Would you like to enter a view-only password (ysn)? n
xauth: file ~root/.Xauthority does not exist

New 'X’' desktop is ecs-9240- i |

Creating default startup =cript sroot-.unc/xstartup
Starting applications specified in sroot./.unc/xstartup
Log file is ~root/.uncrecs-9240- ‘1.log

rootRecs—9240- R

- Password: consists of 6 to 8 characters. When the number of characters
reaches the upper limit, no more characters can be entered. Securely keep
the password, which will be used by VNC Viewer to access an ECS.

- Verify: Enter the password again.

- Would you like to enter a view-only password: If you select y, you are
not allowed to use the mouse or keyboard to control your ECS. Press n.

Configuring VNC Server

1.

Stop the first virtual desktop.

vncserver -kill :1

rootPecs-9240- "# vncserver -kill :1

Killing Xtightvnc process ID 2738

rootPecs—9240- it

Modify the xstartup file.

vim ~/.vnc/xstartup

Press i to enter editing mode and enter the following data to the file:

#!/bin/sh
xrdb $HOME/ Xresources
startxfced &

In the preceding terminal display:

- The first command xrdb SHOME/.Xresources is used to have the VNC
GUI framework read the .Xresources file of VNC Server. You can modify
GUI settings in the .Xresources file, such as the color display, cursor
theme, and font rendering.

- The second command startxfce4 & have VNC Server start Xfce.

#t binssh

xrdb /. Xresources
xsetroot grey
#ix—terminal-enulator —geometry 80x24+10+10 —1s —title "SUNCDESKTOP Desktop" &

tix—window-manager &

# Fix to make GNOME work
export XKL_XMODMAP_DISABLE=1
setc/X11/Xsession

startxfced &

Issue 01 (2020-08-31)
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3. Assign executable permissions to the file to ensure proper VNC running.
sudo chmod +x ~/.vnc/xstartup

4. Restart VNC Server.
vncserver

After the second running of the vncserver command, the system
automatically creates a log file.

rootRecs—9240- "# uncserver

New 'X' desktop is ecs-9240- 11

Starting applications specified in ~root..unc/xstartup
Log file is ~root..uncrecs-9240- 1. log

rootRecs—9240- .

The information similar to "Log file is /root/.vnc/xxx:1.log" is displayed. 1
indicates that the current user is allocated with the first VNC desktop. The
VNC port number is "5900+virtual desktop number", which is used by the
VNC Viewer agent to access your ECS.

Configuring the ECS on the Management Console

Log in to the management console.

2. Click the name of your ECS to switch to the page providing details about the
ECS.

3. On the Security Groups tab page, click Modify Security Group Rule to
permit port 5901.

summary nbound Rules outbound Rules Associated Instances

Add Rule Fast-Add Rule Allow Common Ports Learn more c
Protocol & Port 7 (D Type Sour

All IPva

ICMP : All Pya 0.0.0.0/0 @ - Modify | Replicate ' Delete
TCP 22 Pya 0.000/0 @ - Modify | Replicate = Delete

TCP: 3389 IPvd 0.0.0.0/0 ® - Modify ' Replicate | Delete

TCP: 5901 IPv4 0.0.0.0/0 @ - Modify | Replicate = Delete

(11 NOTE

If the log file displayed in the command output of step 4 is xxx:2.log, permit port
5902. If the log file is xxx:3.log, permit port 5903. Apply the rule to other ports.

Using VNC Viewer to Access the ECS

1. Start the VNC Viewer client on the local computer, enter EIP:5901, set the
name, and click OK.

(1] NOTE

The port number is determined by the log file name displayed in the command output
of step 4. If the log file name is xxx:1.log, enter 5901.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 12
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-
E_uhunmlﬂ - Properti o=l
T

General | Options | Exp-ert|

AN

VMNC Server: 2401

Mame: ubuntul®

Labels

m

To nest labels, separate names with a forward slash (/)

Enter a label name, or press Down to apply existing labels

Security

Encryption: Let VMNC Server choose

[V] Authenticate using single sign-on (SS0) if possible

— Authenticate using a smartcard or certificate store if
.
possible

Privacy

| ok || cancel
e ——  ——
In the displayed dialog box, click Continue.

2.

Issue 01 (2020-08-31)
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FE Encryption ﬁw

0 Unencrypted connection

The connection to this VNC Server will not be encrypted.

VMNC Server: (TCP)

Your authentication credentials will be transmitted securely, but all
subsequent data exchanged while the connection is in progress
may be susceptible to interception by third parties.

[7] Don't warn me about this again on this computer.

[ Continue ] [ Cancel ]

LS

3. Enter the password set in step 5 and click OK.
E Authentication I&

;l Authenticate to VNC Server
(TCP)

Password: Q
[[] Remember password Forgot password?
[ Ok ] [ Cancel ]

L™

4. Verify the GUI of the Ubuntu 18.04 OS.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 14
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P

ubuntul8 (root's X desktop (ecs-9240- ) - VNC Viewer
P

Welcome to the first start of the panel
Choose below which setup you want for the first startup.

[ Use default config || One empty panel

Bl )

Issue 01 (2020-08-31)
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Getting Started with Website Setup

Overview

This section describes how to set up a website on HUAWEI CLOUD. You can select
a proper mode that best suits your needs.

Setup Modes

HUAWEI CLOUD provide you with four ways to set up a website, as described in
Table 4-1. This section describes the self-service setup mode. For details about
website setup using CloudSite, see the help documentation for CloudSite. For
details about other two modes, see the user guides provided by the cloud service
providers.

Table 4-1 Setup modes

Mode Characteristics Application Scenario

Self- The deployment This mode is applicable to experienced
service process is complex users who intend to design and build
setup and time-consuming. | websites for individual or small

You need to purchase | businesses, or to users who are new to
ECSs and build and public cloud and hope to explore it by
maintain the websites | setting up personal or small enterprise
by yourself. But it can | websites.

meet your
personalized needs.
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Mode Characteristics Application Scenario
Setup CloudsSite is a CloudSite provides more than 60
using HUAWEI CLOUD marketing tools applicable to websites for
CloudSite | service for individuals | B2C transactions and cross-border e-

and small- and commerce businesses of trade enterprises,

medium-sized achieving simple, cost-effective

enterprises to set up deployment.

websites, online

stores, and WeChat

stores. It provides a

five-in-one template

and enables you to

build websites for PCs,

mobile phones,

WeChat public

accounts, mini

programs, and

applications without

any coding.
Setup Templates available in | This mode is applicable to individuals or
using the HUAWEI CLOUD small- and medium-sized enterprises that
templates | Marketplace are have simple requirements. Templates for

professional website various channels are available, such as

setup templates PC, mobile phone, and WeChat. The

provided by HUAWEI deployment process is simple and cost-

CLOUD partners. You | effective.

can purchase

templates here for a

time-saving, easy

deployment. The

websites deployed can

be easily managed at

the backend, and are

maintained by

technical personnel.
Setup Website customization | This mode is applicable to enterprise
using services on the users who have unique requirements on
customiza | HUAWEI CLOUD websites and sufficient funds. One-to-one
tion Marketplace provide professional development enables you to
services dedicated and sleep peacefully at night and save time

customized experience
for you. The websites
deployed can be easily
managed at the
backend, and are
maintained and
supported by technical
personnel.

and labor resources.
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Self-Service Setup

Step 1

Step 2

Step 3

Step 4

Step 5

Create one or more ECSs.

When you create an ECS, you need to specify ECS specifications, including vCPU,
memory, disk, and bandwidth. The ECS specifications you specified must meet the
minimum requirements for running website-related software. In addition, you
must consider the website type, scale, and estimated access traffic.

e An ECS can be billed on a pay-per-use, yearly/monthly, or spot price basis. You
can select an appropriate billing mode based on your demands. For details,
see ECS Billing. You can also use the price calculator to learn the prices of
ECSs with different specifications.

e If you already have an ECS of proper specifications, you can use it to deploy
your website. Otherwise, purchase an ECS. For details, see Methods of
Purchasing ECSs.

Set up a website.

A website can be set up either manually or using an image. For details, see Best
Practices for Setting Up Websites.

Purchase a domain name.

To make the website accessible and usable, configure a unique domain name for
the website. If a domain name is available, you can directly use it after
authentication. If no domain name is available, follow the HUAWE| CLOUD
domain registration process to purchase one.

Obtain an ICP license.

If your website has not obtained an ICP license and needs to be hosted on
HUAWEI CLOUD, use the HUAWEI CLOUD ICP license service to obtain a license.

Enable domain name resolution.

Your website can be visited using the registered domain name only after domain
name resolution is enabled. For details, see Configuring Record Sets for a
Website.

For example, if the domain name is www.example.com, enter http//
www.example.com in the address bar of the browser to access the website.

--—-End

Common FAQs

When deploying a website using an ECS, you may encounter some problems due
to various reasons. The common problems and troubleshooting methods are as
follows:

e ECS login
- What Should Be Prepared for Logging In to an ECS?
- What Should | Do If | Cannot Log In to My Windows ECS?
- What Should I Do If | Cannot Log In to My Linux ECS?
For more information, see FAQs about ECS Login.
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e  Security group

- Does a Security Group Rule or a Network ACL Rule Immediately Take
Effect for Its Original Traffic After It Is Modified?

- Can | Change the Security Group of an ECS?
For more information, see FAQs about security group.
e Network
- How Do | Handle the ECS IP Address Obtaining Failure?
- How Do | Handle EIP Connection Failure?

- What Do | Do If a Virtual IP Address Cannot Be Pinged After It Is
Bound to an ECS NIC?

For more information, see FAQs about VPC.
e OS
- Troubleshooting High Bandwidth or CPU Usage of a Windows ECS
- Troubleshooting High Bandwidth or CPU Usage of a Linux ECS
For more information, see FAQs about OSs.
e DNS
- How Do | Test Whether a Record Set Has Taken Effect?
- How Do | Test Whether a Record Set Has Taken Effect?
For more information, see FAQs about DNS.
e Others
- Troubleshooting a Website Access Error Occurred on an ECS
- Troubleshooting an Unreachable ECS Port

Related Services

e If you want to quickly and smoothly migrate existing services to or deploy
new services on HUAWEI CLOUD using professional migration solutions and
dedicated migration tools, Cloud Migration Service on HUAWEI CLOUD can
help you.

e If your services have been deployed on HUAWEI CLOUD, and need dedicated
assurance service from professional engineers, Event Management Service on
HUAWEI CLOUD can help you.
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Best Practices for Setting Up Websites

Overview

This section provides guidance on how to set up frequently used websites using
HUAWEI CLOUD services. In addition to operation guides, this section provides

links to desired images, facilitating your website setup.

You can set up a website manually or using an image.

e Image-based setup: Marketplace images are used, featuring short, simple
setup. This mode applies to mainstream website setup scenarios with

professional after-sales support from image providers.

e  Manual setup: This mode is time-consuming and complex. You must select
suitable software, such as OS, database, and middleware for installation and
configuration. The website maintenance relies on the experience of O&M
personnel. This setup mode is suitable for custom requirements.

Summary

Table 5-1 Summary on website setups

Setup | Website (0} Image and Description

Mode | Requirement Resources

Manu | Setting Up a CentOS Public image Discuz is a common

al Discuz Forum | 6.3 community forum

setup software system. Its
basic architecture is
based on the
popular web
programming
combination of PHP
+MySQL.

Manu | Setting Up an | Windows Public image Use FTP delivered

al FTP Site Server with Windows to

setup | (Windows) 2012 R2 set up an FTP site.
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Setup | Website (0} Image and Description
Mode | Requirement Resources
Manu | Setting Up an | CentOS Public image Use the very secure
al FTP Site 7.2 FTP daemon
setup (Linux) (vsftpd) software to
set up an FTP site.
vsftpd is an FTP
server software that
is widely used in
Linux releases.
Manu | Manually CentOS Public image Tomcat is a
al Setting Up a 7.3 e Tomcat 8.5.31 commonly used
setup | Java Website open source web
* JDK 8ul71 application that is
free of charge. It
can be used to host
common Java web
applications.
Manu | Manually CentOS Public image Magento is an open
al Setting Up a 7.2 e MySQL 5.7 source e-commerce
setup | Magento E- system that
Commerce e PHP7.0 features flexible
Website e Magento 2.1 design, modular
(Linux) architecture, and
rich functions. It
provides solutions
for medium- and
large-sized sites.
Manu | Setting Up a Windows Public image Microsoft
al Microsoft Server e Microsoft SQL SharePoint Server is
setup | SharePoint 2012 R2 Server 2014 a portal that
Server 2016 . enables enterprises
Website e SharePoint to develop
Server 2016 intelligent portal
websites. These
sites are seamlessly
accessible to users,
teams, and
knowledge libraries.
Manu | Manually CentOS Public image LNMP indicates the
al SettingUpan | 7.2 e Nginx 1.14.0 Nginx+MySQL+PHP
setup | LNMP website server
Website e MysQL5.7 architecture in
e PHP 7.0.31 Linux. Nginx is

compact, efficient
web server software
in Linux.
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Setup | Website (0} Image and Description
Mode | Requirement Resources
Manu | Manually CentOS Public image A Linux ECS is used
al Deploying 7.2 e Nginx 1.14.0 to manually set up
setup | WordPress an LNMP website
(Linux) e MySQL 5.7 and deploy
e PHP 7.0.31 WordPress on it.
e WordPress WordPress (WP for
498 short) is initially a
blog system and
gradually evolved
to a CMS or
website setup
system that is free
of charge.
Manu | Manually CentOS Public image Docker is deployed
al Deploying 7.5 on a Linux ECS.
setup | Docker Additionally,
(CentOS 7.5) common Docker
operations and the
process of creating
a Docker image are
provided.
Manu | Deploying an | CentOS Public image An ECS is deployed
al ECS for 74 as an official
setup | Transceiving WeChat account
Text server so that it
Messages receives text
from an messages from the
Official WeChat server and
WeChat sends processing
Account results to end users.
On this ECS, Python
is used to compile
the logic code for
processing WeChat
messages.
Manu | Manually CentOS Public image A Linux ECS is used
al Deploying 7.2 for manually
setup | GitLab deploying GitLab.

(CentOS 7.2)

GitLab is an open
source version
management
system that uses
Git as the code
management tool.
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Setup | Website (0} Image and Description
Mode | Requirement Resources
Manu | Manually CentOS Public image A Linux ECS is used
al Deploying 7.4 e Erlang 8.3 for deploying
setup | RabbitMQ ; RabbitMQ.
(CentOS 7.4) * RabbitMQ RabbitMQ is a
369 message

middleware that
uses the Erlang
programming
language for the
Advanced Message
Queuing Protocol
(AMQP). It
originates from the
financial system
and is used to store
and forward
messages in the
distributed system.
Featuring high
reliability,
scalability,
availability, and rich
functions,
RabbitMQ is widely
used.

Manu | Manually Ubuntu Public image Ghost is an open
al Building a 16.04 e Nginx 1.14.0 source blog

setup | Ghost Blog platform based on
e MySQL 5.7 Node.js and makes
writing and release
more convenient.
This section walks
you through the
deployment of a
Ghost blog on an
ECS running
Ubuntu 16.04.
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Setup
Mode

Website
Requirement

(01

Image and
Resources

Description

Manu
al
setup

Manually
Deploying
Node.js
(CentOS 7.2)

CentOS
7.2

Public image

A Linux ECS is used
for deploying
Node.js. Node.js is a
JavaScript runtime
environment based
on the Google
Chrome V8 engine.
It enables simple
deployment of
network
applications that
feature fast
response and easy-
to-expand. Based
on the event-driven
and non-blocking
I/O model, Node.js
is lightweight and
efficient. It is ideal
for running data-
intensive real-time
applications on
distributed devices.

Manu

setup

Setting Up a
Local Slave
PostgreSQL
Database

CentOS
7.6 64bit

PostgreSQL (11.2)

PostgreSQL is an
open source object
relational DBMS
(ORDBMS) with an
emphasis on
extensibility and
standards
compliance. This
section helps you
use HUAWEI
CLOUD ECSs to set
up PostgreSQL.
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(CentOS 7.2)

Setup | Website (0} Image and Description

Mode | Requirement Resources

Manu | Manually CentOS BT Linux panel 6.9 | BT panel is easy-to-
al Installing a 7.2 64bit use, powerful, and
setup | BT Panel free server

management
software that
supports Linux and
Windows. You can
configure LAMP,
LNMP, website,
database, FTP, and
SSL with a few
clicks, and easily
manage the server
through web pages.
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Setting Up a Discuz Forum

6.1 Introduction

Application Scenarios

Solutions

HUAWEI CLOUD provides a variety of solutions. The following describes how
HUAWEI CLOUD can help you build a website.

Small websites are often deployed on a single server, which handles user access,
static and dynamic content, and database use, and data computing. As website
services develop, database access traffic drastically increases, and a single server
fails to meet the service requirements. Therefore, website applications and the
database need be deployed on different servers to balance their work loads.
According to national regulations, if the servers used to deploy the website are
located in the Chinese mainland, Internet Content Provider (ICP) licensing is
required. The domain name that is not licensed cannot be used to access the
website.

To build a website, for example, a forum, the following requirements must be met:

Database nodes and service nodes are deployed on different servers.
The number of servers is dynamically adjusted based on service volume.
Traffic is automatically distributed to multiple servers.

N =

The website must be licensed.

HUAWEI CLOUD provides the following solutions for building a forum.
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Table 6-1 HUAWEI CLOUD solutions

Requirement Solution Service
Database nodes Building the website: Two Elastic ECS
and service nodes | Cloud Servers (ECSs) are required to VPC

are deployed on
different servers.

replace traditional servers. One ECS
works as the database node, and the
other as the service node. A Virtual
Private Cloud (VPC) is required to
provide network resources for the two
ECSs. An Elastic Volume Service (EVS)
disk can be attached to the ECS as a
data disk as required.

(Optional) EVS

The number of Configuring features: Auto Scaling AS
servers is (AS) policies are set based on service
dynamically requirements. AS dynamically adds and
adjusted based on | removes ECSs created from the image
service volume. of the service node as required to

ensure stable and efficient service

running.
Service traffic is Configuring features: Elastic Load ELB

automatically
distributed to
multiple servers.

Balance (ELB) automatically distributes
access traffic to multiple service nodes,
achieving better fault tolerance and
expanding service capabilities for
applications.
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Logical Architecture

Administrator ‘ ‘ Visitor
Constructs Visits the
Internet the website website
--------------------------------------------------------- B
Subnet

e Sets up the web environment and deploys web applications

Builds the

database

ECS1 ECS2 ECS3 ECS N
Database node Service node
OAS group
Image

—_

Bind an elastic IP address (EIP) to ECS 1 and build the database.

Unbind the EIP from ECS 1, bind it to ECS 2, set up the web environment, and
deploy web applications.

3. As service traffic increases, AS adds ECSs created from the image of ECS 2 to
the AS group.

4. Visitors access the website via the EIP of the load balancer, which
automatically distributes traffic to multiple ECSs.

N
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6.2 Purchasing Services

Required Services

RS 2 & &6

! @R VPC_DISCUZ

: VPCRIER : 192.168.0.0/16
\ HASK : ATESXEL

| TG : vpc-test

1 FRIRIEL : 192.168.0.0/24
H

i

4R : DISCUZ ELB

KR 0

Frf@VPC : vpe-test

SEAIP : 119.3.40.170
SEMEIPERY : FHSBGP
BEE( ]
ARIHE(Mbit/s) : 1Mbit/s

R : discuz02
vCPU: 1#
W7 : 4G

$Bf% 1 CentOS 6.5 64bit
FERAL : 40G

#gER : 100G

BIFAE T : VPC_DISCUZ
244 : SG-DISCUZ
FBF4E : root

58 : Huawei@123
FABIP:192.168.0.146

S — 341P:119.3.40.170 Eleanenar g
FERikE 224 : SG-DISCUZ (IERERI o )
| &R : discuz01 |
! vCPU: 1#% |
| OWTF: 4G é !
| & : CentOS 6.5 64bit !
RS 406G |
| #dea& : 500G e i
MRSl | ERRAME R - VPC DISCUZ W ARRSER2
| %2 SG-DISCUZ :
! HF4E : root !
i\ B8 : Huawei@123 i
| #AEIP192.168.0.26
(E ;W i R : discuztest.com
IaEiEA :
(11 NOTE

Retain default settings for parameters not highlighted in the figures when buying services

and configuring features.

Applying for a VPC
1. On the displayed page, click Apply for VPC.
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HUAWEI

0 Hello Account Balance v
El Recharge View Quota My Packages

Computing v Storage v Network ~

I Elastic Volume Semce[ () Virtual Private CEGUd]

(=) Elastic Cloud Server
:
=) Cloud Server Backup Service :] Volume Backup Service (| Elastic Load Balance

<, Cloud Container Engine (%) Object Storage Service < Direct Connect

S

2. Specify the parameters and click Create Now.

Apply for VPC @

Basic Information

Regi e _ Ta change the region, use the region selector in the upper left corner of this page
Name: WVPC-DISCUZ Enter the VPC name.

CIDR Block: 192.168.0 . /16

Tag To comply with best practices, it is recommended that you use the predefined tag function
provided by TMS to add tags to your resources. View Predefined Tag
r atag ke Enter a tag v

Subnet Settings

AZ [ Az2 YA
6 Enter the subnet name.

CIDR 192.165.0.1 |/ 24

Gateway 192.163.0 1

DNS Server Address 1: | 100.125.1 .250

DNS Server Address 20 | 114.114.114. 114

& | have read and agreed to the Huawei Virtual Private Clo

L |
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Applying for an EIP

& o @

PIEEEHIE
s Ll ik 3 st/ B - FitAR v | EERE v | BMORP > Q wmz=sxvy C O ©
S MERRIP ws V ==Y wE V wmEE Esmxe V dEEs V SWEE 1#F
© m= TP ecschudtaledemobandwidnszy BT e WS mEe
© =z SHBGP  no_del_baseline_ansible_test-0001b. ';;?m‘? W5 mS v
PY R IR— ™ m—— - -
Apply for EIP @
Confirm Order Pay
2 3
Basic Information
Region: - To change the region, use the region selector in the upper left comer of this page.
Type Dynamic BGP Static BGP @
Select the billing mode:
Biling bode: ([ veavorny  [EEEETR] - MontyYeary
= On-demand
Tag: To comply with best practices, it is recommended that you use the predefined tag function provided by TMS fo add tags to

your resources. View Predefined Tag

Enter a tag Enter a tag value.

‘You can add 9 more tags.

Bandwidth Settings

Select Bandwidth:

Allocate new Use existing

Bandwidth Name: discuz_ip

Sharing Type: Shared
The bandwidth type cannot be changed after being specified
Charged By: Traffic

After specified, this parameter value cannot be changed.

Bandwidth Size (Mbit/s

@ 1 100 200 300 500 1000 1500 2000

Quantity

Quantity: - 1 + | You can create 5 more EIPs.To apply for a higher EIP quota, click Apply for Higher Quota

EP Pice (0. 02mour  Bandwidtn Price ¥0) .05 mour

The estimated price is for reference only and may vary from the final price in your bill. Price Details

| have read and agreed to the Huawei Virtual Private Cloud Service Agreement

U ¥0 . 0 7!hour

The estimated price is for reference only and may vary from the final price in your bill. Price Details Back
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Creating a Security Group and Adding Rules
@

6 ssmomee oo oo |

Network Console

D rules. N. - Q| |C

Dashboard

Security Groups Name/ID Description OCperation

Virtual Private Cloud

Network ACL R
Create Secu rity Group
Elastic IP Address

Bandwidth —————————
» Name | se-Discuz |

WPC Peering

Description:
VAN

Direct Connect

E  swwoone

Network Console
- Q| |lC
Dashboard

Virtual Private Cloud Security Groups Name/ID Description Operation

w

ecurity Group SG-DISCUZ

233823a0-0723-4539-0b4d-92850....

o

Network ACL
Add Rule
Elastic IP Address

Bandwidth . E
* Transfer Direction m Outbound

WPC Peering @
. TC | A
* Protocol: ‘ cP - J After an access rule is added to a

K] security group, ECSs in the security

Direct Connect + Port Range: 20 group are protected by the rule.

Select TCP for Protocol and set Port

Range to 80. P Address

SG-DISCUZ(233e... =

(E, Cancel

L] NOTE
The default rules of the security group cannot be deleted. Otherwise, two servers cannot

communicate with each other.

Purchasing ECSs

1. Under Computing, click Elastic Cloud Server. On the page that is displayed,
click Buy ECS.
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HUAWEI Q
O Hello Account Balance -
B Recharge View Quota My Packages
Computing ~ Storage v Metwork ~
Q Elastic Cloud Sewer] B Elastic Volume Service (¥ Virtual Private Cloud

=¥ Cloud Server Backup Service :_] Volume Backup Service |- Elastic Load Balance

>, Cloud Container Engine (%) Object Storage Service % Direct Connect

An Elastic Cloud Server (ECS) is a virtual server that runs in a secure and

isolated environment.
7 Buy ECS ]

2. Specify the parameters and submit the request.
Buy ECS &

Billing Mode ‘ Yearly/Monthly

ECS works with Huawei High-performance RDS to ensure high reliability and stability. Intranet traffic is free of charge.

- ®

region, use the region selector in the upper left comer of this page

o O moml

@

specifications

General computing | s2.medium.4 | 1vCPUs Learn more about ECS types

Image Private image Shared image Marketplace image

Cent0s ~ | Cent0S 6.3 64bit(40GB) - C
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System Disk Common 1/0 - @ - | 40 |+ GB

C9)| Data Disk

Common /0 - — 500 |+ | GB Delete

scsI @ Share @ Encryption @

Add Data Disk You can attach 22 more disks

Auto Backup (3 Enable]FEEm Nl [tis good practice to back up ECS data. Standard charges apply for successfully generated ECS backups. 1
GB of backup data costs 0.296 CNY (Te obtain more cost-effective services, purchase a package)
®

VPC @ WVPC-DISCUZ ~ | viewvee C ‘
Security Groun Learn more about how to configure a security group
@
SG-DISCUZ (Inbound:TCP/80 | Outbound:-)  x = | WManage Security Group
Inbound: TCP/80 | Qutbound: -
NIC - .
Primary NIC (3) subnet-discuz(192.168.0.0/24)  ~ Self-assigned IP address View In-Use IP Addresses C
Add NIC You can add 11 more NICs
P ® @ If you need to access the Internet from your ECSs, make a plan for the elastic IP addresses you need. Click here to view Elastic IP Addresses.

Automatically assign Specify EIP Do not use

ECSs cannot be created in batches if an elastic IP address is specified

114.115.204.246 ~ | C

Current EIP  Specifications: Static BGP  Bandwidth: 10Mbit/s  Billing Mode: By bandwidth

Login Mode Key pair

Usemame root

Password Keep your password secure. The system cannot detect your password

@ Security Level: Medium

Confirm
Password

Advanced Do not configure Configure now

Settings
@)

ECS Name discuz01 Allow duplicate ECS names
If multiple ECSs are purchased at the same time, the system automatically adds a hyphen followed by a four-digit incremental number to the
end of each ECS name. For example, if you enter ecs and there is no existing ECS in the system, the first ECS's name will be ecs-0001. If an
ECS with the name ecs-0010 already exists, the name of the first new ECS will be ecs-0011

Purchase + | You can only create one ECS at a time if an EIP or a static NIC IP address is specified.

Quantity

Price ¥O . 5 1 IHour Buy Now

The estimated price is for reference only and may vary from the final price in your bill. Price Details

Q I have read and agreed to the Huawei Elastic Cloud Server Agreement and Huawel Image
Management Service Agreement

Previous
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(11 NOTE

You need to buy two ECSs. For details about their configuration, see "Example
parameters".

6.3 Building the Website

Purchased Services

Building Process

CentO 3 CentO 5
S
&cs1 e Subnet
...... N -
Database node Senvice node VPG
Example parameters
VPC ECS 1 . ECS2 o
erves as a service node to se
ﬁ;ﬁgfﬁ:&%ﬁn:;téﬁﬁhe Serves as a database node up the website environment
: to deploy the database. and deploy website code
Name: WVPC-DISCUZ Name: discuz01 Ng;"j_: :'Sg'ggz
VPC network segment: vCPU: 1vCPU \F;'I - ";1 =B
192 168.0.016 Memory: 4 GB emory-

AZ:AZ 2

Subnet: subnet-discuz
Subnet network segment:
192.168.0.0/24

EIP: 114.115.138.223
Security group: SG-DISCUZ

Image: CentOS6.3 64-bit
System disk: 40 GB

Data disk: 500 GB

VPC: VPC-DISCUZ

Security group: SG-DISCUZ
Username: root

Password: Huawei@123
Private IP address: 192.165.0. 3

Image: CentOS 6.3 64-bit

System disk: 40 GB

Data disk: 100 GB
VPC:VPC-DISCUZ

Security group: SG-DISCUZ
Username: root

Password: Huawei@123

Private IP address: 192.168.0.138

Setting up the
web
environment

Preparing Building the

Deploying the Verifying the
the software database

website code website
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Building the Database

CentOS

Internet

Database node Service node

Install the database.

(10 NOTE

e CentOS 6.5 64bit (40 GB) is used as the OS of the database node, and the MySQL
version is 5.1.73.

e For CentOS 7 and later versions, MySQL is removed from the default program list. You
need to run the sudo rpm -Uvh http://dev.mysql.com/get/mysql-community-release-
el7-5.noarch.rpm command to manually download MySQL. After the download is
complete, perform 2 to install the software.

1. Log in to ECS discuz01 remotely and enter the username and password.

Start Stop Restart Delete Alstatuses v | | Name ~ Q | SeahbyTag * [ C
Task Status: @7

NamelD AZ Status Specifications/image  Private IP Address  Elastic IP Address  Payment Mede  Operation

AZ2 19216803

14115204245 Metered

scuz
afd5fd8
Enter the usemame

root, press Enter, and
enter the password.

2. Run the following command to deploy the MySQL database server, MySQL
client, and all required libraries and files:

yum install -y mysql-server mysql mysql-devel

If the following information is displayed, the installation is successful.
Complete!

Configure MySQL.

1. Run the following command to start the MySQL service:
service mysqld start

2.  Run the following command to set the administrator username and password.
The password is self-defined. In this command, Huawei@123 is used an
example.

mysqladmin -u root password 'Huawei@123

3. Run the following command and enter the password of user root to enter the
database:

mysql -u root -p
4. Run the following command to use the database:
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use mysql
5. Run the following command to query the user list:
select host,user from user;

(11 NOTE

This command and the following database commands must end with a semicolon (;).

6. Run the following command to refresh the user list and allow all IP addresses
to access the database:

update user set host='%' where user="root' LIMIT 1;

7. Run the following command to forcibly update the permissions: and allow
ECSs in the same subnet to access the MySQL database using private IP
addresses.

flush privileges;

8. Run the following command to exit the database:
quit

9. Run the following command to restart the MySQL service:
service mysqld restart

10. Run the following command to enable the MySQL service to automatically
start upon system boot:

chkconfig mysqld on
11. Run the following command to disable the firewall:
service iptables stop

12. Run the following command to permanently disable the firewall after
restarting the ECS:

chkconfig iptables off

Setting Up the Web Environment

T, | CentOS CentOS

= Internet
ECS 1 el
"""""" Databasenode sSewicenode VPG

Install the web environment.

1. Unbind the EIP from ECS discuz01 and bind it to ECS discuz02.
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2.

that you install the plug-in ECS password

114.115204246  Metered

Click discuz01 to
enter the ECS details
page

EVS NIC SecumyGroup Monitoring ~ Tag

Bind EIP. View EIP

v 114.115.204.246 | 192.168.0.3
Unbind EIP
Are you sure you want to
unbind the EIP?
o]

@
EVS NIC SecumyGrou Monitoring ~ Tag

Bind EIP
s s
Name:
see
Nic
NIC1(192.168.0.138)(Primary NIC)
Sect c
EP % Bandwidth Size +
@ ersmen 1 Mots
[0 wersze2se 1hbts
Bind the EIP that
unbound from B
ECS discuz01. @

cenee

Log in to ECS discuz02 remotely and enter the username and password. For
details, see the operations for logging in to ECS discuz01.

Run the following command to install the Apache server, PHP FastCGl
manager, MySQL client, and MySQL database server:

yum install -y httpd php php-fpm mysql mysql-server php-mysql

If the following information is displayed, the installation is successful.
Complete!

Run the following command to reinstall the Apache server, PHP FastCGl
manager, MySQL client, and MySQL database server:

yum reinstall -y httpd php php-fpm mysql mysql-server php-mysql

If the following information is displayed, the installation is successful.
Complete!

Configure the web environment.
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Run the following command to start the httpd service:
service httpd start

Run the following command to enable the httpd service to automatically start
upon system boot:

chkconfig httpd on
Run the following command to start the php-fpm service:
service php-fpm start

Run the following command to enable the php-fpm service to automatically
start upon system boot:

chkconfig php-fpm on
Run the following command to disable the firewall:
service iptables stop

Run the following command to permanently disable the firewall after
restarting the ECS:

chkconfig iptables off
Run the following command to start the MySQL service:
service mysqld start

Run the following command to enable the MySQL service to start upon
system boot.

chkconfig mysqld on
Enter http://E/Pin a browser to query the default page of the ECS.

Apache 2 Test Page
it 1y CEMOS

Thes page 5 wed o iesd e proger operaton of e Apache WTTP server aler d ian Deen ntaded H you can read s page § means fat e Agacie HTTF soreer melaiiod a o née 5
ORI property

If you are @ member of the general public: I you ane the wisbaite sdminkstrator:
Tree L1 THad y0ud 0 SEETVG VS e e aes Ml P Wbt you (WS visbed S #iher Vi TRy 106 0 0P B T EMBTRAY ¢ vms e Bl HOME I e O 0 50
DO N PROLMTTE. OF 15 UNder DO MOUine Maprienarce e WRSG o wele Wil e TS G BN ol o conient. To peevent T page

T e e L, Aoow 5 IESITUCRONS 0 I
 ptus wous e 10 bet i BcmInAITEicry of S wetrite kiow T yOu'e Sean (e page e o Ml goud - el comet . ooai
PRI o e S Yo GEpEing you S $6nd I f-Mill 1 enees. Ml 46l 10
I e e A GECTRT 10 [T weDTAR'S SOMAR SRCAT FRACH I Iproprate Vi B DO A T WTARET Deew O AT B CERCS Lifali poweted HTTR
pretRoh servers. Thanks ior g Anache and CentOSi

For enampie § you exgerenced robarm shie wabng www caTRie COm yoU Wiosd

] - 10 "W e (e ComT ‘t‘zp“q.__“
About CentDs:
The Sywbem [CensOc) Lires i & comruniy-supponied snbvprse dulrbulion dersd Fom st iecfy priwided & e pebicc by Red Fsl & such

Community ENTerprise Dperating
l.'-en'-f.!b lﬂumwnchr\tlwlﬂﬂm with Red Hal Enlerprna Linin: The CentQes Prossd m the organimation that builds. CondQI5 We masndy change pac kages &0 removr ugsbean
besnang ang

For mioemabon on CeniiliS pleane v e CeniDl seioic
Hots:

Cend38 5 an Operaing Sysiem and £ & used 10 power ifes welmie however, Tie seserver 5 Owned Dy Te Dorman Deme and ol ihe Cend(GS Proect B poe Ranve isSues with the
EESAE 84 TN SIS, CORLBEL M el of Ihe Dosae, Hot the Semod Projees

Ui e b 1 O B SRThO 56D SOMAN. e CRRiDS Prsscl ST Bdve RayIfeg 1 00 wili Bo £ olinl S il eeteere & Bty §-Mii Bl Srecied you 15 I e
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Deploying the Website Code

MHSQ\L CentOS
CentOS
""""""""" i Internet
ECS1 Eosz Subnet G)‘S,'
s -
""""" Database node . Semicenode VPG

Log in to ECS discuz02 remotely and run the following command to install the
Discuz software:

wget http://download.comsenz.com/DiscuzX/3.3/Discuz_X3.3_SC_UTF8.zip
(110 NOTE

e The recommended English version of Discuz X3.3 (UTF-8) is not free. Refer to the
provided page for payment details.

e The software packages are only used to construct the forum. To deploy a
commercial website, download the applications as needed.

Run the following command to decompress the Discuz installation package:
unzip Discuz_X3.3_SC_UTF8.zip

Run the following command to copy all files in the decompressed upload
folder to the var/www/html directory:

cp -r upload/* /var/www/html

Run the following command to grant write permissions to other users.
chmod -R 777 /var/www/html

Enter http://E/Pin the address box and install Discuz following the guidance.

a. Confirm the agreement and click | Agree.

b. After the installation starts, check the installation environment and click
Next.

¢. Set the running environment and click Next.

d. Enter the database information and click Next to complete the
installation.

®  The database address is the private IP address of discuz01.

"  The database password is the password of the database
administrator account (username root) configured on discuz01.

®  The administrator information is required.
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Verifying the Website

In the browser address bar, enter http://£/P/forum.php. If the forum homepage is
displayed, the website is successfully built.

APACHE

S
CentOS
MHSQRL
CentOS$S

Database node Service node VPC

6.4 Configuring Features

Unbinding the EIP

An EIP can be bound to only one resource. If you create a load balancer on a
public network, the system will automatically bind an EIP to the load balancer. To
ensure that an EIP can be bound to the load balancer, unbind the EIP bound to the
ECS before you create the load balancer if you have only one EIP.

Elastic IP Address @ [@ Apply for EIP

Network Console

Dashboard

All - EP - Q| |C
Virtual Private Cloud
EIP/ID Status Bound Private IP Address  Type Bandwidth Size (Mbit/s) Billing Mode  Operation
Security Group ®
et act oannmirinion., @ BOUNG 102.168.0.133 Static BGP 1 On-demand U D
94886171-6a28-4

Creating a Load Balancer

1. On the displayed page, click Create Load Balancer.
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HUAWEI @ 0

Q Hello Account Balance *
B Recharge View Cluota My Packages

Computing ~ Storage Metwork

! ! e :
¢=h Elastic Cloud Server D Elastic Volume Service (7 Virtual Private Cloud

=} Cloud Server Backup Service E_] Volume Backup Servite |- Elastic LoadBalance
% Direct Connect

:O Cloud Container Enging :f \) Chject Storage Service

Load Balancer @ [ + Create Load Balancer ]

2. Specify the parameters and submit the application.

Create Load Balancer @

fy Details Confirm Specifications Finish

@ 2 3

Basic Information

Region Asia Pacific-HongKong To change the region, use the region selector in the upper left comer of this page
@ Enter a name for your load balancer.
Name: DISCUZ_ELB

® [ VPC-DISCUZ - q Select the VPC to which the load balancer belongs.

VPC

Subnet: subnet-discuz(19 « | View Subnet C

LB Virtual IP Address Manual
EIP ®: Do Not Use Existing EIP

. @ - Use an existing EIP.
Elastic IP Address: - | ViewEIP C

The estimated price is for reference only and may vary from the final price in your bill. Price

Create Now
| have read and agreed to the Huawei Elastic Load Balance Agreement

(19
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Configuring the Load Balancer

(f\) Load Balancer @ -+ Create Load Balancer

Cloud Server

Console
Load Boloncer:  Cortiicale Click the load balancer name DISCUZ_ELB to view the
details.
Dashboard
ad Falanears N = al ¢
Elastic Cloud Server
Name/ID Statue Public IP Address ~ Service IP Address ervice Subnet Operation
Elastic Volume Service
/olume Bac Vic P = subnet-discuz
Volume Backup Service 826a0q18202 © Running

Image Mgmt Service

Auto Scaling

Key Pair Name/ID tatus LB Protocol/Port ECS Protocol/Port
ECS Group
Add Listener - LB Protocol/Port: ELB provides two types of load balancing services (layer 4

(TCP) and layer 7 (HTTP) load balancing). Select TCP for Protocol, and set the
port number to 80.

- ECS Protocol/Port: specifies the protocol and port that ECSs use to provide
services. TCP is selected for Protocol, and port 80 is used

Name: discuz-listener

LB Protocol/Port; TCP - || 80

CS Protocol/Port: TCP 80

Health Check Configuration

LB Mode @ Round robin - Check Mode: TCP - 80
Sticky Session: | & R
Interval (s) @ 2 to
Stickiness Duration {min) 1 The va
Timeout (s) @ - 5 to
Description:
0M28 Healthy Threshold @ 3 to

= Interval (s): specifies the interval of every two health checks. The recommended
valueis 2. 1 inhealthy Threshold 3

= Timeout (s) specifies the maximum timeout duration for one health check. The - reshoid @
recommended value is 5.

= Healthy Threshold: specifies the number of consecutive successful health
checks necessary for an ECS to be considered healthy. The recommended value
i53

= Unhealthy Threshold: specifies the number of consecutive failed health checks
necessary for an ECS to be considered unhealthy. The recommended value is 3.
Success response fime: 6 seconds (2 x 3 =6)
Failure Response Time: 11 seconds (2% 3 + 5 =11)

Cancel

Creating Images

1. Under Computing, click Elastic Cloud Server. On the page that is displayed,
locate and stop the ECS.
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0 C

HUAwWeEl ©

O Hello Account Balance *
E Recharge View Quota My Packages

Computing ~ Storage ~ Network ~

) Y jice () Mirtual Private Cloud
-gv‘\tlastlc Cloud Server ] D Elastic Yolume Service Q W -

&5 Cloud Server Backup Service :] Volume Backup Service |- Elastic Load Balance

<, Cloud Container Engine (%) Object Storage Service % Direct Connect

7 Stop the ECS before creating an image.

Start Restart Delete | Task Status: )2

Mame/ID AZ Siatus Fayment Mode QOperation

% OSEUZDZ gy ©Rumning  Metered Remote Login  More
31a03che g &te lemote Login  More
OECUZDT 79 @Stopped  Metered Remote Login -~ More
afdsids o s lemote Login - More

2. Configure the parameters and submit your request.

Name/ID AZ Status Specifications/image Private IP Address Payment Mode Operation
discuz02 a7y o 1VCPUs |4 GB 192 163013 —
= 31a05ch8 @© Stopped Cent0s = 92.163.0.133 etered
Specifications
discuz01 1vCPUs | 4GB
z AZ1 St d 192.168.0.3 Metered v
afd5f0ds ©Stopped - 10s Mt ° etere Risat Pagsiiond
Reinstall 0S
Change OS
* Source: ECS Image File
Start
+ECS discuz02 Select :
_ Delete
ECS Details:

Name: discuz02
OS: CentOS " =2 g
System Disk: 40 GB

b I have read and agreed to the Huawei Elastic Cloud Server Agreement

Encryption:  Unencrypted @

[ * Name discuz_centOS&':#

C)

Configuring AS

1. Under Computing, click Auto Scaling. Create an AS group and AS
configuration.
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(1)

HUAWEI ©

Hello Account Balance

E Recharge View Quota My Packages

Computing ~ Storage Network ~

! ic Wi ji ) Wirtual Private Cloud
(=) Elastic Cloud Server B Elastic Volume Service () \'

Auto Scaling @ + Create AS Group || + Create AS Configuration

C‘__/\{AS Group Name. as-group-discuz } Specify Min. Instances, Expected Instances, and Max. Instances
for the AS group.
An AS group can have 0 fo 50 ECSs. Expected Instances can be
Min. Instances 3} setto 2.

Select the VPC, subnet, and security group. Choose whether to

use ELB for health check and then select the load balancer if ELB

is used for health check. Specify Health Check Method, Health

1 Max. Instances 10 Check Interval, and Instance Removal Policy.

+ ELB checks the health of ECSs in the selected security group
every five minutes.

| Expected Instances 2

Coaling Duration (s) 500 (@] N _ B
@ + The health check configuration has been set when the listener is
added for the selected load balancer.
{-"\Z' AZ? X - ]G @ - Instances created and configured earlier are removed first.
7 /PC: VPC-DISCUZ(192.168.0.0/16) - | Yiew VP .

#[Subnet subnet-discuz(192 168.0.0/. x - @
*|Security Group: SG-DISCUZ (Inbound: - | Qutboun - roup  Learn more about how to configure a security group @
Inbound: - | Qutbound: -
+|Load Balancing Donotuse @ UseULB ViewlULB C
Load Balancer: | DISCUZ_E ~ | Listener | discuz-liste -
#* Health Check Method ELB health check -~ @
# Health Check Interval 5 minutes. -
# Instance Removal Policy Oldest instance created based on th -

* Release EIP on Instance Removal: @[ ) @
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Use Existing AS Configuration
You can select an existing AS con

Create AS Configuration

SW AS Tonfiguration. You can also change the AS configuration of an existing AS group.

Basic Information

* Configuration as-config-discuz
Mame
Temp?atei Create a new specifications template Use specifications of an existing ECS

Specifications

*ECS Type General-purpose IMemory-optimized Disk-intensive GPU-acceleration
First generation Second generation Third generation

*wCPU 1vCPUs 2vCPUs 4vCPUSs 8vCPUs 16vCPUs 32VCPUs

Selected Specifications: s1.medium | 1 vCPUs | 4 GB

Image Select the private image

Public Image | Private Imag Shared Image  you have created.

*Image: discuz_centOss w40G) =~ O

Elastic IP Address

Elastic IP Address Do Not Use Automatically Assign 2]

ly assigns to each ECS an EIP that exclusively uses bandwidth. If you selet
nt, apply for a higher quota.

* Specifications: Dynamic BGP Static BGP BGP(Discontinu
= Charging Mode: By bandwidth By traffic

is option, check the EIP guota. If the quota is

Bandwidth 1 Mbit/s
1 50 100
Login
+ Login Mode: Key Pair
Username: root
* ';,‘gcsguwfgm: Keep your password secure. The system cannot retrie: our password. @
* Confirm
Password: @
[ % | have read and agreed fo the Huawei Autoscaling Service Agreement
Previous N S
Previous Confirm Application I
2. Configure AS policies.
Name Status AS Configuration Current Insta...  Expected Instan... Min. Instances Max. Instances  Operation

as-group-discuz @ Enabled as-config-discuz il 1 1 ble More

Monitoring Instance Notification Tag Lifecycle Hook

AS Policy
Add AS Policy You can add 10 more policies.

Name * Scaling Action Status Coeling Duration _ Policy Type Created =
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Add Policy

= Policy Name: as-policy-discuz-cpu ]

= Palicy Type: Scheduled Periodic CPU alarm policy: When the CPU

(.J usage exceeds 70% for three
* Alarm: Create Alarm Rule = consecutive fimes, an ECS will be
added.
™
= Alarm Name: as-alarm-cpu
= Trigger Condition: CPUUs.. ~+ | Max - || = -~ || 70 %
= Monitoring Interval 5 minutes -
= Consecutive Occurrences: 3
Scaling Action: Add - 1 instan... -
J
Cooling Duration (s) 900
@ Cancel
Add Policy
% Policy Name as-policy-cpu-02
k Policy Type Alarm Scheduled Penodic
k Alarm Create Alarm Rule v
k Alarm Mame as-alarm-cpu-02
o : i I
* Trigger Condition CPU Usage - || Min. || & -~ 30 | %

@ To check whether menitoring metrics

* Monitoring Interval 5 minutes x
v Consecutive Occurmences 3 @
Scaling Action Reduce = ] instances =~
k. A
Cooling Duration (5) 900 @
Cancel

3. Add AS instances.
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Start ECS

Are you sure you want to start the following ECSs?

Cloud Server
Console Name Status Expire At
discuz02 @ Stopped -
ashnoard
Elastic Clou
Cancel Dashboard

Start the ECSs before adding them to the

@ AS group.
Stop Restart Delste Task Status: @2
Name/ID AZ Status
8 discuz02
(5 Jstanscoa e arar-sos. A2 © Stopped
discuz0 AZ2 ® Stopped
afdsi0de-d933-4395-a27... .
Name Status AS Configuration Current Insta. . Expected Instan. Min_ Instances
as-group-discuz @ Enabled 0 1 1

Notificaton  Tag  Lifecycle Hook

More » Q
Add
Available Instances ame Q | Selected Instances
Name D Name D
31aD8cbe-f2fc-4727-835 discuz02 31aD8ch-12fc-472...

Cancel

4. Modify AS policies.

U

HUAWEI @

O Hello  Account Balance ¥
E Recharge View Quota

Computing v

My Packages
Storage v Network ~

e Y i
& Elastic Cloud Server D Elastic Volume Service () Virtual Private Cloud

®(} Cloud Server Backup Service j Volume Backup Service v, Elastic Load Balance

\_/5 Object Storage Service é Direct Connect

Status AS Configuration  Current Instances  Expected Instances Min. Instances

© Enabled

Elastic Cloud Server

Cloud Server Backup Service
Bare Metal Server

Elastic Volume Service
Dedicated Storage v
Wolume Backup Service

Image Mgmt Service

Max_ Instances

Operation

Opera...

Max. Instances  Operation

10

Change AS Configuration

View Details

Delete
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Modify AS Group

+ AS Group Name: as-group-discuz

- Min. Instances 1 Set Min. Instances to 1 to ensure that ECS discuz02 will
not be removed from the AS group
+ Expected Instances: 2
# Max_ Instances: 10
Cooling Duration (s): 900
# Health Check Method ELB health check -
« Health Check Interval 5 minutes -
+ Instance Removal Policy. Qldest instance created ba -
Notification Mode: By email @

®

Verifying the Configuration
1. Obtain the EIP of the load balancer.

Huawel ©

a Hello Account Balance:

£ E Recharge View Quota

Computing v Storage v Network v

o] vice_ (7 Virtual Private Cl

@ Elastic Cloud Server ] Erastic Volume Servicg () Virtual Private Cloud

XN Auto Scaling [=]] Volume Backup Service .\:,- Elastic Load Balance

[~ Image Management Service C’\J Object Storage Service Cj VPN

Name/ID Status Type Service IP Address VPC
e £0 i Public network VPC-DISCUZ
SoRSadEauo. | TINKE G TR

2. In the browser address box, enter http://E/P of the load balancer/forum.php
to access the website, for example, http://114.115.138.223/forum.php.

6.5 Visiting the Website

Filing the Website

According to national regulations, if the servers used to deploy the website are
located in the Chinese mainland, Internet Content Provider (ICP) licensing is
required. The domain name that is not licensed cannot be used to access the
website.

The prerequisites for ICP licensing are as follows:

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 49



Elastic Cloud Server

Best Practices 6 Setting Up a Discuz Forum

e The domain name has been registered.
e Ensure that the IP address is possessed by Huawei.
e The website is a non-operating one.

Accessing the Website

Visitors can access the Internet using the domain name.

A Accesses the

website

Visitor ECS
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Manually Deploying WordPress (Linux)

Overview

The best practices for ECS guide you through the setup of an LNMP website on a
Linux ECS and deploy WordPress on the website. WordPress (WP for short) is
initially a blog system and gradually evolved to a content management system
(CMS) or website setup system that is free of charge. The CentOS 7.2 64bit OS is
used as an example in this section.

The process is as follows:

© ® N Uk~ WD =

Prerequisites

Install Nginx.

Install MySQL.

Install PHP.

Test the LNMP website.

Create a database.

Install WordPress.

Purchase a domain name.
Obtain an ICP license.

Enable domain name resolution.

A VPC and an EIP are available.

A domain name is available if you plan to configure a domain name for the
website.

The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Configuring Security Group
Rules.

Table 7-1 Security group rule

Transfer Protocol Port Source End
Direction
Inbound HTTP(80) 80 0.0.0.0/0

Issue 01 (2020-08-31)

Copyright © Huawei Technologies Co., Ltd. 51


https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0030878383.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0030878383.html

Elastic Cloud Server
Best Practices

7 Manually Deploying WordPress (Linux)

Procedure

Step 1 Install Nginx.

1.
2.

Log in to the target ECS.
Run the following command to download the Nginx package:

wget http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm

Run the following command to create the Nginx yum repository:
rpm -ivh nginx-release-centos-7-0.el7.ngx.noarch.rpm

Run the following command to install Nginx:

yum -y install nginx

Run the following commands to start Nginx and configure automatic Nginx
enabling upon ECS startup:

systemctl start nginx
systemctl enable nginx

Check the startup status.
systemctl status nginx.service

Enter http:///P address of the Nginx serverin the address bar to access Nginx.
If the following page is displayed, Nginx has been installed.

Figure 7-1 Accessing Nginx
Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to naginx.org.
Commercial support is available at nginx.com.

Thank you for using ngirx.

Step 2 Install MySQL.

1.

Install MySQL.

wget -i -c http://dev.mysql.com/get/mysql57-community-release-
el7-10.noarch.rpm

yum -y install mysql57-community-release-el7-10.noarch.rpm
yum -y install mysql-community-server

Run the following commands to start MySQL and configure automatic MySQL
enabling upon ECS startup:

systemctl start mysqld

systemctl enable mysqld

Query the running status of MySQL.
systemctl status mysqld.service

[root@ecs-adc3 ~]# systemctl status mysqld.service
e mysqld.service - MySQL Server
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Loaded: loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled)
Active: active (running) since Mon 2021-08-16 19:33:40 CST; 36s ago
Docs: man:mysqld(8)
http://dev.mysqgl.com/doc/refman/en/using-systemd.html
Main PID: 7916 (mysqld)
CGroup: /system.slice/mysqld.service
L7916 /usr/sbin/mysqld --daemonize --pid-file=/var/run/mysqld/mysqld.pid

Aug 16 19:33:35 ecs-adc3 systemd[1]: Starting MySQL Server...
Aug 16 19:33:40 ecs-adc3 systemd[1]: Started MySQL Server.

4. Run the following command to obtain the password of user root that is
automatically set during MySQL installation:

grep 'temporary password' /var/log/mysqld.log

Information similar to the following is displayed:
2021-08-16T11:33:37.790533Z 1 [Note] A temporary password is generated for root@localhost: ;
8nPd29lhs,k

5. Run the following command and perform operations as prompted to harden
MySQL:

mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root:  #Enter the obtained password of user root.
The existing password for the user account root has expired. Please set a new password.

New password: #Enter the new password.

Re-enter new password: #Enter the new password again.

The 'validate_password' plugin is installed on the server.

The subsequent steps will run with the existing configuration of the plugin.
Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : N #Asks you whether to
change the password of user root. Press n.

... skipping.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
remove anonymous users. Press y.
Success.

Normally, root should only be allowed to connect from 'localhost'. This ensures that someone cannot
guess at the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
forbid remote login of user root. Press y.
Success.

By default, MySQL comes with a database named 'test' that anyone can access. This is also intended
only for testing, and should be removed before moving into a production environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Asks you
whether to delete the test database and cancel access permissions to it. Press y.

- Dropping test database...

Success.

- Removing privileges on test database...
Success.
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Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
reload privilege tables. Press y.
Success.

All done!

Step 3 Install PHP.

1.

Run the following commands to install PHP 7 and PHP extensions required for
installing LNMP:

rpm -Uvh https://mirror.webtatic.com/yum/el7/epel-release.rpm
rpm -Uvh https://mirror.webtatic.com/yum/el7 /webtatic-release.rpm

yum -y install php70w-tidy php70w-common php70w-devel php70w-pdo
php70w-mysql php70w-gd php70w-ldap php70w-mbstring php70w-
mcrypt php70w-fpm

Run the following command to check the PHP installation:
php -v
If information similar to the following is displayed, PHP has been installed:

PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS)
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies

Run the following commands to start PHP and configure automatic PHP
enabling upon ECS startup:

systemctl start php-fpm

systemctl enable php-fpm

Modify the Nginx configuration file to support PHP.

a. Run the following command to open the /etc/nginx/nginx.conf file:
vim /etc/nginx/nginx.conf

b. Pressi to enter editing mode.

¢. Modify the nginx.conf file.
Find the server paragraph and modify the following configuration

information:
server {
listen 80;
listen [:]1:80;
server_name _;
root Jusr/share/nginx/html;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location / {
root /usr/share/nginx/html;
index index.php index.html index.htm; }

location ~ \.php$ {
root html;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /usr/share/nginx/htmlS$fastcgi_script_name;
include fastcgi_params;

error_page 404 /404.html;
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location = /404.html {
}

error_page 500 502 503 504 /50x.html;
location = /50x.html {
}

}

Figure 7-2 shows the configuration after modification.

Figure 7-2 Configuration after modification

fusr/share/nginx/html;

fetc/nginx/default.d/*.conf;

location [ {
fusr/share/nginx/html;

index.php index.html index.htm;

location ~ \.php$ {

html;

127.0.06.1:9000;

index.php;

SCRIPT_FILENAME /fusr/share/nginx/html
fastcgi_params;

404 /404 .html;
location /404 _html {
1
i
509 582 583 584 /50x_html;
location /50x.html {

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

5. Run the following command to reload the Nginx configuration file:

service nginx reload

Step 4 Test the LNMP website.
1. Create the info.php test page in /usr/share/nginx/html.

a. Run the following command to create and open the info.php test file:
vim /usr/share/nginx/html/info.php
b. Pressi to enter editing mode.

c. Modify the info.php file and add the following data to the file:
<?php
phpinfo();
>

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

2. Enter http://Server IP address/info.php in the address bar. If the following
page is displayed, the LNMP website has been set up.
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PHP Version 7.0.31 ’th

System Linux ecs-5d3f.novalocal 3.10.0-693.11.1.el7 x86_64 #1 SMP Mon Dec 4 23:52:40 UTC 2017 x86_64

Build Date Jul 20 2018 03:57:28

Server APl FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path letc

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed fetc/php.dibz2.ini, /etc/php_dicalendar.ini, fetc/php.dictype.ini, fetc/php.dfcurl.ini, fete/php.diexif.ini, /etc/php.difileinf

0.ini, fetcfphp.dfftp.ini, fetc/php.dfgd.ini, /etc/php.digetiext.ini, /etc/php.dfgmp.ini, fetc/php.diiconv.ini, fete/php.dijson
ini, letc/php diidap.ini, fetc/php.dimbstring.ini, /etc/php.d/merypt ini, fetc/php.d/mysgli.ini, fetc/php.d/pdo.ini, fetciph
p.dipdo_mysgl.ini, fetc/php.d/ipdo_sqlite.ini, fetciphp.diphar.ini, fetc/php.dishmop.ini, fetciphp.disimplexml.ini, /efc/p
hp.d/sockets.ini, fetc/php.disglite3.ini, fetc/php.dftidy.ini, fetc/php.ditokenizer.ini, fetc/php.dixmlini, /efc/php.dizip.ini

PHP API 20151012
PHP Extension 20151012

Step 5 Create a database.

1.

Run the following command and enter the user root password of MySQL as
prompted to log in to the MySQL CLI:

mysql -u root -p
Run the following command to create a new database:
CREATE DATABASE wordpress,

In the preceding command, wordpress is the database name, which is
configurable.

Run the following command to create a user for the database and assign the
full-access permission to the user:

GRANT ALL ON wordpress.* TO wordpressuser@localhost IDENTIFIED BY
'BLOck@123;

In the preceding command, wordpressuser is the username for logging in to
the database, and BLOck@1723 is the configurable user password.

Run the following command to exit the MySQL CLI:

exit

(Optional) Run the following commands to verify the creation of the
database and account and exit the MySQL CLI:

mysql -u wordpressuser -p

SHOW DATABASES;

exit

In the preceding command, wordpressuser is the created username for
logging in to the database.

Step 6 Install WordPress.

1.

Obtain the WordPress software package and upload it to the /usr/share/
nginx/html directory.

The WordPress software package wordpress-4.9.8.tar.gz is used as an
example.

Run the following command to decompress the software package:

tar -xvf wordpress-4.9.8.tar.gz

After the decompression, the folder wordpress is obtained.

Run the following command to assign permissions to the wordpress folder:
chmod -R 777 wordpress
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4. Enter http://Server IP address/wordpress in the address bar of the browser to
access the installation wizard.

Welcome to WordPress. Before getting started, we need some information on the database. You will need to
know the following items before proceeding.

. Database name
. Database username
. Database password

. Database host

[ ¥ I

. Table prefix (if you want to run more than one WordPress in a single database)

We're going to use this information to create a wp-config. php file. If for any reason this automatic file
creation doesn’t work, don’t worry. All this does is fill in the database information to a configuration file.
You may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as

wp-config.php. Need more help? We got it.

In all likelihood, these items were supplied to you by your Web Host. If you don't have this information, then you
will need to contact them before you can continue. If you're all ready...

Let's go!

5. Configure the database as prompted and click Let's go.

6. Enter the database access information, including the database name,
username, and password.

Below you should enter your database connection details. If you're not sure about these, contact your host.

Database Name wordpress The name of the database you want to use
with WordPress.

Username wordpressuser Your database username,
Password Your database password.
Database Host localhost You should be able to get this info from your

web host, if localhost doesn’t work.

Table Prefix wp If you want to run multiple WordPress
installations in a single database, change this.

Submit

7. After the verification, the installation page is displayed. Then, click Run the
installation.
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All right, sparky! You've made it through this part of the installation. WordPress can now communicate with your

database. If you are ready, time now to...

Run the installation

8. Set the site title, administrator username, password, and email address. Then,
click Install WordPress.

Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll

be on your way to using the most extendable and powerful personal publishing platform in the werld.

Information needed

Please provide the following information. Don’t worry, you can always change these settings later.

Site Title

Username

Password

Your Email

Search Engine
Visibility

s loud

admin

Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods, and the @
symbaol,

& BB @Hide
Strong

Important: You will need this password to log in. Please store it in a secure location.

N EE = m . =.com

Double-check your email address before continuing.

Install WordPress

9. Verify that the following page is displayed, indicating that the installation is

successful.

[ Discourage search engines from indexing this site

It is up to search engines to honor this request.
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Success!

WordPress has been installed. Thank you, and enjoy!

Username admin
Password Your chosen password.
Log In

10. Click Log In. Alternatively, enter http//Server IP address/wordpress/wp-admin
in the address bar of the browser, enter the username and password, and click

Log In.

Username or Email Address

[ PR ]
Password

|:| Remember Me Log In

L | + New Howdy, admin [l
Dashboard
A new, modern publishing experience is coming soon. Ch b
Take your words, media, and layout in new directions with Gutenberg, the WordPress editor we're currently building

A Posts

B3 Media

Test the new editor today.
@ Pages ® -

utenberg for a spin (and

P Comments

Appearance

& Plugins

ready to make the
ers = L d

Tools

Settings

Welcome to WordPress! © Dismiss

We've assembled some links to get you started:

Step 7 Purchase a domain name.
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To make the website accessible and usable, configure a unique domain name for
the website. You are required to obtain an authorized domain name from the
domain name registrar for the website.

Step 8 Obtain an ICP license.

If your website has not obtained an ICP license and needs to be hosted on
HUAWEI CLOUD, use the HUAWEI CLOUD ICP license service to obtain a license.

Step 9 Enable domain name resolution.

Your website can be visited using the registered domain name only after domain
name resolution is enabled. For details, see Configuring a Public Zone.

For example, if the domain name is www.example.com, enter http//
www.example.com in the address bar of the browser to access the website.

--—-End
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Setting Up an FTP Site (Windows)

Overview
The best practices for ECS guide you through the setup of an FTP site on a
Windows ECS. The Windows Server 2012 R2 OS is used as an example in this
section.
The process is as follows:
1. Add IIS and FTP service roles.
2. Create a username and password.
3. Assign permissions to shared files.
4. Add and set the FTP site.
5. (Optional) Configure the FTP firewall.
6. Set the security group and firewall.
7. Verify the configuration on the client.
Procedure

Step 1 Add IIS and FTP service roles.

Log in to the ECS.
Choose Start > Server Manager.
3. Click Add roles and features.

& Dashboard WELCOME TO SERVER MANAGER

i Local Server

ii All Servers HEOR . ] Je -
_ o Configure this local server
BE File and Storage Services b i

QUICK START

WHAT'S NEW

Hide
LEARN MORE

In the Before you begin dialog box, click Next.
5. Select Role-based or feature-based installation and click Next.
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Befors You Begin

Server Selection

Select installation type ccs 06

DESTINATION SERVER

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

[ < Previous |[[ Next > || [ install | [ Cancel

6. Select the ECS where FTP is to be deployed and click Next.

Before You Begin

Installation Typs

Server Roles

Features

Select destination server ]

DESTINATION SERVER

Select a server or a virtual hard disk on which to install roles and features.

| @) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: | |

Name IP Address Operating System

Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|<Previuu5 ||| Next > “ | Install || Cancel ‘

7. Select Web Server (lIS). In the dialog box that is displayed, click Add
Features and then Next.
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Select server roles

Before You Begin

Installation Type

Server Selection

Features
Web Server Role {lIS)
Role Services

Confirmation

Add features that are required for Web Server (115)7

Select one or more roles to install on the selected server.,

Roles

[ Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
& [M] File and Storage Services (1 of 12 installed)
] Hyper-v
] Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services

Volurne Activation Services

|>

| = |

] Windows Deployment Services

] Windows Server Essentials Experience

[[] Windows Server Update Services

v

DESTINATION SERVER
ecs-7306

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

< Previous || MNext > ‘ ‘ Install | | Cancel

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lI5)

4 Management Tools

[Tools] IS Management Conscle

Include management tools (if applicable)

Add Features

Click Next until the Role Service page is displayed.

Select FTP Server and IIS Management Console. Then, click Next.
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[ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services

I Digest Authentication

[] IP and Domain Restrictions
[ URL Authorization
[] Windows Authentication
[] Application Development
4 FTP Server
FTP Service
4 Management Tocls
II5 Management Console
[ 1S 6 Management Compatibility

Role Services

Confirmation b

[ 115 Management Scripts and Tools
[] Management Service

< [0

10. Click Install to assign the service roles.
11. After the installation is complete, click Close.

Step 2 Create a username and password.

The Windows username and password are used for FTP. If you allow anonymous
users to access FTP, you do not need to create an FTP username and password.

1. In Server Manager, choose Dashboard > Tools > Computer Manager.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i& Dashboard

o

A

[ 115 Client Certificate Mapping Authenticatic

< Previous Install

@1

0 Local Server

& All Servers

ii File and Storage Services P
e IS QUICK START

2 Add roles and features

WHAT'S NEW o
4 Create a server group

5 Connect this sel

LEARN MORE

o Configure this local server

3 Add cther servers to manage

_I:I-

DESTIMATION SERVER
ecs-7306

Description

FTP Extensibility enables support for
FTP extensibility features such as
custom providers, ASP.NET users or
IS Manager users.

Cancel

I’1 Manage  Tools

Component Services

View  Help

Computer Management

Defragment and Optimize Drives
Event Viewer

Internet Information Services (1IS) Manager
1SCS! Initiator

Local Security Policy

Microsoft Azure Services

ODEC Data Sources (32-bit)

ODEC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System

ROLES AND SERVER GROUPS
Roles: 2 | Server groups: 1 | Servers total: 1

-r. File and Storage

: 1 o s
Services ©

@ Manageability @ Manageability

Events Events

Task Scheduler
Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x26)

Windows PowerShell ISE

Windows PowerShell ISE (+86)

Windows Server Backup

2. Choose System Tools > Local Users and Groups > Users, right-click the blank
area on the right, and choose New User from the shortcut menu.
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A Computer Management

File Action View Help

s zE =

A ement (Local | Name Full Name Description

a| it System Tools | & Administrator Built-in account for administering...
b (L) Task Scheduler & cloudbase-init cloudbase-init
b [l Event Viewer #,|Guest Built-in account for guest access t...

P @a| Shared Folders

a P Local Users and Groups

_ | Groups Refresh
[ I'@S\:l Performance Export List...

= Device Manager

4 (=3 Storage View

[ @ Windows Server Backug
=F Disk Management

:ﬁ-:{; Services and Applications

Arrange lcons 3

Li |
b ine up lcons

Help

3. Set User name (ftpadmin is used as an example) and Password.

MNew User _

User name: |Hpadmin |
Full name: | |
Description: | |
Password: ||--||--|-- |
Confirm password: |'l'"'l'"'"" |

Iser must change password at next logon
[ ] User cannat change password
Passwaord never expires
[ ] Account is disabled

Help | Create || Close

Step 3 Assign permissions to shared files.
Set access and edit permissions for the files shared to users on the FTP site.
1. Create a folder for FTP on the ECS, right-click the folder, and choose
Properties from the shortcut menu.
The work01 folder is used as an example.
2. On the Security tab, select Everyone and click Edit.
If Everyone is unavailable, add it. For details, see FAQs.
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| General | Sharing | Security | Previous Versions | Customize |

Object name:  Cwork(

GI’OIJP Qr User names:

CREATOR OWNER

52 SYSTEM

. w
< m >

To change permissions, click Edit. Edit

Pemissions for Everyone Allow Dery

Full control -
Modify

Read & exacute
Ligt folder conterts
Read

Write A

Far special pemissions or advanced settings,
click Advanced.

L84

ok | Concel || oy |

3. Select Everyone, assign permissions as needed, and click OK.
In this example, all permissions are allowed.
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Permissions for work(1

|

Security

Object name:  Cworc01

IEI'II!IIJE Or USer Names:

82 Everyone
L, CREATOR OWNER

52 SYSTEM

%Mministlatnrs (ECS-7306" Administrators)
82, Users (ECS-7306\Users)

| Add..

| | Remove |

T
2

Permigsions for Evenrone

Full contral ] ~

Modify O |

Read & execLte 0 |=

List folder cortents ]

Read O v
ok ||| Cancel || Meply |

Step 4 Add and set the FTP site.

1.

In Server Manager, choose Dashboard > Tools > Internet Information
Services (1IS) Manager.

Server Manager * Dashboard

IE Dashboard

0 Local Server

WELCOME TO SERVER MANAGER

S . .
om Aleners 0 Configure this local server
WR File and Storage Services b 4

e s

QUICK START

Add roles and features

n

3 Add cther servers to manage
WHAT'S NEW -

4 Create a server group

5 Connect this server to cloud ser

LEARN MORE

-@1 Iy

Manage  Tools  View  Help
Component Services

Computer Management
Defragment and Optimize Drives

Event Viewer

Internet Information Services (IIS) Manager|

iSCSl Initiator
Local Security Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor
Resource Moniter

Security Configuration Wizard
Services

System Configuration

System

Task Scheduler

Right-click Sites and choose Add FTP Site from the shortcut menu.
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File View Help

; - .
Qb= |8 gil. Sites
- Start Page :
e Filter: - WG L Show All
4.9 ECS-T306 (ECS-7306\Adminis tieer Go - (g4 Show
E:* Application Pocls Mame * D Status Bind
b 18] Sites & Default Web Site 1 Started (ht.. %80

& Add Website...

&3 Refresh

& AddFTP Site...

Switch to Content View

3. In the dialog box that is displayed, set the FTP site name and the physical
path in which the shared folder is stored. Then, click Next.

Site name FTPSERVER is used as an example.

Add FTP Site |2 [
g Site Information

FTP site name:

| |FI'PSERVER |

Content Directory
th:

|C:\workD1 I | |I|

4. Enter the public IP address and port number of the ECS, set SSL, and click

Next.
- The default port number is 21. You can set the port number as required.
- Set SSL as required.

®"  No SSL: SSL encryption is not required.

= Allow SSL: allows non-SSL and SSL connections between the FTP
server and the client.

®  Required SSL: SSL encryption is required for the communication
between the FTP server and the client.

(1] NOTE

When Allow SSL and Require SSL are selected, select an existing SSL
certificate or create one. For details, see Creating a server certificate.
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Add FTP Site |2 [

0 Binding and SSL Settings

Binding

IP Address: Port:

jo— V2]

[T] Enable Virtual Host Mames:
Start FTP site automatically

SSL

O No SSL

® Allow S5L

(O Require SSL

S5L Certificate:

= v [ select. || view. |

| ————]
[ previous J[ N« ]

5. Configure authentication and authorization and click Finish.
- Authentication

®  Anonymous: allows any user with username anonymous or ftp to
access.

=  Basic: allows only users with authorized usernames and passwords to
access. However, the passwords transmitted over the network are not
encrypted. Therefore, you are advised to use this authentication
method after confirming that the network connection between the
client and the FTP server is secure.

- Authorization

= Allow access to:

o

o

O

All users: All users are allowed.
Anonymous users: Anonymous users are allowed.

Specified roles or user groups: Only specified roles or user
group members are allowed. If you select this option, you are
required to enter the specified roles or user group in the text
box.

Specified users: Only specified users are allowed. If you select
this option, you are required to enter the specified users in the
text box.

®  Permissions: specifies permissions for the authorized users.
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Add FTP Site | 2 (S

a Authentication and Authorization Information

Authentication

[] Anonymous
[ Basic

Authorization

Allow access to:

| Mot Selected v |

Permissions

| Finish | | Cancel

6. Add the private IP address of the ECS to the FTP site.

Choose Sites, select the FTP site, and click Bindings. In the Site Bindings
dialog box, click Add. Then, add the private IP address of the ECS in the
displayed dialog box add click OK.

.| ¥ Application Pools Name * ID  Status Binding Path il

Default Web Site 1 Started (ht.. 80 (http) %eSystemDrive’ Set FIE Sl
& FTPSERVER 2 started (itp) (NN C:vork0 | Edit Site
Bindings...
—— =1 _[5inange- |
Site Bindings I_I_I [5) Bosic Settings...
k3 Explore
Type Host Mame Port IP Address Binding Informa... Add...
fip 21 130.159.147.143 Bl
Add Site Bindi ? ol
e Rename
Type: IP address: Port: View Applicatio
[#tp v| [ V| [ | View Virtual Dir
[Ehe e Manage FTP Site
‘ | Restart
Example: www.contoso.com or marketing.centoso.com
< Stop

Read

Close

Step 5 (Optional) Configure the FTP firewall.
e To enable the passive mode on the FTP server, configure the FTP firewall.

e If HUAWEI CLOUD servers use public IP addresses to access the FTP site that
is set up on a HUAWEI CLOUD ECS, the passive mode must be enabled on the
FTP server.

1. Double-click FTP Firewall Support.
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et HE Start Page X =
I : Filter & G z Show All | G by:
p 165 I (MQ-WEBO2\Admir | R 2 i
FTP ol e
N ]ﬁi.. =0 &
iG] FTF FTF FTE
FTP FTP FTP Directory |FTP Firewall
Authentic... Authorizat..  Browsing Support E
M E= £ g=t
(313 FTP [&lETe FTE
FTP IP FTP Logging FTP Logon FTP
Address a... Atternpt R...  Messages
= || 5
S LiFE G
FTP Request ~ FTP S5L FTP User
Filtering Settings Isalation
s ~
P
_n.?:. g | T,

2. Set parameters and click Apply.

- Data Channel Port Range: specifies the range of ports used for passive
connections. The port range is 1025-65535. Configure this parameter
based on site requirements.

-  External IP Address of Firewall: Enter the public IP address of the ECS.

@ FTP Firewall Support fa
g e R A4, To accept passive

connections when you are
The settings on this page let you configure your FTP server to accept using FTP aver SSL (FTPS) or

passive connections from an external firewall, when your firewall does not
filter packets, configure the

Data Channel Port Range: external [Pvd address of your
firewall,
(| s000-6000 | IrEwia
Example: 5000-6000 e

External IP Address of Firewall: 5/ Apply
|=——= | Ex Cancel
Example: 10.0.0.1 ® Hep

['=] Features View |/ Content View

3. Restart the ECS for the firewall configuration to take effect.
Step 6 Set the security group and firewall.

After setting up the FTP site, add a rule in the inbound direction of the security
group to allow packets to pass through the FTP port. For details, see Configuring
Security Group Rules.

If FTP Firewall Support is configured, enable the ports used by the FTP site and
the data channel ports used by the FTP firewall in the security group.

By default, the firewall allows packets to pass through TCP port 21 for FTP. If
another port is used, add an inbound rule that allows packets to pass through the
port on the firewall.

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 71


https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0030878383.html
https://support.huaweicloud.com/en-us/usermanual-ecs/en-us_topic_0030878383.html

Elastic Cloud Server
Best Practices 8 Setting Up an FTP Site (Windows)

Step 7 Verify the configuration on the client.

On the computer with the client installed, enter fttp:///P address of the FTP
server.FTP port number in the Internet Explorer address bar. If you do not specify
the port number, default port number 21 is used. If a dialog box is displayed for
you to enter the username and password, the configuration is correct. After
entering the username and password, you can perform operations on the FTP
folder with assigned permissions.

(11 NOTE

If FTP Firewall Support is not configured, configure the Internet Explorer browser.
Otherwise, the FTP folder will be inaccessible. To configure the Internet Explorer browser,
choose Tools > Internet Options > Advanced, select Enable FTP folder view, and deselect
Use Passive FTP.

Home Share View

© v 1 [# fpy/114116.1 Y ¥
i Favorites B
test.ixdt
B Desktop =

4. Downloads

2| Recent places

--—-End

FAQs

e  For more information about setting up an FTP site on a Windows ECS, see
Microsoft official documents.

e When configuring the properties of a folder, if Everyone is unavailable,
perform the following operations to add it:

a. On the Security tab, click Edit.
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b.

|Eeneral|51'1aring Securty |[Previous Versions | Customize

Object name:  Cworc (1

GI’OIJFI ar User names:

5 CREATOR OWNER

52, 5YSTEM

%Mministlatnrs (ECS-7306" Administrators)
52, Users (EC5-7306\Users)

To change pemissions, click Edit.

Pemissions for CREATOR
CWHNER Allow

Deny

Full cortral

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings,
click Advanced.

In the dialog box that is displayed, click Add.
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Security

Object name:  C:lworc01

GI’OUD Qr User names:

CREATOR OWNER

52 SYSTEM

%Mministlatnrs (ECS-7306 Administrators)
82, Users (ECS-7306\Users)

%

Permissions for CREATOR
OWMNER

Full control

Modify

Read & execute

List folder contents
Read

=
2

Ioooon
]DI:IDDI:IEl

C.

Select this object type:

|Users, Groups, or Built4in security principals

From this location:
| ECS-7306

Enter the object names to select (=amples):

d. In the dialog box that is displayed, click Find Now, select Everyone in
search results, and click OK.
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Select Users or Groups -
Select this object type:
|Users. Groups, or Built4n security principals | | Object Types... |
From this location:
|ECS'?3'DG | | Locations... |
Commen Queries
Marme: Starts with Columns...
Description: | Starts with
Disabled accounts Stop

MNon expiring password

(= 1
Days zince last logon: ;:J:’

Search results: oK | | Cancel |
MName In Folder ~
M2 Distributed C...  ECS-7306

s = -

24 Guest ECS-7306
M2 Guests ECS-7306
M2 HyperV Admi... EC5-7306
M2 s_usRs ECS-7306
M2 INTERACTIVE

42 1usr

6 | nral arenont

Click OK to return to the permissions page.
Click OK.

Create a server certificate.

In Server Manager, choose Dashboard > Tools > Internet Information
Services (1IS) Manager.

Manage Tools  View  Help

Server Manager * Dashboard - @

WELCOME TO SERVER MANAGER

0 Local Server

Component Services
Computer Management

Defragment and Optimize Drives

Event Viewer

Internet Information Services (IIS) Manager]|

0 Configure this local server TSCS! nitistor

ii All Servers

BE File and Storage Services b
Lacal Security Policy

fo s QUICK START
= . _ Microsoft Azure Services
2 Add roles and features
(ODBC Data Sources (32-bit)
3 Add other servers to manage B
Performance Monitor
SUATE NEW 4 Create a server group Resource Manitor
Security Configuration Wizard
5 Connect this server to cloud ser, Services
System Configuration
LEARN MORE

System Information

Task Scheduler

In the list on the left, click the server. Under IS, double-click Server
Certificates. The Server Certificates page is displayed.
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e-id|” (8

@i! ECS-SMQO1 Home

st ‘3 Start Page

» 185 ECS- I \ Al

Filter: = ¥ Go - g Show All | Group by:
FTP o
o > e
% Eal g =
[FTE] {FTE] FTP
FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging
Authentic... Authorizat..  Browsing Support Address a..
) iz L
FTP Logon FTR FTP Request ~ FTP 5SL FTP User
Attempt R..  Messages Filtering Settings Isolation
s ~
' 'Y w5
B 2 e &
Authentic... Compression  Default Directory ~ Error Pages Handler
Document  Browsing Mappings
= in =g =
Logging  MIME Types  Modules Output Request
Caching Filtering
ity
Server Worker
Certificates | Processes

File View Help

Q-2 |8

-5 Start Page
495 ECS I
L5} Application Pools

@a Server Certificates

Use this feature to request and manage certificates that the Web server can

use with websites configured for SSL.

Import...

Create Certificate Request...
Complete Certificate Request...

Create Demain Certificate...

I -[8] Sites

Filter: - ¥ Go - (g Show All | Group by:

|

MName Issued To

Issued By

Create Self-Signed Certificate...

Ensble Automatic Rebind of
Renewed Certificate

@ Help

] Specify Friendly Name

Specify a certificate name, select a certificate storage type, and click OK.

signing:

Specify a friendly name for the certificate:

Specify a file name for the certificate request. This information can be sent to a certificate authority for

|SS|_-FrP |

Select a certificate store for the new certificate:

| Personal v

The created certificate is displayed on the Server Certificates page.
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L&' H|2 |8

o 'Tﬂ Start Page

4 95 £Co- I
Application Pocls

q”il Server Certificates
2

Use this feature to request and manage certificates that the Web server can
use with websites configured for 551

i 4 -~ W - 1 .
Filter: Go % Show All | Group by: 5
Name — * Issued To Issued By
SSL-FTP T ]
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Setting Up an FTP Site (Linux)

Overview

The best practices for HUAWEI CLOUD ECS guide you through the setup of an FTP
site on a Linux ECS using very secure FTP daemon (vsftpd). vsftpd is widely used in
Linux releases, featuring compact and secure. The CentOS 7.2 64bit OS is used as
an example in this section.

The process is as follows:

M w N =

Procedure

Install vsftpd.

Configure vsftpd.

Configure a security group.

Verify the configuration on the client.

Step 1 Install vsftpd.

Log in to the ECS.

Run the following command to install vsftpd:

yum install -y vsftpd

If information similar to the following is displayed, vsftpd has been installed.

hépenﬂenéies Resolved

Install 1 Package

Total download size: 169 k

Installed size: 348 k

Downloading packages:

wsftpd-3.8.2-22.e17.xB6_64.rpm i 169 kB 1©9:680:80

Installing : vsftpd-3.8.2-22.e17.x86_64
Uerifying : vsftpd-3.8.2-22.e17.x86 64

Installed:
vsftpd.xB6_64 B:3.8.2-22.e17?

Run the following command to configure automatic FTP enabling upon ECS
startup:
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systemctl enable vsftpd.service

Run the following command to start FTP:

systemctl start vsftpd.service

Run the following command to obtain the port running FTP:
netstat -antup | grep ftp

Information similar to the following is displayed.
[tcpb ] B :::21 tilm LISTEN 11836./usftpd |

Step 2 Configure vsftpd.

After vsftpd is installed, anonymous FTP is enabled by default, allowing you to log
in to the FTP server without requiring the login username and password. However,
you are not allowed to modify or upload files. If you attempt to log in to the FTP
server using the Linux OS account, your request will be rejected by vsftpd, but you
are allowed to configure the username and password in vsftpd for logging in to
the FTP server. To do so, perform the following operations:

1.

Create a user.

For example, to create user ftpadmin, run the following command:
useradd ftpadmin

Run the following command to configure the password of user ftpadmin:
passwd ftpadmin

Run the following command to create a file directory for the FTP
server, /var/ftp/work01 is used as an example:

mkdir /var/ftp/work01

Run the following command to change the owner of the created file directory
to the local user for logging in to the FTP server:

chown -R ftpadmin:ftpadmin /var/ftp/work01
Modify the vsftpd.conf configuration file.

a. Run the following command to open the file:
vi [etc/vsftpd/vsftpd.conf

b. Pressi to enter editing mode.

c. Modify the vsftpd.conf file.

Set the active or passive FTP mode based on site requirements. If other
HUAWEI CLOUD ECSs are required to use public IP addresses to access
the FTP site that is set up on a HUAWEI CLOUD ECS, set the passive FTP
mode.

®  Parameters to be configured for the active FTP mode:
#No anonymous login to the FTP server is allowed. Local users are allowed to log in to
the FTP server with their local file directories specified.
anonymous_enable=NO #No anonymous login to the FTP server is allowed.
local_enable=YES #Local users are allowed to log in to the FTP server.
local_root=/var/ftp/work01 #Specifies the file directory used by a local FTP user.

#The following parameter allows login users to visit their own home directories:
chroot_local_user=YES #The directory access rule applies to all users.
chroot_list_enable=YES #The directory access rule does not apply to
exclusive users.

chroot_list_file=/etc/vsftpd/chroot_list #Specifies exclusive users.
allow_writeable_chroot=YES
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Step 3

Step 4

= Additional parameters to be configured for the passive FTP mode,

excluding all the parameters configured in the active FTP mode:
#The public IP address of the FTP server and the range of accessible ports must also be

configured.

listen=YES

listen_ipv6=NO

pasv_address=xx.xx.xx.xx  #Public IP address of the FTP server
pasv_min_port=3000 #Minimum port number in the passive FTP mode
pasv_max_port=3700 #Maximum port number in the passive FTP mode

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

e. Create the chroot_list file in /etc/vsftpd/.
touch chroot_list

The chroot_list file contains exclusive users to whom the home directory
access rules do not apply. To allow a user to access non-home directories,
add the username to this file. If there is no exclusive user, the chroot_list
file can be left blank, but the file must be available.

6. Run the following command to restart vsftpd for the configuration to take
effect:

systemctl restart vsftpd.service
Configure a security group.

After setting up the FTP site, add a rule in the inbound direction of the security
group to allow packets to pass through the FTP port. For details, see Adding a
Security Group Rule.

Enable ports based on active or passive FTP mode:

e Active FTP mode: Port 21

e Passive FTP mode: Port 21 and all ports from parameters pasv_min_port to
pasv_max_port specified in the /etc/vsftpd/vsftpd.conf file

Verify the configuration on the client.

On the computer with the client installed, enter fttp:///P address of the FTP
server.FTP port number in the Internet Explorer address bar. If you do not specify
the port number, default port number 21 is used. If a dialog box is displayed for
you to enter the username and password, the configuration is correct. After
entering the username and password, you can perform operations on the FTP
folder with assigned permissions.

(11 NOTE

e |If the active FTP mode is selected, use this method to configure the Internet Explorer
browser. Otherwise, the FTP folder will be inaccessible. To configure the Internet
Explorer browser, choose Tools > Internet Options > Advanced, select Enable FTP
folder view, and deselect Use Passive FTP.

e If an error occurs when you use a browser to access the FTP server, you are advised to
clear the browser caches and try again.

--—-End
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1 O Manually Deploying Java Web

Introduction

Tomcat is a widely used Java Web application server. This section describes how to
deploy Java Web on an ECS. To do so, you need to download the Java Web
installation package, upload the package to the ECS, and set security rules for the
ECS. After installing Java Web, you need to configure related software.

Intended Audience
Any one who wants to deploy Java Web on their ECSs can refer to this section.

The ECS in this chapter uses CentOS 7.3 64bit as OS.
Deployment Process

Figure 10-1 Deployment Process

~ J =3

Download the software Upload the software _| Configure security Install and configure Install and configure Verify Java Web
packages. packages to the ECS. group rules for the ECS. JDK. Tomeat. deployment.

Related Software and Tools

Table 10-1 Software packages

Software Package How to Obtain

jdk http://www.oracle.com/
technetwork/java/javase/downloads

tomcat http://tomcat.apache.org/
download-80.cgi
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(11 NOTE

Table 10-1 lists the official paths to download JDK and Tomcat installation packages. You
can also obtain the installation packages from other open-source image paths.

Table 10-2 Tool packages

Tool Description How to Obtain

PuTTY A cross-platform remote | http://www.putty.org/

access tool, which is used
to access various nodes
from a Windows OS
during software
installation

WinSCP File transfer across http://winscp.net/

platforms, which is used
for transferring files
between Windows and
Linux systems

Prerequisites

An ECS with an EIP bound is available.

The jdk directory has been created on the ECS. The commands are as follows:
cd /home/

mkdir webDemo

cd webDemo/

mkdir jdk

The tomcat directory has been created on the ECS. The commands are as
follows:

cd webDemo/
mkdir tomcat

The installation packages have been downloaded to the local PC and
uploaded to the ECS through the file transfer tool. Alternatively, you can run
the wget command to download the installation packages to the ECS. The
details of both methods are described as follows:

- Method 1: Upload the installation packages to the ECS using the file
transfer tool.
"= Use WiInSCP to upload the JDK software package to the jdk directory.

®  Use WiInSCP to upload the Tomcat software package to the tomcat
directory.

- Method 2: Run the wget command to download the installation
packages to the ECS.

i.  Run the following command to switch to the jdk directory:
cd /home/webDemo/jdk
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ii.  Running the following command to download the JDK installation
package:

wget JDK package download address

Download the JDK installation package from the path listed in Table
10-1 or from other open-source image paths.

Check the available JDK 8 software package versions. The JDK
installation package jdk-8u261-linux-x64.tar.gz is used as an
example. Run the following command to download the package:

wget http://mirrors.linuxeye.com/jdk/jdk-8u261-linux-x64.tar.gz
iii. Run the following command to switch to the tomcat directory:
cd /home/webDemo/tomcat

iv. Running the following command to download the Tomcat
installation package:

Download the Tomcat installation package from the path listed in
Table 10-1 or from other open-source image paths.

Run the following command to download the installation package,
for example, apache-tomcat-8.5.58.tar.gz:

wget http://mirrors.tuna.tsinghua.edu.cn/apache/tomcat/
tomcat-8/v8.5.58/bin/apache-tomcat-8.5.58.tar.gz

Configuring Security Group Rules for the ECS

1.

Click the ECS name to switch to the ECS details page and click Security
Groups.

In the upper right corner of the security group rule list, click Modify Security
Group Rule.

On the displayed page showing security group details, click Add Rule.
In the Add Inbound Rule dialog box, add a security group rule as prompted.

To deploy the Java Web environment, you need to add two security group
rules for the ECS.

a. Set Protocol to ICMP.
If ICMP is disabled by default, pinging the ECS EIP will time out.
Therefore, you must add a rule that allows access to the ECS over ICMP.
Add Inbound Rule ®

Protocol/Application  Port & Source Description Operation

Port Al -
ICMP - Replicate
Source IPaddr.. - 0.0.0.0/0 @

EY Add Rule

“ Cancel

b. Set an appropriate port. You can set the port number only when TCP or
UDP is selected for Protocol. 8080 is used as an example here.
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Installing JDK
1.

Add Inbound Rule @
Security Group ~ sg-aad9

Protocol/Application  Port & Source Description Operation

Port 8080
TCP -
Source IPaddr. ~ 0.0.0.0/0 @

EY Add Rule

“ Cancel

Run the following command to decompress the JDK installation package to
the jdk directory:

tar -xvf jdk-8u261-linux-x64.tar.gz -C /home/webDemo/jdk/
Run the following command to configure environment variables:
vi [etc/profile

Add the following content to the end of the file:

#set java environment

export JAVA_HOME=/home/webDemo/jdk/jdk1.8.0_261

export JRE_HOME=/home/webDemo/jdk/jdk1.8.0_261/jre

export CLASSPATH=..$JAVA_HOME/lib/dt.jar:$JRE_HOME/lib/tools.jar
export PATH=$JAVA_HOME/bin:$PATH

Run the following command to save the configuration and exit:

'wq

Run the following command to make the /etc/profile configurations take
effect:

source /etc/profile

Run the following command to verify the installation.

java -version

JDK is successfully installed if the following information is displayed:

[root@ecs-c525-web ~]# java -version

java version "1.8.0_261"

Java(TM) SE Runtime Environment (build 1.8.0_261-b11)

Java HotSpot(TM) 64-Bit Server VM (build 25.261-b08, mixed mode

Installing Tomcat

1.

Run the following command to decompress the Tomcat installation package
to the tomcat directory:

tar -xvf apache-tomcat-8.5.58.tar.gz -C /home/webDemo/tomcat/
Run the following commands to install Tomcat:

cd /home/webDemo/tomcat/apache-tomcat-8.5.58/

cd bin/

Run the following command to edit the setclasspath.sh script:

vi setclasspath.sh

Add the following content to the setclasspath.sh script:
export JAVA_HOME=/home/webDemo/jdk/jdk1.8.0_261
export JRE_HOME=/home/webDemo/jdk/jdk1.8.0_261/jre
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4. Save the file and exit. Run the following command to start Tomcat:
./startup.sh

Verifying Java Web Deployment

Enter the following content in the address box of a browser:
http://EIP bound to the ECS:8080

If the Tomcat page is displayed, Java Web has been set up. Port 8080 of ECSs can
be accessed over the public network.

Figure 10-2 Accessing port 8080

[# Apache Tomcat/85.31 x

Home D Ci Wiki  Mailing Lists

Apache Tomcat/&

/ W

Developer Quick Start

Recommended Reading:

Security. Considerations HOW-TO
Manager Application HOW-TO

Clusteri i ication HOW-TO

Tomcat Setup
Eirst Web Application

Realms & AAA Examples

Managing Tomcat Documentation
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restricted. Users are defined in: Tomeat 8.5 Configuration
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Manually Setting Up a Magento E-
Commerce Website (Linux)

Overview

The best practices for ECS guide you through the setup of a Magento e-commerce
website on a Linux ECS. Magento is an open source e-commerce system that
features flexible design, modular architecture, and rich functions. It provides
solutions for medium- and large-sized sites. Magento uses PHP for developing and
MySQL for data storage. The CentOS 7.2 OS is used as an example in this section.

The process is as follows:

o =20 e N AWM=

- O

Prerequisites

Install and configure the LAMP platform.
Start Apache and MySQL.
Create a database.

Install and configure Composer.
Install Magento.

Configure Magento.

Set cron to run scheduled jobs.
Test the Magento website.
Purchase a domain name.
Obtain an ICP license.

Enable domain name resolution.

The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.

Table 11-1 Security group rules

Transfer Protocol/Application | Port/Range Source End
Direction
Inbound HTTP (80) 80 0.0.0.0/0
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Transfer Protocol/Application | Port/Range Source End
Direction
Inbound MySQL (3306) 3306 0.0.0.0/0

Procedure

Step 1 Install and configure the LAMP platform.

Log in to the ECS.

2.  Run the following commands as user root to update the software package
and install Apache and MySQL:

yum -y update
yum -y install httpd

rpm -Uvh http://dev.mysqgl.com/get/mysql57-community-release-
el7-8.noarch.rpm

yum -y install mysqgl-community-server

(10 NOTE

During command execution, if an error message is displayed indicating a domain
name resolution failure, add a DNS server to the /etc/resolv.conf configuration file.

Step 2 Run the following commands to start Apache and MySQL and configure

automatic Apache and MySQL enabling upon ECS startup:

systemctl start httpd

systemctl enable httpd

systemctl start mysqld

systemctl enable mysqld

1. Modify the Apache configuration file.

a. Run the following command to open the httpd.conf file:

vim /etc/httpd/conf/httpd.conf

(11 NOTE

b. Press i to enter editing mode.
c. Modify the httpd.conf file.

Options Indexes FollowSymLinks

#

If vim is not installed, run the yum install -y vim* command to install it.

Change the AllowOverride value from None to all.

# AllowOverride controls what directives may be placed in .htaccess files.

# It can be "All", “"None", or any combination of the keywords:
# Options FileInfo AuthConfig Limit
#

fil lowDverride Hone
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= Add LoadModule rewrite_ module modules/mod_rewrite.so to the
end of the configuration file.

# Load config files in the "vsetcshttpdsconf.d” directory, if any.
IncludeOptional conf .d-=.conf

LoadModule rewrite_module modulessmod_rewrite.so

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

Run the following command to obtain the password of user root that is
automatically set during MySQL installation:

grep 'temporary password' /var/log/mysqld.log

Information similar to the following is displayed:
2019-05-09T11:29:42.365419Z 1 [Note] A temporary password is generated for root@localhost: (n?
K7jP#cirM

Run the following command and perform operations as prompted to harden
MySQL:

mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root: #Enter the obtained password of user root.
The existing password for the user account root has expired. Please set a new password.

New password: #Set the password of user root.

Re-enter new password: #Enter the new password again.

The 'validate_password' plugin is installed on the server.

The subsequent steps will run with the existing configuration of the plugin.
Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : Y #Asks you whether to
change the password of user root. Press y.

New password: #Enter a new password containing 8 to 30 characters, including uppercase letters,
lowercase letters, digits, and special characters. The special characters can be any of the following:

() ~1@#$%N&*-+=[{}[1;;'<>,.?/

Re-enter new password: #Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : Y
#Press y.

By default, a MySQL installation has an anonymous user, allowing anyone to log into MySQL without
having to have a user account created for them. This is intended only for testing, and to make the
installation go a bit smoother. You should remove them before moving into a production environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
remove anonymous users. Press y.
Success.

Normally, root should only be allowed to connect from 'localhost'. This ensures that someone cannot
guess at the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
forbid remote login of user root. Press y.
Success.

By default, MySQL comes with a database named 'test' that anyone can access. This is also intended
only for testing, and should be removed before moving into a production environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Asks you
whether to delete the test database and cancel access permissions to it. Press y.

- Dropping test database...

Success.
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7.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
reload privilege tables. Press y.
Success.

All done!

Run the following commands to install PHP 7 and PHP extensions required for
installing Magento:

yum install -y http://dl.iuscommunity.org/pub/ius/stable/CentOS/7/
x86_64/ius-release-1.0-15.ius.centos7.noarch.rpm

yum -y update
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm

yum -y install php70w php70w-pdo php70w-mysqlnd php70w-opcache
php70w-xml php70w-gd php70w-mcrypt php70w-devel php70w-intl
php70w-mbstring php70w-bcmath php70w-json php70w-iconv

Run the following command to check the PHP installation:
php -v
If information similar to the following is displayed, PHP has been installed:

PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS)
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache v7.0.33, Copyright (c) 1999-2017, by Zend Technologies

Modify the PHP configuration file.

a. Run the following command to open the php.ini file:
vim /etc/php.ini

b. Pressi to enter editing mode.

¢. Modify the php.ini file.

®  Change the memory_limit value based on site requirements for
memory limit.

; Maximum amount of memory a script may consume (128MB)
; http:- sphp.net- memory-limit

memory_limit = Z56M

®  Comment out the following content and set date.timezone for the
PHP time zone.

Defines the default timezone used by the date functions

: http:s php.net-date.timezone
date.timezone = AsiarShanghai

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

Run the following command to restart the web process:
systemctl restart httpd

Issue 01 (2020-08-31)

Copyright © Huawei Technologies Co., Ltd. 89



Elastic Cloud Server
Best Practices

11 Manually Setting Up a Magento E-Commerce
Website (Linux)

Step 3 Create a database.

1.

Run the following command and enter the user root password of MySQL as
prompted to log in to the MySQL CLI:

mysql -u root -p
Run the following command to create a new database:
CREATE DATABASE magento;

In the preceding command, magento is the database name, which is
configurable.

Run the following command to create a user for the database and assign the
full-access permission to the user:

GRANT ALL ON magento.* TO magentouser@localhost IDENTIFIED BY
'BLOck@123" ;

In the preceding command, magentouser is the username for logging in to
the database, and BLOck@123 is the configurable user password.

Run the following command to exit the MySQL CLI:

exit

(Optional) Run the following commands to verify the creation of the
database and account and exit the MySQL CLI:

mysql -u magentouser -p

SHOW DATABASES;

exit

In the preceding command, magentouser is the created username for logging
in to the database.

Step 4 Install and configure Composer.

Composer is a package manager for the PHP programming language. It manages
PHP software dependencies and provides standard formats for dependent libraries.

1.

Run the following command to install Composer:
curl -sS https://getcomposer.org/installer | php
Information similar to the following is displayed:

All settings correct for using Composer
Downloading...

Composer (version 1.8.5) successfully installed to: /root/composer.phar
Use it: php composer.phar

Run the following command to globally enable Composer:

mv /root/composer.phar /usr/bin/composer

Run the following command to check whether Composer has been installed:
composer -v

If information similar to the following is displayed, Composer has been
installed:

A
[N NN NN
LI () 7/
| A — //J/ I N/ N[/
Composer version 1.8.5 2019-04-09 17:46:47
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Step 5 Install Magento.

When installing Magento, you can determine whether to configure example data.
If Magento is only used for testing, it is optional for you to configure example
data. If Magento is installed in a production environment, you are advised to
install the latest Magento version and perform initial configurations.

1.

Run the following command to install git:

yum -y install git

Run the following commands to download Magento using git:
cd /var/www/html/

git clone https://github.com/magento/magento2.git
Switch Magento to a stable version.

By default, the latest Magento version is installed. If Magento running in a
production environment is not stable, switch it to a stable version. Otherwise,
Magento will not be able to upgrade.

cd magento2 && git checkout tags/2.1.0 -b 2.1.0
Information similar to the following is displayed:

Switched to a new branch '2.1.0'
Move the installation files to the root directory of the web server.

After the files are moved, enter http:///P address of the Magento server in the
address bar to visit the Magento website. If the files are not moved, enter
http:///P address of the Magento server/magento?2 in the address bar to visit
the Magento website.

shopt -s dotglob nullglob && mv /var/www/html/magento2/* /var/www/
html/ && cd ..

Run the following commands to assign permissions to the Magento files:
chown -R :apache /var/www/html

find /var/www/html -type f -print0 | xargs -r0 chmod 640

find /var/www/html -type d -print0 | xargs -r0 chmod 750

chmod -R g+w /var/www/html/{pub,var}

chmod -R g+w /var/www/html/{app/etc,vendor}

chmod 750 /var/www/html/bin/magento

Run the following commands to install Magento:

yum install -y unzip zip

composer install

Enter http:///P address of the Magento server in the address bar to visit
Magento. If the following page is displayed, Magento has been installed.

Issue 01 (2020-08-31)

Copyright © Huawei Technologies Co., Ltd. 91



Elastic Cloud Server 11 Manually Setting Up a Magento E-Commerce
Best Practices Website (Linux)

@ Magento

Version 2.1.0

Welcome to Magento Admin, your online store headquarters.
Click ‘Agree and Set Up Magento' or read Getting Started to learn
more.

Terms & Agreement

Agree and Setup Magento

Step 6 Configure Magento.

1. Click Agree and Setup Magento and configure Magento.

2. Click Start Readiness Check to check the environment. After the environment
is ready, click Next.

3. Specify parameters, such as the database name and the root account for
logging in to the MySQL database, and click Next.

The following figure shows an example.

Step 2: Add a Database

Database Server Host + | localhost
Database Server Username + | root
Database Server Password sesssssses
Database Name + | magento

Table prefix I {opticnal)

4. Set the website URL and server management address. Then, click Next.
The following figure shows an example.

Step 3: Web Configuration

Your Store Address http://139.159.135.136/

Magento Admin Address + http://139.159.135.136/ | admin_1hbwhk
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NOTICE

Securely keep the server management address.

5. Set the language and time zone. Then, click Next.
The following figure shows an example.

Step 4: Customize Your Store
Store Default Time Zone + | GMT (UTC) | -
Store Default Currency + | US Dollar (USD) | v |
Store Default Language +# | Chinese (China) | = |

6. Set the management account. Then, click Next.
The following figure shows an example.

Step 5: Create Admin Account
Create a new Admin account to manage your store.

New Username + | [N

New Email + | (N

New Password + | essssssse

Confirm Password + | eessssssse

7. Click Install Now.
If the following page is displayed, Magento has been installed.
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& Success

Please keep this information for your records:

Magento Admin Info:

Username: ==

Email: A
Password: kekkok

Your Store Address: = |

Wagps dden edorern

© Be sure to bookmark your unique URL and record it offline.

Encryption Key: )

Database Info:

Database Name: I
Username: root
Password: oo ]

For security, remove write permissions from these directories: '/var/www/html/app/etc'

Launch Magento Admin

Step 7 Set cron to run scheduled jobs.

1. Run the following command to configure a cron job:
crontab -u apache -e
2. Pressi to enter editing mode.
3. Add the following data to the file:
*/10 * * * * php -c /etc /var/www/html/bin/magento cron:run
*/10 * * * * php -c /etc /var/www/html/update/cron.php
*/10 * * * * php -c [etc /var/www/html/bin/magento setup:cron:run

4. Press Esc to exit the editing mode. Then, enter :wq to save the settings and
exit the configuration file.

For more information about how to run cron jobs on Magento, see official
Magento documents.

Step 8 Test the Magento website.

1. In the address bar of the computer with client installed, enter http:///P
address of the Magento server. The default page shown in the following
figure is displayed.
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Default welcome msgl  SignIn or Create an Account|

© Luma

Home Page

CMS homepage content goes here.

Privacy and Cookie Policy

Search Terms

Contact Us

=

Visit http://Management IP address of the Magento server and use the
configured management account to log in to Magento. The following figure is
displayed after a successful login.

Dashboard

DASHBOARD

Store View:  All Store Views v

Lifetime Sales

$0.00

Average Order

$0.00

Last Orders

We couldn't find any records.

Last Search Terms
We couldn't find any records.

Top Search Terms
We couldn't find any records.

Q a

Reload Data

Chart is disabled. To enable the chart, click here.

Shipping

$0.00 0

Revenue Tax

$0.00 $0.00

Bestsellers Most Viewed Products New Customers

We couldn't find any records.

Quantity

L admin

Customers

(10 NOTE

After the login, if the system displays error message "One or more indexers are invalid.
Make sure your Magento cron job is running", run the php bin/magento

indexer:reindex command in Magento root directory /var/www/html.

For more information about Magento configurations, see official Magento

documents.

Step 9 Purchase a domain name.

To make the website accessible and usable, configure a unique domain name for
the website. You are required to obtain an authorized domain name from the

domain name registrar for the website.
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Step 10 Obtain an ICP license.

If your website has not obtained an ICP license and needs to be hosted on
HUAWEI CLOUD, use the HUAWEI CLOUD ICP license service to obtain a license.

Step 11 Enable domain name resolution.

Your website can be visited using the registered domain name only after domain
name resolution is enabled. For details, see Configuring a Public Zone.

For example, if the domain name is www.example.com, enter http//
www.example.com in the address bar of the browser to access the website.

--—-End
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Building Microsoft SharePoint Server
2016

12.1 Purchasing and Logging In to an ECS
Purchase an ECS on HUAWEI CLOUD with specified specifications and OS.

1. Log in to the management console.

2. click 7 inthe upper left corner and select the desired region and project.
3.  Under Computing, click Elastic Cloud Server.
4. Click Buy ECS.
The Buy ECS page is displayed.
5. Configure ECS parameters.
For details, see Purchasing an ECS.

Figure 12-1 Setting ECS specifications

Billing Mode ® Yearly/Monthly Pay-peruse

Region CN North-Beijing1 -

Type

Latest generations  ~ vCPUs Al - Memory Al - Q
General computing General computing-plus Memory-optimized Large-memory
High-performance computing Disk-intensive Ultra-high 110 GPU-accelerated

Flavor name VCPUs/Memory Assured/Maximum Bandwidth () PPS @D
2.5mall.1 VCPUS |1 GB 0.1/0.5 Gbit/s 50,000 pps
VCPUS |2 GB 0.1/0.5 Gbit/s 50,000 pps
medium 4 VCPUS | 4GB 0.1/0.5 Gbit/s 50,000 pps
s2large2 2VCPUS| 4GB 0.2/0.8 Gbit/s 00,000 pps
s2large.4 2VCPUs |8 GB 0.2/0.8 Gbit/s 00,000 pps

O  s2xlarge2 4VCPUs | 8 GB 0.4/1.5 Gbit/s 50,000 pps

s2xlarge.4 4VCPUs | 16GB 0.4/1.5 Gbit/s
52.2xlarge 2 8VCPUs | 16GB 0.8/3 Gbit/s

52.2xlarge 4 8VvCPUs | 32 GB 0.8/3 Ghit/s

Current specifications General computing | s2.xlarge.2 14 vCPUs | 8 GB
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Figure 12-2 Setting the image and disk
Image Private image Shared image Marketplace image

Windows - Windows Server 2008 R2 Standard 64bit English(. - C

System Disk High 1/0 ~| ® | = 40 |+ GBIIOPSLimit1440, IOPS Burst Limit 5000
Data Disk High 1/0 - — | 500 | + | GBIIOPS Limit 4,200, IOPS Burst Limit 5,000 fZEe
scsl @ Share ® Encryption @  Create Disk from Data Disk Image @
Add Data Disk
Cloud Server [] Enable auto backup
Backup Service Click here tain a 2 TB package (valid for 3 lick to

Data protection is not enabled

Figure 12-3 Setting the network

VPC ® vpc-sharepoint v | C CreatevPC
Ne PrimaryNIC () | subnet-charepoint(192.168.00.. ~ || Userconfigured 1P addres C View InUse P Address
AddNIC ¥

Security Group (®  Leam howt
sg-66e4 (Inbound:TCP/3389, 22 | Outbound:-) % v | C createSecurity Group
Inbound: TCP/3389, 22 | Qutbound: -

BP @ To enable Intemet access from your ECSs, create a pla e EIPs you require. View EIP

Automatically assign Not required
e

Figure 12-4 Setting the login mode and ECS name
Login Mode Key pair

the ECS. Learn how to install the plug-
Usemame Administrator

Password

Confirm Password | swseseeee

Advanced Settings Not required Configure

ECS Name splb Allow duplicate ECS names

Quantity - 1 + an create 2| ore El T ease the E( ta, crease Quota

6. Click Next.

7. Confirm the ECS specifications and select | have read and agree to Huawei
Image Disclaimer.

8. Click Submit and wait for the ECS creation to complete.

9. In the ECS list, locate the ECS you created and click Remote Login in the
Operation column.

10. Click Send CtrlAltDel in the upper right of the remote login screen.
11. Enter the password of the ECS to log in.
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12.2 Adding AD, DHCP, DNS, and IIS Services

1. Choose Server Manager > Local Server and set IE Enhanced Security
Configuration to Off.

Figure 12-5 Internet Explorer Enhanced Security Configuration

7% Internet Explorer Enhanced Security Configuration -

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users aroups.

Administrators:
&% O on(Recommended)
kY ®off

Lsers:
& O on (Recommended)
k@ off

Maore about Internet Explorer Enhanced Security Configuration

| Ok || Cancel |

Choose Server Manager > Dashboard.

3. Click Add roles and features to add roles and functions for the server,
including DNS, DHCP, 1IS, and Net Framework 3.5.
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Figure 12-6 Add roles and features

B Server Manager - |

| I’ Manage Tools  View  Help

Local Server

H& All Servers QUICK START
W§ File and Storage Services P

Add other servers to manage

WHAT'S NEW o
4 Create a server group
5 Connect this se to cloud services
Hide =
LEARN MORE
ROLES AND SERVER GROUPS

Roles:1 | Servergroups:1 | Servers totak 1

ii File and Storage 1

Services

(® Manageability

(® Manageability

Events Events

Performance Services

BPA results Performance
BPA results

6/28/2018 9:08

e el

‘ ‘(h@[marz:;m

On the Server Roles page, select Active Directory Domain Services, DHCP

Server, DNS Server, and Web Server (l1S).

Figure 12-7 Server role 1

= Add Roles and Features Wizard

_I:I-

DESTINATION SERVER

Select server roles w16

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

A Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[1 Active Directory Certificate Services
| ¥ Active Directory Domain Services |
[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

[ Application Server

DHCP Server
DNS Server

DINS Server

Web Server Role {

Role Services
’ [] Fax Server
Coatmmaton b [® File and Storage Services (1 of 12 installed)
[] Hyper-v

[[] Network Policy and Access Services
[] Print and Document Services

[ Remote Access

[] Remote Desktop Services
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Figure 12-8 Server role 2

= Add Roles and Features Wizard

Select server roles

Before You B Select one or more roles to install on the selected server.

Roles

[ Application Server -
DHCP Server
DNS Server
[] Fax Server
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Network Policy and Access Services
[] Print and Document Services
[] Remote Access

w

[[] Remote Desktop Services
[] Volume Activation Services

-ﬂ Server (\IS

[ Windows Deployment Services

[[] Windows Server Essentials Experience

[[] Windows Server Update Services

5. Click Next.

_I:I-

DESTINATION SERVER
P16

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

Install

Cancel

6. On the Features page, select .NET Framework 3.5 Features.

Figure 12-9 Features

=) Add Roles and Features Wizard

Select features

Before You Begin Select ane or more features to install on the selected server.

Features

Installation Typ

[®] .NET Framework 3.5 Features (1 of 3 installed)
5 (inc s NET 2

w| .NET Framewo

HTTP Activation
I [®] .NET Framework 4.5 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[[] BitLocker Network Unlock
[] BranchCache
[ Client for NFS
[] Data Center Bridging
[] Direct Play
[ Enhanced Storage
[ Failover Clustering

f— - v

< 1] >

7. Click Next the configuration is complete.

8. On the Confirmation page, select Restart the destination server

automatically if required.

_EI-

DESTINATION SERVER
sp16

Description

Non-HTTP Activation supports
process activation via Message
Queuing, TCP and named pipes.
Applications that use Non-HTTP
Activation can start and stop
dynamically in response to work
items that arrive over the network
via Message Queuing, TCP and
named pipes.

Install

Cancel
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Figure 12-10 Confirm installation selections

[ Add Roles and Features Wizard (=12 .
Confirm installation selections s

To install the following roles, role services, or features on selected server, click Install.

|. Restart the destinaticn server automatically if required I

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Before You Begin

MET Framework 3.5 Features
HTTP Activation
MNon-HTTP Activation

NET Framework 4.5 Features
ASPNET 4.5

Active Directory Domain Services

DHCP Server

DNS Server

Group Policy Management

Remote Server Administration Tools ”

Export configuration settings
Specify an alternate source path

< Previous Next > Cancel

9. Click Install to start installation.

10. After the installation is complete, click Promote this server to a domain
controller to configure the AD service.

Figure 12-11 AD configuration

) Add Roles and Features Wizard (=12

DESTINATION SERVER

Installation progress e

View installation progress

o Feature installation

Configuration required. Installation succeeded on ecs-sharepoint.

Active Directory Domain Services

Additional steps are required to make this machine a domain controller.
IPr:rrote this server to a domain controller I
DHCP Server

Launch the DHCP post-install wizard

Complete DHCP configuration

NET Framework 3.5 Features
HTTP Activation

T

NET Framework 4.5 Features
ASPNET 4.5 v

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

11. Choose Add a new forest.
Set Root domain name to sp160.com.cn.
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Figure 12-12 Add a new forest

[ Active Directory Domain Services Configuration Wizard = | O =
' . TARGET SERVER
Deployment Configuration z

Deployment Configuration

Select the deployment operation
Domain Controller Cptions . . .
() Add a domain controller to an existing domain

Additional Cptions

) Add a new domain to an existing forest

Paths

Review Options

Specify the domain information for this operation
Prerequisites Chack

IRDD( domain name: u I

More about deployment configurations

12. Click Next.
13. Set the password, which is used to back up and restore the domain controller.

Figure 12-13 Password setting

= Active Directory Domain Services Configuration Wizard =1

. . TARGET SERVER
Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root demain
Domain Controller Options

- . Forest functional level: | Windows Server 2012 R2
DNS Options

Additional Options Domain functional level: | Windows Server 2012 R2

Paths

Specify domain controller capabilities

Type the Directory Services Restore Mode (DSRM) password
Password: sessssssane

Confirm password: sessssssrse

More about domain controller options

< Previous Next > Install Cancel

14. Click Next until the installation is complete.
15. Click Complete DHCP configuration to configure the DHCP function.
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Figure 12-14 DHCP configuration 1

= Server Manager

©o-
28 Dashboard WELCOME TO SERVER MANAGI

I Local Server
QUICK START

Server Manager * Dashboard

[ Compiete bHCP configuration |

& Al Servers

i§l ADDS
1i DHCP Task Details
2 DNS 2 TROOTORS ang reatres

W§ File and Storage Senvices b
e s

3 Add other servers to manage

WHAT'S NEW .
4 Create a server group

5 Connect this server to cloud services

16. Retain the default settings and click Next.

Figure 12-15 DHCP configuration 2

DHCP Post-Install configuration wizard = | o =

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

(@ Use the following user's credentials

User Name:

() Use alternate credentials

UserName:

() Skip AD authorization

< Previous Next > Commit Cancel

17. Click Commit.
18. After the configuration is complete, click Close.

12.3 Installing SQL Server

1. Double-click Setup.exe to open the SQL Server installation center.
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Figure 12-16 SQL Server installation center

Planning & and Software Reqy
taliat View the hardware and software requirements.

Maintenance = Security Documentation
Tools View the security documentation.

Resources ;%3 Online Release Notes =
Advanced View the latest information about the release.

Options lj! How to Get SOL Server Data Tools

SOL Server Data Taols provides an i for database
carry out all their database design work for any SCL Server platform.

to

!_T System Configuration Checker
J] Launch  teol to check for conditions that prevent a successful SOL Server installation.

ija Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2012, SOL Server 2008 R2, SQL Server 2008 or
SO Server 2005 components that are installed and identifies issues to fix either before
or after you upgrade to SGL Server 2014,

;:-i Online Installstion Help
Launch the online installation documentation.
l% How to Get Started with SQL Server 2014 Failover Clustering
Read instructions on how to get started with SQL Server 2014 failover clustering,

B% How to Get Started with a P Pivot for i Server

2 Read instructions on how to install PowerPivot for SharePoint in the fewest possible
MICIOSDRSQLSEWM steps on a new SharePoint 2010 server.

2. On the Installation page, click the first option.

Figure 12-17 SQL Server installation options
[ e

Planning .’@ Mew SOL Server stand-alone installation or add features to an existing installation
Installation Launch a wnard.m.in;tall SQL Server ZQM in a non-clustered environment or to add
features to an edsting SQL Server 2014 instance,
Maintenance
e \@ Mew SQL Server failover cluster installation
ool
Launch a wizard to install a single-node SQL Server 2014 failover cluster.
Resources
Ak 3‘:?? Add node to a SOL Server failover cluster
Launch a wizard to add a node to an edsting SOL Server 2014 failover cluster,
Options
E’ Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SOL Server 2012
Launch a wizard to upgrade SQL Server 2005, SQL Server 2008, SOL Server 2008 R2 or SQL
Server 2012 to SQL Server 2014
Microsoft SQL Server 2014

3. Select Specify a free edition to install SQL Server with a free image.
(1] NOTE

To set up an official SharePoint environment, you need to enter a key to install a full
edition of SQL Server.
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4.

5.

6.

Figure 12-18 SQL Server free edition

i SQL Server 2014 Setup
Product Key
Specify the editicn of SQL Server 2014 to install.
Product Key Validate this instance of SQL Server 2014 by entering the 25-character key from the Microsoft ~
WPee=s TS certificate of authenticity or product packaging. You can also specify a free edition of SOL Server, such
as Evaluation or Express. Evaluation has the largest set of SOL Server features, as documented in SQL
Glebal Rules Server Books Online, and is activated with a 180-day expiration. To upgrade fram one edition to
Microsoft Update anether, run the Edition Upgrade Wizard.
Product Updates
Install Setup Files Specify a free edition:
Install Rules Evaluation v =
Setup Role

Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

O Enter the product key:
NQGIR-63HCB-XCRQH-MYVCH-3J3QR

Select | accept the license terms and click Next.

Figure 12-19 SQL Server license option

= SQL Server 2014 Setup = | o
License Terms
To install SQL Server 2014, you must accept the Microsoft Software License Terms,

Product Key ~
MICROSOFT EVALUATION SOFTWARE LICENSE TERMS

License Terms

Global Rules MICROSOFT SQL SERVER 2014 EVALUATION

Microsoft Update
These license terms are an agreement between Microsoft Corporation (or based on where you

Product Updates live, one of its affiliates) and you. Please read them. They apply to the evaluation software

Install Setup Files named above, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

Install Rules

Setup Role » updates,

Feature Selection ~

Feature Rules Ba 3

Feature Configuration Rules Copy  Print

Ready to Install
Installation Progress

Complete

Click Next to install Microsoft Updates,

0 Turn on Customer Experience Improvement Program (“CEIP”) and Error Reporting to help improve the
quality, reliability and perfarmance of Microsoft QL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studic.

[ <Bock || Netr || concel

the default settings.
Click Select All to select all features and click Next.

Install Rules, and Setup Role using
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7.

8.

Figure 12-20 SQL Server features

e

Feature Selection

SQL Server 2014 Setup

Select the Evaluation features to install.

Product Key
License Terms
Global Rules
Microsoft Update
Product Updates

Features:

Feature description:

Instance Features
Database Engine Services
SQL Server Replication

] Data Quality Services

Full-Text and Semantic Extractions for Gea . || SETVEr instances can operate side-by-sideon

The cenfiguration and operation of each
instance feature of a SOL Server instance is
isolated from other SQL Server instances. SQL

m|>

Prerequisites for selected features:

Install Setup Files

Analysis Services Already installed:

ol e feporting Services - Native - Windows PowerShell 2.0
SEDLED Shared FEEtU’.ES . . [ Micrasnft NFT Framewnrk 3.5 >
Feature Selection Reporting Services - SharePoint N

Reporting Services Add-in for SharePoint Prog
Data Quality Client

Feature Rules Disk Space Requirements

Instance Configuration Client Tools Connectivity

Integration Services v
< m >

Server Configuration

Database Engine Configuration

Drive C: 6028 MB required, 14583 MB available ~

v

Analysis Services Configuration

=

Reporting Services Configuration

Distributed Replay Controller Instance root directory: ‘C:\Prugram Files\Microsoft SOL Server\

=]

Distributed Replay Client

Shared feature directory: ‘C:\Program Files\Microsoft SQL Server\

|-

Feature Configuration Rules

Shared feature directory (x86): ‘C:\ngram Files (xB6)\Microsoft SQL Server\,

Ready to Install

[

[ oo |[ Metr |[ Gnea |[ e |
Select Default instance.

Figure 12-21 SQL Server instance

el SQL Server 2014 Setup = | o

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key Default instance

License Terms

() Mamed instance: MSSQOLSERVER
Global Rules
Microseft Update
Product Updates Instance ID: MSSOLSERVER
Install Setup Files
Install Rules
Setup Role SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL12.MSSQLSERVER

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Distributed Replay Controller
Distributed Replay Client
Feature Configuration Rules

Ready to Install

Analysis Services directory:
Reporting Services directory:
Installed instances:

Instance Name

Instance ID

Ci\Program Files\Microsoft SOL Server\MSAS12.MSSQLSERVER
C\Program Files\Microsoft SQL Server\MSRS12 MSSOLSERVER

Features Edition Version

[ <gek || Newr |[ concel |[ hep

Set SQL Server configurations.

- Change the account name of SQL Server Database Engine to NT
AUTHORITY\NETWORK SERVICE.

- Set the account and password of SQL Server Analysis Services to those
configured in steps 11 to 13 in Adding AD, DHCP, DNS, and IIS Services.
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Figure 12-22 SQL Server service accounts

i

Server Configuration

SQL Server 2014 Setup

Specify the service accounts and collation configuration.

Product Key
License Terms

Glebal Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Setup Rale

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Cantroller
Distributed Replay Client
Feature Configuration Rules

Ready to Install

Click Add Current User, use the current account as the SQL Server

Service Accounts | Collation

Microsoft recommends that you use a separate account for each SQL Server service.

SOL Server Integration Services 120 | NT Service\MsDtsServer...
SOL Server Distributed Replay Client | NT Service\SQL Server D...
SQL Server Distributed Replay Con... | NT Service\SQL Server D...
SQL Full-text Filter Daemon Launc... | NT Service\MSSQLFDLa...

SQL Server Browser NT AUTHORITWLOCAL ...

Service Account Name Password Startup Type

SQL Server Agent NT Service\SQLSERVERA... Manual v
SOL Server Database Engine NT AUTHORITVANETW... Futnmati: v
SOL Server Analysis Services spl160tAdministrator frutomatic v
SOL Server Reporting Services NT Service\ReportServer Automatic  |v

Automatic | v

Manual v
Manual v
Manual

Disabled

[ <o [ vets ][ cned

]

administrator account, and click Next.

Figure 12-23 SQL Server administrator account 1

&=

SQL Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key
License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client
Feature Configuration Rules
Ready to Install

Server Configuration | Data Directories | FILESTREAM

—I:I-

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

Windows authentication mode I

() Mixed Mode (SQOL Server authenticaticn and Windows authentication)
Specify the password for the SOL Server system administrator (sa) account.
Enter password:

Confirm password:

Specify SOL Server administrators

SP160VAdministrater (Administrater)

SOL Server administrators
have unrestricted access
to the Database Engine.

I|AddCurrEn| User || Ade.. || Remove |

| <Bock || Net> || canca

[

10. Click Add Current User, add Analysis Services administrator permissions for
the current account, and click Next.
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Figure 12-24 SQL Server administrator account 2
it SQL Server 2014 Setup = o

Analysis Services Configuration

Specify Analysis Services server modes, administrators, and data directories,

Product Key Server Configuration | Data Directories |

License Terms
Server Mode:

Global Rules

——— Multidimensional and Data Mining Mode |

. O Tabular Mode

Install Setup Files Specify which users have administrative permissions for Analysis Services.
Install Rules P160VAdministrator (Administrato

Analysis Services
Setup Role administrators have
unrestricted access to
Analysis Services.

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration

Distributed Replay Controller

Distributed Replay Client

Feature Configuration Rules | | Add cumentUser || ada... || Remove |
Ready to Install

[ oo [ Mets [ G ][ e ]

11. Retain the default setting in Reporting Services Configuration and click
Next.

Figure 12-25 Reporting Services Configuration
] SQL Server 2014 Setup - | o [

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Product Key Reporting Services Native Mode

License Terms =
®) Install and configure.

Global Rules Installs and configures the report server in native mode. The report server is operational after
Microsoft Update setup completes.

Product Updates O Install only.

Install Setup Files Installs the repart server files, After installation, use Reporting Services Configuration Manager
Install Rules to cenfigure the report server for native mode.

Setup Rele

Reporting Services SharePoint Integrated Mode:
Feature Selection N
ErraGils (@) Install only.
Installs the report server files. After installation use SharePoint Central Administration to
complete the configuration. Verify the SOL Server Reporting Services service is started and
Server Configuration create at least one SOL Server Reporting Services service application. For more information,

Database Engine Configuration click Help.

Instance Configuration

Analysis Services Configuration
Reporting Services Configura...
Distributed Replay Contraller
Distributed Replay Client
Feature Configuration Rules

Ready to Install

‘ <Back H Next > H T || Help ‘

12. Click Add Current User, add Distribution Replay Controller service
permissions for the current account, and click Next.
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Figure 12-26 Distribution Replay Controller service
i) SQL Server 2014 Setup = | o=

Distributed Replay Controller

Specify Distributed Replay Controller service access permissions.

Product Key Specify which users have permissions for the Distributed Replay Controller service,
License Terms SP160\Administrator (Administrator) Users that have been
Global Rules granted permission will have

unlimited access to the
Distributed Replay
Product Updates Controller service.

Install Setup Files
Install Rules

Microsoft Update

Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Feature Configuration Rules
Ready to Install H Add Curent User || Addl. | [ Remove |

| < Back H Next > H Cancel || Help

13. Confirm SQL Server configurations and click Install.

Figure 12-27 SQL Server installation
i SQL Server 2014 Setup -9 =

Ready to Install

Verify the SQL Server 2014 features to be installed.

Product Key Ready to install SOL Server 2014:

License Terms = Surmmary -
Global Rules .. Edition: Evaluation _
Microsoft Update i Action: Install (Product Update) =

= Prerequisites
= Already installed:
. Windows PowerShell 2.0
Micresoft .NET Framework 3.5
Microsoft .NET Framework 4.0
=- To be installed from media:
i Micrasoft Visual Studio 2010 Redistributables
Micresoft Visual Studic 2010 Shell
+ Micresoft Visual Studie Tools for Applications 3.0
Server Configuration = General Configuration

Product Updates
Install Setup Files
Install Rules

Setup Role
Feature Selection

Feature Rules

Instance Configuration

Database Engine Configuration =- Features

s S S Fm Database Engine Services
SOL Server Replication

Full-Text and Semantic Extractions for Search

Distributed Replay Controller | Mata Aualie Sanvicar

< m >
Distributed Replay Client

Reporting Services Configuration

Feature Configuration Rules Caniiz e i

Ready to Install Ci\Program Files\Microsoft SQL Server\120\Setup Bootstrap\Logh20180703_202844\ ConfigurationFile.ini ‘

| < Back H Install H Cancel H Help |

14. Click Close. The SQL Server installation is complete.
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Figure 12-28 Finish SQL Server installation

=

Complete

SQL Server 2014 Setup

Your SQL Server 2014 installation completed successfully with product updates.

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client
Festure Canfiguration Rules

Ready to Install

12.4 Installing Microsoft SharePoint Server 2016

Information about the Setup operation or possible next steps:

Feature Status ~
(2 Client Tools Connectivity Succeeded
(2 Client Tools SDK Succeeded
@ChentTuols Backwards Compatibility Succeeded
@ManagementToo\s- Basic Succeeded
{7 Revortina Services - Native Succeeded e
Details:
Viewing Product Documentation for SQL Server A
Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http-//go microsoft com/fwlink/?LinklD=299578>). v

Summary log file has been saved to the following location:

C\Program Files\Microsoft SOL Server\120\Setup Bootstrap\log20180703 202844
Summary spl16 20180703 202844 twt

1. Open the image file and double-click the executable file of the preparation
tool to install SharePoint 2016 preparation tool.

Figure 12-29 SharePoint preparation tool

LA F=

e DVD Drive (D) 16.04351.1000 [= | = [

Home  Share  View Manage L2

- Ne N [E]open~ B selectan
F £ Easy access ~ Lo

Edit Select none

Co e Co Properties
* o topvy - " o Invert selection
© -1 |E » ThisPC » DVD Drive (D:) 16.0.4351.1000 v ¢ | Search DVD Drive (D:) 16
¢ Favorites Name Date modified Type Size ~
o
B Desktop (%] api-ms-win-crt-locale-11-1-0.dIl Application extens...
1§ Downloads %] api-ms-win-crt-math-11-1-0.d1l Application extens..

i Recent places

& api-ms-win-crt-stdio-1-1-0.dI

1% This PC %] api-ms-win-crt-string-1-1-0.dlI Application extens...
i Desktop [ sutorun ICO File
| Documents ] autorun Setup Infarmation
& Downloads HTAFile
U Music Application
= Pictures = readme HTM File
B Videos setup Windows Comma..
Local Disk (C:) % setup.dll Application extens...
[cd DVD Drive () 1604 [0 setup Application
|=] splash HTA File
€ Network %) svrsetup.dil Application extens
% uertbase.dil Application extens..
% veruntime140.di Application extens..

2Titems 1 item selected 972 KB

2. Open the installation wizard of the SharePoint preparation tool and click

Next.

& api-ms-win-crt-runtime-11-1-0.dll

Application extens...

Application extens...
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Figure 12-30 SharePoint preparation tool installation wizard

Microsoft® SharePoint® 2016 Products Preparation Tool [ x|

Welcome to the Microsoft® SharePoint® 2016
Products Preparation Tool

The Microsoft® SharePoint® 2016 Products Preparation Tool checks your computer for
required products and updates. it may connect to the intemet to download products from the
Microsoft Download Certer. The tool installs and configures the following products:

* Application Server Role, Web Server {15) Role ~
* Microsoft SQL Server 2012 Native Client

* Microsoft QDBC Driver 11 for SQL Server

» Microsoft Sync Framework Rurtime v1.0 SP1 {64}

» Windows Server AppFabric

* Microsoft [dentity Bxtensions

* Microsoft Information Protection and Cortrol Clisnt 2.1

* Microsoft WCF Data Services 5.6

* Microsoft NET Framework 4.6

* Cumulative Update Package 7 for Microsoft AppFabric 1.1 for Windows Server
(KB3092423)

» Visual C++ Redistibutable Package for Visual Studio 2012 w

< Back Next >

3. Select | accept the terms of the License Agreement(s) and click Next.

Figure 12-31 SharePoint preparation tool license

Microsoft® SharePoint® 2016 Products Preparation Tool [x]

License Terms for software products

This solution requires that you install each of the following software modules and agree to their license terms. Flease
review the license terms.

MICROSOFT SCOFTWARE LICENSE TERMS -

Below are two sets of License Terms that cover twelve different

Microsoft products. The products covered by these license terms
are:

LICENSE 1
Microsoft Windows Management Framework 3.0

LICENSE 2 v

Be sure to carefully read and understand all of the rights and restrictions described in the EULA. You must accept the terms of
the EULA befare the products can be downloaded and installed on your computer.

| have read, understood, and agreed to the temms of the End User License Agreement(s) and so signffy by clicking "l accept the
terms of the License Agreementis)" and using these products.

I | accept the tems of the License Agreement(s)

[ <Back [ Net> | [ cancel |

4. After the preparation tool is installed, click Finish to restart the system.
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Figure 12-32 Successful preparation tool installation

Microsoft® SharePoint® 2016 Products Preparation Tool

Your system needs to restart to continue. Press

Finish to restart your system.

action taken)

+ Windows Server AppFabric: installed successfully
+ Microsoft Identity Extensions: installed successfully

+ Microsoft WCF Data Services 5.6: installed successfully
(KB3052423): installed successfully

taken)

Beview the log file

+ Visual C++ Redistributable Package for Visual Studio 2012 installed successfully
+ Mienal Max Radictri dahle Packana for Wenal Shidin 16 inctallad o meascf e

| Application Server Role. Web Server (11S) Role: corfigured successfully ~
+ Microsoft SQL Server 2012 Mative Client: installed successfully
+ Microsoft ODBC Driver 11 for SGL Server: equivalent products already installed (no

+ Microsoft Sync Framework Runtime v1.0 SP1 {<64): installed successfully

+ Microsoft Information Protection and Control Client 2.1: installed successfully
+ Cumulative Update Package 7 for Microsoft AppFabric 1.1 for Windows Server

+ Microsoft NET Frameworlc 4.6 equivalent products already installed {no action

5. Double-click the installation file to install SharePoint.

Figure 12-33 Installing SharePoint

LN BN Application Tools

—. Cut B " New item
< W] Copy path =

Copy Paste Copy Delete Rename
to~ <

< Easy access ~

2] Paste shortcut

DVD Drive (D:) 16.0.4351.1000

_|:|-
(]

®open ~  HH Selectall

Edit Select none

Properties
= O Invert selection

[ “j » ThisPC » DVD Drive (D:) 16.0.4351.1000 v 0\ [ Search DVD Drive (0 1
~ - i -,
‘¢ Favorites Name Type Size
B Desktop %] api-ms-win-crt-locale-H1-1-0.dll Application extens
4 Downloads %] api-ms-win-crt-math-11-1-D.dil Application ext

] Recent places \%| api-ms-win-crt-runtime-11-1-0.dIl

%] api-ms-win-crt-stdia-11-1-0.dll

8 This pC || api-ms-win-crt-string-11-1-0.dll
m Desktop E il autorun
| Documents % | autorun
& Downloads |=| default
U Music [{7 prerequisiteinstaller
= Pictures =] readme
& Videos
&, Local Disk (C)
[l DVD Drive (D 1
catalog
files 2] svrsetup.dil
global %] uertbase.dil
prerequisitein v (%] veruntime140.dil

27items  1item selected 236 KB

6. Enter the key of the SharePoint product. The key of the

is NQGJR-63HC8-XCRQH-MYVCH-3J3QR.

Application ext

Application ext
Application extens...
ICO File

Setup Information
HTA File
Application

HTM File

Windows Comma...
Application extens...
Application

HTA File
Application extens...
Application extens...

Application extens...

180-day trial edition
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Figure 12-34 SharePoint product key

< Microsoft SharePoint Server 2016 Trial [ x|

®

“g Enter your Product Key

Need to find your Product Key?

Your Product Key is 25 characters and is typically found in your product
packaging. If you cannot find your Product Key, click the “Learn more about
Product Keys and see examples” link.

Learn more about Product Keys and see examples

NQGIR-63HC8-XCRQH-MYVCH-313QR

7. Accept the license and click Continue.

Figure 12-35 SharePoint license terms

g Microsoft SharePoint Server 2016 Trial -

®

|
| Read the Microsoft Software License Terms

To continue you must accept the terms of this agreement. If you do not want to accept
the Microsoft Software License Terms, close this window to cancel the installation.

This installation contains the following software, the license terms of each |~

of which are included below, respectively: =

1. Microsoft SharePoint Server 2016

2. Microsoft Project Server 2016

Scroll down to read these license terms.

#1

MICROSOFT EVALUATION SOFTWARE LICEMNSE TERMS

MICROSOFT SHAREPOINT SERVER 2016

Below are two separate sets of terms for Microsoft SharePoint Server 2016.
COnly one set of the Microsoft SharePoint Server 2016 terms applies to

you. Your product key will determine which terms apply to you. If you have

a Trial product key, then the Trial Terms below apply to you. If you do not

have a Trial Product key, then the following Notice applies to you:

MNOTICE

Your use of this software is subject to the terms and conditions of the

license agreement by which you acquire this software. For instance, if you

are:

« a volume license customer, use of this software is subject to your volume

license agreement.
= A RACOKI muckarnr ien nf thic cafhusrn ic cubinct 0 thn RACDIKI

I | accept the terms of this agreement I

w

8. Retain the default installation paths.
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Figure 12-36 SharePoint installation paths

g Microsoft SharePoint Server 2016 Trial [ x|

File Location

'/-"-.\'- . .
I\(jJ Choose a file location

Microsoft SharePoint Server 2016 will be installed on your computer. To install this
product in a different location, click Browse, and then select the location.

Ch\Program Files\Microsoft Office Servers

If you intend to use this computer as a search server, the search index files will be
stored on the local hard drive, These files can be very large, so ensure that there is
sufficient free space on the selected drive. To change where Microsoft SharePoint
Server 2016 will store its search index files, click Browse, and then select the location,

Ch\Program Files\Microsoft Office Servers\16.00\Data

Install Now

9. Click Install Now.

10. After SharePoint is installed, select Run the SharePoint Products
Configuration Wizard now. to run the SharePoint configuration wizard.

Figure 12-37 Successful SharePoint installation

s Microsoft SharePaint Server 2016 Trial X

Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

I Run the SharePoint Products Configuration Wizard now. I

Close
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12.5 Configuring Microsoft SharePoint Server 2016

1. In the SharePoint products configuration wizard, click Next.

Figure 12-38 SharePoint Products Configuration Wizard

SharePoint Products Configuration Wizard I;Ii-

Welcome to SharePoint Products

In order to configure SharePoint Products, you will require the following information:

= Name of database server and database where server farm configuration data will be stored

= Username and password for the database access account that will administer the server farm

Click Next to continue or Cancel to exit the wizard. To run the wizard again, click on the Start Menu shortcut.

| Mext = || Cancel |

2. Click Yes to allow service restart during the configuration.

Figure 12-39 Service restart prompt

SharePoint Products Configuration Wizard = [ =] 22

Welcome to SharePoint Products

In order to configure SharePoint Products, you will require the following information:

m Name of database server and database where server farm configuration data will be stored

U a T ST

SharePoint Products Configuration Wizard 2

The following services may have to be started or reset during
! % configuration:

Internet Information Services
SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
configuration wizard or no to exit the configuration wizard.

Click N rtcut.

Next > | | Cancel
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3. Select Create a new server farm.

Figure 12-40 Create a new server farm

SharePoint Products Configuration Wizard I;Ii-

Connect to a server farm

Aserverfarmis a collection of two or more computers that share configuration data. Do youwantto
connectto an existing server farm?

() Connectto an existing serverfarm

I (®) Create a new server farm I

| < Back || Mext = H Cancel |

4. Configure the configuration database. The SharePoint database is on the local
host. Therefore, you need to enter the local database and account. Then, click
Next.

Figure 12-41 Configuring the SharePoint database
SharePoint Products Configuration Wizard - .

Specify Configuration Database Settings

Allserversinaserverfarmmustshare a configuration database. Typethe database serverand database
name. If the database does not exist, it will be created. To reuse an existing database, the database mustbe
empty. Foradditional information regarding database server security configuration and network access
pleaseseehelp.

Databaseserven | |

Database name: |ShareP0int_Conﬁg |

Specify Database Access Account

Select an existing Windows account that this machine will always use to connect to the configuration
database. If yourconfiguration databaseis hosted on another server, youmust specify a domain account.

Typethe usernamein the form DOMAINYUser_Name and passwordforthe account.

Username: |sp 160 Administrator |
Password: |..uouuo |
| < Back | | Mext = | | Cancel |

5. Enter the password of the server farm and click Next.
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Figure 12-42 Setting the password for the SharePoint server farm

6. Select Front-end and click Next to specify the server role.

Figure 12-43 Setting the SharePoint server role

7. Set the port number of SharePoint Central Administration Web Application to
10000.
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Figure 12-44 Port number of SharePoint Central Administration Web
Application

SharePoint Products Configuration Wizard =15

Configure SharePoint Central Administration Web Application

A SharePoint Central Administration Web Application allows youto manage configuration setfings for a server
farm. The first server added to a serverfarm must host this web application. To specify a port numberfaorthe
web application hosted on this maching, check the box below and type a number between 1 and 65535, If
you do not specify a port number, a random one will be chosen.

Specify port number: | 10000

Configure Security Settings

Kerberos is the recommended security configuration to usewith Integrated Windows authentication, Kerberos
requires special configuration by the domain administrator. NTLM authentication will work with amy
application pool account and the default domain confi ion. Showmemaoreinformation.

Choose an authentication provider for this Web Application.

(@) NTLM
() Negotiate (Kerberos)

| < Back || MNext = || Cancel

8. Check and confirm the SharePoint configurations.

Figure 12-45 SharePoint configurations
SharePoint Products Configuration Wizard (=[O e

Completing the SharePoint Products Configuration Wizard

The following configuration settings will be applied:

» Configuration Database Server SP16
m Configuration Database Name SharePoint_Config

m Host the Central Administration Web Application es

=

= Central Administration URL ttp: /fsp16: 10000/
= Authentication provider M

m Local ServerRole Front-end

Click Next to apply configuration settings.

| < Back || MNext = || Cancel

9. Click Next to start configuring SharePoint.
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Figure 12-46 Configuration progress
SharePoint Products Configuration Wizard = | o

Please waitwhile SharePointProducts areconfigured.,

Performing configurationtask 3 of 10

Creating the configuréf:ion database..

10. After SharePoint is configured successfully, click Finish.

Figure 12-47 Successful SharePoint configuration
SharePoint Products Configuration Wizard - .

Configuration Successful

The following configuration settings were successfully applied:

= Configuration Database Server |SP16 |
m Configuration Database Name |ShareP0int_C0nﬁg |
= Hostthe Central Administration Web Application |yes |
m Central Administration URL |htm:ffsp 16: 10000/ |
= Authentication provider |NTLM |
= Local ServerRole |Fr0nt-end |

Click Finish to dose this wizard and launch the SharePoint Central Administration website to continue
configuring your SharePoint installation. The users may be prompted by theirweb browserforthe username
inthe form DOMAIN\User_Name and password to access the site. At that prompt, enterthe credentials that
youused tologonto this computer. Add this siteto thelist of trusted sites when prompted.

12.6 Verifying Microsoft SharePoint Server 2016

1. Open the SharePoint central administration.
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Figure 12-48 SharePoint central administration

@@‘E’ http://5p16:10000/_admin/admit 2 ~ 0Hﬁ>\nima\ Farm Configuration ... ‘ ‘ A AT

count ™
Share Help Make SharePoint Better -

Do you want to help make SharePoint better?

oo Sign up for the Customer Experi Program and

upload error reports to Microsoft
More Information

O Yes, I am willing to participate {Recommended).

O No, | don't wish to participate.

Central Ad|
Applica
Managf |
System
Monito|
Backup
Securify ncel
Upgrad

Genera|
Setting}

Apps
Office 365

Configuration Wizards

2. Select the method to configure the SharePoint farm. Click Cancel.
To configure the SharePoint farm through the wizard, click Start the Wizard.

Figure 12-49 SharePoint farm configuration

- | a -
@@‘@' http://sp16:10000/_zdmin/admin O ~ O”E)\mt\a\ﬁwﬂ Configuration ... ‘ ‘ i e
SharePoint @& | ?  systemAccount ~

G e )

Welcome o

Central Administration

How do you want to configure your
i ?
SharePoint farm? Ves, walk me through the configuration of my farm

using this wizard,

Start the Wizard

System Settings iis wizard will help with the initial configura

Monitoring

Backup and Restore
ag No, I will configure everything myself.
5 page in the Central a

Security

Upgrade and Migration

General Application

Settings
Apps
Office 265

Configuration Wizards

3. In the SharePoint central administration, click Create site collections to
create a SharePoint site.
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Figure 12-50 Creating a SharePoint site
- EI-

default.aspx O ~ GH B Home - Central Administra... ‘ ‘ #H A I

ol ? System Account ¥

BROWSE  PAGE ) SHARE
- ]

Central Administration

Application [|§ Application 2, System Settings Resources
Management —g Management WY g Menage servers in There sre currently no favorite links
e Manage web 2 this farm to display: To add a new link, cick
System Settings applications Manage services in "Add new link"
this farm
Monitoring Manage farm features
Confio # Add new link
Backup and Restore applications Configure alternate
Manage content access mappings
Security databases

Upgrade and Migration Backup and Restore

Monitoring Perform a backup

Review problems and Restore from a

solutions backup

Check job status Perform a site
collection backup

r Security
/ Manage the farm Upgrade and
& Ldministrators group Hﬁ Migration
Configure service Convert farm license
accounts type v

Check product and

4. Set SharePoint site parameters.

Figure 12-51 Setting SharePoint site parameters

- | O -
e@‘@’ http://5p16:10000/_admin/create O = OHﬁ)oeates.tetuuemn | ‘ R e
arePoint & ? | SystemAccount ¥
QsHare

Management

~
System Settings Web application:  http://sp16/ =
Monitoring
Backup and Restore
Security
Upgrade and Migration Description
General Application
Description:
Apps
Office 365
Configuratio
a new URL Patl
Managed Paths p:
Template Selection
Select a template:
Collaboration | Enterprise Publishing v

5. The SharePoint top-level site is created successfully. Click the link to open the
page.
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Figure 12-52 SharePoint top-level site created successfully

- | O -
e@ B hitp://5p16:10000/_sdmin/SiteCt O ~ & |E)TuprLeve\ Site Successfully . ‘ | ok

SharePoint ? System Account ¥

O sHaRe T

Central Administration - Application Management

Central Administration The new top-level site was created successfully with the specified URL. If you have permission to view the Web site, you can do so in a

Application new browser window by dlicking the URL. To retum to SharePeint Central Administration, click OK .

Management
httpy//sp16/my/personal/test
System Settings

Monitoring
oK

Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Configuration Wizards

< >

6. Open the SharePoint site, where you can design your web pages.

Figure 12-53 SharePoint verification
- EI-

@@\E} ttpy//5p16/my/personal/test/_t: O ~ & ||| Tap-Level it |e.._|E)(e;t'HDme | ‘ oA
SharePoint ? System Account
BROWSE  PAGE ) SHARE YY FoLlow  # EDT
test # EDITLINKS Search this site o 0
Home Get started with your site  revove THis 3

Documents
Site Contents

Recycle Bin

vl | &)

# EDITLINKS

Add lists, libraries, and
other apps. What's your style? Your site. Your i

Working on a

Share your site. deadline?

Documents

@rew A oupoad & sync v
Find a file Pl

v [0 Name Modified  Modified By

Drag files here to upload
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Manually Deploying LNMP (CentOS
7.2, PHP 7.0)

Overview

The best practices for HUAWEI CLOUD ECS guide you through the deployment of
LNMP on a Linux ECS. The CentOS 7.2 64bit OS is used as an example in this
section.

The process is as follows:

1.
2.
3.
4

Prerequisites

Install Nginx.

Install MySQL.

Install PHP.

Test the LNMP deployment.

The ECS has had an EIP bound.

The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.

Table 13-1 Security group rule

Transfer Protocol/Application | Port/Range Source End
Direction
Inbound HTTP (80) 80 0.0.0.0/0

Procedure

Step 1 Install Nginx.

1.
2.

Log in to the ECS.
Run the following command to download the Nginx package:

wget http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm
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Run the following command to create the Nginx yum repository:
rpm -ivh nginx-release-centos-7-0.el7.ngx.noarch.rpm

Run the following command to install Nginx:

yum -y install nginx

Run the following commands to start Nginx and configure automatic Nginx
enabling upon ECS startup:

systemctl start nginx
systemctl enable nginx

Enter http:///P address of the Nginx server in the address bar to visit Nginx. If
the following page is displayed, Nginx has been installed.

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Step 2 Install MySQL.

1.

Run the following commands to install MySQL:

rpm -Uvh http://dev.mysql.com/get/mysql57-community-release-
el7-8.noarch.rpm

yum -y install mysqgl-community-server

Run the following commands to start MySQL and configure automatic MySQL
enabling upon ECS startup:

systemctl start mysqld
systemctl enable mysqld

Run the following command to obtain the password of user root that is
automatically set during MySQL installation:

grep 'temporary password' /var/log/mysqld.log

Information similar to the following is displayed:
2018-08-29T07:27:37.541944Z 1 [Note] A temporary password is generated for root@localhost: 2YY?
3uHUA?Ys

Run the following command and perform operations as prompted to harden
MySQL:

mysql_secure_installation

Securing the MySQL server deployment.

Enter password for user root:  #Enter the obtained password of user root.
The existing password for the user account root has expired. Please set a new password.

New password: #Enter the new password.
Re-enter new password: #Enter the new password again.

The 'validate_password' plugin is installed on the server.
The subsequent steps will run with the existing configuration of the plugin.
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Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : N #Asks you whether to
change the password of user root. Press n.

... skipping.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
remove anonymous users. Press y.
Success.

Normally, root should only be allowed to connect from 'localhost'. This ensures that someone cannot
guess at the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
forbid remote login of user root. Press y.
Success.

By default, MySQL comes with a database named 'test' that anyone can access. This is also intended
only for testing, and should be removed before moving into a production environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Asks you
whether to delete the test database and cancel access permissions to it. Press y.

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
reload privilege tables. Press y.
Success.

All done!

Step 3 Install PHP.

1. Run the following commands to install PHP 7 and PHP extensions required for
installing LNMP:
rpm -Uvh https://mirror.webtatic.com/yum/el7/epel-release.rpm
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm
yum -y install php70w-tidy php70w-common php70w-devel php70w-pdo
php70w-mysql php70w-gd php70w-ldap php70w-mbstring php70w-
mcrypt php70w-fpm

2. Run the following command to check the PHP installation:
php -v
If information similar to the following is displayed, PHP has been installed:

PHP 7.0.31 (cli) (built: Jul 20 2018 08:55:22) ( NTS)
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies

3. Run the following commands to start PHP and configure automatic PHP
enabling upon ECS startup:

systemctl start php-fpm

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 126



Elastic Cloud Server
Best Practices 13 Manually Deploying LNMP (CentOS 7.2, PHP 7.0)

systemctl enable php-fpm
4. Modify the Nginx configuration file to support PHP.

a. Run the following command to open the default.conf file:
vim /etc/nginx/conf.d/default.conf

b. Press i to enter editing mode.

¢. Modify the default.conf file.

®  Add PHP to the supported homepage formats.
location / {
root /usr/share/nginx/html;
index index.php index.html index.htm;

}

®  Comment out the following content and set the data in bold as the

default Nginx path:
location ~ \.php$ {
root html;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /usr/share/nginx/html$fastcgi_script_name;
include fastcgi_params;

}

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

5. Run the following command to reload the Nginx configuration file:
service nginx reload

Step 4 Test the LNMP deployment.
1. Create the info.php test page in /usr/share/nginx/html/.
a. Run the following command to create and open the info.php test file:
vim /usr/share/nginx/html/info.php
b. Pressi to enter editing mode.

¢. Modify the info.php file and add the following data to the file:
<?php
phpinfo();
>

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

2. Enter http://Server IP address/info.php in the address bar. If the following
page is displayed, the LNMP environment has been deployment.
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Php

System Linux ecs-5d3f novalocal 3.10.0-693.11.1.el7 x36_64 #1 SMP Mon Dec 4 23:52:40 UTC 2017 x86_64
Build Date Jul 20 2018 03:57:28

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path letc

Loaded Configuration File lete/php.ini

Scan this dir for additional .ini files fetciphp.d

Additional .ini files parsed

fetciphp.dibz2 ini, /etc/php.dfcalendar.ini, fetc/php.dictype.ini, fetc/php.dicurl.ini, /etc/php.diexif ini, fetc/php.difileinf
0.ini, /etc/php.dfftp.ini, fetc/php.dfgd.ini, /etc/php.digetiext.ini, fetc/php.dfgmp.ini, fetc/php.diiconv.ini, /fete/php.djson
_ini, /etc/php.diidap.ini, fetciphp.d/mbstring.ini, fetc/php.d/merypt.ini, fetc/php.d/mysqgli.ini, fetc/php.d/pdo.ini, /etc/ph
p.d/ipdo_mysgl.ini, fetc/php.d/ipdo_sqlite.ini, fetciphp.diphar.ini, fetc/php.dishmop.ini, fetc/php.disimplexml.ini, /efc/p
hp.d/sockets.ini, fetc/php.d/isqglite3.ini, fetc/php.dfidy.ini, fetc/php. ditokenizer.ini, fetc/php.dixml.ini, /etc/php.d/zip.ini

PHP API

20151012

PHP Extension

20151012

--—-End

Issue 01 (2020-08-31)

Copyright © Huawei Technologies Co., Ltd.

128



Elastic Cloud Server
Best Practices 14 Manually Deploying Docker (CentOS 7.5)

Manually Deploying Docker (CentOS
7.5)

Overview

The best practices for HUAWEI CLOUD ECS guide you through the deployment of
Docker on a Linux ECS. Additionally, common Docker operations and the process
of creating a Docker image are provided.

Table 14-1 Docker terminologies

Term Description

Docker Docker is a platform for developers and system administrators
to develop, deploy, and run applications using containers.

Docker image Docker image is a special file system, which provides the
programs, libraries, resources, and configuration files required
for running containers. A Docker image also contains
configuration parameters, for example, for anonymous disks,
environment variables, and users. A Docker image does not
contain any dynamic data, and its content remains
unchanged after being built.

Container The relationship between a Docker image and a container is
similar to that between a class and an instance in object-
oriented programming. Images are static, and containers are
entities for running images. A container can be created,
started, stopped, deleted, and suspended.

For more information about Docker, image, and container, see Docker
Documentation.

Docker requires 64bit OSs with a kernel version being 3.10 or later. This section
uses CentOS 7.5 64 3.10.0-862.9.1.el7.x86_64 as an example.
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Prerequisites

The target ECS has an EIP bound. For instructions about how to bind an EIP to
an ECS, see Assigning an EIP and Binding It to an ECS.

The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.

Table 14-2 Security group rule

Transfer Type Protocol Port/Range | Remote End
Direction
Inbound IPv4 TCP 80 0.0.0.0/0

Deploying Docker

Log in to the ECS.

Add a yum source.

yum install epel-release -y
yum clean all

Install and run Docker.
yum install docker-io -y
systemctl enable docker
systemctl start docker
Check the installation.
docker --version

If the information similar to the following is displayed, Docker has been
installed:

Docker version 1.13.1, build 8633870/1.13.1

Basic Operations on Docker

1.

2.

Managing Docker processes
- Start Docker.
systemctl start docker
- Stop Docker.
systemctl stop docker
- Restart Docker.
systemctl restart docker
Managing Docker images

a. Pull docker images, taking official Apache and CentOS images as an
example.

docker pull Attpd
docker pull centos
b. View existing images.
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docker images

[root@ecs-béT7a-docker ~1# docker images

REPOSITCRY TAG IMAGE ID CREATED SIZE
docker.ic/htcpd latest 55all1&e2a010 2 weeks ago 132
docker.ioc/centos latest T5835a67d134 5 weeks ago 200 MB

[rootleca-beTa-docker ~]14%

c. Forcibly delete an image.
docker rmi centos
3. Managing containers

a. Create a container and run it.
docker run -it -d -p 80:80 --name datahttpd -v /data/;/var/www/httpd/
httpd
The parameters are as follows:

®  -j: runs the container in interactive mode, which is usually used with
-t.

® -t reallocates a pseudo input terminal to the container. This
parameter is usually used with -i.

®  _d: runs the container at the backend and returns the container ID.
®  -p: port mapping, in the format of "Host port:Container port".
®  __name: specifies a name for the container.

®  -v: mounts an absolute directory on the host to the image, in the
format of "Directory on the host:Mount path in the image".

(10 NOTE

In the preceding parameters, the host is the target ECS.

For example, use image httpd to start a container in interactive mode,
map port 80 on the container to port 80 on the host, and map /data on
the host to /var/www/httpd on the container, and have the container ID
returned. Then, run the following command:

[rootRecs-b&T7a-docker ~]# docker run -it -d -p 80:80 --name datahttpd -v /data/:/var/www/httpd/ httpd
6a5l4dea52a9465clfa863c0£17Ef41debda23lccffibifbe3cidbeeSE33cka0
[root@ecs-bET7a-docker ~]#

b. Check whether the container has been started.
docker ps -a

[root@ecs-b&7a-docker ~]# docker ps -z

CONTIAINER ID IMRGE COMMAND CREATED STRAIUS PORIS NAMES
6a5l4deas2al httpd "httpd-foreground” 4 minutes ago Up 4 minutes 0.0.0.0:80->80/tcp datahttpd
[rootBecs-b&7a-docker ~]#

c. In the address bar of the browser, enter the EIP bound to the ECS and
check the running status of the container. If the following information is
displayed, the container is running properly.
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It works!

Creating an Image

Use Dockerfile to custom a simple Nginx image.

1.

Create a file named Dockerfile.
mkdir mynginx

cd mynginx

touch Dockerfile

Edit the file.

vim Dockerfile

Add the following data to Dockerfile:

FROM nginx
RUN echo '<h1>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

Simple Dockerfile commands are as follows (for more information, log in at
https://hub.docker.com/):

- FROM statement: mandatory and must be the first instruction in
Dockerfile, indicating that the Nginx image is used as a basic image.

- RUN statement: indicates that the echo command is executed in the
format of "RUN <Command>", and message "Hello, Docker!" is displayed
on the screen.

Build the image.
docker build -t nginx:v3 .
- -t nginx:v3: specifies the image name and version.

- .. specifies the context path. After the image built command is executed,
all data in the path will be packed to the Docker engine to build the
image.

Check the created Nginx image, the version of which is v3.

docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
nginx v3 09422e465d96 10 seconds ago 109 MB
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1 5 Deploying an ECS for Transceiving

Text Messages from an Official WeChat
Account

Overview

The best practices for HUAWEI CLOUD ECS guide you through the deployment of
an ECS as an official WeChat account server so that the ECS receives text
messages from the WeChat server and sends processing results to end users. On
this ECS, Python is used to compile the logic code for processing WeChat
messages. Figure 15-1 shows the service flow.

Figure 15-1 Flowchart for processing text messages

WeChat server ECS
1. A user sends a text 2. The WeChat server
message to an official | ] forwards the message
WeChat account. N to a specified URL. .
4. The user receives " 3. The ECS sends the
the response message a response message .
from the official ® back to the user.

WeChat account.

The engineer deploys the ECS .
for processing text messages

from the official WeChat
account and starts the ECS.

Before performing the operations described in this section, you are required to
have basic knowledge on the CentOS (Linux), Python language, Web.py
framework, and HTTP/XML protocol.
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Preparations

Apply for an official WeChat account.
URL: https://mp.weixin.qq.com/
This section uses the Service Infographics WeChat account as an example.

Purchase an ECS.

If you have not obtained a HUAWEI CLOUD account, register with HUAWEI
CLOUD and complete real-name authentication.

This section uses an ECS running CentOS 7.4 as an example.

Figure 15-2 Public image

Image Public image Private image Shared image Marketplace image

Cent0S - CentOS 7.4 64bit(40GB) - | C

Purchase an EIP.

Purchase an EIP with your ECS. The EIP will be configured in the official
WeChat account.

Figure 15-3 EIP
Ep ® View EIF

Automatically assign Use existing Mot required

Installing Basic Software

This section uses Python and Web.py to develop the official WeChat account. You
are required to install or upgrade Python, pip, Web.py framework, and WinSCP
software.

Upgrade the default Python version.

The Python version delivered with CentOS 7.4 is too early to use. You are advised
to upgrade it to Python3.

1.

Run the following command to view the Python version:
python --version

Figure 15-4 Viewing the Python version

[rootRecs-test1-8881 ~ 14 python version

Python £.7.5

Download the Python installation package, taking Python 3.6.0 as an

example.
waget https://www.python.org/ftp/python/3.6.0/Python-3.6.0a1.tar.xz

Figure 15-5 Downloading the Python installation package
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Run the following command to decompress the installation package:
tar xvf Python-3.6.0a1.tarxz

Figure 15-6 Decompressing the installation package

Fythom-3.6.8al1-T
} .6 .E

P
P
P
P
P
P
P
P

P
Pytho

Pyt hon
Pythom-3.

Fython
F n-3.6

Run the following command to configure the environment:

./configure

- If the command output shown in Figure 15-7 is displayed, the command
has been successfully executed.

Figure 15-7 Successful execution

checking for ytomic.h... no
checking 4.7 atomic builtins... yes

A ||||'”'-.|._|,4'
= of a d_type field... yes
lom() syscall... yes

- If the message "configure: error: no acceptable C compiler found in
$PATH" is displayed, no proper compiler has been installed.

To resolve this issue, perform the following operations:

Run the following command to install or upgrade GCC and its dependent
package:
sudo yum install gcc-c++

Enter y and press Enter as prompted. If information shown in Figure
15-8 is displayed, the dependency package has been installed.
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Figure 15-8 Successful installation

Run the ./configure command again.

5. Run the following command to install Python:
make && make install
If the system displays a pip error after the command execution, the openssl-
devel package is unavailable. Ignore the error.

Figure 15-9 Successful execution

spiyython <E -m ens
Sensurepip root=s & N
fi

Ignoring ensurepip failure: pip 8.1.1 requires SSL-TLS

6. Run the following command to view the Python3 version:
python3 --version

Figure 15-10 Viewing the Python3 version

[root@ st1-B881 Python-3.6.Ball#t python3 version

Python 3.6.8al

7. Run the following command to verify the Python3 installation:
python3
If information shown in the following figure is displayed, Python3 has been
installed.

Figure 15-11 Successful installation

[roo st1-8881 Python-3.6.8a1l% puthon3
(defl t, May 2818, Z2A:: )
Hed Hat

ght", “eredits"” or “license” for more information.

Upgrade the default pip version.

pip is a common Python package management tool, which allows you to search
for, download, install, and uninstall Python packages. pip3 is delivered with
Python3, but the version is too early to use. Upgrade pip to the latest version.
During Python3 installation, the error message "Ignoring ensurepip failure: pip
8.1.1 requires SSL/TLS" indicates a pip installation failure. Therefore, pip must be
reinstalled.
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Run the following command to install the openssl-devel package:
yum install openssl-devel -y

Figure 15-12 Installing the openssl-devel package

Run the following command to verify the package installation:
make && make install

If information shown in the following figure is displayed, pip has been
installed.

Figure 15-13 Successful installation

Run the following command to upgrade pip3:
pip3 install --upgrade pip

If information shown in the following figure is displayed, pip has been
upgraded to the latest version.

Figure 15-14 Successful upgrade

natalling llec ckage

natallin

easfu

Install the Web.py framework.

To obtain the official Web.py installation tutorial, log in at http://webpy.org/. Run
the following command to install Web.py:

pip3 install web.py==0.40.dev0

Figure 15-15 Installing Web.py

Install WinSCP.

Code is generally edited on a local Windows OS and uploaded to the CentOS ECS.
WinSCP is an SSH-based open source SFTP client for Windows and supports SCP.
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Its main function is file transfer between a local and a remote computer.
Additionally, WinSCP offers scripting and basic file manager functionality.

For more details about WinSCP, see https://winscp.net/eng/docs/introduction.

Uploading Code
1.

Create the main.py file and copy the following data:
-*- coding: utf-8 -*-

# filename: main.py

import web

from handle import Handle

urls = (
'fwx', 'Handle',

)

if _name__=='_main_"
app = web.application(urls, globals())
app.run()

Create the handle.py file and copy the following data:
-*- coding: utf-8 -*-
# filename: handle.py

import hashlib
import web
import receive
import time
import os

class Handle(object):

def __init__(self):
self.app_root = os.path.dirname(__file_ )
self.templates_root = os.path.join(self.app_root, 'templates')
self.render = web.template.render(self.templates_root)

def GET(self):
try:
data = web.input()
if len(data) == 0:
return "hello, this is handle view"
signature = data.signature
timestamp = data.timestamp
nonce = data.nonce
echostr = data.echostr
token = "Use the taken value obtained in the basic configuration of the official WeChat
account."

list = [token, timestamp, nonce]
list.sort()
s = list[0] + list[1] + list[2]
hashcode = hashlib.sha1(s.encode('utf-8')).hexdigest()
print( "handle/GET func: hashcode, signature: ", hashcode, signature)
if hashcode == signature:
return echostr
else:
return echostr
except (Exception) as Argument:
return Argument

def POST (self):
try:
webData = web.data()
print("Handle Post webdata is:\n", webData)
#Print message body logs.
recMsg = receive.parse_xml(webData)
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if isinstance(recMsg, receive.Msg) and recMsg.MsgType == 'text"
toUser = recMsg.FromUserName
fromUser = recMsg.ToUserName
content = "Welcome to Service Infographics." + str(recMsg.Content)
print('Reply message info:\n')
print(‘toUser =', toUser)
print(‘fromUser =", fromUser)
print(‘content = ', content)
return self.render.reply_text(toUser, fromUser, int(time.time()), content)
else:
print("Message types not supported:",recMsg.MsgType)
return "success"
except (Exception) as Argment:
return Argment

Create the receive.py file and copy the following data:
-*- coding: utf-8 -*-

# filename: receive.py

import xml.etree.ElementTree as ET

def parse_xml(web_data):
if len(web_data) == 0:
return None
xmlData = ET.fromstring(web_data)
msg_type = xmlData.find('MsgType').text
if msg_type == "text"
return TextMsg(xmlData)
elif msg_type == 'image":
return ImageMsg(xmlData)
elif msg_type == 'location":
return LocationMsg(xmlData)
elif msg_type == 'event":
return EventMsg(xmlData)

class Event(object):
def __init__(self, xmlData):
self ToUserName = xmlData.find('ToUserName').text
self.FromUserName = xmlData.find('FromUserName').text
self.CreateTime = xmlData.find('CreateTime').text
self.MsgType = xmlData.find('MsgType').text
self.Eventkey = xmlData.find ('EventKey').text

class Msg(object):
def __init__(self, xmlData):
self ToUserName = xmlData.find('ToUserName').text
self.FromUserName = xmlData.find('FromUserName').text
self.CreateTime = xmlData.find('CreateTime').text
self.MsgType = xmlData.find('MsgType').text
self.Msgld = xmlData.find('Msgld').text

class TextMsg(Msg):
def __init__(self, xmlData):
Msg.__init__(self, xmlData)
self.Content = xmlData.find('Content').text

class ImageMsg(Msg):
def __init__(self, xmlData):
Msg.__init__(self, xmlData)
self.PicUrl = xmlData.find('PicUrl').text
self.Mediald = xmlData.find(‘Mediald').text

class LocationMsg(Msg):
def __init__(self, xmlData):
Msg.__init__(self, xmlData)
self.Location_X = xmlData.find('Location_X').text
self.Location_Y = xmlData.find('Location_Y").text

class EventMsg(Msg):
def __init__(self, xmlData):
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Event.__init__(self, xmlData)
self.Event = xmlData.find ('Event').text

Create the templates folder and the reply_text.xml file in the folder. Then,
copy the following data:

$def with (toUser,fromUser,createTime,content)

<xml>

<ToUserName><![CDATA[$toUser]]></ToUserName>
<FromUserName><![CDATA[$fromUser]]></FromUserName>
<CreateTime>$createTime</CreateTime>
<MsgType><![CDATA[text]]></MsgType>
<Content><![CDATA[$content]]></Content>

</xml>

Obtain the local file.

Figure 15-16 Local file

Use WinSCP to upload the preceding files and folder to the specified directory
on the ECS.

N ), R e e
—EW—IT~—E—

~EW—L—=L——

—rw-r——r—— 1 root root 275 Apr 20 13:14 reply text.xml

Starting the Service

Run the following command to start the service:

python3 main.py 80

If the command output shown in Figure 15-18 is displayed, the service has been
started.
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Figure 15-18 Successful service startup

Enabling the Developer Mode

1.

Log in to official WeChat platform, choose Develop > Basic Configuration,
and click Modify Configuration.

Specify the following basic configurations and click Submit.

- URL: contains the EIP bound to the ECS, and port 80 is not required.
- Token: the same as the token value in the handle.py file.

- EncodingAESKey: generated randomly.

- Message encryption and decryption: plaintext in this example.
Authenticate the token and click Enable.

(10 NOTE

If authenticating the token failed, check whether the token configuration is the same
as that in the code for processing GET messages in the handle.py file.

Verifying Service Deployment

Send a text message to the official WeChat account. If the response is properly
received, the service has been successfully deployed.
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1 6 Manually Deploying GitLab (CentOS
7.2)

Overview
The best practices for HUAWEI CLOUD ECS guide you through the manual
deployment of GitLab on a Linux ECS. GitLab is an open-source version
management system that uses Git as the code management tool. The CentOS 7.2
64bit OS is used as an example in this section.
Prerequisites
e The memory of the target ECS is greater than or equal to 4 GB.
e The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.
Table 16-1 Security group rule
Transfer Protocol/ Port/Range Source End
Direction Application
Inbound HTTP (80) 80 0.0.0.0/0
Procedure

Step 1 Install the dependency package.

Log in to the ECS.
2.  Run the following command to install the dependency package:
sudo yum install -y curl policycoreutils-python openssh-server

3. Run the following commands to configure automatic SSH enabling upon ECS
startup and start SSH:

sudo systemctl enable sshd
sudo systemctl start sshd

Step 2 Install Postfix to send emails.
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1. Run the following command to install Postfix:
sudo yum install postfix

2.  Run the following commands to configure automatic Postfix enabling upon
ECS startup and start Postfix:

sudo systemctl enable postfix
sudo systemctl start postfix

Step 3 Add the GitLab repository and install the software package.

1. Run the following command to add the GitLab repository:

curl https://packages.gitlab.com/install/repositories/gitlab/gitlab-ee/
script.rpm.sh | sudo bash

2.  Run the following command to install GitLab:
sudo EXTERNAL_URL="http://gitlab.example.com" yum install -y gitlab-ee

Set EXTERNAL_URL to the IP address of the GitLab server, which can be the
public IP address of the server or the domain name.

(10 NOTE

- After the command is executed, you can view the software download speed and
the estimated download completion time in the command output.

- If the download speed is slow, obtain the response IP addresses of github.com at
http://tool.chinaz.com/dns and select the IP address with a smaller TTL value.
Then add the local DNS resolution to the hosts file on the target ECS.

If information similar to the following is displayed, GitLab has been installed:

Running handlers:

Running handlers complete

Chef Client finished, 452/672 resources updated in 01 minutes 38 seconds
gitlab Reconfigured!

* *

*kk *kk
Fkdkkk Fkkkk
Fkdekkk Fkddkkk
Sk Fkddkkokok

Fekkdkdkkkkkok
i i
Fkdkkdokkk
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Fkkkk
i g
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Thank you for installing GitLab!

Step 4 Test the GitLab deployment.

1. Enter http://Server IP address in the address bar. If the following page is
displayed, GitLab has been set up.
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GitLab Enterprise Edition

Change your password

Open source software to collaborate on code New password

Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge

. . o Confirm new password
requests. Each project can also have an issue tracker and a wiki. B

Change your password

Didn't receive a confirmation email? Request a new one

Already have login and password? Sign in

2. Change the password upon your first login. Then, enter the new password to
log in.

--—-End
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Manually Deploying RabbitMQ
(CentOS 7.4)

Overview
The best practices for HUAWEI CLOUD ECS guide you through the manual

deployment of RabbitMQ on a Linux ECS. RabbitMQ is a message middleware that

uses the Erlang programming language for the Advanced Message Queuing

Protocol (AMQP). It originates from the financial system and is used to store and
forward messages in the distributed system. Featuring high reliability, scalability,

availability, and rich functions, RabbitMQ is widely used.

Prerequisites

The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.

Table 17-1 Security group rule

Transfer Type Protocol Port/Range Source
Direction

Inbound IPv4 TCP 5672 0.0.0.0/0

Inbound IPv4 TCP 15672 0.0.0.0/0

Procedure

Step 1 Install the dependency package and perl.
Log in to the target ECS.
2.  Run the following command to install the dependency package:

yum -y install make gcc gcc-c++ m4 ncurses-devel openssl-devel
unixODBC-devel

3. Run the following command to install perl:
yum install perl
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Step 2 Install Erlang.

1. Run the following command to download the Erlang installation package:
wget http://erlang.org/download/otp_src_19.3.tar.gz
2. Run the following command to decompress the package:
tar xzf otp_src_19.3.tar.gz
After the decompression, the folder otp_src_19.3 is obtained.
3. Run the following command to create the erlang folder:
mkdir /usr/local/erlang
4. Run the following command to switch to the otp_src_19.3 folder:
cd otp_src_19.3

5. Run the following command to check whether the system configuration
meets installation requirements:

.Jconfigure --prefix=/usr/local/erlang --without-javac
6. Run the following command to compile and install Erlang:
make && make install
7. Configure Erlang environment variables.

a. Run the following command to open the profile configuration file:
vi [etc/profile
b. Pressi to enter editing mode.

¢. Add the following content to the end of the profile file:
export PATH=$PATH:/usr/local/erlang/bin

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

e. Run the following command for the environment variables to take effect:
source /etc/profile
8. Run the following command to check the installation result:
erl -version
If information similar to the following is displayed, Erlang has been installed:

[root@ecs-rabbitmq ~]# erl -version
Erlang (ASYNC_THREADS,HIPE) (BEAM) emulator version 8.3

Step 3 Install RabbitMQ.

1. Run the following command to switch to the home directory:
cd

2.  Run the following commands to download the RabbitMQ installation
package:

wget https://www.rabbitmqg.com/releases/rabbitmq-server/v3.6.9/
rabbitmg-server-generic-unix-3.6.9.tar.xz

3. Run the following command to decompress the package:
tar xvJf rabbitmq-server-generic-unix-3.6.9.tar.xz

4. Run the following command to move the decompressed directory to fusr/
local/rabbitmgq;:

mv rabbitmq_server-3.6.9 /usr/local/rabbitmq
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

5. Configure RabbitMQ environment variables.

a. Run the following command to open the profile configuration file:
vi [etc/profile
b. Press i to enter editing mode.

¢. Add the following content to the end of the profile file:
export PATH=$PATH:/usr/local/rabbitmg/sbin

d. Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the configuration file.

e. Run the following command for the environment variables to take effect:
source /etc/profile

Run the following command to enable the RabbitMQ management web page:
rabbitmg-plugins enable rabbitmq_management

Information similar to the following is displayed:

[root@ecs-rabbitmq ~]# rabbitmg-plugins enable rabbitmq_management
The following plugins have been enabled:

amgp_client

cowlib

cowboy

rabbitmq_web_dispatch

rabbitmg_management_agent

rabbitmg_management

Applying plugin configuration to rabbit@ecs-rabbitma... started 6 plugins.

Run the following command to create a user:

rabbitmqctl add_user Username password

For example, run the following command:

rabbitmqctl add_user root 123456

Run the following command to set the user as the administrator:
rabbitmqctl set_user_tags Username administrator

For example, run the following command:

rabbitmqctl set_user_tags root administrator

Run the following command to assign all permissions to the user:
rabbitmqctl set_permissions -p / Username'*" '* '*

For example, run the following command:

rabbitmqctl set_permissions -p / root '.*' '*" '*

Run the following command to start RabbitMQ on the backend:
rabbitmg-server -detached

Enter http://£/P:15672 in the address bar to visit RabbitMQ. If the following page
is displayed, RabbitMQ has been installed.
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BRabbit

Login failed

Isername:

Password:

™

Step 10 Enter the username and password of the account created in Step 5 to switch to
the RabbitMQ management page.

- ) User: root | oo o
a | Cluster: rabbit@rabbitl (changg)
RabbitMQ 3.6.9, Erlang.19.3
5]  comnections  Channels  Exchanges  Queues  Admin

Overview

Totals

Queued messages (chart: last minute) (?)
Currently idle

Message rates (chart: last minute) (?)
Currently idle

Global counts (7)

Connections: 0 Channels: 0 Exchanges: 8 Queues: 0 Consumers: 0

Node

Node: rabbit@rabbit1 (More about this node)

File descriptors () | Socket descriptors (7)  Erlang processes Memory Disk space Rates mode | Info  Resetstats DB +/-
22 o 324 56MB 3568 basic Disc 1 (Reset|
1024 available 829 available 1048576 available | 735MB high watermar8MB low watermark —

| Reset stats on all nodes |

--—-End
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1 8 Manually Building a Ghost Blog

Ghost is an open source blog platform based on Node.js and makes writing and
release more convenient. This section walks you through the deployment of a

Ghost blog on an ECS running Ubuntu 16.04.

Installing GCC and g++

1.

Run the following command to install the common development and
compilation tool package:

sudo apt-get install build-essential

Run the following command to install the GNU Compiler Collection (GCC):

apt-get install gcc

Run the following command to query the GCC version:
gcc --version

The following information is displayed:

root@ecs-c47c:~# gcc --version
gcc (Ubuntu 5.4.0-6ubuntu1~16.04.10) 5.4.0 20160609
Copyright (C) 2015 Free Software Foundation, Inc.

Run the following command to install g++:

sudo apt-get install g++

Run the following command to query the g++ version:
g++ --version

The following information is displayed:

root@ecs-c47c:~# g++ --version
g++ (Ubuntu 5.4.0-6ubuntu1~16.04.10) 5.4.0 20160609
Copyright (C) 2015 Free Software Foundation, Inc.

Installing Node.js

1.

Run the following commands to install Node.js:
sudo curl -sL https://deb.nodesource.com/setup_10.x | sudo -E bash -
sudo apt-get install -y nodejs

Run the following commands to query the version of Node.js and Node
Package Manager (npm), respectively:

node -v
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Installing Nginx

npm -v
The following information is displayed:

root@ecs-c47c:~# node -v
v9.11.2

root@ecs-c47c:~# npm -v
5.6.0

Before deploying the Ghost blog, you need to install Nginx on the ECS so that the
ECS can work as an HTTP server. The following operations use Nginx 1.10.0 as an
example.

1.

Run the following commands to install Nginx:
sudo apt-get update

sudo apt-get install nginx

(Optional) Configure the firewall.

Uncomplicated Firewall (UFW) is an iptables interface that simplifies the
firewall configuration. By default, UFW is installed in Ubuntu. Run the
following command to check the firewall status:

sudo ufw status

If you do not want to enable the firewall, skip this step. If you want to enable
the firewall, run the following command:

sudo ufw enable
Verify that the firewall is enabled.

Before testing Nginx, you need to reconfigure the firewall to allow access to
Nginx. Run the following command to automatically register Nginx with UFW:

sudo ufw app list
The following information is displayed:

Available applications:
Nginx Full
Nginx HTTP
Nginx HTTPS

- Nginx Full: Port 80 is enabled to distribute normal and unencrypted web
traffic, and port 443 to handle encrypted TLS/SSL traffic.

- Nginx HTTP: Only port 80 is enabled to distribute normal and
unencrypted web traffic.

- Nginx HTTPS: Only port 443 is enabled to distribute encrypted TLS/SSL
traffic.

Run the following command to ensure that the firewall allows HTTP and
HTTPS connections:

sudo ufw allow 'Nginx Full'
Verify that Nginx can work properly.

Use the domain name or IP address to access Nginx. The Welcome to nginx
page is displayed if Nginx is started normally.

Enter http://Nginx IP address in a browser address bar to visit Nginx. If the
following page is displayed, Nginx has been installed.
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using ngirx.

4. Configure Nginx.

a. Create a configuration file.
vim /etc/nginx/sites-available/ghost.conf

b. Add the following content to the configuration file:
server {

listen 80;

server_name 119.3.xx.xxx.com; #Domain name or /P address

location / {
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header Host  $http_host;
proxy_pass http://127.0.0.1:2368;

}
The reverse proxy has been written. You only need to set the value of
server_name to your own top-level domain name.

¢. Run the following command to create a soft link between the
configuration file to the sites-enabled directory:
sudo Ln -s /etc/nginx/sites-available/ghost.conf /etc/nginx/sites-
enabled/ghost.conf

d. Restart Nginx.

sudo service nginx restart

Creating a User

Performing operations as user root is not recommended by Ghost. Therefore, you
need to create a new user and grant permissions to it.

1. Run the following commands to create a user:
adduser <user>
The following information is displayed:

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

2. Run the following command to add the newly created user to the user group:
usermod -aG sudo <user>
The following information is displayed:

Changing the user information for sxm

Enter the new value, or press ENTER for the default
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:
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3.

Other []:
Is the information correct? [Y/n]

Run the following command to switch to the created user:
su - <user>

Installing MySQL

MySQL is an open-source database management system, which is usually installed
as a part of the popular LAMP (Linux, Apache, MySQL, and PHP/Python/Perl)
stack. MySQL uses relational databases and the structured query language (SQL)
to manage data.

1.

Install MySQL.
- Run the following command to update the software package:
sudo apt-get update

- Run the following command to install the mysql-server software
package (during the installation, you will be asked to set the password of
user root):

sudo apt-get install mysql-server
Configure MySQL.

Run the following command and perform operations as prompted to harden
MySQL:

mysql_secure_installation
Securing the MySQL server deployment.

Enter password for user root:  #Enter the obtained password of user root.
The existing password for the user account root has expired. Please set a new password.

New password: #Enter the new password.

Re-enter new password: #Enter the new password again.

The 'validate_password' plugin is installed on the server.

The subsequent steps will run with the existing configuration of the plugin.
Using existing password for root.

Estimated strength of the password: 100
Change the password for root ? ((Press y|Y for Yes, any other key for No) : N #Asks you whether to
change the password of user root. Press n.

... skipping.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
remove anonymous users. Press y.
Success.

Normally, root should only be allowed to connect from 'localhost'. This ensures that someone cannot
guess at the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
forbid remote login of user root. Press y.
Success.

By default, MySQL comes with a database named 'test' that anyone can access. This is also intended
only for testing, and should be removed before moving into a production environment.
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Remove test database and access to it? (Press y|Y for Yes, any other key for No) : Y #Asks you
whether to delete the test database and cancel access permissions to it. Press y.

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y #Asks you whether to
reload privilege tables. Press y.
Success.

All done!
3. Test MySQL.
Run the following command to check the MySQL status:
systemctl status mysql.service
If MySQL is in normal status, the following information is displayed:

e mysql.service - MySQL Community Server
Loaded: loaded (/lib/systemd/system/mysql.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2019-01-07 10:57:27 CST; 2min 42s ago
Main PID: 26065 (mysqld)
CGroup: /system.slice/mysql.service
L6065 /usr/sbin/mysqld

4. To avoid garbled characters in the database, run the following command to
set the MySQL code:

sudo vi /etc/my.cnf

Copy and paste the following content:

[client]
default-character-set=utf8
[mysql]
default-character-set=utf8
[mysqld]
character-set-server=utf8
collation-server=utf8_general_ci

Save the modification and exit. Then, run the following command to restart
MySQL:

sudo /usr/sbin/service mysql restart
5. Create a Ghost database.

Log in to MySQL as user root, create a database named ghost, and verify
that the database is successfully created.

mysql -u root -p;

mysql> create database ghost;
mysql> show databases;
mysql> exit

Installing and Configuring Ghost

Ghost-CLI has been added to Ghost v1.0.0 and later versions. You can directly
install and configure Ghost-CLI.

1. Run the following command to install Ghost-CLI:
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sudo npm i -g ghost-cli
2. Create a folder named ghost under /var/fwww/.
sudo mkdir -p /var/www/ghost

NOTICE

If ghost is created under /root, Ghost cannot work properly.

3.  Run the following command to grant the user permissions on ghost:
sudo chown [user]:[user] /var/www/ghost

(10 NOTE

[user] is the newly created user.
4. Run the following command to switch to the created folder:
cd /var/www/ghost/
5. Run the following command to install Ghost using Ghost-CLI: ghost install

(11 NOTE

If a message is displayed indicating that the node version does not match, obtain the
required version on the official website of Node.js and reinstall Ghost.

https://nodejs.org/en/download/
6. Configure Ghost.

If ghost install is successfully executed in the /var/www/ghost/ directory,
you need to configure some items.

t v1.0.0-alpha.21

Enter your blog URL:

Enter your MyS(L hostnome:

Enter your MyS0L username: o
Enter your MyS0L password: **®*%%*
Enter your Ghost dotabose name:

Configuration the items as required. If you need to modify the configuration
later, run the following command to modify the configuration file:

vi config.production.json

After the modification, the configuration is the same as that in the production
environment. The following figure is for reference only.
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Verifying Blog Access

If Ghost is successfully installed, you can access the Ghost blog using the domain
name.

Ghost

T
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Manually Deploying Node.js
(CentOS 7.2)

Overview

Prerequisites

Procedure

Step 1

The best practices for HUAWEI CLOUD ECS guide you through the manual
deployment of Node.js on a Linux ECS.

Node.js is a JavaScript running environment based on the Google Chrome V8
engine. It enables simple deployment of network applications that feature fast
response and easy-to-expand. Based on the event-driven and non-blocking 1/O
model, Node.js is lightweight and efficient. It is ideal for running data-intensive
real-time applications on distributed devices.

For more information about Node.js, see https://nodejs.org.

This section uses CentOS 7.2 64bit (40 GB) and Node.js installation packages
node-v10.14.1-linux-x64.tar and node-v10.14.2-linux-x64.tar as an example to
describe how to deploy Node.js.

e A Linux ECS is available. For details, see Purchasing an ECS.

e The target ECS has an EIP bound. For instructions about how to bind an EIP to
an ECS, see Assigning an EIP and Binding It to an ECS.

e A tool (for example, PuUTTY) for accessing the Linux ECS has been installed on
the local computer.

Install the Node.js software packages.
e  Using the binary file
Log in to the ECS.
b. Run the following command to download a Node.js installation package:
wget https://nodejs.org/dist/v10.14.1/node-v10.14.1-linux-x64.tar.xz
C. Run the following command to decompress the file:
tar xvJf node-v10.14.1-linux-x64.tar.xz

Issue 01 (2020-08-31) Copyright © Huawei Technologies Co., Ltd. 156


https://nodejs.org
https://support.huaweicloud.com/en-us/qs-ecs/en-us_topic_0092494193.html
https://support.huaweicloud.com/en-us/usermanual-vpc/en-us_topic_0013748738.html
https://www.chiark.greenend.org.uk/~sgtatham/putty/

Elastic Cloud Server
Best Practices

19 Manually Deploying Node.js (CentOS 7.2)

Run the following commands in any directory to set up a soft connection
for node and NPM, respectively:

ln -s /root/node-v10.14.1-linux-x64/bin/node /usr/local/bin/node
ln -s /root/node-v10.14.1-linux-x64/bin/npm /usr/local/bin/npm
Run the following commands to check the node and NPM versions:
node -v

npm -v

Using the NVM version manager

a.

Log in to the ECS.
Run the following command to install git:
yum install git

Run the following command to copy the source code to the local ~/.nvm
directory using git and check the version:

git clone https://github.com/cnpm/nvm.git ~/.nvm && cd ~/.nvm &&
git checkout “git describe --abbrev=0 --tags’

Run the following command to activate NVM and add it to the profile
file:

echo ". ~/.nvm/nvm.sh" >> /etc/profile

Run the following command for the environment variables to take effect:
source /etc/profile

Run the following command to list available Node.js versions:

nvm ls-remote

Run the following command to install multiple Node.js versions:

nvm install v10.14.1

nvm install v10.14.2

Run the following command to view the installed versions:

nvm ls

Run the following command to switch the Node.js version to V10.14.2:
nvm use v10.14.2

{11 NOTE

®  Run the nvm alias default v10.14.2 command to set the default version to
10.14.2.

®  Run the nvm help command to obtain more information about NVM.

Step 2 Verify the deployment.

1.

Run the following command to switch to the home directory:

cd

Run the following command to create a test.js project file:

touch test.js
Use VIM to edit the test.js file.

a.

Run the following command to install the VIM editor:

Issue 01 (2020-08-31)

Copyright © Huawei Technologies Co., Ltd. 157



Elastic Cloud Server
Best Practices

19 Manually Deploying Node.js (CentOS 7.2)

yum install vim

Run the following command to open the test.js file:
vim test.js

Press i to enter editing mode.

Modify the file as follows:

const http = require(‘http');

const hostname = '0.0.0.0;

const port = 3000;

const server = http.createServer((req, res) => {
res.statusCode = 200;
res.setHeader('Content-Type', 'text/plain');
res.end('Hello World\n');

X

server.listen(port, hostname, () => {
console.log("Server running at http://${hostname}:${port}/");

X

The port number can be customized.

Press Esc to exit the editing mode. Then, enter :wq to save the settings
and exit the file.

4. Run the following command to view enabled port:

netstat -Intp

If the port is unavailable, log in to the ECS console and change the security
group rule. For details, see Adding a Security Group Rule.

5. Add exception ports in the firewall configuration.

a.

For example, to add port 3000, run the following command:
firewall-cmd --zone=public --add-port=3000/tcp --permanent

If the following information is displayed, the firewall is disabled. Then, go
to step Step 2.6.

[root@ecs-centos7 ~]# firewall-cmd --zone=public --add-port=3000/tcp --permanent
FirewallD is not running

If the following information is displayed, the firewall is enabled, and the

exception port has been added:
[root@ecs-centos7 ~]# firewall-cmd --zone=public --add-port=3000/tcp --permanent
success

Reload the policy configuration for the new configuration to take effect.
firewall-cmd --reload

Run the following command to view all enabled ports:

firewall-cmd --list-ports

[root@ecs-centos7 ~]# firewall-cmd --list-ports
300/tcp

6. Run the following command to run the project:

node ~/test.js

7. Enter http://E/P:3000 in the address bar to visit Node.js. If the following page
is displayed, Node.js has been deployed.
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Figure 19-1 Deployment and testing

a http: s/ 3000f PO~

Hello World

--—-End
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Setting Up Master-Slave Replication
on PostgreSQL

What Is PostgreSQL?

PostgreSQL is an open source object relational DBMS (ORDBMS) with an
emphasis on extensibility and standards compliance. It applies to business-
oriented online transaction processing (OLTP) scenarios as well as supports NoSQL
(JSON, XML, or hstore) and geographic information system (GIS) data types. It has
won a good reputation in reliability and data integrity, and applies widely to
Internet websites, location-based applications, and complex data object
processing.

This section helps you use HUAWEI CLOUD ECSs to set up PostgreSQL.

Preparations
e Create two ECSs.
e Configure a security group rule for the ECSs to allow port 5432.

(10 NOTE

The ECS in this section uses CentOS 7.6 64bit as OS.
The version of the PostgreSQL in this section is PostgreSQL 11.2.

Configuring the Master Node

1. Run the following commands in sequence to install PostgreSQL on the master
node:

# yum update -y

# yum install https://download.postgresql.org/pub/repos/yum/reporpms/
EL-7-x86_64/pgdg-redhat-repo-latest.noarch.rpm

# yum install postgresql11-server

# yum install postgresqli1

# [usr/pgsql-11/bin/postgresql-11-setup initdb
# systemctl enable postgresql-11

# systemctl start postgresql-11
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Run the following command to switch to the default user postgres:

# su - postgres

Run the following command to enter the database:

# psql

Run the following command to create an account and assign permissions to
it:

create role Username login replication encrypted password 'Password

(1] NOTE

The password in the preceding command must be enclosed in single quotation marks.

Assume the username is dbar and the password is dbar_password, run the
following command:

create role dbar login replication encrypted password 'dbar_password'

Run the following command to open configuration file /var/lib/pgsql/11/
data/pg_hba.conf:

# vim /var/lib/pgsql/11/data/pg_hba.conf

Add the following content to the file:

host all all 192.168.1.0/24 md5 #Allows MD5 password authentication in the VPC network segment.
host replication dbar IP address of the slave database/24 md5 #Enables data from the master
database to be replicated to the slave database.

Run the following command to open file /var/lib/pgsql/11/data/
postgresql.conf:

# vim postgresql.conf

Add the following content to the file:

wal_level = hot_standby

max_wal_senders= 6

wal_sender_timeout = 60s

max_connections = 512 #The max_connections value of the slave database must be greater than that
of the master database.

archive_command= 'cp %p /var/lib/pgsql/11/data/archivelog/%f'

wal_keep_segments=10240

archive_mode = on

listen_addresses= xxx.xx.xx.xx #Listens to the actual local IP address.

Run the following command to restart PostgreSQL:
# systemctl restart postgresql-11

Configuring the Slave Node

1.

Run the following commands in sequence to install PostgreSQL on the slave
node:

# yum update -y

# yum install https://download.postgresql.org/pub/repos/yum/reporpms/
EL-7-x86_64/pgdg-redhat-repo-latest.noarch.rpm

# yum install postgresql11-server
# yum install postgresql11

Run the following commands to copy the configuration file from the master
node:

# pg_basebackup -h /P address of the master node -U dbar -D [var/lib/
pgsql/11/data -X stream -P
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# cp /usr/pgsql-11/share/recovery.conf.sample /var/lib/pgsql/11/data/
recovery.conf

/pgsql/11/data -h

Run the following command to modify the recovery.conf file:

# vim recovery.conf

standby_mode = on # This node is used as the slave database.

primary_conninfo = 'host=/P address of the master node port=5432 user=dbar
password=dbar_password #Do not enclose the password in single quotation marks.
trigger_file = '/var/lib/pgsql/11/data/triggerkenyon' #Trigger file for master/slave switchover
recovery_target_timeline = 'latest’

restore_command = 'cp /var/lib/pgsql/11/data/archivelog/%f %p'

archive_cleanup_command = 'pg_archivecleanup /var/lib/pgsqgl/11/data/archivelog %r"' #Clear
outdated archives.

Run the following command to modify the postgresql.conf file:

# chown -R postgres.postgres /var/lib/pgsql/11/data

Add the following content to the /var/lib/pgsql/11/data/postgresql.conf file.
listen_addresses= xxx.xx.xx.xx

max_connections = 600

Run the following commands to start PostgreSQL and enable PostgreSQL to
automatically start upon ECS startup:

#systemctl enable postgresql-11
#systemctl start postgresql-11

Verifying Master-Slave Replication

1.

Run the following command to check whether process sender runs on the
master node:

# ps aux |grep sender

0:00 postgres: walsender test {53052} streaming /3000148

Run the following command to check whether process receiver runs on the
slave node:

# ps aux | grep receiver

28:19 0:80 postgres: walreceive

Run the following commands to check whether the status of the slave
database can be viewed from the master database:

# su - postgres
-bash-4.2# psql
replication=# select * from pg_stat_replication;

Create a database from the master database and check whether the newly
created database is synchronized to the slave database.
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a. Run the following commands to create a database from the master
database:

postgres=# create database testdb;
postgres=# \l

b. Run the following command to check whether the newly created
database is synchronized to the slave database.

postgres=# \l
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Manually Installing a BT Panel
(CentOS 7.2)

Overview

The best practices for HUAWEI CLOUD ECS guide you through the manual
installation of a BT panel on Linux ECSs. BT panel is easy-to-use, powerful, and
free-of-charge server management software that supports Linux and Windows. It
allows you to configure LAMP, LNMP, websites, databases, FTP, and SSL with few
clicks and easily manage ECSs through a web client. This section uses CentOS 7.2
64bit as an example to describe how to install BT panel 6.9.

To manually install a BT panel on the Linux ECS, perform the following steps:

1. Install the BT panel.
2. Log in to the BT panel.

Prerequisites

e ECS OS and specifications:

A minimum of 512 MB memory is required, but 768 MB or above is
recommended. A BT panel occupies about 60 MB of the total.

A minimum of 100 MB disk space is required. A BT panel occupies about
20 MB of the total.

BT panel Linux 6.0 was developed based on CentOS 7, so CentOS 7.x is
strongly recommended.

The OS has no Apache, Nginx, PHP, or MySQL installed.

e The rule listed in the following table has been added to the security group to
which the target ECS belongs. For details, see Adding a Security Group Rule.

Table 21-1 Security group rule

Direction Protocol/ Port/Range Source
Application
Inbound TCP 8888 0.0.0.0/0
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Procedure

Step 1 Install the BT panel.

1.
2.

Step 2 Log
1.

Log in to the target ECS.
Run the following command to download and install the BT panel:

yum install -y wget && wget -O install.sh http://download.bt.cn/install/
install_6.0.sh && sh install.sh

When information similar to the following is displayed, enter y:

Do you want to install Bt-Panel to the /www directory now?(y/n): y

After the installation is displayed, information similar to the following is
displayed:

Congratulations! Installed successfully!

Bt-Panel: http://114.115.xxx.xx:8888/46722528

username: ut22gsvp

password: Fkkkkkkk

Warning:

If you cannot access the panel,

release the following port (8888|888|80[443|20|21) in the security group

Time consumed: 2 Minute!

L1 NOTE
Record the values of Bt-Panel, username, and password in the command output.

in to the BT panel.

In the address bar of your browser, enter the address following parameter Bt-
Panel, for example, http://114.115.xxx.xx:8888/46722528.

Enter the username and password you recorded.

Install desired suites and deploy websites using the BT panel based on service
requirements.

--—-End
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2 2 Accessing OBS over Intranet

22.1 Overview

Scenario Introduction

An enterprise runs basic services on Elastic Cloud Servers (ECSs), but storage
capacity of hard disks becomes insufficient for storing a large number of images
and videos. After learning that HUAWEI CLOUD provides OBS, an elastic cloud
storage service for massive amounts of data, the enterprise determined to use
OBS as the data storage resource pool to reduce the burden on local servers.

From ECSs, you can access OBS over the internet or HUAWEI CLOUD intranet.
However, for access over the internet, the network response speed is subject to the
network conditions, and you need to pay for data access over the internet. To
maximize performance and reduce costs, enterprise administrators want to access
OBS over the intranet.

(11 NOTE

When accessing OBS over the intranet, ensure that the OBS resources to be accessed are in
the region where the ECS resides. If the OBS resources reside in a different region, access is
supported only over the Internet.

Solution

Configure intranet DNS on the established ECS. The intranet DNS resolves the OBS
domain name so that the ECS can access OBS through the intranet. Figure 22-1
shows the access process.
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Figure 22-1 Accessing OBS through the intranet

HUAWEI CLOUD

VPC
i 1. RequestforOBS doman |
! name resolution.
- (ONsR —
2. Return resolution result.
Bugate network Subnet Intemet DNS

3. Access OBS

Table 22-1 describes the services in the figure.

Table 22-1 Service description

Service

Description

Virtual Private Cloud
(VPQ)

VPC enables users to create an isolated virtual network
environment defined and managed by themselves,
improving security of resources in the cloud and
simplifying network deployment.

A subnet is a network that provides IP address
management and DNS services for the ECS in a VPC. IP

addresses of an ECS must be in the same subnet of the
ECS.

Domain Name
Service (DNS)

Intranet DNS is provided for resolving intranet domain
names and OBS domain names. This simplifies the
domain name resolution process and reduces costs on
data transfer over the internet.

e For Windows ECSs, you are advised to use OBS Browser+ to access OBS over
intranet. For details, see:

Accessing OBS over Intranet by Using OBS Browser+ on a Windows ECS

e  For Linux ECSs, you are advised to use obsutil to access OBS over intranet. For

details, see:

Accessing OBS over Intranet by Using obsutil on a Linux ECS
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When accessing OBS through the intranet from your ECSs, you can read, back up,

and archive data without affecting the internet bandwidth.

22.2 Accessing OBS over Intranet by Using OBS Browser

+ on a Windows ECS

OBS Browser+ is a graphical interface tool applicable to object-based storage
services. You can configure the intranet DNS server address to access OBS over
intranet on a HUAWEI CLOUD Windows ECS. The process and procedure are

described as follows.

Process

Figure 22-2 The process of accessing OBS over intranet by using OBS Browser+ on

a Windows ECS

Start

Log in to @ Windows ECS.

Check whether
the intranet DNS

Configure the intranet DNS.

Download OBS Browser+.

Log in to OBS Browser+.

Use OBS Browser+.

End

Yes
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Procedure

Step 1

Step 2

Step 3

Log In to the Windows ECS.

Log in to HUAWEI CLOUD and click Console.
2. On the home page of the console, choose Computing > Elastic Cloud Server.
3. Select an ECS and log in to it.
A Windows ECS can be logged in using either VNC or MSTSC. For details, see
Logging In to an ECS.
Check whether the intranet DNS is configured on the Windows ECS.

On the Windows ECS, you can view the current DNS configuration by using the
graphical user interface (GUI) or command line interface (CLI). This section uses
the CLI as an example to describe how to view the DNS configuration.

1. After logging in to the ECS, open the CLI.

2. Run the ipconfig /all command to check whether DNS server is at the
intranet DNS address of the region where the current ECS resides.
(1] NOTE

HUAWEI CLOUD provides different private DNS server addresses for different regions.
For details, see What Are the Private DNS Server Addresses Provided by the DNS
Service?

- If no, go to Step 3.
- If yes, go to Step 4.

Configure the Intranet DNS.

Change the DNS server address of the ECS to the intranet DNS provided by
HUAWEI CLOUD. You can change the DNS address of the VPC subnet or modify
the local DNS configuration to achieve this.

e Methods 1: Changing the DNS server address of the VPC subnet

Locate the VPC where the ECS resides and change the DNS server address of
the VPC subnet the intranet DNS address. In this manner, ECSs in the VPC can
use the intranet DNS for resolution and thereby you can access OBS on
HUAWEI CLOUD intranet. For details, see Modifying a Subnet.

(10 NOTE

The intranet DNS server address must be selected based on the region where the ECS
resides. For details, see What Are the Private DNS Server Addresses Provided by the
DNS Service?

e Method 2: Modifying the local DNS configuration

The intranet DNS configured in this method becomes invalid once the ECS is
restarted. Therefore, you need to reconfigure the intranet DNS after each
restart of the ECS. This section uses configuration through CLI as an example
to describe how to modify the DNS configuration locally.

Open the CLI.

2. Run the following command to configure the IP address of the primary DNS

server:
netsh interface ip set dns name="_Local connection" source=static addr= /ntranet DNS server
address register=primary
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(11 NOTE

- Local connection: NIC name. You need to modify the name according to the
actual NIC.

- Intranet DNS server address: Select the intranet DNS server address based on the
region where the ECS resides. For details, see What Are the Private DNS Server
Addresses Provided by the DNS Service?

3. (Optional) Run the following command to configure the IP address of the
backup DNS server:

netsh interface ip add dns name="Local connection" addr= Alternative DNS server address index=2

(11 NOTE

- Local connection: NIC name. Use the actual NIC name when configuring the local
DNS.

- Alternative DNS server address: The DNS server is used when the primary DNS
server is faulty, unavailable, or cannot resolve the requested domain name.
Therefore, you can set this parameter to the IP address of the HUAWEI CLOUD
intranet DNS server. (You need to select the intranet DNS server address based on
the region where the ECS resides. For details, see What Are the Private DNS
Server Addresses Provided by the DNS Service?) You can also set this parameter
to the IP address of a public DNS server.

Step 4 Download OBS Browser+.

Step 5

Step 6

For details, see Downloading OBS Browser+.
Log in to OBS Browser+.

OBS Browser+ uses the public network to access OBS by default. Therefore, when
you log in to OBS Browser+ to add an account, set Service and Server Address as
follows:

e Service: Select Other object storage services.

e Server Address: Enter the OBS domain name in the region where your ECS
resides and the port number. The HTTPS port number is 443 and the HTTP
port number is 80. The HTTPS server is used by default. If you want to use the

HTTP server, click E in the upper right corner of OBS Browser+ and click
System Configuration. In the System Configuration dialog box that is
displayed, deselect Enable HTTPS.

Example: obs.cn-south-1.myhuaweicloud.com:443
Example: obs.ap-southeast-1.myhuaweicloud.com:443

L] NOTE
For details about OBS regions and endpoints, see Regions and Endpoints.
Start to use OBS Browser+.

After logging in to OBS Browser+, you can access OBS over HUAWEI CLOUD
intranet on the Windows ECS to perform basic data access operations and other
advanced settings.

For details, see the following topics:

e Uploading a File or Folder
e Downloading a File or Folder
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For details, see OBS Browser+ Tools Guide.

--—-End

22.3 Accessing OBS over Intranet by Using obsutil on a
Linux ECS

obsutil is a command line tool applicable to Windows and Mac operating systems.
You can configure the intranet DNS server address to access OBS over intranet on
a HUAWEI CLOUD Linux ECS. The process and procedure are described as follows.

Process

Figure 22-3 The process of accessing OBS over intranet by using OBS Browser on
a Linux ECS

Start

l

Login to the Linux ECS.

Check whether the
intranet DNS is configured —_
on the Linux ECS.

Yes
Configure the Intranet DNS.

Download obsutil. -

Configure obsutil.

End
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Procedure

Step 1 Log In to the Linux ECS.

Log in to HUAWEI CLOUD and click Console.

On the home page of the console, choose Computing > Elastic Cloud Server.
Select an ECS and log in to the ECS.

The login mode is set during the Linux EC creation.

For details about how to log in to the ECS, see Logging In to an ECS.

Step 2 Check whether the intranet DNS is configured on the Linux ECS.

Log in to the Linux ECS and open the CLI.

Run the cat /etc/resolv.conf command to check whether the IP address after
nameserver in the first line is the intranet DNS address of the region where
the current ECS resides.

(10 NOTE

HUAWEI CLOUD provides different private DNS server addresses for different regions.
For details, see What Are the Private DNS Server Addresses Provided by the DNS
Service?

- If no, go to Step 3.
- If yes, go to Step 4.

Step 3 Configure the Intranet DNS.

Change the DNS server address of the ECS to the intranet DNS provided by
HUAWEI CLOUD. You can change the DNS address of the VPC subnet or modify
the local DNS configuration to achieve this.

Methods 1: Changing the DNS server address of the VPC subnet

Locate the VPC where the ECS resides and change the DNS server address of
the VPC subnet the intranet DNS address. In this manner, ECSs in the VPC can
use the intranet DNS for resolution and thereby you can access OBS on
HUAWEI CLOUD intranet. For details, see Modifying a Subnet.

(10 NOTE

The intranet DNS server address must be selected based on the region where the ECS
resides. For details, see What Are the Private DNS Server Addresses Provided by the
DNS Service?

Method 2: Modifying the local DNS configuration

The following uses an ECS running 64-bit CentOS 6.x as an example to
describe how to modify the local DNS configuration.

Open the CLI.

Run the following command to open the /etc/resolv.conf file:
vi /etc/resolv.conf

c. Pressi to enter the editing mode. In the /etc/resolv.conf file, add the
intranet DNS server address before the existing DNS server address in the

following format:
nameserver /ntranet DNS server address
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{11 NOTE

®  The intranet DNS server address must be selected based on the region where
the ECS resides. For details, see What Are the Private DNS Server Addresses
Provided by the DNS Service?

®  The IP address of the new DNS server must come before all existing DNS IP
addresses.

® DNS servers are selected in the sequence of nameserver. A new DNS server is
selected only when the previous DNS server is faulty, unavailable, or cannot
resolve the requested domain name. Therefore, if you want to switch to the
public network access mode, you need to change the first line of the DNS
address to a public DNS server address or add a public DNS server address
before the existing DNS server address.

d. Press ESC and enter :wq! to save the settings and close the file.

{11 NOTE

The modified DNS server address takes effect immediately after you save the
modification to the /etc/resolv.conf file.

Step 4 Download obsutil.

For details about the latest version of obsutil and download link, see
Downloading obsutil.

Step 5 Configure obsutil.

Before using obsutil, you need to configure the interconnection between obsutil
and OBS. Parameters include OBS endpoints and access keys (AK and SK).

For details, see Performing Initial Configuration in the tool guide of obsutil.

(11 NOTE

The OBS endpoint needs to be entered according to the region where the ECS resides.
For details about OBS regions and endpoints, see Regions and Endpoints.

Step 6 Use obsutil.

After obsutil is successfully configured, you can access OBS over HUAWEI CLOUD
intranet on the Linux ECS to perform basic data access operations and other
advanced settings.

For details, see the following topics:

e Uploading an Object
e Downloading an Object

For details, see OBS Tools Guide (obsutil).
----End
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