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Best Practices of Connecting to General-
purpose Cloud Phones

1.1 Buying a Server for General-purpose Cloud Phones

Procedure

Log in to the management console.
On the Service List page, choose Compute > Cloud Phone.

3. In the navigation pane on the left, choose Servers. In the upper right corner,
click Buy Server.

4. Complete the basic configuration as prompted.

Table 1-1 Parameter description

Parameter Description Example Value

Billing Mode | Servers are billed only yearly/ Yearly/Monthly
monthly.

Region Cloud phones in different CN East-Shanghai1

regions cannot communicate
with each other over an
intranet. For lower network
latency and quicker resource
access, select the nearest region.

After a server is purchases, its
region cannot be changed.
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Parameter

Description

Example Value

AZ

An AZ is a part of a region with
its own independent power
supplies and networks. AZs are
physically isolated but can
communicate through an
internal network.

e |f you require high
availability, buy servers in
difference AZs.

e If you require low network
latency, buy servers in the
same AZ.

AZ1

Server Type

Two options are available:
Cloud phone server and Cloud
mobile gaming server. For
details, see Specifications.

Cloud phone server
physical.rx1.xlarge

Instance
Specifications

Set this parameter as required.

rx1.cp.c60.d10.e1v1

can be purchased at a time.

e The required duration ranges
from 1 month to 3 years.

Phone Image | Only the Android OS is AOSP7.1.1
supported.
Quantity e A maximum of 10 servers Quantity: 1

Required duration: 6
months

Click Next: Configure Network to configure the network as prompted.

Network customization has been available in the CN Southwest-Guiyang1
region. You are advised to use this function.

physical.rx1 servers do not support network customization. Table 1-3 shows
their system-defined network configuration.

(10 NOTE

Cloud phone network can be configured in the following two ways:

e Custom network: You can reuse the existing VPCs to manage cloud phone servers
and reuse resources such as the shared bandwidth that you have purchased. This
function is only available in the Southwest-Guiyang1 region.

e Default network: The system automatically creates VPCs and configures
bandwidths for your cloud phone servers. The existing VPCs and bandwidths
cannot be reused.
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Table 1-2 Custom network configuration

Parameter

Description

Example Value

Networking

Set Network by selecting an available
VPC and subnet from the drop-down
list and specifying a private IP address
assignment mode.

Cloud phones use networks provided
by a VPC, including subnets and
security groups. Select an existing VPC
or create one.

None

Security
Group
Authorization

A cph_admin_trust agency will be
created for you. This agency has the
VPC FullAccess permission.

To authorize the Cloud Phone service
to create an agency for you, ensure
that your login user has the Security
Administrator permission or the fine-
grained permission
iam:agencies:createAgency for
creating agencies.

For more information, see Permission
Management.

The Cloud Phone service will use the
agency to perform the following
operations:

e (Create an elastic NIC, EIP, and
virtual IP address for a general-
purpose or gaming cloud phone.

e Create a default security group for
the general-purpose or gaming
cloud phone server and set the port
range for the security group. The
port range will be mapped to that
of each cloud phone so that the
instance can open application access
ports.

NOTE
By default, if an ECS and cloud phone
are in the same VPC, the ECS cannot
access the cloud phone through ports 1
to 9999. If you want to allow such
access, add a security group rule with a
higher priority by following the
instructions provided in What Are the
Security Group Authorization Rules
for Cloud Phones Using Custom
Networks?

None

EIP

e Auto assign: Buy a new EIP for the
cloud phone.

Buy now
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Parameter

Description

Example Value

Line

e Static BGP offers routing control
and protects against route flapping,
but cannot choose an optimal path
in real time when a network
connection fails.

e Dynamic BGP provides automatic
failover and chooses the optimal
path when a network connection
fails.

Dynamic BGP

Bandwidth

e Dedicated: You will be charged
based on the total traffic you
generate.

e Shared: The bandwidth can be
shared by multiple EIPs.

Shared

Bandwidth
Size

Supported range: 1 Mbits/s to 2000
Mbit/s

300 Mbit/s

Bandwidth
Name

If you set Bandwidth to Shared, select
an existing shared bandwidth name
from the drop-down list.

bandwidth-001

Table 1-3 Default network configuration

Parameter

Description

Example Value

Bandwidth
Type

e Dedicated: Specifies the bandwidth
used exclusively by each purchased
server. Dedicated bandwidth is
required for transmitting heavy data
traffic.

e Shared: Specifies the bandwidth
shared by multiple servers of a user.
Shared bandwidth can help reduce
the cost of public network
bandwidth. It is suitable for services
where traffic peaks tend to be
staggered.

Shared

Method

The method can be Using existing or
Create Shared Bandwidth. If you use a
shared bandwidth for the first time,
select Create Shared Bandwidth.

Create Shared
Bandwidth

Issue 04 (2021-09-01)
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Parameter

Description

Example Value

Billed By

The dedicated bandwidth is billed only
by traffic, and the shared bandwidth is
billed only by bandwidth.

e Traffic: You specify a maximum
bandwidth and pay for the total
traffic you generate.

e Bandwidth: You are charged based
on the bandwidth size and usage
duration. This price is not included in
the price of a server.

Bandwidth

Bandwidth

Specifies the maximum bandwidth,
which is fixed at 300 Mbit/s.

300 Mbit/s

Bandwidth
Name

e |If you set Method to Using existing,
select an existing shared bandwidth
name from the drop-down list. The
number of associated servers is
displayed on the existing shared
bandwidth, so you can choose the
right one as needed.

e |f you set Method to Create Shared
Bandwidth, enter the shared
bandwidth name in the text box.

whole-
bandwidth-xxxx

Bandwidth
Size

This parameter is mandatory when you
set Method to Create Shared
Bandwidth.

The larger the bandwidth, the higher
the price. Set this parameter based on
your service requirements.

5 Mbit/s

(10 NOTE

The default network (VPC and bandwidth) configured in this step is used only by the
Cloud Phone servers. The network details are not displayed on the Network Console.

6. Click Next: Configure Advanced Settings. Complete the advanced
configuration as prompted.
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Table 1-4 Parameter description

Parameter

Description

Example
Value

Name

Specifies the name for the server and the
cloud phones that are virtualized from the
server. The name must be unique.

Naming rule: The system automatically
adds a hyphen followed by a one-digit
incremental number to the end of each
server name. For the names of the cloud
phones that are virtualized from the server,
the system automatically adds a 5-digit
number suffix in the ascending order.

For example, if you purchased a server for
virtualizing 60 cloud phones and entered
CPH for Name, the server name is CPH-1,
and the cloud phone names range from
CPH-1-00001 to CPH-1-00060.

CPH

Key Pair

A key pair is used for remote login
authentication.

e |f you have created a key pair and stored
the private key file (in .pem format)
locally, you can select it from the drop-
down list.

e |f no key pair has been created, you can
click Create Key Pair to create a key
pair. Go back to the Configure
Advanced Settings page, refresh the
drop-down list, and select the created
key pair.

The private key is used for identity
authentication during remote login. For
security purposes, the private key file
(in .pem format) can be downloaded
only once. Keep it secure. For more
information about key pairs, see
Creating a Key Pair.

KeyPair-
test

VNC Login

After this function is enabled, you can log in
to your cloud phone using VNC.

NOTE
Cloud phones of certain specifications do not
support this function. For details about the cloud
phones that support this function, see What Are
the Cloud Phone Specifications that Support
VNC Login?

N/A
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Parameter Description Example
Value

Application This parameter is available when you select | key

Port Application Port for Advanced Settings. 10001
Select this parameter when your cloud
phones need to provide services for external | PO Not
systems. select it.
e Application name: The name can

contain letters. However, the values ADB
and VNC in uppercase, lowercase, or
mixed case are not allowed.

e Port number: Ports from 0 to 65535 are
supported.

e Internet access

If this option is selected, the cloud
phone application port can be
accessed over the Internet without
authentication. That is, the cloud
phone port and the server port are
exposed to the Internet.

If this option is not selected, the cloud
phone can be accessed only over the
Intranet.

CAUTION

Ensure that security control has been
performed before you select Internet
access.

The Cloud Phone service does not perform
security check for the ports you
configured for Internet access.

7. Click Next: Confirm to check the order.
- If the information is correct, click Buy Now.

- To modify the configuration, click Previous.

8. Complete the payment as prompted.

After the payment, it takes the system about 20 to 30 minutes to

automatically create cloud phones.

The cloud phones are available when their statuses change to Running.

1.2 Connecting to a Cloud Phone and Obtaining Its

Screens

Airtest is a cross-platform Ul automation compiler. Due to the shortcomings of the
VNC protocol, such as high bandwidth requirements and great performance
deterioration, Monbox-based cloud phones do not support VNC access. It is
recommended that you use Airtest to quickly obtain the cloud phone screens.
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Prerequisites

e You have purchased a Cloud Phone server and logged in a cloud phone using
ADB. For details, see Buying a Cloud Phone.

e Airtest has been installed on the local PC.

L1 NOTE
Log in to the Airtest official website at https://airtest.netease.com/, and download
the required version, and install it.

e The command-line interface (CLI) for the ADB connection has been closed,
and the SSH tunnel has been successfully established.

Procedure

1. On the Airtest home page, click refresh ADB.
The connected mobile phones are displayed.

Figure 1-1 Airtest home page
- | =]

Airtest Assistant Script Editor Devices

W Mobile Phone Connection

Serial NO. ADB Status

text

keyevent
restart ADB

snapshot Log Viewer ¥ ® remote co ction

Poco Assistant

Stop Q & ¥ Windows App Connection
Select Window Search Window

W 10 App Connection

Please connect your i0S device .

2. If the cloud phone you want to connect to is not displayed, select remote
connection and enter the ADB command for connecting to the target cloud
phone, as shown in Figure 1-2.

adb connect 127.0.0.1: 7234
7234 is the local idle port used for establishing the SSH tunnel.

Figure 1-2 remote connection
refresh ADB restart ADB

© remote connection

adb connect 127.0.0.1:123 Connect
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Click Connect on the right. The cloud phone to be connected will be displayed
in the mobile phone list.

/\ CAUTION

Ensure that the CLI for the ADB connection is closed. Otherwise, the
connection fails. In addition, ensure that the SSH tunnel is successfully
established. Otherwise, ADB Status will be offline even if the cloud phone
has been identified. As a result, the cloud phone screens cannot be obtained.

3. In the list of identified mobile phones, click Connect on the right of the target

cloud phone to obtain its screens.

Figure 1-3 Mobile Phone Connection

¥ Mobile Phone Connection

Sarial MO

Airtest Assistant

# touch
O wait

® swipe

Poco Assistant

Stop

Selenium Window

& start_web

# touch

rﬁ airtest_touch

4. If you have connected to multiple cloud phones through ADB, click the switch

ADR Status Aot lon

(gt i e

Airtest IDE v1.2.1
>

Script Editor Device Screen

Log Viewer
Jp.CO.Cyberagent.stt.rotationwatcher
‘AirtestIDE.app/Contents/Ma
c0S/airtest/core/android/static/adb/mac/
adb -P =871 ©.1:8080 shell
export
CLASSPATH=/data/app/jp.co.cyberagent.stf
.rotationwatcher-1 e.apk;
app_process /sys
jp.co.cyberagent.stf.rotationwatcher.Rot
ationWatcher
/Applications/AirtestIDE.app/Contents/Ma
c0S/airtest/core/android/static/adb/mac/
: forward --

c0S/airtest/core/android/static/adb/mac/
adb -P 5@ =5 12 8@ shell
LD_LIBRARY_PATH=/data/local/tmp
/data/local/tmp/minicap -i

icon in the upper right corner to switch between screens.
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Figure 1-5 Switching cloud phone screens

& L ] Airtest IDE v1.1.0 ~~ /Users/Glorious /" .air

1.3 Deploying Applications on General-purpose Cloud
Phones

1.3.1 Querying Cloud Phones

Obtain the cloud phone list by referring to Querying the Cloud Phones in the
Cloud Phone API Reference.

Example API

GET https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones?
phone_name={phone_name}&server_id={server_id}&status={status}&offset={offset}&limit={limit}&type={typ
e}

Header:

Content-Type: application/json

X-Auth-Token: ${token}

Parameter descriptions:

e CPH Endpoint indicates the CPH endpoint in each region in the endpoint list.
For example, the CPH endpoint in the CN North-Beijing4 region is cph.cn-
north-4.myhuaweicloud.com.

e project_id indicates the project ID of the region to which the gaming cloud
phone server belongs, for example, 083e9f825e80f50c2f96c0045edc70e8.
The project ID can be obtained by performing the following operations:

Log in to the management console.

Click the username in the upper right corner of the page, and choose My
Credentials from the drop-down list.

¢. On the API Credentials page, obtain the project ID in the project list.
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Figure 1-6 Obtaining the project ID

| 4pI Cradentials AP Credentials @

© Learn more about HUAWEI CLOUD accounts, 1AM users, and projects.

IAM User 1D o -
09e65d5428

Project ID = Project Name |=

cn-north-1

cn-north-4

cn-north-9

e The part after the question mark (?) in the URL is optional.
e Stoken indicates the response of the API for $kHXtoken.

API Calling Example

GET https://cph.cn-north-4.myhuaweicloud.com/v1/083e9f825e80f50c2f96c0045edc70e8/cloud-phone/

1.3.2 Installing Applications on a Cloud Phone

Prerequisites

Example API

phones

Header:

Content-Type: application/json
X-Auth-Token: ${token}

(10 NOTE

Account Name el

AccountiD oo6470a060

Region |=

CN North-Beijing!
CN North-Beijing4

CN North-Ulangabl

Replace ${token} with the actual token. Parameters such as phone_name and server_id

are not specified.

Install applications on a cloud phone by referring to Installing the APK in the

Cloud Phone API Reference.

e The required Android Package (APK) has been stored in the Object Storage
Service (OBS) bucket in the region where the cloud phone server is located.
(Upload the installation package by referring to Step 6: Uploading an

Object.)

e The OBS bucket policies have been configured based on Reading Data from

an OBS Bucket.

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/commands

Header:

Content-Type: application/json

X-Auth-Token: ${token}

Body:

{
"command": "install",
"content": "-t -r obs://{bucket_name}/{object_path}",
"phone_ids": [

"XXXXXKXKKHKXXXXXIXEKKXXXXXXXXXKXKXXXX

1

}

Parameter descriptions:
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Obtain the values of parameters such as CPH Endpoint, project_id, and $
{token} by referring to Querying Cloud Phones.

bucket_name indicates the OBS bucket name, and object_path indicates the
path for storing the application installation package.

phone_ids indicates the ID of the cloud phone on which the application is to
be installed. (Obtain the cloud phone ID by referring to Querying Cloud
Phones. You can enter multiple cloud phone IDs, and the application will be
installed on multiple cloud phones.)

API Calling Example

POST https://cph.cn-east-3.myhuaweicloud.com/v1/081ceeb7fb800f0c2f4cc004bb39c2f7/cloud-phone/
phones/commands

Content-Type: application/json

X-Auth-Token: ${token}

{

}

|||||

"content": "-t -r obs://yzw-apk-install/apk/com.hermes.bgame.apk",
"phone_ids": [

"bdc2f2e960164dd9a2765374afeea300"

yzw-apk-install is the OBS bucket name, apk/com.hermes.bgame.apk is the
path of the application installation package, and obs://yzw-apk-install/apk/
com.hermes.bgame.apk is the full path of the application installation
package.

Replace S${token} with the actual token.

1.3.3 Generating the TAR Package of the Application and
Pushing It to the OBS Bucket

Prerequisites
[

Example API

The required application has been installed on the cloud phone.

The OBS bucket policies have been configured based on Uploading Data to
an OBS Bucket.

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/batch-storage
Header:

Content-Type: application/json

X-Auth-Token: ${token}

Body:

{

}

"storage_infos": [{

"phone_id": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"",
"include_files": [
"/data/app/${package_name}-1",
"/data/app/${package_name}-2",
"/data/data/${package_name}",
"/data/media/0/Android/data/${package_name}"
1

"bucket_name": "${bucket_name}",

Parameter descriptions:

Issue 04 (2021-09-01)
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e Obtain the values of parameters such as CPH Endpoint, project_id, ${token},
bucket_name, and object_path by referring to Installing Applications on a
Cloud Phone.

e phone_id indicates the ID of the cloud phone on which the application is
installed.

e The four elements of include_files are four fixed paths.

e |f the installation package is a .xapk package, add /data/media/obb/$
{package_name} to include_files.

e object_path indicates the path to which the .tar package is uploaded.

NOTICE

apk is any existing folder. In ${package_name}_S${version_name}.tar,
package_name and version_name need to be modified as required.

e package_name and version_name indicate the package name and version
number of the current application.

1.3.4 Deploying Applications

Example API

Push the .tar package to the server. That is, push apk/${package_name}_$
{version_name}.tar to the shared storage of ${server_id1} and ${server_id2}.

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/share-files
Header:

Content-Type: application/json

X-Auth-Token: ${token}

Body:

{

"object_path": "apk/${package_name}_${version_name}.tar",
"server_ids": [
"${server_id1}",
"${server_id2}"
1
}

Parameter descriptions:

e Obtain the values of parameters such as CPH Endpoint, project_id, ${token},
bucket_name, and object_path by referring to Installing Applications on a
Cloud Phone.

e object_path indicates the path to which the .tar package is uploaded.

e package_name and version_name indicate the package name and version
number of the current application.

(11 NOTE

apk is any existing folder. In ${package_name}_${version_name}.tar, package_name
and version_name need to be modified as required.

e server_ids indicates the ID list of servers where the application is deployed.
You can enter multiple server IDs and obtain the server IDs by calling the API
for Querying the Cloud Phone Servers.
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Example

See Pushing Shared Storage Files in the Cloud Phone API Reference.

Follow-up Procedure

Reset all cloud phones in batches by referring to Resetting Cloud Phones in the
Cloud Phone API Reference.

1.3.5 Updating the Version of an Application

To update the version of an application, delete the application of the old version
from the server and then deploy the application of the new version.

Deleting the Application of the Old Version

e Example API
POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/share-files
Header:
Content-Type: application/json
X-Auth-Token: ${token}
Body:

"file_paths": [
"/data/app/${package_name}-1",
"/data/app/${package_name}-2",
"/data/data/${package_name}",
"/data/media/0/Android/data/${package_name}"
1,
"server_ids": [
"${server_id1}",
"${server_id2}"
1
}
Delete the following files from the shared storage on servers ${server_id1}
and ${server_id2}: /data/app/S{package_name}-1, /data/app/$
{package_name}-2, /data/data/${package_name}, and /data/media/0/
Android/data/${package_name}.

Parameter descriptions:

- Obtain the values of parameters such as CPH Endpoint, project_id, and $
{token} by referring to Installing Applications on a Cloud Phone.

- The content of file_paths is the same as that of include_files in
Generating the TAR Package of the Application and Pushing It to the
OBS Bucket, where package_name indicates the package name of the
current application.

- server._ids indicates the ID list of servers where the application is
deployed. You can enter multiple server IDs and obtain the server IDs by
calling the API for Querying the Cloud Phone Servers.

e Example:
See Deleting a Shared Storage File in the Cloud Phone APl Reference.

Deploying the Application of the New Version

See Deploying Applications.
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Best Practices of Connecting to Gaming
Phones

2.1 Buying a Server for Gaming Phones

Procedure

Log in to the management console.
On the Service List page, choose Compute > Cloud Phone.

3. In the navigation pane on the left, choose Servers. In the upper right corner,
click Buy Server.

4. Complete the basic configuration as prompted.

Table 2-1 Parameter description

Parameter Description Example Value

Billing Mode | Servers are billed only yearly/ Yearly/Monthly
monthly.

Region Cloud phones in different CN East-Shanghai1

regions cannot communicate
with each other over an
intranet. For lower network
latency and quicker resource
access, select the nearest region.

After a server is purchases, its
region cannot be changed.
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Parameter Description Example Value
AZ An AZ is a part of a region with | AZ1

its own independent power
supplies and networks. AZs are
physically isolated but can
communicate through an
internal network.

e |f you require high
availability, buy servers in
difference AZs.

e If you require low network
latency, buy servers in the
same AZ.

Server Type Two options are available: Cloud phone server
Cloud phone server and Cloud
mobile gaming server. For
details, see Specifications.

physical.rx1.xlarge

Instance Set this parameter as required. rx1.cp.c60.d10.e1v1

Specifications

Phone Image | Only the Android OS is AOSP7.1.1
supported.

Quantity e A maximum of 10 servers Quantity: 1

can be purchased at a time. Required duration: 6

e The required duration ranges | months
from 1 month to 3 years.

5. Click Next: Configure Network to configure the network as prompted.

Network customization has been available in the CN Southwest-Guiyang1
region. You are advised to use this function.

physical.rx1 servers do not support network customization. Table 2-3 shows
their system-defined network configuration.

(10 NOTE

Cloud phone network can be configured in the following two ways:

e Custom network: You can reuse the existing VPCs to manage cloud phone servers
and reuse resources such as the shared bandwidth that you have purchased. This
function is only available in the Southwest-Guiyang1 region.

e Default network: The system automatically creates VPCs and configures
bandwidths for your cloud phone servers. The existing VPCs and bandwidths
cannot be reused.
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Table 2-2 Custom network configuration

Parameter

Description

Example Value

Networking

Set Network by selecting an available
VPC and subnet from the drop-down
list and specifying a private IP address
assignment mode.

Cloud phones use networks provided
by a VPC, including subnets and
security groups. Select an existing VPC
or create one.

None

Security
Group
Authorization

A cph_admin_trust agency will be
created for you. This agency has the
VPC FullAccess permission.

To authorize the Cloud Phone service
to create an agency for you, ensure
that your login user has the Security
Administrator permission or the fine-
grained permission
iam:agencies:createAgency for
creating agencies.

For more information, see Permission
Management.

The Cloud Phone service will use the
agency to perform the following
operations:

e (Create an elastic NIC, EIP, and
virtual IP address for a general-
purpose or gaming cloud phone.

e Create a default security group for
the general-purpose or gaming
cloud phone server and set the port
range for the security group. The
port range will be mapped to that
of each cloud phone so that the
instance can open application access
ports.

NOTE
By default, if an ECS and cloud phone
are in the same VPC, the ECS cannot
access the cloud phone through ports 1
to 9999. If you want to allow such
access, add a security group rule with a
higher priority by following the
instructions provided in What Are the
Security Group Authorization Rules
for Cloud Phones Using Custom
Networks?

None

EIP

e Auto assign: Buy a new EIP for the
cloud phone.

Buy now
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Parameter

Description

Example Value

Line

e Static BGP offers routing control
and protects against route flapping,
but cannot choose an optimal path
in real time when a network
connection fails.

e Dynamic BGP provides automatic
failover and chooses the optimal
path when a network connection
fails.

Dynamic BGP

Bandwidth

e Dedicated: You will be charged
based on the total traffic you
generate.

e Shared: The bandwidth can be
shared by multiple EIPs.

Shared

Bandwidth
Size

Supported range: 1 Mbits/s to 2000
Mbit/s

300 Mbit/s

Bandwidth
Name

If you set Bandwidth to Shared, select
an existing shared bandwidth name
from the drop-down list.

bandwidth-001

Table 2-3 Default network configuration

Parameter

Description

Example Value

Bandwidth
Type

e Dedicated: Specifies the bandwidth
used exclusively by each purchased
server. Dedicated bandwidth is
required for transmitting heavy data
traffic.

e Shared: Specifies the bandwidth
shared by multiple servers of a user.
Shared bandwidth can help reduce
the cost of public network
bandwidth. It is suitable for services
where traffic peaks tend to be
staggered.

Shared

Method

The method can be Using existing or
Create Shared Bandwidth. If you use a
shared bandwidth for the first time,
select Create Shared Bandwidth.

Create Shared
Bandwidth
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Parameter

Description

Example Value

Billed By

The dedicated bandwidth is billed only
by traffic, and the shared bandwidth is
billed only by bandwidth.

e Traffic: You specify a maximum
bandwidth and pay for the total
traffic you generate.

e Bandwidth: You are charged based
on the bandwidth size and usage
duration. This price is not included in
the price of a server.

Bandwidth

Bandwidth

Specifies the maximum bandwidth,
which is fixed at 300 Mbit/s.

300 Mbit/s

Bandwidth
Name

e |If you set Method to Using existing,
select an existing shared bandwidth
name from the drop-down list. The
number of associated servers is
displayed on the existing shared
bandwidth, so you can choose the
right one as needed.

e |f you set Method to Create Shared
Bandwidth, enter the shared
bandwidth name in the text box.

whole-
bandwidth-xxxx

Bandwidth
Size

This parameter is mandatory when you
set Method to Create Shared
Bandwidth.

The larger the bandwidth, the higher
the price. Set this parameter based on
your service requirements.

5 Mbit/s

(10 NOTE

The default network (VPC and bandwidth) configured in this step is used only by the
Cloud Phone servers. The network details are not displayed on the Network Console.

6. Click Next: Configure Advanced Settings. Complete the advanced
configuration as prompted.

Issue 04 (2021-09-01) Copyright © Huawei Technologies Co., Ltd.

19



Cloud Phone
Best Practices

2 Best Practices of Connecting to Gaming Phones

Table 2-4 Parameter description

Parameter

Description

Example
Value

Name

Specifies the name for the server and the
cloud phones that are virtualized from the
server. The name must be unique.

Naming rule: The system automatically
adds a hyphen followed by a one-digit
incremental number to the end of each
server name. For the names of the cloud
phones that are virtualized from the server,
the system automatically adds a 5-digit
number suffix in the ascending order.

For example, if you purchased a server for
virtualizing 60 cloud phones and entered
CPH for Name, the server name is CPH-1,
and the cloud phone names range from
CPH-1-00001 to CPH-1-00060.

CPH

Key Pair

A key pair is used for remote login
authentication.

e |f you have created a key pair and stored
the private key file (in .pem format)
locally, you can select it from the drop-
down list.

e |f no key pair has been created, you can
click Create Key Pair to create a key
pair. Go back to the Configure
Advanced Settings page, refresh the
drop-down list, and select the created
key pair.

The private key is used for identity
authentication during remote login. For
security purposes, the private key file
(in .pem format) can be downloaded
only once. Keep it secure. For more
information about key pairs, see
Creating a Key Pair.

KeyPair-
test

VNC Login

After this function is enabled, you can log in
to your cloud phone using VNC.

NOTE
Cloud phones of certain specifications do not
support this function. For details about the cloud
phones that support this function, see What Are
the Cloud Phone Specifications that Support
VNC Login?

N/A
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contain letters. However, the values ADB
and VNC in uppercase, lowercase, or
mixed case are not allowed.

e Port number: Ports from 0 to 65535 are
supported.

e Int

ernet access

If this option is selected, the cloud
phone application port can be
accessed over the Internet without
authentication. That is, the cloud
phone port and the server port are
exposed to the Internet.

If this option is not selected, the cloud
phone can be accessed only over the
Intranet.

CAUTION

Ensure that security control has been
performed before you select Internet
access.

The Cloud Phone service does not perform
security check for the ports you
configured for Internet access.

Parameter Description Example
Value

Application This parameter is available when you select | key

Port Application Port for Advanced Settings. 10001
Select this parameter when your cloud
phones need to provide services for external | PO Not
systems. select it.
e Application name: The name can

7. Click Next: Confirm to check the order.
- If the information is correct, click Buy Now.

- To modify the configuration, click Previous.

8. Complete the payment as prompted.

After the payment, it takes the system about 20 to 30 minutes to

automatically create cloud phones.

The cloud phones are available when their statuses change to Running.

2.2 Deploying Games

2.2.1 Querying Cloud Phones

Obtain the cloud phone list by referring to Querying the Cloud Phones in the
Cloud Phone API Reference.
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Example API

GET https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones?
phone_name={phone_name}&server_id={server_id}&status={status}&offset={offset}&limit={limit}&type={typ
e}

Header:

Content-Type: application/json

X-Auth-Token: ${token}

Parameter descriptions:

e CPH Endpoint indicates the CPH endpoint in each region in the endpoint list.
For example, the CPH endpoint in the CN North-Beijing4 region is cph.cn-
north-4.myhuaweicloud.com.

e project_id indicates the project ID of the region to which the gaming cloud
phone server belongs, for example, 083e9f825e80f50c2f96c0045edc70e8.
The project ID can be obtained by performing the following operations:

Log in to the management console.

Click the username in the upper right corner of the page, and choose My
Credentials from the drop-down list.

c. On the API Credentials page, obtain the project ID in the project list.

Figure 2-1 Obtaining the project ID
| 401 crcentis AP| Credentials @
@ Learn more about HUAWEI CLOUD accounts, IAM users, and projects.
me m‘ Account Name W'

Account 10 0964703960

09e65d5428

Project Name |= Region |=

cn-north-1 CN North-Beijing!

cn-north-4 CN North-Beijing4

cn-north-9 CN North-Ulangab1

e The part after the question mark (?) in the URL is optional.
e Stoken indicates the response of the API for $kHXtoken.

API Calling Example

GET https://cph.cn-north-4.myhuaweicloud.com/v1/083e9f825e80f50c2f96c0045edc70e8/cloud-phone/
phones

Header:

Content-Type: application/json

X-Auth-Token: ${token}

(11 NOTE

Replace ${token} with the actual token. Parameters such as phone_name and server_id
are not specified.

2.2.2 Installing Applications on a Cloud Phone

Install applications on a cloud phone by referring to Installing the APK in the
Cloud Phone API Reference.
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Prerequisites

e The required Android Package (APK) has been stored in the Object Storage
Service (OBS) bucket in the region where the cloud phone server is located.
(Upload the installation package by referring to Step 6: Uploading an
Object.)

e The OBS bucket policies have been configured based on Reading Data from
an OBS Bucket.

Example API

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/commands
Header:
Content-Type: application/json
X-Auth-Token: ${token}
Body:
{
"command": "install",
"content": "-t -r obs://{bucket_name}/{object_path}",
"phone_ids": [
"XXXXXKKXKHXHKXXXXX KKK XXXXXXXXXKXKXKXXX
1
}

Parameter descriptions:

e  Obtain the values of parameters such as CPH Endpoint, project_id, and $
{token} by referring to Querying Cloud Phones.

e bucket_name indicates the OBS bucket name, and object_path indicates the
path for storing the application installation package.

e phone_ids indicates the ID of the cloud phone on which the application is to
be installed. (Obtain the cloud phone ID by referring to Querying Cloud
Phones. You can enter multiple cloud phone IDs, and the application will be
installed on multiple cloud phones.)

API Calling Example

POST https://cph.cn-east-3.myhuaweicloud.com/v1/081ceeb7fb800f0c2f4cc004bb39c2f7/cloud-phone/
phones/commands
Content-Type: application/json
X-Auth-Token: ${token}
{
"command": "install",
"content": "-t -r obs://yzw-apk-install/apk/com.hermes.bgame.apk",
"phone_ids": [
"bdc2f2e960164dd9a2765374afeea300"
1
}

e yzw-apk-install is the OBS bucket name, apk/com.hermes.bgame.apk is the
path of the application installation package, and obs://yzw-apk-install/apk/
com.hermes.bgame.apk is the full path of the application installation
package.

e Replace ${token} with the actual token.
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2.2.3 Generating the TAR Package of the Application and
Pushing It to the OBS Bucket

Prerequisites

Example API

e The required application has been installed on the cloud phone.

e The OBS bucket policies have been configured based on Uploading Data to
an OBS Bucket.

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/batch-storage
Header:
Content-Type: application/json
X-Auth-Token: ${token}
Body:
{
"storage_infos": [{
"phone_id": "XXXXXXXXXXXXXXXXXXKXXXXXXXXXXXK",
"include_files": [
"/data/app/${package_name}-1",
"/data/app/${package_name}-2",
"/data/data/${package_name}",
"/data/media/0/Android/data/${package_name}"
1

"bucket_name": "${bucket_name}",

1
}

Parameter descriptions:

e Obtain the values of parameters such as CPH Endpoint, project_id, ${token},
bucket_name, and object_path by referring to Installing Applications on a
Cloud Phone.

e phone_id indicates the ID of the cloud phone on which the application is
installed.

e The four elements of include_files are four fixed paths.

e If the installation package is a .xapk package, add /data/media/obb/$
{package_name} to include_files.

e object_path indicates the path to which the .tar package is uploaded.

NOTICE

apk is any existing folder. In ${package_name}_S${version_name}.tar,
package_name and version_name need to be modified as required.

e package_name and version_name indicate the package name and version
number of the current application.

2.2.4 Deploying Applications

Push the .tar package to the server. That is, push apk/${package_name}_$
{version_name}.tar to the shared storage of ${server_id1} and ${server_id2}.
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Example API

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/share-files
Header:

Content-Type: application/json

X-Auth-Token: ${token}

Body:

{

"object_path": "apk/${package_name}_${version_name}.tar",
"server_ids": [

1
}

"${server_id1}",
"${server_id2}"

Parameter descriptions:

Example

Obtain the values of parameters such as CPH Endpoint, project_id, $S{token},
bucket_name, and object_path by referring to Installing Applications on a
Cloud Phone.

object_path indicates the path to which the .tar package is uploaded.
package_name and version_name indicate the package name and version
number of the current application.

(10 NOTE

apk is any existing folder. In ${package_name}_${version_name}.tar, package_name
and version_name need to be modified as required.
server_ids indicates the ID list of servers where the application is deployed.
You can enter multiple server IDs and obtain the server IDs by calling the API
for Querying the Cloud Phone Servers.

See Pushing Shared Storage Files in the Cloud Phone AP/ Reference.

Follow-up Procedure

Reset all cloud phones in batches by referring to Resetting Cloud Phones in the
Cloud Phone API Reference.

2.2.5 Updating the Version of an Application

To update the version of an application, delete the application of the old version
from the server and then deploy the application of the new version.

Deleting the Application of the Old Version

Example API

POST https://{CPH Endpoint}/v1/{project_id}/cloud-phone/phones/share-files
Header:

Content-Type: application/json

X-Auth-Token: ${token}

Body:

"file_paths": [
"/data/app/${package_name}-1",
"/data/app/${package_name}-2",
"/data/data/${package_name}",
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"/data/media/0/Android/data/${package_name}"
1
"server_ids": [
"${server_id1}",
"${server_id2}"
1
}

Delete the following files from the shared storage on servers ${server_id1}
and ${server_id2}: /data/app/${package_name}-1, /data/app/$
{package_name}-2, /data/data/${package_name}, and /data/media/0/
Android/data/${package_name}.

Parameter descriptions:

- Obtain the values of parameters such as CPH Endpoint, project_id, and $
{token} by referring to Installing Applications on a Cloud Phone.

- The content of file_paths is the same as that of include_files in
Generating the TAR Package of the Application and Pushing It to the
OBS Bucket, where package_name indicates the package name of the
current application.

- server._ids indicates the ID list of servers where the application is
deployed. You can enter multiple server IDs and obtain the server IDs by
calling the API for Querying the Cloud Phone Servers.

e Example:
See Deleting a Shared Storage File in the Cloud Phone APl Reference.

Deploying the Application of the New Version
See Deploying Applications.

2.3 Accessing Games

To help you quickly develop cloud mobile gaming services, Huawei launches the
Software Development Kit (SDK) for cloud mobile gaming. SDK encapsulates APIs
provided for the cloud mobile gaming services to simplify user development. You
can directly call API functions provided by the cloud mobile gaming SDK to access
cloud games.

The Android SDK provides the following access methods:

e AAR package access: Based on the JAR package access, the SDK integrates the
activities required for running cloud games. The Activity lifecycle is
maintained in the SDK.

e JAR package access: The SDK provides the capability of cloud game access.
The customer provides the activity or fragmentation component. When the
game is started, the viewgroup component for image rendering is transferred
to the SDK.

Complete the lifecycle management of a game, such as initializing the game,
starting the game, configuring the game image, and exiting the game by referring
to the AAR or JAR APl examples.

Importing the SDK

Import the .aar package compiled by the SDK to the app/libs directory.
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Import the .jar package compiled by the SDK to the app/libs directory and the .so
file to the app/jnilLibs directory.

Using the AAR SDK
Import the following information to the class file that invokes the SDK APIs:
import com.huawei.cloudappsdk.manager.CloudAppManager;
Set ApplicationContext before invoking the APIs.
C(l)c;udAppManager.defaultManager().setApplicationContext(getApplicationContex
t0));

Using the JAR SDK

Import the following information to the class file that invokes the SDK APIs:
import com.huawei.cloudgame.api.CloudGameManager;

import com.huawei.cloudgame.api.lCloudGame;

2.4 Scheduling Cloud Phones

After Accessing Games, you can design and develop a system for scheduling
gaming phones. The scheduling system should provide the following functions:

e When receiving a new access request, the system allocates an idle gaming
phone to the user and updates the gaming phone status to allocated.

e After a user accesses a game on a gaming phone and the game is started, the
system updates the gaming phone status to occupied.

e After a user finishes playing the game and exits the gaming phone, the
system updates the gaming phone status to idle.

To sum up, you need to maintain the idle, allocated, and occupied states of
gaming phones to allow users to access or exit games.

To help you maintain the gaming phone statuses, the gaming media engine
performs authentication and event notification between the gaming phones and
your applications when users access the gaming phones, start games, and exit
games, so that you can know and maintain the gaming phone statuses.

Use the following APIs:

(11 NOTE

The following parameters are only examples.

Entering the Game Event

e Example request

{

"event_type": "app",

"event": {

"phone_id": "a7f3a1c5258347d6b6f1def79e11f2bc",
"status": 0,

"session_id": "856f5555806443e98b7ed04c5a9d6a9a",
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"ticket": "5558064856f5555806443e98b7ed04c5a9d6a9ab7ed04c5a9d6a806443e98",
"time": "2019-11-14T19:38:492",

"app_id": "856f5555806443e98b7ed04c5a9d6a9a",

"error_msg": null

}

}

e Example response

{

"request_id": "6837531fd3f54550927b930180a706bf"
}

Quitting the Game Event

e Example request

{

"event_type": "app",

"event": {

"phone_id": "a7f3a1c5258347d6b6f1def79e11f2bc",
"status": 1,

"session_id": "856f5555806443e98b7ed04c5a9d6a9a",

"ticket": "5558064856f5555806443e98b7ed04c5a9d6a9ab7ed04c5a9d6a806443e98",
"time": "2019-11-14T19:38:49Z",

"run_time": 41000,

"app_id": "856f5555806443e98b7ed04c5a9d6a9a",

"error_msg": null

}

}

e Example response

{

"request_id": "6837531fd3f54550927b930180a706bf"
}

Heartbeat Reporting

e Example request
{

"event_type": "heartbeat",

"event": {

"phone_id": "a7f3a1c5258347d6b6f1def79e11f2bc",
"app_id": "282fdfd613e04651a48225f1b2034de7",
"session_id": "36728337b89f22122af4a6e08bb1e7c0",
"time": "2019-11-14T19:38:492"

}

}

e Example response

{

"request_id": "6837531fd3f54550927b930180a706bf"
}

2.5 Performing O&M for Gaming Phones

Operations for Gaming Phone Data

During the operations of cloud mobile games, to help you obtain operations data

of gaming phones and meet your requirements for data-driven operations, the

cloud mobile games provide the following APIs:

e Registering cloud gaming data listener
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This APl is used to register the cloud game data listener to obtain the cloud
game data sent to the mobile phone.

e Obtaining the network latency
This APl is used to obtain the network round-trip time (RTT).
e Obtaining the number of received frames

This API is used to obtain the number of video frames received in a certain
time.

e  Obtaining the size of the received audio and video data
This API is used to obtain the size of the received audio and video data.

O&M for Gaming Phones
e Restarting a Server
e Restarting Cloud Phones
e Resetting Cloud Phones
e Updating Cloud Phone Attributes
e Querying the Task Execution Status
e Viewing Cloud Phone Metrics
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Installing an App on Cloud Phones in
Batches

After you install an app on a cloud phone, you can share and install the app on
multiple cloud phones by calling an API.

(11 NOTE

Assume that the cloud phone has the app installed is a seed cloud phone.

Restrictions and Limitations

e This solution applies only to cloud phones whose specifications name does
not contain gemu.

Figure 3-1 Specifications

< Create Bucket Policy

@ select Template

Custom policy Create Custom Policy

Read

Specified users All resources Use Policy Template

Specified users All resources Use Policy Template
i

Use Palicy Template

Public Read

Anonymous usef’ All resources Use Policy Template

e The seed cloud phone must be a cloud phone that has not been operated on.
If there is any operation on the cloud phone, reset it.

Procedure

1. Log in to the management console and choose Storage > Object Storage
Service. Create an OBS bucket and configure permissions for accessing the
bucket. For details, see Managing Cloud Phones in Batches.

Note: To successfully upload files to the bucket, select Directory read and
write when configuring the bucket policy.
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Figure 3-2 Configuring the bucket policy

{ | Create Bucket Policy

OSelectTemplate _ e Polic
Template Name Principal Resource Template Action
Custom policy @ preset configuration not su Create Custom Policy

‘ Read

Specified users All resources

@

Bucket read-only B B SR Use Policy Template

@

‘ . Read QE:‘: ude the following actions:

Bucket read and write . : Use Policy Template
Specified users Write All resources DeleteBucket PutBucketAcl -

Read
‘ e . GetObject  GetObjectVersion

Specified users Custom resources GetObjectVersionAcl View 5 other actions.

Directory read-only Use Policy Template

Read
& - . PutObject GetObject GetObjectversion

Custom resources

Directory read and w. Use Policy Template

SFEC‘HVEd 7“59"5 Write - k ) View 10 other actions
-_—
‘ Read — . . .
Public R — ListBucket ListBucketVersions HeadBucket .
ublic Read - . v Tem
) Anonymous user All resources View 3 other actions. Use Policy Template

2. Connect to the seed cloud phone in ADB mode and install required app on it.
For details, see How Do I Install Apps on a Cloud Phone?

3. Call the API to export the seed cloud phone data, pack the data, and upload
the data package to the OBS bucket created in 1.

The curl command is as follows:

curl -i -k -X POST "https://${CPH Endpoint}/v1/${projectld}/cloud-phone/phones/batch-storage" -H
"Content-Type: application/json" -H "X-Auth-Token: $token" -d '
{
"storage_infos": [
{
"phone_id": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX",
"include_files": [
"/data/app/${package-name}-1",
"/data/data/${package-name}",
"/data/media/0/Android/data/${package-name}"
1
"bucket_name": "${bucket_name}",
"object_path": "${your_dir}/${package-name}.tar"
}
1
}l
Parameter descriptions:
- phone_id: ID of the seed cloud phone
- bucket_name: name of the OBS bucket for storing the exported data

- object_path: OBS path for storing the exported data
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/A\ CAUTION

If you want to pack all data of the seed cloud phone app, the following three
paths must be included:

o /data/app/${package-name}-1

${package-name} may not be followed by -1. Configure this parameter as
required.

e /data/data/${package-name}
e /data/media/0/Android/data/${package-name}

The following is an example.

curl -i -k -X POST "https://${CPH Endpoint}/v1/${projectld}/cloud-phone/phones/batch-storage" -H
"Content-Type: application/json" -H "X-Auth-Token: $token" -d '
{

"storage_infos": [

"phone_id": "XXXXXXXXXXXKXXKKXKKXXXKXXKXXXKXXX ",
"include_files": [
"/data/app/com.taptap-1",
"/data/data/com.taptap",
"/data/media/0/Android/data/com.taptap"
1,
"bucket_name": "your-bucket-name",
"object_path": "your/dir/taptap.tar"
}
1
}l
4. View the OBS bucket created in 1 and check whether all files packed and
uploaded in 3 are successfully uploaded. If yes, go to the next step.

5. Call an API to push files stored in the OBS bucket to the shared storage
directories of the servers.

The following is an example of the curl command:

curl -i -k -X POST "https://${CPH Endpoint}/v1/${projectld}/cloud-phone/phones/share-files" -H
"Content-Type: application/json" -H "X-Auth-Token: $token" -d '
{
"bucket_name": "your-bucket-name",
"object_path": "your/dir/taptap.tar",
"server_ids": ["1678567b8bab40f93711234cb8","1234567b8bab40ffb711234cb"]
}l
Parameter descriptions:
- bucket_name and object_path are the same as those in 3.

- server_ids: ID list of servers that receive the file push If multiple server
IDs are specified, the app can be installed on cloud phones on multiple
servers.

(1 NOTE

For details about this API, see Pushing Shared Storage Files.

6. Log in to the Cloud Phone console, click the name of the server that has
received the files pushed. In the Instances area, select all cloud phones on
which the preceding app needs to be installed, and click Reset.
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/A\ CAUTION

This step is a reset operation, not a restart operation.

Execution Result

The app on the seed cloud phone has been installed on all other cloud phones.
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Modifying the Cloud Phone GPS
Location

The GPS location of a cloud phone is its longitude and latitude obtained by
simulating the GPS satellite. It is expressed in decimal numbers and the unit is
degree. The GPS location follows the international conventions, in which east
longitude is positive, west longitude is negative, north latitude is positive, and
south latitude is negative. This topic describes how to modify the GPS location of
a cloud phone.

Prerequisites

You have purchased a Cloud Phone server and logged in a cloud phone using ADB.
For details, see Buying a Cloud Phone.

Procedure
1. In the ADB installation directory of the local device, run the following
command to modify the GPS location:

Assume that the location to be modified is longitude 114.055939 degree East
and latitude 22.657501 degrees North.

adb -s 127.0.0.1:Local idle port shell "echo
'longitude=114.055939:latitude=22.657501"' > /data/gps/fifo"

(10 NOTE

Local idle port is the local idle port used for establishing the SSH tunnel.

The modification takes effect immediately after the command is executed.
You can use map or social software to view the modification result. For
example, if you use social software to create a moment, you can view the GPS
location when adding a location.
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Using Cloud Phones to Build a Cloud
Mobile Gaming System

Cloud mobile gaming servers are suitable for the cloud mobile gaming scenario.
One cloud mobile gaming server can virtualize 15 cloud phones. This topic
describes how to build an entry-level cloud mobile gaming system in four steps.

1. Streamlining the Integration and Interconnection Solution of the Cloud
Mobile Gaming System

First, you need to sort out your requirements for the cloud mobile gaming system,
specify the application scenarios and evolution directions of services, and specify
the interaction modes between your operations and O&M systems and cloud
phones. The interconnection solutions vary depending on service requirements.
You can use the audio and video interfaces provided by cloud phones to develop
your own control programs, network transmission, scheduling systems, and clients.

2. Purchasing a Cloud Mobile Gaming Server

When purchasing a server, select Cloud mobile gaming server for Server Type,
that is, purchase 15 cloud phones.

Figure 5-1 Selecting the cloud phone specifications

Server Type Cloud phone server Cloud mobile gaming server
Flavor CPU Memory Local Disk Extended Configurati...
64 cores 256 GB
- = 2*1.2T SAS + 800G 5A5 55D 2*10GE, 3*WX5100

® physicalrx1 xlarge.cg

128 cores 512 GB
physicalkglaxlargecg o - N/A 2*10GE, 5WX5100

nstance Specifications Flavor CPU|Memory|Storage Screen Resolution Quantity (T EIPVIP (D

O] rel.cg.c15.d30.e1vi 2 cores | BOGE | 30 GB 720x1280 15 11

64 cores | 256 GB | physical.rx1.xlarge.cg

2 cores | 8.0 GB | 30 GB | rx1.c9.c15.d30.e1v1 | 720x1280
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3. Obtaining the Audio and Video SDKs of the Cloud Mobile Gaming System

Contact your account manager to obtain the audio and video SDKs of the cloud
mobile gaming system.

4. Developing the Access, Touch, and Scheduling Systems of the Cloud
Mobile Gaming System

After obtaining the SDK document, you can use audio and video interfaces to
develop your own control programs, network transmission, dispatching systems,
and clients. Cloud Phone will provide a simpler access mode in the future.
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Using STF to Manage Cloud Phones in
Batches

Scenarios

Smartphone Test Farm (STF) is an open-source web-based application used for
managing and controlling mobile devices. STF uses a browser to control and
manage Android devices, enabling you to really use, debug, and test those devices
on the cloud. This section describes how to deploy STF components on an ECS to
quickly manage cloud phones in batches.

Restrictions and Limitations
e According to the test, STF can manage about 160 cloud phones at the same
time. For larger-scale access management, secondary development is
required.

e The smooth running of STF depends on a stable network. When the network
status is poor, the operation latency of cloud phones increases significantly.

Prerequisites
e A cloud phone server that has an EIP bound is available.
e An ECS that has an EIP bound is available.
L] NOTE
The following cloud phone server and ECS specifications are only examples.
e  Cloud phone server: physical.kg1.4xlarge.cp | kg1.cp.c60.d16SSD.e1v1
e  ECS: general computing | s6.large.2 | 2 vCPUs | 4 GiB | Ubuntu 18.04 server
64bit(40GB)
Procedure

Deploy components that STF depends on on the ECS, use the ADB tool to connect
to the cloud phone, and access the STF address through a browser to manage
cloud phones in batches.

1. Install ADB and check the installation result.
sudo apt install android-tools-adb android-tools-fastboot
adb --version
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Figure 6-1 Successful installation of ADB with --version displayed in the
command output

# adb --version
Android Debug Bridge version 1.8.39

Version 1:8.1.8+ -5~18 .84
Installed as fusr/lib/android-sdk/platform-tools/adb

Update the source and install RethinkDB to store STF data.

source /etc/lsb-release && echo "deb https://download.rethinkdb.com/repository/ubuntu-
$DISTRIB_CODENAME $DISTRIB_CODENAME main" | sudo tee /etc/apt/sources.list.d/rethinkdb.list
wget -qO- https://download.rethinkdb.com/repository/raw/pubkey.gpg | sudo apt-key add -

sudo apt-get update

sudo apt-get install rethinkdb

rethinkdb -v

If -v is displayed, the installation is successful.

Figure 6-2 Successful installation of RethinkDB

# rethinkdb

.4.1~8bionic (CLANG 6.8.8 (tags/RELEASE 688/final))

RethinkDB provides official support for the x86 architecture while
experimental support for the ARM architecture.

Install ZeroMQ to transfer messages.
sudo apt-get install libzmg3-dev

Figure 6-3 Successful installation of ZeroMQ

f:~# sudo apt-get install libzmg3-dev
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
libnorml libpgm-5.2-@ libsodium23 1libzmgSs
The following NEW p Pages will be installed
libnorml libpgm-5.2-@ libsodium23 1 1libzmgs
@ upgraded, 5 newly 1n5talled @ to rem and 96 not upgraded.
Need to get 1,145 kB of archives.
After this operation, 4,1 kB of additional disk space will be used.
Do you want to continue?
po.
po. " 4 ionic/ se amd64 libpg
po.huawe _luud /i ionic/ amd64 libsodium
po.huaweicloud
Get:5 http://repo.huaweicloud
Fetched 1,145 kB in @8s (1
Selecting previously unse
(Reading database ... 1
Pleparlng to unpac
1lib

Preparing

Unpacking

Setting up

Setting up libnorml

Setting up libsodiu

Setting up [
Setting up libzmg3-dev:amd64 (4
Processing triggers for man-db
Processing triggers for libc _bin

Install Protocol Buffers as the data format for message transfer. If --version is
displayed in the command output, the installation is successful.
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sudo apt-get install libprotobuf-dev protobuf-compiler
protoc --version

Figure 6-4 Successful installation of Protocol Buffers

s-stf:~# protoc --version

libprotoc 3.0.@

5. Install GraphicsMagick to read, write, and operate images.
sudo apt-get install graphicsmagick
gm version

If version is displayed, the installation is successful.

Figure 6-5 Successful installation of GraphicsMagick

-stf:~# pm version
GraphicsMagick 1.3 2018-81-2@ Q16 http://www.GraphicsMagick.org/
Copyright (C) 2882-2818 GraphicsMagick Group.
Additional copyrights and licenses apply to this softuware.
See http://www.GraphicsMagick.org/www/Copyright.html for details.

6. Install pkg-config to compile the third-party library of Node.js.
sudo apt-get install pkg-config
pkg-config --version

If --version is displayed, the installation is successful.

Figure 6-6 Successful installation of pkg-config

rootfiecs-stf:~# pkg-config --version
@.29.1

7. Install yasm to compile the dependent library of STF.
sudo apt-get install yasm
yasm --version

If --version is displayed, the installation is successful.

Figure 6-7 Successful installation of yasm
f:~# yasm --version
Compiled on Apr 3 2818.

Copyright (c) 2801-2814 Peter Johnson and other Yasm developers.
Run yasm --license for licensing overview and summary.

8. Install Node.js to deploy the STF runtime environment.
##STF supports only Node.js 8.x.
curl -sL https://deb.nodesource.com/setup_8.x | sudo -E bash -
sudo apt-get install -y nodejs
node -v
npm -v

If -v is displayed, the installation is successful.

Figure 6-8 Successful installation of node and NPM

# node -v

:~# npm -v
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9. Install STF.
sudo npm install -g cnpm --registry=https://registry.npm.taobao.org
sudo cnpm install -g stf
stf -V

If -V is displayed, the installation is successful.

Figure 6-9 Successful installation of STF

# stf -V

10. Check whether the environment STF depends on is available.
stf doctor

If the version of each component is displayed in the command output, the
environment is available.

Figure 6-10 Checking the STF startup environment

-stf:~# stf doctor
cli:doctor 2 *] 05 Arch: x64
i:doctor *] 05 Platform: linux
i:doctor 288 *] 05 Platform: 4.15.8-136-generic
i:doctor 3 *] Using Node 8 )
i:doctor 3 *] Using ZeroMQ 4.2.5
i:doctor *] Using RethinkDB 2.4.1~8bionic
i:doctor *] Using GraphicsMagick 1.3.28
i:doctor 28 *] Using ProtoBuf 3.9.8
i:doctor 2 *] Using ADB 1.8.

11. Use ADB to connect to the cloud phone. For details, see ADB (Internet).

12. Start RethinkDB.
rethinkdb

If information similar to that shown in Figure 6-11 is displayed, RethinkDB is
started successfully.

siy
Initial
Running r
Running on Linux 4.
Loading data fr
Listening f
Listening f
Listening f
Listening
Listening
Listening on http addresses: 127.8.0.1, 1
To fully expose RethinkDB on the network, bind to all sses by running rethinkdb with the ~--bind all® command line option.
Server ready, "ecs_stf_qnb” afd469a8-ae5s 8-bbf1- de3c1

13. Start STF in local mode and access STF using a browser.
## Set EIP to the EIP bound to the ECS.
stf local --public-ip {EIP} --allow-remote
## Access method
http://{EIP}:7100/
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Figure 6-12 Enter the default username and password of STF.

& | administrator

administrator@fakedomain.com| ‘

Figure 6-13 Cloud phone
0 Control ;:1 Devices Qg Settings @ Help

Q v

cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone
cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone cloudphone

122.9.122.5:7100/#!/contrel/127.0.0.1:1 170. . . . . . . .

Figure 6-14 Cloud phone Control screen

[ Control  ghy Devices ¥ settings o

i cloudphone - n o @ x | @ Dashboard W@ Screenshots M Automation # Advanced B File Explorer | i Info
Physical Device i Find Device Battery (E) Display
Place ecs-stf Health Good Size -
Power Source - Density XHDPI
Network Status Not Charging FPS 30
Level QEEETTEEEN Width 720 px
Connected Ye
S Temperature 26 °C Height 1280 px
Airplane Mode N:
i Voltage 4.356 v D 0

Using Fallback N
sing Fallback No Orientation 0°

Roaming No

= E ted Ye:
Type WIFI & s e
" XDPI 320
Sub Ty Carrier CMCC
ub Type arrier —
Network UNKNOWN
[, IRTPO. Number 13960141934

Mlogs I Screenshots A Automation ¥ Advanced %5 File Explorer i Info

EGet [Level ~ . PIC D ex B Clear
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Reading Data from an OBS Bucket

Prerequisites

The APK installation package, .tar packages for games, or other resources exist in
the OBS bucket. Otherwise, you need to manually upload the game installation
packages. For details, see Step 6: Uploading an Object.

Procedure
1. In the navigation pane on the left, choose Permissions > Bucket Policy. On
the displayed page, click Create.

Figure A-1 Creating a bucket policy

Bucket Policies

Ay b
Lbjecs

Create Replicate

[55]
P
1

2. Select Directory read-only to grant only the read permission of the specified
directory in the OBS bucket to the Cloud Phone built-in account. Click Use
Policy Template.
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Figure A-2 Select Template
< | Create Bucket Policy
o Select Template
Template Name Principal Resource Template Action
Custom policy @ preset configuration not su Create Custom Policy

& Read

Specified users ) All resources

(]

Bucket read-only Get* List* HeadBucket Use Policy Template

@

‘ . Read QE\:.. de the follewing actions:

Bucket read and write y u Use Policy Template
Specified users Write All resources DeleteBucket PutBucketPolicy PutBucketAcl § !

Read
& e . GetObject GetObjectVersion

Birectory read-only Specified users Custom resources GetObjectVersionAcl View 6 other actions.

Use Paolicy Template

4 = m
+ PutObject GetObject GetObjectVersion

Directory read and w... Specified users ' Custom resources Use Policy Template

View 12 other actions.

Write

3. For the Configure Policy step, configure the required parameters and click
Next.

- Principal: Select Other account.
- Account ID: Enter the Cloud Phone built-in account.

/\ CAUTION

The Cloud Phone built-in account is mandatory and must contain the
following information. You cannot enter the ID of your own account.

Account ID: 529375c06c6340f299819082b3051225
IAM User ID: 10208a4cf0944e339f523d9943ba02d3

- User Policy: Select Include specified users.
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Figure A-3 Configure Policy
¢ | Create Bucket Policy
® Select Template ——— e Configure Policy ‘é‘ Confirm Policy

@ [Creating buckets] and [listing buckets] are service-level operations that need to be configured in IAM. Learn more

Policy View Visual editor JSON

Policy Name Directory read and write-acaf

Policy Content

low G) Include 1 user G Resources Q Include 13 actions 0 Conditions (optional)
Principal ® Current account Other account Anonymaous user
Other account Other account refer to accounts registered with HUAWEI CLOUD other than the current account. Learn how to look up

account IDs and 1AM user IDs.

Account D () 1AM User ID ()

@ Add IAM User ID

(@ Add Account ID

User Policy | Include specified users M |

Previous

4. Select Current bucket for Resource and click Next.

Figure A-4 Resource

< | Create Bucket Policy

Confirm Policy

@ Select Template ——— 9 Configure Policy

© [Creating buckets] and [listing buckets] are service-level operations that need to be configured in 1AM. Learn more

Policy View Visual editor JSON

Policy Name Directory read-only-1111

Policy Content
Y @ slow @ Include 1 user @ Include the current bucket @ include 4 actions @ conditions (optional)

Resource

Bucket example-001 selected. You can configure actions that are applicable to buckets.

Object in bucket

Resaurce Policy Include specified resources v

5. Confirm the bucket policy and click Create.
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6.

'::l) Select Template

Figure A-5 Confirm Policy

{ | Create Bucket Policy

'::2:) Confiqure Poliy ——— °C0nhrm Policy

Directory read and write-ac.. (@ Allow @ include 1user @ Include the specifie...

-y00185727(529375..  -bucket-ss/file_0503ddaal...

@ indude8act. @ Noconditions

-GetObject
-PutObject
-GetObjectAcl
-PutObjectAcl
-GetObjectversion
-GetObjectVersionAcl
-AbortMultipartUplo..
-ListMultipartUploa...

Previous

Check whether all cloud phones can only access the game_tar directory in the
cloud-app-game bucket.
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Uploading Data to an OBS Bucket

Procedure
1. In the navigation pane on the left, choose Permissions > Bucket Policy. On
the displayed page, click Create.
Figure B-1 Creating a bucket policy

Bucket Policies

Oihiact
LiDjecis

Create Replicate

[55]
1
1]

2. Select Directory read and write to grant the read and write permissions of
the specified directory in the OBS bucket to the Cloud Phone built-in account.
Click Use Policy Template.
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Figure B-2 Select Template

{ | Create Bucket Policy

o Select Template

Template Name

Custom policy

Bucket read-only

Bucket read and write

Directory read-only

Directory read and w.

Public Read

Principal

A

Specified users N

A

Specified users

A

Specified users N
Specified users

> 3

Anonymous user

Read

Read

Write

Read

Read

Write

Read

Resource

@

All resources

@

N
All resources

Custom resources

Custom resources

({

All resources

Template Action

Get* List HeadBucket

@ Exclude the following actions

DeleteBucket PutBucketAcl

GetObject  GetObjectVersion

GetObjectVersionAcl View 5 other actions.

PutObject GetObject GetObjectversion

View 10 other actions

ListBucket ListBucketVersions HeadBucket

View 3 other actions.

Create Custom Policy

Use Policy Template

Use Policy Template

Use Policy Template

Use Policy Template

Use Policy Template

For the Configure Policy step, configure the required parameters and click

Next.

- Principal: Select Other account.

- Account ID: Enter the Cloud Phone built-in account.

/\ CAUTION

The Cloud Phone built-in account is mandatory and must contain the
following information. You cannot enter the ID of your own account.

Account ID: 529375c06c6340f299819082b3051225
IAM User ID: 10208a4cf0944e339f523d9943ba02d3

- User Policy: Select Include specified users.
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Figure B-3 Configure Policy
¢ | Create Bucket Policy
® Select Template ——— e Configure Policy ‘é‘ Confirm Policy

@ [Creating buckets] and [listing buckets] are service-level operations that need to be configured in IAM. Learn more

Policy View Visual editor JSON

Policy Name Directory read and write-acaf

Policy Content

low G) Include 1 user G Resources Q Include 13 actions 0 Conditions (optional)
Principal ® Current account Other account Anonymaous user
Other account Other account refer to accounts registered with HUAWEI CLOUD other than the current account. Learn how to look up

account IDs and 1AM user IDs.

Account D () 1AM User ID ()

@ Add IAM User ID

(@ Add Account ID

User Policy

| Include specified users A |

Previous

4. Select Current bucket for Resource and click Next.

Figure B-4 Resource
¢ | Create Bucket Policy

@ Select Template ——— e Configure Policy

Confirm Policy

© (Creating buckets] and [listing buckets] are service-level operations that need to be configured in IAM. Learn more

Policy View Visual editor JSON

Policy Name Directory read and write-54cc

Policy Content
Y ° Allow ° Include 1 user @ include the current bucket ° Include 5 actions @ conditions (optional)

Resource

Bucket example-001 selected. You can configure actions that are applicable to buckets

[ Object in bucket

Resource Policy Include specified resources -

5. Confirm the bucket policy and click Create.
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Figure B-5 Confirm Policy

{ | Create Bucket Policy

'::l) Select Template '::2:) Confiqure Poliy ——— °C0nhrm Policy

Directory read and write-ac.. (@ Allow @ include 1wser @ Include the specifie.. @ Incude8act. @ No conditions

-y00185727(529375...  -bucket-ss/file_0503ddaal.. -GetObject
-PutObject
-GetObjectAcl
-PutObjectAcl
-GetObjectversion
-GetObjectVersionAcl
-AbortMultipartUplo..
-ListMultipartUploa...

Previous

6. Check whether all cloud phones can upload data to the game_tar directory in

the cloud-app-game bucket.
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Change History

Released On

Description

2021-09-01

This issue is the fourth official release, which
incorporates the following change:

Added Using STF to Manage Cloud Phones in
Batches.

2020-11-06

This issue is the third official release, which
incorporates the following change:

Added Sharing and Installing Apps from a Cloud
Phone to Multiple Cloud Phones.

2020-02-18

This issue is the second official release, which
incorporates the following changes:

e Added Using Cloud Phones to Build a Cloud
Mobile Gaming System.

e Adjusted the document structure and optimized
the content.

2019-08-30

This issue is the first official release.
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