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Creating Threshold Rules

The alarm function is a basic function of Application Operations Management
(AOM) and plays an important role in routine O&M. AOM can interconnect with
dozens of VM and component metrics, and notify customers of system problems
by Short Message Service (SMS) message or email.

AOM provides both multi- and single-resource static threshold rules. The former
threshold rules are supported only in CN North-Beijing1 and CN East-Shanghai2.

e  Multi-resource static threshold rules: You can set threshold rules in batches.
After a threshold rule is set, it can be applied to all services or hosts of a
tenant. You can set threshold rules with a few clicks for six types of common
metrics, including host and component metrics.

e Single-resource static threshold rules: You can set threshold conditions for
application metrics (resource usage, latency, throughput, and errors) and
resource metrics by setting single-resource static threshold rules. If a metric
value meets a threshold condition, a threshold alarm is generated. If no
metric data is reported, an insufficient data event is generated.

Supported Metrics

AOM allows you to set threshold alarms for the following types of metrics:

Category

Example

Component
(process)

Total CPU cores, used CPU cores, and CPU usage

Host network
metrics

Downlink rate (BPS), downlink error rate, uplink error rate,
and total rate (BPS)

Host disk and
file system
metrics

Disk read rate, disk write rate, and disk usage

Host metrics

Total CPU cores, physical memory usage, host status, and
NTP offset
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Category Example

Application Average latency, error calls, and throughput
performance

metrics

For more information, see section "Metric Overview" in AOM Service Overview.

Procedure

Step 1 Create multi-resource static threshold rules with a few clicks.

1.

Log in to the AOM console. In the navigation pane, choose Alarm Center >
Threshold Rules.

On the Rule List tab page, click Create Default Threshold.

AOM will automatically create six static threshold templates. You can click the
Static Threshold Template tab to view the templates. In addition, AOM will
automatically create six default static threshold rules based on these
templates. The monitored objects are all hosts or components. For example,

click ™ next to [node:default-static-rule] CPU Usage to monitor the CPU
usage of all hosts.

If you add hosts or components later, AOM automatically applies the rules to
them.

Figure 1-1 Creating default multi-resource static threshold rules

CoC <

<

Table 1-1 Description of default multi-resource static threshold rules

Rule/Template Resource | Metric Default
Configuration
- Rule: [node: default- Host CPU Statistic Method:
static-rule] CPU Usage usage Average; Threshold
- Template: [node: default- Condition: > 90%;
static-template] CPU Consecutive Periods:
Usage 3; Statistical Cycle: 1

minute; Alarm
Severity: Major; Send

Notification: No
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Rule/Template Resource | Metric Default
Configuration
- Rule: [node: default- Physical
static-rule] Physical memory
Memory Usage usage
- Template: [node: default-
static-template] Physical
Memory Usage
- Rule: [node: default- Host Statistic Method:
static-rule] Node Status status Average; Threshold
- Template: [node: default- Condition: > 0; - .
static-template] Node Consecutive Periods:
Status 1; Statistical Cycle: 1
minute; Alarm
Severity: Major; Send
Notification: No
- Rule: [service: default- Compon | CPU Statistic Method:
static-rule] CPU Usage ent usage Average; Threshold
- Template: [service: Condition: > 90%; '
default-static-template] Consecutive Periods:
CPU Usage 3; Statistical Cycle: 1
minute; Alarm
- Rule: [service: default- Physical | Severity: Major; Send
static-rule] Physical memory | Notification: No
Memory Usage usage
- Template: [service:
default-static-template]
Physical Memory Usage
- Rule: [service: default- Compon | Statistic Method:
static-rule] Status ent Average; Threshold
status Condition: > 0;

- Template: [service:
default-static-template]
Status

Consecutive Periods:
1; Statistical Cycle: 1
minute; Alarm
Severity: Major; Send
Notification: No

Step 2 Create a multi-resource static threshold rule by using a custom static template.

To create multi-resource static threshold rules for metrics excluding those
listed in step 1, perform the following operations:

Before creating a static threshold rule, create a static threshold template.

Log in to the AOM console. In the navigation pane, choose Alarm Center >
Threshold Rules. Then, click Add Threshold in the upper right corner.

Select a resource. Specifically, enter a threshold rule name, select Template
importing for Creation Mode, select a resource type, select the resource to
be monitored from the resource tree, and click Next.
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(11 NOTE

- When the option below Resource Type is disabled: You need to select one or more
resources from the resource tree. A maximum of 100 resources can be selected.

- When the option below Resource Type is enabled: If Resource Type is Host, all
hosts will be monitored. If Resource Type is Component, all components will be
monitored. This function also takes effect for hosts or components added later.

Figure 1-2 Selecting the resource to be monitored

Monitor_Host_spusage

Hast IP

192.1682241 v

192.168225 od

192168291 v

4. Select the created static threshold template.

Figure 1-3 Creating a multi-resource static threshold rule

5. Click Submit to create a multi-resource static threshold rule. Then click > to
monitor the same metric of multiple resources.

When a threshold alarm is generated, you can choose Alarm Center > Alarm
List in the navigation pane and view the alarm in the alarm list. If any host
meets the preset notification policy, an email or SMS message will be sent.

Step 3 Customize a single-resource static threshold rule.

To create single-resource static threshold rules for metrics excluding those
listed in step 1, perform the following operations:

1. Log in to the AOM console. In the navigation pane, choose Alarm Center >
Threshold Rules. Then, click Add Threshold in the upper right corner.

2. Select a resource. Specifically, enter a threshold name, select Custom
creation for Creation Mode, select a resource type, select the resource to be
monitored from the resource tree, and click Next.
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3.

(11 NOTE

- You can select a maximum of 100 resources from the resource tree.

- When multiple resources are selected, multiple single-resource static threshold
rules will be created after the creation is complete. Each resource is monitored by a
single-resource static threshold rule. A rule name consists of the threshold rule
name you enter in the Threshold name text box, and a sequence number ranging
from 0 to 9. The resource which is selected earlier has a smaller number.

Figure 1-4 Selecting resources

Thresholc name | Montor Host cpulsage

cluster-ulangabx86-04099 nomal

cluster-ulangab-+86-maser- nomal

Host IP

1921682241 T

192168225 v

152168291 T

Customize a threshold. Specifically, select the metric to be monitored, and set
parameters such as Threshold Condition, Consecutive Period (s), Alarm

Severity, Statistic Method, and Send Notification.

(10 NOTE

Threshold Condition: Trigger condition of a threshold alarm. A threshold condition
consists of two parts: determination condition (>, <, >, or <) and threshold value.
For example, if Threshold Condition is set to > 85 and an actual metric value
exceeds 85, a threshold alarm will be generated.

Consecutive Period (s): If the metric value meets the threshold condition for a
specified number of consecutive periods, a threshold alarm will be generated.

Statistic Method: Method used to measure metrics.
Statistical Cycle: Interval at which metric data is collected.

Send Notification: Whether to send notifications by email or SMS message when
the static threshold rule status (Exceeded, OK, or Insufficient) changes.

® If you want to receive notifications by email or SMS message, select Yes, set a
notification policy, select a created topic, and select a trigger condition.

®  If you do not need to receive notifications by email or SMS message, select
No.

Trigger Condition: Condition for sending a notification.

You can select multiple trigger conditions. For example, to receive notifications if
the threshold status changes to Exceeded, select Threshold crossing. To receive
notifications upon any threshold status change, select all trigger conditions.
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Figure 1-5 Customizing a threshold

Metric Name CPU wsage v Threshold Preview

StatisticMethod | Averge v Statistical Gycle | Tminute +

4. Click Submit to create multiple single-resource static threshold rules. Each
resource is monitored by an independent rule.

If a single-resource static threshold rule monitors a host and the CPU usage of
the host exceeds the threshold, a threshold alarm will be generated on the
alarm page. You can choose Alarm Center > Alarm List in the navigation
pane and view the alarm in the alarm list. If any host meets the preset
notification policy, an email or SMS message will be sent.

Figure 1-6 Creating a single-resource static threshold rule
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Discovering Applications

Overview

Application Operations Management (AOM) can discover applications deployed

on HUAWEI CLOUD hosts and collect their metrics based on configured rules. You

can view the discovered applications on the Application Monitoring page and
their metrics on the O&M page.

The relationship between applications and components is as follows:

e Component refers to the smallest unit for completing a task. It can be a
microservice, container process, or common process.

e Application refers to a complete service module and consists of multiple
components.

After application discovery is configured, you can use AOM to monitor application

metrics and associate related alarms. Mainly, AOM can:

1. Provide association relationships between applications and components,
between components and component instances, and between applications
and hosts.

Enable you to search for associated components and logs.

3. Aggregate component metrics (so that you can obtain aggregated results of

all component instances).
Procedure

Step 1 Log in to AOM, choose Configuration Management > Service Discovery in the
navigation pane, and then configure an application discovery rule.

You need to configure a log path associated with the target component.
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Add Custom Application Discovery Rule | < feturn w0

(@ select a Pre-Detected Host

Tips: By default, Application Discovery supports Java, Python, and Node|s processes. You can check whether processes are monitored on the Component List page. If your processes are not discovered by the server or do not belong to the preceding types, follow this guide to add a
discovery rule

* Rule Name & How to Add a Custom Application Discovery Rule

Cluster: All v Q||Cc
1P Address
1921680186

192168.1.205

192168.1.57

192168.1.131

v | Total Records: 4

Step 2 View the application status.

1. In the navigation pane, choose Monitoring > Application Monitoring.
2. Click an application to view its components and other resources.

Overview View Monitor Graphs

B iio | Ao | | [Ffren

Other 0

o 0 v
3. Click the Component List tab and view the component information.
0 v

Component Name = stats = CPU Usage Physical Memory Usage

Normal 0% 7011%

4. Click the Host List tab to view the host information.

Component List Host List Transaction List
Al Normal Q||Cc
Host Name (= Host IP Address |= Host Status = CPU Usage Physical Memory Usage

92168157 Normal 09% 49

5. Click the Alarm Analysis tab to view alarms.

--—-End
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Counting Log Keywords

Scenario
When an application is normal, its log file contains fewer than 10 error keywords
every 10 minutes. However, when the application becomes abnormal, the number
of error keywords increases rapidly. To identify an exception in a timely manner,
you can use Application Operations Management (AOM) to count the number of
errors in logs and set threshold alarms.

Procedure

Step 1 Create a log bucket and store log files of the target application to the bucket.

Basic Information

Name count-error

Log Files

Component

Step 2 Create a statistical rule for the log bucket and set the keyword error.
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Basic Information

Rule Type Keyword
Rule Name count-error
Keyword error
Description

Log Bucket conut-error

c

Add Log Bucket

Step 3 Create a threshold rule for the statistical rule and set the trigger condition as
follows: if the number of errors is greater than 12 within 5 minutes, an alarm will

be reported.

Threshold Settings

Threshold Preview

tatistic Method | Average

12
10

o N & o

ime Zone (GMT+08:00)

Step 4 After the threshold rule is created, if the statistical result exceeds the threshold, a
Short Message Service (SMS) message or email will be sent immediately,
informing you that the threshold has been exceeded and your service may be
abnormal. Then, locate and rectify the fault as soon as possible.

--—-End
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