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Before You Start

1.1 Overview

Welcome to Distributed Message Service for Kafka APl Reference. Distributed
Message Service (DMS) for Kafka is a message queuing service that is based on
the open-source Apache Kafka. It provides Kafka premium instances with isolated
computing, storage, and bandwidth resources. DMS for Kafka allows you to apply
resources, configure topics, partitions, and replicas based on service requirements.
The service can be used out of the box and frees you from deployment and O&M
so that you can focus on the agile development of your applications.

This document describes the functions, syntax, parameters, and examples of the
application programming interfaces (APIs) of DMS for Kafka.

NOTICE

DMS for Kafka is continuously upgraded with new functions, and the existing APIs
are inevitably adjusted. For example, new response parameters may be added.

To reduce the impact of APl changes, DMS for Kafka is backward compatible with
existing APIs. When using DMS for Kafka, you should recognize and ignore unused
parameters and parameter values in JSON responses.

1.2 API Calling

DMS for Kafka supports Representational State Transfer (REST) APIs, allowing you
to call APIs using HTTPS. For details about API calling, see Calling APIs.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For the endpoints of all services, see Regions and
Endpoints.
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1.4 Constraints

e The number of instances that you can create is determined by your quota. For
details, see Service Quota.

e  For more constraints, see API description.

1.5 Concepts

e Account

An account is created upon successful registration and has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity
and should not be used directly to perform routine management. For security
purposes, create IAM users and grant them permissions for routine
management.

e |AM user

An IAM user is created using an account to use cloud services. Each IAM user
has its own identity credentials (password and access keys).

An IAM user can view the account ID and user ID on the My Credentials
page of the console. The account name, username, and password will be
required for APl authentication.

e Region: A region is a geographic area in which cloud resources are deployed.
Availability zones (AZs) in the same region can communicate with each other
over an intranet, while AZs in different regions are isolated from each other.
Deploying cloud resources in different regions can better suit certain user
requirements or comply with local laws or regulations.

e An AZ contains one or more physical data centers. Each AZ has independent
cooling, fire extinguishing, moisture-proof, and electricity facilities. Within an
AZ, computing, network, storage, and other resources are logically divided
into multiple clusters. AZs within a region are interconnected using high-
speed optical fibers to support cross-AZ high-availability systems.

e Project

Projects group and isolate resources (including compute, storage, and network
resources) across physical regions. A default project is provided for each
region, and subprojects can be created under each default project. Users can
be granted permissions to access all resources in a specific project. For more
refined access control, create subprojects under a project and purchase
resources in the subprojects. Users can then be assigned permissions to access
only specific resources in the subprojects.
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Figure 1-1 Project isolating model

HUWEI
CLOUD

Project A Project B

Project A_1 Project A_2 Project B_1 Project B_2

Region A Region B

To view a project ID, go to the My Credentials page.
e  Enterprise project

Enterprise projects group and manage resources across regions. Resources in
different enterprise projects are logically isolated. An enterprise project can
contain resources of multiple regions, and resources can be added to or
removed from enterprise projects.

For details about how to obtain enterprise project IDs and features, see the
Enterprise Management User Guide.
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APl Overview

Table 2-1 APIs

APIs

Description

Lifecycle
management APls

Create pay-per-use instances, modify instance
information, and query, delete, and restart instances.

Instance
management APIs

Reset the password, reset Kafka Manager password,
restart Kafka Manager, configure automatic topic
creation, modify the private IP address for cross-VPC
access, query Kafka cluster metadata, query consumer
group details, reset consumer group offset to the
specified position, query coordinator details of a Kafka
instance, add partitions to a topic for a Kafka instance,
query the disk usage status of topics, and reassign
replicas of a topic for a Kafka instance.

Dumping
management APIs

Create a dump connector for an instance, create a
dumping task, list dumping tasks, modify dumping task
quotas, query a dumping task, and delete a dumping
task.

Specification
modification
management APIs

Query product information for instance specification
modification, and modify instance specifications.

Topic management
APIs

Create a topic for a Kafka instance, list topics of a
Kafka instance, modify topics of a Kafka instance,
delete topics of a kafka instance in batches, and query
details about a topic.

User management
APIs

List users, create a user, delete a user, reset the user
password, query user permissions, and configure user
permissions.

Message query APIs

Query a message with a specified offset, query a
message with a specified time period, and query offset
of the earliest or latest message in a partition.
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APIs Description

Background task List background tasks, query a background task, and

management APIs delete a background task.

Tag management Add or delete tags in batches, list tags of an instance,

APIs and list tags of a project.

Other APIs Query product specifications, list AZ information, list
maintenance time windows, and query Kafka instance
monitoring dimensions.
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3 Calling APIs

Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

URI-scheme:
Protocol used to transmit requests. All APIs use HTTPS.
Endpoint:

Domain name or IP address of the server bearing the REST service. The
endpoint varies between services in different regions. It can be obtained from
Regions and Endpoints.

For example, the endpoint of IAM in the CN North-Beijing1 region is iam.cn-
north-1.myhuaweicloud.com.

resource-path:

Access path of an API for performing a specified operation. Obtain the path
from the URI of an API. For example, the resource-path of the API used to
obtain a user token is /v3/auth/tokens.

query-string:

Query parameter, which is optional. Ensure that a question mark (?) is
included before each query parameter that is in the format of " Parameter
name=Parameter value". For example, ?limit=10 indicates that a maximum of
10 data records will be displayed.

For example, to obtain an IAM token in the CN North-Beijing1 region, obtain the
endpoint of IAM (iam.cn-north-1.myhuaweicloud.com) for this region and the
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resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI

https:// iam.cn-north-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URl-scheme Endpoint resource-path
L] NOTE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server:

e GET: requests a server to return specified resources.

e PUT: requests a server to update specified resources.

e POST: requests a server to add resources or perform special operations.

e DELETE: requests a server to delete specified resources, for example, objects.

e HEAD: same as GET except that the server must return only the response
header.

e  PATCH: requests a server to update a part of a specified resource. If the
resource does not exist, a new resource can be created using the PATCH
method.

For example, in the case of the API used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request headers are as follows:

e Content-Type: specifies the request body type or format. This field is
mandatory and its default value is application/json. Other values of this field
will be provided for specific APIs if any.

e X-Auth-Token: specifies a user token only for token-based API authentication.
The user token is a response to the APl used to obtain a user token. This API
is the only one that does not require authentication.
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(11 NOTE

In addition to supporting token-based authentication, cloud service APIs also support
authentication using the AK/SK. During AK/SK-based authentication, an SDK is used to
sign the request, and the Authorization (signature information) and X-Sdk-Date
(time when the request is sent) header fields are automatically added to the request.

For more information, see AK/SK-based Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

Request Body

The body of a request is often sent in a structured format as specified in the
Content-Type header field. The request body transfers content except the request
header.

A request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
domainname, ******** (|ogin password), and xxxxxxxxxxxxxxxxxx (project name)
with the actual values (for example, cn-north-1). The project name can be
obtained from Regions and Endpoints.

(10 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
”password" " *******5!"
"domain": {
"name": "domainname"
}

}
}
}I
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXXX"
}
}
}
}
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If all data required by a request is available, you can send the request to call the
API through curl, Postman, or coding. In the response to the API used to obtain a
user token, x-subject-token is the desired user token. This token can then be used
to authenticate the calling of other APIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e Token-based authentication: Requests are authenticated using a token.

e AK/SK authentication: Requests are encrypted using AK/SK pairs. AK/SK-based
authentication is recommended because it is more secure than token-based
authentication.

Token-based Authentication

(10 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to request headers to get
permissions for calling the API.

When calling an API to obtain a user token, you must set auth.scope in the
request body to project.

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
"password'"; " #HEEEE
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name™: "xXxxxxxxx"
}

}
}
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFI...., X-Auth-Token: ABCDEFI.... can be added to a request as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
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AK/SK-based Authentication

(11 NOTE

AK/SK-based authentication supports API requests with a body not larger than 12 MB. For
API requests with a larger body, token-based authentication is recommended.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the request headers for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e SK: secret access key used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK-based authentication, you can use an AK/SK to sign requests based on
the signature algorithm or use the signing SDK to sign requests. For details about
how to sign requests and use the signature SDK, see API Signature Guide.

NOTICE

The signing SDK is only used for signing requests and is different from the SDKs
provided by services.

3.3 Returned Values

Status Code

After sending a request, you will receive a response, including the status code,
response header, and response body.

A status code is a group of digits ranging from 1xx to 5xx. It indicates the status of
a response. For more information, see Status Code.

If status code 201 is returned for the calling of the API for obtaining a user
token, the request is successful.

Response Header

A response header corresponds to a request header, for example, Content-type.

Figure 3-2 shows the response header for the API of obtaining a user token, in
which x-subject-token is the desired user token. Then, you can use the token to
authenticate the calling of other APIs.
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Figure 3-2 Header of the response to the request for obtaining a user token

connection — keep-alive

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GM

server — Web Server

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options —~ SAMEORIGIN

x-iam-trace-id — 218

x-subject-token

x-Xss-protection — 1 mode=block

(Optional) Response Body

A response body is generally returned in a structured format, corresponding to the
Content-Type in the response header, and is used to transfer content other than
the response header.

The following shows part of the response body for the API to obtaining a user
token.

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
]

n

catalog": [

{

"endpoints": [

"region_id": "XXXXXX",

If an error occurs during API calling, the system returns an error code and a
message to you. The following shows the format of an error response body:

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

In the preceding information, error_code is an error code, and error_msg
describes the error.
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Getting Started

Scenarios

This section describes how to call an API to create a Kafka instance and customize
the computing capabilities and storage space of the instance based on service
requirements.

For details on how to call APIs, see Calling APIs.

Prerequisites
[ ]

IAM endpoint obtained from Regions and Endpoints..
Kafka endpoint obtained from Regions and Endpoints..

Creating a Kafka Instance

The following is an example request for creating a Kafka instance:

"name": "kafka-demo",

"engine": "kafka",

"engine_version": "2.3.0",

"specification": "100MB",

"storage_space": 600,

"partition_num": 300,

"vpc_id": "60fc80a5-35db-45a9-acdb-0ef2361e1088",
"security_group_id": "d8c81e0f-de6a-4110-8c96-81af3eacb3d1",
"subnet_id": "45767e73-a093-4a1c-8cdd-b8d664b34dcc",
"available_zones": [
"72d50cedc49846b9b42c21495f38d81c"

]

"product_id": "00300-30308-0--0",

"kafka_manager_user": "test",
"kafka_manager_password": "Z****x",

}

name: name of the instance.
engine: message engine. The value is kafka.
engine_version: version of the message engine.

specification: bandwidth of the instance. For details about the value range,
see section "Creating a Pay-per-Use Instance".

storage_space: message storage space in GB. For details about the value
range, see section "Creating a Pay-per-Use Instance".
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partition_num: maximum number of partitions in a Kafka instance. For
details about the value range, see section "Creating a Pay-per-Use Instance".

vpc_id: ID of the Virtual Private Cloud (VPC) where the instance resides. You
can query the VPC ID on the VPC console or by calling the API for querying
VPCs.

security_group_id: ID of the security group. You can query the security group
ID on the VPC console or by calling the API for querying security groups.

subnet_id: ID of the VPC subnet. You can query the security group ID on the
VPC console or by calling the API for querying subnets.

available _zones: ID of the AZ where the instance resides. The value cannot
be empty or null. For details, see section "Querying AZ Information".

product_id: ID of the product. For details, see section "Querying Product
Specifications".

kafka_manager_user: username for logging in to Kafka Manager
kafka_manager_password: password for logging in to Kafka Manager

storage_spec_code: storage |/O specification. For details about the value
range, see section "Creating a Pay-per-Use Instance".
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APIs V2 (Recommended)

5.1 Lifecycle Management

5.1.1 Creating a Pay-per-Use Instance

Function

This API is used to create a pay-per-use instance.
Debugging

You can use API Explorer to debug this API.
URI

POST /v2/{project_id}/instances

Table 5-1 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.
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Request Parameters

Table 5-2 Request body parameters

Parameter

Mandatory

Type

Description

name

Yes

String

Instance name.

An instance name starts with
a letter, consists of 4 to 64
characters, and can contain
only letters, digits, underscores
(1), and hyphens (-).

description

No

String

Instance description.

The description can contain a
maximum of 1024 characters.

NOTE
The backslash () and quotation
mark (") are special characters
for JSON messages. When using
these characters in a parameter
value, add the escape character
() before the characters, for
example, \ and ".

engine

Yes

String

Message engine. Value: kafka.

engine_versio
n

Yes

String

Version of the message
engine. Value: 1.1.0 and 2.3.0.

specification

Yes

String

Bandwidth of a Kafka
instance, that is, the maximum
amount of data transferred
per unit time. Unit: MB.
Options:

e 100MB

e 300MB

e 600MB

1200MB
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Parameter

Mandatory

Type

Description

storage_space | Yes

Integer

Message storage space in GB.

e Value range: 600-90,000
GB for 100 MB/s Kafka
instances

e Value range: 1200-90,000
GB for 300 MB/s Kafka
instances

e Value range: 2400-90,000
GB for 600 MB/s Kafka
instances

e Value range: 4800-90,000
GB for 1200 MB/s Kafka
instances

partition_num | No

Integer

Maximum number of
partitions in a Kafka instance.

e Value: 300 for 100 MB/s
Kafka instances

e Value: 900 for 300 MB/s
Kafka instances

e Value: 1800 for 600 MB/s
Kafka instances

e Value: 1800 for 1200 MB/s
Kafka instances

access_user No

String

This parameter is mandatory
when ssl_enable is set to
true. This parameter is invalid
when ssl_enable is set to
false.

The username must be 4 to 64
characters long and can
contain only letters, digits, and
hyphens (-).
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Parameter

Mandatory

Type

Description

password

No

String

This parameter is mandatory
when ssl_enable is set to
true. This parameter is invalid
when ssl_enable is set to
false.

Instance password.

The password must meet the
following complexity
requirements:

e Can be 8 to 32 characters
long.

e Contains at least two of the
following character types:

e Lowercase letters

e Uppercase letters

e Digits

e Special characters "~!@#$
%N&*()-_=+|[{}]:"",<.>/?

vpc_id

Yes

String

VPC ID.

To obtain the value, log in to
the VPC console, and click the
name of a VPC to view the
VPC ID on the displayed
details page.

security_grou
p_id

Yes

String

ID of the security group to
which the instance belongs.

To obtain the value, log in to
the VPC console. Choose
Access Control > Security
Groups in the navigation
pane. On the Security Groups
page, click the target security
group. You can view the
security group ID on the
displayed page.

subnet_id

Yes

String

Subnet information.

To obtain the value, log in to
the VPC console and click the
target subnet on the Subnets
page. You can view the
network ID on the displayed

page.

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd. 17



Distributed Message Service for Kafka

API Reference

5 APIs V2 (Recommended)

Parameter

Mandatory

Type

Description

available_zon
es

Yes

Array of
strings

ID of the AZ where instance
brokers reside and which has
available resources. This
parameter cannot be empty or
null. A Kafka instance can be
deployed in 1 AZ or at least 3
AZs. When specifying AZs for
brokers, separate multiple AZs
with commas (,).

product_id

Yes

String

Product ID.

kafka_manag
er_user

Yes

String

Username for logging in to
Kafka Manager. The username
consists of 4 to 64 characters
and can contain only letters,
digits, and hyphens (-).

kafka_manag
er_password

Yes

String

Password for logging in to
Kafka Manager.

The password must meet the
following complexity
requirements:

e Can be 8 to 32 characters
long.

e Contains at least two of the
following character types:

e Lowercase letters

e Uppercase letters

e Digits

e Special characters “~!@#$
%N&*()-_=+|[{}]:"",<>/?
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Parameter

Mandatory

Type

Description

maintain_begi
n

No

String

Time at which a maintenance
time window starts. Format:
HH:mm.

e The start time and end
time of the maintenance
time window must indicate
the time segment of a
supported maintenance
time window.

e The start time must be set
to 22:00, 02:00, 06:00,
10:00, 14:00, or 18:00.

e The start time and end
time must be set in pairs. If
the start time is left blank,
the end time must also be
left blank. In this case, the
system automatically sets
the start time to 02:00.

maintain_end

No

String

Time at which a maintenance
time window ends. Format:
HH:mm.

e The start time and end
time of the maintenance
time window must indicate
the time segment of a
supported maintenance
time window.

e The end time is four hours
later than the start time.
For example, if the start
time is 22:00, the end time
is 02:00.

e The start time and end
time must be set in pairs. If
the end time is left blank,
the start time is also left
blank. In this case, the
system automatically sets
the end time to 06:00.

enable_publici
p

No

Boolean

Whether to enable public
access for the instance. By
default, public access is
disabled.

e true: enable
e false: disable
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Parameter

Mandatory

Type

Description

public_bandwi
dth

No

Integer

Public network bandwidth.
Unit: Mbit/s. Value range:

e For a 100 MB/s Kafka
instance, the value must be
a multiple of the number
of brokers and fall in the
range from 3 to 900.

e For a 300 MB/s Kafka
instance, the value must be
a multiple of the number
of brokers and fall in the
range from 3 to 900.

e For a 600 MB/s Kafka
instance, the value must be
a multiple of the number
of brokers and fall in the
range from 4 to 1200.

e For a 1200 MB/s Kafka
instance, the value must be
a multiple of the number
of brokers and fall in the
range from 8 to 2400.

publicip_id

No

String

ID of the EIP bound to an
instance.

Use commas (,) to separate
multiple EIP IDs.

This parameter is mandatory if
public access is enabled (that
is, enable_publicip is set to
true).

ssl_enable

No

Boolean

Whether to enable SSL-
encrypted access.

e true: enable
e false: disable

retention_poli
cy

No

String

Action to be taken when the
memory usage reaches the
disk capacity threshold.

Possible values:

e produce_reject: New
messages cannot be
created.

e time_base: The earliest
messages are deleted.
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Parameter

Mandatory

Type

Description

connector_en
able

No

Boolean

Whether to enable message
dumping.

By default, message dumping
is disabled.

enable_auto_t
opic

No

Boolean

Whether to enable automatic
topic creation.

e true: enable
e false: disable

If it is enabled, a topic will be
automatically created with 3
partitions and 3 replicas when
a message is created in or
retrieved from a topic that
does not exist.

storage_spec_
code

Yes

String

Storage 1/O specification.
Options:

e dms.physical.storage.high
or
dms.physical.storage.ultra
when the parameter
specification is T00MB.

e dms.physical.storage.high
or
dms.physical.storage.ultra
when the parameter
specification is 300MB.

e dms.physical.storage.ultra
when the parameter
specification is 600MB.

e dms.physical.storage.ultra
when the parameter
specification is 1200MB.

enterprise_pro
ject_id

No

String

Enterprise project ID. This
parameter is mandatory for an
enterprise project account.

tags

No

Array of
TagEntity
objects

Tags.
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Table 5-3 TagEntity

Parameter Mandatory

Type

Description

key No

String

Tag key, which can contain a
maximum of 36 Unicode
characters.

The key cannot be left blank
or an empty string.

It cannot contain nonprintable
ASCII (0-31) characters and

the following special
characters: =*<>,|/

value No

String

Tag value, which can contain a
maximum of 43 Unicode
characters.

The value cannot be left blank
but can be an empty string.

It cannot contain nonprintable
ASCII (0-31) characters and
the following special
characters: =*<>,|/

Response Parameters
Status code: 200

Table 5-4 Response body parameters

Parameter Type

Description

instance_id String

Instance ID.

Example Requests

POST https://{endpoint}/v2/{project_id}/instances

{
"name" : "kafka-test",
"description" : "",
"engine" : "kafka",
"engine_version" : "1.1.0",
"storage_space" : 300,
"kafka_manager_user" : "root",

"kafka_manager_password" . "**********n,

"vpc_id" : "23921d2a-****-Frek ik 5£2fa5327a48",

"security_group_id" : "2e888928-****_*rx_kkit_a36c6520d473",
"subnet_id" : "37bb12c9-****-**+k_xi+k_308f7d336ab6",
"available_zones" : [ "a0865121f83b41cbafce65930a22a6e8" 1,

"product_id" : "00300-30310-0--0",
"maintain_begin" : "22:00",
"maintain_end" : "02:00",
"ssl_enable" : true,
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"enable_publicip" : true,
"publicip_id" : "6db1129f-16af-455d-8d54-d7ab9f277393,bb200202-423f-49e4-

bae7-8ab3c36cdc3e,ca8801e8-6620-42af-b506-a5c9ee395466",

"access_user" : "root",

"paSSWOI’d" : H**********H’

"enterprise_project_id" : "0",

"specification" : "300MB",

"partition_num" : 900,

"retention_policy" : "time_base",
"public_boundwidth" : 3,

"connector_enable" : false,

"enable_auto_topic" : true,

"storage_spec_code" : "dms.physical.storage.ultra",

"tags" : [ {
"key" : llkey—l ",

"value" : "valuel1"

3o

nkeyn . "key2",

"value" : "value2"

]
}

Example Responses

Status code: 200

An instance is created successfully.

{

"instance_id" : "8959ab1c-7n1a-yyb1-a05t-93dfc361b32d"

}

Status Codes

Status
Code

Description

200

An instance is created successfully.

Error Codes

See Error Codes.

5.1.2 Listing All Instances

Function

This API is used to query the instances of an account by the specified conditions.

Debugging

You can use API Explorer to debug this API.

URI

GET /v2/{project_id}/instances
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Table 5-5 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
Table 5-6 Query parameters

Parameter Mandatory Type Description

engine No String Message engine. Value: kafka.

name No String Instance name.

instance_id No String Instance ID.

status No String Instance status.

include_failur | No String Whether to return the number

e of instances that fail to be
created.
If the value is true, the
number of instances that
failed to be created is
returned. If the value is not
true, the number is not
returned.

exact_match_ | No String Whether to search for the

name instance that precisely
matches a specified instance
name.
The default value is false*,
indicating that a fuzzy search
is performed based on a
specified instance name. If the
value is true, the instance that
precisely matches a specified
instance name is queried.

enterprise_pro | No String Enterprise project ID.

ject_id

Request Parameters

None

Response Parameters

Status code: 200
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Table 5-7 Response body parameters

Parameter

Type

Description

instances

Array of
Showlnstanc
eResp objects

Instance list.

instance_num

Integer

Number of instances.

Table 5-8 ShowlInstanceResp

Parameter Type Description
name String Instance name.
engine String Message engine.
engine_versio | String Version.
n
specification String Instance specifications.
storage_space | Integer Message storage space in GB.
partition_num | String Number of partitions in a Kafka instance.
used_storage_ | Integer Used message storage space in GB.
space
connect_addr | String IP address of an instance.
ess
port Integer Port of an instance.
status String Instance status.
instance_id String Instance ID.
resource_spec | String Resource specification code.
_code ¢ dms.instance.kafka.cluster.c3.mini: Kafka
instance with 100 MB/s bandwidth
o dms.instance.kafka.cluster.c3.small.2:
Kafka instance with 300 MB/s bandwidth
e dms.instance.kafka.cluster.c3.middle.2:
Kafka instance with 600 MB/s bandwidth
e dms.instance.kafka.cluster.c3.high.2: Kafka
instance with 1200 MB/s bandwidth
charging_mod | Integer Billing mode. The value 1 means pay-per-use,
e and 0 means yearly/monthly.
vpc_id String VPC ID.
vpc_name String VPC name.
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Parameter Type Description
created_at String Time when the instance was created.
The time is a Unix timestamp in millisecond.
user_id String User ID.
user_name String Username.
order_id String Order ID. This parameter has a value only
when the billing mode is yearly/monthly.
maintain_begi | String Time at which the maintenance time window
n starts. The format is HH:mm:ss.
maintain_end | String Time at which the maintenance time window
ends. The format is HH:mm:ss.
enable_publici | Boolean Whether public access is enabled for an
p instance.
e true: enabled
e false: disabled
management | String Connection address of the Kafka Manager of a
_connect_add Kafka instance.
ress
ssl_enable Boolean Whether security authentication is enabled.
e true: enable
e false: disabled
enterprise_pro | String Enterprise project ID.
ject_id
is_logical_volu | Boolean Whether the instance is a new instance. This
me parameter is used to distinguish old instances
from new instances during instance capacity
expansion.

e true: New instance, which allows dynamic
disk capacity expansion without restarting
the instance.

e false: Old instance.

extend_times | Integer Number of disk expansion times. If the value
exceeds 20, disk expansion is no longer
allowed.

enable_auto_t | Boolean Whether to enable automatic topic creation.

opic e true: enabled

e false: disabled

type String Instance type. The value can be cluster.
product_id String Product ID.
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Parameter Type Description

security_grou | String Security group ID.

p_id

security_grou | String Security group name.

p_name

subnet_id String Subnet ID.

available_zon | Array of AZ to which the instance brokers belong. The

es strings AZ ID is returned.

total_storage_ | Integer Message storage space in GB.

space

public_connec | String Instance public access address. This parameter

t_address is available only when public access is enabled
for the instance.

storage_resou | String Storage resource ID.

rce_id

storage_spec_ | String I/O specifications.

code

service_type String Service type.

storage_type | String Storage class.

retention_poli | String Message retention policy.

cy

kafka_public_ | String Whether public access is enabled for Kafka.

status

public_bandwi | Integer Public network bandwidth.

dth

kafka_manag | String Username for logging in to Kafka Manager.

er_user

enable_log_co | Boolean Whether log collection is enabled.

llection

cross_vpc_info | String Cross-VPC access information.

ipv6_enable Boolean Whether IPv6 is enabled.

ipv6_connect_ | Array of IPv6 connection address.

addresses strings

connector_en | Boolean Whether dumping is enabled.

able

connector_id | String Dumping task ID.

rest_enable Boolean Whether Kafka REST is enabled.
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Parameter Type Description
rest_connect_ | String Kafka REST connection address.
address
message_quer | Boolean Whether message query is enabled.
y_inst_enable
vpc_client_pla | Boolean Whether intra-VPC plaintext access is enabled.
in
support_featu | String List of features supported by the Kafka
res instance.
trace_enable | Boolean Whether message tracing is enabled.
pod_connect_ | String Connection address on the tenant side.
address
disk_encrypte | Boolean Whether disk encryption is enabled.
d
kafka_private | String Private connection address of a Kafka instance.
_connect_add
ress
ces_version String Cloud Eye version.
tags Array of Tag list.
TagEntity
objects

Table 5-9 TagEntity

Parameter Type Description

key String Tag key, which can contain a maximum of 36
Unicode characters.

The key cannot be left blank or an empty
string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<> |/

value String Tag value, which can contain a maximum of 43
Unicode characters.

The value cannot be left blank but can be an
empty string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<> |/
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Example Requests
GET https://{endpoint}/v2/{project_id}/instances

Example Responses
Status code: 200

All instances are listed successfully.
{

"instances" : [ {

"name" : "kafka-2085975099",

"engine" : "kafka",

"port" : 9092,

"status" : "RUNNING",

"type" : "cluster",

"specification" : "100MB",

"engine_version" : "1.1.0",

"connect_address" : "192.168.0.100,192.168.0.61,192.168.0.72",

"instance_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"resource_spec_code" : "dms.instance kafka.cluster.c3.mini",

"charging_mode" : 1,

"vpe_id™ ;XXX -XXKK-XHXXX XXX -XXXXXXKXXXXX

"vpc_name" : "dms-test",

"created_at" : "1585618587087",

"product_id" : "00300-30308-0--0",

"security_group_id" : "XXXXXXXX=XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"security_group_name" : "Sys-default",

"subnet_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"available_zones" : [ "38b0f7a602344246bcb0da47b5d548e7" ],

"user_id" ;" XXXXXXXXKXXXXKXXXXKKKXXXXXXXKXXX

"user_name" : "paas_dms",

"kafka_manager_user" : "root",

"maintain_begin" : "02:00:00",

"maintain_end" : "06:00:00",

"enable_log_collection" : false,

"storage_space" : 492,

"total_storage_space" : 600,

"used_storage_space" : 25,

"partition_num" : "300",

"enable_publicip" : false,

"ssl_enable" : false,

"management_connect_address" : "https://192.168.0.100:9999",

"cross_vpc_info" : "{\"192.168.0.61\":{\"advertised_ip\":\"192.168.0.61\",\"port\":9011,\"port_id\":
" XXXXKXXK-XXXK XXX -XXXX-XXXXXXXXXK\ "\ ' 192.168.0.72\":{\ "advertised_ip\":\"192.168.0.72\" \"port\":
9011,\"port_id\":\" XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXxxXX\ " },\"192.168.0.100\":{\"advertised_ip\":
\"192.168.0.100\",\" port\":9011,\"port_id\":\" XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX\"}}",

"storage_resource_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX ",

"storage_spec_code" : "dms.physical.storage.ultra",

"service_type" : "advanced",

"storage_type" : "hec",

"enterprise_project_id" : "0",

"is_logical_volume" : true,

"extend_times" : 0,

"retention_policy" : "produce_reject",

"ipv6_enable" : false,

"ipv6_connect_addresses" : [ ],

"connector_enable" : false,

"connector_id" : "",

"rest_enable" : false,

"rest_connect_address" : "",

"kafka_public_status" : "closed",

"public_boundwidth" : 0,

"message_query_inst_enable" : true,

"vpc_client_plain" : false,

"support_features" :
"kafka.new.pod.port,feature.physerver.kafka.topic.modify,feature.physerver.kafka.topic.accesspolicy, message_t
race_enable,features.pod.token.access,feature.physerver.kafka.pulbic.dynamic,roma_app_enable,features.log.c
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ollection,auto_topic_switch,feature.physerverkafka.user.manager",

"trace_enable" : false,
"agent_enable" : false,
"pod_connect_address" : "100.86.75.15:9080,100.86.142.77:9080,100.86.250.167:9080",
"disk_encrypted" : false,
"kafka_private_connect_address" : "192.168.0.61:9092,192.168.0.100:9092,192.168.0.72:9092",
"enable_auto_topic" : false,
"ces_version" : "linux"

1]

"instance_num" : 1

}

Status Codes

Status Description
Code

200 All instances are listed successfully.

Error Codes

See Error Codes.

5.1.3 Querying an Instance

Function

This API is used to query the details about a specified instance.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}

Table 5-10 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters
Status code: 200
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Table 5-11 Response body parameters

Parameter Type Description
name String Instance name.
engine String Message engine.
engine_versio | String Version.
n
specification String Instance specifications.
storage_space | Integer Message storage space in GB.
partition_num | String Number of partitions in a Kafka instance.
used_storage_ | Integer Used message storage space in GB.
space
connect_addr | String IP address of an instance.
ess
port Integer Port of an instance.
status String Instance status.
instance_id String Instance ID.
resource_spec | String Resource specification code.
_code ¢ dms.instance.kafka.cluster.c3.mini: Kafka
instance with 100 MB/s bandwidth
o dms.instance.kafka.cluster.c3.small.2:
Kafka instance with 300 MB/s bandwidth
e dms.instance.kafka.cluster.c3.middle.2:
Kafka instance with 600 MB/s bandwidth
e dms.instance.kafka.cluster.c3.high.2: Kafka
instance with 1200 MB/s bandwidth
charging_mod | Integer Billing mode. The value 1 means pay-per-use,
e and 0 means yearly/monthly.
vpc_id String VPC ID.
vpc_name String VPC name.
created_at String Time when the instance was created.
The time is a Unix timestamp in millisecond.
user_id String User ID.
user_name String Username.
order_id String Order ID. This parameter has a value only

when the billing mode is yearly/monthly.
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Parameter Type Description
maintain_begi | String Time at which the maintenance time window
n starts. The format is HH:mm:ss.
maintain_end | String Time at which the maintenance time window
ends. The format is HH:mm:ss.
enable_publici | Boolean Whether public access is enabled for an
p instance.
e true: enabled
e false: disabled
management | String Connection address of the Kafka Manager of a
_connect_add Kafka instance.
ress
ssl_enable Boolean Whether security authentication is enabled.
e true: enable
e false: disabled
enterprise_pro | String Enterprise project ID.
ject_id
is_logical_volu | Boolean Whether the instance is a new instance. This
me parameter is used to distinguish old instances
from new instances during instance capacity
expansion.

e true: New instance, which allows dynamic
disk capacity expansion without restarting
the instance.

e false: Old instance.

extend_times | Integer Number of disk expansion times. If the value
exceeds 20, disk expansion is no longer
allowed.

enable_auto_t | Boolean Whether to enable automatic topic creation.

opic e true: enabled

e false: disabled

type String Instance type. The value can be cluster.
product_id String Product ID.

security_grou | String Security group ID.

p_id

security_grou | String Security group name.

p_name

subnet_id String Subnet ID.
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Parameter Type Description

available_zon | Array of AZ to which the instance brokers belong. The

es strings AZ ID is returned.

total_storage_ | Integer Message storage space in GB.

space

public_connec | String Instance public access address. This parameter

t_address is available only when public access is enabled
for the instance.

storage_resou | String Storage resource ID.

rce_id

storage_spec_ | String I/O specifications.

code

service_type String Service type.

storage_type | String Storage class.

retention_poli | String Message retention policy.

cy

kafka_public_ | String Whether public access is enabled for Kafka.

status

public_bandwi | Integer Public network bandwidth.

dth

kafka_manag | String Username for logging in to Kafka Manager.

er_user

enable_log_co | Boolean Whether log collection is enabled.

llection

cross_vpc_info | String Cross-VPC access information.

ipv6_enable Boolean Whether IPv6 is enabled.

ipv6_connect_ | Array of IPv6 connection address.

addresses strings

connector_en | Boolean Whether dumping is enabled.

able

connector_id | String Dumping task ID.

rest_enable Boolean Whether Kafka REST is enabled.

rest_connect_ | String Kafka REST connection address.

address

message_quer | Boolean Whether message query is enabled.

y_inst_enable

vpc_client_pla | Boolean Whether intra-VPC plaintext access is enabled.

in
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Parameter Type Description

support_featu | String List of features supported by the Kafka

res instance.

trace_enable | Boolean Whether message tracing is enabled.

pod_connect_ | String Connection address on the tenant side.

address

disk_encrypte | Boolean Whether disk encryption is enabled.

d

kafka_private | String Private connection address of a Kafka instance.

_connect_add

ress

ces_version String Cloud Eye version.

tags Array of Tag list.

TagEntity
objects
Table 5-12 TagEntity

Parameter Type Description

key String Tag key, which can contain a maximum of 36
Unicode characters.
The key cannot be left blank or an empty
string.
It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<> |/

value String Tag value, which can contain a maximum of 43

Unicode characters.
The value cannot be left blank but can be an
empty string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<>|/

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}

Example Responses
Status code: 200

The instance is queried successfully.
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"name" : "kafka-2085975099",

"engine" : "kafka",

"port" : 9092,

"status" : "RUNNING",

"type" : "cluster",

"specification" : "100MB",

"engine_version" : "1.1.0",

"connect_address" : "192.168.0.100,192.168.0.61,192.168.0.72",

"instance_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"resource_spec_code" : "dms.instance.kafka.cluster.c3.mini",

"charging_mode" : 1,

"vpe_id" : MXXXXKXXKX=XXXK-XXXX-XXXX-XXXKXXXKXXXXX

"vpc_name" : "dms-test",

"created_at" : "1585618587087",

"product_id" : "00300-30308-0--0",

"security_group_id" : "X)XXXXXXX=XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"security_group_name" : "Sys-default",

"subnet_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"available_zones" : [ "38b0f7a602344246bcb0da47b5d548e7" ],

"user_id" ;" XXXXXXXXXKKKXXXXXXXXXXXXXXXXX

"user_name" : "paas_dms",

"kafka_manager_user" : "root",

"maintain_begin" : "02:00:00",

"maintain_end" : "06:00:00",

"enable_log_collection" : false,

"storage_space" : 492,

"total_storage_space" : 600,

"used_storage_space" : 25,

"partition_num" : "300",

"enable_publicip" : false,

"ssl_enable" : false,

"management_connect_address" : "https://192.168.0.100:9999",

"cross_vpc_info" : "{\"192.168.0.61\":{\"advertised_ip\":\"192.168.0.61\",\"port\":9011,\"port_id\":\" Xxxxxxxx-
XXXX-XXXK-XXXX XXX\ "1\ " 192.168.0.72\":{\"advertised_ip\":\"192.168.0.72\",\"port\":9011,\"port_id\":
M XXXXKXXK=XXXK-XXXX-XXXX =XK1, 192.168.0.100\":{\"advertised_ip\":\"192.168.0.100\",\"port\":
9011,\"port_id\":\" XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX\ " }}",

"storage_resource_id" : "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX",

"storage_spec_code" : "dms.physical.storage.ultra",

"service_type" : "advanced",

"storage_type" : "hec",

"enterprise_project_id" : "0",

"is_logical_volume" : true,

"extend_times" : 0,

"retention_policy" : "produce_reject",

"ipv6_enable" : false,

"ipv6_connect_addresses" : [ ],

"connector_enable" : false,

"connector_id" : "",

"rest_enable" : false,

"rest_connect_address" : "",

"kafka_public_status" : "closed",

"public_boundwidth" : 0,

"message_query_inst_enable" : true,

"vpc_client_plain" : false,

"support_features" :
"kafka.new.pod.port,feature.physerver.kafka.topic.modify,feature.physerver.kafka.topic.accesspolicy, message_t
race_enable,features.pod.token.access,feature.physerver.kafka.pulbic.dynamic,roma_app_enable,features.log.c
ollection,auto_topic_switch,feature.physerverkafka.user.manager",

"trace_enable" : false,

"agent_enable" : false,

"pod_connect_address" : "100.86.75.15:9080,100.86.142.77:9080,100.86.250.167:9080",

"disk_encrypted" : false,

"kafka_private_connect_address" : "192.168.0.61:9092,192.168.0.100:9092,192.168.0.72:9092",

"enable_auto_topic" : false,

"ces_version" : "linux"
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Status Codes

Status Description
Code
200 The instance is queried successfully.

Error Codes

See Error Codes.

5.1.4 Deleting an Instance

Function

This API is used to delete an instance to release all the resources occupied by it.
Debugging

You can use API Explorer to debug this API.
URI

DELETE /v2/{project_id}/instances/{instance_id}

Table 5-13 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters

None

Example Requests
DELETE https://{endpoint}/v2/{project_id}/instances/{instance_id}

Example Responses

None
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Status Codes

Error Codes

5.1.5 Modifying Instance Information

Function

Debugging

URI

Status Description
Code
204 The specified instance is deleted successfully.

See Error Codes.

This API is used to modify the name and description of an instance.

You can use API Explorer to debug this API.

PUT /v2/{project_id}/instances/{instance_id}

Table 5-14 Path parameters

Request Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.
Table 5-15 Request body parameters

Parameter Mandatory Type Description

name No String Instance name.

An instance name starts with
a letter, consists of 4 to 64
characters, and can contain
only letters, digits, underscores
(1), and hyphens (-).
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Parameter

Mandatory

Type

Description

description

No

String

Instance description.

The description can contain a
maximum of 1024 characters.

NOTE
The backslash () and quotation
mark (") are special characters
for JSON messages. When using
these characters in a parameter
value, add the escape character
() before the characters, for
example, \ and ".

maintain_b
n

egi | No

String

Time at which the
maintenance time window
starts. The format is
HH:mm:ss.

e The start time and end
time of the maintenance
time window must indicate
the time segment of a
supported maintenance
time window.

e The start time must be set
to 22:00:00, 02:00:00,
06:00:00, 10:00:00,
14:00:00, or 18:00:00.

e The start time and end
time must be set in pairs. If
the start time is left blank,
the end time is also left
blank. In this case, the
system automatically sets
the start time to 02:00:00.
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Parameter

Mandatory

Type

Description

maintain_end

No

String

Time at which the
maintenance time window
ends. The format is HH:mm:ss.

e The start time and end
time of the maintenance
time window must indicate
the time segment of a
supported maintenance
time window.

e The end time is four hours
later than the start time.
For example, if the start
time is 22:00:00, the end
time is 02:00:00.

e The start time and end
time must be set in pairs. If
the end time is left blank,
the start time is also left
blank. In this case, the
system automatically sets
the end time to 06:00:00.

security_grou
p_id

No

String

Security group ID.

retention_poli
cy

No

String

Capacity threshold policy.
Options:
e produce_reject: New

messages cannot be
created.

e time_base: The earliest
messages are deleted.

enterprise_pro

ject_id

No

String

Enterprise project.

Response Parameters

None

Example Requests

e Modifying the name and description of an instance.
PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}

{

"name" : "kafka001",

"description" : "kafka description"

}
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e Modifying the name, description, and maintenance time window of an
instance.

PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}

{
"name" : "dms002",
"description" : "instance description",
"maintain_begin" : "02:00:00",
"maintain_end" : "06:00:00"

}

e Changing the capacity threshold policy.
PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}

{

"retention_policy" : "time_base"

}

Example Responses

None

Status Codes

Status Description
Code
204 The instance information is modified successfully.

Error Codes

See Error Codes.

5.1.6 Batch Restarting or Deleting Instances

Function
This API is used to restart or delete instances in batches.
When an instance is being restarted, message retrieval and creation requests from
clients will be rejected.
Deleting an instance will delete the data in the instance without any backup.
Exercise caution when performing this operation.

Debugging
You can use API Explorer to debug this API.

URI

POST /v2/{project_id}/instances/action
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Table 5-16 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

Request Parameters

Table 5-17 Request body parameters

Parameter Mandatory Type Description
instances No Array of List of instance IDs.
strings
action Yes String Operation to be performed on

instances. The value can be
restart or delete.

all_failure No String Value kafka indicates all
Kafka instances that fail to be
created are to be deleted.

Response Parameters
Status code: 200

Table 5-18 Response body parameters

Parameter Type Description

results Array of Result of instance modification.
results
objects

Table 5-19 results

Parameter Type Description

result String Operation result. success: The operation is
successful. failed: The operation fails.

instance String Instance ID.

Example Requests

e Restarting instances in batches.
POST https://{endpoint}/v2/{project_id}/instances/action
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{

"action" : "restart",
"instances" : [ "54602a9d-5e22-4239-9123-77e350df4a34", "7166cdea-
dbad-4d79-9610-7163e6f8b640" ]

}

e Deleting instances in batches.
POST https://{endpoint}/v2/{project_id}/instances/action

{

"action" : "delete",
"instances" : [ "54602a9d-5e22-4239-9123-77e350df4a34", "7166cdea-
dbad-4d79-9610-7163e6f8b640" ]

}

e Deleting all instances that fail to be created.
POST https://{endpoint}/v2/{project_id}/instances/action

{

"action" : "delete",
"allFailure" : "kafka"

}

Example Responses

Status code: 200

The instances are restarted or deleted successfully.

{

"results" : [ {

"result" : "success",
"instance" : "019cacb7-4ff0-4d3c-9f33-f5f7b7fdc0e6"

1]
}

Status Codes

Status
Code

Description

200

The instances are restarted or deleted successfully.

Error Codes

See Error Codes.

5.2 Instance Management

5.2.1 Resetting the Password

Function

This API is used to reset the password.

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

42



Distributed Message Service for Kafka

API Reference

5 APIs V2 (Recommended)

Debugging

URI

You can use API Explorer to debug this API.

POST /v2/{project_id}/instances/{instance_id}/password

Table 5-20 Path parameters

Request Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
Table 5-21 Request body parameters
Parameter Mandatory Type Description
new_passwor | No String The password can contain 8 to

d

32 characters, and must
contain at least two types of
the following characters:

e Uppercase letters

e Lowercase letters

e Digits -Special characters™~!
@#$%N&*()-_=+|
[{}1;;""",<>/? and spaces,
and cannot start with a

hyphen (-).

Response Parameters

None

Example Requests
POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/password

{

"new_password'" ; "rikkkikki

}

Example Responses

None
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Status Codes

Status
Code

Description

204

The password is reset successfully.

Error Codes

See Error Codes.

5.2.2 Resetting Kafka Manager Password

Function

This API is used to reset the Kafka Manager password.

Debugging

You can use

URI

API Explorer to debug this API.

PUT /v2/{project_id}/instances/{instance_id}/kafka-manager-password

Table 5-22 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
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Request Parameters

Table 5-23 Request body parameters

Parameter Mandatory Type Description
new_passwor | No String The password can contain 8 to
d 32 characters. Contains at

least two types of the
following characters:

e Uppercase letters
e Lowercase letters
e Digits -Special characters™~!

@#$%N&*()-_=+\|
[{}];:"",<.>/? and spaces,
and cannot start with a
hyphen (-).

Response Parameters

None

Example Requests

PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}/kafka-manager-password

{

"neW_paSSWOrd" Rl

}

Example Responses

None
Status Codes
Status Description
Code
204 The password is reset successfully.

Error Codes

See Error Codes.

5.2.3 Restarting Kafka Manager

Function

This API is used to restart Kafka Manager.
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Debugging

URI

You can use API Explorer to debug this API.

PUT /v2/{project_id}/instances/{instance_id}/restart-kafka-manager

Table 5-24 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters

Status code: 200

Table 5-25 Response body parameters

Parameter Type Description
result String Execution result.
instance_id String Instance ID.

Example Requests

This API is used to restart Kafka Manager.

PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}/restart-kafka-manager

Example Responses
Status code: 200

Kafka Manager is reset successfully.

{
"result" : "success",
"instance_id" : "605cd78c-92dc-4335-8bae-43677f31fd6c"

}
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Status Codes

Error Codes

Status Description
Code
200 Kafka Manager is reset successfully.

See Error Codes.

5.2.4 Configuring Automatic Topic Creation

Function

Debugging

URI

This API is used to enable or disable automatic topic creation.

You can use

API Explorer to debug this API.

POST /v2/{project_id}/instances/{instance_id}/autotopic

Table 5-26 Path parameters

Request Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
Table 5-27 Request body parameters
Parameter Mandatory Type Description
enable_auto_t | Yes Boolean Whether to enable automatic
opic topic creation.

Response Parameters

None
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Example Requests

Enabling automatic topic creation.
POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/autotopic

{

"enable_auto_topic" : true

}

Example Responses

None

Status Codes

Status Description
Code
200 The function is enabled or disabled successfully.

Error Codes

See Error Codes.

5.2.5 Modifying the Private IP Address for Cross-VPC Access

Function

This APl is used to modify the private IP address for cross-VPC access.
Debugging

You can use API Explorer to debug this API.
URI

POST /v2/{project_id}/instances/{instance_id}/crossvpc/modify

Table 5-28 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
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Request Parameters

Table 5-29 Request body parameters

Parameter Mandatory Type Description

advertised_ip_ | Yes Map<String,St | User-defined

contents ring> advertised_ip_contents key-
value pair.

The key is the listeners IP
address.

The value is the
advertised.listeners IP address
or domain name.

NOTE

Fill in the items that are not
modified during IP address

change.
Response Parameters
Status code: 200
Table 5-30 Response body parameters
Parameter Type Description
success Boolean Result of the cross-VPC access modification.
results Array of Details of the result of the cross-VPC access
results modification.
objects
Table 5-31 results
Parameter Type Description
advertised_ip | String advertised.listeners IP address or domain
name.
success Boolean Status of the cross-VPC access modification.
ip String Listeners IP address.

Example Requests

Modifying the private IP address for cross-VPC access.

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/crossvpc/modify
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{

"advertised_ip_contents" : {

"192.168.245.246" : "192.168.245.247",

"192.168.197.36" : "192.168.197.38",
"192.168.190.11" : "192.168.190.11"
}
}

Example Responses

Status code: 200

The private IP address for cross-VPC access is modified successfully.

{

"success" : true,

"results" : [ {
"advertised_ip" : "192.168.197.36",
"success" : true,
"ip" : "192.168.197.36"

o
"advertised_ip" : "192.168.190.11",
"success" : true,
"ip" :"192.168.190.11"

o
"advertised_ip" : "192.168.245.255",
"success" : true,
"ip" : "192.168.245.246"

3
}
Status Codes
Status Description
Code
200 The private IP address for cross-VPC access is modified successfully.

Error Codes

See Error Codes.

5.2.6 Querying Kafka Cluster Metadata

Function

This APl is used to query Kafka cluster metadata.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/management/cluster
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Table 5-32 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters
Status code: 200

Table 5-33 Response body parameters

Parameter Type Description

cluster cluster object | Cluster basic information.

Table 5-34 cluster

Parameter Type Description
controller String Controller ID.
brokers Array of Broker list.

brokers

objects
topics_count Integer Number of topics.
partitions_cou | Integer Number of partitions.
nt
online_partiti | Integer Number of online partitions.
ons_count
replicas_count | Integer Number of replicas.
isr_replicas_co | Integer Total number of in-sync replicas (ISRs).
unt
consumers_co | Integer Number of consumer groups.
unt
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Table 5-35 brokers

Parameter Type Description

host String Broker IP address.

port Integer Port number.

broker _id String Broker ID.

is_controller Boolean Whether the broker is a controller.

version String Server version.

register_time | Long Broker registration time, which is a Unix
timestamp.

is_health Boolean Whether Kafka brokers can be connected.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/cluster

Example Responses
Status code: 200

Kafka cluster metadata is queried successfully.

{
"cluster" : {

"controller" : "2",

"brokers" : [ {
"host" : "192.168.0.159",
"port" : 9093,
"broker_id" : "0",
"is_controller" : false,
"version" : "1.1.0",
"register_time" : 1588754647872,
"is_health" : true

o
"host" : "192.168.0.48",
"port" : 9093,
"broker_id" : "1",

"is_controller" : false,

"version" : "1.1.0",
"register_time" : 1588754647653,
"is_health" : true

o
"host" : "192.168.0.212",
"port" : 9093,
"broker_id" : "2",

"is_controller" : true,
"version" : "1.1.0",
"register_time" : 1588754647284,
"is_health" : true
11
"topics_count" : 3,
"partitions_count" : 9,
"online_partitions_count" : 9,
"replicas_count" : 27,
"isr_replicas_count" : 27,
"consumers_count" : 0
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Status Codes

Status Description
Code
200 Kafka cluster metadata is queried successfully.

Error Codes

See Error Codes.

5.2.7 Querying Consumer Group Details

Function

This API is used to query consumer group details.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/management/groups/{group}

Table 5-36 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.

group Yes String Consumer group name.

Request Parameters

None

Response Parameters

Status code: 200
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Table 5-37 Response body parameters

Parameter

Type

Description

group

group object

Consumer group information.

Table 5-38 group

Parameter Type Description
group_id String Consumer group name.
state String Consumer group status. The value can be:
e Dead: The consumer group has no
members and no metadata.
e Empty: The consumer group has metadata
but has no members.
e PreparingRebalance: The consumer group
is to be rebalanced.
e CompletingRebalance: All members have
jointed the group.
e Stable: Members in the consumption group
can consume messages normally.
coordinator_id | Integer Coordinator ID.
members Array of Consumer list.
members
objects
group_messa | Array of Consumer offset.
ge_offsets group_messa
ge_offsets
objects
assignment_st | String Partition assignment policy.

rategy

Table 5-39 members

Parameter Type Description

host String Consumer address.

assignment Array of Details about the partition assigned to the
assignment consumer.
objects

member_id String Consumer ID.

client_id String Client ID.
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Table 5-40 assignment

Parameter Type Description

topic String Topic name.

partitions Array of Partition list.
integers

Table 5-41 group_message_offsets

Parameter Type Description

partition Integer Partition number.

lag Integer Number of remaining messages that can be
retrieved, that is, the number of accumulated
messages.

topic String Topic name.

message_curr | Integer Consumer offset.

ent_offset

message_log_ | Integer Log end offset (LEO).

end_offset

Example Requests
GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/groups/{group}

Example Responses
Status code: 200

The consumer group details are queried successfully.

{
"group" : {
"members" : [ {
"host" : "/172.31.1.102",
"assignment" : [ {
"topic" : "test",
"partitions" : [0, 1, 2]
1
"member_id" : "consumer-1-6b8ee551-d499-47d4-9beb-ba1527496785",
"client_id" : "consumer-1"
jap
"state" : "STABLE",
"group_id" : "test-consumer-group",
"coordinator_id" : 2,
"group_message_offsets" : [ {
"partition" : 0,
"lag" : 31396,
"topic" : "test",
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"message_current_offset" : 935,

"message_log_end_offset" : 32331
I

"partition” : 0,

"lag" : 0,

"topic" : "aaaa",

"message_current_offset" : 0,

"message_log_end_offset " : 0

"partition” : 1,

"lag" : 31279,

"topic" : "test",
"message_current_offset" : 1058,
"message_log_end_offset " : 32337

"partition” : 1,

"lag" : 0,

"topic" : "aaaa",
"message_current_offset" :
"message_log_end_offset" :

oL

"partition" : 2,

"lag" : 31603,

"topic" : "test",
"message_current_offset" : 739,
"message_log_end_offset" : 32342

%a];signment_strategy" : "range"
}}
Status Codes
Status Description
Code
200 The consumer group details are queried successfully.

Error Codes

See Error Codes.

5.2.8 Resetting Consumer Group Offset to the Specified
Position

Function
Kafka instances do not support resetting the consumer offset online. Before
resetting, stop the client for which the offset is to be reset.
After a client is stopped, the server considers the client offline only after the time
period specified in ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG (10,000 ms
by default).

Debugging

You can use API Explorer to debug this API.
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URI

POST /v2/{project_id}/instances/{instance_id}/management/groups/{group}/reset-

message-offset

Table 5-42 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.

group Yes String Consumer group name.

Request Parameters

Table 5-43 Request body parameters

Parameter

Mandatory

Type

Description

topic

Yes

String

Topic name.

partition

No

Integer

Partition number. The default
value is -1, indicating that all
partitions are reset.

message_offs
et

No

Integer

Resetting consumer group
offset to the specified position.
If this position is earlier than
the current earliest offset, the
offset will be reset to the
earliest offset. If this offset is
later than the current largest
offset, the offset will be reset
to the latest offset. Either
message_offset or
timestamp must be specified.

timestamp

No

Integer

Specified time that the offset
is to be reset to. The value is a
Unix timestamp in millisecond.
If this time is earlier than the
current earliest timestamp, the
offset will be reset to the
earliest timestamp. If this time
is later than the current
largest timestamp, the offset
will be reset to the latest
timestamp.

Either message_offset or
timestamp must be specified.
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Response Parameters

None

Example Requests

e  Resetting consumer group offset to the specified position.

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/groups/{group}/reset-
message-offset

{
"topic" : "test",
"partition" : 0,
"message_offset" : 10

}
e Resetting consumer group offset to the specified time.

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/groups/{group}/reset-
message-offset

{

"topic" : "test",

"partition" : 0,

"timestamp" : 1571812144000
}

Example Responses

None
Status Codes
Status Description
Code
204 The consumer group offset is successfully reset to the specified
position.

Error Codes

See Error Codes.

5.2.9 Querying Coordinator Details of a Kafka Instance

Function

This API is used to query coordinator details of a Kafka instance.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/management/coordinators
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Table 5-44 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters
Status code: 200

Table 5-45 Response body parameters

Parameter Type Description

coordinators | Array of List of coordinators of all consumer groups.
coordinators
objects

Table 5-46 coordinators

Parameter Type Description

group_id String Consumer group ID.

id Integer Broker ID of the coordinator.

host String Broker address of the coordinator.
port Integer Port number.

Example Requests
GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/coordinators

Example Responses
Status code: 200

Coordinator details of the Kafka instance are queried successfully.
{

"coordinators" : [ {
"group_id" : "XXXX",

"id" : 2,
"host" : "172.31.1.15",
"port" : 9091

3o
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"group_id" : "

"id" : 2,

"host" : "172.

"port" : 9092
3 A

"group_id" : "

"id" : 2,
"host" : "172.
"port" : 9092
]
}

Status Codes

XXXX",

31.1.15",

XXXX",

31.1.15",

Status
Code

Description

200

Coordinator details of the Kafka instance are queried successfully.

Error Codes

See Error Codes.

5.2.10 Adding Partitions to a Topic for a Kafka Instance

Function

This API is used to add partitions to a topic for a Kafka instance.

Debugging

You can use API Explorer to debug this API.

URI

POST /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/
partitions-reassignment

Table 5-47 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.

instance_id Yes String Instance ID.
topic Yes String Topic name.
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Request Parameters

Table 5-48 Request body parameters

Parameter Mandatory Type Description

partition No Integer Total number of partitions
after the addition. The value
must be larger than current
number of partitions.
Maximum value: 100.

Response Parameters

None

Example Requests

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/partitions-
reassignment

{
"partition" : 3

}

Example Responses

None
Status Codes
Status Description
Code
204 Partitions are added successfully.

Error Codes

See Error Codes.

5.2.11 Reassigning Replicas of a Topic for a Kafka Instance

Function

This API is used to reassign replicas of a topic for a Kafka instance.

Debugging

You can use API Explorer to debug this API.
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URI

POST /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/replicas-

reassignment

Table 5-49 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
topic Yes String Topic name.
Request Parameters
Table 5-50 Request body parameters
Parameter Mandatory Type Description
partitions No Array of Assignment of replicas of the
partitions partition after the change.
objects
Table 5-51 partitions
Parameter Mandatory Type Description
partition No Integer Partition ID.
replicas No Array of ID of the broker where the
integers replica is expected to reside.

The first integer in the array
represents the leader replica
broker ID. All partitions must
have the same number of
replicas. The number of
replicas cannot be larger than
the number of brokers.

Response Parameters

None

Example Requests

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/replicas-

reassignment
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{

"partitions" : [ {
"partition" : 1,
"replicas" : [ 1,2]

Ao
"partition" : 0,
"replicas" : [0, 1]

11

}

Example Responses

None

Status Codes

Status Description
Code
204 The replicas are reassigned successfully.

Error Codes

See Error Codes.

5.2.12 Querying the Disk Usage Status of Topics

Function

This API is used to query the broker disk usage of topics.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/topics/diskusage

Table 5-52 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
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Table 5-53 Query parameters

Parameter Mandatory

Type Description

minSize No

String Querying partitions by the
used disk space. Options: 1 KB,
1 MB and 1 GB. Default value:

1 GB.

top No

String Querying partitions by top

disk usage.

percentage No

String Querying partitions by the
percentage of the used disk

space.

Request Parameters

None

Response Parameters
Status code: 200

Table 5-54 Response body parameters

Parameter Type Description
broker_list Array of Broker list.
DiskusageEnt
ity objects
Table 5-55 DiskusageEntity
Parameter Type Description
broker_name | String Broker name.
data_disk_size | String Disk capacity.
data_disk_use | String Used disk space.
data_disk_free | String Remaining disk space.
data_disk_use | String Message label.
_percentage
status String Message label.
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Parameter Type Description

topic_list Array of Disk usage list of the topics.
DiskusageTo
picEntity
objects

Table 5-56 DiskusageTopicEntity

Parameter Type Description

size String Used disk space.

topic_name String Topic name.

topic_partitio | String Partition.

n

percentage Double Percentage of used disk space.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/topics/diskusage

Example Responses
Status code: 200

The query is successful.

"broker_list" : [ {
"broker_name" : "broker-0",
"data_disk_size" : "66G",
"data_disk_use" : "53M",
"data_disk_free" : "63G",
"data_disk_use_percentage" : "1",
"status" : "Success get info",
"topic_list" : [ {
"size" : "12K",
"topic_name" : "topic-test",
"topic_partition" : "2",
"percentage" : 1.7339533025568183E-5

"size" : "12K",
"topic_name" : "__consumer_offsets",

"topic_partition" : "4",
"percentage" : 1.7339533025568183E-5

"size" : "12K",
"topic_name" : "__consumer_offsets",

"topic_partition" : "3",
"percentage" : 1.7339533025568183E-5

o
"size" : "8.0K",
"topic_name" : "__trace",

"topic_partition" : "6",
"percentage" : 1.1559688683712121E-5
1A

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

65




Distributed Message Service for Kafka

API Reference

5 APIs V2 (Recommended)

"size" : "8.0K",

"topic_name" : "__trace",
"topic_partition" : "4",

"percentage" : 1.1559688683712121E-5

I
"size" : "8.0K",
"topic_name" : "__trace",

"topic_partition" : "2",
"percentage" : 1.1559688683712121E-5

I
"size" : "8.0K",
"topic_name" : "__trace",

"topic_partition" : "0",
"percentage" : 1.1559688683712121E-5

o

"size" : "8.0K",

"topic_name" : "topic-test",
"topic_partition" : "0",

"percentage" : 1.1559688683712121E-5

o

"size" : "8.0K",

"topic_name" : "topic-1568537362",
"topic_partition" : "2",

"percentage" : 1.1559688683712121E-5

I
"size" : "8.0K",
"topic_name" : "__consumer_offsets",

"topic_partition" : "7",
"percentage" : 1.1559688683712121E-5

1]
]
}

Status Codes

Status
Code

Description

200

The query is successful.

Error Codes

See Error Codes.

5.3 Dumping Management

5.3.1 Creating a Dump Connector for an Instance

Function

This API is used to create a dump connector for an instance.

Currently, this API can only be used to create dump connectors for pay-per-
use instances.

Debugging

You can use API Explorer to debug this API.
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URI

POST /v2/{project_id}/instances/{instance_id}/connector

Table 5-57 Path parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID.

instance_id

Yes

String

Instance ID.

Request Parameters

Table 5-58 Request body parameters

Parameter

Mandatory

Type

Description

specification

No

String

Bandwidth for deploying the
connector, that is, the
maximum amount of data
transferred per unit time. Unit:
byte/s.

The value can be:
e 100MB
e 300MB
e 600MB
e 1200MB

If this parameter is not
specified, the connector
bandwidth will be the same as
the instance bandwidth.

In earlier phases, you do not
need to set this parameter.
Keep it the same as the
current instance specifications.
You can select different
specifications as required in
the future.

node_cnt

No

String

Number of connectors. The
value must be at least 2. The
default value is 2.

spec_code

Yes

String

Specification code of the
connector.
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Response Parameters
Status code: 200

Table 5-59 Response body parameters

Parameter Type Description
job_id String Task ID.
connector_id | String Instance dump ID.

Example Requests

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/connector
{

"specification" : "100MB",

"node_cnt" : "",

"spec_code" : "kafka.c3.mini.connector"

}

Example Responses
Status code: 200

A dump connector is created successfully.

{
"job_id" : "7c3ec20c-11de-4df9-acc0-7ef1dea25dfe",
"connector_id" : "55b78880-9077-4c74-ad5a-6868555f76a4"

}

Status Codes

Status Description
Code
200 A dump connector is created successfully.

Error Codes

See Error Codes.

5.3.2 Creating a Dumping Task

Function

This API is used to create a dumping task.

Debugging
You can use API Explorer to debug this API.
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URI

POST /v2/{project_id}/connectors/{connector_id}/sink-tasks

Table 5-60 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
connector_id | Yes String Instance dump ID. The value

can be obtained from
response of the API for
querying an instance.

Request Parameters

Table 5-61 Request body parameters

n_descriptor

Parameter Mandatory Type Description

source_type Yes String Source data type. Currently,
only BLOB is supported.

task_name Yes String Name of the dumping task.

destination_ty | Yes String Storage type. Currently, only

pe OBS is supported.

obs_destinatio | Yes ObsDestinati | Description of the dump.

onDescriptor
object

Table 5-62 ObsDestinationDescriptor

Parameter

Mandatory

Type

Description

topics

Yes

String

Names of the topics to be
dumped. Multiple topics can
be separated by commas (,).
Regular expressions are
supported. Example value:
topic1,topic2.

topics_regex

No

String

Regular expression of the
topics to be dumped. Set
either the topics_regex
parameter or topics
parameter. Do not set both of
them or set it to ".*".
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Parameter Mandatory Type Description

consumer_str | Yes String Dump start offset.

ategy e latest: Messages are
consumed from the end of
the topic.

e cearliest: Messages are
consumed from the start of
the topic.

The default value is latest.
destination_fil | Yes String Dump file format. Currently,
e_type only TXT files are supported.
access_key Yes String Access key ID (AK).
secret_key Yes String Secret access key (SK).
obs_bucket_n | Yes String Name of the OBS bucket used
ame to store the data.
obs_path No String OBS path. This parameter can

be left blank by default. The
value can contain a maximum
of 50 characters, including
letters, digits, underscores (_),
and slashes (/). This
parameter is left empty by
default.
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Parameter

Mandatory

Type

Description

partition_for
mat

No

String

Directory structure of the
object file written into OBS.
The directory structure is in
the format of
yyyy/MM/dd/HH/mm (time at
which the dump task was
created).

o N/A: Leave this parameter
empty, indicating that the
date and time directory is
not used.

e yyyy: year.
e yyyy/MM: year and month.

o yyyy/MM/dd: year, month,
and day.

e yyyy/MM/dd/HH: year,
month, day, and hour.

e yyyy/MM/dd/HH/mm:
year, month, day, hour, and
minute. For example,
2017/11/10/14/49 means
that the directory structure
is 2017 > 11 > 10> 14 > 49,
where 2017 is the
outermost folder.

Default value: empty.

After the data is dumped
successfully, the storage
directory structure is
obs_bucket_path/file_prefix/
partition_format. The default
time zone is GMT+08:00.

record_delimit
er

No

String

Delimiter for the dump file,
which is used to separate the
user data that is written into
the dump file. The value can
be:

e Comma (,)

e Semicolon (;)

e Vertical bar (])

e Newline (\n)

e NULL

Default value: newline (\n).
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Parameter Mandatory Type Description
deliver_time_i | Yes Integer User-defined interval at which
nterval data is imported into OBS. If

no data is pushed during the
current interval, no dump file
package will be generated.
Value range: 30 to 900 Unit:
second.
NOTE

This parameter is mandatory if

streaming data is dumped to
OBS.

Response Parameters

Status code: 200

Table 5-63 Response body parameters

Parameter Type Description

task_id String Task ID.

Example Requests
POST https://{endpoint}/v2/{project_id}/connectors/{connector_id}/sink-tasks

{

"source_type" : "BLOB",

"task_name" : "obsTransfer-1122976956",

"destination_type" : "OBS",

"obs_destination_descriptor" : {
"consumer_strategy" : "earliest",
"destination_file_type" : "TEXT",
"access_key" 1 "XXXXXXXXXXXKXXXXXXXX",
"secret_key" : "XXXXXXXXXXXXXXXKKKKKKKKXKKXXXXXXXXXXXXXX",
"obs_bucket_name" : "6666",
"obs_path" : "obsTransfer-1122976956",
"partition_format" : "yyyy/MM/dd/HH/mm",
"record_delimiter" : "\n",
"deliver_time_interval" : 300,
"topics" : "topic-test"

Example Responses
Status code: 200

A dumping task is created successfully.

{
"task_id" : "2962882a-386c-4c9d-bb59-3b4f55d82961"
}
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Status Codes

Status Description
Code
200 A dumping task is created successfully.

Error Codes

See Error Codes.

5.3.3 Listing Dumping Tasks

Function

Listing Dumping Tasks
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/connectors/{connector_id}/sink-tasks

Table 5-64 Path parameters

Parameter Mandatory Type Description
project_id Yes String Tenant's project ID.
connector_id | Yes String Instance dump ID. The value

can be obtained from
response of the API for
querying an instance.

Request Parameters

None

Response Parameters
Status code: 200
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Table 5-65 Response body parameters

Parameter Type Description
tasks Array of tasks | List of dumping tasks.

objects
total_number | Integer Total number of dumping tasks.
max_tasks Integer Maximum number of tasks.
quota_tasks Integer Task quotas.

Table 5-66 tasks

Parameter Type Description

task_id String Task ID.

task_name String Name of the dumping task.

destination_ty | String Type of the dumping task.

pe

create_time Long Time when the dumping task is created.

status String Dumping task status.

topics String Topic list or topic regular expression of the
dumped task.

Example Requests
GET https://{endpoint}/v2/{project_id}/connectors/{connector_id}/sink-tasks

Example Responses
Status code: 200

Dumping tasks are listed successfully.

{
"tasks" : [ {
"task_id" : "2e148bed-3038-4617-8ade-b52e84a33eeb",
"task_name" : "obsTransfer-1122976956",
"destination_type" : "OBS",
"create_time" : 1592309487621,
"status" : "RUNNING",
"topics" : "topic-test"
11
"total_number" : 1,
"max_tasks" : 9,
"quota_tasks" : 10
}
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Status Codes

Error Codes

Status Description
Code
200 Dumping tasks are listed successfully.

See Error Codes.

5.3.4 Modifying Dumping Task Quotas

Function

Debugging

URI

This APl is used to modify dumping task quotas.

You can use

API Explorer to debug this API.

PUT /v2/{project_id}/connectors/{connector_id}/sink-tasks

Table 5-67 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
connector_id | Yes String Instance dump ID. The value

can be obtained from
response of the API for
querying an instance.

Request Parameters

Table 5-68 Request body parameters

Parameter Mandatory Type Description
sink_max_task | Yes Integer Total number of dumping
s tasks.

Response Parameters

None
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Example Requests

Modifying dumping task quotas.

PUT https://{endpoint}/v2/{project_id}/connectors/{connector_id}/sink-tasks

{

"sink_max_tasks" : 9

}

Example Responses

Status Codes

Error Codes

5.3.5 Querying a Dumping Task

Function

Debugging

URI

None
Status Description
Code
204 Dumping task quotas are modified successfully.

See Error Codes.

This API is used to query a dumping task.

You can use API Explorer to debug this API.

GET /v2/{project_id}/connectors/{connector_id}/sink-tasks/{task_id}

Table 5-69 Path parameters

Parameter Mandatory Type Description

project_id Yes String Tenant's project ID.

connector_id | Yes String Instance dump ID. The value
can be obtained from
response of the API for
querying an instance.

task_id Yes String Dumping task ID.
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Table 5-70 Query parameters

Parameter Mandatory

Type Description

topic-info No

Whether topic information is
contained. The default value is
false.

String

Request Parameters

None

Response Parameters

Status code: 200

Table 5-71 Response body parameters

Parameter Type Description

task_name String Name of the dumping task.

destination_ty | String Type of the dumping task.

pe

create_time Long Time when the dumping task is created.
status String Dumping task status.

topics String Topic list or topic regular expression of the

dumped task.

obs_destinatio
n_descriptor

obs_destinati
on_descriptor
object

Description of the dump.

topics_info

Array of
topics_info
objects

Topic information.

Table 5-72 obs_destination_descriptor

Parameter

Type

Description

consumer_str
ategy

String

Message consumption policy:

e latest: Messages are consumed from the
end of the topic.

e earliest: Messages are consumed from the
start of the topic.

The default value is latest.
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Parameter Type Description
destination_fil | String Dump file format. Currently, only TXT is
e_type supported.
obs_bucket_n | String Name of the OBS bucket used to store the
ame data.
obs_path String OBS path.
partition_for | String Directory structure of the object file written
mat into OBS. The directory structure is in the

format of yyyy/MM/dd/HH/mm (time at which
the dump task was created).

e N/A: Leave this parameter empty, indicating
that the date and time directory is not used.

o yyyy: year.
e yyyy/MM: year and month.
¢ yyyy/MM/dd: year, month, and day.

¢ yyyy/MM/dd/HH: year, month, day, and
hour.

e yyyy/MM/dd/HH/mm: year, month, day,
hour, and minute. For example,
2017/11/10/14/49 means that the directory
structure is 2017 > 11 > 10 > 14 > 49, where
2017 is the outermost folder.

Default value: empty.

After the data is dumped successfully, the
storage directory structure is
obs_bucket_path/file_prefix/
partition_format. The default time zone is

GMT+08:00.
record_delimit | String Delimiter for the dump file, which is used to
er separate the user data that is written into the

dump file. Value range:

e Comma (,)

e Semicolon (;)

e \Vertical bar (])

e Newline (\n)

e NULL

Default value: newline (\n).
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Parameter Type Description
deliver_time_i | Integer User-defined interval at which data is imported
nterval into OBS. If no data is pushed during the

current interval, no dump file package will be
generated. Value range: 30 to 900 Default
value: 300. Unit: second

NOTE

This parameter is mandatory if streaming data is
dumped to OBS.

obs_part_size | Long

Size (in bytes) of each file to be uploaded.
Default value: 5242880.

Table 5-73 topics_info

Parameter Type Description
topic String Topic name.
partitions Array of Partition list.
partitions
objects

Table 5-74 partitions

Parameter Type

Description

partition_id String

Partition ID.

status String

Running status.

last_transfer_ | String
offset

Offset of dumped messages.

log_end_offse | String
t

Message offset.

lag String

Number of stacked messages.

Example Requests

GET https://{endpoint}/v2/{project_id}/connectors/{connector_id}/sink-tasks/{task_id}?topic-info=true

Example Responses
Status code: 200

The dumping task is queried successfully.

{

"task_name" : "obsTransfer-56997523",
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"destination_type" : "OBS",

"create_time" : 1628126621283,

"status" : "RUNNING",

"topics" : "topic-sdk-no-delete",

"obs_destination_descriptor" : {
"consumer_strategy" : "earliest",
"destination_file_type" : "TEXT",
"obs_bucket_name" : "testobs",
"obs_path" : "obsTransfer-56997523",
"partition_format" : "yyyy/MM/dd/HH/mm",
"record_delimiter" : "\n",
"deliver_time_interval" : 300,
"obs_part_size" : 5242880,
"flush_size" : 1000000,

"connector_class" : "com.huawei.dms.connector.obs.OBSSinkConnector",
"storage_class" : "com.huawei.dms.connector.obs.storage.OBSStorage",

"format_class" : "com.huawei.dms.connector.obs.format.bytearray.ByteArrayFormat",
"schema_generator_class" : "io.confluent.connect.storage.hive.schema.DefaultSchemaGenerator",
"partitioner_class" : "io.confluent.connect.storage.partitioner.TimeBasedPartitioner",
"value_converter" : "org.apache.kafka.connect.converters.ByteArrayConverter",

}

n

topics_info" : [ {

"topic" : "topic-sdk-no-delete",
"partitions" : [ {
"partition_id" : "2",
"status" : "RUNNING",
"last_transfer_offset" : "3",
"log_end_offset" : "3",

"lag" :"o"

o

"partition_id" : "1",
"status" : "RUNNING",
"last_transfer_offset" : "3",
"log_end_offset" : "3",

"lag" : "o

o

"partition_id" : "0",
"status" : "RUNNING",
"last_transfer_offset" : "3",
"log_end_offset" : "3",

"lag" : "o

1]
1]
}

Status Codes

"key_converter" : "org.apache.kafka.connect.converters.ByteArrayConverter"

Status
Code

Description

200

The dumping task is queried successfully.

Error Codes

See Error Codes.

5.3.6 Deleting a Dumping Task

Function

This API is used to delete a dumping task.
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Debugging
You can use API Explorer to debug this API.

URI
DELETE /v2/{project_id}/connectors/{connector_id}/sink-tasks/{task_id}

Table 5-75 Path parameters

Parameter Mandatory Type Description
project_id Yes String Tenant's project ID.
connector_id | Yes String Tenant's project ID. Instance

dump ID. The value can be
obtained from response of the
API for querying an instance.

task_id Yes String Dumping task ID.

Request Parameters

None

Response Parameters

None

Example Requests
DELETE https://{endpoint}/v2/{project_id}/connectors/{connector_id}/sink-tasks/{task_id}

Example Responses

None
Status Codes
Status Description
Code
204 The dumping task is deleted successfully.

Error Codes

See Error Codes.

5.4 Specification Modification Management
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5.4.1 Querying Product Information for Instance Specification
Modification

Function

Debugging

URI

This API is used to query the product information for instance specification
modification.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/extend

Table 5-76 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
Table 5-77 Query parameters
Parameter Mandatory Type Description
type Yes String Product edition.
e advanced: the premium
edition
e platinum: the platinum
edition
e dec: the dedicated cloud
edition
e exp: the experience edition
engine No String Message engine. Currently
supported: kafka.

Request Parameters

None

Response Parameters

Status code

1200
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Table 5-78 Response body parameters

Parameter Type Description

hourly Array of List of pay-per-use products.
hourly
objects

monthly Array of List of products in yearly/monthly billing mode.
monthly Currently, you cannot create yearly/monthly
objects billing Kafka instances by calling APIs.

Table 5-79 hourly

Parameter Type Description
name String Message engine, which is kafka.
version String Version of the message engine. Currently, only
1.1.0 and 2.3.0 is supported.
values Array of Product specifications.
values
objects

Table 5-80 values

Parameter Type Description
detail Array of Specification details.
detail objects
name String Instance type.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings

Table 5-81 detail

Parameter Type Description

tps String Maximum number of messages per unit time.
storage String Message storage space.

partition_num | String Number of partitions in a Kafka instance.
product_id String Product ID.
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Parameter Type Description
spec_code String Specification ID.
io Array of io I/O information.
objects
bandwidth String Bandwidth of a Kafka instance.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings
ecs_flavor_id | String Flavors of the corresponding ECS.
arch_type String Instance architecture type. Currently, only x86
is supported.
Table 5-82 io
Parameter Type Description
io_type String I/O type.
storage_spec_ | String I/O specifications.
code
available_zon | Array of List of AZs where there are available 1/O
es strings resources.
unavailable_z | Array of List of AZs where 1/O resources are sold out.
ones strings
volume_type | String Disk type.
Table 5-83 monthly
Parameter Type Description
name String Message engine, which is kafka.
version String Version of the message engine. Currently, only
1.1.0 and 2.3.0 is supported.
values Array of Product specifications.
values
objects

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

84



Distributed Message Service for Kafka

API Reference

5 APIs V2 (Recommended)

Table 5-84 values

Parameter Type Description
detail Array of Specification details.

detail objects
name String Instance type.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings

Table 5-85 detail

Parameter Type Description
tps String Maximum number of messages per unit time.
storage String Message storage space.
partition_num | String Number of partitions in a Kafka instance.
product_id String Product ID.
spec_code String Specification ID.
io Array of io I/O information.

objects
bandwidth String Bandwidth of a Kafka instance.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings
ecs_flavor_id | String Flavors of the corresponding ECS.
arch_type String Instance architecture type. Currently, only x86

is supported.
Table 5-86 io

Parameter Type Description
io_type String I/O type.
storage_spec_ | String I/O specifications.

code
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Parameter Type Description
available_zon | Array of List of AZs where there are available 1/O
es strings resources.
unavailable_z | Array of List of AZs where 1/O resources are sold out.
ones strings
volume_type | String Disk type.

Example Requests
GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/extend?type={type}&engine={engine}

Example Responses
Status code: 200

The query is successful.

{
"Hourly" : [ {
"name" : "kafka",
"version" : "1.1.0",

"values" : [ {
"detail" : [ {
"tps" : "50000",

"storage" : "200",
"partition_num" : "300",
"product_id" : "00300-30316-0--0",
"spec_code" : "kafka.c3.mini.connector",
"io": [ {
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SSD"
11
"bandwidth" : "100MB",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.large.2",
"arch_type" : "X86"

"tps" : "100000",
"storage" : "396",
"partition_num" : "900",
"product_id" : "00300-30340-0--0",
"spec_code" : "kafka.c3.small.2.connector",
"io": [ {
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
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"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SSD"
11
"bandwidth" : "300MB",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.xlarge.2",
"arch_type" : "X86"
e
"tps" : "200000",
"storage" : "1056",
"partition_num" : "1800",
"product_id" : "00300-30342-0--0",
"spec_code" : "kafka.c3.middle.2.connector",
"io" : [ {
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c¢", "cn-north-4a" ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c¢", "cn-north-4a" ],
"volume_type" : "SSD"
11
"bandwidth" : "600MB",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.2xlarge.2",
"arch_type" : "X86"
e
"tps" : "300000",
"storage" : "2112",
"partition_num" : "1800",
"product_id" : "00300-30344-0--0",
"spec_code" : "kafka.c3.high.2.connector",
"io" : [ {
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SSD"
11
"bandwidth" : "1200MB",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.2xlarge.2",
"arch_type" : "X86"
11
"name" : "cluster",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ]
11
11
"Monthly" : [ {
"name" : "kafka",
"version" : "1.1.0",

"values" : [ {
"detail" : [ {
"tps" : "50000",
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"storage" : "200",
"partition_num" : "300",
"product_id" : "00300-30317-0--0",
"spec_code" : "kafka.c3.mini.connector",
"io" : [{
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
A
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SSD"

H,
"bandwidth" : "100MB",

"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],

"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.large.2",
"arch_type" : "X86"
A
"tps" : "100000",
"storage" : "396",
"partition_num" : "900",
"product_id" : "00300-30341-0--0",
"spec_code" : "kafka.c3.small.2.connector",
"io" : [{
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
A
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SSD"

L
"bandwidth" : "300MB",

"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],

"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.xlarge.2",
"arch_type" : "X86"
A
"tps" : "200000",
"storage" : "1056",
"partition_num" : "1800",
"product_id" : "00300-30343-0--0",
"spec_code" : "kafka.c3.middle.2.connector",
"io" 1 [{
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
A
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",

"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-

north-4c", "cn-north-4a" ],
"volume_type" : "SSD"

H,
"bandwidth" : "600MB",

"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],

"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.2xlarge.2",
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"arch_type" : "X86"
he
"tps" : "300000",

"storage" : "2112",
"partition_num" : "1800",
"product_id" : "00300-30345-0--0",
"spec_code" : "kafka.c3.high.2.connector",
"io": [ {
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"available_zones" : [ "cn-north-4d", "cn-north-4b", "cn-north-4g", "cn-north-4e", "cn-north-4f", "cn-
north-4c", "cn-north-4a" ],
"volume_type" : "SSD"
11
"bandwidth" : "1200MB",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ],
"ecs_flavor_id" : "c6.2xlarge.2",
"arch_type" : "X86"
11
"name" : "cluster",
"unavailable_zones" : [ "cn-north-4c", "cn-north-4d", "cn-north-4e", "cn-north-4f", "cn-north-4g" ],
"available_zones" : [ "cn-north-4b", "cn-north-4a" ]

1]
]
}
Status Codes
Status Description
Code
200 The query is successful.

Error Codes

See Error Codes.

5.4.2 Modifying Instance Specifications

Function
This API is used to modify instance specifications.
Currently, this API can only be used to modify specifications of pay-per-use
instances.

Debugging

You can use API Explorer to debug this API.
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URI
POST /v2/{project_id}/instances/{instance_id}/extend

Table 5-87 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

Table 5-88 Request body parameters

Parameter Mandatory Type Description
new_spec_cod | No String Specification ID after the
e change.

If only the disk size is
expanded, the specification ID
remains unchanged.

new_storage_ | No Integer Message storage space in GB
space after the change.

If the bandwidth is expanded,
new_storage_space cannot be
smaller than the minimum
disk size specified by the

bandwidth.
Response Parameters
Status code: 200
Table 5-89 Response body parameters
Parameter Type Description
job_id String ID of the specification modification task.

Example Requests
POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/extend

{
"new_spec_code" : "dms.instance.kafka.cluster.c3.mini",
"new_storage_space" : 1000

}
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Example Responses
Status code: 200

Instance specifications are modified successfully.
{

"job_id" : "93b94287-728d-4bb1-a158-cb66cb0854e7"
}

Status Codes

Status Description
Code
200 Instance specifications are modified successfully.

Error Codes

See Error Codes.

5.5 Topic Management

5.5.1 Creating a Topic for a Kafka Instance

Function

This API is used to create a topic for a Kafka instance.
Debugging

You can use API Explorer to debug this API.
URI

POST /v2/{project_id}/instances/{instance_id}/topics

Table 5-90 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
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Request Parameters

Table 5-91 Request body parameters

Parameter

Mandatory

Type Description

id

Yes

String Topic name, which consists of
4 to 64 characters, starts with
a letter, and contains only
letters, hyphens (-),
underscores (_), and digits.

replication

No

Integer Number of replicas, which is
configured to ensure data
reliability. Value range: 1 to 3.

sync_message
_flush

No

Boolean Whether synchronous flushing
is enabled. The default value is
false. Synchronous flushing
compromises performance.

partition

No

Integer Number of topic partitions,
which is used to set the
number of concurrently
consumed messages. Value
range: 1-100

sync_replicati
on

No

Boolean Whether synchronous
replication is enabled. After
this function is enabled, the
acks parameter on the
producer client must be set to
-1. Otherwise, this parameter
does not take effect.

retention_tim
e

No

Integer Message retention period. The
default value is 72. Value
range: 1-168. Unit: hour.

Response Parameters

Status code: 200

Table 5-92 Response body parameters

Parameter

Type

Description

name

String

Topic hame.

Example Requests

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/topics
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{
"id" : "kafka01"

}

Example Responses
Status code: 200

The creation is successful.
{

"name" : "kafka01"

}

Status Codes

Status Description
Code
200 The creation is successful.

Error Codes

See Error Codes.

5.5.2 Listing Topics of a Kafka Instance

Function

This APl is used to query details about topics of a Kafka instance.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/topics

Table 5-93 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None
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Response Parameters

Status code: 200

Table 5-94 Response body parameters

Parameter Type Description

total Integer Total number of topics.

size Integer Maximum number of records to be displayed
on a page.

remain_partiti | Integer Number of remaining partitions.

ons

max_partition | Integer Total number of partitions.

S

topics Array of Topic list.

TopicEntity
objects
Table 5-95 TopicEntity

Parameter Type Description

policiesOnly Boolean Whether this policy is the default policy.

name String Topic name.

replication Integer Number of replicas, which is configured to
ensure data reliability.

partition Integer Number of topic partitions, which is used to
set the number of concurrently consumed
messages.

retention_tim | Integer Retention period of a message.

e

sync_replicati | Boolean Whether synchronous replication is enabled.

on After this function is enabled, the acks
parameter on the producer client must be set
to -1. Otherwise, this parameter does not take
effect.

sync_message | Boolean Whether synchronous flushing is enabled. The

_flush default value is false. Synchronous flushing
compromises performance.

external_confi | Object Extended configuration.

gs

topic_type Integer Topic type.

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd. 94



Distributed Message Service for Kafka

API Reference

5 APIs V2 (Recommended)

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/topics

Example Responses

Status code: 200

The query is successful.

{

"total" : 3,

"size" : 3,

"topics" : [ {
"policiesOnly" : false,
"name" : "topic-11",
"replication" : 3,
"partition" : 3,
"retention_time" : 72,
"sync_replication" : false,
"sync_message_flush" : false,
"external_configs" : { },
"topic_type" : 0

3o
"policiesOnly" : false,
"name" : "topic-2077405901",
"replication" : 3,
"partition" : 3,
"retention_time" : 72,
"sync_replication" : false,
"sync_message_flush" : true,
"external_configs" : { },
"topic_type" : 0

3
"policiesOnly" : false,
"name" : "topic-test",
"replication" : 3,
"partition" : 3,
"retention_time" : 1,
"sync_replication" : true,
"sync_message_flush" : false,
"external_configs" : { },
"topic_type" : 0

]

}
Status Codes

Status Description

Code

200 The query is successful.

Error Codes

See Error Codes.
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5.5.3 Modifying Topics of a Kafka Instance

Function

Debugging

URI

This API is used to modify topics of a Kafka instance.

You can use API Explorer to debug this API.

PUT /v2/{project_id}/instances/{instance_id}/topics

Table 5-96 Path parameters

Request Parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
Table 5-97 Request body parameters
Parameter Mandatory Type Description
topics No Array of Topics that were modified.

topics objects

Table 5-98 topics

_numbers

Parameter Mandatory Type Description

id Yes String Topic name, which cannot be
modified.

retention_tim | No Integer Aging time in hour.

e

sync_replicati | No Boolean Whether synchronous

on replication is enabled.

sync_message | No Boolean Whether synchronous flushing

_flush is enabled.

new_partition | No Integer Number of the partitions.
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Response Parameters

None

Example Requests

PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}/topics

{
"topics" : [ {
"id" : "topic-1284340884",
"retention_time" : 70,
"sync_replication" : false,
"sync_message_flush" : false,
"new_partition_numbers" : 6
]
}

Example Responses

None
Status Codes
Status Description
Code
204 The modification is successful.

Error Codes

See Error Codes.

5.5.4 Batch Deleting Topics of a Kafka Instance

Function

This API is used to delete multiple topics of a Kafka instance in batches.
Debugging

You can use API Explorer to debug this API.
URI

POST /v2/{project_id}/instances/{instance_id}/topics/delete

Table 5-99 Path parameters

Parameter Mandatory Type

Description

project_id Yes String

Project ID.

instance_id Yes String

Instance ID.
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Request Parameters

Table 5-100 Request body parameters

Parameter Mandatory Type Description
topics No Array of List of topics to delete.
strings

Response Parameters
Status code: 200

Table 5-101 Response body parameters

Parameter Type Description

topics Array of Topic list.
topics objects

Table 5-102 topics

Parameter Type Description
id String Topic name.
success Boolean Whether the topics are deleted.

Example Requests
POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/topics/delete

{
"topics" : [ "topic01" ]
}

Example Responses
Status code: 200

The deletion is successful.

{

"topics" : [ {
"id" : "haha",
"success" : true

Ao
"id" : "aabb",
"success" : true
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]

Status Codes

Status Description
Code
200 The deletion is successful.

Error Codes

See Error Codes.

5.5.5 Querying Topic Details

Function

This API is used to query topic details of a Kafka instance.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/management/topics/{topic}

Table 5-103 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.

instance_id Yes String Instance ID.
topic Yes String Topic name.

Request Parameters

None

Response Parameters

Status code: 200
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Table 5-104 Response body parameters

Parameter Type Description
topic String Topic name.
partitions Array of Partition list.
partitions
objects
group_subscri | Array of List of consumer groups that subscribe to the
bed strings topic.

Table 5-105 partitions

Parameter Type Description

partition Integer Partition ID.

leader Integer ID of the broker where the leader replica
resides.

leo Integer LEO of the partition leader replica.

hw Integer High watermark (HW) of the partition.

lso Integer Log start offset (LSO) of the partition leader
replica.

last_update_ti | Long Time when the last message was written to

mestamp the partition.
The value is a Unix timestamp.
Unit: ms.

replicas Array of Replica list.

replicas
objects
Table 5-106 replicas

Parameter Type Description

broker Integer ID of the broker where the replica resides.

leader Boolean Whether the replica is the leader.

in_sync Boolean Whether the replica is in the ISR.

size Integer Current log size of the replica. Unit: byte.

lag Integer Number of messages that lag behind the high
watermark in the replica.
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Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}

Example Responses

Status code: 200

The query is successful.
{

"topic" : "test",
"partitions" : [ {
"partition" : 0,
"leader" : 2,
"replicas" : [ {
"broker" : 2,
"leader" : true,
"in_sync" : true,
"size" : 123971146,
"lag": 0
o
"broker" : 1,
"leader" : false,
"in_sync" : true,
"size" : 123971146,
"lag": 0
o
"broker" : 0,
"leader" : false,
"in_sync" : true,
"size" : 123971146,
"lag": 0
11
"lso" : 0,
"leo" : 13598,
"hw" : 13598,
"last_update_timestamp" : 1571477180985
o
"partition" : 2,
"leader" : 1,
"replicas" : [ {
"broker" : 1,
"leader" : true,
"in_sync" : true,
"size" : 123889531,
"lag": 0
e
"broker" : 0,
"leader" : false,
"in_sync" : true,
"size" : 123889531,
"lag": 0
o
"broker" : 2,
"leader" : false,
"in_sync" : true,
"size" : 123889531,
"lag": 0
11
"lso" : 0,
"leo" : 13601,
"hw" : 13601,
"last_update_timestamp" : 1571477077146
Ao
"partition" : 1,
"leader" : 0,
"replicas" : [ {
"broker" : 0,
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Status Codes

Error Codes

"leader" : true,
"in_sync" : true,
"size" : 127245604,
"lag": 0

o
"broker" : 2,
"leader" : false,
"in_sync" : true,
"size" : 127245604,
"lag": 0

o
"broker" : 1,
"leader" : false,
"in_sync" : true,
"size" : 127245604,
"lag": 0

I P

"lso" : 0,

"leo" : 13599,

"hw" : 13599,

"last_update_timestamp" : 1571477172959

11

"group_subscribed" : [ "test-consumer-group" ]

Status Description
Code
200 The query is successful.

See Error Codes.

5.6 User Management

5.6.1 Querying the User List

Function

Debugging

URI

This API is used to query the user list.

User management is supported only when SASL is enabled for the Kafka instance.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/users
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Table 5-107 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters

Status code: 200

Table 5-108 Response body parameters

Parameter Type Description

users Array of User list.
Showlnstanc
eUsersEntity
objects

Table 5-109 ShowlInstanceUsersEntity

Parameter Type Description

user_name String Username.

role String User role.

default_app Boolean Whether an application is the default
application.

created_time Long Creation time.

Status code: 400

Table 5-110 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.
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Status code: 403

Table 5-111 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Example Requests

Query the User List

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/users

Example Responses
Status code: 200

Query succeeded.

{
"users" : [ {
"user_name" : "xxxa",
"role" : "guest",
"default_app" : false,
"created_time" : 1615431764734
o
"user_name" : "test",
"role" : "guest",
"default_app" : false,
"created_time" : 1615364062463
Ao
"user_name" : "ROOT",
"role" : "guest",
"default_app" : false,
"created_time" : 1617194246328
1
}

Status Codes

Status Description

Code

200 Query succeeded.
400 Invalid parameters.
403 Authorization failed.

Error Codes

See Error Codes.
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5.6.2 Creating a User

Function

Debugging

URI

This API is used to create a user for a Kafka instance for which SASL is enabled.

You can use API Explorer to debug this API.

POST /v2/{project_id}/instances/{instance_id}/users

Table 5-112 Path parameters

Request Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.
Table 5-113 Request body parameters

Parameter Mandatory Type Description

user_name No String Username.

user_passwd No String User password.

The password must be
different from the username.
The password must meet the
following complexity
requirements:

e Can be 8 to 32 characters
long.

e Contains at least two of the
following character types:

e Lowercase letters

e Uppercase letters

e Digits

e Special characters "~!@#$
%N&*()-_=+|[{}]:"",<>/?
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Response Parameters
Status code: 400

Table 5-114 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Status code: 403

Table 5-115 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Example Requests

Creating a User

POST https://{endpoint}/v2/{project_id}/instances/{instance_id}/users

{
"user_name" : "test",
"user_passwd" : "Cloud@123"

}

Example Responses

None
Status Codes
Status Description
Code
204 Creation succeeded.
400 Invalid parameters.
403 Authorization failed.

Error Codes

See Error Codes.
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5.6.3 Deleting Users in Batches

Function

This API is used to delete multiple users of a Kafka instance in batches.
Debugging

You can use API Explorer to debug this API.
URI

PUT /v2/{project_id}/instances/{instance_id}/users

Table 5-116 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.

Request Parameters

Table 5-117 Request body parameters

Parameter Mandatory Type Description
action No String Deletion type. Currently, only
delete is supported.
users No Array of User list.
strings

Response Parameters

None

Example Requests
This APl is used to delete users in batches.
PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}/users
{
"action” : "delete”,

"users" : [ "testuser" ]

}

Example Responses

None
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Status Codes

Error Codes

Status Description
Code
204 Deletion succeeded.

See Error Codes.

5.6.4 Resetting a User Password

Function

Debugging

URI

This API is used to reset a user password.

You can use API Explorer to debug this API.

PUT /v2/{project_id}/instances/{instance_id}/users/{user_name}

Table 5-118 Path parameters

Request Parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.

user_name Yes String Username.
Table 5-119 Request body parameters

Parameter Mandatory Type Description

gew_passwor No String New password.

Response Parameters

None
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Example Requests

This API is used to reset a user password.
PUT https://{endpoint}/v2/{project_id}/instances/{instance_id}/users/{user_name}
{

"new_password" : "Cloud@123"
}

Example Responses

None
Status Codes
Status Description
Code
204 Password reset successfully.

Error Codes

See Error Codes.

5.6.5 Querying User Permissions

Function

This API is used to query user permissions.

User management is supported only when SASL is enabled for the Kafka instance.
Debugging

You can use API Explorer to debug this API.
URI

GET /v1/{project_id}/instances/{instance_id}/topics/{topic_name}/accesspolicy

Table 5-120 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.

instance_id Yes String Instance ID.
topic_name Yes String Topic name.
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Request Parameters

None

Response Parameters
Status code: 200

Table 5-121 Response body parameters

Parameter Type Description
name String Topic name.
topic_type Integer Topic type.
policies Array of Permission list.
PolicyEntity
objects

Table 5-122 PolicyEntity

Parameter Type Description

owner Boolean Whether the user is the one selected during
topic creation.

user_name String Username.

access_policy | String

Permission type.

e all: publish and subscribe permissions.
e pub: publish permissions.

e sub: subscribe permissions.

Status code: 400

Table 5-123 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Status code: 403
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Table 5-124 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Example Requests

This API is used to query user permissions for a topic.

GET https://{endpoint}/v1/{project_id}/instances/{instance_id}/topics/{topic_name}/accesspolicy

Example Responses
Status code: 200

Query succeeded.
{

"name" : "topic-test",
"policies" : [ {
"owner" : false,
"user_name" : "xxxa",
"access_policy" : "pub"
Ao
"owner" : false,
"user_name" : "root",
"access_policy" : "all"

11
"topic_type" : 0
}
Status Codes
Status Description
Code
200 Query succeeded.
400 Invalid parameters.
403 Authorization failed.

Error Codes

See Error Codes.

5.6.6 Granting User Permissions

Function
This API is used to grant user permissions.

User management is supported only when SASL is enabled for the Kafka instance.
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Debugging

You can use API Explorer to debug this API.

URI

POST /v1/{project_id}/instances/{instance_id}/topics/accesspolicy

Table 5-125 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
Request Parameters
Table 5-126 Request body parameters
Parameter Mandatory Type Description
topics Yes Array of Topic list.
AccessPolicyT
opicEntity
objects
Table 5-127 AccessPolicyTopicEntity
Parameter Mandatory Type Description
name Yes String Topic name.
policies Yes Array of Permission list.

AccessPolicyE
ntity objects

Table 5-128 AccessPolicyEntity

Parameter Mandatory Type Description
user_name No String Username.
access_policy | No String Permission type.

e all: publish and subscribe
permissions.

e pub: publish permissions.

e sub: subscribe permissions.
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Response Parameters

Status code: 400

Table 5-129 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Status code: 403

Table 5-130 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Example Requests

This API is used to grant user permissions.

POST https://{endpoint}/v1/{project_id}/instances/{instance_id}/topics/accesspolicy

{
"topics" : [ {
"name" : "topic-test",
"policies" : [ {
"user_name" : "root",
"access_policy" : "all"
11
13
}

Example Responses

None
Status Codes
Status Description
Code
204 Update succeeded.
400 Invalid parameters.
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Error Codes

Status Description
Code
403 Authorization failed.

See Error Codes.

5.7 Message Query

5.7.1 Querying Messages

Function

Debugging

URI

This API is used to query the offset and content of a message. This APl queries the
message offset based on the timestamp and then queries the message content
based on the offset.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/messages

Table 5-131 Path parameters
Parameter Mandatory Type Description
project_id Yes String Tenant's project ID.
instance_id Yes String Instance ID.
Table 5-132 Query parameters
Parameter Mandatory Type Description
topic Yes String Topic name.
asc No Boolean Whether to sort messages by
time.
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Parameter Mandatory Type

Description

start_time No String

Start time

The value is a Unix timestamp,
in millisecond.

This parameter is mandatory
when querying the message
offset.

end_time No String

End time.

The value is a Unix timestamp,
in millisecond.

This parameter is mandatory
when querying the message
offset.

limit No String

Page size.

offset No String

Offset, which is the position
where the query starts. The
value must be greater than or
equal to 0.

download No Boolean

Whether download is required.

message_offs | No String
et

Message offset.

This parameter is mandatory
when you query the
message content.

If start_time and end_time
are not empty, this parameter
is invalid.

partition No String

Partition.

This parameter is mandatory
when you query the
message content.

If start_time and end_time
are not empty, this parameter
is invalid.

Request Parameters

None

Response Parameters
Status code: 200
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Table 5-133 Response body parameters

Parameter Type Description
messages Array of Message list.
MessagesEnti
ty objects
total Long Total number of messages.
size Long Number of messages.

Table 5-134 MessagesEntity

Parameter Type Description
topic String Topic name.
partition Integer Partition where the message is located.
key String Message key.
value String Message content.
size Integer Message size.
timestamp Long Topic name.
huge_messag | Boolean Big data flag.

e

message_offs | Integer Message offset.
et

message_id String Message ID.
app_id String Application ID.
tag String Message label.

Status code: 400

Table 5-135 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Status code: 403
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Table 5-136 Response body parameters

Parameter Type Description
error_code String Error code.
error_msg String Error description.

Example Requests

e Query the message offset.

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/messages?

asc=false&end_time=1608609032042&limit=10&offset=08&start_time=1608608432042&topic=topic-test

e Query the message content.

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/messages?
download=false&message_offset=0&partition=0&topic=topic-test

Example Responses

Status Codes

Error Codes

Status code: 200

The query is successful.

{

"messages" : [ {
"topic" : "topic-test”,
"partition" : 0,
"value" : "hello world",
"size" : 21,
"timestamp" : 1607598463502,
"huge_message" : false,
"message_offset" : 4,
"message_id" : "",
"app_id" : "",
"tag" : ""

11

"total" : 1,

"size" : 1

}

Status Description
Code

200 The query is successful.

400 Invalid parameters.

403 Authentication failed.

See Error Codes.
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5.7.2 Querying a Message with a Specified Offset

Function

Debugging

URI

This API is used to query a message with a specified offset.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/
partitions/{partition}/message

Table 5-137 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
topic Yes String Topic name.
partition Yes Integer Partition number.
Table 5-138 Query parameters
Parameter Mandatory Type Description
message_offs | Yes String Message offset.
et

Request Parameters

None

Response Parameters

Status code: 200

Table 5-139 Response body parameters

Parameter Type Description
message Array of Message list.
ShowPartitio
nMessageEnt

ity objects
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Table 5-140 ShowPartitionMessageEntity

Parameter Type Description

key String Message key.

value String Message content.

topic String Topic name.

partition Integer Partition ID.

message_offs | Long Message offset.

et

size Integer Message size in bytes.

timestamp Long Time when a message is created. The value is a

Unix timestamp. The unit is millisecond.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/partitions/
{partition}/message?message_offset={message_offset}

Example Responses

Status Codes

Error Codes

Status code: 200

The message with the specified offset is queried successfully.

{

"message" : [ {

"topic" : "mytest",

"partition" : 0,

"message_offset" : 7,

"key" : null,

"value" : "kasjdf",

"size" : 6,
"timestamp" : 1568125036045
H
}
Status Description
Code
200 The message with the specified offset is queried successfully.

See Error Codes.
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5.7.3 Querying a Message with a Specified Time Period

Function

Debugging

URI

This APl is used to query a message with a specified time period.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/messages

Table 5-141 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.

topic Yes String Topic name.

Table 5-142 Query parameters

Parameter Mandatory Type Description

start_time No String Query start time as a Unix
timestamp. Default value: 0.

end_time No String Query end time, as a Unix
timestamp. Default value:
current system time.

limit No Integer Number of messages returned
on a page. Default value: 10.

offset No Integer Offset, which is the position
where the query starts. The
value must be greater than or
equal to 0.

partition No String Partition number. The default
value is -1, indicating that all
partitions are queried.

Request Parameters

None
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Response Parameters
Status code: 200

Table 5-143 Response body parameters

Parameter Type Description
messages Array of Message list.

messages

objects
messages_cou | Integer Total number of messages.
nt
offsets_count | Integer Total number of pages.
offset Integer Current page.

Table 5-144 messages

Parameter Type Description

topic String Topic name.

partition Integer Partition number.

message_offs | Integer Message offset.

et

size Integer Message size in bytes.

timestamp Long Time when a message is created. The value is a
Unix timestamp. The unit is millisecond.

Example Requests
GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/messages

Example Responses
Status code: 200

The message with the specified time period is queried successfully.
{

"messages" : [ {
"topic" : "mytest",
"partition" : 0,
"message_offset" : 7,
"size" : 6,
"timestamp" : 1568125036045

1

"messages_count" : 1,

"offsets_count" : 1,

"offset" : 1

}
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Status Codes

Status
Code

Description

200

The message with the specified time period is queried successfully.

Error Codes

See Error Codes.

5.7.4 Querying Offset of the Earliest Message in a Partition

Function

This APl is used to query the offset of the earliest message in a partition.

Debugging

You can use API Explorer to debug this API.

URI

GET /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/

partitions/{partition}/beginning-message

Table 5-145 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
topic Yes String Topic name.
partition Yes Integer Partition number.

Request Parameters

None

Response Parameters

Status code

1200
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Table 5-146 Response body parameters

Parameter Type Description

topic String Topic name.

partition Integer Partition number.

message_offs | Integer Offset of the latest message.

et

timestamp Long Time when a message is created. The value is a
Unix timestamp. The unit is millisecond.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/partitions/
{partition}/beginning-message

Example Responses
Status code: 200

The offset of the earliest message in a partition is queried successfully.

{
"topic" : "mytest",
"partition" : 0,
"message_offset" : 9,
"timestamp" : 1568125039164

}
Status Codes
Status Description
Code
200 The offset of the earliest message in a partition is queried
successfully.

Error Codes

See Error Codes.

5.7.5 Querying Offset of the Latest Message in a Partition

Function

This APl is used to query the offset of the latest message in a partition.

Debugging
You can use API Explorer to debug this API.
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URI

GET /v2/{project_id}/instances/{instance_id}/management/topics/{topic}/
partitions/{partition}/end-message

Table 5-147 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
topic Yes String Topic name.
partition Yes Integer Partition number.

Request Parameters

None

Response Parameters
Status code: 200

Table 5-148 Response body parameters

Parameter Type Description

topic String Topic hame.

partition Integer Partition number.

message_offs | Integer Offset of the latest message.

et

timestamp Long Time when a message is created. The value is a
Unix timestamp. The unit is millisecond.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/management/topics/{topic}/partitions/
{partition}/end-message

Example Responses
Status code: 200

The offset of the latest message in a partition is queried successfully.
{

"topic" : "mytest",
"partition" : 0,
"message_offset" : 9,
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Status Codes

Error Codes

"timestamp" : 1568125039164
}

Status Description

Code

200 The offset of the latest message in a partition is queried
successfully.

See Error Codes.

5.8 Background Task Management

5.8.1 Listing Background Tasks

Function

Debugging

URI

This API is used to list background tasks of an instance.

You can use API Explorer to debug this API.

GET /v2/{project_id}/instances/{instance_id}/tasks

Table 5-149 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

instance_id Yes String Instance ID.

Table 5-150 Query parameters

Parameter Mandatory Type Description

start No Integer ID of the task where the query
starts.

limit No Integer Number of tasks to be
queried.
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Parameter

Mandatory

Type Description

begin_time

No

String Time of task where the query
starts. The format is
YYYYMMDDHHmMmss.

end_time

No

String Time of task where the query
ends. The format is
YYYYMMDDHHmMmss.

Request Parameters

None

Response Parameters

Status code: 200

Table 5-151 Response body parameters

Parameter Type Description
task_count String Number of tasks.
tasks Array of tasks | Task list.
objects

Table 5-152 tasks
Parameter Type Description
id String Task ID.
name String Task name.
user_name String Username.
user_id String User ID.
params String Task parameters.
status String Task status.
created_at String Start time.
updated_at String End time.

Example Requests

'GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/tasks?

start={start}&limit={limit}&begin_time={begin_time}&end_time={end_time}'
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Example Responses
Status code: 200

Background tasks are listed successfully.

{

"task_count" : "4",

"tasks" : [ {
"id" : "8abfa7b372160bfd0172165864064079",
"name" : "modifyAutoTopic",
"user_name" : "paas_dms",
"user_id" : "3df5acbc24a54fadb62a043c9000a307",
"params" : "{\"old_auto_status\":true,\"new_auto_status\":false}",
"status" : "EXECUTING",
"created_at" : "2020-05-15T03:19:51.046Z",
"updated_at" : "2020-05-15T03:19:51.065Z"

"id" : "8abfa7b372160bfd017216560af83e6e",

"name" : "changeRetentionPolicy",

"user_name" : "paas_dms",

"user_id" : "3df5acbc24a54fadb62a043c9000a307",

"params" : "{\"new_retention_policy\":\"produce_reject\",\"origin_retention_policy\":\"time_base\"}",
"status" : "SUCCESS",

"created_at" : "2020-05-15T03:17:17.176Z",

"updated_at" : "2020-05-15T03:17:22.1622"

]
}
Status Codes
Status Description
Code
200 Background tasks are listed successfully.

Error Codes

See Error Codes.

5.8.2 Querying a Background Task

Function

This APl is used to query a specified background task.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/instances/{instance_id}/tasks/{task_id}
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Table 5-153 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
task_id Yes String Task ID.

Request Parameters

None

Response Parameters

Status code: 200

Table 5-154 Response body parameters

Parameter Type Description
task_count String Number of tasks.
tasks Array of tasks | Task list.
objects

Table 5-155 tasks
Parameter Type Description
id String Task ID.
name String Task name.
user_name String Username.
user_id String User ID.
params String Task parameters.
status String Task status.
created_at String Start time.
updated_at String End time.

Example Requests

GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/tasks/{task_id}
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Example Responses

Status code: 200

The query is successful.

{

"task_count" : "1",

"tasks" : [ {

"id" : "8abfa7b272adc5b40172b73130065ae7",
"name" : "bindInstancePubliclp",

"user_name" :
"user_id" : "3df5acbc24a54fadb62a043c9000a307",

"paas_dms",

"params" : "{\"public_ip_id\":\"1aea7aed-e7d8-40ea-b3de-6f3ee9d5dbof\" \"public_ip_address\":

\"100.93.2.18\",\"enable_public_ip\":true}",

"status" : "SUCCESS",
"created_at" : "2020-06-15T08:55:53.606Z",
"updated_at" : "2020-06-15T08:55:56.600Z"

]
}

Status Codes

Status
Code

Description

200

The query is successful.

Error Codes

See Error Codes.

5.8.3 Deleting a Background Task

Function

This APl is used to delete a specified background task.

Debugging

You can use API Explorer to debug this API.

URI

DELETE /v2/{project_id}/instances/{instance_id}/tasks/{task_id}

Table 5-156 Path parameters

Parameter Mandatory Type Description
project_id Yes String Project ID.
instance_id Yes String Instance ID.
task_id Yes String Task ID.
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Request Parameters

None

Response Parameters

None

Example Requests
DELETE https://{endpoint}/v2/{project_id}/instances/{instance_id}/tasks/{task_id}

Example Responses

None

Status Codes

Status Description
Code
204 The background task is deleted successfully.

Error Codes

See Error Codes.
5.9 Tag Management

5.9.1 Batch Adding or Deleting Tags

Function

This APl is used to add or delete instance tags in batches.
Debugging

You can use API Explorer to debug this API.
URI

POST /v2/{project_id}/kafka/{instance_id}/tags/action

Table 5-157 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.
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Parameter Mandatory Type Description
instance_id Yes String Instance ID.
Request Parameters
Table 5-158 Request body parameters

Parameter Mandatory Type Description

action No String Operation. Only lowercase
letters are supported.
e create: Tags are created.

delete: Tags are deleted.
tags No Array of Tag list.
TagEntity
objects
Table 5-159 TagEntity

Parameter Mandatory Type Description

key No String Tag key, which can contain a
maximum of 36 Unicode
characters.
The key cannot be left blank
or an empty string.
It cannot contain nonprintable
ASCII (0-31) characters and
the following special
characters: =*<>,|/

value No String Tag value, which can contain a

maximum of 43 Unicode
characters.

The value cannot be left blank
but can be an empty string.

It cannot contain nonprintable
ASCII (0-31) characters and
the following special
characters: =*<>,|/

Response Parameters

None
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Example Requests

POST https://{endpoint}/v2/{project_id}/kafka/{instance_id}/tags/action

{
"action" : "create",
"tags" : [ {
"key" : "key1 ",
"value" : "value1"
o
"key" : "key2",
"value" : "value2"
11
}

Example Responses

None
Status Codes
Status Description
Code
204 Tags are successfully added or deleted.

Error Codes

See Error Codes.

5.9.2 Listing Tags of an Instance

Function

This APl is used to query instance tags.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/kafka/{instance_id}/tags

Table 5-160 Path parameters

Parameter Mandatory Type

Description

project_id Yes String

Project ID.

instance_id Yes String

Instance ID.
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Request Parameters

None

Response Parameters

Status code: 200

Table 5-161 Response body parameters

Parameter Type Description
tags Array of Tag list.
TagEntity
objects
Table 5-162 TagEntity
Parameter Type Description
key String Tag key, which can contain a maximum of 36
Unicode characters.
The key cannot be left blank or an empty
string.
It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<> |/
value String Tag value, which can contain a maximum of 43

Unicode characters.
The value cannot be left blank but can be an
empty string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<>|/

Example Requests

GET https://{endpoint}/v2/{project_id}/kafka/{instance_id}/tags

Example Responses

Status code: 200

The instance tags are listed successfully.

{

"tags" : [ {
"key" : "key1",
"value" : "value1"
Ao
"key" : "key2",
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"value" : "value2"

]
}
Status Codes
Status Description
Code
200 The instance tags are listed successfully.

Error Codes

See Error Codes.

5.9.3 Listing Tags of a Project

Function

This API is used to query project tags.
Debugging

You can use API Explorer to debug this API.
URI

GET /v2/{project_id}/kafka/tags

Table 5-163 Path parameters

Parameter Mandatory Type Description

project_id Yes String Project ID.

Request Parameters

None

Response Parameters
Status code: 200
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Table 5-164 Response body parameters
Parameter Type Description
tags Array of Tag list.
TagMultyVal
ueEntity
objects
Table 5-165 TagMultyValueEntity
Parameter Type Description
key String Tag key, which can contain a maximum of 36
Unicode characters.
The key cannot be left blank or an empty
string.
It cannot contain nonprintable ASCII (0-31)
characters and the following special characters:
=*<>|/
values Array of Tag value, which can contain a maximum of 43
strings Unicode characters.

The value cannot be left blank but can be an
empty string.
It cannot contain nonprintable ASCII (0-31)

characters and the following special characters:
=*<> |/

Example Requests

GET https://{endpoint}/v2/{project_id}/kafka/tags

Example Responses

Status code

1200

The project tags are listed successfully.

1

"values" : [ "value-test", "value1" ]

{
"tags" . [{
l|keyl| : ery‘lﬂ
3o
l|keyl| : ery2|l

1

"values" : [ "value2" ]

]
}

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd. 135



Distributed Message Service for Kafka
API Reference 5 APIs V2 (Recommended)

Status Codes

Status Description
Code
200 The project tags are listed successfully.

Error Codes

See Error Codes.

5.10 Other APIs

5.10.1 Listing Maintenance Time Windows

Function
The API is used to query the start time and end time of maintenance time
windows.

Debugging
You can use API Explorer to debug this API.

URI

GET /v2/instances/maintain-windows

Request Parameters

None

Response Parameters

Status code: 200

Table 5-166 Response body parameters

Parameter Type Description
maintain_win | Array of List of supported maintenance time windows.
dows MaintainWin

dowsEntity

objects
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Table 5-167 MaintainWindowsEntity

Parameter Type Description

default Boolean Whether the maintenance time window is set
to the default time segment.

end String End time of the maintenance time window.

begin String Start time of the maintenance time window.

seq Integer Sequence number.

Example Requests
GET https://{endpoint}/v2/instances/maintain-windows

Example Responses

Status code: 200

The consumption of the message is successfully acknowledged.

{

"maintain_windows" : [ {

b

}

"default" : false,
"seq" : 1,
"begin" : "22",
"end" : "02"

{

"default" : true,
"seq" : 2,
"begin" : "02",
"end" : "06"

"default" : false,
"seq" : 3,
"begin" : "06",
"end" : "10"

"default" : false,
"seq" : 4,
"begin" : "10",
"end" : "14"

"default" : false,
"seq" : 5,
"begin" : "14",
"end" : "18"

"default" : false,
"seq" : 6,
"begin" : "18",
"end" : "22"

1
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Status Codes

Error Codes

Status Description
Code
200 The consumption of the message is successfully acknowledged.

See Error Codes.

5.10.2 Listing AZ Information

Function

Debugging

URI

This API is used to query the AZ ID for creating an instance.

You can use API Explorer to debug this API.

GET /v2/available-zones

Request Parameters

None

Response Parameters

Status code: 200

Table 5-168 Response body parameters

Parameter Type Description
region_id String Region ID.
available_zon | Array of Array of AZs.
es available_zon

es objects

Table 5-169 available_zones

Parameter

Type

Description

soldOut

Boolean

Whether resources are sold out.
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Parameter Type Description

id String AZ ID.

code String AZ code.

name String AZ name.

port String AZ port.

resource_avail | String Whether there are available resources in the
ability AZ.

default_az Boolean Whether the AZ is the default AZ.
remain_time Long Remaining time.

ipv6_enable Boolean Whether IPv6 is supported.

Example Requests

GET https://{endpoint}/v2/available-zones

Example Responses

Status Codes

Status code: 200

The AZ information is queried successfully.

{

"regionld" : "cn-north-7",

"available_zones" : [ {

"soldOut" : false,
"id" : "d539378ec1314c85b76fefa3f7071458",
"code" : "cn-north-7b",
"name" : "AZ2",
"port" : "8003",
"resource_availability" : "true",
"default_az" : true,

"remain_time" : 9223372036854776000,

"ipv6_enable" : false

"soldOut" : false,
"id" : "9f1c5806706d4c1fb0eb72f0a9b18c77",
"code" : "cn-north-7c",
"name" : "AZ3",
"port" : "443",

"resource_availability" : "true",
"default_az" : false,

"remain_time" : 9223372036854776000,

"ipv6_enable" : false

3]
}
Status Description
Code
200 The AZ information is queried successfully.
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Error Codes

See Error Codes.

5.10.3 Listing Product Specifications

Function

Debugging

URI

This APl is used to query the product specifications to configure the product ID.

For example, to create a pay-per-use Kafka instance with 100 MB/s bandwidth,
locate the section where the value of bandwidth is T00MB under "Hourly" in the
response message. Then, the value of product_id in the same section is the
product ID that should be configured for the Kafka instance.

unavailable_zones indicates unavailable AZs. If the value is empty, all AZs are
available. Otherwise, the AZs listed in the value do not have sufficient resources.
Ensure that the AZs where you want to create the instance are not listed here.

For example, in the section where bandwidth is 1200MB, the value of
unavailable_zones contains cn-east-2b, cn-east-2a, and cn-east-2d, indicating
that AZ1, AZ2, and AZ3 in the CN East-Shanghai2 region do not have sufficient
resources.

You can use API Explorer to debug this API.

GET /v2/products

Table 5-170 Query parameters

Parameter Mandatory Type Description

engine Yes String Message engine. Currently,
only Kafka is supported.

Request Parameters

None

Response Parameters

Status code: 200
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Table 5-171 Response body parameters

Parameter Type Description

hourly Array of List of pay-per-use products.
hourly
objects

monthly Array of List of products in yearly/monthly billing mode.
monthly Currently, you cannot create yearly/monthly
objects billing Kafka instances by calling APIs.

Table 5-172 hourly

Parameter Type Description
name String Message engine, which is kafka.
version String Version of the message engine. Currently, only
1.1.0 and 2.3.0 is supported.
values Array of Product specifications.
values
objects

Table 5-173 values

Parameter Type Description
detail Array of Specification details.
detail objects
name String Instance type.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings

Table 5-174 detail

Parameter Type Description

tps String Maximum number of messages per unit time.
storage String Message storage space.

partition_num | String Number of partitions in a Kafka instance.
product_id String Product ID.
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Parameter Type Description
spec_code String Specification ID.
io Array of io I/O information.
objects
bandwidth String Bandwidth of a Kafka instance.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings
ecs_flavor_id | String Flavors of the corresponding ECS.
arch_type String Instance architecture type. Currently, only x86
is supported.
Table 5-175 io
Parameter Type Description
io_type String I/O type.
storage_spec_ | String I/O specifications.
code
available_zon | Array of List of AZs where there are available 1/O
es strings resources.
unavailable_z | Array of List of AZs where 1/O resources are sold out.
ones strings
volume_type | String Disk type.
Table 5-176 monthly
Parameter Type Description
name String Message engine, which is kafka.
version String Version of the message engine. Currently, only
1.1.0 and 2.3.0 is supported.
values Array of Product specifications.
values
objects
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Table 5-177 values

Parameter Type Description
detail Array of Specification details.
detail objects
name String Instance type.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings

Table 5-178 detail

Parameter Type Description
tps String Maximum number of messages per unit time.
storage String Message storage space.
partition_num | String Number of partitions in a Kafka instance.
product_id String Product ID.
spec_code String Specification ID.
io Array of io I/O information.
objects
bandwidth String Bandwidth of a Kafka instance.
unavailable_z | Array of AZs where resources are sold out.
ones strings
available_zon | Array of List of AZs where there are available resources.
es strings
ecs_flavor_id | String Flavors of the corresponding ECS.
arch_type String Instance architecture type. Currently, only x86
is supported.
Table 5-179 io
Parameter Type Description
io_type String I/O type.
storage_spec_ | String I/O specifications.

code

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

143



Distributed Message Service for Kafka

API Reference 5 APIs V2 (Recommended)
Parameter Type Description
available_zon | Array of List of AZs where there are available 1/O
es strings resources.
unavailable_z | Array of List of AZs where 1/O resources are sold out.
ones strings
volume_type | String Disk type.

Example Requests
GET https://{endpoint}/v2/products?engine=kafka

Example Responses

Status code: 200
The product specifications are listed successfully.
{

"hourly" : [ {

"name" : "kafka",
"version" : "1.1.0",

"values" : [ {
"detail" : [ {
"tps" : "50000",

"storage" : "200",

"partition_num" : "300",

"product_id" : "00300-30308-0--0",

"spec_code" : "dms.instance.kafka.cluster.c3.mini",

"io": [ {
"io_type" : "normal",
"storage_spec_code" : "dms.physical.storage.normal”,
"available_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7¢" ],
"volume_type" : "SATA"

b
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SAS"

b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7¢" ],
"available_zones" : [ ],
"volume_type" : "SSD"

11

"bandwidth" : "100MB",

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" ],

"available_zones" : [ "cn-north-7c¢" ],

"ecs_flavor_id" : "s6.large.2",

"arch_type" : "X86"

b

"tps" : "100000",

"storage" : "1200",

"partition_num" : "900",

"product_id" : "00300-30310-0--0",

"spec_code" : "dms.instance.kafka.cluster.c3.small.2",

"io": [ {
"io_type" : "normal",
"storage_spec_code" : "dms.physical.storage.normal”,
"available_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
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"volume_type" : "SATA"
b
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SAS"
b
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SSD"
11
"bandwidth" : "300MB",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" ],
"available_zones" : [ "cn-north-7¢" ],
"ecs_flavor_id" : "c3.medium.2",
"arch_type" : "X86"
11
"name" : "cluster",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" ],
"available_zones" : [ "cn-north-7c¢" ]
11
11
"monthly" : [ {
"name" : "kafka",
"version" : "1.1.0",

"values" : [ {
"detail" : [ {
"tps" : "50000",

"storage" : "200",

"partition_num" : "300",

"product_id" : "00300-30309-0--0",

"spec_code" : "dms.instance.kafka.cluster.c3.mini",

"io" : [{
"io_type" : "normal",
"storage_spec_code" : "dms.physical.storage.normal”,
"available_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c" ],
"volume_type" : "SATA"

A
"io_type" : "high",
"storage_spec_code" : "dms.physical.storage.high",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SAS"

A
"io_type" : "ultra",
"storage_spec_code" : "dms.physical.storage.ultra",
"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SSD"

1]

"bandwidth" : "100MB",

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" 1,

"available_zones" : [ "cn-north-7c¢" ],

"ecs_flavor_id" : "s6.large.2",

"arch_type" : "X86"

I

"tps" : "100000",

"storage" : "1200",

"partition_num" : "900",

"product_id" : "00300-30311-0--0",

"spec_code" : "dms.instance.kafka.cluster.c3.small.2",

"io" : [{
"io_type" : "normal",
"storage_spec_code" : "dms.physical.storage.normal”,
"available_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c" ],
"volume_type" : "SATA"
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A
"io_type"

"storage_spec_code" : "dms.physical.storage.high",

: "high",

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7c¢" ],
"available_zones" : [ ],
"volume_type" : "SAS"

"io_type"

"storage_spec_code" : "dms.physical.storage.ultra",

:"ultra”,

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a", "cn-north-7¢" ],
"available_zones" : [ ],
"volume_type" : "SSD"

L

"bandwidth" : "300MB",

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" 1,
"available_zones" : [ "cn-north-7c¢" ],

"ecs_flavor_id" : "c3.medium.2",

"arch_type'

Ik

"L YgE"

"name" : "cluster",

"unavailable_zones" : [ "cn-north-7b", "cn-north-7a" ],
"available_zones" : [ "cn-north-7c¢" ]

1]
]
}

Status Codes

Status
Code

Description

200

The product specifications are listed successfully.

Error Codes

See Error Codes.

5.10.4 Querying Kafka Instance Monitoring Dimensions

Function

This API is used to query Kafka instance monitoring dimensions.

Debugging

You can use API Explorer to debug this API.

URI

GET /v2/{project_id}/instances/{instance_id}/ces-hierarchy

Table 5-180 Path parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Project ID.
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Parameter Mandatory Type Description
instance_id Yes String Instance ID.

Request Parameters

None

Response Parameters
Status code: 200

Table 5-181 Response body parameters

Parameter Type Description

dimensions Array of Monitoring dimensions.
dimensions
objects

instance_ids Array of Instance information.
instance_ids
objects

nodes Array of Broker information.
nodes objects

queues Array of Topic information.
queues
objects

groups Array of Consumer group information.
groups
objects

Table 5-182 dimensions

Parameter Type Description

name String Monitoring dimension name.

metrics Array of Metric name.
strings

key_name Array of Key used for monitoring query.
strings

dim_router Array of Monitoring dimension route.
strings
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Parameter Type Description

children Array of List of secondary dimensions.
children
objects

Table 5-183 children

Parameter Type Description

name String Secondary dimension name.

metrics Array of Metrics on the secondary dimension.
strings

key_name Array of Key used for monitoring query.
strings

dim_router Array of Monitoring dimension route.
strings

Table 5-184 instance_ids

Parameter Type Description

name String Instance ID.
Table 5-185 nodes

Parameter Type Description

name String Broker name.

Table 5-186 queues

Parameter Type Description
name String Topic name.
partitions Array of Partition list.
partitions
objects
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Table 5-187 partitions

Parameter

Type

Description

name

String

Partition name.

Table 5-188 groups

Parameter Type Description
name String Consumer group name.
queues Array of Topic information.
queues
objects

Table 5-189 queues

Parameter Type Description
name String Topic name.
partitions Array of Partition information.
partitions
objects

Table 5-190 partitions

Parameter Type Description

name String Partition name.

Example Requests
GET https://{endpoint}/v2/{project_id}/instances/{instance_id}/ces-hierarchy

Example Responses
Status code: 200

The information is listed successfully.

{

"dimensions" : [ {
"name" : "kafka_instance_id",
"metrics" : [ "current_partitions", "current_topics", "group_messages" ],
"key_name" : [ "instance_ids" ],
"dim_router" : [ "kafka_instance_id" ]

Ao
"name" : "kafka_broker",
"metrics" : [ "broker_data_size", "broker_messages_in_rate", "broker_bytes_out_rate",
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"broker_bytes_in_rate", "broker_produce_mean", "broker_fetch_mean" ],

"key_name" : [ "nodes" ],

"dim_router" : [ "kafka_instance_id", "kafka_broker" ]

3

"name" : "kafka_rest",

"metrics" : [ "rest_produce_success", "rest_produce_failed", "rest_produce_latency",
"rest_produce_msg_num", "rest_produce_flow", "rest_consume_success", "rest_consume_failed",
"rest_consume_latency", "rest_consume_msg_num", "rest_consume_flow", "rest_commit_success",
"rest_commit_failed", "rest_commit_latency", "rest_commit_msg_num", "rest_commit_flow" ],

"key_name" : [ "nodes" ],

"dim_router" : [ "kafka_instance_id", "kafka_rest" ]

3 A

"name" : "kafka_topics",

"metrics" : [ "topic_data_size", "topic_messages_in_rate", "topic_bytes_out_rate", "topic_bytes_in_rate",
"topic_messages" ],

"key_name" : [ "queues" ],

"dim_router" : [ "kafka_instance_id", "kafka_topics" ],

"children" : [ {

"name" : "kafka_partitions",

"metrics" : [ "produced_messages", "partition_messages" ],

"key_name" : [ "queues", "partitions" ],

"dim_router" : [ "kafka_instance_id", "kafka_topics", "kafka_partitions" ]

]

3 A

"name" : "kafka_groups_partitions",

"metrics" : [ "messages_consumed", "messages_remained" ],

"key_name" : [ "groups", "queues", "partitions" ],

"dim_router" : [ "kafka_instance_id", "kafka_groups", "kafka_groups_topics", "kafka_groups_partitions" ]
1]

"instance_ids" : [ {
"name" : "68f3f6a0-3741-453b-bda9-a6ff6b5bb6f7"

11

"nodes" : [ {

"name" : "broker-0"
3

"name" : "broker-1"

3o
"name" : "broker-2"

1]

"queues" : [ {
"name" : "aaaa",
"partitions" : [ {

"name" : "0"

]

3
"name" : "mytest"”,
"partitions" : [ {

"name” - "0"
o
"hame” - "1
o
"hame” - "2
]
I

"name" : "topic-84234378",
"partitions" : [ {

"name" : "0"
1A
"name" : "1"
1A
"hame" : "2"
1]
1]
"groups" : [ {
"name" : "test-consumer-group",
"queues" : [ {

"name" : "mytest",
"partitions" : [ {
"name" : "0"
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"name" : "1
he
"name" : "2
11
11
11

Status Codes

Status Description
Code
200 The information is listed successfully.

Error Codes

See Error Codes.
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Permissions Policies and Supported
Actions

This chapter describes fine-grained permissions management for your DMS for
Kafka instances. If your HUAWEI CLOUD account does not require individual IAM
users, you can skip this chapter.

By default, new IAM users do not have permissions assigned. You need to add a
user to one or more groups, and attach permissions policies or roles to these
groups. Users inherit permissions from the groups to which they are added and
can perform specified operations on cloud services based on the permissions.

You can grant users permissions by using roles and policies. Roles are a type of
coarse-grained authorization mechanism that defines permissions related to user
responsibilities. Policies define APIl-based permissions for operations on specific
resources under certain conditions, allowing for more fine-grained, secure access
control of cloud resources.

L] NOTE
Policy-based authorization is useful if you want to allow or deny the access to an API.

An account has all the permissions required to call all APIs, but IAM users must be
assigned the permissions to call the required APIs. The permissions required for
calling an API are determined by the actions supported by the API. Only users who
have been granted permissions allowing the actions can call the API successfully.
For example, if an IAM user wants to query Kafka instances using an API, the user
must have been granted permissions that allow the dms:instance:create action.

Supported Actions

DMS for Kafka provides system-defined policies that can be directly used in IAM.
You can also create custom policies and use them to supplement system-defined
policies, implementing more refined access control. Operations supported by
policies are specific to APIs. The following are common concepts related to
policies:

e Permission: a statement in a policy that allows or denies certain operations.

e APIs: REST APIs that can be called by a user who has been granted specific
permissions.

Issue 11 (2021-12-14) Copyright © Huawei Technologies Co., Ltd. 152


https://support.huaweicloud.com/en-us/usermanual-iam/iam_01_0601.html
https://support.huaweicloud.com/en-us/usermanual-iam/iam_01_0017.html

Distributed Message Service for Kafka

API Reference

6 Permissions Policies and Supported Actions

e Action: Specific operations that are allowed or denied.

e |AM projects or enterprise projects: A custom policy can be applied to IAM

projects or enterprise projects or both. Policies that contain actions for both
IAM and enterprise projects can be used and take effect for both IAM and

Enterprise Management. Policies that only contain actions for IAM projects
can be used and only take effect for IAM. For details about the differences

between IAM and enterprise projects, see What Are the Differences
Between IAM and Enterprise Management?

DMS for Kafka supports the following actions that can be defined in custom
policies. Permissions must be obtained before calling DMS APIs. For details on how
to obtain permissions, visit the Identity and Access Management help center.

Table 6-1 DMS for Kafka actions

Permissions | APIs Actions IAM Enterprise
Projects | Projects

Creating a POST /v2/ dms:instance: | v v
Pay-per-Use | {project_id}/ create
Instance instances
Querying an | GET /v2/{project_id}/ | dms:instance: | v v
Instance instances/ get

{instance_id}
Modifying PUT /v2/{project_id}/ | dms:instance: | v v
Instance instances/ modify
Information | {instance_id}
Deleting an | DELETE /v2/ dms:instance: | v v
Instance {project_id}/ delete

instances/

{instance_id}
Listing All GET /v2/{project_id}/ | dms:instance:l | v v
Instances instances ist
Batch POST /v2/ Restart: v v
Restarting {project_id}/ dms:instance:
or Deleting | instances/action modifyStatus
Instances Delete:

dms:instance:
delete

Resetting PUT /v2/{project_id}/ | dms:instance: | v v
Kafka instances/ resetAuthinfo
Manager {instance_id}/kafka-
Password manager-password
Resetting POST /v2/ dms:instance: | v v
the {project_id}/ resetAuthinfo
Password instances/

{instance_id}/

password
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Permissions | APIs Actions IAM Enterprise
Projects | Projects
Restarting PUT /v2/{project_id}/ | dms:instance: | v v
Kafka instances/ modifyStatus
Manager {instance_id}/restart-
kafka-manager
Configuring | POST /v2/ dms:instance: | v v
Automatic {project_id}/ modify
Topic instances/
Creation {instance_id}/
autotopic
Modifying POST /v2/ dms:instance: | v v
the Private {project_id}/ modify
IP Address instances/
for Cross- {instance_id}/
VPC Access | crossvpc/modify
Creating a POST /v2/ dms:instance: | v v
Dumping {project_id}/ connector
Connector instances/
for an {instance_id}/
Instance connector
Creating a POST /v2/ dms:instance: | v v
Dumping {project_id}/ createConnec
Task connectors/ torSinkTask
{connector_id}/sink-
tasks
Deleting a POST /v2/ dms:instance: | v v
Dumping {project_id}/ deleteConnec
Task connectors/ torSinkTask
{connector_id}/sink-
tasks/{task_id}
Listing GET /v2/{project_id}/ | dms:instance:l | v v
Dumping connectors/ istConnectorS
Tasks {connector_id}/sink- | inkTask
tasks
Querying a | GET /v2/{project_id}/ | dms:instance: | v v
Dumping connectors/ getConnector
Task {connector_id}/sink- | SinkTask
tasks/{task_id}
Modifying PUT /v2/{project_id}/ | dms:instance: | v v
Dumping connectors/ createConnec
Task Quotas | {connector_id}/sink- | torSinkTask
tasks
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Permissions | APIs Actions IAM Enterprise
Projects | Projects
Modifying POST /v2/ dms:instance: | v v
Instance {project_id}/ scale
Specificatio | instances/
ns {instance_id}/extend
Batch POST /v2/ dms:instance: | v v
Deleting {project_id}/ modify
Topics of a instances/
Kafka {instance_id}/topics/
Instance delete
Creating a POST /v2/ dms:instance: | v v
Topic for a {project_id}/ modify
Kafka instances/
Instance {instance_id}/topics
Listing GET /v2/{project_id}/ | dms:instance: | v v
Topics of a instances/ get
Kafka {instance_id}/topics
Instance
Modifying PUT /v2/{project_id}/ | dms:instance: | v v
Topics of a instances/ modify
Kafka {instance_id}/topics
Instance
Deleting PUT /v2/{project_id}/ | dms:instance: | v v
Users in instances/ modify
Batches {instance_id}/users
Creating a POST /v2/ dms:instance: | v v
User {project_id}/ modify
instances/
{instance_id}/users
Resetting a | PUT /v2/{project_id}/ | dms:instance: | v v
User instances/ get
Password {instance_id}/users/
{user_name}
Querying GET /v2/{project_id}/ | dms:instance: |V v
the User List | instances/ get
{instance_id}/users
Querying GET /v1/{project_id}/ | dms:instance: | v v
User instances/ get
Permissions | {instance_id}/topics/
{topic_name}/
accesspolicy
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Permissions | APIs Actions IAM Enterprise
Projects | Projects

Granting POST /v1/ dms:instance: | v v
User {project_id}/ modify
Permissions | instances/

{instance_id}/topics/

accesspolicy
Querying GET /v2/{project_id}/ | dms:instance: | v v
Messages instances/ get

{instance_id}/

messages
Deleting a DELETE /v2/ dms:instance: | v v
Background | {project_id}/ deleteBackgro
Task instances/ undTask

{instance_id}/tasks/

{task_id}
Listing GET /v2/{project_id}/ | dms:instance: | v v
Background | instances/ getBackgroun
Tasks {instance_id}/tasks dTask
Querying a | GET /v2/{project_id}/ | dms:instance: | v v
Background | instances/ getBackgroun
Task {instance_id}/tasks/ | dTask

{task_id}
Batch POST /v2/ dms:instance: | v v
Adding or {project_id}/kafka/ modify
Deleting {instance_id}/tags/
Tags action
Listing Tags | GET /v2/{project_id}/ | dms:instance: | v v
of a Project | kafka/tags get
Listing Tags | GET /v2/{project_id}/ | dms:instance: |V v
of an kafka/{instance_id}/ | get
Instance tags
Enabling or | This operation is dms:instance: | v v
Disabling supported only by modify
Public using the console
Access and not by calling

APIs.
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Out-of-Date APIs

7.1 API V1

7.1.1 APIs for Managing Instances

7.1.1.1 Creating an Instance
(10 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Creating a Pay-per-Use Instance.

Function
This API is used to create a pay-per-use instance.
URI
POST /v1.0/{project_id}/instances
Table 7-1 describes the parameter.
Table 7-1 Parameters
Parameter | Type Manda | Description
tory
project_id | String Yes Indicates the ID of a project.
Request

Request parameters

Table 7-2 describes the parameters.
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Table 7-2 Request parameters

Parameter | Type Manda | Description
tory
name String | Yes Indicates the instance name.

An instance name starts with a letter, consists
of 4 to 64 characters, and can contain only
letters, digits, underscores (_), and hyphens

().

description | String No Indicates the description of an instance.

It is a character string containing not more
than 1024 characters.

NOTE
The backslash (\) and quotation mark (") are
special characters for JSON packets. When using
these characters in a parameter value, add the
escape character (\) before these characters, for
example, \\ and \".

engine String | Yes Indicates the message engine. Set the value
to kafka.
engine_vers | String Yes Indicates the version of the message engine.
ion Value: 1.1.0 or 2.3.0.
specificatio | String | Yes Indicates the baseline bandwidth of a Kafka
n instance, that is, the maximum amount of
data transferred per unit time. Unit: MB
Options:
e 100MB
e 300MB
e 600MB
e 1200MB
storage_spa | Integer | Yes Indicates the message storage space.

ce Unit: GB. Value range:

e Kafka instance with specification being
100MB: 600-90,000 GB

e Kafka instance with specification being
300MB: 1200-90,000 GB

e Kafka instance with specification being
600MB: 2400-90,000 GB

e Kafka instance with specification being
1200MB: 4800-90,000 GB
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Parameter

Type

Manda
tory

Description

partition_n
um

Integer

Yes

Indicates the maximum number of partitions
in a Kafka instance.

Options:

e When specification is 100MB: 300

e When specification is 300MB: 900

e When specification is 600MB: 1800

e When specification is 1200 MB: 1800

access_user

String

No

This parameter is mandatory when
ssl_enable is set to true. This parameter is
invalid when ssl_enable is set to false.

Indicates a username. A username consists of
4 to 64 characters and can contain letters,
digits, and hyphens (-).

password

String

No

This parameter is mandatory when
ssl_enable is set to true. This parameter is
invalid when ssl_enable is set to false.

Indicates an instance password.

The password must meet the following
complexity requirements:

e Must be a string consisting of 8 to 32
characters.

e Must contain at least three of the
following character types:

- Lowercase letters

- Uppercase letters

- Digits

- Special characters "~!@#$%/&*()-_=+\|
[{31;F,<>/?

vpc_id

String

Yes

Indicates the VPC ID.

Obtain the value by using either of the
following methods:

e Method 1: Log in to VPC console and view
the VPC ID in the VPC details.

e Method 2: Query the VPC ID through the
VPC API. For details, see Querying VPCs.
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Parameter

Type

Manda
tory

Description

security_gro
up_id

String

Yes

Indicates the security group which the
instance belongs to.

Obtain the value by using either of the
following methods:

e Method 1: Log in to VPC console. Choose
Access Control > Security Groups in the
navigation pane on the left. On the
displayed page, click the target security
group. You can view the security group ID
on the displayed page.

e Method 2: Call the API for querying
security groups. For details, see Querying
Security Groups.

subnet_id

String

Yes

Indicates the subnet ID.

Obtain the value by using either of the
following methods:

e Method 1: Log in to VPC console and click
the target subnet on the Subnets tab
page. You can view the network ID on the
displayed page.

e Method 2: Call the API for querying
subnets. For details, see Querying
Subnets.

available_z
ones

Array

Yes

Indicates the ID of the AZ where brokers
reside and which has available resources. The
parameter value cannot be an empty array or
an empty array. For details on how to obtain
the value, see Querying AZ Information.
Check whether the AZ has available resources.

When creating a Kafka instance, you can
select either 1 AZ or at least 3 AZ. When
specifying AZs for brokers, use commas (,) to
separate multiple AZs.

product_id

String

Yes

Indicates the product ID.

For details on how to obtain the ID, see
Querying Product Specifications.

kafka_man
ager_user

String

Yes

Indicates the username for logging in to the
Kafka Manager. The username consists of 4 to
64 characters and can contain letters, digits,
hyphens (-), and underscores (_).
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Parameter

Type

Manda
tory

Description

kafka_man
ager_passw
ord

String

Yes

Indicates the password for logging in to the
Kafka Manager.

The password must meet the following
complexity requirements:

e Must be a string consisting of 8 to 32
characters.

e Must contain at least three of the
following character types:

- Lowercase letters

- Uppercase letters

- Digits

- Special characters "~!@#$%N&*()-_=+\|
[{31;,<>/?

maintain_b
egin

String

No

Indicates the time at which a maintenance
time window starts.

Format: HH:mm:ss

e The start time and end time of the
maintenance time window must indicate
the time segment of a supported
maintenance time window. For details
about how to query the time segments of
supported maintenance time windows, see
Querying Maintenance Time Windows.

e The start time must be set to 22:00:00,
02:00:00, 06:00:00, 10:00:00, 14:00:00, or
18:00:00.

e Parameters maintain_begin and
maintain_end must be set in pairs. If
parameter maintain_begin is left blank,
parameter maintain_end is also left blank.
In this case, the system automatically sets
the start time to 02:00:00.
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Parameter

Type

Manda
tory

Description

maintain_e
nd

String

No

Indicates the time at which a maintenance
time window ends.

Format: HH:mm:ss
e The start time and end time of the

maintenance time window must indicate

the time segment of a supported
maintenance time window. For details

about how to query the time segments of
supported maintenance time windows, see

Querying Maintenance Time Windows.
e The end time is four hours later than the

start time. For example, if the start time is

22:00:00, the end time is 02:00:00.

e Parameters maintain_begin and
maintain_end must be set in pairs. If
parameter maintain_end is left blank,

parameter maintain_start is also blank. In
this case, the system automatically sets the

end time to 06:00:00.

enable_publ
icip

Boolea
n

No

Indicates whether to enable public access for

an instance.
e true: enable
e false: disable

public_band
width

String

No

Indicates the public network bandwidth. Unit:

Mbit/s
Value range:

e When specification is T00MB, the value
must be a multiple of the number of
brokers and fall in the range from 3 to
900.

e When specification is 300MB, the value
must be a multiple of the number of
brokers and fall in the range from 3 to
900.

e When specification is 600MB, the value
must be a multiple of the number of
brokers and fall in the range from 4 to
1200.

e When specification is 1200MB, the value

must be a multiple of the number of
brokers and fall in the range from 8 to
2400.
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Parameter | Type Manda | Description
tory
publicip_id | String No Indicates the ID of the elastic IP address (EIP)

bound to an instance.
Use commas (,) to separate multiple EIP IDs.

This parameter is mandatory if public access
is enabled (that is, enable_publicip is set to

true).
ssl_enable Boolea | No Indicates whether to enable SSL-encrypted
n access.

e true: enable
e false: disable

retention_p | String No Indicates the action to be taken when the
olicy memory usage reaches the disk capacity
threshold. Options:

e time_base: Automatically delete the
earliest messages.

e produce_reject: Stop producing new

messages.
connector_e | Boolea | No Indicates whether to enable dumping.
nable n
enable_aut | Boolea | No Indicates whether to enable automatic topic
o_topic n creation.
e true: enable
e false: disable
If automatic topic creation is enabled, a topic
will be automatically created with 3 partitions
and 3 replicas when a message is produced to
or consumed from a topic that does not exist.
storage_spe | String | Yes Indicates storage 1/O specification. For details
c_code on how to select a disk type, see Disk Types

and Disk Performance.
Options:

e dms.physical.storage.high or
dms.physical.storage.ultra when the
parameter specification is 100MB

e dms.physical.storage.high or
dms.physical.storage.ultra when the
parameter specification is 300MB

e dms.physical.storage.ultra when the
parameter specification is 600MB

e dms.physical.storage.ultra when the
parameter specification is 1200MB
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Parameter | Type Manda | Description
tory
enterprise_ | String No Indicates the enterprise project ID.
project_id
tags Array< | No Indicates the list of tags.
Object>

Table 7-3 tags

Parameter | Type Manda | Description
tory
key String | No Indicates the tag key. A tag key can contain a

maximum of 36 Unicode characters.
The key cannot be left blank or be an empty
string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special
characters: =*<>\ |/

value String | No Indicates the value. A tag value can contain a
maximum of 43 Unicode characters.

The value cannot be left blank or be an
empty string.

It cannot contain nonprintable ASCII (0-31)
characters and the following special
characters: =*<>\ |/

{

"name": "kafka-test",

"engine": "kafka",

"engine_version": "2.3.0",

"specification": "100MB",

""storage_space": 600,

"partition_num": 300,

"vpc_id": "b50c1aa7-39e0-420e-936b-ee5d35288f9c",
"security_group_id": "d8c81e0f-de6a-4110-8c96-81af3eacb3d1",
"subnet_id": "Ob6cfaea-bce7-48eb-b38d-267c24df5f79",
"available_zones": [
"38b0f7a602344246bcb0da47b5d548e7"

1

"product_id": "00300-30308-0--0",

"kafka_manager_user": "test",

"kafka_manager_password": "Zxxxx",

"enable_publicip": true,

"publicip_id": "87864b85-7097-4c06-9d62-718d7359a503,72c12ba7-fade-4b06-a680-01d335cf786d,
11b535df-ed6d-4521-8d00-12bb60beb617",

"storage_spec_code": "dms.physical.storage.high"

}
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Response
Response parameters

Table 7-4 describes the parameters.

Table 7-4 Response parameters

Parameter Type Description

instance_id String Indicates the instance ID.

Example response
{
"instance_id": "8959ab1c-7n1a-yyb1-a05t-93dfc361b32d"
}
Status Code

Table 7-5 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-5 Status code

Status Description
Code
200 The instance is created successfully.

7.1.1.2 Querying an Instance
10 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Querying an Instance.

Function

This API is used to query the details about an instance.

URI
GET /v1.0/{project_id}/instances/{instance_id}

Table 7-6 describes the parameters.
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Table 7-6 Parameters

Parameter Type Mandatory Description
project_id String Yes Indicates the ID of a
project.
instance_id String Yes Indicates the instance
ID.
Request
Request parameters
None.
Example request
None.
Response
Response parameters
Table 7-7 describes the parameters.
Table 7-7 Response parameters
Parameter Type Description
name String Indicates the instance name.
engine String Indicates the message engine.

engine_version | String

Indicates the version of the message engine.

specification String

Indicates the instance specification.

storage_space | Integer

Indicates the message storage space. Unit: GB

partition_num String

Indicates the total number of partitions in a
Kafka instance.

used_storage_s
pace

Integer

Indicates the used message storage space. Unit:
GB

connect_addres | String
S

Indicates the IP address of an instance.

port Integer Indicates the port number of an instance.

status String Indicates the status of an instance. For details,
see Instance Status.

instance_id String Indicates the instance ID.
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Parameter Type Description
resource_spec_c | String Indicates the resource specifications identifier.
ode e dms.instance.kafka.cluster.c3.mini: Kafka
instance, 100 MB/s reference bandwidth
e dms.instance.kafka.cluster.c3.small.2:
Kafka instance, 300 MB/s reference
bandwidth
e dms.instance.kafka.cluster.c3.middle.2:
Kafka instance, 600 MB/s reference
bandwidth
e dms.instance.kafka.cluster.c3.high.2: Kafka
instance, 1200 MB/s reference bandwidth
type String Indicates the instance type. Value: cluster
charging_mode | Integer Indicates the billing mode. 1: pay-per-use mode;
0: yearly/monthly billing.
vpc_id String Indicates the ID of a VPC.
vpc_name String Indicates the name of a VPC.
created_at String Indicates the time when an instance is created.
The time is in the format of timestamp, that is,
the offset milliseconds from 1970-01-01
00:00:00 UTC to the specified time.
product_id String Indicates the product ID.
security_group_ | String Indicates the security group ID.
id
security_group_ | String Indicates the security group name.
name
subnet_id String Indicates the subnet ID.
subnet_name String Indicates the subnet name.
subnet_cidr String Indicates the subnet CIDR block.
available_zones | Array Indicates the ID of the AZ to which the instance
node belongs. The AZ ID is returned.
user_id String Indicates the user ID.
user_name String Indicates the username.
access_user String Indicates the username of an instance.
order_id String Indicates the order ID.
maintain_begin | String Indicates the time at which a maintenance time

window starts.
Format: HH:mm:ss

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

167




Distributed Message Service for Kafka

API Reference

7 Out-of-Date APIs

Parameter Type Description
maintain_end String Indicates the time at which a maintenance time
window ends.

Format: HH:mm:ss

enable_publicip | Boolean Indicates whether to enable public access for an
instance.
e true: enable
o false: disable
management_c | String Indicates the connection address of the Kafka
onnect_address Manager of a Kafka instance.
ssl_enable Boolean Indicates whether to enable security
authentication.
e true: enable
e false: disable
enterprise_proje | String Indicates the enterprise project ID.
ct_ id
is_logical_volu Boolean Distinguishes old instances from new instances
me during instance capacity expansion.
e true: New instance, which allows dynamic
disk capacity expansion without restarting
the instance.
e false: Old instance.
extend_times Integer Indicates the number of disk expansion times. If

it exceeds 20, the disk cannot be expanded.
enable_auto_to | Boolean Indicates whether automatic topic creation is
pic enabled.

e true: enabled

e false: disabled

total_storage_s | Integer Indicates the message storage space. Unit: GB
pace

storage_resourc | String Indicates the storage resource ID.

e id

storage_spec_c | String Indicates the 1/O specification.

ode

service_type String Indicates the service type.

storage_type String Indicates the storage type.

retention_policy | String Indicates the message retention policy.
kafka_public_st | String Indicates whether Kafka public access is

atus

enabled.
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Parameter Type Description
public_bandwid | Integer Indicates the public network bandwidth.
th
public_connect_ | String Indicates the instance IP address for public
address access. This parameter is displayed only when
public access is enabled.
kafka_manager | String Indicates the username for logging in to Kafka
_user Manager.
enable_log_coll | Boolean Indicates whether log collection is enabled.
ection
cross_vpc_info String Indicates cross-VPC access information.
ipv6_enable Boolean Indicates whether IPv6 is enabled.
ipv6_connect_a | Array of Indicates the IPv6 connection address.
ddresses strings
connector_enab | Boolean Indicates whether dumping is enabled.
le
connector_id String Indicates the ID of the dumping task.
rest_enable Boolean Indicates whether the Kafka REST function is
enabled.
rest_connect_ad | String Indicates the Kafka REST connection address.
dress
message_query | Boolean Indicates whether message query is enabled.
_inst_enable
vpc_client_plain | Boolean Indicates whether intra-VPC plaintext access is
enabled.
support_feature | String Indicates the list of features supported by the
s Kafka instance.
trace_enable Boolean Indicates whether message tracing is enabled.
pod_connect_a | String Indicates the connection address on the tenant
ddress side.
disk_encrypted | Boolean Indicates whether disk encryption is enabled.
kafka_private_c | String Indicates the private connection address of a
onnect_address Kafka instance.
ces_version String Indicates the Cloud Eye version.
tags Array<Obje | Indicates the list of tags.
ct>
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Table 7-8 tags

Parameter Type Description
key String Indicates the tag key.
value String Indicates the tag value.

Example response

{
"name": "kafka-100230526",
"engine": "kafka",
"port": 9092,
"status": "RUNNING",
"type": "cluster”,
"specification": "100MB",
"engine_version": "XXX",
"connect_address": "192.168.1.116,192.168.1.152,192.168.1.78",
"connect_dn": "",
"instance_id": "ef84dd5f-3ece-4336-8c99-987defd62e3a",
"resource_spec_code": "dms.instance.kafka.cluster.c3.mini",
"charging_mode": 1,
"vpc_id": "2477879f-aebf-496f-a08a-67812885ce9b",
"vpc_name": "vpc-y00502467",
"created_at": "1568797295209",
"product_id": "00300-30308-0--0",
"security_group_id": "008a08e2-10cc-4d9b-90ab-3f3b8f6c3333",
"security_group_name": "z00417080-cce-node-na7j",
"subnet_id": "5ca08fb7-7522-4d95-9fa5-ff6b3592a29d",
"available_zones": [

"ae04cf9d61544df3806a3feeb401b204"

1

"user_id": "2b4af4428ec840dfa1f0f1a32e965567",

"user_name": "laiyh",

"kafka_manager_user": "root",

"maintain_begin": "22:00:00",

"maintain_end": "02:00:00",

"storage_space": 492,

"total_storage_space": 600,

"used_storage_space": 25,

"partition_num": "300",

"ssl_enable": false,

"management_connect_address": "https://192.168.1.116:9999",

"storage_resource_id": "81982562-ce8b-490a-95fa-2b225c292271",

"storage_spec_code": "dms.physical.storage.ultra",

"service_type": "advanced",

"storage_type": "hec",

"enterprise_project_id": "0",

"is_logical_volume": true,

"extend_times": 0,

"retention_policy": "produce_reject",

"ipv6_enable": false,

"ipv6_connect_addresses": [],

"connector_enable": false,

"connector_id": "",

"rest_enable": false,

"rest_connect_address": "",

"message_query_inst_enable": true,

"vpc_client_plain": false,

"support_features":
"feature.physerver.kafka.topic.accesspolicy,message_trace_enable,features.pod.token.access,feature.physerver.
kafka.pulbic.dynamic,feature.physerverkafka.user.manager",

"trace_enable": false,

"agent_enable": false,

"pod_connect_address": "100.113.16.105:9100,100.113.5.197:9100,100.113.15.231:9100",
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"disk_encrypted": false,
"enable_auto_topic": true

}

Status Code

Table 7-9 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-9 Status code

Status Description
Code
200 Specified instance queried successfully.

7.1.1.3 Modifying an Instance
(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Modifying Instance Information.

Function
This API is used to modify the name and description of an instance.
URI
PUT /v1.0/{project_id}/instances/{instance_id}
Table 7-10 Parameters
Parameter Type Mandatory Description
project_id String Yes Indicates the ID of
a project.
instance_id String Yes Indicates the
instance ID.
Request

Request parameters

Table 7-11 describes the parameters.
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Table 7-11 Request parameters

Parameter

Type

Man
dato

ry

Description

name

String

No

Indicates the instance name.

An instance name is a string of 4 to 64
characters that contain letters, digits, and
hyphens (-). An instance name must start
with a letter.

description

String

No

Indicates the description of an instance.

It is a character string containing not
more than 1024 characters.

NOTE
The backslash (\) and quotation mark (") are
special characters for JSON packets. When
using these characters in a parameter value,
add the escape character (\) before these
characters, for example, \\ and \".

maintain_begin | String

No

Indicates the time at which a
maintenance time window starts.

Format: HH:mm:ss

e The start time and end time of the
maintenance time window must
indicate the time segment of a
supported maintenance time window.
For details about how to query the
time segments of supported
maintenance time windows, see
Querying Maintenance Time
Windows.

e The start time must be set to
22:00:00, 02:00:00, 06:00:00, 10:00:00,
14:00:00, or 18:00:00.

e Parameters maintain_begin and
maintain_end must be set in pairs. If
parameter maintain_begin is left
blank, parameter maintain_end is
also left blank. In this case, the system
automatically sets the start time to
02:00:00.
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Man
dato

ry

Parameter Type

Description

maintain_end String No

Indicates the time at which a
maintenance time window ends.

Format: HH:mm:ss

e The start time and end time of the
maintenance time window must
indicate the time segment of a
supported maintenance time window.
For details about how to query the
time segments of supported
maintenance time windows, see
Querying Maintenance Time
Windows.

e The end time is four hours later than
the start time. For example, if the
start time is 22:00:00, the end time is
02:00:00.

e Parameters maintain_begin and
maintain_end must be set in pairs. If
parameter maintain_end is left blank,
parameter maintain_start is also left
blank. In this case, the system
automatically sets the end time to
06:00:00.

security_group_i | String No

Indicates the security group ID.

retention_policy | String No

Indicates the capacity threshold policy.
Options:

e produce_reject: New messages
cannot be created.

e time_base: The earliest messages are
deleted.

enterprise_proje
ct_id

String No

Indicates the enterprise project ID.

Example request

Example 1:
{

"name": "dms002",

||||||

"description":

}
Example 2:
{

"name": "dms002",
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"description™: "instance description",
"maintain_begin":"02:00:00",
"maintain_end":"06:00:00"

}

Response
Response parameters
None.
Example response

None.

Status Code

Table 7-12 describes the status code of successful operations. For details about

other status codes, see Status Code.

Table 7-12 Status code

Status Description
Code
204 The instance is modified successfully.

7.1.1.4 Deleting an Instance
(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API

described in Deleting an Instance.

Function

This API is used to delete an instance to release all the resources occupied by it.

URI
DELETE /v1.0/{project_id}/instances/{instance_id}

Table 7-13 describes the parameters.

Table 7-13 Parameters

Parameter Type Mandatory Description

project_id String Yes Indicates the ID of
a project.

instance_id String Yes Indicates the
instance ID.
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Request

Request parameters

None.

Example request

None.

Response

Response parameters

None.

Example response

None.

Status Code

Table 7-14 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-14 Status code

Status
Code

Description

204

The instance is deleted successfully.

7.1.1.5 Restarting or Deleting Instances in Batches

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Batch Restarting or Deleting Instances.

Function

This API is used to restart or delete instances in batches.

When an instance is being restarted, message retrieval and creation requests of
the client will be rejected.

Deleting an instance will delete the data in the instance without any backup.
Exercise caution when performing this operation.

URI

POST /v1.0/{project_id}/instances/action

Table 7-15 describes the parameters.
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Request

Response

Table 7-15 Parameters

Parameter Type Mandatory Description
project_id String Yes Indicates the ID of
a project.
Request parameters
Table 7-16 describes the parameters.
Table 7-16 Request parameters
Parameter | Type Mandatory | Description
action String Yes Indicates the operation to be

performed on instances. The value of
this parameter can be restart or

delete.
instances Array No Indicates the list of instance IDs.
allFailure String No When set to kafka, indicates all

Kafka instances that fail to be
created are to be deleted.

Example request
Restarting instances in batches:

{

"action" : "restart",

"instances" : ["'54602a9d-5e22-4239-9123-77e350df4a34", "7166cdea-dbad-4d79-9610-7163e6f8b640"]

}
Deleting instances in batches:

{

"action" : "delete",

"instances" : ["54602a9d-5e22-4239-9123-77e350df4a34", "7166cdea-dbad-4d79-9610-7163e6f8b640"]

}

Deleting all instances that fail to be created:

{
"action" : "delete",
"allFailure" : "kafka"

}

Response parameters
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When action is set to delete, allFailure is set to kafka, and an empty response is
returned, the instances are deleted successfully. Table 7-17 describes the
parameters.

Table 7-17 Response parameters

Parameter Type Description

results Array Indicates the result of
instance modification.

Table 7-18 results parameter description

Parameter Type Description
instance String Indicates the instance ID.
result String Indicates an operation

result, which can be
success or failed

Example response

{
"results": [
{
"result": "success",
"instance": "afc90a2a-a02c-4cba-94d5-58dfa9ad1e0d"
h
{
"result": "success",
"instance": "67fc5f8d-3986-4f02-bb75-4075a23112de"
}
1
}

Status Code

Table 7-19 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-19 Status code

Status Description

Code

200 The instances are restarted or deleted successfully.
204 Successfully deleting an instance failed to be created.
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7.1.1.6 Querying All Instances

Function

URI

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Listing All Instances.

This API is used to query the instances of a tenant by set conditions.

GET /v1.0/{project_id}/instances?
engine={engine}&name={name}&status={status}&id={id}&includeFailure={includeF
ailure}&exactMatchName={exactMatchName}&enterprise_project_id={enterprise_p

roject_id}

Table 7-20 describes the parameters.

Table 7-20 Parameters

Paramet | Type Mandat | Description

er ory

project_i | String Yes Indicates the ID of a project.

d

engine String No Indicates the message engine. Value: kafka

name String No Indicates the instance name.

id String No Indicates the instance ID.

status String No Indicates the instance status. For details,
see Instance Status.

includeF | String No Indicates whether to return the number of

ailure instances that fail to be created.
If the value is true, the number of
instances that failed to be created is
returned. If the value is not true, the
number is not returned.

exactMat | String No Indicates whether to search for the

chName instance that precisely matches a specified

instance name.

The default value is false, indicating that a
fuzzy search is performed based on a
specified instance name. If the value is
true, the instance that precisely matches a
specified instance name is queried.
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Paramet | Type Mandat | Description

er ory

enterpris | String No Indicates the enterprise project ID.
e_project

_id
Example

GET /v1.0/bd6b78e2ff9e4e47bc260803ddcc7a21/instances?
start=1&limit=10&name=&status=&id=&includeFailure=true&exactMatchName=false

Request
Request parameters
None.
Example request
None.

Response

Response parameters

Table 7-21 describes the parameters.

Table 7-21 Response parameters

Parameter Type Description

instances Array Indicates instance
details.

instance_num Integer Indicates the number of
instances.

Table 7-22 instance parameter description

Parameter Type Description

name String Indicates the instance name.

engine String Indicates the message engine.

engine_version | String Indicates the engine version.

specification String Indicates the specifications of an instance.
storage_space Integer Indicates the message storage space. Unit: GB
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Parameter Type Description
partition_num | String Indicates the maximum number of topics in a
Kafka instance.
used_storage_s | Integer Indicates the used message storage space. Unit:
pace GB
connect_addres | String Indicates the IP address of an instance.
S
port Integer Indicates the port number of an instance.
status String Indicates the status of an instance. For details,
see Instance Status.
instance_id String Indicates the instance ID.
resource_spec_ | String Indicates the resource specifications identifier.
code e dms.instance.kafka.cluster.c3.mini: Kafka
instance, 100 MB/s reference bandwidth
e dms.instance.kafka.cluster.c3.small.2:
Kafka instance, 300 MB/s reference
bandwidth
¢ dms.instance.kafka.cluster.c3.middle.2:
Kafka instance, 600 MB reference bandwidth
e dms.instance.kafka.cluster.c3.high.2: Kafka
instance, 1200 MB reference bandwidth
charging_mode | Integer Indicates the billing mode. Options: 1: pay-per-
use; 0: yearly/monthly
vpc_id String Indicates the ID of a VPC.
vpc_name String Indicates the name of a VPC.
created_at String Indicates the time when an instance is created.
The time is in the format of timestamp, that is,
the offset milliseconds from 1970-01-01
00:00:00 UTC to the specified time.
user_id String Indicates the user ID.
user_name String Indicates the username.
order_id String Indicates the order ID.
maintain_begin | String Indicates the time at which a maintenance
time window starts.
Format: HH:mm:ss
maintain_end String Time at which the maintenance time window

ends.

Format: HH:mm:ss
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Parameter Type

Description

enable_publicip | Boolean

Indicates whether to enable public access for
an instance.

e true: enable
e false: disable

management_c | String
onnect_address

Indicates the connection address of the Kafka
Manager of a Kafka instance.

ssl_enable Boolean

Indicates whether to enable security
authentication.

e true: enable
e false: disable

enterprise_proj | String

Indicates the enterprise project ID.

ect_id
is_logical_volu | Boolean Distinguishes old instances from new instances
me during instance capacity expansion.

e true: New instance, which allows dynamic
disk capacity expansion without restarting
the instance.

e false: Old instance.

extend_times Integer Indicates the number of disk expansion times.

If it exceeds 20, the disk cannot be expanded.

enable_auto_to | Boolean

Indicates whether automatic topic creation is

pic enabled.
e true: enabled
e false: disabled
type String Indicates the instance type. Value: cluster.
product_id String Indicates the product ID.
security_group_ | String Indicates the security group ID.
id
security_group_ | String Indicates the security group name.
name
subnet_id String Indicates the subnet ID.

available_zones | Array

Indicates the AZ to which the instance node
belongs. The AZ ID is returned.

total_storage_s | Integer
pace

Indicates the message storage space. Unit: GB

public_connect | String
_address

Indicates the instance IP address for public
access. This parameter is displayed only when
public access is enabled.
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Parameter Type Description

storage_resourc | String Indicates the storage resource ID.

e id

storage_spec_c | String Indicates the I/O specification.

ode

service_type String Indicates the service type.

storage_type String Indicates the storage type.

retention_polic | String Indicates the message retention policy.

y

kafka_public_st | String Indicates whether Kafka public access is

atus enabled.

public_bandwid | Integer Indicates the public network bandwidth.

th

kafka_manager | String Indicates the username for logging in to Kafka

_user Manager.

enable_log_coll | Boolean Indicates whether log collection is enabled.

ection

cross_vpc_info String Indicates cross-VPC access information.

ipv6_enable Boolean Indicates whether to enable IPv6.

ipv6_connect_a | Array of Indicates the IPv6 connection address.

ddresses strings

connector_ena | Boolean Indicates whether dumping is enabled.

ble

connector._id String Indicates the ID of the dumping task.

rest_enable Boolean Indicates whether the Kafka REST function is
enabled.

rest_connect_a | String Indicates the Kafka REST address.

ddress

message_query | Boolean Indicates whether message query is enabled.

_inst_enable

vpc_client_plai | Boolean Indicates whether intra-VPC plaintext access is

n enabled.

support_featur | String Indicates the list of features supported by the

es Kafka instance.

trace_enable Boolean Indicates whether message tracing is enabled.

pod_connect_a | String Indicates the connection address on the tenant

ddress

side.

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd. 182



Distributed Message Service for Kafka

API Reference

7 Out-of-Date APIs

Parameter Type Description
disk_encrypted | Boolean Indicates whether disk encryption is enabled.
kafka_private_c | String Indicates the private connection address of a
onnect_address Kafka instance.
ces_version String Indicates the Cloud Eye version.
tags Array<Objec | Indicates the list of tags.

>

Table 7-23 tags

Parameter Type Description
key String Indicates the tag key.
value String Indicates the tag value.

Example response

{

"instances": [

{
"name": "kafka-100230526",
"engine": "kafka",
"port": 9092,
"status": "RUNNING",
"type": "cluster",
"specification": "100MB",
"engine_version": "XXX",
"connect_address": "192.168.1.116,192.168.1.152,192.168.1.78",
"instance_id": "ef84dd5f-3ece-4336-8c99-987defd62e3a",
"resource_spec_code": "dms.instance kafka.cluster.c3.mini",
"charging_mode": 1,
"vpc_id": "2477879f-aebf-496f-a08a-67812885ce9b",
"vpc_name": "vpc-y00502467",
"created_at": "1568797295209",
"product_id": "00300-30308-0--0",
"security_group_id": "008a08e2-10cc-4d9b-90ab-3f3b8f6c3333",
"security_group_name": "z00417080-cce-node-na7j",
"subnet_id": "5ca08fb7-7522-4d95-9fa5-ff6b3592a29d",
"available_zones": [

"ae04cfod61544df3806a3feeb401b204"

]

"user_id": "2b4af4428ec840dfa1f0f1a32e965567",
"user_name": "laiyh",

"kafka_manager_user": "root",

"maintain_begin": "22:00",

"maintain_end": "02:00",

"storage_space": 492,

"total_storage_space": 600,

"used_storage_space": 25,

"partition_num": "300",

"ssl_enable": false,

"management_connect_address": "https://192.168.1.116:9999",
"storage_resource_id": "81982562-ce8b-490a-95fa-2b225c292271",
"storage_spec_code": "dms.physical.storage.ultra",
"service_type": "advanced",
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Status Code

"storage_type": "hec",

"is_logical_volume": true,

"extend_times": 0,

"retention_policy": "produce_reject",

"ipv6_enable": false,

"ipv6_connect_addresses": [],

"rest_enable": false,

"rest_connect_address": "",

"message_query_inst_enable": true,

"vpc_client_plain": false,

"support_features":
"feature.physerver.kafka.topic.accesspolicy,message_trace_enable,features.pod.token.access,feature.physerver.
kafka.pulbic.dynamic,feature.physerverkafka.usermanager",

"trace_enable": false,

"agent_enable": false,

"pod_connect_address": "100.113.16.105:9100,100.113.5.197:9100,100.113.15.231:9100",

"disk_encrypted": false,

"enable_auto_topic": true

}
1,
"instance_num": 1

}

Table 7-24 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-24 Status code

Status Description
Code
200 All instances are queried successfully.

7.1.1.7 Creating a Topic in a Kafka Instance

Function

URI

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Creating a Topic for a Kafka Instance.

This API is used to create a topic in a Kafka instance.

POST /v1.0/{project_id}/instances/{instance_id}/topics

Table 7-25 describes the parameters.

Issue 11 (2021-12-14) Copyright © Huawei Technologies Co., Ltd. 184



Distributed Message Service for
API Reference

Kafka

7 Out-of-Date APIs

Table 7-25 Parameters

Parameter | Type Manda | Description
tory
project_id | String Yes Indicates the ID of a project.
instance_i | String Yes Indicates the instance ID.
d

Request

Request parameters

Table 7-26 describes the parameter.

Table 7-26 Request parameters

Parameter

Type Manda
tory

Description

id

String Yes

Indicates the name of a topic. A topic
name consists of 4 to 64 characters,
starts with a letter, and contains only
letters, hyphens (-), underscores (_), and
digits.

partition

Integer No

Indicates the number of topic partitions,
which is used to set the number of
concurrently consumed messages.

Value range: 1-100. Default value: 3.

replication

Integer No

Indicates the number of replicas, which is
configured to ensure data reliability.

Value range: 1-3. Default value: 3.

sync_replic
ation

Boolean No

Indicates whether to enable synchronous
replication. After this function is enabled,
the acks parameter on the producer
client must be set to -1. Otherwise, this
parameter does not take effect.

By default, synchronous replication is
disabled.

retention_ti
me

Integer No

Indicates the retention period of a
message. Its default value is 72.

Value range: 1-168. Default value: 72.
Unit: hour.
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Parameter | Type Manda | Description

tory
sync_messa | Boolean No Indicates whether to enable synchronous
ge_flush flushing. Default value: false.

Synchronous flushing compromises
performance.

Example request

{
Ilidu : Ilhahall'
"partition" : 3,

"replication" : 3,

"sync_replication " : true,

"retention_time"

: 10,

"sync_message_flush" : true

Response

Response parameters

Table 7-27 describes the parameter.

Table 7-27 Response parameters

Parameter

Type

Description

id

String

Indicates the name of a topic.

Example response

{
"id": "haha"
}

Status Code

Table 7-28 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-28 Status code

Status
Code

Description

200

The topic is created successfully.
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7.1.1.8 Querying a Topic in a Kafka Instance

Function

URI

Request

Response

(1 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Listing Topics of a Kafka Instance.

This API is used to query details about a topic in a Kafka instance.

GET /v1.0/{project_id}/instances/{instance_id}/topics

Table 7-29 describes the parameter.

Table 7-29 Parameters

Parameter | Type Manda | Description
tory
project_id | String Yes Indicates the ID of a project.
instance_i | String Yes Indicates the instance ID.
d

Request parameters

None.

Example request

None.

Response parameters

Table 7-30 describes the response parameter.

Table 7-30 Response parameter

Parameter Type Description
total Integer Indicates the total number of topics.
size Integer Indicates the maximum number of records

to be displayed on a page.

S

remain_partition | Integer

Indicates the number of remaining
partitions.
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Parameter Type Description
max_partitions Integer Indicates the total number of partitions.
topics Array Indicates the list of topics.

Table 7-31 Parameter description

Parameter Type Description

policiesOnly Boolean Whether this policy is the default policy.
id String Indicates the topic name.

replication Integer Indicates the number of replicas, which is

configured to ensure data reliability.

partition Integer Indicates the number of topic partitions,
which is used to set the number of
concurrently consumed messages.

retention_time Integer Indicates the retention period of a
message.
sync_replication | Boolean Indicates whether to enable synchronous

replication. After this function is enabled,
the acks parameter on the producer client
must be set to -1. Otherwise, this
parameter does not take effect.

By default, synchronous replication is

disabled.
sync_message_fl | Boolean Indicates whether to enable synchronous
ush flushing. Synchronous flushing
compromises performance.
external_configs | Object Indicates the extended configuration.
topic_type Integer Indicates the topic type.

Example response
{

"count": 1,
"topics": [

"id": "topic-test",
"replication": 3,
"partition": 4,
"retention_time": 72,
"sync_replication": "false",
"sync_message_flush": "false"
}

1

}
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Status Code

Table 7-32 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-32 Status code

Status Description
Code
200 The information is queried successfully.

7.1.1.9 Deleting Topics in a Kafka Instance in Batches
10 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Batch Deleting Topics of a Kafka Instance.

Function
This APl is used to delete topics in a Kafka instance in batches.
URI
POST /v1.0/{project_id}/instances/{instance_id}/topics/delete
Table 7-33 describes the parameter.
Table 7-33 Parameters
Parameter | Type Manda | Description
tory
project_id | String Yes Indicates the ID of a project.
instance_i | String Yes Indicates the instance ID.
d
Request

Request parameters

Table 7-34 describes the parameter.

Table 7-34 Request parameter

Paramete | Type Manda | Description
r tory
topics Array Yes Indicates the list of topics to be deleted.
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Example request

{

"topics" : ["hah", "aabb"]

}

Response

Response parameters

Table 7-35 describes the parameter.

Table 7-35 Response parameters

Parameter

Type Description

topics

Array Indicates the list of topics.

Table 7-36 topics parameter description

Parameter Type Description
id String Indicates the topic name.
success Boolean Indicates whether the topics are deleted.

Example response

{
"topics" : [{

"id" : "haha’

"
’

"success" : true

3o

"id" : "aabb’

"
’

"success" : true

}
]
}

Status Code

Table 7-37 describes the status code of successful operations. For details about

other status

codes, see Status Code.

Table 7-37 Status code

Status
Code

Description

200

The topics are successfully deleted.
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7.1.2 APIs for Using Instances

7.1.2.1 Querying a Message with the Specified Offset
(1] NOTE

This API is out-of-date and may not be maintained in the future.

URI
GET /v1.0/{project_id}/instance/{instance_id}/manage/topic/{topic_name}/
partition/{partition}/offset/{offset}/message
Table 7-38 describes the parameters.
Table 7-38 Parameters
Parameter | Type Manda | Description
tory
project_id | String Yes Project ID.
instance_i | String Yes Instance ID.
d
topic_nam | String Yes Topic name.
e
partition Integer | Yes Partition number. Value range: 0-19.
offset String Yes Message offset.
Request
Request parameters
None.
Example request
None.
Response

Response parameters

Table 7-39 describes the response parameter.
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Table 7-39 Response parameter

Parameter | Type Description
message Object of | Message list. For details, see Table 7-40.
message

Table 7-40 message parameters

Parameter | Type Description

key String Message key.

value String Message content.
topic String Topic name.

partition Integer Partition number.
message_off | Long Message offset.

set

size Integer Message size, in bytes.
timestamp Long Message timestamp.

Example response

{
"message":
{
"topic": "mytest",
"partition": 0,
"message_offset": 7,
"key": null,

"size": 6,
"timestamp": 1568125036045

7.1.2.2 Querying a Message with the Specified Time Period
(10 NOTE

This API is out-of-date and may not be maintained in the future.

URI
GET /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}/messages?
partition={partition}&start_time={start_time}&end_time={end_time}&limit={limit
}&offset={offset}

Table 7-41 describes the parameters.
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Table 7-41 Parameters

Parameter | Type Manda | Description
tory

project_id | String Yes Project ID.

instance_i | String Yes Instance ID.

d

topic String Yes Topic name.

partition Integer | No Partition number. The default value is -1,
indicating that all partitions are queried.

start_time | Long No Query start time, as a Unix timestamp.
Default value: 0.

end_time Long No Query end time, as a Unix timestamp. Default
value: current system time.

limit Integer | No Number of messages returned on a page.
Default value: 10.

offset Integer | No Number of the page to be queried. Default
value: 1.

Request
Request parameters
None.
Example request
None.

Response

Response parameters

Table 7-42 describes the response parameter.

Table 7-42 Response parameters

Parameter | Type Description

messages Array<O | Message list. For details, see Table 7-43.
bject>

messages_c | Long Total number of messages.

ount

offsets_coun | Integer Total number of pages.

t
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Parameter | Type Description

offset Integer Current page number.

Table 7-43 messages parameters

Parameter | Type Description

topic String Topic name.

partition Integer Partition number.
message_off | Long Message ID.

set

size Integer Message size, in bytes.
timestamp Long Message timestamp.

Example response
{

"messages": [

"topic": "mytest",

"partition™: 0,

"message_offset": 7,

"size": 6,

"timestamp": 1568125036045
}

1,
"messages_count™: 1,
"offsets_count™: 1,

"offset": 1
}

7.1.2.3 Querying the Offset of the Latest Message in a Partition
10 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Querying Offset of the Latest Message in a Partition.

URI

GET /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}/partitions/
{partition}/end-message

The following table describes the parameters.
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Request

Response

Table 7-44 Parameters

Parameter | Type Manda | Description
tory
project_id | String Yes Project ID.
instance_i | String Yes Instance ID.
d
topic String Yes Topic name.
partition Integer | Yes Partition number. Value range: 0-19.

Request parameters

None.

Example request

None.

Response parameters

Table 7-45 describes the response parameters.

Table 7-45 Response parameters

Parameter | Type Description

topic String Topic name.

partition Integer Partition number.

message_off | Long Offset of the latest message.

set

timestamp Long Timestamp of the latest message.

Example response

{

"topic": "mytest",

"partition™: 0,

"message_offset": 9,

"timestamp": 1568125039164
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7.1.2.4 Querying the Offset of the Earliest Message in a Partition

URI

Request

Response

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API

described in Querying Offset of the Earliest Message in a Partition.

GET /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}/partitions/
{partition}/beginning-message

The following table describes the parameters.

Table 7-46 Parameters

Parameter | Type Mandat | Description

ory
project_id String Yes Project ID.
instance_id String Yes Instance ID.
topic String Yes Topic hame.
partition Integer Yes Partition number.

Request parameters

None.

Example request

None.

Response parameters

Table 7-47 describes the response parameters.

Table 7-47 Response parameters

Parameter | Type Description

topic String Topic hame.

partition Integer Partition number.

message_off | Long Offset of the earliest message.

set

timestamp Long Timestamp of the earliest message.
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Example response

{
"topic": "mytest",
"partition™: 0,
"message_offset ": 9,
"timestamp": 1568125039164

7.1.2.5 Querying Kafka Cluster Metadata
11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Querying Kafka Cluster Metadata.

URI
GET /v1.0/{project_id}/instances/{instance_id}/manage/cluster
The following table describes the parameters.
Table 7-48 Parameters
Parameter | Type Mandat | Description
ory
project_id String Yes Project ID.
instance_id String Yes Instance ID.
Request
Request parameters
None.
Example request
None.
Response

Response parameters

Table 7-49 Response parameter

Parameter | Type Description
cluster Object of | Cluster basic information. For details, see Table 7-50.
cluster
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Table 7-50 cluster parameters

Parameter | Type Description

controller String Controller ID.

brokers Array Broker list. For details, see Table 7-51.
Object of
brokers

topics_count | Integer Total number of topics.

partitions_co | Integer Total number of partitions.
unt

online_partit | Integer Number of online partitions.
ions_count

replicas_cou | Integer Total number of replicas.
nt

isr_replicas_ | Integer Total number of in-sync replicas (ISRs).
count

consumers_c | Integer Total number of consumers.
ount

Table 7-51 brokers parameters

Parameter | Type Description
host String Broker IP address.
port Integer Port number.

broker_id String Broker ID.

is_controller | Boolean | Whether the broker is a controller.

version Boolean | Server version.

register_tim | Long Broker registration time, which is a Unix timestamp.
e

is_health Boolean | Whether Kafka brokers can be connected.

Example response
{

"cluster": {
"controller": "1",
"brokers": [
{

"broker_id": "1",
"is_controller": true,
"version": "1.1.0",
"register_time": 1569059680711,
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"is_health": true

"broker_id": "2",

"is_controller": false,

"version": "1.1.0",

"register_time": 1569059684548,

"is_health": true
}
1,
"topics_count": 4,
"partitions_count": 13,

"online_partitions_count": 12,

"replicas_count": 31,
"isr_replicas_count": 21,
"consumers_count": 7

7.1.2.6 Querying Consumer Group Details

URI

Request

Response

(10 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Querying Consumer Group Details .

GET /v1.0/{project_id}/instances/{instance_id}/manage/groups/{group}

The following table describes the parameters.

Table 7-52 Parameters

Parameter Type Mandat | Description
ory
project_id String Yes Project ID.
instance_id String Yes Instance ID.
group String Yes Consumer group name.

Request parameters
None.
Example request

None.

Response parameters

Table 7-53 describes the response parameters.
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Table 7-53 Response parameters

Parameter | Type Description
group_id String Consumer group name.
state String Consumer group status. The value can be:

e Dead: The consumer group has no members and
no metadata.

e Empty: The consumer group has metadata but
has no member.

e PreparingRebalance: The consumer group is to
be rebalanced.

e CompletingRebalance: All members have jointed
the group.

e Stable: Members in the consumption group can
consume messages normally.

coordinator_ | Integer Coordinator ID.

id

members Array of Consumer list. For details, see Table 7-54.
object
members

group_mess | Array of Consumer offset. For details, see Table 7-55.
age_offsets | group_off
sets

assignment_ | String Partition assignment policy.
strategy

Table 7-54 members parameters

Parameter | Type Description

host String Consumer address.

assignment | Array of | Details about the partition assigned to the consumer.
object For details, see Table 7-56.

assignme

nt
member_id | String Consumer group ID.
client_id String Client ID.
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Table 7-55 group_message_offsets parameters

Parameter | Type Description

topic String Topic name.

partition Integer Partition number.

message_cur | Long Consumption progress.

rent_offset

message_log | Long Log end offset (LEO).

_end_offset

lag Long Number of remaining messages that can be
retrieved, that is, the number of accumulated
messages.

Table 7-56 assignment parameters

Parameter | Type Description

topic String Topic name.

partitions Array of | Partition list.
integer

Example response

{
"group": {
"members": [

{

"assignment": [

"topic": "test",
"partitions": [
0,
1,
2

1
}
1
"member_id": "consumer-1-6b8ee551-d499-47d4-9beb-ba1527496785",
"client_id": "consumer-1"
}
1
"state": "STABLE",
"group_id": "test-consumer-group",

"coordinator_id": 2,
"group_message_offsets": [

"partition™: 0,

"lag": 31396,

"topic": "test",
"message_current_offset": 935,
"message_log_end_offset": 32331
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}
}

}

"partition™: 0,

"lag™ 0,

"topic": "aaaa",
"message_current_offset": 0,
"message_log_end_offset ": 0

"partition™: 1,

"lag": 31279,

"topic": "test",
"message_current_offset": 1058,
"message_log_end_offset ": 32337

"partition™: 1,

"lag": 0,

"topic": "aaaa",
"message_current_offset": 0,
"message_log_end_offset": 0

"partition™: 2,

"lag": 31603,

"topic": "test",
"message_current_offset": 739,
"message_log_end_offset": 32342

"assignment_strategy": "range"

7.1.2.7 Resetting Consumer Group Offset to the Specified Position

(11 NOTE

Prerequisites

This API is out-of-date and may not be maintained in the future. Please use the API
described in Resetting Consumer Group Offset to the Specified Position.

Kafka instances do not support resetting the consumer offset online. Before
resetting, stop the client for which the offset is to be reset.

(10 NOTE

URI

After a client is stopped, the server considers the client offline only after the time period
specified in ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG (10,000 ms by default).

POST /v1.0/{project_id}/instances/{instance_id}/manage/groups/{group}/reset-
message-offset

Table 7-57 Parameters

Parameter Type Mandato | Description
ry
project_id String Yes Project ID.
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Parameter Type Mandato | Description
ry
instance_id String Yes Instance ID.
group String Yes Consumer group name.
Request
Request parameters
Table 7-58 Parameters
Parameter Type Mandato | Description
ry
topic String Yes Topic name.
partition Integer No Partition number. The default value is
-1, indicating that all partitions are
reset.
message_offs | Long No. Use | Specified position that the offset is to
et either of | be reset to. If this position is earlier
these than the current earliest offset, the
two offset will be reset to the earliest offset.
paramete | If this offset is later than the current
rs. largest offset, the offset will be reset to
the latest offset.
timestamp Long Specified time that the offset is to be
reset to, in Unix timestamp. If this time
is earlier than the current earliest
timestamp, the offset will be reset to
the earliest timestamp. If this time is
later than the current largest
timestamp, the offset will be reset to
the latest timestamp.

Example request 1
{

"topic": "test",
"partition™: 0,
"message_offset": 10

}
Example request 2
{

"topic": "test",

"partition™: 0,

"timestamp": 1571812144
}
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Response

Response parameters

None.

Example response

None.

Status Code

The following table describes the status code for successful operations.

Table 7-59 Status code

Status
Code

Description

204

Successfully reset consumer group offset to the specified position.

7.1.2.8 Querying Controller Details for All Consumer Groups of a Kafka

Instance
{1 NOTE
This API is out-of-date and may not be maintained in the future. Please use the API
described in Querying Coordinator Details of a Kafka Instance.
URI
GET /v1.0/{project_id}/instances/{instance_id}/manage/coordinators
The following table describes the parameters.
Table 7-60 Parameters
Parameter | Type Manda | Description
tory
project_id | String Yes Project ID.
instance_i | String Yes Instance ID.
d
Request

Request parameters

None.

Example request
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Response

Status Code

None.

Response parameters

Table 7-61 describes the response parameters.

Table 7-61 Parameter

Parameter

Type Description

coordinators

Array | List of coordinators of all consumer groups.

For details, see Table 7-62.

Table 7-62 coordinators parameters

Parameter

Type

Description

group

id String

Consumer group ID

id

Integer

Broker ID of the coordinator.

host

String

Broker address of the coordinator.

port

Integer

Port number.

Examp

{

"coord

le response

inators": [

"group_id": "XXXX",

n

id": 2,

"host™: "172.31.1.15",
"port": 9091

"group_id": "XXXX",

n

id": 2,

"host™: "172.31.1.15",
"port": 9092

"group_id": "XXXX",

n

id": 2,

"host™: "172.31.1.15",
"port": 9092

Table 7-63 describes the status code of successful operations. For details about

other status codes, see Table 8-1.
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Table 7-63 Status code

Status
Code

Description

200

Controllers queried successfully.

7.1.2.9 Querying Topic Details

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API

described in Querying Topic Details.

URI
GET /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}
The following table describes the parameters.
Table 7-64 Parameters
Parameter Type Mandato | Description
ry
project_id String Yes Project ID.
instance_id String Yes Instance ID.
topic String Yes Topic name.
Request
Request parameters
None.
Example request
None.
Response

Response parameters

Table 7-65 describes the response parameters.

Table 7-65 Response parameters

Parameter

Type Description

topic

String Topic name.
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Parameter Type Description
partitions Array of Partition list. For details, see Table 7-66.
object
partitions
group_subscribed Array of List of consumer groups that subscribe to
String the topic.

Table 7-66 partitions parameters

Parameter | Type Description
partition Integer Partition ID.
leader Integer ID of the broker where the leader replica resides.
leo long LEO of the partition leader replica.
hw long High watermark (HW) of the partition.
lso long Log start offset (LSO) of the partition leader replica.
last_update_ | long Time when the last message was written to the
timestamp partition.
replicas Array of Replica list. For details, see Table 7-67.

object

replicas

Table 7-67 replicas parameters

Parameter Type Description

broker Integer ID of the broker where the replica resides.

leader Boolean Whether the replica is the leader.

in_sync Boolean Whether the replica is in the ISR.

size Long Current log size of the replica.

lag Long Number of messages that lag behind the high
watermark in the replica.

Example response
{

"topic": "test",
"partitions": [
{
"partition™: 0,
"leader": 2,
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"replicas": [
{
"broker": 2,
"leader": true,
"in_sync": true,
"size": 123971146,
"lag": 0

"broker": 1,
"leader": false,
"in_sync": true,
"size": 123971146,
"lag": 0

"broker": 0,
"leader": false,
"in_sync": true,
"size": 123971146,
"lag": 0
}

1

"lso™: 0,

"leo": 13598,

"hw": 13598,

"last_update_timestamp": 1571477180985

"partition™: 2,

"leader": 1,

"replicas": [

{

"broker": 1,
"leader": true,
"in_sync": true,
"size": 123889531,
"lag": 0

"broker": 0,
"leader": false,
"in_sync": true,
"size": 123889531,
"lag": 0

"broker": 2,
"leader": false,
"in_sync": true,
"size": 123889531,
"lag": 0
}

1

"lso™: 0,

"leo": 13601,

"hw": 13601,

"last_update_timestamp": 1571477077146

"partition™: 1,

"leader": 0,

"replicas": [

{

"broker": 0,
"leader": true,
"in_sync": true,
"size": 127245604,
"lag": 0

Issue 11 (2021-12-14)

Copyright © Huawei Technologies Co., Ltd.

208



Distributed Message Service for Kafka
AP| Reference 7 Out-of-Date APIs

"broker": 2,
"leader": false,
"in_sync": true,
"size": 127245604,
"lag": 0

"broker": 1,
"leader": false,
"in_sync": true,
"size": 127245604,
"lag™: 0
}
1,
"lso": 0,
"leo": 13599,
"hw": 13599,
"last_update_timestamp": 1571477172959
}
1,
"group_subscribed": [
"test-consumer-group”
]
}

Status Code

Table 7-68 describes the status code of successful operations. For details about
other status codes, see Table 8-1.

Table 7-68 Status code

Status Description
Code
200 Topic details queried successfully.

7.1.2.10 Adding Partitions to a Topic for a Kafka Instance
(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Adding Partitions to a Topic for a Kafka Instance.

URI

POST /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}/partitions-
reassignment

The following table describes the parameters.
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Table 7-69 Parameters

Parameter Type Mandato | Description
ry
project_id String Yes Project ID.
instance_id String Yes Instance ID.
topic String Yes Topic name.
Request
Request parameters
Table 7-70 Parameter
Parameter Type Mandato | Description
ry
partition Integer Yes Total number of partitions after the
addition. The value must be larger than
current number of partitions. Maximum
value: 100.
Example request
{
"partition": 3
}
Response

Response parameters

None.

Example response

None.

Status Code

The following table describes the status code for successful operations.

Table 7-71 Status code

Status
Code

Description

204

Partitions added successfully.
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7.1.2.11 Reassigning Replicas of a Topic for a Kafka Instance

URI

Request

(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Reassigning Replicas of a Topic for a Kafka Instance.

POST /v1.0/{project_id}/instances/{instance_id}/manage/topics/{topic}/replicas-

reassignment

The following table describes the parameters.

Table 7-72 Parameters

Parameter Type Mandato | Description
ry
project_id String Yes Project ID.
instance_id String Yes Instance ID.
topic String Yes Topic name.
Request parameters
Table 7-73 Parameters
Parameter Type Mandato | Description
ry
partitions Array of Yes Assignment of replicas of the partition
object after the change. For details about the
partitions parameters, see Table 7-74.

Table 7-74 partitions parameters

Parameter Type Mandato | Description
ry
partition Integer Yes Partition ID.
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Parameter Type Mandato | Description
ry
replicas Array of Yes ID of the broker where the replica is
integer expected to reside. The first integer in

the array represents the leader replica
broker ID. All partitions must have the
same number of replicas. The number
of replicas cannot be larger than the
number of brokers.

Example request

{

"partitions": [
{
"partition": 1,
"replicas": [
1,
2
1
h
{
"partition": 0,
"replicas": [
0,

Response
Response parameters
None.
Example response

None.

Status Code

The following table describes the status code for successful operations.

Table 7-75 Status code

Status Description
Code
204 Replicas re-assigned successfully.

7.1.3 Other APIs
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7.1.3.1 Querying AZ Information
(11 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Listing AZ Information.

Function

This APl is used to query the AZ ID.
URI

GET /v1.0/availableZones
Request

Request parameters

None.

Example request

None.
Response

Response parameters

Table 7-76 and Table 7-77 describe the parameters.

Table 7-76 Response parameters

Parameter Type Description

region_id String Indicates the region ID.

available_zon | Array Indicates details of AZs. For details, see
es Table 7-77.

Table 7-77 available_zones parameter description

Parameter | Type Description

soldOut Boolean Indicates whether resources are sold out.
id String Indicates the ID of an AZ.

code String Indicates the code of an AZ.

name String Indicates the name of an AZ.

port String Indicates the port number of an AZ.
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Parameter | Type Description
resource_av | String Indicates whether an AZ has available resources.
ailability e true: The AZ has available resources.

e false: Resources of the AZ have been sold
out.

Example response

{
regionld: "XXXX",
available_zones:[
{
"id":"1d7b939b382c4c3bb3481a8ca10da768",
"name":"az10.dc1",
"code":"az10.dc1",
"port":"8002",
"resource_availability": "true"
b
{
"id":"1d7b939b382c4c3bb3481a8ca10da769",
"name":"az10.dc2",
"code":"az10.dc2",
"port":"8002",
"resource_availability": "true"
}
1
}

Status Code

Table 7-78 describes the status code of successful operations. For details about
other status codes, see Status Code.

Table 7-78 Status code

Status Description
Code
200 The AZ information is successfully queried.

7.1.3.2 Querying Product Specifications
(1 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Listing Product Specifications.

Function
This API is used to query the product specifications to configure the product ID.

For example, to create a pay-per-use Kafka instance with 100 MB/s bandwidth,
locate the section where the value of bandwidth is 100MB under "Hourly" in the
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URI

Request

Response

response message. Then, the value of product_id in the same section is the
product ID that should be configured for the Kafka instance.

unavailable_zones indicates unavailable AZs. If the value is empty, all AZs are
available. Otherwise, the AZs listed in the value do not have sufficient resources.
Ensure that the AZs where you want to create the instance are not listed here.

For example, in the section in Response where bandwidth is 1200MB, the value
of unavailable_zones contains cn-east-2b, cn-east-2a, and cn-east-2d, indicating
that AZ1, AZ2, and AZ3 in the CN-East-Shanghai2 do not have sufficient resources.

GET /v1.0/products?engine={engine}

Table 7-79 describes the parameter.

Table 7-79 Parameters

Parameter | Type Manda | Description
tory
engine String Yes Indicates the message engine.

Request parameters
None.
Example request

None.

Response parameters

Table 7-81 describes the response parameters.

Table 7-80 Response parameters

Parameter Type Description
Hourly Array Indicates the list of pay-per-use products.
Monthly Array Indicates the list of products in yearly/monthly

billing mode. Currently, you cannot create
yearly/monthly billing Kafka instances by
calling APIs.
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Table 7-81 Response parameters

Parameter Type Description

name String Indicates the message engine, which is kafka.

version String Indicates the version of the message engine.
Currently, versions 1.1.0 and 2.3.0 are
supported.

values Array Indicates product specifications. For details, see
Table 7-82.

Table 7-82 values parameter description

Parameter Type Description

detail Array Indicates the details of specifications. For
details, see Table 7-83.

name String Indicates the instance type.

unavailable_zon | Array Indicates AZs where resources are sold out.

es

available_zones | Array Indicates AZs where there are available
resources.

Table 7-83 detail parameter description

Parameter Type Description

tps String Indicates the maximum number of messages
per unit time.

storage String Indicates the message storage space.

partition_num String Indicates the maximum number of topics in a

Kafka instance.

product_id String Indicates the product ID.

spec_code String Indicates the specification ID.

io Array Indicates the 1/O information. For details, see
Table 7-84.

bandwidth String Indicates the bandwidth of a Kafka instance.

available_zones | Array Indicates AZs where there are available
resources.

ecs_flavor_id String Indicates the flavors of the corresponding ECS.
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Parameter Type Description

arch_type String Indicates the instance architecture type.
Currently, only x86 is supported.

Table 7-84 io parameter description

Parameter Type Description

io_type String Indicates the 1/O type.

storage_spec_co | String Indicates the 1/O specification.

de

available_zones | Array Indicates AZs where there are available I/O
resources.

unavailable_zon | Array of Indicates AZs where 1/O resources are sold out.

es strings

volume_type String Indicates the disk type.

Example response

"Hourly": [{
"name": "kafka",
"version": "XXX",

"values": [{
"detail": [{
"tps": "50000",

""storage": "600",
"partition_num": "300",
"product_id": "00300-30308-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.mini",
"io": [{
"io_type": "high",
"storage_spec_code": "dms.physical.storage.high",
"volume_type": "SAS"

"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"

1,

"bandwidth": "100MB",

"unavailable_zones": [],

"ecs_flavor_id": "c3.large.2"

"tps": "100000",
"storage": "1200",
"partition_num": "900",
"product_id": "00300-30310-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.small.2",
"io": [{
"io_type": "high",
"storage_spec_code": "dms.physical.storage.high",
"volume_type": "SAS"
}
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3,

3,

{
"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"

1,

"bandwidth": "300MB",

"unavailable_zones": [],

"ecs_flavor_id": "c3.xlarge.2"

"tps": "200000",
"storage": "2400",
"partition_num": "1800",
"product_id": "00300-30312-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.middle.2",
"io": [{
"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"
1,
"bandwidth": "600MB",
"unavailable_zones": [],
"ecs_flavor_id": "c3.2xlarge.2"

"tps": "300000",
"storage": "4800",
"partition_num": "1800",
"product_id": "00300-30314-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.high.2",
"io": [{
"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"
1,
"bandwidth": "1200MB",
"unavailable_zones™: [],
"ecs_flavor_id": "c3ne.2xlarge.2"

"name": "cluster",
"unavailable_zones": []

H

"Monthly": [{
"name": "kafka",
"version": "XXX",

"values": [{
"detail": [{
"tps": "50000",

"storage": "600",
"partition_num": "300",
"product_id": "00300-30309-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.mini",
"io": [{
"io_type": "high",
"storage_spec_code": "dms.physical.storage.high",
"volume_type": "SAS"

"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"

1,

"bandwidth": "100MB",

"unavailable_zones": [],

"ecs_flavor_id": "c3.large.2"

“tps": "100000",
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3,

"storage": "1200",
"partition_num": "900",
"product_id": "00300-30311-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.small.2",
"io": [{
"io_type": "high",
"storage_spec_code": "dms.physical.storage.high",
"volume_type": "SAS"

"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"

1,

"bandwidth": "300MB",

"unavailable_zones": [],

"ecs_flavor_id": "c3.xlarge.2"

"tps": "200000",
"storage": "2400",
"partition_num": "1800",
"product_id": "00300-30313-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.middle.2",
"io": [{
"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"
1,
"bandwidth": "600MB",
"unavailable_zones": [],
"ecs_flavor_id": "c3.2xlarge.2"

"tps": "300000",
"storage": "4800",
"partition_num": "1800",
"product_id": "00300-30315-0--0",
"spec_code": "dms.instance.kafka.cluster.c3.high.2",
"io": [{
"io_type": "ultra",
"storage_spec_code": "dms.physical.storage.ultra",
"volume_type": "SSD"
1,
"bandwidth": "1200MB",
"unavailable_zones™: [],
"ecs_flavor_id": "c3ne.2xlarge.2"

"name": "cluster",
"unavailable_zones": []

1
1
}

Status Code

Table 7-

85 describes the status code of successful operations

other status codes, see Status Code.

Table 7-

85 Status code

. For details about

Status
Code

Description

200

Product specifications queried successfully.
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7.1.3.3 Querying Maintenance Time Windows

(1 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API
described in Listing Maintenance Time Windows.

This API is used to query the start and end time of the maintenance window.

GET /v1.0/instances/maintain-windows

Function

URI

Request
Request parameters
None.
Example request
None.

Response

Response parameters

Table 7-86 and Table 7-87 describe the response parameters.

Table 7-86 Response parameters

Parameter

Type

Description

maintain_win
dows

Array

Indicates a list of supported maintenance
time windows.

Table 7-87 maintain_windows parameter description

Parameter Type Description

seq Integer Indicates the sequential number of a
maintenance time window.

begin String Indicates the time at which a
maintenance time window starts.

end String Indicates the time at which a
maintenance time window ends.

default Boolean Indicates whether a maintenance time
window is set to the default time
segment.
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Status Code

7.1.3.4 Querying Kafka Instance Monitoring Dimensions

Example response

{

"maintain_windows": [{

byl

"default": false,

"seq™: 1,
"begin": "22:00:00",
"end": "02:00:00"

"default": true,

"seq": 2,
"begin": "02:00:00",
"end": "06:00:00"

"default": false,

"seq": 3,
"begin": "06:00:00",
"end": "10:00:00"

"default": false,

"seq": 4,
"begin": "10:00:00",
"end": "14:00:00"

"default": false,

"seq": 5,
"begin": "14:00:00",
"end": "18:00:00"

"default": false,

"seq": 6,
"begin": "18:00:00",
"end": "22:00:00"

Table 7-88 describes the status code of successful operations. For details about

other status codes, see Status Code.

Table 7-88 Status code

Status Description
Code
200 The maintenance time windows are queried successfully.

(1 NOTE

This API is out-of-date and may not be maintained in the future. Please use the API

described in Querying Kafka Instance Monitoring Dimensions.
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URI
GET /v1.0/dms/{project_id}/instances/{instance_id}/ceshierarchy
Table 7-89 describes the response parameters.
Table 7-89 Parameters
Parameter | Type Manda | Description
tory
project_id | String Yes Project ID.
instance_i | String Yes Instance ID.
d
Request
Request parameters
None.
Example request
None.
Response

Response parameters

Table 7-90 describes the response parameters.

Table 7-90 Response parameters

Parameter Type Description

dimensions Array of object | Monitoring dimensions. For details about
dimensions the parameters, see Table 7-91.

instance_ids Array of object | Instance information. For details about the
instance_ids parameter, see Table 7-92.

nodes Array of object | Broker information. For details about the
nodes parameter, see Table 7-93.

queues Array of object | Topic information. For details about the
queues parameters, see Table 7-94.

groups Array of object | Consumer group information. For details
groups about the parameters, see Table 7-95.
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Table 7-91 dimensions parameters

Parameter Type Description

name String Monitoring dimension name.

metrics Array of object | Metric name. For details about the
metrics metrics, see Table 7-98.

key_name Array of object | Key used for monitoring query.
key_name

dim_router Array of object | Monitoring dimension route.
dim_router

children Array of object | List of sub-dimensions. For details about
children the parameters, see Table 7-96.

Table 7-92 instance_ids parameters

Parameter Type Description

name String Instance ID.
Table 7-93 nodes parameters

Parameter Type Description

name String Broker name.

Table 7-94 queues parameters

Parameter Type Description

name String Topic name.

partitions Array of object | Partition list. For details, see Table 7-97.
partitions

Table 7-95 groups parameters

Parameter Type Description

name String Consumer group hame.

queues Array of object | Topic information.
queues
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Table 7-96 children parameters

Parameter Type Description

name String Secondary dimension name.

metrics Array of String | Metrics on the secondary dimension. For
details, see Table 7-98.

key_name Array of String | Key used for monitoring query.

dim_router Array of String | Monitoring dimension route.

Table 7-97 partitions parameters

Parameter Type Description

name String Partition ID.
Table 7-98 metrics description

Dimension Metric ID Description

kafka_instance_i
d

(Kafka
instances)

current_topics

Number of created topics in the instance.

current_partitio
ns

Number of used partitions in the instance.

group_message
S

Total number of accumulated messages in
all consumer groups of the instance.

kafka_broker
(Kafka brokers)

broker_data_siz
e

Total size of messages in the broker.

broker_message
s_in_rate

Number of messages produced per
second.

broker_bytes_o
ut_rate

Number of bytes consumed per second.

broker_bytes_in
_rate

Number of bytes produced per second.

broker_public_b
ytes_in_rate

Inbound traffic over public networks per
second.

broker_public_b
ytes_out_rate

Outbound traffic over public networks per
second.

broker_produce
_mean

Average time that the broker spends
processing message production requests.

broker_fetch_m
ean

Average time that the broker spends
processing message consumption requests.
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Dimension

Metric ID

Description

kafka_topics
(Topics)

topic_data_size

Total number of messages in the topic.

topic_messages
_in_rate

Number of messages produced per
second.

topic_bytes_out
_rate

Number of bytes consumed per second.

topic_bytes_in_r
ate

Number of bytes produced per second.

topic_messages

Total number of messages in the topic.

kafka_partitions
(Partitions)

produced_mess
ages

Total number of messages in the partition.

partition_messa
ges

Number of messages that have been
created in the partition.

messages_cons
umed

Number of messages that have been
consumed in the partition.

messages_rema
ined

Number of remaining messages that can
be consumed in the partition.

kafka_groups_pa
rtitions
(Consumer
groups)

messages_cons
umed

Number of messages that have been
retrieved by the consumer group.

messages_rema
ined

Number of remaining messages that can
be consumed by the consumer group.

Example response

{

"dimensions": [{

"name": "kafka_instance_id",
"metrics": ["current_partitions",

"current_topics",

"group_messages"],

"key_name": ["instance_ids"],
"dim_router": ["kafka_instance_id"]

"name": "kafka_broker",

"metrics": ["broker_data_size",
"broker_messages_in_rate",
"broker_bytes_out_rate",
"broker_bytes_in_rate",
"broker_produce_mean",
"broker_fetch_mean"],
"key_name": ["nodes"],
"dim_router": ["kafka_instance_id",

"kafka_broker"]

"name": "kafka_rest",

"metrics": ["rest_produce_success",
"rest_produce_failed",
"rest_produce_latency",
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"rest_produce_msg_num",
"rest_produce_flow",
"rest_consume_success",
"rest_consume_failed",
"rest_consume_latency",
"rest_consume_msg_num",
"rest_consume_flow",
"rest_commit_success",
"rest_commit_failed",
"rest_commit_latency",
"rest_commit_msg_num",
"rest_commit_flow"],
"key_name": ["nodes"],
"dim_router": ["kafka_instance_id",
"kafka_rest"]

"name": "kafka_topics",
"metrics": ["topic_data_size",
"topic_messages_in_rate",
"topic_bytes_out_rate",
"topic_bytes_in_rate",
"topic_messages"],
"key_name": ["queues"],
"dim_router": ["kafka_instance_id",
"kafka_topics"],
"children": [{
"name": "kafka_partitions",
"metrics": ["produced_messages",
"partition_messages"],
"key_name": ["queues",
"partitions"],
"dim_router": ["kafka_instance_id",
"kafka_topics",
"kafka_partitions"]
1

"name": "kafka_groups_partitions",
"metrics": ["messages_consumed",
"messages_remained"],
"key_name": ["groups",
"queues”,
"partitions"],
"dim_router": ["kafka_instance_id",
"kafka_groups",
"kafka_groups_topics",
"kafka_groups_partitions"]
1,
"instance_ids": [{
"name": "68f3f6a0-3741-453b-bda9-a6ff6b5bb6f7"
1
"nodes": [{
"name": "broker-0"
h?
{
"name": "broker-1"
1
{
"name": "broker-2"
1
"queues": [{
"name": "aaaa",
"partitions": [{
"name": "0"
H

)
{

"name": "mytest"”,
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"partitions": [{
"name": "0"
b
{
"name": "1"
b
{
"name": "2"
h
b
{
"name": "topic-84234378",
"partitions": [{
"name": "0"
b
{
"name": "1"
b
{
"name": "2"
h
1
"groups": [{
"name": "test-consumer-group",
"queues": [{

"partitions": [{
"name": "0"
I

{

b
{

Byl
H
Byl
}

"name": "1"

"name": "2"

Status Code

Table 7-99 describes the status code of successful operations. For details about
other status codes, see Table 8-1.

Table 7-99 Status code

Status Description
Code
200 Metrics queried successfully.
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Appendix

8.1 Status Code

Table 8-1 lists status codes.

Table 8-1 Status codes

Status Name Description
Code
100 Continue The server has received the initial part of the
request and the client should continue to send
the remaining part.
101 Switching The requester has asked the server to switch
Protocols protocols and the server has agreed to do so.
The target protocol must be more advanced
than the source protocol.
For example, the current HTTP protocol is
switched to a later version of HTTP.
200 OK Request sent successfully.
201 Created The request has been fulfilled, resulting in the
creation of a new resource.
202 Accepted The request has been accepted for processing,
but the processing has not been completed.
203 Non- The request has been fulfilled.
Authoritative
Information
204 NoContent The server has successfully processed the
request, but is not returning any response body.
The status code is returned in response to an
HTTP OPTIONS request.
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205 Reset Content The server has fulfilled the request, but the
requester is required to reset the content.

206 Partial Content The server has successfully processed a part of
the GET request.

300 Multiple Choices | There are multiple options for the requested
resource. For example, this code could be used
to present a list of resource characteristics and
addresses from which the client such as a
browser may choose.

301 Moved This and all future requests have been

Permanently permanently moved to the given URI indicated
in this response.

302 Found The requested resource was temporarily moved.

303 See Other The response to the request can be found under
another URI using a GET or POST method.

304 Not Modified The requested resource has not been modified.
When the server returns this status code, it does
not return any resources.

305 Use Proxy The requested resource is available only through
a proxy.

306 Unused This HTTP status code is no longer used.

400 BadRequest Invalid request.

The client should modify the request instead of
re-initiating it.

401 Unauthorized The authorization information provided by the
client is incorrect or invalid.

402 Payment Reserved for future use.

Required

403 Forbidden The server has received the request and
understood it, but the server is refusing to
respond to it.

The client should modify the request instead of
re-initiating it.

404 NotFound The requested resource cannot be found.

The client should modify the request instead of
re-initiating it.
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405 MethodNotAllow | A request method is not supported for the

ed requested resource.
The client should modify the request instead of
re-initiating it.

406 Not Acceptable The server cannot fulfill the request based on
the content characteristics of the request.

407 Proxy This code is similar to 401, but indicates that the

Authentication client must first authenticate itself with the
Required proxy.

408 Request Time-out | The server timed out when waiting for the
request.

The client may re-initiate the request without
any modification at any time.

409 Conflict The request cannot be processed due to a
conflict, such as an edit conflict between
multiple simultaneous updates or the resource
that the client attempts to create already exits.

410 Gone The requested resource has been deleted
permanently and will not be available again.

411 Length Required | The server refused to process the request
because the request does not specify the length
of its content.

412 Precondition The server does not meet one of the

Failed preconditions that the requester puts on the
request.

413 Request Entity The server refuses to process a request because

Too Large the request is too large. The server may close
the connection to prevent the client from
continuing the request. If the server cannot
process the request temporarily, the response
will contain a Retry-After field.

414 Request-URI Too | The URI provided was too long for the server to

Large process.

415 Unsupported The server does not support the media type in

Media Type the request.

416 Requested range | The requested range is invalid.

not satisfiable

417 Expectation The server fails to meet the requirements of the

Failed Expect request-header field.
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422 UnprocessableEn- | The request is well-formed but is unable to be

tity processed due to semantic errors.

429 TooManyRequest | The client has sent more requests than its rate

s limit is allowed within a given amount of time,
or the server has received more requests than it
is able to process within a given amount of
time. In this case, the client should re-initiate
requests after the time specified in the Retry-
After header of the response expires.

500 InternalServerEr- | The server is able to receive the request but it

ror could not understand the request.

501 Not Implemented | The server does not support the requested
function.

502 Bad Gateway The server was acting as a gateway or proxy and
received an invalid request from a remote server.

503 ServiceUnavaila- | The requested service is invalid.

ble The client should modify the request instead of
re-initiating it.

504 ServerTimeout The request cannot be fulfilled within a given
time. The response will reach the client only if
the request carries the timeout parameter.

505 HTTP Version not | The server does not support the HTTP protocol

supported version used in the request.

8.2 Error Codes

If an error code starting with APIGW is returned after you call an API, rectify the
fault by referring to the instructions provided in APl Gateway Error Codes.

For more service error codes, see APl Error Center.

Status Error Codes Error Description Solution
Code Message
400 DMS. The project ID | Invalid project | Check the project
00400002 format is ID. ID format.
invalid.
400 DMS. The request The request Check the request
00400004 body is body is body.
empty. empty.
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400 DMS. The message | Check the Check the
00400005 body is not in | project ID message body
JSON format | format. format.
or contains
invalid
characters.
400 DMS. Unsupported | Unsupported | Check the type.
00400007 type. type.
400 DMS. Unsupported | Unsupported | Check the version.
00400008 version. version.
400 DMS. Invalid Invalid Check the
00400009 product_id. product_id in | product_id
the request. parameter.
400 DMS. Invalid Invalid Check the
00400010 instance instance instance name.
name. The name. The
name must name must
be 4 to 64 be 4 to 64
characters characters
long. Only long. Only
letters, digits, | letters, digits,
underscores underscores
(1), and (), and
hyphens (-) hyphens (-)
are allowed. are allowed.
400 DMS. The instance | The instance | Check the
00400011 description description instance
can contain a | can contain a | description.

maximum of
1024
characters.

maximum of
1024
characters.
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400 DMS. The password | The password | Check whether

00400012 does not does not the password
meet the meet the meets the
complexity complexity requirements.
requirements. | requirements.

An instance A password: -
password Can contain 8
must:Be a to 32
string characters. -
consisting of Must contain
8 to 32 at least three
characters.Co | of the
ntain at least | following
two of the character
following types: letters,
character digits, and
types:Lowerca | special
se characters “~!
lettersUpperc | @#$%/N&*()-
ase =\, /2
lettersDigitsS | - Cannot be a
pecial weak
characters "~! | password.
@#$%N&*()-
_=+\|
[{(31;,<>/?

400 DMS. vpc_id in the Request Check the vpc_id

00400013 request is parameter parameter.
empty. vpc_id is

empty.
400 DMS. security_grou | Request Check the

00400014 p_id in the parameter security_group_id
request is security_grou | parameter.
empty. p_id is empty.

400 DMS. Invalid Invalid Check the
00400015 username. A username. A username.
username username

must be 4 to | must be 4 to
64 characters | 64 characters
long and long and
consist of consist of
only letters, only letters,
digits, and digits, and
hyphens (-). hyphens (-).
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400 DMS. subnet_id in Request Check the
00400016 the request is | parameter subnet_id
empty. subnet_id is parameter.
empty.
400 DMS. This DMS A background | Try again later.
00400017 instance job task
task is still associated
running. with this
instance is
running.
400 DMS. This subnet The subnet Check the subnet.
00400018 must exist in must exist in
the VPC. the VPC.
400 DMS. The password | The password | Check whether
00400019 does not does not the password
meet the meet the meets the
complexity complexity requirements.
requirements. | requirements.
400 DMS. DHCP must DHCP must Check the DHCP
00400020 be enabled be enabled status.
for this for the
subnet. subnet.
400 DMS. The Invalid Check the
00400021 isAutoRenew | isAutoRenew | isAutoRenew
parameter in | in the parameter.
the request request.
must be
either 0 or 1.
400 DMS. Engine does The engine Check the engine
00400022 not match the | and product parameter.
product id. ID parameters
do not match.
400 DMS. This operation | This operation | Check the
00400026 is not allowed | is not allowed | instance status.
due to the when the
instance instance is in
status. the current
state.
400 DMS. Query The specCode | Check the
00400028 advanced does not exist | origin_spec_code
product, during the parameter.
specCode not | advanced
exists. feature query.
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400 DMS. Query The specCode | Check the
00400029 advanced does not exist | origin_spec_code
product during the parameter.
failed, can not | advanced
find product feature query.
for request.
400 DMS. Invalid DMS Invalid Check the id
00400030 instance id. instance ID. parameter.
The id must
be a uuid.
400 DMS. DMS instance | Insufficient Apply for a higher
00400035 quota of the instance quota.
tenant is quota.
insufficient.
400 DMS. The Request Check the request
00400037 instancePara parameter parameter.
ms parameter | instancePara
in the request | ms is not in
contains JSON format
invalid or contains
characters or | invalid
is not in JSON | characters.
format.
400 DMS. The The Check the
00400038 periodNum periodNum periodNum
parameter in | parameter in | parameter.
the request the request
must be an must be an
integer. integer.
400 DMS. The quota The quota Apply for a higher
00400039 limit has been | limit has been | quota.
reached. reached.
400 DMS. The AZ does The AZ does Check the AZ.
00400042 not exist. not exist.
400 DMS. The instance | The instance | Check the
00400045 is not frozen cannot be instance status.
and cannot unfrozen
be unfrozen. because it is
not frozen.
400 DMS. This security | The security Check the security
00400046 group does group does group.
not exist. not exist.
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400 DMS. The Invalid Check the
00400047 periodType periodType in | periodType
parameter in | the request. parameter.
the request
must be
either 2 or 3.
400 DMS. Invalid The security Check the security
00400048 security group | group must group rules.
rules. Ensure have both
that rules outbound and
with the inbound rules
protocol with protocols
being ANY set to ANY.
are
configured for
both the
inbound and
outbound
directions.
400 DMS. The The AZ does Select another AZ.
00400049 availability not support
zone does not | IPv6.
support ipv6.
400 DMS. not found the | The package | Select another
00400051 new setup for upgrading | target version.
version tar to | the instance
upgrade to the target
instance. version is not
found.
400 DMS. only the Only running | Try again later.
00400052 instance at instances can
running be upgraded.
status can
upgrade.
400 DMS. the upgrade The target Select another
00400053 instance version is the | target version.
version equals | same as the
to current current
version. version.
400 DMS. Resource sold | Resources, Try again later.
00400055 out. such as ECS
and volume
resources, are
insufficient.
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400 DMS. This instance | The instance | Check the
00400060 name already | name already | instance name.
exists. exists.
400 DMS. Invalid Invalid Check the
00400061 instance ID instance ID. instance ID.
format.
400 DMS. Invalid Invalid Check the request
00400062 request request parameters.
parameter. parameters.
400 DMS. Invalid Invalid Check the
00400063 configuration | configuration | parameter.
parameter parameter
{0}. {0}.
400 DMS. The action The action Check the action
00400064 parameter in | parameter in | parameter.
the request the request
must be must be
delete or delete or
restart. restart.
400 DMS. The instances | The instances | Check the
00400065 parameter in | parameter in | instances
the request is | the request is | parameter.
empty. empty.
400 DMS. Invalid Invalid Check the
00400066 configuration | configuration | parameter.
parameter parameter
{0}. {0}.
400 DMS. The Request Check the
00400067 available_zon | parameter available_zones
es parameter | available_zon | parameter.
in the request | es must be an
must be an array that
array that contains only
contains only | one AZ ID.
one AZ ID.
400 DMS. The VPC does | The VPC does | Check the VPC.
00400068 not exist. not exist.
400 DMS. Invalid task ID | Invalid task Check the task ID.
00400070 format. ID.
400 DMS. Duplicate The instance | Check the
00400081 instance name already | instance name.
name. exists.
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400 DMS. Instance id is | The instance Check the

00400082 repeated. ID already instance ID.
exists.
400 DMS. The message | The message | Check the
00400085 body contains | body is not in | message body.
invalid JSON format
characters or | or contains
is not in JSON | invalid
format. The characters.
error key is
<key>.
400 DMS. The following | Instances ({}) | Check the
00400099 instances in in the instance status.
the Creating, Creating,
Starting, Starting,
Stopping, or Stopping, or
Restarting Restarting
state cannot state cannot
be deleted. be deleted.
400 DMS. The instances | The instances | Check the
00400100 array can array can instance quantity.
contain a contain a
maximum of | maximum of
50 instance 50 instance
IDs. IDs.
400 DMS. The name of | The name of | Check the topic
00400101 a Kafka topic | a topicin a name.
must be 4 to | Kafka
64 characters | instance must
long and start | be 4 to 64
with a letter. characters
Only letters, long and start
digits, with a letter.
underscores Only letters,
(1), and digits,
hyphens (-) underscores
are allowed. (), and
hyphens (-)
are allowed.
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400 DMS. The number The number Check the number
00400102 of partitions of partitions of partitions of
created for a | created for a | the topic.
Kafka topic topicin a
must be Kafka
within the instance must
range of 1- be within the
20. range of 1-
20.
400 DMS. The number The number Check the number
00400103 of replicas of replicas of replicas of the
created for a | created fora | topic.
Kafka topic topicin a
must be Kafka
within the instance must
range of 1- be within the
20. range of 1-
20.
400 DMS. The message | The aging Check the aging
00400105 retention time of a time of the topic.
period of a topicin a
Kafka topic Kafka
must be instance must
within the be within the
range of 1- range of 1-
168. 168.
400 DMS. Invalid Invalid Check the
00400106 maintenance | maintenance | maintenance time
time window. | time window. | window
parameter.
400 DMS. The instance | A Process the order
00400107 exists for specification first.
unpaid sacle modification
up orders. order for the
Please process | instance is
non payment | pending.
orders first.
400 DMS. The Instance | A Try again later.
00400108 exists for specification
processing modification
sacle up order for the
order. Please | instance is
try again being
later. processed.
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400 DMS. The The Check the
00400124 maximum maximum maximum
number of number of number of disk
disk disk expansion times.
expansion expansion
times has times has
been reached. | been reached.
400 DMS. Invalid Invalid Check
00400125 SPEC_CODE. SPEC_CODE. SPEC_CODE.
400 DMS. Invalid period | Invalid time Check the time
00400126 time. period for period for yearly/
yearly/ monthly billing.
monthly
billing.
400 DMS. Instance not The instance | Contact technical
00400127 support to does not support.
change support
retention_poli | retention
cy. policy
changes.
400 DMS. Invalid public | Invalid public | Check the public
00400128 access access access
parameters. parameters. parameters.
400 DMS. Current The instance | Contact technical
00400129 instance version does support.
version is less | not support
than required. | this operation.
400 DMS. Sink task Invalid Contact technical
00400133 quota for connector support.
connector task quota.
invalid.
400 DMS. There is An unpaid Pay for the order
00400134 another order | order exists. first.
need to pay
first.
400 DMS. Not support Disk Do not enable
00400135 disk encryption is | disk encryption.
encrypted. not
supported.
400 DMS. Disk The disk Check the disk
00400136 encrypted key | encryption encryption key.
is null. key is empty.
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400 DMS. Disk The disk Enable the disk
00400137 encrypted key | encryption encryption key.
state is not key is not
enabled. enabled.
400 DMS. Invalid disk Invalid disk Check the disk
00400500 space. space. space.
400 DMS. Duplicate Invalid {0} in | Check the
00400800 topic the request. instance.
name.Invalid
request. You
can create,
delete, or
query a topic
only for a
Kafka
instance.Invali
d parameter.
Error
information
varies by
scenario.
400 DMS. Replication The number Contact technical
00400861 factor larger | of replicas in | support.
than available | the topic to
brokers. be created is
greater than
the number
of available
brokers.
400 DMS. Does not The Scale out the
00404033 support RabbitMQ RabbitMQ cluster.
extend disk space
rabbitMQ disk | cannot be
space. expanded.
400 DMS. The number The Check the queue
10240002 of queried maximum quantity.
queues number of
exceeds the queried
upper limit. queues has
been reached.
400 DMS. The tag name | Invalid tag Check the tag
10240004 is invalid. name. name.
400 DMS. The project ID | Invalid project | Check the project
10240005 format is ID. ID format.
invalid.
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400 DMS. The name The name Check the name.
10240007 contains contains
invalid invalid
characters. characters.
400 DMS. The message | The message | Check the
10240009 body is not in | body is not in | message body.
JSON format | JSON format
or contains or contains
invalid invalid
characters. characters.
400 DMS. The The Check the
10240010 description description description.
contains contains
invalid invalid
characters. characters.
400 DMS. The name The name can | Check the name
10240011 length must contain 1 to length.
be 1 to 64 64 characters.
characters.
400 DMS. The name The name can | Check the name
10240012 length must contain 1 to length.
be 1 to 32 32 characters.
characters.
400 DMS. The The Check the
10240013 description description description length.
length must can contain a
not exceed maximum of
160 160
characters. characters.
400 DMS. The number The number Check the number
10240014 of of of consumable
consumable consumable messages.
messages messages is
exceeds the not within the
maximum allowed
limit. range.
400 DMS. The queue ID | Invalid queue | Check the queue
10240015 format is ID. ID.
invalid.
400 DMS. The group ID | Invalid group | Check the group
10240016 format is ID. ID.
invalid.
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400 DMS. The queue The queue Check whether
10240017 already exists. | already exists. | the queue exists.
400 DMS. The consumer | The consumer | Check whether
10240018 group already | group already | the consumer
exists. exists. group exists.
400 DMS. The number The number Check the number
10240019 of consumer | of consumer | of consumer
groups groups groups.
exceeds the exceeds the
upper limit. upper limit.
400 DMS. The quota is Insufficient Check the quota.
10240020 insufficient. quota.
400 DMS. The value of | The value of | Check the value
10240021 time_wait is time_wait is of time_wait.
not within the | not within the
value range range of 1-
of 1-60. 60.
400 DMS. The value of | The value of | Check the value
10240022 max Consume | max Consume | of max Consume
Count must Count must Count.
be within the | be within the
range of 1- range of 1-
100. 100.
400 DMS. The value of | The value of | Check the value
10240027 retention_hou | retention_hou | of
rs must be an | rs must be an | retention_hours.
integer in the | integer in the
range of 1- range of 1-
72. 72.
400 DMS. Non-kafka Non-kafka Check whether
10240028 queues do not | queues do not | the queue is a
support support Kafka queue. If
retention_hou | retention_hou | not, do not set
rs. rs. retention_hours.
400 DMS. The queue is | The queue is | Check whether
10240032 being created. | being created. | the queue is being
created.
400 DMS. The tag key is | The tag key Check the tag key
10240035 empty or too | of the queue | of the queue.
long. is empty or
too long.
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400 DMS. The tag key The tag key Check the tag key
10240036 contains of the queue | of the queue.
invalid contains
characters. invalid
characters.
400 DMS. The tag value | The tag value | Check the tag
10240038 is too long. is too long. value of the
queue.
400 DMS. The tag value | The tag value | Check the tag
10240039 contains contains value of the
invalid invalid queue.
characters. characters.
400 DMS. You can only | You canonly | Check whether
10240040 create or create or the operation
delete tags. delete tags. meets the
requirements.
400 DMS. You can only | You canonly | Check whether
10240041 filter or count | filter or count | the operation
tags. tags. meets the
requirements.
400 DMS. The number The number Check the page
10240042 of records on | of records on | size.
each page for | each page for
pagination pagination
query exceeds | query exceeds
the upper the upper
limit. limit.
400 DMS. The number The offset for | Check the paging
10240043 of skipped pagination offset.
records for query exceeds
pagination the upper
query exceeds | limit.
the upper
limit.
400 DMS. A maximum A maximum Check the tag
10240044 of 10 tags can | of 10 tags can | quantity.
be created. be created.
400 DMS. The tag key The tag key Check whether
10240045 has been has been the tag key has
used. used. been used.
400 DMS. The message | The message | Check the
10540001 body contains | body contains | message body.

invalid fields.

invalid fields.
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400 DMS. Message ack | Message ack | Check whether
10540003 status must status must the status meets
be either be either the requirements.
'success' or success or fail.
'fail'. It should | It should not
not be be {status}.
"{status}".
400 DMS. Request error | Request error. | Check whether
10540004 The queue or | the queue or
group name group name
does not matches the
match the handler.
handler.
400 DMS. The request The request Check the request
10540010 format is format is format.
incorrect incorrect.
{Error
description}
400 DMS. The message | The message | Check the request
10540011 size is size is body size.
{message {message
size}, larger size}, larger
than the size | than the size
limit {max limit {max
allowed size}. | allowed size}.
400 DMS. The message | The message | Check the
10540012 body is not in | body is not in | message body
JSON format | JSON format | format.
or contains or contains
invalid invalid
characters. characters.
400 DMS. The URL The URL Check the URL
10540014 contains contains parameters.
invalid invalid
parameters. parameters.
400 DMS. The request The request Check the request
10540202 format is format is format.
incorrect incorrect.
{Error
description}
400 DMS. Failed to Failed to Check the error
10542204 consume consume information and
messages due | messages. rectify the fault
to {desc}. {Error accordingly.

description}
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400 DMS. Failed to Failed to Check the handler.
10542205 obtain the obtain the
consumption | consumption
instance instance
because the because the
handler does | handler does
not exist. This | not exist. This
may be may be
because the because the
consumer consumer
instance is instance is
released 1 released 1
minute after minute after
the message | the message
is consumed. | is consumed.
As a result,
the consumer
instance fails
to be
obtained from
the handler.
400 DMS. The value of The value of Check the value
10542206 ack_wait ack_wait of ack_wait.
must be must be
within the within the
range of 15- | range of 15-
300. 300.
400 DMS. The handler The handler Check whether
10542209 does not exist | does not exist | the handler or
because the because the consumption
handler fails handler fails | acknowledgment
to be parsed, | to be parsed, | times out.
the message | the message
consumption | consumption
times out, or | times out, or
the message | the message
consumption | consumption
is repeatedly | is repeatedly
acknowledge | acknowledge
d. d.
400 DMS. The request The request Check the request
10542214 format is format is format.
incorrect incorrect.
{Error
description}
401 DMS. Invalid token. | Invalid token. | Check whether
10240101 the token is valid.
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401 DMS. Expired token. | The token has | Check whether
10240102 expired. the token has
expired.
401 DMS. Missing The token is Check whether
10240103 token. missing. the token is
missing.
401 DMS. The project ID | The project ID | Check whether
10240104 and token do | and token do | the project ID
not match. not match. matches the
token.
403 DMS. A tenant has | You cannot Check the tenant
00403002 the read-only | perform permission.
permission operations on
and cannot DMS because
perform you only have
operations on | read
DMS. permissions.
403 DMS. This role does | This role does | Check the role
00403003 not have the | not have the | permission.
permissions permissions
to perform to perform
this operation. | this operation.
403 DMS. Change the The quota of | Check the quota.
10240304 quota of a a queue or
queue or consumer
consumer group cannot
group to a be smaller
value smaller | than the used
than the used | amount.
quota.
403 DMS. The tenant The tenant Check the tenant
10240306 has been has been status.
frozen. You frozen. You
cannot cannot
perform perform
operations on | operations on
DMS. DMS.
403 DMS. The consumer | The consumer | Check whether
10240307 group quota group quota the number of
must be must be consumer groups
within the within the exceeds the
range of 1- range of 1- quota.
10. 10.
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403 DMS. The queue The queue Check whether
10240308 quota must quota must the number of
be within the | be within the | queues exceeds
range of 1- range of 1- the quota.
20. 20.
403 DMS. Access denied. | Access denied. | Check whether
10240309 You cannot You cannot you have the
perform perform permission
operations on | operations on | required to
DMS. DMS. perform this
operation.
403 DMS. A tenant has | The tenant Check the tenant
10240310 the read-only | has read-only | permission.
permission permissions
and cannot and cannot
perform perform
operations on | operations on
DMS. DMS.
403 DMS. This role does | This role does | Check the role
10240311 not have the | not have the | permission.
permissions permissions
to perform required to
this operation. | perform
operations on
DMS.
403 DMS. The tenantis | The tenantis | Check the role
10240312 restricted and | restricted and | permission.
cannot cannot
perform perform
operations on | operations on
DMS. DMS.
404 DMS. The requested | The requested | Check the URL.
00404001 URL does not | URL does not
exist. exist.
404 DMS. This instance | The instance Check whether
00404022 does not does not the instance
exist. exist. exists.
404 DMS. Connector Connector Check the
00404024 does not does not connector.
exist. exist.
404 DMS. The dumping | The dumping | Check the
00404026 task does not | task does not | dumping task.

exist.

exist.
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Code Message
404 DMS. Connector Connector Check the
00404027 already exists. | already exists. | connector.
404 DMS. The dumping | The dumping | Check the
00404029 task quota task quota dumping task
has been has been quota.
reached. reached.
404 DMS. The queue ID | The queue ID | Check whether
10240401 is incorrect or | is incorrect or | the queue ID
not found. is not found. | exists and is
correct.
404 DMS. The The Check whether
10240405 consumption | consumption | the consumer
group ID is group ID is group ID exists
incorrect or incorrect or is | and is correct.
not found. not found.
404 DMS. The URL or The URL or Check whether
10240406 endpoint does | endpoint does | the URL or
not exist. not exist. endpoint exists
and is correct.
404 DMS. The request is | The request is | Try again later.
10240407 too frequent. | sent too
Flow control | frequently
is being and flow
performed. control is
Please try being
again later. performed.
Please try
again later.
404 DMS. No tag No tags Check the tag.
10240426 containing containing
this key exists. | this key exist.
404 DMS. The queue The queue Check whether
10540401 name does name does the queue name
not exist. not exist. exists.
405 DMS. This request The request Check the request
00405001 method is not | method is not | method.
allowed. allowed.
500 DMS. Internal Internal Contact technical
00500000 service error. service error. support.
500 DMS. Internal Internal Contact technical
00500006 service error. service error. support.
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Code Message
500 DMS. Internal Internal Contact technical
00500017 service error. service error. support.
500 DMS. Internal Internal Contact technical
00500024 service error. service error. support.
500 DMS. Internal Internal Contact technical
00500025 service error. service error. support.
500 DMS. Internal Internal Contact technical
00500041 service error. service error. support.
500 DMS. Internal Failed to Contact technical
00500052 service error. | submit the support.
instance
upgrade job.
500 DMS. Internal The specified | Contact technical
00500053 service error. | instance node | support.
is not found.
500 DMS. Internal Failed to Contact technical
00500054 service error. generate the | support.
password.
500 DMS. Internal Failed to Contact technical
00500070 service error. | configure the | support.
instance.
500 DMS. Internal Failed to Contact technical
00500071 service error. create the support.
instance
backup policy.
500 DMS. Internal Internal Contact technical
00500094 service error. service error. support.
500 DMS. Internal Internal Contact technical
00500106 service error. service error. support.
500 DMS. Internal Internal Contact technical
10250002 service error. service error. support.
500 DMS. Internal Internal Contact technical
10250003 service error. service error. support.
500 DMS. Internal Internal Contact technical
10250004 service error. service error. support.
500 DMS. Internal Internal Contact technical
10250005 communicatio | communicatio | support.
n error. n error.
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Status Error Codes Error Description Solution

Code Message

500 DMS. Internal Internal Contact technical
10250006 service error. service error. support.

500 DMS. tag_type must | tag_type must | Check tag_type.
10550035 be either or be either 'or'

or and. or 'and".

8.3 Instance Status

Table 8-2 Instance status description

Status

Description

CREATING

The instance is being created.

CREATEFAILED

The instance fails to be created.

RUNNING The instance is running properly. Instances in this state can
provide services.

ERROR The instance is not running properly.

RESTARTING The instance is being restarted.

EXTENDING The instance specifications are being changed.

EXTENDEDFAILED

The instance specifications failed to be changed.

DELETING The instance is being deleted.
DELETED The instance has been deleted.
FROZEN The instance has been frozen due to insufficient account

balance. You can unfreeze the instance by topping up your
account in My Order.

8.4 Obtaining a Project ID

Scenario

A project ID is required for some URLs when an API is called. Obtain a project ID
using either of the following methods:

e Obtaining a Project ID by Calling an API

e Obtaining a Project ID on the Console
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Obtaining a Project ID by Calling an API

You can obtain a project ID by calling the API used to query projects based on
specified criteria.

The API used to obtain a project ID is GET https://{Endpoint}{v3/projects, where
{Endpoint} indicates the IAM endpoint. You can obtain the IAM endpoint from
Regions and Endpoints. For details on API calling authentication, see
Authentication.

The following is an example response. The value of id in the projects section is
the project ID:

{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

"description™: "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

h
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

Obtaining a Project ID on the Console

A project ID is required for some URLs when an API is called. You can obtain a
project ID on the console.

The following procedure describes how to obtain a project ID:
Step 1 Log in to the management console.

Step 2 Hover the mouse pointer over the username in the upper right corner and choose
My Credentials from the drop-down list.

On the API Credentials page, view the project ID in the project list.
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Figure 8-1 Viewing a project ID

o — API Credentials @

For more information about HUAWEI CLOUD accounts, IAM users, and projects, click here

IAM User Name

Access Keys
IAM User ID 0548 e29%ala
Projects
ProjectID = Project Name %
dedaal Deb23 cn-north-1
= 529632 cb6f cn-north-4

8.5 Obtaining the Account Name and Account ID

When calling APIs, you need to specify your domain name and domain ID in
certain URLs. To do so, you need to obtain domain name and domain ID on the
console first. The following procedure describes how to obtain the domain and
domain ID:

1. Log in to the management console.

2. Hover the mouse pointer over the username in the upper right corner and
choose My Credentials from the drop-down list.

Viewing the account name and account ID

Figure 8-2 Viewing the domain name and domain ID

API| Credentials @

‘ 0 Learn more about HUAWEI CLOUD accounts, IAM users, and projects.
y 9 A t yl cyminialog
edebedls TRl T1046h5342fa6159d A tIC B89fect! ecdcc060a77d636
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Change History

Released On Description

2021-12-14 This issue is the eleventh official release.

Changed the APIs from V1 to V2 in Permissions Policies
and Supported Actions.

2021-09-13 This issue is the tenth official release.

Added the description that the topic name cannot be
changed in section Modifying Topics of a Kafka Instance.

2021-08-16 This issue is the ninth official release.

Change the maximum number of partitions in sections
Creating a Topic for a Kafka Instance and Adding
Partitions to a Topic for a Kafka Instance.

2021-05-11 This issue is the eighth official release.

Modified the returned status code and description in
section Configuring Automatic Topic Creation.

2021-04-16 This issue is the seventh official release.
Added the following APIs:

e Querying the User List

e Creating a User

e Deleting Users in Batches

e Resetting a User Password

e Querying User Permissions

e Granting User Permissions
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Released On

Description

2020-08-25

This issue is the sixth official release.
Added the following APIs:

Creating a Dump Connector for an Instance
Creating a Dumping Task

Listing Dumping Tasks

Modifying Dumping Task Quotas

Querying a Dumping Task

Deleting a Dumping Task

Querying Product Information for Instance
Specification Modification

Modifying Instance Specifications

2020-08-18

This issue is the fifth official release.
Added the following APIs:

Resetting the Password

Resetting Kafka Manager Password
Configuring Automatic Topic Creation
Modifying the Private IP Address for Cross-VPC Access
Modifying Topics of a Kafka Instance
Listing Background Tasks

Querying a Background Task

Deleting a Background Task

Batch Adding or Deleting Tags

Listing Tags of an Instance

Listing Tags of a Project

2020-08-06

This issue is the fourth official release.
Moved out-of-date APIs to Out-of-Date APIs.

2020-07-07

This issue is the third official release.
Added chapter APIs V2 (Recommended).
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Released On Description

2019-12-10 This issue is the second official release.

Added the following APIs:

e Querying a Message with the Specified Offset

e Querying a Message with the Specified Time Period

e Querying the Offset of the Latest Message in a
Partition

e Querying the Offset of the Earliest Message in a
Partition

e Querying Kafka Cluster Metadata
e Querying Consumer Group Details

e Resetting Consumer Group Offset to the Specified
Position

¢ Querying Kafka Instance Monitoring Dimensions

e Querying Controller Details for All Consumer Groups
of a Kafka Instance

e Adding Partitions to a Topic for a Kafka Instance
e Reassigning Replicas of a Topic for a Kafka Instance

2019-06-04 This issue is the first official release.
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