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Before You Start

1.1 Overview

Welcome to Cloud Eye API Reference. Cloud Eye is a multi-dimensional resource
monitoring platform. Customers can use Cloud Eye to monitor the utilization of
service resources, track the running status of cloud services, configure alarm rules
and notifications, and quickly respond to resource changes.

This document describes how to use application programming interfaces (APIs) to
perform operations on metrics, alarm rules, and monitoring data, such as querying
the metric list and the alarm rule list, creating alarm rules, and deleting alarm
rules. For details about all supported operations, see APl Overview.

If you plan to access Cloud Eye through an API, ensure that you are familiar with
Cloud Eye concepts. For details, see What Is Cloud Eye?.

1.2 API Calling

Cloud Eye supports Representational State Transfer (REST) APIs, allowing you to
call APIs using HTTPS. For details about API calling, see Calling APIs.

Additionally, Cloud Eye offers software development kits (SDKs) of multiple
programming languages. For details about how to use SDKs, log in at https://
developer.huaweicloud.com/en-us/sdk?CES.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For the endpoints of all services, see Regions and
Endpoints.

1.4 Notes and Constraints

e The number of alarm rules that you can create is determined by your quota.
To view or increase the quota, see Quota Adjustment.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 1
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For more constraints, see APl description.

1.5 Concepts

Account

An account is created upon successful registration. The account has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity,
which should not be used directly to perform routine management. For
security purposes, create Identity and Access Management (IAM) users and
grant them permissions for routine management.

User

An 1AM user is created by an account in IAM to use cloud services. Each IAM
user has its own identity credentials (password and access keys).

You can view the account ID and IAM user ID on the My Credentials page of
the management console. API authentication requires information such as the
account name, username, and password.

Region

Regions are divided based on geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified into universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides specific services for specific tenants.

For details, see Region and AZ.
AZ

An AZ comprises of one or more physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Computing,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to allow you to build cross-AZ high-availability systems.

Project

A project corresponds to a region. Default projects are defined to group and
physically isolate resources (including computing, storage, and network
resources) across regions. Users can be granted permissions in a default
project to access all resources under their accounts in the region associated
with the project. If you need more refined access control, create subprojects
under a default project and create resources in subprojects. Then you can
assign users the permissions required to access only the resources in the
specific subprojects.

Issue 40 (2020-11-10)
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Figure 1-1 Project isolation model

Project A Project B
ProjectA_1 ProjectA_2 ProjectB_1 Project B_2
Region A Region B

To view a project ID, go to the My Credentials page.
e  Enterprise project

Enterprise projects group and manage resources across regions. Resources in
different enterprise projects are logically isolated. An enterprise project can
contain resources of multiple regions, and resources can be added to or
removed from enterprise projects.

For details about enterprise projects and about how to obtain enterprise
project IDs, see Enterprise Management User Guide.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 3


https://console.huaweicloud.com/en-us/iam/?locale=en-us#/mine/apiCredential
https://support.huaweicloud.com/en-us/usermanual-em/em_am_0006.html

Cloud Eye
API Reference

2 API Overview

APl Overview

Cloud Eye APIs allow you to use all Cloud Eye functions. For example, you can

query the metric list and create alarm rules.

Table 2-1 API description

Type Subtype | API Description
Cloud Eye | API Querying All Query all API versions supported by
API version API Versions Cloud Eye.
manage : . )
ment Querying a Query a specified API version
Specified APl | supported by Cloud Eye.
Version
Metric Querying the | Query the list of metrics that
manage | Metric List currently monitored by Cloud Eye.
ment
Alarm Querying the | Query the alarm rule list.
rule Alarm Rule
manage List
ment

Querying an

Query the alarm rule information

Alarm Rule based on the alarm rule ID.
Enabling or Enable or disable an alarm rule
Disabling an based on the alarm rule ID.
Alarm Rule

Deleting an Delete an alarm rule based on the
Alarm Rule alarm rule ID.

Creating an Create an alarm rule.

Alarm Rule

Creating a Create a custom alarm template to
Custom Alarm | add alarm rules for one or more
Template metrics.

Issue 40 (2020-11-10)
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Type Subtype | API Description
Deleting a Delete a custom alarm template.
Custom Alarm
Template
Querying Query alarm history based on the
Alarm History | alarm rule ID.
Querying Query the custom alarm templates.
Custom Alarm
Templates
Updating a Update a custom alarm template.
Custom Alarm
Template
Monitorin | Querying Query the monitoring data of a
g data Monitoring specified metric of specified
manage | Data granularity in a specified time range.
ment
Adding Add one or more pieces of metric
Monitoring monitoring data.
Data
Querying You can query the monitoring data of
Monitoring specified metrics within a specified
Data in time range and specified
Batches granularities in batches. At present,
you can query the monitoring data of
a maximum of 10 metrics in batches.
Querying the | Query the host configuration for a
Host specified event type in a specified
Configuration | period of time. You can specify the
dimension of data to be queried.
Quota Querying Query the alarm rule quota.
manage Quotas
ment
Resource | Querying
group Resources in a
manage Resource
ment Group
Event Reporting Report custom events.
monitorin | Events
g
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Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

Table 3-1 URI parameter description

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APIs use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service. The endpoint varies between services in different
regions. It can be obtained from Regions and Endpoints.

For example, the endpoint of IAM in the CN North-Beijing1
region is iam.cn-north-1.myhuaweicloud.com.

resource-path

Access path of an API for performing a specified operation.
Obtain the path from the URI of an API. For example, the
resource-path of the API used to obtain a user token is /v3/
auth/tokens.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd.
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Parameter Description

query-string Query parameter, which is optional. Ensure that a question
mark (?) is included before each query parameter that is in the
format of Parameter name=Parameter value. For example, ?
limit=10 indicates that a maximum of 10 data records will be
displayed.

For example, to obtain an IAM token in the CN North-Beijing1 region, obtain the
endpoint of IAM (iam.cn-north-1.myhuaweicloud.com) for this region and the
resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI

https:// liam.cn-north-1.myhuaweicloud.com| [fv3/auth/tokens
A A A

m
4

ndpoint resource-path

URl-=cheme

(1 NOTE

To simplify the URI display in this document, each API is provided only with a resource-
path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server.

Table 3-2 HTTP methods

Method Description

GET Requests the server to return specified resources.

PUT Requests the server to update specified resources.

POST Requests the server to add resources or perform special
operations.

DELETE Requests the server to delete specified resources, for
example, an object.

HEAD Same as GET except that the server must return only
the response header.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 7
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Method

Description

PATCH

created.

Requests the server to update partial content of a
specified resource.

If the resource does not exist, a new resource will be

For example, in the case of the APl used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required

by a specified URI or HTTP method. For example, to request for the authentication

information, add Content-Type, which specifies the request body type.

Common request header fields are as follows.

Table 3-3 Common request header fields

Parameter

Description

Mandatory

Example Value

Host

Specifies the server
domain name and port
number of the resources
being requested. The
value can be obtained
from the URL of the
service API. The value is
in the format of
Hostname:Port number.
If the port number is not
specified, the default
port is used. The default
port number for https is
443.

No

This field is
mandatory for
AK/SK

authentication.

code.test.com
or

code.test.com:
443

Content-Type

Specifies the type (or
format) of the message
body. The default value
application/json is
recommended. Other
values of this field will be
provided for specific APIs
if any.

Yes

application/json

Content-
Length

Specifies the length of
the request body. The
unit is byte.

No

3495
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Parameter Description Mandatory Example Value
X-Project-1d Specifies the project ID. No €9993fc787d94b
Obtain the project ID by | This field is 6c886cbaa340f9c
following the instructions 0f4

in Obtaining a Project
ID.

mandatory for
requests that
use AK/SK
authentication
in the Dedicated
Cloud (DeQ)

for obtaining a user
token (This is the only
API that does not require
authentication).

After the request is
processed, the value of
X-Subject-Token in the
response header is the
token value.

mandatory for
token
authentication.

scenario or
multi-project
scenario.
X-Auth-Token | Specifies the user token. | No The following is
It is a response to the API | This field is part of an

example token:

MIIPAgYJKoZIhvc
NAQcCo...ggg1B
BIINPXsidG9rZ

(11 NOTE

In addition to supporting authentication using tokens, APIs support authentication using
AK/SK, which uses SDKs to sign a request. During the signature, the Authorization
(signature authentication) and X-Sdk-Date (time when a request is sent) headers are
automatically added in the request.

For more details, see "Authentication Using AK/SK" in Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

(Optional) Request Body

This part is optional. The body of a request is often sent in a structured format as
specified in the Content-Type header field. The request body transfers content

except the request header.

The request body varies between APIs. Some APIs do not require the request body,
such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 9
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domainname, ******* (login password), and xooooooooooxxxxxx (project name)
with the actual values. Obtain a project name from Regions and Endpoints.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
”password": n *******:ﬂ'l
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name": " XXXXXXXXXXXXXXXXX!
}
}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, x-subject-token is the desired user token. This token can
then be used to authenticate the calling of other APIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e Token-based authentication: Requests are authenticated using a token.

e AK/SK-based authentication: Requests are authenticated by encrypting the
request body using an AK/SK pair. AK/SK-based authentication is
recommended because it is more secure than token-based authentication.

Token-based Authentication
(1 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.

A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API.
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You can obtain a token by calling the Obtaining User Token API. When you call
the API, set auth.scope in the request body to project.

{
"auth": {
"identity": {
"methods": [
"password"
1

)
"password": {
"user": {
"name": "username",
"password" " *******3!"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name™: " xXxxxxxxx"
}
}
}
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEFI...., X-Auth-Token: ABCDEF)J.... can be added to a request as follows:

POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....

AK/SK-based Authentication

(11 NOTE

AK/SK-based authentication supports API requests with a body not larger than 12 MB. For
API requests with a larger body, token-based authentication is recommended.

In AK/SK-based authentication, AK/SK is used to sign requests and the signature is
then added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e  SK: secret access key used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK-based authentication, you can use an AK/SK to sign requests based on
the signature algorithm or using the signing SDK. For details about how to sign
requests and use the signing SDK, see API Request Signing Guide.

(11 NOTE

The signing SDK is only used for signing requests and is different from the SDKs provided
by services.
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3.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Codes.

For example, if status code 201 is returned for calling the APl used to obtain a
user token, the request is successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.

Figure 3-2 shows the response header fields for the API used to obtain a user
token. The x-subject-token header field is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

Figure 3-2 Header fields of the response to the request for obtaining a user token
connection — keep-alive

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

strict-transport-security — max-age=31536000; includeSubdomains

transfer-encoding — chunked

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

x-xss-protection — 1 mode=block

(Optional) Response Body

The body of a response is often returned in structured format as specified in the
Content-Type header field. The response body transfers content except the
response header.

The following is part of the response body for the APl used to obtain a user
token.

{

"token": {
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"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [

"password"
]

"catalog": [

"endpoints": [
{
"region_id": "az-01",

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"

}

In the response body, error_code is an error code, and error_msg provides
information about the error.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd.
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Getting Started

Overview

This topic describes how to invoke a number of Cloud Eye APIs to create an alarm
rule for the ECS CPU usage.

(10 NOTE

The validity period of a token obtained from IAM is 24 hours. If you want to use a token for
authentication, cache it to avoid frequently calling the IAM API.

Creation Procedure

Obtain the user token.
2.  Query the list of metrics that can be monitored.
Create an alarm rule.

Procedure

1. Obtain the user token.
Send POST https:///AM endpoint{v3/auth/tokens.
Add Content-Type:application/json to the request headers.

The request body is as follows:

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "James",
"password": "**********",
"domain": {
"name": "A-Company"
}
}
}
}I
"scope": {
"project™: {
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"domain": {
"name": "A-Company"
}
}
}
}
}

You need to specify the following parameters:
- user.name: username, which is set based on the obtained token body
- password: login password

- domain.name:: name of the account to which the user belongs. If the
account is used to obtain the token, values of user.name of the account
and domain.name are the same. In this case, enter the user.name value.
Otherwise, enter the domain name to which the account belongs.

- project.name: region
For details about region names, for example, cn-north-4, see Regions
and Endpoints.

(11 NOTE

Obtain X-Subject-Token from the response header, that is, the signed token.
Query the list of metrics that can be monitored.
Send GET https:// Cloud Eye endpoint/\V1.0/{project_id}/metrics.
Add the value of X-Auth-Token obtained in 1 to the request header.
After the request is successfully responded, the metrics information is
returned, such as "metric_name": "cpu_util" in the following figure.
{

"metrics": [
{
"namespace": "SYS.ECS",
"dimensions": [

{
"name": "instance_id",
"value": "d9112af5-6913-4f3b-bd0a-3f96711e004d"
}
1
"metric_name": "cpu_util",
"unit": "%"
}
1
"meta_data": {
"count™: 1,
"marker": "SYS.ECS.cpu_util.instance_id:d9112af5-6913-4f3b-bd0a-3f96711e004d",
"total": 7

}
}

If the request fails, an error code and error information are returned. For
details, see Error Codes.

Create an alarm rule.
Send POST https://Cloud Eye endpoint/NV1.0/{project_id}/alarms.
Specify the following parameters in the request body:

"alarm_name": "alarm-rpOE", //Alarm rule name (mandatory, string)
"alarm_description": "",
"metric": {
"namespace": "SYS.ECS", //Namespace (mandatory, string)
"dimensions": [

Issue 40 (2020-11-10)
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{
"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4051"
}
1
"metric_name": "cpu_util" //Metric name (mandatory, string)
by
"condition": {
"period": 300, //Monitoring period (mandatory, integer)
"filter": "average", //Data rollup method (mandatory, string)
"comparison_operator": ">=", //Operator of the alarm threshold (mandatory, string)
"value": 80, //Threshold (mandatory, string)
"unit": "%", //Data unit (mandatory, string)
"count™": 1
by
"alarm_enabled": true,
"alarm_action_enabled": true,
"alarm_level": 2,
"alarm_actions": [
{
"type": "notification",
"notificationList": [ ]
}
1
"ok_actions": [
{
"type": "notification",
"notificationList": [ ]
}
1
}

If the request is responded, the alarm rule ID is returned.

"alarm_id":"al1450321795427dR8p5mQBo"
}

If the request fails, an error code and error information are returned. For
details, see Error Codes.

You can query, enable, disable, or delete alarm rules based on the alarm rule
ID obtained in 3.
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API Description

5.1 API Version Management

5.1.1 Querying All API Versions

Function
This APl is used to query all APl versions supported by Cloud Eye.
URI
GET/
Request
Example request
GET https://{Cloud Eye endpoint}/
Response

e Response parameters

Table 5-1 Response parameters

Parameter | Type Description
versions Array of Specifies the list of all versions.
objects Table 5-2 describes the parameters.
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Table 5-2 versions field data structure description

Parameter

Type

Description

id

String

Specifies the version ID, for example, v1.

links

Array of
objects

Specifies the APl URL.
For details, see Table 5-3.

version

String

Specifies the API version. If the APIs of this
version support microversions, set this
parameter to the supported maximum
microversion. If the microversion is not
supported, leave this parameter blank.

status

String

Specifies the version status. Possible values are
as follows:

CURRENT: indicates a primary version.

SUPPORTED: indicates an old version but is still
supported.

DEPRECATED: indicates a deprecated version
which may be deleted later.

updated

String

Specifies the version release time, which must
be the UTC time. For example, the release time
of v1 is 2014-06-28T12:20:21Z.

min_versio
n

String

If the APIs of this version support microversions,
set this parameter to the supported minimum
microversion. If not, leave this parameter blank.

Table 5-3 links field data structure description

Parameter | Type Description

href String Specifies the reference address of the current
API version.

rel String Specifies the relationship between the current
API version and the referenced address.

Example response

{
"versions": [
{
"id": "V1.0",
"links": [
{

"href": "https://x.xxx/V1.0/",
"rel": "self"

}
]I

"min_version": "",

"updated": "2018-09-30T00:00:00Z",
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"version": ""
}
1
}

Returned Values
e Normal
200
e Abnormal

Returned Value

Description

400 Bad Request

Request error

401 Unauthorized

The authentication information is not provided or is
incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.

5.1.2 Querying a Specified API Version

Function

This APl is used to query a specified API version supported by Cloud Eye.

URI
GET /{api_version}

e  Parameter description

Table 5-4 Parameter description

Parameter Mandatory Description

api_version Yes

Specifies the API version.
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Request

Response

Example

GET https://{Cloud Eye endpoint}/V1.0

None

Response parameters

Table 5-5 Response parameters

Parameter

Type

Description

version

Objects

Specifies the list of all versions.
For details, see Table 5-6.

Table 5-6 versions field data

structure description

Parameter

Type

Description

id

String

Specifies the version ID, for example, v1.

links

Array of
objects

Specifies the APl URL.
For details, see Table 5-7.

version

String

Specifies the API version. If the APIs of this
version support microversions, set this
parameter to the supported maximum
microversion. If the microversion is not
supported, leave this parameter blank.

status

String

Specifies the version status. Possible values are
as follows:

CURRENT: indicates a primary version.

SUPPORTED: indicates an old version but is
still supported.

DEPRECATED: indicates a deprecated version
which may be deleted later.

updated

String

Specifies the version release time, which must
be the UTC time. For example, the release time
of v1 is 2014-06-28T12:20:21Z.

min_version

String

If the APIs of this version support
microversions, set this parameter to the
supported minimum microversion. If not, leave
this parameter blank.
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Table 5-7 links field data structure description

Parameter | Type Description

href String Specifies the reference address of the current
API version.

rel String Specifies the relationship between the current
API version and the referenced address.

e Example response

"version": {
llidll: |IV1 .Oll’
"links": [

{
"href": "https://x.x.x.x/V1.0/",
"rel": "self"

}
]

,
"min_version": "",

"updated": "2018-09-30T00:00:00Z",
"version": ""

}
}
Returned Value
e Normal
200

e Abnormal

Returned Value Description

400 Bad Request Request error

401 Unauthorized The authentication information is not provided or is
incorrect.

403 Forbidden You are forbidden to access the page requested.

408 Request Timeout | The request timed out.

429 Too Many Concurrent requests are excessive.

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.

503 Service The service is currently unavailable.

Unavailable

Error Code

For details, see Error Codes.
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5.2 Metric Management

5.2.1 Querying the Metric List

Function

This API is used to query the metric list. You can specify the namespace, metric,
dimension, sorting order, start records, and the maximum number of records when
using this API to query metrics.

URI

GET /V1.0/{project_id}/metrics

e Parameter description

Table 5-8 Parameter description

Parameter Mandato | Description
ry
project_id Yes Specifies the project ID.

For details about how to obtain the project ID,
see Obtaining a Project ID.

Table 5-9 Query parameter description

Parameter

Mandato
ry

Type Description

namespace

No

String Query the namespace of a service.
For details, see Services
Interconnected with Cloud Eye.

The value must be in the
service.item format and can
contain 3 to 32 characters. service
and item each must be a string
that starts with a letter and
contains only uppercase letters,
lowercase letters, digits, and
underscores ().

metric_name

No

String Specifies the metric ID. For
example, if the monitoring metric
of an ECS is CPU usage,
metric_name is cpu_util. For
details, see Services
Interconnected with Cloud Eye.
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Parameter

Mandato
ry

Type

Description

dim

No

String

Specifies the dimension. For
example, the dimension of an ECS
is instance_id. For details about
each service dimension, see
Services Interconnected with
Cloud Eye.

A maximum of three dimensions
are supported, and the dimensions
are numbered from 0 in dim.
{i}=key,value format. The key
cannot exceed 32 characters and
the value cannot exceed 256
characters.

Single dimension: dim.
O=instance_id,
6f3c6f91-4b24-4e1b-b7d1-
a%94ac1cb011d

Multiple dimensions: dim.
0=key,value&dim.1=key,value

start

No

String

Specifies the paging start value.

The format is
namespace.metric_name.key:val
ue.

Example:
start=SYS.ECS.cpu_util.instance_i
d:d9112af5-6913-4f3b-
bd0a-3f96711e004d.

limit

No

Integer

The value ranges from 1 to 1000,
and is 1000 by default.

This parameter is used to limit the
number of query results.

order

No

String

Specifies the result sorting
method, which is sorted by
timestamp.

The default value is desc.

e asc: The query results are
displayed in the ascending
order.

e desc: The query results are
displayed in the descending
order.

Example request

Request example 1: Query the list of all metrics that can be monitored.
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Request

Response

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/metrics

Request example 2: Query the CPU usage of the ECS whose ID is
6f3c6f91-4b24-4e1b-b7d1-a94ac1cb011d. Retain 10 records in descending

order by timestamp.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/metrics?

namespace=SYS.ECS&metric_name=cpu_util&dim.0O=instance_id,6f3c6f91-4b24-4e1b-b7d1-

a94ac1cb011d&limit=10&order=desc

None

Response parameters

Table 5-10 Response parameters

Parameter Type Description
metrics Array of Specifies the list of metric objects.
objects For details, see Table 5-11.
meta_data Object Specifies the metadata of query results,
including the pagination information.
For details, see Table 5-13.

Table 5-11 metrics field data structure description

Parameter Type Description

namespace String Specifies the metric namespace.

dimensions Array of Specifies the list of metric dimensions.
objects For details, see Table 5-12.

metric_name String Specifies the metric name, such as cpu_util.

unit String Specifies the metric unit.

Table 5-12 dimensions field data structure description

Parameter

Type

Description

name

String

Specifies the dimension. For example, the
ECS dimension is instance_id. For details
about the dimension of each service, see the
key column in Services Interconnected
with Cloud Eye.
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value String Specifies the dimension value, for example,
an ECS ID.
The value is a string of 1 to 256 characters.

Table 5-13 meta_data field data structure description

Parameter Type Description
count Integer Specifies the number of returned results.
marker String Specifies the pagination marker.

For example, you have queried 10 records
this time and the tenth record is about
cpu_util. In your next query, if start is set to
cpu_util, you can start your query from the
next metric of cpu_util.

total Integer Specifies the total number of metrics.

e Example response

{
"metrics": [
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "d9112af5-6913-4f3b-bd0a-3f96711e004d"
}
1,
"metric_name": "cpu_util",
unit": 1"
}
1
"meta_data": {
"count": 1,
"marker": "SYS.ECS.cpu_util.instance_id:d9112af5-6913-4f3b-bd0a-3f96711e004d",
"total": 7
}
}
Returned Values
e Normal
200
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided
or is incorrect.
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Returned Values

Description

403 Forbidden

You are forbidden to access the page
requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.

500 Internal Server Error

Failed to complete the request because of an
internal service error.

503 Service Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3 Alarm Rule Management

5.3.1 Querying the Alarm Rule List

Function

This API is used to query the alarm rule list. You can specify the paging
parameters to limit the number of query results displayed on a page. You can also
set the sorting order of query results.

URI

GET /V1.0/{project_id}/alarms

e Parameter description

Table 5-14 Parameter description

Parameter

Mandatory

Description

project_id

Yes

Specifies the project ID.

For details about how to obtain
the project ID, see Obtaining a
Project ID.
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Table 5-15 Parameter description

Parameter Type Description
alarms Array of Specifies the alarm rule list.
objects

Table 5-16 Query parameter description

Parameter | Mandato | Type

ry

Description

start No String

Specifies the first queried alarm to
be displayed on a page.

The value is alarm_id.

limit No

Integer

The value ranges from 1 to 100,
and is 100 by default.

This parameter is used to limit the
number of query results.

order No String

Specifies the result sorting
method, which is sorted by
timestamp.

The default value is desc.

e asc: The query results are
displayed in the ascending
order.

e desc: The query results are
displayed in the descending
order.

enterprise_p | No String
roject_id

Specifies the enterprise project ID.
The default value is
all_granted_eps, indicating all
enterprise projects.

NOTE

This parameter is available in the CN
East-Shanghai1 region.

e To query all enterprise projects,
set this parameter to
all_granted_eps.

e To query an enterprise project,
set this parameter to the
enterprise project ID. For
details, see Obtaining an
Enterprise Project ID.

Example

Request example 1: Query the current alarm rule list.
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Request

Response

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms

Request example 2: Query the alarm rule list. Start by setting alarm_id to
al1441967036681YkazZ0deN and retain 10 records in the descending order
of time stamps.

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms?
start=al1441967036681YkazZ0deN&limit=10&order=desc

Request example 2: Query the alarm rule list under all enterprise projects.
Start by setting alarm_id to al1441967036681YkazZ0deN and retain 10
records in the descending order of time stamps.

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms?
start=al1441967036681YkazZ0deN&limit=10&order=desc&enterprise_project_id=all_granted_eps

None

Response parameters

Table 5-17 Response parameters

Parameter Type Description

metric_alarm | Array of Specifies the list of alarm objects.
S objects For details, see Table 5-18.

meta_data Object Specifies the metadata of query results,

including the pagination information.
For details, see Table 5-25.

Table 5-18 metric_alarms field data structure description

Parameter Type Description

alarm_name | String Specifies the alarm rule name.

alarm_descrip | String Provides supplementary information about the
tion alarm rule.

metric Object Specifies the alarm metric.

For details, see Table 5-19.

condition Object Specifies the alarm triggering condition.

For details, see Table 5-24.

alarm_enable | Boolean Specifies whether to enable the alarm rule.
d

alarm_level Integer Specifies the alarm severity. Possible values are

1, 2 (default), 3 and 4, which indicates critical,

major, minor, and informational, respectively.
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Parameter

Type

Description

alarm_action

_enabled

Boolean

Specifies whether to enable the action to be
triggered by an alarm.

alarm_action
S

Array of
objects

Specifies the action triggered by an alarm.
For details, see Table 5-21.

ok_actions

Array of
objects

Specifies the action to be triggered after the
alarm is cleared.

For details, see Table 5-22.

insufficientda
ta_actions

Array of
objects

Specifies the action triggered by data
insufficiency.

For details, see Table 5-23.

alarm_action

_begin_time

String

Specifies the time when an alarm rule starts to
take effect. Notifications are sent only within
the validity period of the alarm rule.

For example, if alarm_action_begin_time is
set to 08:00 and alarm_action_end_time is set
to 20:00, notifications are sent only from 08:00
to 20:00.

alarm_action

_end_time

String

Specifies the time when an alarm rule stops to
take effect.

For example, if alarm_action_begin_time is
set to 08:00 and alarm_action_end_time is set
to 20:00, notifications are sent only from 08:00
to 20:00.

alarm_type

String

Specifies the alarm rule type.

e For event alarms, the alarm type is
EVENT.SYS (system event) or
EVENT.CUSTOM (custom event).

e When an alarm is generated for a resource
group, the alarm type is
RESOURCE_GROUP.

e When an alarm is generated for a specified
resource, the alarm type is
MULTI_INSTANCE.

alarm_id

String

Specifies the alarm rule ID.

update_time

long

Specifies the time when the alarm status
changed. The value is a UNIX timestamp and
the unit is ms.
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Parameter

Type

Description

alarm_state

String

Specifies the alarm status. The value can be:
e ok: The alarm status is normal.
e alarm: An alarm is generated.

e insufficient_data: The required data is
insufficient.

enterprise_pr
oject_id

String

Specifies the enterprise project ID.

e Value all_granted_eps indicates all
enterprise projects.

e Value 0 indicates the default enterprise
project default.

Table 5-19 metric field data structure description

Parameter Type Description

namespace String Query the namespace of a service. For details,
see Services Interconnected with Cloud Eye.

dimensions Array of Specifies the list of metric dimensions.

objects For details, see Table 5-20.

metric_name | String Specifies the metric ID. For example, if the
monitoring metric of an ECS is CPU usage,
metric_name is cpu_util. For details, see
Services Interconnected with Cloud Eye.

resource_gro | String Specifies the resource group ID selected during

up_id the alarm rule creation, for example,
rg1603786526428bWbVmk4rP.

resource_gro | String Specifies the name of the resource group

up_name

selected during the alarm rule creation, for
example, Resource-Group-ECS-01.

Table 5-20 dimensions field data structure description

Parameter Type Description

name String Specifies the dimension. For example, the ECS
dimension is instance_id. For details about the
dimension of each service, see the key column
in Services Interconnected with Cloud Eye.

value String Specifies the dimension value, for example, an

ECS ID.
The value is a string of 1 to 256 characters.
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Table 5-21 alarm_actions field data structure description

Parameter

Type

Description

type

String

Specifies the alarm notification type.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling action
will be triggered.

notificationLi
st

Array of
strings

Specifies the list of objects to be notified if the
alarm status changes.

NOTE
The IDs in the list are character strings.

Table 5-22 ok_actions field data structure description

Parameter

Type

Description

type

String

Specifies the notification type when an alarm is
triggered.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling action
will be triggered.

notificationLi
st

Array of
strings

Specifies the ID list of objects to be notified if
the alarm status changes.

NOTE
The IDs in the list are character strings.

Table 5-23 insufficientdata_actions field data structure description

Parameter Type Description

type String Specifies the type of the alarm notification
triggered by insufficient data. The value is
notification.

notificationLi | Array of Specifies the ID list of the notified objects

st strings when an alarm notification is triggered due to
insufficient data.
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Table 5-24 condition field data structure description

Parameter

Type

Description

period

Integer

Specifies the interval (seconds) for checking
whether the configured alarm rules are met.

filter

String

Specifies the data rollup method. The following
methods are supported:

e average: Cloud Eye calculates the average
value of metric data within a rollup period.

e max: Cloud Eye calculates the maximum
value of metric data within a rollup period.

e min: Cloud Eye calculates the minimum
value of metric data within a rollup period.

e sum: Cloud Eye calculates the sum of metric
data within a rollup period.

e variance: Cloud Eye calculates the variance
value of metric data within a rollup period.

comparison_o
perator

String

Specifies the operator of alarm thresholds.
Possible values are >, =, <, 2, and <.

value

Double

Specifies the alarm threshold. The value ranges
from 0 to Number. MAX_VALUE
(1.7976931348623157e+108).

For detailed thresholds, see the value range of
each metric in the appendix. For example, you
can set ECS cpu_util in Services
Interconnected with Cloud Eye to 80.

unit

String

Specifies the data unit. The value contains a
maximum of 32 characters.

count

Integer

Specifies the number of consecutive occurrence
times that the alarm policy was met. The value
ranges from 1 to 5.
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Parameter Type

Description

suppress_dur | Integer
ation

Specifies the interval for triggering an alarm if
the alarm persists.

Possible values are as follows:
0: Cloud Eye triggers the alarm only once.

300: Cloud Eye triggers the alarm every 5
minutes.

600: Cloud Eye triggers the alarm every 10
minutes.

900: Cloud Eye triggers the alarm every 15
minutes.

1800: Cloud Eye triggers the alarm every 30
minutes.

3600: Cloud Eye triggers the alarm every 1
hour.

10800: Cloud Eye triggers the alarm every 3
hours.

21600: Cloud Eye triggers the alarm every 6
hour.

43200: Cloud Eye triggers the alarm every 12
hours.

86400: Cloud Eye triggers the alarm every day.

Table 5-25 meta_data field data structure description

Parameter Type

Description

count Integer

Specifies the number of returned results.

marker String

Specifies the pagination marker.

For example, you have queried 10 records this
time and alarm_id of the tenth record is
1441967036681YkazZ0deN. In your next
query, if start is set to
al1441967036681YkazZ0deN, you can start
your query from the next alarm rule ID of
al1441967036681YkazZ0deN.

total Integer

Specifies the total number of query results.

Example response
{

"metric_alarms": [

{

"alarm_name": "alarm-ttttttt",

"alarm_description": "",
"metric": {

"namespace": "SYS.ECS",

"dimensions": [
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{
"name": "instance_id",
"value": "07814c0e-59a1-4fcd-a6fb-56f2f6923046"
}
1
"metric_name": "cpu_util"
%
"condition": {
"period": 300,
"filter": "average",
"comparison_operator": ">=",
"value": 0,
"unit": "%",
"count": 3
}

"alarm_enabled": true,

"alarm_level": 2,

"alarm_action_enabled": false,

"alarm_id": "al15330507498596W7vmIGKL",
"update_time": 1533050749992,
"alarm_state": "alarm"

"alarm_name": "alarm-m5rwxxxxxxx",
"alarm_description": "",
"metric": {
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "30f3858d-4377-4514-9081-be5bdbf1392e"
}
1
"metric_name": "network_incoming_bytes_aggregate_rate"
%
"condition": {
"period": 300,

"filter": "average",
"comparison_operator": ">=",
"value™: 12,
"unit": "B/s",
"count": 3
h?
"alarm_enabled": true,
"alarm_level": 2,
"alarm_action_enabled": true,
"alarm_actions": [
{
"type": "notification”,
"notificationList": [
"urn:smn:region:68438a86d98e427e907e0097b7e35d48:test0315"
1

}
1,
"ok_actions": [
{
"type": "notification”,
"notificationList": [
"urn:smn:region:68438a86d98e427e907e0097b7e35d48:test0315"
]

}
1,
"insufficientdata_actions™: [
{
"type": "notification",
"notificationList": [
"urn:smn:region:68438a86d98e427e907e0097b7e35d48:test0315"
]
}
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Returned Values

Error Code

For details, see Error Codes.

5.3.2 Querying an Alarm Rule

Function

]

"alarm_action_begin_time": "08:00",

"alarm_action_end_time": "20:00",
"alarm_id": "al1533031226533nKJexAlbqg",
"update_time": 1533204036276,

"alarm_state": "ok"
}
1
"meta_data": {
"count": 2,

"marker": "al1533031226533nKJexAlbqg",

"total": 389
}

Normal
200
Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

This APl is used to query an alarm rule based on the alarm rule ID.

URI

GET /V1.0/{project_id}/alarms/{alarm_id}

Parameter description
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Request

Response

Table 5-26 Parameter description

Parameter Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
alarm_id Yes Specifies the alarm rule ID.
Example

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/al1441967036681YkazZ0deN

None

Response parameters

Parameter Type Description
metric_alarm | Array of Specifies the list of alarm objects.
s objects For details, see Table 5-27.

Table 5-27 metric_alarms field data structure description

Parameter Type Description

alarm_name | String Specifies the alarm rule name.

alarm_descrip | String Provides supplementary information about the

tion alarm rule.

metric Array of Specifies the alarm metric.
objects For details, see Table 5-28.

condition Array of Specifies the alarm triggering condition.
objects For details, see Table 5-33.

alarm_enable | Boolean Specifies whether to enable the alarm rule.

d

alarm_level Integer Specifies the alarm severity. Possible values are

1, 2, 3 and 4, which indicates critical, major,
minor, and informational, respectively.
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Parameter

Type

Description

alarm_type

String

Specifies the alarm type.

e For event alarms, the alarm type is
EVENT.SYS (system event) or
EVENT.CUSTOM (custom event).

e When an alarm is generated for a resource
group, the alarm type is
RESOURCE_GROUP.

e When an alarm is generated for a specified
resource, the alarm type is
MULTI_INSTANCE.

alarm_action_

enabled

Boolean

Specifies whether to enable the action to be
triggered by an alarm.

alarm_action
s

Array of
objects

Specifies the action triggered by an alarm.
For details, see Table 5-30.

ok_actions

Array of
objects

Specifies the action to be triggered after the
alarm is cleared.

For details, see Table 5-31.

insufficientd
ata_actions

Array of
objects

Specifies the action triggered by data
insufficiency.

For details, see Table 5-32.

alarm_action_

begin_time

String

Specifies the time when an alarm rule starts to
take effect. Notifications are sent only within
the validity period of the alarm rule.

For example, if alarm_action_begin_time is
set to 08:00 and alarm_action_end_time is
set to 20:00, notifications are sent only from
08:00 to 20:00.

alarm_action_

end_time

String

Specifies the time when an alarm rule stops to
take effect.

For example, if alarm_action_begin_time is
set to 08:00 and alarm_action_end_time is
set to 20:00, notifications are sent only from
08:00 to 20:00.

alarm_id

String

Specifies the alarm rule ID.

update_time

long

Specifies the time when the alarm status
changed. The value is a UNIX timestamp and
the unit is ms.
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Parameter

Type

Description

alarm_state

String

Specifies the alarm status. The value can be:
e ok: The alarm status is normal.
e alarm: An alarm is generated.

e insufficient_data: The required data is
insufficient.

enterprise_pr
oject_id

String

Specifies the enterprise project ID.

NOTE
This parameter is available in the CN East-
Shanghai1 region.
e Value all_granted_eps indicates all
enterprise projects.

e Value 0 indicates the default enterprise
project default.

Table 5-28 metric field data structure description

Parameter Type Description
namespace String Query the namespace of a service. For details,
see Services Interconnected with Cloud Eye.
dimensions Array of Specifies the list of metric dimensions.
objects For details, see Table 5-29.
metric_name | String Specifies the metric ID. For example, if the

monitoring metric of an ECS is CPU usage,
metric_name is cpu_util. For details, see
Services Interconnected with Cloud Eye.

Table 5-29 dimensions field data structure description

Parameter Type Description

name String Specifies the dimension. For example, the ECS
dimension is instance_id. For details about the
dimension of each service, see the key column
in Services Interconnected with Cloud Eye.

value String Specifies the dimension value, for example, an

ECS ID.
The value is a string of 1 to 256 characters.
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Table 5-30 alarm_actions field data structure description

Parameter Type Description
type String Specifies the alarm notification type.
e notification: indicates that a notification
will be sent to the user.
e autoscaling: indicates that a scaling action
will be triggered.
notificationLi | Array of Specifies the list of objects to be notified if the
st strings alarm status changes.

NOTE
The IDs in the list are character strings.

Table 5-31 ok_actions field data structure description

Parameter

Type

Description

type

String

Specifies the notification type when an alarm is
triggered.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling action
will be triggered.

notificationLi
st

Array of
strings

Specifies the list of objects to be notified if the
alarm status changes.

NOTE
The IDs in the list are character strings.

Table 5-32 insufficientdata_actions field data structure description

Parameter Type Description

type String Specifies the notification type when an alarm is
cleared. The value is notification.

notificationLi | Array of Specifies the list of objects to be notified if the

st strings alarm status changes.

NOTE
The IDs in the list are character strings.
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Table 5-33 condition field data structure description

Parameter

Type

Description

period

Integer

Specifies the interval (seconds) for checking
whether the configured alarm rules are met.

filter

String

Specifies the data rollup method. The following
methods are supported:

e average: Cloud Eye calculates the average
value of metric data within a rollup period.

e max: Cloud Eye calculates the maximum
value of metric data within a rollup period.

e min: Cloud Eye calculates the minimum
value of metric data within a rollup period.

e sum: Cloud Eye calculates the sum of metric
data within a rollup period.

e variance: Cloud Eye calculates the variance
value of metric data within a rollup period.

comparison_o
perator

String

Specifies the operator of alarm thresholds.
Possible values are >, =, <, 2, and <.

value

Double

Specifies the alarm threshold. The value ranges
from 0 to Number. MAX_VALUE
(1.7976931348623157e+108).

For detailed thresholds, see the value range of
each metric in the appendix. For example, you
can set ECS cpu_util in Services
Interconnected with Cloud Eye to 80.

unit

String

Specifies the data unit. The value contains a
maximum of 32 characters.

count

Integer

Specifies the number of consecutive occurrence
times that the alarm policy was met. The value
ranges from 1 to 5.
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minutes.

minutes.

minutes.

minutes.

hour.

hours.

hour.

hours.

Possible values are as follows:

Parameter Type Description
suppress_dur | Integer Specifies the interval for triggering an alarm if
ation the alarm persists.

0: Cloud Eye triggers the alarm only once.
300: Cloud Eye triggers the alarm every 5

600: Cloud Eye triggers the alarm every 10
900: Cloud Eye triggers the alarm every 15
1800: Cloud Eye triggers the alarm every 30
3600: Cloud Eye triggers the alarm every 1
10800: Cloud Eye triggers the alarm every 3
21600: Cloud Eye triggers the alarm every 6
43200: Cloud Eye triggers the alarm every 12

86400: Cloud Eye triggers the alarm every day.

Example response

{

"metric_alarms":

"alarm_name":"alarm-ipwx",
"alarm_description":"",
"metric":

{
"namespace":"SYS.ELB",
"dimensions":
[
{
"name":"lb_instance_id",
"value":"44d06d10-bce0-4237-86b9-7b4d1e7d5621"
}
1
"metric_name":"m8_out_Bps"

}

b
"condition":

{
"period":300,
"filter":"sum",
"comparison_operator":">=",
"value":0,
"unit":"",
"count":1

"alarm_enabled":true,
"alarm_level": 2,
"alarm_action_enabled":true,
"alarm_actions":
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[
{
"type":"notification”,
"notificationList":["urn:smn:region:68438a86d98e427e907e0097b7e35d48:sd"]
}
1,
"ok_actions":
[
{
"type":"notification”,
"notificationList":["urn:smn:region:68438a86d98e427e907e0097b7e35d48:sd"]
}
1,
"insufficientdata_actions": [
{
"type": "notification",
"notificationList": [
"urn:smn:region:68438a86d98e427e907e0097b7e35d48:sd"
]
}
1,

"alarm_action_end_time": "23:59",
"alarm_id":"al1498096535573r8DNy7Gyk",
"update_time":1498100100000,
"alarm_state":"alarm"

}
]
}
Returned Values
e Normal
200

e Abnormal

Returned Value Description

400 Bad Request Request error.

401 Unauthorized The authentication information is not provided or is

incorrect.
403 Forbidden You are forbidden to access the page requested.
408 Request The request timed out.
Timeout
429 Too Many Concurrent requests are excessive.
Requests

500 Internal Server | Failed to complete the request because of an internal
Error service error.

503 Service The service is currently unavailable.
Unavailable

Error Code

For details, see Error Codes.
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5.3.3 Enabling or Disabling an Alarm Rule

Function
This API is used to enable or disable an alarm rule.
URI
PUT /V1.0/{project_id}/alarms/{alarm_id}/action
e Parameter description
Table 5-34 Parameter description
Parameter Mandato | Description
ry
project_id Yes Specifies the project ID.
For details about how to obtain the project ID,
see Obtaining a Project ID.
alarm_id Yes Specifies the alarm rule ID.
e Example
PUT https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/al1441967036681YkazZ0deN/action
Request
e Request parameters
Table 5-35 Request parameters
Parameter Mandato | Type Description
ry
alarm_enable | Yes Boolean | Specifies whether the alarm rule is
d enabled.
e true: indicates that the alarm rule
is enabled.
e false: indicates that the alarm
rule is disabled.
e Example request
{
"alarm_enabled":true
}
Response

The response has no message body.
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Returned Values
e Normal
204
e Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3.4 Deleting an Alarm Rule

Function

This API is used to delete an alarm rule.

URI

DELETE /V1.0/{project_id}/alarms/{alarm_id}

e Parameter description

Table 5-36 Parameter description

Parameter Mandatory Description

project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.

alarm_id Yes Specifies the alarm rule ID.

e Example
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DELETE https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/al1441967036681YkazZ0deN

Request

The request has no message body.

Response

The response has no message body.

Returned Values
e Normal
204

e Abnormal

Returned Value Description

400 Bad Request Request error.

401 Unauthorized The authentication information is not provided or is
incorrect.

403 Forbidden You are forbidden to access the page requested.

408 Request Timeout | The request timed out.

429 Too Many Concurrent requests are excessive.

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.

503 Service The service is currently unavailable.

Unavailable

Error Code

For details, see Error Codes.

5.3.5 Creating an Alarm Rule

Function

This API is used to create an alarm rule.

URI
POST /V1.0/{project_id}/alarms

e Parameter description
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Request

Table 5-37 Parameter description

Parameter Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
Example

POST https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms

Request parameters

Table 5-38 Request parameters

Parameter

Mandatory

Type Description

alarm_name

Yes

String Specifies the alarm rule name.

The value can contain 1 to
128 characters. Only letters,
digits, underscores (_), and
hyphens (-) are allowed.

alarm_descript
ion

No

String Provides supplementary
information about the alarm

rule. Enter 0 to 256 characters.

metric

Yes

Specifies the alarm metric.
For details, see Table 5-39.

Object

condition

Yes

Object Specifies the alarm triggering

condition.
For details, see Table 5-44.

alarm_enabled

No

Boolean | Specifies whether to enable

the alarm.

The default value is true.
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Parameter

Mandatory

Type

Description

alarm_action_
enabled

No

Boolean

Specifies whether to enable
the action to be triggered by
an alarm. The default value is
true.

NOTE
If you set alarm_action_enabled
to true, you must specify either
alarm_actions or ok_actions.
(You do not need to configure
the deprecated parameter
insufficientdata_actions.)

If alarm_actions and ok_actions
coexist, their notificationList
values must be the same. (You
do not need to configure the
deprecated parameter
insufficientdata_actions.)

enterprise_proj
ect_id

No

String

Specifies the enterprise project
ID.
NOTE
This parameter is available in the
CN East-Shanghail region.
Value 0 indicates the default
enterprise project default.

For details about how to
query the enterprise project
ID, see Obtaining an
Enterprise Project ID.

alarm_level

No

Integer

Specifies the alarm severity.
Possible values are 1, 2, 3 and
4, which indicates critical,
major, minor, and
informational, respectively.

alarm_type

No

String

Specifies the alarm type.

e For event alarms, the
alarm type is EVENT.SYS
(system event) or
EVENT.CUSTOM (custom
event).

e When an alarm is
generated for a resource
group, the alarm type is
RESOURCE_GROUP.

e When an alarmis
generated for a specified
resource, the alarm type is
MULTI_INSTANCE.

Issue 40 (2020-11-10)

Copyright © Huawei Technologies Co., Ltd. 47



Cloud Eye
API Reference

5 API Description

Parameter Mandatory Type Description
alarm_actions | No Arrays of | Specifies the action triggered
objects by an alarm.
An example structure is as
follows:
{
"type":
"notification","notificationList"
: ["urn:smn:region:
68438a86d98e427e907e0097b
7e35d47:sd"]
}
For details, see Table 5-41.
ok_actions No Arrays of | Specifies the action to be
objects triggered after the alarm is
cleared.
Its structure is:
{ lltypell:
"notification","notificationList"
: ["urn:smn:region:
68438a86d98e427e907e0097b
7e35d47:sd"] }
For details, see Table 5-42.
insufficientdat | No Arrays of | Specifies the action to be
a_actions objects triggered by the alarm of

insufficient data. (You do not
need to configure this
deprecated parameter.)

Its structure is:

{ "type™
"notification","notificationList"
: ["urn:smn:region:
68438a86d98e427e907e0097b
7e35d47:sd"] }

For details, see Table 5-43.
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Table 5-39 metric field data structure description

Paramet | Manda | Type | Description
er tory
namespa | Yes Strin | Specifies the namespace of a service. For
ce g details, see Services Interconnected with
Cloud Eye.
The value must be in the service.item format
and can contain 3 to 32 characters. service
and item each must be a string that starts
with a letter and contains only letters, digits,
and underscores ().
NOTE
This parameter can be left blank when alarm_type
is set to (EVENT.SYS| EVENT.CUSTOM).
dimensio | Yes Array | Specifies the list of metric dimensions.
ns sof | For details, see Table 5-40.
objec
ts
metric_n | Yes Strin | Specifies the metric name.
ame g The value can be a string of 1 to 64
characters, must start with a letter, and
contain only letters, digits, and underscores
Q).
For details, see the metric name queried in
Querying the Metric List.
resource_ | No Strin | Specifies the resource group ID selected
group_id g during the alarm rule creation, for example,

rg1603786526428bWbVmkA4rP.

Table 5-40 dimensions field data structure description

Paramet | Manda | Type | Description

er tory

name No Strin | Specifies the dimension. For example, the ECS
g dimension is instance_id. For details about

the dimension of each service, see the key
column in Services Interconnected with
Cloud Eye.

The value can be a string of 1 to 32
characters, must start with a letter, and
contain only letters, digits, underscores (_),
and hyphens (-).
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Paramet | Manda | Type | Description

er tory

value No Strin | Specifies the dimension value, for example,
g an ECS ID.

The value can be a string of 1 to 256
characters, must start with a letter or a digit,
and contain only letters, digits, underscores
(1), and hyphens (-).

Table 5-41 alarm_actions field data structure description

Paramet | Mandat | Type | Description
er ory
type Yes Strin | Specifies the alarm notification type.
g e notification: indicates that a notification
will be sent to the user.
e autoscaling: indicates that a scaling
action will be triggered.
notificati | Yes Array | Specifies the list of objects to be notified if
onlList s of | the alarm status changes. You can configure
strin | a maximum of 5 object IDs. The value of
gs topicUrn can be obtained from SMN. For

details, see Querying Topics.

If type is set to notification, the value of
notificationList cannot be empty. If type is
set to autoscaling, the value of
notificationList must be [].

NOTE

e To make the Auto Scaling (AS) alarm rule take
effect, you must bind the scaling policy. For
details, see Creating an AS Policy.

e [f you set alarm_action_enabled to true, you
must specify either alarm_actions or
ok_actions. (You do not need to configure the
deprecated parameter
insufficientdata_actions.)

e [f alarm_actions and ok_actions coexist, their
notificationList values must be the same. (You
do not need to configure the deprecated
parameter insufficientdata_actions.)

e The IDs in the list are character strings.
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Table 5-42 ok_actions field data structure description

Paramet
er

Mandat
ory

Type

Description

type

Yes

String

Specifies the notification type when an
alarm is triggered.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling
action will be triggered.

notificati
onlList

Yes

Arrays
of
object

Specifies the list of objects to be notified if
the alarm status changes. The list contains a
maximum of 5 object IDs. The value of
topicUrn can be obtained from SMN. For
details, see Querying Topics.
NOTE
If you set alarm_action_enabled to true, you
must specify either alarm_actions or ok_actions.
(You do not need to configure the deprecated
parameter insufficientdata_actions.)

If alarm_actions and ok_actions coexist, their
notificationList values must be the same. (You do
not need to configure the deprecated parameter
insufficientdata_actions.)

Table 5-43

insufficientdata_actions field data structure description

Parame
ter

Mandat
ory

Type

Description

type

Yes

String

Specifies the notification type when an alarm
is triggered.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling
action will be triggered.
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Parame | Mandat | Type | Description

ter ory

notificat | Yes Arrays | Specifies the list of objects to be notified if

ionList of the alarm status changes. You can configure
object | up to 5 object IDs. The value of topicUrn can
S be obtained from SMN. For details, see

Querying Topics.
NOTE

e If you set alarm_action_enabled to true, you
must specify either alarm_actions or
ok_actions. (You do not need to configure the
deprecated parameter
insufficientdata_actions.)

e If alarm_actions and ok_actions coexist, their
notificationList values must be the same. (You
do not need to configure the deprecated
parameter insufficientdata_actions.)

e The IDs in the list are character strings.

Table 5-44 condition field data structure description

Parame | Mandat | Type | Description
ter ory
period Yes Intege | Specifies the period during which Cloud Eye
r determines whether to trigger an alarm.
Unit: second
Possible values are 1, 300, 1200, 3600,
14400, and 86400.
NOTE
e If you set period to 1, Cloud Eye uses raw data
to determine whether to trigger an alarm.
e You can set this parameter to 0 when you set
alarm_type to (EVENT.SYS| EVENT.CUSTOM).
filter Yes String | Specifies the data rollup method.
Possible values are max, min, average, sum,
or variance.
compari | Yes String | Specifies the operator of alarm thresholds.
son_ope Possible values are >, =, <, 2, and <.
rator
value Yes Doubl | Specifies the alarm threshold.
e

The value ranges from 0 to Number.
MAX_VALUE (1.7976931348623157e+108).

For detailed thresholds, see the value range
of each metric in the appendix. For example,
you can set ECS cpu_util in Services
Interconnected with Cloud Eye to 80.

Issue 40 (2020-11-10)

Copyright © Huawei Technologies Co., Ltd. 52


https://support.huaweicloud.com/en-us/api-smn/smn_api_51004.html

Cloud Eye
API Reference

5 API Description

Parame | Mandat | Type | Description

ter ory

unit No String | Specifies the data unit. The value contains a
maximum of 32 characters.

count Yes Intege | Specifies the number of consecutive

r occurrence times that the alarm policy was

met. The value ranges from 1 to 5.

suppress | Yes Intege | Specifies the interval for triggering an alarm

_duratio r if the alarm persists.

n

Possible values are as follows:
0: Cloud Eye triggers the alarm only once.

300: Cloud Eye triggers the alarm every 5
minutes.

600: Cloud Eye triggers the alarm every 10
minutes.

900: Cloud Eye triggers the alarm every 15
minutes.

1800: Cloud Eye triggers the alarm every 30
minutes.

3600: Cloud Eye triggers the alarm every 1
hour.

10800: Cloud Eye triggers the alarm every 3
hours.

21600: Cloud Eye triggers the alarm every 6
hour.

43200: Cloud Eye triggers the alarm every 12
hours.

86400: Cloud Eye triggers the alarm every
day.

Example request

"alarm_name": "alarm-rpOE",
"alarm_description": "",

"metric": {
"namespace": "SYS.ECS",

"dimensions": [

{

"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4051"

}
1

}

"condition": {

"period": 300,
"filter": "average",
""comparison_operator": ">=",

"value": 6,

"unit": "B/s",

"count™: 1

"metric_name": "network_outgoing_bytes_rate_inband"
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%
"alarm_enabled": true,
"alarm_action_enabled": true,
"alarm_level": 2,
"alarm_actions": [
{
"type": "notification",
"notificationList": ["urn:smn:region:68438a86d98e427e907e0097b7e35d48:sd"]
}
1
"ok_actions": [
{
"type": "notification",
"notificationList": ["urn:smn:region:68438a86d98e427e907e0097b7e35d48:5d"]
}
1,
"insufficientdata_actions": [
{
"type": "notification",
"notificationList": ["urn:smn:region:68438a86d98e427e907e0097b7e35d48:sd"]
}
]
}

Response
e Response parameters

Table 5-45 Response parameters

Parameter | Type Description

alarm_id String Specifies the alarm rule ID.

e Example response

"alarm_id":"al1450321795427dR8p5mQBo"

}
Returned Values
e Normal
201
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided or
is incorrect.
403 Forbidden You are forbidden to access the page requested.
408 Request Timeout The request timed out.
429 Too Many Requests | Concurrent requests are excessive.
500 Internal Server Failed to complete the request because of an
Error internal service error.
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Returned Valu

es

Description

503 Service Unavailable

The service is currently unavailable.

Error Code

For details, see Error

Codes.

5.3.6 Creating a Custom Alarm Template

Function
This APl is used to create a custom alarm template to add alarm rules for one or
more metrics.
URI
POST /V1.0/{project_id}/alarm-template
e Parameter description
Table 5-46 Parameter description
Parameter | Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
e Example
POST https://{Cloud Eye endpoint}/V1.0/{project_id}/alarm-template
Request

° Request parameters

Table 5-47 Request parameters

iption

Parameter Mandato | Type Description
ry

template_name | Yes String Specifies the name of the custom
alarm template. The value can
contain 1 to 128 characters. Only
letters, digits, underscores (_),
and hyphens (-) are allowed.

template_descr | No String Provides supplementary

information about the custom
alarm template. The value can
contain 0 to 256 characters.
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Parameter

Mandato
ry

Type

Description

namespace

Yes

String

Specifies the resource type
selected for creating the custom
alarm template, that is, the
service namespace. For example,
if you select ECS, the namespace
is SYS.ECS.

dimension_na
me

Yes

String

Specifies the dimension
corresponding to the resource
type. If ECS is selected, the
dimension is ECS and the value of
dimension_name is instance_id.

template_item
s

Yes

Arrays of
objects

Specifies the alarm rules that you
add to the custom alarm
template. You can add up to 20
alarm rules.

Table 5-48 template_items field data structure description

Parameter

Mandato
ry

Type

Description

metric_name

Yes

String

Specifies the metric you add to
the custom alarm template. For
example, you can add ECS
cpu_util. To view metrics of each
resource, see Services
Interconnected with Cloud Eye

condition

Yes

Condition

object

Specifies the alarm policy you
created for the custom alarm
template.

alarm_level

No

Integer

Specifies the alarm severity.
Possible values are 1 (critical), 2
(major), 3 (minor), and 4
(informational).

Table 5-49 condition field data structure description

erator

Parameter Mand | Type Description
atory
comparison_op | Yes String Specifies the operator of alarm

thresholds. Possible values are >, =,
<, 2, and <.
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Parameter

Mand
atory

Type

Description

count

Yes

Integer

Specifies the number of consecutive
occurrence times that the alarm
policy was met. The value ranges
from 1 to 5.

filter

Yes

String

Specifies the data rollup method.
Possible values are max, min,
average, sum, and variance.

period

Yes

Integer

Specifies the period during which
Cloud Eye determines whether to
trigger an alarm.

Unit: second

Possible values are 1, 300, 1200,
3600, 14400, and 86400.

NOTE
If you set period to 1, Cloud Eye uses
raw data to determine whether to
trigger an alarm. You can set this
parameter to 0 when you set
alarm_type to (EVENT.SYS|
EVENT.CUSTOM).

unit

No

String

Specifies the data unit. Enter up to
32 characters.

value

Yes

Double

Specifies the alarm threshold. The
value ranges from 0 to Number.
MAX_VALUE
(1.7976931348623157e+108). For
detailed thresholds, see the value
range of each metric in Services
Interconnected with Cloud Eye. For
example, you can set ECS cpu_util
to 80.
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on

Parameter Mand | Type Description
atory
suppress_durati | No Integer Specifies the interval for triggering

an alarm if the alarm persists.
Possible values are as follows:

0: Cloud Eye triggers the alarm only
once.

300: Cloud Eye triggers the alarm
every 5 minutes.

600: Cloud Eye triggers the alarm
every 10 minutes.

900: Cloud Eye triggers the alarm
every 15 minutes.

1800: Cloud Eye triggers the alarm
every 30 minutes.

3600: Cloud Eye triggers the alarm
every 1 hour.

10800: Cloud Eye triggers the alarm
every 3 hours.

21600: Cloud Eye triggers the alarm
every 6 hour.

43200: Cloud Eye triggers the alarm
every 12 hours.

86400: Cloud Eye triggers the alarm
every day.

e Example request
{

"dimension_name": "instance_id",

"template_items": [

{

"metric_name": "cpu_util",

"condition": {
"period": 1,

o

"filter": "average",

"value": 90,
"unit™: "%",
"count™: 3,

"suppress_duration": 300

I

’

"alarm_action_enabled": false,

"alarm_level": 2

"metric_name": "mem_util",

"condition": {
"period": 1,

"filter": "average",

"value": 90,
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Response

Returned Values

Error Code

For details, see Error Codes.

"unit": "%
"count": 3,

"suppress_duration": 600

"alarm_action_enabled": false,

"alarm_level": 2
}
1
}

Response parameters

Table 5-50 Response parameters

Parameter | Type Description
template_i | String Specifies the ID of the custom alarm template.
d

Example response
{

"alarm_id":"at1603252280799wLRyGLxnz"

}

Normal
201
Abnormal

Returned Values

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.
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5.3.7 Deleting a Custom Alarm Template

Function

This APl is used to delete a custom alarm template.

URI

DELETE /V1.0/{project_id}/alarm-template/{template_id}

Request

Parameter description

Table 5-51 Parameter description

Parameter Mandatory Description

project_id Yes

Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.

template_id Yes

Specifies the ID of the custom alarm
template you want to delete.

Example

DELETE https://{Cloud Eye endpoint}/V1.0/{project_id}/alarm-template/at1603252280799wLRyGLxnz

The request has no message body.

Response

The response has no message body.

Returned Values

Normal
204
Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.
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Returned Value Description
500 Internal Server Failed to complete the request because of an
Error internal service error.
503 Service Unavailable | The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3.8 Querying Alarm History

Function

This APl is used to query alarm history based on the alarm rule ID.

URI
GET /V1.0/{project_id}/alarm-histories

e  Parameter description

Table 5-52 Parameter description

Parameter Mandatory Description

project_id Yes Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.

group_id No Specifies the resource group ID, for
example, rg1603107497873DK402pXbn.

alarm_id No Specifies the alarm rule ID. for example,
al1603088932912v98rGl1al.

alarm_name | No Specifies the alarm rule name, for example,
alarm-test01.

alarm_status | No Specifies the alarm status. Possible values
are ok, alarm, or insufficient_data.

alarm_level No Specifies the alarm severity. Possible values
are 1 (critical), 2 (major), 3 (minor), and 4
(informational).

namespace No Specifies the resource namespace. For
example, the ECS resource namespace is
SYS.ECS. To view the namespace of each
service, see Services Interconnected with
Cloud Eye.
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Parameter

Mandatory

Description

from No

Specifies the time from when you want to
query the alarm history. The time is a UNIX
timestamp (ms), for example,
1602501480905. If you do not set from or
to, the value of to is the current time by
default, and the value of from is the
timestamp of seven days earlier than the
current time.

to No

Specifies the time when you want your
alarm history query to end. The time is a
UNIX timestamp (ms). The value of from
must be less than or equal to that of to. If
you do not set from or to, the value of to is
the current time by default, and the value
of from is the timestamp of seven days
earlier than the current time.

start No

Specifies the start value of pagination. The
value is an integer. The default value is 0.

limit No

Specifies the maximum number of records
that can be queried at a time. The value
range is (0,100] and the default value is
100.

e Example

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/alarm-histories?
limit=10&start=0&from=1602494921346&t0=1603099721346&alarm_name=alarm-test01

Request
None
Response
e Response parameters
Parameter | Type Ma | Description
nd
ato
ry
alarm_histo | Array of | No | Specifies details about one or more alarm
ries objects history records.
meta_data | MetaDat | No | Specifies the total number of query results
a object returned.
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Table 5-53 alarm_histories field data structure description

Parameter Type Mand | Description
atory
alarm_id String No Specifies the alarm rule ID, for example,
al1603131199286dzxpqK3Ez.
alarm_name | String No Specifies the alarm rule name, for
example, alarm-test01.
alarm_descrip | String | No Provides supplementary information
tion about the alarm rule.
metric Metric | No Specifies the metric information.
object
condition Conditi | No Specifies the alarm policy set in the
on alarm rule.
object
alarm_level Integer | No Specifies the alarm severity. Possible
values are 1 (critical), 2 (major), 3
(minor), and 4 (informational).
alarm_type String | No Specifies the alarm type. This parameter
is valid only for event monitoring.
Possible values are EVENT.SYS and
EVENT.CUSTOM.
alarm_enable | Boolea | No Specifies whether the alarm rule has
d n been enabled. Possible values are true
and false.
alarm_action | Boolea | No Specifies whether the alarm action has
_enabled n been triggered. Possible values are true
and false.
alarm_action | Array No Specifies the action triggered by an
s of alarm. The structure is as follows:
objects {"type": "notification", "notificationList":

["urn:smn:southchina:
68438a86d98e427e907e0097b7e35d47:s
d"1}

The value of type can be one of the
following:

notification: indicates that a notification
will be sent.

autoscaling: indicates that a scaling
action will be triggered.

notificationList: indicates the list of
objects to be notified if the alarm status
changes.
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Parameter

Type

Mand
atory

Description

ok _actions

Array
of
objects

No

Specifies the action to be triggered after
the alarm is cleared. The structure is as
follows: {"type": "notification",
"notificationList": ["urn:smn:southchina:
68438a86d98e427e907e0097b7e35d47:s

dll] }
The value of type can be one of the
following:

notification: indicates that a notification
will be sent to the user.

notificationList: indicates the list of
objects to be notified if the alarm status
changes.

insufficientd
ata_actions

Array
of
objects

No

Specifies the action triggered by data
insufficiency. The structure is as follows:
{"type": "notification", "notificationList":
["urn:smn:southchina:
68438a86d98e427e907e0097b7e35d47:s
d"1}

The value of type can be one of the
following:

notification: An alarm is triggered due
to insufficient data.

notificationList: Specifies the ID list of
the notification objects when an alarm
notification is triggered due to
insufficient data.

update_time

Long

No

Specifies the time when the alarm status
changed. The time is a UNIX timestamp
(ms), for example, 1603131199000.

enterprise_pr
oject_id

String

No

Specifies the enterprise project ID. Value
all_granted_eps indicates all enterprise
projects. Value 0 indicates enterprise
project default.

trigger_time

Long

No

Specifies the time when the alarm was
triggered. The time is a UNIX timestamp
(ms), for example, 1603131199469.

alarm_status

String

No

Specifies the alarm status. Possible
values are ok, alarm, or
insufficient_data.

datapoints

Array
of
objects

No

Specifies the time when the monitoring
data of the alarm history is reported and
the monitoring data that is calculated.
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Parameter Type Mand | Description
atory
additional_in | Additio | No Specifies the additional field of the alarm
fo nallnfo history, which applies only to the alarm
object history generated for event monitoring.

Table 5-54 metric data structure description

Parameter

Type

Man
dato

ry

Description

dimensions

Arrays
of
objects

Yes

Specifies the metric dimension.

metric_nam
e

String

Yes

Specifies the metric name. The value can be
a string of 1 to 64 characters, must start
with a letter, and contain only letters,
digits, and underscores (_). For details, see
the metric name queried in Services
Interconnected with Cloud Eye.

namespace

String

Yes

Specifies the metric namespace in
service.item format. service and item each
must be a string of 3 to 32 characters, must
start with a letter, and contain only letters,
digits, and underscores (_).
NOTE

This parameter can be left blank when

alarm_type is set to (EVENT.SYS|
EVENT.CUSTOM).

Table 5-55 dimensions field data structure description

Parameter | Type Man | Description
dato
ry
name String | No Specifies the dimension. For example, the
ECS dimension is instance_id. For details
about the dimension of each service, see
the key column in Services Interconnected
with Cloud Eye.
value String | No Specifies the dimension value, for example,
an ECS ID.
The value is a string of 1 to 256 characters.
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Table 5-56 alarm_actions field data structure description

Parameter | Type Mand | Description
atory
type String | Yes Specifies the alarm notification type.
e notification: indicates that a notification
will be sent to the user.
e autoscaling: indicates that a scaling
action will be triggered.
notificationL | Array | Yes Specifies the list of objects to be notified if
ist of the alarm status changes.
strings NOTE

The IDs in the list are character strings. You can
configure up to 5 object IDs.

Table 5-57 ok_actions field data structure description

Parameter | Type Man | Description
dator
y
type String Yes Specifies the alarm notification type.
e notification: indicates that a notification
will be sent to the user.
e autoscaling: indicates that a scaling
action will be triggered.
notification | Array Yes Specifies the list of objects to be notified if
List of the alarm status changes.
strings NOTE
The IDs in the list are character strings. You can
configure up to 5 object IDs.

Table 5-58 insufficientdata_actions field data structure description

Parameter | Type Man | Description
dato
ry
type String Yes Specifies the alarm notification type.

e notification: indicates that a notification
will be sent to the user.

e autoscaling: indicates that a scaling
action will be triggered.
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Parameter | Type Man | Description

dato

ry
notificatio | Array of | Yes Specifies the list of objects to be notified if
nList strings the alarm status changes.

NOTE
The IDs in the list are character strings. You can
configure up to 5 object IDs.

Table 5-59 condition field data structure description

Parameter | Type Man | Description
dato
ry
period Integer | Yes | Specifies how often Cloud Eye aggregates

data.
Possible values:

e 1: Cloud Eye performs no aggregation
and displays raw data.

e 300: Cloud Eye aggregates data every 5
minutes.

e 1200: Cloud Eye aggregates data every
20 minutes.

e 3600: Cloud Eye aggregates data every 1
hour.

e 14400: Cloud Eye aggregates data every
4 hours.

e 86400: Cloud Eye aggregates data every
24 hours.

NOTE
If you set period to 1, Cloud Eye uses raw data
to determine whether to trigger an alarm. You
can set this parameter to 0 when you set
alarm_type to (EVENT.SYS| EVENT.CUSTOM).
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Parameter

Type

Man
dato

Description

filter

String

Yes

Specifies the data rollup method. The
following methods are supported:

e average: Cloud Eye calculates the
average value of metric data within a
rollup period.

e max: Cloud Eye calculates the maximum
value of metric data within a rollup
period.

e min: Cloud Eye calculates the minimum
value of metric data within a rollup
period.

e sum: Cloud Eye calculates the sum of
metric data within a rollup period.

e variance: Cloud Eye calculates the
variance value of metric data within a
rollup period.

comparison_
operator

String

Yes

Specifies the operator of alarm thresholds.
Possible values are >, =, <, 2, and <.

value

Double

Yes

Specifies the alarm threshold. The value
ranges from 0 to Number. MAX_VALUE
(1.7976931348623157e+108).

For detailed thresholds, see the value range
of each metric in the appendix. For
example, you can set ECS cpu_util in
Services Interconnected with Cloud Eye
to 80.

unit

String

No

Specifies the data unit. The value contains
a maximum of 32 characters.

count

Integer

Yes

Specifies the number of consecutive
occurrence times that the alarm policy was
met. The value ranges from 1 to 5.
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ration

Parameter | Type Man | Description
dato
ry
suppress_du | Integer | No Specifies the interval for triggering an

alarm if the alarm persists.
Possible values are as follows:
0: Cloud Eye triggers the alarm only once.

300: Cloud Eye triggers the alarm every 5
minutes.

600: Cloud Eye triggers the alarm every 10
minutes.

900: Cloud Eye triggers the alarm every 15
minutes.

1800: Cloud Eye triggers the alarm every 30
minutes.

3600: Cloud Eye triggers the alarm every 1
hour.

10800: Cloud Eye triggers the alarm every
3 hours.

21600: Cloud Eye triggers the alarm every
6 hour.

43200: Cloud Eye triggers the alarm every
12 hours.

86400: Cloud Eye triggers the alarm every
day.

Table 5-60 datapoints field data structure description

Paramete | Type Mand | Description

r atory

time Long No Specifies the time when the monitoring
data of the alarm history is reported. The
value is a UNIX timestamp in milliseconds,
for example, 1603131028000.

value Double | No Specifies the calculated monitoring data of

the alarm history, for example, 7.019.
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Table 5-61 additional_info field data structure description

Parameter | Type Man | Description
dat
ory
resource_id | String No | Specifies the resource ID corresponding to
the alarm history, for example,
22d98f6¢c-16d2-4c2d-b424-50e79d82838f.
resource_na | String No Specifies the resource name corresponding
me to the alarm history, for example, ECS-
Test01.
event_id String No | Specifies the event ID of the alarm history,
for example,
ev16031292300990kKN8p17J.

Table 5-62 meta_data field data structure description

Parameter | Type Manda | Description
tory
total Integer Yes Specifies the total number of query
results.

Example response

"alarm_histories": [

{

"alarm_id": "al1604473987569z6n6nkpm1",
"alarm_name": "TC_CES_FunctionBaseline_Alarm_008",
"alarm_description": "",

"metric": {

"dimensions": [

{

"name": "bandwidth_id",
"value": "79a9cc0c-f626-4f15-bf99-a1f184107f88"

}
1
"metric_name": "downstream_bandwidth"
1
"condition": {

"period™: 1,

"filter": "average",

"comparison_operator": ">=",

"value": 0,

"count": 3
1
"alarm_level": 2,
"alarm_type": "",
"alarm_enabled": false,
"alarm_action_enabled": false,
"alarm_actions": [],
"ok_actions": [],
"insufficientdata_actions": [],
"update_time": 1604473988000,
"enterprise_project_id": "0",
"trigger_time": 1604473987607,
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"alarm_status": "alarm",
"datapoints": [

"time": 1604473860000,
"value": 0

b
{

"time": 1604473800000,
"value": 0
b
{
"time": 1604473740000,
"value": 0
}
1
"additional_info": {
"resource_id": "",
"resource_name": "",
"event_id": ""

}

"alarm_id": "al1604473978613MvlvlbvzZD",
"alarm_name": "alarm_merge",
"alarm_description": "",
"metric": {
"namespace": "AGT.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "22d98f6c-16d2-4c2d-b424-50e79d82838f"
}
1,
"metric_name": "load_average5",
"resource_group_id": "rg160447397837330303XQbK",
"resource_group_name": "group1"
%
"condition": {
"period™: 1,
"filter": "average",
"comparison_operator": ">=",
"value": O,
"count": 3
%
"alarm_level": 2,
"alarm_type": "RESOURCE_GROUP",
"alarm_enabled": false,
"alarm_action_enabled": false,
"alarm_actions": [],
"ok_actions": [],
"insufficientdata_actions": [],
"update_time": 1604473979000,
"enterprise_project_id": "0",
"trigger_time": 1604473979070,
"alarm_status": "insufficient_data",
"datapoints": [],
"additional_info": {
"resource_id": "",
"resource_name": "",
"event_id": ""
}
}
1
"meta_data": {
"total": 2

}

}
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Returned Value

e Normal
200
e Abnormal
Returned Value Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided or
is incorrect.
403 Forbidden You are forbidden to access the page requested.

408 Request Timeout The request timed out.

429 Too Many Concurrent requests are excessive.

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.

503 Service Unavailable | The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3.9 Querying Custom Alarm Templates

Function

This APl is used to query the custom alarm templates.

URI
GET /V1.0/{project_id}/alarm-template

e Parameter description

Table 5-63 Parameter description

Parameter | Type Mandat | Description
ory
project_id String | Yes Specifies the project ID.

For details about how to obtain the
project ID, see Obtaining a Project ID.

alarmTempl | String | No Specifies the ID of the custom alarm
ateld template, for example,
at1603330892378wkDm77y6B.
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Parameter

Type

Mandat
ory

Description

namespace

String

No

Specifies the resource namespace. For
example, the ECS resource namespace is
SYS.ECS. To view the namespace of
each service, see Services
Interconnected with Cloud Eye.

dname

String

No

Specifies the resource dimension
selected for the custom alarm template.
For example, the ECS dimension is
instance_id. For details about the
dimensions of each resource, see
Services Interconnected with Cloud
Eye.

start

String

No

Specifies the start value of pagination.
The value is an integer. The default
value is 0.

limit

String

No

Specifies the maximum number of the
custom alarm template that can be
queried at a time. The value range is
(0,100] and the default value is 100.

e Example

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/alarm-template

Request

None

Response

° Response parameters

Parameter | Type Ma | Description

nd

ato

ry
alarm_temp | Array of | No | Provides supplementary information about
lates objects the custom alarm template.
meta_data | MetaDat | No | Specifies the metadata of query results,

a object including the pagination information.
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Table 5-64 alarm_templates field data structure description

Parameter Type Mand | Description
atory

template_na | string | No Specifies the custom alarm template

me name, for example, alarmTemplate-
TestO01.

template_des | string | No Provides supplementary information

cription about the custom alarm template.

namespace string | No Specifies the resource namespace. For
example, the ECS namespace is SYS.ECS.
To view the namespace of each service,
see Services Interconnected with Cloud
Eye.

dimension_na | string | No Specifies the resource dimension selected

me for the custom alarm template. For
example, the ECS dimension is
instance_id. For details about the
dimensions of each resource, see
Services Interconnected with Cloud
Eye.

template_ite | Array No Specifies the alarm policy or alarm

ms of policies added to the custom alarm

objects template.

template_id string | No Specifies the ID of the custom alarm
template, for example,
at1603330892378wkDm77y6B.

Table 5-65 template_items field data structure description

Parameter | Type Man | Description
dato
ry
metric_nam | String | Yes Specifies the metric you add to the custom
e alarm template. For example, you can add
ECS cpu_util. To view metrics of each
resource, see Services Interconnected with
Cloud Eye
condition Conditi | Yes Specifies the alarm policy you created for
on the custom alarm template.
object
alarm_level | Integer | No Specifies the alarm severity. Possible values
are 1 (critical), 2 (major), 3 (minor), and 4
(informational).
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Table 5-66 condition field data structure description

Parameter

Type

Man
dato

ry

Description

period

Integer

Yes

Specifies how often Cloud Eye aggregates
data.

Possible values:

e 1: Cloud Eye performs no aggregation
and displays raw data.

e 300: Cloud Eye aggregates data every 5
minutes.

e 1200: Cloud Eye aggregates data every
20 minutes.

e 3600: Cloud Eye aggregates data every 1
hour.

e 14400: Cloud Eye aggregates data every
4 hours.

e 86400: Cloud Eye aggregates data every
24 hours.

filter

String

Yes

Specifies the data rollup method. The
following methods are supported:

e average: Cloud Eye calculates the
average value of metric data within a
rollup period.

¢ max: Cloud Eye calculates the maximum
value of metric data within a rollup
period.

e min: Cloud Eye calculates the minimum
value of metric data within a rollup
period.

e sum: Cloud Eye calculates the sum of
metric data within a rollup period.

e variance: Cloud Eye calculates the
variance value of metric data within a
rollup period.

comparison_
operator

String

Yes

Specifies the operator of alarm thresholds.
Possible values are >, =, <, 2, and <.

value

Double

Yes

Specifies the alarm threshold. The value
ranges from 0 to Number. MAX_VALUE
(1.7976931348623157e+108). For detailed
thresholds, see the value range of each
metric in the appendix. For example, you
can set ECS cpu_util to 80.

unit

String

No

Specifies the data unit. The value contains
a maximum of 32 characters.
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ration

Parameter | Type Man | Description
dato
ry
count Integer | Yes Specifies the number of consecutive
occurrence times that the alarm policy was
met. The value ranges from 1 to 5.
suppress_du | integer | No Specifies the interval for triggering an

alarm if the alarm persists.
Possible values are as follows:
0: Cloud Eye triggers the alarm only once.

300: Cloud Eye triggers the alarm every 5
minutes.

600: Cloud Eye triggers the alarm every 10
minutes.

900: Cloud Eye triggers the alarm every 15
minutes.

1800: Cloud Eye triggers the alarm every 30
minutes.

3600: Cloud Eye triggers the alarm every 1
hour.

10800: Cloud Eye triggers the alarm every
3 hours.

21600: Cloud Eye triggers the alarm every
6 hour.

43200: Cloud Eye triggers the alarm every
12 hours.

86400: Cloud Eye triggers the alarm every
day.

Table 5-67 meta_data field data structure description

Parameter | Type Manda | Description
tory
total Integer Yes Specifies the total number of query
results.
count Integer Yes Specifies the number of returned
results.
marker String Yes Specifies the pagination marker.

- Response example

{

"alarm_templates": [

{
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"template_name": "alarmTemplate-Test01",
"template_description": "Querying custom templates",
"namespace": "SYS.ECS",
"dimension_name": "instance_id",
"template_items": [
{
"metric_name": "cpu_util",
"condition": {
"period": 1,
"filter": "average",
""comparison_operator™: ">=",
"value": 90,
"unit": "%",
"count": 3,
"suppress_duration": 300
%,
"alarm_level": 2
)3
{
"metric_name": "mem_util",
"condition": {
"period": 1,
"filter": "average",
""comparison_operator™: ">=",
"value": 90,
"unit": "%",
"count": 3,
"suppress_duration": 600
}

"'alarm_level": 2
}
1

"template_id": "at1604474818207J0707R4N;j"
}

1,

"meta_data": {
"count": 1,
"marker": "",
"total": 1

}

}

Returned Value
e Normal
200
e Abnormal

Returned Value Description

400 Bad Request Request error.

401 Unauthorized The authentication information is not provided or
is incorrect.

403 Forbidden You are forbidden to access the page requested.

408 Request Timeout The request timed out.

429 Too Many Concurrent requests are excessive.

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.
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Returned Value Description

503 Service Unavailable | The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3.10 Updating a Custom Alarm Template

Function
This API is used to update a custom alarm template.
URI
PUT /V1.0/{project_id}/alarm-template/{template_id}
e Parameter description
Table 5-68 Parameter description
Parameter Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
template_id | Yes Specifies the ID of the custom alarm
template you want to update.
e Example
PUT https://{Cloud Eye endpoint}/V1.0/{project_id}/alarm-template/{template_id}
Request

e Request parameters

Table 5-69 Request parameters

Parameter Mandato | Type Description
ry
template_name | Yes String Specifies the name of the custom

alarm template. The value can
contain 1 to 128 characters. Only
uppercase letters, lowercase
letters, digits, and underscores (_)
are allowed.
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Parameter

Mandato
ry

Type

Description

template_descr
iption

No

String

Provides supplementary
information about the custom
alarm template. The value can
contain 0 to 256 characters.

namespace

Yes

String

Specifies the resource type
selected for creating the custom
alarm template, that is, the
service namespace. For example,
if you select ECS, the namespace
is SYS.ECS.

dimension_na
me

Yes

String

Specifies the dimension
corresponding to the resource
type. If ECS is selected, the
dimension is ECS and the value of
dimension_name is instance_id.

template_item
s

Yes

Arrays of
objects

Specifies the alarm rules that you
add to the custom alarm
template. You can add up to 20
alarm rules.

Table 5-70 template_items field data structure description

Parameter Mandato | Type Description
ry

metric_name Yes String Specifies the metric you add to
the custom alarm template. For
example, you can add ECS
cpu_util. To view metrics of each
resource, see Services
Interconnected with Cloud Eye

condition Yes Condition | Specifies the alarm policy you

object created for the custom alarm

template.

alarm_level No Integer Specifies the alarm severity.

Possible values are 1 (critical), 2
(major), 3 (minor), and 4
(informational).
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Table 5-71 condition field data structure description

Parameter Mand | Type Description
atory
comparison_op | Yes String Specifies the operator of alarm
erator thresholds. Possible values are >, =,
<, 2, and <.
count Yes Integer Specifies the number of consecutive

occurrence times that the alarm
policy was met. The value ranges
from 1 to 5.

filter Yes String Specifies the data rollup method.
Possible values are max, min,
average, sum, and variance.

period Yes Integer Specifies how often Cloud Eye
aggregates data.

Possible values:

e 1: Cloud Eye performs no
aggregation and displays raw
data.

e 300: Cloud Eye aggregates data
every 5 minutes.

e 1200: Cloud Eye aggregates data
every 20 minutes.

e 3600: Cloud Eye aggregates data
every 1 hour.

e 14400: Cloud Eye aggregates
data every 4 hours.

e 86400: Cloud Eye aggregates
data every 24 hours.

unit No String Specifies the data unit. The value
contains a maximum of 32
characters.

value Yes Double Specifies the alarm threshold. The
value ranges from 0 to Number.
MAX_VALUE
(1.7976931348623157e+108). For
detailed thresholds, see the value
range of each metric in Services
Interconnected with Cloud Eye. For
example, you can set ECS cpu_util
to 80.
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Parameter Mand | Type Description
atory
suppress_durati | No Integer Specifies the interval for triggering

an alarm if the alarm persists.
Possible values are as follows:
Possible values are as follows: 0:
Cloud Eye triggers the alarm only
once. 300: Cloud Eye triggers the
alarm every 5 minutes. 600: Cloud
Eye triggers the alarm every 10
minutes. 900: Cloud Eye triggers the
alarm every 15 minutes. 1800:
Cloud Eye triggers the alarm every
30 minutes. 3600: Cloud Eye triggers
the alarm every 1 hour. 10800:
Cloud Eye triggers the alarm every 3
hours.21600: Cloud Eye triggers the
alarm every 6 hour. 43200: Cloud
Eye triggers the alarm every 12
hours.86400: Cloud Eye triggers the
alarm every day.

e Example request
{

"template_name": "alarmTemplate-Test01",
"template_description": "Updating a custom alarm template",

"namespace": "SYS.ECS",

"dimension_name": "instance_id",

"template_items": [

{

"metric_name": "cpu_util",

"condition": {
"period": 1,
"filter": "average",

"comparison_operator™: ">=",

"value": 90,
"unit": "%",
"count™: 3,

"suppress_duration": 300

h

"alarm_action_enabled": false,

"alarm_level": 2

"metric_name": "mem_util",

"condition": {
"period": 1,
"filter": "average",

"comparison_operator™: ">=",

"value": 90,
"unit": "%",
"count™: 3,

"suppress_duration": 600

’

"alarm_action_enabled": false,

"alarm_level": 2
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Response

The response has no message body.

Returned Values
e Normal
204
e Abnormal

Returned Values

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.

5.3.11 Modifying an Alarm Rule

Function

This API is used to modify an alarm rule.

URI

PUT /V1.0/{project_id}/alarms/{alarm_id}

e Parameter description

Table 5-72 Parameter description

Parameter | Mandatory Description

project_id Yes

Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.
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Request

Parameter Mandatory Description
alarm_id Yes Specifies the alarm rule ID.
Example

PUT https://{Cloud Eye endpoint}/V1.0/{project_id}/alarms/{alarm_id}

Request parameters

Table 5-73 Parameter description

iption

Parameter | Ma | Type Description

nda

tor

y
alarm_nam | No | String Specifies the alarm rule name. Only
e letters, digits, underscores (_), and

hyphens (-) are allowed.

alarm_descr | No | String Provides supplementary information

about the alarm rule. Enter 0 to 256
characters.

condition

No | Condition

object

Specifies the alarm policy set in the
alarm rule.

alarm_actio
n_enabled

No | Boolean

Specifies whether to enable the action
to be triggered by an alarm. The default
value is true.

NOTE
If you set alarm_action_enabled to true,
you must specify either alarm_actions or
ok_actions. If alarm_actions and
ok_actions coexist, their notificationList
values must be the same.

alarm_level

No | Integer

Specifies the alarm severity. Possible
values are 1, 2 (default), 3 and 4,
indicating critical, major, minor, and
informational, respectively.

alarm_type

No | String

Specifies the alarm rule type. The
following enumeration types are
supported:

EVENT.SYS: The alarm rule is created
for system events.

EVENT.CUSTOM: The alarm rule is
created for custom events.

RESOURCE_GROUP: The alarm rule is
created for resource groups.
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Parameter

Ma
nda
tor

Type

Description

alarm_acti
ons

No

Arrays of
objects

Specifies the action to be triggered by
an alarm. The structure example is as
follows: { "type":
"notification","notificationList":
["urn:smn:southchina:
68438a86d98e427e907e0097b7e35d47:
sd"] }

Possible values of type are as follows:

notification: indicates that a
notification will be sent.

autoscaling: indicates that a scaling
action will be triggered.

insufficient
data_actio
ns

No

Arrays of
objects

Specifies the action to be triggered by
the alarm of insufficient data. (You do
not need to configure this deprecated
parameter.)

ok _actions

No

Arrays of
objects

Specifies the action to be triggered after
the alarm is cleared.

Table 5-74 condition field data structure description

Parameter | Ma | Type Description
nda
tor
y
period Yes | Integer | Specifies how often Cloud Eye aggregates

data.
Possible values:

e 1: Cloud Eye performs no aggregation
and displays raw data.

e 300: Cloud Eye aggregates data every 5
minutes.

e 1200: Cloud Eye aggregates data every
20 minutes.

e 3600: Cloud Eye aggregates data every 1
hour.

e 14400: Cloud Eye aggregates data every
4 hours.

e 86400: Cloud Eye aggregates data every
24 hours.
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Parameter

Ma
nda
tor

Type

Description

filter

Yes

String

Specifies the data rollup method. The
following methods are supported:

e average: Cloud Eye calculates the
average value of metric data within a
rollup period.

e max: Cloud Eye calculates the maximum
value of metric data within a rollup
period.

e min: Cloud Eye calculates the minimum
value of metric data within a rollup
period.

e sum: Cloud Eye calculates the sum of
metric data within a rollup period.

e variance: Cloud Eye calculates the
variance value of metric data within a
rollup period.

comparison_
operator

Yes

String

Specifies the operator of alarm thresholds.
Possible values are >, =, <, 2, and <.

value

Yes

Double

Specifies the alarm threshold. The value
ranges from 0 to Number. MAX_VALUE
(1.7976931348623157e+108). For detailed
thresholds, see the value range of each
metric in the appendix. For example, you
can set ECS cpu_util to 80.

unit

No

String

Specifies the data unit. Enter up to 32
characters.

count

Yes

Integer

Specifies the number of consecutive
occurrence times that the alarm policy was
met. The value ranges from 1 to 5.
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Parameter

Ma | Type
nda
tor

Description

suppress_du
ration

No | integer

Specifies the interval for triggering an alarm
if the alarm persists.

Possible values are as follows:
0: Cloud Eye triggers the alarm only once.

300: Cloud Eye triggers the alarm every 5
minutes.

600: Cloud Eye triggers the alarm every 10
minutes.

900: Cloud Eye triggers the alarm every 15
minutes.

1800: Cloud Eye triggers the alarm every 30
minutes.

3600: Cloud Eye triggers the alarm every 1
hour.

10800: Cloud Eye triggers the alarm every 3
hours.

21600: Cloud Eye triggers the alarm every 6
hour.

43200: Cloud Eye triggers the alarm every
12 hours.

86400: Cloud Eye triggers the alarm every
day.

Table 5-75 alarm_actions field data structure description

Parameter Mandator | Type Description
y
type Yes String Specifies the alarm notification

type.
e notification: indicates that a
notification will be sent.

e autoscaling: indicates that a
scaling action will be
triggered.
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Parameter Mandator | Type Description
y
notificationList | Yes Arrays of | Specifies the list of objects to be
strings notified if the alarm status

changes. You can configure up to
5 object IDs. You can obtain the
topicUrn value from SMN. For
details, see Querying Topics.

If you set type to notification,
you must specify notificationList.
If you set type to autoscaling,
you must set notificationList to

1.
NOTE

e To make the Auto Scaling (AS)
alarm rule take effect, you must
bind the scaling policy. For
details, see Creating an AS
Policy.

e |If you set alarm_action_enabled
to true, you must specify either
alarm_actions or ok_actions.
(You do not need to configure the
deprecated parameter
insufficientdata_actions.)

e |f alarm_actions and ok_actions
coexist, their notificationList
values must be the same. (You do
not need to configure the
deprecated parameter
insufficientdata_actions.)

e The IDs in the list are character
strings.

Table 5-76 ok_actions field data structure description

Parameter Mandator | Type Description
y
type Yes String Specifies the notification type

when an alarm is triggered.

e notification: indicates that a
notification will be sent.

e autoscaling: indicates that a
scaling action will be
triggered.
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Parameter Mandator | Type Description
y
notificationList | Yes Arrays of | Specifies the list of objects to be
objects notified if the alarm status

changes. The list contains a
maximum of 5 object IDs. You
can obtain the topicUrn value
from SMN. For details, see
Querying Topics.

NOTE
If you set alarm_action_enabled to
true, you must specify either
alarm_actions or ok_actions. (You
do not need to configure the
deprecated parameter
insufficientdata_actions.)

If alarm_actions and ok_actions
coexist, their notificationList values
must be the same. (You do not need
to configure the deprecated
parameter
insufficientdata_actions.)

Table 5-77 insufficientdata_actions field data structure description

Parameter Mandator | Type Description
y
type Yes String Specifies the notification type

when an alarm is triggered.

e notification: indicates that a
notification will be sent.

e autoscaling: indicates that a
scaling action will be
triggered.
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Parameter Mandator | Type Description
y
notificationList | Yes Arrays of | Specifies the list of objects to be
objects notified if the alarm status

changes. You can configure up to
5 object IDs. You can obtain the
topicUrn value from SMN. For
details, see Querying Topics.
NOTE

e If you set alarm_action_enabled
to true, you must specify either
alarm_actions or ok_actions.
(You do not need to configure
the deprecated parameter
insufficientdata_actions.)

e |f alarm_actions and ok_actions
coexist, their notificationList
values must be the same. (You do
not need to configure the
deprecated parameter
insufficientdata_actions.)

e The IDs in the list are character
strings.

e Example request

"alarm_name": "alarm-update-test01",
"alarm_description": "alarm-update-test01",

"condition": {

"comparison_operator": ">=",

"count": 3,
"filter": "average",
"period": 1,
"value": 95

b

"alarm_action_enabled": false,

"alarm_level": 2

}
Returned Value
e Normal
201

e Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.
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Returned Value Description

429 Too Many

Concurrent requests are excessive.

Unavailable

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.

503 Service The service is currently unavailable.

Error Code

For details, see Error Codes.

5.4 Monitoring Data Management

5.4.1 Querying Monitoring Data

Function

This API is used to query the monitoring data at a specified granularity for a
specified metric in a specified period of time. You can specify the dimension of

data to be queried.

URI

GET /V1.0/{project_id}/metric-data?
namespace={namespace}&metric_name={metric_name}&dim.
{i}=key,value&from={from}&to={to}&period={period}&filter={filter}

e Parameter description

Table 5-78 Parameter description

Parameter

Mandatory Description

project_id

Yes Specifies the project ID.

For details about how to obtain the
project ID, see Obtaining a Project
ID.
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Table 5-79 Query parameter description

Parameter | Mandato | Type Description
ry
namespace | Yes String Specifies the namespace of a

service. For details, see Services
Interconnected with Cloud Eye.

The value must be in the
service.item format and can
contain 3 to 32 characters. service
and item each must be a string
that starts with a letter and
contains only uppercase letters,
lowercase letters, digits, and
underscores ().

metric_nam | Yes String Specifies the metric name. You can
e obtain the metric names of existing
alarm rules by referring to
Querying the Metric List.

from Yes String Specifies the start time of the
query.

The value is a UNIX timestamp and
the unit is ms.

Set the value of from to at least
one period earlier than the current
time.

Rollup aggregates the raw data
generated within a period to the
start time of the period. Therefore,
if values of from and to are within
a period, the query result will be
empty due to the rollup failure.

Take the 5-minute period as an
example. If it is 10:35 now, the raw
data generated between 10:30 and
10:35 will be aggregated to 10:30.
Therefore, in this example, if the
value of period is 5 minutes, the
value of from should be 10:30 or
earlier.
NOTE

Cloud Eye rounds up the value of from

based on the level of granularity
required to perform the rollup.
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Parameter | Mandato | Type Description
ry

to Yes String Specifies the end time of the query.
The value is a UNIX timestamp and
the unit is ms.
The value of parameter from must
be earlier than that of parameter
to.

period Yes Integer Specifies how often Cloud Eye

aggregates data.
Possible values are:

e 1: Cloud Eye performs no
aggregation and displays raw
data.

e 300: Cloud Eye aggregates data
every 5 minutes.

e 1200: Cloud Eye aggregates
data every 20 minutes.

e 3600: Cloud Eye aggregates
data every 1 hour.

e 14400: Cloud Eye aggregates
data every 4 hours.

e 86400: Cloud Eye aggregates
data every 24 hours.
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Parameter

Mandato
ry

Type

Description

filter

Yes

String

Specifies the data rollup method.
The following methods are
supported:

e average: Cloud Eye calculates
the average value of metric data
within a rollup period.

e max: Cloud Eye calculates the
maximum value of metric data
within a rollup period.

e min: Cloud Eye calculates the
minimum value of metric data
within a rollup period.

e sum: Cloud Eye calculates the
sum of metric data within a
rollup period.

e variance: Cloud Eye calculates
the variance value of metric
data within a rollup period.

NOTE
Rollup uses a rollup method to
aggregate raw data generated within a
specific period. Take the 5-minute
period as an example. If it is 10:35
now, the raw data generated between
10:30 and 10:35 will be aggregated to
10:30.

dim

Yes

String

Currently, a maximum of three
metric dimensions are supported,
and the dimensions are numbered
from 0 in the dim.{i}=key,value
format. The key cannot exceed 32
characters and the value cannot
exceed 256 characters.

CloudTable supports only multi-
dimensional query.

The following dimensions are only
examples. For details about
whether multiple dimensions are
supported, see the dimension
description in the monitoring
indicator description of each
service.

Single dimension: dim.
O=instance_id,i-12345
Multiple dimensions: dim.
O=instance_id,i-12345&dim.
1=instance_name,i-1234
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e Example:
Request example 1: View the CPU usage of ECS whose ID is
6f3c6f91-4b24-4e1b-b7d1-a94ac1cb011d from 2019-04-30 20:00:00 to
2019-04-30 22:00:00. The monitoring interval is 20 minutes.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/metric-data?
namespace=SYS.ECS&metric_name=cpu_util&dim.O=instance_id,6f3c6f91-4b24-4e1b-b7d1-
a94ac1cb011d&from=1556625600000&t0=1556632800000&period=1200&filter=min
Request example 2: Query the monitoring data of CloudTable metric
cmdProcessMem from 2019-04-30 20:00:00 to 2019-04-30 22:00:00. Two
dimensions are as follows: cluster_id is
f2fbxxxc-36b2-4d1d-895d-972a4d656xxx and instance_name is hmaster-
active. The monitoring interval is 20 minutes.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/metric-data?
namespace=SYS.CloudTable&metric_name=cmdProcessMem&dim.
O=cluster_id,f2fbxxxc-36b2-4d1d-895d-972a4d656xxx&dim.1=instance_name,hmaster-
active&from=1556625600000&t0=1556632800000&period=1200&filter=variance

Request
None
Response
e Response parameters

Table 5-80 Response parameters

Parameter Type Description

datapoints Array of | Specifies the metric data list. For details, see
objects Table 5-81.

Since Cloud Eye rounds up the value of from
based on the level of granularity for data
query, datapoints may contain more data
points than expected.

metric_name String Specifies the metric ID. For example, if the
monitoring metric of an ECS is CPU usage,
metric_name is cpu_util. For details, see

Services Interconnected with Cloud Eye.

Table 5-81 datapoints field data structure description

Parameter Type Description

average double Specifies the metric value. The value of this
parameter is the same as that of parameter
filter. The value can be max/min/
average/sum/variance.
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Returned Values

Error Code

Parameter Type Description

timestamp long Specifies the time when the metric is collected.
It is a UNIX timestamp in milliseconds.

unit String Specifies the metric unit.

Example response

{

}

"datapoints": [
{

"average™: 0,

"timestamp": 1442341200000,

"unit": "Count"
}
1

5
"metric_name": "cpu_util"

Normal
200
Abnormal

Returned Values

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

For details, see Error Codes.
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5.4.2 Adding Monitoring Data

Function
This API is used to add one or more pieces of custom metric monitoring data to
solve the problem that the system metrics cannot meet specific service
requirements.
URI
POST /V1.0/{project_id}/metric-data
e  Parameter description
Table 5-82 Parameter description
Parameter | Mandatory Description
project_id | Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
e Example
POST https://{Cloud Eye endpoint}/V1.0/{project_id}/metric-data
For details about Cloud Eye endpoints, go to Endpoints to query the URL of each
region.
Request

NOTICE

1. The size of a POST request cannot exceed 512 KB. Otherwise, the request will
be denied.

2. The period for sending POST requests must be shorter than the minimum
aggregation period. Otherwise, the aggregated data will be noncontinuous. For
example, if the aggregation period is 5 minutes and the POST request sending
period is 7 minutes, the data will be aggregated every 10 minutes, rather than
5 minutes.

3. Timestamp (collect_time) in the POST request body value must be within the
period that starts from three days before the current time to 10 minutes after
the current time. If it is not in this range, you are not allowed to insert the
metric data.

e Request parameters
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Table 5-83 Parameter description

Parameter

Type

ory

Mandat

Description

Array
elements

Array of
objects

Yes

Specifies whether to add one or
more pieces of custom metric
monitoring data.

Table 5-84 Array elements

Paramete
r

Mandato
ry

Type

Description

metric

Yes

Object

Specifies the metric data.
For details, see Table 5-85.

ttl

Yes

Integer

Specifies the data validity period. The
unit is second. The value range is 0-
604,800 seconds. If the validity period
expires, the data will be automatically
deleted.

collect_tim
e

Yes

long

Specifies the time when the data was
collected.

The time is UNIX timestamp (ms)
format.

NOTE
Since there is a latency between the client
and the server, the data timestamp to be
inserted should be within the period that
starts from three days before the current
time plus 20s to 10 minutes after the
current time minus 20s. In this way, the
timestamp will be inserted to the database
without being affected by the latency.

value

Yes

double

Specifies the monitoring metric data to
be added.

The value can be an integer or a
floating point number.

unit

No

String

Specifies the data unit.
Enter a maximum of 32 characters.

type

No

String

Specifies the enumerated type.
Valid value:
e int

o float
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Table 5-85 metric field data structure description

Parameter | Mandato | Type Description
ry

namespac | Yes String Specifies the customized namespace.

e For details, see Services
Interconnected with Cloud Eye.
The value must be in the service.item
format and can contain 3 to 32
characters. service and item each must
be a string that starts with a letter and
contains only uppercase letters,
lowercase letters, digits, and
underscores (_). In addition, service
cannot start with SYS and AGT, and
namespace cannot be SERVICE.BMS
because this namespace has been used
by the system.
This parameter can be left blank when
alarm_type is set to (EVENT.SYS|
EVENT.CUSTOM).

dimension | Yes Array of | Specifies the metric dimension. A

s objects maximum of three dimensions are
supported.
For details, see Table 5-86.

metric_na | Yes String Specifies the metric ID. For example, if

me the monitoring metric of an ECS is CPU

usage, metric_name is cpu_util. For
details, see Services Interconnected
with Cloud Eye.

Table 5-86 dimensions field data structure description

Paramete | Mandato | Type Description
r ry
name No String Specifies the dimension. For example,

the ECS dimension is instance_id. For
details about the dimension of each
service, see the key column in Services
Interconnected with Cloud Eye.

The value can be a string of 1 to 32
characters and must start with a letter
and contain only uppercase letters,
lowercase letters, digits, underscores
(1), and hyphens (-).
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r ry
value No String Specifies the dimension value, for

example, an ECS ID.

The value can be a string of 1 to 256
characters and must start with a letter
or a digit and contain only uppercase
letters, lowercase letters, digits,
underscores (_), and hyphens (-).

e Example request
[

{
"metric": {
"namespace": "MINE.APP",
"dimensions": [
{
"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4050"
}
1
"metric_name": "cpu_util"
h
"ttl": 172800,
"collect_time": 1463598260000,
"type": "int",
"value": 60,
"unit": "%"
b
{
"metric": {
"namespace": "MINE.APP",
"dimensions": [
{
"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4050"
}
1
"metric_name": "cpu_util"
h
"ttl": 172800,
"collect_time": 1463598270000,
"type": "int",
"value": 70,
"unit": "%"
}

Response

The response has no message body.

Returned Values
e Normal
201
e Abnormal
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Error Code

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

For details, see Error Codes.

5.4.3 Querying Monitoring Data in Batches

Function

URI

Parameter description

You can query the monitoring data of specified metrics within a specified time
range and specified granularities in batches. At present, you can query the
monitoring data of a maximum of 10 metrics in batches.

POST /V1.0/{project_id}/batch-query-metric-data

Table 5-87 Parameter description

Parameter Mandatory Description

project_id Yes

Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.
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Request

NOTICE

1.

2.

The size of a POST request cannot exceed 512 KB. Otherwise, the request will
be denied.

The default maximum query intervals of different periods are different.

If period is 1, the maximum interval between from and to is 4 hours. If the
interval between from and to is longer than 4 hours, adjust the value of from
to to - 4*3600*1000.

If period is 300, the maximum interval between from and to is 1 day. If the
interval between from and to is longer than 1 day, adjust the value of from to
to - 24*3600*1000.

If period is 1200, the maximum interval between from and to is 3 days. If the
interval between from and to is longer than three days, adjust the value of
from to to - 3*24*3600%*1000.

If period is 3600, the maximum interval between from and to is 10 days. If the
interval between from and to is longer than 10 days, adjust the value of from
to to - 10*24*3600*1000.

If period is 14400, the maximum interval between from and to is 30 days. If
the interval between from and to is longer than 30 days, adjust the value of
from to to - 30*24*3600*1000.

If period is 86400, the maximum interval between from and to is 180 days. If
the interval between from and to is longer than 180 days, adjust the value of
from to to - 180*24*3600*1000.

Request parameters

Table 5-88 Request parameters

Parameter Mandato | Type Description
ry
metrics Yes Arrays of Specifies the metric data. The
objects maximum length of the array is
10.
For details, see Table 5-89.
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Parameter

Mandato
ry

Type

Description

from

Yes

long

Specifies the start time of the
query. The value is a UNIX
timestamp and the unit is ms.
Set the value of from to at least
one period earlier than the
current time. Rollup aggregates
the raw data generated within a
period to the start time of the
period. Therefore, if values of
from and to are within a period,
the query result will be empty
due to the rollup failure. You are
advised to set from to be at
least one period earlier than the
current time. Take the 5-minute
period as an example. If it is
10:35 now, the raw data
generated between 10:30 and
10:35 will be aggregated to
10:30. Therefore, in this example,
if the value of period is 5
minutes, the value of from
should be 10:30 or earlier.
NOTE

Cloud Eye rounds up the value of

from based on the level of

granularity required to perform the
rollup.

to

Yes

long

Specifies the end time of the
query. The value is a UNIX
timestamp and the unit is ms.
The value of parameter from
must be earlier than that of
parameter to.
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Parameter

Mandato
ry

Type

Description

period

Yes

String

Specifies how often Cloud Eye
aggregates data.

Possible values are:

e 1: Cloud Eye performs no
aggregation and displays raw
data.

e 300: Cloud Eye aggregates
data every 5 minutes.

e 1200: Cloud Eye aggregates
data every 20 minutes.

e 3600: Cloud Eye aggregates
data every 1 hour.

e 14400: Cloud Eye aggregates
data every 4 hours.

e 86400: Cloud Eye aggregates
data every 24 hours.

filter

Yes

String

Specifies the data rollup method.
The following methods are
supported:

e average: Cloud Eye calculates
the average value of metric
data within a rollup period.

e max: Cloud Eye calculates the
maximum value of metric
data within a rollup period.

e min: Cloud Eye calculates the
minimum value of metric
data within a rollup period.

e sum: Cloud Eye calculates the
sum of metric data within a
rollup period.

e variance: Cloud Eye calculates
the variance value of metric
data within a rollup period.

The value of filter does not
affect the query result of raw
data. (The period is 1.)
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Table 5-89 metrics field data structure description

Parameter

Mandato
ry

Type

Description

namespace

Yes

String

Specifies the metric namespace. Its
value must be in the service.item
format and can contain 3 to 32
characters.

service and item each must be a
string that starts with a letter and
contains only uppercase letters,
lowercase letters, digits, and
underscores ().

dimensions

Yes

Arrays of
objects

Specifies the list of the metric
dimensions.

Each dimension is a JSON object,
and its structure is as follows:

"name": "instance_id",

"value": "33328f02-3814-422e-
b688-bfdba93d4050"

}
For details, see Table 5-90.

metric_nam
e

Yes

String

The value can be a string of 1 to 64
characters and must start with a
letter and contain only uppercase
letters, lowercase letters, digits, and
underscores ().

Table 5-90 dimensions field data structure description

Parameter Mandato | Type Description
ry
name Yes String Specifies the dimension. For

example, the ECS dimension is
instance_id. For details about
the dimension of each service,
see the key column in Services
Interconnected with Cloud Eye.

The value can be a string of 1 to
32 characters and must start
with a letter and contain only
uppercase letters, lowercase
letters, digits, underscores (_),
and hyphens (-).
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ry
value Yes String Specifies the dimension value,

for example, an ECS ID.

The value can be a string of 1 to
256 characters and must start
with a letter or a digit and
contain only uppercase letters,
lowercase letters, digits,
underscores (_), and hyphens (-).

e Example request

"metrics" : [
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "faea5b75-e390-4e2b-8733-9226a9026070"
}
1
"metric_name": "disk_write_bytes_rate"
b
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "06b4020f-461a-4a52-84da-53fa71c2f42b"
}
1
"metric_name": "disk_write_requests_rate"
}
1
"from": 1484153313000,
"to": 1484653313000,
"period": "1",
"filter": "average"

}

Response
e Response parameters

Table 5-91 Response parameters

Parameter | Type Description

metrics Arrays of | Specifies the metric data.
objects For details, see Table 5-92.
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Table 5-92 metrics field data structure description

Parameter

Type

Description

unit

String

Specifies the metric unit.

datapoints

Arrays of
objects

Specifies the metric data list. Since Cloud Eye
rounds up the value of from based on the level of
granularity for data query, datapoints may
contain more data points than expected.

For details, see Table 5-94.

namespace

String

Specifies the metric namespace. The value must
be in the service.item format and can contain 3
to 32 characters. service and item each must be a
string that starts with a letter and contains only
uppercase letters, lowercase letters, digits, and
underscores ().

dimensions

Arrays of
objects

Specifies the list of metric dimensions.

Each dimension is a JSON object, and its structure
is as follows:

"name": "instance_id",

"value": "33328f02-3814-422e-b688-
bfdba93d4050"

}
For details, see Table 5-93.

metric_nam
e

String

The value can be a string of 1 to 64 characters
and must start with a letter and contain only
uppercase letters, lowercase letters, digits, and
underscores ().

Table 5-93 dimensions field data structure description

Parameter

Type

Description

name

String

Specifies the dimension. For example, the ECS
dimension is instance_id. For details about the
dimension of each service, see the key column in
Services Interconnected with Cloud Eye.

The value can be a string of 1 to 32 characters
and must start with a letter and contain only
uppercase letters, lowercase letters, digits,
underscores (_), and hyphens (-).
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Parameter

Type

Description

value

String

Specifies the dimension value, for example, an
ECS ID.

The value can be a string of 1 to 256 characters
and must start with a letter or a digit and contain
only uppercase letters, lowercase letters, digits,
underscores (_), and hyphens (-).

Table 5-94 datapoints field data structure description

Parameter

Type

Description

average

double

Specifies the metric value. The value of this
parameter is the same as that of parameter filter.
The value can be max/min/average/sum/
variance.

max

double

Specifies the metric value. The value of this
parameter is the same as that of parameter filter.
The value can be max/min/average/sum/
variance.

min

double

Specifies the metric value. The value of this
parameter is the same as that of parameter filter.
The value can be max/min/average/sum/
variance.

sum

double

Specifies the metric value. The value of this
parameter is the same as that of parameter filter.
The value can be max/min/average/sum/
variance.

variance

double

Specifies the metric value. The value of this
parameter is the same as that of parameter filter.
The value can be max/min/average/sum/
variance.

timestamp

long

Specifies the time when the metric is collected. It
is @ UNIX timestamp and the unit is ms.

Example response

{

"metrics": [

{

"unit": "request/s",
"datapoints": [

{

"average™: 0,
"timestamp": 1484401920000

b
{

"average™ 1,
"timestamp": 1484407920000

}
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1
"namespace": "MINE.APP",
"dimensions": [
{
"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4050"
}
1

"metric_name": "cpu_util"
b

{
"unit": "request/s",
"datapoints": [
{
"average": 2.3,
"timestamp": 1484401920000
%
{
"average": 1.2,
"timestamp": 1484407920000
}
1,
"namespace": "MINE.APP",
"dimensions": [

{
"name": "instance_id",
"value": "33328f02-3814-422e-b688-bfdba93d4051"
}
1
"metric_name": "cpu_util"
}
]
}
Returned Values
e Normal
200
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided or
is incorrect.
403 Forbidden You are forbidden to access the page requested.

408 Request Timeout The request timed out.

429 Too Many Concurrent requests are excessive.

Requests

500 Internal Server Failed to complete the request because of an
Error internal service error.

503 Service The service is currently unavailable.

Unavailable
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Error Code

For details, see Error Codes.

5.4.4 Querying the Host Configuration

Function

URI

This API is used to query the host configuration for a specified event type in a
specified period of time. You can specify the dimension of data to be queried.

NOTICE

This APl is provided for SAP Monitor in the HANA scenario to query the host
configuration. In other scenarios, the host configuration cannot be queried with
this API.

GET /V1.0/{project_id}/event-data

Parameter description

Table 5-95 Parameter description

Parameter | Mandator | Description
y
project_id Yes Specifies the project ID.

For details about how to obtain the project ID,
see Obtaining a Project ID.

Parameters that are used to query the host configuration

Parameter | Mandator | Type Description
y
namespace | Yes String Query the namespace of a service.

For details, see Services
Interconnected with Cloud Eye.

The value must be in the
service.item format and can
contain 3 to 32 characters. service
and item each must be a string
that starts with a letter and
contains only uppercase letters,
lowercase letters, digits, and
underscores ().
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Request

Parameter

Mandator
y

Type

Description

type

Yes

String

Specifies the event type.

It can contain only letters,
underscores (_), and hyphens (-).
It must start with a letter and
cannot exceed 64 characters, for
example, instance_host_info.

from

Yes

String

Specifies the start time of the
query.

The value is a UNIX timestamp
and the unit is ms.

to

Yes

String

Specifies the end time of the
query.

The value is a UNIX timestamp
and the unit is ms.

The value of parameter from must
be earlier than that of parameter
to.

dim

Yes

String

Specifies the dimension. For
example, the ECS dimension is
instance_id. For details about the
dimensions corresponding to the
monitoring metrics of each service,
see the monitoring metrics
description of the corresponding
service in Services Interconnected
with Cloud Eye.

Specifies the dimension. A
maximum of three dimensions are
supported, and the dimensions are
numbered from 0 in dim.
{i}=key,value format. The key
cannot exceed 32 characters and
the value cannot exceed 256
characters.

Example: dim.
O=instance_id,i-12345

Example: Query the configuration information about the ECS whose ID is

33328f02-3814-422e-b688-bfdba93d4051 and type is instance_host_info.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/event-data?namespace=SYS.ECS&dim.

O=instance_id,33328f02-3814-422e-b688-
bfdba93d4051&type=instance_host_info&from=1450234543422&t0=1450320943422

None
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Response
e Response parameters

Table 5-96 Response parameters

Paramet | Type | Description
er

datapoin | Array | Specifies the configuration list.

ts Of_ If the corresponding configuration information does
object | ot exist, datapoints is an empty array and is [].
s

For details, see Table 5-97.

Table 5-97 datapoints field data structure description

Paramet | Type | Description
er

type String | Specifies the event type, for example,
instance_host_info.

timestam | long Specifies the time when the event is reported. It is a
p UNIX timestamp and the unit is ms.

value String | Specifies the host configuration information.

e Example response

{
"datapoints": [
"type": "instance_host_info",
"timestamp": 1450231200000,
"value": "xxx"
%
{
"type": "instance_host_info",
"timestamp": 1450231800000,
"value": "xxx"
}
1
}
Returned Values
e Normal
200
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided or
is incorrect.
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Returned Values

Description

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server

Failed to complete the request because of an

Error internal service error.
503 Service The service is currently unavailable.
Unavailable

Error Code

For details, see Error Codes.

5.5 Quota Management

5.5.1 Querying Quotas

Function
This API is used to query a resource quota and the used amount. The current
resource refers to alarm rules only.
URI
GET /V1.0/{project_id}/quotas
e Parameter description
Table 5-98 Parameter description
Parameter Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the
project ID, see Obtaining a Project
ID.
e Example: Query the alarm rule quota.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/quotas
Request

None
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Response

e Response parameters

Table 5-99 Response parameters

Parame
ter

Type Description

quotas

Object | Specifies the quota list.

Table 5-100 Response parameters

Parame | Type Description
ter
resourc | Array Specifies the resource quota list.
es of
objects
Table 5-101 Response parameters
Paramet | Type Description
er
type String Specifies the quota type.
alarm indicates the alarm rule.
used Integer Specifies the used amount of the quota.
unit String Specifies the quota unit.
quota Integer Specifies the total amount of the quota.

Returned Values

Example response

"quotas":

{

"resources": [
{
"unit":"",
"type":"alarm",
"quota":1000,
"used":10

Normal
200
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Error Code

Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided or
is incorrect.

403 Forbidden

You are forbidden to access the page requested.

408 Request Timeout

The request timed out.

429 Too Many
Requests

Concurrent requests are excessive.

500 Internal Server
Error

Failed to complete the request because of an
internal service error.

503 Service
Unavailable

The service is currently unavailable.

For details, see Error Codes.

5.6 Resource Group Management

5.6.1 Querying Resources in a Resource Group

Function

URI

Parameter description

This APl is used to query resources in a resource group based on the resource
group ID.

GET /V1.0/{project_id}/resource-groups/{group_id}

Table 5-102 Parameter description

Parameter Mandatory Description

project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.

group_id Yes Specifies the resource group ID.
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Request

Response

Parameter

Mandatory

Description

status

No

Specifies the resource group health status.
Possible values are health, unhealth, and
no_alarm_rule. health indicates that no
alarms have been generated for the
resource group.

namespace

No

Specifies the resource namespace. For
example, the resource namespace of an ECS
is SYS.ECS. To view the namespace of each
service, see Services Interconnected with
Cloud Eye.

dname

No

Specifies the resource dimension. For
example, the ECS dimension is instance_id.
To view the dimension of each resource, see
Services Interconnected with Cloud Eye.

start

No

Specifies the start value of pagination. The
value is an integer. The default value is 0.

limit

No

Specifies the maximum number of records
that can be queried at a time. The value
range is (0,100] and the default value is
100.

° Example: Query resources in a resource group.
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/resource-groups/{group_id}

None

e Response parameters

Table 5-103 Response parameters

Parameter Type Description
group_name String Specifies the resource group, for example,
Resource-Group-ECS-01.
group_id String Specifies the resource group ID, for example,
rg1603786526428bWbVmk4rP.
resources Arrays of | Specifies information about one or more
objects resource groups.
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Parameter Type

Description

status String

Specifies the status of the resource group.
Possible values are health, unhealth, and
no_alarm_rule. health: No alarms have
been generated for the resource group.
unhealth: An alarm or alarms have been
generated for a resource or resources in the
resource group. no_alarm_rule: No alarm
rules have been set for the resource group.

create_time Long

Specifies the time when the resource group
is created. The value is a UNIX timestamp
and the unit is ms. Example:
1603819753000

meta_data MetaData
object

Specifies the metadata of query results,
including the pagination information.

enterprise_proj | String
ect_id

Specifies the enterprise project associated
with the resource group. The default value 0
indicates enterprise project default.

Table 5-104 resources parameter description

Parameter Type Description

namespace String Specifies the resource namespace. For
example, the resource namespace of an ECS
is SYS.ECS. To view the namespace of each
service, see Services Interconnected with
Cloud Eye.

dimensions Arrays of | Specifies one or more resource dimensions.

objects
status String Specifies the status of the resource group.

Possible values are health, unhealth, and
no_alarm_rule.

health: No alarms have been generated for
the resource group.

unhealth: An alarm or alarms have been
generated for a resource or resources in the
resource group.

no_alarm_rule: No alarm rules have been
set for the resource group.
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Table 5-105 dimensions field data structure description

Parameter

Type

Description

name

string

Specifies the resource dimension. For example,
the ECS dimension is instance_id. To view the
dimension of each resource, see Services
Interconnected with Cloud Eye.

value

string

Specifies the resource dimension value, which is
the instance ID. Example: 4270ff17-
aba3-4138-89fa-820594¢39755

Table 5-106 meta_data field data structure description

Parameter Type Description

count Integer Specifies the number of returned results.
total Integer Specifies the total number of query results.
marker String Specifies the pagination marker.

- Response example

{

"resources": [

{

"namespace": "SYS.ECS",

|||||

"dimensions": [

{

"name": "instance_id",
6cffbObd-fd37-400f-ae6f-8f4be021ff7e"

}
1

"status":

"event_type": 0

b
{

"namespace": "SYS.ECS",

"dimensions": [

{

"name": "instance_id",
e37d6238-9dd3-4720-abcc-eb9f8fb08cal"

}
1

"status": "health",

"event_type": 0

]

"create_time": 1604476378000,

"group_id": "rg16044763786104XvXvl00a",
"status": "health",

"meta_data": {
"count": O,
llmarkerll: |l|l,
"total": 2

}

"enterprise_project_id": "0"
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Returned Values

e Normal
200
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided
or is incorrect.
403 Forbidden You are forbidden to access the page
requested.
408 Request Timeout The request timed out.

429 Too Many Requests Concurrent requests are excessive.

500 Internal Server Error | Failed to complete the request because of an
internal service error.

503 Service Unavailable The service is currently unavailable.

Error Code

For details, see Error Codes.

5.6.2 Creating a Resource Group

Function
This API is used to create a resource group. You can use resource groups to
manage resources by service, and view monitoring and alarm information by
group to improve O&M efficiency.

URI

POST /V1.0/{project_id}/resource-groups

e Parameter description

Table 5-107 Parameter description

Parameter | Type Manda | Description
tory
project_id String Yes Specifies the project ID.

For details about how to obtain the
project ID, see Obtaining a Project ID.
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Request

Request example
POST https://{Cloud Eye endpoint}/V1.0/{project_id}/resource-groups

Request parameters

Table 5-108 Parameter description

Parameter | Type Manda | Description

tory

group_nam | String Yes Specifies the resource group name.

e Enter 1 to 128 characters. Only letters,
digits, underscores (_), and hyphens (-)
are allowed. Example: ResourceGroup-
Test01

resources Array of | Yes Select one or more resources for the

objects resource group to be created.

Table 5-109 resources field data structure description

Parameter Type Mand | Description
atory
namespace String | Yes Specifies the resource namespace. For
example, the ECS namespace is SYS.ECS.
To view the namespace of each service,
see Services Interconnected with Cloud
Eye.
dimensions Arrays | Yes Specifies one or more resource
of dimensions.
objects

Table 5-110 dimensions field data structure description

Parameter | Type Man | Description
dato
ry
name string | No Specifies the resource dimension. For
example, the ECS dimension is instance_id.
To view the dimension of each resource, see
Services Interconnected with Cloud Eye.
value string | No Specifies the resource dimension value,
which is the instance ID. Example:
4270ff17-aba3-4138-89fa-820594¢39755
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e Example request

{
"group_name": "Resource-Group-Test01",
"resources": [
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "063a83da-a2b5-4630-ab6b-9b4fcfc261ea"”
}
1
h
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "518ace88-abde-46bf-829b-0d1f0f2fb2e9"
}
1
}
1
}

Response

e Response parameters

Table 5-111 Parameter description

Parameter Type Description
group_id String Specifies the resource group ID, for example,
rg1603786526428bWbVmk4rP.
Returned Value
e Normal
200

e Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided
or is incorrect.

403 Forbidden

You are forbidden to access the page
requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.

500 Internal Server Error

Failed to complete the request because of an
internal service error.
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Returned Value Description

503 Service Unavailable The service is currently unavailable.

Error Code

For details, see Error Codes.

5.6.3 Updating a Resource Group

Function
This API is used to update a resource group. You can use resource groups to
manage resources by service, and view monitoring and alarm information by
group to improve O&M efficiency.
URI
PUT /V1.0/{project_id}/resource-groups/{group_id}
e Parameter description
Table 5-112 Parameter description
Parameter | Type Manda | Description
tory
project_id String Yes Specifies the project ID.
For details about how to obtain the
project ID, see Obtaining a Project ID.
group_id String String Specifies the resource group ID.
e Request example
PUT https://{Cloud Eye endpoint}/V1.0/{project_id}/resource-groups/{group_id}
Request

e Request parameters

Table 5-113 Parameter description

Parameter | Type Manda | Description
tory
group_nam | String Yes Specifies the resource group name.
e Enter 1 to 128 characters. Only letters,

digits, underscores (_), and hyphens (-)
are allowed. Example: ResourceGroup-
Test01

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 121



Cloud Eye
API Reference

5 API Description

Parameter | Type Manda | Description
tory
resources Array of | Yes Select one or more resources for the
objects resource group to be created.

Table 5-114 resources field data structure description

Parameter Type Mand | Description
atory
namespace String | Yes Specifies the resource namespace. For
example, the ECS namespace is SYS.ECS.
To view the namespace of each service,
see Services Interconnected with Cloud
Eye.
dimensions Arrays | Yes Specifies one or more resource
of dimensions.
objects

Table 5-115 dimensions field data structure description

Parameter | Type Man | Description
dato
ry
name string | No Specifies the resource dimension. For
example, the ECS dimension is instance_id.
To view the dimension of each resource, see
Services Interconnected with Cloud Eye.
value string | No Specifies the resource dimension value,
which is the instance ID. Example:
4270ff17-aba3-4138-89fa-820594¢39755

e Example request

{

"resources": [
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
"value": "063a83da-a2b5-4630-ab6b-9b4fcfc261ea"”
}
1
b
{
"namespace": "SYS.ECS",
"dimensions": [
{

"name": "instance_id",

122
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"value": "518ace88-abde-46bf-829b-0d1f0f2fb2e9"

"value": "675006b5-477a-4aab-948c-0aa467de9c68"

}
1
L
{
"namespace": "SYS.ECS",
"dimensions": [
{
"name": "instance_id",
}
1
}
1
}
Response
None
Returned Value
e Normal
204

e Abnormal

Returned Value

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided
or is incorrect.

403 Forbidden

You are forbidden to access the page
requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.

500 Internal Server Error

Failed to complete the request because of an
internal service error.

503 Service Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.

5.6.4 Deleting a Resource Group

Function

This API is used to delete a resource group.
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URI
DELETE /V1.0/{project_id}/resource-groups/{group_id}

e Parameter description

Table 5-116 Parameter description

Parameter | Type Manda | Description
tory
project_id String Yes Specifies the project ID.

For details about how to obtain the
project ID, see Obtaining a Project ID.

group_id String String | Specifies the resource group ID.

e Request example
DELETE https://{Cloud Eye endpoint}/V1.0/{project_id}/resource-groups/{group_id}

Request

None

Response

None

Returned Value

e Normal
204
e Abnormal
Returned Value Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided
or is incorrect.
403 Forbidden You are forbidden to access the page
requested.
408 Request Timeout The request timed out.

429 Too Many Requests Concurrent requests are excessive.

500 Internal Server Error | Failed to complete the request because of an
internal service error.

503 Service Unavailable The service is currently unavailable.
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Error Code

For details, see Error Codes.

5.6.5 Query Resource Groups

Function
This API is used to query all resource groups you created.
URI
GET /V1.0/{project_id}/resource-groups
e  Parameter description
Table 5-117 Parameter description
Parameter | Type | Mandator | Description
y
project_id string | Yes Specifies the project ID.
For details about how to obtain the
project ID, see Obtaining a Project ID.
group_nam | string | No Specifies the resource group, for
e example, Resource-Group-ECS-01.
group_id string | No Specifies the resource group ID, for
example,
rg1603786526428bWbVmk4rP.
status string | No Specifies the resource group health
status. Possible values are health,
unhealth, and no_alarm_rule. health
indicates that no alarms have been
generated for the resource group.
start integ | No Specifies the start value of pagination.
er The value is an integer. The default
value is 0.
limit integ | No Specifies the maximum number of
er records that can be queried at a time.
The value range is (0,100] and the
default value is 100.
e Example
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/resource-groups
Request

None
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Response
° Response parameters

Table 5-118 Parameter description

Parameter Type Man | Description
dator
y
resource_gro | Array No Specifies information about one or more
ups of resource groups.
objects
meta_data MetaD | No Specifies the number of metadata
ata records in the query result.
object

Table 5-119 resource_groups field data structure description

Parameter Type Man | Description
dator
y
group_name | string No Specifies the resource group name, for
example, ResourceGroup-Test01.
group_id string No Specifies the resource group ID, for
example,

rg1603786526428bWbVmk4rP.

create_time long No Specifies the time when the resource
group is created. The value is a UNIX
timestamp and the unit is ms. Example:

1603819753000
instance_stat | Instanc | No Specifies the resource statistics in the
istics eStatist resource group.
ics
object
status string No Specifies the current status of the

resource group.
Possible values are:

e health: No alarms have been
generated for the resource group.

e unhealth: An alarm or alarms have
been generated for a resource or
resources in the resource group.

e no_alarm_rule: No alarm rules have
been set for the resource group.
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ject_id

Parameter Type Man | Description
dator
y
enterprise_pro | string No Specifies the enterprise project associated

with the resource group. The default
value 0 indicates enterprise project
default.

Table 5-120 instance_statistics field data structure description

Parameter | Type Man | Description
dator
y
unhealth integer | No Specifies the number of resources in the
Alarm state in the resource group.
total integer | No Specifies the total number of resources in
the resource group.
type_statisti | string | No Specifies the total number of resource
cs types in the resource group. For example, if
ECS, EIP and bandwidth are added to the
resource group, the type_statistics value is
2.

Table 5-121 meta_data field data structure description

Parameter | Type Man | Description
dato
ry
total Integer | No Specifies the total number of query results.

- Response example

{

"resource_groups": [

{

"group_name": "ResourceGroup-Test01",
"resources": [],
"create_time": 1606374365000,
"group_id": "rg16063743652226ew93e64p",
"instance_statistics": {

"unhealth": 2,

"total": 10,

"type_statistics": 1

"enterprise_project_id": "0"

b
{

"group_name": "RS",
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"resources": [],

"create_time": 1606327955000,

'instance_statistics": {
"unhealth": 0,
"total": 2,
"type_statistics": 1

by

"group_id": "rg1606327955657LRj1(rE4y",

"status": "no_alarm_rule",
"enterprise_project_id": "0"

h?

{
"group_name": "RS",
"resources": [],

"create_time": 1606327947000,
"group_id": "rg1606327947514v90WgAD3N",

"instance_statistics": {
"unhealth": 0,
"total": 2,
"type_statistics": 1

by

"status": "no_alarm_rule",
"enterprise_project_id": "0"

1

{

"group_name": "RS",
"resources": [],

"create_time": 1606327946000,
"group_id": "rg1606327946625PYogr059N",

"instance_statistics": {
"unhealth": 0,
"total": 2,
"type_statistics": 1

by

"status": "no_alarm_rule",
"enterprise_project_id": "0"

1

{

"group_name": "ResourceGroupCorrect_2",

"resources": [],

"create_time": 1606325669000,
"group_id": "rg1606325669900Rk4eKkLMZ",

"instance_statistics": {
"unhealth": 0,
"total": 1,
"type_statistics": 1

by

"status": "no_alarm_rule",

"enterprise_project_id": "0"

]}
"'meta_data”: {
"total": 5
}
}
Returned Value
e Normal

200
e Abnormal

5 API Description

Returned Value

Description

400 Bad Request

Request error.
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Returned Value Description
401 Unauthorized The authentication information is not provided
or is incorrect.
403 Forbidden You are forbidden to access the page
requested.
408 Request Timeout The request timed out.

429 Too Many Requests Concurrent requests are excessive.

500 Internal Server Error | Failed to complete the request because of an
internal service error.

503 Service Unavailable The service is currently unavailable.

Error Code

For details, see Error Codes.

5.7 Event Monitoring

5.7.1 Reporting Events

Function
An API for reporting custom events is provided, which helps you collect and report
abnormal events or important change events to Cloud Eye.
URI
POST /V1.0/{project_id}/events
e  Parameter description
Table 5-122 Parameter description
Parameter | Mandatory Description
project_id Yes Specifies the project ID.
For details about how to obtain the project
ID, see Obtaining a Project ID.
e Example
POST https://{Cloud Eye endpoint}/V1.0/{project_id}/events
Request

° Request parameters
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Table 5-123 Parameter description

Parameter

Type

Manda | Description
tory

Array
elements

objects

Arrays of

Yes

Specifies the event list.

Table 5-124 Array elements

Paramet
er

Mandat
ory

Type

Description

event_na
me

Yes

String

Specifies the event name.

The value can be a string of 1 to 64
characters and must start with a letter and
contain only uppercase letters, lowercase
letters, digits, and underscores (_).

event_so
urce

No

String

Specifies the event source.

The format is service.item. Set this
parameter based on the site requirements.

service and item each must be a string
that starts with a letter and contains 3 to
32 characters, including only uppercase
letters, lowercase letters, digits, and
underscores ().

time

Yes

long

Specifies the time when the event
occurred, which is a UNIX timestamp (ms).

NOTE
Since there is a latency between the client and
the server, the data timestamp to be inserted
should be within the period that starts from
one hour before the current time plus 20s to 10
minutes after the current time minus 20s. In
this way, the timestamp will be inserted to the
database without being affected by the latency.

For example, if the current time is 2020.01.30
12:00:30, the timestamp inserted must be
within the range [2020.01.30 11:00:50,
2020.01.30 12:10:10]. The corresponding UNIX
timestamp is [1580353250, 1580357410].

detail

Yes

Arrays
of
objects

Specifies the event details.
For details, see Table 5-125.

Issue 40 (2020-11-10)

Copyright © Huawei Technologies Co., Ltd.

130



Cloud Eye

API Reference

5 API Description

Table 5-125 detail field data structure description

Paramet
er

Mandat
ory

Type

Description

content

No

String

Specifies the event content. The value can
contain a maximum of 4096 characters.

group_id

No

String

Specifies the group to which the event
belongs.

This ID must be set to an existing resource
group ID.

To query the group ID, perform the
following steps:

1. Log in to the management console.

2. Under Management & Deployment,
select Cloud Eye.

3. Choose Resource Groups.
Obtain the resource group ID in the
Name /ID column.

resource_
id

No

String

Specifies the resource ID. The value can
contain a maximum of 128 characters,
including letters, digits, underscores (),
hyphens (-), and colon (:).

Example: 6a69bf28-
ee62-49f3-9785-845dacd799ec

To query the resource ID, perform the
following steps:

1. Log in to the management console.

2. Under Computing, select Elastic Cloud
Server.
On the Resource Overview page,
obtain the resource ID.

resource_
name

No

String

Specifies the resource name. The value can
contain a maximum of 128 characters,
including letters, digits, underscores (_),
and hyphens (-).

event_sta
te

No

String

Specifies the event status.

Valid value can be normal, warning, or
incident.

event_lev
el

No

String

Specifies the event severity.

Its value can be Critical, Major, Minor, or
Info.
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Paramet | Mandat | Type Description

er ory

event_us | No String Specifies the event user.

er The value can contain a maximum of 64

characters, including letters, digits,
underscores (_), hyphens (-), slashes (/),
and spaces.

Response

Example request
{

"event_name":"systemlnvaded",

"event_source":"financial.Sytem",

"time":1522121194000,

"detail":{
"content":"The financial system was invaded",
"group_id":"rg15221211517051YWWKEnVd",
"resource_id":"1234567890sjgggad",
"resource_name":"ecs001",
"event_state":"normal",
"event_level":"Major",
"event_user":"xiaokong"

"event_name":"systemlnvaded",
"event_source":"financial.Sytem",
"time":1522121194020,
"detail":{
"content":"The financial system was invaded",
"group_id":"rg15221211517051YWWKEnVd",
"resource_id":"1234567890sjgggad",
"resource_name":"ecs001",
"event_state":"normal",
"event_level":"Major",
"event_user":"xihong"

1

Response parameters

Table 5-126 Parameter description

Parameter Type Description
events Arrays of Specifies the event list.
objects

Table 5-127 Response parameters

Parameter | Mandator | Type Description
y
event_id Yes String Specifies the event ID.
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Parameter | Mandator | Type Description

y
event_nam | Yes String Specifies the event name.
e

The value can be a string of 1 to 64
characters and must start with a
letter and contain only uppercase
letters, lowercase letters, digits, and
underscores ().

e Example response

[
{

"event_id":"evdgiqwgedkkcvhdjcdu346",
"event_name":"systemInvaded"

b
{

"event_id":"evdgiqwgedkkcvhdjcdu347",
"event_name":"systemParalysis"

}

Returned Values
¢ Normal
201
e Abnormal

Returned Values

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided
or is incorrect.

403 Forbidden

You are forbidden to access the page
requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.

500 Internal Server Error

Failed to complete the request because of an
internal service error.

503 Service Unavailable

The service is currently unavailable.

Error Code

For details, see Error Codes.
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5.7.2 Querying Events

Function

URI

Request

This API is used to query the events, including system events and custom events.

GET /V1.0/{project_id}/events

e Parameter description

Table 5-128 Parameter description

Parameter

Mandatory

Description

project_id

Yes

Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.

e Example

GET https://{Cloud Eye endpoint}/V1.0/{project_id}/events

Table 5-129 Parameter description

Parameter

Type

Mandatory

Description

event_type

string

No

Specifies the
event type.
Possible values
are EVENT.SYS,
indicating a
system event, and
EVENT.CUSTOM,
indicating a
custom event.

event_name

string

No

Specifies the
event name. The
value can be a
system event
name or a custom
event name.
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Parameter

Type

Mandatory

Description

from

integer

No

Specifies the start
time of the query.
The value is a
UNIX timestamp
and the unit is
ms. Example:
1605952700911

to

integer

No

Specifies the end
time of the query.
The value is a
UNIX timestamp
and the unit is
ms. The value of
from must be
smaller than that
of to. For
example, set to to
1606557500911.

start

integer

No

Specifies the start
value of
pagination. The
value is an
integer. The
default value is 0.

limit

integer

No

Specifies the
maximum
number of the
custom alarm
template that can
be queried at a
time. The value
range is (0,100]
and the default
value is 100.

Response

e Response parameters

Table 5-130 Parameter description

Parameter

Type

Mandatory

Description

events

Array of Events
objects

No

Specifies one or
more pieces of
event data.
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Parameter Type Mandatory Description
meta_data MetaData object | No Specifies the
number of
metadata records
in the query
result.
Table 5-131 events field description
Parameter Type Mandato | Description
ry
event_name String No Specifies the event name.
event_type String No Specifies the event type.
event_count String No Specifies the number of occurrences
of this event within the specified
query time range.
latest_occur_ti | String No Specifies the time when the event
me last occurred.
latest_event_so | String No Specifies the event source. If the

urce

event is a system event, the value is
the namespace of each service. To
view the namespace of each
service, see Services
Interconnected with Cloud Eye

If the event is a custom event, the
event source is defined by the user.

Table 5-132 meta_data field data structure description

Parameter

Type

Mandatory

Description

total

Integer

No

Specifies the total
number of events.

e Example response

{

"events": [

{

"event_type": "EVENT.SYS",
"event_count": 5,
"latest_occur_time": 1606302400000,
"latest_event_source": "SYS.ECS"

b
{
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Returned Value

Error Code

"event_type": "EVENT.SYS",
"event_count": 6,

"latest_occur_time": 1606300359126,

"latest_event_source": "SYS.EVS"

"event_type": "EVENT.CUSTOM",
"event_count": 4,

"latest_occur_time": 1606499035522,

"latest_event_source": "TEST.Sytem"
}
1,
"meta_data": {
"total": 10
}
}

Normal
200
Abnormal

Returned Values

Description

400 Bad Request

Request error.

401 Unauthorized

The authentication information is not provided
or is incorrect.

403 Forbidden

You are forbidden to access the page
requested.

408 Request Timeout

The request timed out.

429 Too Many Requests

Concurrent requests are excessive.

500 Internal Server Error

Failed to complete the request because of an
internal service error.

503 Service Unavailable

The service is currently unavailable.

For details, see Error Codes.

5.7.3 Querying the Monitoring Details of an Event

Function

This APl is used to query the event details based on the event name.

URI

GET /V1.0/{project_id}/event/{event_name}
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e Parameter description

Table 5-133 Parameter description

Parameter Mandatory Description

project_id Yes Specifies the project ID.

For details about how to obtain the project
ID, see Obtaining a Project ID.

e Example
GET https://{Cloud Eye endpoint}/V1.0/{project_id}/event/{event_name}

Request

Table 5-134 Parameter description

Parameter | Type Mand | Description
atory
event_name | String | Yes Specifies the event name.
event_type | String | Yes Specifies the event type. Possible values are

EVENT.SYS, indicating a system event, and
EVENT.CUSTOM, indicating a custom event.

event_sourc | String No Specifies the event name. The value can be a

e system event name or a custom event name.

event_level | String No Specifies the event severity. Possible values are
Critical, Major, Minor, and Info.

event_user | String No Specifies the name of the user who reports the
event monitoring data. It can also be a project
ID.

event_state | String No Specifies the event status. Possible values are

normal, warning, or incident.

from Integer | No Specifies the start time of the query. The value
is @ UNIX timestamp and the unit is ms.
Example: 1605952700911

to Integer | No Specifies the end time of the query. The value
is @ UNIX timestamp and the unit is ms. The
from value must be smaller than the to value.

start Integer | No Specifies the start value of pagination. The
value is an integer. The default value is 0.

limit Integer | No Specifies the maximum number of the custom
alarm template that can be queried at a time.
The value range is (0,100] and the default
value is 100.
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Response
° Response parameters

Table 5-135 Parameter description

Parameter Type Mandat | Description
ory
event_name string No Specifies the event name. The

value can be a system event name
or a custom event name.

event_type string No Specifies the event type. Possible
values are EVENT.SYS, indicating a
system event, and
EVENT.CUSTOM, indicating a
custom event.

event_users string No Specifies the name of the user who
reports the event. It can also be a
project ID.

event_sources | string No Specifies the event source. If the

event is a system event, the value
is the namespace of each service.
To view the namespace of each
service, see Services
Interconnected with Cloud Eye. If
the event is a custom event, the
event source is defined by the user.

event_info Array of No Specifies details about one or more
objects events.

meta_data MetaData No Specifies the number of metadata
object records in the query result.

Table 5-136 event_info field data structure description

Parameter Type Mandato | Description
ry
event_name string Yes Specifies the event name. The value

can be a string of 1 to 64
characters, must start with a letter,
and contain only letters, digits, and
underscores ().
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Parameter

Type

ry

Mandato

Description

event_source

string

No

Specifies the event source in the
format of service.item. service and
item each must be a string that
starts with a letter and contains 3
to 32 characters, including only
letters, digits, and underscores (_).

time

long

Yes

Specifies the time when the event
occurred. The time is UNIX
timestamp (ms) format. Since there
is a latency between the client and
the server, the data timestamp to
be inserted should be within the
period that starts from one hour
before the current time plus 20s to
10 minutes after the current time
minus 20s. In this way, the
timestamp will be inserted to the
database without being affected by
the latency.

detail

Detail
object

Yes

Specifies the event details.

event_id

string

No

Specifies the event ID.

Table 5-137 detail field data structure description

Parameter Type Mandat | Description
ory
content string No Specifies the event content. The value
can contain a maximum of 4096
characters.
group_id string No Specifies the resource group the event
belongs to. The resource group ID must
be an existing resource group ID.
resource_id string No Specifies the resource ID. The value
contains a maximum of 128 characters.
resource_nam | string No Specifies the resource name. The value
e contains a maximum of 128 characters.
event_state string No Specifies the event status.

Valid value can be normal, warning, or
incident.
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Parameter Type Mandat | Description
ory
event_level string No Specifies the event severity.
Its value can be Critical, Major, Minor,
or Info.
event_user string No Specifies the event user. The value can

contain a maximum of 4096 characters.

Table 5-138 meta_data field data structure description

Parameter Type Mandatory Description

total Integer No Specifies the total
number of events.

e Example response

"event_name": "rebootServer",
"event_type": "EVENT.SYS",
"event_users": [
]I
"event_sources": [
"SYS.ECS"
]I
"event_info": [
{
"event_id": "ev1606302402256R6doP5YeZ",
"event_name": "rebootServer",
"event_source": "SYS.ECS",
"time": 1606302400000,
"detail": {
"content": "{\"resourceSpecCode\":\"kc1.4xlarge.2.linux\",\"enterpriseProjectld\":
\"6efb843e-391a-46a8-afc8-7fe51c9dd575\"}",
"group_id": "",
"resource_id": "ef8dad27-0488-4de7-bb43-1a0df9806d90",
"resource_name": "CES-POROS-0001",
"event_state": "normal",
"event_level": "Minor",
"event_user": "",
"event_type": "EVENT.SYS"

"event_id": "ev1606296088071wGoAOxVYa",
"event_name": "rebootServer",
"event_source": "SYS.ECS",
"time": 1606296086000,
"detail": {
"content": "{\"resourceSpecCode\":\"kc1.4xlarge.2.linux\",\"enterpriseProjectld\":
\"6efb843e-391a-46a8-afc8-7fe51c9dd575\"}",
"group_id": "",
"resource_id": "ef8dad27-0488-4de7-bb43-1a0df9806d90",
"resource_name": "CES-POROS-0001",
"event_state": "normal",
"event_level": "Minor",
"event_user": "",
"event_type": "EVENT.SYS"
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"event_id": "ev1604654426090g7g37E6Yb",

"time": 1604654425000,
"detail": {

f795-4b5f-9e46-cbd43a462362\"}",
"group_id": "",
"resource_id": "Obfa63ee-31f5-40a9-b992-50992c80c58a",
"resource_name": "ndrv2-pod-ops-0001",
"event_state": "normal",
"event_level": "Minor",

"event_user": "",
event_type": "EVENT.SYS"
}
}
IE
"meta_data™: {
"total": 5
}
}
Returned Value
e Normal
200
e Abnormal
Returned Values Description
400 Bad Request Request error.
401 Unauthorized The authentication information is not provided
or is incorrect.
403 Forbidden You are forbidden to access the page
requested.
408 Request Timeout The request timed out.
429 Too Many Requests Concurrent requests are excessive.

500 Internal Server Error Failed to complete the request because of an
internal service error.

503 Service Unavailable The service is currently unavailable.

Error Code

For details, see Error Codes.
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Permissions Policies and Supported
Actions

6.1 Introduction

This chapter describes fine-grained permissions management for your Cloud Eye.
If your HUAWEI CLOUD account does not need individual IAM users, then you
may skip over this chapter.

Policies: A type of fine-grained authorization mechanism that defines permissions
required to perform operations on specific cloud resources under certain
conditions. This mechanism allows for more flexible policy-based authorization,
meeting requirements for secure access control. By default, new IAM users do not
have any permissions assigned. You need to add a user to one or more groups,
and assign permissions policies to these groups. The user then inherits permissions
from the groups it is a member of. This process is called authorization. After
authorization, the user can perform specified operations on Cloud Eye based on
the permissions. For details about policy authorization methods and examples, see
Permissions Management in the Cloud Eye User Guide.

You can grant users permissions by using roles and policies. A policy consists of
permissions for an entire service. Users with such a policy assigned are granted all
of the permissions required for that service. Policies define API-based permissions
for operations on specific resources, allowing for more fine-grained, secure access
control of cloud resources.

L] NOTE
If you want to allow or deny the access to an API, use policies for authorization.

A HUAWEI CLOUD account has all of the permissions required to call all APIs, but
IAM users must have the required permissions specifically assigned. The
permissions required for calling an API are determined by the actions supported by
the API. Only users who have been granted permissions allowing the actions can
call the API successfully. For example, if an IAM user queries the alarm rule list
using an API, the user must have been granted permissions that allow the
ces:alarms:list action.
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Supported Actions

Cloud Eye provides system-defined policies that can be directly used in IAM. You
can also create custom policies and use them to supplement system-defined
policies, implementing more refined access control. Operations supported by
policies are specific to APIs. The following are common concepts related to
policies:

e Permissions: Defined by actions in a custom policy.

e Actions: Added to a custom policy to control permissions for specific
operations.

e Related actions: Actions on which a specific action depends to take effect.
When assigning permissions for the action to a user, you also need to assign
permissions for the dependent actions.

e Authorization Scope: A custom policy can be applied to IAM projects or
enterprise projects or both. Policies that contain actions supporting both IAM
and enterprise projects can be assigned to user groups and take effect in both
IAM and Enterprise Management. Policies that only contain actions
supporting IAM projects can be assigned to user groups and only take effect
for IAM. Such policies will not take effect if they are assigned to user groups
in Enterprise Management. For details about the differences between IAM
and enterprise management, see What Are the Differences Between IAM
and Enterprise Management?

e  APIs: REST APIs that can be called in a custom policy

Cloud Eye supports the following actions that can be defined in custom policies:

(110 NOTE
V indicates that the item is supported, and x indicates that the item is not supported.
Supported Actions of the API Version Management APIs
Supported Actions of the Metric Management API
Supported Actions of the Alarm Rule Management APIs
Supported Actions of the Monitoring Data Management APIs
Supported Actions of the Quota Management API

Supported Actions of the Event Monitoring API

6.2 Supported Actions of the API Version Management

APIs

Permission API Action IAM Enterpri
Project | se
Project
Query all API versions GET / ces:versions:get v x
supported by Cloud
Eye.
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Permission API Action IAM Enterpri
Project | se
Project
Query a specified GET / ces:versions:get v X
Cloud Eye API version. | {api_version}

6.3 Supported Actions of the Metric Management API

Permission API Action IAM Enterprise
Project Project

Query the metric | GET /V1.0/ ces:metrics:li | v X

list. You can {project_id}/ st

specify the metrics

namespace,

metric name,
dimension, sorting
order, start
records, and the
maximum
number of records
when using this
API to query
metrics.
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6.4 Supported Actions of the Alarm Rule Management

APIs

Permission API Action IAM Enter
Project prise
Proje
ct
Query the GET /V1.0/ ces:alarms:list v X
alarm rule list. {project_id}/
You can specify | alarms
the paging
parameters to
limit the
number of
query results
displayed on a
page. You can
also set the
sorting order of
query results.
Query an alarm | GET /V1.0/ ces:alarms:get v X
rule based on {project_id}/
the alarm rule alarms/
ID. {alarm_id}
Enable or PUT /V1.0/ ces:alarmsOnOff:pu | v x
disable an {project_id}/ t
alarm rule. alarms/
{alarm_id}/
action
Delete an alarm | DELETE /V1.0/ ces:alarms:delete v X
rule. {project_id}/
alarms/
{alarm_id}
Create an alarm | POST /V1.0/ ces:alarms:create v X
rule. {project_id}/
alarms
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6.5 Supported Actions of the Monitoring Data
Management APIs

Permission API Action IAM Enterpris
Project | e Project
Query the GET /V1.0/ ces:metricDat | v X
monitoring data at | {project_id}/ a:list
a specified metric-data?
granularity for a namespace={name
specified metric in | space}&metric_na
a specified period | me={metric_name
of time. You can }&dim.
specify the {i}=key,value&from
dimension of data | ={from}&to={to}&p
to be queried. eriod={period}&filt
er={filter}
Add one or more POST /V1.0/ ces:metricDat | v X
pieces of custom {project_id}/metric- | a:create
metric monitoring | data
data to solve the
problem that the
system metrics
cannot meet
specific service
requirements.
Query the POST /V1.0/ ces:metricDat | v x
monitoring data of | {project_id}/batch- | a:list
specified metrics query-metric-data
within a specified
time range and
specified
granularities in
batches. At
present, you can
query the
monitoring data of
a maximum of 10
metrics in batches.
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Permission API Action IAM Enterpris
Project | e Project
Query the host GET /V1.0/ ces:sapEvent | v X

configuration for a
specified event
type in a specified
period of time.
You can specify
the dimension of
data to be
queried. (This API
is provided for SAP
Monitor to query
the host
configuration in
the HANA
scenario. In other
scenarios, the host
configuration
cannot be queried
with this API.)

{project_id}/event-
data

Data:list

6.6 Supported Actions of the Quota Management API

Permission API Action IAM Enterpri
Projec | se
t Project
Query a resource quota GET /V1.0/ ces:quota | v x
and the used amount. {project_id}/ s:.get
Currently, the resource quotas
refers to alarm rules only.

6.7 Supported Actions of the Event Monitoring API

Permission API Action IAM Enterpri
Project | se
Project
Report custom POST /V1.0/ cesievents:p | v X
events. {project_id}/events | ost
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Common Parameters

7.1 Status Codes

e Normal

Returned Value Description

200 OK The results of GET and PUT operations are
returned as expected.

201 Created The results of the POST operation are
returned as expected.

202 Accepted The request has been accepted for
processing.

204 No Content The results of the DELETE operation are
returned as expected.

e Abnormal

Returned Value Description

400 Bad Request The server failed to process the request.

401 Unauthorized You must enter a username and password
to access the requested page.

403 Forbidden You are forbidden to access the requested
page.

404 Not Found The server cannot find the requested
page.

405 Method Not Allowed You are not allowed to use the method

specified in the request.

406 Not Acceptable The response generated by the server
cannot be accepted by the client.
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Returned Value Description

407 Proxy Authentication You must use the proxy server for

Required authentication so that the request can be
processed.

408 Request Timeout The request timed out.

409 Conflict The request could not be processed due
to a conflict.

500 Internal Server Error Failed to complete the request because of
a service error.

501 Not Implemented Failed to complete the request because
the server does not support the requested
function.

502 Bad Gateway Failed to complete the request because

the request is invalid.

503 Service Unavailable Failed to complete the request. The
service is unavailable.

504 Gateway Timeout A gateway timeout error occurred.

7.2 Error Codes

Function

If an error occurs during API calling, the system returns error information. This
section describes the error codes contained in the error information for Cloud Eye
APIs.

Example Response

{
"code": 400,
"element": "Bad Request",
"message": "The system received a request which cannot be recognized",
"details": {
"details": "Some content in message body is not correct",
"code™: "ces.0014"
}
}

Glossary

Glossary Description

Cloud Eye Cloud Eye

Built-in metric | Each service has its own built-in metrics and dimensions. For
example, an ECS (SYS.ECS) supports cpu_util.
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Glossary Description

Metric A metric consists of the namespace, dimension (optional), and
metric name. A metric name solely does not identify any

object.

Error Code Description

If an error code starting with APIGW is returned after you call an API, rectify the
fault by referring to the instructions provided in Error Codes.

Module HTTP | Error Error Code Error Message | Measure
Statu | Code Description
s
Code
Cloud Eye | 500 ces. Internal service | Internal service | Contact
0007 error error. technical
support.
API 400 ces. The request The content Specify the
0001 content cannot | must be request
be empty. specified. content.
400 ces. The project ID | The tenant ID | Add or use
0003 is left blank or | is left blank or | the correct
is incorrect. incorrect. tenant ID.
400 ces. The API version | The API Specify the
0004 is not specified. | version must API version in
be specified. the request
URL.
400 ces. The API version | The API Use the
0005 is incorrect. version is correct API
incorrect. version.
400 ces. The paging The paging Use the
0006 address is address is correct
incorrect. incorrect. paging
information.
403 ces. System metrics | Adding SYS Use correct
0009 cannot be metric is not rights to add
added. allowed metrics.
403 ces. System metrics | Deleting SYS Use correct
0010 cannot be metric is not rights to
deleted. allowed delete
metrics.
400 ces. The request is The request is | Check the
0011 invalid. invalid. request.
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Module HTTP | Error Error Code Error Message | Measure
Statu | Code Description
s
Code
400 ces. The URL The URL Check the
0013 parameter is parameter is URL
invalid or does | invalid or does | parameter.
not exist. not exist.
400 ces. Some content Some content | Check the
0014 in the message | in message request body
body is correct. | body is not parameters.
correct.
401 ces. Authentication | Authentication | Check
0015 fails or invalid fails or the whether the
authentication | authentication | user name or
information is information is | password (or
not provided. not provided. AK or SK) for
obtaining the
token is
correct.
404 ces. The requested | The requested | Check
0016 resource does resource does | whether the
not exist. not exist. requested
resource
exists.
403 ces. The The Check
0017 authentication | authentication | whether the
information is information is | user name or
incorrect or the | incorrect or password (or
service invoker | the service AK or SK) or
does not have invoker does the user
sufficient rights. | not have rights for
sufficient obtaining the
rights. token are
correct.
Cassandr | 500 ces. Database error | Database error. | Contact
a 0008 technical
support.
Kafka 500 ces. The message The message Contact
0012 queue is queue is technical
abnormal oris | abnormal or is | support.
not ready. not ready.
Zookeepe | 500 ces. Internal locking | Internal Contact
r 0021 error locking error technical
support.
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alarm rule is
created.

type.

Module HTTP | Error Error Code Error Message | Measure
Statu | Code Description
s
Code
Blueflood | 500 ces. The metric The metric Contact
0019 processing processing technical
engine is engine is support.
abnormal. abnormal.
Alarm 400 ces. The alarm ID The alarm ID Specify the
0002 cannot be left must be alarm ID.
blank. specified.
403 ces. The number of | The number of | Apply for a
0018 alarm rules alarms exceeds | higher alarm
created exceeds | the quota quota.
the quota.
400 ces. The metric and | The metric Modify the
0028 notification does not metric or
type do not support the notification
match when an | alarm action type

according to
the
parameter
description to
make them
match.

7.3 Obtaining a Project ID

Scenarios

A project ID is required for some URLs when an API is called. Therefore, you need
to obtain a project ID in advance. Two methods are available:

e Obtain the Project ID by Calling an API
e Obtain the Project ID from the Console

Obtain the Project ID by Calling an API
You can obtain the project ID by calling the API used to query for projects based

on specified criteria.

The API used to obtain a project ID is GET https://{Endpoint}/v3/projects.
{Endpoint} is the IAM endpoint and can be obtained from Regions and
Endpoints. For details about API authentication, see Authentication.

The following is an example response. The value of id is the project ID.

{

"projects": [

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 153


https://support.huaweicloud.com/en-us/api-iam/iam_06_0001.html
https://support.huaweicloud.com/en-us/api-iam/iam_06_0001.html
https://developer.huaweicloud.com/en-us/endpoint
https://developer.huaweicloud.com/en-us/endpoint

Cloud Eye
API Reference 7 Common Parameters

{
"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

"description™: "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
L
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
}
}

Obtain a Project ID from the Console

To obtain a project ID from the console, perform the following operations:

1. Log in to the management console.
2. Click the username and select My Credentials from the drop-down list.
On the API Credentials page, view the project ID in the project list.

Figure 7-1 Viewing the project ID

API Credentials &

My Credentials

‘ © Learn more about HUAWEI CLOUD accounts, 1AM users, and projects

Projects

P e = e =

en-north-1 CN North-Beljing1

cn-nrth-4 €N North-Beijing4

7.4 Obtaining an Enterprise Project ID

Scenarios
Some URLs need to be filled with the enterprise project IDs when APIs are called,
so the enterprise project IDs need to be obtained. This section describes how to
obtain an enterprise project ID on the management console.

Procedure

1. Log in to the management console.

2. In the title bar, choose Enterprise > Project Management.
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(11 NOTE

If the preceding path is unavailable, click More in the title bar and choose Enterprise

> Project Management.
Locate the target the enterprise project and click its name.
In the enterprise project details, ID is the enterprise project ID.

Figure 7-2 Viewing the enterprise project ID

< kkkkkkkkkkk

Kikklekkkkdeke 22 I:I

Enabled Create Feb 24, 2020 17:00:46 GMT+08:00

oy odified Feb 24, 2020 17:00:46 GMT+08:00
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Appendix

A.1 Services Interconnected with Cloud Eye

Catego | Service Namespa | Dimension Reference
ry ce
Compu | Elastic Cloud SYS.ECS Key: instance_id ECS metrics
te Server Value: ECS ID
ECS OS AGT.ECS Key: instance_id OS Monitoring
Monitoring Value: ECS ID Metrics Supported
by ECSs with the
Agent Installed
and Using
Simplified
Monitoring
Metrics
ECS OS AGT.ECS Key: instance_id OS Monitoring
Monitoring Value: ECS ID Metrics Supported
(Latin by ECSs with the
America Agent Installed
region)
Bare Metal SERVICE.B | Key: instance_id Supported
Server MS Value: BMS ID Monitoring
Metrics (with
Agent Installed
and Simplified
Metrics)
BMS (Latin SERVICE.B | Key: instance_id Supported
America) MS Value: BMS ID Monitoring

Metrics (with
Agent Installed)
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ry ce

Auto Scaling SYS.AS Key: AS metrics
AutoScalingGroup
Value: AS group ID
Cloud Phone SYS.CPH e Key: instance_id | Cloud Phone
Value: server ID | metrics
e Key: cph_id
Value: cloud
phone ID
e Key: disk_name
Value: disk
name
e Key: gpu_index
Value: GPU
name
FunctionGrap | SYS.Functi | Key: package- FunctionGraph
h onGraph functionname metrics
Value: app name-
function name
Storage | Elastic SYS.EVS Key: disk_name EVS metrics
Volu‘me Value: server ID-
Service drive letter (sda is
(attached to the drive letter.)
an ECS or
BMS)
Object SYS.OBS Key: bucket_name | OBS metrics
Storage Value: bucket
Service name
Scalable File SYS.SFS Key: share_id SFS metrics
Service Value: SFS file
system
SFS Turbo SYS.EFS Key: SFS Turbo metrics
efs_instance_id
Value: instance
Networ | Elastic IP and | SYS.VPC e Key: publicip_id | VPC metrics
k bandwidth Value: EIP ID
o Key:
bandwidth_id
Value:
bandwidth ID
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Catego | Service Namespa | Dimension Reference
ry ce

Elastic Load SYS.ELB e Key: ELB metrics
Balance Ib_instance_id
Value: ID of a
classic load
balancer

o Key:
lbaas_instance_i
d
Value: ID of a
shared load
balancer

o Key:
lbaas_listener_i
d
Value: ID of a
shared load
balancer
listener

Direct SYS.DCAA | e Key: Direct Connect
Connect S direct_connect_i | metrics

d

Value:
connection

o Key:
history_direct_c
onnect_id
Value: historical
connection

Virtual Private | SYS.VPN Key: connection_id | VPN metrics

Network Value: VPN
connection

NAT Gateway | SYS.NAT Key: NAT Gateway
nat_gateway_id metrics

Value: NAT
gateway ID
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ry ce
Cloud Connect | SYS.CC e Key: Cloud Connect
cloud_connect_i | metrics
d
Value: cloud
connection ID
e Key: bwp_id
Value:
bandwidth
package ID
o Key:
region_bandwid
th_id
Value: inter-
region
bandwidth ID
Applica | Distributed SYS.DMS For details, see the | DMS metrics
tion Message information in the | pms Kafka
Service right column. metrics
DMS RabbitMQ
instance metrics
APl Gateway | SYS.APIG Key: api_id API Gateway
Value: API metrics
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Catego

Service

Namespa
ce

Dimension

Reference

Distributed
Cache Service

SYS.DCS

o Key:
dcs_instance_id
Value: DCS
Redis instance

o Key:
dcs_cluster_redi
s_node
Value: Redis
Server

o Key:
dcs_cluster_pro
Xy_node
Value: Proxy in
a Proxy Cluster
DCS Redis 3.0
instance

o Key:
dcs_cluster_pro
Xy2_node
Value: Proxy in
a Proxy Cluster
DCS Redis 4.0
or 5.0 instance

o Key:
dcs_memcache
d_instance_id
Value: DCS
Memcached
instance

DCS metrics

ROMA

SYS.ROMA

For details, see
ROMA metrics.

ROMA metrics

Databa
se

Relational
Database
Service

SYS.RDS

For details, see the
information in the
right column.

RDS for MySQL
metrics

RDS for
PostgreSQL
metrics

RDS for SQL
Server metrics
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Document SYS.DDS e Key: DDS metrics
Database mongodb_node
Service _id
Value: DDS
node ID
o Key:
mongodb_insta
nce_id
Value: DDS DB
instance ID
Distributed SYS.DDM Key: ddm_node_id | DDM metrics
Database Value: DDM node
Middleware
GaussDB SYS.NoSQ | For details, see the | GaussDB(for
NoSQL L information in the | Cassandra)
right column. metrics
GaussDB(for
Mongo) metrics
GaussDB(for
Influx) metrics
GaussDB(for
Redis) metrics
Migrati | Cloud Data SYS.CDM Key: instance_id CDM metrics
on Migration Value: CDM
instance
Enterpr | Data SYS.DWS o Key: DWS metrics
ise Warehouse datastore_id
Intellig | Service Value: data
ence warehouse
cluster ID
o Key:
dws_instance_id
Value: data
warehouse
node ID
ModelArts SYS.Model | o Key: service_id | ModelArts metrics
Arts Value: real-time
service ID
e Key: model_id
Value: model ID
Cloud Search SYS.ES Key: cluster_id CSS metrics

Service

Value: CSS cluster
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ry ce

ImageSearch SYS.IS Key: instanceName | ImageSearch
Value: instance metrics
name

Automatic SYS.ASR For details, see ASR metrics

Speech ASR metrics.

Recognition

Image SYS.IRS Key: Image

Recognition call_of interface Recognition
Value: API metrics

Content SYS.MODE | Key: Content

Moderation RATION call_of interface Moderation
Value: AP| metrics

Text to Speech | SYS.TTS For details, see TTS metrics
TTS metrics.

Face SYS.FRS e Key: call_of api | Face Recognition

Recognition Value: API metrics
e Key: face_set

Value: facial
image library

Natural SYS.NLP Key: NLP metrics

Language call_of interface

Processing Value: API

Optical SYS.OCR Key: OCR metrics

Character call_of_interface

Recognition Value: API

Graph Engine | SYS.GES Key: instance_id GES metrics

Service Value: GES
instance

Data Lake SYS.DLI e Key: queue_id DLI metrics

Insight Value: queue

instance

e Key: flink_job_id
Value: Flink job
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Change History

Released On | Description

2020-12-08 This issue is the forty-one official release, which incorporates
the following changes:

e Added Modifying an Alarm Rule.

e Added Creating a Resource Group.

e Added Updating a Resource Group.

e Added Deleting a Resource Group.

e Added Query Resource Groups.

e Added Querying Events.

e Added Querying the Monitoring Details of an Event.

2020-11-10 This issue is the fortieth official release, which incorporates the
following changes:

e Added Creating a Custom Alarm Template.
e Added Deleting a Custom Alarm Template.
e Added Querying Alarm History.

e Added Querying Custom Alarm Templates.

Added Updating a Custom Alarm Template.
e Added Querying Resources in a Resource Group.

2020-05-30 This issue is the thirty-ninth official release, which incorporates
the following changes:

Added the enterprise_project_id parameter in Querying the
Alarm Rule List, Querying an Alarm Rule, and Creating an
Alarm Rule.

2019-09-06 This issue is the thirty-eighth official release, which
incorporates the following changes:

Added Permissions Policies and Supported Actions.

Issue 40 (2020-11-10) Copyright © Huawei Technologies Co., Ltd. 163



Cloud Eye
API Reference

B Change History

Released On

Description

2019-08-30

This issue is the thirty-seventh official release, which
incorporates the following change:

e Modified the example of obtaining a token in Getting
Started.

2019-07-31

This issue is the thirty-sixth official release, which incorporates
the following change:

e Added GES Metrics.

2019-06-12

This issue is the thirty-fifth official release, which incorporates
the following changes:

e Optimized Before You Start.

e Optimized API Overview.

e Optimized Calling APIs.

e Optimized Getting Started.

e Added Distributed Cache Service (DCS) metrics.

e Added Elastic File Service (EFS) metrics.

e Added Scalable File Service (SFS) metrics.

e Added Natural Language Processing (NLP) metrics.

2019-04-30

This issue is the thirty-fourth official release, which
incorporates the following change:

e Optimized Getting Started.
e Interconnected with Elastic File Service (EFS).
e Interconnected with Database Security Service (DBSS).

2019-03-30

This issue is the thirty-third official release, which incorporates
the following changes:

e Changed Virtual Private Cloud to Elastic IP and
Bandwidth under Cloud Service Monitoring on the Cloud
Eye console.

e Optimized the Distributed Message Service (DMS) metrics.

2019-03-14

This issue is the thirty-second official release, which
incorporates the following changes:

e Added Distributed Cache Service (DCS) metrics.
e Interconnected with Face Recognition.
e Optimized the Relational Database Service (RDS) metrics.

2019-02-21

This issue is the thirty-first official release, which incorporates
the following change:

Interconnected with Conversational Bot Service (CBS).
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Released On

Description

2019-01-17

This issue is the thirtieth official release, which incorporates the
following changes:

e Optimized the names of Elastic Cloud Server (ECS) and
Elastic Volume Service (EVS) disk metrics.

e Optimized the names of two Relational Database Service
(RDS) metrics.

2018-12-30

This issue is the twenty-ninth official release, which
incorporates the following changes:

e Added Distributed Message Service (DMS) metrics.
e Added Cloud Search Service (CSS) metrics.

2018-11-30

This issue is the twenty-eighth official release, which
incorporates the following changes:

e Added FunctionGraph metrics.
e Added Elastic Load Balance (ELB) metrics.

2018-10-30

This issue is the twenty-seventh official release, which
incorporates the following changes:

e Added Relational Database Service (RDS) metrics.

e Interconnected with Automatic Speech Recognition (ASR),
Image Recognition, Content Moderation, and Text To Speech
(TTS).

2018-09-30

This issue is the twenty-sixth official release, which
incorporates the following changes:

e Added Distributed Database Middleware (DDM) metrics.
e Added Elastic Load Balance (ELB) metrics.

e Added Direct Connect metrics.

e Added Distributed Message Service (DMS) metrics.

e Added the API for querying all API versions.

e Added the API for querying a specified API version.

2018-08-30

This issue is the twenty-fifth official release, which incorporates
the following changes:

e Added Distributed Database Middleware (DDM) metrics.
e Added OS Monitoring metrics.

2018-07-30

This issue is the twenty-fourth official release, which
incorporates the following change:

Optimized descriptions about querying alarm rules.
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Released On
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2018-06-30

This issue is the twenty-third official release, which
incorporates the following changes:

e Added Elasticsearch metrics.
e Optimized Elastic File Service (EFS) metrics.
e Added Relational Database Service (RDS) metrics.

2018-05-30

This issue is the twenty-second official release, which
incorporates the following changes:

e Added the API for querying the monitoring data in batches.
e Added the event reporting API.

2018-04-30

This issue is the twenty-first official release, which incorporates
the following changes:

e Interconnected with NAT Gateway.
e Added metrics for ECS Advanced Monitoring.

2018-03-30

This issue is the twentieth official release, which incorporates
the following changes:

e Added Distributed Cache Service (DCS) metrics.

e Interconnected with UPredict.

e Interconnected with Elasticsearch.

Added GPU metrics for ECS Advanced Monitoring.

2018-02-28

This issue is the nineteenth official release, which incorporates
the following changes:

e Added Artificial Intelligence Service (AIS) metrics.
e Interconnected with Cloud Data Migration (CDM).
e Added load metrics for ECS Advanced Monitoring.

2018-01-30

This issue is the eighteenth official release, which incorporates
the following change:

Added Artificial Intelligence Service (AIS) metrics.

2018-01-26

This issue is the seventeenth official release, which incorporates
the following changes:

e Interconnected with Object storage service (OBS).
e Added descriptions for ECS Advanced Monitoring metrics.

2017-12-30

This issue is the sixteenth official release, which incorporates
the following changes:

e Interconnected with APl Gateway.

e Interconnected with Document Database Service (DDS).
e Interconnected with CloudTable Service (CloudTable).

e Added Artificial Intelligence Service (AIS) metrics.

e Added Distributed Cache Service (DCS) metrics.
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2017-11-30 This issue is the fifteenth official release, which incorporates
the following changes:

e [nterconnected with Distributed Database Middleware
(DDM).

e Added Artificial Intelligence Service (AIS) metrics.
e Added Auto Scaling (AS) metrics.

2017-10-30 This issue is the fourteenth official release, which incorporates
the following change:

Optimized the descriptions of Distributed Message Service
(DMS) metrics.

2017-09-30 This issue is the thirteenth official release, which incorporates
the following changes:

e Added Artificial Intelligence Service (AIS) metrics.
Added Scalable File Service (SFS) metrics.
Added FunctionGraph metrics.

Added the interface for querying the host configuration.

2017-07-30 This issue is the twelfth official release, which incorporates the
following changes:

e Added Artificial Intelligence Service (AIS) metrics.
e Added section Creating an Alarm Rule.

e Marked the section about querying followed metrics as
deprecated.

2017-05-26 This issue is the eleventh official release, which incorporates
the following change:

Added Distributed Message Service (DMS) metrics.

2017-04-28 This issue is the tenth official release, which incorporates the
following changes:

e Added Machine Learning Service (MLS) metrics.
e Added WEB Tamper Protection (WTP) metrics.
e Added Data Warehouse Service (DWS) metrics.

2017-03-30 This issue is the ninth official release, which incorporates the
following changes:

e Added Workspace metrics.
e Added Relational Database Service (RDS) metrics.

2017-02-27 This issue is the eighth official release, which incorporates the
following change:

Added the setting description for the from parameter.
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2016-12-30 This issue is the seventh official release, which incorporates the
following changes:

e Added descriptions for Web Application Firewall (WAF)
metrics.

e Added descriptions for Host Vulnerability Detection (HVD)
metrics.

2016-10-29 This issue is the sixth official release, which incorporates the
following change:

Added Elastic Load Balance (ELB) metrics.

2016-9-30 This issue is the fifth official release, which incorporates the
following changes:

e Added descriptions for Distributed Cache Service (DCS)
metrics.

e Added descriptions for Distributed Message Service (DMS)
metrics.

e Added Relational Database Service (RDS) metrics.

2016-8-25 This issue is the fourth official release, which incorporates the
following change:

Added Elastic Cloud Server (ECS) metrics.

2016-07-30 This issue is the third official release, which incorporates the
following changes:

e Modified the document contents to make the contents
display by open API functions.

e Added the interface for querying an alarm rule.

e Added the interfaces for enabling, disabling, and deleting
alarm rules.

e Added the interface for adding monitoring data.

e Added descriptions for Relational Database Service (RDS)
metrics.

2016-01-25 This issue is the second official release, which incorporates the
following changes:

e Modified section "Request Signing Procedure". Changed the
SDK JAR package and singing procedure.

e Modified section "Sample Code". Optimized the code.

e Modified section "Common Request Headers". Added some
headers and changed some headers to optional ones.

e Modified parameter descriptions, attributes (optional or
mandatory), and value ranges.

e Added descriptions of monitored metrics of each service to
section Appendix.

2015-10-15 This issue is the first official release.
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