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=R | g FH%EM
(75)
VPC IER1%E1E192.168.0.0/16, EfttREEIAEE 00.00
Subnet | MIEZI%EIR192.168.0.0/24, HIbRHAZIAEE 00.00
LT IRIEEEFHEANSE 1883, 8883%Fin 00.00
ECS [ 3814 =PRSS 22 ECS | X86itE | BAITEE! | /
c7.large.2 | 2#% | 4GB; CentOS | CentOS 7.8
64bit; | &£ | BAIEISSD | 40GB
Kafka [ oHiEHE RS Kafkahiy | kafka.4u8g.cluster /
| (KN 3
BANMIEFETIE): #8510 | 200GB
ELB [ st ta it | HERIREIIE £EI7ZSBGP /
HrEs: ©EABGP | #5E | 30Mbit/s
™ALEN | [ DI FENZRE ] IR /
Ze
Anti- [ Anti-DDoSiREiR % | EhitiDDoS Ftrge, /
DDoSiit | 5Gbps
25
=&D | =& | =IRFZEEEDEAEEE | 100GB; /
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3.1 FREBEMQXEERFINGS
3.2 FiEredisiAiE
3.3 WIHRMER B RIN

3.1 23 EMQX §£E{I 18

&% openssl
LB LEKigcc. perl5

yum install gcc perl -y
2 ZiEFEEopenssl
1. T#openss| Zi#HIE

wget
tar -zxvf openssl-1.1.1n.tar.gz

2. FahimiEHeIEIER
cd openssl-1.1.1n
./config
make && make install
$ In -s Jusr/local/lib64/libssl.so.1.1 /usr/lib64/libssl.s0.1.1
$ Ln -s /usr/local/lib64/libcrypto.so.1.1 /usr/lib64/libcrypto.so.1.1

H 3.1 FanRE ORGSR

3-1 HRIFF ORI
/usr/local/share/doc/openssl/html/man3/i20_SCT.html -> /usr/local/share/doc/openssl/html/man3/02i_SCT_LIST.html
/usr/local/share/doc/openss1l/html/man5/config. html
/usr/local/share/doc/openss1/html/man5/x5@9v3_config.html
/usr/local/share/doc/openss1/html/man7/Ed25519. html
/usr/local/share/doc/openssl/html/man7/Ed448.html —> /usr/local/share/doc/openss1/html/man7/Ed25519. html
/usr/local/share/doc/openss1/html/man7/RAND. html
/usr/local/share/doc/openssl/html/man7/RAND_DRBG.html
/usr/local/share/doc/openss1/html/man7/RSA-PSS. html
/usr/local/share/doc/openss1l/html/man7/SM2. html
/usr/local/share/doc/openss1/html/man7/X25519. html
/usr/local/share/doc/openssl/html/man7/X448.html —> /usr/local/share/doc/openssl/html/man7/X25519.html
/usr/local/share/doc/openss1l/html/man7/bio. html
/usr/local/share/doc/openss1/html/man7/crypto. html
/usr/local/share/doc/openss1/html/man7/ct.html
/usr/local/share/doc/openssl/html/man7/des_modes.html
/usr/local/share/doc/openss1/html/man7/evp. html
/usr/local/share/doc/openss1l/html/man7/0ss1_store-file.html
/usr/local/share/doc/openss1/html/man7/0ss1_store.html
/usr/local/share/doc/openss1/html/man7/passphrase-encoding. html
/usr/local/share/doc/openss1/html/man7/proxy-certificates.html
/usr/local/share/doc/openssl/html/man7/scrypt. html
/usr/local/share/doc/openssl/html/man7/ssl.html
/usr/local/share/doc/openss1/html/man7/x509.html
[root@66c389a7c2db openssl-1.1.1n]# 1n -s /usr/local/1ib64/1libss1.s0.1.1 /usr/1ib64/1libssl.s0.1.1
[root@66c389a7c2db openssl-1.1.1n]# ln —s /usr/local/lib64/libcrypto.so.1.1 /usr/lib64/1ibcrypto.so.1.1
[root@66c389a7c2db openssl-1.1.1nl# openssl version
OpenSSL 1.1.1n 15 Mar 2022
[root@66c389a7c2db openss1-1.1.1nl# I
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sudo systemctl start emqgx
.
TRt (WMEXEis ECS SLAITRMmECE 1)
2T RER, 81 ENemgxEHEHITUITMER
B BT REE
vi [etc/emgx/emqgx.conf
node.name = node1@Xx.X.X.x
£E2 IZTEMQX
sudo systemctl start emgx
HPIR3 MNEEEE
emqx_ctl cluster join node2@x.x.x.x
3-2 IONEEE
root@d2b7aacaa9fo:~# emgx_ctl cluster join node2@172.17.0.5
=CRITICAL REPORT==== 15-Dec-2022::09:56:42.391748 ===
[EMQ X] emgx shutdown for join
Join the cluster successfully.
Cluster status: #{running_nodes => ['nodel@172.17.0.4', 'node2@172.17.0.5'],
stopped_nodes => [1}
TR
° \ \
3.2 I3 redis TAIE
redis Bii&
SE1 NI
EOABCE FRBIEHREIT, RINI—5IAILE:
HMSET mqtt_user:emqgx password public
L2 RIMACLIAUE
HSET mqtt_acl:testtopic/2 2
TR
EMQX redis INIFERECE
EERERN, =EREE “RINEHE” EREIELAINKIN
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4.1 JEAHS

redis IAUE

4.1 B

4.2 ERjERR

-module(emgx_authz_redis).
-include("emqgx_authz.hrl").
-include_lib("emqgx/include/emgx.hrl").
-include_lib("emgx/include/logger.hrl").

-include_lib("emqgx/include/emqgx_placeholder.hrl").

-behaviour(emqgx_authz).
%% AuthZ Callbacks
-export([

description/0,

create/1,

update/1,

destroy/1,

authorize/4

1.

-ifdef(TEST).

-compile(export_all).

-compile(nowarn_export_all).

-endif.

-define(PLACEHOLDERS, [
?PH_CERT_CN_NAME,
?PH_CERT_SUBJECT,
?PH_PEERHOST,
?PH_CLIENTID,
?PH_USERNAME

1.

description() ->
"AuthZ with Redis".

create(#{cmd := CmdStr} = Source) ->
Cmd = tokens(CmdStr),

Resourceld = emqgx_authz_utils:make_resource_id(?MODULE),
CmdTemplate = emqgx_authz_utils:parse_deep(Cmd, ?PLACEHOLDERS)),

{ok, _Data} = emqgx_authz_utils:create_resource(Resourceld, emqgx_connector_redis, Source),

Source#{annotations => #{id => Resourceld}, cmd_template => CmdTemplate}.

update(#{cmd := CmdStr} = Source) ->
Cmd = tokens(CmdStr),

CmdTemplate = emqgx_authz_utils:parse_deep(Cmd, ?PLACEHOLDERS)),
case emgx_authz_utils:update_resource(emqgx_connector_redis, Source) of

SRR 1.0
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{error, Reason} ->
error({load_config_error, Reason});
{ok, Id} ->
Source#{annotations => #{id => Id}, cmd_template => CmdTemplate}
end.
destroy(#{annotations := #{id := Id}}) ->
ok = emqgx_resource:remove_local(ld).
authorize(
Client,
PubSub,
Topic,
#
cmd_template := CmdTemplate,
annotations := #{id := ResourcelD}
}
) ->
Cmd = emgx_authz_utils:render_deep(CmdTemplate, Client),
case emgx_resource:query(ResourcelD, {cmd, Cmd}) of
{ok, [1} >
nomatch;
{ok, Rows} ->
do_authorize(Client, PubSub, Topic, Rows);
{error, Reason} ->
?SLOG ((error, #{
msg => "query_redis_error",
reason => Reason,
cmd => Cmd,
resource_id => ResourcelD
b,
nomatch
end.
do_authorize(_Client, _PubSub, _Topic, []) ->
nomatch;
do_authorize(Client, PubSub, Topic, [TopicFilter, Action | Tail]) ->
case
emqgx_authz_rule:match(
Client,
PubSub,
Topic,
emqgx_authz_rule:compile({allow, all, Action, [TopicFilter]})
)
of
{matched, Permission} -> {matched, Permission};
nomatch -> do_authorize(Client, PubSub, Topic, Tail)
end.
tokens(Query) ->
Tokens = binary:split(Query, <<" ">>, [global]),
[Token || Token <- Tokens, size(Token) > 0].

4.2 EDjn)=a

SSL iERZK W
Ws: ZERiELES EMQX &37 SSL iE#s,
RRGE: JJLMEE) EMQX BEPRIKEFRHTEEADMHIE, EMQX BEHEX
ABIESE: HESER,
1. certificate_expired
HEFHI certificate_expired X§2%F, HEIEPBEETHE, BRATER,
2. no_suitable_cipher

HEFEHI no_suitable_cipher X#2=F, HEBEFIEFISEHIISERNERLE
%, TetERBIEPEEESFEEHAE. KEHEIRSIHIIZFPinEINSS
NEBEHES.
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3.

handshake_failure

HEFBEI handshake_failure X§2=, BEEERE, nJstBEESEPIHRE
ko, Bla0, ATREREFinAIERIIRS S SRS EIEB AV Z AT
fico

unknown_ca

HEFHI unknown_ca X§2F, BIREIEPRIREAN, EREERGERTHE
CAIEB. KIEXE Root CA IEPaLEIEE 7H1=AY Root CA IEFH . FEXNENAIEF
ALMRIEBEPEMEERAMRIRS imAEE PRl PRELE . R=2
IRBZImIEBFEDR, IBARERSEEN:
{ssl_error,{tls_alert,{unknown_ca,"TLS server: In state certify received CLIENT
ALERT: Fatal - Unknown CA\n"}}}

E7Z| CLIENT ALERT SARJLASH], X2RBEFRNESER, IRSBiRIEPFREE
BEEFIRIIEE.

MREEFIRIEPBFEOHE, PAREESEEN:
{ssl_error,{tls_alert,{unknown_ca,"TLS server: In state certify at
ssl_handshake.erl:1887 generated SERVER ALERT: Fatal - Unknown CA\n"}}}
&%l SERVER ALERT FLBEIBISH], T RSB IRENERFinEBITATNZIERT
EBIALE, MEFIHEREIRBRSIHNESER.

protocol_version

HZEFHI protocol_version XEF, IRAZFIHSIRSEESTIFA TLS tHARA
ZNUT T
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