St AR

nle, ey 1=
= W o)RR

XHERRAS 01
A%HHA 2026-02-04

NN

» )

e

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTEEREGIRAR 2026, RE—IIINFI.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SAERRZ 01 (2026-02-04) WRIFRR © EARTERARBRAF



LRk AL
= e B3R

1 EBREETLITIRR. ......oceeveeeererercreerese s ssesess s ssssesessesessssssesssssassssessssssssssessssesessssessssssasassesssssseses 1
2 AR E e bR R R R s bR R bR bR beee 2
2.1 ELB EEL B EIRIHEES .o eeeseeessss s esssssssss e sssssssss e 2
2.2 A ABIT AEIIETTEVIIITTIRLLEZE? ooovooeeeeeeeeeeeeeeeeeeeesseeeeeessseesssssssssseessssssssssssssssssssssssssssssssssesssssssmssssssessessssoes 3
2.3 At AR—EFixEATAEAE ELB LA, 1P Sii ASBEZRTERBAT? ..o seeececesessessssaeeeee 8
2.4 I AR—ZEFiHERHAEERE 724 EIP B9 ELB SCEHISKEZRMERBRT? .oooooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesessssssnnnns 10
2.5 QA B A I ETARZBATEEL T THT? ooooooveeeeeeeeeeeeeeeeeeeeeseeeee e eeesesssssss e ssssssss s sssssssssssse s sssssssnsanns 12
2.6 WMTHEE ELB IR[EIAIEEEEIRTZSAD? oo sssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnees 13
2.7 WMTHEE ELB IREIZEZE FURHIEEETEIRIL? oo ssssssseessssssssssesssssssssssssssssssssesssssssssssssssssas 14
2.8 WHTAEES ELB BUSIRITREEAREH? wooooeevveeeeeseesesessssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 15
2.9 WMTAREET ELB TEIRTARITIET? .oooeoeeeeeeeeeee oo vsss e ssssss s sssss s s ssssss s s sssssssssees 15
2.10 AHYTHE B A E BTN SZVTITIZERTIR? oot sessse e sessseeessssssssssessssssesssssssssssssssssssssesssssssssesssssssnnne 15
2,11 WYTAEES ELB [EIUTEBEISZIR? oooooeeveeeeeeeeeeeeeeeeeessesssesesesssssssessssssssssesssssssssssssssssssssssssssssssssssssssssssssssssessssssssnsssssssssnns 16
2.12 WMTHE B M AR I ET ETEARIEAREETIUTIZE? .o ssssssssessesssss s ssssssssesssssss s ssssssseees 16
2.13 TIAIAGET SSL/TLS TATE B 2 et ssss s sss s s ssss s s s ssssessssnae 16
B EERAEES......coeeereeerereeeeesesesesesesesese st s st s st e e s e s e Resenene 18
3.1 BREACEEEEEHEED (JEDEEL ) oo sessssss s sessssss s ssssesn s ssssssssn s ssssssennes 18
3.2 BREAGETEEEHEET (ZEEEEL ) oo sesssss e esessssm s sessss s sessssssa e sssesnnnnns 24
3.3 At AGImRIRS RS LW EIAY R EIR BB IZ BEAVEFBATIEIREL? e reseeeceeereesieseseeeesessssssessne 30
3.4 (EF UDP HNIE T ZATEETEII? .ooovvoooeeeeeeeeeeeseeevosesssssssssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssmssssssssssssssssssssnsson 31
35 BENENMTASEH ELB SIEAFIRARSZ ERERIEIRIMIBIR? oooeorrsesseeeccrreeesissssssseeeesesssssssssseseceesseeees 32
3.6 BREBAGET T ARTIRIDIN? oooooeeeeeeeeeeeeeeseseee e eeeeesseessesseessesesessssssse s sssssssssessssessssssssssssssssessesssssssmesssessssessssssssasssessssees 32
R L P L it i S == o OO OOSOSOS 32
3.8 R B IEEZRIAREIATIRZSIDIIILED ....oooooeoeeeeeeeeeeeeeeeeessseseeeeesessssssssssssesesssssssssssssssssesessssssssssssssssessssssssssssssssesees 33
A THBESTI et s R R bbb R R e bes e b 34
4.7 ELB 2B TTEABBIBIFI? oooovoveeoeeeeeeeeeeeeeseeeossssesseeeseesssssssssssssessesssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnans 34
4.2 ELB 2FEE%ES DD0S KIEFN Web AR R R ZZ R BITIAE? oo eeeeessseseeesessseessessssssess s seessesessens 34
4.3 ELB BB O LURIIAREHRIERFIAIIRIZEE? oo esseessseeessssmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnn 34
4.4 ELB STHEFEFF . BETRE VPCEHBA? oo seveseesvesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssaon 35
4.5 [FIHARSZER AT LARIT SEIFIT) ELB MBI .....oooooeeeeeeeeeeeeeeeeeeeessseseeeeeeesesssssssseseeesssssssssssssssesesssssssssssssesssssssssssssssssssssessseees 35
4.6 ELB BEESLINEHEIR HTTPS T2 oot seeeeeseeeessssssesssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssssssssssessoes 35
4.7 ELB SZEF IPV6 TZBIB? ..o esssssssssssse s sssssssssssssssesssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssnssn 35

SASRRAS 01 (2026-02-04) WRIERE © LEARITERARERAF i



LRk AL

MR EES
4.8 SN{onEId IR EUREFN B S PRIRFIRT ELB AIMTIRZATIE]? .ooooeeeeeceeeeeeemssseeeceseecssssssassseeesssssssssssssseessssssssssssassaseseee 36
4.9 UUTFRENTEITZTATELIE IP? oo eeeveeeeeeeesesssseeeesessssss s sssssssssssssssssesessssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssns 37
A0 TR NARIE RITIRBUER A coooeoeeeeeeeeeeeeeeeeesessssesssssssssssssssssssssesseee s ssssssssssssssssssssssssss s s s ssessssssssssssssees 44
4171 QMAMERD LinUX CUrL TR S 2 T ITIE D oo eeeeseseesseseesee s e s ses e s s et s et ses s se s ssessesee s 45
B BAERIIMETRE ..ot bbb bbb e ne b anan 47
S W MR (LI = NS e -2 < 1 OO 47
5.2 BB FAUMAIECE TELITME? oot a st s st sasnsasssnss s sanenas 48
5.3 BIEIRZEY ELB [EAMHTAEREBEB DT IP? oo sesssssssssssssesessssssssssssssssessssssssssssssssesssssssssssssns 48
5.4 ELB 4BE T EIP, [SimRIARSSEERILAEI ELB HIEIZARIMT?Y «.....ooooeeeeeeeccceereeeenemsssseeecesssssssssssaeeessssssssssssassesseee 49
5.5 FEEFY ELB BILMIFIFBID? ..ooooooeeeeeeeeeeeeeeeseeeeessssseesesssssssesssssssssessssssssssssssssssssssssssssssassssssssssssssssssssssssssssssssssssssssnsne 49
5.6 =8 ELB LAV SEHBEBERIEIETE_EPRIEATI? oo eeessssssssssssesssssssssssssssssesssssssssssssssssseees 49
5.7 =BG HIIEESATTEEEA EIP BITEZEB T AR TP o eiesiiseececcrseessssssssseseeessssssssssssseseesssssssessssenas 49
5.8 ELB 5 WAF HIGIECEERT? oo sseeesssssessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssesses 49
5.9 ELB B9 IPv4/IPv6 SUESLHIBTLAHETIN IPVA BETEMD? .oooooeeeeeeee oo sesssssssessesess s 49
5.10 ELB R BTFTEFERIEIZEBRE? oo eeeesessssssssssesssssssssssssssssessssssssssssssssssessssssssssssssseesssssssssssnnnns 50
B T BE . ..vevereeeererererensseseseses s s st s s s b s R s bbb bR bbb R AR bR SRR R bR s s R R R b s e s aene 51
6.1 CEMIFZESTERRNMPLE HTTP IBIREL? oo sesssssseesessssssssesssssssssssssssssesesssssssessssssssssessssssssssssssees 51
6.2 WITEEMIBRZ /S, ELB RERRIBMELEEERMISETITRE? o ooooooeeeeesseeeecereeeesimiisssseceesesssssssssssssesesssssssssssssesssssssssssanns 51
6.3 ELB X _HAESTFAGEREFIAINE B PRE?D oo sssss s ssssssssssessssssssssssssssssssssssssssssssssssssssssssenes 52
6.4 THFZ N ELB 5 R RNE—EITIRIRIZZEND? oo ssesssssss s esessesss s sssssssn s 52
6.5 UNMEIFEED WEDSOCKET STFEE? oottt eeese s eeees et s s s e es s seseese s et sese s s e s se s es s e e s sesaesesesessesesesesaeesasesseseseen 52
6.6 MANTERHY 3 ABATATIEIII BURITA? oo sessessssssses e ssssssssssss e sssssssssmssss s ssssssssssssss e 52
6.7 NIN/MESUEIESRY, EREAEIRIERAIBIRIRSZZEER M ATEE? oeeeeeeensssssssssssssssssasssssses 54
6.8 A HTTPS ISR ECEME B S IIHIIARZREIRIR? oooissseeeeereeeessmsssssssessssssssssssssssssssssssssssssss s ssssssssssnsssees 55
6.9 AFEBAVRERT “BFE” BIBRBEIRITA? cooooveeeeeeeeeeeeesssssssssssssssssssssssesssessseesessssssssssssssssssssssssssssssssssssssssssssoe 55
T TR IRIREZES v vverrerrerseeseesessss s ses s se s bbb bR bR bR bbb R AR bR bR bR R e 56
7.1 [aimARSS 2R AP D EC RIS KB NSTERRITRIIBE T ARER? s sssssssssssssssssssssssssssssssnnes 56
72 (FFELB 5, SIRBRSZERAEGSTAITIZNIT? oovveeeeeeeeeeeeeesee oo sssosssssessssss s sssssssssssssssssssesssssssssssssssssssessssssssssessons 57
PR AN o = Sy b 8y = OO 57
7.4 JHA 100 2 214 FFELAY IP FESRZEIHIAITURAREZSEE? <orvvvvvvveersnssseeesressssssssss s sssssssssss s sssssssssssssssssssssssssssssnns 57
7.5 ELB AT LABE X I KB FTURAREZBEA? coovrveeeeeeeeevee st ses s sssssssesssss s ssssssss s s sassssssssssssssssssasssssssssssasssnsssssssnnes 58
7.6 AR EIIEHISIRARTZEEEARTEYITE EIP? ooooeoeoeeeeeeeeeeeeeveessseeeessesseseessssssssssssssssssssssssssssssessssssssssssessssssssssssssssnene 58
7.7 WO B S U RIS BEMULZIRTR? oo eeeveeeeeeeeeess s sssss e ssssss s ssss s sssss s s s esssssseee 58
7.8 WHT G B FSURAREZREMULZEDEE? coovvvvveeeeeeeveeseeeeeessssseesesssssssessssssssesssssssss s ssssss s sssss s sssss s sssssssesesesssss s sssssnsne 58
7.0 WA B S U AR SR BRAREZART? oo sssss st 59
7.10 WMTAEETEIT EIP J5IE S IR ZEBREZTER? oo seeesssseeessssss s sssssssssssssssssesssssss s ssssss s ssssss s ssssssssssssssssseees 60
711 A AR EEIRS FITRY ELB jEREREH S imARSS 88 LANEEEIAR 2 oennininininnns 60
VAVIYSUE VA = W ==t = U AV s o OO 60
7.13 ELB {EBUSIHARSZZIMNEEIE B ALERL? ovvvvoveeveeeeeecsssssssssssssesssesseseessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 60
8 RETETH. ...ttt se s ss b s s bbb bRt b R b R bR R s b s R s aee 62
8.1 ELB B SIREETIHIZIETE? oo eeessoassssssssssessssssssssss s ssssssssssss s sssssssssssssssessssssssssssssssessssssssssssssssseee 62

SCHSRRAS 01 (2026-02-04) WRINFTE © AR ERABIRAE iii



LRk AL

MR EES
82 FLETIUER, THIEIEE R AR ..o sesssssesesssssssesesssssssssssssssssssssssssssesssssssssessssssssssssesoes 62
8.3 FRIFBAESHINEETLE ELB FEREHETNID? oo eseess s esssss s ssses s sssssa s ssssss s ssssene 63
8.4 HE AT AT EAEIETAREEIEATI? oo essssssss e sesssssmss s ssssssmss s ssssssssnns 63
8.5 BLEIHIAAEE T AREIRTETEIR? cccooeereeeeieeeeeessssssssessssssssssessssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssnees 63
8.6 FAF T EMMOTLEMMIIRIEND? oo sssse s 63
8.7 He AT AEIIEHITIEETERITEEZEA? oo sssssssss s sssssssssssssssesessssssss s ssssssssssssssesees 64
8.8 =iN#Z EIP HEREMBAITS ELB IiERIM R HIERERFEIE AR IL? cooeeseeccceisiiseseeceseceessssass 64
8.9 ELB MiEEin CEMI R BB I CEBIRIREIEDHIIK BUP. .o eecceeeerererrrrrrrerresssssssesssesssssssssssssssssssssssssssesesssssees 64
8.10 AMHALRMAITEEAIMAIETRE AR 499 IRIEIFD? .ooooooeeeeeeeeeeeeeseeeeeeeeeeeessssssssssssesssessssssssssssssssssssssssssssssssssssssennes 65
D TR s ssssssseess st ssas bt 66
9.1 ELB A B FERE F B ARMEETE? coocooeeeeveeeeseseesesssssseesssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssenas 66
9.2 A R AR M IR B BRATTRREREETTEE? oo reeeeeeeeeecceererenereeessssssssssssssssssssssssssassssss 66
9.3 HE ARG R T R AN S ERIE S mIRSS S HRaRIARNSKITEE? oeeessssssssssssssssssseses 66
9.4 B A I A P BE R T ATMEIEED oo ssssssseessssssss s ssssss s ssssss s sssss s ssss s senseeee 66
9.5 FAEIIENHRLES , MPLETNBEETIEMI? .ooovveoeeoeeeeeeeeeessssssssssssssesssssseee e ssssssssssssssssssssssssssssssss s sessssees 66

SHSRRZ 01 (2026-02-04) WIS © AT BRABRAT iv



LRk AL

ﬁmr@@ 1 %5ﬁ

il
i:'ii
il
=

(4

=)

&

o MtuEIGREHISGLEHEERWS?

o HEKNERFEHE (Hh=1)

o HEREREHZT (HX=1)

o IS EEM RIIIEEIEFRISAERITE?

o GIEMERELBEATASSEZNFMIP?

o [SiRiRSESEF S ERIEEBISIEFRISEBETHAXR?

o =ISIEEIPHRFEASITSELBEEIME R HEREUE A OFA—E?
o ELBAIRIERERINMNCRD ZRE?

SASRRAS 01 (2026-02-04) WRIERE © LEARITERARERAF



SRR
= e 2 BENE

2.1 ELB =85 FEHEHE

[ESR
(MR R EIYEIRSRS, MRCHISENEONR, TUSERIHTEEH
EO

HERE
& 2-1 EPIHEOHER
HEE TR 1588
HEER—: s | BTSSR IR SBE P IHERE.
EERRHISHES

HEEI_: @idIPE | BT IPEEEIRAEIRIRS SR FEHREERSIREISHER
BRIRRERGEHA | RERES

EEREISHEE
HFEI=" AEpingi | B pingdn < LA WA GIRIRS R/EBESHEFPiniERE
ELBRJIPHMENL, {BSE | &,

PR3 ES

HFE—: h0EHEEZRREISHES
o IEMS: (VEHHEIPTIIAERST, SBHREPERERSD.
o DT BEORE T ISR
- BEH: BERIPIHERNEPIRERELBEHES.
- 8% NESRIPHIHANNEFHTESSE, BE2IPHIHAMIZE
PRI IRELBIEHIEE .
o WRAE: CEENEEREET < BOSLANMIEEN" F  BEERE
RIE” FIM RS EHELRNbREHRIEEAZRNRISHED, SRS

SASRRAS 01 (2026-02-04) WRIERE © LEARITERARERAF 2



s AEIYE
= e 2 BENE

EinFIEESE RN . SrHEH—LHIACILEESIRIRECELE
t, EREREPinin s REESIER

HEEIR " : &Y IP R EIRREHFEHAEREFSHES

o [IEMR: BIFIPEEFimHITWSELARS, LRl SEHRIAZISTEIRIE £
IR, BEMTIHOEMEEECNR.

o DS HTFIPEERIHMNINEN GRS S RET1F100000H &IEES,
LIRINAYIPEE iR RS SBHMERUNGT, BT IPEE RimiHTiE & RIFH RIEREER
AT BE(R T SEBIRAE o

o HIERK: ZoJLUBITAITEELBLHIE T IPEE Rk Hins= I REEHIR
&l
BRANEE—ELBERI, SEERNTAKX, HwINT10NPEEFiR, EiTIPEE
BimtERAY, FHAEZEHIRFITENT:

- BRI AEEITE AT 100000H A& EREE x IPEBIFis N x ol
RIF AEREHPRES]: 100000 x 10 x 2 = 2000000,

- HTFANBSET, HMEIEBELBRIAZERSIHERT, REBE D EEARAZHH
ELB L.,

EASLAIFARH A ERSTE N 100000FH &S x IPEBY SN
ARBIF AEREHPRES): 100000 x 10 = 1000000,
ENISHIA\EIR S E 2 GBI IPEE iRt & ins FROFRIEZRS], &ald
BT IENNIPER FiRhIE SRR 1ZIn = NI REZE LR

HEEIR=": #E ping iE ELB Y IP bk, {BCFRIVSZES

o [DEAINSR: {FFpingmnSMIELBAYIPHEIHIAMLIEBIES, (BRSBTS
BESVEE=ES N

o [O@HHT: EELBELBIEREIEITRY, FMpinganSIRMELBAYIPHELE, ELBSLfI&
Mgz ICMP Echoigsk, BlgEpingi®. HFpingdiEE@A S A ERIRIRSE,
Itbpingdp S ISR ik R IR R iR IRSS SR E SLHNEEIRE

o MARFE: BINEARBEKBMpingd s SKAIMTELBRIRT AN, EaTLUEI curldp$k
MRXELBARSZ 2B

2.2 At AaES REBIETE LIRSS ?

)RR
HHIUA TR, TUSERETHERR.
o ALEESAERIS, EEERETREIIESARERIIS.
o EISMRIPAILIAEREIE, ERARIPEXATREIIE.
o ERBSHRENERHE.

BENA

i

FimiEid S Enn RS s RN ER2-1,

SASRRAS 01 (2026-02-04) WRIERE © LEARITERARERAF 3


https://support.huaweicloud.com/usermanual-elb/elb_ug_jk_0005.html

L ek AL
= aE 2 BENRE

1. 2NEFIRARESTEIPMEXEIREIIERS; FANEFiRINREEEEIFAMIP
xR R IIEER

2. RHNERREEITSERENRRIMY/ KO, BREE KRG LERIAIETR.

3. HRIFRERFINEIRRSHNVEREERSIER, RERREENEREN, I5
ERRESRIRIRSSER

4. HITRSREERRS[ANENSEREE, BARERENAERIRIRSSSE .

BEBRT, ERnEEARNERTELNEIRRSREYEREEERZEES (40

EEIEMAE ) MERCERERM (WNREERAE) .

IR EiRERRAIINFRTHIE, NiESENERE R AR E .

2-1 EFiRBE AHELNERRSHTEE

100.125.0.0/16

(2 )
g, T TR ‘\|
=
”F.I L _IF'i/ _________ :
& s S S
------------------------ SO oo T T T T EEEE e E T,
WJCI : e Y N : : FH3 o
! L N
il ! EPH
T g — L
b e si
| T mmm—m—m——g————s—s=—= | |
| 1
STt b e i
I DM il |
| 1 I [
1 & [EEm TCP] [Ewwn: 0] |
oy TTTTTTTL Y T 2
| I Ll bt T T I =i
|| i | ERESWOA43 =
| O TEEEsspEEEEEsEEsyEEE | @ ceeeeeeeee----——---
: : 1 [ RESACLT ) | FRI2 (REEACLE )
o ! P\ 100.125.00/16
| 1 1
|
Lo
| I
|
I

SAERRAS 01 (2026-02-04) WRIERE © EARITERAREIRAF 4



st ARt
ERERR

HFE &S

2-2 IR

AESERAIE
BESSA~EI)RE

a] B

s No HrE fSiniRSS
i2f5 i R -
o fEicE
No HSsZ+H

TACL

No HIERENE
75

No ESES = 1=1
MRS Ee

ggg%% No ERGAEE

1. $BR— HIEEEUERLOERRSS: EREFRERLAERRSE, #

INRimBRSS SRR BN S5 ECE TR .

T BRI EIRIN

SR IEEEAERREE: B “uhs > ERikSHE" EE5REHE

SR= HIERFNERBIER: B ‘KT > FiRikSRE" EERSHEA

RENEERESHIER. BERERENERT, ARYEFSRX GRS

BRRE.

SASRRZS 01 (2026-02-04)

IR © EREH BRABIRAT



L ek AL
= aE

2 BENE

4. RN HiERinRSHFREEEEER: BY “KIfsE > FiRikSHE" B8R
ImARSS RRAINE TN SSin 2R B ECEIEH .

5. $BA: REHNENREREIER: BY ‘LR > EXMER" BEREHE
TiplaiESl, LARGEEERERE T = ighiaiE.

LE—: HIERAUEKLIGRIRSSES

TLLBIT E i BSOS ik IR S 22 R PHEt SR HuRE R 2ELBEL B TSR, T2 FiHR

SEABVSEE DR, FRAZFIREELORIRIRSSEN, BIEREE iKRIE

inIRSZEE 2 IBAIMLEACL

o ANMEPRI: FRANEZRIRAOERIRSSEN, BEENGIRIRSEEINHE
EIP, 1FIIERE, BREMULEIP,

o FAMZERIR: THEYPEEIP, MNREAREVPCHERiRIHE, HT=E & VPCITSE
TR,

WmiTSERkE, MRBEERT, BRITEER_: FEREARERNE.

TR HIERGHERREE

SEPIREZDUERRS R WSIEREN, BRERMIIEREEHRE TRERE,
SRSZSRFRTRENE, MERQEXKE, AFNERISRILRIRIRSSRER

=28
1. BREEEFIS.

2. EEERflartfans Y EE, SRR,

3. BERELLMAN — , IR WS> BRI .

. ‘rEER BE, PrEETENREINEESR.

5. 7 “MIFE” MET, SEESACHBEERE.
- CEABRERT: BITSES: HEREREEREE.
- RAEEERE:

HSRGRENYE: BRERIRIRSESENZSAEFMEBACLIN EEKE
100.125.0.0/16MEZ o

= MERIGEHNE: BRERIRRESENZEHEERKIEELBGimFMERTE
BIVPCRIES o

MR R ELBIA IO fGinARSS2(EARIMNE, FRFERENG . KBNS,
MRBEFRE, BRITTERN: HERRRSFEERSIER.

A\ EE
o HERSHINRKIARAR “SKEEFIKIP” INfEE, RikiRSEZ BN
FOMIZRACLIINIYS TCERLE100.125.0.0/16 M ER & 22 P | PHbtlL .

o JMSRIGEINEGIIRGITEARATRE “IPEESIR” TIRERY, EiniRSHELEHE
MUFORILEACLIIN T FHUBELB/RimF M EFEAIVPCIRER o

SASRRAS 01 (2026-02-04) WRIERE © LEARITERARERAF 6



SRR

= aE

TE=

%
%
<

: HIERFRNEREIER
LIRSHABETRENSE, MRELEANN, RBIEBETRAMERRSSBER

L=
Iﬁg o

o FARENERRSH: FEEZRENERFENTHEHRTHE.
o FERENRERRS:R: BFTSREN: HIERRRSREEREIER.
WiTemfE, MRBELELE, BRITERN: HERRRSHEEEEIER.

: HiERiniRSS 2REc B2 S I

1. & “BinksEEE > BinlkEE" TEEECMINGEIRIRSSEISH, E=W0
RLATSH:

NE: NEWMRREN0, WAEEEXN RS HFELRRE
WSSimE: FESERASSiROAER .

2. & “mrER” NH, PEFEEMNE (TCP/UDP) BIFsR, EEREITHT
“SRENE FiRIP” 1IN,

WRFTH T IIEIR, ELBEE(FEREFIRHIESLIPIHOEiHRIRSSEE. LTS
BELZEHENMEACLAZ ERUEE FikAIESLIPHBiL

A, MNRABT “SKEEFIGIP” , AiFRiRIRSSBINZFimEREE—
BiREE, RERERRRSSESIRIERSCERIPARKIPHIEIZIRN AR AL
ROIRS, TiEBNEIRSOROIZSELB, RARSHOERERE.

WRKFRE “FKEEFIKIP” , EREGIHIRSELSHEEEHEEERNM

X o

" WFHERGHDNE, SERREIRIRSZSENENZ=EELBSinFMAATE
AIVPCIES .

 WFHERGEINE, SERREIRIRSZEMOE00.125.0.0/16ER .

WmiTERkE, MRBEENE, BRITEERA: RERSEHEEEEIER.

LEA: RELOEHEEREEIER

ERIFER “EXNER" B, EEHORHEEESEH, 2E5CE8METE iR
BYIPittE

IR LR T5EIARERRRIERIZED, BRI RS KESHE.

MAERRAS 01 (2026-02-04)

WRIERE © LEARITERARERAF 7


https://support.huaweicloud.com/elb_faq/zh-cn_topic_0018127975.html
https://console.huaweicloud.com/ticket/#/ticketindex/createIndex

LRk AL
= e 2 BENE

2.3 I+ AR—ZE FixEEG1E1AE ELB SEf1. IP shig[O&
EEEREAY?

)RR A
xR 2-2 QA
MEZ= o ZANIYEELBLfakE—PURELBSEAIZ N SISt BREE
imARSS2E, E—EFiREIRTiAEXLEELBSLA,
o FREEIROMITAINEIFES, F—EFinRIATHEELBLAIARIAY
WIFisOEEAZEENEiRIRSS SEBAERRO .

BRI = PinER M5 1aE8AT .

EIEES £ LA A OmpnES, A—NEPimEIELBLAA DRSS
IHOERNSIRIRS RS, FiniRSZEMIEMEREIERMERINE
PimiERIRZASRIPFIRIEOMER, HINEKIEXNATTHESE,
PN EE S e

EHibaxin

t4m= FeinlksS s LA ENEEES B A THF5R?

o EFumEKEREROBRBABERD: FFinhOREREEREISE, ZH
imiERAYFROEE, FIAIEIE980iwA

o EFImAERRKEOBERFRABMILE: ATFEPiRHIAARAEIERHYE,
BNiGIEIRYERIIPHILEARE], MISEIRERFAERFIIZE FinisKiRix A 8EE
B

SAERRAS 01 (2026-02-04) WRIERE © EARITERARERAF 8



LAk

D

B 2-3 FiniRFB R IEWNERIE A TTHIPRE

:::
AN

Z Fimw(IP-Client:100)

Hk1: IP-Client,

EEA1100 ‘ |

ER2:

IP—Client, iRim[1100

|

HréE1-ELB

TCP. IP-Client, 100, EIP-1, 80

L

LA RERE= A

(EIP-1:80)

FitéH2-ELB
TCP. IP-Client, 100, EIP-2, 80

L

SRS
(EIP-2:80)

[FinfR55e8 (IP-ECS:90)

FITH1-ECS FIH2-ECS
TCP, IP-Client, 100, IP-ECS, 90 TCP. IP-Client, 100, IP-ECS, 90

E—= i@

GEISERRNER— N EiRIRSS SR,

B FimiEsRiRinOHERE B¢

M REBISEEFRIKEEFiFIP ( DNATER ) AT, EiE@ i3 iZnE2-3,

1. BRim&AEIREIP (IP-client) F1iRixC (100)EEAITCPIEKR1FITCPIER2EIF {58
M AEIIERI A RIIPHBLEEIP-1 ((12.xxxx.xX ) FOEIP-2 ( 13.XXXXXX ) o

2. B EERIIERITCPEITIR OERE80, WEIRNERKIFIER2AVATTAIR AN

T

= 2-3 eSS R TTHIFS

gﬁ_ﬂiﬁ 171904 iRIP RikO Baa1p BaYwEa
FJciHT- TCP IP-Client 100 12.xx.xx.xx | 80

ELB

FcéR2- TCP IP-Client 100 13.xx.xx.xx | 80

ELB

3. EMRAIIYERIRKNEIERE LRI —

Ae &R SR O#RZ90,

4. ETEMERBIIECHBRIEFRKIPYIEE, BIPAIRGOARRES, SiRiRsS
FIFWEELBEE RAIBRIFIIER2, IBRIRXATTHNT:

aEIRsSEE (IP-ECS) , ZGiRiRsSe

SASRRZS 01 (2026-02-04)

IR © EREH BRABIRAT




BRI
2 5k 2 FENS

& 2-4 [RiRbRSSSRIFWRITAEFR

AyAlk | Y RIP pra BHIIP =]y m!
X

HycE1- | TCP IP-Client | 100 IP-ECS 90
ECS

fyTéH2- | TCP IP-Client | 100 IP-ECS 90
ECS

5. ERRSHREWEIATERMBEBRBERKIMER2, MeSBEEETERN,

BRISZ

NEEREIRARSS DTSRI, &P inds ikt (E AR RR O A RRYSLA)

siilfres, BAMES, SRALITERE:

o EFRBERRKOBERBAEEKONN: EXEERKORE, FEFIREEAR
EREER LB ERIREISERSE.

o EFImBERIRKOBRFRFENILEN:
- RAFEFIRHTEL, EPREMFRAEER, BEIFENERRROAL

iR, MmfRRATTAEPER,

- ARAPUSYEREENEER, SEESEERINER, NISEIZIPEE
[Eima e imiRSS R . EIPEERIRIART, FREEETFUllNATRISE
o, SRENVEFIRIPINESIS SR, RIPEE NI E=RFinTFMPAIIP
tolk, IR, ERFEREEFRESSRIPAYEK, BBIIECETOAR X
B, #IEESUTOAMRMEE .

o HEZAHGINHET, BREITRERERNERRSSS.

2.4 AT AR—EFirERHIEESE 724 EIP AY ELB S
SHEERIEERT?

)RR
£ 2-5 [QFEA
MAInS [E—PUEELBLHIEE SN EMELMIPHBIE, E—ZEFimEid R E
A9 W9 | PHB L EIAS A B EIX AN ELBILAIAE R BV ME Irim [ o
EEENE Z Pimis KSR BT B B E
EEAELES| B—EPinES AR EIRIEIPAE ELBSEFIRT, BidtERIAY SIS
HIOEERNGHRIRSSEN, HIERIRYWATA TR, NTS
Hihin) kM aiBEad .
s

SELBHSET 2 EIPRY, (HAG= FEiRiRS =z LARNREZRS WA TTHEPSE?

STREFRA 01 (2026-02-04) IR © ERRBRABRAT 10


https://support.huaweicloud.com/usermanual-elb/elb_06_0001.html

SRR
= e 2 FENRE

o EFIFBERRKROERDANBEERN: ZRiRHEE—EMERHIERIREEP
Y, ERimERERROBE, FIRIEIRE 980w

o EFINAKRRROBRFRABNEE: BTEFimHIPARAEP, RSEAIE
RYIPHBIEARE), MNMMSEURMEFRSIEENZE Fimia KRR IEER

2-4 ELB 48EZ EIP B, BimbRSBFKIEKIRN ATTEPREE

= Fim(IP-Client:100)

iBK1: IP-Client, /100 ‘ ‘ iBE%K2: IP-Client, j&Ein1100

| |

FIT4A1-ELB FITéHA2-ELB
TCP, IP-Client, 100, EIP-1, 80 TCP. IP-Client, 100, EIP-2, 80

N

SRR
(EIP-1, EIP-2:80)

Fiou¢H1-ECS FfetH2-ECS
TCP, IP-Client, 100, IP-ECS, 90 TCP, IP-Client, 100, IP-ECS, 90

[RimARS5#8 (IP-ECS:90)

FE—&FPimE I RN ARREIPS DRI R EHITESEOE— N RiRikS:E, ZERIREKR

im EE gt Azt @ E FEIRENEZ FinIP ( DNATARED ) THESHY, EE@Endizal

2'40

1. EPRimALIEIP (IP-client) FliRixHE (100)BEAYTCPIER1FOTCPiER @IS
EIP-1 ( 12.xx.xx.xx ) FOEIP-2 ( 13.xx.xx.xx ) Zkz@t iy,

2. SEMRFEISEIITCPIEITIROE80, WEIANEKR1FIER289ATTHIRSCANT:

£ 2-6 REIYERIBWRITHIFS

fabaveizti-d 171304 EIP iRm0 BHeuip Bi%imO
X

FIcAN- TCP IP-Client 100 12.xx.xx.xx | 80

ELB

fIcéE2- | TCP IP-Client 100 13.xx.xx.xx | 80
ELB

3. BMRHIENSERKEIEREREIE—ERIRRSE (IP-ECS) , ZRiRIRSSR
Fe BRIV SR OERZ90,

STRSRRR 07 (2026-02-04) IR © R BRABIRAS) 7



BRI
= aE 2 BENRE

4. HMFEEREINECTEFIE K PINEE, RIPIREOFRSHEER, Fitik
SEREINEIELBERRIERIFIER2, ERIRATAIT:

& 2-7 [RiRBRSS SRIFWRITTAEFR

AjAlk | Y TRIP Lt | B&vIP BaYiR0O
X

AyeH- | TCP IP-Client | 100 IP-ECS 90
ECS

fycéH2- | TCP IP-Client | 100 IP-ECS 90
ECS

5. [RiRBRSEHRIFWEIRTARNERMNERI1FIER2, MESEERETRY .

S
HNERERRS ATTEPSRIE, & Finds ikt (E AR RROE A RRISLA)
sislfres, BUAMS, BB ERE:
o EFimEXiRROBRERFGENILEN:

- RIFEFIRHTER, ERRRMERFEES, BEIFENERRRAL
HiEK, MMERRATTAHPER,

-  ARPUSYEBREENEER, TEESEERKINIER, NiSEZIP3a
BimINEinIRSSER . EIPEERIRIHRT, FamEEETFUllNATIRTSE
oW, REVEFiGIPIIRER SR, RIPERE NG EERERTFMPAIIP
tibhit . ItERY, ERFARIEFIRESCRIPANFR, BT ECETOABHIR
B, #FI5ESNTOARMEE .

o HEELBHFEZSNEIPERNSZSET, BRE—EFInKIXEREIFEREP, 2

N EIPHEERTEXRGRAWSEEE,

D > L Atz s AL
2.5 MRS MERBINE RS A Bk = 5 i ?
1. KREERZRSHIRELERNSERIERE, UREE, RESVRIEMGER
=iRSSER . BEHEHBRRAEREEREWRG, BEHLIIELB,
2. KEZEEMNIEIE T IIRAIRES:
- NTRERGHIGE, NERIKRSEMENZSENTS BREMBELBEIR
FIIFEMIER o

- NTHEEGHIYE, MEEFRRRSZEANSEEEME T
100.125.0.0/16R9EZ .

A EEB
o HERISTHINERIFEAR “FKENEZFiKIP” Thetls, FiniRSeELESHMN
FOMIZRACLII NS TEERLIE 100.125.0.0/16 M ER & 22 P | Pibtll .

o MERIGHINEGINEISITEEATE “IPEERIR IN8EHT, SiniRSE%eA
AMMFORILEACLALN S TR EL BIS i+ M P M ER o

STREFRA 01 (2026-02-04) IR © ERRBRABRAT 12


https://support.huaweicloud.com/usermanual-elb/elb_06_0001.html

L ek AL
= e

2 BENE

KMBELBSEFinZ 2B R TCPIERE .. CIETCPIEEABRIATIEIZ300s, #BATAT
BREPAREESE . MNRHBIF300s, ELBEMZEFixfIIRSIHAIERSTHIFRER .,
KMBERERHBRTSIERS, BaRRFEEEIEFNS RPN, 1RE, FEF
BIEKEAELBZ R, BKRIPEEBARET.

f5Ia0: ELBECACDN. WAFIRSS{EH, 1BKE1ICON. WAFE, IPE#CIE, F
IRELBIYIPTEERIF—H, SHEIRFIFEN . &FE(FFRACDN. WAFIRSS, ZiX
FERLEYIFE, FERAETcookielISIRRIS,

MEREEEHTTP/HTTPSYKIARE, HEE TSR RS IRE, EETEAXN
BREEmacookie, INERTACcookie, MIMERiZcookieBEREAEETZTMH (EARH
TESIERIEE Fcookie ) o

REEIRRSEANSERSEREN . IREFETSIEFSEKRIEXNENAN
SIEFRIESATE, A URMSIFZEFItEMITSESinIRS SSARNA IR (RIS E
22094, BIESMTREE.

KMEZIHEELBRIRS B ET NEiHIRS S

=428 ( TCP/UDP ) FE “SRENEZEFiRIP” IhEEZE, AiFR—aiRsSsE
B ERERIRSEN I EAEFIHNITS .
BERERBETIPEEEIRINEERIN T EikiRSEE., NRE, EEMIATELBERE
RIVPCHIS iR ESEFRTENIVPCY B R B TSk,
BRESNKFPEERE, REASHEIPENBTEMEL, MLEER,

2.6 W{oJHEE ELB IREAI R EIRESE?

ELBIREIYE MR EIREIEHE400. 403, 502, 504% , EB3XERASIDEINEEE
EihioEiRiRS:E, EERRRSREEEE.

HRiRRSR/IMNIES , FIBEIELBIREIFEREIBINESER2-8I A sE/REHITHE
B, NRDEEER, BREZRARMEHE .

% 2-8 ELB E DAL

RS aX BIEEEES
400 FHIRIEK o EFImARIXRIBEREXAFEHTTPIIE.
o MHTTPSERSZAIX THTTPIEK,
o ERLIBHO4AKIRES .
401 RIF —REEIRRSEHRE], FiRiRSEEENEY .
403 2 \bipia) —RREiRRSEERE, EiRiRSEEEE T ZEK,
404 RIEREE o [GimfRSESREIEIRE, BHIERIRIRS RIS,
o ELBRARIECERIEN, FI5EZIEMHNEIHRR
408 =Rl EPimEidiEskiEntadia ( BAIA60s ) KRXEK, &
JXTCP keep-alive A~ PR LEIHGHBRT
413 BYOREEK | BEFmAXLIEKbody{A EIF10GB,
414 URIZ iR &IERERURLELEIAFER RS HIT K,

STREFRA 01 (2026-02-04) IR © ERRBRABRAT 13



BRI
= e

RS

aX

ATRERE

499

EFinERiT
FrEZE

ELBIEARREIN(S BIREIGE iR, ZFmEF
&, RS REIHEEEH,

500

IR53=2aAERE

[EimARSSERIRE], HIRSSRRAEREIR

501

ELBIRSS TTiRIR BB
ELB{XZ3#F Transfer-EncodingfrskAYchunkedfl
identity, #ZI/&{ER Content-Encoding #RsLXE .

502

r (TIPS

e ELBRIFfffECEEIRIRZSENEIMEERO.

o ELBEEIXEYIERE S 0/GIRRE KIXEIEIT NS
ImARSS2EULEI T TCP RST,

o [FiRRSBRIONIEIEIR, EBETHAY HTTP
M Mz 3k o

o RIFHECERIRIRSSE, HIAIKIEMRECERA. M
BACLE,

503

ARSI A

—RERIREE, FTRERIRSFATH.

504

P AR

o ENREERY, ELBRAETEEEERIZINIZAT (ROA
795s) B 5 EiRARSSRRA0ER o

o ELBS[RinpRSSERE 1%, (BEINAERTATE
( BAIAZ9300s ) EVHAZ BUSRIMAL o

o FMIAIMEEACLRKHUBELBE GimbRSS 2SR5
s,

2.7 W{IHEE ELB IREIZEFigHIREiEKL?

TREIREBIOEM L, ELBESHBNSERERET “x-router-code” headerski@
MEFin, ®EXAIE40000, 40001, 50000, 50001, EAJLASETNERHIERSE
header{EAYR]REIRA :

% 2-9 ELB IREEE iR EIBRL

headerfB | &% EEEERS]

40000 ﬁ.!fjiiAEﬁa“%HE% o EFIHIERKEEHEOIEERE,
;ﬁégggi . ERIRSSEMAEREEEIRSE.

40001 | SEEFBEXINL | o EFURHRDHT BRI
Egg%ﬁ%%%%% o BRRENNNERESEASORERRES
e

MAERRAS 01 (2026-02-04)

WRIERE © LEARITERARERAF 14



SRR

YU 2 BEKE
headerf@ | &X AIRERE
50000 ELBREIRARE | ¢ EEKEERESE, SHELBANGIHRRSEEE

SerE A AT,

F o ERSRASRERTH, ERTHESIRES
50001 E;J%IEEHEE BBk iIaste, BEARBIG=R, BES
it

2.8 W{It&E ELB BifaimitERA—7?

REEFRERESEEMANEK, FRIREMEE EIER . EAXEERATEE
NEREBREERERHIIERE, RBEAERIRRSSE.

2.9 UMo4&ES ELB 53R A<19%5?
1. KMBEERAEHETSIERF. REETSIEFRIT, MEFIHRITMNNELR/DET,

REZSER1E,

2. LEFJH'“EZ_:HE;':nuE’J{LE*“ﬁkf%EIE%‘, FRZX T T RS ERBREERE
=IEE— AE"%‘EGT@R RERaEREHERNTIRT=SERERNIE.

3. MEAFHIYGEIZREREIPEE. WHE—PEERINEKREEH EEIRE—
f5im, w—ﬁmuixi’]@]o

4. EinIRSZBEBFETTCP keepalivefRriFiiEsE . NRHR, WEAREREAKERE
FRNER AR S AREARTIE

5. BRBSBEFNIEBEHNEERETNE, NEFH, HROREHLTRE.
(0 M

—RBRT, FMAHIESENERSESEERE . 2IHRE. KiEE, NEF, #5852, &
BERIITS \EET REDERIEEX, ESERIKEER. FintIMRERAEEFHEX.

2.10 §D17*\A§§¥T$J\$ki’a1%ﬂ%wﬁ IBJFERTK?

BEIPHERRIRAIRSSEE, AERTEEABIEERLOERRSS, EFHITE
B o FHEE#ULEEBQTEJF'\%‘ZYJHE’J@ , R M LR Ha iR S [ .

2. BRISRERS LQTEIPE’JmmBE%J, BrRar-£HE. ZEFERERR.
AR

FroafRIE RS AIIREEE T HREAENRR, HARTEHEOHSEN. 810
At S ANRE, BEXMRRMIRATEERNIER, XHER FRIREEMESE
W, SEH—EREENEES, XMEREESH—SHIE I SERESEH F I LR
3. WREEBOERFTWVSHOENK, SEHERRESESENEKXR, 28
BB T Z2RIBE,

4. EERBENHBERFNGHRERSFOBREENSEEENE. TR
RSINAEATEERS, FEO9E M RRIERIEIRIS], MREE—SFiRER, 5
iéi?ﬁﬁ&?—é‘lﬁﬁﬁ”ﬁ, 1EREIN, XA SSHERMADIBIEKIN, E2ERTR

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 15



L ek AL
= aE 2 BENE

5. WRTREKATFE, BEREER.

2.11 4{al482E ELB [ENTEEESZIR?

1. KERIRRSENGERS, WNRCPUIXEI100%, AIEEREIRMNFEIAZIMRER
Mo

2. EENREREOBIHEREMERBIIENEIPITER, TRERE, SEXEEE
FIBREM, NaENERE.
AR

BreBRIENEENERANREBT T HREENEER, AFAEFRRORSEN. 819
BealBEEAENER, BITXMERMIRAAT RERIISR, XiER FRIREESESE
W, 2EH—TEENER, XMEREEEH—SHE S EREEEA B =AY

3. WRBEEENR, TREEREFPIHGEOFCSEEENIERLW, JLUETE G
RbFtime_waitiRSAIERZ S E R FIRR .

4. [GiniRSSEEAVEEITBASIbacklogi® Y, S EiRIRSZEAEIEsyn_ackiR3Z, F1S
ZPimEEBAT . ATLABIdEEEnet.core.somaxconnSHKiE Abackloghy R
=

5. EMTLSIEIFEERT, REBLTELBESHTRIELIEER, ELBEIBNEiRIRSZ T
HinOASHENR, TeeaSHTLSHAEZRSARRENRE, BIHFNZERE
IniRSS 21T EN o

AS V7- 3 . i ;\. >
2.12 IS E R FIIERERITAER TR ?
. SERRESEA FRERETSERS.
2 SERRARSENRBOSRSEATE, MRS, RELTIRIRBER
SIS, SHAERISEN.
3. NRHEOREPEE, BEIEEREAR ARG HIPRERETL,

WNEREHTTPEKHTTPSIEIAZE, BB T SIEFRT, FAMEsession2EEL, ME
ErERIEREREEHaCcookie, MNERFHcookie, NMNERZcookieBRERKE
T (AA7TESIEFREFE Fcookie )

2.13 YTHEE SSL/TLS INIERE?

HIG(EAELBRYHTTPST, TLSEEIFEERT, RIaESIBEISSL/TLSIAMIE AR S EAYE
iR, AFEZRESRSNETE, FHitagelhMmBiiEiR, BoJSEITHENE
FimE i THEE .

KX javaiFE S A0, RHELERAIERN.

HEED—: RSB[|ARIBIEBHEE FiniInER

RIBER:

® Bia/c -
Exception in thread "main" javax.net.ssl.SSLHandshakeException: Received fatal alert:
handshake_failure

o REFER: ELBRFZZEZBIRHIIPLFIRHEAVEBAFTEEZEPIRIIRKEER, &
HUBSSL/TLSFLM

o MRRFE:

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 16



SRS
= e

HEET —:

HEEIR=:

HEETIRPY

- BOENTEE FERERIEBEEIER,
- IEEARTSRNTLSZ 2RI ERNINEEGESRHESFIRER .

IERIGIERE

EFim
[ J

REBES:

Exception in thread "main" javax.net.ssl.SSLHandshakeException:
sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to
requested target

FEERE: RSF|[EBLILET, IEBRIEHRE, TS BRATENERIAL
MAERZEE.
BBRGE: BRIFRAEBERABEYIBEIERMATINE (CA) ERANES.

KEIVIRSS BE B EN A SEREV SIS

REBER:

SN I=To

Exception in thread "main" javax.net.ssl.SSLHandshakeException:
java.security.cert.CertificateException: No name matching localhost found

SEER: BEREENDNAILEIS, ERIREKEIRSSZEBINEZSZ iR
BRIEENEN B A, BlISiElocalhostZk¥,

BRLE: BREBREFIREGIEHRESocalhosthiER .

TLS L RERRVARAAPTHL

REBES
Exception in thread "main" javax.net.ssl.SSLHandshakeException: No appropriate protocol (protocol is
disabled or cipher suites are inappropriate)

SERRE: ZERIRIIIRSS 2R ZELEHREIHRESZFRISSL/ TLSHMMURASINEE
(S

BRSE: BREEFIRIIELBEITRERITLSRERERRITLSHMMARAS . N
EHRIRAZ S .

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 17



SRR

= aE

3 RS

3 (EE o=

3.1 BREREAE (H=8)

Bl EIA

HEE®

EFiRAYISREIE A EgE=REITRnaERRS=SE, BIFRARREESIE
= ‘BB .

SEReERNZIEERRSHFEN, ELBEABRaRERNERRSH/ERRE.
BIRROEINNEEiRRSZH[IKEIERN, ELBFSMILRSHREEELRE.

RGBS RS SRR UGBS RLIYLROEINGE, F SR
RSELSTIUA. FSREREENRBRENE.
o UREREXTN, EBWARRRSRERES, SREREETERRSE.
o HEHRIRSBIONERER0R:
- BTRARYEE FOBRTLRENNERRSSE, RELSANER
W, REGERERTHTITER.
- REROMSEE: NOBRTEBRERIERESE, HRERSE

GEISEEREE RS TEEMARENERGERFEEUE, NREIEMZ2
W TEHEMATEEMTR, FSER3-1TH—THE,

EAEENEESNERRIIEEXET, EXEENENTRERESFF— e
&, BEEFRER.

MRBREEREIES, EELBXREXRIRIRIKSHENSEFRATUEIRROERE

ERER

STREFRA 01 (2026-02-04) IR © ERRBRABRAT 18


https://support.huaweicloud.com/usermanual-elb/elb_ug_hc_0001.html

SRR
= aE 3 RS

x3-1 HIERK

HEFR E[5=401=

Behizkr TEHE [EimiRSBSBNRLARE
SRR 2R FMIRIMEACLECE
RENESHEE

Hith R EHEIR RERiRIRSESER D RIS

K EELBEESFEEIPEFAMIP
RERRRSHRESIES

KB RiRIRSS =PI
KERIRIRSS2RIEE
KERIRRSRRE
KE/Simik5=ghosts.deny {4

RiniRSS AR 2 HEE
TSR ARSI IR S8 R S AN IEELBFI TR BG BN RIIR AN
RIS EATRBIL .

EECENMY RO AR ERREERE NEHTIRE, BaEERIRS A
BENEERHES. MEEAFISERTRREERIRIEIIIELB/RiRFMEFERIVPC
PIEZ o

TaEd BEZ i T ARinARSS AL BN TIZH . FiniRS =L EANAY
CBEINEINTER3-2M7R.

& 3-2 ZEBEHNHEIE

HESTR GBI

RERBNSEIHE | BRRESRE RNRSAN S AN OEREGE

= ISR EEENN . Rt iE OFIELBSis T MR
JVPCES

P ————

REESFENEERRRSH=NZEH (M=]) .

EERIGENSEMICE

RERSHAEREHE | BANZSAL SIS, NRESET 15
= N, SRR SRS B 2 B UGS
o NN SEMCIRAVERMENY . f2RIGEIROMELBS
REIMEHDOMOEE | 537 mereErvPCRED.

EEEEHESEMNIGE | RERSFEREERIRRSHNESE (HEE) .

STRERA 01 (2026-02-04) IR © ERmTBRABRAT 19


https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html

SRR
= e 3 R E

(AR
EMZEIEI BSLIRFFIS “IPEEYSI” Th8E, ELBIUEMIFEEANRESASZEEMNIFI

MIEACLIINIPRS, LZ=fBANFIRMEZACLIANIZEHERIMTE . BN E R EITERaYITESITh
BEXSIAIAIPHEATIRG, FIBBSE TSRS

[GimiRSS e FRIAIMZE ACL B E

MEEACLIFMEFINIERZER, ERIRIRSSRAIFMKEL T MEACLIN, R4S
ACLIRN A/ mUE ELB B 2 BRI E RN Flim ORI RAC ERYRE L

MEBACLEGAMINSIE LB N IHERE, BRMSACLE, SRIRESACLT
WHTECE

el B2 T RRiniRSS s L 2EMNEITIZH . FiniRSSRAIMEEACLIEN
A EINE I T&3-3F7.

7= 3-3 ML ACL HINIHESTRE
HEEIn A IEEE

BEEEANA OGS i%gﬁ)ﬁﬁ‘;ﬂﬁ%%%?@ﬁgW%ACL)\E@%NUE&J‘E{EE
SE NI RANEREIIY . S EiIROFIELBIS I
gﬁﬁﬁ)\firﬂﬁﬂﬂﬂﬂﬁ ;WE%E{J\%ECSEQJFTD'LX {Eﬁ* ] *D )—E_lfﬁ
— AeEESIFENEEMEACLEIN (=2 ) .
ﬁé%ﬁﬁ)\fiﬁﬁﬁ%ﬂ*ﬁ

Eg*ﬁé)\fiﬁﬂ Ba9tttit

e k= 1 1] == Siv |
wE

EENER A EMUaEE ;%Eiiﬁﬁﬁﬁ%ﬁf@?g@%g%ﬁjgﬁ%ﬂﬂﬂﬁﬁi@@)ﬁ
—————| REIREERENY . R B AIELBS
g@*ﬁéﬂjﬁﬁ:ﬁi@iﬁ*y FMEFTERIVPCES o

— BeEIESIFENEEMEACLIIN (Fh=EY)
g)ﬁ*ﬁﬁﬂjﬁﬁﬁﬁﬁﬁﬂﬁ

RIS E 5 M B AYtE
=]

e k= taap ] D1 =i
wE

(MRt

ENRZEIEL BSLBIRFFE “ 1P S Ih8E, ELBIURMIFRRANIRERAZZEEMNIF
RILEACLIRMIBRS, ZEBRNFNMEZACLRNTTEINE . I EE R IR a9haiEHITh
BEXSIAIAIPHETIRG, FIBBSEHITEHIREE

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 20


https://support.huaweicloud.com/usermanual-elb/elb_03_0003.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0007.html
https://support.huaweicloud.com/usermanual-elb/elb_03_0003.html

LAkl
= e 3 RIS
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1. BREERHE.

2. rEEmEsiarrfes Y ER, ERRKGNERS.

BENAL LA — , BT WK > WHREIE"

FEEMSH=, EF “ BERidds > FikikSRE" .
FRinRSGS=ENE, REFEENERREESHEENRIRRSREENR.
FERiRIRS AR “BXMER" RET, BEEUTRREERESH.
ESRRIOESHRERER, B EEREERE.

o uoA~ W

*= 3-4 (EBREBEESH
BEREESH AR
I EENEFRHTTPIMYAT, RERRSESEE TRE

HOSTLgE], FBERGEIRRSHREENHZEST “2E
WwEEE” WA “EE7 &,

I [EiRIRSZ S ML £ AFNIMZACLIIN A RHOE R B B MY
SR A ERI RN

i M| EEERIRRSENSIHONMEREREIRO, BEIF
FESNENRBRIEEERE .

BERR NRZERHTTPEENEEETEINSH, BiNEEHE
BIEESHTMLIZ {4,

MERL

o EBHIEBRAAEINA “HTTP” , BREEREN, NRESHANRDRBRE, BiE
M ERENESRRIGENENRS “TCP” , RiaEixO.

o MBEERFAFTHESENIRR, REMIT:
o iFEEEES: http://www.example.comaghttp://192.168.63.187:9096, MIGETRE
=IEE ‘)7
o iKIEEES: http://www.example.com/chat/try/, MIEERFES “/
chat/try/” .

o IBIFEEA: http://192.168.63.187:9096/chat/index.html, MIEERFES “/
chat/index.html” ,

MEERIRSS AR A KBRS
1 R R OIRSS BT ARSI AR 3 B8 A R A XK T W28 .
RiRIRSSRAR XS EAIENRITE T, RERBRSTERN .
INRIFIRIRSIATEX T MRS, BB TRR.
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1E ELB REA4E EIP S(FAK IP
mapl:
BB TRRERFIRAITE (TCP/UDP)

XFUREITEE (TCP/UDP ) THIRERIRIRSSE, BREEXKNAHISERES
HBTEEIPELFAMIIP

ARG SLBIFIREIEERT, UNRARGPEEIPSFARIIPES, PUEYENTEE ( TCP/UDP) FRX
KRRIRRS R R NMERICERE.

3-1 EARRIIERIAY EIP &K IP

S8 | REITEH iETE

BfE @
\PVAFATSHERE | O ey | 85
IPVAZTIEALE 455
1PvsitEtl: 45
2 ® e em

NERIRIRSRESIES
AR
ARSI AR SS SR RS Windows , BT HISSEEIIESI https,// SRS SA9IP: f25
REERH. WRREISR20E 3, N REHRESEER.

o EZAEILIERIRARSS S LET LA Far S BEE RS HFIVRRICE RS REER
MEMYIEE R,

netstat -anlp | grep port

EEHEERREEROEGEEHEERLISTEN, NRREIHRSSENEREER
OEMRITRZS, 20EI3-27h2R7R880im 4K TCPHIZAT IR .

MRERBEERREEROGR, RANERRSEWSiKRO—H.

3-2 [RimBRSS SR IEE WS ITRIEIE A

3-3 GinARS RIS B MG ITAYE 20
10 natde I 4 notet
|

MREERERORFEKIFRE (GiRRSJ|/EREN ) , ERBEEE
RS AR LAUWSS, Bl S EBEERRNEROSEKIERKT.

o MRBHTTPREERIGE, BEERIRIRSHE LHTIATaSERREFRMEAPRES
ﬁgo
curl /FinARES #SHIFA BIP- (2 Bote Hils L]/ MBI BHEIE -iv
HTTPRZ R E RELBASIRARSZ IR AEGETIERK, HIRENEILATATSIRIIMALARS
13, INNBRSFRRIERERE.
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STFTCPRYLEIFES , HTTPEERIEEIEREIREYAZTIEZ200,
JFFIRZ=RIELB: HTTP/HTTPSIZEICEIE EiREIAZSE1Y9200,

3-4 [RiRpRSS HREAIEE RG]

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)
*  Trying 192.168.0.58...
* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
GET /index.html HTTP/1.1
User-Agent: curl/7.29.0

Host: 192.168.0.58:8080
Accep't . :t:/:t:

* HTTP 1.0, assume close after body
HTTP/1.0 404 File not found

HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

3-5 [GimfRSSEEIE EAIEIE <A1

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*
>

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 2080
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

MRHTTPREBICERE, RTRERROERZIN, SWECEEENHTTPEER

MEEMCATCPREERE . B(FIT:

FERIrRAE, EXBirafR, ARESHEREEATCPRREERIERIRS
224H, WEEFRHETCPRENENRIRIRSRE. kKE=mZE, LTREE

EERRNERTEGREER.

KB RiRARSS 2B A

mERRIRSSREE

R FinARSS 2R NEFTE T BiXIEE R 2L, XA PTRES FFRRELB A
RIS ERIRIPRER o

LIRS XBEMZ R AEISEER, 1BEER XIS P HUEELBSinFMErE
RIVPCIES .

IFREREFMEN T EiRIRSZ[AEPAIEEH, EFEM R (ttilleth0 ) FESRE
BN, FABHAESENR. MRIABHAEN, TESHERIGERNLERIE
[RimBRSS S o
ERILERRRSH LBZUTHOEEENARAREIEENX (Z2JELBERARE
FEMELE, ZEBEFEREERARBEREDMX ) o

ip route
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route -n

IEERIEIZINE3-6F7 .

3-6 FUAIS SR K1)

3-7 BUARERRIERM KB

[root@test -]# ip route

NREIEFIREEES-6PHFE—FIZHEE, SEBRIERNIPRITERIRIRSS 2R
FEVPCFMAIMK, BEECEEAIRRIEEMX .

B RimiRSS 2R
B RMINIRS, BERRRISBICPU/NTE/ MEEESS, RAMSHRSS0R
HEEIE.

MRABRS, TESSHERIGERIERTIERIEN

KMEGiniRS5:E hosts.deny 3{4

N HIE RiRARSS#3AY/etc/hosts.denyS {4, XITIRZ=RIAHINE, IZSUHFHAREE
BSELB/GiwFMFTERIVPCRIER o

RRXTEH
R BRI EIITREMRRICHERT, BB TR I RES .

3.2 RENEREAE (HE=8)

E)REIR
EFiRNSREE RS E=RRITRnaERRSRSE, RIFRRREESIE
™ ‘BB .
SEEROERNZIENERRSHZEN, ELBBRAERSFENERRSHEARE.
BRI EIRNEEiRRSZHFIKEIERN, ELBFSMILRSHREEELRE.
BRNA

GEEEREd ERRS SRR OPHE B S RSB RIGEINGE, HFH/Ein
RSESFE=EA. ESNERIBFIEBRIEENEA.

o LERWEXIRT, ELBRARRIRSHIEREL, SBBERELRERIKIRSR.
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MEBACLEGARINSEEE N IHRE, BRAMSACLE, B

WHITECE -

MRS ESACLIT

Bl B2 L REIRRSH[NZEHRNE T2 . FiniRSSRAINEACLIRN

G EINB N TR3-7AR.

& 3-7 W& ACL INHFEIRE

HEEIR

AbiBiEHE

EERIGENSRMICE

RSB NS mREIIHE
)

ﬁgﬁffﬁé)\firﬂﬁﬁﬁ”ﬁﬂffﬁ

Eg*ﬁé)\fiﬁﬂ B a9ttt

= k= 1 1] == Siv |

wE

BRREIRIRSS 22 FMAIMLZEACLA T E RN UE 2 B
REMSNAEREMY .. #EEEEIRO
100.125.0.0/16 EZHIIP,

AEESIFENEEMBACLAN (H=E)

MAERRAS 01 (2026-02-04)

WRIERE © EARITERARERAF 26


https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0002.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0002.html
https://support.huaweicloud.com/usermanual-elb/elb_03_0003.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hd_0002.html

LAk AL
= 3 RS

HEEIN AbiBiEkE

REER A NG E ;%Egﬁlﬁﬁﬁ?ﬁi%éfmfgméﬁg%?jgﬁ%ﬂﬂﬂﬁﬂlﬁ@@
~ . | BRI NAMERETY QB im 50
BRIGSHDEREANE | 100.125.0.0/16RERHIP.
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ERRESNEE
1. EEMSHE, HE ¢ BRI > RiRRSEE” .
2. HERHRSHENE, PERENSRBNESERENERRSBASRK.

3. AERIRRSHREN “BEXER" RET, BEBEUTRREERESH.
ESRRIOESHRERERE, BENMEERIEERE.

% 3-8 [EBRKNBELESH
BEREESH iR
13 BB EERAHTTPINYET, NRRIHRSSHRE TR

HOSTLaE], HBERGEIRRSHREENHZEST ‘2
WERE” REPRY ‘537 &,

71308 [EimBRES 28R £ AFIMILEACLALII A4 R RUE fE BRAG Bt
XM AHERIETX o

i ] T RIRRS R/ SiHONRRGERO,

MEREZ MREFEAHTTPEFREEFETEISH, BXRkERSR
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o EBHIEBRAMEINCA “HTTP” , BREEREN, NRESHNRORBRER, BiE
MERENESRRIOEMNUENRS “TCP” , Ria&ixO.
o WMBEREFESENEERE. ~HIT:

o iFIgEES: http://www.example.comaghttp://192.168.63.187:9096, MGETEE
?:inE:‘ﬁ' “/” R

o iKTEEES: http://www.example.com/chat/try/, MIEERFES “/
chat/try/” .

o iHTHEER: http://192.168.63.187:9096/chat/index.html, MEERFES “/
chat/index.html” ,

NEGIRIRSS S AR SRR LITEE
R HOARSS B AT TE R R AR S BB R A S T MRS
iR SRER X E RGNS T, REEERSTERN.
IR EIHIRS RATE XK T WIS, B ETRIR.

1SE ELB 2540 EIP 3FAK IP
(REELY:
o ZMBINERTIURAING (TCP/UDP) .
MFUREEES (TCP/UDP ) THIREEIRIRS:E, BREHEXKNAHIIESEEE
HBTEEIPTLFARIIP

RIS SLHADREIEERT, SNRAHPEEIPTFAMIPES, PUREITES (TCP/UDP) FrX
KRRIRRS R NMERCERE.

NERiRRSFRESIES
(0 %8R
AR RS SEORER G Windows, BB IS EIEIAI hps///SHIRSHMIP: (25
BB MERREIBR20E 3, NEREHIRESEER.

o FHLIERIRIRS R LETL T SEE RRRSRERICEROSSRIER
MEMYIEE BRI,

netstat -anlp | grep port

EERPEERENEROEEHEERLISTEN, NWERREHRSSENBRICER
AFESEIPIAE, WE3-8415R7<880ik X TCPIEFERT talz o

MRERBEERREEROGR, RANERRSEWSiKRO—H.

3-8 [RimpRkSS SR EE WS ITRIEIE A
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SRR SRS EERITRS (FiniRS=R2AREl ) , BRBLEMNE
imARS3 =R EROSS, Bl EBEERBENEROARESHIERELEIT.

o IMRBHTTPREERIGE, BEERIRIRSHE LHTIATHSERREFRMEFPAES

=N
curl SRS FEATRA B IP R Bl L R AL S 72 -

HT TP B 2ELBRGIRIRSZS SR AICGETIER, MIRENZILA RERFIBIIRALAZS
18, I\HIRSRREERS,

STFTCPHIUEIREE, HTTPEEIEEIEEIREMIKSHERE200,

SFFHZERIELB: HTTPERIEEIEREIREYATAEZ200. 2028%401,

3-10 [EimiRSS SRR ERIEE RG]

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58.

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080

Accep‘t : :t:/:t:

*V VV VYV % %

HTTP 1.0, assume close after body
HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

A

3-11 [RimbRSS 2R IEEBIEIE A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*
=

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 2080
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o WMRBHTTPREREERE, RTOEREBIOEIRZN, ENEBERENHTTPER
REEXITCPEREE. ]*;.J’E&D'F

EsINERE, EBinslne, ERESHBERCHTCPRENENEIRRS
284, I%Ji‘ﬁiﬁﬁﬁUETCP@)ﬁﬁﬁﬂ’ﬂ:ﬁ‘aﬂﬁ““”ﬂ BETMZE, LTHEE
EERREENEESKRELESR,

B RimARSS RRb K
AR IEIHARSS BEPIERTT IS TR X B EA 2 R IR, IXLUARIFATRERRIRELBR
TR B HRIPRIER .
ﬁgﬁm%%%ﬁéﬁi SEIEER, TSETER K EEMMI-RAIE100.125.0.0/16/
EGRYIP,
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NEERIRSSEHEEH

BB R FMEN T EiniRSZEAEAIBE, EEEM R (ttilleth0 ) EEERE
EJMEQEE BOABHEEZM . MNRFABBEEN, AIESEEREERNTERIX
[EiwmARSS =R -

ERLIERRRS 2 LB L TaSEERNMABHEEEEANX ( RUELBERARE
:_Fﬂtnfxlﬁl'ﬂ, =EBERERERIABRIE[MNX ) .

ip route
17
route -n

IEERIEIRANES-12F7R,

3-12 BOARS ISR K1)

Bl 3-13 BUABBARISRMXRE]

Link metric 1082
dev h8 proto static
v eth8 proto kernel scope link src 1f

NRERFRERE-12FNE—RENIEE, NEBHIERNIPHTRERIRSS
FREEVPCFRIBIRIE, B EENARSFRISEMIE .
B RImIRSS AR AE

BE = RS, EERIRRSEINCPU/AF/ MEEENSE, XHMEiRRSEMR
HEAES.

MRGHRS, TRESERRIGERIEESIEKRIEN .

M BERimIRSSEE hosts.deny {4

ENEHIE RiIRIRSS 289/ /etc/hosts.deny X4, I FHZRIGEFINE, ZUFHFEE
S A100.125.0.0/16EZHIIP,

RBRXTE
IR EASEI TR RGO, SRR T RIRESHE.

3.3 At AlfeinbRSS 88 EWEIRRRIEE RN BRI ERIIE
fREJEIAR—2L?

ELBRYEMvs. nginxT mEfS RN IRIRS2E, BT =RYEfEaTE Sz ERYElfEaT
BRIEF—E,

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 30


https://console.huaweicloud.com/ticket/#/ticketindex/createIndex

L ek AL
= 3 RS

[FimbRSHREIRIRZ N RAMRURS, MEEREERSIEIZ MEER

3.4 {FFH UDP MBI AFEFEIN?

42 UDP BFRKNE

UDPEEMAHERI TN, SRS ASBIHHT = RIBERIER, UDP
BB B ST RRA T :

o EROBNTAREREBICERE, REIRAEICMP request JHE

- REREETDRKE T EinIRSZERREIICMP replyiER, MIABIRSSIE
B, #eRiTRERNE.
- IREREEDRIRAIEIEIRIRSSFRIRERIICMP replyiBE, WIAJIBRSS

58, ¥E@REERK.
o [EERBENTISKEICMP replyiBRfE, SERIRRSZERIZUDPIRURI

- WNSRE [EREE ] 2R, BEREEND RRSHRKET BiniRSRER
port unreachablefJICMPHE., MIANRSHRE, HIERRIOELRMK .

- IR [#EatEdiE ] 2R, BERENT RRSSERAENEIRiRRSERE]
HICMPEHRIER, MIANIRSIER, FIEREBEEMI.

SITECEUDPRERIGERT, #HEFERECERERIARIZIE(E.

SREHEDX
BRI TP EHE .

o KMERROEENNEEEIN,

AIEERNERE: fSimBRSSEEEIEMreplygkport unreachablezRBURYICMPIE R RBETE
BIERRIAEEREENT R, SHEBRKEEERNER.

FECRENAYHENE : REBRYRY AR A ERAYE.
RFUDPEBRIGERRIEAR TEMEZRICE, ENEREEENNERED
N, BNERIRSSRAREERE L& T,
o [FinARSZHEEMIRETICMPEEFERIER,
LinuxRGE T, BRI TaaEICMPEEIESRAIRE .
sysctl -q net.ipv4.icmp_ratelimit
BAIAMESI: 1000
sysctl -q net.ipv4.icmp_ratemask
BOAMES: 6168
IBRIASE—EZmSIREEAIAMESR0, FHRELI TSI port unreachablelBE7=4
AUERZRPRE
sysctl -w net.ipv4.icmp_ratemask=6160
HiIFMAYSEiESE Linux Programmer's ManualtE2<RE:
man 7 icmp

&Gl https://man7.org/linux/man-pages/man7/icmp.7.html
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SRR
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(AR

K Fport unreachablezRBYICMPEBRNEZEIRSH], SiLRTEELMN ERIIRS SR EROET,
AZIRFREH =4 port unreachableiB &,

EEE

{EFAUDPIMYGER LA T EIN:

o REERENSRECUDPEAIPINGE SHRNSREUS iR IRS BRI SIS
o HIFER, ARERHERERRSZR[IBICMPHNY, H#IAGENT:
FRREREIRRSE, UroottiPRMITLA TS
cat /proc/sys/net/ipv4/icmp_echo_ignore_all
FHIREEAT, FRICMPHMYKHE; &790, MRS

o SRIUDPIMY RS RERIGE I REFAIRS ESLRESRRIGEA—HAITH:

MR GRS R ELiNuxiRS R, ERHEFSET, HFLinuxBIf5ICMPILTERIP
N#, SIREIRSSEAEICMPRIRE, AT, BMERSEECLXLEUMEE, (BHTF
TiE@EmEE “port XX unreachable” IRIBEE, SSHAHIIEHHTRKE
ICMP MEZ#HMAIERBIEERY, RERSHRSELTRKSSEREEERA—H.

3.5 BERBEIMA LSS ELB £MENEiRIRSEAER
AEK?
LRSI RERE, EROEIS AT R FR SRS SRR

X, aEERAATER, BRREESRECEER—EERN, MUSRIWEES
18, SR LB e R RIEE R BRI RHRIE T H 8 EikAR S 2R ATRER o

3.6 BB ARMEREEN?

Eﬁ#‘a}fi?&%ﬁﬂﬂ)\}é, FEFE— EERRE— P ESEFHAEN, EEHRIR “aEE
BE ” IZI_ o

3.7 MM BERRIEESHRIAEHET?

1. WLUENNRREEERE, RESEFMENERNERE.

FHENE: EKERGERERITERE, FinECSSEAILIMIER, RAiiYEk
IHPEECSSEAIRIRT At SRR

2. HUXDREERGE, REAFNEREROERE.
FEINE: XARRESR, ARNErIBOERRRSE, —BREERIRR
SH|REHE, WEELIMLIREBMIRER CIERRIRIRIRSSSR

3. iR EY, EESE #EAERHE, BREFENERSHERRSS S
B, PERcERRICER, TRERIOEIY.

FHENGE: AEIPESRRERITREORES, FMEEHTTPRE, 2SHGRHEN
BT ELRISRAHT TP RS HIaE,
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BRI
= e 3 RIS

3.8 EFRNEIEERARCRPRSZEHL?

& 3-9 RRIGEIERIREIRPAEH

ELBEHY R EY RN EIEE RIS
H=E HTTP 200
HTTPS 200
H=R HTTP e 200
o 202
e 401
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st AEIYE

= e 4 ThREsZHF

4 ThgeEs

G

4.1 ELB 2& LRI {EER?

st R EIIEARS AT LASRIR(ER

s AHIERISNITRERES TR D R ERIRS SRS [AIRE D RI=HIIR
55, BURENAY RMARSIIIMIIRSSEES], R ESHIRR LSRR NAER
éﬁgﬁégﬁ Eittsett RSB EE T /RiRSLA (40: BMERMRSER ) KER, 77
LASRIR{ER o

4.2 ELB &858 DDoS KiEFl Web (UIBERXZE/ITI
BE?
o ELBIRSTIRHDDOSERLIINIIRE, 5IPThiE—ARE AR R
o DDOSHHARMHEBIAFEIN, AR ITELLHDDoSHH,
AspT

DDoSERS ( Advanced Anti-DDoS, AAD ) 2EFAnti-DDoSiERIR B ASIBIZE L EMER
DDoSEAIFIRSS, WBiTiiEt A AR APIRHTIRERP, EoWEEWSESEHRIE R
iE, BPeELUESIESNDNSEEFTaEXIIMNRE I AZHIP, BEERERES IREISHIPELE,
{RIPXTIMPHEIE R EIRE ( TFAIE ) , REEWE WL W, JRESFEN=. IEER
=RIDCRIBEERE, .

NS pry [ ] e |
4.3 ELB EE I LURINARERER ZRIRSSEE?
ELBRILURINA BRI ER FHIIRSS 2R . ELBABAESNBiniRSS S{FE AR ERFHIT
fREI, REERI2EIRSSZEZFHAIN AIRSEE S E B FRIEEIEIN—EERDRT .
E%‘%R, EINISER B ERIRER G R IRIRSSHTE R, MESHGHNSIRE
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4.4 ELB 7R .. BAE VPC ERA?

o HEREIBAZIFEAFPER, EAZIFRIAEVPCHERRSSSR

o MERRIELOITIFRSRABIIERIES, BiRiRSZ[ENMIFTHNZ L
VPCRRIIRSS 88, EXHRAINEAVPC. HithRegion. = FEUREFHIOAIRS SR

4.5 [RimRSZ NI LARIZi5(0) ELB 157?
BEER, FENE—BRSHREEENERESSEEAEZERIRI SIS,
MBEEEHFISEER, BEEEEHE,
o ANMIBIE: MNREIRRSEEYTE 7 MIPHELE, BTLAAIBIELBAYZNRIIPHELE
e FAMIE(S:
- LEUMIFSEYEFRIRRSSEEAEFIRIAIGELB,
-  WRNEMSIFEARS “FFEEFIRIP” IS, AiFEimiRSS=IEAZ iR

V5IEJELB,
- WBRMIFSERFRE “HFEEFIHIP” , YiEEiERSEENZ IR
ELB,
(AL
SNSRELBFFR “IPEBSH” Ihae, “IRENZFiuHIP” INADEAN, EEiHRSSR
VERZZPIRISIEIELB,

4.6 ELB EARSCHIE PR HTTPS #MY?
MERELBY S, HERELBTSS,

IR R GEIIESIT R IR HTTPSEUR(E ), BIERINmIEERY, RlimhMsEE
“HTTPS” , [RIRIMNBIZHFER “HTTPS” .

WNRZIESFEIRHTTPS, RAEIEIFRIRIMGEIRHTTPIMNY -
(] ¥ B8
SHEIEHTTPSY SISE (B 11852 HHOEIRIE .

4.7 ELB 7§ IPv6 45157

Bal, H=RAFIENHRFIPVANLE, FZiFIPVeMLEE, IMZ RGBS 715 Pv4R
é%*[]lvaWé%o

LM ERI G EITEFERTCP/UDPIAITEERT, ANREZFuKFIELBZ 8){FFEIPV6LZIE(S,
ELBFIfRimARSS 28 Z B UFEREIPVOLZIB(E; XM= RIAEIIE(ERTLS/HTTP/
HTTPS/QUICHAIRSERT, WNERZEFisFNELBZ a{FHIPVv6MLZiE(S, ELBFIGiRIRSS 22
Z 8RS IPVAR4RIBIS .
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(AR
o CIENMSRIGHIGER, BRRENRIRFMATEIPVE, RHIGELOICIREERZIFIPv6
PIEE
o WNREASFEIFFIPVENE, BHEEALIEIMZE RIS EIHEECTEIPVeRIFMIE
HNiEiwFM o

4.8 YMaliET i EER N B S RIEF #r ELB AIIm AT [E)?

CEAHIIEHTTPAIHTTPSH LU Mz tetnin A LIE B ELBRYFIIm AT E), EAY
AILiEd BEEEE—XERANERATE o

. BREHAE, HAREEEESENREIDERR.
2. tiRE|

“IERERT B, HIGRIERIICESIFSE.,
3. BE “TEEWRTEEE" 28, FJLUSEIRIYE SRR EiniRSS S9N AT

&,

= 4-1 YR ATE

e B

TERIBAIRTE | SitisihesHel7 ERinFONgMAdE. ( HTTPAOHTTPSYES

8 = E=Tligi=t )
MG IREIS B REE R A IEIRIRS TR, BIEIRRIEISiR
RS8R ENMAN S LE
==V vA=—Y N

4. MREEEFEICEMYEMEKRPOEARRLARE, ZaliBdihneEEESE.

BIEBER “request_time” . “upstream_connect_time” |
“upstream_header_time” =% “upstream_response_time” FEi+E OB EELBLE

RIEKRFERER. hiaBERES %, B2EHEEE.

& 4-2 SHRRE

S¥ 3

R

request_time

IERAIERTIE], BDELBINEISE— B FiniERIRXEIELBARIESS
MRz SCRIRGIE) B ( BRf: #) o

upstream_connec
t_time

5 LRSS st &P ZRRORTE), BYELIRD AR, D
THEF, JELBRIERITIEREHNSEE SNSRI
18], SHiERRRERE AR FIRIRSSSRATLFERD -,

upstream_header
_time

M LRSS 2a i i Sk Fre 28 RYAda), RSfElLARb RERAL, &
PERANZER . JELBRIBHTEREHINSE 8 S MY
18, HiERRREREADFIRIRSSRETLFERD -,

upstream_respon
se_time

M LEiiEBRSS SR N PR ZRRORTE), BSIELARD AR, D
THER , JELBRIBHTIEREHXNSE S S MDY E,
SIERKRW IR &2 RiRARSS SRR -.
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L ek AL
= e

4 ThREsZHF

4.9 IMEERERIBERIESE IP?

YRS RE!

tERS

HEFimBIELBIOFinIRSS SRS, P inESLRYIPHINISARELBELHE, fSiniRSSE:
iﬁ?ﬁﬂ%ﬂ;];i%%ELBEHQJ'E’E’\J%P%”%I Pitbilt . SNRFEFRENEIZ FIRAIESCIP, AJLAZ
OIT75EERE.

o tERS (HTTP/HTTPSHMNY ) : BEXNARSSSHITIE, ASEHEX-
Forwarded-Forf9 A UIRER I & RIESEIPHBiIL .
BeEIF BN CERS .
e [UEBRSS (TCP/UDPHMY ) , BFEFMAINAILSRENE FimAYELIP:
- BiE— AEEITEERY “IRENERiRIP” ThEE.
- AT ECETOAIRMIREY.
BeEIFENNERS .

. ﬂéﬁlPéﬁzijNAT, MR BEERENEINATERALIFRYIPHLE, TEiZIRENEINATAR{LREIAYIP
it

o WIREFFiIRNER, RGRINZISREAEENAVIPHIIL, TRIREVE=ERYIP,

o [MENIF=E (TCP/UDP) FiE “SRENEFRIP” TREZ/E, AXIFE—GRSH
BENRIRIRSS 28 XA F A= FinkYiz= .

o MERIGHINEHITIREIEITES (TCP/UDP ) BUAFEIRIMEILSE(EINGE, THEFoh
R, BAXEXA.
MARIZY:

MRE iR WAF+ELBISEIARSSES, NWERLABIE WAFEESRENE FinEsLIP, £ ( Web
Rz FRRA XS FAFERS )

FXCEBRSS (HTTP/HTTPSINY ) , REXMARSSEHTAE, RRHERX-
Forwarded-ForfA TUIREUR A& RYESEIPiBiIL .

BESLRIRIGE IPRE RIS EHTTPLERRIX-Forwarded-For=Eg, &=V :
X-Forwarded-For: SRiFEHESEIP, (XIEARSSES1-IP, XIBARSSES2-IP, ...
HERAL A RECRIAE BSLIPRY, SREVIE— MUt ERIFEELIP,
EoEApachefR5338

1. Z%Apache 2.4,
BIa07ECentOS 758, AILAMITIN FanSiTRE=:

yum install httpd

2. {E2ApachelIECE S {4 /etc/httpd/conf/httpd.conf, FERAERINLATEE(S
=]

"N o

LoadModule remoteip_module modules/mod_remoteip.so
RemotelPHeader X-Forwarded-For

RemotelPInternalProxy 700.725.0.0/16
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S AHYE
= aE

4 ThREsZHF

& 4-1 {&2% Apache BIECE M4 fIE

LoadModule remoteij

MARY:
B IEIRSS 2BAUMERRANE RemotelPInternalProxy <IP_address>,

o HERIGAEHIIETEERINGIPHNEESA 100.125.0.0/16 ( 100.125.0.0/16 2aEITER
SRBHIE, EMMBPTESEIIZNERN, FA2FEZENXE ) FIShIPHEIEER,, 2
MPHEIERFIES bR .

o JHERIARIYE EERINELBSLBI B AIVPCFMIMES

3. {2ApacheRIECE 4 /etc/httpd/conf/httpd.conf, 1B EHIHIEIVUEZLITINT
Fii (Y%aftFRIRIPHELE ) -
LogFormat " %a %!\ %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
4. EJ3Apache,
systemctl restart httpd
5. BFEhttpdiBRIEE, EaILERENESLAIRIGEIP,
BcENginxfR535:E
BIanTECentOS 7.53MR T, ATLMUTII FasSHiTZRER:
1. BTl T as$ & &Ehttp_realip_module,
yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz
tar zxvf nginx-1.17.0.tar.gz
cd nginx-1.17.0
./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module
make
make install
2.  ¥JFnginx.conf3{4,
vi /path/server/nginx/conf/nginx.conf
3. HEUTEREEEEMIFNEEFRIIES..

fEhttpekEserverlt, EERINNEEFRINER:

set_real_ip_from 700.125.0.0/16,
real_ip_header X-Forwarded-For;

4-2 FINREFRAEREREIE
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MERTY::
BRIBRSS SERIMERZNINE) RemotelPlInternalProxy <IP_address>,

o HERIGAHIIEEERIMAMNIPHBIEES Y 100.125.0.0/16 ( 100.125.0.0/16 EAkt9ERR
SRBHIE, EMMBPTEDEIZNEN, FA2FEZENXE ) FISIPHELLEE,, 2

NPHELLEGFIES D18 -
o JHERIGARIYETEERINELBSLBIXEAAIVPCFMIMES .
4. J3@INginx,

/path/server/nginx/sbin/nginx

5. BENgInxBYIBIEAE, ELGRENELAIRIBEIP,

cat /path/server/nginx/logs/access.log

BiETomcatfR35:%
AREFEFRITomcatlIZL 2=’ 12 “ Jusr/tomcat/tomcat8/”

ERELEETomcatlIpRSS R .
2. WiTUTaS, BETomcatEREEIET,

ps -ef|grep tomcat
netstat -anpt|grep java

& 4-3 IEEEITERTAI

[root@lilian apache-tomcat-9.9.10]# ps -ef |grep tomcat

1009 995 0 1 pts/o 0 grep --color=auto

32223 1 © 14:37 pts/@ 2 /usr/java/jdk-10.0.1/bin/java -Djava.util.logging.config.file=/usr/

9.0.10/conf/logging.properties -Djava.util.logging.manag .apache. ClassLoaderLogManager Djdk tl
tDrol handler.pkgs= =org. apa(he catalina.webresources -Do atali urity. Semrltyﬂ.lctennr u
th /usr/local/ /apache- -9.0.10/bin/bootstrap.j /local/ -01/apache- 9.0.160
sr/local/ -01/a - -9.8.10 -Dcatalina.home=/usr/local/s -81/apache- -9.0.10 —[‘]aua.io,tmpd1r=/usr/10:a1
9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache- cat- 0]# netstat anpt\urep java
(] (¢} .0. 3200 ‘i :H LISTEN

e 2] JE LISTEN

(] ] H: LISTEN

e ¢} 0 aE LISTEN

] 0 16 . . ESTABLISHED 3
e 2] =B e Lk ESTABLISHED 88
(] 0 10 0. 8¢ .125. 3 ESTABLISHED

e 0 10.0.0. 8 8. 34. 33 ESTABLISHED

] ] 0 S . :58 ESTABLISHED

e <] 0O ESTABLISHED

1 3] ] CLOSE_WAIT

¢] 2] 0.20:888 ee. .19. ESTABLISHED

3. $Eserverxml3Z{EdAgclassName="org.apache.catalina.valves.AccessLogValve"

ERIE I TRE

vim /usr/tomcat/tomcat8/conf/server.xml

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

4-4 FeERG

4. PITUITES, EETomcathRss .

cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh
Hrh “/usr/tomcat/tomcat8/” ATomcatZ3EIZE, BIRIELIRE RS
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& 4-5 &3 Tomcat RS

[root@ecs-ddef bin]# sh startup.sh
Using CATALINA BASE: Jusr/tomcat/tomcat8
Using CATALINA HOME: Jusr/tomcat/tomcats

Using CATALINA TMPDIR: /usr/tomcat/tomcat8/temp

Using JRE_HOME: /usr/java/jdkl.8.0 261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

RITANTas<, BRRMIIAE.
SNEIHLTHERTRIRENEIRTFE100.125 M ERRYIPHELIE, BD9ZRENZIRTIRIPHBIL .

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log..2021-11-29.txt

Hrh “localhost_access_log..2021-11-29.txt” FLEXAETIRER, BRELIFER
i
= o

4-6 EiR IP ik
- - [29/Now/2821:] 27 +888@] "GET /bg-upper.png HTTP/1.1" 2088 3183

- - [29/Nov/2@: +8880] "GET /bg-middle.png HTTP/1.1" 288 1

- [29/Nov/2821:! +0808@] "GET /bg-button.png HTTP/1.1" 280 713

- [29/MNov/2e: +88@8] "GET /favicon.ico HTTP/1.1" 28@ 21638
- - [29/Now/2821:1 +88@8] "GET / HTTP/1.1" 28@ 1125@
- - [29/Nov/2@21: +@880] "GET / HTTP/1.1" 28@ 112%@
logs J# cat localhost_access_log..2821-11-29.txt
< - [29/Nov/2021:14:41:09 +88e8] GET / HTTP/1.1 280 1125@ 178 Mozilla/5.(

4 - [29/Nov/2821:14:41:47 +@80@] GET / HTTP/1.1 280 11258 3 Mozilla/5.@

=7 - - [29/Nov/2821:14:42:10 +0888] GET / HTTP/1.1 20@ 11258 3 Mozilla/5.8

EeEWindows IISIRSZEE
AREFELAWindows Server 2012E2EIIS7TABINE, BEftthRAIRIETREREERE,

TEFLEIS,

ME=F ik FEF5XForwardedFor.dli@{t, F3XENx86FIx64ERTHY
F5XForwardedFor.dlUE{4E W ENISIRSZ EEHENRIERT, Fitn
C:\F5XForwardedFor2008,

FIFFISEIERE, &R “ER > REAUER” EMENA2MEH
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E R ERR 4 THRETH

4-7 JEFARIRGEIN
3 Internet Information Services (IIS)E= 8

[ ?- CHLET IR LR
XEF  WEN)  EEH)

— !éa DESKTOP-QIFHS9V £

e Ll [ . Y TRG) - GRERTN | ERE E8 - -

ASP.NET

E @ e 75 9 B L & L @
s

NET WS NET R ,NFQ% NETZHEUR NETEER SMIPEF  2Ens wHNEE sEFss
) B it

s
€ B 9 & B T | M| e B &
um:mmsmr;censmmmmsuﬂﬂsam HER  EBENES IfeR "
B

BHEE @SURT

=2

shared  DEEEE ESAEE
Configur...

& 4-8 ECE A HURIR

L5 Internet Information Services (IS)EEE l= b=l = ]
€3 » ECS-C30002939 » A @ -
B3 I ms EERTETEE E
[ UriCacheModul EILEEEE..
[ FileCacheModule _ m
[] TokenCacheModule BEE.. EESTHFNFIR...
[[] TracingModule — ® =5

[[] RequestMonitorModule
[] ManagedEngine64

["] ManagedEngine

["] ManagedEngineV4.0_32bit
["] ManagedEngineV4.0_64bit
] WSMan

4. BE: EMT , oREMx86FIx6AEH .
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AR 4 ThEESZ4S
4-9 JFAHEA
CH Internet Information Services (IIS) =288 JESN{IEUEX
@© ) [%» ecs-ca0002939 » & - @ -
XEF WMEN)  EEH)
SEETHFAGIE..
® ==

|fon~ard_xﬁ4 |

| 1C:\FSXForwardedForZOOB\x&\FS)(Forwa rdedFor.dll

L] [ = [ = |

5 fF “HRIR7 NHE, WIAEMARIREIREIMES RS,

4-10 FAEMALTH

B

© C €3 b ECS-C30002939 »
X WEV)  EEH)

Q- |2 |8 %

ERHTEEEER TR Web BESAIERIIENA
2939 (ECS-C30002939\Administ FEREEE, EESTHENIIE..

SEEE: FEcsE - ® =5
2R o *8 sl
FailedRequestsTracingMod... %windir3%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:\F5XForwarded
foward_x86 C:\FSXForwardedf
HttpCacheModule 9%windirde\Systemz
HttpLoggingModule 9windir9\System:
HttpRedirectionModule 9ewindirds\System3
IsapiFilterModule %windir%\System?
F —— >

< ] | [Emens | aenm

6. IEIRISEIRRETTAY “ISAPITEIERR” , S92 MEHHEBUEITISAPIFICGIT B,
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4 ThRESZHF

4-11 iFINIEIR

@® O [ ecs-caonasse »

XHF  WEBNV)  EEH)

e
e B|E I8 OZJ ISAPI fikse
-5 R

EFRUITEEESIER Web REFTITHRY] ISAPI (RiEHE,
b 83 ECS-C30002939 (ECS-C300

SiENE TEGHE 7

EEESEF
® ==

R [T EE=E

EERERE:

E__mard_fm l |

ol 14
| |c:\FsXForwardedFor2008\x64\F5XForwardedFor.dll | ] EI
| |

EFE “ISAPIFICGIBRSI” , J2 MG EHTIR
4-12 BIFHIT

@ ) [%» ecscao0ze3 »

@ @

X#E  WENV)  EEH)

_ % ISAPI 1 CGI BE%BJ

e-iHl2 |8
-8 R ERHIRSEEEIE Web 1258 HE(4 1API 40 CGI TR
4 qé ECS-C30002939 (ECS-C300 |
O EREs SHEWEE: FpGoA
b8l Wis
1SAPI 5% CGI BE&0):
I\c:\stn:mard=dForzoos\xs-t\stsamarddeor.dn | I =
EAD):
| x-forwarded-for I |
) oGy BREEA)
[ me [ =& |

BRI “‘S|FEE , BERISKS, ERREEEN.
B 4-13 EF IS RS

|[@ = cor s, emisE
EAFIEF COl AR
5. EOaESS CGl @
BTSRRI ERE,

@3 Internet Information Senvices (IIS)ST2E
@5 &, pescrop-aifHsev »
SR REV) R

E

> 5 DESKTOP-QIFHSSV (CHINA

Oa DESKTOP-QIFHS9V &

s - ¥ TG - G 2BET) | Sk Eu - @

ASPINET

’ - P » »,
. @ e 75 @ B L ®F L R H
NET SR NETHRRET NET 2R NET SR NETEER SMTPET @iz HENES sEyEs Se@x EEose SAEFR
L] -] L2  §

fil

3

e B 9 F & @ O A M . B =

HTTP WBAZES ISAPI F CGI ISAPI RIEEE MIME 23 ABSFr @87 ES8Is Imeg L Huwe  BRNS  FRES
% ey Lo

B

SHET ST

]

Shared  DRESEE  EESEH
Configur...
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PEARSS

FXIPUREMRSS (TCP/UDPHRY ) , BRFMSHNEILASRENE FIRAIESEIP
e FHz=— (TCP/UDPHMNY ) : FEITEAY “SREVEFIRIP” IhEE.

A E=

FELINEEE, ITRIRIRSEIIR(ESAT, eehIlRESE (HINELT
g;&?&% BRE) . MGIRIRSHIETHE, BEBIREERK
e o

WIS ELLINGES, EiniRSZETEEEAEFinipaLtbislres .

MRETRZAIELNN T FEiRiRSR . AEAETREREERE, 7B ‘iR
gg%elt'ﬁﬁ”%lP” NeesEfH L& ERRS R, MERESET 2A1LJ§$\AEIEUBnE’J

FEEEreshY “RENEFinkIP” IhEE,
i. IE;::TI:EJ

i e ﬁhﬁAELmﬁfOlh Rt ISR

i BEREE LA — , WE R > BRI
iv. E “GHINER” BE, PEEERENREIEER,
v, E0IRE IR M.

o HEFE: P HRINKIRET .

o 1%355?%! EREEAN RIS ANETINEIES, B
=

vi. FFE “SRENVERIGIPT FFX.

JRZ BRI EIGEEOASST “IRENVEFIRIP I08E, FEEFIHE.
IRERIRIRSSERAIZ £ A HQRACL RIERFMRERIZ N, FEF
iAYI PHEHERENS 5 ) fE iR ARSS

ARl

FE “REERIRIP” 2E, TISR—aRSH[RENGIRIRS2EEAZFIRA
175, RERRSHNEZFiRERR—G5RSE, BAR “REEFIRIP” , WE
i ARS3 RS ARIE R SR PRI PHITEIZIR A AHLA HRIRSL, RGN E RSO
[E45ELB, RESHOERENE.

o T (TCPIHMY) : ECETOAMRAIREN.

ﬁm_tl):' (TCPiY ) BRSS, EEBETOARMIREL, BECETOAIGHESETOAS
feE

4.10 Ki&ERF

SIERIFXBIRTA?

KIEEIISIE RSBV AREKER
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B RAEIYE
= e

4 ThREsZHF

REZREE—NER EILIESRRES MRS, mERASHE, NRBHIE
BEIX, FENGAEEGNE . SIEREGSEEEARNYERETRE— 1 SIENE
REPERFIE— MRS SF|EHEITLHIE

4.11 40{al{EM Linux curl iR R EISESIE(FIF?

1.

FRIBELBSECSEIR,

a. BUEE3NECSEA, 11MEEFim, 2 MRS .

b. GUEB1ELBLEISHTTPUSITEESLHI, FESWHE “SiEFRSs” hEe.
[BEIARSZIHECSHIHTTPARSS .

BRE—NIRSIRECS, AAHRBETOIEERN “1file” pONH, LiinnE—1
TR

FELSMRENITU TGRS BIHTTPIRS .

nohup python -m SimpleHTTPServer 80 &
EE—EERRRSNEMNHIITIATSRS, WIAHTTPIRSIEER.
curl http://127.0.0.1:80

s-cloud-BE81 ~1 11

=
SimpledTTMServer B8 &

o i g |||!_'|||1 and .|!_|||'_'|||_1:|||] outpu

oracle_ jre_usages<<a>

BRE"MRBIECS, EUMERTOREH “2file” BIXH, LIFRE—A
TR

HESRIRERITU TS BIHTTPRSS

nohup python -m SimpleHTTPServer 80 &

FEANMPUTIAT S, FAHTTPERSSIER .

curl http://127.0.0.1:80
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A
up puthon

nahup:

Directory listing for <<

ecs-c loud -BBEZ ~

3. MERURECSIETECcookie{EXTELBSLAA #2i51a) o

ERLUTS, NERIRECSITELBELAIA LA, WABXIBKIREAI ileBRiR—
o

curl --cookie "name=abcd" http://ELB_IP:Port

oracle

client “18 curl
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Dk Sl G

5.1 ELB WHaiRBABRIMY KRS AiRE?

ELBRA “FullNAT” &%k . SITEPR, NEMERKEZELYS, tRIEAH
i, EILVSEBEINGINX,

(AR

“FullNAT” 2RAIELR, SISLVSKIERE FiRtYRIPFBRIP,

5-1 MEHE AN

— R E
= [r] ;Fﬂ mLFﬂ
ELB
Client [ LV ] s
5-2 GEIEAMY
— R
— [l FEfi =
ELB
P — e
Client |, LVS « | NGINX ECS
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5 SRR

5.2 FEMNAEIMITE B REIDE?
SETRRECLIE, SRNREST.

o BEUIEHIGE(F.

o iEidkubectlimSTOIE,

BAEETSRES N AREERIIE.

5.3 QIERMHEE ELB [ERMHAL SESANFR IP?

ELBSLAIAYRTI% 7R R ELBL A B2l it B F SR PIERHTEE . Bl
F R AELBSLAI S BCI PN TS RiniR S =Rt TBETRREE .

ELB{E ARV F M Pl EiEINFE5-1, ELBLAI(ERIYIPHEIt FE S HEFIHFFM,
AP A LLBIS L — NELBSEBIE BHIRiRF M, B ELBSLAIER S FMITZHY
IPHEbt TSN B R .

fEELBXZ#51Pv4/IPveURIZ =AY, FTHESZIFIPVOtILE(S, SEFRIFMIPiEIIEL

BRI PvAB(SITRIRLE .

%% 5-1 ELB LT IP tBhbAYEEAERIRAE ( BT AKX )

IPHESHERST | IPAHAR | BESTRR | ERIPHEI

) FP HEAX

ELBSEAIRE | TR | & 19

HP

MEWEES | ERTR | MUAKME | SORTREPELER: 04

SEEN o spgEmesmEsg: o

MELFERE | FHFR | MUBARRE |14

oS EE BN

tRISES | FRTFN | & EEH207, THTENE-128
N
"o
SEITGE AP DT R B
CE T 2 e T
15288
KEXE—/GinFMAIELBSLAIRTLIES
{E XL S ARRYIPHBAL .

RS | ERTR | & EEERCRUSRAEROPE

oS bt

MREZAAK, HABRIPHSREEIZEN, SERMERIPRIMEINGEIZLRAVIES

B 59 S BERIPAN S,

JRZRIEL BRI F MRS S E M E R EL BFRIMKIRGIEE
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s RAEIYE
= aE 5 RIS

5.4 ELB 483%E 7 EIP, [SimfYiRSZESnILUED ELB 1518] 2K
5?
AT o

s A EISE RN AR ERED B RIED R ERiRES SRS H[IVRED LI=HIIR
55 . ELB4PTEEIPREEMARL, BISMERIEIfRIRARSS o

ELB4REEIPfS, [GimBRSS=SAILASBEEIP, BRILARYEEEIP, WIREHRSHREES
AN, BAERIEEIP, BAMNATHX

5.5 =AY ELB FLEIHEIE?
Fh=AELY, =R SELHIIE,

HSRIEIBE MRS, SNELBEE—&Ef, TiXIESRELBAISLAIMGE, ELBZ
BRERREEE RN ; ME=RELBEMEEE, LR ESRELBRISEAINE, 81
ELBZ[BIAYEEARMREE AR -

5.6 FZ=A! ELB LIV SSiEH 1ERERIEET LIREA73?

HZ=RIE| BB A RIEB E MR RIGRI_EIRAVISSER, IMRERISHREK,
BINERRAREIRZEI AR IIERR

5.7 IMZF R HITE=RHIH A EIP FFRER(TAXSI?

NREEI EEMBAIELBRIER AMiRE, FRISEEELBSLAIRIEAYHEFEIPAIR

RN E ARSI SR

o MERIATIEREATEE, NiKA ‘BRWE (Mbit/s) 7, RIERHIIESA
REFAL BRI NRES LR E N BT IZ T RAEIIEE, BRAHEEaetEatiERT
inE LR,

o ELBYIEMIEIPH AT REE AR Internet Z ERNIMETRME LR, MNNEF
iiABELBRI RIS A MR ERS -

5.8 ELB 5 WAF #[{alfe&{EFa?

ANRIFHIM L E AN WebRzFERA K1 ( Web Application Firewall, fEFRWAF ) #{7%
25, EaTLUBIEELBRIZ EIRuGARSS SSAAEIEHIZREE, RAMITWAFELRIPE:, Bh
JJ:%%?EHW@'}E’\J;‘JEE IPESRIS WAFEIEIERUL . 00 { WebRz B XIEREFIE
).

5.9 ELB |9 IPv4/1Pv6 SUESCAIRTLALIHAZIX IPv4 R 15?

J9SCIRELBSLHBIIPvA/IPVEXERRYBES], BB NELBLAIEE—IPv6FM, BT EA
iG] ELBILBIRYIPv6LBiLL, IPveitbiitESMISERIFMHFENISED o
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5 RIS

SITAISLOIFEXAIPveRITNRE, BTLUSELBSLAISIPVetbiARES, IPveiBlbIGEUTE
FM, FTEEERLIPveitAEIELBSLA,

EEEHERIPV4/IPVeXAIEES], BRI alE T EARBAPIR S IELBSLAIEFFPE
IPV6F, EH4PER, JSEEIHERYIPVEibH TGRS Z BRI Pveitbiit—37

5.10 ELB ERFHEF AIEZIRHI?

IMZRIEL BRI IFHNF R IEEEIE S E M ERI R EIIE SO
ELBLAIFELA N iIA=IP R FULLNATEE M, EaH R ISirs= TN olaeft A TCPRITH
PEARHRE . BNEERIRRSSENHREEHAET20/5, INRBTizHE
HE, TS ATAROSREDEAE, LB WSHIEEET.

- TLSHIFSEER IS RE,

- HTTP/HTTPSYEIFEEsE A WebSocket\'BiRE o
WNERIFHNI R EFfNE A 1I7E, e LURIE SIS S SRR 2 ME
[EH=E,

HERA: WEMEEZ1005KERFRT, RERRIRSIEIF20FHAE
1#, BBA100/5+ 205=5, EIEE P EERBEREEIRIRSSE.

B IPEB RimA IR S EiniRER/RESIF1 0 HREES.
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e e Al
= )RR 6 IsIfree

sorr s

6.1 CEWNITE5SZHR7INHLE HTTP 153Kk3L?

SRt ERITEREOARINIIRE- 175 .

x 6-1 FUARINFR

FE aXx
X-Forwarded- | ¥SELBSLEIAI I Pitb B IS HR SZAIHT TPLEIE R SimR S5 28
ELB-IP

X-Forwarded- | ZZERFimakLAIHostiZE JIX-Forwarded-Host{EiEE RimiRSS
Host E

X-Forwarded- | ¥SELBSEAIRY SRR BITIR X AIHTTPLEE R fEimARSS == -

Port

X-Forwarded- | EZEFimERAIMYEER (HTTP/HTTPS ) BITIRXAIHTTPL(E
Proto BEfEimIRSSEE

X-Forwarded- | }&&EFimHEIPHELEFICIEIPHLE T IR AIHTTPLHEIR R[Sk
For R332,

X-Real-IP B E FinhYRIPHELES R AIHT TP BRI FimiR 3328

6.2 MSIrEMIBR 25, ELB EaS M EMELEEA S RE?
o LMIPRIUEMSIFSERT, HTFEFIRFIELBZ [BEF2421EE, ELBE BN EIEE R

NI

o LMistEMIFEERY, HFEFIHRIELBZBREHSERE, ZPIRFIELBZE %A
SEIHDTCPIIEEFE, XWTCPKRIEECREY, A UIFRESHFRI8
9, BFIEPIREXLTCPIERE HEIb&XiERATEERiAZ keepalive_timeout
#BAIATIE) (300s ) ZfE, ELBASMiFRXEKIEEFEIERISRE.
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oM PR I
= M ialRR 6 IsIfree

AR

keepalive_timeout A== AERIRTE], REEFIRFELBZ EHIEEIN A SFE
keepalive_timeout,

6.3 ELB XJ_ L& ERIREEFAX/NESBIREI?

o ELB tEMITSHSNERGITHRIEFin CEXHRIEEERR BRG], AIEEIPTHR
PREI= SN _EAEEE

. g%gﬂﬁﬁﬁ’ﬂtﬁéiﬁkd\ﬁﬁﬁﬂ, EAN10G; MUEEEITERAY EESEA/ING
PR& o

6.4 Z1FZ 1 ELB i REIE—& EimiRSZEE1E?
TIFZ N ELBEE A EIE—ERiRIRSEE .

o ELBfnJLUBE BN IN= IR SS 2e ol il BN sa 4 M -RAV A Ui B imARSS2E, LbAT
{NEKRELBELAIF EiniR S22 ER—VPCH

o ELBLA@EIIIPEE EimaINEiniRSesld, RBHHIRELBELAIS EimikRSS 2249
#&i%EE, LAYELBSLH 5 EiRIRSB 20 LAEARIVPCA

6.5 W{al;S A WebSocket 3z3#3?

TEOCE, JEAHTTPYEIREY, BRASIFTINZEMRAWebSockett¥ ( WSHMY ) ;
LEIEHTTPSIEIRAY, BRIASTISINZARAAIWebSockett¥ ( WSSHMY ) o

6.6 HfrEgAY 3 MERTHIEIS BB A?

ELBSEinfRSSseE &, RN tREKITERAYER I EaNZR6-27R .

(MERITY::
o HERIGARINE ISR EIELTCP/HTTP/HTTPSRIERTASIE], ASZFUDPERIASEIAYIE
o

o IR EIEISE ETEATCP/UDP/HTTP/HTTPSABATATIE .
6-1 CR IS BITIEREE

=i ELB JaihARSSRE

1. 7R jl': 4. FETIERE .:

2. ANRIEZ= N B A E A — B R A A |
|

R, ARISEShUTLEnERE, 52T —

I

R EISRe P E ARSI o | SUEERR A
e el — — — | :
I 1 1
: - — ——— IRCEEATETE]) '

Sl R — — — — — > o REMERERRERSRESR, NRENE
TR T, (T RIS B R A0S AR S SR TN AL, Skt

I
1 w g
ARSI P R A S AR, I SRR
A HF S SR A . |

M HGRAS 01 (2026-02-04) WA © EARTERABIRAE 52



SRS
= e

6 YIS

6-2 R Ifr=SiERd i En=E

EFih

1. BIiER

ELB

D

<
<

2. REZRBA A —EIREHEE
1 X, ABIIGHRPUTLRNERE, BT

1 RIERESRAS B E AR A .

et — — — —> |

3 6-2 iBHJATIE)

BITELB, {E3URL AR
FORIPHENE (1RIBTEK)

1714

eS|

fEiR

EESEE

TCP/UDP/TL
S

BRI A E)

MRAEZFERNERN—BIRE
HAER, ABESXAZSE
EE, BRI T OREKREIRINE
ETESIATRYIERR o

10~4000s

HTTP/
HTTPS/
QuIC

TRFERTETIE

MREZHERNERA—BIRE
IBIEER, ABISERXAZEE
EZE, BRI T OREKREIREE
ETESIHTRYIERE .

0~4000s

RS EIRENILE]

EFint AREARIER, W0
REBKEIIIEREFimR
SEREMERAVE R, RIS
BRFERFRAEE.

1~300s

M) A B AT HT 18]

RSN RIRIRS R AES
K, WNERNWAERYAT B E KIS
KR RinIRSZEE LN, RS
HeREMEIRRSEELS
X, MNREIXHHEEIRIRSEE—
BB, NagisEass
FigR[EHTTP 504581=%5 .
NRARTEFFINEE, W8
FERTAY Bl AN AV G iRiR S 2R T
Manz, RFEISEEASAREIR
5K, EEEREIHTTP 50458i%
ﬁgo
2]
LB T SIERFISI0EERT, WARERY
BB RN RIS M Y SRR S5 22 M
N, WEFESIREHTTP 504551%
3,

1~300s
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6 YIS

6.7 ZRINMECIEIraRlT, EEAZIBEENGIRIRSSsREHE

tAIREA?

X RN EIRRSSRAEINK (FinthX ) SEITRAIHNY ( BlwHNY ) FESRX

R, ERETSRINERRSSSE, ReRNSEIMINAEIRIRS23E. (T
PR7:
ME R AR
% 6-3 Hilf/[RiRtY ICE X R
;L.Bﬂgiﬂﬁé‘é Y5O ERRY AR MY [GinARSSESEM fEiRIHNY
P 2L TCP TCP
P 5B UDP e UDP
e QUIC
[Rpei] TLS o TLS
e TCP
N FREY HTTP HTTP
N A HTTPS e HTTP
e HTTPS
e GRPC
v R QuUIC e HTTP
e HTTPS
HERIGHIIE
& 6-4 Hilk/fRiRMNY CE X &R
e YRR [BiRBRSS 2S AR S iR Y
TCP TCP
uDP uDP
HTTP HTTP
HTTPS HTTP
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SRR
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6 YIS

6.8 A{+4 HTTPS KRB H SEBRINEUALZEIRR?

AT U N ERRSHEEERENEHIAZ SRR

IEBFTCRAYER SRPHEREE A, ZNHEIEBCRES, el
ZRERIER.

BCE TSNI, BIAREESIEBMCRAEER—.

AR SUERBRAA—EL, HIANEEISKRMIER R

HERER.

EtEREERILMER curl 15109 50< , IRIERGIREIRERERHEITHIE.

6.9 HARIIIASERA “ME" NEREMAA?

BERRER: WIREE THEEARE ( BIEARIE PR ) , NSHIERR

HQESZBE , LERSBEN(EIERIE CZRAVAE AR SRERMIPR, EEAVEA RISMKAS EREIE .
RRRINE: B IRsRYE A RIS B EI PR R B EAIN, BIANREIER.
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SR
= e

7 [inBRSS 28

7 JRimARSS =S

7.1 [R5 R S ECRER SR BEIMSERIFREEHAX

#?

[RiRpRSS 2R ERI=

R 7-1 MERGEIIETRRITFIRR

IERIT RS SRR ERIIF BRI S IRT-1715K7-2,

[GiRiRS AN | HECHRIEEE IERIFER
4
e TCP S IaEE {E| PibE
e UDP IR i S|Pt
TBIPEX AR ELIERE
e HTTP niEiEEx o fAEIYEIBEcookie
e HTTPS e [ FHIERRcookie
e GRPC DA s o fAZYEZRcookie
e [UHFERRcookie
EIPEE AXIFEERIERES
i5EA
WAFIERE AR SEIPEL” B, B
BATISETFEIPHHSIE (RIS
QuIC EZIDE X $E| Pt
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st ARt
= aE 7 [EiwARSS =8

& 7-2 LR RHIIERIERITIFBIR

jBimiRSEAN | HHECREESSE DIRRFEE
Y4
e TCP MNEIBEX SJEIPHBHE
e UDP I iz SEIPHbhE
JRIPE X A ZIERIRIRT
iz}
LOTOEMSRRISER SRIPEE B, B
PIATISETFIEIPHBIERISIEFE .
HTTP NS IEEE o fAFIYEZEcookie
e [ FHFERrcookie
IR /EE o T EEcookie
o W AfERcookie
JEIPEE RIS ESIRIRE
WiBA

SOECRERERIER “RIPEIEL” B, B
BUASTISETRIPHENH SRS

7.2 (A ELB [5, [RimiR5S2E8ER AR

[RimBRSSEBRRER NI AMIIELBRAXER , MRERRS|AZAILUGEARN, AT
ELBLAREILAGE, SNRIRSFBASATLUBEAARN, (EHELBZENMATLL,

7.3 ELB 2 FIEE =R inIRS2E?
o HEFRIGAHMWEARLRE, WREELHEEIRIESSE., Bt T BESEiRIRSESEHT
R (H=H) HEXRS.

o MEBRRAPMWELOITIFESABIIEIEES, FiRIRSZ[ENMIFFI=T L
VPCHRIIRSS &S, EIHAINEAMVPC, EfthRegion. = FEIRFHIOAIRS . B
T TREZERRSHME (=) .

e ELBARHEIRESLAENGIRARSS 2R -

7.4 7314 100 5% 214 FFLRY IP ERE GO S iniRSS =R 7

H= AR ITESLA11LL100.125.0.0/16MERRRYIPEJTIRIbIL, [R)/FinARSS 2548 A Rl
WERERLRERICERT (MREEFAERREE) .

FRrLAXLE100.125FkA9IP st A 9IRS 5 R in iR S =2 @S EANERP,
TRIESNEE R AFIYELAITIEERMIRS, BHFRERESEINZERIEER
#100.125.0.0/16MEZ .
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L e b=l
= aE 7 [EiwARSS =8

(AR

NRHZ R A FIELHIFFEXIEEF100.125.0.0/16MEE AT H(ER, 15/5F214.0.0.0/8MEH
BIIPYERIRIPE R\ SSRER KRS TR

7.5 ELB AT LABKig B EimIRSZEEA?

o HERIRHINE AR STFE KIS iRARSS =R
o MERIGHMNERETIFEX. BARVPCRINGIRIRSES.
-  BIERmEERSTMEXSEEE, #FU( =EZRFER) -

- BITELBRIIPZEE FiRINEEL MM A RIVPCRINGIRIRSS S, ¥ NEEARRE
VPCHIBRSS = E N EiRARS5ES

7.6 ~AMREINERIGIRIRSS SI[EAZHE EIP?

GG SLAIREEIFANELNAER, FERERRSZIEEIP.

7.7 WS E fFinARSS 2SS MR

1. FAEMNEN-REEERDEEIPHBL,
a. EREHMNAEE.
b. HfTifconfiginSakip addressEEM-RRIIPEE.
(%88
Windows I A LATE G 1T TipconfigBE o
2. MEWAERpingFRrEF MBI, ABEARBEINERSIER.

a. BEMXMUEERERN.T, STLAEVPGEEREFHIA, ik “FN™ L, &
& ‘WX” 5, BRI,

b. HfTpingdr<, WEREESping@BENR] ., HLiEping BN XNFTEHLHE _=
BRI,

7.8 WMIE B inARSS sRMEECE?

1. HAEMIERNN R LB EREIER,
a. EHEERRS[FFREEEMN RERIZEH.
b. teEZEHEMNBEHIE T XIMAIMER:
" FRERGEHISE, OERRRSSRMENRZEENTS RS HIEELB

PREVPCRIMEZ . ANRIKBIE, BELXEHEANTS MW FFRINELBFRE
VPCIER

 SFHERGHIE, KEEFPRRRSZEENFOREBET
100.125.0.0/16E& . YNSRI BEMIT, 15700100.125.0.0/16ERRINTT
B
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L e b=l
= e 7 [EiwARSS =8

A\ EE
o HE=RISTHINRISIFEEE “KENEFinIP” IHEEE, RiniRSHRNEZE
HIMNFNMILZACLILNII TS EERLIE 100.125.0.0/16 M ER K = i IPtH_ﬂ,th

o JMERISTHIPNRISIFZEATTE “IPEEGIR” hEeh, BiRRSHmEE
MNFNILEACLII NI T HUBEELBRiR M EAIVPCES .

2. FAEWERMN-RFRMEIMEZEACLAS I REHITIEE .
EEMIE=TEAMNSHE, BE “MNEACL” , BASRIFRERE.

7.9 WS EfFinARS SRS NKE?

1. WARSHRBRS2EEHE
a. BREMTAEE.
b. HUTUI TS, EERFANROKITAZE, WET7-1FR.
netstat -ntpl

(]88
WindowsEH W aT I TES ST i Tnetstat -anoBE R ZIiE O ISIFAS, fEE
EHE?J lfﬁ$A1¢’{klu Xo

7-1 RO SIPIRES

[root@ecs-67a0 ~]# netstat -ntpl

Active Internet connections (only servers)
Proto Recv-Q Send-Q Loc oreign Addlass tate PID/Program name
06.0. 0 25847/ ./httpterm-s
0.0.0:" LISTEN 1437/sshd

sEiE LISTEN 1437/sshd

=
0.
0.

0
0 0.
0

[root@ecs-67a0 ~1# -
2. MEHINMNHIRSBENEERESR.
Bugn: iZREHLAYR O ghttp 80, {EMAcurlir<, RIGIRSBBENFEREIER.

[root@ecs-67a0 ~]# curl 127.0.0.1:80 -v
* About to connect() to 127.0.0.1 port 80 (#0)
% Trying 127.8.8.1...
* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*

HTTP/1.1 200

Connection: close

Content-length: 14

Cache-Control: no-cache

X-req: size=14, time=500 ms

X-rsp: id=testl, code=200, cache=0, size=14, time=500 ms

elloworld@!!
* Closing connection @
[root@ecs-67a0 ~]# ||
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