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RS
D 8 BT Si5IBIER

o EfREpinglE, NFRRAMMEIIE, BEXREHIZERBRMEHIER

EERMETRSHREITRRIER
KB RIRS R R EERIET.
-

BERRFHRSITREMRARBIE TS, BEREN/EERMERRSSE.

8-4 I EPMRIRSZ|RE

EH/ID ABRSKE "= AR/ FaAIPiBaE EIP =t BE

Zhb-noElP — - 11168 o o — R —
T =5 ) == meue @s-
83228437-024-493b-bae2-.. D On? B Centos 7464pit 192168063 e

HRERIRSSEE CPU FIAZ

RS BAVHRMCPURI RIS SRR SBMNE TR . IIREELEE =R
FOESEEESS, SCPUSHENARSHN, RRASEMRESERE.
1. EURMERS /T EMCPURIBRSHIHE.

- WindowsiERAARBIRM TR TARILIEER, BRESEER. 4

BELEIEE (Performance Monitor) . FiEEMIEE (Resource Monitor)
Process Explorer. Xperf (Windows server 2008 LAfZ) F0HMEXZ& FiFull
Memory Dumpt&&

- LinudEERFHNITtoprs LEE SRR SRS TIRE .
2. [IEME: HIEHERGIERE, FoRHTAE,
- IERE#HE: MUER, SXERRSHFNEE.
- REHRE: @NEFHXARE, BHaLUMEHE=ATEXAHE.

= W
WRIRS ISR OES TIE, LFLSTENKS. %8-3EMTCPIRTES.

o LinuR{ERFE M =IRSS 28R B (S aHE
{FMnetstat -antpas SIEIRFZIVRE, WHIAROSSEREKIT.
f5I40: netstat -ntulp |grep 80

8-5 BFIRMAMSIFIAZ linux

[root@elb-mge2 ~]# netstat -antpu | grep sshd

tcp ¢] 0 0.0.0.0:22 0.0.0.0:* LISTEN 7178/sshd

- WMREOWIEREN, BT EZSEHN,
- NRFODEEREEEFR, BIREWebRBHIEREBMEEERE .
o  WindowsiEFR G E MRS R iR OB (S0 E
AR ROGNSS:
a. ¥HAHCMDEGLITEO.
b. #ifTnetstat -ano | findstr “iF[]" HSEEHEFERNROS
f5la0: netstat -ano | findstr “80”
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1= EMARSS
= e

8 BT SihIa3E AR

8-6 BEIKASITIAZE windows

i lsers\Admninistrator>netstat —ano findsty YBO"

ICP
ICP
TGP

A.8.8.8:88
A.8.8.8:49155
[=:1:88

TCP [::1:=249155
upp 8.8.8.8:123
upp [=:1:123

A.0.0.0:8
08.9.8.08:8
1:8

[=:
[=:]1=@
£

k-

LISTENING
LISTENING
LISTENING
LISTENING

NRIROWIERLEIT, BT REREEIN.
MRS BEWERRNT, BREWebRSBHIEET BN EEER

EO

*8-3 BN TCP K&

TCPR7ZE | HAE X RIFS
LISTEN RIrREIZAHITCPIRORNERS | IEETCPIRSS IR
zk

ESTABLIS | (XFX—NITFHOIERE IFETCPiEE

HED

TIME- FF RIS LARIRIZIZETCPE: | EXRANTCPERE, —R1oMHEB

WAIT W EEE RS RAOERIA fRo

CLOSE- FEENKRIBRPARANEZGR | RBEFBUG, &BXMsocket,

WAIT B3R HIMFENZE DR, —RREHIE
B S FEME S, JLUAERYS
NOHEZ

FIN- MITFETCPE TR INER WMEHEHTE, EE129MAEET

WAIT-2 e

SYN- BEXBEEEREESINERINE | TCPHEESREK ., —R2RS 1

SENT sk CPUE RIS, A IEBERAKRINS
., DDosK & HIULIE R -

FIN- SHTETCPIEEFRNEK, S5t | NGNS, WASETEARAEBT

WAIT-1 BIASEE NS RAIRIA 188 (Z159LA LA ) , TR
KEI IR OEEERFOSKE -

REBXIEEE

o LinuiRERA=MRSSEE, XAMXEREUXEETLAERERE,
LACentOS 6.81{FZR5t80iwm /941
a. f{#Fiptables -nvL --line-numberés $EE SE BRI KIEHEE .
b. HORMATLA T an<LH4780iw .
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT
c. {EFservice iptables savefs${RFARINAIFRNY .
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DA 8 BT SiIEER

d. {FHservice iptables restartfp$ESiptables,
e. {FEHiptables -nvL --line-numberis S EEIENAIMN 2 EE -
f.  XEABXERE, ERUENGIEEEEER,
o  WindowsEfERALRSSEE, XAGXERENIXEEIAERSGE,
a. EFWindows=iREE.
b. BEHEEMEA FANIWIndowsElR, 1EFE “=HIER > WindowsFaKIE" .
" FSERIEEIR [=To =

3 - ¢ @ muEE » FEEEEER

o

AR TENANRE EEAT: MBI -

V'

¢ BiF “‘BAEmZiXAWindowspEkiE”
BEFZERXENERRT: FEREXiA.
& Windows B5508 \;Ii-

€ (3« 1 | v BeEE » FEReEER » Windows BUE

#F Windows B\ S48 EN{RIR{RAIER IS

Windows BXiBmBIFinIE MR DTSRI Internet AEHSTARLE,

l @ smmEr Bz @)
S RN EN SR T AR

Windews EDiiERS: =8

SAESE: AR SFEAFLRFNeNI RS

ERE R ¥ maa

WAL Windows PYACEE SN R A ERS

| EEeN Bigk @
SR PRIV URERSE) SRS

Windows PIKIEHS: =E

L PN =, BN SEE R EFIRTR RN

SR AR FAEEEE

WEBT: Windows I GBI RN AR

E T

d. XEXER, EFAMNEEEREER.

ERHMERIRSSHEABMEEE ST IR
1. HARERIRSS BN R EAERS I PiElt .
BRUMRIBSBNE, EAGSifconfigalip addressEEM-RHIPES

NREMAIRESEEE T BN, BEN-RIY BN-EE4E TEIP, WERE
EAEE T RIZIEA . WKREERIZIEZA, B2EAIZMKLinux=iRSZ[/EER
EZESER (1Pv4/IPV6),

iE: Windowss# 4 =IRSZ I ARG S 1T iTipconfigEE .
2. HAEHIPHINIE R IFRECEEN KL,
HISERTENP, EEMAEIIPESEREEEN <L,
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= EMARSS
= e

8 BT SihIaE R

EFEMRIRSIENES, FH<Sifconfigtiip addressEEM-RAIIPEE . TR
SSEENIPHELE, BTLUMER<$ip addr add E#IPHILL eth0s5 3 = ARSS 2R
INIEMRHIECE .

& 8-7 EEM-EHIEEL IP Hbtik

BEEABRAEBRER, NREE, WeJll@dip route addiFINEEH -

8-8 EEFAIKH

19Z.168.1.8-24 dev ethB proto kernel scope link src 192.168.1.268

192.168.1.8-24 dev ethl proto kernel scope link src 192.168.1.179
169.254.8.8-16 dev ethB scope link metric 1882

efault via 192.168.1.1 dev ethd proto static

bash-4.1#

BENIREME=IRS2E4PERY EIP K&
BEEMI R IRBSEYERIEIPREE GRS

1
2.
3

Eall

BEEHe
% “iHE > 3@&33&%%% "o
ERMERIRS R IR, REEREMERIRSSSE “IPHEIL” FURYEIP,
HANEIPFIRR, BEEIPRPREREN “FE

izLE% EIPHALE, B EEIPRREMAABRTEE &G, IMURRRBIAEIEIPER?
8,
BE EIP 2R =iRSREM<

MEZHEIPEEHETRERRSHNEN R, ERPBEENR, THEEZHMESIR
SeRRIEM-R L.

AR M RIRSF|FBRAIM-RRE FHITEES, RINIIRE—FAENR
SNEFR, EIPFREREEMR L.
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RS
H 8 BT SiIBIER

8-9 BE EIP 2E4EEMNE
{ ecs-LCC

ExER =ARE P+ =22H FEELEIP HEE L3

V19216810229 |

o 19216810234

KRERRSHRIZHESR (ZSNRI7R )

—RIRERGEOARBMASEREN, NREERT EM-RSEMETERR
BEEBHEE T,
o NMREBSHREE TSN, BRINCIRSENRABHEEFE.
a. EBERTIRSZH, PTUTS, EEEEFEARH.
ip route

8-10 EEZIAIRH

[r t—del-s

] dev ethd 1 BT
b. HRKBIZIEH, HITH TS, HRIIFIABRE.
ip route add default via XXXX dev eth0

[MERY:
XXXXZRRMIKIP o

o WMRTRBHREETSMWR, BRERAMIPHEAIFENRLE, FEARRSSH
REREC & SRS IS SR SCHL AR E M -RRIE(S

FREFSSEMTARE T S MR R IRSS 2R E B RIS IS E?

MERSRBHEE
o LinuBFRAZRIRSEH

a. {FMroutedpSEEIRMFERE, HF0.0.0.019EARBIEMME, EARIIPFI
MXFEERIMER, W TNESE11TFE31TF=.

[root 1t route
Kernel IF routing table

Tiestinat ion Gatewa Genmask Flags Metric Ref llee Iface
default gateway A.8.8.8 UG 168 A ethB
fatewal) Z2hh 205 . 256 . 2606 1IGH 1AA A_esthA
H.A.8.8 £295.255.255.8 u 1688 A eth@
B.8.8.8 £55.255.255.8 U 181 B ethl
B.8.8.8 £55.255.255.8 U 182 B eth2
11
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RS
H 8 BT SiIBIER

b. {FEHifconfigeiEip addrin$SEELAHIRYIPHELLE

8-11 ifconfig ep$EE IP Hitlt

[root@elb-mge2 ~1# i1fconfig -a
etha: flag up EROA ST,RUNNING,MULTICAST= mtu 15880
1 ] 658. 0 netmask zF=.2== 255.8 broadcast 192
1net6 fedO 3 ff:fe24:1e7f prefixlen 64 scopeid 0x
ether fa: 1' y 7f txqueue]en 1000 (Ethernet)
X packet 50083 bytes 21176287838 (19.7 GiB)
dro pped @ overruns @ frame 0
packets 149514101 bytes 276 92634 (257.2 GiB)
=rrors @ dropped @ overruns 8 carrier @ collisions

P,LUOPE ,RUNNT
7.C 1 netman
: pref1x1en 128 scopeid 0xl8<host=
1oop txqueue1en 1080 (Local Loopback)
packets 14 bytes 1083 (1.8 KiB)
® dropped @ overruns 8 frame @
aclvetn 14 bytes 1883 (1.0 KiB)
dropped 8 overruns @ carrier @ collisions

& 8-12 ip addr GpSEE IP ik

1p addr
state UNKNOWN group default glen 1eee
:B0:80:00

: ope g]oba] noprefixroute dynamic ethe
58c pre'Ferred 1ft 77108sec
81l ff:Te24:1e scope link
t forever preferred_lft forever

c. f{FFroute -nip$BITAREENX,
E18-1397-fl, BERLA=ARSSZEMESLFRIENE I,

=] 8-13 route -n IS EEMNE

[root@e1b mge2 ~1# route -n
rnel IP routlng tab1e
Flags Metric Ref Use Iface
UG 180 ; B ethe
55 UGH 180 3 8 ethe
u 180 8 8 ethe

e  Windowsi#ERFZ=IRS2E

FIHCMD#ESTEO.
HiTipconfigip S EESLHIRYIPHELL

8-14 ipconfig FpSEE IP ik
C:\Users\Administrator> ipconfig

indows IP ECE

c.  HfTroute printip S IEIIREREEM X
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8-15 route print GpSEEMX

Red Hat VirtIOo Ethernet Adapter #2
Software Loopback Interface 1
icrosoft ISATAP Adapter

EZEHAN
WRLZ 2R RBEMULHEERRE, FEERRSZLAIINAIZ EHBFRINET
Zim ORI o
1. EREEESS.
2. IR R > BMERRSHRT .
3. EEMZRSERIIR, REGEEREENNASEERIRS /B,
4. %R ‘e’ 1E, BALEEMN.
5 BE “EXZEENN
6. RIEMuLERNIKOREHRIZEERN, BITMILERKRO .

BUTIRCORFEMIRE, B UEEREEHRN

&R ACL AN
VPCERAZBMILEACL, GNERXKELT MLEACL, BT “MILEACL” N,
1. BECRSZSHBWNAFNEEFEE T MEEACL,
NS REARRIMZACLEAFRITIAE XELMLEACL,

8-16 MW£& ACL

M @
vpc-b945 v £ v
e=124 ERHEE IPvaflEz 1PveiEz () b aAE @ | mmAcL
subnet-b981 vpc-b4s 102.168.0.0/24 -- FFEIPvE Bl TEE fw-51ce

2. BFEREACLETREEMNEZACLAVAZE.,
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MRS
D 8 MR SiIBER

& 8-17 M4& ACL FBRIRE

fw-51ce

FY
CYE

fw-51ce &
02a3469d-db57-4797-Bbea-e2e3eBledeTe [

3. & “MBACL” B “HR" KT, FERRINBERNE TR ORERE .

AR
FEIE ‘WBACL” REUAMINIZREFBEAL @R, &XHF “‘NEACL” 5, HE
TN R ERL o

R TEe
MR EREELIHRETE, MIGPATES, BRI TEIRESH.

8.2 +AZBEN DNS R5588?

BxE X DNSEIEEAZAIHE eI B CHIDNSIRSS 2, HECOIZERIDNSIRSS 251
BRITARSS; CIEDNSTEERFESTUSARLN, SUFEZNBCEE.

8.3 HEN DNS RSEZEZFRUNOES?

B X DNSHRSS =22 FRAVES NN T :
RHEERNFHE (a~z, FROKNE)  HF (0~9) . B () UREFFH
(-) , BERSIEFHFTREHIERSLIIERE

=z

o AXFFHERTBRIATEHRF: 1$&2
o EIKSZFFBONFRFo

8.4 HENX DNS RSZEZFRJLUEHIS?

B X DNSERSS 2R IR STHHEL

8.5 HXEX DNS fgs528 IP stk nT LUME S FIMIBRIS?

IPHEAESZFHESLFNMIRR , (B DERE— D IPHEL,

8.6 HENX DNS fREZE6IEMINE =T I LAMER?

BT LARIRR o

69
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= EMARSS
= aE

9 {EiTic%

9 ZiTicx

VL= )t

ZiTic®

2023-04-19

F+RARELE

B

o FEGEAEAGZMEERIRBIEDHERZA?
o EEXIGINBERNEE? , FIREEHEIN,

2023-03-10

FHIRERX KR
B
(EREIREEZIAEARE A _EEEEEHLE?

2023-03-06

BT=RERXNE
HZEMRS SIFEHE “‘E , FERNHER

2022-12-06

F+RERAR -

B

o “FFZE BN “BEFIBEXE , “DAHBR EXH
1;%)\” , ‘DR EBXCE ‘il SReREEHIE

o (EEEIRSEEZINELBEMTLIE?

iz

IHBLERBEMEHEE?

N5k 01 (2023-04-19)

WRIERE © HERRARBIRAT 70



= EMARSS
= e 9 {EiTic%

pZis =11 BiTicR

2022-11-15 | E+—RERX AR,

mEEMRREN, FeRHEEFHERER.

&K

o (EREIREEZINITLME NTOPGER

o MS5LZINIEFAQ (IE&4EX )

o HAREHZENEDSHERUHE?

o (EREIRSEEZINIEMHIRIE] L EIE B ELE?

o (EEEIREEZINERMATEIE?

o HBRERBERILZANHEERSBEREAHF—BUHTLE?
o WNfEfEXY “SEZAEEHZP” BHEEER?

o SCHRINIEEZEEINISLLIENIS?

o JftAEZIEN REEEFRETZIAERSRENR?
2022-09-20 | EHXRERXAEM .

Hig:

WM FrRIENERARAFESANE—KER? , FiEFE LTS
DIELE R EEE R AEIRIREE

2022-07-27 | BNIRERXER.

&

Bt AwhoisESMAT BT SEIFLHZEMERAER? , H
PRESFARIFINBERXANE -

T HERARANASER ‘B@E8EFE" ?
2021-10-30 | B/URIERX A

ig:

o IHZIEMEMBIREE

o WMBATEEXLZIAILEE

o HIAETFEESA?

&

o EENISINBEGNERE? , M BMEEEA.
2021-09-17 | FELRER AR

i

o EAEIREN " RIg=?

o S SLRINIEFAQ (&%)

(5

o ZIFEMAYES, L ‘EARIEREEHEIEM .
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= EMARSS
= aE 9 {EiTic%

y-Zil=]: Bilics

2021-04-14 | BNRER A

i

o STIHEMAYIEHE

o “HINBERTERTR

o UMEERR “SERINEFZF” B SEENR?
o SCRINEEHZAEINSAIRNIG?

o MERKNATEETIHESBRARE?

o EAFIENSBBEE?

2020-06-22 | FERRER A

o XEREMDE,

o FTEFAQ,

2020-01-07 | SBIRIER Ao

i
FRIE&EBUZRVEEE IR IECIHIR 2 A ?
2019-06-17 | BE=RIFRXEH.

5

(EEEIRSEZINELKERTOPAIE, el ZsLZINERKAIE
NGy S

2019-04-30 | BRIER A

i
(EEEMRECZIAIEM B AT _ &4 ELe?
2018-11-20 | HB—IRER A
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