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obs/default 5 1FERRSS ( Object Storage Service, OBS)
evs/default Z=HE#2 ( Elastic Volume Service, EVS)
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12, AR E RN EIERESEAP T

— TN S
1.9 [EEHINZELNBHAME?

SHINELAR, @ —MINEFER, BINELHENIIEZHARENEHPEFE. EEFFE

F, *BERBFEEHEENBEEE.

SHINIE LB T:

o IENTFKMSIRENS—MINZESLIN: KMSHRPEEREREINE
FRKMSEFEZEEENS: 2EIKMSAEFERTEELTENEZEE, &
AFKMSHIAPHE RIS ERIRPEEAEEINE . BELHIE.

(EFRKMSH P EEAERINBEZHIRMNERT AKX T 4BV N EHRINEEG R
S INE S VR LA A I K E RTINS .
EEIESUINBEEE, REREREIEINEERRIKMSERSS iR, THREIN
RIEMAREEIE.
o ENTEEINEZNZIRS
- el
HAZ=RSERABFINBELRE: BEEEMESREENERFHEIEE]
RSHERERSFEESXG, fan: B, 198,

SHIES: KMSEEEREGREERHSMRIFERINRZE, FMErA
FZRERHHSMAPRIREZRIRIP, BREHME,
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HIEINZIRSS

AR 1 ZPETEE
- (SIS
HA=RSFSEZ AP NEZHE: SEFAEIEEBME . ARA—EEE
=R, BER LEULBUREIE; =RSEHLUEBEECASIZAMItEE
XLEHE

EEIIZS: KMSHERRIPTE R SH I TIHEH N BSIRE:, 2t
FREERIERICR, BEHITHEMEER.

- B, AR
HAZRSERNBFINBERE: AEMEFTERIRZ2EEERIERIRS
is, MEEBTREZAF, X—I18, MAFRSIEEZINRER. 35,
RENBNBIEETRERIIKA

SHIIESIC: JLUBISKMSHIZISZHAPIEEE R IR SR, AR%EIRE

BB AN E KRR,
1.10 7£ KMS FEIZRBE XN FRANTHEEHRE?

=R

RRPRZAILEIE20MBENER. BA. ZERMTHRERKESR B EZBRESH
TENIZBRS], BOAZRARTTNIZIRS

1.11 E2FTLUMN KMS hEH B FE4A?

FATLL

?ﬂﬁﬁgﬁlﬁi&’?ﬁﬁﬂ’ﬂﬁ?@, R RBEEKMSHEIZIERABRERHR, TESHAR
FER.

1.12 MREE NS, SRR EEALR
=

AL

NRBEXZBEANEMIR, KMSERBREEHTZZRIEIRE, EREHINERY
ﬁ?@#%gﬁiiﬁﬁ’&?; RBENERERAERER, WaTLLEEKMSHEEGERIRE
EXER.

NREENERZBIKMSENRNZE, BINMERTERR, NWaTLUSAthEnRY
BRMRBRSNERNTER, BWAFHE. MRBEHIKEESEED, U
TiE O R EE

1.13 QNfa{EERES T EMNEZSEEE?
(EREL T ENGESNEIRIIREL B T ER:

InEEE
SE BREWRHE.
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HIEINZIRSS
= aE

1 AR

SER2
$ER3

SR
g

FIR6

EEEIE
£E1

£IR2

I3

prempar el HEREERE.

BERNEAMN — , &F “R2560 > ZWEMERS™ , AR “EREE" &
Ho
SEEFEENERIAE, SAERFAES, ARTRENEZEHIERHE.

£ INE7 MAERMNGINEREE, WE1-2F7R.

1-2 INZHUE

wETR

STHEE, EASEEENEE; SONERT, ST EEETEE,

BE ‘YT, ANXAEERINEGENEXEIE,
(1 35488

o INZELUERY, FERSAHEEZBINELRIE.
o MFESE “BiK7 , BRERARIEIE.
o AFHRE “‘SHIEIR EUNBENEXXHE, FRESIAMH,

.
(REELY: ;|

FEEFISRMANBEX, KitiTbase6ddwmiZBEINBERNFR .

MEBEFFBAPIEORTHEE, SRINEREREHT T base6dRIBIINS . SEHIT X
base64fFi3 A gL EI SiEHI GRABEY—HIIRNE .

BRSNS
e %JAEJ:%E, RIS IR .

BREREAN — , %EF ‘L2550 > KENERS , AR ‘HiPgE” &
Ho

RELYER, TREHER “BR7 IWSHIERNARRRIE, HANZEBNELTRER
Ho

BE ‘BE7 , AENNMEPHIESREZENEXEE, WE1-30R.
(1 28R

o HELTEBEMRAFERBIERINEIERNERRELE.
o NMRZEACHEMIR, SSHBERY.
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HIBINZIRSS
= )RR 1 AR

3
= EREEE

$I6 HE “NT7 , ANXMERETEEFRIASEE .

[MARY:E

o MFAEESE “SHEEHIR EURZEENEE, FRERISED,
o HEEHABARIEN, R Tbase64RIZFEINIZFRIF o

MREFEBAPIEOMTHRE, SRNBEREREHT T basecdRIZNANS . EBHT—
JRbase64fEIB 7 8E5 R SiEH S M NABEX—EIIRE .

1.14 28 0L EFH KMS S1BIZRH?
AATLAo
g;_KMS@ULE’J:&E.%H?E%E?ﬁ AR REeEIKMSCIRFHZTR, [FRFAZERIIEE
=

1.15 EF An= T HEFERSARNER?

o MEABPABERKMSHEIZRIZBHA, MIEMRBCRIERMH, FELIE
RIIBRZSARAAL, EBRAMEHEEIMIER, RATUEFHRFSANERNER
RIERT, HEERPERSANER.

o SAFIEAMRIMEIEIRII= LI, BES L A EEMHE, &
LHER FRIZ A SAEIKMS,

1.16 ZHMFHREIMYFRETIMTLLIE?

INREZBEMEIMNER, BPRIULUERBENER FMEEHNERMHERSA
KMS,

A

SAEAMHBEFEEREES, ERSANEEMEORSHEIMIFRRIZ AR
BF—, SUSASKK.

1.17 ERAZSHUM oI &Rk ?

RIANZBEBHEMY.
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HEINZIRSS

= e

1 SRR

FERPE—RBIINN RS ERAKMSINZR, =RSBEEIZASIENAFCIE
NEE, HAIZREA “/default” ,

AARHI BT EAEEREETEN, FZFER. THUMBRRIE,
Ji%f&;%ﬁ}%%?ﬁ‘l'%, (WENAPISRREZER, BHRHERXHE, BHls=H
?j_—i LS e}

£ 1-5 BAEZEIIER

FERRIE IR Z=ARSS

obs/default 5 1FERRSS ( Object Storage Service, OBS)
evs/default Z=tE#2 ( Elastic Volume Service, EVS)

ims/default $51RBR5S (Image Management Service, IMS)
kps/default AT ETERRSS ( Key Pair Service, KPS)
csms/default ET\—S%?SE)%‘IEHE% ( Cloud Secret Management Service,

1.18 ;S BINPRER(E KMS, ZA1T4LE?

B R EIA

RIS

BRI

FAREKMSHHTERERER . SIEER. SAERFREN, ERTERE
KMS,

ZFAFIRBKMSRGRER, SEIRBIRIEIEKMS,

KEZAPE2EEEKMSESAER, KMS AdministratorfIKMS CMKFullAccessiY
PR

EERFMERFPAUNBFPAEEERNINIR. BREFSSIAREREN
NFEKMSEGEREE, MBEHITER2,

EREGRES, NINZRAFRINEZRE
o WMFBRNMEBEIMR, WiESNeIZBFFHEIERDEWHTAE,
o WMFBRMBENEKE, WiESUDEWEENX RIGHITAIE,

R
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HIEINZIRSS
= aE

1 BIPEIEE

1.19 #{al{&%h OpenSSL LAf&EFB-id-aes256-wrap-pad 3
AEXIFRZEER?

e REIR

$ER2

L3

$R4
IR
L6

I8

ZIABERT, OpenSSLansiT T EPKRERAEEZNE XL -id-aes256-wrap-pad, &7
AT HHZEEHIRAAIOpenSSL, ARMNE#EITEL, UUSTHENIESTREIBAE
N DD

1RBBLATIRBAE, {FERbaship$EIEEBOpenSSLIAIEIZAR, MILEMBRELEN
OpenSSLIYE FimBA RS

E‘,’;;ootm):'%ﬁil«‘l'ltifé{’ﬁiﬁ , LAIREXIE LA <RI B RN it HI S R A IE
IR -

sudo su -
=17t A S e FOpenSSLERA
openssl version
£/root/build B RHP T EHEFAIOpenSSL_i#HHIN 4 . iBTIATHRSLUEERR.
mkdir SHOME/build
mkdir -p SHOME/local/ssl
cd SHOME/build
1ISfEMN T ERE (https://www.openssl.org/source/) FEHIERFTOpenSSLERZS .
{EFRLA T ap <& N E ARS8 sS04
$%openssl-1.1.1d.tar.gz& 1 A EBAFHIFRFTOpenSSLAR A .
curl -O https://www.openssl.org/source/openssl-1.1.1d.tar.gz
tar -zxf openssl-1.1.1d.tar.gz
RRIEIMER, Fogcc TEFHITEL, ARMFE THRIZHSIUF .
yum install patch make gcc -y
(1) #eA

ANREERRIIRASOpenSSL-1.1.1dARE, BAEREENER. BREEENEHRN
OpenSSLAYMRAEHIX LS, BULEIMERAIRELAEETF.

SHEIFHENLLEIRER, AEEEANESE LIERHA
sed -i "/BIO_get_cipher_ctx(benc, &ctx);/a\ EVP_CIPHER_CTX set_flags(ctx,
EVP_CIPHER_CTX_FLAG_WRAP_ALLOW);" $HOME/build/openssl-1.1.1d/apps/enc.c

IE{TULF S F4RiIZOpenSSL enc.cXf4,
cd SHOME/build/openssl-1.1.1d/
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1 AR

.Jconfig --prefix=SHOME/local --openssldir=SHOME/local/ssl
make -jS(grep -c Aprocessor /proc/cpuinfo)

make install

FB10 HINZERIHIRAIIOpenSSLiE, IHRARIOpenSSLES$HOME/local/ssl/lib/ B

R HEISESEEE, BHshellTEERETE . RBENETS
LD_LIBRARY_PATH, LAM{REEXAIZERTAHFOpenSSL,

R BATEFES NS TEERARIOpensSSL, BRIE—1EHopenssLshBIRIZA, LIz

17 SIS Z BiinE $HOME/local/ssl/lib/E&1R .
cd SHOME/local/bin/

echo -e '#!/bin/bash \nenv LD_LIBRARY_PATH=SHOME/local/lib/ SHOME/
local/bin/openssl "S@"' > ./openssl.sh

$B12 (FRATSRSERA DRERIT .

chmod 755 ./openssl.sh

$R13 EEHEERARIOpensSL, BEHATLLAES .

SHOME/local/bin/openssl.sh

R

1.20 #N{aJ{Exb GmMSSL LAfSEFE-sms4-wrap-pad S4E3EXTFR

ZH?

E)REIR

BRTTE

BIABRT, GmSSLaS1T TR REAEEZE%-smsd-wrap-pad, EaJLATE
HLBERIMRARIGMSSL, REXWELHITIEL, USRS RS ENEHE

Ax
<o

REBLATRBE, EAbashasSREEFMRAAIGMSSL,

£ LirootFIFSER LA TRIELER, LSRG E AL SRIE RAN it S A IE

BIBR

sudo su -

FIE2 IZEMTEHRRE (https://www.github.com/guanzhi/GmSSL/) FERIRFTGMSSLAR

o

$IE3 (FHRLIT S NHFHREESE HEI
T4 THEIFRAAIGMSSLARA

curl -LO https://github.com/guanzhi/GmSSL/archive/master.zip
unzip master.zip

cd GmSSL-master
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SRS SHIFFREMALLEIRER, ARECRNRE LEFRA.

sed -i "/BIO_get_cipher_ctx(benc, &ctx);/a\ EVP_CIPHER_CTX set_flags(ctx,
EVP_CIPHER_CTX_FLAG_WRAP_ALLOW);" apps/enc.c

$IB6 JImIZFHZLEGMSSL,

.Jconfig && make && make install

(MR

WNERHITCMSSLESIRANTEEIR . gmssl: relocation error: gmssl: symbol PBEPARAM_it,
version OPENSSL_xxxx not defined in file libcrypto.so.1.1 with link time reference

HATINRa<:

ldd /usr/local/bin/gmssl
mv libcrypto.so.1.1 /usr/lib64/libcrypto.so.1.1
mv libssl.so.1.1 /usr/lib64/libssl.s0.1.1

-

1.21 KMS A& LR

& 1-6 KMS ZHFIZAE LR

AR =St AR otz )22)e
XIFRZRER AES AES_256 AESITRZESE | NEHUIERINN
fE=rey AT 0
R HIRR
.
XIFRERER SM4 SM4 EZSMAXIFR | /NSEHEAII0
Z5A fR=ray AT 0
R HIRR
.
XIFRZRER AES e HMAC_256 HMACITFRZ: Egﬁfuf&aﬁi%
° HMAC_384 %H :%\'LAIIEEE_'J
e HMAC 512
XFFRERER SM3 HMAC_SM3 EZSM3XITR | ERFIRIEHE
=458 BIAIERS
IEXIFRZRER RSA e RSA 2048 RSAIEITFRER /JE%QEE’\JDD
e RSA 3072 i ﬁéi‘“j”k&*é
e RSA_4096 ’
ECC e EC _P256 WE %L HFEZ
3, {EENIST
* ECP354 ORI
%
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HIEINZIRSS

AR 1 ZPETEE
AR BikkR IR Lol Bz
IENSFRZESR SM2 SM2 EZSM2IExd | NEHUERI

1.22 i55K KMS B%E, $5ixt5 401, NiZUHTLIE?

[EIRREISR
BERKMSIR BRI IR S IEINALRE o

RE\BEE: httpcode=401,code=APIGW.0301,Msg=Incorrect IAM authentication
information: current ip:xx.xx.xx.xx refused

EIEEELES
BREIAMIRSHIRE TiHEES
IAMIZHIREEBOASEE A EfEbAE, MNRAFIRET RIFAITAYIPHIE s EMER, T
RAIFHIIPHELE/ MEHI TS RIAIBIKMS,, s ER=RE NS,
BRGxE
o BEIRSIFHIAIHITKMS (200BSHIZE ) : FEFAL10.0.0.0/8. 11.0.0.0/8.
26.0.0.0/8MIER .
o EIFAPIERBKMSEO: RIBAITAYERIPHINSEE N
FRUIPHELHREL TR

$E1 SREREHS.

SB2 BHAEAN —
}:I” ﬁﬁo

$|3 EF “HEiRE > HES” , BF “AVPHERIIPHILEXIE" 1 “ iFTEERdIPih
HEMER " REEEIBRATRIPIHEIL

(10 488
TE “IEHEBE 0 “APIEE” PEEARTERIVIEIPHELE
.

1.23 i#17 SM2 R8T, WHITHE SM3 2

{ERSM2EIRERRT, CHRIHERERES

RIEGBT32918EFInE, HESM2EZER, HEREFRENRAEHERFETESM3
HE, MaEXZA)MMASHZEITENRE ., EAMEFEINERGEHEE, Z(A)2
GBT329185E MBI FARIZYEE

, R ‘EIESHE > F—SMIANERS IAM7 , BUAEAN “H
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HEINZIRSS
=

LUAVABSBI, SEINTRENLH:

public class Sm2SignDataPreprocessing {

private static final String ECC_A =

"FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO0000000FFFFFFFFFFFFFFFCY;

private static final String ECC_B =

"28E9FASEODIF5E344D5A9E4BCF6509A7F39789F515AB8F92DDBCBD414D940E93",;

private static final String ECC_GX =

"32C4AE2C1F1981195F9904466A39C9948FE30BBFF2660BE1715A4589334C74C7",;

private static final String ECC_GY =

"BC3736A2F4F6779C59BDCEE36B692153D0A9877CC62A474002DF32E52139F0A0";

/| EZ2EID, FrPIEREZINEEXAIRE(E"1234567812345678"

private static final String SM2_ID = "31323334353637383132333435363738";

public static void main(String[] args) throws Exception {

/] SM22%38, BASEGAYRAIETL, (RMMRAI, EFrERiEER

String sm2PubKey = "MFkwEwYHKo0ZIzjOCAQYIKoEcz1UBgiODQgAEsuOq/

EjQeYUDOSN7llyqi3pQ6SWL7hTXjUIWmSIZAcnj" +
"h9c0QcdbwzaCfl8iyyPCetX0QZISNHrBoYLYxJpvbFg==";

byte[] pubKeyBytes = Base64.decodeBase64(sm2PubKey.getBytes(StandardCharsets.UTF_8));

X509EncodedKeySpec keySpec = new X509EncodedKeySpec(pubKeyBytes);
KeyFactory keyFactory = KeyFactory.getinstance("EC", new BouncyCastleProvider());
ECPublicKey ecPublicKey = (ECPublicKey) keyFactory.generatePublic(keySpec);

/] FEBNEEER, HRGl, LhMERiESR
byte[] dataToDigest = new byte[]{1, 2, 3, 4};

/] Z(A) RGBT32918hE X I P ARIZYE(E

byte[] zsm = getSm2Z(ecPublicKey.getQ().getAffineXCoord().getEncoded(),

ecPublicKey.getQ().getAffineYCoord().getEncoded());

/] Z(A)FIMASHHEEITERIHEE, FHTED
byte[] dataToSign = getSm3SignData(zsm, dataToDigest);
System.out.println(Base64.encodeBase645String(dataToSign));

/] BB SSEM ek T RBIN B Rt . He+qiM2MmtNxLV/EB4vgkcP60XgG08z/8nWQdp/IS5¢c=

}
/1 HEZ(A)

private static byte[] getSm2Z(byte[] x, byte[] y) throws DecoderException {

}

SM3Digest sm3 = new SM3Digest();

byte[] userld = Hex.decodeHex(SM2_ID.toCharArray());

byte[] byteEccA = Hex.decodeHex(ECC_A);
byte[] byteEccB = Hex.decodeHex(ECC_B);
byte[] byteEccGx = Hex.decodeHex(ECC_GX);
byte[] byteEccGy = Hex.decodeHex(ECC_GY);
int len = userld.length * 8;
sm3.update((byte) (len >> 8 & 255));
sm3.update((byte) (len & 255));
sm3.update(userld, 0, userld.length);
sm3.update(byteEccA, 0, byteEccA.length);
sm3.update(byteEccB, 0, byteEccB.length);
sm3.update(byteEccGx, 0, byteEccGx.length);
sm3.update(byteEccGy, 0, byteEccGy.length);
sm3.update(x, 0, x.length);

sm3.update(y, 0, y.length);

byte[] md = new byte[sm3.getDigestSize()];
sm3.doFinal(md, 0);

return md;

/[ HEZ(A)FIMBSHEERREE

private static byte[] getSm3SignData(byte[] z, byte[] sourceData) {

SM3Digest sm3 = new SM3Digest();
sm3.update(z, 0, z.length);

sm3.update(sourceData, 0, sourceData.length);

MAERARZAS 33 (2024-01-08)
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byte[] md = new byte[sm3.getDigestSize()];
sm3.doFinal(md, 0);
return md;

}
}

1.24 J@H encrypt-data [, REIRIFEFIBPNEMAX
x?

encrypt-dataiZ IREIRVZSEYEEANRE 1245775 . ZEXEIER “&HID” « I
BEE . “EERAT . “BEEER FFRIFEEAEMN.

MIRBENDEI16NFHHTRIE, RE16FTH, WMEBE16FT . FRUUSSKE
F9124+Ceil(BBSI<E/16)*16, FHIGLERIH{TBase644713

VAAZFTBASAN 0, SEitELEER124+Ceil(4/16)*16=140, 140FT5iH{TBase64dw
BEH188=F1,

AR
CeilyoMa) EEVEERE . Ceil(a) = 1, aRIEUETEEIRZ(0,1].

1.25 KMS 3o fRIFEIZRIZTA?

KMSHIFF R HIREIS TR E A LABB SR Z0IA I R EE . KMSEERNIZAL (HSM )
FIREARINZMEAT RS . AN KMSESBRIMENIIZEH AR . (ELIEERIINE
IBKRE, KMSHA STz ERXEEA,

1.26 FNME{EARIEIFRERI NAN E R ERHITINE?

EAFNBXRIERIGSS, BEFERAAHTES, FREAEHTIRE, NATLS
KREEEBFERAWSER, WSEFRITFBEIEHTIEE . BESERSZIZHIREA
$ARYE O get-publickey .

ABERRSA_3072E%40, ZiHMAIRASIGN_VERIFY, BT RAAZASERSign
EO, BRI

"key_id": "key_id_value",

}

SREXAUZESRANT

"key_id": "key_id_value",

"signature": "xxx"

}

BEidget-publickeysREXA$AS, XIsignatured#{Tia%s,

public class RawDataVerifyExample {

/**
* ERAIHER:
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* - ACCESS_KEY: £ =MKSAccess Key

* - SECRET_ACCESS_KEY: #9=MESecret Access Key, BURSE, BN

* - JAM_ENDPOINT: £ =IAMBRSS ha1&im L ¥ 5 W https://developer.huaweicloud.com/endpoint?|AM

* - KMS_REGION_ID: #97=KMS3 #5a9tb1aY, 15 W https://developer.huaweicloud.com/endpoint?DEW

* - KMS_ENDPOINT: £ Z=KMSARSS I Ia1RumittiE i & W https://developer.huaweicloud.com/endpoint?
DEW

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

private static final int SALT_LENGTH = 32;

private static final int TRAILER_FIELD = 1;

public static final String RSA_PUBLIC_KEY_BEGIN = "----- BEGIN PUBLIC KEY----- \n";
public static final String RSA_PUBLIC_KEY_END = "----- END PUBLIC KEY----- "

/] THIEEBHYE, BASECARIGIEIL, [RX(ER1234
private static final String RWA_DATA = "MTIzNA==";

[ BT EREEIRSS signiE IRENIE (B

private static final String SIGN = "xxx";
public static void main(String[] args) throws Exception {

final String keyld = args[0];

publicKeyVerify (keyld);
}
public static void publicKeyVerify(String keyld) throws Exception {

[ 1 EFBREARIBAMEER
final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 240981ESDK, FENINEEERKMSIHa#Limibit
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3BIREVSBIE R IR EIRIZPKCS8IET
final ShowPublicKeyRequest showPublicKeyRequest = new ShowPublicKeyRequest()
.withBody(new OperateKeyRequestBody().withKeyld (keyld));
final ShowPublicKeyResponse showPublicKeyResponse =
kmsClient.showPublicKey(showPublicKeyRequest);

[ 43RERASAFFER
final String publicKeyStr = showPublicKeyResponse.getPublicKey().replace(RSA_PUBLIC_KEY_BEGIN, "")
.replaceAll("\n", "").replace(RSA_PUBLIC_KEY_END, "");

/] 5B %A

final X509EncodedKeySpec keySpec = new
X509EncodedKeySpec(Base64.getDecoder().decode(publicKeyStr));

final KeyFactory keyFactory = KeyFactory.getinstance("RSA", new BouncyCastleProvider());

final PublicKey publicKey = keyFactory.generatePublic(keySpec);

// 6.3HTI0EE

final Signature signature = getSignature();

signature.initVerify (publicKey);

signature.update (commonHash(Base64.getDecoder().decode (RWA_DATA)));

/] THEER
assert signature.verify (Base64.getDecoder().decode(SIGN));

}
private static Signature getSignature() throws Exception {
Signature signature= Signature.getinstance("NONEwithRSASSA-PSS", new BouncyCastleProvider());
MGF1ParameterSpec mgfParam = new MGF1ParameterSpec("SHA256");
PSSParameterSpec pssParam = new PSSParameterSpec("SHA256", "MGF1", mgfParam, SALT_LENGTH,
TRAILER_FIELD);
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signature.setParameter(pssParam);
return signature;
}
private static byte[] commonHash(byte[] data) {
byte[] digest;
try {
MessageDigest md = MessageDigest.getinstance("SHA256",
BouncyCastleProvider.PROVIDER_NAME);
md.update(data);
digest = md.digest();
} catch (Exception e) {
throw new RuntimeException("Digest failed.");
}
return digest;
}
}

1.27 SMEBS NI A IFEE 157

SMEBSNRIEIAARZ SIS, BSAPIBIRINESARNERHES, BREARER
mHEL, RS DXRSNREREHRIT—E

1.28 ZAEERS B HINBEEEED?

IEER, ZASERSRMA/NSURMEZIILNFFAPI “encrypt-data” F “decrypt-
data” . ZEONEEETEREERSS, BRESERSUECGHIT—EREE.
TR AR e IR EERT o

(BEHXIINELHR, BRTERSENERILE, FENEHITEHRER.
ELRIFAABEINE, FARESEERN.

AR TR RA:

{EFARSA_3072F2%48, Z=4BFI29ENCRYPT _DECRYPT, {HRANEEZIIZ " "hello
world!", JEHEdecrypt-data{FBEFAEHTHER, INEZERRIEE/"RSA/ECB/
OAEPWithSHA-256AndMGF1Padding":

public class RsaEncryptDataExample {

* BRAIEES:

* - ACCESS_KEY: £ 55= M= Access Key, FREVSTiES MIKANAK/SK o

* - SECRET_ACCESS_KEY: A= MSSecret Access Key, BUBHSE, BINEXFE, FREVSNIES WEEEL
AK/SK,

* - IAM_ENDPOINT: 82 A=IAMIRSS A &RigHIE, SKENAIES WIAMEIRT R

* - KMS_REGION_ID: £25=xKMSZi5hTMElE,, IRENA B WRFLIRT = .

* - KMS_ENDPOINT: 82 A=KMSIRSE & imHbE, RENANES &R T A

* - NERRakIskERESRRIBPERANZENG, BWNEREXHRENETEREFN, FERINHE
%, BREe.

* - KnBlLAakFlskiFRFEMEZSEPRIMBHIIENF, ETARRIEREAMKETSERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

private static final String RSA_PUBLIC_KEY_BEGIN = "----- BEGIN PUBLIC KEY----- \n";
private static final String RSA_PUBLIC_KEY_END = "----- END PUBLIC KEY----- "

private static final String RSAES_OAEP_SHA 256 = "RSA/ECB/OAEPWithSHA-256AndMGF1Padding";

private static final String SHA_256 = "SHA-256";
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private static final String MGF1 = "MGF1";

private static final String HELLO_WORLD = "hello world!";

public static void main(String[] args) throws Exception {
final String keyld = args[0];

publicKeyEncrypt(keyld);
}

private static void publicKeyEncrypt(String keyld) throws NoSuchAlgorithmException,
InvalidKeySpecException,
NoSuchPaddingException, InvalidAlgorithmParameterException, InvalidKeyException,
IllegalBlockSizeException, BadPaddingException {

[ 1 EFBREARABAMEER
final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 24088 SDK, ENIMIEEERKMSIHELim e
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withHttpConfig(new HttpConfig()
.withlgnoreSSLVerification(true)).withCredential(auth).build();

/] 3IRELNEBIEE IREIRIZPKCSSIER
final ShowPublicKeyRequest showPublicKeyRequest = new ShowPublicKeyRequest()
.withBody (new OperateKeyRequestBody().withKeyld (keyld));
final ShowPublicKeyResponse showPublicKeyResponse =
kmsClient.showPublicKey(showPublicKeyRequest);

[ 43RERASHF R ER
final String publicKeyStr = showPublicKeyResponse.getPublicKey().replace(RSA_PUBLIC_KEY_BEGIN, "")
.replaceAll("\n", "").replace(RSA_PUBLIC_KEY_END, "");

/] 5 IREXASA il

final X509EncodedKeySpec keySpec = new
X509EncodedKeySpec(Base64.getDecoder().decode (publicKeyStr));

final KeyFactory keyFactory = KeyFactory.getinstance("RSA", new BouncyCastleProvider());

final PublicKey publicKey = keyFactory.generatePublic(keySpec);

/] 6. 5B NNEEFFFER "hello world!"

final Cipher cipher = Cipher.getinstance(RSAES_OAEP_SHA_256);

final OAEPParameterSpec oaepParameterSpec = new OAEPParameterSpec(SHA_256, MGF1,
new MGF1ParameterSpec(SHA_256), PSource.PSpecified. DEFAULT);

cipher.init(Cipher.ENCRYPT_MODE, publicKey, oaepParameterSpec);

final byte[] cipherData = cipher.doFinal(HELLO_WORLD.getBytes(StandardCharsets.UTF_8));

/] 7 RASHTELE =R
final DecryptDataRequest decryptDataRequest = new DecryptDataRequest()
.withBody(new DecryptDataRequestBody().withKeyld(keyld)
.withEncryptionAlgorithm(DecryptDataRequestBody.EncryptionAlgorithmEnum.RSAES_OAEP
_SHA_256)
.withCipherText(Base64.getEncoder().encodeToString(cipherData)));

final DecryptDataResponse decryptDataResponse = kmsClient.decryptData(decryptDataRequest);

assert HELLO_WORLD.equals(decryptDataResponse.getPlainText());
}

M HSERAN 33 (2024-01-08) WA © EARTERABIRAE 19



HIBINZIRSS
= MiElRR 2 EYEREIEE

2 EIEETEE

2.1 AT AFERETREAEEMIFR?

“SYSCURRENT” #1 “SYSPREVIOUS” HNIRSZHERIEIEIRE, AR,

2.2 RDS FEiRIREREEN A SEIRCHE REA—E?

ROSERITIBICHERTY, HTEES—MINITMA—IX, FBRTER, FrLAGCEERT
(BB A BE= LU FRHART (BB —/)\ET o
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3 AN B

3.1 P X5 $F KPS BCEneETE?
o b-dbm—
o b1t
o TR big—
o fERF-TN

3.2 WMo BIEZTAIT?

BT EIREGH & eI
S BREWEE,
wiE sEemnsar ok, EERESTE.

$|3 BEREAEAM —
Ho

$]A EENSHNS, &F “BENEE" , #A “BENEE" TH.

SIS BE “UEEAEX .

H$IR6 Ry “CIEREAN” XHEER, MAEAYER, WES-1F=.

, 165 ‘R E5EM > BIRENERS” , BAHEA “ZHEEE" R
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3-1 SEEANS

IR .
EFVESmaEER, B8RS

=i KeyPair-dfb7

=R SSH_RSA_2048 v

BIEESSH_RSA_2048H73E7T,

sES, EftEEATSwindowsERERS.

HIR7  (alik ) EIEFEIIER , BIBIKSEKTBEKRSZHEIIAT, EIACIZESSH_RSA_20480
Z5A%T o

(AR
HEIYRSAEE T HFwindows &5t .

LIRS WMNRFELEFHE, BRZTHAE ‘KRS EZATIFITE" . & ‘KMSINE” T
PR PIEEINEER . MRAFEILENR, BT,
AR

KPSSEEIKMSIREAIINZZARIFASEHATING , FIP(ERZEXIAIKMSINZZTINRERT, ATk
KMSBIZERIZIAZEEE “kps/default” .

o MFAEKMSEIZNBENENR, BIMMEESIeIESENA.
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HEINZIRSS

HEIIE 3 HIAXEER
3-2 FEERAR
*

LIRS AR
EISmREER, BEEEIRS

= KeyPair-dfb 7

EEER SSH_RSA_2048 A

FARAPESHGTH, BUASAESSH_RSA_2048898550T,

=EI{NRSASEZ SwindowsES, EfMEERZESwindowsEHEES.

§

KMSHI= kpsidefault - C SETENS

EFID 614a94b5-c077-4551-8bd6-85c24b2645d8

RESHETEIIMARE. TEFS

L9 i%fﬂi;)i (BN EERSREFR ) At ‘RERTHER ( BZANEERS %R
J=1:/2 S

LE10 B “HE”  NSHRBHPITIEIES, THIBENMY, FEHRTRHEE,
$B11 BRFERERTHEENRTES, REMAXE

ikl

o MRAFIRBEFHTINEITE, NFREZRE, FABARETH R, BZERE. IR
NEEX, BB IEEENHEEFAWLR, ENSEECRSRITES
1AxS, BRTSRESEANGAPEEERECSIIMTLE? HITAE,

o IRAFERNENTIEETR, TREFEHITENRASEER.

$B12 FBRIFMRE, BE “HE” . BRNEIERI.

FAXICIEMINE, BAELEZANIIREEIHEZNZREE, SFEEAN
E’\J “gw” . “?Egy” . “*A%H” %0

R

iBid PuTTYgen TEEGIEZAXT

1 SRR NBEMFARSE, W “PUTTYGEN.exe” , ¥JFF “PuTTY Key Generator” . %l
BEl3-3f73o
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3-3 PuTTY Key Generator

r@ PuTTY Key Generator @-‘

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file | Load |

Save the generated key Save public key Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 RSA S55H-2 DSA

Mumber of bits in a generated key: 1024

$H2 IBIRIERI-1IRESH.

x 3-1 £ =PI SE05%EE

B8 S¥NHA

Type of key to generate LIS\ EIEEH SREBNIINREEL, X
F#F “SSH-2 RSA”

Number of bits in a SRS A BRI SNEANNEEKE

generated key J9: 1024, 2048, 4096,

I3 B “Generate” , £H—1MAEN—1FAE, WE3-4FR.
BEFIRCHIRNBRERIABRS .
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$H4 SHEEFTHORBAS, FPBEMWEENARES, L “ot” BREFEAL.

SIS RIELITHER, EREREMBIEI, TRER “ppk” 5#E “.pem” #8zLAIFATR.

3-4 SR A TAFIFASHSS

Ele Key Conwersions Help

Key
Public key for pasting into Open5S5H authorized _lkeys file:

ssh-=a -
AAAABINzZaC Iyc ZEAAAABICAAAIBougrRBul W¥EBJ 5P Aubt Sthockl: | 300 ATNEMgXaFi
1UugQRMcSul Vgd 14 BoCFAFQ Ny B7apO Y ASmda

+/ /w01 Td L9s B0h Thm KA T /qBNIdagipvG 7EgVz LUBB+EF Difghkzz 7FhXYpgHanmijc
Da¥PBTxeCr3YvIHHJOUHpVEMG == rsa+ey-20180108 -

Key fingerprint: gsh-sa 1023 b6:46:c1:0F:a9:e5f2:10:80fb:80:02:d1:.c7.d6:83
Key comment: rea-foey-20120108
Key passphrasze:

Confirm passphrase:

Actiong

Generate a public/private key pair [ Fenerate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 55H-1 (R5A4) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 1024

’E PuTTY Key Generator @-‘

A

BB ZERTE “Save public key” (REAEE. ANRAFEER “Save public key”

FRERH, NPRABTIBASAELTN, THEERSAEEEFIEMER.

A

AFRIERE, FABRETH X, BEERE.
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& 3-2 FMAHETL

FASAIY | FASREERIZS REFELE
Bl
“pem | e fEAXshell TEZEFLinux | 1. i&#E “Conversions > Export
= BRERR=IRSSES OpenSSH key”
o SIBITSESEESE | 2. RELPREIA, Flan:
kp-123.pem,
SKEXWindowsIRBERZ=RSS | 1. iE#E “ Conversions > Export
ZERVETD OpenSSH key” .
iRA
BEIES “Key passphrase” 58, &
NS SHEREVER LM o
2. RFFRASARIALME . BUgn:
kp-123.pem,
“ppk” | EFAPUTTYLEZEFLinuxig 1. £ “PuTTY Key Generator” R,
ER R =IRSSES %1% “File > Save private key” .
2. (RFFASARIALE . BUan:
kp-123.ppko

RIERZEREREQPAANGE, TRERNSAEEREZEFISER.

R

3.3 AR BEAXNHIKSZAII?
AR RS MR S SRR .
ISR R AN S R A S A RN
AU RO S, EURRIENS TR,

3.4 S NEI PuTTYgen T EGIFERIZ AR SCMIUN{aIRb 1R ?

BIZPuTTYgen TEOIFEAVZIANT, EENEEBEHISFERN, ZFERSARENYE
K.
G EEES
NPERFHIBAARGTERAEK:
HEF{ERPUTTYgen T EGIEZHIIAT, {FRAPuTTYgen TEHAY “Save public key”

FRERR, RIPRATIIEAERETN . SRAPBRBRSSAEEZHIGH, &5
SRS RNIBARBRIEI, MRREFAI, WESBEANEKK.
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ET5%

(FRAKRFHIFAE M, £ “PuTTY Key Generator” HikENBSIEINIERAIATEX
5, AEBBZAENEENEREFE,

TE1 KERSEAERIIRNA
1. XE “PUTTYGEN.exe” , ¥JFF “PuTTY Key Generator” , UNEI3-5F7R.

3-5 PuTTY Key Generator =RHE

rE PuTTY Key Generator @ﬂ

File Key Conversions Help

Key
Mo key.

Actions

(Generate a public/private key pair [ (Generate ]

Load an existing private key file | Load |

Save the generated key save public ke Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 R5A 55H-2 D5SA

Mumber of bits in a generated key: 1024

2. BE “load” , HAEAMIEFZZEARIAIFAE .

REEEMINEZFAEX, FFE “PuTTY Key Generator” iREREILIEFHAIA
PENHARE, WE3-6FrR, HIEFTHABTEIATESREFZERPONENUE .
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HEINZIRSS

= e

3 BANETES

3.

3-6 IRE NN HRZ

E PuTTY Key Generator @
Eile Key Conversions Help
Ky

Public key for pasting into Open55H authorzed_leys file:

ssh1sa -
AAAABINzaC Tyc 2EAAAABIGAAAI BougrRBuE TXEBJSF fubt Sthckl | 300 ATHMEMg XaFi
1UugQRMcSul Viqd 14 B8oCFAFG Ny 87ap 0y ASmda

+/ /w01 Tad L9 80h ThmKd T 7qBMIdgipwG 7EgVz 88+ EFDiZgkzz 7FhXYp3gHanmnijc
0aX¥PBTxeCr3vvIHHJOUHpVEMG== rsatey-20180108 -

Key fingemprint : sshosa 1023 b6:46:c1:0fa%e5f2:10:80fb:80:02:d 1:c7:d6:83
Key comment: rsa-+ey-20120108
Key passphrase:

Corfirm passphrase:

Actions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Farameters

Type of key to generate:
(71 55H-1 (RSA) @ S5H-2 RSA (71 S5H-2 DSA

Mumber of bits in a generated key: 1024

SHRIBEPFHINAAT, FISERGENAMEH, Ll “oxt” BRURTFESH

k|

BIEEREE “Save public key” (RIFAHEN . WNRAFER “Save public
key” (REATH, NPEABTIMERSRETH, FeEEEZSAERBIEHIEFER.

FE2 BARASERLERNRBXEHSNERZHG .

1.

2.

3.
4.
5.

6.

SREEEHA.
BEREAM — , EE ‘RL56M > BMBRS" , BAEN “‘BiPE
B2 RE.

EEMSHMG, EEF “ERANEE" .
EZFANIIRRTE, BE “SAERXY .

B EENMT , EBERERFR “oxt” BIRRIEXH, SEABAREHIFS
WZE “RIPRB” XAREFR,

BE “HET , SARENHK

e
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3.5 {EF IE9 NiBe xS A E AT IE?

| AR
HERRYZIEINGEERT, TEENERXT .

IETE
SE EINBERE, BF0,

FIE2 %R “InternetikIn” .

L3 ElnernetiZINNIEEF, BE ‘27 .

S4B “Internet”

£W5 MRLZ2RHNBTRHA “‘BEX” , BE “BUARS” , EBRETFEAIARS.
TE6 BNLERABR, IBLERINAZE ‘7, BF “‘NA” .

W7 EE BENER .

FIE8 5 “IIRIFCHITLRERITRIARRIACtiveXIEIB L FHITRIA” 1888 “1BR" .
| BE ‘Mg’ .

-

3.6 W{a{EFEFASEE = Linux = IRIZEE?

#Ea=
BREISEEEHatIEZsE SARENE, AL EtREesEt, “ERH7
HEFE BIAXS” , FEFCIEEE SR,
BRBLERIRSEMING, IERZENNAIFARE R R =IRS

BURS(S
o (FRHAMEFRTEH (WPUTTY. Xshell) 5EFERIEETIRS R ZBMNEZIES .
o HHRIRSSEECEYEEEIPHNL
o EIREUZEM=IRSSEEAIFAIASGE .

(s Windows &%t
WNRIEARMFEAWindowsiERAEFRLinuGEME=IRS2E, JLURBLUTARAERE
H=iREEE.

FX—: EAPUTTYER

PAPUTTY AN B EFR 1t =IRSS2E, FHPUTTYEREMRIRSEER, TEIREN
“.ppk” FEICRIFASEAE .
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£I81 W “PuTTY.EXE” , FTFF “PuTTY Configuration” .
$IE2 %R “Connection > data” , £ “Auto-login username” 2SN BIEAIEFS .
AR
o MRI “Core0S” MAHLHFLR, HEMAFPEA “core” ,
o MNRI “JECore0S” MAHRKR, BIKHIFHFES “root”

H$I®3 %R “Connection > SSH > Auth” , £ “Private key file forauthentication” BZE&IR
i, B3 “Browse” , EIEFASAIM ( “.ppk” #&=L)

L4 B “Session” , f£ “Host Name (or IP address)” TRIMAEFIN B IRSS2S
AR IPHELIE
3-7 BCEogE 1P

’ﬁ PuTTY Configuration @

Category:

= Sgssinn Basic options for your PuTTY session

) Specify the destination you want to connect to
= T?Emgfll:uuard Host Mame (or [P address) Port
- Bell 2
- Features Connection type:
=1- Window () Baw () Telnet ) Rlogin @ 55H () Serial
- Appearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

- Selection
+ Colours Default Settings
= Connection
- Data

- Proxy
- Telnet Delete
- Rlogin
- 55H
- Serial

Save

IIIE
s ||&

Close window on et
(7 Mways () Newver @ Only on clean exit

[ ot || Heb | [ Gpen || Cancd

H$IB5 B “Open” , BREMCIRSE,
B {#EAXshellZR

TE1 THXshelTE,

S22 PITUTEHS, SSHITIBEZ M =IRSSEE
ssh 5 @7 1EIP

il
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3 BANETESE

$E3
S84
SIS
£B6
ST

ssh root@792.168.1.7

(Tt ) MREFEERT ‘SSHREES” , Ik, FERE “BEZHEE ©

¥ERE “Public Key” , FEEE “FIFEHA(K)” 1280 “HUK” .
£ “FIPER” B0, BF ‘SN .
VEERAHARIEORASACAE ( “pem” 1830) , FH&aE “HTH” .
B R, BRWERRSE.

TR

A(ERA Linux BERE S
MNEERELNIRMER G EEFRLinuiEE=IRE:E, AJLRBTEARER. NTEE

LI

BUAFAESERE “kp-123.ppk” RBIHITNE.
AEELinuxit BRI SITHRHITLUTBS, TENR,
chmod 600 /path/kp-123.ppk
[MARY:E
Pt ZAX HRITF IR TR o
HATIA T e LB RN RIRS =R
ssh -i /path/kp-123 root@ &£ IPHLf
MR
o  pathNESHXMHRIFIERER .
o EMEIPHIHIEE R BRSS RRSBERDIEIEIPHBIL o

3.7 YMEiEIT FASHEREN Windows 3= RS ESHIE RERL?

BFn=

EFWindowsiZ{ERZRGRIE =IRSB2ENT, FTEFATBAHANES. T, ARFE
SEARIEMASEE M = AR S 2T T EMIFAIE S, FRENZ B R IRSZRIIG TR R RS
REEERZRE ( AdministratorkEaCloudbase-initiZ BAIKS ) . IZZRIHEH

13, &2itS, BROER.
FRARALUEE S EH SR Windowsi# Mt RARSZ[RINERERT

(MR

o ARERN, BNAFREWINENLE, PUTEREDRE, BRERTICRAIVILELE
S

15 0

ZIR AR R RS BIERERSIET. BRERRE, RAEFERSIRIERL

g8, B, BERITEMRERIRER, ICREMRRFZBEDRER FAERIESN (8

=ARSSEMFER ) -

o AFRALUBTIEABAPHEONSIRENWindowss# I = ARSSZRAIVIIAETS, BSE (@it

=ERSEEAPISE )
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RIS

IRV

ESRENVE R RARSSRRAGFASASE ( “.pem” 1820)

BREEEHE,
prgmpsar ek, EERERE.

B —, ®IF E > WH=RSE .
ERMETIRSERIIR, ERFRIEBRRERIRSS =R .
iR BRF>EZT , Bl “SREER .

B EHMIRENEN, BLATHEMA:
o P “IEENMT , WA EERANE
o REANHRBTEHMUMEZANAMER,

BE “IRENEE” , FRENRENLERD .

-

3.8 FPEZ AR KBTI LLIE?

E)REIA

RIS

SXRMERIRS R THEZ AR R
(1 588
o FIREFIE L “BAXHUTEMICR " SHEEPIEMICRRICR T IBMERIRSSB/AVRIED

8B, FEPIRERIRSBIVRERGERE, TREXMICRIETA ‘BkR” , EEH
PREMICR, SEBE ‘BRETERMICR” , MIRFRIEHITEMINCR .

o BE ‘THEZ” , BERXUY,

o FPRETHEIRYEXRYHIES,

o  FFMEN T RIAMHRIRTES .

o AAFEMT M RIRSEENISSHELE .

o BURIRFZIELEA22IKONTSEFRIT100.125.0.0/16FF 5 -

o TEEMERIRSH|AITEIAIGERE, BPIREERIRS[HITR. FEHE
N EZFRF

o MEREHIE.
o BEURRSZFRE T BIIEMN
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HEINZIRSS
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3 BIANETESE

IB75E
£E1

SER2

$R4

IR

LIRT

BERMRIRSEIVAE.
o BTH, BIITEE2,
o XM, IBHITESES.
[FERZREF e RIRSE, MEFBESIER.
o IFH, BTSSR,
o HIR, IBERIEHNZEE NI TIERATTIRE.
ﬁﬁﬁﬁﬁﬂﬁ%%%ﬁ’ﬂ “[root/.ssh/authorized_keys” SN RERIZFBE R EWIEL
o
o =, BREEUTIR:
-  BREBEREroot:rootiR .
- .sshipRA700,
- authorized_keystXfR/9600,
o T, BEHITERA.
MERMRIRSSEEM “/root/.ssh/authorized_keys” SR EIESIT
o 2, BIRIBELIFERIKE “/root/.ssh/authorized_keys” RGNS o
o T, BHITERS.
HMBECSRRH22IK N MZEE%1100.125.0.0/16FF5, BIFEiF100.125.0.0/164t1
BT SSHIZFZEZEEILinuxs B =IRSS 28 -
o =, BT ES6,

o B, BRINNTRZ2EMNEERPITHEZAIHRE FNZEBHNERR
1EiBEZ iR INR =EMN .

ya1C Y/ R FE iwA REE
AFE SSH (22) 22 0.0.0.0/0

}?ﬁé?ﬂﬁ%"%ﬁiﬁéﬂz’ﬁﬁ{’ﬁﬂg§$'T$£HE%%§%§EIDAIE"$FM\ KIS RERFER

o 2, BEUAGHIEEEIHRE.
. B, BIRGEET.

RETIRE AR S,

. B, BRRRATSTRISEHEUER.
o B, EERITHEREIRE.

R

3.9 EREHII K MANTLLIE?

E)REIA

SXRMERIRS R TERE AR R
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3.13 XA RS R ZERER S RN EFHHR?

SAPREANHSER M RIRS R, XA TEBERLN, NRINAFECERE
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ANRLAPUTTY SR EREMRIRSRACZEER SN ABIHITIREA .
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o WERZE “Core0S” MNHELR, FEIAFRES “core” ,
o MNRZI “JECore0S” MAHERKR, RIGHIFHFES “root”

H£I®3 %R “Connection > SSH > Auth” , £ “Private key file forauthentication” BeE&IR
dr, BEds “Browse” , EIEFAESE ( “.ppk” L) o

[MARTL:
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3-8 FoEsRfE IP
'ﬁ PuTTY Configuration R

Categony:

= Sgssinn Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port

- Bell 2

- Features Connection type:

- Window () Baw () Telnet () Rlogin @ S5H () Serial
- Appearance

- Behaviour
- Translation Saved Sessions

==

m
i l.'?'
~ 2
=
o

Load, save or delete a stored session

- Selection
- Colours Default Settings
[=- Cannection
- Data
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Seal

Save

IIIE
3 | |E

Close window on exit:
(71 Mways () Newer @ Only on clean exit

[ bt || Heb | [ Gen || CGancd

LB5 BFE “Open” , BREMRRSEE
TB6 WMITLATES, FIFF “/etc/ssh/sshd_config” {4,
vi [etc/ssh/sshd_config

|7 & 7 #EAREENS, AREBRARER.
o JESUSEIREZRZ, 1§ “PasswordAuthentication” FEHEIEX “yes” .

PasswordAuthentication yes

e SUSHZRIEERZ, 18 “PasswordAuthentication” 1 “UsePAM” ZEXEIEX S
“yes ”» o
PasswordAuthentication yes
UsePAM yes

(MR

o JESUSER{ER%

XAZRBHRAEFRFEIS “PasswordAuthentication” FEREEHA “no” . IR
“ Jetc/ssh/sshd_config” {488 “PasswordAuthentication” 23, FIEZSHHEE
yg “ no” o

o SUSEIRERS

FAZIBEFEEIS “PasswordAuthentication” 1 “UsePAM” ZEREMNERA “no” .
WS E “PasswordAuthentication” #1 “UsePAM” &%, FigizsHHiE N

“ ”

no o

SR8 & “Esc” , BHRIEEN.
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o JEUbuNtul4 X hRAABRIER S,

service sshd restart
o Ubuntul4 xxhRANBIR{ER S .

service ssh restart
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, 16 ‘R2E5EM > BIENERS” , BAHEA “ZHEEE" R
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ZENTE | =iREREIIE

Q C
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LIS BPEEREEZRSE /BN, HANRERRSH[FREERE .
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FEB1 EREHAE ‘BeREHEE ( BENSERSREFBE) 7 .
F$E12 BF “TRE” , THREANBERE, PEThE, AIEREANEREURRS
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FASHIEETE KPS

FASRIEETEKPS, EHRIEFRIBBSREHER.
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FAAKRIEETE KPS
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ERLIBTEEENRERE AL, ENESRIERRSHRAEERRNT, TSR
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3.16 WYTEEIRFATHSUEIETL?

& “.ppk” RBIBIFATANMHEENLS “.pem” B

HEREENEXAERIFASBLIE “ pem” RBIUE, WIRZ “.ppk” &,
IBHATUA TS B TR

L1 FELITEEPTEPUTTYFIPUTTYgen,
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
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PUTTYgen2HtHERLEE, FATFRIEESSHERANS, ERM— M RIBFIFABAPUTTYER,
$I®2 W “PUTTYGEN.exe” , $TFF “PuTTY Key Generator” , ¥E3-11FR,

3-11 PuTTY Key Generator

rE PuTTY Key Generator @-‘

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file | Load |

Save the generated key Save public key Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 RSA S55H-2 DSA

Mumber of bits in a generated key: 1024
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EXEIERSE RN
BRI S TASANIAS, FERGTenant Administrator KGR AP —RKS
mAMBIE.

BERTFHRK S EHXS

HITHRZEIRER, SUERENZRTBEHARAKSEET, KKS FREHEF
BDREBERWFERIZEAN . BENBMNREEMFRFIAEEHENER, BLiEFH
%, FHEZSEIIET, EEEATenant AdministratorRGAENBERE M IT—IKF
&, FHRZEITNDEARR

3.21 FAEZIANARKSZANE, ShAKSZAIIEER
g?

<=,

LBINEZENHARAKSZIENET, F=EHAKSZEXECET.

STRERRA 33 (2024-01-08) IR © ERRBRABRAT 23


https://support.huaweicloud.com/usermanual-dew/dew_01_0034.html
https://support.huaweicloud.com/usermanual-dew/dew_01_0082.html

HIEINZIRSS
= e 4 TEINESE

4 CRINESE

4.1 FARETRINE?

ZEIN% ( Dedicated Hardware Security Module, Dedicated HSM ) 2—fh= F#
ENZENRSS, AGENRE. &8 BT FERPNERReFHEEERE.
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