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RS, BERIENMNAISEERIEEREL .

- MRVSWSAREA, 58 “‘GBE0 > [T >
BT T, WhFREER,

4. BELFRE, NEEISHESEKSHHREEATITT .
5 (H&) BEALAR “BE” , BEAMERFEEERERE, HITHERE.
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CEC
FAPEAN—MNRIRRERZFinER (JS) 1 RS WEB BIIR3zE ( 5IN Token IMERT )

1-10 #=EE
< MEERESRE

HBEZER
- HBEEAT O rI= Omss

EEESERE

© =m

- EEE EFERISHERSERNANEETERENEE.
- FJ:T%{%,%\EBE: EJ”:‘%%Q%S&?&@EEQ
$Ig6 FLEWEBRE,

1. & ‘BB > BAEE > REE .

2. B YHEY , MAREEARD, ®F “WEB” RiE, REERE ‘T,
HAWEBRERIECE R .

(1 %88
;%i)éﬁ)\éﬁﬁ%%iﬁ%ﬂ&—ﬂ’ﬂ, MANBEREEHRFE, HFWHTEAERN (BFRFREB=EFHTR
%),

3. RIEEMEKESWEBREER, B2IE1-11, BEFRSHGIBEESIE-5,

MEAEREEIENRE, FEZRELEE ‘REBERUEE" 5 “~REEiEk
BERATI” o
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CEC

BREN—RNTUREEREFinEER (5)

1 EERR 2R WEB BiIKizE ( 5| Token IMEST )

B 1-11 WEB EEEERHE

| snm

% 1-5 WEB EEEEESH

2% izl
NHEE
SEOCE EERELUTSE:
- 1REEBAT: EEIESEIAXMEITRIER0ATE SIEAEIYED
&, BPEB%E,
- BAIXEF: APEHSEFIRRARIZEEFZESH
BARSENATEERS .
g
ERFEEEMEAN, BATXEFIRRE,
- SHEEHNESE: REESTIEHEIRERNFREEIMR
EEEFOIVR,
- HEBIEREEBAY: “ SEEIEHIUECE " PIEFE
fEle, SEREBXFEAT,
- MEIREUVRIEARS: “SEBIEHIECE " FiEFEIVR
&, EEEREIVRIZEAL,
SIEERAR | BUAXE, BEFAFE, BIA200H#E, FTHARSEEEEILT

SH5:

EPROERENEER: BREEFIRTSIEAZIZA
[EfESiFFiEE.
SIRERIE: SIEMTTEERZEE.

E=TINEE
A

FANXF . FFXFE, T2 Asecretkey, ZHKH
Authorizatiom\IERA TS, EEEREIZSE.

FE & TFRSE)

TEH: AIEEO-24NFERZ4NTIENER . BART
— P EfERR, BT, AIEINEERACE .

JETHEH: AIECEO-24/M\BHElRS41 TIERER . BOAR
A AYEER, PEEE, AIIENeEREE .
IETRRIENREEER: AEIFTFREENINERA, =
FIFARS, REEER.
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CEC

RAPEN—RNIUREERE iR (S)

1 EERR SR WEB BiIKizE ( 5| Token IMEST )

e

1508

HEBAIRESE

FEREUTSH:
- IECEHBAREEER (B) @ ®1E, BUAR10RD.
- HEAMREERS: BENXEFPFAZZHBANIRERNS.

MNEAIRE

HIAXA . FFXFRE, VWERALBRAVSBARITHE, FHE

&

- BEiRLR: TEIENBRALR,

- BF: PINBARINEE.

- MBI IYBEARINMER .

- HMBABAG: NEREIVRIEIRE BTN AZAND,

—-%M@EE:%N%AK%Q%%P%%,EEMEE
=

- BEEEE: S3ZPSIEE8EN, BENBHEEIE.

- BATIRTE: BEXEALRINERE

ﬁ%%@@FEM%A&E,iﬂﬁ%kwﬁm%,%%%ﬁﬁﬁrm
BEENBAST, SAGMEEIRALERTRE.

H2EABFES
=

AINKHA . FFXFE, NWEERENFETEANF.
- MBABFENG: NEEIVRAISEREIFAINEAEAN
EE_IJO

- FRBAEEECREPNT: ECEIEREINHRIHERIRESEAK
WIMECE, AFEIBEE,

4. BERFEFHHIT T, HAFIEMIRBRE,

L7 (g ) £ “SERRET E, 2F ‘A7, TUERERERREEFER,
EIE FIRRISIEEN

RN B SR SRR AL A K.

1. BE YRt

R IEA T REE @ 7, M TEAERT 58

HiE. ELEIREMITRIBIE:

a. 3 “BABR=RAN ARAERE, BARASEA, EPSIREAZK;
SEFPRANZRASFENRATIRBIAXEE, TSAIRBIXREEH

HITES.

b. I “BAEENREAN" FXRABE, WHEEEENERE, BFELISE
LT . WHREERERRERE “BN” , EASEKRERE,
AREIEE “EERKTFE” , BHARMSENTFS, STHENGHUHT

LK
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https://support.huaweicloud.com/usermanual-cec/cec_04_1006.html

CEC
FAPEAN—MNRIRRERZFinER (JS) 1 &R 2R WEB BiIKizE (5| Token IMEST )

(AR
LESHRARKRE, GELlBE ST “EAT” REMI8 AERIERER, e
LUEZARE “HATXER" fIRNSHENRAERIZRER ( “EATXEE"
IELEPHNNELE ) . BR, HESHREMERAT, T AToERE=E
Ao
2. TERLRY "EEERT NEET, EFEASTSREAREREBNRZEXAS, £
& ‘KX, MR RAREREFENES

3. (k) EXIEEESE “®” , RESRE TN, RIS ERIERAY
ARSSHEATIFN, WEN-12F7R, BRERFHESESEITFNAETTMN, S2E 8
iA ”» .

1-12 i N RE

2T
2
<
BN ERAARS ST !
(0 5288

BRAILBS# T RIEEMNEREFE R THEREITN . EFPAESIEIREFISIEER
=, WAL EREFNRS EalREHREEITN, BIETTLUTHN, UREIIRRER

ps)i:
R
BERESAE, BCRCBENRED, ERSAEREEO R A ER 2

2izfE.

SZH%RRA 01 (2024-08-19) WRIERE © HERRARBIRAT 18



CEC

FAPEAN—MNRIRRERZFinER (JS) 1 EERR 2R WEB BiIKizE ( 5| Token IMEST )

0 ==o EERNER EExRn SEREIE

[ 8e9525871671777281 WECHAT001 WECHAT defauliMediaSkill (10001+) 5 3
[ 85318086442033563 wechat0o1 WECHAT defauliMediaSkill (10001+) 5 3
[1 =& hyy WECHAT defauliMediaSkil (10001+) R Bk
O|s WEBCHAT WEB defaultMediaskill (10001+) g% Bk
[0 743032024951966724 A20191231 WECHAT defauliMediaSkill (10001+) B Bk
[0 740930049837911041 2123456 WECHAT defauliMediaSkill (10001+) 5 3

1.5 ERF A

S FEERIMTE SRR GRS R IWEBI R I=4AIEERL -

1.5.1 74 token & HI SIAIEIGIERE

IREBEFE— M tokenE R EIFMAIERIEEL, BHEZZRATENEINRE, =X
IRIEIERYjsiERITSIERIZIED, Bt ltoken, FAEID. userAccountZLEIRRIER
FaHITHRIA, IAEBRITRIMIEFIIER.

0 #a8
A UM T tokenE I SINTFRIFZEONdemofiitiis® , aILATERE(IRYICIE ( https://
bbs.huaweicloud.com/forum/thread-192048-1-1.html ) 1T~ EFiE ., DemoFEIR{HELEH

REBIEABE, SERRERRRHRISERREEE . ZDemoREEEIRA T4, {NIRDEMOE
™, BRIECRANZEERHTRIERIT.

BIESR
$B FrRtokenERHE . BERBECRANBIESHZLNBRTEITTE.

FE2 BRIEZZRIXPAMERIEZONNE, FARMEBRIEZ . SaLiEidsR1-650%&
1-7T7HEJERSYERESHELER, BFUT:

POST http(s)://ip:port/rest/cc-messaging/v1/thirdparty/chatThirdPartyValidate(&
{KrestiBERTLARBAFHITES) o

(MR

HTTPHNY AR EWNY, ATReaX R Sm RN, FEFFER, EUFERRZENHTTPSHNY .
EfERAHTTPSINY, ATEEF R cerlGUHNER, BFEIEHTTPSMuLAIE XM

2 1-6 Requestbody 154EH

BHE SHEE | SHUE | 25¥E | R

Token string body True Ml /A B RIRRBRIE R

userNam | string body True N /AR R P B FR

€ MERVHENRERHPEEF
o

N5k 01 (2024-08-19)

WRIERE © HERRARBIRAT
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CEC

BREN—NIREERE v (JS) 1 SERkiEE0R WEB BIXKiz4 (5| Token INIESEL)

SH7 SHERE | sHUE | 2BWEHE | R

userld string body True el /AR MR ERY A FID,
MERWHIENRFFEEF
o

tenantSpa | string body True =ERMIEHAIFEEID,, 157

celd “‘BeEHLD > ZRE EE>$HF'
ER” EE,

e Example

{
"Token":" XXXXXXXXXXXXXXXXXKKKXXXXXXK",
"userName":"Tom",
"userld":"10010001"
"tenantSpaceld":"202007159031"
}

(MERITY::
ERRFE. BRIDIHES, BlRERIEFESLEFE.

& 1-7 Response itAA

BHE SHEE | sHUE | 25YE | HA
retCode | int body True EOERINRS .
0: BIN
HE: &K
message | string body True ZERER

e Example

{
"retCode":0,
"message":"validate success"

}

B3 ZENEONURLINEB SRR A -ERINEEEER, HIzESERE=ZR
it TECE .

R
1.5.2 FFRSHRRH

1.5.2.1 B OEBETT

ElE=-S et
EHNRIEEEER DA RERC RS ENAXRE.
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CEC

BREAN—RNIRERERE iR (J5)

1 EEpiE =R WEB BIXIEE (5| Token IAMIES )

BMEER
B B RISIKEEZRRIS I, FELATRIEESIH, FES|INjqueryFlaxiostAi, IRAIE

2%E)query 1.8.0.jsfIAxios.min.js, INRBEFRAMNIANHEINEE, 55|\ cobrowse.jsill
cobrowseCommon.jséR{Fa & iRt P ER (B &E2%3.1: cobrowselffd
Fi. FHES ) , cobrowse.jstlcobrowseCommon.jsskfcdnB5IN, HA
ip:portFE &k Lir==RAipFport, SEEREFERESE, 0: https://
www.test.com/service-cloud/resou rce.root/cobrowse/sdk/cobrowse.js, 5|FBHER
BIANENErR (GE: 1. MIREEER ST T MR E EEFHR RS _ L TihE1R
Eo 2. %I)\Hﬁ’rﬂ‘ﬂﬂ’]cobrowseJs?f’ﬂcobrowseCommonJSEA’—T—E]‘ B=pmETE
Bz EiframefkERT, 12%I)\YJS_H#FE’Jlframelil_IL,LL_ﬁHF’rbﬂ aiziframefzfE
RiframetEZe, NFEEERiframesiH{TRITIHMNEIRIE ) -

5 1-13 §|Fﬁﬁzﬁ%T1§J

"text/javascript” sr. 11:1:1 ://ip:port/service—. clold/resc‘urce oot /cobrowse/sdk/cobrowse . js"></script>
*(_lo\.df’weh :lient/chat_client/js/cobrowseCommon.js"></script>

xt/jav
xt/jav r
“text/javascript” src="js/axios.min.js"></script3

cobrowse.jsllcobrowseCommon.jss€Fcdn55 I\, Efip:portEEELira®E
BRASipFport, EREEIE(EHSZ, W: https://www.test.com/service-cloud/

resource.root/cobrowse/sdk/cobrowse.js
RN B RIS BIE, ANTTRER . IBIRIBELr=ZRIG B B2 530 .

https://servicestage.besclouds.com/service-cloud/webclient/chat_client/js/
thirdPartyClient.js?&t= 7595993533588

T MERajaxiERERTZRMAISHZE, TERAISKEBRE, FRPINTEESNX
W,

//EXZEE$aicc_ContextPath, WREN ZFRA%aicc_ContextPath, R https://ip:portdiizsZ/service-
cloud/

const $ContextPath = "https://ip:port/service-cloud"

[ ¥ THEBRSH

let timestamp = new Date().getTime();

let serviceUrl = $ContextPath+ "/webclient/chat_client/js/thirdPartyClient.js?"+"&t=" + timestamp;

/] AT SEFERRIEE X, AdemofEfG 4L iBaxios js3 | FITHTHIEN . EMSERBESNE1-8

let thirdUserData = {};

thirdUserData['thirdUserToken'] ="XXXXXXXX";

thirdUserData['thirdUserName'] = "XXXXXXXX"

thirdUserData['thirdUserld'] = "XXXXXXXX";

thirdUserData['tenantSpaceld'] = "XXXXXXXX";

thirdUserData['channelConfigld'] = "XXXXXXXX";

thirdUserData['locale'] = "xx";

thirdUserData['mapService'] = 'google’;

var importScript = (function (oHead) {

function loadError(oError) {
throw new URIError("The script " + oError.target.src + " is not accessible.");

}

return function (sSrc, fOnload) {
var oScript = document.createElement("script");
oScript.type = "text\/javascript";
oScript.onerror = loadError;
if (fOnload) { oScript.onload = fOnload; }
oHead.appendChild(oScript);
oScript.innerHTML = sSrc;

}

}) (document.head || document.getElementsByTagName("body")[0]);

function thirdValidate(thirdUserData) {
let timestamp = new Date().getTime();
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CEC
BREAN—RIUREERE iR (S)

1 EERR 2R WEB BiIKizE ( 5| Token IMEST )

let serviceUrl = $ContextPath + "/webclient/chat_client/js/newThirdPartyClient.js?"+"&t=" + timestamp;

// iERnewThirdPartyClient.js
var request = $.ajax({
url: serviceUrl,
type: "POST",

data: JSON.stringify(thirdUserData),

crossDomain: true,
dataType:"text",

xhrFields: {withCredentials: true},

error: function (XMLHttpRequest, textStatus, errorThrown) { console.log(XMLHttpRequest.status);
console.log(XMLHttpRequest.readyState); console.log(textStatus); },

success: function (data) {
importScript(data)
}
bk
}

applyChatWindow();
function applyChatWindow() {

thirdUserData['timestamp'] = timestamp;

/] i&EKservice-cloud$RERISSZ {4
axios({

method: 'post’,

url: serviceUrl,

data: JSON.stringify(thirdUserData),

withCredentials: true

)
[ BYISHERE, HAEANFISRIMIE

.then(resp => {

if (resp && resp.status === 200) {

let str = 'var configld ="' + thirdUserData.channelConfigld + "';var userld ="' +
thirdUserData.thirdUserld + "';var userName ="' + thirdUserData.thirdUserName

+ "";var tenantSpaceld =

thirdUserData.locale

+ thirdUserData.tenantSpaceld + ";var locale ="' +

+ ""var token=""+ thirdUserData.thirdUserToken+"";';

importScript(str+resp.data);

}else {
this.$alert ("M ");
console.log(resp.status);
console.log(resp);
}
Bk
}

et

& 1-8 SR NESERA

285 BARWYE

ol

$ContextPath True

S22 Ek IR TER D, BEAEE, kIP
htiEOS, BFip:portiEEAICCRIAMITS .
BN SEIS 2 sy PR O SHEEI BB )
BeEZET, $ContextPathiBIIIAENECEINAA
Iy =1

serviceUrl True

BNSEL 2R RENAY S RERR IR .
BEEserviceUrAsBESEStt, mEEdn
TSRS $ContextPath+ B EERPHIL . TEiCKFB
BRFRt, serviceUrl BEIBIRRS =ERIZH
AOERAHBHHRIE—E

N5k 01 (2024-08-19)
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CEC
BAPEN—RIUREEREFinER (S)

1 EEpR =R WEB BiIKizE ( 5| Token IMEST )

SHE BARWE

ol

thirdUserToken | True

AW EEARIEER, SEIIAEEIEZEOSRY
Token—%&{,

tenantSpaceld | True

HED, BE ‘BEEHRL > RASE > HPE
27 hEE,

thirdUserld True

™IERID, 53%1-60buserld{®#F—H,

thirdUserName | True

®IARPE . 5%&1-6FuserNamef®RiF—,

channelConfigl | True
d

EEREID, =142 ERERLFEEEZR
RINEE-FB7E, BE “‘BEPL > BAEKE >
ES L=l =

locale True

=ERIRENEBESER.
e zh: h\Z
o en: 1Y
o ar: [
e es: FHIE
o pt: EiE
o fr: iXiE

mapService False

FBFhERRSS .
e tencent
e google
TRE(E: tencent
izl
B EE AT IHFEIMIE .

1.5.2.2 FEEHEEGI: )S RS

INEEK -
SIAE Jquery 1.8.0.js/Axios.min.js
EERkiEGI index.html

ik 1|

o RIISFTiADemofHiRIARSSAUSIEF, AIRERIS RN AZURRIER, BWEEMN
ERABEREERIVEBRIEN, LISBERAPIN ASIEZEIZ2RIRIF

o AR HEFTIADemolX BT

geET, ARIFEFERHITEER.

o ANHEERESE, FHURHITRLIEHRIE.
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CEC

FAPEAN—MNRIRRERZFinER (JS) 1 &R 2R WEB BiIKizE (5| Token IMEST )

index.html

<!DOCTYPE html>
<l--
Tutorial.
Check available devices.
B
<html>

<head>

<meta http-equiv="x-ua-compatible" content="IE=edge">

<meta charset="UTF-8">

<title>TEEE = R</title>

<I-- INREB(FEAMRAEINEE, TS| cobrowse.js, cobrowseCommon.jsiXfENjs, EHip:portfEEiapyst
Pr=ZARAGipFIport, SEEIERERES >

<script type="text/javascript" src="https://ip:port/service-cloud/resource.root/cobrowse/sdk/
cobrowse.js"></script>

<script type="text/javascript" src="https://ip:port//service-cloud/webclient/chat_client/js/
cobrowseCommon.js"></script>

<script type="text/javascript" src="js/jquery-1.8.0.js"></script>

<script type="text/javascript" src="js/axios.min.js"></script>
</head>

<body>
<l-- Check that browser is not IE -->
<script>
var ua = window.navigator.userAgent;
if (ua.indexOf('"MSIE ') > 0 || ua.indexOf('Trident/') > 0) {
alert("Internet Explorer is not supported. Please use Chrome or Firefox");
}

</script>

<script>

//EENXZEE$aicc_ContextPath, WREN ZFRA%aicc_ContextPath, I https://ip:portdiizsZ/service-
cloud/

const $ContextPath = "https://ip:port/service-cloud"

[ ¥ THEEREH

let timestamp = new Date().getTime();

let serviceUrl = $ContextPath+ "/webclient/chat_client/js/thirdPartyClient.js?"+"&t=" + timestamp;

/] AT SEERRIEEE X, AdemofE[G 4L iBaxios js3 | FRTHTAIEN . EMSERBESNER1-8

let thirdUserData = {};

thirdUserData['thirdUserToken'] ="XXXXXXXX";

thirdUserData['thirdUserName'] = "XXXXXXXX"

thirdUserData['thirdUserld'] = "XXXXXXXX";

thirdUserData['tenantSpaceld'] = "XXXXXXXX";

thirdUserData['channelConfigld'] = "XXXXXXXX";

thirdUserData['locale'] = "xx";

var importScript = (function (oHead) {
function loadError(oError) {
throw new URIError("The script " + oError.target.src + " is not accessible.");
}

return function (sSrc, fOnload) {
var oScript = document.createElement("script");
oScript.type = "text\/javascript";
oScript.onerror = loadError;
if (fOnload) { oScript.onload = fOnload; }
oHead.appendChild(oScript);
oScript.innerHTML = sSrc;

}

}) (document.head || document.getElementsByTagName("body")[0]);

function thirdValidate(thirdUserData) {
let timestamp = new Date().getTime();
let serviceUrl = $ContextPath + "/webclient/chat_client/js/newThirdPartyClient.js?"+"&t=" + timestamp;
// i&*knewThirdPartyClient.js
var request = $.ajax({
url: serviceUrl,
type: "POST",
data: JSON.stringify(thirdUserData),

SRR 01 (2024-08-19) IS © ERRAGIRAT 2



CEC
FAPEAN—MNRIRRERZFinER (JS) 1 EERR SR WEB BiIKizE (5| Token IMEST )

crossDomain: true,
dataType:"text",
xhrFields: {withCredentials: true},
error: function (XMLHttpRequest, textStatus, errorThrown) { console.log(XMLHttpRequest.status);
console.log(XMLHttpRequest.readyState); console.log(textStatus); },
success: function (data) {
importScript(data)
}
Bk
}

applyChatWindow();
function applyChatWindow() {

thirdUserData['timestamp'] = timestamp;
// i&Kservice-cloud$KBUSZ{4
axios({
method: 'post’,
url: serviceUrl,
data: JSON.stringify(thirdUserData),
withCredentials: true

b
/| EXISXHEE, HENEIZHFIMRF
.then(resp => {
if (resp && resp.status === 200) {
let str = 'var configld ="' + thirdUserData.channelConfigld + "';var userld ="' +
thirdUserData.thirdUserld + "';var userName = "' + thirdUserData.thirdUserName
+ '";var tenantSpaceld ="' + thirdUserData.tenantSpaceld + "";var locale ="' +
thirdUserData.locale
+ "";var token=""+ thirdUserData.thirdUserToken+"";";
importScript(str+resp.data);
}else {
this.$alert("gEZEM! ");
console.log(resp.status);
console.log(resp);
}
b
}

</script>
<l-- HTML components of simple GUI -->
<div id="status_line">
</div>

</body>

</html>

1.6 NiXSIEUE

TRREERZE, BHEENLSIEWEBRIXIZHEEREEEFER . LATLEAChrome
NESEE B, EIIEIEF, ERJLAEANgIniRSS 2 RIE B =77 HFAWEBHIXIZ
%, WaILUEREMERERIAE ST,

FB1 KHFENginxgs328 ( NginxhiR A 2Enginx/Windows-1.22.0 ) , fEnginx.confX
HhEiE RS, EBEER.

S22 MARSHTMUFHAIXER, RUE=FERBWEBHIXES.

I3 Ei%ﬂiﬁﬁ‘ﬁ‘?ﬁ)@ﬂﬁ%ﬁiﬁ;’éiiﬂéﬂﬁ, R ‘BN, BAELRRIES, FiR
BT,

SR AR EFREER2, RS, ©F “Network” , AERIFTRE.
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http://nginx.org/en/download.html

CEC
BPREAN—RNIREEREFinEER (5) 1 SRR SR WEB BIRIEH (5 Token JAIES )

gEEHl et EIAYthirdPartyClient jsUiEK, EAMIEEEResponse, MRBERFIR
IEIJ;EE'F%H:'IEE@/J\H?, REEHIMENERFRER, WE1-14F7R, REERE
m ‘mo
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AP N—MTRZEERZ FIRER (JS) 1 &2 WEB BIXIZEHE (5| Token IAIERST )

1-14 ZERIHEXEE

(D AICC EEER x

EiF 2023-12-12 11:33:22
s

CiEmEEE.

N FEERT 2023-12-12 11:33:36

B ¥
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CEC

BAPFEN—RNIREEREFinE (S)

1 &SR WEB BIIR3zE ( 5IN Token IMERST )

HIB5 NS ERIEHE, ik Application, EBFFZAMIStorage > Cookies >

ST

ZREE, BF

cookiesAEBE ANccmessaging-token, FHHINE-15FRFERN R RERMKIN

1-15 HTML T3 cookies #AY ccmessaging-token

ame

_| sendMessageForWebChannel

X  Headers Preview Response

grey_cookie_staffid
grey_cookie_staffregion
u-token

sum_token

sum_refresh_token

sum_sid

user_id

be_id

bes-site-param
com.huaweiboss.CURRENT_MENUID
com.huaweiboss. CURRENT_TAB
sum_atime

pE—— Py

JSESSIONID
bes_legin_locale
userMame
bes_legin_locale
JSESSIONID

nitiator

Timing  Cookies

---------

EE1-16FIRTIFEEEEFEEGATHRAE, EEAREITERIRAEZRBR, &9

LAIEERZEE, MIZRREERLAI o

1-16 EEFETIFE

[ =
@ i

® 8 @ 0 o @

B o

-3

SHEPHFRET WESFE, TEEFHRNIEELEMNRNE, REMMIBERE,
SBEINETE, BPIEIALEMITE .

1-17 EFXIEIE

2

SRERFEEFENIEENE, dEsasEn i ARE, =58

U
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FAPEAN—MNRIRRERZFinER (JS) 1 &SR WEB BIIR3zE ( 5IN Token IMEST )

$I¥8 ERFTEEESNImER, ERIHASD

I ZEHRNAEAHETEE. 5. HBERE
yarEs il

B 1-18 ZFPNIHEITRE

b ACCELER

¢y O

©@ B v = @ i

-9

F£R9 EFEITFETREEFiRSRNIRENEE. SSERE, BAEREEESIZEFiRRT
Hlo

B 1-19 EEI{FEMTIHEIRmE

FR10 REINURIE, EERERRCASTFREMIURICBR), WE7. E8fiR, HS5in
2EB MR , IBEBMRIREEING, AR REREREREEINRE.

SASRRZS 01 (2024-08-19) WRIERE © HERRARBIRAT 29



CEC
FAPEAN—MNRIRRERZFinER (JS) 1 &R 2R WEB BiIKizE (5| Token IMEST )

1-20 (EREEINERE LD NRAS

TR
s @ 0 0o

ERFIt=1

D AICC ESER

ERgitR2

@ B & @m @

1-21 BMREEIEE, EEREREFSMEMNRAYERIMmER)

ERmitR2

(D AICCHEEER

@ B &% ™

(MR

BHRENEENNSEARBEAII T RE— P EEEN, BURERBIN, RAGURSE
SIERAREMEREN, SRR EREREREIEFER,

—---4ER
1.7 EW|aR
1.7.1 xmlHttpRequest iE-k=%=ARAY URL, RS0

RIS
IR

SRR 01 (2024-08-19) IS © ERRAGIRAT 30



CEC

BARFEN—RNIREEREFinEms (S) 1 SRR SR WEB BIXIEH (5 Token JAIES )

BRI E

oz

$IR2

Access to XMLHttpRequest at "requested js" from origin xx has been blocked by CROS policy: No 'Access-
Control-Allow—0Origin' header is present on the requested response;

BiaR, ZENERTSRIMIGH T LERE], AARIHERIEAERHEAIRIFRER
A9, FIEERREISERA (2INginx ) BIREIERGRR

1-22 i A 28 A F_E AOBRES [RIE

https;//& = MiklE&/ Demo/service—cloud

https;//servicestage.besclouds.comiservice—cloud

BISE =75 TWEERISERAY, BAAEE TRI—NRSS, ZRS B == RAYE
At o

HF=ERREIR5IZservice-cloud, ZA=IRAZIEK, EItLE=75REAVEKMbIE
W & service-cloud,

LANginxafll, BAEERRIT:
fEnginx.confS4HRNINEERSSHELE, SRR,

location /demo/ {
proxy_set_header Host $host;
set $Real $proxy_add_x_forwarded_for;
if ($Real ~ (\d+)\.(\d+)\.(\d-+)\.(\d+)\, ()}
set $Real $1.$2.$3.%4;
}
proxy_set_header X-Real-IP $Real;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
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location /service-cloud/ {
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_request_buffering off;
proxy_pass https://servicestage.besclouds.com/service-cloud;

}
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const $ContextPath = location.protocol + "/service-cloud"
let serviceUrl = $ContextPath+ "/webclient/chat_client/js/thirdPartyClient.js?"+"&t=" + timestamp;
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4. BERFEFHHIT T, HAFIEMIRBRE,

ST7 (k) £ “ERRAE
&HIE FiRRISTEED

ERLANE FEd =

1. E “E—it

RE, BF R, TLUERERERSEERES,

o

HIERIBSEFEETIRARK.

R IEA T REE @ 7, M TEAERT 58

HiE. ELEIREMITRIBIE:

a. 3 “BABR=RAN ARAERE, BARASEA, EPSIREAZK;
SEFPRANZRASFENRATIRBIAXEE, TSAIRBIXREEH

HITES.

b. I “BAEENREAN" FXRABE, WHEEEENERE, BFELISE
LT . WHREERERRERE “BN” , EASEKRERE,
AREIEE “EERKTFE” , BHARMSENTFS, STHENGHUHT

LK
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(AR
LESHRARKRE, GELlBE ST “EAT” REMI8 AERIERER, e
LUEZARE “HATXER" fIRNSHENRAERIZRER ( “EATXEE"
IELEPHNNELE ) . BR, HESHREMERAT, T AToERE=E
Ao
2. TERLRY "EEERT NEET, EFEASTSREAREREBNRZEXAS, £
& ‘KX, MR RAREREFENES

3. (k) EXIEEESE “®” , RESRE TN, RIS ERIERAY
ARSSHETIFN, NE2-10F7R, BRERFHESESETFNATTMN, 2E 8
iA ”» .

2-10 i RmE

2T
2
<
BN ERAARS ST !
(0 5288

BRAILBS# T RIEEMNEREFE R THEREITN . EFPAESIEIREFISIEER
=, WAL EREFNRS EalREHREEITN, BIETTLUTHN, UREIIRRER

ps)i:
R
BERESAE, BCRCBENRED, ERSAEREEO R A ER 2

2izfE.
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CEC

2 ERE

2% WEB Bil&iz4 ( 5|\ Authorization 1A

APEA—MNRRESRE iR (S) IES)

0 ==o0 — .

[0 e69525871671777281 WECHATO001 WECHAT defaultMediaSkill (10001+) B3 Bk
[0 853180664420335631 wechat001 WECHAT defaultMediaSkill (10001+) B Bk
[ s2o7635713993441281 nyy WECHAT defauliMediaskill(10001+) TS
O WEBCHAT Wes deraulediasikil (10001+) A B
[0 743032024951966724 A20191231 WECHAT defaultMediaSkill (10001+) &% Bk
[0 7409300498379 11041 a123456 WECHAT defaultMediaSkill (10001+) B Bk

2.5 SR A

2.5.1 FF& Authorization ZZ %4l

,@:EEEFE—AEESZAuthonzatlon SEEPVANENE, =ERE

authorization®&ZRH1TE0,
EF AR, BRETRE

CanonicalRequest

SHttpMethod +“\n” +
SHetpURI +” \n"+

SignedHeaders(SHttpHeaders) +* \n"+

CanonicalHeaders (SHttpHeaders) +” \n"+
Normalize(SHttpBody)

SignedHeaders

BEPFERE AHE

lowerCase(SHeadName)+”;
| lowerCase(SHeadName)+";”

lowerCase(SHeadName)

CanonicalHeaders g&izFzHEmiry

2-11 Authorization 224 RHLHIAIEZHIN

Normalize (lowerCase(SHeadName))+”:"+Normalize (SHeadValue)+”\n”

Normalize (lowerCase(SHeadName))+":

Normalize (lowerCase(SHeadName))+":*

Signature

nn

+Normalize(5HeadValue)+”\n”

"+Normalize (SHeadValue)

RS4RI

Bl AuthorizationZZRIAEEHLN , 2NE2-11F7R,

SigningKey =Sha256Hex(5S SecretKey,"auth-v2/5AccessKey/STimestamp}/SSignedHeaders}”)
Signature = Sha256Hex(SSigningKey, SCanonicalRequest)

Authorization:auth-v2/SAccessKey/STimestamp)}/SSignedHeaders/SSignature

TS LRIBSHNG, BEHIEIL TR

5.

TFAuthorization&ZINIENLEIBSFF

1 &pkSignedHeaders: ®HZ5%miSAIHttpHeadEE@EAYHeader name,

1. ¥%Header name#fX /NS, BNiEFElowerCase()E&#L, SignerUtils TEZSE

1, BEUWTF:
private Map<String, String> lowerCaseSignedHeaders(Map<String, String> signedHeaders) {
signedHeaders) || signedHeaders.isEmpty()) {

throw new lllegalArgumentException("signedHeaders cann't be null.");

if ((null ==

2%

N5k 01 (2024-08-19)
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}
Map<String, String> headers = new HashMap<>(SignerUtils.HASH_MAP_INITIALIZATION_SIZE);
for (Map.Entry<String, String> e : signedHeaders.entrySet()) {
String name = e.getKey();
String value = e.getValue();
headers.put(name.toLowerCase(Locale.ENGLISH), value.trim());
}

return headers;

}
2. BEB1-1FHeader nametZiGRIEMEEENDERG"", £H—FKIcHE IR
BE—1TFERAEM"",
3. BEE11 El:'ﬁﬁﬁﬂ%};zne?iﬂim}? , RERBINFEEZR— 1 KERSR, 25U
To

private String appendSignedHeaders(StringBuilder buffer) {
int start = buffer.length();
Set<String> headerNames = new TreeSet<>(this.signedHeaders.keySet());
for (String name : headerNames) {
bufferappend(name).append(';');

}

buffer.deleteCharAt(buffer.length() - 1);

int end = buffer.length();

String signedHeadersStr = buffer.substring(start, end);
return signedHeadersStr;

AR
B FHeader# {743 :
Content-Length="%***"
Content-Type="application/json;charset=UTF-8"

$2 SpfauthStringPrefix,

BUATFERR “/” #{THHZauthVersion. accessKey. timestamp.
SignedHeaders, f&=LA0T:

authStringPrefix="auth-v2/{accessKey}/{timestamp}/{SignedHeaders}";
(D ieA
o auth-v2: ENRAS, SHRAHEEFFHFE “auth-v2”

e accesskey: E=AERF{FEHconfigld (F&ID ) fEAME—IRR,

o timestamp: BXEE=7FACIRSSATAIATIE], timestampaStringZREY, AIEIFRFBIER IS
"yyyy-MM-dd'T'HH:mm:ss.SSS'Z"

e SignedHeaders: &54RiIAYHttpHeadEEEAIHeader name, HAZEE14ERK
3 A pksigningKey,

4%*}3%2%}525%uthStringPrefix};z Bsha256Hexi#H{Ti0%%, Eqﬂﬁ.’éHSecretKeyjj%_
B ERSGEREREERNEEC BN, sha256HexEZSEUNT, SignerUtils TR
S#E1:

public static String sha256Hex(String key, String toSigned) throws
NoSuchAlgorithmException,InvalidKeyException, UnsupportedEncodingException {
Mac mac = Mac.getinstance("HmacSHA256");
mac.init(new SecretKeySpec(key.getBytes(SignerUtils.CHARSET), "HmacSHA256"));
String digit = new String(SignerUtils.encodeHex(mac.doFinal(toSigned.getBytes(SignerUtils.CHARSET))));
return digit;
}

184 4 pfCanonicalHeaders,
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(AT
ERITEAIRIBINSSignedHeaders—2, {BIEI17T head valuef9%wiS .

1. BHZS5%EAIHttpHeadEEEAYhead name, $§Header name#fi /NS, BP
iEFlowerCase )R (IEESELE]) -

2. AHnormalizef®El, MWNIFEIREIVNEZFFHRHITIEIN, PathUtisTEZES
22,
/**
* normalize
* @param value payload{S 8
* @return builder
*/
public static String normalize(String value) {
try {
StringBuilder builder = new StringBuilder(PathUtils.DEFAULT_CAPACIT);
for (byte b : value.getBytes(PathUtils. CHARSET)) {
if (PathUtils.URI_UNRESERVED_CHARACTERS.get(b & OxFF)) {
builder.append((char) b);
}else {
builder.append(PathUtils.PERCENT_ENCODED_STRINGS[b & OxFF]);
}

return builder.toString();
} catch (UnsupportedEncodingException e) {
throw new RuntimeException(e);
}
}

3. RBFEA-1PRCRERFHARF, #HITHRF

BHHIFEGERICE, PEBENFEFR"\n"EER— N ANZERFER, RE—RicH
AEM"\n",

FE5 A pfcanonicalRequest,

B=FEE “HttpMethod” . “HttpURI” . “SignedHeaders” .
“CanonicalHeaders” . “NormalizePath” B “\n” #}i2%, RE—FICRAEM
"\n", PathUtisTEZEESE2, ,

private String canonicalRequest() {
StringBuilder buffer = new StringBuilder(PathUtils.DEFAULT_CAPACITY);
bufferappend(this.httpMethod).append(System.lineSeparator());
bufferappend(this.uri).append(System.lineSeparator());
this.appendSignedHeaders(buffer);
bufferappend(System.lineSeparator());
this.appendCanonicalHeaders(buffer);
bufferappend(System.lineSeparator());
if (this.isNotEmpty(this.payload))

bufferappend(PathUtils.normalize(this.payload));

return buffer.toString();
}

BASEWT:

CanonicalRequest = $HttpMethod + "\n" + $HttpURI+ "\n" + SignedHeaders($HttpHeaders) + "\n" +
CanonicalHeaders ($HttpHeaders) + "\n" + NormalizePath($HttpBody)
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FAPEAN—MNRIRRERZFinER (JS) EAT )

[MERY::
e CanonicalRequestZ2#{ixHA:

$HttpMethod: FEHTTPSHMYEPENAIGET. PUT. POSTEiERK, HFALABSHA .

$HttpURI: 1EEIERAIURI, BARLEA “/” FFk, AL “/” FFLIEEM T L, THRERS
“I”, ¥EB: /service-cloud/webclient/chat_client/js/newThirdPartyClient.js,

SignedHeaders: FB14pEAYSignedHeaders.
CanonicalHeaders: HB44pf9CanonicalHeaders,
NormalizePath: 1&z(ICAMEFRIBodyE .

o {XXINormalizePath/REIIN FSEIA TR
thirdUserName: ®AVHIAFS.
thirdUserld: &MFRID,
tenantSpaceld: fENVRFIRHEAIFRIEID,
channelConfigld: AEZNRIERIEID,

£186 Srfsignature, FEB5ERAIcanonicalRequestBiREBsha256Hexi#ITINER, AN
FREAkey EEILE R AUsigningKey .

T EpkEZauthorization: 1G24 RYauthStringPrefixF1ZPER6 4 A AIsignature
7 EITHE . BXSEUT:

Authorization:$authStringPrefix/$Signature

R

EES

& pkAuthorizationE ZRBAIENFIEF2H, P K ZEISignerUtils5PathUtils TESE, 1&
XEEWT:

1. SignerUtils
import java.nio.charset.StandardCharsets;
import java.util. HashMap;
import java.util.Locale;
import java.util. Map;

public class SignerUtils {
private static final int HASH_MAP_INITIALIZATION_SIZE = 5;
private static final int ONE_CHAR_BITS_NUM = 4;
private static final String CHARSET = "UTF-8";
private static final char[] DIGITS_LOWERS = {'0', '1', '2','3', '4', '5', '6', '7', '8','9', 'a',
b, 'c, 'd', ‘e, 'f'};
private SignerUtils() {
}

private static char[] encodeHex(final byte[] data) {
final int le = data.length;
final char[] outs = new char[le << 1];
for (inti=0,j=0;i<le; i++) {
outs[j++] = SignerUtils.DIGITS_LOWERS[(0xFO & data[i]) >>> ONE_CHAR_BITS_NUM];
outs[j++] = SignerUtils.DIGITS_LOWERS[OxOF & datali]l;
}
return outs;
}
}

2. PathUtils
import java.io.UnsupportedEncodingException;
import java.util.BitSet;
import java.util.Locale;
import java.util.concurrent.CompletionException;

SRR 01 (2024-08-19) IS © ERRAGIRAT 5



CEC 2 RS WEB BIXIZEE ( 5] Authorization A
FAPEAN—MNRIRRERZFinER (JS) AR )

public class PathUtils {
private static final String CHARSET = "UTF-8";
private static final int NUM_256 = 256;
private static final int DEFAULT_CAPACITY = 16;
private static final BitSet URI_UNRESERVED_CHARACTERS = new BitSet();
private static final String[] PERCENT_ENCODED_STRINGS = new String[NUM_256];
static {
for (inti=97;i<=122; i++) {
PathUtils.URI_UNRESERVED_CHARACTERS.set(i);
}
for (inti = 65;i<=90; i++) {
PathUtils.URI_UNRESERVED_CHARACTERS.set(i);
}
for (inti=48;i<=57;i++) {
PathUtils.URI_UNRESERVED_CHARACTERS.set(i);
}
PathUtils.URI_UNRESERVED_CHARACTERS .set(45);
PathUtils.URI_UNRESERVED_CHARACTERS.set(46);
PathUtils.URI_UNRESERVED_CHARACTERS.set(95);
PathUtils.URI_UNRESERVED_CHARACTERS.set(126);

for (inti = 0; i < PathUtils.PERCENT_ENCODED_STRINGS.length; i++) {
PathUtils.PERCENT_ENCODED_STRINGS[i] = String.format(Locale.ROOT, "%%%02X", new
Object[]{Integer.valueOf(i)});
}

}
private PathUtils() {}

}

2.5.2 F SRR

2.5.2.1 OB E T

LB SINFTHRRUSIESS, ELATRMEAIEGIPEESIANQuery, SERAAjQuery-
v3.4.1, &D%.—ﬁgﬁﬁﬁ WTatEIINAE, 55| cobrowse.jsflcobrowseCommon.jsB {4
EEE?EEV—T-_ BRPER (EEFAS%E3.1: cobrowselfitd & .. FHIES ) ,
cobrowse.js¥lcobrowseCommon.jssFcdn 5|\, Eeip:portd *}ﬁéﬁﬁ,&lﬁ:ié
ARAYipFIport, SREBEIEEREER, 0: https://www.test.com/service-cloud/
resource.root/cobrowse/sdk/cobrowse.js, 3|FREREIMNE1FT,

2-12 JS {EZE5 | =

c="https://ip:port/service—cloud/resource.root/cobrowse/sdk/cobrowse.js"></script>
https://ip:port//service-cloud/webclient/chat_client/js/cobrowseCommon.js"></script>

ext/javaseript"

<seript t
<script

ext/javaseript"

<script "text/javascript” js/iquery.js"></script>

AR

1. MRS T R R E SR R E _ E I TINERE .

2. BIANREHEEIcobrowse.jsklcobrowseCommon.jstE4RT, F£=AREHEEZRiframe
HRER, N3IANTjstEEiframeRBI LA TMTINE, HiziframeFERiframetEZe, NIFx
ERiframer T TIHNEIRIE ) -

S ([ EIRBET2.5.1 FFAAuthorizationSZ £ NN FITERSZIHE L AuthorizationE4Z
T],3 ErWBERSRIAEIDajaxizxK, KRENIRSInERIIAUthorization® 3,

function testAjax() {
let timestamp = new Date().getTime();
let serviceUrl = "authorizationService";
let thirdUserData = {};
thirdUserData['thirdUserName'] = userName,
thirdUserData['thirdUserld'] = user/d
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thirdUserData['tenantSpaceld'] = tenantSpaceld,
thirdUserData['channelConfigld'] = configld,
thirdUserData['locale'] = locale
thirdUserData['mapService'] = tencent,
thirdUserData['timestamp'] = timestamp;
var request = $.ajax({
url: serviceUrl,
method: "POST",
contentType: "application/json",
data: JSON stringify(thirdUserData),
b
request.done(function(message){
if(message){
thirdUserData['thirdPartAuthorization'] = message;
thirdValidate(thirdUserData);
}
return message;
b
T4 REEEE, HajaximREEE/MBSHIZA
const $ContextPath = "https://ip:port/service-cloud";
function thirdValidate(thirdUserData) {
let timestamp = new Date().getTime();
let serviceUrl = $ContextPath + "/webclient/chat_client/js/newThirdPartyClient.js?"+"&t=" + timestamp;
var request = $.ajax({
url: serviceUrl,
method: "POST",
data: JSON.stringify( ),
crossDomain: true,
dataType:"text",
xhrFields: {withCredentials: true},
error: function (XMLHttpRequest, textStatus, errorThrown)
{ console.log(XMLHttpRequest.status); console.log(XMLHttpRequest.readyState);
console.log(textStatus); },
success: function (data) {
importScript(data)
}
hH
* 2-7 AREMRTRESEIRA
BHE =8 | WA
A
$ContextPath True | SEFRIEE . 1B _Eikhttps:// ip:port/#Rpk =2 ARAY
NGRS
thirdPartAuthorizati | True | M AEREAIAUthorization®s, 52.5.1 - FB7+H
on BERRE—H.
tenantSpaceld True |FB/EID, BE “‘BEEH > RAZE > HPER”
FEE.
thirdUserld True | RIVARFID, 2.5.1 - SBESFHIEIZSEURIT—
o
thirdUserName True | RIWARBE. 2.5.1 - TBSHHIRIZSEHIRIEF .
channelConfigld True | BEEEID, TBECEWEBERES, B7F “B&T
0> BENERE > REERE $EF.
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2= 28 | k88
WE
locale True | F=HHEEESER.
e zh: BAxZ

e en: Y

o ar: [TiE

o es: THE

o pt: HIE

o fr: JXiE
timestamp True | B3/EE%,

mapService False | FBFRPHEERSS,

e tencent

e google
Tha&E: tencent
ol
Bt EE AR ISFEIMIE .

45
2.5.2.2 FFERERI: JS TREEERFER]
REER -
S|FREE jquery.js
TEnEEs index.html
gl

o RMISFTiADemofHiRIARSSAUSIEF, AT RN AZUERIER, BEEMN
ERABEREERIVEBRIEN, LISBRAPINASIEZEIZSRIRF

o AMIEFTiADemofX T INREER, ARIFEFERHITRAER.
o AMIEHEEIRESE, FapFIBRLIHE.

index.html

<!DOCTYPE html>
<html>

<head>

<I-- ANREBFEAMRAEINGE, TS| cobrowse.js, cobrowseCommon.jsiXfE1Njs, Eip:portfEEiapyst
Pr=ZARAGipFIport, SEEIERERES >

<script type="text/javascript" src="https://ip:port/service-cloud/resource.root/cobrowse/sdk/
cobrowse.js"></script>

<script type="text/javascript" src="https://ip:port//service-cloud/webclient/chat_client/js/
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cobrowseCommon.js"></script>
<l-- 0.3| \jqueryfR{# -->
<script type="text/javascript" src="jquery.js"></script>

</head>
<body>
<script>
[N EXNZE RENXIERESEFER, FHSHREESI&R2-7
const userld = "XXXXXXXX"; // BBRid ( BpAaZAathirdUserld )
const userName = "XXXXXXXXXXX"; // BRERIR ( BNazEhthirdUserName )
const tenantSpaceld ="XXXXXXXXXX"; // #8jalid (tenant id)
const configld = "XXXXXXXXXXXXXXXXXX"; // &i8id (WWEBchannelConfig id)
const locale = "zh"; /] iE=, locale:[zh,en]
const $ContextPath = "https://ip:port/service-cloud"; /[iE3kitbit

/] 2 KBIEERSH
let serviceUrl = $ContextPath + "/webclient/chat_client/js/newThirdPartyClient.js?&t="+new
Date().getTime();
let thirdUserData = {};
thirdUserData['thirdUserName'] = userName;
thirdUserData['thirdUserld'] = userld;
thirdUserData['tenantSpaceld'] = tenantSpaceld;
thirdUserData['channelConfigld'] = configld;
thirdUserData['locale'] = locale;

thirdUserData['timestamp'] = new Date().getTime(); // BSIEIE,
thirdUserData['secretKey']T = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"; [/ IAIERE$R
getAuthorization(thirdUserData); // Authorization 244

// 3.i&3%KnewThirdPartyClient.js
var request = $.ajax({
url: serviceUrl,
method: "POST",
data: JSON.stringify(thirdUserData),
xhrFields: { withCredentials: true },
success: function (data) {
/] 4.8lEscriptir&Hiz{TnewThirdPartyClient.jsEIZ
importScript(data);
1
error: function (XMLHttpRequest, textStatus) {
alert("unauthorized,validate failed")
}
b

[/ 5 FEERIRENNEIZETIS
var importScript = (function (oHead) {

function loadError(oError) {
throw new URIError("The script " + oError.target.src + " is not accessible.");

}

return function (sSrc, fOnload) {
var oScript = document.createElement("script");
oScript.type = "text/javascript";
oScript.onerror = loadError;
if (fOnload) { oScript.onload = fOnload; }
oHead.appendChild(oScript);
oScript.innerHTML = sSrc;

}

}) (document.head || document.getElementsByTagName("body")[0]);
/] {RiES#EkE authration®3
function getAuthorization(thirdUserData){
$.ajax({
url:"/webchat/authorizationService",
method:"post",
data:JSON.stringify(thirdUserData),
async:false,
success: function (data) {
thirdUserData['thirdPartAuthorization'] = data;
}
b
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}
</script>
</body>

</html>

2.6 M 5i8uE

TRREERZE, BHEEMLSIEWEBIIXIZHEEREEEFER . LATEAChrome
NESEE B, EIIEIEF, ERJLUERNgin RS 2 RIEME =77 HFAWEBHIXIZ
%, el LMEREMMEAENLIE T,

FB1 KHFENginxfzs328 ( NginxhiR AT 2Enginx/Windows-1.22.0 ) , fEnginx.confX
HhEiE RS, IEBEER.

S22 MARSHRMUHRIXER, RUE=FERBWEBHIXES .
SR3 EASERRENIINERERZER, EA, FRENTRNE.
$R4 EEWEFRNEZF12, FTHHEHES, 1&F “Network” , SAERIFRE

BFEEHISPEIATthirdPartyClient jshJiEsk, EAMIETEResponse, IMNREHEIR
B, ATALNEENEEER, SERHIHENERRT, RIBEMBKI.
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2-13 E&ZER

(D AICC EEER x

EiF 2023-12-12 11:33:22
s

CiEmEEE.

N FERT 2023-12-12 11:33:36

By
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TS ENISEEIEHIE, 1%iFApplication, EFZAAMIStorage > Cookies > &HIig 2, BE
cookiesfHEEFE A ccmessaging-token,

2-14 BE ccmessaging-token

ame X Headers Preview Response nitiator  Timing  Cookies

grey_cookie_staffid
grey_cockie_staffregion
u-token et e 1 oL Y LD

sum_token fog W » 1
sum_refresh_token ey

sum_sid 14

user_id

be_id

bes-site-param
com.huawei.boss.CURRENT_MENUID

| sendMessageForwebChannel com.huawei.boss.CURRENT TAB

sum_atime L "
ccmessaging-token ey e e B Ry s B Bl o TRl e L
JSESSICNID Subs

bes_login_locale

useriName

bes_login_locale
- JSESSIONID

+R6 ZERNEFRE, EEEFEALTHRET, REAKETERIRAERIIBEK.

£ FHEPHARTMIUMESE, IEEFIRINEERRMRINE, SEMNREEE,
SBHINETME, BPIEIALEMIE

2-15 ZEPIEXEE
125 X

SRERFEHEFEMEENE, eS8 AREE, =58

I8 ERTFaEZENANER, ERGKAIDZINAEAHTEES. §5. FISER
wrgiEhl, HEFRNEA THAHINES ZFMNIEHHMNEREAO MU EERET, Mk
RBX TN A S M BTHE] o

2-16 ZFMNRAHEIRE

D AICC EEER

© B & ®=m @

-9

R EFEIEETNEEFIRSRNRENEE. SSERIE, BriEKTEESIZE ik
M o
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B 2-17 EEIT{EEMIthEIRE

[esa0

$I10 REIMUEE, EEFRERRCA i?—:lb_ﬂ)\,%ii iasl, fEe6. E7FR, HS5in
SHEERIINE, BEBRINEENC, ARTEBRAESEENREREERE.

E| 2-18 (EAEIEIIRER LS D MNINAR

s @ v o

ERFITR

b A ELER

ERgtR

© B & @ @
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2-19 BMIESIBE, EERERNERSMEENRAYEMER

{ERgitR2

B AICC ELEE

© B v o @

R F=FNRESHERRN, WIDEER T FaXERTSERRAIED .
AR

BHRENEEN NSRBI T RE— P EEEAN, SUREIRBIN, RAEURSE
SIERARIEMEREN, SRS EREREIZFIER,

.
2.7 EUIG)RR

2.7.1 xmlHttpRequest i53R=ZMRAY URL, IREEIT QIR

[EIRREISR
IREIRTIT:

Access to XMLHttpRequest at "requested js" from origin xx has been blocked by CROS policy: No 'Access-
Control-Allow—Origin' header is present on the requested response;

BRTTIE
BiaR, ZENERTGRIMIGH T LERE], AARIHERIEAERIEAIRIFRER
A9, AIEERREISERA (UINginx ) BIREIERGRR

2-20 HhHEFE SR FE_EROBRET IR

https;//& = Mt/ Demo/service—cloud

RESTful
’ =R

https;/fservicestage.besclouds.comiservice—cloud
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CEC 2 RS WEB BIXIZEE ( 5] Authorization A
FAPEAN—MNRIRRERZFinER (JS) EAT)

BIsS =15 REERISEM, ERAAMRE FH— RS, ZRSHERI =R
ZiEF

HF=ERREIR5IZservice-cloud, ZA=IRAZIEXK, EItLE=7 REAVEKMbIE
W & service-cloud,

LANginxFaffl, BAREESINT:
S fEnginx.confXEHRFRINE RIRS L, MTFATR.

location /demo/ {
proxy_set_header Host $host;
set $Real $proxy_add_x_forwarded_for;
if ($Real ~ (\d+)\.(\d+)\.(\d+)\.(\d+)\, (:)){
set $Real $1.$2.$3.%4;

}
proxy_set_header X-Real-IP $Real;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_pass https://servicestage.besclouds.com/;

}
(D) ie
o demojItEfl, A AIRIEFERITEN .
e servicestage.besclouds.comBLA=ZIRIZMHAIBIL S0

location /service-cloud/ {
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_request_buffering off;
proxy_pass https://servicestage.besclouds.com/service-cloud;

}

$IE2 7£1.5.2 FAE/RTRE PR THELL#RTISIER, Elocation.protocolisfEFAEER
BFREE+ E—EENIRSE (Adldemo ) .

const $ContextPath = location.protocol + "[service-cloud"
let serviceUrl = $ContextPath+ "/webclient/chat_client/js/thirdPartyClient.js?"+"&t=" + timestamp;
let thirdUserData = {};
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3 FE=7ERk cobrowse =4

3.1 Cobrowselfit A SERIES

3.1 Cobrowse G EZSHERAES

(ERNS AR E

FPMITEE R MR EEE T HE =S MR ( T EMNLERZRPLE ) |
EE=HMIAERS| Ncobrowse.js, ELiXERMITNEEFXINEE, AEITHILEE
i@ cobrowse js5I NEISE=FF MR,

RUSERIRAHERTT . R,
N ESREHE demo &

https://bbs.huaweicloud.com/forum/thread-0206111661125233006-1-1.html

NS RES

PATRdemo ( FEitbit RN SEiEtdemo FE ) HE=ANMLFEARSE, ET4F
PR, IZWTIRBBIEZ “aiccDomain” SHBIAI5ER— 1] FIAYEA o

1. demo3{4%Izk:

A9 119 FOE 1530

& cobrowse.png
%) content_scriptjs

manifestjson

& options.html 2022/11/26 16:39 Microsoft Edge ...

2. MHHEBSRBERA:
a. cobrowse.png
BUERSY, FRIERERTER.
b. content_script.js

AT /gcontent_script.jstEfI{LES, “aiccDomain” SHHEERIRINEIN=
EiRiEE, EMABAEIEL.

function loadCoBrowseJS() {
const urlParams = new URLSearchParams(window.location.search.replace(/&amp;/g, "&"));
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const isShareUrl = urlParams.get('cobrowse_share_url');

if (YisShareUrl) {

return;

}

let innerScript = document.createElement("script");

innerScript.type = "text/javascript";

if (typeof (onJSLoadSuccess) != "undefined") {

innerScript.readyState ? innerScript.onreadystatechange = function () {
if (innerScript.readyState == "loaded" || innerScript.readyState == "complete") {
innerScript.onreadystatechange = null;

onJSLoadSuccess();

}

} : innerScript.onload = function () {

onJSLoadSuccess();

}

}

// AICCI B EENE] ( AIERIN Rip+portfIfiz=l, tHBAIERAIHA: https://www.xxxxx.com )
let aiccDomain = 'https://ip:port’;

innerScript.src = “${aiccDomain}/service-cloud/resource.root/cobrowse/sdk/cobrowse.js’;
document.getElementsByTagName(‘head') [0].appendChild(innerScript)

}

function onJSLoadSuccess() {

let injectedCode = '(* + function() {

CoBrowse.initFromUrl();

}+905%

let script = document.createElement('script');

script.textContent = injectedCode;

(document.head || document.documentElement).appendChild(script);
script.parentNode.removeChild(script);

}

loadCoBrowselS();
manifest.json

IR ECE S, AHBIE
{

"name": "AICC CoBrowse Plugin",

"version": "1.0",

"description": "Automatic integrate AICC Web CoBrowse.",
"permissions": [

"<all_urls>",

"tabs"

L

"browser_action": {
"default_icon": "cobrowse.png",
"default_title": "AICC CoBrowse"

b
"options_page": "options.html",
"minimum_chrome_version": "14",

"content_scripts": [
{

"matches": [
"<all_urls>"

]

all_frames": false,
"js": [
"content_script.js"
]

}

1,

"icons": {
"16": "cobrowse.png",
"48": "cobrowse.png",
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"128": "cobrowse.png",
"256": "cobrowse.png"

Iy

"manifest_version": 2

}
d. options.html

FEEX.

<html>

<head>

<title>AICC Cobrowse Options</title>
<script src="content_script.js"></script>
</head>

<body>

<div class="aicc-cobrowse">

</div>

</body>
</html>

NSRRI AT
B=HMIESRIEITTRE, BESEERHIAN L, HAPTHRE, I
RIFEAPRIERSERIR NIRRT, (ERPEERRRE, RERETSER
X%,

SRR IR %

$B APREMIERMTRIER, THEN, HRES.
$B2 $TFFgoogle chromeRIEE, MEA AN TAIRE, #iE ‘ESTE-TRER" .

SLER

esnaE

Google E
° o ° _:::: =
-] o a

HIR3 ?SZ"I ﬁiﬁﬂb‘-ﬁ%ﬁﬁ?ﬁ%ﬁiﬁo RECHENYT BiER, BREREHREXNEERNEG
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e
T2 EEMSEEOTERE, 1R “NRibEb” .

O EPESE = |eam

oF . | ; L
SRR 2 2
ok B
©u @B
-3

SH3 HEREFTPENMLL (FHIHE “REPO > BREE > LN SIRINE" 328
FRE ) , SERRRE.
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Bai'&'ﬁl’z’
2%0
$IR6 ERY, EFEMSERFTFBEIRERERFTHE=Mih,
O EEEE .
Bai'&'ﬁré
>

FBT WS AEE =TS MR EHTMIEERE.

LHEENRZERE, EEMNONRINERRSELEEERRE=SMiL, BFPNT
f?%iﬁ@%ﬁ%iﬁﬁﬁ%@ﬁmﬁm%(ET%%&MMﬁWﬁm%mm%E
), ATE:
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