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EHEEAEF & ( Hyperledger Fabric)

2.1 FFABIES

454875 ( Chaincode ) NFREEESLY, TEHyperledger Fabricch2FGo. Javagk
Node j[sIEEHRENER, TERATRIEKRA LAIEIE, 9HLIERIETEXREE R,
SESG T ETRIRIEEE, RRFPFBXRETISZENEERER, EF
XREss, SRSUNETERENEN, HERET A RNEMEN.

fEmE[@Hyperledger FabricfEFAR{EEUBHEERSES, FARBEELESHyperledger
FabricBLRBAARNEE . AIEEHERSHNERESEBISHERFALKB BN,

2.1.1 FRHEES

ISRIEE S SiEEGo (#F ) EMESHIFRFE.

GoFFAMEESR:
1. LGRS, LG it A: https://golang.org/dl/ . (i5iEIF1.9.2
ZIEHIRA )
BPRFEMNNEE (LA14RERE))
BERR 823
Windows gol.14.windows-amd64.msi
Linux go1.14.linux-amd64.tar.gz

- Windows MEAJLAUER. msiE R REE R L% . BIABER F.msiiFaR
21 “C\Go” BRT. {RAILUE “C\Go\bin” BRFIIZIPathFEEE
. RIS EREERSSEOFEEEN.

- LinuxF, BESETENTHBIGMBEE “/usr/local” BR. ¥ “/usr/
local/go/bin” BRiHFINEPathifET S :
export PATH=$PATH:/usr/local/go/bin

2. LEGomIEEE. MIESSBITIREE, HEEFRHGoland: https://
www.jetbrains.com/go/download,
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2.1.2 FEIFBE

T EFabricRIBRIEA=T5F . AR X2 XIS R EHEEEEL:

BRA iz

1.x https://github.com/hyperledger/
fabric/tree/release-1.4

2.Xx https://github.com/hyperledger/
fabric-contract-api-go/tree/v1.1.1

2.2 FFREHERSEH

FFAEHFEREGLIR], TELTHEIHRERRE, EERSrinss, TR
ENE LR fE, FEENAENINGE FIBINERTE, XM SRR RET
TiE, Eit, BEHRMEFRERIIENERRZEREAREZENEZRESFRIT—H
£, BIEIRSICHK, EKRERIAIAICIK.

OJEEHEHRSZETHONAES MM RERAIBRIZ T —ERRERERSESRIT—
MERIESHER T RIRAE . BERIBHEI SN RISHER R, NEFEHRSEHE
BREEY, BNFEREBRS RIS ERERGYIEE.

THA— BRI e S AL BB S e S AT RE, %G
A]SER A ERIAIKF S55%B ERIBIKF Z BRI F-5eMK . B RS LRAIERESE:
SROEEHRSEEENS, £ ‘2% NENBEIEE FTEATERNOWL S
K Btcsexample.zip,

2.2.1 BHERFEHIEMEN

YR 3HRET D Hh NS SR ERIZRSEN, MBI URET BN EHERr
BITIERRIEIED . B EURME N T
type AccountLock struct {

PreValue string

CrossTXID string
}

& 2-1 BiERF BRI R

=ED 15EA

PreValue ICRIBHER B THABIHRBIE R~ RI%L
8, EERER,

CrossTXID OB IR HIE ST ERIZZ 21D, (O]
TRAT{ER

B, —RREBRSLIPLURF Key FHEEIRIIRRIFHR Iz DIAIKey, d0KeyHA
AR EEDIAIKey A _Lock, EIL, AJRERSHFENZEREE, BTEEHE
Hitt B ae AL ER:
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const (
lockSuffix ="_Lock"
)

2.2.2 IBHERES A EEN

TR REER RS S Re S L NSEEIRYTS %, B RIETSZEEE
EEI =tk bl g - B fel N Al s PSS

& 2-2 I5iEEA

Hik& 15AA

preCommitSend BRI AL e X R i
TR IIRIE

preCommitRecv B A IRIR W S P B X tREE
ITEOTURRIRIE

commitSend AR AR B Xk EH
THIRIRIE

commitRecv BRI IS R B X R GE £
1THIIRAZIRE

rollbackSend AR AR e X ke E
THIELRIRIE

rollbackRecv SR = R W5 P X R gk _E3h
THIELREE

OB SRR T RIEX B iEREESInvoke Fi%, HIRELI T HIES
i

/-k

* Function name list of the TCS example chaincode

* Note: the chaincode for TCS should have all of the functions below with the same function names

*/

const (
fromPreCommitFuncName = "preCommitSend"
toPreCommitFuncName = "preCommitRecv"
fromCommitFuncName = "commitSend"
toCommitFuncName = "commitRecv"
fromRollbackFuncName = "rollbackSend"
toRollbackFuncName = "rollbackRecv"

)

/-k

* Invoke is the entrance of the chaincode invoking
func (t *TCSExampleChaincode) Invoke(stub shim.ChaincodeStublnterface) pb.Response {
fmt.Println("TCS Example Function Invoke")
function, args := stub.GetFunctionAndParameters()
if function == fromPreCommitFuncName {
return t.preCommitSend(stub, args)
} else if function == toPreCommitFuncName {
return t.preCommitRecv(stub, args)
} else if function == fromCommitFuncName {
return t.commitSend(stub, args)
} else if function == toCommitFuncName {
return t.commitRecv(stub, args)
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} else if function == fromRollbackFuncName {
return t.rollbackSend(stub, args)

} else if function == toRollbackFuncName {
return t.rollbackRecv(stub, args)

} else if function == "query" {
return t.query(stub, args)
} else if function == "init" {

return t.Init(stub)

}

return shim.Error("Invalid invoke function name. Expecting \"preCommitSend\" \"preCommitRev\
"\"commitSend\" \"commitRecv\" \"rollbackSend\" \"rollbackRecv\" \"query\", but got: " + functlon)

non

}

2.2.3 SRS AR

MMBEHEREELTTIETRA

2.2.3.1 XFEEH TR ( preCommitSend )

%7 =T AEESR - ARG FIE X RGE EHITIRSIRIE, BMERRTSFRE
XiRGE EXSWERFBNE, FXZE~ L.

ABIR, ZFERBESUR R /e XIRE Fargs[0] XL A’sF‘ Eﬁ%ﬁdj SHER AR5
FERVEE, BERXHZMP L8, HESURBIPRFERR ?ﬁEEBWﬂ:F‘E’J#
o putStateWIthLockTa‘%E’J;&JJE“%ﬂ*ﬂﬁzﬂ%ﬁiﬁ?iﬂﬁ

( putStateWithLock ) .

AR

ZRERAIERE, FESEANTPLMBRIGEENZEE, BUIESHEEHERF3IHEEM

/-k

* preCommitSend is the first step of two-phase commit cross-chain transaction process, it will be executed
on the client side and lock the related assets/data

* In this example, this function transfer X units from client's local

* account(first arg) to remote account(second arg) and lock the local account

* The example args[] is {"a","b","1","txid123"}

* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B

* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA

* @Param args[2]: The amount of unit that will be transferred from args[0](account on blockchain A) to

args[1](account on blockchain B)
* @Param args[3]: The id of this transaction that transfer units of one account to another account
*

func (t *TCSExampleChaincode) preCommitSend(stub shim.ChaincodeStublnterface, args []string)
pb.Response {
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")
}

txID := args[3]
// Get account balance from blockchain
account := args[0]
balanceBytes, err := stub.GetState(account)
if err !=nil {

return shim.Error(err.Error())

if balanceBytes == nil {
return shim.Error("account not found: " + account)

}
balance, err := strconv.Atoi(string(balanceBytes))
if err !=nil {
return shim.Error(err.Error())
}

// Get transfer amount from args
amount, err := strconv.Atoi(args[2])
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if err !=nil {
return shim.Error(err.Error())
}
// Execute the business process
balance = balance - amount
// Use specific function to put state for cross-chain transaction
err = putStateWithLock(stub, txID,account, []byte(strconv.ltoa(balance)))
if err !=nil {
return shim.Error(err.Error())
}

return shim.Success(nil)

2.2.3.2 X SFFMHTIRIZ ( preCommitRecv )

1273 5T AR 3REIS FTE X IR EHATIRITIRIE, BMECSURWISFRE
XERHE EXINERFRIE, FAXNZE~ L.

KB, ZHEBESURWTS B X% Fargs[ 1133 R K P RIREN N IEHER T35S
FRERVEUE, ERTXHZMP L8, HESURPREFENEF A ERNZIKFRR
&, putStateWithLock75iZRISLIIES E(ENERER~H(E

( putStateWithLock ) .

MR

ZREAGIERE, BRESRAAPLUIERGEZENZEE, BUESHEERF AW .
/-k
* preCommitRecv is the second step of two-phase cross-chain transaction process, it will be executed on
the server side and lock the related assets/data
* In this example, this function will make local account(second arg) received
* X units transferred by remote account(first arg) and lock the local account
* The example args[] is {"a","b","1","txid123"}
* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B
* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA
* @Param args[2]: The amount of unit that will be transferred from args[0](account on blockchain A) to
args[1](account on blockchain B)
* @Param args[3]: The id of this transaction that transfer units of one account to another account
func (t *TCSExampleChaincode) preCommitRecv(stub shim.ChaincodeStublinterface, args []string)
pb.Response {
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")
}

txID := args[3]
// Get account balance from blockchain
account := args[1]
balanceBytes, err := stub.GetState(account)
if err !=nil {

return shim.Error(err.Error())

if balanceBytes == nil {
return shim.Error("account not found: " + account)

}
balance, err := strconv.Atoi(string(balanceBytes))
if err !=nil {
return shim.Error(err.Error())
}

// Get transfer amount from args
amount, err := strconv.Atoi(args[2])
if err !=nil {

return shim.Error(err.Error())
}

// Execute the business process
balance = balance + amount

SASRRZS 01 (2021-12-30) WRIERE © HERRARBIRAT 7



IS5 9IRS
F&tEE 2 ESEE RS T A ( Hyperledger Fabric )

// Use specific function to put state for cross-chain transaction
err = putStateWithLock(stub, txID, account, []byte(strconv.ltoa(balance)))
if err !=nil {
return shim.Error(err.Error())
}
return shim.Success(nil)

}

2.2.3.3 X ZEELHIEZZ (commitSend )

ZAEATFREBERF AL S TR X R EHITIRIRIE, BIBSIARAMEX
BRE EXIRERTE, (BESEATLABKELAME T —E IS HHRE .

B, ZFEEBRRR ARG PTEX RS Fargs[0]XSRAYEIES, AFRZEBIE
IR EE RS iR EliR5eM . unlockAccountZsiAHISCIIE S & R MBS HERT

( unlockAccount) .
(MARY::]

ZREAIERE, RESESNPLMBRGREENZAE, BUIESEERERFIREM
/*
* commitSend is the third step of two-phase cross-chain transaction process, it will be executed on the
client side and unlock the related assets/data
* In this example, this function will unlock server side's local account(second arg),
* so that it can be used by next cross-chain transaction
* The example args[] is {"a","b","1","txid123"}
* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B
* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA
* @Param args[2]: The amount of unit that will be transferred from args[0] (account on blockchain A) to
args[1](account on blockchain B)
* @Param args[3]: The id of this transaction that transfer units of one account to another account
*/
func (t *TCSExampleChaincode) commitSend(stub shim.ChaincodeStublnterface, args [Istring) pb.Response {
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")
}
txID := args[3]
// unlock client side's local account
account := args[0]
err := unlockAccount(stub, txID, account)
if err !=nil {
return shim.Error(err.Error())
}

return shim.Success(nil)

}

2.2.3.4 X S2EWHIERZ (commitRecv)

1273 = AT B R IREWS P B X R GE EHITIRACIRME, BMEBHRIKSEX
BReE EXSRIEEFE, (RSEATLAGEEAMNE T —SEIHHRIE.

AR, ZFEIESMBRERS P E X REE Fargs[0]XS R AYEIRESE, AFRZEBIEEr
THIR TS Bimdlinsel. unlockAccountssikRSLIiE S & B HE s R

(unlockAccount) ,
(e
ZIE R, SESESUTLIEREGIENIZEE, BUSSHEBIERF=3HmEM .
/*

* commitRecv is the forth step of two-phase cross-chain transaction process, it will be executed on the
server side and unlock the related assets/data
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* In this example, this function will unlock server side's local account(second arg),
* so that it can be used by next cross-chain transaction
* The example args[] is {"a","b","1","txid123"}
* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B
* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA
* @Param args[2]: The amount of unit that will be transferred from args[0](account on blockchain A) to
args[1](account on blockchain B)
* @Param args[3]: The id of this transaction that transfer units of one account to another account
*/
func (t *TCSExampleChaincode) commitRecv(stub shim.ChaincodeStublinterface, args []string) pb.Response {
if len(args) =3 {
return shim.Error("Incorrect number of arguments. Expecting 3")
}
txID := args[3]
// unlock server side's local account
account := args[1]
err := unlockAccount(stub, txID, account)
if err !=nil {
return shim.Error(err.Error())
}

return shim.Success(nil)

2.2.3.5 XF A HFELE (rollbackSend )

Zh iR T EEER r‘sci‘ﬁZi#_T:Tﬁﬁ XRaE EHITEIRIRE, BIRRARSFREX
HREE EIT R R E BRI FHARIAVIRES, FEBNZEATT, (FESE AL
T—SEBHHEE,

AR, ZITRGIRIEAIET FTEXREE Fargs[0]xd R EHMRAIPreValuet T2
;ﬁlz‘ziz #ﬂﬂéﬁiﬁéﬁ%‘éﬁl, (EAEHTEXRGE Largs[0]X AR EIREB R
;:F EIEUE CA o

AR
ZIERRIER R, BEBRSHFLMERGRENZTE, BUSSEEHEET3TREY

*

* rollbackSend is the rollback function for client side, it will be executed when error happened during the
cross-chain tx process

* In this example, this function will recover the balance of client side's local account and unlock it,

* so that it can be used by next cross-chain transaction

* The example args[] is {"a","b","1","txid123"}

* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B

* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA

* @Param args[2]: The amount of unit that will be transferred from args[0](account on blockchain A) to
args[1](account on blockchain B)

* @Param args[3]: The id of this transaction that transfer units of one account to another account

func (t *TCSExampleChaincode) rollbackSend(stub shim.ChaincodeStublinterface, args []string) pb.Response {
if len(args) =3 {
return shim.Error("Incorrect number of arguments. Expecting 3")
}
txID := args[3]
account := args[0]
err := rollback(stub, txID, account)
if err !=nil {
return shim.Error(err.Error())
}

return shim.Success(nil)
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2.2.3.6 X ZFWHELE (rollbackRecv )

Z iR EEER #x?ﬁ}ﬁﬂﬁlﬁﬁﬁ}: XRaE EHITEIRIZE, BNEERIRKSFREX
Byt EXS R SR BB R RIRFHARIAIRES, HEBNZET", (FEETIIAREAME
T—EBIHEE,

ABIFR, 2T RS IRIERICS B X IREE args[1]X 2R HIFRAIPreValueit {75
ﬁ,%i, #ﬂﬂ]ﬁ?l%ﬁ%%ﬁl, (eSS PR B X R GE Eargs[1 133 AYR = ELREEHERT3Z
; 9:F EIEUE,J klu\o

(MERIY::
ZIERRIERR, BESRSHTLMERGRENZITE, B SEEHERT3TREY .

}3.1_
%

*

* rollbackRecv is the rollback function for server side, it will be executed when error happened during the
cross-chain tx process
* In this example, this function will recover the balance of server side's local account and unlock it,
* so that it can be used by next cross-chain tx
* The example args[] is {"a","b","1","txid123"}
* @Param args[0]: The name of the account on blockchain A that will transfer the amount of units to the
account on blockchain B
* @Param args[1]: The name of the account on blockchain B that will receive the amount of units from the
account on blockchainA
* @Param args[2]: The amount of unit that will be transferred from args[0] (account on blockchain A) to
args[1](account on blockchain B)
* @Param args[3]: The id of this transaction that transfer units of one account to another account
func (t *TCSExampleChaincode) rollbackRecv(stub shim.ChaincodeStublinterface, args []string) pb.Response {

if len(args) =3 {

return shim.Error("Incorrect number of arguments. Expecting 3")
}

account := args[1]
err := rollback(stub, txID, account)
if err !=nil {
return shim.Error(err.Error())
}

return shim.Success(nil)

2.2.3.7 (B EGER=HE ( putStateWithLock )

AR RIS RN ERES S EY, FraNBEIEEINERE B RS A= _LHiE
Atit1T. A LRBEIIEE— 1 AiET, @3:)%?‘?_ HithESBees95% (FER
preCommitSend5preCommitRecv ) FiEH:

/*
* putStateWithLock will update the account balance and lock the account
* @Param account: The name of the account that whose balance is going to be updated with lock
* @Param balance: The amount of units that will be put to the account
* @Param txID: The id of this transaction that transfer units of one account to another account
*
func putStateWithLock(stub shim.ChaincodeStublnterface, txID string, account string, balance []byte) error {
accountBytes, err := stub.GetState(account)
if err !=nil {
return fmt.Errorf("failed to get account state: %v", err)
}

if accountBytes == nil {
accountBytes = []byte("")

accountLockKey := account + lockSuffix
accountLockBytes, err := stub.GetState(accountLockKey)
if err !=nil {
return fmt.Errorf("failed to get accountLock state: %v", err)
}

accountLock := AccountLock{}
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/*
* Detect the account lock's status
* if account is not locked:
* 1. put lock to the blockchain ledger with current account balance
* 2. update the account balance
* If account is locked:
* 1. is locked by the same tx/D, then return success
* 2. is not locked by this txID,then not allowed to update account balance
if accountLockBytes == nil {
accountLock = AccountLock{
PreValue: string(accountBytes),
CrossTXID: txID,

}
accountLockBytes, err = json.Marshal(accountLock)
if err !=nil {
return fmt.Errorf("failed to marshal accountLockBytes: %v", err)
}
err = stub.PutState(accountLockKey, accountLockBytes)
if err !=nil {
return fmt.Errorf("failed to put accountLock state: %v", err)
}
err = stub.PutState(account, balance)
if err !=nil {
return fmt.Errorf("failed to put account state: %v", err)
}
return nil
}else {
err = json.Unmarshal(accountLockBytes, &accountLock)
if err !=nil {
return fmt.Errorf("failed to unmarshal accountLockBytes: %Vv", err)
}
if accountLock.CrossTXID == txID {
return nil
}
return fmt.Errorf("account %s locked", account)

2.2.3.8 fREiESEER (unlockAccount)

RIS SERET, FEEUERE SRS RIEF . A DRZEE

KE—NHER, EFEEEEMEESAEE (FERcommitSend.
commitRecv. rollbackSend5rollbackRecv ) #iEH:

*

* unlockAccount will delete the account's lock from the blockchain
* @Param account: The name of the account whose lock will be unlocked
* @Param txID: The id of this transaction that transfer units of one account to another account
func unlockAccount(stub shim.ChaincodeStublinterface, txID string, account string) error {

// get account lock state with account lock's key

accountLockKey := account + lockSuffix

accountLockBytes, err := stub.GetState(accountLockKey)

if err !=nil {

return fmt.Errorf("failed to get accountLock state: %v", err)
}

if accountLockBytes == nil {
// if the account lock state does not exist, no need to execute unlock
return nil
}else {
accountLock := &AccountLock{}
err = json.Unmarshal(accountLockBytes, &accountLock)
if err !=nil {
return fmt.Errorf("failed to unmarshal accountLockBytes: %Vv", err)
}

if accountLock.CrossTXID != txID {

S5k 01 (2021-12-30) WRIERE © HERRARBIRAT
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return fmt.Errorf("not the owner of the lock")
}
err = stub.DelState(accountLockKey)
if err !=nil {
return fmt.Errorf("failed to delete state: %v", err)
}
}
return nil

}

2.2.3.9 [O}8 5557 (rollback )

AR AN iEPINEE & '%) , BRSNS A X ARSI AAY
PreValue, FRIBIZERIRBERF-RIGF P REAFEAENTH . oG LRZES
KE—HER, ETFERETEEMES E‘Eéé’JTi%(EExE’ErollbackSend'—ﬁ
rollbackRecv ) FrifEFa:

*

* rollback function will recover the account balance to the previous status
* @Param account: The name of the account whose balance will be rollback
* @Param txID: The id of this transaction that transfer units of one account to another account
*
func rollback(stub shim.ChaincodeStublnterface, txID string, account string) error {
// get server side's local account lock(with preValue inside)
accountLockKey := account + lockSuffix
accountLockBytes, err := stub.GetState(accountLockKey)

if err !=nil {
return fmt.Errorf("failed to get accountLock state: %v", err)
}
if accountLockBytes == nil {
return nil
}

accountLock := AccountLock{}
err = json.Unmarshal(accountLockBytes, &accountLock)
if err !=nil {
return fmt.Errorf("failed to unmarshal accountLockBytes: %v", err)
}
// recover the balance of server side's local account to the previous balance
err = stub.PutState(account, []byte(accountLock.PreValue))
if err !=nil {
return fmt.Errorf("failed to put state of preValue account: %v", err)
}
// unlock server side's local account
err = unlockAccount(stub, txID, account)
if err !=nil {
return fmt.Errorf("failed to unlock in rollbackRev: %V", err)

}

return nil
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3.1 BMARS

a6
ThEEN 4B

2 FRTR I X AR R B Arim X IR GERI IS 5532 52

URI

POST /v1/cross/transaction/invoke

% 3-1 153K Body 2#

S8 =AW SHER A
from_chainco | & String TRIRSERD Z IR
de.id SRR 1
BRAKE: 64
args 2 Array of HERDAZ B R BT RS #5%
strings
to_chain 2 String BfRXHREEID
B2IVEE: 1
RAKE: 64
to_chaincode_ | 2 String BirimEfa A iR
id BIMEE: 1
RAKE: 64

N5k 01 (2021-12-30)
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FFA&IER 3 B S
Nl fiz 22
RS 200
# 3-2 IR Body 2%
28 SR A
code String pAnll)EE
data Data object Mo i 537
2 3-3 Data
2¥ SR R
message String A VLSS
KEME: 400
% 3-4 I Body %1
2 SRR R
error_code String EIRg
error_msg String BIRER
RS 500
K 3-5 IR Body 2%
28 SR A
error_code String 2R3
error_msg String HIREE
=Rl

{

"from_chaincode_id" : "tcsexample",
"argS" : [ |Ia|I, l|b|l, II1I| ],

"to_chain" : "cexxaxef-1475-11xx-b225-0255xx10043x",
"to_chaincode_id" : "tcsexample"

}

N5k 01 (2021-12-30)
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N Rz 7~

WRERS: 200
IEREAY)

{
"code" : "TCS.2000000",

"data" : {
"message" : "SUCCESS!"
}
}

KEB/: 400
BERAEE

{
"error_code" : "TCS.4000001",

"error_message" : "Invalid request args"

}
KE/: 500
TBEREM

{
"error_code" : "TCS.5000002",

"error_message" : "Failed to send cross tx : Failed to sendPreCrossTransaction: Failed to preCrossRequest:
Failed to Generate PreCrossRequest: Failed to get VerificationResponse from relay: rpc error: code =
Unknown desc = Permission not granted: %!s(<nil>) "

}
WR&G
WREH ik
200 IERAY
400 BRAEE
500 THEREM

3.2 BHEIRES

ab
ThEEN B

&SRR X HREER) B iRin X RGN s IR 5

POST /v1/cross/transaction/query
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FRIER 3 BHRS
RS
% 3-6 53K Body 2
8% =% SR 1k
to_chain = String B#rXREEID
BMEE: 1
RAKE: 64
from_chainco | & String TR IR AR
de.id BMREE: 1
RAKE: 64
to_chaincode_ | 2 String BirimsEraZ iR
id RMKE: 1
RAKE: 64
to_query_func | 2 String HERS PRI BRI L
-hame BMEE: 1
RAKE: 64
args B Array of HEIDERR ST RIIS HPIE
strings
N RS
RE&ES: 200
# 3-7 IR Body 2%
8% SHEE ik
code String BRI RS
data DataPlayload | NaNz$E E#1E
object
2 3-8 DataPlayload
8% SHEE ik
message String MRS S
payload String pEEER
RE&ES: 400
SiSkRA 01 (2021-12-30) WRINPTE © HERIRARBIRAE) 16
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FRigE

3 BHRS

BRI

N Rz7~51

# 3-9 IR Body 2%

el ST R
error_code String E1=g
error_msg String HREE

R7SF5: 500

% 3-10 I Body £2%f

2¥ SR R
error_code String e
error_msg String BIRER

"to_chain" : "cexxaxef-1475-11xx-b225-0255xx10043x",
"from_chaincode_id" : "tcsexample",

"to_chaincode_id" : "tcsexample",
"to_query_func_name" : "query",

"args" : [ "a" ]

W&5G: 200

BRI
{
"code" : "TCS.2000000",
"data" : {
"message" : "SUCCESS!",
"payload" : "937"
}
}
WREE: 400
BRAEIE
{

"error_code" : "TCS.4000001",
"error_message" : "Invalid request args"
}
RE&FB: 500

IEREM

"error_code" : "TCS.5000002",

"error_message" : "Failed to send cross tx : Failed to sendPreCrossTransaction: Failed to preCrossRequest:
Failed to Generate PreCrossRequest: Failed to get VerificationResponse from relay: rpc error: code =

N5k 01 (2021-12-30)
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Unknown desc = Permission not granted: %!s(<nil>) "
}
RS
RSB (220
200 BRI
400 BRAEE
500 TBEREM

3.3 BHEKA3ZS

INEENA
S e BRX R BEIRAR(ER
URI
POST /v1/cross/ledger/query
BRkSH
= 3-11 i53K Body 2%
S8 BRI SHEER ik
from_chainco | 2 String TRiRPEDZFR
de.id SRR 1
BRAKE: 64
to_chain =2 String Birim X HR4EID
BIVEE: 1
BRAKE: 64
to_query_func | 2 String BiRinEiaRE,
_name U:QueryBlock
BMEE: 1
BRAKE: 64
args 2 Array of IR APTRENSEHI IR, B
strings HFFrreEfal, W
[ “1 ”» ]o
R &%

W&G: 200

N5k 01 (2021-12-30)
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FF &I 3 B S
% 3-12 3R Body 2%
2¥ SR R
code String ANl ) vES
data DataPlayload | lmfzéE #5042
object
£ 3-13 DataPlayload
2 SR R
message String VAN
payload String HEEER
KEB/: 400
% 3-14 IR Body 2
2% SR R
error_code String FEL)
error_msg String BEIRER
KE&EE: 500
% 3-15 IR Body 2%
2 SR R
error_code String EIRS
error_msg String BIRER
=P Gl
{

il iz 73~ 451

"from_chaincode_id" : "tcsexample",

"to_chain" : "cexxaxef-1475-11xx-b225-0255xx10043x",
"to_query_func_name" : "QueryBlock",

"argS" : [ |I1l| ]

W&G: 200

N5k 01 (2021-12-30)
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(=R NSAY)

{
"code" : "TCS.2000000",
"data" : {
"message" : "SUCCESS!",
"payload" : "... --—-- BEGIN CERTIFICATE----- \n ...
}
}
RS 400
BRAEE
{

"error_code" : "TCS.4000001",
"error_message" : "Invalid request args"
}
K& 500

IEREM

"error_code" : "TCS.5000002",

\n ...

"error_message" : "Failed to send cross tx : Failed to sendPreCrossTransaction: Failed to preCrossRequest:
Failed to Generate PreCrossRequest: Failed to get VerificationResponse from relay: rpc error: code =
Unknown desc = Permission not granted: %!s(<nil>) "

}

K& ik

200 IERAY
400 BRAGE
500 IERESU
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