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- TokeniAilE: &I Tokeni\IERIREIEK . Token NIETCFH{FHSDKER, 5kt
{EFETokeniAIE o

- AK/SKIAIE: JEIZAK (Access Key ID ) /SK ( Secret Access Key ) TAIEEF
B3R, HEZHLFNAPPIAIEELL,

ERBESGAIEERAPI

MREHFEFERECHVAESR, TUERSRSPRE—1RE, BEEAE

AINIERRSS -

{ERRZIAUER FEAPI

XFAPRBERAHITIAILE

B SN REENEIRRSHTES

IEEAPIHHEBDIZRRES, BRERRSHNEZE.,
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2 {sEF3 APP TAUEEFE API

2.1 IANIERES
APPINIESZUEFAPI, SEIRRIABUITMER:
o FOMRSEEI, BSEEEBRAPIRERSE MG R,
FEAPIBRSSIFIETHY “APliEfT” IRE, BEXMAPIRNERAEMIBERUrL,

2-1 APl E/EN

[ Fossnsase

quququququ

o [RWIBAPIRMEIMRZRENIT .
FEAPIRRSSIFIERAY “APIETT” IHE, EEEARMHINIER.

2-2 iIFTHRER

eeeeeee

+

o  XJFAPPIAIERYAPI, BB HEBERAIAppKey. AppSecret GBS RLIAIERS

Bo
AERREFERE, BF “‘NAEE" AYKeyFlSecret, BIJIAPPAIAppKey#Q
AppSecret,

2-3 &F& Key #0 Secret

Sub-aec3acSe-e5db-467d-bf8c-2fe81¢64173a
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(MERIY:
e Key: APPIFIAZ$HID, SFAEIHIDEHXBAIME—IRRST; 50 5AIDIFAR ISR
$A—C(ER, WERHITINEESR,
e Secret: SipAZAIDEESFEANER, WNERHTNERSE, imRkiXS, HiElE
BREIER
RIXAPIERET, BEIEHEINEE T EKEELAIX-Sdk-Date, BEEZEEET
BERBEELAYAuthorization,

A EE
ZFinfUE R AR E SRS EEELE, BEiEiEEX-Sdk-DatefYEH
P KIRE -
ROMA APIBR T RIGATEIE NN, IESRIGIZATEESROMA APIKEIEIKRAIATIE
Z, WNRAEEBE15, ROMA APLSIELIEK,

2.2 APP INIET{ERTE

1.

MIERBEIER

BRIRIERNIERATIRIBEAPINX (BIAPIEIR ) FRUEIMNAESR, BiRE
FiRSE . APINXESINERERINERAE—H
(ERALBITRIEME S RIRFEF RS

{ERAK/SKIFEFHFHRITEESR .
BERNEZERENERERLFINEIHTTPIERTD, HEEANEEIFHFESY
AINEIHTTPIER A,

APIRRIEIERE, HiT1~3, IHRER.

K3 ERRRIR B S5 ERRIRZ A TELR, MNREBLE, WLEBERK, &
JUIEES1SE =D 8

(AR

\

APPEZ (N3 #FBody R 1 2M R LA FRNIERES o

LE 1 WEHEIEK

ERAPPLIUHITE R SIAE, BAHEMBIEKRAT, ARBHITER. EFinS
APIMK(EFBERIANERAGE, ALUSRE— T HTTPIERAIBIRIRSEMERIZERLS
R, NMsEREHEE.

HTTPIERIGEAIBIN T :

CanonicalRequest =

HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

B LA RBIRIZ IS RANTE L B o
BRIRIFIIERAT:
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GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1.

MIEHTTPIERGE ( HTTPRequestMethod ) , LURITRF4EE
HTTPiESRAAi%, NIGET. PUT. POSTE, &K ARG

GET

INAEURIZEL ( CanonicalURI) , DAMBITRILEER .

BN

SBURI, BNEREREIRRR, RURIPIETIRIZZHSAIURIZRD .
B

IRIERFC 3986FRALURIEEIR, BIRITRFIIMENTIREERD, BEPENED UM
JURIZRES . GNSRURIBEEARLL “/7 &R, WERESSHM “/7 .

261

~EIAAJURI: /appl, LEESRBRIURIZRESA:

GET
/app1/

(MEEY::
TR, URIBFLL /7 R, REERe, TR ¢/” &R,

SIIHBEERFRE (CanonicalQueryString ) , LUEITRFEER
BX:
BRFGE, IEESH. IRKEEFISH, WATERS, BIIEEIEX
ST,
=
M eEAFFTEEERHELATEXK:
- RIEUTHRUNE N SHBFEHITURIZRS:

" J570%IRFC 39867 AW IIFFREEFFFHITURIZRD, XELFFFEE:
A'Z\ a'Z\ 0'9\ TN N -*DNO

" (EHWXYSFrEIFMBEAHTEOLLRS, XY A+ EI=RF
(0-9F0A-F) . f5ItN, ZAEFERFAIRIBF%20, T RBUTF-8ZE/FWM
FH “%XY%ZA%BC” &= .
- XTFEANSE, BN “ URIFIBRISHESH=URIGHEBRIZHE . INRRE
2B, WARZERHALE, BFREEa “=7
BINLATEERN 28, ERE" I SHparm2BEIZT.,
parm1=value1&parm2=
- EREFAFBUARIRESSHEHTHIR . fla0, IUXSE=8FLR928%
BHIELUNEZBbHLISHE ZHI.
- DHIFERE— 1 SHEHFS, MENEEEZERMSE
25451 :
THIhEERNAIESE: a. b
GET
/app1/
a=1&b=2
IS EEEL ( CanonicalHeaders ) , LAMRITHRIZEER .

BX:
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WSEHESL, BERHEELIIE., I8R5 KRPFFEHTTPREESLIIE., HE
S EX-Sdk-Date, FAFIRIGEZATE, L HISO8601+FRrEAIUTCATEIG
=: YYYYMMDDTHHMMSSZ . NEEAPIA#ZIERELEASEIMERT, EEZEINAE
MHIIRERFR

ik |
Z PinE R AT B ST IRSRNEE, BRiEREELX-Sdk-DatefiIEH
PR KIRE

APIRIKER T #GR ARSI, RS RIIZATEESMXIESRAVETEZE, MR
BHEIZERBIT 1558, APIRFISELEIBR

=X

CanonicalHeadersHZ MEXKEHELHEFEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfB MNMEKkiEEL

( CanonicalHeadersEntry ) BI&=0oLowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(1 588

o Lowercase RSB FREIRNNEFEBIIRE

o Trimal ERMFRERIEAIZ R=ARAIEREL

o ERE—NMERKBELBASET—MRTR . BIIMEH CanonicalHeadersHSETHHY

B3R, BB m—1=1T,

o HELSMBAREGHE—M, DM MERBELARET, TETMIAL.
TR
GET
/app1/
a=1&b=2
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T7093443Z

k|

MEHELFZEREIATER:

o BHRLBMELRANNERN, HARIRRSSHSMERTE.
o EERFHFIEIHERLERHTHER.
BlanERIER k-

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b c \n

X-Sdk-Date:20191111T093443Z\n

My-Header2: "a b c" \n

MERRL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c"\n
x-sdk-date:20191111T093443Z\n

AINATEZAESLA ( SignedHeaders ) , LUR{TRFEER.
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BX:

BTFEEERHEELTIER, BERNLESL, MAPIRNXEEERPELEE
LB R ZITIE—EES, LARTEGIESRITAPINER] LA ZIREILEE AL . X-Sdk-
dateTUENESZHIHEEL,

Bt

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EEZEHELZEREUTER: BESZNEELIMERANERR, 1%
BFHUBBERLHTHER, HER 7 koS NEEL.
Lowercase R NEMBF IR NNEFH,

254

IUTERREMNBEELS5&E:: host. x-sdk-date
GET

/app1/

a=18b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z
host;x-sdk-date

6. EFHTTPEHTTPSIERIES RIbodyik ( RequestPayload ) , fEFISHA-256M4
BRI OIRIEHRE.
B
BRHEMA, HEAEEMAELLE: HexEncode(Hash(RequestPayload)), H
FAHashRRERLHSHERIRE, SRIIFSHA-2568% . HexEncodeZRRLA/N
S8R EIREZERBase-164wI5HIREL . B4, HexEncode("m") iR[EHES
“6d” Mif= “6D” . MARNB— 1FHERZAR N7 HFIFHHF .
(1 588

& RequestPayload NS EERT, XIF “RequestPayload==null” B9ip=, EiEFERATFE
frE"RITE,

2461

ARBIRGETHE, bodylhk Az, RiTlembIBAYbody ( ZFMHFE ) 0T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. MAEFIEEIERFITIRELE, BiEZS5 X RequestPayloadlG A4 IEAIEIEE
B, SIEBLIENIEERVIRUNE N FRFERRRT.
XIS : Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FII IR AR IERIEEIER TG -
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

LR 2: SIEGEFMH

SIHTTPIERETALEHESIERIIEHER, BESEIEE. SR E—REmNsF
BEFMH
StringToSign =

Algorithm + \n +
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RequestDateTime + \n +
HashedCanonicalRequest

AP SEGREBAN T o
e Algorithm

BEEE. XTFSHA 256, EiEHSDK-HMAC-SHA256,
e RequestDateTime

IERAGEH . SERBEELX-Sdk-DatefI{EER, XK
YYYYMMDDTHHMMSSZ,,

e HashedCanonicalRequest
ZEIEHRLIEINITEIEK
iR B FAESRINFSFRER -

SDK-HMAC-SHA256
20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

S| 3: HEEE

FEAPP secretHIBIZRIFEFFRIENIIZBIRHFREMATMAN, HEER, BHEIEE
AtNEERTR .

AREEENT:

signature = HexEncode(HMAC(APP secret, string to sign))

HAAHMACIEZSAEXRIGAIZE, HexEncodedgiet+7iftH . (AXABHSENHBEN
&2-1F 7.

£ 2-1 2HuRA

BHEWR SHRE
APP secret T AEH
string to sign BIERAFEF RIS

BRIZAPP secretIFWTh5tqu2Pb9ZGt8NI0O9XYZti2V1LTa8useKXMDS8, Mit+ESEIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4 RINTRERBENERL

FEEEE, BeirmzlAuthorizationfJHTTP;EEL , AuthorizationiEESLKE
BEEEZHERLH, TERTEMHRIL.

RSN T

Authorization headerg#2{5%3 :

Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature
BEIRNERE ZSAccessZEIRBIES, {BRSignedHeaders5SignatureZ iR £
FERESREA

SASRRAS 01 (2023-02-16) WRIERE © LEARITERARERAF 7
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BRNERERLI:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN****+++++ikNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

BRI ZHELE, SHIBNIIFBHTTPIERAST, BRERARIEEAPINK, B
APIRXSEREDIANIE. SMINEBEE, &BERTSRIEGERIRIRSHTW SR,

2.3 Java

Biria=

{EF)avaiE S BAPPINIERIAPIRY, SFEESIREISDK, ARSNROEE, &ES
ZiERAPIREIEARAPI,

AREBLUDEARBING,

BIRRSRM
o CIREVAPIRYIEZ . i53Rurl. &K%, AppKeyFlAppSecretFHE8E, BEAS A
RIS .
o EZKIDEA, MNRKREFR, BEIDEAEL M TE
e B%ZEava Development Kit 1.8.1118¢LA LARAS, WNRF %L, EEOracleBS
TERE Fo
¥XEX SDK
THSDKAYERFHRA, 3REX “ApiGateway-java-sdk.zip” E4a6, MEESEFREEN
T
B 5i8H
libs\java-sdk-core-x.x.x.jar EHASDK
pom.xml toEEMaven TIEFREE, ENXEMMKE
(2]
changelog TEAE
src IIFEZSDKAYdemofth3, 88
WebSocketDemo.java.
OkHttpDemo.java.
LargeFileUploadDemo.java.
HttpClientDemo.javass .

WNREAmaventai®, aTLAERSDKE A Alibs\java-sdk-core-x.x.x.jar, tBaJLA{FEHA
maveniz{R B E+HJjava-sdk-core-x.x.x.jar, maventZEihilt https://
mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/com/huawei/
apigateway/, Bc&Emaven]RAY75ER]2 https://bbs.huaweicloud.com/forum/
forum.php?mod=viewthread&tid=1779,

Bnjava-sdk-corefkEfifImavenfic BIN A :

SAERRAS 01 (2023-02-16) WRIERE © EARITERARERAF 8
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<dependency>
<groupld>com.huawei.apigateway</groupld>
<artifactld>java-sdk-core</artifactld>
<version> SDKEf A E</version>
</dependency>

(1] #eA
fEFmavent@ERT, settingsxmUXEEHEEN, BN THRE:
1. fEprofiles S RRIIAITAS:

IDEA RIECE STV

<profile>

<id>MyProfile</id>
<repositories>
<repository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>

</profile>
EmirrorsTs S piEHN:
<mirror>

<id>huaweicloud</id>
<mirrorOf>*'HuaweiCloudSDK</mirrorOf>
<url>https://repo.huaweicloud.com/repository/maven/</url>

</mirror>

@ hnactiveProfilestRa SR E :
<activeProfiles>

<activeProfile>MyProfile</activeProfile>

</activeProfiles>

SEFUTIVMEERN, AP AUREWSFERIER,
o  BNTHULES

e BIZEIDEA mavenTig

1. BARBULE

a.

FTFFIDEA, TESEEEEL%EIE “File > New > Project from Existing Sources”
EERRIESR “ APIGW-java-sdk-x.xx” 343, BE “OK” , ENRBIT
=

7£ “Import Project” TRHE, i&#E “Create project from existing

sources” ,

ELEERE “Next” , FHELCREEIRIDKIRA “1.87 , ARED “Next”
=REEBEF “Create”

N5k 01 (2023-02-16)
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2. PI3ZIDEA mavenTig

IDEAISESIIEOSFHEOCIETE. that, AEREPEE “New

Window”
EEMTIRE, aRRETESZIR, ®&F “Add Framework Support” , %%

274

Maven, B# “OK” .

FTFFIDEA, TESREBIZIEIE “File > NEW > Project” o

EEIER “Maven Archetype” , IEEHERUTSHE, 8%
“Create” ,

Name: EHE “apig-sdk-maven-demo” ,

Archetype: i%#F “org.apache.tapestry:quickstart” ,

JDK: FIFBECHIMRA.

MAERRAS 01 (2023-02-16)
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c. |IDEAZIFEHRIENSEFENOCIRZIRE. ttht, EEEPPEE “New

Window” ,
d. IBREITFEFAY “src” §1 “libs” XHFEHIE apig-sdk-maven-demoT#2

CloseableHttpC

e. FEEHEMavenTIEAIpom.xml3Zi4,

EEMBAFIRENME, WE “pomxml” EUATHABEF N EILEER

B

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/

maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>
</configuration>
</plugin>
</plugins>
</build>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>

<dependencies>
<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>

STRERA 01 (2023-02-16) IR © ERR BRABRAT 11
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<version>1.15</version>
</dependency>
<dependency>

<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>

<dependency>
<systemPath>${project.basedir}/libs/java-sdk-core-3.2.0.jar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>3.2.0</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>
f.  T&EMaventkifi, i%FE “pomxml” HEHEEE “New > Maven > Reload
project” ,
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apig-sdk-maven-demo m

-sdk-maven-demo

g FEAMIRETEF “src” X, Wi “HttpClientDemo” , W1 FEIEEREE]
SLRREIERLIN

i API 75l
£ EAPHSEE R HttpClientDemo.javafR X3 R &
a0, LAAK/SKIAIERIAPI, APHSESNT:
Ak: 3afe0280a6e1466e9cb6f23bcccdba29
Sk: ade83bfe7927407c87e1b8d7b57137c2
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Host: 3560ad08298c40f3a3be3ef8c224f60f.apig.cn-north-4.huaweicloudapis.com

URL: https://3560ad08298c40f3a3be3ef8c224f60f.apig.cn-
north-4.huaweicloudapis.com/apig/sdk

(11 %88
HttpClientDemo 5 |FBLATE:
e Constant: demoAREINES.
e SSLCipherSuiteUtil: tISSAFECESHMIT RS, tHINFER P imARIGIES

e UnsupportProtocolException: SEAIEZE,

public class HttpClientDemo {
private static final Logger LOGGER
= LoggerFactory.getLogger(HttpClientDemo.class);

public static void main(String[]
args) throws Exception {
// Create a new request.
Request request = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.
request.setKey("3afe0280a6e1466e9cb6f23bcccdba29");
request.setSecret("ade83bfe7927407c87e1b8d7b57137¢c2");
request.setMethod ("GET");

request.setUrl ("https://3560ad08298c40f3a3be3ef8c224f60f.apig.cn-north-4.huaweicloudapis.com/
apig/sdk");

request.addHeader ("Host", "3560ad08298c40f3a3be3ef8c224f60f.apig.cn-
north-4.huaweicloudapis.com");

} catch (Exception e) {
LOGGER.error(e.getMessage());
return;

CloseableHttpClient client = null;
try {

// Sign the request.

HttpRequestBase signedRequest = Client.sign(request,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);

LOGGER.info("Print the authorization: {}",
Arrays.toString(signedRequest.getHeaders("Authorization")));

client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);

HttpResponse response = client.execute(signedRequest);

// Print the status line of the response.

LOGGER.info("Print the status line of the response: {}", response.getStatusLine().toString());

// Print the header fields of the response.

Header[] resHeaders = response.getAllHeaders();

for (Header h : resHeaders) {

LOGGER.info("Processing Header with name: {} and value: {}", h.getName(), h.getValue());

}

// Print the body of the response.
HttpEntity resEntity = response.getEntity();
if (resEntity != null)

{
LOGGER.info("Processing Body with name: {} and value: {}", System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));

} catch (Exception e)

{
LOGGER.error(e.getMessage());

} finally {
if (client != null)
{

STRERA 01 (2023-02-16) IR © ERRBRABRAT 12
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2.4 Go
BEzs=

£

(G5

client.close();

}
}
}
}
z{THttpClientDemo.java, XHERBTER . HITAPIFHTEDER.
TBIEERAT :

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe0280a6e1466e9cb6f23bcccdba29, SignedHeaders=host;x-sdk-date,
Signature=26b2abfa40a4acf3c38b286cb6cbd9f07c2c22d1285bf0d4f6cf1f02d3bfdbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955c5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

E7~{"200": "sdk success"}, FRZEEAMI, APIFINIEKEIEH.
G AKELSKRYE, APIMXIGIREIRVIEEIR{E B error_ msg,

(EFGOIESFHAPPINIERIAPIRY, BEESIRENSDK, AEHETRER, ESEFH
APIT=GIEBAPI

AET L Intelli) IDEA 2018.3 5kRASFFINE

o EFREVAPIRYIE . iB3Kurl. 1B53K57%. AppKeyFlAppSecretFEE, BAS A
WEEES -

o FREVHZEGoLRER, MNEXRLTE, BEGOES FHRE M.
o IRENHZZIntelli) IDEA, INERKZE, iB5EIntelli) IDEAES ML TE .
e BEfEIntell) IDEARRREGOIHE, MEXRZEE, 15IZBER-4FIRETE,

N5k 01 (2023-02-16)
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= (b, ==
2-4 2% Go i
Settings @
Q- Plugins 2 Installed Updates (0) o Reset
Appearance & Behavior
afee |3

Keymap
Search Results (191)

Editor
I o - o Tempiate
Version Control HE Languages HE Languages
Build, Execution, Deployment This plugin extends Intelli) Support for Go template
Languages & Frameworks :Ia'.l'c:’m with Go-specific engine . .
coding assistance and tool (h golang.org/pkg/text/t
Tools . -

019 591K wr4d.7

GoToTabs Go To Project

Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a windows with speed search.

specific tab. You can of.

C+—H 08 2015 £ 73K @5

(2] Cancel Apply

¥REY SDK

THSDKAYEFHRA, 3REX “ApiGateway-go-sdk.zip” [E4a60, #EESEREEN
T

2R 15488
core\escape.go SDKftHS

core\signer.go

demo.go ~ECES

WEITE
EI81 $JFFIntelli) IDEA, %&IREE “File > New > Project” ,
58 “New Project” STIEIE, &R “Go” , B&E “Next” .
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2-5 Go
MNew Praoject

= Java
Java Enterprise
.'. JBoss
ri J2mE
B Clouds
Spring
= Java FX
Android
Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails

Application Forge

¢ Go Modules (vga)

(el

<MNo SDK= r
[+] Index entire GOPATH 7

Additional Libraries and Frameworks:

[ 0 SQL Support

Default Dialect:

I Cancel Help

$B|2 BE .7, ERBAHEERIEEMRERRISDKERE, BE “Finish” .
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2-6 IEFMRIESS go AY SDK ER1Z
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T ITiRCERE, BREWNT.

2-7 #EETIE go WERE

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BRABIRBIESERE
FAAPIRAI,

e

AR AP1 7~f5
1 EIfEP5|Asdk (signer.go) o

import "apig-sdk/go/core"

STRERA 01 (2023-02-16) IR © ERRBRABRAT 18
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&R —NFTRYSIgner, BB NAppKeyF1AppSecret.

s := core.Signer{
Key: "4f5f626b-073f-402f-a1e0-e52171c6100c",
SeCI’etI |l**~k~k~k~kl|,

}

HEp— M HTAIRequest, fEEEB . 73iEF . iBKurl. queryflbody,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil.NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

BIEKRANINx-stagesk, ABFAMER . MIBHFE, HINFELSRAIEML,

r.Header.Add("x-stage", "RELEASE")

HITER, HITIHRHSEERPRINATFERZRIX-Sdk-DateskF1Authorizationsk .
s.Sign(r)

IHIEIAPI, BRILIEER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

-

2.5 Python

Bria=

f:3-:57 N

{EFPythoniESEFAPPINIERIAPIRY, BFRESTIRENSDK, REHETRE, &ES%E
EFAPIBIIEFAPI .

AREFLLIntelli) IDEA 2018.3 5kRAFFINEE

o EIREVAPIRYIERZ . iB3Kurl. 153K757%. AppKeyFlAppSecretFEE, BAS A
IERES .

o FRENHZIEPythonZiE ( BJfFERH2.7.9+843.X ) , WIRKZE, iEEPythonES
TEHRE T
PythonZ#5erkfa, fE£cmd/shellEO{ERpipZiE “requests” .
pip install requests
MER
WNRpipZiErequestsiBEREREIR, 15 FEFHMEMRPythonTILHE, Fkpip, REE
MTLLERSREE,
o FREWHZZEIntelli) IDEA, WIRKZE, BEZIntelli) IDEAEBMIATE
e BfEintelli) IDEARRZEPythontfift, WRKLE, BIZRE2-8ATREE.
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2-8 %% Python &4
Settings IE
Q- Plugins 2 Installed Updates o ]
Appearance & Behavior
o] 3

Keymap

Search Results (41)

Editor
[ e [ MicroPython
Version Contrel Languages Framework integration
Build, Execution, Deployment The Python plug-in provides Support for MicroPython
Languages & Frameworks smart edi:il‘Q for Python devices in _:r-.e\li.' EA and
sC he feature set of the PyCharm. Features: Code

Tools +2.5M g 49
Live Coding in Python python-typing-adder
Code tools Code toals
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing and add type
variable values, matplotlib, or comments usi i
g8 +15.7 2

Cancel

¥REX SDK

THESDKRISFARAS, FREX “ApiGateway-python-sdk.zip” E4&6, MBIEEERLEND
W

ZER izl
apig_sdk\__init__.py SDK{tHS

apig_sdk\signer.py
main.py ~ECES
backend_signature.py EinE ARG
licenses\license-requests FE=FFlicenseS {4

FETE
1 FTFFIDEA, EIFZEE “File > New > Project” o
58 “New Project” XHEHE, & “Python” , BF “Next” .
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2-9 Python

Mew Project

Maven

Gradle

& Groovy
Grails
Application Forge
o Go
“ Go Modules (vga)
® Dep

‘s App Engine

Static Web
E Flash

K Kotlin

& Empty Project

Project SDK: | & Python 3.7.2 (D87 \python.exe) v || New..

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:
Templates folder: templates
Application name:

Enable Django admin

)
Cancel Help

FIR2 BIRETEH “Next” , sBHUUTMHEE, BF .7 , EEENEERIEZEEER
SDKE&fR, B85 “Finish” .

2-10 iEIFMEESHY SDK &2

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous Cancel Help

N5k 01 (2023-02-16)
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H$I]R3 TRIiRCIEE, BREWUT.

2-11 #ETFE python E R

v python
b idea
v ApiGateway-python-sdk-
v apig_sdk
_init__py
signer.py
» licenses
main.py

test_signer.py
m Python.iml

“maigljpy” ATBIURES, BRIELIRERIENSHIEER . BMUBRIBIESEER
API7=A1

R

A API 7=l
TB1 TIEY5| Aapig_sdk,

from apig_sdk import signer
import requests

HIR2 Epi— 1 #FhYSigner, IEENAppKeyFlAppSecret,

sig = signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "xeeeee

3 &ER— 1 RequestiIR, IBEHSER. BKuri. headerflbody,

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},

"body")
T4 HITER, HTHRHSEERSHPRNATEZEIX-Sdk-DateskF1Authorization
(RERL

X-Sdk-Date2— MU ME 5B BB KREELESH .
sig.Sign(r)

£S5 iHITAPI, EFIHITER.

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

TR
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2.6 C#
BREn=
(ERACHESIERAPPIMERIAPIRY, SFEESTIRENSDK, AEFIFSDKEHHNTEY
%, RESEAPIEARRGIEBAP,
EBRE
o ESRERAPIIIEZ . BRurl, iEKF5E. AppKeyFllAppSecretE(ER, EASIIA
IERTEES o
o FRENFZZEVisual Studio, WNRFKZEE, FZEVisual StudioBE S ML T .
$XEY SDK
THESDKRIEFhRAS, FREX “ApiGateway-csharp-sdk.zip” E4a6, MEEEERLEN
T
ZFR Lzl
apigateway-signature SDK{LAS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIBRTHULH
backend-signature\ EinEZ G ITiE
csharp.sin TEXH
licenses\license- FE=FElicenseX {4
referencesource
FIAI=E

iEF API =451
SE

WEHSDKEHRY “csharpsin” 324, THIRE, TEHFESWT3MME:

e apigateway-signature: SCMEFZEEXRIHEZZE, aTHF Net Framework5.Net
CorelfiH .

e backend-signature: RiRIRSZEZRM,

o sdk-request: ERFZRVEARTS, BRIELIREENSEGER . B
RIS S EEAAPIRA

FEIREHP5|Asdko

using APIGATEWAY_SDK;
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4R — A #TRYSigner, EAAppKeyFlAppSecret,

Signer signer = new Signer();
signer.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c";
signer.Secret = "R

M —HttpRequestXIR, FEEHTTIEE . iBXKurlfllbody.

HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
query=value"));
rbody = "{\"a\":1}";

BIERANINx-stagesk, ABFHANRR . IBHFE, HINFELSRAIEM L,

rheaders.Add("x-stage", "RELEASE");

HITES, PUTIERESER— 1 #RIHttpWebRequest, FEBRSHPFNATE
ZH9X-Sdk-DatesLF1Authorizationsk
HttpWebRequest req = signer.Sign(r);

BIEAP, BEIHEER,

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

R

2.7 JavaScript

Birn=

i35 780

{EF)avaScriptiESiEAAPPINERIAPIRT, EBELIKEISDK, ARRFETRE, &S
Z APLERRBIEFRBAPI,

JavaScript SDK3Z#5Node.js. NISREEIZITINE,

EFALEKEEE, A= ntelli) IDEA 2018.3.5kRA. &#&Node. jsAESH,
HEEE, RIEEAHERENRER .

o EIREXAPIRNEIA . iERurl. i5K75iE. AppKeyFlAppSecretFHEE, BEAESIIA
IERIES .

o JFRENVHZENodejsZit, MNRKXLTE, 15ENodejsET FEINME F&io
o FREWFHZ%EIntelli) IDEA, WNRKZE, i5ZIntelli) IDEAEB ML T,
e EffIntell) IDEARZZENodeSIRY, WRKXRE, BIZEE2-12RTE,
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2-12 %3 NodelS ¥4

Settings
Qr
Appearance & Behavior
Keymap
Editor

Version Control
Build, Execution, Deployment
Languages & Frameworks

Tools

¥KEX SDK

Plugins

ofr] 3

Search Results (6)

NodeJs
JavaSeript

Support for Node.js projects.
Run Node.js

ns from th

LiveEdit

Web

With Live Edit you can see the

changes you made in your
HTML and CSS files
C+=H 07, 2018 +

Marketplace 2 Installed

3.9M 1rd

Updates o

Node.js Remote Interpreter
Network

Run and debug Node,js

applications in the remote

environm ch as Docker

Beame Insta-ssl plugin
Network

Beame.io Jetbrains plugin

provides

PS tunnel for exposing

017 25K

TEHSDKHIGRHIRA, KEX “ApiGateway-javascript-sdk.zip” E456), MRIEEERE

AT

2R

ol

sigher.js

SDKES

node_demao.js

Nodejsi=fFI{HS

demo.html

p b e

demo_require.html

NSRBI (fERrequireiNE )

test.js LR BY
js\hmac-sha256.js G IS

licenses\license-crypto-js

FE=Flicense3 {4

licenses\license-node

BIETHE

1 1 TFIntelli) IDEA, 1EIRX

“File > New > Project” ,

58 “New Project” XHEHE, E#E “Static Web” , B “Next” .
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2-13 Static Web
MNew Project

Gradle

& Groowvy
Grails

Application Forge
© Go
% Go Modules (vgo)
F Dep

s App Engine

=5

El HTMLS Boilerplate
&> React App

B Foundation

B | Bootstrap

@ Angular)s

Y Angular CLI

& React Native

(=] MNodejs and NPM
E Flash

K kotlin
7 Python

= Empty Project

Web modules are used for developing Web applications using
technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

$B|2 BE 7, EREAHEERIEEMEERRISDKERR, 2dE “Finish” .

2-14 %IREREfT JavaScript 9 SDK 1812

MNew Project

Project name: |Java5cript |

Project location: | D:\java'JavaScript

b Maore Settings

Previous Cancel Help

$]3 e iztlEfR, BREWUT.
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2-15 #EETIE JavaScript FIEREH
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejs~fl{HE, IBRIFSLIRERIENSEHEER . BMUER5R

BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIMERIZNSEEER . BAEAIRRA

IESZAMAPI (X55E) =61,

$¥4 B “Edit Configurations” , 38 “Run/Debug Configurations” XHEIE.

2-16 Click Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 BT ‘47, &R “Nodejs” o
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2-17 1%&#% Node js

Run/Debug Configurations

1H-m®= £ "

Add Mew Configuration

—
2 Gruntjs
¥ Gulpjs

JAR Application
[ JavaScript Debug
ﬁ Jest
A JUnit
i Jupyter Notebook
K Kotlin
K Kotlin script
1) Lettuce

Maven

© Mocha

15} Modeunit

$£I86  “JavaScript file” %#E “node_demo.js” , B “OK” , ERELE.

2-18 i#%4% node_demo.js

Run/Debug Configurations @
+ — B A [ 1 Name: | node_demo.js []Share []Allow parallel run
v [ Nodejs . . . .
. : Configuration Browser / Live Edit V8 Profiling Logs
Cerfousion
» Python Node interpreter: Project node (DAER{H\node.exe) 10.15.3 ~ || -

> F Templates
Node parameters:

Waorking directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node dema,js

Application parameters:

Environment variables:

R

@AF API ( Node.js ) 7=f5l
$B1 ETIEFS| Asignerjs,

var signer = require('./signer’)
var http = require('http')
H£I2  Epi— N#FhYSigner, IEENAppKeyFlAppSecret,

var sig = new signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "

I3 HER—RequestdR, IEESIEZ. 1iBKuriflbody.
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$IR4

g

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody = '{"a":1}

LI KiNIIx-stagesk, ABNINRR . NEFE, RINBEREZAIE L1,

r.headers = { "x-stage":"RELEASE" }

HITER, PTICERBSEMIERSH, ATEIZhttp(s)iER, ERSEFHINT A

FEZBIX-Sdk-DatesLFAuthorizationsk
var opts = sig.Sign(r)

IBIEIAPI, BEIAEER, tRERttpsipal, W “http.request” B9
“https.request”

var reg=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
b
b
reg.on("error",function(err){
console.log(err.message)
b
req.write(r.body)
reqg.end()

-

A API (XIBE2E ) 361

SR

SER2

{FERNSESIHIDAPI, FECIFEZIFOPTIONSHIEIAPI, BEASHIESIEIE
OPTIONSHEIRIAPI, HIR[EISLAHTH “Access-Control-Allow-*" &5 alizHsk
ia, CITEBUFEAPIRTEIZ S CORSKIRMMX LSkt ,

Ehtmlh5 | Nsigner.js B A& .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

HITERF0AAE,

var sig = new signer.Signer()
sig.Key = "4f5f626b-073f-402f-a1e0-e52171c6100c"
sig.Secret = "Rk
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
r.method = "POST"
ruri = "/app1"
r.body ="'{"a":1}'
rquery = { "a" "p2" 3
r.headers = { "Content-Type":"application/json" }
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: req.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)
%
error: function (resp) {
if (resp.readyState === 4) {
$('#status').html(resp.status)
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$(‘#recv').html(resp.responseText)
}else {
$(‘#status').html(resp.state())
}

B
timeout: 1000
b

R
2.8 PHP

BFn=

{FRPHPIESABAPPINERIAPIRY, BFEESIRENSDK, AEHELRRE, RESEAPI
EARREIERBAPI,

AELIntelli) IDEA 2018.3 5kRASFFINEE

ERAE
o EIRENAPIRYIER . iEKurl. 153K5iE. AppKeyFlAppSecretFEE, BEASIA
IERIES .
o IREWFFZHEIntelli) IDEA, WIRKZEE, B5ZEIntelli) IDEAE S TE -
o REVFLEPHPLESE, MIRFZE, BEPHPES FHIE M.

o BPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , K&ZH
“php.ini” , FHEXHFFREINNMTHRS.

extension_dir = "phpZ%HF/ext"
extension=openssl

extension=curl

e Effintelll) IDEARLZEPHPIGEM, NRKRZE, 15IRRE2-19FREE,

2-19 &% PHP 1fE

[ setings =
Q- Plugins Marketplace Installed Updates ]
Appearance & Behavior
P afe ] 2
Keymap
. Search Results (129)
Editor
| eugine PHP Annotations
Version Control K Languages Framework integration

Euild, Execution, Deployment

Languages & Frameworks

Tools '3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
E: Donate This plugin Donate using PayPal or
thod Bitcoin This plugin adds auto,
2 150.5K 5 + AK 15
) Cance
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$%BY SDK
T#SDKISRIIRA, FKEY “ ApiGateway-php-sdk.zip” E4EE, BBESBEREMEMN
T
2R 4B
signer.php SDK{LAS
index.php ~ECES

HETE
11 FTFFIDEA, EiREE “File > New > Project” o
3 “New Project” XHFEHE, iEHE “PHP” , B “Next” .

2-20 PHP
New Project =
® Groovy I PHP Empty Project

Grails @ Composer Project

Application Forge
o Go
“ Go Modules (vgo)
% Dep
‘s App Engine

Static Web
(2 Nodejs and NPM

E Flash
PHP

. Create empty project for PHP
K Kotlin

Pythan

= Empty Project

Cancel Help

$|2 BE .7, ERHANHEERIEEMEEFRISDKERER, BdE “Finish” .
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2-21 EEEERE php B9 SDK B84#2
MNew Project @

Project name: | php

Project location: | D:\java\php |

P More Settings

Previous Cancel Help
$]W3 TR TRRECREE, BREWNT,

2-22 FETIE php B REH
v [gphp
b Jidea
v ApiGateway-php-sdk-
ahw index.php
ohe SigNer.php
m Php.iml
» |l External Libraries

Scratches and Consoles

“signer.php” ARG, BIRELFERENSHEER . BEAREIREIESERE
FAAPIZRA

.

AR AP Rfl
ST ERTIHREI Asdko

require 'signer.php’;

L2 Hpk— 1 HTRYSigner, 3EANAppKeyFlAppSecret,

$signer = new Signer();
$signer->Key = '4f5f626b-073f-402f-a1e0-e52171¢6100c";
$signer->Secret = '"rrxt
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2.9 C++
Birin=

f:3-:57 81

$REX SDK

SR — N FlIRequest, IBESIER . iEKurlflbody ( bodytRIFSLFRAYZOIEKIE
E) o

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");

$reg->body ="

[isKiNIx-stagesk, AT HINEE . NIREFE, HIFEEZRIEMLIE
$req->headers = array(

'x-stage' => 'RELEASE',
)

HITER, HITHRHEESER— N Scur E X EE,

$curl = $signer->Sign($req);

IGIEAPI, BEILIEER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

.

ERC+HESARAPPINIERIAPIRT, RFEESIRENSDK, SEAPIERREIEARBAPI,

1. ESREXAPIBYIEE . 1B3Kkurl. 1B53KF5iA. AppKeyFlAppSecretFEE, BIK
IFRNES -

2. Z&opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

W

DUIA

TE:SDKHIGRIIRA, KEX “ApiGateway-cpp-sdk.zip” [E486), fBESEFREMN
T

2R kA
hasher.cpp SDK{{HS
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp
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i5F API 75l
£E

IR

+I%6

BFR 15388

signer.h

Makefile Makefile3Z {4
main.cpp RIS

FEmain.cppFINIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

&R —NETRYSigner, B AppKeyFAppSecret,
Signer signer("4f5f626b-073f-402f-a1e0-e52171c6100c", "*+);

HEp— 1 #HIRequestParams, IEELIER . EA. 1BRuri. EiFF#FHEFbody.
RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

LIEKIRMx-stagesk, RBEANRE . REFE, FINFEEZAVE ML,

request->addHeader("x-stage", "RELEASE");
HITER, MITLRHSEE RIS Z LN ArequestTEH,

signer.createSignature(request);

{EAcurlEIBaAPI, BEIBOER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
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resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

nwen

+ header.getValue();

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return O;
}
TBT ziTmakemmSiwiE, BEAHITEmain, HWiTmainX 4, BEFER.
R

210 C

BAEIAS
{ERCGESIERMAPPIAERIAPIES, EHESIREISDK, SEAPIERREIEMAP.

HEENE
1. EIREXAPIRYIEA . 1i53Kurl. 1B53KJ5i%. AppKeyFlAppSecretFEE, BIRESIIA
AR -

2. ZL&opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev
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¥XEX SDK

iEF3 API -1
SE

SER2

S£IR3

L4
LIRS

FIR6

TESDKAYERFARA, 3REX “ApiGateway-c-sdk.zip” E4EE, BIEEBREMWUT:

2R yial:lz
signer_common.c SDK{HS

signer_common.h

signer.c

signer.h

Makefile Makefile3Z {4
main.c AN IR

fEmain.cFIIANLA TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

S p—1sig_params_tREIHTE, IHEANAppKeyFlAppSecret,

sig_params_t params;

sig_params_init(&params);

sig_str_t app_key = sig_str("4f5f626b-073f-402f-a1e0-e52171c6100c");
sig_str_t app_secret = sig_str("******");

params.key = app_key;

params.secret = app_secret;

EBERER. B&. 5kuri. EiGFFEHbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str,

params.payload = payload;

BIEKRANINx-stagesk, ABFANER . MIREFE, FIIFESZRVEM IR

sig_headers_add(&params.headers, "x-stage", "RELEASE");
HITER, PITHRESEEMIIZELIArequestZEH,

sig_sign(&params);

{EcurlZFEIBAIAPI, BEFIBAZER,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{
size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
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}

if (mem->memory == NULL) {
/* out of memory! */
printf("not enough memory (realloc returned NULL)\n");
return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti =0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);

chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;
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ZB7 iziTmakedp$wiE, BRIRTHITEHmain, HiTmainXd, BEER,

2.11 Android

BiEg=
{ERANdroidiE SiERAPPIAMIERIAPIRS, BFT/ESTIRENSDK, AEHETIE, &KES%E
APIERBIERAPI
ERRE
o EIRENAPIFNGE . iEKurl. EKRF5E. AppKeyFlAppSecretFER., BiFESIIA
UERD/HER
o REWFZIANndroid Studio, SNRKZEE, BEEAndroid StudioB75 ML T
¥KEX SDK
;IE%_ESDKEI’\J%%EH&ZK, $XHY “ ApiGateway-android-sdk.zip” [E456, BESEREN
2R kA
app\ L TG
gradle\ gradletBX3 4
build.gradle gradlefc & 314
gradle.properties
settings.gradle
gradlew gradle wrapper¥fl{THIZAS
gradlew.bat
FIAIRE

£B1 $JFFAndroid Studio, #&# “File > Open” ,
e H RN NEE IR R R S RISDKES R .
$R2 ITHIER, BREBUNT,
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2-23 TIEEREM
v [ app
b manifests
w Java
hd com.testappsignature

£ MainActivity

LT

com.test.appsignature (androidTest)

> com.test.appsignature (test)
v res
3 drawable
v layout
25 activity_main.eml
> mipmap
> values

v (# Gradle Scripts
# build.gradle (Project: android)
#} build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

wies Tor app)

= proguard-rules.pro (ProGuard

gradle.properties (Froject Properties)

#) settings.gradle (Project Settings)
L

DK Location)

local.properties (S

.

VEFR APl =5

8,1 £Android TIZHAY “app/libs” BR T, MASDKFrREjare. HEjarB A REiE:

e java-sdk-core-x.x.x.jar
e joda-time-2.10.jar
$U2 7 “build.gradle” XA okhttpEEAIIKESR .

£ “build.gradle” 3744419 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'”7

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

H#IR3 BliErequest, HINAppKeyFlAppSecret, FHSEESZ . 75i5% . i5Kuriflbody,
Request request = new Request();
try {
request.setKey("4f5f626b-073f-402f-a1e0-e52171¢6100c");
request.setSecrect("*****");
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");

request.addQueryStringParam("name", "value");
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2.12 curl
S s

ARSI

iEAF3 API 7=l

gz

request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

SHERHITER, HERLokhttp3.RequestITSFKIFITAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

.

B curlasSERAPPINIERIAPIRY, SEEE S T E)avaScript SDKERcurlds S, G

Kcurlap S EFIRaSITIERAPI .

EIRENAPIRIIE 2 . iB5Rurl, iB53KAGE. AppKeyFlAppSecretE(=2, BERSILAIER]

:3-: 8

{&EF3)avaScript SDK&ERKcurlds< o

T#kavaScript SDKAYEFTARA, H#EE. FENISEEEPiTFdemohtml, TWEINITE

o
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET s 30030113-3657-4fb6-a7ef-90764239b038
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b03¢
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk dema is running

FIB2 B AKey. Secret. FiEZ. BERIMY. EHZFurl, HIa0:

Key=4f5f626b-073f-402f-a1e0-e52171c6100c

Secret=rrrrr

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

I3 EN\jsont&TLAIQueryFIHeaders, EABody,

4 BB “Send request” , &pfcurliS . BaurliSEFIEITESIT, HITAPI,
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-
€29945a1e06a, SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517******dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

(10 548
SDKERMIcurl@ SAFEWindow Femd£imi&sl, 1B7Egit bash FHATERMRIcurld< .
R
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3 {sEF3 IAM TAUEER API

3.1 Token TAUE

BEnE
Hi&(FERTokentMIEA N IARAPIEY, FEIREVE R TokenH 1T HAPIE S Token(&EiR
BEERIERAY “X-Auth-Token” kg,
(1] %88
BREOBNTRMIAEST, ZaJLUSRE R —HEITIAMESE
o Tokeni\iE: @I TokemAIEBHEIEXK .
o AK/SKIAIE: iBIZAK ( Access Key ID ) /SK ( Secret Access Key ) ITRRIERABTIHITESZ
TAIE,
THREROSE
1. 3XEXToken, B5E2%E ( Z—BIMNIERSZBAPIZE ) 1Y “IREXFHAFToken” &75,
BRI INEENABEESLHEERY “X-Subject-Token” AHMERD/9Token(E,
AR EREONX TEFTKE Token 52,
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BOERzA

2.

3-1 1IBRRAHI

POST https://iam a— . com/v3/authftokens Params
Body @
form-data x-www-form-urlencoded ® raw binary  Text
"auth": {
"identity": {
4 "methods": [
5 "password"”
6 .
7 "password”: {
8 "user™: {
9 “name": " 10,
18 "password”: "N ",
11 "domain": {
12 BOELEREE
13 3
14 T
15 ¥
16 Is
17 "scope": {
18 "project": {
19 "id": 1330 f0d2568efabc33” f/this iz a example.
28 v

3-2 MWIR[EEERY Header H3KEY X-Subject-Token
Body Headers (13)

connection — keep-alive

content-type — application/json

date — Mon, 05 Nov 2018 09:55:39 GM

server — Web Server

strict-transport-security — max-age=31536000; includeSubdomains;

transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options — noopen

Send Vv

Status: 201 Created  Time: 1010 ms

ZWYIg+hTFILsTYa5Xcs rbe+VixDYhQF 1) 8yaquVSAyBOPNVA= =

ARAWSSED, EEKEELPIEI “X-Auth-Token”

{E91h3KEXAYToken,

NNBNBERAPINERRE.

1.

SKEHEXIEE .
E3RENAMAYEndpoint, BAiEES MK NRiFT R

,  “X-Auth-Token” BYEX

AEREEHE, BSEMBERPS, £ MIIRFSEE ‘BRIELE , BF ‘I

HID” .
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3. FKEVEFToken, FHEBMIMEEE, TokenFELTAMEMEOLIN.
a. HITUTHS, FKEVEAToken.

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

5

"password": {

"user": {

"name": "{user_ name}’,
"domain": {

}

"passvxllord": "{password}'

}
h?
"scope": {
"project™: {
"id": "{project_id}"

}
}

} -vk

Lixadrh, BRSHESIUTRBHTEN (BREESE (H#—5MHIA

IERRSSAPISE ) ) :

®  fiam_endpointFEI%ARIIR S HIRENAYIAMAYENdpoint.,

" {project idEIRFIRHRSHHIREXAIINEID,

" {user nameJf{ password};> 3\ IEZIAMIRSS 2R R 2 /ME
B,

IS Headersh “X-Subject-Token” RY{ERNAToken:

X-Subject-Token:MIIDkgYJKoZIhveNAQcColIDgzCCAxxxxxx38CAQEXDTALBglghkgBZQMEAgEwg

b. FRINTESKtokenRBENNIETE, HEGEEIN

export Token={X-Subject-Token}

X-Subject-TokenB[/93.a5kEX&IATtoken, HSRAINT,

export Token=MIIDkgYJKoZIhveNAQcCollDgzCCAxxxxxx38CAQEXDTALBglghkgBZQMEAgEwg

4. EFAPI, BSEINERNERREUSS . B5KGEFIURL, SEIBRIBELIRERIE
B,
curl -X 153Kk % 88 +URL -H "x-auth-token: $Token" -vk

3.2 AK/SK IAIE
{EEFAK ( Access Key ID ) . SK ( Secret Access Key ) ITEFRIHITES.
(1 %88

o AK: iBEJERID. SIAEIHRERXKAIE—IRRNT, HIaERIDIFAEIHREB—ieE
A, MERHFITINEES .

e SK: S5ipAZEBIDESHERANER, WEREITNEES, ARREES, FHEEREIE

o
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4Ef AK. SK
IR BERMITAK/SK, WATBNIIEETE, HEIERE FHIAK/SKE, XHEE—i

73 credentials.csv,

WTFEFR, MHEETHEPE (User Name ) , AK (Access Key Id) , SK ( Secret
Access Key ) o

3-3 credential.csv {HAA

4 E C
|User Name Acceszs Key Id Secret Access Eey
2 PEDEEL N CWIEIIDEETRETINCUEEC | zul TTHTSRDNT TE oniaes v oEbhSzsdaGwi4
AK/SKEREEE:
1. EMHEREEESE.

BRI ERRS, ETRSIRPEE “BROSIE

BF “paEa”

B “FREBEEET , #A FRIBIFOZE” TWHE.
ERIEAEMENMARIEBHRERERD, BE “WBE” , %8, BLERE,

vk W N

HE R E ARV NANAPPIAIEEE], FﬁAK{JCE*APPiAiIEEPESAppKey, SKEFIRAPPIAIEH
AYAppSecret, BIRISERSEZFNIER, &nl{FJava. Go. Python. C#.
JavaScript. PHP. C++. C. Androidi#{7&&0i50a,

ikl
Z iR R A A E SRS RAIELE, BRiEKIEELX-Sdk-DateAHEH T
KimE,

APIE ( BIAPIEIR ) BRTRICATEIER I, EERIIZATEES XK EERAVaT
B, MEAFEEBIS159%, APINFEIZIESRIEK,
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4 {ERBENIAILER API

Function APIiBIZ 4R 5 RE M ASLINE S MRS HER— MRS . BXAPIERBAYIAIE
$5Bh, ESEHRSRIAPIEIA (Java Script)
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M EmiRSZHITER
5.1 Java
BREin=
FRlavalB SR ITRIRRSZ SRR, BEEHIRESDK, REENTLRE, RESER
einsanfiRinEE et —H.
AET5LUIntelli) IDEA 2018.3 5ARAAFINE.
BIRSR
o HRFANEEZEAIKeyFSecret,
o CAEERFAMBEZEH, HYPEAP, BAES NI ERSZEH,
o  TESDKRIGRFTIRAN
e B ¥kHlapigateway-backend-signature-demo,
o IREWFZLEIntelli) IDEA, WIRKRZLEE, 15ZEIntelli) IDEAEG ML T .
e B%%Java Development Kit 1.8.1115kLA ERRAS, SNRFZEE, iEEOracleExS
TERME FEL.
BANIE
FB1 FJFFIntelli) IDEA, TESEEFZ%EIE “File > New > Project from Existing Sources” , i

EfEERRY “apigateway-backend-signature-demo\pom.xml” 4, B4 “OK” ,
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ROMA API

F i 5 X EiRARSHITES
5-1 Select File or Directory to Import
Select File or Directory to Import >
Select directory with existing sources,
Eclipse project (.project] or classpath [.classpath] file,
Maven project file (pom.xml),
Bnd/Bndtools workspace (workspace/cnf),
Gradle build script (*.gradle],
Flash Builder project file (project, *.fxp, *.fupl).
f O 0 X G Hide path
LpiGateway-sdk\apigateway-backend-signature-demo\pom.aml | &
> ApiGateway-android-sdl-1.0.0
v apigateway-backend-signature-demo
> Jidea
> libs
> SFC
Cirag and drop a file into the space above to quickly locate it in the tree
o
HIR2 (RIFBIAIRE, 3F “Next > Next > Next > Next > Finish” , SR TIESAN.
I3 TEAMMaventiss, Wi “compile” #H1T4wIE.
5-2 fHiFTIE
Maven g —|=
- o
S R i+ m i ® = Fs
o
» |, backend-signature
v [z Lifecycle j
13 clean %
% validate :
2 =
1 test 1 z
14 package <
3
18 verify
1% install "
1 site E
1% deploy %
» [gPlugins ;:
» [iiDependencies o
IR[E] “BUILD SUCCESS” , FRIRIFEMII-
SCREHRA 01 (2023-02-16) RIS © TRt BRAEIRAT 18
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Run: backend-signature [compile]
> [I1F0]
[INFO] --- maven-resources—plugin:3.1. 0 resowrces (default-resources) @ backend-signature ——-

[INFO] Using ' UTF-8' encoding to copy filtered resources.
[IVFO] Cepying 1 resource

I 4l

[INFO] Copying O resource

[I1FO]

[INFO] --- maven—compiler-plugin:3. 8 0:compile (default-compile) @ backend-signature ——-
[IVFO] Nothing to compile - all classes are up to date

[I1F0]
[I1FO]
[INFO] Tetal time: 2.688 s

}’ [IVFO] Finished at: 2019-03-11T18:41:09405:00
[INFO] Final Memory: Z21M/309M

[I1F0]

Process finished with exit code O

$184 A FBackendSignatureApplication, %% “Run” izfTIRS .

5-3 IZ17IRSS

~ [ apigateway-backend-signature-demo 1 packa
> idea - .
> [ libs L :
W src % Cut Ctrl+X
w main B Copy Cirl+C
v java Copy Path Ctrl+Shift+C
v com.huawei.apigat Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat. £ Jump to Source F4
i HelloCantroller Find Usages Alt+F7
£ RequestWrapp: Analyze ']
> resources Refactor y
> target Clean Python Compiled Files
pom.xml Add to Favorites )
» |l External Libraries
Browse Type Hierarchy Ctrl+H
» U Scratches and Consoles
Reformat Code Ctrl+Alt+L
Optimize Imports Ctrl+Alt+0O
Delete... Delete

Build Module 'apigateway-backend-signature-demo’
Recompile "..urefpplicationjava’ Ctrl+Shift+Fg

Run 'BackendSignaturefppl...' Ctrl+Shift+F10
#F Debug 'BackendSignatureAppl...
U} Run 'BackendSignatureAppl..' with Coverage

@ Create 'BackendSignaturedppl..."...

“ApigatewaySignatureFilterjava” J7RGIfti3, BIRIBELIFERIENSEEER.
BARREREESEREEREZ M.

e
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REERAMITRE — N ETFSpring bootHIfRSSEE, (ERNAPIRNGE, FHESZH—
Filter, XFAPIM>% ( ENAPIETE ) IUIERMEZKRE,

(1 588
APIBERRERE, REBRINBRPASFIZEZER.
£ ®E—Controller, PLECFRIBIRIZFIGIE, REWAJ “Hello World!”

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {

return "Hello World!";
}

}
2 {E—Filter, LEFAFEIERING L. BRIFIEZkeyFlsecretIIA—1MapH,

// ApigatewaySignatureFilter.,java

@Component
@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {
private static Map<String, String> secrets = new HashMap<>();
static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/[EERIHE

}
}

W3 doFilterRE AL ZRIGNIT . RIGRIZNT: HFfilterrpFEILEbody, H TS
bodyaI LATE G £ERYfilterFcontrollerERIEEY, BrequestBiEieskiELSE4EMfilter
Fcontroller, BZE3EAYE{RSTHIR] IRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

$184 ([FRIENZRERETAuthorizationsk, 8ZlsigningKeyFlsignedHeaders.,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A,]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!Im.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;
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F£IR6

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

54N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidsigningKey#kZlsigningSecret, INERA{F{EsigningKey, TIREIAIELRM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

HiE— M RequestIIR, JFigkmethod. url. query. signedHeaders33MHJiEIRLAL
ANHA, HEREREREbodyFHigE.,

EETEbodyIFES . FFIEEJIUNSIGNED-PAYLOADHAX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

} catch (URISyntaxException e) {
e.printStackTrace();
}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
} else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}
if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
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dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

T KRIEEZE2ETHE, MX-Sdk-DateskhEVHATE, FIESIRSEMIERETEEE1SD
AR, tN8signedHeadershARE EX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}
$IE8 YHAuthorizationktBI \RequestxTg A, JEBverify 5 iEIRIIERES . MNRKRIEE
\T-l-y mu#lﬁfjt—/l\fllter, é)ﬂ”i&@iAﬁEgEmﬂZo

DefaultSigner signer = (DefaultSigner) SignerFactory.getSigner();
boolean verify = signer.verify(apiRequest, new BasicCredentials(signingKey, signingSecret));

=

if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "verify authroization failed.");
}
=] BE17IRSEE, WMIECIBIERMY . TEREIFERavaScript SDKPAIhtmIESZ TEHAR

EANNERFERE, B8iF “Send request” , EFl&ERBIcurldass, HEGSITHH
7, BR53EER[E “Hello World!” .

WNEREFEAEIRAIKeyFISecretifial, ARSZEZIREIA0TINIEAREID .
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url
POST = http  # | localhost:8080 /test
Query

{0 yyy")

Headers

{"aaa""bbb}

Body
dsfasdf=1

o

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

TR

5.2 Python
BEim=

{EFAPythoniE SR ITRmRSZERRT, BFEBRTIKESDK, REEANIE, &esE
R EREERPIREEZRE—Ho

AL Intelli) IDEA 2018.3. 5kRAS I/ 4B

EBIE
o ERFFHIEREBAIKeyFSecret,
o CEERHACIEEZEN, HEEAP, BRBESNEIEHERSEZHE.
o  TESDKHBRHTIRA .

o RENHZEPythonZHEE (OIfERA2.78(3X) , IRKLE, BEEPythonES T
=l =

o FRENFHZ%EIntell) IDEA, WIRKZE, i5=Intelli) IDEAES ML T
e EffIntell) IDEARRZRZEPythontfild, WIRKRLTE, 1BIZBES-4FIREE,
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5-4 2% Python {4

Settings
Qr Plugins Marketplace| 2

» Appearance & Behavior

o] 3

Keymap
. Search Results (41)
> Editor
[ eugine R
> Version Control Languages

» Build, Execution, Deployment The Python plug-in provides
smart editing for Python

scripts. The feature set of the...

, 2018 4 25M 3.9

> Languages & Frameworks

> Tools

Live Coding in Python
Code tools

Lets you run your Python
code as you type it. Displays

—H 14, 2018 + 157K

SAIRE

variable values, matplotlib, or..

Installed

==
Updates f e
MicroPython
Framework integration

Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code...
C—H 12 2019 4 337K w449

python-typing-adder

Code toals
README Using intellij to infer
Python typing and add type
comments using the typing...

C75H 14, 2017 1 214K ¥12

£181 $JFFIntelli) IDEA, TESZEPF=ERE “File > New > Project” o

@ “New Project” IHEE,

5-5 New Python

MNew Project

ﬂ}:g.: “Python” , $$ “Next” .

Maven Project SDK: | (= Python 3.7.2 (D5

Gradle Additional Libraries and Framewaorks:
& Groovy L1EH Django

Grails (1€ Google App Engine (Python)

Application Forge [ 22, 5QL Support

& Go
“ Go Modules (vgo)
T Dep
% App Engine
Static Web
E Flash

Templates folder: templates
@ Python

. Application name:
K Kotlin PP

= Empty Project

Template language:

Enable Django admin

T2 BHIREFE “Next” , BHELATHEE, B “..7 , EREAXHEEPIEERESD

SDKEg&1ZR, B “Finish”

Cancel Help
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5-6 1%&IFAREfS python AY SDK B&12
Mew Praject @

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
3 T IiRCEE, BREWNT.

5-7 R4

b python
> idea I
> apig_sdk
» licenses

» backend_signature.py
= main.py

m Python.iml
= test_signer.py

= VERSIOMN
¥ Il External Libraries

» U Scratches and Consoles
B4 BFE “Edit Configurations” , 584 “Run/Debug Configurations” HEIE.

5-8 Edit Configurations

— Edit Configurations...

F£I®5 BB “+7 , %R “Flask server” o
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[ 5-9 1%#% Flask server
Run/Debug Configurations
Add New Configuration
[ Cucumber java
vy Docker 2
& Firefox Remote
s Go App Engine
% Go Build
#] Go Remote
o Go Test
ZI®6 “Target type” i#E¥E “Script path” , “Target” EIRTIETHY
[1 » “ ”»
‘backend_signature.py” 3%, B “OK” , B ITEAE.
S
+ - B F | Name:  Flask (backend_signature.py) [1share []Allow parallel run
v {_Flask server o . L
{_Flask (backend_signature.py) onfiguration =
> /JTemplates Target type: O Module name @ Script path O Custom
Target: \python\backend_signature.py =
Application:
Additional options:
FLASK ENV: development
FLASK_DEBUG: O
¥ Environment
Environment variables:
Pythan Interpreter: () Use SDK of module:
(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
e Cancel Apply

e

BRI %
TOIETATRE — MR T FlaskiOBRSEE, (EHAPIRIEN, FFESEH—wrapper,

£E1

JTAPIME ( BDAPIEIE ) HUIERMEZRKE .
(D #img
APIBEEEEIAE, AABIHRIERPSERINEZEE,

wmE—NRE “Hello World!” 920, A& HGET. POST. PUTHIDELETE, H{EH

requires_apigateway_signaturefwrapper.,
app = Flask(__name_))

SASRRAS 01 (2023-02-16) WRIERE © LEARITERARERAF

56



ROMA AP
Fiigra 5 M eimiRSS HITE S

@app.route("/<id>", methods=['GET', 'POST", 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

12 LHrequires_apigateway_signature, YEiFAIZE ZFkeyFlsecretIIEA— N dictH,
def requires_apigateway_signature():
def wrapper(f):

secrets = {
"signature_key1": "signature_secret1",
"signature_key2": "signature_secret2",
}
authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, *kwargs):
[[EZRIEATE

return f(*args, **kwargs)
return wrapped
return wrapper

$E3 wrapped REAZEZRIGHIT . RIRIEWN T : FRAENFRIATLEITAuthorization
3L, 8%lkeyFlsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

5N, AuthorizationsLJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

B4 BiTkeytkElsecret, YRR FEkey, NIRERAIELRM

if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

FIE5 FE—HttpRequestITR, ¥FiEkmethod. url. query. signedHeadersXIMAYIER
SIMAEA, HiEEEEREbodyFHIRE.

FEEEHbodyIRM N FFE(ESIUNSIGNED-PAYLOADHIX-sdk-content-sha256

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =""
else:
rquery[spl[0]] = spl[1]
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SR8

r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD"
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIEEZ 2RI, MX-Sdk-DateskhENHATE, FIETSIRSSEMIERTHEEE1SD
LA, tN8signedHeadershARE & X-Sdk-Date, HIREHAIELMK

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

A Rverify 5iERIGIERE S . FIMMRIGEEEIT .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authroization failed.', 401

Z17ARSS R, WIECRSIERE . TERAEIER)avaScript SDKRRIhtmIEZ TRLER
‘_‘Lg o

EANNERRFRG, BiF “Send request” , EFIERIcurld<, FHEGSITHH
17, BR35E8IR[E1200,

WNR(FEREIRAIKeyFOSecretifin), PREZESIREI40TIAEAED
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53 C#
BFaER

f:3-:57 81

fIFIRE

Apigateway Signature Test

Key
signature_key1

Secret

signature_secret1

Method Scheme
POST = http  #
Query

{mooc s yyy'}

Headers

dsfasdf=1

Debug

curl -X POST "http://localhost:8080/test7xox=yyy"

o

Send request

-H "aaa: bbb" -H "X-Sdk-Date: 20190307T

1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

R

Eiﬁ"ﬁ\_\‘%TW’fﬁcHﬁ\_\L%

ERFRNE R ZHIIKeyFSecret o
EEEHEtIREREE, HYEAPI, BIKE
TESDKAIRFTIRA .

FRENFHZ 2 Visual Studio, WNRFRZE, j

apigateway-signature: SCIPEZE

CoreIniH .

HESTIRENSDK, ARFIHIRE, BESERE

SN RIEHEREEER.

EZVisual StudioB 75 ik T .

WHSDKEARY “csharpsin” 34, FTHTE. TEPERWT3PME:
EROHE=EE, oJATF.Net Framework5.Net
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=T Eo AN |
T ERINERE— 1 ETFASP.Net CorefYpR

gz

backend-signature: [SimfRSZERARH, BRIBELRERELSEHEER. BIX

KEHEEESE R EiRER TP
sdk-request: EZEEZRERTGI.

oo
53,

fERAPIRYfEIR, FRSCI—

|AuthorizationFilter, XJAPIR3E ( BNAPIEIE ) BUIBEKRMIE R

AR

APIHEEEERE, KEFHRINERPAZHFINEREE.

mE— Controller, 1I2tGET. POST. PUTFIDELETEPUMEZO, BHAOA
ApigatewaySignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1"”, "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

$B2 sSCII—/ApigatewaySignatureFilter , ERIFRIZZkeyFlsecret IFA—
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
{"signature_key1", "signature_secret1" },
{"signature_key2", "signature_secret2" },

h
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public void OnAuthorization(AuthorizationFilterContext context) {

[[EERIEHE

}
}
}

#FI®3 OnAuthorizationFREAE BRI, RICAIEW T : FRIENRIA AT

$IR4

Authorizationsk , 15§%key#lsignedHeaders,

private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");

f5lt0, AuthorizationskJy:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NUAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

Bidkey#kZlsecret, MIRARIFEkey, MIRERAELY
if (!secrets.ContainsKey(key))
{
context.Result = new UnauthorizedResult();
return;
}

string secret = secrets[key];

HiE— M HttpRequestXIR, 1ZiEkmethod. url. query. signedHeadersxdRzfdiEK

SLMAEAF . FIrREFZIREbodyFHRE

FEEFEbodyIKE S FFEE[EJIUNSIGNED-PAYLOADHAYX-sdk-content-sha256

\\
%O

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

query[pair.Key] = pair.Value;

sdkRequest.query = query;

WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;

bool needBody = true;
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foreach (var h in signedHeaders)

{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")

dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")

needBody = false;
}

sdkRequest.headers = headers;
if (needBody)
{

request.EnableRewind();
using (MemoryStream ms = new MemoryStream())

{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());

}
request.Body.Position = 0;

}

RIEEZ AT, MX-Sdk-DateskhENHATE, FIErSIRSSEAIERTHEEE15D
AR, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";

if(dateHeader == null)
{

context.Result = new UnauthorizedResult();
return;

}

DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)

context.Result = new UnauthorizedResult();
return;

}
iEverify 5 iERIGIERE R . FIRIEEET .

Signer signer = new Signer();

signer.Key = key;

signer.Secret = secret;

if (!signer.Verify(sdkRequest, groups[3].Value))
{

}

Z17ARSS R, WIECASIERE . TERAEIERR)avaScript SDKPRIhtmIEZ T R4
‘_‘Lg o

ENNERFRFERE, BiE “Send request” , EFIERMAIcurldzS, HERSITHIA
17, BR%3881R[E]1200,

WNR(FEREIRAIKeyFOSecretifin), BREZESIREI40TIAIEAET

context.Result = new UnauthorizedResult();
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url
POST # http  # localhost:8080 /test
Query

o0y

Body

dsfasdf=1

e

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur

-
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