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5. Nonce: BEHFFHFE, BRITEENEZMRISignatureAIEHAARRE . FREEK
EH32~64FT5
(MARIY:

1. ATFEREE MR Signature ZBBEXHEARY, FrLASE =T3RS IRAIRGRIDFENZLNIRSS
IKEIRFRIENRERREAK (/T ExpireTimerRE9BEHHEE, W EHIFEI0534H) o LEATRIN
ARSS IR IE SRR ENTPRSEIRIS

2. ExpireTime A0, FkiEAidil. ATBHLEEKRKE, FENIGEXpireTimeiZ &R0,
JavalRA&RYSignatureE B e EE(LHE

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

public class HmacSHA256 {

[[75EFI= &
private final static char[] DIGEST_ARRAYS = {
|Ol, |1|, |2|, |3|, |4|, |5|, |6|, |7|, |8|’ |9|’ Ial, lbl, ‘C‘, Idl, |e|, |fl

7

/**

*IfJgE: SignatureEpFESE

*HANSH:

2 1.data: HMAC-SHA256 95 N\ 51

*

2.key: App Key
IS BRI RIBAIHMAC-SHA256(E
*/
public static String encode(String data, String key) {
byte[] hashByte;
try {
Mac sha256HMAC = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKey = new SecretKeySpec(key.getBytes("UTF-8"), "HmacSHA256");
sha256HMAC.init(secretKey);

hashByte = sha256HMAC.doFinal(data.getBytes("UTF-8"));

} catch (NoSuchAlgorithmException | UnsupportedEncodingException | InvalidKeyException e) {
return null;

}

return bytesToHex(hashByte);
}
* IhEe: byteZEBIEALEIGRY 7N A HIF TR
*HANSH:
2 1.bytes 44 IRAIF T EM4H
*EHSE: T NHEHER S
*/
private static String bytesToHex(byte[] bytes) {
StringBuffer hexStr = new StringBuffer();
for (inti = 0; i < bytes.length; i++) {
hexStr.append (DIGEST_ARRAYS[bytes[i] >>> 4 & OXOF]);
hexStr.append (DIGEST_ARRAYS[bytes[i] & 0X0F]);

return hexStr.toString();

}

PythonhRZAHISignature £ EERATS
import hmac
from hashlib import sha256
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class HmacSHA256:
def __init__(self, sig_data, sig_key):
self.data = sig_data
self.key = sig_key

def encode(self):
try:
sig_data = self.data.encode('utf-8')
secret_key = self.key.encode('utf-8')
signature = hmac.new(secret_key, sig_data, digestmod=sha256).hexdigest()
except Exception as e:
print (e)
raise e
return signature

C++hRARYSignatureE R ELEE D

#include <openssl/hmac.h>
#include <string.h>
#include <iostream>

using namespace std;

const int HMAC_ENCODE_SUCCESS = 0;
const int HMAC_ENCODE_FAIL = -1;
const int HMAC_SHA256_STR_LEN = 65;

*k

* IRE: FIomAR IR 17 I R
*RANSE:

* 1.input: FindEst

& 2len: FHRFHH

* s

g 3.output: FIHEFX

F 6.output_length: Signature 2 FHRI<E
*IREIE:

& 0: %W

B AFORIEE: HIBENFHEKE

int Byte2HexStr(char * output, unsigned char * input, unsigned int len)

if ((NULL == output) || (NULL == input))
{
return 0O;

}

unsigned int i = 0;
for (i=0;i < len; i++)
{
sprintf_s(output + 2*, HMAC_SHA256_STR_LEN-2*, "%x%x", (input[i] >> 4) & 0xOF, input[i]&0x0F);
}

*(output + 2*) ="\0";

return 2*;

/**

* IHge: SignaturefE &L
*BMASE:

[ 1.key: App Key

* 2.key_length: App KeyfI= /5K E

g 3.input: HMAC-SHA256 895 N E11E

& 4.input_length: HMAC-SHA256RIS N BRI E TR KE
* s

F 5.output: SignatureifiH48/h X

F 6.output_length: Signature 2 FHRI<E

*IREIE:
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*/

int HmacEncode(const char * key, unsigned int key_length,
const char * input, unsigned int input_length,
char output[HMAC_SHA256_STR_LEN], unsigned int &output_length) {

/AT EHMAC_SHA256H9F i
const EVP_MD * engine = EVP_sha256();

unsigned char * byte_output = (unsigned char*)malloc(EVP_MAX_MD_SIZE);
if (NULL == byte_output)
{
output_length = 0;
return HMAC_ENCODE_FAIL;
}
unsigned int byte_output_length = 0;

HMAC_CTX *ctx;
ctx = HMAC_CTX_new();

HMAC_Init(ctx, key, strlen(key), engine);
HMAC_Update(ctx, (unsigned char*)input, strlen(input));
HMAC_Final(ctx, byte_output, &byte_output_length);

HMAC_CTX_free(ctx);

/IHMAC_SHA2569=F 5 itk itank 7 it Hl = R 8
int ret = Byte2HexStr(output, byte_output, byte_output_length);
free(byte_output);

if (0 == ret)
{
output_length = 0;
return HMAC_ENCODE_FAIL;

}
else
{
output_length = ret;
return HMAC_ENCODE_SUCCESS;
}
}
(MARIY:

C++H9Signature&E pEEE Fopenssl 1.1.0LA_ EARASEIL . opensslERBEF AE HCRIFNER
%, B5FopensslEM,

JavaScripthir 2N f9Signature s ELERES

<script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.9-1/crypto-js.js"> </script>
<script>
* 1. EEEEE: LRLSignaturefIEE T TR IGF, SHSSHApp KeyitisE, MTSHELZRE
P
* 20 BTBIRTE RIS EE
Vi
function genSignature(data,appKey){
var sign = CryptoJS.HmacSHA256(data,appKey).toString();
return sign
}

</script>

£§ERK Ul SDK B9SE=75% Fiim App ID 54X
=T EPIRIIGALSDKE, BEEANBELEBEFIApD D,

SRS 05 (2026-03-30) IS © ERRAGIRAT 15


https://www.openssl.org/

RN

FRisE

3 App ID £ 4E

Android SDKEI#Ita{LIEO, 1B55%E ( EFinSDKE&%E ) Hh “Android SDK” A3
“Wa” B,

iOS SDKRY#IIAIEO, 5% ( EPiRSDKE%E ) b “i0S SDK” B9 “#Itait”
BTlo

Windows SDKRI#IIaHEIEO, 155% ( ERIRSDKE% ) fh “Windows SDK” HY
“Walt” =1,

EﬂbiciszDKEG%ﬂﬂé‘{tiﬁﬂ, 2% (ZFIwSDKE%E ) h “Mac SDK” By “#lia
BTl

F=HEFIRERE, NE=HRSiRIAESIgnature. ExpireTimefINoncefs, &
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