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E=HIRSBEER Signature £ pEE
AppREBEN W HERANERT, ERENEZMHEISignaturelIEEINT:
Signature = HexEncode(HMAC-SHA256((App ID + ":" + User ID + ":" + ExpireTime + ":" + Nonce), appKey))

Aipyp%SPa-TEE’\J, FEESIM I AFERBERT, EEREBRISignaturefI&
EAT:
o FARNEBEAR, MEHCOHSNEE:

Signature = HexEncode(HMAC-SHA256((App ID + ":" + CorpID + ":" + User ID + ":" + ExpireTime + ":"
+ Nonce), appKey))

o FABWERR, WEWEFHTEE:
Signature = HexEncode(HMAC-SHA256((App ID + ":" + CorpID + ":" + ExpireTime + ":" + Nonce),
appKey))

(1 %8B
BRI EERAFtER LT User ID, iX/NUser IDAEEEEEGIR,
o (EASPEIER, WSPEEHITEE (oIt WaSESERSWSEE) :
Signature = HexEncode(HMAC-SHA256((App ID + "::" + ExpireTime + ":" + Nonce), appKey))
SR
1. HMAC-SHA256H9m NEUEEApp ID. CorplD (B ) . User ID (B ) .
ExpireTime. Noncef#, #ER “:” 9@, W
d5e 7r*rrkrkkrkiariirt 480 alice@ent01:1604020600:EycLQs**** i o
INuUTEBpQ
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SPiE={ BN User IDEkE Corp IDFAUser IDAERIER T, WRAY “:7 FEEEHE.
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3.  HMAC-SHA2564 R R — BB B AT/ i HI=/FE (HexEncode ) , £
RRVEIEFN =B R E R AYSignaturedl T :
2a8c780c 5a6c44f3c1b3c2455d

4. ExpireTime: siEEAMFSignaturefUIZEARTEIEL . BBAER . LLAIHBIRIRSR
AYRYE)ELR 1604020000, SignatureBYHIIRERL100h, NIExpireTime =
1604020000+10*60 = 1604020600

5. Nonce: [EHFFFE, BRITEENESZMRISignatureATERAE . FRFEK
EH32~64FT5

(MR

1. AT ENEEMRSignature2BBETHEARY, FrLABE =75 RSZIRHIRFRIEDFLEN TSNS
IRAYRRESENREARREAK (/NFExpireTimerpIIBRHES, a1 EAHIFRII0DH ) . AT
ARSS iR IE SRR AENTPRT[EIRIE

2. ExpireTime 0, FRKIEARZH . ATRHLEERKRE, TEIGEXpireTimeig &0,
JavahRAsHISignaturedE B LIRS

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

public class HmacSHA256 {

[T 7E IR
private final static char[] DIGEST_ARRAYS = {
|Ol, |'I|, |2|’ |3|’ |4|’ |5|, |6|, l7|’ |8|’ l9|’ la', lb!, |cl' Idl, |e|’ |f|

%

* INRE: SignaturefEpE%

* NS

* 1.data: HMAC-SHA256H58I N\ $0i=
* 2.key: App Key

p
* BB NS RRIERIHMAC-SHA256(H
i

public static String encode(String data, String key) {
byte[] hashByte;
try {
Mac sha256HMAC = Mac.getInstance("HmacSHA256");
SecretKeySpec secretKey = new SecretKeySpec(key.getBytes("UTF-8"), "HmacSHA256");
sha256HMAC.init(secretKey);

hashByte = sha256HMAC.doFinal(data.getBytes("UTF-8"));
} catch (NoSuchAlgorithmException | UnsupportedEncodingException | InvalidKeyException e) {
return null;

}

return bytesToHex(hashByte);
}

*k

* INBE: byteZRBUALEIARL 17 IHHIF R
*BANSE:
* 1.bytes #RAEIRAIF TS E4H
S HNHESIERS
*/
private static String bytesToHex(byte[] bytes) {
StringBuffer hexStr = new StringBuffer();
for (inti = 0; i < bytes.length; i++) {
hexStrappend(DIGEST_ARRAYS[bytes[i] >>> 4 & 0XOF]);
hexStrappend(DIGEST_ARRAYS[bytes[i] & 0XOF]);

SCRGREA 04 (2024-01-15) IS © ERRAGIRAT 3



RN

B

&g 3 App ID N

return hexStr.toString();
}
}

PythonhRZAfYSignature £ EETEHD

import hmac
from hashlib import sha256

class HmacSHA256:
def __init_ (self, sig_data, sig_key):
self.data = sig_data
self.key = sig_key

def encode(self):
try:
sig_data = self.data.encode('utf-8')
secret_key = self.key.encode('utf-8')
signature = hmac.new(secret_key, sig_data, digestmod=sha256).hexdigest()
except Exception as e:
print (e)
raise e
return signature

C++hRARYSignatureE B ELE TR

#include <openssl/hmac.h>
#include <string.h>
#include <iostream>

using namespace std;

const int HMAC_ENCODE_SUCCESS = 0;
const int HMAC_ENCODE_FAIL = -1;
const int HMAC_SHA256_STR_LEN = 65;

*k

* INRE: FrimeeiRal 7 bR R

*RANSE:

* 1.input: Fiindest

& 2len: FHRFHH

* s

g 3.output: FIHEFX

2 6.output_length: Signature=ZfFHRI<E
*iREIE:

- 0: %K

B AFORIEE: HIRENFHEKE

int Byte2HexStr(char * output, unsigned char * input, unsigned int len)

if ((NULL == output) || (NULL == input))
{

return 0O;

}

unsigned int i = 0;
for (i=0;i < len; i++)
{
sprintf_s(output + 2*, HMAC_SHA256_STR_LEN-2*, "%x%x", (input[i] >> 4) & OxOF, input[i]&0x0F);

}
*(output + 2*) ="\0';

return 2*;

/**
* IBE: SignatureE k&%

Sk 04 (2024-01-15) WRIERE © HERRARBIRAT
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g
>

SH:
1.key: App Key
2.key_length: App KeyfI= TR < E
3.input: HMAC-SHA256 8951 N E1E
4.input_length: HMAC-SHA256 UM \ BB = F B KE
mtsH:
5.output: SignaturefgiH4EHIX
6.output_length: Signature={FRI<E
REWE:
0: BN
-1: W

E T O TR I

*/
int HmacEncode(const char * key, unsigned int key_length,
const char * input, unsigned int input_length,
char output[HMAC_SHA256_STR_LEN], unsigned int &output_length) {

/AT EHMAC_SHA256H9F i
const EVP_MD * engine = EVP_sha256();

unsigned char * byte_output = (unsigned char*)malloc(EVP_MAX_MD_SIZE);
if (NULL == byte_output)
{
output_length = 0;
return HMAC_ENCODE_FAIL;
}
unsigned int byte_output_length = 0;

HMAC_CTX *ctx;
ctx = HMAC_CTX_new();

HMAC_Init(ctx, key, strlen(key), engine);
HMAC_Update(ctx, (unsigned char*)input, strlen(input));
HMAC_Final(ctx, byte_output, &byte_output_length);

HMAC_CTX_free(ctx);

/IHMAC_SHA2569=F 5 kit nk 7 it Hl = 8
int ret = Byte2HexStr(output, byte_output, byte_output_length);
free(byte_output);

if (0 == ret)
{

output_length = 0;

return HMAC_ENCODE_FAIL;
}

else

{

output_length = ret;

return HMAC_ENCODE_SUCCESS;
}

MR

C++f9Signature R EiEE Fopenssl 1.1.0LL ERRASLHL . opensslEEEF A EHCRIFNZE
%, 55 %openssIEM.

JavaScripthiR2<B9Signature s LIRS

<script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-js/3.1.9-1/crypto-js.js"> </script>
<script>

hk

* 1. EEHEIE: ESignaturefIEE T BRI UIIH, BRSSEHAPp KeyitiFE, Mi-SEar IR

* 2, BRI TEE
4
function genSignature(data,appKey){
var sign = CryptoJS.HmacSHA256(data,appKey).toString();

SCRGREA 04 (2024-01-15) IS © ERRAGIRAT 15


https://www.openssl.org/

RN

FRiER 3 App ID S4B

return sign

}

</script>
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“WMAR” BT,
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