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Kafka LS RIES
o SEpEEHGHSHD

SLHIEIREE, MKafkaLBlEHSRIERNMSRITE IR, KafkasLhlnEasElE
By, E2OE3NEEN, ERFIRECER, ESEEERRe L,

NRFBEAMIAE, EaJLUEREANMSERE AR AMIEZE IS EKafkasE
i,

2-1 &5F Kafka S8l Broker iEEtht 5im0

EEER

1]

ek 192.168.65.134:9092,192.168.12... O

i P — s

e TopicEFR
MKafkaSEFliz$l &R TopicE IR Em P 5AE TopicZ R
e SASLIER

WNRLFIFBZESIEN, NEBREEELFHNBEREE5ZED. KafkaZEthyFn
SASLINIE#NH . KafkaZ 2t E S “SASL_SSL” B, AFEEFRENSSLIES .

- EERLAIRAPEEKafkaflizFan ‘ARERE” REHEE, RS
Y, RIEERNEIRE

2-2 EF SASL FBF#&

BIERA
BR&a = fllEREdE = B

test 2022/06/20 16:17:48 GMT+08:00 EETHE
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SASLIMIEHLHITEKafkaSEAlEH S RIEANMS R IE HIREL

ANERSCRAM-SHA-512F0PLAINERFHE Y , {RIBCIRE S EE P EE—ED
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EEER
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Java

3.1 Java EFRIENTH

KX NBMavenF5 5| NKafkaZ i, F5epiKafkasSLfhEZEIUNBEELEFSEERN
BETE, IR EEEIDEREEDemoEREN, BEEJavaFRIMEBE,

TXFrEKafkalECEER, WNSLElhEsEtit. TopicBiR. FAFPEESE, BEEIWE
EIE(SRIREN

Maven 5|\ Kafka EFif

//KafkaSLBIEF 1 XARA1.1.0/2.3.0/2.7/3.x, HEEZFHFE—,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>1.1.0/2.3.0/2.7.2/3.4.0</version>
</dependency>

;ﬁﬁ Kafka EEE{EI%\

ATHE, FYDEFSEERINEREX N AR ERPSNSASUANIEERSE, MR
KafkaSEBliRBFFRESLEN, ERIIRAINEERE, FEREXNE; WRKafkast
PIFRTESGEN, WARERIIELINER, BRERXSH.

4 EEERENXY (XA EEARBHAIdms.sdk.producer.properties3 {4 )
LATARIRERS AR FKafkaSThSEIIER., LAIEH . EFIEEMSY, AIE
EiR/m.

#TopicEMRERMAREFSIEELE.

HHUHBAHBHH RS RHBAH BB HH

#KafkasLfilfSbroker(S 8., ip:port BLAIRNIERMENIFNGC, 2% “WEEREE" ETIRE. 24):
bootstrap.servers=100.xxx.xxx.87:909x,100.xxx.xxx.69:909x,100.xxx.xxx.155:909x
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3

#EIENSHE

acks=all

#HERIFIILTT

key.serializer=org.apache.kafka.common.serialization.StringSerializer

#ERIFIILTR

value.serializer=org.apache.kafka.common.serialization.StringSerializer

#producera] LAFBSREEGFEUIEHIAEAR/N
buffermemory=33554432

#EIIREL

retries=0
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HHHRHHHRHHRHHRH AR HHRHH
HANRAGERSASLIAIE, ATSEETRE.
HHHRHHHRHHRHHRH AR HHRHH
#HFBESASUNIENLE] . WSHNZEG.
#sasl.mechanismJ3SASLINIEH I, usernamefpasswordISASL_SSLROFERZNZME, &% “ sk
=87 BNk, ATHERAFPSMEDBNZSYE, BNBERSIIEEHTINEZELE, FHRNRE.
#SASLIAEHIFID “PLAIN” BY, BCEERINT.
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLIAMIEHLENS “SCRAM-SHA-512” Y, ECEERUT.
sasl.mechanism=SCRAM-SHA-512
sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule required \
username="username" \
password="password";

#ZBKafkaZ£tMY . security.protocol IZEHMY .

#ZREWMI “SASL_SSL” B, BEERWT-

security.protocol=SASL_SSL

#ssl truststore.location ASSLIEBAIFHEERE, WNTLABLAWINdowsRAIRFETUEG, EEERINBIR
ELIRE TR ESUERER .

ssl.truststore.location=E:\\temp\\client.jks

#ssl truststore.password B RSSEIER D, BLEFELEN T ibElavad ks34,
ssl.truststore.password=dms@kafka

#ssl.endpoint.identification.algorithm/gIE IR ERIGFF X, AEUERRKT, XEFEHRSETANRE,
WINRE R,

ssl.endpoint.identification.algorithm=

#ZREW “SASL_PLAINTEXT” B, ECEESINT.

security.protocol=SASL_PLAINTEXT

HEEERENH (WALEZEEMIEHAYdms.sdk.consumer.properties3 {4 )

LARHBAERD AR EKafkaE B RIER, BREN . EFiREMSE, AILIR
EiR 0.
#TopicEIRERARRESHEABLF.
HHHRHHHRHHRH AR AR HHRHH
#Kafkas£filgIbroker(ES,, ip:port/ISEBIRVIER IR, &% “‘WEERER" EIRE, %4):
bootstrap.servers=100.xxx.xxx.87:909x,100.xxx.xxx.69:909x,100.xxx.xxx.155:909x
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#FAsRME—tRiRconsumerR2FRTEERIF AR, NRIRERIFAIgroup id, FRiXEprocessesEl2RETE
—“Nconsumer group
group.id=1
#ERFILTSEC
key.deserializer=org.apache.kafka.common.serialization.StringDeserializer
HERIFSETSEC
value.deserializer=org.apache.kafka.common.serialization.StringDeserializer
HRBENS
auto.offset.reset=earliest
HHHRHH AR HHRH AR AR HHRHH
#UNRAERISASLIAIE, ATSHISEEE.
HHHRHH AR HHRHHRH AR HHRHH
#IRESASUAIENS . WSFI%ERT .
#sasl.mechanismgSASLIAIEN#I, usernamefpasswordISASL_SSLAOFEFZFIZ5RS, &% “WEIEE
EE” BRI ATHRFAPSMNELNEZESNE, BNNERSNEESTNELE, FRIEE,
#SASLINIENLEIYS “PLAINY B, BCE{SEUIT.
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLIANIENEI “SCRAM-SHA-512” Y, EEEEEIT.
sasl.mechanism=SCRAM-SHA-512
sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule required \
username="username" \
password="password";

#iZEKafkaZ LY . security.protocol AL LMY o

#&2 “SASL_SSL” B, BRBEERWT.

security.protocol=SASL_SSL

#ssl truststore.location JISSLUE-BRIFHEERRE, MNTRBLAWIndows RAIRIEAENEM, BEERINER
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EXLIRE TR SRR ER.

ssl.truststore.location=E:\\temp\\client.jks

#ssl truststore.password ARSZEIEBERD, BEUELREN T ihElavamidjks3 .
ssl.truststore.password=dms@kafka

#ssl.endpoint.identification.algorithm/SiEBIHERIGF XK, AENFRRKT, XBEFEFRFKARE,
WINRE R,

ssl.endpoint.identification.algorithm=

#ZREW “SASL_PLAINTEXT” B, ECEESINT.

security.protocol=SASL_PLAINTEXT

EFHER
o MRAH

package com.dms.producer;

import org.apache.kafka.clients.producer.Callback;
import org.apache kafka.clients.producer.RecordMetadata;
import org.junit.Test;

public class DmsProducerTest {
@Test
public void testProducer() throws Exception {
DmsProducer<String, String> producer = new DmsProducer<String, String>();
int partition = 0;
try {
for (inti=0;i<10;i++) {
String key = null;
String data = "The msg is " + i;
[ ERESECIERtopicEIR. HIt, EFEEHAPIESZA, Bf&NKafkaBMaE T3XHY
EFEEEAE.
producer.produce("topic-0", partition, key, data, new Callback() {
public void onCompletion(RecordMetadata metadata,
Exception exception) {
if (exception != null) {
exception.printStackTrace();
return;
}
System.out.println("produce msg completed");
}
D;

System.out.println("produce msg:" + data);

} catch (Exception e) {
// TODO: SFEALIE
e.printStackTrace();

} finally {
producer.close();

}

}
}

o HFHERE

package com.dms.producer;

import java.io.BufferedinputStream;
import java.io.FileInputStream;
import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util ArrayList;

import java.util. Enumeration;
import java.util.List;

import java.util.Properties;

import org.apache kafka.clients.producer.Callback;
import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache.kafka.clients.producer.ProducerRecord;

SASRRAS 01 (2024-07-08) WRINFTE © AR ERABIRAE 6
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public class DmsProducer<K, V> {
[BINEFHENERERESE, BARATESE X
public static final String CONFIG_PRODUCER_FILE_NAME = "dms.sdk.producer.properties";

private Producer<K, V> producer;

DmsProducer(String path)
{

Properties props = new Properties();

try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));

props.load(in);
}catch (IOException e)

{
e.printStackTrace();

return;

}

producer = new KafkaProducer<K,V>(props);

DmsProducer()

{

Properties props = new Properties();

try {
props = loadFromClasspath(CONFIG_PRODUCER_FILE_NAME);

}catch (IOException e)

{
e.printStackTrace();
return;
}
producer = new KafkaProducer<K,V>(props);
}
/**
*HFEER

* @param topic topicIR
* @param partition  partition
* @param key HEkey
* @param data HEHE
public void produce(String topic, Integer partition, K key, V data)
{
produce(topic, partition, key, data, null, (Callback)null);

}

*k

*EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp

*/
public void produce(String topic, Integer partition, K key, V data, Long timestamp)
{
produce(topic, partition, key, data, timestamp, (Callback)null);
}
/** .
* EFEER

* @param topic topickI&R
* @param partition  partition
* @param key HEkey

* @param data HEHIE
* @param callback callback

*

public void produce(String topic, Integer partition, K key, V data, Callback callback)
{

SASRRAS 01 (2024-07-08) WRINFTE © AR ERABIRAE
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produce(topic, partition, key, data, null, callback);

}

public void produce(String topic, V data)
{
produce(topic, null, null, data, null, (Callback)null);

}

/**
*EFEHE

* @param topic topicIR
* @param partition  partition
* @param key HEkey
* @param data HEHIE
* @param timestamp  timestamp
* @param callback callback
*/
public void produce(String topic, Integer partition, K key, V data, Long timestamp, Callback
callback)
{
ProducerRecord<K, V> kafkaRecord =
timestamp == null ? new ProducerRecord<K, V>(topic, partition, key, data)
: new ProducerRecord<K, V>(topic, partition, timestamp, key, data);
produce(kafkaRecord, callback);
}

public void produce(ProducerRecord<K, V> kafkaRecord)

{
produce(kafkaRecord, (Callback)null);

}

public void produce(ProducerRecord<K, V> kafkaRecord, Callback callback)
{

}

producer.send (kafkaRecord, callback);

public void close()

{
}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

* @return classloader

*/

public static ClassLoader getCurrentClassLoader()

{

producer.close();

ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{
classLoader = DmsProducer.class.getClassLoader();
}
return classLoader;
}
/**

* Mclasspath INAECEEE

* @param configFileName EZ& S H-ZFR

* @return BEEER

* @throws |IOException

*/

public static Properties loadFromClasspath(String configFileName) throws IOException

{

ClassLoader classLoader = getCurrentClassLoader();

SASRRAS 01 (2024-07-08) WRINFTE © AR ERABIRAE 8
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Properties config = new Properties();
List<URL> properties = new ArrayList<URL>();
Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);
while (propertyResources.hasMoreElements())
{
properties.add(propertyResources.nextElement());
for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
}
finally
if (is != null)
{
is.close();
is = null;
}
}
}
return config;
}
}
HEHZ
MRS
package com.dms.consumer;
import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache kafka.clients.consumer.ConsumerRecords;
import org.junit.Test;
import java.util. Arrays;
public class DmsConsumerTest {
@Test
public void testConsumer() throws Exception {
DmsConsumer consumer = new DmsConsumer();
consumer.consume(Arrays.asList("topic-0"));
try {
for (inti=0;i<10; i++){
ConsumerRecords<Object, Object> records = consumer.poll(1000);
System.out.println("the numbers of topic:" + records.count());
for (ConsumerRecord<Object, Object> record : records)
{
System.out.println(record.toString());
}
}
}catch (Exception e)
// TODO: &FE4ME
e.printStackTrace();
Hinally {
consumer.close();
}
}
}
HEBEMAS
package com.dms.consumer;
MA5hRAS 01 (2024-07-08) R © LARITBIRABREAT 9
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import org.apache.kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import java.io.BufferedinputStream;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.*;

public class DmsConsumer {

public static final String CONFIG_CONSUMER_FILE_NAME = "dms.sdk.consumer.properties";
private KafkaConsumer<Object, Object> consumer;

DmsConsumer(String path)
{
Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)

{
e.printStackTrace();
return;
}
consumer = new KafkaConsumer<Object, Object>(props);
}
DmsConsumer()
{
Properties props = new Properties();
try {

props = loadFromClasspath(CONFIG_CONSUMER_FILE_NAME);
}catch (IOException e)

{
e.printStackTrace();
return;

}

consumer = new KafkaConsumer<Object, Object>(props);

public void consume(List topics)

{

consumer.subscribe(topics);

}

public ConsumerRecords<Object, Object> poll(long timeout)
{
return consumer.poll(timeout);

}

public void close()
{
consumer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{

classLoader = DmsConsumer.class.getClassLoader();

STREFRA 01 (2024-07-08) IR © ERRBRABRAT 10
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}

return classLoader;

}

*k

* Mclasspath INAECEEE

* @param configFileName E2& S H-ZFR
* @return BEEER
* @throws |OException
*/
public static Properties loadFromClasspath(String configFileName) throws IOException
{
ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}

for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
}
finally

if (is != null)
{
is.close();
is = null;
}
}
}

return config;
}
}

3.2 Java FF R IEEE

BETRSEEEEEINE, RKEESERMTLOERBXESR, UREEFEH
IRHIMNEEIMG . RETIUEFSREHBAIDemoIfl, réAKafkaZ FimRITAEEHED

EO
FERNE
e Maven
Apache Maven 3.0.3% LA ERAS, AIZEMavenEHL FEIRHE Mo
e JDK

Java Development Kit 1.8.111 %A EhRAS, AIZ=OracleBE5 FERE &
REGEEREIAVARNINET S,

e Intelli) IDEA
SREXFF =% ntelli) IDEA, AJZIntelli) IDEAE 5 RI%L T2 .
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
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BMEER
1 T#HDemof,
THERE, BUTXE:

2% 3-1 Kafka Demo {458

X143 7Y eBH
DmsConsumerjava | .\src\main\java\com HEHERAPI,
\dms\consumer

DmsProducer.java A\src\main\java\com
\dms\producer

EFEHSRIAPIL,

dms.sdk.consumer. | .\src\main\resources

HEHEREERER

properties

dms.sdk.producer.p | .\src\main\resources FrEEHENEEER
roperties

client.jks \src\main\resources SSUIE$, BFSASLETEE.

DmsConsumerTest.j | .\src\test\java\com\dms
ava \consumer

HERH R AR .

DmsProducerTest.ja | .\src\test\java\com\dms
va \producer

HEFEHRAINSHACRT

pom.xml A

mavenBtE X4, B&KafkaZF
im5 | o

S $TFFIntelli) IDEA, S ADemo,

Demo2— ™MaventadiEZmlavaTiE, FUEEEEIDKIAE, LAKRIDEARIMavenis

o
3-1 & “SATR”

4+ Create New Project

¥ Import Project
&= Cpen

I+ Check out from Version Control »
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https://dms-demos.obs.cn-north-1.myhuaweicloud.com/kafka-sdk-java-demo.zip

SHNEERSS Kafka ki
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3 Java

& > ‘ ”
3-2 i%&F “Maven
Import Project
() Create project from existing sources
(®) Import project from external model

—_— .

= Eclipse

& Flash Builder
& Gradle

Maven

3-3 #&4F Java /g
Import Project
Please select project SDK.
This SDK will be used by default by all project modules.
+ -
18

-

# Python 3.7 JDK home path: | CJAVAYdk1.8.0_101

MName: |18

J Classpath | Sourcepath |Annotatior15 | Documentation Paths

: CAAVALdkL.B.0_101\jre\lib\charsets.jar
| CAJAVAYdKLE.0_101\jre\lib\deploy.jar
| CAJAVAYdKL.8.0_101\jre\ib\ext\access-bridge-64.jar

BikIna BOAs B Ei%E . REEEFinish, TDemoS AN,
ENEDemo L2 TF:

SAHRRAS 01 (2024-07-08) WRIERE © EARITERAREIRAF
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&g 3 Java

= Kafka-sdk-java

; Project = B = 0 —
5 Kafka-sdk-java [1] E\demo\Kafka-sdk-java
i b Src
| | .
v main
v java
v com.dms
v consumer
€ DmsConsumer
v producer
£ DmsProducer
v resources
»clienttruststare.jks
jdms.sdl.consumer.properties
Jjdms.sdkproducer.properties
b test
v java
v com.dms
v consumer
£ DmsConsumerTest
v producer
£' DmsProducerTest
> target
M pom.xml
¥ |l External Libraries
o Scratches and Consales

$£123 FLEMaveniZiZ,

$JFF “File > Settings” , #Z “Maven home directory” {SEIR, ERIEMAIMaven
812, LA&MavenprERIsettings.xm(3Z{4

Settings =
Q- maven Build, Execution, Deployment » Build Tools » Maven For current project
> Appearance & Behavior [ werk offline
keymap [ Use plugin registry
> Editor [] Execute goals recursively
Plugins [ Print gxception stack traces
 Build, Execution, Deployment [ Always update snapshats
~ Build Tools Qutput level: Info ~
Checksum policy: No Global Policy
IEreg Multiproject build fail policy: | Default -

I d Fil q .
gnored Hies Plugin update policy: Default | ignored by Maven 3+
Runner

. Threads (T aption)
R Tess

Repositories Maven home directory: D:/tools/apache-maven-3.04 | ][
Remote Jar Repositories (Vo S04
User settings file: Ditools\apache-maven-3.04\confisettings.xml [ Override
Local repository: Ditools\apache-maven-3.04\REPO_DMS [ Override

$IBA (EMKafkaFLBEE.,

STRGHRA 01 (2024-07-08) RS © ERRTBRABIRAD 1
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FRisE

3 Java

LIEF-ER A, BIMERBESEEFHREENH

$I85 FEIDEATEMATA, HJHTerminal&dd, HiTmvn testap<${Aitdemo,

3-4 IDEA B4 Terminal O E

E [INFD] Final Memory: 1ZM/245M
% [INFO] ———————————— -
NIl E:\demo\Kafka-sdk-java>
* ‘f;
= 6: TODO Terminal
IC]

FFERRBRIUTRZER:

TESTS

Running com.dms.producer.DmsProducerTest
produce msg:The msg is O

produce msg:The msg is 1

produce msg:The msg is 2

produce msg:The msg is 3

produce msg:The msg is 4

produce msg:The msg is 5

produce msg:The msg is 6

produce msg:The msg is 7

produce msg:The msg is 8

produce msg:The msg is 9

Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 138.877 sec

HEHERBAIUTERER:

TESTS

Running com.dms.consumer.DmsConsumerTest
the numbers of topic:0
the numbers of topic:0

the numbers of topic:6
ConsumerRecord(topic = topic-0, partition = 2, offset = 0, CreateTime = 1557059377179, serialized key size

= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value
=The msgq is 2)

ConsumerRecord(topic = topic-0, partition = 2, offset = 1, CreateTime = 1557059377195, serialized key size
= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value

=The msg is 5)
-t
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P HIVEEIRSS Kafka b

FRigE

4 Python

Python

HERE

EF=HE

A3ZLALinux CentOSIAEE AR, NM4APythonkxARIKafkaZ FimEIEIES, EiEKafka
BERiRLEE, LIREF. BEER.

ERRIESEWEEEE R EKafkaFTiBINEEER

Python
—REFTREE T Python, Eam<1TiiApython, SEIUITEIE, iAEPythonE
Zi,

[root@ecs-test python-kafka]# python3

Python 3.7.1 (default, Jul 5 2020, 14:37:24)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

WNERFKRZEEPython, BFERAUTGRSTE:
yum install python
PythonfRAYKafkaZ P

PUTLAT S, REFERARkafka-python:
pip install kafka-python==2.0.1

(MR

UTFIMER S EEREHLOEEEE, BREIFE RS,
SASLINIES =

from kafka import KafkaProducer
import ssl
#HEREER
conf ={
'bootstrap_servers": ["ip1: port1 "ip2:port2","ip3:port3"],
'topic_name": 'topic_name’,
'sasl_username': 'username’,
'sasl_password': 'password'

}

context = ssl.create_default_context()
context = ssl.SSLContext(ss.PROTOCOL_SSLv23)
context.verify_mode = ssl.CERT_REQUIRED

M HkRAS 01 (2024-07-08) WA © EARTERABIRAE 16
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FRisE

4 Python

HEHE

#HEPE, SSLEPSE “WEERER” ETIREL
context.load_verify_locations("phy_ca.crt")

print('start producer")

producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol="SASL_SSL',
sasl_plain_username=conf['sasl_username'],
sasl_plain_password=conf['sasl_password'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

ROMCIEFRNSERBIT , S WEEEESIRINSHE.
- bootstrap_servers: SCEfEZE ISR,
- topic_name: Topic&FR.

- sasl_plain_username/sasl_plain_password: FFESASL_SSLATSIARIAFSZ
5%, si&CIZESASL_SSLAEFIZERIAFRZMZERL ., AT HRERAFPZH
ERETEM, BNIERANERHITIIEWNIE, (FRREE .

- context.load_verify_locations: HEH3{4 . {FRPythomEZEZLAIRY, F
EBRECRTIECHBES -

- sasl_mechanism: SASLIAIEN# ., fEKafkasEflizHlSEANSER@mAIX
HY, SNERSCRAM-SHA-512F0PLAINEHRET , {RIELIrEREREHEE—
R EER: . RABICIEAIKafkaLAITEFBIRNRERESR “FFEHISASLIA
WENE” , BRIA(EREPLAINLE]

- security_protocol: Kafkaf9Z&#¥ . fEKafkaEFliEHISHNERSERE
HR3REY . RABIBIEAIKafkaSLBIEIFIEBRURAER “BRANREIMY” ,
BRINEFESASL_SSLIfMY o

JESASLIAIES T,

from kafka import KafkaProducer

conf = {
'bootstrap_servers": ["ip1:port1"”,"ip2:port2","ip3:port3"],
'topic_name": 'topic-name’,

}

print('start producer')
producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

AHIRBHRNSEIRBANT, EEEWEEREEIRNSHE.
- bootstrap_servers: SEfiEZE ISR
- topic_name: TopicEFR,

SASLIAIETS T

from kafka import KafkaConsumer

import ssl

HHEEER

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',

M HkRAS 01 (2024-07-08) WA © EARTERABIRAE 17
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'sasl_username': 'username’,
'sasl_password': 'password'’,
'‘consumer_id": 'consumer_id'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HEPE, SSLEPSE “WEERER” ETIREL
context.load_verify_locations("phy_ca.crt")

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol="SASL_SSL',
sasl_plain_username=conf['sasl_username'],
sasl_plain_password=conf['sasl_password'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

RRBHRINSERBNT , EESEWEERERIRNSHE.
- bootstrap_servers: Sz Sig0

- topic_name: TopicEFR.

- sasl_plain_username/sasl_plain_password: FFSSASL_SSLATINBIERFZ
5%18, SE&CIZESASL_SSLAEFINEERNARZMEL . AT HEMBFSE
ERNZe, BENIARSMEBRHTINZLIE, SRNRE.

- consumer_id: JHZERHEBTR. RIEWSFER, BENHEARIR, MRIRER
HEATRFE, KafkamB@helE,

- context.load_verify_locations: IEHM{4. EFAPythomESIEZLAIRT, F
EHCRTERABES

- sasl_mechanism: SASLINIENH . 7EKafkaSL@fEHISRIEARSEREAIA
EY ., ZN5RSCRAM-SHA-512FPLAINE R T , {RIELIrERIEEREH(EE—
MECEIER: . RABIRIERAIKafkasLAITEIFBIRINERETR “FFBAISASLIA
IENLE” , ERIAERPLAINALED

- security_protocol: KafkafYZ&#M¥ . fEKafkaLhlizHGRIEARNSERH
HPIREY . RABIBIERIKafkaSLEIEIFBTUIIRAKRET “ BRNZEMY ,
BRIAMFEFISASL_SSLIMY

e JESASLINIERT(
IR, IMMEAEHEEERILABEER.

from kafka import KafkaConsumer

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic-name’,
'‘consumer_id": 'consumer-id'

}

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'])

for message in consumer:

M HkRAS 01 (2024-07-08) WA © EARTERABIRAE 18



2 HEEMRSS Kafka ik
FRiER 4 Python

print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

THORBHRNSEIRBNT, EEERSEEEEEIRNSHE.
- bootstrap_servers: SCfEZE ISR,

- topic_name: Topic&FR.

- consumer_id: JHZEHEBTR. RIEWSER, BENHEARIR, MRIRER
HEATRFE, KafkamBshelE,
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Go

A3 LALinux CentOSIMEIIH, 148Go 1.16.5hR AR IKafkaZ FimiERis S, 81
demofCREERVZREY, LAREF=. iHEHR .

EFIRIES RS RIS KafkaFF B AGERHE ..
HEERE

o HITLUT®HS, RERBERKGO,
go version

REUNTEREE, RAGoBE%R %,

[root@ecs-test confluent-kafka-go]# go version
go version go1.16.5 linux/amd64

MRAZIEGo, SEUMTFLERER

#TEHGoRES,
waget https://go.dev/dl/go1.16.5.linux-amd64.tar.gz

H#REZEAZ “Jusr/local” BR, “/usr/local” BFRAILURIBLIRE RIEX

sudo tar -C /usr/local -xzf go1.16.5.linux-amd64.tar.gz

HEENETS,
echo 'export PATH=$PATH:/usr/local/go/bin' >> ~/.profile
source ~/.profile

o HUTLATES, RENdemoBERINIEE.

go get github.com/confluentinc/confluent-kafka-go/kafka

(AN
IUTIHERAREEZ R NLABEER, BRIBELRERER,
o SASLINIEST

package main

import (
"bufio"
“fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|Ilog|l
og"
"os/signal"
"syscall"

SRR 01 (2024-07-08) WRINERE © ARITERARBIRAE 20
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F i 5 Go
var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"
user = "username"

password = "password"
caFile ="phy ca.crt" //SSLEPSE “WEEEER" EHHFN
)

func main() {
log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,

"ssl.ca.location": caFile,
"ssl.endpoint.identification.algorithm": "none"

}
producer, err := kafka.NewProducer(config)
if err !=nil {
log.Panicf("producer error, err: %v", err)
return
}
go func() {

for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),
}, nil)
if err !=nil {
log.Panicf("send message fail, err: %v", err)
return
}
}

{0

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getlnput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
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}

THREBPRSERBINT, FEEREERERIRNSHE.

return data

brokers: SCFliEZMBHESIHO .
topics: Topic&Ro

user/password: FFFSASL_SSLETMINRIFEFRE 5%, s&EIFESASL SSL
FRFIHSERNAREIER. AT7THERBFSMNEENZSM, IR

ZNZHITINZLE, (FERES,
caFile: IEHE,

security.protocol: KafkafIZ&#MY . EKafkaEFHzEHISHIEREEREH
KA. RABIEIEZAIKafkaSLAIFEIEBIRUNRAER “BRANZEmY” , &K

INMEESASL_SSLIMY o

sasl.mechanism: SASLIAIENE . fEKafkaSLflizn4lEEASERmATE
BY ., 21E8RSCRAM-SHA-512F1PLAINESFE Y , {BIELirE RiEREI (TS —

MECEIERE . RAREIEZNKafkaLAITEEBERNERER

IEAE” , BRAERIPLAINALED

o JESASLINIEATL

package main

import (

)

"bufio"

"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l

"os"

"os/signal"

"syscall"

var (

)

brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"

func main() {

log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,

}

producer, err := kafka.NewProducer(config)

if err !=nil {
log.Panicf("producer error, err: %v", err)
return

}

go func() {
for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {

FFEHISASLIA

SASRRAS 01 (2024-07-08) WRIERE © LEARITERARERAF
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for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}
}
{0

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getlnput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

}

REMCIEPHNSERBINT , 58 WEERESRSHIE.
- brokers: SEfliZEEbIESIRO

- topics: TopicEiR.

HEIHR
mafl:

IUTIHEASEEZ R ALABEER, BRIBERERER,
o SASLINIEST

package main

import (
“fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|Ilog|l
"og"
"os/signal"
"syscall"

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
group = "group-id"
topics = "topic_name"
user = "username"
password = "password"
caFile ="phy_ca.crt" //SSLIFHES%E “WEEREEE" ST5KEL
)

func main() {
log.Println("Starting a new kafka consumer™")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",
"security.protocol": "SASL_SSL",
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}

5Go
"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,

"ssl.ca.location": caFile,
"ssl.endpoint.identification.algorithm": "none"

}

consumer, err := kafka.NewConsumer(config)

if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return

}

err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return

}

go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
if err = consumer.Close(); err != nil {

log.Panicf("Error closing consumer: %v", err)

}

THREBPISERBINT, FEEREERERIRNSHE.

brokers: SLfliEZEMBIISiRO

group: JHEZERHEZBIR, RIBISFHR, BEXBEAZR, NRKEAIEZEA
K1Z1E, KafkasBEEhEEE,

topics: TopicZ#R.

user/password: FFFSASL_SSLATIANRIBEFRE 5%, aE&E I SASL SSL
BRI ENBRPZFIER ., ATHRERPIINZBNZE, BIGITAR
BINZEHTINZLE, (FRES,

caFile: IEH3E.

security.protocol: Kafkaf9Z&WMY . fEKafkaLFiEHIEHNEREEREF
IREN, RABICIEAIKafkaSLAIEIFIBRUMERET “BRNZEINY” , 2K
INMEFISASL_SSLIMY o

sasl.mechanism: SASLIAIEALE . EKafkasSLHEHIEHEREERE A
BY. WISRSCRAM-SHA-512FIPLAINEIFHETY , RIBLIFERIEREPTE—
MECEEE . RAFICIENIKafkaSLAITEFBRNRERETR “FBHISASLA
IENLEI” , ERIAERIPLAINANLSE

o JIESASLINIEAT

package main

import (

“fmt"
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)

"github.com/confluentinc/confluent-kafka-go/kafka"
|llogll

"os"

"os/signal"

"syscall"

var (

)

brokers = "ip1:port1,ip2:port2,ip3:port3"
group "group-id"
topics = "topic_name"

func main() {

}

log.Println("Starting a new kafka consumer™")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",

}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
if err = consumer.Close(); err != nil {

log.Panicf("Error closing consumer: %v", err)

}

THRIBPISERBINT, FEEREERERIRNSHE.

brokers: SCfhEEN SO,

group: HEZEERTR. RIFWSEFR, BEXHEEZARN, MWRREHESE

AFHE, KafkaBmIelE,
topics: TopicZ#Ro
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FAigr 6 Kafka FHEZ P imIkEY

Kafka FHREZE FimikEL

KafkaSEfIe £ FRETFRE i, WREEREMES, talliMKafkaERIRENEF
i, RIRKafkaEMIZMHATERRRAE, SKafkaSEFIRdiz,
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https://cwiki.apache.org/confluence/display/KAFKA/Clients
https://cwiki.apache.org/confluence/display/KAFKA/Clients

2 HEEMRSS Kafka ik

FkisE

7 spring-kafka A9{EA

spring-kafka B9{&F3

AN BEN{aERspring-kafkaiEiE L A =KafkaSLHH T EERE~FIiEEE . HHXA
,d:__[L)\}\Akafka -springboot-demo3%EY

TXFEKafkalECESE, WLzttt TopicEiR. AFERESE, BEEWE
EIR(EEIRE

£ pom.xml 3245 | \ spring-kafka {{kf

<dependency>
<groupld>org.springframework.kafka</groupld>
<artifactld>spring-kafka</artifactld>
</dependency>

= appllcatlon properties M{4HFIEEE &

Kafka
## KafkasEflaJbroker{SE., ip:port/sEFIRTIEL R IK O
sprlng kafka.bootstrap-servers=ip1:port1,ip2:port2,ip3:port3
# EreERE
spring.kafka.producer.retries=0
spring.kafka.producer.batch-size=16384
spring.kafka.producer.buffer-memory=33554432
spring.kafka.producer.key-serializer=org.apache.kafka.common.serialization.StringSerializer
spring.kafka.producer.value-serializer=org.apache.kafka.common.serialization.StringSerializer
# HBELE
spring.kafka.consumer.group-id=test-consumer-group
spring.kafka.consumer.auto-offset-reset=earliest
spring.kafka.consumer.enable-auto-commit=true
spring.kafka.consumer.auto-commit-interval=100
spring.kafka.consumer.key-deserializer=org.apache.kafka.common.serialization.StringDeserializer
spring.kafka.consumer.value-deserializer=org.apache.kafka.common.serialization.StringDeserializer
#======== SASLERE (FFFISSASLETL FECEMIRR) =======
## IRBSASUNIEYLE] . WSFNZERT .
## spring.kafka.properties.sasl.mechanismASASLIAENLEI, usernameFdpassword9SASL_ SSLE'\JJEEP%%D%
ﬁ%,ji% ‘WEEIERER” BRI, ATHERFPSNERBNZ SN, BYARSIIEEHITINIZLE, F
FRR R
## SASLAENIEA “PLAINT B, BCE{SEMT.
spring.kafka.properties.sasl.mechanism=PLAIN
spring.kafka.properties.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \

username="username" \

password="password";
## SASLINIEALES “SCRAM-SHA-512” B, BEEEEMT .
spring.kafka.properties.sasl.mechanism=SCRAM-SHA-512
spring.kafka.properties.sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule
required \

username="username" \

password="password";
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P HVEEIRSS Kafka ki

FRigE

7 spring-kafka B9{&F8

EFHE

## 1B BKafka£MY . spring.kafka.security.protocol 9L £ o

## TEWMI “SASL_SSL” B, BBERNT.

spring.kafka.security.protocol=SASL_SSL

## spring.kafka.ssl.trust-store-location ASSLIFRBRIFHEER, WNTLABLAWINdowsRAERFAETNEH, BIE(E
FRRHSRIESLFRIZ TR E e R EAE o

spring.kafka.ssl.trust-store-location=E:\\temp\\client.jks

## spring.kafka.ssl.trust-store-password ARG ENERED, THEN, REMEBEBRN T iHEavadifljks3
o

spring.kafka.ssl.trust-store-password=dms@kafka

## spring.kafka.properties.ssl.endpoint.identification.algorithmSiEBIHS I FFE, AENERET, XBE
BRISKARTS, YRRENS.

spring.kafka.properties.ssl.endpoint.identification.algorithm=

## B2 “SASL_PLAINTEXT” B, EEEERMT.

spring.kafka.security.protocol=SASL_PLAINTEXT

package com.huaweicloud.dms.example.producer;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.kafka.core.KafkaTemplate;

import org.springframework.scheduling.annotation.Scheduled;
import org.springframework.stereotype.Component;

import java.utilL. UUID;

/: @author huaweicloud DMS
@/Component

pub}ic class DmsKafkaProducer {
z Topic &R IRIELIRIERIEH
pl/Jblic static final String TOPIC = "test_topic";

@Autowired
private KafkaTemplate<String, String> kafkaTemplate;

*k

* ERMESESHAETT—KER
@Scheduled(cron = "*/5 * * * * ?")
public void send() {
String message = String.format("{id:%s,timestamp:%s}", UUID.randomUUID().toString(),
System.currentTimeMillis());
kafkaTemplate.send(TOPIC, message);
System.out.println("send finished, message = " + message);
}
}

package com.huaweicloud.dms.example.consumer;

import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.springframework.kafka.annotation.KafkaListener;
import org.springframework.stereotype.Component;

import java.util.Optional;

*k

* @author huaweicloud DMS

“/

@Component

public class DmsKafkaConsumer {

/**

* TopicB R, HRIEEIREEN
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*/
private static final String TOPIC = "test_topic";

@KafkalListener(topics = {TOPIC})

public void listen(ConsumerRecord<String, String> record) {
Optional<String> message = Optional.ofNullable(record.value());
if (message.isPresent()) {

System.out.println("consume finished, message =" + message.get());

}

}

}
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