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o TE&AIR: IRBEANEHAEREMTTRELAININGE, EaLUREESS

S, EFFAELNBNESLREZH], ERMNEEINIEINISSELIZEXI#IE L
RS TRSHSHRTEN, o AEESLIRE T & 5ShkafE AN &2
=5

(0 588
BENEMRSZIEMQTTHMYITEL i o

3.2 8~ m

MM EH, E—XEEREENSHF AN ENSERIRNA— " m.
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BAESER
ST SHITRERNRS, BF SEEHET BARSENEHE.

£R2 BEAMNSHE= ‘FR7 , BEREANN ‘eEFm” . RERERTESSH,
RERE “BE” , ST mAIEIE.

HENER
PIERIRT | FHOERERIRIETE. MANNRETE, BEel@BRs
] &,

FEmER AFE@anE . FmIAMEERRETEEE— . KERET64,
RAVFHX. FE. HF. LR ?2#().8%@!-FFFRIEES .

I E S e MQTT: EAMQTTHMUIENTESINIRSE, HIEEXATURTH
H T LAZ2ISONKER,, KA HEINEEREREDIEE .

o LWM2M/CoAP: {FREZRERSIR ( @iEFFE. IS ) AINB-
loTIgE, HIEENR TS, SEEERBEBHGTESYIEEN
EEXRE,

e Modbus: #EXMFESZHFFERAModbustyiEN, {EHModbus
MYENRE BN OTHSET SN AR NIFEE . BEIEREHIEEE
IRBEFINE, BEEXE,

e HTTP/HTTP2(TLSHIZE). OPC-UA. OPC-DA. Other: @b
ENo

HiEtsC e JSON: FEEFRFZERIBEMNYTAISONIER

o THBINER: BHEAEHNETARELES, 28 LRI —H
IS mAEE IR ISONIZL; GFE FARRISONISUEIERT
ATHFRTRE, REFESFaHTEE.

PR Tk IBIRIESEIREIRIES.

R ISIRIELIRERIES
SRELE
FEERID EdlProductlD, BFH—tRE— 1 "m. NRETIHSEH, E&55

P mIDIRENZSHIE; NRTEFIWSH, FoIDEEMES
Bl mERFEnERE.

Fe il . BRIELIRERES .
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S

FrmelEZpE, EaLsE ‘MR MSABERNT M. MiRTmE, &Fm T
F-miEE | RENEGERRERES, BERRF.

TR
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\
¥

1. EFmdIERF, BEMNA~G, BEAF@FER. SILUEEmID. ;i
R, IR, HIERN. IRRRTE. ICEEEFFRERER.
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2. BOILEFEIFER, FARFRER . ARFERBEG. E%ER. BEX
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3.3 FiR = ami=i

3.3.1 4R miRE

PR AT AR S EENENIIFE . FAEBTENmiRE, EYEMNES
ME—NREIMRIEE, EFRERZNIREXSIRS . B, a<FHER, W
B, FFXEF. SEXS—RrmRi)s, EHTEREN, aULUERERSS
EREMAImiRE,

Fr iR S B IR RETD !

e FmER
HIRA—ENRSENERSE, S5 7EID. | 3R, iB5EE . thNEs,
flan: KERI BEBFRA “HZYB” |, 1R&FEHEES “WaterMeter” , YRS
“CoAP”

o fR33HEE
AR EERIWEEEN . BRBWSEENIRDRETNRSE, BEXEMR
ZEENEN. fSURGSHSH,
LUKEARG, KEEESHEEHD, ERKR. S, B8, EESEMHEUE,
HEESIESRS R TANEMGS . FRBEE X EEmIAKERNEEANS, aTkL
BKERBBENVDANIRS, BNIRSHFEEENZEN LIREES S . 1588

T
ARs538Y R
Ehit BFENXKEFLIBRIKRE. KR, KEEFSEH, NIRF
( WaterMeterBasi | EfpS1EHITERIXLSH, TFEENBLHSH,
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BFEMKERFE LIRS EEHRAIENE, CEE

FEt ( Battery )

ENXKFRAEBE. BRRESHE.

Al
( DeliverySchedul
e)

EXKFRA—EAZHHN, BEEFEEN B

&
( Connectivity )

EXIKREZESH

i BREMMRSEEEREN, W EEAGIFILUSEERSIFDBXE
HERFOREBEERS, LAILIBEERIENEIKEREMIRS .

YIBX S SR T SMEN T miERRYT5E, BULURIEECHER, SENMAYITIE

X miRE

o HBENEER (HEFLR) : NEEEXMEF GRS, FHESEELFTA™n

RE,

o LIEERENM (BEALR) | BAMEFImEE LERIFE, FHIESEE

SR mIEE.

o ExcelEN: BEISANHRILIVREEN mIEE. WFFLREFRR, R~ m
RETR i, IAFRIERSESSH; MTEMFREMEMERR, BT

WEZMERIF AR,

Blan, EFREEIREEERserviceRBBIE 1005, &

REPRETLTmEE, WEAKEH, AILEHRERESH. (FH52%

Excel&A .

o SNEEDE (FAMEFRIER ) | BULUERFEMEmIEE, HURTMH
itk . SEIFaRETIERE BRE, nEREEETIAREN M
RE, ERTIREXEDT BIRE, M/ BERAH RS LB @R
B, EATRTUIRLE RiRE .. BRILRESLRERIEFENAY~mRE

3.3.2 &R miEE

whix

TEEA R miR R M. SIETmBRRMATmBN. | AR, FET
A, RBEBEER, FaiRESERXEERENRERNDFRIE. MEMNFES
R TIREER AR, XERES RS, REPIRM T SR RETHIT
mfR B, EALARIEE CHB BN miR R PRI F R TIESAEM; a5k

BEXFmiEs, NFEE

SEREMFmiEE

AUEXBES— MRS MEENTRA, ZrmRE & LIREE. Thw®
<. FPRBLIMNEFHRIRSZIFE

BFSRR

LB PHEREEANRS, BE ‘BEENET #HA REEN EHE.
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$IR2 ;EEE@U%%E’EE’\J ‘a7, TErmIIERR, HKEINNER, BEFRHANRIE
fBR.

S|W3 EmFEBREENTE, 2E ‘BEXER” , HIRS.

B4 WA “BRSID” [ “IRSSERELT M IRSHEIRT , RERE ‘TN
e “IR$BID” : XABFEAEMGELR. tLil: WaterMeter, Streetlight,
o “HRS3RELT . BINFNRSSIDRIE—H.
o “HRSSHIAR” . ELUNEKT ERAVIMEICGREFRKI K ESHES .
IR S, & “RIIRSS T Xi%, MNEMHGISHITEN . BMRST, all8s
EeS, AURBEEFPZ—, BB ENIIRE R TERE .

S5 PESRAFIERIIRSSID, ARANRERESRE “MEEE" , E8EENTRER
MBS, ARSRE “BE” .

8% 588
BHEBIR VK AIER =, tbatteryLevel. internalTemperature,
FiERE o int: I HIRAVEUR AL M/RER, oIECEALLRE,

long: & BIRAVEIEHKEERNT, AJBECEPULSEEY,

o decimal: H EIiRAVEUEN/NEAT, ATECE AT, BE
“REE7 BHRT, HUERBIENER “decimal” .

e string: H HIRMEIEAFTER . KEMEDHR/RER, LIRS
%%Ebé‘;&ﬁg\o MR A ERA/RE, BEZEFTEREES

“,” 53'}%0

e dateTime: H_EIRAVEURHBEART, RILAECEHULLSEEY,
I ZERY B M EIRMSTUHERFAES: 2020-09-01T18:50:20Z8) &
2020-09-01T18:50:20.200Z

e jsonObject: = CIRAVEUR jsonZEiafkRt, AILARCE AL
1

o enum: I _HIRAVEHEAKZMERT, TECEHLLEE,
EhceHenumListiEUES, LIRS EMEAIenumListiES /9
OPEN,CLOSE, BBAEM _EIRIEUFEBIJ9"OPEN"BE " CLOSE"

e boolean: ¥ HIRAVEIEAH/RER, ATECE LSS,
LSRR B M FIRMEFARTUAED]: true/false B 0/1

o stringList: = EIRAVEUE AFRFEREAR, ARcELESEE,

WESSERME FIRIEFASTURGY: ["str1”,"str2","str3"]

V51 BR o Wi BEEOTUEGZEL.
o IS5 EEOTLMEKZEIE.
HESEHE BRI 2R BRI S TRCE .
B2
g
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FRisE

H$I6 S “RNMEES”

. “HOBW

3-2 FEE

hatteryLevel

, R EOPREDS
D BIRAEAERN, RiEERTWLERBEE, Wl

DISCOVERY, CHANGE_STATUS,

o ‘TRBH’ : BE “MERWASE’ , EREEOPRE T RGOSFRIIZTIN
28, e “HRE” .

e 15iRA

SHEWR BIKASE— T REEFEIE, HRPEANEFEAEN®
ZH=, tktvalueChange

Himseny BRI S E ARG R TR E

BETEE

EIZN

==lyj
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F i FmitR
3-3 FtBa <
x
CHANGE_STATUS
TEsM EREIABI
357
bt
FIVER valueChange
HiEEm int(Z2R)
FmE i BEEE 0 —
=33 .
Elird
o WREFNMGOMR, P FGHNSY” , ERHEOPRBENNGOTR

MBS, ARSRE “HBE” .

24

iz

SHEN

Z5=, tkivalueResult

ENEAF I REEFERNG, HERBENEFEXSRIS

#HEseE

IBIRIEILL SR BRISLIRIE I TECE -

BESEHE

BZS
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3-4 BN S

X
mEsH
bl valusAResult
b= i) int(Z=R) -
HEEE 0 —| 1
iy i 1
ET
-
> g [ T
3.3.3 BE&HA A miE®
R
= RIERIAKE F R 2 — 1 devicetype-capability.json SZ{EFIETF N service Type-
capability.json3 {4, 2B TERITEBHN—zipB . HFWaterMeter2
deviceType, TestUtf8Manuld@Emanufactureld, WaterMeterBasic/
WaterMeterAlarm/Battery 2RS8!,
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FRisE

WaterMeter_TestUtfaManuld zip

prafile

devicetype-capability. json

service

WaterMeterBasic

profile
servicetype-capability.json
WaterMeterAlarm
profile
servicetype-capability.json
Battery
profile

servicetype-capability json

FRLAB & & iR B 2R IR IR R R S RN F1 SONAS LB Edevicety pe-
capability.jsondhENXiRERES, FEservicetype-capability.jsontE N IRSZEE . Fitk
BEA AT REEEEANTISONAIER .

AT BEH AT mRE N AR LT R LURFERS, RIEFEELTA miEs .

2
&
&
i

ErmRRERNFAIRES, FEEREIN TaaIiE:

iR BER

BFAEAY (deviceType ) « ARSZZEEY (serviceType ) . BRSBHRIR (serviceld ) £
AR EFBAENGRE. HIl: WaterMeter, Battery,

BEERF—IREAEFERNE, ERPENEFEXERIBEE. FIU0:

batteryLevel. internalTemperature,

aSERMEFEXE, RiaER TLEZIE. FI20: DISCOVERY,
CHANGE_COLOR,

B FREHHEIRjson 4B EfnZ devicetype-capability.json,
RS BENEIRjsonS 4 E E A& servicetype-capability.json,
I EidERRNFRERE NG AREES, BINZIFRX.

EISEIMAEAN, WiE; WFRSEEHmA, TEEZEEINGEM ., Hlan:
SFZ(ERSRIEE, TLAGHFZIMultiSensor; SFEEEREEIRS, TG
2 HBattery,

RB—ENRERNIMEMES, BAFTRREXMRETmRE . MENTESIE
7 - miR BN SR, MNRIMBRANIRSEHIEEMINEERS EEEYBNTES
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RUIRE-REREERDES, WIUEEEEER; NRENENESREANR
BrmRRERPRES, UFEECSENX.

Blan: BA—FUKE , AILIEREEMENE S LN~ RREER, 250RER

$yIx.
(RAEITY:
MBS EA MIEEURIRS RS, ITREIIZNEEREMRS LR, Uts
%,
REERINGIEM:
B P mtEEirhkey Bit(E
REFARE deviceType WaterMeter
I /&ID manufacturerld TestUtf8Manuld
INGEZ T manufacturerName HZYB
e protocolType CoAP
REBRIIRSSSIZR
RS HEA RFBHRR IRS5 L8 IR ( option )
( serviceld ) ( serviceType )
IKRAVEARTNRE WaterMeterBasic | Water Mandatory
SRS WaterMeterAlarm | Battery Mandatory
FEtARSS Battery Battery Optional
HUEAY_EIRANY DeliverySchedule | DeliverySchedule | Mandatory
IKEANEE M Connectivity Connectivity Mandatory
IRETBEENE N A
devicetype-capability.jsoniEH TiZR FHIERE A :
{
"devices": [
{
"manufacturerld": "TestUtf8Manuld",
"manufacturerName": "HZYB",
"protocolType": "CoAP",
"deviceType": "WaterMeter",
"omCapability":{
"upgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"PCP"
B
"fwUpgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"LWM2M"
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by
"configCapability" : {
"supportConfig":true,
"configMethod":"file",
"defaultConfigFile": {
"waterMeterInfo" : {
"waterMeterPirTime" : "300"
}
}
}
h

"serviceTypeCapabilities": [

"serviceld": "WaterMeterBasic",
"serviceType": "WaterMeterBasic",
"option": "Mandatory"

%
{
"serviceld": "WaterMeterAlarm",
"serviceType": "WaterMeterAlarm",
"option": "Mandatory"
%
{
"serviceld": "Battery",
"serviceType": "Battery",
"option": "Optional"
%
{
"serviceld": "DeliverySchedule",
"serviceType": "DeliverySchedule",
"option": "Mandatory"
%
{
"serviceld": "Connectivity",
"serviceType": "Connectivity",
"option": "Mandatory"
}
}
]
}
BFERAYRERE
B | FFR AL/ g | R
devi | - - WA BET7T—MRENTEREHER (B
ces HABEEY ) ©
- manufactur | - aJik ErRENHIERID,
erld
- manufactur | - WhiE ERENHIEREER ( RaiFs
erName X)o
- protocolTyp | - DAV RS EENDEMNESIMYEEE,
e YINB-loTHYIR EREE /I CoAP,
- deviceType | - WhisE IERIRERYRE,
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FRigE 3rmR
FB | FFR oNiE/ g | R
- omCapabili | - BJik ENXRFHIREFHR .. B RFECE
ty EHHEE, FRENIFBITXH
B9: omCapabilityZ5tafEiA
MRLEE RIS EHR, RF
EG T LARMBR
- serviceType | - WhIE Ba T REFESNRSENER,
Capabilities
- - servic | Wik ARSSRYId, WNRIRFBHREILEAIRSSE
eld B O BF— Mlserviceld5serviceTypetd
@, MREZMNENRS, =%
FF>& Switch01. Switch02.
Switch03,
- - servic | whisk AR552:8Y, Sservicetype-
eType capability.json/service Type=F &R 1%
- - optio | Wik NRIRS FERAVEE, BETHE:
n Master ( E£HRSS ) , Mandatory ( 4%
ARS5 ) , Optional ( AJiEARSS ) o
BeiAFE AN FER, (el
RER
omCapabilityZ5aigia
FE FFEB Al | iR
Whisk
upgradeCa | - & | IRETEHKEED .
pability
- supportUpg | @i% | true: BEZIEFWHFR.
rade false: IRBEAZIHFIIHFHR
- upgradePro | Bli& | FHERERRIMNYEER, HAAAREITRERY
tocolType protocolType, IENCOAPIEEZIILEFHR N (E
APCP,
fwUpgrad | - ik | IRBEHFHREEN
eCapabilit
y
- supportUpg | @i% | true: BEZIFHEMHFR.
rade false: RERTIFEHFHR
- upgradePro | Bli& | FHERERRIIMNNEER, HAAAREITRERY
tocolType protocolType, ZHaIIEAMFEE(NZIF
LWM2MEISFHEK .
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FA&igE 3 FmitE
FE F=FE AN/ | iR
WhisE
configCap | - % | RBEREFHEED.
ability

=

- supportConf | B] true: IRBIFECEFTFH o
'g false: IRBEASIFEEEH.

- configMeth | BJ file: FEAMHFNAX TAREEEH.
od

2

- defaultConf | AJiE | IRBEOABESE (Jsont&z ) , BEES
igFile EHEEFEEN . YHNMFEEREFZER
HRERMER, FEFCIEEEFERNERS

Yo

ARSS8ENTE XA
servicetype-capability.jsonicR TiZIR BHIIRSZE R :
{

"services": [
{
"serviceType": "WaterMeterBasic",
"description": "WaterMeterBasic",
"commands": [

{

"paras": [

{

"dataType": "int",
"required": true,
"min": 1,
"max": 24,
"step": 1,
"maxLength": 10,
"unit": "hour",
"enumList": null
}
1

)
"responses": [

"responseName": "SET_PRESSURE_READ_PERIOD_RSP",
"paras": [

|||||

"dataType": "int",
"required": true,
"min": -1000000,
"max": 1000000,
"step": 1,
"maxLength": 10,
"unit": null,
"enumList": null
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"properties": [

"propertyName™": "
"dataType": "int",

"required": true,

registerFlow",

"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "R",
"unit": null,
"enumlList": null
L
{
"propertyName": "currentReading",
"dataType": "string",
"required": false,
"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit™: "L,
"enumlList": null
L
{
"propertyName": "timeOfReading",
"dataType": "string",
"required": false,
"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit": null,
"enumlList": null
T
1
}
1
}
BFERRIRRE
FB | FFRB W | R
i%/
Ali%
serv | - - - Wik | BERT—IMRSHNZRER (BHaA
ices 1BX%) -
- ser | - - W | IERIRSRIZEEY, Sdevicetype-
vic capability.jsonsserviceType=FER{RIF—
eTy o
pe
- des | - - W% | IETRIRSFRIERAER
cr IEThEEERER, (GREMHAIER, BN
pti null,
on
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FRIER 3rmR
F=FE W | HEA
i%/
Ali%
co |- - Wik | IERRERILAMITIS S, WRAIRSE
m B UEnull,
ma
nds
- com |- Wik | BRI E, mOB5SHERIA
man — N RENGS,
dNa
me
- para | - Wik | nSBENSH.
s
- - para Wik | mSHSHNEF.
Nam
e
- - dataT W | IERan S SHIEURERE,
ype BUESEHE: string. int. string list.
decimal. DateTime. jsonObject.
enum. boolean,
FiREUERY, SHERHIERXUT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ %0:20151212T121212Z
e jsonObject: BITENjsonsEafk, 4IE%
MFEERENT, (NHTIEE
- - requir Wk | BRI SERYIE, BYEAtrued)
ed false, ERIAEX{Efalse (JERik) .
BaiAFER2IFINEEFER, (eEime
3=
- - min Wik | fErERIME.
{NHdataTypegint, decimalBd4ERL .
- - max Wk | IErERAE.
N ZidataTypeSgint, decimalBFEE3g.
- - step Wik | IERER.
BHAMER, HORIA,
- - maxL Wik | IBTRFAERE.
ength {NZHdataTypefastring. string list.
DateTimeRd4E34 o
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DA
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Ais
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unit

IR, B,
EEIRESHIAE, W:
RS “C7 K
EALLEL: %
R “Pa” 3 “kPa”

enum
List

IBRESE
WNFFFEIRSstatusB] B0 FEYE:
"enumList" : ["OPEN","CLOSE"]

HRINFERZIFNEEMTFR, KRRk
EF, EMEREN .

resp
onse

S HATAIIEAL -

respo
nseN
ame

&
(&

fZ A LATEiZresponsesyd M An S HY
commandNameSmEZ 0 “_RSP”

paras

&
it

A LM AIZSEL

pa
ra
Na

&
Kt

mLHFSHIIBRF

da
ta
Ty
pe

EREESRE,
BUESEHE: string. int. string list.
decimal. DateTime. jsonObject

FIREUERY, SZSRBHUERAT:
e string list: ["str1","str2" "str3"]

e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ #0:20151212T121212Z

e jsonObject: HIENjsonZ5ta{A, HIEX
MR, (NHITIEE

fErAmp SN E2E Wik, BEAtruesy
false, EXIAEYEfalse (FERiE)

ERIAFRIIFNEMFER, (EREA
1ER.

ErE/IME,
{XHdataTypeint. decimalBd&43, 12
BATET.
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F&igE 3FEAR
FB | FFR W | ik
i%/
Ali%
- - - - m | &% | IBREeAE.
ax {N&dataTypeint. decimalBt4EK, B
BINFET
- - - - ste | ik | IBREK,
P BAER, HORIA,
- - - - m | Wik | ERFEFERE.
ax {¥HdataTypeAIstring. string list.
Le DateTimeRd434 o
ng
th
- - - - un Wk | FETREBA, T3,
It EVERIES HRE, W
i_%_rg%{ﬁ: “C” EE “K”
BoteEf: “%”
Egﬁ%{ﬁ: [14 Pa” ﬁ [14 kpa”
- - - - en | Wk | FEIEES
um WNFFFRASstatusA] A1 FEUE:
Lis "enumlList" : ["OPEN","CLOSE"]
t BRiAFEREIFINeeETFE, (ieRlfEA
ER, EWERTEN .
- pro | - - - | wiE | LIREUEHEAR, 8—FERA—%F
per o
ties
- - prop | - - | ik | EBREMERTR
erty
Nam
e
- - data |- - | Wik | IETREURESREL,
Type BYESBME: string. int. string list.
decimal. DateTime. jsonObject
HiREUER, SZRREIERIIT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ %0:20151212T121212Z
e jsonObject: BENXjsonLLEfaik, P8k
MFEERENT, (NETIEE
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F&igE 3 MR
FB | 7B W i)
%/
Ak
- - requi | - - | ik | IBRAEBEHREYIE, BYENtruedy
red false, BfiAEY{Efalse (JE%i%k) .
BRIARFE2IFNEEM=FER, (NiEeEHA
€A
- - min | - - | Wik | IBRmIME.
{NHdataTypegint, decimalBd&ER, 2B
EBRXFET.
- - max | - - | Wik | B REmKE.
{NHdataTypeint. decimalBd4RK, 12
BINFET,
- - step | - - | Wik | 1IBREK,
BEAER, 1HORDA],
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1BAT, B16HFEIIER#HTbaseb44miD, tLal: 014wA3H “AQ=="; STk
B, JE=fr#HiTbase64fED, thil: “AQ==" f&#5H01,
HEFRIOHIERBATTIRKENARN, ZFREFEEXHKEFER, KEFEMN
RSB NIt

X TRKERHE, BTN AIEE LIRNmEBIHEGFAHIER.
ﬁ?%ﬂﬁﬁ'ﬂ?ﬁ%@ﬁgﬁﬁ-ﬁﬂﬂ base64iT4RIBAT, iE16HFIRS RAMMEEHRTT
RS o

3.4.3 {#F9 JavaScript FFA&H T

YIEX IS & 3735 avaScript ) AT iERSAYINEE , RIBEIRSAIMIAS Y, SCHIRE it
FIIEILSISONIB B E 4L SONKS U 2 18]AVEEHE . A LURRGZE 6, M4R%0

AFE— TR B LiRfNa S T &R)avaScriptymERRSRIA, F/ 1 48)avaScript

AT & mAES IR RIS ERIDEL 5%,

MR

e JavaScriptiEi ZHINFEEEFEECMAScript 5. 13138
o FHAYRAERSIEH R ST Fesofletflconst, EMIARSTIF, WIESLREE.
e JavaScripti AR K/NREEBIE 1M,

o FrmBbEJavaScript)ANEHS, % m FTEIRER L NIRRT = T)avaScript il AN 4%
#r. Fr&RZESLIavaScriptif Rt RE T RSLIIR BB LT TR

o _EiT¥EIavaScripti#B/ERYSONIEREMEFARMENER, BMERERL: HiEkE
BEEAEX .

o FATTIESHUSONBRENIN: HEMBENEN, ER)avascriptwiBitHEERREFS
X RIATISONAE AL RS RIAT — i HIFLIARERISON .

BRI
L
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BEEAN
FRiER 3FmAR

B—HRRE, BERINTHHLE:

o BEHRZREINGE (ARFR ) FMIEE LIRIDAEE,

o TIFmIEE %anv, ANEfEF T FHREINRE . LUK RINZIRE, Ini2f ] FHEER
ﬁ_ *I_\EEEE{EPE)W%&O

o IZFNARNRE, IREREHILLRSE, TiEEIRISEIEOE XAYSONIS LIREWE,
HEe HIRTE SRR ZHFIEIE

FmtEBIE N

R R ATE, T miREEE X .

o level: XREKHI, BFRRAXRITERERE.

o temperature: JBE, BTERRARIUAEE .

e SET ALARM: FTHEXiFAEEAr<S, value=0FE=XF, value=1FE~ITFH.

RN I R
= sidhoetd ExcelSA V| @ETERER
RI/@ShIE Emees
A smokerdetector (3 BeEsE
A
EEEEH HRAR REBE Bl 213
level int(EERE) £ = s ke
temperature int(EERE) £ /= B e
EnRS
BEEH TEREN IR S5 E-3
SET_ALARM value result s ik

REREGTAR
B EREFRAFRRE, ®F AR, BE RAMTR” .

LEHEHER (FEs

R - | A

.

TR ?® [

ET‘EJEE'VEJL'TEw RSN RS AT O RIERE Y AT SONTETUETR.

function decode(payload, topic) {

r jsoncbj (}

IS A 1ENAL.
Y BYISONFETVFHFE
=

£ REUA, SEHHEIEUERSONSUERER . MAFTELIIN TR GE:

e decode: ¥58E LIRA —HHIEIEIER AT EF- MRS E X AYSONIE . BIF
AYSONRBLERN: HIEEBREAENX .
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e encode: FEHE MIBFERIXLIREN, FFORISONISEUREIRNIRE ST
T HIEIL. SFERISONBRIL: HIBMmIBIEXEN

£33 R R RS HLAY) avaScriptEFEIEn T :
/| HATEEEEE
var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&&EH iR
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p< NI
var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[El[E & SN
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& iR BB &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&EHE £k
[ITTHEZEE
var MSG_TYPE_COMMANDS = 'commands’; //SE&am<LTE
var MSG_TYPE_PROPERTIES_SET = 'properties_set'; //TE& T &EHEEIEK
var MSG_TYPE_PROPERTIES_GET = 'properties_get'; /& N & EHEEITER
var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[FF&EETA
[IMQTTIZE E1THE., topicEliEERELRIMEE
var TOPIC_REG_EXP ={
'properties_report": new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)"),
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)"),
‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
:
) GRS EIREM IR SRS MAAT, EHIS T HHEIER, @idjavascriptil 2 i HIBREUERERE A
FEF RIERE M AYjsontE LB
EANSE:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
AR
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
EANSE
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
request_id=bf40f0c4-4022-41c6-a201-c5133122054a
AR
{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
var msgType ="
/[INSREtopicSH, 1RiEtopicSHEITIHERE
if (null != topic) {
msgType = topicParse(topic);

}

[[#&payloadBITOXFFEHITSH#RAE, IREXVENSRAIAMT

var uint8Array = new Uint8Array(payload.length);

for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

var dataView = new DataView(uint8Array.buffer, 0);
JHIEEEN HREGE, BTSRRI NE N HIRIgR
if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
/& BserviceldS¥E, ZSHEN N mIEEHRIARSS 2 Esmokerdector
var serviceld = 'smokerdector’;
[IFBiFR IR E  level{E
var level = dataView.getInt16(0);
/IR EX temperature(&
var temperature = dataView.getInt16(2);
/580 E M EHRATISONIER
jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};
Jelse if (msgType == MSG_TYPE_COMMAND_RSP) { /3|l 2anSNIRANE, 1§ SR o e SR
Ly
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[[&BserviceldSH{E, ZSHEX R~ miER AR 2B Ismokerdector

var serviceld = 'smokerdector’;

var command = dataView.getInt8(0); //M\ Zi#HHIF3RPIREN < ZID

var command_name =";

if (2 ==command) {

command_name = 'SET_ALARM;

}

var result_code = dataView.getInt16(1); //M &R mARIREN A SHITES

var value = dataView.getInt8(3); //M Zi#IRD: 7 Rk EY ap SHIT LRI [OE

[ [FAR I an S NIRIATISONIE L

jsonObj =
{"msg_type":"command_response","result_code":result_code,"command_name":command_name,"service_id":
serviceld,"paras":{"value":value}};

}
| /535 SONEN I F R R8I
return JSON.stringify(jsonObj);
)
g@ig WS TARS, Eidjavascriptiiencode5iEISFEEISONIBHISIE, RiZATHHIBER
S ->
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":
{"value":1}}
HHER >
[0x01,0x00, 0x00, 0x01]
*/
function encode(json) {
[ /EEMRSIISONTIR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[1#EISONIE B EE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) // &a5$ &
{

payload = payload.concat(buffer_uint8(1)); // #RiR&<$ T A
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // #KR&SZFR
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // R B EItE

}
/MR ElRABERI i HEE

return payload;

}
AR EtopicZFREEITHIH S 258
function topicParse(topic) {
for(var type in TOPIC_REG_EXP){
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;

}
return "';
}
S8R RF S EER AL R Abyte B4
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);

}
114816 TS EERZ AL R by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);

}
11832 TR SERZEE R Jabyte 34
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function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}
H+IR3 Eé_%tﬂ?;i&tﬁiﬂzlio BIAgRiETeRfE, ERIVBAT, GIFEISEE, BARIESETES
iJEliIHl] (<]

1. EHIRE DIREMEUERNG GRS R ISONEEE .
- TEtopic NEFIEIFIRE _EiRAYtopic: $oc/devices/{device_id}/sys/
properties/report,
- IEERELEERYS “MRRD7 , BIAUTELRNS SRR, RAEREEHE.
0050005a
- B TREEDS | ZSRIBRANSEHFERER avascriptil AR fYdecode 5%,
B THBIEREIEHISONIETL, FHBRIXERERERAESR,

R = P Soc/devices/{device.id)/sys/propertie: ERER

00500052 {'msg_type” properties_report”Tservices['service.id""smokerdector -properties’{Tevel"80’temperature™90}])

- MEFNEREAHEE, NRAHFETE, WENREBEERATE
o
2. HEEHUSNA TR RIBINILERERBIN ZHEDIR .
- IEEEISEEYS “HREDT , MAFERNNG S TERRER, ARBHE.
{

"msg_type": "commands",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",

"service_id": "smokerdector",
"paras": {
llvaluell: ll1 "

- BIARGRERRDS | ESARIEM RIS ERIERIESjavascripti) AN AJencodeT5 %,
FEISONTEEREL IR —HEIRSR, FRXERETRERNEF,

fozsesi] = - SR

{ 01000001
"msg_type™: "commands”,
"request_id"™ "42aa08ea-84c1-4025-a7h2-c] fhefe547c2",
"command_name”: "SET_ALARM',
"service_id": "smokerdector”,
" - §

{
"value™ "1”

- MEFNERESHGIE, NRAHETE, WMENRIBEERATE
i,
SR FEMAR, WARATLAERSITREDE, BE “5E7 , BZMAEZZIEN
Fa, LASEE LIRS, YIERNE E BBz AN H TR .
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)

anEn | s .

{ 01000001
"msg_type™ "commands’,
“request_id”: "42aa08ea-84¢1-4025-a7h2-c1fhefe547c2",
"command_name"™ "SET_ALARM",
"service_id": "smokerdector”,
"paras™:{
"value™ "1

(ERESLIRFEIN . [EVERBAZRE, BEMAELLRESYMFELHT ETTH
SIS, LGB SREIRFRREA, M L NTERE,

.

JavaScript {rEBREENR

LA A)avaScriptyfEiB il AIENR, FFAERERRTFaRMHAER, SCIAIMAYE
DO

*k

* IR & HIREIERAIEX N T S RHE LU OB TH#E, S BRI EIEFRID AT S RIREE X AYSONIE AL

1=,
*ZIEOSMIIANSELRENYF, FRERFETHEREONT.
* @param byte[] payload &% _EIRRIERIATER
* @param string topic ~ MQTTige& _HIREIERTAItopic, IEMQTTIRE HREIEINNMETZEH
* @return string json A RIEEE M AYSONIELFRFER
function decode(payload, topic) {
var jsonObj = {};
return JSON.stringify(jsonObj);
}

/**

* PIEXMES T AIESR, AREOHITHRD, K= RiEEE YAYSONE R HIRRID IR ERIRIAIGR o
*ZIEOSIIASIKERERENF, FREREFEELHEMEOR.

* @param string json  fFEFIEEE X HYSONISF R

* @return byte[] payload #RIBEHIERIATITR

*/

function encode(json) {
var payload = [J;
return payload;

MQTT iR NAT JavaScript SRiBASIRLERE G

AT AMQTTigEavaScriptym RS RIS, FFAE I LURIERHGISCIIRI MiH =AY
T HIFRIISONRETURYHE R

/| HATEEEEE

var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&& B 3R

var MSG_TYPE_COMMAND_RSP = 'command_response'; //i& 5 [E]&p < NI

var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[El[E & SN
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& iR BB &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&HE £k

[ FTEE3EE

var MSG_TYPE_COMMANDS = 'commands’; //SE&am<TE

var MSG_TYPE_PROPERTIES_SET = 'properties_set’; //FA T A BIHSEIER

var MSG_TYPE_PROPERTIES_GET = 'properties_get'; //TEE T &BHEEIIER

var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[F&EETA
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/IMQTTiEZ E1TiEE, topicEliHEERIRIMRETE
var TOPIC_REG_EXP ={
'properties_report': new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)'),
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)'),
‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
};
=~ GRS EIREMFIE SRS IMAAT, BHARTHHIER, @idjavascriptil 2 i HIBREUEREIE A
ETmIERE Y AjsontE T #E
BASH:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
g
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
BASE:
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
request_id=bf40f0c4-4022-41c6-a201-c5133122054a
iHHsEER:
{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
var msgType =",
//30RFtopicBH, 1RIRtopicSHRRTIHE LA
if (null != topic) {
msgType = topicParse(topic);

}
//¥&payload BITOXFFiEHITSHRME, IREXEITRIAYAMG
var uint8Array = new Uint8Array(payload.length);
for (var i =0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;
}
var dataView = new DataView(uint8Array.buffer, 0);
[T REE EIRANE, BTG ERIEC
if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
/& EserviceldSHE, ZSHEX R~ &R HAIIRSS 2B smokerdector
var serviceld = 'smokerdector’;
/ISR H3REX leve{E
var level = dataView.getIint16(0);
/ISR 3RERtemperaturef8
var temperature = dataView.getInt16(2);
[ /5E B EIRAYISONIE
jsonObj = {
"msg_type": "properties_report",
"services": [{"service_id": serviceld, "properties": {"level": level, "temperature": temperature}}]
%
} else if (msgType == MSG_TYPE_COMMAND_RSP) { //#I¥r2an SNIRIAYE, & T HIEdREIRpan S Nam
Lr25a
[[i&Eserviceld2HE, ZBHE R~ MEEPAIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
var command = dataView.getInt8(0); //M\ Zif#IF3 R AIkEN < ZID
var command_name = ";
if (2 == command) {
command_name = 'SET_ALARM;
}
var result_code = dataView.getint16(1); //M\ ISR PIKEN G SHITER
var value = dataView.getInt8(3); //M Zi#IAD: 7 Rk EY s SHI T RIR [OE
| /563 TS NARIATISONIE
jsonObj = {
"msg_type": "command_response",
"result_code": result_code,
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"command_name": command_name,
"service_id": serviceld,
"paras": {"value": value}
%
} else if (msgType == MSG_TYPE_PROPERTIES_SET_RSP) {
/EEE N B IR BN AYISONIER
//jsonObj = {"msg_type":"properties_set_response","result_code":0,"result_desc":"success"};
} else if (msgType == MSG_TYPE_PROPERTIES_GET_RSP) {
|/ BT RN RAYISONFE T
//jsonObj = {"msg_type":"properties_get_response","services":[{"service_id":"analog","properties":
{"PhV_phsA™":"1","PhV_phsB":"2"}}1};
} else if (msgType == MSG_TYPE_MESSAGE_UP) {
/ /563579 E B LIRAISONIE
//jsonObj = {"msg_type":"message_up","

}
[ [EEHR I ISONIETUAIF R R EUR
return JSON.stringify(jsonObj);

content":"hello"};

}

TMEEE: S TAR, @idjavascriptiencode s B AISONKRIIEIR, MBI TiHHIRTR

BANSH >
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":

{"value":1}}

HHER >
[0x01,0x00, 0x00, 0x01]
*/
function encode(json) {
/BRI ISONIT SR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[#EISONIE B EE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) {// a6¥ &
/@S T RAGTER:
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":{"value":1}}
[TRIEG S T RAEZUERIR N THFIRSR
payload = payload.concat(buffer_uint8(1)); // #RR&S A&
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // tRR&p<S &R
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // B EBHSEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_SET) {
J/BEEERRIER: {"msg_type":"properties_set","services":[{"service_id":"Temperature","properties":
{"value":57}}1}
[ REEX RS EIHSITEEIRIEZ SONIER IR AT RA ZHEIRBR
} else if (msgType == MSG_TYPE_PROPERTIES_GET) {
//EEEIEREIER: {"msg_type":"properties_get","service_id":"Temperature"}
[/ REEX N E EEIIH SR B EIRIEZ SONIE IR AT R A ZHEIRBR
} else if (msgType == MSG_TYPE_MESSAGE_DOWN) {
[EE AR {"msg_type":"messages","content":"hello"}
[[FFREIRLE R T &A= R ERTEZI SONIEZUARIR AT R A —HEIRSR

}
/MR ElRAB SR i HEE

return payload;

}
AR EtopicZFREITHIHE 258
function topicParse(topic) {
for (var type in TOPIC_REG_EXP) {
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;
}
}

return "';

}
[HE8IUTrF S B i abyte ]

function buffer_uint8(value) {
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var uint8Array = new Uint8Array(1);

var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);

return [].slice.call(uint8Array);

}

1181 6T S EERZ AL by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);

}
114832 TS EERZ AL by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}

NB-loT i8%Z#ENRT JavaScript fREBIGEHESI

LATJ9NB-loTig e JavaScriptymFta AR, FFaE T LUMRIERFGISEEINB-l0TiR
BHIE LIRSS T RAVRFEEGTR

/| HATEEEEE

var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&& B4 iR

var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p< NI

[ITTIHEZEE

var MSG_TYPE_COMMANDS = 'commands’; //SE&am< A

var MSG_TYPE_PROPERTIES_REPORT_REPLY = 'properties_report_reply’; //i8& B HIRAIIIRSGE S

[[EE AT
var MSG_TYPE_LIST = {
0: MSG_TYPE_PROPERTIES_REPORT, //BRFROETIRA g SRS R
1: MSG_TYPE_PROPERTIES_REPORT_REPLY, //EBii1E=PmRAAIRERENE HIRAINGLNESE
2: MSG_TYPE_COMMANDS, /R FPIRRATEEHGS A
3: MSG_TYPE_COMMAND_RSP /BRI EFIRA R SR B SN
L

*

RS FIREMFE S RSN, EHETHEIER, BidjavascriptlANig ISR EIERERS A
FAF-miEEE Y AYjsontE ViR
BANSH:
payload:[0x00, 0x00, 0x50, 0x00, 0x5a]
HLER:
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
BASE:
payload: [0x03, 0x01, 0x00, 0x00, 0x01]
HLER:

{"msg_type":"command_response","request_id":1,"result_code":0,"paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
[[#&payloadBITOXFFEHITSH#RAE, FREXVENSRAIHMG
var uint8Array = new Uint8Array(payload.length);
for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

var dataView = new DataView(uint8Array.buffer, 0);
[INBEBRFNE— N FHIREGEEHEE
var messageld = dataView.getInt8(0);
JIHBrREN HRAE, WSt B FIRE
if (MSG_TYPE_LIST[messageld] == MSG_TYPE_PROPERTIES_REPORT) {
[[igEserviceldBHE, ZESHEXI R =mEEPRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
[/ B R IRER level{E
var level = dataView.getInt16(1);
[/ B EREX temperaturefd
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var temperature = dataView.getInt16(3);

//5Ei B EIRAYISONIE

jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};

Jelse if (MSG_TYPE_LIST[messageld] == MSG_TYPE_COMMAND_RSP) { //#I¥r24<SNRa0E, & it

b6 S e d 0|V 5

var requestld = dataView.getInt8(1);

var result_code = dataView.getInt16(2); //M &R mARIREN AR SHITES

var value = dataView.getInt8(4); //M Zi#IRD: 7 Rk EY s SHI T RIR [OE

[ [FAR I an S NIRIATISONIE L

jsonObj = {"msg_type":"command_response","request_id":requestld,"result_code":result_code,"paras":
{"value":value}};

}
[ /&R ISONIS TR R SR iR
return JSON.stringify(jsonObj);
)
TEEGRE: S TAR, @idjavascriptiiencodef5iEISTEISONKBIIEURE, RIGHHFIRIR
BANSH >
{"msg_type":"commands","request_id":1,"command_name":"SET_ALARM","service_id":"smokerdector","paras
"{"value":1}}
HHER >
[0x02, 0x00, 0x00, 0x00, 0x01]
ﬁ'x@%ﬁ%i & ELIREMRIREINMES, @idjavascriptidencodefsiEEFEISONIEHIEUE, DA TEHS
ﬁgillb
BASH >
{"msg_type":"properties_report_reply","request":"000050005a","result_code":0}
HHER >
[0x01, 0x00]
*/
function encode(json) {
[ /EEMRSIISONTIR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[#EISONIEEIREE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) { // %<&
payload = payload.concat(buffer_uint8(2)); // #RR&<S A&
payload = payload.concat(buffer_uint8(jsonObj.request_id)); // &5<ID
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // tRR&p<S &R
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // B EBHSEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_REPORT_REPLY) { // 8% B HBHIRSES
payload = payload.concat(buffer_uint8(1)); // #mREM_EIRBINIREE S
if (0 == jsonObj.result_code) {
payload = payload.concat(buffer_uint8(0)); // tmRE i EREE A IERLIN

3
/MR ElRABERI i HEE

return payload;

}
S8 RIS EER AL abyte B4
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);
}
11816 T F S EERZ AL by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);
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1148320 T TS EERZ AL by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}

JavaScript fREBEHETNEK
HUEMEEEIIENX

HiEwTnR, FalEIRSMNEEN, Fas8rEMpayloaddhry —#HHIDHR,
iBiddecodersiE &R javascriptill A, BAAIdecode)s AT ESLIMEWRRIMRT, MDA
FEBERBIATRIEEPE X AYSONIET, FEaXIBETERYSONERIIT:

o IRBREMLIR

{
"msg_type": "properties_report",
"services": [{
"service_id": "Battery",
"properties": {
"batteryLevel": 57
%,
"event_time": "20151212T71212122"
1
}
FRE | wiE | EE SR
aJifk
msg_typ | gk String B ERRERERE, EERN:
e properties_report
services | W4k List<Service | IREFIRFEIETIE ( BREHSETE
Property> | ServiceProperty X% ) .

ServicePropertyZ5taxE X :

FRE | x| FER SR
ali&

service_i | Wik String REFHIIRSSID,

d

properti | Wik Object RERSHNENLTIER, BERFREREX

es BXRIF= IR E N o

event_ti | Al String BEREXHIEUTCHYE (/8=

me yyyyMMddTHHmMmssZ ) , 40:
20161219T114920Z,
RE LIREIERA T Z S IS HIRER
RF, NEHE LR EAESERE.

o FHRERFBMAIMIIES
{
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"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",

"result_code": 0,

"result_desc": "success"

}
FEBRE Wi/ | KB SHIEA
aJi%

msg_type | &% | String B LLIRIBERE, BERN:
properties_set_response

request_id | @% | String BAFHE—RRIXRIEK, R&EMIKEIRYHE
BEmzsHnt, MAEEREERZSHE
REIEFE . NREBENBEATZF
E&, MILAtopicHhrsAdrequest_id i,

result_cod | B | Integer mPHINITER, 0FmAkI, HittRr

e KW . ATEERINASBRIN

result_des | BJi% | String Big BN RHA .

C

o FEEMREBBMAIMAES

{

"msg_type": "properties_get_response"”,
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",

"services": [

{

"service_id": "analog",

"properties": {

"PhV_phsA™: "1"
"PhV_phsB": "2"
%
"event_time": "20190606T121212Z"
}
1
}
FERE k) | KB SR
aJi%
msg_typ | Wik String [EE/I: properties_get_response
e
request_i | BJi% String FEFE—IRRAORIEK, 2SN EIEE
d EwiZsHE, WEERRERZSHE
REEFES, NREEEEEATZT
%, MLAtopicehimHIrequest_id A,
services | Wik List<Service | IREBIRSEIETIF ( BARENSETE
Property> | ServiceProperty X&) .

ServicePropertyZ5faIENX :

SLASRRAS 1.47
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F&igrE 3FmAR
FRE | wix/ | X SHEx
aJi%&
service_i | @ik String RERIARSSID
d
properti | W4ifk Object RERSELSIER, BERFREREX
es BXBUF iR B PEN o
event_ti | A% String IRERESIRUTCHYE (#8=C:
me yyyyMMddTHHmMmssZ ) , 40
20161219T1’I49202°
RE HREIBEATZS M S TR R
B, NEHE CHRATELAFESrEiE,
o FEMSTRIELIES
{
"msg_type": "command_response",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"result_code": 0,
"command_name": "ON_OFF",
"service_id": "WaterMeter",
"paras": {
"value": "1"
}
}
FERZ wWhige/ | KB SR
aJi%
msg_type | @ik | String EE: command_response
request_id | A% | String ﬁﬁﬂiﬂﬁ—h»\ XRiER, REMIEIRYE
SHIZSHEY, MNHERERZSHE
5@?"’“ WNRFREERYBEEATIZF
B2, MWLAtopicHhsHYrequest_id/giE.
result_cod | BJi%t | Integer R SEIITER, ORI, Eft
e RTREM . ANEERANARLI
response_ | A% | String ISR ZTR, EIREREAAr-miEE
name FEN o
paras aJi& | Object PN SE, BAFREISEXER
FraRfREIhE N
o RBHBLIR
{
"msg_type": "message_up",
"content": "hello"
}
FEBRE whige/ | KB SR
aJi%k
msg_type | &% | String EEH: message_up
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String BHERA.

=

content aJ

RIS IIE X

HIERTAS, FEIESTAN, FASEmiEEIENAISONIEXEIE, Bid
encodefsiAt&ELRjavascriptiil A, BIARAYencodersiAFHELIMEIEIITRIDIEISONIET
BEIE, RIBRETLARBIM ZHEIER, RIS FEREEEIHAF)SONIE AN

T
o BEGITE
{
"msg_type": "commands",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"command_name": "ON_OFF",
"service_id": "WaterMeter",
"paras": {
"value": 1
}
}
FERE Wikl | KB SR
Ali%
msg_type | Wik String EE: commands
request_id | Wik String BAFEE—FRRARIEK, ZitnRsEE
topic FELRIRE .
service_id | A% String IREFHIIRSSID,
command | A& String IRBWSBIR, MREXEKI=mEE
_name FEN .
paras Bk Object RFWSHNITEH, BEfRFRERE
KEARIFmRIREE R E M

o FERERTZEM
{

"msg_type": "properties_set",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"services": [{
"service_id": "Temperature",
"properties": {

"value": 57
}
i
{
"service_id": "Battery",
"properties": {
"level": 80
}
}
1
}
FEBE Wi/ | KB SR
aJi%
msg_type | #ik | String EE/: properties_set
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request_i | &% | String BATFHE—RRIXRIEK, REMWEIRYE
d EWZEHnt, MEEEERZEHE
REIEFES
services | Wik | List<Service | I@FRBEIETIZE.,
Property>

ServicePropertyZ5HaE N -

FRE | wik/ | 2EE SR
aJj%
service_i | Wik String RERIBRSSID
d
properti | Wik Object RBRSNEMNLTIER, BERFRESRIE
es BIEEN,

o FETERTRENM
{

|||||

"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"service_id": "Temperature"

}

FEBH Wik | KB SR

aJi%k

msg_typ | Wik String EE8: properties_get

e

request_i | Wik String BFE—RRXIEK, ZinRsEd
d topic F AR/ -

service_i | A% String ®ERIRSSID,

d

o EMLIRAINELNLEE ( NB-loTiREZIENTE M HIRXGRAIEAL )
{
"msg_type": "properties_report_reply",
"request": "213355656",
"result_code": 0

}
FRE k) | KB SR
Ak
msg_type | &% | String EED: properties_report_reply
request B | String Bt _FIRAYBASECASRIZFTG R,
result_cod | BJi& | Integer B EIREIITER .
e
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has_more | BJi% | Boolean EAFEEEFDS.

o KREFHETR
{
"msg_type": "messages"”,
"content": "hello"

FEBE wWhige/ | KB SHmA

Cjrid
msg_type | @ik | String ETEJ9: messages
content BJi% | String BETENNS.

3.4.4 BETT AN

IRAERD IR SCEl i FIS U S )SONTEIUIE B AR R e SONRR L Z [BIRVEEIR, P miREY
EX TIZISONBHRBENRRE . BEltt, RESHEFARZEERTREIREN R
B,

NTIREEEFAAEMRER, HNRM T REDHREORERREES, BNEE
FOEMOIfEH T IRFFA -

A EE

2023F 8B 1 Hie# AR~ BiRRIEE LBt IEE .
AT EGELETRRAESR, BRI, HINEFERAAR.

AR RER
o HIEEM FHEClipseZ=E, BIEREREIAHEIRIFER,
o HIFEM TEHMaveniEHE (ziptE=X ) , BEEBEERIAML,
o LRIDKHEElavalIFE&INE,
MavenfIECE I R WindowsIMETERIECE SEEclipseFRIECE , MET=AEEIS
SE0N EER, AT TEMavenfEEclipsePRIBLE .

FIE1 EIREclipseSZE “Windows” -> “Preferences” , $TFFPreferences& [, %%
“Maven” -> “Installations” -> “Add” ,
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http://www.eclipse.org/downloads
http://maven.apache.org/download.cgi

IREIEN

AR ki)

itype filter text

v General

I Ant

» Data Management
» Help

o Instal/Update

b Java

» Java EE

b Java Persistence

» JavaScript

|4 Maven |
Archetypes
Discovery

Erhrstnrnin:-s
Installations |~
ava EE Integratio
Lifecycle Mapping
Templates

User Interface
User Settings
» Mylyn
b Plug-in Development
& Remote Systems
o Run/Debug

Il m ] »

@

Installations

Select the installation used to launch Mawven:

Mame Dietails
B EmBEDDED

FEl WORKSPACE & NOT AVAILABLE [3.0,)

3.2, 1/1.5:0.20140605-2032

resolution

Mote: Embedded runtime is always used for dependency

T2 EFEmaveniHEEIEEZE, Bt “Finish” , S AMavenidts,

SRR 1.47
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]

Specify attributes for a Maven installation

Installation type: @ External = Workspace

Installation home: DH\temp\apache-maven-3.5.0-bin\apache-maven-3 Di Yo

Installation name: apache-maven-3.5.0

Additional extension libraries:

® | Finish || cancel |

FIE3 EESABImaveni@d, B “OK” ,

type filter text Installations A

b p— “ | Select the installation used 1o launch Maver:
» Data Management | Marme Cretails Add.. i
[ Hﬁp !: EMBEDDED 3.2.101.50. 201 406052032 F
- InstallUpdate [P woRrsssace @ MOT AVAILABLE [3.0 .
& lava apache-maven-350  DAtemplapache-maven-3.5.00 | Bemaove
& Java EE g
o Java Persistence
b JavaSeript E|
@ Maven
Archetypes
Digcovery
Errors/Warnings
Installations
Java EE Integratio
Lifecycle Hlppl'ngl
Templates 13
Uszer Interface
User Settings
b Myl I | - h d v
© Phug-in Development Nm%mhddudnﬂ'mis- used for dependency

SRR 1.47
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S\FFLIEY Demo T2

1 TERFDIHEMEDEMOTIZ, 7 “source_code” {43H5kEY “codecDemo.zip” ,
VG EREEIAM

b NB-IoTISEREEEEERA » source_code »

I EIER - I - ik

Tkt

% A B

B codecDemo.zip 2017/11/17 %53

2 T Eclipse, HsEclipseZMl “Project Explorer” Z=H4&L, i%&#E “Import >
Import...” o

B Java EE - Eclipse
File Edit Mavigste Ssarch Project Run Window Help
- e Qi Q= E T | (e g |

{4 Progect Explover 51 Sk

Piew ]
Shaw In Alt#Shift+ W »
CErl#
' Qualiteed Mamse
T Paste CerlaV
[import] b5, App Clent JAR fie
by Beport. = EAR file
Refresh = g | A IR B
== m  Jave EE Uity lar
& RAR file
= B WAR e
L
= r._]""P'E";!

B3 BFF “Maven” , i#E#F “Existing Maven Projects” , By “Next” ,
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-

@ Impaort
Select
Import Exrcting Maven Projects

Select an import source:

type filter text

e @

,

(=]

» B CWS
» = EB
o [ Install
o @ Java EE
4 (= Maven
L1 Check cut Maven Projects from SCM
| &5 Existing Maven Projects |
i), Install or deploy an artifact to 8 Maven repository
L Materialize Maven Projects from SCM
b = Plug-in Development
4 % Remote Systems
LI T

@

Fnsgh

=

$I4 B “Browse” , EIREB1MEEIRSH “codecDemo” X4k, ik “/

pom.xml”

Maven Projects

, BB “Finish”
i
Select Maven projects

Bost Directany: [MtemphcodecDemo
Projects:

:-I" .I'pnm.ﬁrn| cam.thid. partyih aberh ster-Huswel- NBEloTDevoe: LD bundls

|| Add project{s) to warking set
Waterhbater-Huswei-NBIoTDevce

¥ idyanced

@ T

e

SRR 1.47
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SCHUFBHE
SKRRERB I Demo THR45HINT FEIFTR .

F _T:‘:'- WaterMeter-Huawei-NBloTDevice
4 B srcfmainfjava
4 B com.HuaweiNBloTDevice.WaterMeter
» [J] ByteBufUtils.java
> 1J] CmdProcess,java
+ [J] ProtocolAdapterlmpl.java ﬁﬁ’;ﬁ:j‘f \ﬁ:jilﬂ
- 1J] ReportProcess,java
+ [1] Utiltyjava
4 (B src/mainfresources
4 [= OSGI-INF
|#] CodecProvideHandlerxml REVELE
4 B srcftestfjava
4 B com.Huawei.NBloTDevice.WaterMeter
1J] ProtocolServicelmplTestjava ==yl ==L
> B4, JRE System Library [JavaSE-1.8]

» B, Maven Dependencies
i lb
;.Ir:::ur'n.huawei.m2m.cig.tup-1.3.l.jarI BEEREELOSE

» f=s srC

= target

m pomxml| MavenfEIE G

AIREZR— " MavenI 2, ERJAELEG TEMNEM SN TS, EfckBCH

B RREIBIEM
1 (B Maven B & {4

<project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-

instance"

xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupld>com.thrid.party</groupld>

<l-- BERARNHEEBEENEE, MR3WE: RFEE-T /ID, Fli0: WaterMeter -Huawei -->

<artifactld>WaterMeter-Huawei</artifactld>
<version>1.0.0</version>

<l-- B EIXEREAbundle, FRBEAjar -->
<packaging>bundle</packaging>

<!-- HuaweilR{itHUFRARADEC, BASIN >

<!-- systemPathiSEH{RAHEIER \codecDemo\lib\com.huawei.m2m.cig.tup-1.3.1.jar -->

<dependency>
<groupld>com.huawei</groupld>
<artifactld>protocal-jar</artifactld>
<version>1.3.1</version>
<scope>system</scope>
<systemPath>${basedir}/lib/com.huawei.m2m.cig.tup-1.3.1.jar</systemPath>
</dependency>

SASRRAS 1.47 WA © EARUERABIRAE
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</dependencies>
<build>
<plugins>
<l-- OSGHBH I BEE -->
<plugin>
<configuration>
<instructions>

<!-- BIEBCHRRFSIEEIRT, HRALE: RELE-T HID, flil: WaterMeter-Huawei --

<Bundle-SymbolicName>WaterMeter-Huawei</Bundle-SymbolicName>
<Ilmport-Package></Import-Package>
</instructions>
</configuration>
</plugin>
</plugins>
</build>
</project>

A EE

MavenfIECEI 4, “Import-Package” #r&HREES | BIIT/\1ME:
org.slf4j;

org.slf4j.spi;

org.apache.log4j.spi;
com.huawei.m2m.cig.tup.modules.protocol_adapter;
com.fasterxml.jackson.databind;
com.fasterxml.jackson.databind.node;

org.osgi.framework;

org.osgi.util.tracker

fEProtocolAdapterimpljavad, &) /&ID ( MANU_FACTURERID ) HYEUE .

private static final Logger logger = LoggerFactory.getLogger(ProtocolAdapterimpl.class);
/] TR
private static final String MANU_FACTURERID = "Huawei";

{EeCmdProcess.javamRIfCES, SEEUHMRXS Tk an SF_ EIREURIDNAYREZEES] o

package com.Huawei.NBloTDevice.WaterMeter;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.node.ObjectNode;

public class CmdProcess {

//private String identifier = "123";

private String msgType = "deviceReq";
private String serviceld = "Brightness";
private String cmd = "SET_DEVICE_LEVEL";
private int hasMore = 0;

private int errcode = 0;

private int mid = 0;

private JsonNode paras;

public CmdProcess() {
}

public CmdProcess(ObjectNode input) {

try {
// this.identifier = input.get("identifier").asText();

SLASRRAS 1.47
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this.msgType = input.get("msgType").asText();

EEEIRE LIRIES, fHIBACK
{
"identifier":"0",
"msgType":"cloudRsp",
"request": ** //i&%& _FIRAVEDA
"errcode":0,
"hasMore":0
}
* */
if (msgType.equals("cloudRsp")) {
[TELHERSRACKEYE
this.errcode = input.get("errcode").asInt();
this.hasMore = input.get("hasMore").asInt();
}else {
/*

FETRBSINRE, BA

"identifier":0,
"msgType":"cloudReq",
"serviceld":"WaterMeter",
"cmd":"SET_DEVICE_LEVEL",
"paras":{"value":"20"},
"hasMore":0

}
/MR FEEZEFEYE, NREEEMI, UANEHITHRE
if (input.get("mid") != null) {
this.mid = input.get("mid").intValue();
}
this.cmd = input.get("cmd").asText();
this.paras = input.get("paras");
this.hasMore = input.get("hasMore").asInt();
}

} catch (Exception e) {
e.printStackTrace();
}

}

public byte[] toByte() {
try {
if (this.msgType.equals("cloudReq")) {

/*

NRRSE NREHHS, AIRE—&EH &< SET_DEVICE_LEVEL

WMEEEMEISS, ENFIRTRET .

* */

if (this.cmd.equals("SET_DEVICE_LEVEL")) {
int brightlevel = paras.get("value").asInt();
byte[] byteRead = new byte[5];
ByteBufUtils buf = new ByteBufUtils(byteRead);
buf.writeByte((byte) OxAA);
buf.writeByte((byte) 0x72);
buf.writeByte((byte) brightlevel);

[IHANEEEEREM, NMREREEMId, WANEHRITHD
if (Utilty.getinstance().isValidofMid(mid)) {
byte[] byteMid = new byte[2];
byteMid = Utilty.getinstance().int2Bytes(mid, 2);
buf.writeByte (byteMid[0]);
buf.writeByte (byteMid[1]);
}

return byteRead;
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FEWEIRER EIREE, RIBRBRRIEACK, MRS

MEJSE o

**/

else if (this.msgType.equals("cloudRsp")) {
byte[] ack = new byte[4];
ByteBufUtils buf = new ByteBufUtils(ack);
buf.writeByte((byte) OxAA);
buf.writeByte((byte) OxAA);
buf.writeByte((byte) this.errcode);
buf.writeByte((byte) this.hasMore)
return ack;

}

return null;
} catch (Exception e) {

// TODO: handle exception

e.printStackTrace();

return null;

}

}

HTIEN, gNSRIECEMRENull,

BRABENRS

XA {ElReportProcess.javadfyLes, SLIUGHAIIRE LIREIEF IS SHITERAVMERDEE

o

package com.Huawei.NBloTDevice.WaterMeter;

import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.node.ArrayNode;
import com.fasterxml.jackson.databind.node.ObjectNode;

public class ReportProcess {

//private String identifier;

private String msgType = "deviceReq";
private int hasMore = 0;

private int errcode = 0

private byte bDeviceReq = 0x00;
private byte bDeviceRsp = 0x01;

//serviceld=Brightness=2E&
private int brightness = 0;

//serviceld=Electricity="E&

private double voltage = 0.0;
private int current = 0;

private double frequency = 0.0;
private double powerfactor = 0.0;

//serviceld=Temperature=2Eg
private int temperature = 0;

private byte noMid = 0x00;

private byte hasMid = 0x01;

private boolean isContainMid = false;
private int mid = 0;

/**

* @param binaryData I8 &IXL8F & coapiRXHIpayloadEisy

* AFINZ: AA 72 00 00 32 08 8D 03 20 62 33 99

o byte[0]--byte[1]: AA 72 &< 3

& byte[2]: 00 mstType 00%&Ri& & _EiREiEdeviceReq

* byte[3]: 00 hasMore OFRRNSBFELHE, 1FRNEEEHE, FHiRIR0LIE

* @return
*/
public ReportProcess(byte[] binaryData) {

byte[4]--byte[11]:iRSEIE, RIBFFZMT//AMRIdeviceRsp,byte[4]FR N EEIEHMId,
byte[5]--byte[6] T~ k2 am<Id
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// identifier2Z AT LURIBASBIBRIRE, AGISEBIAE23
// identifier = "123";

*

IRBIRE CIREUE, REHELA
{

"identifier":"123",
"msgType":"deviceReq",
"hasMore":0,
"data":[{"serviceld":"Brightness",
"serviceData":{"brightness":50},
{
"serviceld":"Electricity",
"serviceData":{"voltage":218.9,"current":800,"frequency":50.1,"powerfactor":0.98},
{
"serviceld":"Temperature",
"serviceData":{"temperature":25},
1
}
*/
if (binaryData[2] == bDeviceReq) {
msgType = "deviceReq";
hasMore = binaryData[3];

//serviceld=Brightness HEfZtT
brightness = binaryData[4];

//serviceld=Electricity #UEfET

voltage = (double) (((binaryData[5] << 8) + (binaryData[6] & OxFF)) * 0.1f);
current = (binaryData[7] << 8) + binaryData[8];

powerfactor = (double) (binaryData[9] * 0.01);

frequency = (double) binaryData[10] * 0.1f + 45;

//serviceld=Temperature HER#T
temperature = (int) binaryData[11] & OxFF - 128;

}
MRBREBEXNSFEWSHNE, REEIL:
{
"identifier":"123",
"msgType":"deviceRsp",
"errcode":0,
"body" :{**} $F 5l EiZbodyfA I—EjsonEiy ,
}
*/

else if (binaryData[2] == bDeviceRsp) {

msgType = "deviceRsp";

errcode = binaryData[3];

[IEEEEEFAME, NRGEEMI, UALERITHER

if (binaryData[4] == hasMid) {
mid = Utilty.getInstance().bytes2Int(binaryData, 5, 2);
if (Utilty.getInstance().isValidofMid(mid)) {

isContainMid = true;

}
}
}else {
return;
}
}
public ObjectNode toJsonNode() {
try {
//#B%=body K
ObjectMapper mapper = new ObjectMapper();
ObjectNode root = mapper.createObjectNode();
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// root.put("identifier", this.identifier);
root.put("msgType", this.msgType);

//fRiEmsgTypeF RS E SR
if (this.msgType.equals("deviceReq")) {

root.put("hasMore", this.hasMore);
ArrayNode arrynode = mapper.createArrayNode();

//serviceld=Brightness &IE£EA%E

ObjectNode brightNode = mapper.createObjectNode();
brightNode.put("serviceld", "Brightness");

ObjectNode brightData = mapper.createObjectNode();
brightData.put("brightness", this.brightness);
brightNode.put("serviceData", brightData);
arrynode.add(brightNode);

//serviceld=Electricity #iEH%E

ObjectNode electricityNode = mapper.createObjectNode();
electricityNode.put("serviceld", "Electricity");

ObjectNode electricityData = mapper.createObjectNode();
electricityData.put("voltage", this.voltage);
electricityData.put("current”, this.current);
electricityData.put("frequency", this.frequency);
electricityData.put("powerfactor", this.powerfactor);
electricityNode.put("serviceData", electricityData);
arrynode.add (electricityNode);

//serviceld=Temperature #iEH%E

ObjectNode temperatureNode = mapper.createObjectNode();
temperatureNode.put("serviceld", "Temperature");
ObjectNode temperatureData = mapper.createObjectNode();
temperatureData.put("temperature", this.temperature);
temperatureNode.put("serviceData", temperatureData);
arrynode.add(temperatureNode);

//serviceld=Connectivity ZIELA%E

ObjectNode ConnectivityNode = mapper.createObjectNode();
ConnectivityNode.put("serviceld", "Connectivity");
ObjectNode ConnectivityData = mapper.createObjectNode();
ConnectivityData.put("signalStrength", 5);
ConnectivityData.put("linkQuality", 10);
ConnectivityData.put("cellld", 9);
ConnectivityNode.put("serviceData", ConnectivityData);
arrynode.add(ConnectivityNode);

//serviceld=battery #iELE%E

ObjectNode batteryNode = mapper.createObjectNode();
batteryNode.put("serviceld", "battery");

ObjectNode batteryData = mapper.createObjectNode();
batteryData.put("batteryVoltage", 25);
batteryData.put("battervLevel", 12);
batteryNode.put("serviceData", batteryData);
arrynode.add(batteryNode);

root.put("data", arrynode);

}else {

}

root.put("errcode", this.errcode);
/MR EEEEFEME, NREEEmMId, WAKEHR{THEE
if (isContainMid) {
root.put("mid", this.mid);//mid
}
//4B%bodyf, HEESObjectNodeXIHR
ObjectNode body = mapper.createObjectNode();
body.put("result", 0);
root.put("body", body);

return root;

} catch (Exception e) {
e.printStackTrace();
return null;
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}
}
}

et

decode £[15EH
decodeiZ ORI NS binaryData 9ig & & 13 KHICoAPIR X HpayloadER s -

Data Report (deviceReq) &

I
I

I

[ -

[

[

! cloudRsp & Process 1
: Push messages >

| (deviceDataChanged) |
[ | |
I |
I |
I |
e e e |
I |
: Post commands :
I - |
I |
I |
I |
I Post commmands (cloudReq) & ;
I

I 1 Process 2
I

I ]
: ACK @ :
: Push messages (command Delivered) ™ :
I - |
I |
I |
]

i i
: deviceRsp & :
| Push messages (command - ;
I Successful/Failed) |
I I
I |

IR TR ERMIER T EE L E (EEROREAERISRINYACK, THEH

QbIE ) :
o IRFIRHUE (WREHFHEED)
FEBHZ i =28 | a¥ind
W
identifier | String B RBENBIMYENIRR, YIEXMNESE
iddecodelZ OMETASRATIRELZSE, &
iIdencodetZOmMBITISIZSEMINBER -
msgType | String = ElXE{E"deviceReq", FRIRE LIREUE.
SAERRAS 1.47 WRINERE © EARITERABIRAE 9
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FRisE

3FmAA
FRZ it} 28 | 2fdEk
WHiE
hasMore | Int S FTTREBERCEREIIELR, 0FRE
B, 1&x78,
FEHIRRE, R LIRIESEEIETEE
ORER R, EARR EIREUES, Bk
ME &L hasMoreZERHIERERTILE
iHE . hasMoreZE{XFEPSMIET, T4
B, A EREIERIhasMoreFEA1EY, 4
BMESENA TREFDS, HEIWE
hasMore=EZ H0RY EIREIE, A TAERF
%, W EIREIEARIETThasMore=E;,
MYIEX M & iRBBhasMore=FEZ 0L IE
data ArrayNode 2 RE HIREIEIIANS
& 3-1 ArrayNode ZEX.
FRZ S =A | sfar
wig
serviceld String 2 fR5589id
serviceDat | ObjectNod | 2 — P IRSHIEIR, BEfFREFMIEEE
a e EX o
eventTime | String & REBREHIETE (#8=:
yyyyMMddTHHmMmssZ ) .
#0: 20161219T114920Z,
il
{

"identifier": "123",
"msgType": "deviceReq",
"hasMore": 0,

"data": [{

"serviceld": "NBWaterMeterCommon",

"serviceData": {

"dailyActivityTime": 120,
"flow": "565656",

by

"eventTime": "20160503T121540Z"

b

{

"serviceld": "waterMeter",

"serviceData": {
"internalTemperature™: 256

b

"eventTime": "20160503T121540Z"
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FRisE

H
}

(1] %83

LwM2MIMY IBEIS UERMQT TR SRS AR

o REWFEHT

MR (MREFRIER®)

FRE

a

SHuER

iy

i

identifier

String

RBEMNBIMYERIRR, YEENEEE
1ddecodetzBTIERATIAEZES L,
BiTencodeiZRIBATIEIZSEING

3z
Uit o

0N | FD

msgType

String

ElIXE{E"deviceRsp", FRREBHINEH

ST Ne)

f

mid

Int

2FBTAESHmSId, EIRFEEIRD
A SHITER (deviceRsp ) BF, BT
aSHITLER ( deviceRsp ) SXIRAYED
SHITHEL,

B EAEE TencodeiZO T &S
B, IEMIEARSE S EHIMIdEAEITR,
HapS—ilE TREBIES; REELIEGS
HATEER (deviceRsp ) BY, E&itkmid
IREIEEIEANFES . BUIEXMNEESTIE
BTARGSNGSWITER

(deviceRsp ) #H{TXKEX, tBITIEIRE
SHITER (deviceRsp ) BEFHST
KRAVRES ( BRINEEM ) o

ali

errcode

Int

IEREIBRIEERES, MBS ERIEZS
HFran < TRAPKE.
0B, 1RTEM .

fi

body

ObjectNo
de

wLHINE, BFRFRAFREEEN
iE: bodyl AT Z2EA.

iy

<
{

"identifier": "123",

|||||

"mid": 2016,
"errcode": 0,

"body": {

}
}

"result": 0

encode #1508

encodefZF[RIANSZISONBIEE, BFE TANGSTNE

—
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N sz
F&tEE 3FmAA

[ I |

: Data Report (deviceReq) & :

I - I

| |

|

| cloudRsp & Process 1

: Push messages -

| (deviceDataChanged) |

I - I

| |

| |

| [

5 [ Y |

| |

: Post commands :

| =

i i

| |

l

I Post commmands (cloudReq) & :

|

I T Process 2

l

| I

| ACK @ :

: Push messages (command Delivered) - :

l - |

l |

l I

l |

l |

: deviceRsp & !

| Push messages (command - :

| Successful/Failed) |

| - [

| |

R MMTIR AL ARFER
o FEMWRELRHIENNE (MEEFITEEQ)

% 3-2 FEKFIR SN HIREIEEXHEZMINZ encode IEOMANSEHEN
FEHZ St} SEd EAWIE
identifier | String RERENBIMYERNIRR, YBENFEEE | &
1ddecodefZRTADRETIREIZZS 5],
iBidencodeZ ORIBITIEZ S EIINLG
32
Lo

msgType | String ElxE(E"cloudRsp", BRFEKENZEH | 2
HIERINREIINZ

request bytel[] "E LIRAVEERE =

errcode int BRIBRIERE, MERMESREZS | 2
HF e S T RS
OF BRI, 1RREM.

hasMore | int EFrFARBREREERE TR, 0B |2
2B, 1E¥T8,.
FEEERE, FAREF TARIER,
LAhasMore= R 55 MZ B A ERER o
hasMoreFZE¥XFEPSMiEX 4R, BE
B “NMTHEBER AB.
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F&tEE 3FmAA
(MEEY::
LwM2MNYA98 S TR IIMQTTHNY ISR S T AR R —HE
iE: TEcloudRspizn= NmERBIHFEN TESNREINUIRY, FREEREN £
REGBAINE, IRBMAEZEENFESLE TN
Bl
{
"identifier": "123",
"msgType": "cloudRsp",
"request": [
1,
2
1
"errcode": 0,
"hasMore": 0
}
Faad TR (WNEFHTEEQ )
% 3-3 FAT &S encode IEOMWASLEHEN
FEBHZ 28 SHA ER/WE
identifier | String REENBIMYENIFRR, YENFEEE | &
1ddecodetz AEMTRDRATIRENIZS L,
BidencodeiZ RIS ZES BN
vy
Hibo
msgType | String ElEfE"cloudReq", TRFETEE |2
Ko
serviceld | String ARS3HYId =
cmd String REHmHSE, SIrFRERENRS®S | 2
EX .
paras ObjectNo | apSHIZH, ERFEREAFMEREEN . | =
de
hasMore | Int ErFERAREEEMS TR, 0FR |2
=8, 1&¥R~E.
BEmSRE, FErEaF NERER,
LAhasMoreF R IS Z A EIRER
hasMore=FE{XEPSMIEXL R4, BHFE
Z ‘“NMTBRER FB.
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FRisE

w
H
a0
H
RE

FRE ESid)

SHEAR

mid Int

2FTLEFSHGHSId, AYBEMNEESR
=83 EC (SBE1-65535) o
MBS EE SencodeEZ O T &S
B, IEYEXMEE S ECRIMIdIIANGGR,
MmS—R TRLIRS; REELIRGS
HITEER (deviceRsp ) B, E¥GItEmid
IREWIEXRES . BUIEBMESTIEE
TARGSHGGSHITER (deviceRsp )
HITREE, UEEERIEGSHITER

( deviceRsp ) BEFapS T EAVRES (5%
Nk )

f

<

{

}

"identifier": "123",

"serviceld": "NBWaterMeterCommon",

"mid": 2016,

"emd": "SET_TEMPERATURE_READ_PERIOD",

"paras": {
"value": 4

h
"hasMore": 0}

getManufacturerld #2[11508
IR[E] EIDEME . YENESET RRIZZEOIRE &ID,

o~

@Override

BOSCWEEEI

public String getManufacturerld() {
return "TestUtf8Manuld";

}

BOFEREERS
decodefllencode R FEXIFELIELE, MEMMIRRELETFHSEEREFIEN

&o

73 “Success” , NS Hstatus K~ 1EHfi, SIEEFETRE.

public class ProtocolAdapter {

private String status;

@Override

public ObjectNode decode(finalbyte[] binaryData) throws Exception {

if (binaryData == null) {

status = "Failed";
return null;

}
ObjectNode node;

ISR SEHEHAAZIESstatusiZ & “Failed” , B&IZEOJRESRIINSE
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sta

tus = "Success";// RIERLE

return node;

}
}

o IFff

Th: ERERANSRED, REBEESLE,

midFERAVMERE

aEMOXHEITES TR, [EYEXMF SRS TERIDNADREAR Y
A< FRRYRFER, midstRRFRIGHSHITERIMNI T A& <SHITREXR .

YIRS
TEHDEXY

&, BEXLHmd, HERERERAE:

o SCHImid

"device

"command|d” : xx,

Id" : "xx",

"device

"commandld” ; xx,
"result” : {
"resultCode” ; “SENT",
“resullDelall” : }

Fdnd

HTTP i v

Id" : "wx”,

Sentif &1

"device

"command|d” : xx,

"result” : {
"resultCode” : “DELIVERED",
"resultDetail” . }

Id" : ",

g

Deliveredilfi

|

|

! EHi SHUTERAM
: BT B RS
|

|

"device

"command|d” : xx,

"result” : {
"resultCode” : "SUCCESSFUL",
"resultDetail” : }

I i S P T2 S K
PrT— /

it it i% iy 4

"devicel

"result”

"cormmandld” : xx,

+{

HTTP 0 i
|d";',,', /

‘\' ‘A‘ i ’;_.
Cmid=1>
CoAP ACK

[ i AT & e

(mid=1)

|
"resullCodg": " SUCCESSFUL", :
"resultDetail": {} |
|
|
EXW T mid, HEGSHITERE LRI, T:
a. mSHITERIMNPANAZL (SUCCESSFUL/FAILED ) £RIFTZIE&#EERES
ZmSHIER;
b. FEEHXAMNAIRSFENGSHITERBIFIETcommandld;
¢ NARSHEEFISEINZBSAAZTIISUCCESSFUL/FAILED,
e AEHImid

SRR 1.47
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FRiER 3FmAR
= |
"deviceld" : ", |
"commandld” : xx, | _
“result” : { \ I i 4
"resultCode™ | "SENT", | .
"resultDetail” : } [ HTTP Mg s bk i
(\} B (mid=1)
"deviceld" : "xx", | Sentill Al
o ! CoAP ACK
"resultCode™ ; "DELIVERED", — Deliverediii
"resultDetail” : } ‘ i . .
} ity S AT 75 FE i 1o
. ", ‘
et | H AT, T AT AR
"resultCode" : “SUCCESSFUL". ‘ W& &S HEEL, BBl A& SR
resuDetard | BHNE commandld, BAEH
\ B LPITERRSE T & KR
|
\ i P AT &5 AL
|
| fiZin <
; 1 1H) 1% Y
— | T SN R A B R
"cornlnarw.lc":;x. ‘ y Fﬁu&i‘a‘ﬁlﬁlﬂ %‘E‘Jé’ﬁ%
result”: { ‘ ZDELIVERED
"resultCode™ " DELIVERED", |
‘resultDetail": {} \ —
i HTTP M [
EATWmid, FEBSHITERE LIRAID, W:
a. wSHITERIMNPAVRZ ( SUCCESSFUL/FAILED ) ARmIFEITFEHiERE
Fizan SHICHE;
b. FEiEXENARSHRNBSHITERBERP AT commandld;
. NARSHEEISEIIZHSHREZIAESHDELIVERED,
AR
EFiABmNERRIEEEREMIAFRANMER, Mo ERRETEEHEILLIE,

HWRAX MRS REIXRIRE, AXTRBFXGSHITIERIZR, REFMREDE

HABELTITmidRILIE,

NRASEEImid, NIz FEARSS 28 RRETEMIEAE SIRENan CRIRITER , FENARS

BEITIMBRA R, UM ARSFAEKE G SHUTERIBM ( A commandld )

&, AJLMRIRL R 5 &SR T m PLAe -

o RIEGSTENINF. FRLEE, FEAENEREEN TESRGION, —
BREER, BESHGISMTERTE ARG EEIR. B, SINNA
RBFEBIIFA—RFNTE—FRHS, EMEIGSHITERIDNS, BTFAT
—&KmT.

o IREERDRMETILATESSINAGE B AIresultDetail BAN_ LS SRIEFRE B REENIRE!
s, thiNa<$ie, MARSERIEresultDetail BRYEERIRFIGSHITERIY
NAE T RGN KR,

2| -{sEFDirectMemory

DirectMemoryREIZE BRI ERFZOBRIBENE, AZIVMANEH, FRAAHRES

ERIRIERFERNEFATE, EIREDRHIEHZELLERDirectMemory,
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iR {FERAUNSAFE.allocateMemoryERiEEIZIF

if ((maybeDirectBufferConstructor instanceof Constructor))

address = UNSAFE.allocateMemory(1L);
Constructor<?> directBufferConstructor;

}

else

{
}

mARRSERI RN [ AT UG
BRERFKESISIIRS E T

RSBER | BESR EiEiieR RHEER (HuEaes )
Battery - - -
- batteryLevel FEE(0--100)% int
Meter - - -
- signalStrength | (SSBE int
- currentReading | ZENEEL int
- dailyActivityTi | BiiEETAT string
me
BRAHUE L HRATdecodeiZORYIaH -
{
"identifier": "12345678",
"msgType": "deviceReq",
"data™: [
{
"serviceld": "Meter",
"serviceData": {
"currentReading": "46.3",
"signalStrength": 16,
"dailyActivityTime": 5706
%
"eventTime": "20160503T121540Z"
}
{
"serviceld": "Battery",
"serviceData": {
"batteryLevel": 10
%
"eventTime": "20160503T121540Z"
}
1
}
WERIEHE LIRE, FEXNKEHINENML, EHencodeZ4wi%, AN
{
"identifier": "123",
"msgType": "cloudRsp",
"request": [
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1,
2
1,
"errcode": 0,
"hasMore": 0
}
REEMKEZFFNGDSEXNT:
BEATNRER | £ B [LECE HEasE KEHE
R
WaterMete | 7K& - - - -
r
- CMD SET_TEMPE | - - -
RATURE_RE
AD_PERIO
D
- - - value int -
- RSP SET_TEMPE | - - -
RATURE_RE
AD_PERIO
D_RSP
- - - result int 0FXTBK
I, 1F=R
PN
%, 2FR
HITEY
BBASS T AEAencodedZORT, WA
{
"identifier": "12345678",
"msgType": "cloudReq",
serviceld": "WaterMeter",
"cmd": "SET_TEMPERATURE_READ_PERIOD",
"paras": {
"value": 4
B
"hasMore": 0
}
WELRENBSNEE, AAdecodelzfED, EIBAYEE
{
"identifier": "123",
"msgType": "deviceRsp",
"errcode": 0,
"body": {
"result": 0
}
}
ImARIBRATE
iR miETiE, EEFEMAMaveniTEkjarE, FHEWERIGHE .
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FRisE

L3

MaveniT&
FIADOSEMO, #HA “pomxml” FRIEAIBER.
A mavenfTE#<: mvn package,

DOSEOFER “BUILD SUCCESS” f5, ¥THS “pom.xml” BFEREKHItargetS
¥, REFTEFYjare .

jarBHEME A IRSBER- BID-ARA jar, BIa0: WaterMeter-Huawei-
version.jar,

&8 WaterMeter-Huawei-1.0.0.jar
+ EfF
L[ FEEF)

Com
META-INF
O5GI-1IMNF

o comBZREFHHIEclass3i4t,

o ME)TA-lNFTT?HSZE’\JEOSG|¢E§E'FE’\JjarE1’\J}ﬁi7_k3Z1¢ ( IREpomxmIBEE 4 A%
BY) .

o OSGI-INFFERIIZRSEEXH, IBHREDEMAIRS, HFESEA (REEE
— I xmi3Z) .

o Hfthjar2%mFIS5|AEIAYjarE.

-4

HERMHE

M 4KanE A “package” , BE—A “preload/” FIHE,
BIEiFaYjarEmE] “preload/” X%,

- package
- " preload
P WaterMeter-Huawei-1.0.0.jar

package-info.json

;’f “package” Xf4¥kr, FiE “package-infojson” X, 1ZIHHIFERIHBAFIER
AT

iE: “package-info.json” EELAUTF-8LBOMIERED . (N ZIFHEXFF .

% 3-4 “package-info.json” FE&i5iAA

FBE SRR =
specVersion AR AS , BEEEE: "1.0". =
fileName MEENIHE, EEEEE: "codec-demo” | 2

SLASRRAS 1.47
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PAYSEi=IE]] 3FmAA
FEBH FEEA ZER/WIE
version BIHEIRAS . f#idpackagezipfIhRAE, B5 | 2

TEAYbundleVersionBUEIFIE—3 .
deviceType RERE, 5rmEEUSRIE M RIE— =
.
manufacturerName | FIIEFEIR, Sr@BREEPHENFE— | 2
¥, BUELEELEREIFEES,
platform FaRE, MNEHEETIENESRURE | 2
R, EHERBEEME: "linux",
packageType BGEZER, ZFRARBRANEGRESE | 2
BEEER, HEEEE: "CIGPlugin',
date Henda, &8 "yyyy-MM-dd HH-mm- | &
ss", ¥1"2017-05-06 20:48:59",
description PSSR ENIER &
ignoreList ZEETIR, BUAAZE. =
bundles —BbundlefJiHREE . =
7 bundleFiREHEEHNjarE, RFES—
“Nbundle,
% 3-5 bundles BY9=FERi5BH
SHB% S EiA AN
bundleName IEEZFR, #1LE3XFpom.xmlfgBundle- 2
SymbolicNamef®iF—3,
bundleVersion iR A, 5 EmadversionBUERIF—H . =
priority WS, AIREBAGAME: 5. =
fileName EHjarBISUFBFR =
bundleDesc 1A, kN 4Bbundlellgg, =
versionDesc RERRAR, FRNBIRAEIXTRIINEES | 2
%,
package-info.json S {44&EHR :
{
"specVersion":"1.0",
"fileName":"codec-demo",
"version":"1.0.0",
"deviceType":"WaterMeter",
"manufacturerName":"Huawei",
"description":"codec",
"platform":"linux",
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|||||

"date":"2017-02-06 12:16:59",
"ignorelList":[],
"bundles":[

{
"bundleName": "WaterMeter-Huawei",
"bundleVersion": "1.0.0",
"priority":5,

"bundleDesc":"",
"versionDesc":""
|
}

4 ik “package” MHFTFHRILERHE, FTEMzipAER ( “package.zip” )
F: “packagezip” AEEEE “package” XEBF.
----455R
(REELY:
BHEGERARTNIM, MNEREHIM, BETOHFHIEERNEEEEIIMEIA,

3.4.5 T&EAN_LI{EHEH

LT RS RAERIEMES, RILUSEE TSI

ARSI
SB SHINRERARS, BE SREHET EARSENSHE.
$E2 PREMSHEN ‘PR, EERFER, HENNN&=R, SHEERENTRR

Ho
H+IR3 ifﬁ ‘R > BRMCTR” , BEREALARN ‘B2 > TH™ , THREDE
R swEEeRE o wEml 2 RF 658
e il;
[ < [ :
......... g - ser AR
SR

HHEImESEM

SAMELERFRERES (METHA) i, WALIEE “HHFL” 19 “B
FEBR" EEEMENTES
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IREEAN

FRisE 3

T
a0
H
RE

£ IHETREEANRS, BE “BEEHEe” EANRBENEFIS.

SE2 PEAMSHER “Pm” , ErmdIRF, BENA~m, BEmENTmR
Ho

$|3 ErmiFERmE, 2E BHTRT ) EBR ‘BETRT  IEARREEE, AR
BE “ LEEE .

coap_CIGPlug-in.zip oj LEE
- L]
BRI
O LisEEaE, FASRNRREITEER HEAS: B LRl EeHEREnTa,
AR

EHERNREXRE. BS. | BmIDFEEFESZmRE—, 20l EE,
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e loT Device SDK{EFEERT (Java )

e loT Device SDK{#FI#ERS (C#)

e loT Device SDK{EFRERI ( Android )

SRSRRAR 1.47 IRIERE © EATITERARBIRAT 116
(2022-08-01)



IREFEAN

FkisE

4gEMFL

SDKEZINEEREN, 55%:

loT Device SDK{EFEHERT ( GottXhR )

loT Device SDK Tiny{EFBigra
loT Device SDK {#fH#§& ( OpenHarmony )

% 4-1

FEI

2,
Be

Java

C#

Androi
d

GO

python

C Tiny

Rt
iR

v

HELE
. T
7,53

EHE
k. T
7,53

MX5
FIRE

=iE

iR
5|

Imhz
SSH

SEG

gl

INAR

eSS
(ER=

%)

SCASRRAS 1.47
(2022-08-01)

WRIERE © EARITERAREIRAF

117



4gEMFAL

FEID (C Java C# Androi | GO python | C Tiny
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M2MIf | v x x X x X X

B
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BA

4.2.2 loT Device SDK {ER+8rg (Java)

HEETIE

o FARWMEEK: BLELEIDK (IRA1.8LAL ) Fmaven
e IHOISDKTERME, F#HSDK, BNTREBEUTFIRE:
#%  iot-bridge-demao
% | iot-device-code-generator
#%  iot-device-demo
% iot-device-sdk-java

#%  iot-gateway-demo

iot-device-sdk-java: sdk{t#g

iot-device-demo: EBEEIRZFAIdemofti3

iot-gateway-demo: M¥iR&EZHIdemoltid

iot-bridge-demo: M#fH9demoftis, FRERIMIEtcpRFIHIEEIES

iot-device-code-generator: REFENIBEMES, ATLURIEFMIEEBNERKIRER
5

o YHEZE: HAZFISDKIEEZR, HfTmvn install

Bl m

AT HERE, BANRET MR~ mER, RS HIRRZE. BE. BE.
MEIRE . EZIFWRIREGS . LRSI, RIRHE k. Bt EHRFEE.

S| PHEARFENRS, BE ‘EEEHE BEANRSENEES, EEMQITSIREREA
5E, REXMIE

$E2 BFEAMSHEE “Tm” , BEREALAN ‘SR .
$I3 RIENERTESSH, ARBE AR .

EAXMER
PRERRD | FaBEmRRtIZr-REERARREZ=E T . WHEHEEEM
8] RRTET, MMOCEBNRIRETE . WENNAIRRTE, 5

SRl RIREE .
AR BEX. XHFFE. HF. T (1) « EFF () F/FES
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IREFEAN

FAiER 4 BEMFE
SHBIR Lol
REBIR Blldevice_name, BJBENX.
EEINEER | &R ‘B8R
22458 REBZH, JBEEN . EAEEFA, YEHENFEESBEREE
A,

BEERANERFEEITAN. REID. B9,
R

IREWIRN

1. UEIGERY, BESAETISENRIIOGED, T8, LRI RIS ER
BER, TR Assl// & 580505 5% ssl//IPitil-i5]5
//BlaN7Eiot-device-demo3Z{4 MessageSample.javad XL FESE1
loTDevice device = new loTDevice("ssl://1HZ{=E:8883",
"5e06bfee334dd4f33759f5b3_demo", "mysecret", file);

2. g&snE. ERInitEO, ZEOIRMAERAR, NRELERMIISIRE0,

if (device.init() !=0) {

return;

}
NRER NI SFTED:

2023-07-17 17:22:59 INFO MgqttConnection:105 - Mqtt client connected. address :ssl://1&#&Z{=5.:8883

3. CURIREFIEEAING, ALITRERIRSEHITES. AT Device Y
getClientiZRENRBE iR, ZEFiREHTER. BlE. w<F@EiEO.

HE LR
HE HREERERTE HRER.

1. Mdevicesp3xEXZ i, @A IoTDeviceflgetClientiZ BRI FAENEIZE Fif o
2. ABERFiwHAIreportDeviceMessageZ [k LIRS FIEE . f£MessageSampleiX
MIFREAIBER S HREE
while (true) {
device.getClient().reportDeviceMessage (new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
h;

/[ ERBENX topicHR, FERESLAEFSEEHE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");
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@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);
}
K

Thread.sleep(5000);
}

(& MessageSampleZEfImainZ#, BB CHIRSSHEIET
MessageSamplezt, &FHEITENERIEZMAINFIAIXBERIFTED:

2023-07-17 18:59:20 INFO MgttConnection:105 - Mqtt client connected. address :ssl://18Z{=2:8883
2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/sys/events/up, msg =
{"object_device_id":"6396f2a998314b7a1c3faa24_java-sdk-test","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl://i&&(5
H.:8883","timestamp":"1689591560993"},"service_id":"$log","event_type":"log_report","event_time":"2
0230717T105920Z","event_id":null}]}

2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":null}

2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/user/wpy, msg = hello raw message

2023-07-17 18:59:21 INFO MessageSample:44 - reportDeviceMessage ok

2023-07-17 18:59:21 INFO MessageSample:59 - publishRawMessage ok:

mRBENESE, &R “R%E > MERE™ -EFREEAEX.

SHARMIS STHE 1 x SRR

FERE v BESR v Q C
ws Q EEEH GEITRED gD FilmsnEEE PR Y Rk 1RHE
w=E Java-sdk-test java-sdk-test 6396729983 14b7a1c3faa2. o SmartLight BEAE

EEMNIRE, BE ‘BEE , AREFRRARMMREHEIRER.

BEEE /BEFE

X
FEKEITIRERHE
== 1‘2 oN 0
FaLuEts TR The data forwarding rule has been triggered, app_id: Nrp_2M4yWU7... 20230717 18:59:26.194 GMT=08:00 FEh A5
REEFS FOMERERE LR 10TDA has received the message reported by the device.datafname. .. 2023/07/17 16:59:26.162 GMT+08:00 s ¥iE
FaEuEes TSRS The data forwarding rule has been triggered, app_ic: Nrp_2MAyWU7...  2023/07/17 18:59:21.361 GMT+08:00 sl =
BEEFL FOUEAEREE HR 10TDA has received the message reported by the device datar{'name. . 2023/0717 18:59:21.352 GMT=08:00 FEh A5

HRIRIESE—EMER, WRRBEINE, BFEERF

FTFPropertySampleZs, X MIIFHEERAY EIRalarm. temperature. humidity.
smokeConcentrationiX IT_EI/\FTE

/B EiREM
while (true) {
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Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[RSNGB R

json.put("alarm", 1);

json.put("temperature”, rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld ("smokeDetector");//servicel dEFHIE T —EL

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
b

Thread.sleep(10000);
}
}

(&4 PropertySampleddmainERE G E#Eiz{TPropertySamplezf, EEFHEEEIAIXRL
THRUFTED

“Ci\Program Files (x86)\Java\jdkl.8.8_73\bin\java.exe" ...

2019-12-28 18:39:87 INFO MgttConnection:148 - try to connect to ssl:// ialelelaleleZeZalllelelslel myhuaweicloud. com: 8883

2019-12-28 18:39:87 INFO MgttConnection:147 - connect success ssl://dReRaRaRaReRaRmmmmms myhuaweicloud. com: 8883

2019-12-28 10:39:087 INFO MqttConnection:B7 - Mqtt client connected. address :ssl://iReReRERoRoRORORERIRIREEENCN, myhuaweicloud , com: 8883

2019-12-28 18:39:08 INFO MgttConnection:213 - publish message topic = $oc/devices/5eB6bfee334ddaf33759f5b3_demo/sys/properties/report, msg = {"service
2019-12-28 10:39:08 INFO PropertySample:9@ - pubMessage success

FFaREFFERNEUER &R ERIEIHE:

R _EiREE
alarm temperature humidity EsmokeConcentratioh
1 60 22  79.940155
<smokeDetector> <smokeDetectors <smokeDetectors <smokeDetectors

A% FiwiYsetPropertyListener5iARKIZERE 4 EIEREO . EPropertySampleiX4
BlFeh, FHAIELWMTBHEEEEO.

SEMLE: T TalarmERNSEE, HEETRSISSRIE.
SRS SR ERIRE ISR TR,

device.getClient().setPropertyListener(new PropertyListener() {

(B R
@Override
public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
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/] BFHservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

/] BB
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}

[/ BB B

device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);
}

*k

*AMNBEEN ., SEGSET, BRULBEERNESIZESEY T, WEOARRELH,

*BNREFEXIFNEELMERENE, WFEELHEO,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));

}
N
E:
1. BHEEEOEZERArespondPropsGetfirespondPropsSetiE 3k _HiRIRIELL
£

2. WMRZEAIFFEENENZFIEE, onPropertiesGetiZ AT AT
i=fTPropertySampleZt, AEEFE LIgEFFREAEESAIalarmBHEN:

SiFie R

i CalarmEHHEXH0:
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=R TR

smokeDetector

IR

2019-12-28 14:16:27
2019-12-28 14:16:27
2019-12-28 14:16:27
2019-12-28 14:16:27

ILI\,

INFO MgttConnection:66 -
INFO PropertySample:53 -
INFO PropertySample:57 -

INFO PropertySample:58

EiE =g
<RW=alarm ol

BIRBFWEIEMRE, alarmiBEXH0:

messageArrived topic = $oc/devices/5eBhbfeeddddddf33759F5b3 demo/sys/properties/set/reque
OnPropertiesSet, serviceld = smokeDetector
property name = alarm

- set property value = d

STxR

IREa S HITRARERTFAa TAWMS, EEEEOE, FEXNBSHTOIE,

FiRmmAT .

fECommandSampleffl FHSEI 7 i SHIRMIE, KEIGSRHITITED, AEREA
respondCommand_t3RIAR .

device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String,
Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

/5 IBES
[ BRIEAEL NN

device.getClient().respondCommand(requestld, new CommandRsp(0));

hE

BEiEiz{TCommandSamplezk, ABEFES LT A®S, S HIserviceldiE
smokeDetector. #p&ZHringAlarm. SiEH durationEE#20,

EEAT, BRIRBWEIRSH LIRT G :

¢ = $oc/devices/test_testDevice/sys/comman
mokeDetector

2019-12-28 15:03:36 INFO MgttConnec tion:66 - messageArriv ds/request_id=4, msg = {"paras":{"duration":20},"service_id":"smo
2019-12-28 15:83:36 INFO CommandSample:62 - onCol nd,
2019-12-28 15:83:36 INFO CommandSample:63 -
2019-12-28 15:83:36 INFO CommandSample:64 - on

ra.
2019-12-28 15:03:36 INFO MgttConnection:213 - publlsh message topic =

%a(/devl(es/test testDevice/sys/commands/response/request_id=4, msg = {"paras”:null,"result_code":@,

HEIRR YRR

RIEN A T B ERREEFIRIEOMFEEHTERNGE, XML IERRIE,

ERFRFEZEAEE— M EO, TUtREZS.
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SDKIRt T —MEEENSR, EIEOYERERIE . EOYEERIZEIEE T SDKIRHAY
MIRBNHSREE S, RBMABIEEYEETE IREIRS, REAUEEHOIRERS
(ENARRZRSNEMITESEELN ) , SDKHEEEmFIFESIEN, =REERIEEF
aSHIER.

Bt EREREEPIRZEOMNTEE/TEN, mRYERREIEEEGER, SEt TiREN
RIBERE, IhEERBREFEXTISE, MARXSTFIIEEBENIRE. X5
NESZEHIT=.

SmokeDetectorffll FiER ¥ WA E IEEYRIZ

1. REBYERTENIRSENRSIEN (MRESMRS, UEEEN SRS

%)
public static class SmokeDetectorService extends AbstractService {

dr

[FERRFRBEN B, EEREMENnamefIZREFEMER—I, writeable R REHNEAS,
nametSEB RS

@Property(name = "alarm", writeable = true)

int smokeAlarm = 1;

@Property(name = "smokeConcentration", writeable = false)
float concentration = 0.0f;

@Property(writeable = false)
int humidity;

@Property(writeable = false)
float temperature;

F@PropertyiXfEkFzre— 1 EMHE, ol FAnamelsERE4HE, MNRANMEENE
BFEBa.
BRI LN EwriteableskiZ=HIANR, tNREIHEREE, W0 Ewriteable = false,
WERAR, BAASTES,
2. EXNRSHSS . RFWEIFET ARG, SDKEEMBARXEENXm
A
< o
EOASTREBENRBEZEENAEEEN, SNSEIETHEIR,
XBEEMHER— 1 RIEERS, ed&AringAlarm,
[[EXNAS, FREOASTREEXREREENALEEN, BNSHIE TR
@DeviceCommand(name = "ringAlarm")
public CommandRsp alarm(Map<String, Object> paras) {
int duration = (int) paras.get("duration");
log.info("ringAlarm duration =" + duration);
return new CommandRsp(0);

}
3. ENgetterfisetteriz[]
- SRBEEIFETERNEERMIUARRE LIREMR, SEshERgetterss
l,%; ?_etterﬁiiﬁ';%giiﬁﬁﬁﬁﬂ’\]@mﬁ, A LASERY R E RSB ak & IR BN A it
JEF
- HRRRRITEETRRRERLN, SBERsetter5iE. setterHiARE
EINRKBAMRYE. IRBUASHTEERIE, setterRBT=XH

[/setterflgetteriZ ORI BZMNIZ T Ajava beanflie, sdk&BARIXLREO
public int getHumidity() {

[EHINE RS
humidity = new Random().nextInt(100);
return humidity;

}

public void setHumidity(int humidity) {
//humidity @ HiERY, FFELH
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}

public float getTemperature() {

[ITE ML RRES SR ENE R
temperature = new Random().nextInt(100);
return temperature;

}

public void setTemperature(float temperature) {
[|REFEAEE L MsetiEzO

public float getConcentration() {

[ITE ML RRES SRR
concentration = new Random().nextFloat()*100.0f;
return concentration;

}

public void setConcentration(float concentration) {
[|REFEAEE L MsetiEzO
}

public int getSmokeAlarm() {
return smokeAlarm;

}
public void setSmokeAlarm(int smokeAlarm) {
this.smokeAlarm = smokeAlarm;

if (smokeAlarm == 0){
log.info("alarm is cleared by app");

}
}
Emain R P eI ARSS SEAIFRINENRE
/RIS

loTDevice device = new loTDevice(serverUri, deviceld, secret);

[1BIEIR RS
SmokeDetectorService smokeDetectorService = new SmokeDetectorService();
device.addService("smokeDetector", smokeDetectorService);

if (device.init() !=0) {
return;

}

FiEEHA LR

[/IEsEsEE LR

smokeDetectorService.enableAutoReport(10000);

Zit: MBEAREEEALIR, tBalLliEfirePropertiesChangediEZEOF T fitAk +
o

B#ini7SmokeDetectorzs, BEREELIREM:

819-12-28 15:26:26 INFO MqttConnection:148 - try to conmect to ssl:// “myhuaweicloud. com: 8883
019-12-28 15:26:26 INFO MqttConnection:147 - connect success ssli// .myhuaweicloud. com: 8883
819-12-28 15:26:26 INFO MqttConnection:87 - Mgtt client conmected. address issl://
onnect ok

819-12-28 15:26:26 INFO MgttConnection:213 - publish message topic = Soc/devices/5e@6bfee334dd4f33759F5b3_demo/sys/properties/report, msg = {"service

EEaEdrEs+:

.myhuaweicloud.com:8883
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Siwmio i

L 3c: =l | L=

FEFE LEE alarm, EERERTKEIEILR

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = S$oc/devices/test_testDevice/sys/properties/set/request_id=2, msg = {"services":[{"pr
2019-12-28 15:44:29 INFO AbstractService:187 - write prcperty ok:alarm

TEFE T AringAlarmés$:
BEREHEET ringAlarmap$#iER, FE R T ION:

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/commands/request_id=1, msg = {"paras”:{"duration”:28},
2019-12-28 15:44:29 INFO DeviceServiceSample$SmokeDetectorService:53 - ringAlarm duration = 20
2019-12-28 15:44:29 INFO MgttConnection:213 - publish message topic = S$oc/devices/test testDevice/sys/commands/response/request_id=1, msg = {"paras”:null,

{(EFRAD RIS

sdkﬁﬁi? SRS, ARREFERMHFHIRENM, HMEEEmEMIREIDE
o RIBAERLEEAT LRI S *;iSZ#F, REXEREEN TR, £RFINAY
%mmé,%Fim—A REEE, EmainRE eI %W SV

(EFRRIEERRRERIREFNBIE

1. 'Fﬂihuaweicloud—iot—device—sdk—javaIE, fRE4ERH Nhuaweicloud-iot-
device-sdk-javaBFEH1T “mvn install”

[INFO]
[INFO] Reactor Summary for huaweicloud iot device sdk project for java 1.
[INFO]

huaweicloud iot device sdk project for java

iot-device-sdk-java

iot-device-demo

iot-bridge-sdk

iot-bridge-demo

iot-gateway-demo

nwnn

nunwnn

iot-device-code-generator
iot-bridge-sample-tcp-protocol

[ L L L U L U U |
[y

N S S S Ty =

Y |

[}

BUIL

Total time: 39.978 s
Finished at: 2023-06-16T11:25:00+08:00

2. HiT5ER&Eiot-device-code-generatorfitarget &R BT/ TjarE .
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3.

4.

Mame

apidocs

classes
generated-sources
Javadoc-bundle-options
maven-archiver

ﬁ iot-device-code-generator-1.2.0.jar

ﬁ iot-device-code-generator-1.2.0-javadoc...
ﬁ iot-device-code-generator-1.2.0-sources....

ﬁ iot-device-code-generator-1.2.0-with-de...

Date modified

6/16,/2023 11:24 AM
6/16/2023 11:24 AM
6/16/2023 11:24 AM
6/16/2023 11:24 AM
6/16,/2023 11:24 AM
6/16/2023 11:24 AM
6/16/2023 11:24 AM
6/16/2023 11:24 AM
6/16,/2023 11:24 AM

5P RISR ST HRAFEIANE, LLATEAOELZ A “smokeDetectorzip” KIEID

o

HIEISDKIREH, 1T “java -jar .\iot-device-code-generator\target\iot-device-
code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .

Ps D:\git\huaweicloud-iot-device-sdk-java> java .\lot-device-code-generator\target\i
ot-device-code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:38:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h

uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic

e\demo\smokeDetectorsService. java

2023-06-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic

5.

e
1.

loud-iot-device-sdk-java\generated-demo

fEhuaweicloud-iot-device-sdk-javaB R F &% generated-demof .

DAgit\huaweicloud-iot-device-sdk-java‘\generated-demo

Mame

SFC
target
|| mvnw
mvnw.cmd
0 &/ pomxml

Elt, REHEEEEMN.
I TEERRINES:

AiE “huaweicloud-iot-device-sdk-java\generated-demo” , #1417 “mvn

install” , #Etarget F&ERfjarel,

PS D:\éit\huaweicloud—iot—device—sdk—java>_cd . \generated-demo\

PS D:\git\huaweicloud-iot-device-sdk-java\generated-demo> mvn install
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| Total time: 4.386 s
] Finished at: 2023-86-16T11:31:47+08:00

PS D;\git\huaweicloud—iot—device—sdk—java\generated—demo) dir target

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

LastiriteTime Length Name

6/16/2023 : apidocs

6/16/2023 : classes

6/16,/2023 : generated-sources

6/16/2023 : javadoc-bundle-options

6/16/2023 : maven-archiver

6/16/2023 : 29924 jot-device-demo-ganerated-1.2.0-javado
c.jar

6/16,/2023 : 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/2023 : 11530020 iot-device-demo-ganerated-1.2.0-with-d
eps.jar

6/16/20823 : 8031 iot-device-demo-ganerated-1.2.0.jar

2. #lfTjava -jar .\target\iot-device-demo-ganerated-1.2.0-with-deps.jar your-
access-address your-deivce-id your-device-secrect, = NSO BINSFI—AL

HE. u%ldﬂ]&.ﬁ% ""EE‘ZE’Jdemo

nerated—demo’ .
ps. jar your—acc addre

hstractService:103 — create device, the devic

0 MgttConnection:233 — try to connect to s

EXd BERRIES:
S RIRIBERTH T IRSHENXFNEM, BRREEHTO=A9EXKENT,
1. @moE0O, FSERNEAFIIILSEE

@heviceCommand

pub11c CummandRSp Plngﬂlarm {Map«<String, Object> paras) {

i

return new CommandRSp{B},

¥

getterfsix, ERRINIERIREIRETIE, %ESZjJM1§Mnn1=&Hﬂ§ﬁEO

setterf3i%, EMAICIEBRT R T BIERVENIRT, EFERINELANSELTIE,
tbanafE R T RIES -

SMEIFF A =%

MAR-ENSE, RS BRENEY TARTOSEE FO6HE
§§7EE'JI)J§EO SDK1Eft T AbstractGateway ISR 2 KiE L M KHISEHL . iZSEIRM T
B, BEAFERBI AR ERE (BEFERHFOEAANE
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0) . FIRE MTHEBEARIE (FEFEIMERLEREN ) . LUK EHRTFIRES!
x. LikFirEREE. HRFARERES. LIRFREEEFEO.

{5 AbstractGateway3s
Pz, THERMEBRHFEFEEFAMED, TMETTERE AR
SO

public abstract void onSubdevCommand(String requestld, Command command);
public abstract void onSubdevPropertiesSet(String requestld, PropsSet propsSet);
public abstract void onSubdevPropertiesGet(String requestld, PropsGet propsGet);

public abstract void onSubdevMessage(DeviceMessage message);
iot-gateway-demoftiB 143
T #ZRiot-gateway-demoE FAbstractGatewaysLHl 7 —MaE BRI X, Bigfit
tepIRBENBED . K
SimpleGateway: ##iFEAbstractGateway, SLIIFISFEEMN NMTHEER
StringTcpServer: EFnettySLII—NTCP server, AR FIgFZRATCPIRMNY,
HEERBEENENER
SubDevicesFilePersistence: FIRBEBIFAMN, RAjsonXEGRIRFFREE
B, A EREFHHTERF

Session: IRBERIER, FF 7IRFIdFITCPAIchannel BIXTRKHR
SimpleGatewayzE

DN bR F iR SR

HINFIRE: AbstractGatewayfJonAddSubDevicesiE 25 7 FIR&FEE

FIRZF . BIIAEEBEINEIMEIE, EitkSimpleGatewayREEERES
onAddSubDevicesiz[

ks FigsE: BINFMNEEESFANER, CEEMAIsIARENERE. I
LAFAIJES T onDeleteSubDevicestz[, EINTIRHEME, AT ARARZER
onDeleteSubDevices,

@Override
public int onDeleteSubDevices(SubDevicesInfo subDevicesInfo) {

for (Devicelnfo subdevice : subDevicesInfo.getDevices()) {
Session session = nodeldToSesseionMap.get(subdevice.getNodeld());
if (session != null) {
if (session.getChannel() != null) {
session.getChannel().close();
channelldToSessionMap.remove(session.getChannel().id().asLongText());
nodeldToSesseionMap.remove(session.getNodeld());
}
}
}

return super.onDeleteSubDevices(subDevicesInfo);

}
TITHE S
MEXWEIEETTHEHER, BB AGTFRE. FAEMTEEDA=M: 8EH
B, BHES. s,
- IRFEHE: XEBHIIZERIEdeviceldfkBlnodeld, MimFkELsession, M
sessionZBjkEXchannel, FirlLAEchannelXBEE . FEEABER, AJLIR
BEEEHT—ERVERLIE,
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@Override
public void onSubdevMessage(DeviceMessage message) {

[FEEEOFERRdeviceld, deviceld2HnodeldflproductidifZE4piaYg, B
//deV|ceId productld_nodeld
String nodeld = lotUtil.getNodeldFromDeviceld (message.getDeviceld());
if (nodeld == null) {

return;

}

//i@iEnodeld$xEYsession, #H—iE5xE channel
Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
log.error("subdev is not connected " + nodeld);
return;

}

if (session.getChannel() == null){
log.error("channel is null " + nodeld);
return;

}
[[EEEEEERETIRE

session.getChannel().writeAndFlush(message.getContent());
log.info("writeAndFlush " + message);

}
- EBHEE:
EHESaERERENELESE,
BHRE:
@Override
public void onSubdevPropertiesSet(String requestld, PropsSet propsSet) {

if (propsSet.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld (propsSet.getDeviceld());
if (nodeld == null) {

return;
}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

return;
}

/X EHA BN RN string R4 7R, Linasrlsem Rt T—ERERER
session.getChannel().writeAndFlush (JsonUtil.convertObject2String (propsSet));

[IATEHRNIE, BIEXEEEEIRLN, EEEMEREFRENEREHEENR
getClient().respondPropsSet(requestld, lotResult.SUCCESS);

log.info("writeAndFlush " + propsSet);

}
EHEA:

@Override
public void onSubdevPropertiesGet(String requestld, PropsGet propsGet) {

(AN FEERZEFRENENE, XEERREXK
log.error("not supporte onSubdevPropertiesGet");
deviceClient.respondPropsSet(requestld, lotResult.FAIL);

}
- @ RIEREIIEEZEN, LIRS raeRERRNREDEIE
@Override

public void onSubdevCommand(String requestld, Command command) {
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if (command.getDeviceld() == null) {
return;

}

String nodeld = lotUtil.getNodeldFromDeviceld(command.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

return;
}
}é [XEBENEREIBcommand g EEistring &5 78, LhMASHfEREH T —ENRE
s

session.getChannel().writeAndFlush (JsonUtil.convertObject2String(command));

[IRTEHAE, FITEXEERZLCGLME. BEEHEAREFRENIE GBI
getClient().respondCommand(requestld, new CommandRsp(0));
log.info("writeAndFlush " + command);

}

o _HTiHESAME
FiT4bIEEStringTepServerfichannelRead0E2 8 . MIRZIEARFE, FESLE

=iF:
NMRFRFEEAFE, XERCERELY, EEHERIER
@Override

protected void channelRead0(ChannelHandlerContext ctx, String s) throws Exception {
Channel incoming = ctx.channel();
log.info("channelRead0" + incoming.remoteAddress() + " msg :" + s);

[[AIREEHEEE, Bli#session
[IANEREEHEE, BliEsession
Session session = simpleGateway.getSessionByChannel(incoming.id().asLongText());
if (session == null) {
String nodeld =s;
session = simpleGateway.createSession(nodeld, incoming);

[IBIBSTERW, IEMEER
if (session == null) {
log.info("close channel");
ctx.close();
}
}

MRREFE, WHTHRELR:

else {
[/ANREE FREHNEreportSubDeviceProperties
DeviceMessage deviceMessage = new DeviceMessage(s);
deviceMessage.setDeviceld(session.getDeviceld());
simpleGateway.reportSubDeviceMessage(deviceMessage, null);

}

FXE, MXAIXBLBNET T, BEtRIESoERERE. i demoEFFERY,
FRFRILURIERZH T E EEAMERGS A . HAPIBINESEIAIEE
. SKIEMFRERAINYL

e iot-gateway-demoRJfEFa

a. HTEFELANKEMRFF.
b. {Be&StringTcpServerfimaine&#l, BiREESH, ARIEITIZE

simpleGateway = new SimpleGateway(new SubDevicesFilePersistence(),
"ssl://iot-acc.cn-north-4.myhuaweicloud.com:8883",
"5e06bfee334dd4f33759f5b3_demo", "mysecret");
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FEFa LERZMXELE, RIIFIRE.
s
R ®L BEFF HERE ﬁ =
SRR ST (GSH) . FORIRSRTT GRRARS, B LRSIOT S TSR, SRR L7 OSBRI, MR ORT 2Rt
- AT ) = " —
T
S e
N e

ItEBI MK _E HESFTED:

2023-01-05 19:14:32 INFO SubDevicesFilePersistence:83 - add subdev:
456gefw3fh

1517 TcpDevice2t, EIZLEERE, WMAFREHInodeld,
StringTepServer | TepDevice

"C:\Program Files‘Java\jdkl.8.8_212\bin\java.exe" ...
20208-81-88 16:55:86 INFO TcpDevice:85 - initChannel...
input string to send:

subdev?

input string to send:

RS Ri e B &S TED:
2023-01-05 19:15:13 INFO StringTcpServer:118 -
channelRead0/127.0.0.1:60535 msg :subdev2

2023-01-05 19:15:13 INFO SimpleGateway:68 - create new session
okSession{nodeld='456gefw3fh', channel=[id: 0x42c9dc24, L:/
127.0.0.1:8080 - R:/127.0.0.1:60535],
deviceld='5e06bfee334dd4f337589c1de_subdev2'}

FEFa LERFIRE LXK,

5 BEER B0 e BEiRnE SRR 1S
. 5 subdev2 5e06bfee334dd4f3aT5.. smokeDetector subdev2 2020/01/08 16:54:48 G.

FiRBLRIBE
2828-01-88 16:55:86 INFD TcpDevice:85 - initChannel...
input string to send:
subdev?2
input string to send:
hello

EEHTEER LRI

2020-91-08 16:55:11 INFO SimpleGateway:67 - create new session okSession{nodeld='subdev2', channel-[id: @x74e9c8f@, L:/127.9.0.1:8680 - R:/127.0.0.1:5398
2020-01-08 16:56:17 INFO StringTcpServer:99 - channelRead®/127.0.0.1:53981 msg :hello
2020-91-08 16:56:17 INFO MqttConnec tion:223 - publish message topic = $oc/devices/5e@6bfee334dd4f33759F5b3_demo/sys/messages/up, msg = {"name”:null,"id":

BEEHRIRER

EFE EREINX, &F REFH-HRIRE, THERIRE. $REiLFIRE
REHE, FHRAEERESIRE:
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EEBEE FERERE v =hEE v cl L

MRS Ugs2em UESE LSS CsaE e

A BEST

2] REMEE

23s] BERS

4.2.3 loT Device SDK {ER#5r5 (C)

loT Device SDK ( C ) {28 @ IENEA=IoTHIEAMFEESHICHRARISDK, 124HSEF
FazaEhees, UREERS. MXIRS. OTASSRRS, FEHNSHGS
BT EEdemofi3 . HXEMIESIEZS%E 10T Device SDK ( C) {ERE{ER.

4.2.4 10T Device SDK {58185 (C#)

loT Device SDK ( C# ) 12U BIBNEATIoTYIBAMESHICHIRARISDK, 1BHHES
MEEZiaEEhEeh, URIEERS. OTAZSHRRS, HEfNSMiZEEH|TE
EH9demofti8 ., 1BXERIESIES#I10T Device SDK ( C# ) {EF38R .

4.2.5 1oT Device SDK {8 ( Android )

loT Device SDK ( Android ) U EIENLER=IoTHIEREEHIAndroidhR AAY
SDK, IRUgBINFEaZEENEE], UNRERS . OTAZSRRSS, FEEXIEH
ISR T EEdemoRiT . IBXREMIESIES%E 10T Device SDK ( Android ) [
{8/,

4.2.6 1oT Device SDK {§H18r ( Go 1T XkR )

GoiEShRAYSDKIRM T IR EEMRYESEE], AARLXKIEME, NREABE™RSE
fEgithub_tiRissue,

4.2.7 1oT Device SDK Tiny {EF#5R (C)

loT Device SDK Tiny2aBEEEE HMAEES . XITHE/ i/ ER R ZIRHIRY

Bimg LRRSREREEDEN, BRFEFBAPIZO, ERLIIRERERZNE]
;1*2%W?SLJ&%&TEJ:TE%Dﬁ%\%‘éﬂﬁl%mﬁ‘éo HEXEMESBEENiRzEBANTTR

AiF o

(1 588
loT Device SDK TinyBJLAUS T FEUnuxiR{FRARNIRE, Bl LIIRABER, BERREMX

ARS5 .

4.2.8 loT Device SDK {£Fi8R3 ( OpenHarmony )

loT Device SDK ( OpenHarmony ) 2R SN LN =IoTHIERMFEEH
OpenHarmonyhRZARISDK, RIEISFIIFEEZE@E NN, LIRIRERS . OTASS
TARSS, HEHIEMZRIRETESNdemoXiS ., BFEMIESIES#10T Device
SDK ( OpenHarmony ) {§FEigR.

4.2.9 loT Device SDK {§F3#8E3 ( Python)

loT Device SDK ( Python ) RS EIENEARIoTHIEXFESHIPythoniRZAAISDK,
RRBEMFEAZEBNED, URRERS . MXKRS. OTAZSHRIKS, FE
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/ctlove0523/huaweicloud-iot-device-sdk-go
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
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4.3.1 MQTT {EEEES
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MQTT ( Message Queuing Telemetry Transport ) 2— 1M EFEFin-RSEEHELR
mATFEEEINY, FENBTITEEENBIR, BETFRRTRE.. Ao ERIRMSHITE
EREETIIEHIR S, EERKERNIFSE, NERRITE. BZXTMQITIMUEER
EOEER, 1JhXEIRE,

MQTTSEMQTTERTLSINZRINMN . RAMQTTSHMUIEATFERNIRE, RESHIEX
MEGZEREEZRE, BRHENERN, B —ENREk.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README_CN.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README_CN.md
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/
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OTAFER
EEYTOPICHE

. ORBEANR, BRESH (ETEHE RS RN ANAPICIEFR ) o

2. FhtlEsEE, HEMEE (UEgEs ST MEEEERNBMAPEE
mhgEtlE ) .

3. IREEMTEERE, URBESRELIHE/BH LR, BGS/BEER.
OTAFZR . BENX TopicEINEE. X FFETRETopicAI&E TopickEX

[MERL:
SR LAEIE matt. i TR MR, TSEHEEEmqtiEN,

{EFEPR
R BRI
SHERIMQTTHMY R A FFMQTT v3.1/v3.1.1 /V5.00MYBRAS, A
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https://support.huaweicloud.com/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_00016.html
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o AZ#Fwill. retain msg

MQTTSFIILZEEFR KATCPEEER + TLSHMY ( &==TLSv1.3
hRAS )

HIKEEWRAMQTTIEREEREL FoBR &

BMEEEDHIFNRAMQITIE |1

=Y

BAMQITIEEEMANME, Bl | 3KB/s

=, BaEELZENMX

MQTTENEREHERAKE, @Y | 1MB

LERNRIR ISR ERIER

MQTTiEE OB EZINE

OBERTEPREN30E1200%), HEFIZRE N
120%)

P a2 FEE X Topic

3 FF

HERMSITH

RERBEXIE S TopicHTEE R H ST
15

BMTRERIIRKIT I

FEBRH]

(MR

FREEFRFRESTABERANEREE (EANRKRNOS883) , RIBREFEEEE.

MQTT IREFSHIEXMFEEBEE

IRBFEBAMQTTHMUEANTFESH, FETIEFBEZ Topic#TEE . MEANESMET
Topic, BITXLTRERTopic, FEFMRBFAILISLILNER .. B, SR E ., &iEn]

LIRS EENESS, BENXTopic, LPIREFSBEAIMENEE.

HE | HERE 1588
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BFr&EFmRERE MRS BIEEE LIRGFa .
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REHEL | RELEREF mRE R E YA B IS TR _ LIRET
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BRRE LIRIBERE R AN RRS R ENTEM RS
EHITFERAE,
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MXitERE | BTFRKESEFEESMEENEMEIE—RE LIREGFS .
% _E3R
;ﬁ%%ﬁd: BFs&iRr- R E X AnSTUESHEIE LIRETF S
&
HE | FEBEET | BTFEa TTREEXENEIERIRE .
T | &
FERER | RENFREREEFPEN TEETmEERENENE, F5/
Bt MRS B EEEENAVESUEERBIEMLEE.
FeEER | Fe/NARSSBIEEEONG, NEISEERE
BEMH HEMHEE.
EEmST | FE/MARSSIEFmIERFE M An B N RIEHw
V2 DBIRE -
FEEHT | FE/NARSSEFREREPENNSEHERN TREHS
ﬁ iﬁ%o
TopicEOMM4E
DB S FRE R Topictl N RFA7R:
Topic33 | g Topic Public Subsc
(%* riber
&) (17759
&)
BEHEHE | EFEEE LR | $oc/devices/{device_id}/sys/ R 28
FE><Topic messages/up
FEATEBEE | $oc/devices/{device_id}/sys/ a5 8%
HBgE messages/down
wEWS | FETRWS | $oc/devices/{device_id}/sys/ *a RE&
FEXTopic | H8E commands/
request_id={request_id}
Z&ZIREE< | $oc/devices/{device_id}/sys/ B3, e
M Rz commands/response/
request_id={request_id}
wEREE | RELIREM | $oc/devices/{device_id}/sys/ & &
¥EXTopic | #iE properties/report
MFEHLE R | $oc/devices/{device_id}/sys/ B Fa
BlEE gateway/sub_devices/
properties/report
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3016.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3006.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3006.html
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TopicoE | Fig Topic Public Subsc
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=) (3715
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EAIgEIZE | $oc/devices/{device_id}/sys/ a5 8%
B properties/set/
request_id={request_id}
BB | $oc/devices/{device_id}/sys/ 1541 EEs
MNEER properties/set/response/
request_id={request_id}
EEBEIERE | $oc/devices/{device_id}/sys/ ¥a R
B properties/get/
request_id={request_id}
EHEEEAL | $oc/devices/{device_id}/sys/ 5 Fa
R, X1Ng5 | properties/get/response/
RAREXIEE | request_id={request_id}
BlEFEFr=
20
R&MIEZNFE | $oc/devices/{device_id}/sys/ RE Fa
HE&R9IEE | shadow/get/
SFHIE request_id={request_id}
B&MIEZNFE | $oc/devices/{device_id}/sys/ ¥a5 8%
BFE&18EE | shadow/get/response/
FEIERINTRL | request_id={request_id}
REEH | BESBH LR | $oc/devices/{device_id}/sys/ IREE a5
HHXTopic events/up
EEEMTA | $oc/devices/{device_id}/sys/ ¥a 8%
events/down
55, APELLEEEEHIS LIREBEE N Topic, EIRAPMEEIENE. BiRn]
SEHEN Topic,
MQTT 89 TLS 245
FEAEFFERTLSRIRIPREIIFEERNETE . BRSSO NMRAITLSHMY, BIAR
AR1.00 1.1, 1.2801.3, TLS 1.0F01. 14840 91BRR , FitXIFFHA, EZERINERATLS 1.2
FOTLS 1.31ENENETLShRAS . (FRTLSIEEIEA (I TINZEHY:
e TLS ECDHE_ECDSA_WITH_AES 128 CBC_SHA
e TLS ECDHE_ECDSA_WITH_AES 256 _CBC_SHA
e TLS ECDHE_RSA _WITH_AES_128 CBC_SHA
e TLS ECDHE_RSA WITH_AES 256 CBC_SHA
e TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3029.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3028.html
https://support.huaweicloud.com/usermanual-iothub/iot_02_9992.html
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e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

4.3.2 {55 MQTT.fx ifFiN

ARIHELMQTTXAM, NMBELAMQTTEREMMEANMENES . MQTT.XER Euiiﬁi
MIMQTTZEFif, BILAR %Llﬁ%ﬁﬁﬂl'—ﬁ%ﬁ%l@qzé‘ﬂﬁ&"ELEZ‘EJZLTIFE HE
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o EFMEITEAKS. KRIMIRITEMRMESAIEM.
o ESERHEBFIANIE, RERAEEN= EBFLZINESHIME, BWTEFER
REBENINEE,
o CEFERBEARS. KRABVLRSFENERS, 2 ‘SEEHE” B8
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EUSSEENER
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]2 B5E ‘E ﬁ? |57 HEANZHE, RSEEMNSHIZRY ‘2587 , 8E “Hpisefl > £
)\1-‘-E ? 12%?&)\1; Sy 13%&%*[]1%':‘ o
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R
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1 CIEMQTTINYm. MNREBAMQTTIMNY™m, FIBIILLER.
$H2 SREHEHES, BEANSHE ‘TR, SEREAEN “elEFm” .
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https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/#/dm-portal/home
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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SEERERIEOMA, EAMQITHKIEENIBNFEE.

1 TEMQTT.fix ( BNAROMIRERS, MRIIIRERS, BLULTH
MQTT.fx) , ZEMQTT.HXTH,

(] ¥ B8
o LEERWIEMQITHXTEH, alasittit T,
e MQTTfx 1.7.0%|BRASI A $HIERR ( Topic ) RMIEFFEEIER, I5EARIRAGH T,

B2 pHOXE, BEEFMESEEEMANZEID ( Deviceld ) #1258 ( DeviceSecret ) , &5k
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3009.html
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://softblade.de/download/
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/
https://support.huaweicloud.com/usermanual-iothub/iot_01_0028.html
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IRFBBIEMQTTIMYAIconnectiEEHITEN, XFHaiEclientldBIZ N ERDEEERLIR
BiEH%E, FalElconnecttBRERT, SHIMNMSSERISAECEEIIIZERESL,
FEREM T EERBIclientldiEz(, BOARKRICATIEEL: 1&&ID_0_0_AYal&,
o HXHA “HMACSHA256” IGATEIBNAUAT, SERKESR B SFEERTER
B, BHHEBEE1ER.
o HEH “HMACSHA256” ARIGATEIBA AT, clientldtBFHTEES
“YYYYMMDDHH” #&z(RTia18%, AFIIRREZRL,
connectiBEENKMET, FESREEIR, HEIKFMQTTHEE .
|3 FIAMQTT.HXEE, BEFgEER.
& MQTTHx-171 L - -
E Extras  Help
B | £ RSl  Disconnect
m Subscribe  Scripts Broker Status  Log
SEA SETERBLNSH, KESEE “Apply” .
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https://developer.obs.cn-north-4.myhuaweicloud.com:443/cert/v2/certificate.zip
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B Edit Connection Profiles ] x
iot

local mosquitto Profile Name | iot

Profile Type  MQTT Broker - I\\m
MQTT Broker Profile Settings

Broker Address  {eeZaTelaZalele
Broker Port | 8383

ClientID | a8ff

General User Credentials m Proxy LWT

Enable S5L/TLS 0 Protocol  TLSv1.2

Generate

CA signed server certificate

e CA ce':’fi:a(efile
CA Certificate File | D-\certificate'\certificate\javat DigiCertGlobalRootCA crt pem -8

CA certificate keystore
Self signed certificates
Self signed certificates in keystores

+ - Revert m oK Apply

B “Connect” , RBENHING, EYEMES “FrEIRE" REAUUERIREL
FERIRE,

BEAIE AEER  MEBR  EbE APRAEREO R 7 HHENE
RS v BEER v Q c
®E @ BEER SN &0 ERESE YV mErE Y s B
w;E  deviceTe: st 1648886438500  624302a02d08973287024612. 2_16. Abbytest test EEEE =5 i E5 v
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SEGFRM HREOSE, FERMQTTHX T EEIEMTE HIREYE.

RELBEMQITEE LIRHIE, FEALIEEMNTopic, LIRBEMTopickE={:
“$oc/devices/{device_id}/sys/properties/report” , Ee “deviceld” BIE, IF—HN
—F%E, [ERdeviceldZEANES RS IMEINEIREIRY “deviceld” B, QoSHE
FkFoEE 1,

ESEOME, AL “$oc/devices/{device_id}/sys/properties/report” Jaf5l, &N
“$oc/devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report” o
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
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foc/devices,/ SedeZ et i nTn e atatatnTa e e e ettt S v w

"canare 1d" "Temnaraotire®

2 HE HRAVEUE

BRESH
FEB& WA ] | 6B S¥iA
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services | whifk List<ServicePro | REIRSZEIEIIF ( BAREHSETE
perty> ServicePropertyZEX 3 )
ServicePropertyxEX 3 :
FBE W%/ a] | KB B4
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service_id | Wik String IREIRSSHIID,
propertie | A% Object RBIRSHEMLTIER, BERFREREXEX
s A9 ERIR B TE X o
event_tim | A& String IREREHMIBUTCRTE (18
e yyyyMMddTHHmMmssZ ) , #0:
20161219T114920Z,
R&E FIRBIEATZSHE S HISEIR
AT, MR ERATELAEERIEE.
BRI
{
"services": [{

"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57

%,
"event_time": "20151212T121212Z"
%
{
"service_id": "Battery",
"properties": {
"batteryLevel": 80
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7IEW Extras Help
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- Disconnect B °

m Subscribe  Scripts  Broker Status  Log

Soc/devices/{device_id}/sys/properties/report - w { Q050 eyl Qos2 Retained -84
{
"services": [f
"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
)
"event_time": "20151212T1212127
1
{
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"properties": |
“batterylLevel”: 80
"event_time": "20151212T121212F
i
]
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H$I|3 BE “Publish” , JLMEYENEAREFFERE LEEFREEE M LIREE

B IR
Q EFEFEIE: Q
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Devicelnfo batteryLevel
Upgrade 80
PeriodicalReportConfig
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‘SmokeDetectorControl
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BEXXIRIESAYI0T Device SDKH{TEER o
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o SE%IEE%‘J’E&*H&W%&)\%M SRENMELEAYIREL IR, BEEFETEE
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. MRt EEhEE .
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Z#EIntelli) IDEA

1. ifidintelli) IDEAEN, EFESERFMATE . ( AXLAwindows 64-bitF&
#intelli) IDEA 2019.2.3 Ultimate 98l ) .

Intelli) IDEA What's New Features Learn Buy

Download IntelliJ IDEA

Community
nd Android development
-
System requirements
Installation Instructions License Commercial Open-source, Apache 2.0 @
Other versions
Java, Kotlin, Groovy, Scala v v

2. TEGEME, BITREXHE, RERERTZR.

SR
SW THIAVARR).
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2 FIFFIDEAFAEETE, B “ Import Project” .

Welcome to Intelli) IDEA — "

IntelliJ IDEA

Version 2016.3.2

1t Create Mew Project

‘ ¥ Import Project ‘

Open

¥ Check out from Version Contral =

# Configure ~ Get Help +

SI|3 EELEIPFTHAES], ARRERERR, 23E “next”
Import Praject *
() Create project from existing sources

© Import project from external model

- .
= Eclipse
& Gradle

Maven
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IREEJXZ)\

F i 4 wEMHE
S FARBSA.
mqttdemo ; © src )| main ) [ java /| com !
B Project - 0 = | 8- I+
mgttdemo C)\Users)\|wxB85392%Desktop\mgttdems
Jidea
src
main
java
com.demo
resources
test
target
= mqttlog
= maqttlogdaily.2020-01-09.log
= maqttlogdaily.2020-01-10.log
m mattdemo.iml
pom.xml
----85R
FEAVALS S

IREHMRERANERNF R EEFRNFaREE, NERE j?ﬂ?&'i"m

HITREK . FPREBIENREER, BHREIMKERZEKMFES

1. EELERZH, BRI
/1T EmqURI ittt (BSIHREENT ARSI )

static String serverlp = "xxx.myhuaweicloud.com";

/RS RIS deviceld 5243 ( BEHHEISHMNEHIDSE )
static Str|ng deviceld = 722cb****************
static String secret = "*ren,

- serverlp AYIEAME SR EXTERE, ATSEEEIHEESEIRE (FRENRIZR
IHREE, FEIEmMdGSIERHIT “ping 1317 , SREUPHBLL) .

- deviceldfsecret/9ig&IDFNZEH, 7ERINFANEREIREL

2. (EXRE1PSHEHOERMgttClientiZBINiERE T . mattiE OB aREERINE

1208, BfERARE.

MgttConnectOptions options = new MqgttConnectOptions();
options.setCleanSession(false);

options.setKeepAlivelnterval(120); //C:BEETIEIBRE 3012008
options.setConnectionTimeout(5000);
options.setAutomaticReconnect(true);

options.setUserName(deviceld);
options.setPassword(getPassword().toCharArray());

client = new MqttAsyncClient(url, getClientld(), new MemoryPersistence());
client.setCallback(callback);

1883@MqttIEREMEZIZEANIRO, 8883@mqttsZEMNZIEN KO ( FERSSLIN

HIEB) .
if (isSSL) {
url = "ssl://" + serverlp + ":" + 8883; //mqttsiZEE

SLASRRAS 1.47
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}else {
url = "tcp://" + serverlp + ™" + 1883; //mqttiEsE

WRBIMQTTSIER:, RENMEHIRSESIHSSLIED, %F%E,u\\DDSocketFactory#
# ., DigiCertGlobalRootCA jkstEdemofiresourcesER T, BIRBRIGFEESEHD
E‘g}gq’i, AT R&EMBENDENESERENER, TTUER :J?zkHYqJ-Fi‘ZlIE#

options.setSocketFactory(getOptionSocketFactory (MqttDemo.class.getClassLoader().getResource("Digi
CertGlobalRootCA.jks").getPath()));

3. I@Hclient.connect(options, null, new IMqttActionListener()) &iiEsE ., &z
it, EE[EHIEAMgttConnectOptionsiEiES#],

client.connect(options, null, new IMqttActionListener()

4. 1EBIEMgttConnectOptionsiEizS#IAY, FFoptions.setPassword (){EXNRIZHS
Sf—MINE . getPassword () AIREUVINZE FHIEH o

public static String getPassword() {
return sha256_mac(secret, getTimeStamp());
}
[* AF3sha256 &R TR */
public static String sha256_mac(String message, String tStamp) {
String passWord = null;
try {
Mac sha256_HMAC = Mac.getInstance("HmacSHA256");
SecretKeySpec secret_key = new SecretKeySpec(tStamp.getBytes(), "HmacSHA256");
sha256_HMAC.init(secret_key);byte[] bytes = sha256_HMAC.doFinal(message.getBytes());
passWord = byteArrayToHexString(bytes);
}catch (Exception e) {
LOGGER.info("Error HmacSHA256 ===========" + e.getMessage());
}

return passWord;
5. E&EERNE, REETEZ.
BEEA it 150 o= | cevss [

mag (3] EEIE MBI MEEN MEEE UL
S -

an . 5 e B 80 PR PR ram e

- = 2345 4 B

II WNEREEALM, fEonFailurelAEFHELIBBEIE, IBHEAIIT:

@Override
public void onFailure(IMqttToken iMqttToken, Throwable throwable) {
System.out.println("Mqtt connect fail.");

[NEEEEE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff +
lowBound);
long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);
System.out.println("---- " + waitTImeUntilNextRetry);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MgttDemo.this.connect(true);

keSS

1 IFE TopicANIR & etz broker &z THRIXF1ZTopicATER., XFFESTRETopicA]
S2ETopicEX . FMEOAERESEGRSTEL.
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[T E S
client.subscribe(getCmdRequestTopic(), qosLevel, null, new IMqttActionListener();
getCmdRequestTopic()sAEEW A S I Topic, MFEEITRIZTopicHIam< .
public static String getCmdRequestTopic() {

return "$oc/devices/" + deviceld + "/sys/commands/#";

}

B Lk
Bt LRRIEREEHNRTE HRECHEYE, ESERESERERE HR.

/I ERjsonBE, iFEserviceldESr=RIEERIARIE XA R

String jsonMsg = "{\"services\": [{\"service_id\": \"Temperature\",\"properties\": {\"value\": 57}},{\"service_id
\": \"Battery\",\"properties\": {\"level\": 80}}]1}";

MgttMessage message = new MqgttMessage(jsonMsg.getBytes());

client.publish(getRreportTopic(), message, qosLevel, new IMqgttActionListener();

SEERjsonMsgRZERETHISON, Erhservice idE 5= RiERRHIE N IIR,
properties@RFHIEE, 57ANNAEMEE. event_timeATNEIR, JIRBREHIE
UTCRTE], FESENNMERRSATE,

IREBE MK A INEREEIMEXNFEfE, BIaliERMgttClient.publish(String
topic,MgttMessage message) @& HRIZEEHEE.

getRreportTopic() BIJ93REX_EHREWERI Topic,

public static String getRreportTopic() {
return "$oc/devices/" + deviceld + "/sys/properties/report";

}

B85 k¥R

EiTmainisizmIEsE, BIAEREREFENEEES LIRINIRERIEERE. 14
EOERBEEZRERME LR

=0 e
ORI
ool
o HsaE
-2
25 REIR =EFenE O c

Q EFEATE: SR

level

88
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F &l 4 gElHE
=0 fod
o
R HRMOR sEpEnE © c
Q EETEAETE: R Q
57
SRR |

MR

WIRAE “RBIFE RERBEN LIRMIE, B2 RERPRSHEENRS, BRREL
?EE’JHEQ/}: M R R hROBRSS B —5, SEMA TR > REEN WHE, MERFTERR

730

*E *zﬂ!;

EBRILISEMQTTEONA, IEESEMQITEISREIRNRE ?s:)\%ﬁ%ﬂ"f:‘.‘o NI
Eﬁg&‘MQTTTdJ\&E@lE%%H, RIEIIER A T IASYENFE SRS ZEAMELT
FER

(0 %
BT RS SO BERNEENTTSEEN.
4.3.4 Python Demo {EHHi%ER

HEs
LA Pythom.:. S0, NEBEIMQTTS/MQTTHMUEAFS, EFFAEOSLH
“‘BELER” . “TTREKESS” EIhEE.
(1 %88
RXHERAMCEB ARG, (NBTRRESBEINEE, WHEHTHEA, JUSERRKEGE
ENXIRAESHYI0T Device SDKHITEER
BUIRER4
o BZIpython, BHRZEIFSERIEpython,
o BETEAATIER (AXLAPycharmBfl ) , BHRLZERIBESELRIKPycharm,
. gﬁ_ TEREHSIREBUS BB , SREMUARELS IR, BSEEEXHEE
o CAESERHECIEFRINZE. SIEFmIIZENEMNREAT, BE2ECIE
. et E S .
HEEITE
o Z&python
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b.
C.

iBapythonEN, iERSERFIMRATHHLZE., (AXLAwindowsER S
FF), LEpython3.8.2) ,

About Downloads. Documentation Community Success Stories News Events

Python »»Downloads »»Windows

Python Releases for Windows

"
E.- Latest Python 3 Release - Python 3.8.2 !
i 3
= Latest Python 2 Release - Python 2.7.18
Stable Releases Pre-releases
= Python 2.7.18 - April 20, 2020 = Python 2.7.18rc1 - April 4, 2020
= Download Windows debug infermation files = Download Windows debug information files
= Download Windows debug information files for 64-bit binaries = Download Windows debug information files for 64-bit bina

THFTHE, BiTexeX{Fif T4,

Ai%k “Add python 3.8 to PAYTH” (WX AiE, FFMEEREETE) , 2
& “Customize installation” , IZEBRMEIBREE,

% Python 3.8.2 (64-bit) Setup o

Install Python 3.8.2 (64-bit)

Select Install Now to install Python with default settings, or che
Customize to enable or disable features.

— Install Now
Ch\Users\hantiangi\AppData\Local\Programs\Python\Python

Includes IDLE, pip and documentation
Creates shortcuts and file associations

— Customize installation
Choose location and features

python

for [ Install launcher for all users (recommended)

windows Python 3.8 to PATH

B python2ELEMI .
Win$g + r -->BIA cmd-->B1ZF, #AGLTEO, HApython -V, EIEF
ERpythoniRABIRRLEEMRIN

SRR 1.47
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Bl #EC\windows\system32\cmd.exe

o LEPycharm, (MMEZRE, BHUILLZE)
a. ipiEPycharmEN, EEEIEAIRAESE “Download” T,

Download PyCharm

Professional Community

- pure Python development

System requirements
nstallation Instructions

Other versions

Get the Toolbox App to download PyCharm
and its future updates with ease

i EEERTAR.
b. EfTexeX ¥, IZBRRERTREZE,
SNFEHEG
11 T#QuickStart ( Python ) 14,
$£B2 jz{TPyCharm, BEhOpen, &L HTEAIES],
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PyCharm

+ Create New P roject

E 0

- Lpen

&’ Get from Version Control

$E|3 TSN
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File Edit View Navigate Code Refacto

mqttdemo(python) loT_device_demo

Project = O = & — 2 C
mqttdemo(python)
v loT _device
v client
% _init__.py
a loT_client.py
» loT_client_config.py
request
resources
utils
loT _device demo

» command_sample.py

& message_sample.py

» properties_sample.py
requestments.txt

RBERER:

e loT _device_ demo: {FEEMQTTHMYAIdemoST{E;
message_sample.py: ®&&IXEEMZKFEEEEAIdemo;
command_sample.py: TINFEETF&a<SHIdemo;
properties_sample.py: @B _FiRZHIdemo;

e loT_device/client: Xfpaho-mqtti#{T 7 £I%5;
loT_client_config.py: BEEEZFIREE, Wg&Eid. MWBE,;
loT_client.py: 1RHtmqtthM¥AEXINEE, WER. 1718, RHHMAE;

e loT_device/Utils: TH7i%, W3REXATEIEL. REAINES;

e |loT device/resources: ZFHUEH;
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DigiCertGlobalRootCA.crt.pem: IRFRICFEEEMHANER, BT RBMENYIEX
MFEEEFRENER, TLATERFREF FEIERU4 .

e loT_device/request: XZEFBXEHEHITIIER, NG, HENENRS.

imy (j’;_)""‘"ipaho mqttEE, paho-mqttZpythonfEAmquiNAIE=T5E (MEX
%, P ) . aISEUNTEMNLESN:
o BiE— ERFTTRApDIARE (Rpythonty, EEHLZIA)

HANGBSITRERANGS: pip install paho-mqtt[E]%E, 1273 Succefully installed

paho-mqtt RELEMI . (ERRPIpAENEHINBHS, BELEpythontk
BTENRE ) , WTFEFR:

B Cwindows)system32\cmd.exe

. 7‘5,%_ I PyCharmZz3s

a. }H:FPyCharm, ¥%#2 “File > Setting > Project Interpreter” , EAZHAM +
SHEZE “paho-mqtt” .

Project: mqttdemo(python) @ Project Interpreter
» Appearance & Behavior
Keymap
» Editor
Plugins

» Version Control

» Languages & Frameworks

» Tools

Pylint

b. BdA T Install PackageifH{T&REE,
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n 3.1.1 client class
-t
FEAVALE
IRBHMKEBRNDEN SN B CRENFESEIIERE, NTEESEENX5FES
HITHKEK, AAEEIENREER, BRBIMNFSEZIMEMNES
1. loTClientConfigX F ERMAE EEFintBXEE0IIN6E, EEILERE 2RI, &iE
BUATSH,
# ZFinHcE
client_cfg = loTClientConfig(server_ip='iot-mqtts.cn-north-4.myhuaweicloud.com',
device_id='5e85a55f60b7b804c51ce15¢c_py123', secret='123456789', is_ssl=True)
# BlERE
iot_client = lotClient(client_cfg)
- server_ip: ¥EXMIEESHNSE X SN, TISEFETHEESDIREN ( FRERY
EFZES, TBIEmMdiESERIIT “ping 1H7 7 , FRENPHELL) ;
- device_idfsecret: 7ERINIEAHREGIHEEN;
- is_ssl: I8B N True RIEIZMQTTSIERE, FalseAEIZMQTTIERS,
2. A connect iR TIER
iot_client.connect()
WRERZRINSFTED:
----------------- Connection successful !!!
it WREEKLY, fEretreat_reconnectionFEPELIIEREE, A
W
# IBBEIE
def retreat_reconnection(self):
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print("---- JRBFEIE")
global retryTimes
minBackoff = 1
maxBackoff = 30
defaultBackoff = 1
low_bound = (int) (defaultBackoff * 0.8)
high_bound = (int) (defaultBackoff * 1.2)
random_backoff = random.randint(0, high_bound - low_bound)
backoff_with_jitter = math.pow(2.0, retryTimes) * (random_backoff + low_bound)
wait_time_until_next_retry = min(minBackoff + backoff_with_jitter, maxBackoff)
print("the next retry time is ", wait_time_until_next_retry, " seconds")
retryTimes += 1
time.sleep(wait_time_until_next_retry)
self.connect()
A Y Y .
1J 15 Topic

MaRar < A&

=

1 IFE TopicANIR &7 geizli broker & THRYX F 1% TopicAIER, XFFESFAETopich]
S%ETopicEX -

fEmessage_sample.py X {HHiEfH 71T R Topic. BUHEIT S Topickhig&in 2 LIREIN

o

TS TR TopicAR AT :

iot_client.subscribe (r'$oc/devices/' + str(self.__device_id) + r'/sys/commands/#')
ANERITIFRRLINSITED ( TopicHBEEN K Topic, N ETopic 1) :

------ You have subscribed: topic

fEcommand_sample.py {HRIRH T INNFE TR a<SHITNEE . FHEOERIESE
e TAEO.

# MNEETENGS
def command_callback(request_id, command):
# result_codeig B A0S T AR, A1 TRWBSEK
iot_client.respond_command(request_id, result_code=0)
iot_client.set_command_callback(command_callback)

B LREEREEMRTES HIRBCHENE . ESEOERESERERE LR

fEproperties_sample.py X LI TR FEHE LR, M FSRESEDREELEL
Ihge.

WML TiwE SR 10W @S LiREMHAITNEE, service_property Hig & E MRS
%, B{RoJ#Eservices_propertis.pySHEE .

# TS EREHE

while True:
# R mEEIRER M
service_property = ServicesProperties()
service_property.add_service_property(service_id="Battery", property='batteryLevel', value=1)
iot_client.report_properties(service_properties=service_property.service_property, qos=1)
time.sleep(10)

iRE LiREMEAINEIEREFRREEERE LiRREM .
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R HIRER sEFEnE © c

(AR

WMRE “IRFFE" NEREEN HIREE, BEM- miER S RESMNELININES, BEREEE
REVPRSS /B BRI hRIRS /B —2, & EA ‘T > BRENX” TN, MERFrER
A2
FTJo
HE FiR
EE HRERISFMFE HIBHEE . message_sample.pyX {42 7iEE HREIIN

ab
BEo

# RBEAFARIXEE, RS iAtopic
iot_client.publish_message('raw message: Hello Huawei cloud loT")

e RIS STED:
Publish success---mid = 1
(D) ieA
HFERRSHOEERNESHNTSEEN,

4.3.5 Android Demo {EEFHiEH

R
AXLAAndroidiE = 61, NMBEBIIMQTTS/MQTTHMUEAFES, EFFESZEOLI
‘“BHELIR” . “TEKESS” FIEE.
(AR
A PERRMCID GRS, (BTG FEAEBEIRE, UEHTER, JUSEEBEIREGEE
ENXIRHE=HYIoT Device SDKE{TEERK o
BRI
o BZ&%IEAndroid, BRLZEESELREandroid studio, TEELIEIDK,
° Sﬁﬁﬁ?ﬁﬁﬂ‘ﬁﬁﬁﬁﬁﬁﬁ)\ﬂﬂﬂto SREUHARIELS IR, 1B EF/THEE
° EE%‘EE%U&‘@UEF%*D&%O SlE IR BNEMIREMT, BSE 0
. MRS E TS .
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HEETIE

o ZIEandroid studio

iflalandroid studioEN, IEFESERFNRATHFLZE., (AL Awindows
64-bitZEZAndroid Studio 3.5 )

Android Studio downloads

Platform ‘Android Studio package

android-studio-ide-192.6392135-windows.exe

Recommended

Windows
(64bit)
android-studio-ide-192.6392135-windows.zip
No_exe installer
Windows android-studio-ide-192.6392135-windows32.zip
(e25it) No_exe installer
(h:.i?bwl) android-studio-ide-192.6392135-mac.dmg
Linux
o android-studio-ide-192.6392135-linux tar. gz
Chrome 0S android-studio-ide-192.6392135-cros.deb

Size SHA-256 checksum

756 MB 07b6df807fda50e69105b85ff616bd0C70d09e57fb151197155ef5f11 596250
770MB 0cad402a2

770 MB 7b24742726bbc8b40a55dab17cdff923ba384b233c21d35d6e961a36320d067
768 MB dd34

772MB 33ec0f61620071ca175cd3008301379ebbas06de78bB26easd 5d440c0adid2a
653MB 45822fd7b1c5a7 84 0ad!

o HEIDK (RILAERIDEER®HIIDK )

b

=

SNLEBESI

FB1 TFHquickStart(Android) £/,

i50)0OracleEM, ERSEAYDKIRAET “Download” T&; ( AXZLA
Windows x64 JDK89f1 ) .

TEZERE, BITREX M, RIEFRERTZE.

L2 1=1TAndroid Studio, BEFHOpen, EFELZER1PTEHAIES,

Open File or Project

i SR G-

\WMqttAndroidClient-master1\quickStart(Android) +

quickStart(Android)
® mqttdemo(android)
® app
libs
src
= .gitignore
& build.gradle
= proguard-rules.pro
gradle
wrapper
= .gitignore
& build.gradle
.1 gradle properties
= gradlew
= gradlew.bat
11 local.properties
G settings.gradle

| drop a file into the space above to quickly locate it in the tree

arYEm | ...
$B|3 TSN

Welcome to Android Studio - 0

W 7

Android Studio

Version 3.5

+ Start a new Android Studio project

&= Open an existing Android Studio project

|4 Check out project from Version Control =
[¢' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

¥ Import an Android code sample

@ Events ¥ %X Configure ¥ GetHelp
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IREFEAN

FRisE

Android - %)

. app
manifests

we AndroidManifest.xml
java
com.iot. mgttdemo
€ ConnectUtils
€ MainActivity
com.iot. ngttdemo (androidTest)
com.iot. mgttdemo (test)
% java (generated)
assets
- DigiCertGlobalRootCA.bks
res
res (generated)
@ Gradle Scripts
build.gradle (Project: MqgttDemo)
build.gradle (Module: app)
.1 gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (FroGuard Rules for app)
.1 gradle.properties (Project Properties)
settings.gradle (Project Settings)
.1 local.properties (SDK Location)
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FRisE

4gEMFAL

L4

mqttdemo(android) app libs

H|4

Project « €3
mgttdemo(android) [MqttDemo]
.gradle
idea
app
build
libs
org.eclipse.paho.android.service-1.1.0.jar
org.eclipse.paho.client. ngttv3-1.2.0.jar

SIc
= .gitignore
app.iml
build.gradle
= proguard-rules.pro
gradle
BB FER:
e manifests: AndroidI5iERECE 14,
e java: InBjavaftis;
MainActivity: demoSRHE:E;
ConnectUtils: maqttiZEREi@HanE;
o asset: INBFE&EIH;
DigiCertGlobalRootCA.bks: IZERIGFEFHBENES, BFREMIEENYIELM
FEERENER;
o res: MBRENH (BR. BB, FHEF) ;
o gradle: TIH£BRIgradletTZEHA.
o libs: MBREARTHE=SjarIEER

org.eclipse.paho.android.service-1.1.0.jar: Android[SE1j5 & serviceB{43LITiH
BARBINTIRNEE;

org.eclipse.paho.client. mqttv3-1.2.0.jar: mqtt javaZFimBEE;

(ANi% ) THEDemoBRIXETIZAE (BUAFRIER) »

AndroidManifestxml: FEERIN, ZIFmqtt service,

<service android:name="org.eclipse.paho.android.service.MqttService" />

build.gradle: #FIMKER, SAlibs FRIFR A mattiEZFRZENjar®. (RAILLR
Mjar8EMSIA )

implementation files('libs/org.eclipse.paho.android.service-1.1.0.jar")
implementation files('libs/org.eclipse.paho.client.mqttv3-1.2.0.jar")

s
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Fxisrm 4 iREMHL

FERT

MqttDemo

8&ID device_id

g&%4  device password

] ssLFm® B FHIE®REQos 0

service_id Battery

B level (& 75

BIFER (RE—TTHD)
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Fxisrm

1. MainActivityZ22FERHTRERER, BESEEIDINREEE, TYERMNESDL
AREOEMEEEIRE.

2. PIREINE TIREMEANRISEZMEIE ( SSLINBERNINZIEZ ZE S NAREFRL
{4 PCESER ) -

private final static String IOT_PLATFORM_URL = "iot-mqtts.cn-north-4.myhuaweicloud.com";

3. APYLUEFREMEGEEESSLINE/AINE, EFEQosHNE0ERZ1, =Rl
A3Z$5Qos2, AISE(EARE .

checkbox_mqtt_connet_ssl.setOnCheckedChangeListener(new
CompoundButton.OnCheckedChangelListener() {
@Override
public void onCheckedChanged(CompoundButton buttonView, boolean isChecked) {
if (isChecked) {
isSSL = true;
checkbox_mqtt_connet_ssl.setText("SSLANZE");
}else {
isSSL = false;
checkbox_mqtt_connet_ssl.setText("SSLAINZE");
}
}
b

iﬁ%:!zﬂ?é?‘ BAYEMESI BT EMTaEER, NMBRE ZJZH?E'S"“‘
1TXER. FRBEBIRANREER, HXEEMEREIENES

1. MainActivity%"éIgﬁﬁ'—tEfzMQTT/MQTTSJ‘_F“‘%E% , MQTT%jtiMEFH‘I 883
0, MQTTSERIAEFES883i% 0 (EEMEIER )
if (isSSL) {
editText, mqtt log.append ("FHAEIZMQTTSIERE" + "\n");
serverUrl = "ssl://" + IOT_PLATFORM_URL + ":8883";
}else {
editText mqtt log.append ("FHAZEIZMQTTIERE" + "\n");
serverUrl = "tcp://" + IOT_PLATFORM_URL + ":1883";
}

2. ConnectUTtils3 E%ﬁ‘zﬂ L7 SSLANEGEBAIgetMattsCerificate5i%, MRE
MQTTSEAR, FERBZEENEIES.

DigiCertGlobalRootCA.bks: IZERIGFEFBENES, BFREMIEENYIELMN
EEERENER, oTLAERRREN THIUEHSX

SSLContext sslContext = SSLContext.getInstance("SSL");
KeyStore keyStore = KeyStore.getInstance("bks");
keyStore.load(context.getAssets().open("DigiCertGlobalRootCA.bks"), null);//IN&libs B R FHHES
TrustManagerFactory trustManagerFactory = TrustManagerFactory.getinstance("X509");
trustManagerFactory.init(keyStore);
TrustManager[] trustManagers = trustManagerFactory.getTrustManagers();
sslContext.init(null, trustManagers, new SecureRandom());
sslSocketFactory = sslContext.getSocketFactory();

3. MainActivityZ$2M T8 BB MgttConnectOptionsid753% . mqttiZEizz Bkad
BNEINER120%), BERRE .
mqttAndroidClient = new MqttAndroidClient(mContext, serverUrl, clientld);
private MqgttConnectOptions intitMgttConnectOptions(String currentDate) {

String password =
ConnectUtils.sha256_HMAC((editText_mqtt_device_connect_password.getText().toString(),
currentDate);

MgttConnectOptions mqttConnectOptions = new MqttConnectOptions();

mqttConnectOptions.setAutomaticReconnect(true);

mqttConnectOptions.setCleanSession(true);

mqttConnectOptions.setKeepAlivelnterval(120);

mqttConnectOptions.setConnectionTimeout(30);

mqttConnectOptions.setUserName(editText_mqtt_device_connect_deviceld.getText().toString());
mqttConnectOptions.setPassword(password.toCharArray());

return mqgttConnectOptions;
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IREFEAN

FRi5E

1J 15 Topic

OH]

4. MainActivityZS12H 7 Mttt PimiEIEZRIRY T ik connect, FH@IT[ENE R &K
BEiEERIBERRELSER.

mqttAndroidClient.connect(mqttConnectOptions, null, new IMqttActionListener()
mqttAndroidClient.setCallback(new MqttCallBack4loTHub());

T UNERERESE, fEinitMqttConnectsEREIHRAIonFailure ElBE P E ELTLE R
BiE, KBEFNT:

@Override

public void onFailure(IMgttToken asyncActionToken, Throwable exception) {
exception.printStackTrace();
Log.e(TAG, "Fail to connect to: " + exception.getMessage());
editText_mqtt_log.append ("ZEILEZALM:" + exception.getMessage() + "\n");

[ EB¥EE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff + lowBound);
long waitTimeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MainActivity.this.initMgttConnects();

1T IFE TopicANIR B etz broker 2 ThRYX F1%TopicASER,, X FFEEFRETopicr]
SETopickEX -

FEMainActivity2E Rt 71T < T & Topic. 1J&Topic. BUGHITIRTopicEINge:

String mqtt_sub_topic_command_json = String.format("$oc/devices/%s/sys/commands/#",
editText_mgqtt_device_connect_deviceld.getText().toString());
mqttAndroidClient.subscribe(getSubscriptionTopic(), gos, null, new IMqttActionListener()
mqttAndroidClient.unsubscribe (getSubscriptionTopic(), null, new IMgttActionListener()

ANREYERIN, ATLAERIERE LT Topic:

mqttAndroidClient.connect(mgttConnectOptions, null, new IMqttActionListener() {
@Overridepublic void onSuccess(IMgttToken asyncActionToken) {
subscribeToTopic();
}

2N, APPRERS=ETINTHMER:

AR 1.47
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IREFEAN

Fxisrm 4 iREMHL

MqttDemo

ig&ID f1af

I 4r ctaen
== 2R

SSLnE

service_id Battery

m  level =] 75

REAE (RE—TUED)

serverUrl:ssl.//iot-mqtts.cn-north-4.myhuaweicloud
.com:8883,
clientld:f1af%#a

_0_2020043010

FiE1TiE# < T &2/ Topic: $oc/devices/
f1af

commands/#

MQTTEERERIN:

ssl://iot-mqtts.cn-north-4. myhuaweicloud.com:
8883

iTif TopicAiZh

/sys/
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REEAN
FRiER

4G EMFL

R EiR

B RS

Elt HiREEREENRFES LIREBCHENE . ESEOERFSEZIRERELER.
EMainActivityZ2RsSCIR T B4 E#RTopic. B _EIRINEE

String mqtt_report_topic_json = String.format("$oc/devices/%s/sys/properties/report",
editText_mgqtt_device_connect_deviceld.getText().toString());

MgttMessage mqttMessage = new MqttMessage();

mqttMessage.setPayload (publishMessage.getBytes());
mgqttAndroidClient.publish(publishTopic, mgttMessage);

igE LIRBIERIEIEREFERAEES LRENE

= @ pto

_2

B HIRER

Q EFEFAE: Q
backoffTime period retryTimes retylnterval
Devicelnfo
Upgrade 10 40 88 42
-
y
Q|  mwEmE: Q

ortinfo
® v | sEmoa [ 1]
SmokeDetectorControl

AR
RAE “REBIFE NERBEN LIRME, B2 miREPRSTEENRS, WIRREL

wE L
gﬂﬁﬁﬁ%ﬁ: B AP RIRRPRIRSS/BIE—, HEHAN ‘P > BREX” NHE, MERRER

FEMainActivityZX IRt TR & T 2daSBIThEE, EMQTTERME, JUESE
EEHaeSFEPmS T A FERNAMNDemoXHZig & IDHITHS T A, BT
AS¥Z Ncommand, SEERSI®GS, TEMINE, EMQTTHIEIRERE I

2,

private final class MqttCallBack4loTHub implements MqttCallbackExtended {

@Overridepublic void messageArrived(String topic, MgttMessage message) throws Exception {
Log.i(TAG, "Incoming message: " + new String(message.getPayload(), StandardCharsets.UTF_8));
editText_mqtt_log.append("MQTTiEW F&a5< R0 " + message + "\n");

}
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IREEAN

Fxisrm 4 iRENHL

ERFFEREAUEER G TERTS, XEERtimeoutZEiZDemoFlF X
BRI, IRBRIEMNGFS.

Bt EHRANas <RI RRTN, APPREIRRINT:
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FRisE

4G EMFAL

MqttDemo

18&ID af659e-aa94-4bc9-99f6-415c3c0c82e3

g&®E 123456789

SSLin% EFHAE%EQos 0

service_id Battery

% level am 75

RFEE (RET—TFEAS)

Fh ARV R AT AT

B4 EIBARE {"services"™:

[{"service_id":"Battery",'properties"{"level":"75"}]1}

B4 _LiRtopic:$oc/devices/
f1af6! : .

properties/report

MQTTH#EIXE S . {"services"
[{"service_id":"Battery"'properties":{"level":"75"}}]}
MQTT/E % E3RpETH

MQTTHEW T A< AN {"paras"{'command":
5},"service_id":null,'command_name":null}

/sys/

SRR 1.47
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Fxisrm 4 RENHR

4.3.6 C Demo {EFIHAB

Bk
ANLICES 16, NMEBIMQITS/MQITHHUEATS, BFFAEOIN “Ei
HR” . TGS SR
(0 #:88

KX HFERACEB ARG, (NBETRKRESBEINEE, IHEHTHEA, JUSEERIREGA
NI RAE= 10T Device SDKIHTEERL o

BIRS
o IKEEK: LinudRERZF L, FHL&EiFgce (B48RLALIRAE) .
o [E{Kifi: opensslE (MQTTSEZE ) , pahof%E,
o gﬁ%ﬁﬁ%ﬂ‘ﬁﬁﬁﬁﬁ%ﬁ)\ﬂiﬁo REUBU RIS IR, B EFaXEE

o EAEEERHSEFRIRE. SIEFRIIRENEKRIEAT, BSEeE
. ERRMRESHEENRE

HEEITE
o “RiFopensslE

a. iAigopensslEM ( https://www.openssl.org/source/ ) NEGREFThRAS
openssl ( #lopenssl-1.1.1d.tar.gz ) , EEZlinuxgmiEH_LE (LA EEZR)/
home/testBF T4 ) , FERIITHSEE:

tar -zxvf openssl-1.1.1d.tar.gz

b. BEESmakefile3Z{4,
WITLA T et NopenssiRRBE R

cd openssl-1.1.1d

BTN TERESS:

./config shared --prefix=/home/test/openssl --openssldir=/home/test/openssl/ssl

Hrh “prefix” 2&ZEEZR, “openssldir” 2EEXHBEZ, “shared” {E
BRAENNESiEERE (Bl.soE ) .

NRRFRDBE, BEaRSILno-asm ( BRAERCHLH )

.Jconfig no-asm shared --prefix=/home/test/openssl --openssldir=/home/
test/openssl/ssl

¢ mEHE.
fropenssEFEERT, iZfTmake dependis<.
make depend

BizfTmakefn SHITRIE.

make

ZiEopenssl,

make install

fEBcERYopenssIZi= B3R Thome/test/opensslikEIliIbER, BEMIIEX
4
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IREEAN

FkisE

4gEMAL

“libcrypto.so.1.1” . “libssl.so.1.1” F0&k5%EE “libcryptoso” .
“libsslso” , TEIGIXLSHHE N E]demofIlib LT ( [ERTIE/home/test/
openssl/include/openss| AR A N Eldemoflinclude/openssIT ) .

fhome /test/openssl fib
2% B ' Forh

e | 1569672248319596.png | ;[
engines-1.1 2(
pkgconfig 2(
liberypto.a 5461 KiB 2

@  liberypto.so 16B A

. liberypto.so.1.1 3276 KiB 2
libssl.a 996 KiB  2(

@ libssl.so 13B XA

Jibssl.so1.1 » 569 KiB 2

i ANmERTIEEI2{UM, WREANMAIlInuxiNZE LER, XIFREE
MakefileRBY-m64ERMIFR, B#HITHmIFEIAT,

o IRiEpahoFE3 {4

a.

1hialgithub &bt : https://github.com/eclipse/paho.mqtt.c, T
paho.mqtt.ciR#3 .
fRER EEZFlinuxdmiE .
(& makefile
i BT aRSEHTRIEMakefile
vim Makefile
ii. BEHFHEH
/DOXYGEN_COMMAND =
iii. 7E/DOXYGEN_COMMAND =doxygenfd F—{Tim I FEMIT ( BENXH
openssIfYSL RIS )

CFLAGS += -I/home/test/openssl/include
LDFLAGS += -L/home/test/openssl/lib -lrt

1/7nclude

s1/1ib -Trt

iv. B TEIBICCDLAGS SO. LDFLAGS CS. LDFLAGS_AS. FLAGS EXES
AYopenssitt iR B XS Rz AY B E
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IREEAN

FRigE 4 REMNFE
e
L pTEERS
make clean
ii.  PUTHREDS
make
iF5eRkfE, AJLAfEDUild/output AR FEEIRIFERINAE.
fhome ftesffpaho.mqtt.c/buidjoutput ||
2% IR : b BEE
Bl 2019/10/23 15:34:01
samples 2019/10/23 15:34:14
test 2019/10/23 15:34:16
@  libpaho-mqgtt3a.so 19 B 2019/10/23 15:34:10
i | libpaho-mgtt3a.so.1 21 B 2019/10/23 15:34:10
libpaho-mqtt3a.s0.1.0 477 KiB  2019/10/23 15:34:10
iz | libpaho-mgtt3as.so 20B 2019/10/23 15:34:13
@ |libpaho-mgtt3as.so.1 22 B 2019/10/23 15:34:13
| |libpaho-mqtt3as.so.1.0 529 KiB 2019/10/23 15:34:13
& | libpaho-matt3c.so 198 2019/10/23 15:34:03
@ | libpaho-mgtt3c.so.1 21 B 2019/10/23 15:34:03
[ libpaho-mqtt3c.50.1.0 446 KiB  2019/10/23 15:34:03
i@ | libpaho-mqtt3cs.so 20 B 2019/10/23 15:34:07
@ | libpaho-maqtt3cs.so.1 22 B 2019/10/23 15:34:07
| |libpaho-mqtt3cs.s0.1.0 498 KiB  2019/10/23 15:34:07
TEaho.c version 13768 B 2019/10/231534:14
¥ pahoEX {4,
L FISDKIXFAZE) T libpaho-mqtt3as, & “libpaho-mqtt3as.so” #
“libpaho-mqtt3as.so.1” {4 M Fdemofilib £ T, ( ERIEZIpaho
BAASERRR, HAsrcBR, BMQTTAsynch. MQTTClient.h,
MQTTClientPersistence.h. MQTTProperties.h. MQTTReasonCodes.h.
MQTTSubscribeOpts.hiZ N ZElldemoRYinclude/base3 4T ) .
A\ ER
BHpaholkA4&E MQTTExportDeclarations.h L3244, FEINATLUEMQTT
HERAVSLSUSEBRIIHE .
SNREHEB

FT,1 TEquickStart(C)#4l,
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REEAN
F&iER 4 gEMFE

SE2 BABEREInuETIMER . TR XXEERINTE.

v == mqtt_c_demo
it Includes
v & src
w = util
l.g| string_util.c
] mgtt c demo.c
v = r:cmf

= util
= lib
Makefile

KB EREA
o src: JERBEAR
maqtt_c_demo: demotz/yiRAS;
util/string_util.c: TE&IEN;
e conf: IFBE:

rootcert.pem: IZERIWFEFMANER, BT ESMHENIDEXNESEFREN
#F; GNERXIIZAYIOTDARRAIER MR, BISZIER I F c/ap-southeast-1-
device-client-rootcert.pem3 4R £ N Elconf/rootcert.pem3 {4,

e include: SLZHBZH
baseHF: FHUKHiAIpahosL3 {4
opensslIB%: FRUKEIRYopenssISL3Z{4F
utilBR: FRUIKERY TERIEL

o lib: KRS
libcrypto.so*/libssl.so*: opensslZE3 {4
libpaho-mqtt3as.so*: pahoEX {4

e Makefile: Makefile3Z{4

et

IREFEMRERANY AN B aHTEMT A &R, NMBRE ZSZH?E'?""‘
HITXRER. FFREBLIEANRERER, BREWMXEREMIEAMNFS

1. 1‘2%?& o

char *uri = "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883";

int port = 8883;

char *username = "5ebac693352cfb02c567ec88_test2345"; //deviceld
char *password = "602d6cc77d87271be8f462f52d27d818";

EE: MQTTSA8883umHEAN, MRFERBMQTTHMUIEN, urll: tep://iHET
|8:1883, port}91883, HiFZTBSELEIHEEEIREY, . (OBEAIEIZIAR

SASRRAS 1.47 WA © EARUERABIRAE 176
(2022-08-01)


https://iot-developer.obs.cn-north-4.myhuaweicloud.com/cert/v2/ap-southeast-1-deviceCert-standard-instance.zip

IREFEAN

FRigE

4gEMFAL

1J 15 Topic

BR120%, AFPMREEK, aTLUERIBAAY “keepAlivelnterval ” £,
OB B E R AR 2 E E R .

T

- EMakefileRIE 151 TRERI -lm , HfTmakedH THIE. WRE32( AT
R %, EMaMakefiledhy"-m64",

- #fTexport LD_LIBRARY_PATH=./lib/iN&ESC 4,

- 1&17./MQTT_Demo.o,

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);

}
ERERINGE, $TED “connect success” , RIRITEIEHISAEIIREEEL

begin to connect the server.

connect su

w5 @ BEEE B ) FERRSE YV FEFE ¥ TRRE e

=3 test2345 R0 R O e EEEE == e =

;*L: WNSREREEM, Emqtt_connect_failure B HETIRBEE, KiBHEH
AF:

void mqtt_connect_failure(void *context, MQTTAsync_failureData *response) {

retryTimes++;

printf("connect failed: messageld %d, code %d, message %s\n", response->token, response->code,
response->message);

[BREEE

int lowBound = defaultBackoff * 0.8;

int highBound = defaultBackoff * 1.2;

int randomBackOff = rand() % (highBound - lowBound + 1);

long backOffwithlitter = (int) (pow(2.0, (double)retryTimes) - 1) * (randomBackOff + lowBound);

long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? (minBackoff
+ backOffWithlitter) : maxBackoff;

TimeSleep (waitTImeUntilNextRetry);

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);
}
}

T IFE TopicANIR &7 geizli broker & THRYX Fi%TopicAIER, XFFESFAETopich]
SETopicEN -

1J " Topic:

//subcribe
char *cmd_topic = combine_strings(3, "$oc/devices/", username, "/sys/commands/#");
ret = mqtt_subscribe(cmd_topic);
free(cmd_topic);
cmd_topic = NULL;
if (ret <0) {
printf("subscribe topic error, result %d\n", ret);
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R LR
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4

iAEINGE, demoF£FTEN “subscribe success” =¥,

B LiREEREEHNRFES LHIRBCHEYE, ESERESERERE LR,

//publish data
char *payload = "{\"services\":[{\"service_id\":\"parameter\",\"properties\":{\"Load\":\"123\" \"ImbA_strVal
\"\"456\"}}1}";
char *report_topic = combine_strings(3, "$oc/devices/", username, "/sys/properties/report");
ret = mqtt_publish(report_topic, payload);
free(report_topic);
report_topic = NULL;
if (ret <0) {
printf("publish data error, result %d\n", ret);

8% FIREMRING, demo£3TED “publish success” F#¥,
FEIGE “IRFIFIE NEAEEE LIRMNEMY:

4-3 IRTFFIB

B LIREIR

Q EFTEE

Load ImbA_strval

123 456

MR

WIRAE “RBIFE RERBEHN LIRMIE, BEN~ R PRSIEENRS, WRREL
?EE’JHE%/}: MR R R PRIBRSS /B —5, SEHEAN ‘T > REEN WHE, MRFTERR

730

IR T < Topicls, ALIEEHETRRLWMS . FHERESEMQITIRGRLHLST
o

e TARRE, demohizEIE<:

ss, the topic is $oc sys/commands/r

command" , "command_name" : "timeRead"}

8, the payload is {"para

demorhiEESHIREB A

//receive message from the server

int mgtt_message_arrive(void *context, char *topicName, int topicLen, MQTTAsync_message *message) {
printf( "mqtt_message_arrive() success, the topic is %s, the payload is %s \n", topicName, message-
>payload);
return 1; //can not return 0 here, otherwise the message won't update or something wrong would
happen
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IREFEAN

Fxisrm 4 1REMHR

(AR
HTFRRSHSHEERNESERNTSEEZO.

4.3.7 C# Demo {EFHi5AH

Wik
AXLACHES B, NMBBIMQTTS/MQTTIMMIEAFSG, EFFEESEOXH ‘B
MEER” . “TTEIRKRES T FIEE,
(1] %88
A HERIABAREGREE, (NBTHRIETFAEEIEE, WERTER, TUSEERREEL
BN RIESEYI0T Device SDKEITEERL o
BUIRSRY
o ZEMicrosoft Visual Studio, BRZLIEFSELZIEMicrosoft Visual Studio.,
o CUEEERHISIREURFBIEAMLIL, IREMUAYREL IR, BESEEE/VERE
o EEEEEHAEFRINRE. ETRINRENERREAT, BSECE
. EEMgEStE S
ERTE
e iflaMicrosoftEM, EREEERFHINRA & Microsoft Visual Studio, ( A
LAwindows 64-bitZ& %, Microsoft Visual Studio 2017F#0.NET Framework 4.5.1
R ) o
o THZME, BIILENH, RIERERERTE.
SNEBES
LB, THquickStart(C#)#4l,
FIE2 i={TMicrosoft Visual Studio 2017, B “FIHIRB/MBAAR" , EEESE1RTE
HIRES
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IREFEAN

Fxisrm 4 iRENHL

17

MinElE s EeE B A R =S HTHE

™ Visual Studio Team Services

bl AmEMEEEE
o R
W@ FIFFRIES

B ESSRENET Framework)

H$E3 TAITIEEAN.
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I g

. -
ay &8

) B = " huaweicloud-iot-device csharp-demo®(1 -~HH)
4 |7 device demo mqtinet
b A Properties
8 5|
4wl Utility
b ® EncryptUtil.cs
'f_: App.config
4[] FrmMgttDemo.cs
BT FrmMgttDemo.Designer.cs
1 FrmMgttDemo.resx
4 " Program.cs

b "8 Program

KBERER:

e App.config: ServeritthHfIGFSEEEH

o C#: BCHARS;
EncryptUtil.cs: REFZBINZEIHENE;
FrmMgttDemo.cs: B{ARME;
Program.cs: Demof2FERBiIAL.

o dll: MEPFEAETE=FE
MQTTnet: v3.0.11, 2—METF MQTT @SS L NET FHEE, SRS
MQTT RS EEimRIIE i, 5IBEMEEEMQTTnetdll,
MQTTnet.Extensions.ManagedClient: v3.0.11, XE— N\ EBE, BFH
MQTTnet AFEEMQTTE FHIR AT INTHEE

B4 DemoEBHITEERESH.

e App.config: FEEACEIRS ML, IRFBIDFIEEZE, BFBshDemofzFAIAT
&, EREIEEBEISEIDemoERME,

<add key="serverUri" value="serveruri"/>
<add key="deviceld" value="deviceid"/>
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<add key="deviceSecret" value="secret"/>
<add key="PortlsSsl" value="8883"/>
<add key="PortNotSsl" value="1883"/>

R

FHEER
o5l MOQTTiREEAER - O x
O FSvssuze [ ESEAREEE Hi%iEdes 0 v S

Serverfit |iot—mqtts. cn—nort}\—4.myhuawei| BETD |5eb4cd404935abDB?d?d4861_test_lfd8?46511 | BET

1iETopic |$oc;‘rdevices,-'r5eb4cd40493531308?&?&4861_&st_lfd8?4651 1/5y=/commands 4 |

Bsk: ErE

e MTopic |$oc;’rdevicesfr5e134cd4049353b08?d?d4861_test_1f&8?4651lfsysfpropertiesfreport

{"serviges” [{ propertles :
”alarl?]il temperature”:92 670734, “humidity”: 78 37673, “smokeConcentration™:19. 97906}, “service_14": "smokelletector”, “event_time
]l

1. FrquttDemoEETﬂ {7 REZw, EIABEIEBEEIMApp.confighigkEServer
btk IRE|ID. IREEH . BRIELIRCIZINSSREREREE.

- Serve I’fl‘l_’,iJJZ Eﬂﬂz% ’ %SFAXtH%{E:%ﬁHR ’
-  REBIDIIREEH: EYERENTEEEMREIERLEIREEORIRE,

2. BHApp.config NS TR EMIENAIServerttttit ( SSLADZEE AT iZSServerith
HFE SIS WAGIEBI A ICECEER ) -
<add key="serverUri" value="iot-mqtts.cn-north-4.myhuaweicloud.com"/>;

3. ARFAELUSEREMEENREASSLINE, EEQosHFRR0ER1, HAIAH
Qos2, AIZE(EARE.

R

IR RERANERNF R EEFRAFaRLEE, NERE j?ﬂ?é'ﬁ"m
HITREK . FPREBIENREER, BHREIMKEZIMKMFES

1. Frm|v|qttDemo%EEﬁ{ﬁL_LMQTT/MQTTSL 7%, MQTTERIAfEA1883
iwE, MQTTSBAIAFERI8883IRM ( FEMEIREZ IR TFEBDAIES
DigiCertGlobalRootCA.crt.pem, AFIREMBENEXMFESERERER, aIld
EEESFENP FEIEBI 4 ) , ManagedMqttClientOptionsBuilderdi2it 7%
Egﬂ“{{KeepAllvePerlodE’J B, mattEiFOBETEEINER1208), B{FER
R
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int portlsSsl = int.Parse(ConfigurationManager.AppSettings["PortIsSsl"]);
int portNotSsl = int.Parse(ConfigurationManager.AppSettings["PortNotSsl"]);

if (client == null)
{

client = new MqttFactory().CreateManagedMgqttClient();
}

string timestamp = DateTime.Now.ToString("yyyyMMddHH");
string clientID = txtDeviceld.Text + "_0_0_" + timestamp;

// SFERB#H THmMacSHA256 /1%
string secret = string.Empty;
if (!string.IsNullOrEmpty(txtDeviceSecret.Text))

secret = EncryptUtil.HmacSHA256 (txtDeviceSecret.Text, timestamp);
}

/] FIErR B AL LERE
if (!cbSSLConnect.Checked)
{
options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portNotSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();
}
else
{
string caCertPath = Environment.CurrentDirectory + @"\certificate\rootcert.pem";
X509Certificate2 crt = new X509Certificate2 (caCertPath);

options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portlsSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
\WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
\WithTls(new MqttClientOptionsBuilderTlsParameters()

{
AllowUntrustedCertificates = true,
UseTls = true,
Certificates = new List<X509Certificate> { crt },
CertificateValidationHandler = delegate { return true; },
IgnoreCertificateChainErrors = false,
IgnoreCertificateRevocationErrors = false
b
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();

}
FrmMgttDemoZ&i2t T MqttE FumsE s iEZAIAY S &S StartAsyne, EZRINE
L@ EEEEHOnMgttClientConnected TEMEZERKINAE .

Invoke((new Action(() =>

ShowLogs($"{"try to connect to server " + txtServerUri.Text{Environment.NewLine}");

)

if (client.IsStarted)

SLASRRAS 1.47
(2022-08-01)

IRIERE © LATITERAGIRAT 183



IREIEAN

FRisE

4 gENFE
{
await client.StopAsync();
}
/] ERRSEH

client.ApplicationMessageProcessedHandler = new
ApplicationMessageProcessedHandlerDelegate (new
Action<ApplicationMessageProcessedEventArgs>(ApplicationMessageProcessedHandlerMethod)); // 8
BERmEE

client.ApplicationMessageReceivedHandler = new
MgttApplicationMessageReceivedHandlerDelegate (new
Action<MgqttApplicationMessageReceivedEventArgs>(MqttApplicationMessageReceived)); // &% A&
=

client.ConnectedHandler = new MqttClientConnectedHandlerDelegate (new
Action<MgttClientConnectedEventArgs>(OnMqttClientConnected)); // &=L INENIE

client.DisconnectedHandler = new MqttClientDisconnectedHandlerDelegate(new
Action<MgttClientDisconnectedEventArgs>(OnMgqttClientDisconnected)); // ZEZRFFFEE

|| EEEERE
await client.StartAsync(options);

i WNSREEL, fEOnMqttClientDisconnected B ESLIMBBEE, £
BEFIIT

private void OnMgttClientDisconnected (MqttClientDisconnectedEventArgs e)

{
try {
Invoke((new Action(() =>

{

ShowLogs("maqtt server is disconnected" + Environment.NewLine);

txtSubTopic.Enabled = true;

btnConnect.Enabled = true;

btnDisconnect.Enabled = false;

btnPublish.Enabled = false;

btnSubscribe.Enabled = false;
b))k

if (cbReconnect.Checked)
{
Invoke((new Action(() =>

{
ShowLogs("reconnect is starting” + Environment.NewLine);

»);

[EB¥EE

int lowBound = (int) (defaultBackoff * 0.8);

int highBound = (int) (defaultBackoff * 1.2);

long randomBackOff = random.Next(highBound - lowBound);

long backOffWithlitter = (int) (Math.Pow(2.0, retryTimes)) * (randomBackOff + lowBound);

long waitTImeUtilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);

Invoke ((new Action(() =>

ShowLogs("next retry time: " + waitTImeUtilNextRetry + Environment.NewLine);

m
Thread.Sleep((int)waitTImeUtilNextRetry);
retryTimes++;

Task.Run(async () => { await ConnectMqttServerAsync(); });
}
}

catch (Exception ex)
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1J 1% Topic

B TR

sb

B

4 gENFE
Invoke((new Action(() =>
{
ShowLogs("mqtt demo error: " + ex.Message + Environment.NewLine);
HN;

1R TopichNR & BERZ U broker R fiRIX FiXTopiclIiBR, X TFFEETRETopicA]
SETopickEX -

FEFrmMgttDemoZEiR it 71T R < T /A& TopicAITNRE:

List<MqttTopicFilter> listTopic = new List<MqttTopicFilter>();

var topicFilterBulderPreTopic = new MqttTopicFilterBuilder().WithTopic(topic).Build();
listTopic.Add(topicFilterBulderPreTopic);

// J1@Topic
client.SubscribeAsync(listTopic.ToArray()).Wait();

ZikfE, RpkINITETopic, EREAT=ERIWHMER:

A MQTTiREEAEL - [} b
2hAELEE [ 25EREBREE HiERes 0 ~ BiFESE

ServerMih [ cnmor tht. mybuaweicloud con| {EHID [5eb40d4040a5ab087dTd4E61 _test_LEGT46511 | BETHNA

TiETepic $oc/devicesebdodd04920:b0874744861 test 1£43746511 /sys/commands 4

B ESEE
2020-10-30 04:53:22 — try to commect to server iot—mgtts. cnmerth—4. mybuawelcloud. com

2020-10-30 04:53:22 — conmect to mqtt server success, deviceld is Sebdcd404925ab08747d4861 _test_1£d5746511

2020-10-30 04:53:25 — topic : [$oc/devices/Bebdcdd049a5ab057 4744561 _test_1£45746511 /svs/commands#] is subseribe success

e MTopic |$oc;"devi ces/Gebdedd049 a5 ab057 74561 _test 1Ed8746511 /sus/properties/report

{"services”: [{"properties™:
* arlfﬁl, “temperature”:92 670784, "humidity”: 78. 37673, “smokeConcentration”: 19, 97906}, "service_id”: “smokeletector”, "event_time
¥ oall

X}

FEFrmMgttDemoERRME TEINTF A T A <SHITNEE, FEMQTTEHESSRFHRINITIR
Topic/s, AJLATEEEEHSIREFETHS T AESERMNAMIDemoXiZig&EIDEHIT
B TR, TRENE, EMQITHEIERHPEKEIFETARERENTS.

private void MqttApplicationMessageReceived(MqttApplicationMessageReceivedEventArgs e)

{

Invoke ((new Action(() =>

ShowLogs($"received message is {Encoding.UTF8.GetString(e.ApplicationMessage.Payload)}
{Environment.NewLine}");
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string msg = "{\"result_code\": 0,\"response_name\": \"COMMAND_RESPONSE\",\"paras\": {\"result\":
\"success\"}}";

string topic = "$oc/devices/" + txtDeviceld.Text + "/sys/commands/response/request_id=" +
e.ApplicationMessage.Topic.Split('=")[1];

ShowLogs($"{"response message msg = " + msgH{Environment.NewLine}");

var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(msg);

appMsg.Topic = topic;

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) ==
MgqttQualityOfServiceLevel. AtMostOnce : MqgttQualityOfServiceLevel. AtLeastOnce;

appMsg.Retain = false;

// AR

client.PublishAsync(appMsg).Wait();
H);

BN~ 2 &#$5 J9SmokeDetectorControl: SILENCE, SE({E 5089455

T

BB SwEAES QENFR  RERT wmmes  nmicex zne ==

TR BETEG

TEES
© nasFERELT S TR, NETUBINA

miEe: SmokeDetectorControl: SILENCE EEE ]
E%%T& . 50 (5] Ol 5=
WL TNAMKING, DemoREERIIT:
o MQTTEEEAER - b X
O 254ssLEs [ SSEREESE  EnEees [0 % S

Serverifih | nmor thod mybuawei clond con| {GETD [Sebi0d049 4510874744561 _tast 1E8T46511 | ETE4N

1Ji8Topic Foc/devices/Gebdodd049a5ab057d7d4561_test 1£d5746511 /sy=/conmands 4

Sk b=
2020-10-30 04:53:22 — try to comnnect to server lotmatts onmorth—4. myhuaweicloud com

2020-10-30 04:53:22 - conmect to mqtt server success, deviceld is Bebdcd4049a5ab0374744861 test 1fd8?46511

2020-10-30 04:53:25 — topic [$oc,-"dev1ces}'Eebﬁlcd‘lU‘lQaSabDSTd est 1fd3?46511fsys,-"commandsﬂf] iz subscrlbe success
2020-10-30 05:12:51 — received meszage 1z paras " {{"valuetest zervice_: 1& “smokelletector”, command name”: "STLENCE"}
2020—10—3?}05:12:51 responsze message msg = { result_code™: (] alnize_name : "COMMAND_RESPONSE”, “paras T Mresult™:

EUCCRSE
2020-10-30 05:12:51 — publizh meszageld 654743 c7—o0e6—47dl—adc8-T19cb5804448, topic:

$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 testwlfd8?4651lf'rsys,-'rcommandsfresgonse,-"request 1d—ce9f2&9e—2058—4d86 —beoed—al0fE2afE2 ee,
pavload: {"result_code”: 0, "respomse_hame”: “COMMAND_EESFONSE®, “peras’: {"result”: "success”}} is published success

S MTopic |$oc;’rdevicesfrseb4cd4049353b08?d?d4861_test_1fd8?4651lfsysfpropertiesfreport

{ serv1ces [{ propertles :
{"al }]} 1, “temperature”:92 670754, “humidity”: 75. 37673, "smokeConcentration™ 19, 97906}, “service_1d": “smokeletector”, “event_time
” null

Exi]
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&%h Topic

:,Z?‘ETopucE}‘aﬁiE%EﬂJF]$ aLiRECHEESER, FARRERENE HiREON

fEFrmMqttDemorRsEIl T iR Topic. B ERINEE.

var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(inputString);

appMsg.Topic = topic;

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) == 0 ?
MgqttQualityOfServiceLevel. AtMostOnce : MqttQualityOfServiceLevel.AtLeastOnce;
appMsg.Retain = false;

/] EATIRRL
client.PublishAsync(appMsg).Wait();

KfaTopicfs, DemoRHEERINT:

sl MQTTIEEEAE - O *
=aAsEnEE [ 25 EAREEE HiEHEes 0 ~ EiFELE

Serverififi | orrmor th—4. myhuawei cloud. com| EEID |5eb4cd404935ab08?d?d4861_test_lfd8?46511 | EEEEA

TiETopic $oc/devicesFebdcdd049a5ab057d7d4561 test 1£d5746511  sys commands 4

B EoE
Z020-10-30 04:53:22 — try to connect to server lot-mgtts. cn—north—4.myhuaweicloud. com

2020—-10-30 04:53:22 — connect to mgtt server success, deviceld is Bebdedd049aFab0587d7d4861_test 1fd8?46511

2020-10-30 04:53:25 — topic [$oc,-"&ev1ces}r5eb4cd40493531308?d?d4361 test 1fd8?46511fsys;‘rcommandsf#] is subscrlbe success
2020-10-30 05:12:561 — received message iz {" paras " {"valuetest” 50}, service_: 1d “smokeletector”, command name”: “SILENCE "}
2020-10 3?}05 12:E51 — response message msg = | result_code”: O, "response_name”: “COMMAND_BESPONSE®, “paras™: {” vesult”:
“zuccess

2020-10-30 05:12:51 — publizh mezzageld 65d7d5c7—c0ef—47d1-a308-T19cb5804448, topie:

$oc;"dev1ces,fr5eb4cd4049353b08?d?d4861 _test 1fd8?4651lfsysfcommends,-"resgonse,-"request 1d—ce9f2&9e—2058—4d86 —bred-al 0f52a252 e,
payload: {"result_code”: O, response name” : “COMMAND _EESPONSE”, “parasz : {“result”: “sucecesz”}} iz published sueceess2020-10
=30 05:19:25 — publizh messaze topic = $oc;‘rdev1ces}'5eb4cd4049353b08?d?d4861 test 1fd8?46511,-"sys,-‘rpropert1es,-'rreport
2020-10-30 05:19:25 — publizh mezzageld 4TEO30 eb—245 f~40d7-5966-017 ded o4 FO4E, toplc:

$oc;"dev1ces,-'r5eb4cd4049953b08?d?d4861 test 1fd8?46511f5ysfpropert1es,-"report pavload: {” serv1ces [{ propertles :

m* 1, temperature (12 670764, humldlty 15. 37573, "smokeConcentration”:19. 97806], “service_ 14" “smokeletector” . “event_t
ime” null}]} iz publlshed zuccess

e #Topic |$oc;‘r&evices,-'r5eb4c&4049353b08?d?d4861_test_lf&8?4651lf'rsys,-'rproperti es/report

L . PR

”alarT:{l, Jvtem;:uerraturemi 12670754, “humidity":15. 37673, “smokeConcentration”: 19. 97006}, Jv*rvice_i 4": "smokeDetector”, "event_time
T

F LIREMERIEAEREFIEREEEE LRAIEM:

B LIREIR

X -

Q EFTEEE:

smokeDetector
alarm wmpera(ure humidity

smokeConcentration

1 12.670784 18.37673 19.97906

R THES |
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WRAE REBIFET NERAEN LIREE, B2 miRE R RSTEENRS, WRREL
IRAVBRSS/BIEF miE B hRIBRSS /B —3, BEHAN “Frm > REEX TE, MIRPMER

5o
(1 588
ATREESHLHEERNEEMNISERZO.

4.3.8 Node.js Demo f#EFEi5AB

Bk

AXLANode.jsaffl, MERBIIMQTTS/MQTTIMUIEAF S, EFFEEOSM ‘B

MER” o “TTENENE ST FINEE.
AR

AN HERIIEAEOLE, (RBTARIEFEEENE, WHRETHA, TUSEFIRIREGE

B RAESHI0T Device SDKIFITERL -

AR

o BE%X¥%ENodejs, HERLRIFSELEENode s,

o CAEEERHSRINLEEANMIL, REUIANREL R, BEEFEXER

I%\ o

o EAEEERHSCEMRINRE. S milRBENERRIERT, BEEEE

PR MRS E e .
HEETE

1. Z%ENodejsihialNode jsEM, EESERFIIMRATE . (AL Awindows 64-
bit&E%E, Node.jshkZv12.18.0 (npm 6.14.4) Al )

Downloads

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS
Recommended For Most Users

Current

Latest Features

1 | “ &
. « T
Windows Installer macOS Installer Source Code
Windows Installer (.msi) 32-bit 64-bit
Windows Binary (.zip) 32-bit 64-bit
macOS$ Installer (.pkg) 64-bit
macOS Binary (.tar.gz) 64-bit
Linux Binaries (x64) 64-bit
Linux Binaries (ARM) ARMvT ARMvS
Source Code node-v12.18.0.tar.gz
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IREFEAN

FRisE

4gEMAL

SNTBEEG
FE1
TE2

R4

2. THEME, BTREYH, REREETRE.
KB Node jSEAZERI
Wing + r —->BI\ cmd-->E%E, HASSFED.

HAnode -v, EIZEGFESRNodejshRA, WAnpm -VERRAES, BIRTFLE
B o

T#quickStart(Node.js)#6l, FiEIE.
BETWInEE + r -->HIAN cmd-->[E1F, #AGSTEN, LREBER, BT TS

A
~

npm install mqtt -g: mqttipYER;

npm install crypto-js -g: ISR EEANNBREEER;
npm install fs -g: FIFMNEFRIUES;
KESHRBENN R BER, NTEFR.

B &SR - m} X

M1

RBERNBWT:

e DigiCertGlobalRootCA.crt.pem: ERIEHEIE;

e MgqttDemo.js: NodejsiEfg, BEMQTT/MQTTSEREEIFE, FiHiTREMLtL
R, S TE;

DemoERIXHTIZACESH . HHPMqttDemo jsEEECESServerithiilt . 1 IDINIZE

2%8, HFEEDemoly, EEIEHIS LIFEMANEE

e Serverittiib: BligE, SEFEWEEEIRE, SSLINEEANR ZServerttti ES
X RIAGIE 344 PUBC(sE A ;

o ZRIDIIZEZHE: EYBHENEETMEELARCIEEEIEOGIKEL.

var TRUSTED_CA = fs.readFileSync("DigiCertGlobalRootCA.crt.pem");//SKEGIEH

//1oTEE mqttXdizttitit

var serverUrl = ", | iEIEEIG & TEF SR it

var deviceld = ",/ (SIHSEF&EMAINIREID
var secret = "/ IS S EF AT MINREEE
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IREFEAN

FRisE

SR =

var timestamp = dateFormat("YYYYmmddHH", new Date());

var propertiesReportJson = {'services':[{'properties":
{"alarm":1,'temperature":12.670784,'humidity':18.37673,'smokeConcentration':19.97906}, 'service_id":'smokeDet
ector','event_time":null}]};

var responseRegJson = {'result_code": 0,'response_name': 'COMMAND_RESPONSE','paras": {'result" 'success'}};

FAFaN@d mqtt.connect(options) FikEAEHJoptions, MHEIREMEHEATEEIHIT
SSLINZ, BMFERENANMQTTSZEERE

[IMQTTSZ &iE#E

var options = {
host: serverUrl,
port: 8883,
clientld: getClientld(deviceld),
username: deviceld,
password:HmacSHA256(secret, timestamp).toString(),
ca: TRUSTED_CA,
protocol: 'mqtts’,
rejectUnauthorized: false,
keepalive: 120,
reconnectPeriod: 10000,
connectTimeout: 30000

}

[IMQTTIEZR &R, FEINER
var option = {
host: serverUrl,
port: 1883,
clientld: getClientld(deviceld),
username: deviceld,
password: HmacSHA256(secret, timestamp).toString(),
keepalive: 120,
reconnectPeriod: 10000,
connectTimeout: 30000
//protocol: 'mqtts'
//rejectUnauthorized: false

}

[/HAEBRIAE R options o2 &1k
var client = mqtt.connect(options);

s

IREMKERANYEAMN B eHTEMTF e ER, NMTHREIMISFE
HITKEE, AREBIENREER, BREBIMKIEEIPHENTES .

1. ttDemoEZERMETZMQTT/MQTTSIEEEF X, MQTT{EA1883iw, MQTTS
{£F38883im 1 ( FEMHIRERILFEBPANES, BT REMUENDEMES
BRENER ) , FHRM T MttE FiRiEIERZAIF5Emgtt.connect(options) .

var client = mqtt.connect(options);

client.on('connect’, function () {
log("connect to mqtt server success, deviceld is " + deviceld);
//iTi%Topic
subScribeTopic();
WEZih=1=)
publishMessage();
b))

/AL TR RIBEL
client.on('message’, function (topic, message) {
log('received message is ' + message.toString());

var jsonMsg = responseReq;
client.publish(getResponseTopic(topic.toString().split("=")[1]), jsonMsg);
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IREEN
F i 4 gEMHE
log('responsed message is ' + jsonMsg);
b))
#ZINode.js DemoiFIBER, BB TIEEESHERER, WTE:
B SR - O X

t Wir R4 10. ~

D: \LFD\HUAWEI\C oud—iot—device—no mo>node MgttDemo. js

=L ESEd

R

HI, REREEBX.

- e

%5 @ BEEE B 80 FERESE T HERR T wRRE BE
i et A o EEaw =5 &
EMEEE, RERSIHES
alEFE, ) ST HTEL
aENE  WETH  WEER L e
T SEEn Qllc
s @ BEER BN & mEEEEE ¥ HEFR Y SES =
w5 testt test_| 5 R o Esae

T NRERAW, AEEOERSPOLIRRESE, BFFNT:

client.on('reconnect’, () => {
log("reconnect is starting");

[NBEFEE
var lowBound = Number(defaultBackoff)*Number(0.8);
var highBound = Number(defaultBackoff)*Number(1.2);

var randomBackOff = parselnt(Math.random()*(highBound-lowBound+1),10);
var backOffWithlitter = (Math.pow(2.0, retryTimes)) * (randomBackOff + lowBound);

var waitTImeUtilNextRetry = (minBackoff + backOffWithJitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);

client.options.reconnectPeriod = waitTImeUtilNextRetry;
log("next retry time: " + waitTImeUtilNextRetry);

retryTimes++;

b))

ITIEI R TopicAUIS & A Bt broker & T RIX FiZ TopicliHE, XFEERE
TopicAI&E TopicENX . ItkDemoifdsubScribeTopic/s & 715 Topic, 1TiFIRK
INEEFFEamITA:

/AT e topic

function subScribeTopic() {

client.subscribe(getCmdRequestTopic(), function (err) {
if (err) {
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IREFEAN

Figra 4 REMFR
log("subscribe error:" + err);
}else {
log("topic : " + getCmdRequestTopic() + " is subscribed success");
}

b))
}

3. KfoTopicRigik@EamFa HRECHEMSER, FdNsEREME LiRiEO
XiH, &#ZpINE, EApublishMessagefsiEd TR L
/] LiRjson#iE, iE=serviceldESProfiledAYE X AF/L
function publishMessage() {
var jsonMsg = propertiesReport;
log("publish message topic is " + getReportTopic());
log("publish message is " + jsonMsg);
client.publish(getReportTopic(), jsonMsg);
log("publish message successful");

}
LiREMRjson:

var propertiesReportJson = {'services":[{'properties':
{'alarm':1,'temperature':12.670784,'humidity':18.37673,'smokeConcentration':19.97906},'service_id":'smo
keDetector','event_time':null}]};

ST EREWNT:

B $S1857% - node MqttDemojs — O X

784, “humidity

cribed su

BRI, FERmAT:

B HIRIR s @ c

Q BRI

smokeDetector

alarm temperature humidity smokeConcentration

1 12.670784 18.37673 19.97906

MERiTY:):

MRE REFHE NELERH LRIE, BEmEETRSTEILENAS, iR
R%E LIRAIIRSS /B IEAIF- iR B P RIARSS B I —E, SEHEAN “an > RRIEN" I
E, ﬂﬂ“}ﬁﬁﬁﬁﬂﬁﬂo
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Fxisrm

B RS

EDemorP iR TR T R a<RITNRE, & MQTTi%L;—EEJZ#EEI}JiTI‘FﬂTopicE,
LSRR SIREFEFHS TR ERNANDemoxdiZig &I DHITHS T
Ko TREINE, EDemoRKEIFETRAIRERIGS .

BN T A& S#:3 9smokeDetector: SILENCE, SE{E 50895

x
TERHS
O EresaliTas, SEEEEEAnTEESHE, SN AeSEREN. TEES
jris ey smokeDetector: SILENCE -
value 50
S TANING, DemolZIHSEERS0, mSETERAERUT:
- [m] X

o+ ] %j%‘u%%\;gj—ﬁ node MqttDemojs

lq 97906
publ

AR
HATFRRSHSHEERNESEMNTSEEZO.

4.3.9 MQTT over WebSocket {§FH150H

fHER
AL UavaScriptafl, NBEFWebSocketBlIMQTTS/MQTTIMNYIENTES, (FMNA
EK IJZE%\EF' FOLARIEANEIE S, BEFESEOSH “BELIR” . “TTIREK
e’ FIhgk,
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IREFEAN

FRisE

4G EMFAL

{EFA PRI

HIfRSR

SABEEG
e2
SB2

EFEE]

(AR

RXHFERAMCEB ARG, (NBTRKRESBEIEE, HEHTHEA, JUSERFEIREGR
B RESHI0T Device SDKIFHTERL o

e MQTT over WebSocketRsz3Fwss 53, FEFERAFTLSEE—FIMRIES .

e MQTT over WebSocketBXIAEFERRYIRO 9443, ©AKRSEAIRTLUIRIE Si5=E
#lo

e MQTT over WebSocketf9iZORIMQTTEO— .

J Sﬁé‘ﬁiﬁﬁﬂéﬁﬂﬁﬁﬁﬁ)\i&ﬂto SREUHEROIR(FL IR, BESEFaXEE

o EUEEEHStIEMRIEMRE, SIE-RIIEMREEKERE, 5556
Zrrm. IR eETdtE MRS .

T&HiquickStart(websocket).zipt¥fl, HiEE.

(M DemoEBRYXE TIZALESE . HPMqgttOverWebsocketDemo.htmIEEEE
hostitBiit . ZFBIDINMREZH, AFBoIDemolTiERZFES .

e hostitbiif: BMigR, 1ESEFEIHEESEIREL

o IRFBIDINREER: AMBMELEMHREIIEMAEIEILEZOGIRE.

var host = " //loTSE&mqttidiEitit
var deviceld = "=, /(BIESEF&IEMANIZEID
var secret = ", [{EHEFFEIFMINLE SR

R

IREIMKIERAYEAN B EHBEMTFaEER, NTHREIMXSFE
HITREK . FFREBIRANREER, BREERIMEMNFES .

$£B1 #HFIMqgttOverWebsocketDemo.htmiERZE R, BXXBRTERESHSENGEET
FDemo, FaiiEFRI, AFEERALEREBEREEEEL.
4-4 \FFNESETRBE
FEigE 120 ® ©#  meuss
cl &
BohigFE, &F12ENEXREonsolet2h BERRUT:
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IREFEAN
Fxisrm

SER2

43

N
4-5 HEEREZEID
2021-06-01 18:20:49 -
2021-06-81 16:20:49 -
2021-06-01 18:20:49 -
2021-06-81 18:20:49 -

start connect to server iot-mgtts.cn-north-4.myhuaweicloud.com

mgttOveriebsocket onConnect

subscribe topic %oc/devices/606e9e5dcel5dad2c@222c7a_test@6@1/sys/commands /#
publish message topic is $oc/devices/6B6e9e5dcel5dad2c@222c7a_test@6@1/sys/properties/report

FE EETSERTTRESE

4-6 IRFNREEBTESE

FiEisE 15 ® © % | Bowss
ﬁ HEER HESH HERE prat g SifhsLEs
cl|@®
A\ ER
MBERKY, FEEEELRRYPLMBREE, BEGFAWT:
function reConnect() {
log("reconnect is starting");
[NBEHEE
let lowBound = Number(defaultBackoff) * Number(0.8);
let highBound = Number(defaultBackoff) * Number(1.2);
let randomBackOff = parselnt(Math.random() * (highBound - lowBound + 1), 10);
let backOffWithlitter = (Math.pow(2.0, retryTimes)) * (randomBackOff + lowBound);
let waitTImeUtilNextRetry = (minBackoff + backOffWithlitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);
log("wait time: " + waitTImeUtilNextRetry);
setTimeout(()=> { client.connect(options); }, waitTImeUtilNextRetry);
retryTimes++;
}
TIRE TopicAUIg &7 s & & B X FiXTopicRYER, XFF h%Topic_J’“*

ZTopiciENX . tkDemoiffAsubScribeTopic/ixi#{TiTETopic, 1T AMINEEEFES
S TIAR:

[Tz A topic

function subScribeTopic() {
log('subscribe topic ' + getCmdRequestTopic());
client.subscribe(getCmdRequestTopic());

}

AfTopicRIEIREEoaFE HRECHERER, FMAR
. EZRINE, JAApublishMessageFiEH TEM LIR:

// E3RjsonEUE, iF¥EserviceldE5ProfiledAYE X XS KL
function publishMessage() {
var jsonMsg = propertiesReport;
log("publish message topic is " + getReportTopic());
log("publish message is " + jsonMsg);
client.publish(getReportTopic(), jsonMsg);
log("publish message successful");

}
LTiREHAjson:

var propertiesReportJson = {'services':[{'properties":
{"alarm":1,'temperature"12.670784,'humidity':18.37673,'smokeConcentration':19.97906},'service_id":'smokeDet
ector','event_time":null}]};

RN EIREON
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IREFEAN

FRisE

BT A

=
B

4-7 BHERR EREUERIN

2021-06-01 10:20:49 - mgttOverWebsocket onConnect
2021-06-081 10:20:49 - subscribe topic $oc/devices/606e9e5dcel5daB2c0222c7a_test@601/sys/commands/#

2921-86-01 10:20:49 - publish message topic is $oc/devices/6@6e9e5dcel5da@2c0222c7a_test@B@l/sys/properties/report
2021-86-01 18:29:49  publish message is {"services":[{"properties”:{"alarm”:1,"temperature”:22.678784, " humidity":28.37673
Publising message to: $oc/devices/686e%5dcel5dal2c@222¢c7a testB601/sys/properties/report
2021-06-9@1 10:20:49 - publish message successful

Bt LRI, FEREAT:
4-8 FERHE B REH_ CIRAVEURE

s coddtest

[E

R EIRER sEpEmE © c

Q BFTEEE

smokeDetector
alarm temperature humidity smokeConcentration
alarm emperature humidit smokeConcentration

1 22.670784 28.37673 29.97906

(1] 88
WIRAE “RBIFE RERBEN LIRMIE, B2 RERPRSHEENRS, BRREL
i&ﬂ’ﬂﬂﬁ%ﬁ%‘rﬁﬂ?‘“nn’fﬁﬁ%ﬂlﬂﬂ’ﬂﬂﬁ%/ﬁﬁ—ﬁ, FEHN T > BEEN” WE, WREER

FJo

e

fEDemo iR TIRIF & T RA<SRIINEE, FEMQTTE R FHALINIT R Topic/s,
LSRR SIRFFEPHS A ERNANDemos iZiRE DTS T
Ko TREINE, EDemodRKEIFETRAIRERIMS .

AN & SEE2 9smokeDetector: SILENCE, SEEN1AIGS

4-9 L TR

TR®B<L

O PrasnnTER, RESSRPWNATSESIN, SUSAASSEREN, TEES

S SmokeDetectorControl: SILENCE v
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4.

B

HEFRAESIR

ﬁ

4 38

WS TAMING, DemollEIFETENGS, NEEEEIXFREAYconsolet=ERaN
T:

4-10 &R

2021-06-81 18:39:20 - start connect to server iot-mgtts.cn-north-4.myhuaweicloud.com

2021-06-01 10:39:20 - mgttOverWebsocket enConnect

2021-06-01 10:39:20 - subscribe topic $oc/devices/606e9e5dcel5da@2c@222c7a_test@601/sys/commands,/#

2021-06-81 18:39:20 - publish message topic is $oc/devices/686e9eSdcel5dad2cB8222c7a_test@601/sys/ /properties/report

2021-06-81 18:39:20 - publish message is {"services":[{"properties”:{"alarm":1,"temperature”:22.670784, humidity":28.37673, "smokeConcentration”:29.97986},"s
Publising message to: S$oc/devices/6@6edeSdcelSdaB2c@222c7a_test6@1/sys/properties/report

2021-06-01 18:39:20 - publish message successful

2021-06-81 18:39:28 - [receive message topic:$oc/devices/6@6eJe5dcel5daB2cB222c7a_testB60O1/sys/conmands/ request_id=2c99912a-771d-487e-9Fc8-d60F939e9b54
2021-06-81 18:39:28 - |receive message content:{"paras”:{"value":1},"service_id":"SmokeDetectorControl”,"command_name":"SILENCE"}

2021-06-81 18:39:28 - |response topic is $oc/devices/6@6e9e5dcel5dad2c@222c7a_testd601/sys/commands/response/request_id=2c99912a-771d-487e-9Fc8-d60F939e9b54
2021-06-81 18:39:28 - |response message is {“result_code”:@,"response_name":"COMMAND_RESPONSE™, "paras”:{"result”:"success"}}

Publising message to: S$oc/devices/6@6e9eSdcel5da@2c@222c7a_test@6@l/sys/commands/response/request_id=2c99912a-771d-487e-9fc8-d6f939e9b54

[MARY:E
HATRESHLHEERNEEMNISERZO.

SNSRI

Lklftff;_HzE?aJ_Lﬁ%EleoT Device SDK Tiny, HE@EI®EIMHINIE, BEEENE
EATHSHTBRIESE . FERENINERRAR AT RIATIFAE

o IRE[ BMEMCULEE %lb\ﬂﬂﬂ ERERIERIOT (B0, MQTTEEHERIZIERIMN
BEIE, clientiDRYARHRE ) , JBSARZEBREAIATIESIELE 0T
EE, aABRE XT&I«EE*mﬁ%‘ﬂl—thﬁo

o HFMCUEMEMRMQTTIHNNIETE 0T Device SDK Tiny, EItAATEMCUE
TBRYHERE

FERINPREAF 2RO REEWNTER:

ATHES e ___MQTT/CoAP
@ & T — | un |

Mcu Bt

5=

X 4-3 FREERHE S SDK HIIANEESE

o HEE S ] BEES

4G Cat11&4H I F0iE L610
FRFEHIEX ML302
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SCASRRAS 1.47
(2022-08-01)

IRIERE © L ATITERAGIRAT 197


https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html#section4
https://marketplace.huaweicloud.com/search/internet/
https://support.huaweicloud.com/api-iothub/iot_06_v5_1401.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_1401.html

IREFIEAN

FiigiE 4 BEMFE
s il & BHRS
iz EC20CEHDLG
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e LTE Cat4t@HiE AT\ SEUIREHIERZR H50Mbps~150Mbpsiizss, LTE Cat1i&BERT W
SEIRIERIEZ 5 Mbps~10 Mbpsiiiz= .

o EHLRFRPSBEMBAMEARS, BRZTRRPEANSIHRIIFK

R 4-4 RERES SDK. (BB NIHAYERE

(- PEESiY] ] BHRS
NB-loT#&4H iz BC39
BC95
BC35
BC26
BC28
B85 N27
N25
N21
RIagE TPB41
TPB23
=iERHY CFB-609
F7RIE NB86-G
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BRI
EFFBSIMEiRE, EEEE N,
EFFEREENRS .
%ﬁsblﬁi
REBHARENRESN:
TMSLAE R I NIERELE
ERBENEHESCIE RIS
EMCU_ LB S EBREIATIESERE N =IOT, URNERS=IoTH AR
EEERBEANEHEREHTEE
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IREEAN

FRisE

Z24E USB IRzh

o LIUSBIKEN:
a. IBITRENH, RIERERTHTRE.
(1 588
AR RIEHIUSBIREIRRATE, BRI SIREF S BRI »

RehZaplINfE, EEFARRIUSBIEZOZIPC, FTHEIR, UEREEE
FPEEINEHNHRORE.

#00 (COM #1 LPT)
ive Management Technology - SOL (COM3)

v &

REATIRIEME=E
AR BB RS
§ Quectel USB NMEA Port (COM19)

o (FARBEOTEHITATHER
BEITRENY, RIERERIHITEE,
AR
AR REENSEOTERATRR, BHRE FRRGSERNE0TIE,

FIREOTIER, EESE2AEATEN, BIFRIREN115200, B
“Open Port” ,

a.

b.

©Q qQCoM V1.6
About

a
*

COM Port Setting

COM Port: |22 = || |Baudrate: |115200 v || StepBits: |1 | Perity: [Fone ¥
ByteSize: |5 - Flow Control: [Ho Ctrl Flow Open Port

Command List

[~ Choose All Commands HEX | Enter

[~ 1: [AT+HWOCMQTTCONNECT=0, 30, "48. 4. 93.24
7 2: [AT+WOCMATTSEND=L, 102, * ["msgType”:
[ 3: [AT+WOCMATTDISCORWECT

[ 4: [AT+HWOCMRTTSEND=L, 102, 7h226d7367547
™ 5 [aT+cosn

[~ 6: [AT+MWOCMQTTCONNECT=0, 30, "121.36.42.
7 7: [AT+MWOCMATICONNECT=1, 30, "iot—bs. eny
7 & [aTaWOCMATTSEND=L, 109, * ["msgType”: "
[ 9: [AT+MWOCHATTDISCORWECT

Delay(ms)

AR ARAR A A

r !—

r !7

r !7

r —

r !7

r !—

r I

r !7

r !7

[~ 10: [AT+MWOCMATTSEND=L, 109, Tb226d7a6754T [ —

[ 11 [ATHWsIFenstle [ @ —

[~ 12: [ATHWICCIDLIST Imrd [

[~ 13 [ATIWTCCTORRARLE=0944500T0318616378. [ v —

[ 14: [AT+HWELD r e [

[~ 15: [AT+HHOCMGTTVEESION r~ —

[~ 16 [a1T re s |

[~ 17: [aT+COPST r~ —

I 18 [rarmieL, 1z1 5 42 0T I

R e T — —

[~ 20! [aT+CFINY rw [

I~ 21 [ar+csq rw [

o2z [arecesy W —

[ 23 [AT+CGATT? r W —

i [~ 24: [aT+1cCTD r~ [

peiiien I 25: [atrogres? rw —

[T DIR [ EIS [ View File I Show Time I 26 it reles |
Input String [~ HEX String [~ Show In HEX | Send With Enter [~ 27: [st+qefg="dizable_backeff lte” r»

[~ 28: [atrogdoont? r~ —

[~ 29: [AT+MWOCMATTCOMNECT=D, 30, "121.36.42.. [ |v —

Bun Times: [10

Load Test Seript ‘ Clear ALl Conmands

Save As Seript

Select File | [0 SDK\BC26'B19081 2025500206143 T0000064¢
[~ Sere Log | [CrWsers\100446328 oo ents\QOOM_LOG. bt

(e |

Delay Time(ms): [1000

N TN

(0 A8
BIRRRELEN, SUATHS A& R EE.
BN “AT+COPS?” 124, B “Send Command” , &IR[EIOK, FEREMLE

B

EMPASARTN, BNiBREIREUNE SR
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IREFEAN
Fxisrm

Bl miliRE

©Q qcoM_ V1.6
About

COM Port Setting

Command List

o Port: [z =] Bewdrate:[[15z0n =] StepBits: [T =] Parity: [fme =] [" Choose ALl Comnands HEX [ Enter  Delay(ng)

[ 1: [ATOWOMMATICOMNECT=0,30, 48 4 9324 [ W 1 | [T

ByteSize:[8  ~| Flow Control: [Wo Cirl Tlow Close Port ‘ [~ 2 [AT+HWOCMATISEND=1,10Z, " {"msclype” " [ 2 | [

™ 3 [AT+HHOCMATTDISCONKECT re 3 |[

Py [ 4 [ATAWOCMOTTSEND=L, 102, Thezedraarsdre [ W 4 | [

COPS: 0,0, “CHN-CTY, 7 e [wess W s |[[

™ 6 [aT+HwOCMQTTCOMNECT=0,30, "1zt.36. 42 [ & | [

ok [~ 7. |AT+HWOCMQITCOMNECT=1, 30, “iot-bs.onm [ 7 | [
[ 8 [AT*HWOCMGTTSEND=L, 109, " ['mzglype’ .+ | W &

[~ 9 [sTemoMeIIDISCORRECT [ W 9 |[

[~ 10: [AT+HWOCMQTTSEND=L, 109, Thezédraersdre [ W 10 | [

[ 11 [AToWsM=enable [ 1 |

™ 12: [AT+HWICCIDLIST r¥® 1 |[

[ 13; [AT+HWICCIDENAFLE=S04ds0070GI0616378: [ W 13 | [

™ 14: [AT+HWETD r¥w u |

[ 15 [TomWommeTTvERSIOR [ W 15 | [

[ 16: [atz r¥® 1 |[

I~ ¥ ar+cops? re o |

[~ 18 [AT+QPTNG=1, 121.36.4z.1000 [ W 18 [

[ 19: [AT+QPING-1, 49 4.93.24° [ 18 |[

I~ 20: [aT+cPIN? rw = |[

I z1: [aT+csq r¥® =2 |[

[ ze:[areess [ W = |[

[~ 23: [AT+CGATT? r¥ = [

. ™ 24: [AT+ICCID I TR N
Operation [~ 25: [atrogreer r v

Clear Information [TDIR [ RIS [ View File [~ Show Time I 26 fat rE = |
S [ HEX String [ Show In HEX R Send With Enter [~ 27: [at+qefe="dizable_backeff lte” r w2

e I 28: [at+ogdoont? re = |

ATHCOPS2) Send Comand | | | [ 29; [NRIOGMATTOONECT=0, 30, "2l .42 [ o 20 | [

Fun Times: [10

Select File | [D:\SDE\ECZ61B190912025800206143\T0000064¢
[~ Save Log | [0 \Users\100448326\Dosunents Q00N _L0G. txt

Send File

Load Tast Seript ‘ Clear A1 Conmands

Delay Tine(ns): [1000

Sare As Seript Bun

AR

FHIREIRGHERAF “+COPS: 0,0,"CHN-CT",7” F&iF—

R, EEHRSIMREERIASIM-RBETS M

£ SEE~m, SIEETMQTITHMYAYm.

SER2

I3

SRR R AT 18

VEFARET, FPMEEED

2EFSE, KEUREID (devicelD ) FIIREZEH.

[MARY:E

ENRER, BEER
RESE “EETR REWER.

EIRFIDAIREER

REEIALIERKE, MRS, AE “REFE"

IGIEREENERE, SREMQTT/MQTTSIREXI bl . BHERMQTTHNYAYE, W

[1791883; MQTTSHMXANE, ¥
.

SEELENE loT

w[1/98883,

RABRMIPRID S LRIATIEIEZ LT, ASCIFES I FIhexstringt®Rz, ASCIIZ

REIEHRES, hexstringRRt7 i HIRED

o (FRASCIENEZLANIOTES
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0054.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0031.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREFEAN

VAYSEi=IEd] 418 BMF L
Egig:gg:g:j333;2225}}‘HMREC="SO(/d9vi(es/SEd 1/sys/commands/request_id=eb03fa3c-84b7-4cda-9c32-2b1562c68eca",75,"{" paras":{"value™:1), "service_i omi
a. EEEATIOTEES ., AXAT

+HMCON=bsmode,lifetime,"serverip","serverport","devicelD","passwd",co

decig<, HIADAT+HMCON=0,300,"iot-mqtts.cn-

north-4.myhuaweicloud.com","8883","devicelD","passwd", 0, HUE!

“+HMCON OK” , XIBZEMINEZEIFES.

HpEZSHE N TR:

" bsmode: EEFHIEEAN, EEH0, ORFEEREZREENTES;
1RRETEERBUERSEEANTES;

= lifetime: MQTT/.U:BkETE], EAIA300;

= serverip: MQTTS/MQTTHMYAIRTEHELE, E2EFEITEEEIRE.
MRESRBERBOEETS, WZEEMAELE, BSEEEEBEA
BY;

=  serverport: IREEANRIXIEZIRO . WRFEAMQTTSHMY, IwOJ
8883; MQTTHMY, iwmHENF1883, ANR(FAIRE AN RS LAY
iwH;

= devicelD: FAMEFIREIENZEID, SELE2IREY;

" passwd: JFAHSEIRENZEE, SETE2REN; WRERIERE,
ZINALURBE AT, (BREERINRERBIRAIIAHAUURFASEIES.

= codec: FIEFMA, BIES051., X~ MBIASCIBER; 1%
R~MEBAIREhexstringtEz( . R Rasciitiz, MEHEE—AZ Hlen,
ascii_payload, &2, "ab"; fNR=Ehextringt&R,, NERRH2,
“6162 ”» .

b. ITRBENEM, KIXAT+HMSUB=qos,topici5<, BIGNAT
+HMSUB=0,"$oc/devices/device_id/user/mytopic” , HWEI “+HMSUB
OK” , EEAITIERLIN.

HAAZSHE I TAR:

" qos: topicHiqos, FRIAEFO;

= topic: FMEAIETENX Topic, IFHIRIEIESIESEMIEBE Topic, H
S EIRERPRIERR “1T1%” , devicel DEEERAISLIFEEID,

c. HEBELR., R&XAT+HMPUB=qos, topic, payload_len, payloadi§<,
fan,
AT+HMPUB=0,"$oc/devices/device_id/user/mytopic",16,"{\"test\":\"hello
\"}", BEWE “+HMPUB OK” , REB&EMAIN.
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https://support.huaweicloud.com/qs-iotps/iot_03_0006.html
https://support.huaweicloud.com/usermanual-iothub/iot_02_9992.html#section3

IREFEAN

FRigE

4gEMFL

(AR
payload JASCINER, EBRFHREREANEIS, PEIHFFFFTERENFH.
Hep & 28 & IR AR:

" gos: XNMQTTHIqos, FEiN{ERO;

" topic: ¥MBAIBE X Topic, FMRIFIESIHESEMEEEN Topic, H
FIREIRIEAPRIERE “&%” , device DREZEEIRNZLIFLEID.

" payload_len: LIRBERRIKE, FEE\;

= payload: HIRASEE.

B R, RIXAT+HMPUB=qos, topic, payload_len, payloadig<,
fan,

AT+HMPUB=0,"$oc/devices/device_id/sys/properties/
report",82,"{\"services\":[{\"service_id\":\"Clock\",\"properties\":{\"card_no
\":\"3028\",\"use_type\":1}}1}", &HUEI “+HMPUB OK” , BB ERAIN,
EEREFBEREER LIRELE.

[MERTY:

Bt LRAEEEEN T miR RS E A EMEN RIEE . FMRMFRBESEHE
HFFRTRER, FEMERER.,

= gos: XfRMQTTHIqos, FINfHEFI0;

= topic: FEETERITopic, BB TopiciEE2ETopiciEX,, devicelDEEE
¥ AEFRRERIDo

® payload_len: EIREMUHKE, FEE\;
® payload: HiIRAIEME.

ThRpS. MRFEANEHE “R&FE > 57 1L, B2F ‘BEHST
&’ Afy ‘oS TER” . BEETANGSHGSE. TRRINE, 8S
MYrE+HMREC:topic, payload_len, payload, 5, +HMREC: "$oc/
devices/device_id/sys/commands/request_id={request_id}{"paras":
{"value™:1},"service_id":"SmokeDetectorControl","command_name":"QUIT
SILENCE"}",86,{"paras":
{"value™:1},"service_id":"SmokeDetectorControl","command_name":"QUIT
SILENCE"

wE ®¢  RERT  wWERE @& 0
g

ks, MEFILERERR

Q|| =ms= v ||C

HehZSHE N RAR:
" gos: XWMMQTTHIqos, ZiN{FFHO;

" topic: FEEMEAITopic, EZTopiciBEE TopickEX , deviceDEEE
ALPRIREID, {request_id}AAFHE—IRIRIXRIERK . RENLEAH
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https://support.huaweicloud.com/usermanual-iothub/iot_02_9992.html#section3
https://support.huaweicloud.com/devg-iothub/iot_02_0005.html
https://support.huaweicloud.com/devg-iothub/iot_02_0005.html
https://support.huaweicloud.com/devg-iothub/iot_01_0053.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html

IREEAN

FRisE

4gEMAL

EFZ2HN, FSERIDEEUZSHENE 4, TURRENEF
¢ EUUIDRELHL . BN EINEETZSHAY, MAEEEEEZS
HERLOBFE.

® payload_len: TAGSHKE, FE8\;

® payload: T&EHISHS,

f. EUGEBENTEM., KIXAT+HMUNS="topic", {5/a0, AT+HMUNS="$oc/
devices/devicelD/user/mytopic", &EUWEI “+HMUNS OK” , FRBBENERL
I,

HrhtopicH2EERI B E X Topic, devicelDEBF IR ILFRREID.

g. BiFHIIoTESHIER: . KRIXAT+HMDISIES .

h. RERSFEHEFimIESD.

" RECAIEH: AT+HMPKS=type, paral,[para2], “Certificate” , f
AN&IEAT+HMPKS=0, 1360

" GEERFIRITH: AT+HMPKS=type, paral,[para2], “Certificate” ,
BlEn&ix AT+HMPKS=1, 1022

" REFASHIER: AT+HMPKS=type, paral,[para2], “Certificate” ,
BIENAZIXAT+HMPKS=2, 1732

(1] %83

o type: BYEO, 1, 2, HAROFRRCAIEP, iEPEBidparal(&i; 1RRZFIHIE
B, BB paralf&i®; 2RFZEFAFIED, REHFABIEBE D paralfg
B; MREEH, WiEidpara2f&ibi.

e paral/[para2]: Heparal BFEHES, AERERERIES; para2 BT EM
FAEIEBHIZN, (NHSEMEIERNEY, IEBIUFEFERRERPEM,

o Certificate: IFBASNFTEER,
{EFHEXSTRINGHET

[2020-06-04_14:45:40:877]AT+HMCON=0,30,"121.36.42.100","8883", 17,62 ARy 1
[2020-06-04_14:45:42:788]+HMCON OK EFhexst pEEE
[2020-06-04_14:45:42:783]0K Efhexstringtiizties
[2020-06-04_14:45:42:788]+HMSTS: 0
[2020-06-04_14:45:46:100]AT+HMPUB=0,"Soc/devic 01/sys/properties/report®,74,76227365727669636573223a5b 72273657 23a224465766963655374617475732
[2020-06-04_14:45:46:100] + HMPUB OK N i
[2020-06-04_14:45:46:100]0K Efhexstring R IXHIR

BT TAhexstring#iE
[2020-06-04_14:46:03:76" —
[2020706704714:46'03:76510HMREC='$D(/deV\( o 1/sys/¢ request_id=e8f4c348-0b80-4ef4-aa36-c8c7a75cafd4",75,7B227061726173223A7B2276616C7565223A317D2C22

[2020-06-04_14:46:12:650]AT+HMDIS
[2020-06-04_14:46:13:678]+HMDIS OK
[2020-06-04_14:46:13:678]0K

KR

a. EEEHNTIOTES, RIEXAT+HMCON=bs lifetime, “serverip” ,
“serverport” , “devicelD” , “passwd” ,codecig%, HIEIAT+HMCON=0,
300, “iot-mqtts.cn-north-4.myhuaweicloud.com” , “8883” , “devicelD” ,
“passwd” , 0, EUZI “+HMCON OK” , RIFEERINEEZITES.,
Heh2HiREIES%E1,

b. ITEBENER, KIXAT+HMSUB=qos, topicig<, FIMNAT
+HMSUB=0,"$oc/devices/device_id/user/mytopic” , HWZEI “+HMSUB
OK” , ZFBBITIRALIN.

HehsHiREiESE2,

c. HELIR, KXAT+HMPUB=qos, topic, payload_len, payloadig<,
54N, AT+HMPUB=0,"$oc/devices/device_id/user/
mytopic",16,7b2274657374223a2268656c6c6f227d
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IREEAN

F&tEE 4 8B MF L
i payload SHEXEUREIED, AL EERHEXERS, BEELENEIS.
HehsHiREiES%E3,
Bl iR, WALUBEE EIRAGI, HPSHIRHBIESE4,
TARBS. MREEAEHE “REBIFE > a7 1L, BF ‘BEHST
7 aigy “GmeTER” . EEETANGSNGSE. TEERNE, 88
MIKZ)+HMREC, topic, payload_len, payloadi§<, a0,
+HMREC: "$oc/devices/device_id/sys/commands/
request_id={request_id}",102,7B227061726173223A7B2276616C7565223A
223132333435363738393071617A77737865646372667674676279686E75
6A6D696B6F6C70227D2C22736572766963655F6964223A224E42444F4F5
2222C22636F6D6D616E645F6E616D65223A2273656E64227D
HhaHiHEiES%E5,
EGEREN T, AXAT+HMUNS="topic", #lal, AT+HMUNS="$oc/
devices/device_id/user/mytopic", FHUZE “+HMUNS OK” , FBBEGEK
I,
Heh2#iREIE2%6,
BrFFFNIoTE &0ERE . RIXAT+HMDISIES .
RERSZSENEFIRIERS. 2EL%8,

ERRE
BANEARE, MENEESZIFERBEE . miEEFfsE. OTARE

%, B eEER BRI e N=EH MRS .
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0030.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0027.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0022.html

IREFEAN

Fxisrm 5 MABIFA

5 Rz FBMFF

N

5.1 APl (FFHiES

A TN BNTFRER . IEANABNUALNER, YEXMTESE N AT T AP
( Application Programming Interface ) . f&ATLAEREFFAAIAPI, HRIEREEpEHIEX R F2
BrIhEE, WFREE. KEEE. JHBE. REHS. MNBESENEE.

N FBMIEEBITIAMARSS L, $KEtoken, FMALEOISEFN “FKEUAMARF
Token” [0,
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IREIEN

AR Ei=Ica] 5 MAMFA

N

IAMBESS

iBEtoken

EERlaEENAE it

BETR/TRER

FIFMAPI (RIZEAPI

b L o) RS/ R EE

TEHS/EEER

1

EONA
APISR NAFS
TRSE VT REREAN ARSI N E & RRAN T IRINEE, &1
NRBEEETL, FESBHNMNARSSE.
IrEEE FREHATFIERRETOE, FEEEANARSSBIRHNSEERER
RSB EFNREGI RS INGE .
LIS EZIFIRE .
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https://support.huaweicloud.com/api-iothub/iot_06_v5_01201.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0009.html

IREFEAN

Fxisrm 5 MABIFA

APISEH NAFS
HEES HEES HNARSSIZEINEMIEINEE, IHEANBEMESHIZ

BHITHEERE.
o ERIEMHNEIR. EMHFHR, MHECIE/MIFRE, HEFE/E
RIRERIBEN o
o SHIRAFR—IEEBRRTHRAMESRAN0, BEINEE
BIEFRRIESS -
IREFCAIEH | IRECAIEBEE NN ARSSFHEHINR S CAIEBHTIREEIRID
B BE, SIEMNRECAIERHIT LE. Wik, ERFRFE. YEKMFES

SIHERIEBHITIREZNIAIL,

IREEHER | REASEINARSHEHNRSHENSERFINE, 8ER
BREEIMMRBFRIREBARE.

REHE IREHE AN ABIRSS SR RIS EEH S RIINEE .

FmEE P miEBRE N T m FAIRE RSV NEIHE, FmEER
Rz FAARSS SRR XS E S NYIEAMFE S miR B AR FEIRINEE

IRHEE IREEENNARSFEENRFRFEEINE, SEREE
NMEBAREERERIRIF

RET RETF— T ATEENLRIRSIIIRSERAING, RER

FHANRBIRS RN E R FRIRIFEIEIEE .

o BMRERHRB—NRER T, HIRSBIDE—IRR,

o REFFNFREFRIANREN LIREIEFIR IR ERITHAZ
2o

o TCIWRBEGHLZ, HMULIBEZZ FERIMKEREIIN
=

N o

IgFWL IR iR A E X T YIS R iR E FRRIES, 1RE
LSHNBIRSERIRMERIRE T ABSRITNEE, LML ERIEHIRE
Fo

iwEREE IR iR E X TN FE SR @IS T RREML, RERE
R RS SRR AR B T A B AT .

iR R . N ETE 9 N AR S 2Rt EX M SE S ROMINS |88 TheE, BidiRE

S EREXED FUMSEE SR IS SR A EHMENTIRS . 8818

BRI ISR A TRISEE,

o IREED: BEMAREIINITENERES . BFBIRENMA
K4S, MABNIE, W “TASS” . “KXEX” . “‘Lk

o HiEEK: GELBHANIE. IREEAXBIFIBEIIN =R
Do TIFEAE “HIEBARSDIS” . “OHRHEIRS
Kafka” . “XISFfEIRSS OBS” . “MASHIEREMTES
ROMA Connect” . “SE=FMNARS (HTTPHEX) 7 |
“AMQPHEEHEERTI” . | | &
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https://support.huaweicloud.com/api-iothub/iot_06_v5_0028.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0053.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0058.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0080.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0048.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0079.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0038.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0034.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_01306.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0082.html

IREFIEAN

FkisE

5 N AMIFF A&

5.2 {§#F Postman &

HEA
Postman2M AL SHEENEORBNITE, EERE&EE M. RIESERIENYS
t, ATLASMERRAIXRIHTTPIESK, BIa0: GET, PUT. POST, DELETEZE, iFH
FIEHTTPIERFPRISEFHR BN R EE
REDTHEED, BN EMNAPISEEE ., H1E2L54F 7 Postmanty
collection, fECollectiondiZORNBEREIIR LT AT LABRZ(ER -
ARXHELAPostmanafll, &R FBRRSSEELAHTTPSIMSGENYIEAMES , ENILATAPI
=O:
o “SKEUAMARToken” [
o “EHIAMARTLIAENIRBSIE” O
o “HUEFR” #O
o ‘EEFR” B0
o “HlIEERE" &0
o ‘EHEIRE" EO
BB
o T HFHLEPostman, HERLE, BESELRIEPostman#IT%EE,
e TFHCollection,
o CHEEEREHATHTRERNREDHEGNTE.
ZAEHBLE Postman
£IR1 ZEEPostman.
1. iAiEPostmanBEM, TaEFHZLIEWindows 64fi7PostmanieiThRas .
Choose your platform:
Postman for Mac Postman for Windows Postman for Linux
(ALY
- Z¥Postman{k#i.NET Framework 4.5¢84% .
- WNETEHWindows 32{iPostmanizThR s, iAlaltbib T .
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https://support.huaweicloud.com/api-iothub/iot_06_v5_0001.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/PostmanCollection/Collection_environment_of_postman_V5.zip
https://console.huaweicloud.com/iotdm/#/dm-portal/home
https://dl.pstmn.io/download/latest/win64
https://www.postman.com/ https://dl.pstmn.io/download/latest/win32

IREEAN

Fxisrm 5 MABIFA

2. ESHMFE. AFPZFZEEMMPostman,

$£182 S APostmanifiBTE,

1. BREALEAE & Bltx, 77 “MANAGE ENVIRONMENTS” &0,

No Environment v © Q

2. BE “Import” , EHMTNES, BE EBENXHET , SA
loTDA.postman_environment.jsonX {4 ( & CollectionfZ[E/S3XEY )

MANAGE ENVIRONMENTS

earn more about environments

3. BEHEEAH “loTDA” ;RiE,

STSARA 147 IR © R ERABIRAT 210
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https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/PostmanCollection/Collection_environment_of_postman_V5.zip

IREFIEAN

Fxisrm 5 MABIFA

MANAGE ENVIRONMENTS

1oTDA A Share [l ¥ oo

Globals Import “
4. BETRELUTSH,

MANAGE ENVIRONMENTS

Environment Name

loTDA
VARIABLE CURRENT VALUE o e Persist A Reset A
IAMEndpoint iam.cn-north-4. myhuaweicloud.com
I0TDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName

IAMPassward s

IAMDoaminld

region crn-north-4

¥-Auth-Token
project_id

product_id

Al @

device_id

ﬂ' Use variables to reuse values in different places. Werk with the current value of a variable to prevent

o
o
m

sharing sensitive values with your team. Learn mor

Cance
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IREEJXZ)\

FHRIER 5 B FRMIFFA
e e SN
IAMEndpoint IAMZRiET5 8, SEIAMMEKFLRiET SR
loTDAEndpoint YIEXM ALK =, £%5.10TDAEndpoint&%,
IAMUserName IAMARE, SEHAVEIERE,
IAMPassword BREN=NED.
IAMDoaminld S5, SERRITIEREL
region %:;le BENRSHXE, SEYBEMNFESERT AR

5. 1oTDAEndpoint&®
HANEHS, EREAMSHE ‘257 , BE ‘THAEKNEER-ENEE” , BiE
= E’J?sz)\*ﬁ%ﬂ’r'}}i}‘iiﬁ?z%ﬁf" AR Mtk

5 1 }z)\{nu

BT

=] ® inm SR #H SHEBESR

6. REIER, EEAR iﬁ“‘“é?ﬂlﬂﬂfﬁ)\ﬁ’\] “loTDA”

T3 BEHEALFA “Import” $$ “Choose Files” &\ “NAMIAPLIER ( VSR

) .postman_collection json”
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IREFEAN

Fxisr 5 MAMFA

Drop files here

SAINE, BT

New -

Q Filter

History Collections APIs

=+ New Collection

- L AP (VShRE )

& requests

* B TokenEE e
posT  FEEVIAMPA FToken

v - RS
GET  EIAMA PEILLIRIRE S

v W gD
osT  BIRRER

GET T

DEL  HEFF=mm

- B Dd‘iﬁ%ﬁi@ e
PosT EMNEE
GET  EiHhnaE

DEL R inE

R

SCEShRAS 1.47 IRIERE © EATITERARGIRAT 213
(2022-08-01)



IREFEAN

Fxisrm 5 MABIFA

A “3KEX IAM FHF Token” ##[

RIS SEOR, NARSSEEEEA “RENAMBFToken” #O0%E
N, ERARINEBIZ SO ARSZREIENSHEX-Subject-Token,

R ARSZHREEME—NHTTPIEK, BERRFIANT:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

5
"password": {
"user": {
"name": "username”,
"pasSword": "**3\'9\'****”'
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": " xxxxxxxx'"
}
}
}
}

SEAPINH, ENZRENIAMARToken#z [,
S B “HFENAMBEPToken” #O/BHTTPA L. URLFIHeaders,

HEIAMA F'Token X 4 eee

» FXIMIAMH 1 Token
POST v https://{{|IAMEndpoint}}/v3/auth/tokens

Headers (1) [ ] [ ]

v Headers (1)

KEY VALUE

Content-Type application/json;charset=utf-8

B2 FE “FREUAMAIRFToken” $#[AYBody.

STSARA 147 IR © R ERABIRAT 214
(2022-08-01)


https://support.huaweicloud.com/api-iam/iam_30_0001.html

IREFEAN
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5 N AMIFF A&

FEIAM /P Token X 4 oo

» FRIUAM F1Token

POST

none

1v{

v https://{{IAMEndpoint}}/v3/auth/tokens

(M Body @

form-data x-www-form-urlencoded ® raw binary

"auth":{

"identity":{
"methods":["password"],
"password":{

"user":{
"name":"{{IAMUserName}}",
"password":"{{IAMPassword}}",
"domain":{

"name": " {{IAMDoaminId}}"

¥
}J
"scope":{
"project":{
"name": "{{region}}"
¥

H$|3 BE “Send” , ATFHEEREBHIMMEERE .

Headers (16)

KEY

Date

Content-Type

Content-Length

Connection

X-IAM-Trace-Id

Cache-Control

Pragma

Expires

X-Subject-Token

X-Request-ld

Server

Strict-Transport-Security

VALUE
Wed, 04 Mar 2020 01:00:53 GMT
application/json; charset=UTF-8
18468

keep-alive

BETA

GraphQL JSON ¥

Status: 201 Created Time: 473ms ~ Size: 27.77KB  Save Response v

token_cn-north-4_null_5e627fb3ddfc776374456e059¢3666a8

no-cache, no-store, must-revalidate
no-cache

Thu, 01 Jan 1970 00:00:00 GMT

MIIbZAY)KoZIhveNAQcCollbVTCCG1ECAQEXDTALBglghkgBZQMEAgEwghI2BgkghkiGOw0OBBwWGggh...

c93c1b0311803c589f61b89ef900b48d

api-gateway

X-Frame-Options SAMEORIGIN
X-Content-Type-Options nosniff
X-Download-Options noopen

X-XSS-Protection

1; mode=block;

max-age=31536000; includeSubdomains;

FB4 155IRE S HAIAIX-Subject-TokenEFE] “loTDA” IF1BHY “X-Auth-Token” &

b, METHRRECERONER. SEd<HENTE, SEEHERENUR
Do

SLASRRAS 1.47
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WRIERE © LEARITERARERAF

215



IREFIEAN

Fxisrm 5 MABIFA

MANAGE ENVIRONMENTS

Environment Name
loTDA
VARIABLE LURKEN | VALUE W == | PErsISTA RESET A
IAMEndpaint iarn.cn-north-4.myhuaweicloud.com
= IOTDAEndpaint iotda.cn-north-4.myhuaweicloud.com X wee
IAMUserMName FEEEER
IAMPassword FEAEEEE
1AMDoaminld FEAEEEE
region cn-norch-4
X-Auth-Token MIlXsgY]KoZlhveNAQcColXozCCFS8CAQEXDTALEE];
project_id 06f54d66be 80266 EX00COONCO0M
product_id 5ea8df2bX00CCOCOG0000K
device_id 5eaBdf2b&772b7 0 00000000O00CORN0000NN
ﬂ' Use variables to reuse values in different places. Work with the current value of a variable to prevent -
sharing sensitive values with your team. Learn more about variable values
Cancel Update

XEBEHIEEZEpostmanthEENEF T “X-Auth-Token” %, (FANLEFEIE
1Eo

» RAMH P Token

POST v https://{{IAMEndpoint}}/v3/auth/tokens
(9) L] Tests ®
1 //3REUm Sk X -Subject -Token
2 var token = pm.response.headers.get("X-Subject-Token");
3 //¥5tokeni & FIX-Auth-Token# 54 &, 1F N5 4515 3K Bk
4 pm.environment.set("X-Auth-Token", token);

.

AN ‘=g IAM AFALUAIERNIESIR" #O

BB EEWSSEOR, NARSHFEEM “‘EfAMAFRTLLIAENIE
FIR” EOREAFIMEBID, BT EEhaEMESWSSE,

N ARSSREEME—MHTTPIER, BRREWT:
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GET https://iam.cn-north-4.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: *****¥+x

SEAPIXH, ENERIAMARTLIGENIESIZEEO.
£ BB ‘“ERIAMBRILUAEMNIESZER” E#OMHTTPISIA. URLFIHeaders,

> B HIIAMH ;' nf BA s [l 050 H 4113

GET v https://{{IAMEndpoint}}/v3/auth/projects

Headers (9) ®

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

£B]2 BE “Send” , A FAEEREBMBAEERE .

Body (15) Status: 200 OK
Pretty BETA JSON v =
1€
2 "projects": [
3 {
4 "domain_id": "ba2lfbl2cfc440569954a2ac9a99323a",
5 "is_domain": false,
6 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
7 "name": "ap-southeast-1",
8 "description": "",
9 "links": {
10 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbc980100d2feec0146f237196"
1 b
12 "id": "@72a8dcbc98eleed2foeco146237196",
13 "enabled": true
14 }
15 {
16 "domain_id": "ba21fbl2cfc44@569954a2ac9a99323a",
17 "is_domain": false,
18 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
19 "name": "MOS",
20 "description": ""
21 "links": {
22 "self": "https://iam.myhuaweicloud.com/v3/projects/b6c7508ff62e4beb9lceelclced9ecd9”
23 b
24 "id": "b6c7508ff62ed4beb9lceelclced9ecd9”,
25 “enabled": true
26 b

$B3 iR[ClbodyFEE—  projectsFk, BEIH+ “name” SHIES “1oTDA” FKiEH
“region” 2¥(BEERINEE, BHE “id” SHEFHE “1oTDA” HiEH
“project_id” 2%, LMEFERABHEECEONER.
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Body H (15) R Status: 200 OK
Pretty evie - BETA JSON ¥ =
95 %
96 "id": "@72a8dcbde8026542f00c014ee62ff50",
97 "enabled": true
98 b
99 {
100 "domain_id": "ba21fbl2cfc440569954a2ac9a99323a",
101 "is_domain": false,
102
103
104
105
106 "self": "https://iam.myhuaweicloud.com/v3/projects/06f54d66be8026682f21c014815a69ba"
107 Y,
108 ‘"id": "06f54d66be8026682f21c014815a69ba",
109 "enabled": true
110 }s
111 {
112 "domain_id": "ba21lfbl2cfc440569954a2ac9a99323a",
113 "is_domain": false,
114 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
115 "name": "ap-southeast-3",
116 "description": "",
117 "links": {
118 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbcdee26502fblcel4ead6fc7a”
119 }s
120 "id": "@72a8dcbcdee26502fblcoldeadefc7a”,
121 "enabled": true
122 T,

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE CURRENT VALUE W -

IAMEndpaint iam.cn-north-4. myhuaweicloud.com
|OTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
|AMUserName FEREEAS

|AMPassword FEREEAS

|AMDoaminld FEREEAE

region cn-north-4

X-Auth-Token MIXsg¥]KoZlhveNAQcColXozCCFS8CAQEXDTALEEI;
project_id 06f54d66be802668XXNCO0NK

product_id 5eaddf2bX0O000CO0OCHN

device_id 5eaBdf2b6772b7 U7X00O0OOOCOOOON0COONN

0 Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn more about v

Cancel Update

XEBHAIE R EpostmanHEHIEF T “project_id” 2%, (ERINTEFNIRE.
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» B IAM AL AT R R 0 S

GET v https://{{IAMEndpoint}}/v3/auth/projects

(9) Tests @

1 har region = pm.environment.get("region");
2 var jsonData = pm.response.json();

3 var projects = jsonData.projects;

4« for (i = @; i < projects.length; i++) {

5w if (projects[i].name == region) {
6 pm.environment.set("project_id", projects[i].id);
7 }
8 }
R

AN “elErTm” O

EIRBEANDEMEERE, NARSEFERAEOCE m, FRELEMRENE
BERXECE m.

N FEIRS FRFBEE—NER, BRTHINT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products
Content-Type: application/json
X-Auth-Token; ***+x

{
"name" : "Thermometer",
"device_type" : "Thermometer",
"protocol_type" : "MQTT",
"data_format" : "binary",
"manufacturer_name" : "ABC",
"industry" : "smartCity",
"description" : "this is a thermometer produced by Huawei",
"service_capabilities" : [ {
"service_type" : "temperature",
"service_id" : "temperature",
"description" : "temperature",
"properties" : [ {
"unit" : "centigrade",
"min" : "1",
"method" : "R",
"max" : "100",
"data_type" : "decimal",
"description" : "force",
"step" : 0.1,
"enum_Llist" : [ "string" ],
"required" : true,
"property_name" : "temperature",
"max_length" : 100
I P
"commands" : [ {
"command_name" : "reboot",
"responses" : [ {
"response_name" : "ACK",

"paras" : [ {
"unit" : "km/h",
"min® : "1"

"max" : "100",
"para_name" : "force",
"data_type" : "string",

STSARA 147 IR © R ERABIRAT 219
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5 N AMIF A&

"description" : "force",
"step" : 0.1,

"enum_list" : [ "string" ],
"required" : false,
"max_length" : 100

H
A

"paras" : [ {

"unit" : "km/h",

"min" : "1 ||,

max" : "100",

"para_name" : "force",

"data_type"

"step" : 0.1,

"enum_list" :

: "string",
"description"

: "force",

[ "string" ],

"required" : false,
"max_length" : 100

}]
11

"option" : "Mandatory"

11

"app_id" : "jeQDJQZItU8iKgFFoWO060F5SGZka"
}

SEAPINE, ENAIENT & EIE~miEO .

i EUTEEG, RETEOENARIANSE.

$E1

> G
POST v

Params

v Headers (2)
KEY
Content-Type

X-Auth-Token

S BE ‘S~ m”

AR 1.47

Authorization

BeE “elEr m” EORHTTPA L. URLFIHeaders.,

https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products

Headers (10) Body @

EMOAYBODY,

Pre-request Script

Tests @

VALUE

application/json

{{X-Auth-Token}}

Settings

(2022-08-01)

WRIERE © LEARITERARERAF
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> ol
POST v https://{{lOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (2) Body @ Pre-request Script
none form-data x-www-form-urlencoded ® raw binary
1-{
2 "name": "Thermometer",
3 "device_type": "Thermometer",
4 "protocol_type": "MQTT",
5 "data_format": "binary",
6 "manufacturer_name": "ABC",
7 "industry": "smartCity",
8 "description": "this is a thermometer produced by Huawei",
9~ "service_capabilities": [
10~ {
11 "service_type": "temperature",
12 "service_id": "temperature”,
13 "description": "temperature",
14 - "properties™: [
15~ {
16 "unit": "centigrade",
17 "min": "1",
18 "method™: "R",
19 "max": "lee",
20 "data_type": "decimal",
21

"description”: "force",

H$|3 BE “Send” , ATFHEEFREBHMMEERE .

+R4

Body Cookies Headers (6) Test Results

Pretty

0NV WN R

Raw Preview Visualize JSON ¥ 5

"app_id": "PAutVGQZoEVlICncftiaSMFeeUlEa",
"app_name": "DefaultApp_hwstaff_yee465615_iot",
"product_id": "Sea8df2b6772b707c6d8d35f",
"name": "Thermometers",

"device_type": "Thermometer",

"protocol_type": "MQTT",

"data_format": "binary",

"manufacturer_name": "ABC",

"industry": "smartCity",

"description": "this is a thermometer produced by Huawei",
"service_capabilities": [

Tests @ Settings

GraphQL  JSON

Status: 201 Created

FREARY “product_id” EFiE] “loTDA” IRIZHRY “product_id” 28+, BFE
SZHEEOER.

SRR 1.47
(2022-08-01)
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MANAGE ENVIRONMENTS

Environment Name

loTDA
VAHRIABLE CURHENIT VALUE O - FEersist A Meser A
IAMEndpaint iam.cn-north-4.myhuaweicloud.com
IOTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName FEREEEEE
|AMPassword FREEEEE
|AMDoaminld FEEEEAE
region cr-north-4
= H-Auth-Token MIXsgYlKoZlhvcNAQoCollXozCCFSBCAQEXDTAX,. s
project_id 06f54d66beB02668X 000000
product_id S5ea8df2bXO0O00C0O00000HXN
device_id 5ea8df2b6772b7 07 XCO0CGO0NCNNOCOO00EONN
n Use variables to reuse values in different places. Work with the current value of a variable to prevent ~
sharing sensitive values with your team. Learn more about variable values
Cance Update
. - - « e 4 ZLaye == ~hisa
iE: fEpostmanBaEH T “product_id” 2%, (ERANEEFEE.
> B b
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (10) Body @ Pre-request Script Tests ® Settings

1 var jsonData = pm.response.json();
2 var product_id = jsonData.product_id;

3 pm.environment.set("product_id", product_id);

R

AN “EErem” &0

MRS RNRFTETRZRIBIENSRIFR, JLOERLEO.
N AR FRFBEE—NER, BRFHIT:

GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products/{product_id}
Content-Type: application/json
X-Auth-Token: **#**#x

ETRSEAPING, BUMEMESE D miED,

SLASRRAS 1.47
(2022-08-01)
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T EUTEES, RENWEOIRNBZINSH.

1 BE ‘T8 m” EORIHTTPAE. URLFIHeaders,

> B

GET v https://{{lIOTDAEndpoint}}/v5/iot/{{project_id}}/products/{{product_id}}

Params Authorization Headers (9) Body Pre-request Script Tests Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

H$H|2 BE “Send” , ATFHEEFREEHMMEERE .

Body Cookies Headers (6) Test Results Status: 200 OK
Pretty Raw Preview Visualize JSON v 5
1
2 "app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",
3 "app_name": "DefaultApp_hwstaff_y@e465615_iot",
4 "product_id": "Sea8df2b6772b707c6d8d35f",
5 "name": "Thermometers",
6 "device_type": "Thermometer",
7 "protocol_type": "MQTT",
8 "data_format": "binary",
9 "manufacturer_name": "ABC",
10 "industry": "smartCity",
11 "description": "this is a thermometer produced by Huawei",
12 "service_capabilities": [
13 {
14 "service_id": "temperature",
15 "service_type": "temperature",
16 "properties": [
17 {
18 "property_name": "temperature",
19 "required": true,
20 "data_type": "decimal",
21 "enum_list": [
22 "string"
23 1L
24 "min": "1",
25 "max": "1ee",
26 "max_length": 1ee,
27 "step": 0.1,
28 "unit": "centigrade",
29 "method": "R",
30 "description": "force",
31 "default_value": null
32 }
33 i

e

AN “elEieE” &0

EREFEANMEMESH, NARSEFERALEOENEMESEIZIRE. £iR
BERNENESHEHREE—IRR, STHRIRERIENIAE,

NARSEEEME—HTTPER, BRREWT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices
Content-Type: application/json

SLASRRAS 1.47
(2022-08-01)
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X-Auth-Token: ********

{
"node_id" : "ABC123456789",
"device_name" : "dianadevice",
"product_id" : "b640f4c203b7910fc3cbd446ed437cbd",
"auth_info" : {
"auth_type" : "SECRET",
"secure_access" : true,
"fingerprint" : "dc0f1016f495157344ac5f1296335cff725ef22f",
"secret" : "3b935a250c50dc2c6d481d048cefdc3c”,
"timeout" : 300
}

}

SEAPING, ENYENEEEIEREEO,

i EUTEERG, JEMECENREINSH,
1 BB “QIEIRST” EORHTTPAE. URLFIHeaders,

)
description"” : "watermeter device"

b M B
POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

£E]2 EE “QIEIRE” #OAIBody.

> M
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON +
1~ |{
2 "node_id": "ABC123456789",
3 "device_name": "testdevice",
4 "product_id": "{{product_id}}",
5~ "auth_info": {
6 "auth_type": "SECRET",
7 "secure_access": true,
8 "fingerprint”: "dcef1016f495157344ac5f1296335cff725ef22f",
9 "secret": "3b935a25@c50dc2c6d481de48cefdc3c”,
1@ "timeout™: 3@0
11 })
12 "description”: "watermeter device"
13}

H$|3 BE “Send” , ATFHEBREIEHIMMEERE .
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Status: 201 Created

Body (7)

Pretty EL JSON v =)
1 f

2 "app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",

3 "device_id": "SeSefefc9071cb07289e7733_ABC123456789",
4 "node_id": "ABC123456789",

5 "gateway_id": "SeSefefc9071cb0@7289e7733_ABC123456789",
6 "device_name": "dianadevice",

7 "node_type": "GATEWAY",

8 "description": "watermeter device",

9 "fw_version": null,

10 "sw_version": null,

11 "auth_info": {

12 "auth_type": "SECRET",

13 "secret": "3b935a250c50dc2c6d481do48cefdc3c”,
14 "fingerprint": null,

15 "secure_access": true,

16 "timeout": 3e0

17 1,

18 "product_id": "5e5efefc9071cb07289e7733",

19 "status": "INACTIVE",

20 "create_time": "20200304T010621Z",

21 "tags": []

£R4 BFIREAY “device_id” EHE “IoTDA” IMEHAY “device_id” S¥F, BTFEE

HezOER.

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE CUKRENT VALUE W = PErsist A HESET A

IAMEndpaint

|OTDAEndpoint

X-Auth-Token

iam.cn-north-4. myhuaweicloud.com

iotda.cn-north-4.myhuaweicloud.com

IAMUserMName e
|AMPassword e
IAMDoaminld Fekds Ak
region cn-north-4

MIXsg¥]KoZlhveNAQcColXozCCFS8CAQEXDTALEEI;

(NI BN BN<BE<BE<BN< N <<

project_id 06f54d66be802668XXNCO0NK
product_id 5eaddf2bX0O000CO0OCHN
device_id Seaddf2bb772b7 07 XCONGGOONCKOGONOGHONN

ﬂ Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn more about var

m

Cancel

ER: fEpostmandBENEFHT T “device_id” S, {ERITEFFIRIE,

SRR 1.47
(2022-08-01)
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> TEM R

POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings
1 l/ar jsonData = pm.response.json();
2 var device_id = jsonData.device_id;
3 pm.environment.set("device_id", device_id);
-t
SE [11 S ”»
AN “EaigE” &0
NARSRFEE DTN ACIZINREIFIBR, ATLUBRLEO.
NS R B EMIE— MHTTPIEK, ERRAINT:
GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices/{device_id}
Content-Type: application/json
X-Auth-Token; ** ke
SEAPIXH, ENMEMFEEEIREEO.
i BEUTESES, RENFCIENARINSE.
£B1 BB “‘EiMgE" EOMHTTPAL. URLAHeaders,
> A B %
GET v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices/{{device_id}}
Params Authorization Headers (9) Body Pre-request Script Tests Settings
v Headers (2)
KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}
£];2 =FE “Send” , EFAEEREBHMDAEERNS .
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https://support.huaweicloud.com/api-iothub/iot_06_v5_0055.html
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Body

Pretty

VWoNOU A WN R

NN ERRRRERRR R 2
NP OWL®ONOURWNRO
-

.

(14)

BETA JSON

"app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",

"device_id": "5eSefefc9071cb@7289e7733_ABC123456789",

"node_id": "ABC123456789",

"gateway_id": "SeSefefc9071cb@7289e7733_ABC123456789",

"device_name": "dianadevice",
"node_type": "GATEWAY",
"description": "watermeter device",
"fw_version": null,
"sw_version": null,
"auth_info": {
"auth_type": "SECRET",
"secpet": "EEEEEEN]
"fingerprint": null,
"secure_access": true,
"timeout": @

s

"product_id": "SeSefefc9071cbe7289e7733",
"status": "INACTIVE",

"create_time": "20200304T010621Z",
"tags": []

Status: 200 OK
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