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BeEMF&/mETLR (fI40: javac. cpp. gcc ) BOKBESTRAVGRR, MIREES
é@‘ﬁ‘é‘éﬂ?ﬁ@ﬂiﬁl@%iﬁﬁ%iﬁﬁo XHERSET R RREELR, BETHIERNZS
XUBE

o NTIRIENE CHIEINENE, EMNRAUTFRHITHHIR:
o HUEINE: Xt LEMERVEUEHITING, RAFENNSSSRENEENE. SR
INE75 A BFEXIFRINZFIIERIFRINE o
o ipjENEH: SLHEFAERTHIEHERING, HRRERIEAIRFET R BEhIEURE
1E. Biltn: REAAMLERVPCRLHAEMEIREFEIREIAE
o HETEURGME: XTISASURRIEIRE, LR MRS, BEIRGFMEERT,
HEXRE FCREREESHEER, IMEERENIGESIEN—EIE <M.
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FERMEES

ISRIEE B S5iEFEGoskavaFFRIME . #EE(EACloudIDE ( SZiFEL . RIEITE
HLRARINE) o

GoFFRIMEER:
1. g‘gﬁg;)ﬁﬁﬂﬁﬁo TERETEMUEA: https://go.dev/dl/, (iBiEFE1.9.22/5F
ENEGEMAIEE (LA1.11.120RAHE)) -
BRFRS 83
Windows go1.11.12.windows-amd64.msi
Linux go1.11.12.linux-amd64.tar.gz

- Windows MEALUFER. msiERNLEERLE . BWABR F.msiXta®
FE “C\Go” BRT . &ALUE “C\Go\bin” BRIFINEIPathiMETE
F, FINEEEEERGSEOTEEY.

- LinuxF, BEZETHENTHEIGREEZE/usr/localBF . ¥§/usr/

local/go/binBRiAFINEPathiAMET =
export PATH=$PATH:/usr/local/go/bin

ZigoiaERAULLBIE i< go versionBEEIRAER, UUMKIEIIgo envip$E
BERXKRREE,

2. LEGomIEEE. MIBSSBITIREE, HEEFRAGoland: https://
www.jetbrains.com/go/download,

JavaFF RIF SRS

{NIEFEFFabricZRiEhRABI X BREESLA

1. ZEavaF R E. TEHIDKHZRE (EIUEERERFIRA ) : https://
www.oracle.com/technetwork/java/javase/downloads/index.html,

BNRFIMAIEE (LL15.0.20RA7H61) -

BIERS a3
Windows jdk-15.0.2_windows-x64_bin.exe
Linux jdk-15.0.2_linux-x64_bin.tar.gz

- Windows FZRILUFER .exeRRBILZEERETE,
- LinuxF, BEEETHAN_HEIE/EEE/usr/localBF,

export PATH=$PATH:/usr/local/go/bin

RENETE (EXUFHE )

- JAVA_HOMERjdkZZHFN “C:\Program Files (x86)\Java\jdk1.8.0_91”
g% “/usr/java/jdk1.8.0_.91” (LATFIOREENEIS ) ;

- CLASSPATHZI “.;%JAVA_HOME%\lib\dt.jar;%JAVA_HOME%\lib

”

\tools.jar; * ;
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EPathdFIEESE “%IJAVA_HOME%\bin” #1 “%JAVA_HOME%\jre
\bin” ,
Exjdkia, TblBiga$ java -version&BEEIRAE R .

e
Zic)avalmiBss . JmiEES NI BITI%IR, HEE(FERIntelli) IDEA,

TEIFEE
TEFabricRIBEIERN=T0E . (NEATFFabricZRAghRANBI X REESLH .
TBHRIESCPRER K, IR TEXINARAAFabric/RASE :
https://github.com/hyperledger/fabric/tree/release-2.2

AR

FabricEABELIEIRAIIZAIKIRGESLFINR AT AL, BIANREIZEKIRGESLAIRT, Hyperledger
FabrictB32hRAIIZREV2.2 (4XXRRZAS ) , NFabricRASEIRSRIiEE2. 2hR A o

1.2.2 ARG

P panic FH(CIBARBRE
(MARY:]
AAUE R TFFabricZe bR AR R RS HI GOB S HEATRTT A «

REEEE W panicREERBREREER, HFEEE, SHIRTERIE,
AJEInvokeREN O iR INdeferiZ@AY, HBlpanicRERNIREIEIREE Fin

/| EXGRIREWE, A4paniciEdeferBERE, BIREFiHmDIAKEIREE
// {#Fdebug.PrintStack () iSHEIRERE 2 TENEIARERL, HETRER
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublinterface) (pr pb.Response) {
defer func() {
if err:=recover(); err != nil {
fmt.Println("recover from invoke:", err)
debug.PrintStack()
pr = shim.Error(fmt.Sprintf("invoke painc. err: %v",err))
}
30

fmt.Println("ex02 Invoke")
function, args := stub.GetFunctionAndParameters()
if function == "invoke" {
// Make payment of X units from A to B
return t.invoke(stub, args)
} else if function == "delete" {
// Deletes an entity from its state
return t.delete(stub, args)
} else if function == "query" {
// the old "Query" is now implemented in invoke
return t.query(stub, args)

}
pr = shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")
return pr
}
N [y
St REGEYE
(e

ZABE AT FabricBR{ahR AR X REESLH
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EERAKIEN, MREIXEEFROISHEE, SSHRRGBES, #FOE
BHRIS (#Bid30sEdpeer=/l{EsS ) , MFRSEMITEIRE, SHOREITESR.

1SRRI A SIRARBEIRE, AR ERERRREAAERERIAIR
BRAFR A ANE
SIEFERRS| (KAHEFHESU) CouchDB)

XJFCouchDBKije, ERERSIINEE, AR SIHFENE, (ERRRRESHEENR
EE. FUATLUREWSHEE, GENERLEFREETRS.

AN DA BRISIIE
X ERES LI TERIPREITINNE, BHLETARAIA R HATHECHT
MARIY:
SRS EAERWENENMBARHTES, PRERIHMUD LAMIETRESERTREN (B
CREIFEEAR, BMERES) , BNESRIIR A LBRHEFS 55,
SHRE
2 (BEASHABDEXNSMSY ) EERANBENENH. L8, KE. lE
SEEF MR, WIEEESEN, PEEIEHEEREFRR,
AE4biE
FREFEENIESEESSR. BZLENS, FRMGTJENEE, EFEAN. B2E
FRBENERE, FEEEMR, EAfMEEENEMNRIR.
KEECE

AR
ZABER T Fabric B aRARIX REESLHIRY)avalE S TR IEH A

iB{EAGradlesgMaventaZE1E T BAMNHHLIIINE . EiHCIINE S8 S eIk
B, BRI N X REESLAIRT RI940E T ip, EEH IR BEITESIRMEE
g, 1SHERNE PRI EKECEE AR . REBECIBREG X BERXER
HEIRSZBCSIEHIG, WA “NAZEAF” , BF “JavarrfiiDemo-Java SDK Demo”
“Chaincode_Java_Local Demo” B9 “T&” $%fH,

1.2.3 Go iIESiH B A

1.2.3.1 RS

ﬁ%l«‘lGoiﬁ%‘?ﬂﬂ;ﬁﬁéﬁo HHCRBEI— 1 GoX M, BIBFNHERITREFTAFIR

LA AN RS 1.4K48 (ERshim8 ) #12.2X4& ( {EMfabric-
contract-api-gofJ ) .

AR
XIRHERRSS BCSZH5{E RTINS MS RIS
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RO

LI

FabricZRAahR AR B KR GESLHY -

HERBBEMYIEE.4XE (EAshimE ) BEIStartiRE, AShshimBrhE
X H9Chaincode}z3EEY , LfFHAS, BHFEBITEN—EEER, T
Chaincodei%[,
type Chaincode interface {

Init(stub ChaincodeStublnterface) pb.Response

Invoke(stub ChaincodeStublinterface) pb.Response

}

2.2X#& ({FFfabric-contract-api-go3 ) FYsECIELIrA A+, BEFEEBTEN
—ANEFMA, SETIChaincodet®,
type Chaincode interface {

Init(ctx contractapi.TransactionContextinterface, args::-) error

Invoke(ctx contractapi.TransactionContextinterface, args-+) error

}

FabricZA9RRANAY X SREESLHI1 . AXAE GoIB S R SEL AR T :

package main

/] BINGERE,

import (
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

)

/] FERB— 5K
type SimpleChaincode struct {}

[ RERERMInitAE
func (t *SimpleChaincode) Init(stub shim.ChaincodeStublnterface) pb.Response {
/] TEZF AP IR YA b S FHR AT RIRNEIZ 15
/] fRERY O] RiE(FERstubsRAJAPI
}

[ FREMBIRTRIInvoke ik
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublinterface) pb.Response {
/] TEZF5 AP B TP RE e Ea R A IR e
/] fRERY O] RiE(FEstubsRAJAPI
}

[IEFE, FEEBshim.Start() 5%
func main() {
err := shim.Start(new(SimpleChaincode))
if err !=nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}
}

FabricZRA AR AN AI X IREESLAI2. 2 KIAE GoIE S AIHE CAILEARN T :

package main

/] BINBERS
import (
"github.com/hyperledger/fabric/plugins/fabric-contract-api-go/contractapi")

/[ FERR—ANEEHAR
type Chaincode struct {
contractapi.Contract

}
/] FEEH BT ININit AT 3%
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func (ch * Chaincode) Init(ctx contractapi.TransactionContextInterface, args---) error {
/] % AP LIS CIB R e FHR AT A IRIB S
}

/] BEEKRFINInvokeT5i%

func (ch * Chaincode) Invoke(ctx contractapi.TransactionContextinterface, args:--) error {
/] TEiZ T AP Bz T A e EiaRT A IEiZ e

}

[1FEREL
func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err !=nil {
panic(err.Error())
}
if err := cc.Start(); err !=nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}
}

1.2.3.2 §HCIBEXAT API

FabriclRISEHRIshimBIRM TAN R ILMZERRYED, S LASEERA:
o  SHRITAP: BERHMUBINFEZAWBARNBERRE/ T EEESEH, ZAPIRH
BTXLESHIIGIE.

o TRASVKSHURIRIEAPI: IZAPHEM T MK AEURINEHITIRIERIS X, BEXPIR
SHENEERESLHIES

o XRH5IEEIRENAPI: REURRAIRZRZIEERIERKAPI,

e XiPrivateDatai®fERUAPI: Hyperledger Fabric?E1.2.0hR AP ETIEHIIIFAG EHE
BRVERIIEXAPI,

o HfhAPI: HfttRIAPI, BRESEMRE. BREMIEEERE.

1.2.3.3 $#HLBRA (1.4 XA )

FabricZRHaRR A AY X BREESCH -

MR —MKFERAGERRDRE (1.4XE8 ) (MURZELFIE, EEEEFNESE
FabricE B3GR aIHEED .

package main

import (
"fmt"
"'strconv"
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

type SimpleChaincode struct {

[ IRCEIRIRES, AL/ ARSI B R R

func (t *SimpleChaincode) Init(stub shim.ChaincodeStublinterface) pb.Response {
[/ printn BB EEESHMEMBERINBAES
fmt.Println("ex02 Init")

/] KRBV FEIBA B RS IBRIFERS

_, args := stub.GetFunctionAndParameters()

var A, B string  // ®N KR
var Aval, Bval int // FENU P RYRER
var err error
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}

[ REESEE, MESHHERE A, NRTE, WREERES
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")

}

A =args[0] // IKFARBF®&
Aval, err = strconv.Atoi(args[1]) // IKFASRER
if err !=nil {
return shim.Error("Expecting integer value for asset holding")

}

B =args[2] // lKFBRFS
Bval, err = strconv.Atoi(args[3]) // MFB&ER
if err !=nil {
return shim.Error("Expecting integer value for asset holding")

}

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

/] BHRPARPREENKA
err = stub.PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

return shim.Error(err.Error())

}

/] P BAPIRS S N A
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

[/ SIMRAEHR S TIRAERT (query, invoke) # BxfiE R

func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublnterface) pb.Response {

}

fmt.Println("ex02 Invoke")
/] SREXF &S A IR H B TR S

function, args := stub.GetFunctionAndParameters()

[/ STIRENENHY R EZ TR THIRT

if function == "invoke" {
// VR invoke EREISCIIEEMRIRIE
return t.invoke(stub, args)

} else if function == "delete" {
// VA delete FREISCIIMKFESH
return t.delete(stub, args)

} else if function == "query" {
// VAR query SEBIIKFEITIRIE
return t.query(stub, args)

}
/] FEBHIREZ S, RE shim.Error()

return shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")

AL Sl 5%

func (t *SimpleChaincode) invoke(stub shim.ChaincodeStublnterface, args []string) pb.Response {

var A, B string  // lKFAFIB
var Aval, Bval int // MPRER
var X int /] EEMKEER
var err error

if len(args) =3 {
return shim.Error("Incorrect number of arguments. Expecting 3")

}

A = args[0] /] TFARFZ
B = args[1] /] PBREF&Z
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/] MR AR HRERARISRER
Avalbytes, err := stub.GetState(A)
if err !=nil {
return shim.Error("Failed to get state")
}
if Avalbytes == nil {
return shim.Error("Entity not found")
}
Aval, _ = strconv.Atoi(string(Avalbytes))

/] MNIRZF3RENBAYRER
Bvalbytes, err := stub.GetState(B)
if err !=nil {
return shim.Error("Failed to get state")

}
if Bvalbytes == nil {
return shim.Error("Entity not found")

}
Bval, _ = strconv.Atoi(string(Bvalbytes))

/] XI5k &8
X, err = strconv.Atoi(args[2])
if err !=nil {
return shim.Error("Invalid transaction amount, expecting a integer value")
}
VRS
Aval = Aval - X
Bval = Bval + X
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

/] BFEER S AR ASRER
err = stub.PutState(A, [I1byte(strconv.ltoa(Aval)))
if err !=nil {

return shim.Error(err.Error())

}

/] BFEEREMAFBRET
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

}

/] WP
func (t *SimpleChaincode) delete(stub shim.ChaincodeStublnterface, args []string) pb.Response {
if len(args) =1 {
return shim.Error("Incorrect number of arguments. Expecting 1")

}
A= args[0] // FPREF&

/] MK ZS ARl BRiZ i RS
err := stub.DelState(A)
if err !=nil {
return shim.Error("Failed to delete state")

}

return shim.Success(nil)

}

/] RFEif

func (t *SimpleChaincode) query(stub shim.ChaincodeStublnterface, args []string) pb.Response {
var A string
var err error

if len(args) =1 {
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return shim.Error("Incorrect number of arguments. Expecting name of the person to query")

}
A = args[0] // WFRF&

/] MK A FR3RBGZ U P -8

Avalbytes, err := stub.GetState(A)

if err !=nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return shim.Error(jsonResp)

}

if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return shim.Error(jsonResp)

}

jsonResp := "{\"Name\":\"" + A + "\" \"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)

[/ REIEETREET

return shim.Success(Avalbytes)

}

func main() {
err := shim.Start(new(SimpleChaincode))
if err !=nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}
}

1.2.3.4 §5H3=F (2.0 K48 )
FabricZ2tIhR A K R4S :

MR —MKFERAGERRDRE (2.0 ) (MURZELFIE, BEEEFNESE
FabricE A 3~GIaHEED .

package main

import (
"errors"
"fmt"
"strconv"

"github.com/hyperledger/fabric-contract-api-go/contractapi"
)

/] FERBSETL

type ABstore struct {
contractapi.Contract

}

[/ WIIRICEERD AR, SEAMLEE FHERHERSRY BaA R

func (t *ABstore) Init(ctx contractapi.TransactionContextinterface, A string, Aval int, B string, Bval int) error {
[/ EAprintn REGR HAVEESICRENHESEAEH
fmt.Println("ABstore Init")
var err error

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)
[ BIRSEIRENKA
err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {
return err
}

err = ctx.GetStub().PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {
return err
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}
return nil
}
/] ARETRXEEB

func (t *ABstore) Invoke(ctx contractapi.TransactionContextinterface, A, B string, X int) error {
var err error
var Aval int
var Bval int

/] MK ASSRERIR S350
Avalbytes, err := ctx.GetStub().GetState(A)
if err !=nil {
return fmt.Errorf("Failed to get state")

}
if Avalbytes == nil {
return fmt.Errorf("Entity not found")

}
Aval, _ = strconv.Atoi(string(Avalbytes))

Bvalbytes, err := ctx.GetStub().GetState(B)
if err !=nil {
return fmt.Errorf("Failed to get state")

}
if Bvalbytes == nil {
return fmt.Errorf("Entity not found")
}
Bval, _ = strconv.Atoi(string(Bvalbytes))

/] PATEETK

Aval = Aval - X

Bval = Bval + X

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

[ BIRESHIREIRERERA
err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

return err

}

err = ctx.GetStub().PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {
return err

}

return nil

}
[ RFESH

func (t *ABstore) Delete(ctx contractapi.TransactionContextinterface, A string) error {

/1 MR ZS AR BRI RS
err := ctx.GetStub().DelState(A)
if err !=nil {
return fmt.Errorf("Failed to delete state")

}

return nil
}
/] RFEif

func (t *ABstore) Query(ctx contractapi.TransactionContextinterface, A string) (string, error) {
var err error
/] MK ASSRERIR S350
Avalbytes, err := ctx.GetStub().GetState(A)
if err !=nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return "", errors.New(jsonResp)
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}
if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return "", errors.New(jsonResp)
}
jsonResp := "{\"Name\":\"" + A + "\" \"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)
return string(Avalbytes), nil

}

func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err !=nil {
panic(err.Error())
}

if err := cc.Start(); err != nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}

1.2.3.5 §ECHIEN
IFHECHDHTIEAN, BILAERCloud DEEITETTNY, BEMES AT RE.,
BMELR
1 HACloudIDEETR,

SR2 EWHAEIRE, BNEESNeIEFHSaNIDEXLH .

1-2 SUEHEAIR TIE

S ez P Q SEE. o EE 28E  znanginang @D -

2Fwnz - EEEm SR WASE-  SoUEE - mN Zem o Ak - Fas - SESES

CloudIDE

B, BOENTSEN, MEEEENET R
REEENTEATIERARERIE  THE-

. RBRS. SEEL. EOFE. HERE

b
TEEm ®%  Couos 1o press s e
[
R 4
E3
B
® BRAE SUL EEAOEAES #
N — s, e , - S
SYE E
®
=
STEFRHIETES RERERRE o
. T =RATF NSRS, W%, BT, Bl BSE, J8x 1264 A
FRIDETS

SH]3 HLISIEN .
MR L
IAFEERS 1.4 ({ERshimE ) BOSEERBHETIRN .
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-

1.2.4 Java ISR A

1.2.4.1 $ECIE4EH

ﬁ{/ﬁﬁlﬁﬂavaiﬁ%ﬁﬂ;ﬁﬂé’n’o SHCIERI—Mavall R, GBI HEHITREFRF

YR5RT
Java$iE BNz iFFabric 2. 2% LA FRRAS
Java§EftAD{SE B F FabricZRia iR A A X BsE STl o

HEEEDO

HERBEY BT ERshimBFistartFi%. LrFEF, BREBTEX—
2, k4f&ChaincodeBase, LA FAMEISURNESHTGIE:
public class SimpleChaincodeSimple extends ChaincodeBase {

@Override

public Response init(ChaincodeStub stub) {
}

@Override
public Response invoke(ChaincodeStub stub) {
}

}

o initl5iE: TESHUAISCAMCEHARETIRIER, SeRHIIRERRITIE.
e InvokeJ5ix: EHEEARKALKIRINERWIER, FEELSEHSIBLNIEA
SEIARSZZEE
LA
JavaiE SHIBHTAILEIIAN T
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package main

[ SINGERE, REBNHRIE, REEmavenzligradledrEcERITT
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

public class SimpleChaincodeSimple extends ChaincodeBase {
@Override
public Response init(ChaincodeStub stub) {
] T ARSI GE IR AR (L S FH R AT RIS IEZ 45
/] FRERIA] RiE(EFstubHRIAPI
}

@Override

public Response invoke(ChaincodeStub stub) {
/] TEiZF AP Bz T A e EiaRT A IRiB e
/] SRS RYE] RiE(EFstubsRAYAPI

}

[[EEE, FEERMshim.Start()/5i%
public static void main(String[] args) {
new SimpleChaincode().start(args);
}
}

1.2.4.2 55{CHBHE<HAY API
Fabric/EREE AR Rgshim IR TR /LMSERIED, SaIllSEEm:

o  SHBRITAP: BRI FZARBARNBERRE/ T EEESEH, ZAPHRHM
BmXLESHIIEIE.

o IRASKSHIRIRIFAPI: IZAPHRM T KA EIRINEHATIRIERIS %, SEXPIK
SHENEENRESLIES,

o REMEEIKENAPI: FKEUERHIRSISERIEXEAPI,
o HfAPI: HABIAPI, SIEEMSE . HRAEMHEIDRIE.
1.2.4.3 §HCHBHGI
IITFE—MNESHIRIHHCTETRE, SthalllSE FabricE s REIPE MR .

(AL
#hiElavallBRY, EATLAUEEFTEmavengiEgradleIiE, LUSAKEHE . AfilligradlelnE
R,
/* BALEBABEIIERbuild.gradleqi, iEMibRrakiEREEbuild.gradleFEERSE */
buildscript {

repositories {
mavenLocal()
maven{ url "https://mirrors.huaweicloud.com/repository/maven/" }

}

dependencies {
classpath 'com.github.jengelman.gradle.plugins:shadow:2.0.4' }
}

apply plugin: 'com.github.johnrengelman.shadow’
apply plugin: 'java'

sourceCompatibility = 1.8

/] FEREFTRRMIECREE, SBMNFMAEIHESH KRS
repositories {
mavenLocal()
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maven{ url "https://mirrors.huaweicloud.com/repository/maven/" }
maven{ url "https://jitpack.io" }/* &Json-SchemaFiES N, FTIASIKANNILE */
}

/] BINKIBFREERYKERE

dependencies {
compile group: 'org.hyperledger.fabric-chaincode-java', name: 'fabric-chaincode-shim', version: '2.2.+'
testCompile group: 'junit', name: 'junit’, version: '4.12' // testCompileZ=BB{R7EE RS E AL &
testCompile 'org.mockito:mockito-core:2.4.1'

}

shadowlJar {
baseName = 'chaincode'
version = null
classifier = null
manifest {
/| BES4EChaincodeBase 21 ORISR RIF—H
attributes 'Main-Class": 'org.hyperledger.fabric.example.SimpleChaincode'

}

}
/] LA A3SimpleChaincodeZ( R AIZ
package org.hyperledger.fabric.example;//{RIBSETIN LT ERS , —RRARFENEMN

/] BINBENE, REBEIE, REfEmavendigradledREERIA]

import java.util.List;

import com.google.protobuf.ByteString;

import org.apache.commons.logging.Log;

import org.apache.commons.logging.LogFactory;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import static java.nio.charset.StandardCharsets.UTF_8;

// SimpleChaincode example simple Chaincode implementation
public class SimpleChaincode extends ChaincodeBase {

private static Log logger = LogFactory.getLog(SimpleChaincode.class);

@Override

public Response init(ChaincodeStub stub) {
logger.info("Init");
return newSuccessResponse();

}

@Override
public Response invoke(ChaincodeStub stub) {
try {
logger.info("Invoke java simple chaincode");
String func = stub.getFunction();
List<String> params = stub.getParameters();
if (func.equals("insert")) {
return insert(stub, params);
}
if (func.equals("query")) {
return query(stub, params);

return newErrorResponse("Invalid invoke function name. Expecting one of: [\"insert\", \"query\"]");
} catch (Throwable e) {
return newErrorResponse(e);
}
}

// The Insert method implements the data storage function and stores the key-value on the chain
private Response insert(ChaincodeStub stub, List<String> args) {
if (args.size() '=2) {
return newErrorResponse("Incorrect number of arguments. Expecting 2");
}
String key = args.get(0);
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String val = args.get(1);

stub.putState(key, ByteString.copyFrom(val, UTF_8).toByteArray());
return newSuccessResponse();

}

// The Query method implements the data query function by invoking the API to query the value of the
key
// API to query the value corresponding to a key
private Response query(ChaincodeStub stub, List<String> args) {
if (args.size() '=1) {
return newErrorResponse("Incorrect number of arguments. Expecting name of the person to
query");
}
String key = args.get(0);
// Get the value of key
String val = stub.getStringState(key);
if (val == null) {
String jsonResp = "{\"Error\":\"Null val for " + key + "\"}";
return newErrorResponse(jsonResp);
}
logger.info(String.format("Query Response:\nkey: %s, val: %s\n", key, val));
return newSuccessResponse(val, ByteString.copyFrom(val, UTF_8).toByteArray());
}

public static void main(String[] args) {
new SimpleChaincode().start(args);
}
}

1.2.4.4 SEACHBIEN

STEECABHTEN, FTEZ2(FEBMockStubiETE TS . AN AYEECIOIREN
% BERXRERSEERERE, #AN ‘RNAZEF” , BFE “JavazflDemo-Java
SDK Demo” 1 “Chaincode_Java_Local Demo” B9 “ ;" 1%$H.,

s Nk
fERAmMock()Bi%, FERMImockitofEXikFi

e gradlehfr7A:

fEbuild gradleX {4+ FfdependenciesPIiRANAN FECEMKER, SEEAZbuildscript
MAYdependencies:

testCompile 'org.mockito:mockito-core:2.4.1'

e  mavenhiA:
FEpom.xm3ZFHEIdependencies (&N ) ARG FECEAKE:

<dependency>
<groupld>org.mockito</groupld>
<artifactld>mockito-core</artifactld>
<version>2.4.1</version>
</dependency>

TSR e

EHOIRIMBERNRBtest3 43X, TEsrc FHTHEN XK, FHUNEEGradle Source SetsEEH
&R “test\java” , FARCIENLKXIZ{E: SimpleChaincodeTest.java, WNEIFf:
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1-3 BN 4
Mew Directory

| arme

main\resources
testljava

W= test\resources

1-4 M4

Fle Edit View Nevigate Code Anshge Befactor Buld Run Took VCS Window Help fabrc-chsincode-example-gracis [DAava Flee\chincodedernosjava\erarmple cc] - SimpleChancadeTectjva fsbric chincode-example-gradie o]

examplecc e test java org  hyperledger  fabric

Project © T % — & buldgrad
o< sbric chancode.example.gradie] e AU OIS HUURA LY MULRL L R
- import static org.nockito.Hockito.uhen;

¥ 1Pt

import org.junit.Assert;
import org.junit.Test;

import java.util.ArrayList;
import java.util.List;

st S public final class SimplechaincodeTest {
jova
3 org hyperledger fabric.exampie est

€ SimpleChaincodsTest > public void initTest() {
buildgradie SimpleChaincode sc = new Sinplechaincode();
le ceip stub = 1

Chaincode.Response resp = sc.init(stub);

o Assert. & tstatus(), Chaincode.R tatus. SUCCESS);
eTest
> public void insertTest() {
sinpleChaincode sc = new SimpleChaincode();
st = !

When(stub. getFunction()) . thenReturn("insert");
Listestrings args = new ArrayList<>();

M QI 12 v Tests passet 3 of 5 tests 541
v test Romy Stims —R 25, 2621 3:55:37 TF org.hyperledger. fabric.example. SinpleChaincode init

—R 25, 2021 3:55:37 T org.hyperledger. fabric.exanple . SinpleChaincode invoke
H [¥8: Tnvoke Java simple chaincode

PUAIRT © g rrobiems  =7000 B Teminal A buid
() Tests passed: 5 (moments ago)

A [ SimpleChaincodeTest » | b % © G~ u B B Q

[RTIRE

QeventLog
2120 CRIF UTF8 4 spaces W

SimpleChaincodeTest javalllift XA R E :

import org.hyperledger.fabric.example.SimpleChaincode;
import org.hyperledger.fabric.shim.Chaincode;

import org.hyperledger.fabric.shim.ChaincodeStub;
import org.junit.Assert;

import org.junit.Test;

import java.util.ArrayList;
import java.util.List;

import static org.mockito.Mockito.mock;
import static org.mockito.Mockito.when;

public final class SimpleChaincodeTest {

@Test
public void initTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
Chaincode.Response resp = sc.init(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

}

@Test

public void insertTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");

SASRRZS 01 (2024-11-06) WRIERE © LEARITERARERAF
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List<String> args = new ArrayList<>();

args.add("a");

args.add("100");

when(stub.getParameters()).thenReturn(args);

Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

}

@Test

public void insertTooManyArgsTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");
List<String> args = new ArrayList<>();
args.add("a");
args.add("100");
args.add("b");
args.add("100");
when(stub.getParameters()).thenReturn(args);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "Incorrect number of arguments. Expecting 2");

}

@Test

public void queryTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
when(stub.getStringState("a")).thenReturn("100");
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "100");

}

@Test

public void queryNoExistTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
when(stub.getStringState("a")).thenReturn(null);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "{\"Error\":\"Null val for a\"}");

AT
fESimpleChaincodeTest.javad, E#ESimpleChaincodeTest5iERIAY “Run Test” 1%
H, i,
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=] 1-5 HT

17 import java.util.ArraylList;
18 import java.util.List;

21|% RunTest § final class SimpleChaincodeTest {

23 @Test

24 B public void initTest() {

25 SimpleChaincode sc = new SimpleChaincode();

26 ChaincodeStub stub = mock(ChaincodeStub.class);

28 Chaincode.Response resp = sc.init(stub);

36 Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

HATRINANERR, RN :

1-6 A1TRLIN

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.

Use '--warning-mode all' to show the individual deprecation warnings.

See https://docs.gradle.orag/é.5/userquide/command line interface.html#sec:command line warninas

BUILD SUCCESSFUL in 1s

3 actionable tasks: 1 executed, 2 up-to-date

16:12:23: Task execution finished ':test --tests "org.hyperledger.fabric.example.SimpleChaincodeTest"'.

HITRMRBIGNERR, IBRIERMR MBS E R E RN ERYZE

1-7 HATEY

Run: SimpleChaincodeTest queryTest
> vO 11 I E A 4 (LA Tests failed: 1 of 1 test —535ms
9 [0 TetReie Gssme ¢ NIEIT WEIT IGLULIY LESLSL OEE UIE IEPUIL @i LLLE./ [ /UL /EAGNPLE LU/UUL LU/ IEPUILS/ LED L/ LES L/ IIUEALIILIL
v orghyperiedger fabric.example SimpleChaine: * Try:
queryTest Run with --stacktrace option to get the stack trace. Run with --info or --debug option to get more log output.

* Get more help at https://help.gradle.or

H Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.

i Use '--warning-mode all' to show the individual deprecation warnings.

} See https://docs.gradle.ora/6.5/userquide/conmand_line_interface.html#sec:command_line_warnings
;

i 3 actionable tasks: 2 executed, 1 up-to-date
f Tests failed: 1, passed: 0

P &Run =TODO @ g Problems 3 5 Debug Terminal  * Build

expected:<[{"Error":"Null val for a"}]> but was:<[100]>
Expected :{"Error":"Null val for a"}

Actual 2100

<Click to see difference>

1.3 NFEfERFHA
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1.3.1 §fik

RPN RRREFEE ARSI ALIERTRE . AR ERNESIR
iz, WNGolang. Solidity. Java. C++, Python. Node.js%& . NFZERFIHLEHA
IESOEMNXR, RENHEZFEEE SDKKIEAYEERIA

(D) ieA
e Hyperledger FabriclRARRRIFBIZRFFFMAOIE I ORPCINY , STRRMIAIRIS—5L, i@
BEASDKHITIAR, #ES%EHyperledger FabriciB3EhRSDKEOENX
e JavaiEs, iE8%)ava SDKERIES.
e PythoniES, E&EPython(FIES.
e NodejsiES, iE&%Node.js SDKERES.
e GoiEE, BES%Go SDKEFIES.

1.3.2 FFREIHES

BN AEFET B ERAZIBAITRE .. NAEFAAERINESILR
iZ, WGolang. Solidity. Java. C++. Python. Node.jsZ ., NAEFMEHLIOAL
BELENNXR, RENAEFEEESDKKIERECIEANT
1. BEEWEXHREESLA,

FabricZ2AahR AR X BREESLAISTIFECCEEEREF DR EERE L8, BN IET

CCESEEE,
2. (EEERIRSEAINSOKERE L, BAATTSI FRSDKRERLES.
1.3.3 NARERFAA

BEEBTHRNARERISZZEE, FIIFabricB A OhRARIXRGESLH, NAFA
W2 A (EFBCSIRIRIERZMNEESDK, AT FabricE 75+ KR HAIFNIGH BAISE

IRk A ILECAISDK
550, FabricBRtERRARIXRGESLHURMBISINEEMEER, EXBHNRBTFREER
E&INE

(AR

FabricEf3 B RN CUZRAI X RS SLAIRR AN, BNANREIZE X HRESLHIRT, Hyperledger
FabrictEi@iRNiZ2v2.2 (4XXARA ) , MIFabricRASEITRIEEE2. 2k .

BcEZHL ID
FabricZRtaRR A AY X BREESCH -

EERENAREFPEESEHIERDRIBERMNE, THIEBMA#EESRIpeerX 4
BIEEFRBMAINAERID,

INTRERR, (MRPIS%E, BLASSFMRIERNER .

WEB R E S B R85 260448740d50d6197dc86b36b0abd0bc639a788a7.peer, £H
£11D96c448740d50d6197dc86b36b0abd0bc639a788a7

1-8 IEBXHARE

6cd48740d50d6197dcBbb3bb0abd0bo639a788a7 . peer
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BiE SDK {4

1. BEEEUNAREFPSDKEEHEXNNE, NTERGR, BFRESIE
HRYSDKECE S (HAEIIERIZ o

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"
org = " 6c448740d50d6197dc86b36b0abd0bc639a788a7"

)

2. INRIE T SDKECE N HEHESANIEBEFRIBR SXFAR, BFEEIZKNSDKERE
XHHTEIEBEXERER,

1.4 7~45 Demo

1.4.1 GO SDK Demo
KB T—PETFGo SDKAIDemo, EFHEIFFHFAZBCHIGoEFinEERF .
(MARY:
ZARDemofXiE&FFHyperledger FabrictBiEhRAYX HR§ESLHA

HEEITE
o HEMMRIRSEE.
o TEHMHTIRSBZE F&R¥EgolangifiE, GohRAER: 1.12K%IULE, 1.16L4TF
(>=1.12, <1.16)
o FKENGo SDKIERD, FKENGi%: BEFXRERSEEEHIE, HA “NEZE"
B “GORfIDemo-GO SDK Demo” HGof FBiZFRMBAY “ &~ %,
WL X HReESCAH

MISEXIRGESLH], BIAIBS NSLEIRRE-EFCCESER .

RAE N SLHMAHEAHS

RNRBIERSEIEN RS L ERKREIRSEREHES, HA “NAZRA” ,
g# “GORfiDemo-GO SDK Demo” FGOIESRAISEAIBHY “ T8~ &%,

SEET: BPEE-KREEE-#IBREE.

T SDK ¥iFH
$IB1 BRRXHIGERS SIS,

T2 £ “LHISIE” TUmE, 1%1F “Hyperledger Fabrictsghl ” TR, BHIIMNSEFERH E
B “SKENEFiREE" .

$1¥3 ERFIIFRE, Q% “SDKIE” , SDKEESHIT:
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2% B
A BTR chaincode
AR
SRR EEM A= LN ATAI—E .
IEPERERER /root/gosdkdemo/config
BEZR channel
{HN&Peerts = RIFRFBIA
Ak “HRPLUER”
@ik “PeertBulER” , IBEPmAELRIEForganization, Aik “SERIEF .
$£4 BE “TH” . THSDKEEIN. ordererfHAHIETE RiFHForganizationZBZRRY
BERIEH.
----45R
EBE R

¥Go SDKERS M EIHERARMERIRSSEE “/root” IRIZFTFHERE

THEx: BERXPERSEIEEHES, #A “NAEA" , Bi “GORfAl
Demo-GO SDK Demo” HRGoiiFEfZFIRAZAY “ T &~ 1%l

E T HSDKFIE RSB P RzipEAEER, IBconfigs T FaJordererSX43E .
peerX {432, sdk-config.json. sdk-config.yam|3Z{4£EREHIZ]/root/
gosdkdemo/config/H=xE T,

FERSHEE “/gosdkdemo/src/main.go” 3, #EITLATEN:

a. fgconfigFilerpAMEIEELISERRAISDKECE S (HEFR, fgN: demo-channel-
sdk-config.yaml,

b. ForghIEIE SIorganizationd I RIAILBLRNE T {E .

TBEEERE, PF ‘BETR" FEHEDRAFE ( MSPiRRXIS
“MSP” [RERENARIRALLRINET ) -

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"
org =" 9103f17cb6b4f69d75982eb48bececcc51aa3125"

)

{FFHgo mod FXNECEGOPATHIRR, 1BIRIBL AL EREHITEE

a. EEWETEGO111MODULEAoON,
export GO111MODULE=0n

b. go.modXHUNEFIT, AR REIRIESLrZ KN replaceftil,
module main
go 1.15

// FEESNBIRIRE N EhRA

require (
github.com/bitly/go-simplejson v0.5.0
github.com/bmizerany/assert v0.0.0-20160611221934-b7ed37b82869// indirect
github.com/ghodss/yaml v1.0.0
github.com/hyperledger/fabric-sdk-go v1.0.0
github.com/pkg/errors v0.9.1
github.com/spf13/viper v1.7.1
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/] LAIRB 812 J9/root/gosdkdemo/src /a5l
replace github.com/hyperledger/fabric-sdk-go => /root/gosdkdemo/src/github.com/hyperledger/
fabric-sdk-go

5. 3%l “gosdkdemo/src” BEETHImain.goX 4, HMITUITHS:

go run main.go

BEIAFEALR
MR BEEFABI AT, FHEdemorRiBEEE \FabricSDK.

1. XIFTLSFASA

fEmain.go3X{4MinitializeSdkiREF, LU T AN IERREL:

encryptedtlsKey,err := GetTlsCryptoKey(org) //MECE XS ERIR MEZEINZHIHITLSFASA

/BB PRBBETMENIINRE /A encryptedtisKeyit 1 T#E2318 5 decrypted TIsKey =15 &8

SetClientTlsKey(decryptedTlsKey)  //SHRZERITLSFA$BIE NFabric-SDK, SCILEITRIFENTLSKey
2. XFMSPFAH

fEmain.go3{4insertiREF, LN T HVERHREL:

encryptedbytekey, := GetPrivateKeyBytes(org) //MECENIHSERR MIEZENINZITAIMSPFASE

/BRI ERINIIEE % encryptedbytekeyi#t { TAEZZ {52 decryptedKey =5 &
SetPrivateKey(decryptedKey) //{S#EZGHIMSPFATEIR(BELS £ B E EprivateKeyFHBId iZT=(EN

wH AP O

Fabric-sdk-goBYFZE N[O EFabricSDKE, XAMATLUBIENewSDK() F5iERS BRI AL
B o

Fabric-sdk-goHYE FIRIEEARER AT LARX P clientSEER:  FabricClient,
ChannelClient, ChannelMgmtClient, ResourceMgmtClient,
e FabricSDK

FabricSDK7#Epkg\fabsdk\fabsdk.god1, @idNew ()75iE&Rkobject, New ()J5i%
XIFAESHOption, LATE4RLFabricSDKAYSIF:

var opts []fabsdk.Option

opts = append(opts, fabsdk.WithOrgid(org))

opts = append(opts, fabsdk.WithUserName("Admin"))

sdk, err = fabsdk.New/(config.FromFile(configFile), opts...)
configFile2SDKECE X FRIIRIR . OrgldRSDKEZE M {4RIZALRid,

FabricSDK7Edef/fabapi/fabapi.god, BidNewSDK()F5iE%ERkobject,
NewSDK() F5i£B—"Optionsa#, LA TFRLEROptionsSEAY4IF

deffab.Options{ConfigFile: configFile, LoggerFa
logging.LoggerProvider(), UserName: sysadmin}

ConfigFile2SDKEE S {HRIERIR . LoggerFactory2a[i%RY, Fi2thagiEdefault
£logZlconsole,

e FabricClient
FabricClientx=EG LA TERBIYEO,

STREFRA 01 (2024-11-06) IR © ERRBRABRAT 23



XER§EARSS

1 Hyperledger Fabric 1858iRETE

OB

ik

e (]

R[EE

CreateChann
el

elfES
Channelgd
0O, BF
jellfES

channel,

request

CreateChannelReq
uest

txn.TransactionlID, error

QueryChann
ellnfo

&#i8
Channelgd
0O, BF
&if
Channelld

B/Gro

name string, peers
[1Peer

Channel, error

InstallChainc
ode

LD
#=O, ¥
HERDEIX R
LIS

request

InstallChaincodeRe
quest

[]*txn.TransactionPropos
[Response, string, error

InstallChainc
ode

LA HERSRY
Z=O, ¥
HEHDEIX R
R

request

InstallChaincodeRe
quest

[1*txn.TransactionPropos
[Response, string, error

QueryChann
els

&
channelfy
O, &8
XihgEch 2
ClIEEAYE

.

&

peer Peer

*pb.ChannelQueryRespo
nse, error

Querylnstall
edChaincode
s

EEERE
HEDAYE
O, slX
B ER
F<HIHED

peer Peer

*pb.ChaincodeQueryResp
onse, error

e ChannelClient

ChannelClientF EaiEESEIDF 0B E AL,

EOBIR A 288 REHE

Query HeroEEEC, AMSE | request [1byte, error
(SRR QueryRequest

QueryWithOp | TroptionsfY5E3EiE#E | request [Ibyte, error

ts 0, SQuery2&ll, {8 QueryRequest,
=rLUBIIE QueryOpts opt
fgxEnotifier, peers,
timeout, QueryOpts
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EORMR A SHE REHE
ExecuteTx pERSIAAZEO, BTFiE | request TransactionID,
BRI . ExecuteTxRequ | error
est
ExecuteTxWit | TroptionsAY5EREiIEAMAEE | request TransactionID,
hOpts o, '—SEE>I<ecu\th>\<;'é ExecuteTxRequ | error
ExecuteTxOptsigiE ExecuteTxOpts
notifier, peers,l
timeout,

e ChannelMgmtCLient

ChannelMgmtClient R MEOSaveChannel(req SaveChannelRequest)
error #1SaveChannelWithOpts(req SaveChannelRequest, opts
SaveChannelOpts) error X MEO AT ElEchannel BRI, X MEZOEM
BRI £iEARIFabricClientEcreateChannel ()1,

e ResourceMgmtClient

ResourceMgmtClientE=E 5 2 5534 an EEIEXAYZOF 01— peer IDINEERY

#=0O.
(1 B8
HEMSROMIBRIZO IBCSIEMNAYED, BaiRscll 7 ikREELEERIT0EE
EZO2BR 7 =] RENE
InstallCC LGRS, FBFZL | reginstallCCReq | []InstallCCRespo
LEHERD uest nse, error
InstallCCWithOp | TsoptionshY$5%f3% | reqlnstallCCReq | [IInstallCCRespo
ts %, SinstallCCZE | uest,opts nse, error
1, B2ATLUEE | InstallCCOpts
InstallCCOptsigE
peers,
InstantiateCC S HERSEEO, channellD error
FIFSEBNLHERS., | stringreginstant
iateCCRequest
InstantiateCCWi | Troptionsf94%f35L | channellD error
thOpts Bk, 5 string,reginstant
InstantiateCCZ& iateCCRequest,
L, {BRAILUEIE | optsinstantiateC
InstantiateCCOpts | COpts
tEEpeersill
timeout,
UpgradeCC FHRpERS, FAF5E | channellD error
BRYHAL string,reqUpgrad
eCCRequest
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FEOEMR fiidk SHE &[EHE
UpgradeCCWith | ToptionsA95%83F | channellD error
Opts 4%, S5UpgradeCC | string,reqUpgrad

£, B20JLUE | eCCRequest,
13UpgradeCCOpts | optsUpgradeCC
18 Epeersfll Opts

timeout,

DeleteCC HBRSEES, FBFHE | channellD error
BEMER, BaiR | string,reqDelete
EMFRZZEERIIN | CCRequest
8o

DeleteCCWithO | #optionsAY5&A3M | channellD error

pts f%, SDeleteCCZE | string,reqDelete
L, {BE2rILAEIT | CCRequest,opts
DeleteCCWithOpt | DeleteCCOpts
stexEpeersil
timeout,

JoinChannel Peersfii\Channel | channellD string | error
R9ZO, FFpeers
IO Channel,

JoinChannelWit | FoptionsfdPeers | channellD error

hOpts BOAChannelf9#E | string,opts)oinC
O, 5 hannelOpts
JoinChannel3g
L, {EZATLUEED
JoinChannelOpts
{8xEpeers,
() % R8
woptionspyiEO&FRT LAIEEpeers, peersn]i@iddef/fabapi/pkgfactory.go EBaY
NewPeer(userName string, orgName string, url string, certificate string,
serverHostOverride string, config config.Config) (fab.Peer, error) &5k, iX{"methodtt
[RERINewPeer SN S #userName, orgName, iXFNSH BT peerW @ tlstk RIS RAY
tl.SiIE:Bo
ERaLY
Main.go— 1 EERNEFIRNATORER, TEEN T HERFPAEZFinARIR

B, TEEASUTEER:
JN SNBSS SAEFRIRET—LEAPI, UEFIF MR FBIZRFRESS AT

import (
“fmt"
"github.com/hyperledger/fabric-sdk-go/pkg/client/channel"
"github.com/hyperledger/fabric-sdk-go/pkg/fabsdk"  ------

)
[REEXHEE: XEDIR T NAARGEN—ERHEE, SiEsdkEtEXHEE. HR
var (

configFile = "/root/fabric-go-demo/config/go-sdk-demo-channel-sdk-config.yaml"

org = "9103f17cb6b4f69d75982eb48bececcc51aa3125"
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)

/13 INEREE S
loadConfig()

/4. ¥gadtsdk
initializeSdk()

/5. PUATHERES, BEUESAMKA, key = "testuser”, value= "100"

insert("insert",[]1[]1byte{
[1byte("testuser"),
[1byte("100"),

b))
/16 EEHEED, WHEIIER, key = "testuser”

query("query",
[1[1byte{
[1byte("testuser"),

)

xE 1-1 ARRHN A

BREE

ol

getOptsTolnitializeSDK

FRITECENY, EIEFiR[Elfabsdk.OptionXIR.

GetDefaultChaincodeld

ETBCESS, 1R[BlchaincodelD,

GetDefaultChannel fRHTECE S, 1R[ElchannellD,

UserldentityWithOrgAn | FAIRPBRIGIE, MIARBLZINALE, REINIEGIES

dName £.

ChannelClient BlE*channel.ClientXd%R, MIANBLREZ. ARZUNE
iEID, iR[E*channel.ClientXd5,

insert BEIEBEAKA, BINSE BRI NG EZBFRAKR
EIRARREXT, REIANBEANIER,

query Bt LER, RMASHEIEBINN G EZRUARE

ERIEERE, REAEIRIER

1.4.2 Java SDK Demo
AORM—1ETFJava SDKAYDemo, #HEIHRPHAABCH))avaZFinNBER

HEETIE

(MR

ARDemofliE& A FHyperledger FabrictBa@hR A9 X HREESTHI

1. FFH&ECloudIDE ( B &R BECERIDK. mavenFeclipse/Intelli) IDEA) o
Cloud I DERRIFF R L4 CodeArtsITIRFTAINEIRS, M AZIRMIREAT
B. WERENITIETE ( 88RESRNETHE) .
f£CloudIDE_EBIiE— 1 ==fY)ava 2, WNE1-9F=,
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B 1-9 CloudIDE ERI#E—1 =HY Java T2

EE OWIE -« BT Itn EEEE B 4n

& CloudIDE:

T

2. T#Java SDKRAEERS, KENGE: BERXRERSESEEGS, #N “NEAR
B1” , £ “Java~fflDemo-Java SDK Demo” 7, B
“App_Java_Src_Demo” HJavaliBiEMBHY “ &~ %,

3. TOEXIRGESLAY. ZRHCAINRSLAMCHEIDIRIE, BSH (RENT) -

e
1. TESDKFEH.,

a. 1£ “SCHIEIE” mE, ®&F “Hyperledger Fabrictgimhk” T, PRIXIMSL
BB ER “SRENERIREE " .

b. @ik “SDKMX4” , SDKECESHUIT:

SHAWR i

H5CR3ZFR | chaincodedemo

IFPFRERR | /home/user/javasdkdemo_src/config

BEZR channel
{HIARPeerTs | IEIFBEFIET mEHR
=1

@ik “HRTRER” .
@ik “PeertER” , IBETRELREForganization, Ak “SIERIE
B,
c B “THT , THSDKECEMNH. demo-ordererfA4ARIEIE RIEHFN
organizationfBRRVEIRRIEE
2. SEHIFHEE.

a. S TFHIEEBjavasdkdemo_src.zipSU4-FHiRE o

REWG X BRXUUERSEEEES, #HN “NAREAG” , & “Javarfl
Demo-Java SDK Demo” 7, B “App_Java_Src_Demo” HJavalilBi&
BAY “TE” 1%,
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b. 1EEBFRIZipUUARE, BconfigsiEFdhJordererstftsz. peersifs
¥. sdk-config.json. sdk-config.yam3{4£EBE%Fjavasdkdemo_srcBF
THRIconfigER T . A Ejavasdkdemo_srcBRIESER

javasdkdemo_src.zipf .
3. BRENA.

a. BFrEgEYjavasdkdemo_src 2R Bjavasdkdemo_src.zipSZ {4 EEZ
CloudIDEFF&IAEH,

Cloud I DEZmiE T ZA0 NFA73::

s
I

eeeeeeeeeeeeeeee

nnnnnn

b. FAIEEFF—=, FENTHIEKENE, AEKRTERENT
Run, BIESEITHALESR

A E&

e javasdkdemoTI 25 configH xR Tdemo-channel-sdk-config.yaml3
1, wim5javasdkdemo/src/main/java/handler/Main.java3X {4
helper.setConfigCtx("config/demo-channel-sdk-config.yaml"){{i3E&
28R, RIEALAEEIE{TMain java,

o EPimappiZZRIBHE, WNRISE TARELAMLHIER Mpeer, APABIRRK
ZeBIRY, BEEMETAINERRS.

BRITHIT IR, TROXEGEFN—IIE(EXTS, <testuser,100>; TEXHRYE
&g (EStestuserfvaluef@ 100, HATLUBEIT XIRGEN ST AT ERL
ZicR.
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BITAFENTAR

EREO

NRAFFBZENFAANHHRITINE, FEdemo#ES{E\FabricSDK,
FFMSPFA$H: fEFabricHelpersZ{4figenFabricUser&& T, LT AVIERBREL:
[IMECE X AHHETE IR R TR AIMSPFASH

String adminPrivateKeyString = extractPemString(msp, "keystore");

//%FadminPrivateKeyString #{T##=515%decryptedKey =15 &R

1R ERIMSPRASHE R EL5 ZEadminPrivateKeyString
String adminPrivateKeyString = decryptedKey;

AR
SRIASFETRFENTLSFAR

Fabric-sdk-javal0fEFIEEH M IEEMRE, BBRIE, SEEERIE.
IMEEHREDS, REREXHNS, RESOKEAONEEHRSIEME. N

KB, Z2RHIF,
o BEERFEME: BEEH. BELE. BEIA. BERRKRE.
o IEADIR(FEFE: HEO%RIE. EROSEOIC. HEDEIR. SRS,

{$BFabric-sdk-java EL{ERIHFClientfIChannel /i MNEE, EEANBRZRHEIA:
org.hyperledger.fabric.sdk.HFClient¥0org.hyperledger.fabric.sdk.Channel,

EZMapilEiE2EFabricEM

1.4.3 Gateway Java Demo

HEETIE

AR — P ETFFabric Gateway JavafiiDemo, Fabric Gateway JavaXtlava SDKj#H
T, ETRBEE, SBihAFFAZECavaZRinNARERF .
(01 %88
ADemofliE&AFHyperledger FabrictE @R AT X B EESCHI

1. FH&ECloudIDE ( 3& AP ECHRRIDK. mavenieclipse/Intelli) IDEA) ,
Cloud I DEREXIFF &L= CodeArtsHI=InFANREIRSS , M AERHEILHELC
B, WRRENITE=E (BaRESEMNETHE) .
#£CloudIDE L 8IEE— =HYJavaLiE, NE1-10F7Ro
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& 1-10 CloudIDE L8JiE—1"25H9 Java T8

& CloudIDE:

T

2. T#ava SDKRBIRRS, KEUSE: BERXRERSSEEH S, #AN “‘NAR
7 , £ “JavairffilDemo-Java SDK Demo” 7, B
“App_Gateway_Java_Demo” HJavaliBiRA3AY “ T~ &%iH,

3. TOEXIRGESLAY. ZRHCABNRSLAMCHECIDIRE, BSH (RENT) -

e
1. TESDKFEH.,

a. 1£ “SCHIEIE” mE, &% “Hyperledger Fabrictgimhk” TS, RIXIMSL
BB ER “SRENERIREE " .

b. @ik “SDKX4” , SDKECESHUIT:

SHAWR i

H5CR3ZFR | chaincodedemo

IFBERE&IR | /home/user/gatewayjavademo/config

BEZR channel
{HIARPeerTs | IEIFBEFIET mEHR
=1

@ik “HRTRER” .
@ik “PeertER” , IBETRELREForganization, Ak “SIERIE
B,
c B “THT , THSDKECEMNH. demo-ordererfA4ARIEIE RIEHFN
organizationfBRRVEIRRIEE
2. SEHIFHEE.

a. S TFHIEEBgatewayjavademo.zipSEHRE

REWG X BRXUUERSEEEES, #HN “NAREAG” , & “Javarfl
Demo-Java SDK Demo” 75, B “App_Gateway Java_Demo” HJava
INBRSAY “ T 1%,
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BNEBAFRIZIpSIUARIE, #BconfigsSXFedfJorderersZ {43k, peersZff
¥ . sdk-config.json. sdk-config.yaml3{F£EBE % FgatewayjavademoH
FTHconfigBRT . AfIGEi8gatewayjavademoB FIE4ERL

gatewayjavademo.zipf

3. EFEBNF.

a.

b.

¥ HESERYgatewayjavademo T i2iR{CFBgatewayjavademo.zipX {4 _E1EZ!
Cloud DEFF&EIREH,

CloudIDE#wIE TF240 FAR:

[u)
CloudIDE fREA[]

(Zi

TRATRERSE—=, FEMNTHIERENE, ARRTERERT
Run, BSfSEIFHALESR .

A R

e gatewayjavademo L2 configHx TFdemo-channel-sdk-config.yaml
i, w5 gatewayjavademo/src/main/java/handler/Main.javafl
MainForMultiTask3 {47 helper.setConfigCtx("config/demo-channel-
sdk-config.yaml")(Xi3E&1Z4EE, RIERJLAUEEIZ{TMainjava,

o EFumappRZHIRHER, WNRISE 7 AREAICAIAN Mpeer, BRAEIRZ
SBIEY, BEEMETTEERS.

BRI TMain java, $E&HifTbasicTransactionSample.
commitListenerSample. contractListenerSample. blockListenerSample[Y
%, EXKREFASIHREN; TBEXKRENSRETIUEERZIC
Fo
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EREO

{$iF3Fabric-Gateway-Javakie R ZF1EiE, FZEFHZEINetworkFlContractPiZERTHE
O, BEZMapitEiE&EFabricERM .,

o Network

FEGUTERREO:
EOEMWR R S¥E REE
getContract ¥KEXContract3E | String Contract
FIRYEEO chaincodeld
addBlockListener | IREWIFEEAY3E | Consumer<org. | Consumer<org.hyp
O, WIFXREE | hyperledger.fab | erledger.fabric.sdk.

%

ric.sdk.BlockEve
nt> listener

BlockEvent>

getChannel RENSnetwork |/ org.hyperledger.fab
tB>xExchannel ric.sdk.Channel
A9
removeBlockListe | #8f&IGITEEAYIE | Consumer<org. | void
ner A hyperledger.fab
ric.sdk.BlockEve
nt> listener
Contract
FEBFUTEREO:
EOSR 227 SHE R[EHE
submitTransactio | AL ZH9#E String name, byte[]
n O, FZHANIA | String... args
BREiEE3%#
evaluateTransact | AECEAAYE String name, byte[]
ion A, FEEMANIAE | String... args
BREiEE3%#
createTransactio | B3R ZAVE String name Transaction
n A, FZEsubmit
LAKFCAZ S
addContractListe | IREMIFEEAYIE | Consumer<Con | Consumer<Contrac
ner O, BIFELIR | tractEvent> tEvent> listener
KRS ELHY | listener
=
removeContractL | #8F&1EMF2EAYHE | Consumer<Con | void
istener | tractEvent>
listener
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1.4.4 REST API Demo

R XPRGHEM TREST APIBRSSKEHLAFIBIEXRGERIZE S A . BITREST API
RS, BPALAAREESSfabric-go-sdk, fabric-Java-sdk, fabric-nodejs-sdk&, =
FREFARIRAZIFRESTIUllEN, MoTLURMRIARIXIREE, ADemo@id—1~goiES
RZ iR SEERAE{ERAREST APIRRS AR, HnxIsE,

(0 #88
RETmEEE, TRTERRNA.
{RiEFFHyperledger FabrictZ32hRAIKIRIEIRSS o
BUEE XIRHESLAH
SB BRRRGERSSERA.
$B2 BEHyperledger Fabric3ghR A LR “TE”
$H3 RERERER, RERREENEE, SHIF1-2R.

A
AT RIERAIDemopi Nz T, BHESHEENRRFRETHISHEES.

#1-2 EXEEEE

28 SHE
TR REITE
X1 {EFERIAKIE
EWIRE default
XIRGESLBIZTR demo
ARANZEEY EhthR
XIREESEEY FhAE 5%
Hyperledger Fabrici&i@hRAZ v2.2
HIRSRES Raft(CFT)
CREI AT BEITIRE
BIFHIIRERD A 5RTRE

$R]4 BE ‘T2 BFERE’ , #THRRERE, SHNER1-3FT.
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*£1-3 ZERE

2% Bl

WERIR TR CBENIE .

B BUEEFRAICCESERE

ATAX I{=Caprines

=ENIIE 4%%/8GB

=ENAE 1

= F &

EIFAE = Rz BnhtlEVPC

FTEF M REBnhtlEFM

mENERHN =

rootZh3 MRESZIA, WLESERE, NREFES, NLIER
VIIEEE I

HIAZS -

EEFERACCEETS | 2

s@i4Ip

SEMEIPITER AT FARZRAIRE

S IPT RS 5 Mbit/s

$|S BE “T—F: XREEEE" ,

*1-4 XpticE

BTXIRMEECE, SHIR-4FT7R.

2¥ NGl

XREreE R ‘BEXEE .

XRGEEIRYIA NRESiZIN, WLUESERE, NRFES, LA
RIRVIREIE .

XRGEEIRIHIAERD -

FiEExE R4 1F (S

TRBLKFESE (GB) SEFAEOARIAS o

KRR EL R “SHEERE (GolevelDB ) 7

peerfimHLR RECKANQRINMTRER, BFRA
organization, BT aRHMEEXAT,

BiEhcE organizationT AR ENFINHEEES, RIF

BRIABRDET
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28 il
HINPaHE EDzENIN=
ZEWH ECDSA

gl

LT ENHISZIFEEECDSA,

XRERECE B
PRHINRESTful APIZ 3% BiEE ‘R . BRRERT ‘R, NEEELFIE

R, FITIATERLIRRESTUl APL:

1. EMSHEEE “HEEE” .

2. 7 “YEHCET WET, RirtEEbaas-restapilf
HrRGLAE

3. B ‘7, IFECTIXREESLA], 2
baas-restapil@fis .

H$|6e BE “T—F: WIMTER
SR WANEREEELRE, RIERERTELXRGELH.

IBHFHO, EREETLENY, EELFREEN “IEE” 5, FRRXIRE
SLAIERE TSR o

TR

RENLHULTEED
SB BREKRGERSSEBEHE.
S EORIAIEAT, BF CRKREEE , SRERBEERE.
$B3 EEIREAABPE. B0, 8% ‘B .
(00 388

FF&Jadmin, FERAGECIEXREESLAIRNRERIXIRIEEIEYIAE, WRLIBHREXR
EEIEVINET, WIAREREEE,

SR EEABEENE, SEREELAN O
RRSHIT:
2% =l
HEACHBRER besysq
HEACABARAS 1.0
KAHIRFES M{4EERE (goleveldb)
IR EBPeerTI A Ak
¢H40&Peerti g peer-0
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28 =l

HRIIES Golang

HEARD TERBIEE RS
chaincode_example02.zip,

BT A REFEEESEXEA

KBLensE HAIESEREGolang, ZBEA SRR, 1EF
EAAREARRENE,

S5 B “RRT TAUIERE.
H$|6 HEIIRRTAE, ERMUBSIRAY “1BME" 5, BF “ShL” .

SLHMESEINT
28 =l
ScLEE channel
HEIBARA 1.0
WYRIEREL init
TS a,200,b,250
EPHREE FEEREH
BHARYIE organization
BRFARIFECE &

-8R

[iT=1vd3E
B £ “LAISE” RmE, TR, B “REEFIRERE” .
T2 Ak “PeerpmilH” , BED RHRIEForganization, Ak “HFIER” HTH.

FI83 THDemollETIE: fabric-restapi-demo.zip, FiEDemoIR BB TIEE FEEE
B FHERIDEFT FF .

ZADemoE—~golangfRERIRESTE Fif, BIIRESTAPIRRSSKIFAFRHELIDS, LHyE
K1BaZsbiEMkAIINEE, BRGoLandE N AZRAIDEFTF . IIBRIAB I FEFR:
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fabric-restapi-demo = src

" Project ~

v fabric-restapi-demo E:\code\BCS\demo\fabric-restapi-demo master
v config

71| confyaml

i{y HC-Marbles-sdk-config.json
4] HC-Marbles-sdk-config.yaml

> pkg
v [ restapi
> gopkg.in
> util
> ¥ maingo
v usercrypto
v [ 1232b2032faafeel152b58cd82cecf52e49a22a38.peer
> I msp
> hmtls

chaincode_example02.zip
2 README.md

£ B THAAIEB#ERIERusercryptoBR T . SNEF7R:
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fabric-restapi-demo src
Project ~
v fabric-restapi-demo E:\code\BCS\demo\fabric-restapi-demo master
v config
iT confyaml

3 HC-Marbles-sdk-config.json
1| HC-Marbles-sdk-config.yaml

p pkg
v src
v restapi
> gopkg.in
> util

> § maingo

v usercrypto
v 1232b2032faafeel52b58cd82cect52ed49a22a38.peer
> msp
> tls

chaincode_example02.zip
& README.md

LIRS 2B EE.
1. {EfconfigBR TconfyamlPRIBRINSH, SEMTHERFE.

2. {BMsrc/restapiB R TAIMain.goX 4, SEWMTHERERS.

s v Glol % Invol

eeB82248da-0.peer-b67718cb6beeBbacdce@I5cac73dcBbeed2248da. default. svc.cluster. local®,
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AR

HNEES 55BN T N peertsn, NEME—OrgPeerEiaf, 154B4RIDFpeert =
RO ZIEN,, FIEZEEATRINHOrgPeer£BIRYEILAT, Fjson.Marshal()5iEiERA=F
TER, BRESERMFFREREN, HOrgPeerEMIFENXINT:

type OrgPeer struct {

Orgld string “json:"orgld""

PeerDomainName string “json:"peerDomainName""

}

&R1-52H%

24

ol

Endpoint

RESTAPIIRSZA5IEIPFIIR O » ERIRENSEZANT:

1. EEWEXHRMESLFIRES, B “BRER B8R,
HAN=B=E5/ECCERE .

2. BAERSCAIFRESERISR, SANEREERHE. EENS
ks, BE “TIERE .

3. £ “TIREHRE” W, Bdrbaas-restapi LIERES
R, BENFERE, ARRGLOIRED mREETR
SR TUEIRENT =ASE A MIp, ZEEAMipA
RESTAPIFRSZAEIP, ixOFEES32621,

Path

RESTAPIIRSZAYIAIDERR, RIFAZ,

CryptoMethod MNEZE%, MNRIZECDSAEEES “SW”

SignCert

R THAESER PRI ZIEBIE.

PrvKey

RP TEIEBFRIEZFAHR

InvokeReq

iBExRbodylI&#, BIRIREPBNEMIINERES, AIS
ZN T InvokeReqgS ¥k,

QueryReq

SinvokeReq3&fid, ZIRAREHERBAISLIRIENIES

2 1-6 InvokeReq %3

2H el Rex ]|
SignGzipS | Sign2&HiERGzip/EgE. 0F = | "1"

witch &, 1E¥ TR,

Channelld XIRGEBIEZFR o "channel"
Chaincodel | $#{XT833Z#R, "testcode"
d

Chaincode | §%{(CABRRAN, "1.0"
Version
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24 3588 Een)

Userld AELRACAR ZRIFEFID, BAl | "Userl"

X BREESCAEIBRIA S BHIER S
User1,
Orgld XREEHLZRID, "1232b2032faafee152b58cd8
=12 2cecf52e49a22a38"
7 “EBEEE” AT, BaE
EBEMEN ‘BEETR , BE
“MSPFRIR” , XIEMSPEIAKX
HREELRIAID, fIEN: MSPHRIRJS
"1232b2032faafee152b58cd82ce
cf52e49a22a38MSP", XiR§EE
KD
"1232b2032faafee152b58cd82ce
cf52e49a22a38” ,

OrgPeers A\ Peer S2HY4HZR I DR, "[{Orgld:"

B 1232b2032faafee152b58cd82
cecf52e49a22a38",
PeerDomainName:"peer-1232
b2032faafee152b58cd82cecf5
2e49a22a38-0 .peer-1232b20
32faafee152b58cd82cecf52e4
9a22a38.default.svc.cluster.loc
al "}"

Opmethod | XR§EGEDIEREZEE, BaiR | "invoke"

B invokeFlquery,

Args HERDIE RS, '"invoke","a","b","100"]" (&
— S ERinvoke YA AR
¥, ATLREMEW: move,
queryEE )

£R6 ELETAE, WEHIEITmaIn()kKiz1TiZDemoli

K13AigiEE conf.yamlEA K main.goH RIS #{QueryReqflinvokeReqiEsk, FHiEMA
RESTAPIRJ#Z"/v1/chaincode/operation"KiE %S, SLMaZEbiEMKINAE . 1517

ERAT:

N5k 01 (2024-11-06)
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(AR

ZADemoF—/MEEAIRESTE Fim A FIRESTAPIARSS SCI 7 A A5E(CAY, IREIRinvokeERA—
4 base64NZ A TransactionID, queryZ&RAbase64NZIEIRE. KiB3XNGHSE, TLUED
ZIN BB IEME AN ARESTAPIERSS -

-

1.5 XiRsgha

1.5.1 iR

WDERRXIREEPENFTNRE, SRS RIEERXREED, RIEZA. REl
BN, XEFLENBRIFR. FHERIESNER1-7:

AELEENMBHIETNAPIED, SEEVAPHEOBSR (APIROSE ) .
HIREIEREndPointA] LUET EIEEAYE DRSS SLAIFME BR[O R+

basic_info->agent_portal_addrs==ERQRYEFKEY, 1&KMH: https://
192.168.0.90:30603/v2/agent/apis/tokens,

F1-7 RS
e~ EDS FRIE=RES iw
SRR B REZORISRINIE | baas-restapiffft 32621
(2 ) RIRGERGE, TTRHEUED | souepysn.
Z%‘%( invokefliquery ) A9 ERXIRGERSS SR
- 8, EREANEE “iE
T HeEE” , 1 Ee
(Beta) o : E” WET, 1Ebaas-
restapiffifHaIRH £, 8
& ‘=R
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(2|)

HEFXHREERIAEEUERS
iageH . SIEEIENA
. B HE. BE
WA

ZINBE N IEFE

(Beta) o

TEE:
EFXRERSEEET
&, EREAMIEE “iE
HE’R” , 7 ‘e
" WET, fEbaas-
restapil@HiI £ £, B
& ‘TR EREEN
EE, FEaEEEz i
%0,

SABEE | EIREEONBHE | bas-agent(BIAEZL) | 30603
(W) SEATDEIRALY, EiEsE
RFIZE, AL, )
5. B,
48R
ZIRE AT E
(Beta) o
HEREH | BIPEEONSHII | baas-restapilfift 32621
(25) HEXBH, BESAR | gy
% (DID) FIBT M IE S
SDOEIIEEESE | semmamrs ey
AP &, ERmAMIEE “iE
N HER, & e
D ThAL S AT Z” W&, fEbaas-
ERE ARSI restapifEHHIIER L, &
E R, EREE
WNE, FRAHLSHE
Do
IEHIESE | BIAREEOM0SIEI | baas-restapiffift 32621

1.5.2 AR (20)

INEeEN4A

X EEEEHELELFICAI X REEECIEHTER (invoke ) F1&i8 (query) o
URI

POST /v1/chaincode/operation
IBREE

*1-8 5k

8% =RV | SEEEE | #Eik

1%
channelld = String XRHEEEID

N5k 01 (2024-11-06)
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2% =AY | SR | ik
i%

chaincodeld = String PEACHBID

chaincodeVersion | & String PEAADAR A

userld 2 String FARCARZZRIARFID, BRIXR
HEARSSEOAERAIER A User

orgld = String XiRr§%2H201D

orgPeers = String FR4BLRPENT =AYALR DI
(HRHIENLE, AZan:
[{"orgld":"7258adda1803f4137eff4
813e7aba323018200c5","peerDom
ainName":"peer-7258adda1803f41
37eff4813e7aba323018200c¢5-0.pe
er-7258adda1803f4137eff4813e7a
ba323018200c5.default.svc.cluster.l
ocal"}]

opmethod = String XRGEGESIAAEE, BRRER
EiFAAE: invokeFlquery,

args = String HERSERSE, .
["invoke"'lla","bll,l|1 "]

timestamp = String #&=(92018-10-31T17:28:16+08:00

cert 2 String BRPESERE, IEFERERE
5

(AR

L ESEERE5E, FHRS AR R E R IRESEET .
o TEHHIOEIZINEP, BHMABERIN 7, BTABIHMES, SULEE LS
IBRINRATIR . ZRFIRFLOMLER

o TEXHNLEERMEY, TERE FAEFIEE—MEE, TAHNHIERIIHNRIFFEEEES
IEiRE. XIRISHEXEENEAEE, SEXREE. XB2HE. XEFHEE. XZiFH
EE. MREHIERDRRESE.

o ATHRIEXSZZEM, EE(EMAFabricEFIES CGEPIKES BN THAFIER ) FHIFA
EMNEREEAHTES (BRIRSHRERLZ, S ASERSHMMEEL) , HiEE
ZERKEH R LEx-bcs-signature-sign=E& .

HEROREST APIBENX T —EERL, 583 0&1-9,

F1-9 BEXHRL
R

Zp |k

HHDRRIERKBEERESR .

x-bcs-signature-sign
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TEAPIES

g Rz S

BNl

B =ay |}
i%
x-bcs-signature-method = s, BrIBEIERSW.
x-bcs-signature-sign-gzip 2 Sigh2EEEGzip/EdE . 0RTRE, 1
E v

MR

x-bes-signature-sign: AT RIER AIFENXIRATERIRA seie 7o A00EDER, FEFER
THRAFEB TEIAFFASBLAECDSATBEIRIZLAINNZE 5 X B MEKTHEARISHA256 5 E
HITINZESZ, x-bes-signature-sign{BEI AR ZLER,

EITAPIERRT, FE FHXRERSZFEREEEMAIBFILES.
BRENTXIRERS =S
HEN “SEHIEER” RE, JUERELWLRIXRELAIRE .

SEER LN FRIEPREE  Dif ‘Peer BRI . WENETRAR, 4
% “AFIES” .

BE “TE , THANARNBRIES.

REIER, HpmspXEEh, keystoreX{4FIFERIRABLAFFATR, signcertsSXE
KEHEOZRFIED (218) .

-

e  HopmethodminvokeldT, iR[E{EREbase64 & YtransactionID,
e Zopmethodjaqueryld, iR[EERZbase64INZERIHELIBANIRENE

TEZEAInvokeZE YRS IRRAI .

o IERRAI
{

"channelld": "testchannel",

"chaincodeld": "zmmcode",

"chaincodeVersion": "1.0",

"userld": "User1",

"orgld": "7258adda1803f4137eff4813e7aba323018200c5",

"orgPeers": "[{\"orgld\":\"7258adda1803f4137eff4813e7aba323018200c5\",\"peerDomainName
\":\"peer-7258adda1803f4137eff4813e7aba323018200c5-0.peer-7258adda1803f4137eff4813e7aba323
018200c5.default.sve.cluster.local\"}]",

opmethod"' "invoke",
“args": "[\"invoke\" \a\ A"B\"A"T\"]",

"timestamp": "2018-10-31T17:28:16+08:00",

"cert": "----- BEGIN CERTIFICATE-----
\nMIIDBzCCAq2gAwIBAgIQEXPZIMsReamxVtVNnKwCCzAKBggqhkjOPQQDAjCCAQQx
\nDjAMBgNVBAYTBUNISU5BMRAwWDgYDVQQIEwdCRUIKSUSHMRAwWDgYDVQQHEwWdCRULK
\nSU5HMXkwdwYDVQQKE3A3MjU4YWRKYTEAMDNMNDEzN2VMZjQ4MTNIN2FiYTMyMzAx
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\nODIWMGM1LnBIZXItNzI1OGFkZGExODAzZjQxMzdlZmYOODEzZTdhYmEzMjMwMTgy
\NMDBjNS5kZWZhdWx0LnN2Yy5jbHVzdGVyLmxvY2FsMVMwUQYDVQQDEOpjYS5wZWVy
\nLTcyNThhZGRhMTgwM2YOMTM3ZWZmNDgxM2U3YWJhMzIzMDE4AMjAWYzUuZGVmYXVs
\ndC5zdmMuY2x1c3Rlci5sb2NhbDAeFwOxODEwMzAWMjQ5MjZaFw0yODEwMjcwMjQ5\nMjZaMIG1M
Q4wDAYDVQQGEWVDSEIOQTEQMA4GA1UECBMHQkVISkIORZEQMA4GA1UE\nBXMHQKVJSkIORzF/
MHOGATUEAwWx2VXNIcjFANzI1OGFKZGEXODAzZjQxMzdlZmY0\nODEzZTdhYmEzMjMwMTgyMDBjNS5
wWZWVyLTcyNThhZGRhMTgwM2YOMTM3ZWZmNDgx
\nM2U3YWJhMzIzMDE4MjAwYzUuZGVmYXVsdC5zdmMuY2x1c3Rlci5sb2NhbDBZMBMG
\nByqGSM49AgEGCCqGSM49AWEHAOIABPMrzoJL/MHeSFPFOJWLqnJOsqBOit7wDIOg\n
+eTSvvPpGk1BIDmb2n13K5V04RO8xNezDQ716rW4LF2elq14eH+TTBLMA4GA1Ud\nDWEB/
WQEAwWIHgDAMBgNVHRMBAfSEAJAAMCsGA1UdIwQkMCKAIFBXQ5TC4acFeTIT
\nJuDZg62XkXCdnOfvbejSeKI2TXoIMAoGCCqGSM49BAMCAOgAMEUCIQCadHIKIOMk
\nYnOW?ZizyDZYR4rT2q0nzjFaiW+YfV5FBjAlgNalKUe3rlwXJvXORV4ZXurEua2Ag\nQmhcjRnVwPTjpTE=
\n----- END CERTIFICATE-----\n"

o ARRA

After invoke the count of ais 188 b is 262

tHi=hg

52 EIRIB I .

1.5.3 $#CIEEE (2 )

1.5.3.1 3XEX Token

IhEEN 4R
IRIBXRGEN s es AP A Z 9 IKE Token,
IV
RB]LATEAPI ExplorersRiiiziz [, IFEMAIESEN . API Explorerf] LABENERK
SDKACHE R, FHRMESDKACRIRAEIEIRINEE
URI
GET /v2/agent/apis/tokens
IBREH

2 1-10 53k Header 2#{

S BARWI%E SHEER ik
X-Auth-User | 2 String BrR&
X-Auth-Pass | 2 String A

MR S4L
RSHG: 200
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% 1-11 UKL Body 2%

2 SR R
user String BR&
token String token
expire_time Long LRATE)
KEME: 400
#* 1-12 gL Body &%
2% SRR iR
error_code String EIRg
error_messag | String EiRHR
e
error_msg String Ei=fEA

5K

GET https://192.168.0.90:30603/v2/agent/apis/tokens

Ml iz 73~ 451
REB: 200
Success

{
"user" : "admin",
"token" :

"ACiUxRLk2Jcu2d5bp2SyfP7abHV1nVKI0OMm2AxI9dDN7mdHXXHBdg=kalglHeZLTu6Uelu5YRcXTIpUPXylEG3
ESNuOvlukrikG6SVh0393ds8rG+aRnZ+mMyookApP",

"expire_time" : 1605867860701
}

KES\: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

T

REES 1R

200 Success

STREFRA 01 (2024-11-06) IR © ERmBRABRAT 47



XRGEARSS
T e 1 Hyperledger Fabric &38R ETE

LA fiR

400 Bad Request
eI
B2 EIED.
1.5.3.2 4D
INREN A
FEXHRET R E L8, o= RiFgoiE S i3
it
R0 LATEAPI ExplorersRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK
SDK{XHE M, FHZMSDKARAIREIEIRINGE
URI
POST /v2/agent/apis/chaincode/install
BRESH

2 1-13 153K Header 2%

e BRI SR iR
X-Auth-Token | 2 String FHFToken

2 1-14 FormData 2%{

28 BEWIE SRR )%

chaincode_na | 2 String PHLRERIR, LMNEEEHL,

me RTINS RS

chaincode_ver | 2 String PECRBARA, RiFEREE.

sion =) R (-) , R
FILER, BafSiIAse
GEE
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2% BE W% SRR ik
target_peers | 2 String A3 PeerFIRER., Bl
an:
[{"org_id":"9fb42c9145876399
0a45b62af92546a21f168dae",
"org_name":"organization3","p
eer_id":"peer-9fb42c91458763
990a45b62af92546a21f168dae
-0.peer-9fb42¢91458763990a4
5b62af92546a21f168dae.defa
ult.svc.cluster.local","peer_nam
en:npeer_oll}]
description & String HEACADIEA
chaincode_lan | 2 String HLREmIZIES, 540 golang
guage
db_type B String MKAREURFEL T, 15TRERSC
CUERRTRIMK AR E A VR
5, {5140 goleveldb, couchdb
security_check | & String HELENEER, BaiRX
golangiESHLIZER, truexk
THE, falseRRXi, EIA
Fafalse
file 2 File SRR zipsLG
D)VE254
RE&FB: 200
% 1-15 AR Body 4
8% e Bt ik
total_peer_nu | Integer $ECIDIREPeer B2
m
success_peer_ | Integer 1RVERIhPeer 2
num
fail_peer_num | Integer BR{EL M Peerii=
fail_peers Array of BR{EL K PeerZ B
strings
REME: 400
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BRI

il iz 73~ 451

N

% 1-16 UKL Body 2%

2% SHRE R
error_code String 21=hg
error_messag | String B AR
e

error_msg String EimimiA

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/install

{chaincode_name:gochaincode3chaincode_version:2.0target_peers:
[{"org_id":"9802af57cfab764dc12b860c44b01969575e83c9","org_name":"organization","peer_id":"peer-9802
af57cfab764dc12b860c44b01969575e83¢9-1.peer-9802af57cfab764dc12b860c44b01969575e83¢9.default.svc
.cluster.local","peer_name":"node-1"}]description:22222222chaincode_language:golangdb_type:goleveldbsec
urity_check:true}

REB: 200
Success

{
"total_peer_num" : 4,
"success_peer_num" : 4,
"fail_peer_num" : 0,
"fail_peers" : []

R 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large

}

RSB )%
200 Success

400 Bad Request

B2 EIRIE
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1.5.3.3 sLAMCERES

TORENA

SRS
U
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . APl Explorera] LABENERK
SDKACEBRI, FHRHSDKILIBREIEININEE
URI
POST /v2/agent/apis/chaincode/instantiate
IBREH
£ 1-17 53Kk Header 2%
2H BRIk SR ik
X-Auth-Token | 2 String B Token
= 1-18 153K Body 2%
8% =AWk SRR R
chaincode_na | 2 String HEREEIR, LUNSFEEFFL,
me TIHNEFBIHF, KE6-25
(i
chaincode_ver | 2 String HEACIBARA, RAHEREE.
sion =) T (-) , B
FHLMEE, B=FfIEIAEE
GERY
channel nam | £ String LA EIERTR
e
endorsement_ | 2 Policy object | BEHEHEE
policy
init_variable | 2 InitArgs IR ERE R S8
object
i5hRAS 01 (2024-11-06) RIS © £ ARITERARBIRAE 51
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2% BEWI%E SRR fHR
private_data | & String FEFAMRIFECEERURE, jsonZEAY
stringt&zl, json¥HELETa%E
B [{"name":"kvstore-
collection","policy":"OR('9b4ea
44913e8eed42cb056177b4619
1e1d316678MSP.member','9b4
ea44913e8eed42cb056177b46
191e1d316678MSP.member")",
"requiredPeerCount":0,"maxPe
erCount":2,"blockToLive":0,"m
emberOnlyRead":true}]
2 1-19 Policy
BH = WI% SRR R
operation = String BER
OR: (FEAREH
AND: £ZPHRAEH
group 2 Array of BOEPRR
OrgPolicy
objects
& 1-20 OrgPolicy
84 EEWI%E SHERT R
org_id = String £H43I1D
category & String BkEZEE:: member. admin
2 1-21 InitArgs
2% BEWI%E SRR fHiR
func_name 2 String AR EZ
args 2 Array of ViasE5IE
strings
V254
R&ES: 400
SCHEhRZAS 01 (2024-11-06) WRINERE © £ ATITERABIRAE 52
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BRI

il iz 73~f51

N

HIx0

% 1-22 [ILZ Body 2%

2% SHRT iR
error_code String 21=g
error_messag | String iR
e

error_msg String Ei=fEA

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/instantiate

{

"chaincode_name" : "gochaincode2",

.

"chaincode_version" : "1.0",
"channel_name" : "channel001",
"endorsement_policy" : {
"operation" : "AND",
"group” : [{
"org_id" : "8cc7155fb1f26ebac1743f481386¢14223be511f",

"category" :

1]
}

"

n.n

member"

llnit_variable" {

nw.on

"func_name" : "init",
l|argsll : [ |la|I’ ll200|l, llbll, II1OOI| ]

L

"private_data" : "[{\"name\": \"kvstore-collection\",\"policy\":
\"OR('8cc7155fb1f26ebac1743f481386c14223be511fMSP.member’,'8cc7155fb1f26ebac1743f481386¢14223b
e511fMSP.member')\"\"requiredPeerCount\": 0,\"maxPeerCount\": 2,\"blockToLive\": 0,\"memberOnlyRead

\": true}]"
}

R 400
Bad Request

{

"error_code" : "BCS.4000013",

"error_message" : "request body is too large

n

}
K& fHik
200 Success
400 Bad Request

B2 WEIRE

N5k 01 (2024-11-06)
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1.5.3.4 SRENLI=RVHERDSIZR

ThREN A

i

URI

VRS54

IRINE S &= A5ERBSIR

EAJLATEAPI Explorerdifidiziz O, SXIFEIAIESEEAN . API Explorera] LABRI4ERK

SDKACHERBY, FHEMSDKRISREIEIRINEE

GET /v2/agent/apis/chaincodes

2 1-23 Query 2%

2 BEwI% SR fEiR
offset S Integer By RO NE, &
A0
limit & Integer %ﬂ%ﬁﬁﬁ%ﬁﬂi@ﬁ'ﬂ?&%, NS
& 1-24 153K Header 2%
2 EEWYI% ST ik
X-Auth-Token | 2 String FHFToken
REF8: 200
% 1-25 AR Body %
2% SR ik
count Integer PERDEEY
chaincodes Array of PERSSIR
Chaincodelnf
o objects

N5k 01 (2024-11-06)
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListInstalledChaincode

LIRSS

1 Hyperledger Fabric 1852iRE1E

£ 1-26 Chaincodelnfo

S SRR R
chaincode_na | String PERDRTR
me
chaincode_lan | String PBRARES
guage
update_time | String HERSSEERATE)
chaincode_ver | String HERBRRA, SN HEHLIZEILLES ()R
sion
install_org_inf | Array of HBNEREER
0s Peerinfo
objects
instantiated_c | instantiated_ | $&f2iEiBEE
hannel channel
object
instantiated_i | instantiated_ | SLAWKSE
nfo info object
2 1-27 PeerInfo
2 SR R
org_name String HAZFR
org_id String ZH40id
peer_name String TRER
peer_id String Paid
status String BRRE
channels Array of FELAULAIpeer(ZE
strings
url String PeerfT SHIUrliE =
peer String Peerts mAYAIERIEZ

N5k 01 (2024-11-06)
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£ 1-28 instantiated_channel
2% SR R
error Array of LHNLEEIRER
CClnstantiate
dChannelErro
r objects
success Array of R INAYEE
strings
inprogress Array of SCHMEHE
strings
2 1-29 CCInstantiatedChannelError
2% SR R
channel_nam | String EIRIBIER
e
error_detail String EIRFE
£ 1-30 instantiated_info
2% SR fER
channels Array of BEEEE
channels
objects
2% 1-31 channels
2% SRR it
channel_id String BEZR
orgs Array of orgs | IBIERBREE
objects
versions Array of IRAEE
strings

MAERRAS 01 (2024-11-06)
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i5RHl

N Rz 7~

£ 1-32 orgs
2% SR fHiA
org_name String 4840
org_id String ZB40id

KEB/: 400

% 1-33 U7 Body 2%

B8 e il R
error_code String 2R3
error_messag | String Ei=fEA
e

error_msg String HEiRfAR

GET https://192.168.0.90:30603/v2/agent/apis/chaincodes

KEML: 200
Success
{

"count" : 12,
"chaincodes" : [ {
"chaincode_name" : "test001",
"chaincode_version" : "1.0",
"update_time" : "2021-01-12T11:32:04.193358708+08:00",
"instantiated_info" : {
"channels" : [ {
"channel_id" : "channel",
"versions" : [ "1.0" ]

o
"channel_id" : "testchannel",
"orgs" : null,
"versions" : [ "1.0" ]
1
L
"chaincode_language" : "golang"
1]

}
WREM: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

N5k 01 (2024-11-06)
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I NEE
K& fHix
200 Success
400 Bad Request
FHIRtg
BESEIRE.

1.5.3.5 BiFIEERBRAEE

IhEeN4A
EehaElir e N ES
izt
EaJLATEAPI Explorerdifidiziz 0, SXIFEMAIEEEAN . API Explorera] LABRI4ERK
SDKASRIRA, FHEMSDKACAE R INEE o
URI
GET /v2/agent/apis/chaincode/versions
2 1-34 Query 2%
2% =E W% SR R
chaincode na | 2 String HERERIR, LUNSEEFFL,
me YIHINEFEIHF, KE6-25
1z
IBREH
2 1-35 153K Header 2%{
8% ERWIE SRR R
X-Auth-Token | 2 String HRFToken
e
R&ES: 200
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% 1-36 UL Body 2%

2 S¥R A
versions Array of PERBRRAE R
ChaincodeVe
rsion objects
Z 1-37 ChaincodeVersion
2% SR fHiA
version String PERDARA
hash_code String ERDERANSF{E
description String HERD AR A A
install_time String HERBhR AL 2EATE)
update_time | String HERD AR A EEFRATE]
instantiate_st | Boolean HEMB AR A STHIIRZS
atus
security_check | Integer PEABLZ2EERES (0 K7 E, 1: Bf79,
_status 2: SRk, 3: KW)
uninstantiate | Array of RLAIEAIpeer(Z 2
d_peer_infos PeerInfo
objects
£ 1-38 Peerinfo
2% SR A
org_name String LHEAZFR
org_id String ¢R40id
peer_name String TRAR
peer_id String T Eid
status String BRRES
channels Array of KLU Ipeer(ZE
strings
url String Peerm mAYurlis 2
peer String Peerts mAYI BRI
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R&6G: 400

% 1-39 I Body 2%

2% SHRE R
error_code String e
error_messag | String EIRHER
e

error_msg String EREA

== —
=R N

GET https://192.168.0.90:30603/v2/agent/apis/chaincode/versions?chaincode_name=chaincode
il iz 73~f51

RSB 200

Success

{
"versions" : [ {
"version" : "1.0",
"hash_code" : "1473b4807fe9f970d1ba56192e41d39¢7d621d07d80e603cf75ed3982b81034d",
"description" : "",
"install_time" : "2021-01-11T11:27:12.093454567+08:00",

"update_time" : "2021-01-11T11:27:12.093454789+08:00",
"instantiate_status" : false,
"uninstantiated_peer_infos" : [ {

"org_name" : "organization",

"org_id" : "57€7914450b098771f5106acaf02be8a61894fae",

"peer_name" : "peer-0",

"peer_id" :
"peer-57e7914450b098771f5106acaf02be8a61894fae-0.peer-57e7914450b098771f5106acaf02be8a61894fae
.default.svc.cluster.local"

A

"org_name" : "organization",

"org_id" : "57€7914450b098771f5106acaf02be8a61894fae",

"peer_name" : "peer-1",

"peer_id" :
"peer-57e7914450b098771f5106acaf02be8a61894fae-1.peer-57e7914450b098771f5106acaf02be8a61894fae
.default.svc.cluster.local"

11
"security_check_status" : 2
3
}

REM: 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}
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RS
RSB R
200 Success
400 Bad Request
e
B2 WEIEB.
1.5.3.6 AEABLEER
IhEeN4A
BIEMEUBET R LNLEER
UL
RB]LATEAPI Explorersiidiziz [, IFEMAIESEN . API Explorerfa] LABEENERK
SDKASRIRA, FHEMSDKACIERBEIXINEE .
URI
GET /v2/agent/apis/chaincode/install
2 1-40 Query 2%
2% =E W% SR A
chaincode na | 2 String HERERIR, LUNSEEFFL,
me YIHINEFEIHF, KE6-25
1z
IBREH
% 1-41 153K Header 2%
8% ERWIE SRR R
X-Auth-Token | 2 String HRFToken
e

REB: 200

STREFRA 01 (2024-11-06) IR © ERmBRABRAT 61



https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListInstallResult

XER§EARSS

FFEISR 1 Hyperledger Fabric {&5ahR ETE
= 1-42 @R Body 2%
2¥ SR R
result Array of TR LIBEEER
Peerinstallinf
o objects
2 1-43 PeerlInstallinfo
S8 SR A
org_name String TRPTTERLRBR
org_id String T =FRERLZRID
peer_name String TRETR
peer_id String T=ID
install_status | String PECIDZLEEE R installed / uninstalled
version String PHLIBR A S
R&HG: 400
& 1-44 WK Body 2#
2 SR iR
error_code String EIRg
error_messag | String EiRHER
e
error_msg String A
=P Gl

N Rz 7~

GET https://192.168.0.90:30603/v2/agent/apis/chaincode/install?’chaincode_name=chaincode

K& 200
Success
{

"result" : [ {

"org_name" : "org1",
"org_id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3",
"peer_name" : "peer-0",

"peer_id" :

N5k 01 (2024-11-06)
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"peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3-0.peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3.defa
ult.svc.cluster.local",

"install_status" : "uninstalled",

"version" : ""

h o

"org_name" : "org1",

"org_id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3",

"peer_name" : "peer-1",

"peer_id" :
"peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3-1.peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3.defa
ult.svc.cluster.local",

"install_status" : "installed",

"version" : "1.0"

1]
}

K&B: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}
RSB
RSB (220
200 Success
400 Bad Request
TES

52 iEIRE .

1.5.3.7 B LEBLANLER

IhEENA
HIENERBEXRIEEE ERLEER

LB
R LATEAPI ExplorerdRiidiziE ], IFEINMAIEEN . APl Explorera] LABENERK
SDK{GCHERBI, FHRESDKAIBREIEIRXINGE .

URI

GET /v2/agent/apis/chaincode/instantiate
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListinstantiationResult

XEREEARSS

T e 1 Hyperledger Fabric {E3RhIRETE
2 1-45 Query 2%
24 =% SR R
chaincode na | 2 String HEREEIR, LUNSEEFFL,
me XN EFEIIHF, KE6-25
iz
IBRESH
K 1-46 153k Header 2%
8% ERWIE SRR R
X-Auth-Token | 2 String HRFToken
IR &4
R&ES: 200
2% 1-47 KL Body &%
B8H BHEE R
result Array of BB CBLAER
Channelinsta
ntiatelnfo
objects

2 1-48 Channellnstantiatelnfo

¥ SRR R
channel_nam | String BIEAR
e
instantiate_inf | Instantiateln | LSS
o} fo object
endorsement_ | String BEHREE
policy
version String PHLIBRR A
orgs_info Array of BERRAEE
Orginfo
objects
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28 SR A
has_private_d | Integer EEERMNEIE, 1%FT78, 0FX =Lt
ata
2% 1-49 Instantiatelnfo
2 SR R
status String AR, BUES
CHAINCODE_INSTANTIATED ( SE{¥5%
I ) ,CHAINCODE_INSTANTIATION_INPROGRE
SS ( SEflEE T
) ,CHAINCODE_INSTANTIATION_FAILED ( 5C
B )
code String LA LE R RS
reason String LML EERIEH
detail String LA EERIFE
£ 1-50 OrglInfo
ol SR R
org_name String {HEAZFR
org_id String £H431D
KEB/: 400
% 1-51 gL Body 24
S8 SR A
error_code String EIRg
error_messag | String RSN
e
error_msg String iR
BRI

GET https://192.168.0.90:30603/v2/agent/apis/chaincode/instantiate?chaincode_name=chaincode
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il iz 73~ 451
KEB: 200
Success

{
"result" : [ {
"channel_name" : "channel",
"instantiate_info" : {
"status" : "CHAINCODE_INSTANTIATED",

"code" : "1000",
"reason" : "1000",
"detail.” : nn

1
"endorsement_policy" : "OR,org1,org2",
"version" : "2.0",
"orgs_info" : [ {
"org_name" : "org1",
"org_id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3"
1A

"org_name" : "org2",

"org_id" : "a48c4ed995238eceaee3fe738f1871b2e58db350"

11
"has_private_data" : 0
]
}

K&MB: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}
RS
RSB ik
200 Success
400 Bad Request
TES

S SR,
1.5.3.8 TN EE

&b
ThREN A

ﬁ%g{n &Hif
it

ST LATEAPI Explorerdifidiziz 0, IFEIAIESEAN . API Explorera] LABRN4ERK

SDK{LRIRAI, FHEMSDKAASRGIEIXINGE .

SASRRZS 01 (2024-11-06) WRIERE © LEARITERARERAF
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ShowChannelInfo

XER§EARSS

T e 1 Hyperledger Fabric &38R ETE
URI
GET /v2/agent/apis/channel/{channel_name}/summary
#= 1-52 iEE2¥
2 =Rk SR )%
channel_nam | 2 String BIEZIR
e
=P
% 1-53 53K Header £2%f
¥ =AWk SHER U
X-Auth-Token | 2 String FBFToken, &@idiEH5KEY
TokenAPIZxEXToken
VRS54
R&EE: 200
% 1-54 IR Body %4
2% SRR R
peer_num Number peerf&
chaincodes Number B =
block_num Number XR#=
transaction_n | Number RE5H=

um

bph Array of bph | RIRFEHESRIT, /T RIT
objects

bpm Array of bpm | RIRFEHESIT, HBSDHHIT
objects

tph Array of tph | BHURZHESRIT, /T RIT
objects

tpm Array of tpm | BURSHERIT, ZBSHHSIT
objects

orgs_map Array of PR 551t
orgs_map
objects
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28 SR A
peers_list Array of peerdl|Z&

peers_list
objects
% 1-55 bph
2 SR iR
block Number Xir#=
time String AY7El
2 1-56 bpm
28 SR A
block Number Xir#=
time String A&l
% 1-57 tph
2 SR R
tx Number RBH=E
time String A1)
# 1-58 tpm
2¥ SR R
tx Number XY=
time String AY7al

£ 1-59 orgs_map

2% e el fHiA
org_name String RIRZTR
tx_num Number RE5H=
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K 1-60 peers_list
8% SHEE fik
org_name String RIRZTR
org_id String ¢B401D
peer String PeeriZ#x
url String PeerURL
status String Peerik7
REE: 400
% 1-61 WL Body 2%
2% SHRT R
error_code String RS
error_messag | String iR
e
error_msg String Ei=fEA
=GNl

il iz 73~ 451

N

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/summary

REEB: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}

REES 1R

200 Success
400 Bad Request
5= WEIRG .

N5k 01 (2024-11-06)
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1.5.3.9 BiXRSIE
TheeN4a
B HRGIZE
B

R0 LATEAPI ExplorerdifFiiziE [, STIFEIAIELEIN . APl Explorera]LABRI4ERL
SDK{RERAY, FHEMSDKRREIEIRINAE

URI
GET /v2/agent/apis/channel/{channel_name}/blocks
*1-62 BREH
e EEWI%E SR R
channel_nam | & String BEZIR, BIF<ERH:
e 4-24, FEESERBERIR
( testchainid ) 18[E
2 1-63 Query 2%
e B WI%E SR R
is_pagination | & Boolean BEDR, RANE
offset 5 Integer miE=E, BEAA0
limit B Integer BRETIRBHE, AN
10, BUESEE91-50
BRBH
& 1-64 153Kk Header 2§
8% 2R WI% SRR ik
X-Auth-Token | 2 String FHPToken
ID)VE=25't

RZSES: 200
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListBlocks

XER§EARSS
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# 1-65 IR Body 2%
2% SHRE T
count Integer XRZE
data Array of XiR

BlockHeader
objects

2% 1-66 BlockHeader
2% S¥RT fER
block_number | Integer XRS
block_hash String XIRNEH
transaction_c | Integer XHEE
ount
data_hash String HiElRE
previous_hash | String BI— N XIRIEH
timestamp String ATiE)EL
organization_ | Map<String,In | key:creatorMSP, value:#=
maps teger>

K& 400

% 1-67 I Body %§
e SHRT R
error_code String FEL)
error_messag | String A
e
error_msg String HEIRfAR

=GNl

o EUMEIUIBRK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks

o HDIERENIBK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks?

is_pagination=true&offset=1&limit=50

N5k 01 (2024-11-06)
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N Rz 7~

}
RS
RSB A
200 Success
400 Bad Request
TES
B2 EIED.
1.5.3.10 HiFZZFFIFE
INEEN4A
'R ZIIFE

i

URI

WR&E: 200

Success

{
"count" : 1,
"data" : [{

"block_number" : 0,

"block_hash" : "Yux2EaORNZM95+3R95mvdlI8mH1dvmTSTylPwwzMsbY",

"transaction_count" : 1,

"data_hash" : "+3B6RFfbQisE8zt2BeWTvCwP1JbmQLIPeQoiKxoCQVA",
"previous_hash" : "FIEClYDQJ4cHaEslex9usupteOEgbHyymQ+zUaQcjyE",

"timestamp" : "2021-01-20T14:38:39+08:00",

"organization_maps" : "{\"d565e95144ae53b9b3f556de613513f257e720ecMSP\":49}"

1]
}

W&G: 400

Bad Request

{

"error_code" : "BCS.4000013",
"error_msg" : "request body is too large"

ZB]LATEAPI ExplorerdrifFiiziE 0, STIFEIAIELEIN . APl Explorera]LABRI4ERL

SDKACHERBI, FHEMSDKRISREIEIRINEE

GET /v2/agent/apis/channel/{channel_name}/transactions

N5k 01 (2024-11-06)
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListTransactions

XEREEARSS

T e 1 Hyperledger Fabric &38R ETE
* 1-68 IEREH
2% BEWI% SR (i35
channel_.nam | 2 String BEEZR, BTKERS:
e 4-24, FEESREBRBERIR
( testchainid ) tBE
2 1-69 Query 2%
2% EEWI% SR 1k
is_pagination | & Boolean BEPRA, BWAATE
offset & Integer miEE, BAA0
limit B Integer BRETKBHE, AN
10, BYUESEE1-50
IBRESH
% 1-70 153k Header 2%
e B WI%E SR R
X-Auth-Token | 2 String HRFToken
VRS54
KEE: 200
% 1-71 UKL Body 2%
2 et et R
count Integer RZEH
data Array of X5
Transaction$S
ummary
objects
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iERBI

N Mz 73~ 51

£ 1-72 TransactionSummary

2% SR A
organization_ | String BlEREER
name
type String RHRE
transaction_id | String X 5id
chaincode_na | String PERDRTR
me
timestamp String ATE)Ek
channel_nam | String BIEAR
e
creator_msp | String BMmERE
chaincode_ver | String HERDRRAS
sion
block_number | Integer XRS
REH: 400
% 1-73 IR Body ¥
2% SR A
error_code String RS
error_messag | String EIRHER
e
error_msg String EREA

o BUMEIIBK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions

o HIMEIBK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions?

is_pagination=true&offset=1&limit=50

RS 200
Success
{

"count" : 1,

N5k 01 (2024-11-06)
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"data" : [{
"block_number" : 0,
"transaction_id" : "",
"channel_name" : "channel",
"creator_msp" : "e784724be5ed75f59b2809e4f0965a10679ae113MSP",
"type" : "CONFIG",
"chaincode_name" : "",
"chaincode_version" : "",
"timestamp" : "2021-01-20T14:38:27+08:00",
"organization_name" : "orderer"

1]

}

REE8: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_msg" : "request body is too large"

}
REB
RSB R
200 Success
400 Bad Request
e
B2 EIRB.
1.5.3.11 HFRXZ 28
INRENA

RS

i

EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKARAEIEIXINGE .

URI

GET /v2/agent/apis/channel/{channel_name}/transactions/count

% 1-74 BRSH

8H BRI SR fHR
channel_nam | 2 String BIERZIR

e
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ShowTransactionsCount

XER§EARSS
FkisE

1 Hyperledger Fabric 1&52iRE1E

IERSH

MR 2 &

iERpl

il iz 73~ 151

%X 1-75 15K Header &%

2% =Rk SR )%
X-Auth-Token | 2 String FFToken
KEEE: 200
2 1-76 WL Body 2
S8 SR A
channel_id String EiEid
block_height | Integer XR=EE
transaction_n | Integer RE5H=
um
REHG: 400
% 1-77 I Body 2%
2 SRR R
error_code String EIRg
error_messag | String EiRHER
e
error_msg String Ei=fEA

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions/count

REB: 200
Success

{

"channel_id" : "channel",

"block_height" : 2,

}

"transaction_num" : 2

N5k 01 (2024-11-06)
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REH: 400
Bad Request
{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"
}
I NEE
K& 1k
200 Success
400 Bad Request
=1l
i5E SR
1.5.3.12 EAXRZZIE
ThEeN 48
BROXRRZIIF
i
RB]LATEAPI ExplorersRiidiziz [, IFEMAIEEN . API Explorerf] LAEENERY
SDK{CHER B, FHEMSDKABBREIEIXINGE.
URI

GET /v2/agent/apis/channel/{channel_name}/blocks/{block_num}/transactions

x 1-78 IB1Z3H

S8 BBk SRR ik

channel_.nam | 2 String BEZR, STKERS:

e 4-24, FEESRRBEBERZIR
( testchainid ) 18

block_num = String XiR=
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https://console.huaweicloud.com/apiexplorer/#/openapi/BCS/doc?api=ListBlockTransactions

XER§EARSS
FRisE

IERSH

1 Hyperledger Fabric 1838iRETE

E 1-79 153K Header 2%{

tionDetailRes
>>

2% BRIk SRR ik

X-Auth-Token | 2 String PP Token
R &%

KREE: 200

7 1-80 IR Body £%4

2% ST iR

[EHTTE] Array<Array< | Success

ShowTransac

£ 1-81 ShowTransactionDetailRes

2% SR f#iA

read_set Map<String,A | 1££ "map[string] [JKVRead key:chaincode
rray<KVRead | value:E{EXIEA"
>>

write_set Map<String,A | 5£ "map[string][JKVWrite key:chaincode
rray<KVWrite | value:$#{EXJ#4H"
>>

validation_co | String ISUECED

de

endorser_orga | Array of REAzEAa

nizations strings

proposal_hash | String IEREUIEIRE

transaction_su | Object RH*E

mmary

2% 1-82 KVRead
2% SR R
key String (EujE]

N5k 01 (2024-11-06)
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2 SR iR
version version object | SEEEHERYRRZAS

2 1-83 version
S SR iR
block_num Integer XiREL
tx_num Integer Bk

£ 1-84 KVWrite
2 SR A
key String 52
is_delete Boolean =AM
value String 5E

£ 1-85 TransactionSummary
2% SR R
organization_ | String BlEREER
name
type String R B
transaction_id | String X 5id
chaincode_na | String PERD TR
me
timestamp String RIS
channel_nam | String BB ER
e
creator_msp | String BEE
chaincode_ver | String HERDRRAS
sion
block_number | Integer XR=

RS 400
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% 1-86 L Body 2%

8% e et ik
error_code String e
error_messag | String HIRHIA
e

error_msg String HIRfEA

A= SEy o
1%2%/3\15“
GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks/1/transactions

il iz 73~ 451
REB: 200
Success

[{

"transaction_summary" : {

"block_number" : 29,

"transaction_id" : "6d704b217e17e16de71029b70f17a1ced35c055279f655dfd096bebf978a0546",

"channelName" : "channel",

"creator_msp" : "282f3c713ealcec646aa7c640defca9c4f64bd88MSP",

"type" : "ENDORSER_TRANSACTION",

"chaincode_name" : "kvtest",

"chaincode_version" : "1.0",

"timestamp" : "2021-01-20T19:30:28+08:00",

"organization_name" : "organization"
I
"validation_code" : "VALID",
"endorser_organizations" : [ "282f3c713ealcec646aa7c640defca9c4f64bd88MSP" ],
"proposal_hash" : "k1Th2ewweWGrWNmmcu7UvzJ8Aw2G190SQzV+IBAAl4gw=",
"read_set" : {

"kvtest" : null,

"lscc" : [ {

"key" : "kvtest",
"version" : {
"block_num" : 2

13
I
"write_set" : {
"kvtest" : [ {
|Ikey|I : l|a1|I,
"is_delete" : false,
"Value" : |l1|l
Iap
"lscc": []
}
i3

R&ES: 400
Bad Request
{
"error_code" : "BCS.4000013",

"error_msg" : "request body is too large"

}
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RS
RS A
200 Success
400 Bad Request
L
B2 ERED.
1.5.3.13 EFRHI¥IS
INEEN A
BARZIFE
it
&0 LATEAPI Explorerdiiiziz [, SXIFEDMAUESEM . API Explorera] LABZ4ERE
SDKHB R, FHRMESDKARIRAEIEIRINEE
URI
GET /v2/agent/apis/channel/{channel_name}/transactions/{transaction_id}/detail
#* 1-87 BBRSH
2% B SR faR
channel_nam | & String BEZR
e
transaction_id | 2 String XRids
=P
% 1-88 153K Header £2%f
2H =AWk SHELR faR
X-Auth-Token | 2 String FHFToken
Ve 54

REB: 200
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2 1-89 I Body &%
2 S¥R A
read_set Map<String,A | 1255 "map(string][]JKVRead key:chaincode
rray<KVRead | value:B{EXI%H"
>>
write_set Map<String,A | 5£ "map[string] [IKVWrite key:chaincode
rray<KVWrite | value:3&{ExI#H"
>>
validation_co | String FEIECAS
de
endorser_orga | Array of [REHzES
nizations strings
proposal_hash | String IEREUERR
transaction_su | Object RZIFIE
mmary
2% 1-90 KVRead
2% SR A
key String (B
version version object | SEEEHERYRRAS
& 1-91 version
Y SR ik
block_num Integer XEREL
tx_num Integer R
2 1-92 KVWrite
2% SR A
key String 5
is_delete Boolean EEMER
value String 5&
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BRI

N Mz 73~

£ 1-93 TransactionSummary

2 SR A
organization_ | String BIEZEAR
name
type String RARE
transaction_id | String R 5id
chaincode_na | String PERD TR
me
timestamp String A aEk
channel_nam | String BIEAR
e
creator_msp | String BHER
chaincode_ver | String PERBRRAS
sion
block_number | Integer XS
KRS 400
& 1-94 IR Body %
2 SR R
error_code String EIRS
error_messag | String HEiRfAR
e
error_msg String IR

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions/1111111/detail

REB: 200
Success

{

"transaction_summary" : {
"block_number" : 29,
"transaction_id" : "6d704b217e17e16de71029b70f17a1ced35c055279f655dfd096bebf978a0546",
"channelName" : "channel",
"creator_msp" : "282f3c713ealcec646aa7c640defca9c4f64bd88MSP",

"type" : "ENDORSER_TRANSACTION",

N5k 01 (2024-11-06)
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"chaincode_name" : "kvtest",
"chaincode_version" : "1.0",
"timestamp" : "2021-01-20T19:30:28+08:00",
"organization_name" : "organization"
1
"validation_code" : "VALID",
"endorser_organizations" : [ "282f3c713ealcec646aa7c640defca9c4f64bd88MSP" ],
"proposal_hash" : "k1Th2ewweWGrWNmmcu7UvzJ8Aw2G190SQzV+BAAl4gw=",
"read_set" : {
"kvtest" : null,
"lscc" : [ {
"key" : "kvtest",
"version" : {
"block_num" : 2

1]
1
"write_set" : {
"kvtest" : [ {
llkeyll : l|a1|I’
"is_delete" : false,
llvaluell : |l1ll
11
"lscc" i []
}
}

RE&E8: 400
Bad Request
{

"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}
RS
RSB 3%
200 Success
400 Bad Request
TS
B2 EIRE.

1.5.3.14 AP RS
IhEEN 4B

TS RS
i

EaTLATEAPI Explorerdifidiziz 0, IFEIAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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XER§EARSS
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URI
GET /v2/agent/apis/peers
BRESH
£ 1-95 153K Header 2%
S =A% SR 1)
X-Auth-Token | £ String FAFToken
IR S5
KEB/: 200
= 1-96 IR Body 2%
2% SR A
peers Map<String,P | key: i, value T =iFlE
eerinfo>
2 1-97 PeerInfo
2% SR A
org_name String HAZTR
org_id String £A47id
peer_name String T RAR
peer_id String Teid
status String RIS
channels Array of RELHULAIpeerZE
strings
url String PeerfT SHIUrliE =
peer String PeerTs mAYAERIH S
KEB/: 400
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% 1-98 [ILZ Body 2%

2% S¥RT iR
error_code String E1=fg
error_messag | String B AR
e

error_msg String A

BRI

GET https://192.168.0.90:30603/v2/agent/apis/peers

il iz 73~ 451
KEB: 200
Success

{
"peers" : {

"peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0.peer-
29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local" : {

"org_name" : "organization",

"org_id" : "a9e940a9e947e8af0c9c2fb98d0129e56210d6b5",

"peer" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0.peer-
a9e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local",

"peer_name" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0",

"url" : "100.95.146.117:30610",

"channels" : [ "channel" ],

"status" : "running"

%
"peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1.peer-
29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local” : {

"org_name" : "organization",
"org_id" : "a9e940a9e947e8af0c9c2fb98d0129e56210d6b5",
"peer" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1.peer-
a29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local",
"peer_name" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1",
"url" : "100.95.146.117:30611",
"channels" : [ "channel" ],
"status" : "running"
}
}
}

RE&FB: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

M HRAS 01 (2024-11-06) WA © EARTERABIRAE 86



XER§EARSS

FRiER 1 Hyperledger Fabric 1E3g8iRETE
RS
RSB ik
200 Success
400 Bad Request
e
B2 WEIREB.
1.5.3.15 #HBRHEHS
IhEEN4a
PR X BREETS == _ERVSECED
U5
&0 LATEAPI Explorerdiiiziz [, STIFEDNMAUESEM . APl Explorera] LABZ4ERE
SDKACRBRMI, FRHSDKIIBRAENEIXINEE
URI
DELETE /v2/agent/apis/chaincode/uninstall
BRESH

2K 1-99 {53k Header 2]

2% BRIk SR fEiA
X-Auth-Token | 2 String FHPToken

Z 1-100 153K Body &#{

¥ BRI SHER i)

chaincode na | 2 String PERRERFR LUNEEEFFL,

me NS FEEBIHE, KE6-25
i

chaincode ver | 2 String PHCIBhRA, R i EREE .

sion =) I (-) , IR
FHLFER, BRfETIAee
GEE
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2% mEwI% SR ik
target_peers | 2 Array of EEHEiBpeerE 2
TargetPeer
objects

£ 1-101 TargetPeer

e EEwE SR 12153
org_id 2 String peerfi/E4H4RID
peer_id = String Peer ID

MR SEL
RSH: 200

% 1-102 g Body 2#

B8 e il R

total_peer_nu | Integer HECIDIREPeer B8]

m

success_peer_ | Integer 1BERINPeerfiE

num

fail_peer_num | Integer EREL M Peerfi =

fail_peers Array of BIEL W Peer(ER
strings

WR&E: 400

% 1-103 O Body ¥

S8 SR A
error_code String EIRg
error_messag | String EIREA
e

error_msg String iR
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iBERTA

N Rz~

DELETE https://192.168.0.90:30603/v2/agent/apis/chaincode/uninstall

{
"chaincode_name" : "chaincode1",
"chaincode_version" : "1.0",
"target_peers" : [ {
"org_id" : "9802af57cfab764dc12b860c44b01969575e83c9",
"peer_id" :

"peer-9802af57cfab764dc12b860c44b01969575e83c9-1.peer-9802af57cfab764dc12b860c44b01969575e83¢9

.default.svc.cluster.local"
11
}

REHE: 200
Success
{

"total_peer_num" : 4,
"success_peer_num" : 4,
"fail_peer_num" : 0,
"fail_peers" : []

}
RE&H: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}
RSB
RSB iR
200 Success
400 Bad Request
eI
BESIEIRB.
1.5.3.16 F#HiRE
Ihee s
THREABEZENERS
IE I

ST LATEAPI Explorerdifidiziz O, IFEIAIESEAN . API Explorera] LABRI4ERK

SDKIHERGI, FRHESDKICHIRABIEIRNINGEE .
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URI
POST /v2/agent/apis/chaincode/report
iBREH
£ 1-104 153K Header &%
2% B SR R
X-Auth-Token | 2 String HRFToken
& 1-105 153k Body &
2 BRI SR i)
chaincode na | 2 String PEHLIBER, 5SLEECBTE
me E—H, FHEHLBEEIRIN
chaincode_ver | 2 String HEACIBhRA, S5t CETiE
sion 5—
EVE=S5Y
K&/ 200
2 1-106 ULz Body 2%
S SRR A
- File
KEB/: 400
% 1-107 [ Body S
¥ SRR PG
error_code String =g
error_messag | String IR
e
error_msg String HEiRfAR
=R N

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/report

N5k 01 (2024-11-06)
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N Rz~

T

HI=0

{
"chaincode_name" : "chaincode1",
"chaincode_version" : "1.0"

}

RESE8: 400
Bad Request

{
"error_code" : "BCS.4002068",
"error_message" : "failed to get report, not existed"

}

INAE 1k

200 Success
400 Bad Request
BESIEIRB.

1.5.4 5HRAEH (20)

1.5.4.1 ik

PHXBME—METXRENSHXSHEERA, EHARSHIIeIE. AJRIE
TIERYEM . k. KIFEINEE, Z4FHEETW3CHHLED (Decentralized
Identifiers, DIDs)F1BI3&IESENE (Verifiable Credentials, VO)BIFRAESEI, AP AFIE
WAFRHSZE—Y. TEFEN. BEEENSHXSMIRR, BRERRESN]. B
il B A S AP ERIBRFA T EE LR .

AKX HAENBELHNE (DID ) ERSCIRENERLR . 1FHE2RE1-11.
BE1-12. E1-13F0E1-14,
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1-11 SHRBHEIEHE]

7| | B/ || arueiiE SR IE

ICIRE me
e s i
‘ B AR R TR ,
Bk HT A o e
e FEDID | LSRR MDD
FRH: 5 3 x LiATIEEE0 N
WA x B R S
1 || stk | | s | | TR 1
%dt: 153

1. BBt SniEM(FEEservice) IiEMDIDE KT EHB CIEFHND
LB, FESMHERMEIXKIRE NS HEM. £WAFRIDIDEHHE
VIS EEFEEREHIRSER, ISIFSHFNNAEn= .

AR
g%ﬁzﬂl%@: BrE. FREENKIEE, HP81AefrlE2RE. NA. TAZ

2. BHEMNSMInRZE, BIaRIFEIERSESHESH ZERNAMEERER.
SRR EEXEMREM AR EIXIRE b, FFEMHEP, $8EETLIEE
EERRINERE, REEIERERARIEE AR

3. KiFETLIBZEOEIHFEE LR ‘JRIESIE" , BRESEENRIIE
R REESS

ERBI

SHBHPEEESEERPNUAN—EMIRS, BUCRFERXREEXZEONE
FARME . RItERMIERIFERENRBFFARMEK abricALMRIEBEZRNER

MARIY:
SREYFEPFABAIEBAIS VAR, BCSXRGEEIRRE M FEFHopenss| THEERE, FM5
ZBES NERE fabric A FFRASARIEBRITSIE .
RESFEERBEIRIEEENSI, BohNEHPIRSAIERD NI RIBEIFIHE
LEERiEE.
o HEHMRIBENF, FEEBRBEURIESIENS D/ SIEHEERRXATRE.
o i FEIBIENP, FEEERIBEURIEEIENS M/ EIEEIRINEFIE T XS,
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1-12 SHABHERITFE (E/MRIBRR)

=gE sEE

[i] ZEfFEILDID

S ERESTRIAPL | o,
s RaEFEER AERSEE

55
=i}
i

]
1|
I
o
o
yvyy

1
LI
if
g
[
=i
il
=i
il
il
v
[

[] EREEEEDID .
E] WEEE, EEEHEE »
[} SOt EET IR [‘]
D EEOITEIE _{]
D ST RIRIESIE =E|

it LHIBEIF, RIBFAESEAREBZARGHEBEEE, DHELHBNEZ

BB,

1-13 DHRBPERITFE (5 LRS- & HIEEN)

=i E i b
=5z e wIz B R e | sestanme
[H EfEEUDID N
| i

]
L1
1
|
[S]
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4

L1
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il
i
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1-14 SHRBPERITFE (5 LRIS-BE&HIEEN)

EiT: ERESTHI APIE | .

1.5.4.2 5% E{5 (DID) E1E

1.5.4.2.1 I B4 (FH service)

SEEFIER
= DD |
T [‘] TRADID
! 1 FERDID
t’ EHTRIRTSE H o
i SESMENEEITE 'D
[E n n
FaENETE g g
E=HES [D 'D
iTERE ‘
D SETSTET D
R i
D HETESE, BUSRCES L — D
[] EESNHTRATEEEE .;D
[:} AP [

TheEENA
SHREMEMEE. EERZLD ERIBRESLFERopenss TEE B FFRIFATAFI
#HfabricCR{ARIT P EZAVED (SiBiIgBCS KR GEETERE N AFIER) . FETE
AEIATTRHRIARSS T .
it
EaTLATEAPI Explorerdifidiziz O, IFEIAIESEAN . API Explorera] LABRN4ERK
SDKACHERA, FHRESDKAIEREIEIHINEE
URI
POST /v1/identity/firm-did
iBRESH
7 1-108 53k Body &
2% EEUkE SRR R
orglD 2 String £H7id
channellD = String BiEid

N5k 01 (2024-11-06)
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=RegisterDIDWithService

XER§EARSS
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2% BEWI%E SRR ik
cryptoMethod | 2 String #ERsE, BRIEEASW
cert 2 String BRIES, 81T RESFEEM
EHRITRE\n
sk = String FIFTASE, BT REHIRZEEM
EHEITRAN
timestamp 2 String A iEIE%
service 2 Array of IRMHA9ARSS
DIDService
objects
£ 1-109 DIDService
e B WI%E SR R
type 2 String St
serviceEndpoi | 2 String BAS
nt
credentialApp | & CredentialAp | ERIEEIEATEEIERISchema
lySchema plySchema
object
2 1-110 CredentialApplySchema
e B WI%E SR R
type & String St
name B String 2R
description & String HAMEE
attributes & Array of IEEIES
Attribute
objects
£ 1-111 Attribute
8% BE W% SRR ik
name B String BIR
type & String S
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2% BEWI%E SRR ik
description & String HIREE
[ e
R&MB: 200
% 1-112 g Body 2#
B8H e el ik
did String SHNE BRI

REH: 500

% 1-113 Qi Body &%

2H SHE ik

errorCode String FEL)

=Z\ . SE
RAKE:

36

errorMsg String HixfmiR

RAMKE:
RAKE:

512

BRI

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- "

sk r e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY----- "

"timestamp" : "2020-10-27T17:28:16+08:00",
"service" : [ {
"type" : "VerifiableCredentialService",
"serviceEndpoint" : "https://example.com/vc/",
"credentialApplySchema" : {
"type" : "file",
"name" : "Test Enterprise Certification",
"description" : "this is test apply info",
"attributes" : [ {
"name" : "bob",
"type" : "string",
"description" : "Attribute's description"
]
}
]
}

N5k 01 (2024-11-06)
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N 7~
WREMB: 200
SHXBMDIRR
{
"did" : "did:example:2THjdfbKMLDVcoYvkiepro"
}
R&FB: 500
S M0 K
{
"errorCode" : "BCS.5002033",
"errorMsg" : "Service Type and ServiceEndpoint Can not Null"
}
NENE
K& ik
200 SHLBHIRR
500 SN R
FHIRD
5= WHEIRE .

1.5.4.2.2 i¥## DID

INEEN4A
DIDHRIFM SR, ALABERFEM AR —DID, iZDIDARHRS, RFE—
%ﬂ o

it
EaJLATEAPI Explorerdifidiziz 0, IFEIAIESEAN .. API Explorera] LABRN4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .

URI
POST /v1/identity/did

IBREH

% 1-114 15K Body %

2% =AUk SR ik
orglD 2 String £H4Qid
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MR S &

iERBI

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "channel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE-----

2H BRWIE SR fHR
channellD = String BiEid
cryptoMethod | 2 String &E7i%, BRIEEASW
cert 2 String BRIEE, BITRESDZTEEIN
EIEITRF\n
sk = String BRTASH, BITRESDFEEM
EIIEITRF\n
timestamp 2 String A a1
K&/ 200
% 1-115 KL Body &%
2% SHE iR
did String SHXBDIRR
RSB 500
2 1-116 Ui Body 2%
B8H SHERR U
errorCode String EL)
=UN NEH
RAKE:
errorMsg String HEistmA
=U\.SEH
RAKE:
{

\n..\n..\n----- END CERTIFICATE----- ",

sk i Memee BEGIN PUBLIC KEY-----\n...\n..\n----- END PUBLIC KEY----- s
"timestamp" : "2020-10-27T17:28:16+08:00"

N5k 01 (2024-11-06)
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N Rz 7~

N

AR

WR&E: 200

B HXBDIRR

{

"did" : "did:example:2THjdfbKMLDVcoYvkiepr9"

}

K& 500
S R

{

"errorCode" : "BCS.5002033",
"errorMsg" : "Service Type and ServiceEndpoint Can not Null"

}
RSB R
200 DHLEMIRR
500 S vz

52 LEIRB.

1.5.4.2.3 8§ DID

ab
ThEEN 4B

i

URI

IBREH

BEHDIDIMAEF L HAIARSS -

RB]LATEAPI ExplorersRiidiziz [, IFEMAIESEN . API Explorerf] LAEENERK
SDK{HERGI, FHEMSDKABREIEXINGE .

PUT /v1/identity/did

# 1-117 53K Body 2%

2% =AUk SR ik
orglD 2 String £H4Qid

N5k 01 (2024-11-06)

WRIERE © EARITERARERAF

99


https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=UpdateDIDService

XEREEARSS

FkRisE 1 Hyperledger Fabric IE52hRETE
2% BEWI%E SRR ik
channellD = String BiEid
cryptoMethod | 2 String ZERsE, BRIEERSW
cert 2 String BRIEE, BITRESDZTEEIN
EIRITRE\n
sk = String BRTASH, BITRESDFEEM
EHITE\n
timestamp 2 String A2,
did 2 String PHXBMDIRR
service S Array of e IIES
DIDService
objects
£ 1-118 DIDService
2% BEWYIE SRR R
type 2 String it
serviceEndpoi | 2 String BAR
nt
credentialApp | & CredentialAp | BRIBEIEFTHREIERISchema
lySchema plySchema
object
2 1-119 CredentialApplySchema
2% BEWIE SR R
type & String it
name B String BIR
description & String HAEE
attributes & Array of IEEZIES
Attribute
objects
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2 1-120 Attribute
2% AU SR ik
name B String 2R
type & String ESit)
description & String HIRMEE
N R SEL
K369 200
% 1-121 1AL Body ¥
2% SR A
context String context
id String DHXBDIRR
publicKey Array of YNELIIES
DocPublicKey
objects
authenticatio | Array of didEAPFRR
n strings
recovery String BRXNAMR, ATRAHEREER
service Array of IRS35IZE
Service
objects
proof Proof object | IEAB&EHE, AIAZ
created String ElFELD]E]
updated String EHTATE)
status String K&
2 1-122 DocPublicKey
2 SR A
id String LEPIRIR
type String N E it
controller String LIBRYIEFIETRR
publickeyPem | String PNEFIER

MAERRAS 01 (2024-11-06)
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2% 1-123 Service

2% SR fHiA

id String ARSSHRIRA
type String St
serviceEndpoi | String RS 4A ML
nt

credentialApp | CredentialAp | BB EIEFREEIEAISchema
lySchema plySchema
object

€ 1-124 CredentialApplySchema

¥ SRR iR
type String i)
name String B
description String RER
attributes Array of IE eSS
Attribute
objects

£ 1-125 Attribute

2% S HiR
name String BFR
type String i)
description String HIAMEE

2% 1-126 Proof

2% SR fHiA

creator String tIEESMIRR
type String Rt
created String BA0ETE
signatureValu | String BH2E

e
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iERTA

Ml iz 73~ 451

N

R7SF5: 500

2 1-127 @i Body 2%

2% SR I
errorCode String e

=RIMKE: 8
RAKE: 36

EREA
BIME: 2
RAKE: 512

errorMsg String

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- "
sk teaeee BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY----- "

"timestamp" : "2020-10-27T17:28:16+08:00",
"did" : "did:example:ebfeb1f712ebc6f1c276e12ec21",
"service" : [ {
"type" : "VerifiableCredentialService",
"serviceEndpoint" : "https://example.com/vc/",
"credentialApplySchema" : {
"type" : "file",
"name" : "Test Enterprise Certification",
"description" : "this is test apply info",
"attributes" : [ {
"name" : "bob",
"type" : "string",
"description" : "Attribute's description"

}

KEB: 500
SN iz

"errorCode" : "BCS.5002033",
"errorMsg" : "Service Type and ServiceEndpoint Can not Null"

}

REES 1R

200 DN BD ISR
500 SN Rz
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iR
52 EIRIE

1.5.4.2.4 &1 DID

IhgeN4A
EifIgEDIDAI Y
i
EAJLATEAPI Explorerdifidiziz 0, SIFEIAIESEAN . API Explorera] LABRI4ERK
SDKACRBRMI, FRHSDKIIBRAENEIXINEE
URI
POST /v1/identity/query-did
IBREH
= 1-128 i3k Body &%
8% W% SR ik
orglD = String £H4Qid
channellD = String Eiaid
cryptoMethod | 2 String %, BRIBEEASW
cert = String BRI, BITRESNFEREINN
EHRITRE\N
sk 2 String FFTASR, 81T RESFZEEM
EHRITRE\n
timestamp 2 String RIS
did = String PHXBDIRR
V254

WR&E: 200

% 1-129 g Body ¥

2% SHH g
context String context

M #%hRA 01 (2024-11-06) AR © AR BRABIRAE 104


https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ShowDID

XEREEARSS

FEisrg 1 Hyperledger Fabric {E3RhIRETE
2% SR fik
id String SHREHIRR
publicKey Array of NS
DocPublicKey
objects
authenticatio | Array of didEAIRR
n strings
recovery String BRXANR, ATRAFEREER
service Array of IRS351ZE
Service
objects
proof Proof object | IEARLEHE, AR
created String BUEERTE)
updated String EHTAYE)
status String K&
Z 1-130 DocPublickey
8% SHEE fEik
id String REPIRIR
type String YN ZESit]
controller String NPREFIE RS
publickeyPem | String NS
£ 1-131 Service
2% S¥RT iR
id String ARSSHRIR
type String ARS5EY
serviceEndpoi | String RSN B RILE
nt
credentialApp | CredentialAp | ERIBEIEFFFEEIEAISchema
lySchema plySchema
object

MAERRAS 01 (2024-11-06)
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2 1-132 CredentialApplySchema
2 S¥R A
type String it
name String B
description String mAER
attributes Array of IS
Attribute
objects
& 1-133 Attribute
2% SR R
name String BFR
type String i)
description String HRER
£ 1-134 Proof
2¥ SR A
creator String tIEE BRI
type String o =it
created String T2 CUEATE
signatureValu | String TH2E
e
RE&H: 500
% 1-135 IRz Body %
2% SR A
errorCode String EEIRG
&IMKE: 8
AKE: 36
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2H SR iR
errorMsg String HEiRfAR
BNMNE: 2
BAEKEE: 512
(=Pl

{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE-----\n..\n..\n-----END CERTIFICATE-----
"sk" : "------BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY- "
"timestamp" : "2020-10-27T17:28:16+08:00",

"did" : "did:example:ebfeb1f712ebc6f1c276e12ec21"
}
i Rz 7351

WR&E: 200

DINBD AT
{

"context" : "https://www.w3.org/ns/did/v1",

"id" : "did:example:ebfeb1f712ebc6f1c276e12ec21",
"publicKey" : [ {

"id" : "string",
"type" : "string",
"controller" : "string",

"publicKkeyPem" : "string"
b1

"authentication" : [ "did:example:ebfeb1f712ebc6f1c276e12ec21#key-0" ],
"recovery" : "string",
"service" : [ {

"id" : "did:example:ebfeb1f712ebc6f1c276e12ec21#xdi",
"type" : "XdiService",

"serviceEndpoint" : "https://xdi.example.com/8377464",
"credentialApplySchema" : {

"type" : "LegalCitizen",

"name" : "LegalCitizen",

"description" : "Certified Chinese citizens",
"attributes" : [ {

"name" : "name",
"type" : "someType",
"description" : "Identity number"

1]
}
11
"proof" : {
"creator" : "did:example:ebfeb1f712ebc6f1c276e12ec21",
"type" : "RsaSignature2018",
"created" : "1606720551",

"signatureValue" : "eyJhbGciOiJSUzI1NilsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYOI
PAYuNzVBAh4vGHSrQyHUdBBPM"

1

"created" : "1588921521",
"Updated" : IH|,

"status" : "active"

}
REH: 500

N5k 01 (2024-11-06)

IRIERE © L ATITERAGIRAT 107



XRGEARSS
T e 1 Hyperledger Fabric &38R ETE

I R

{
"errorCode" : "BCS.5002034",

"errorMsg" : "request timed out or been cancelled"

}

R
/NG ik
200 DI BHD SR
500 eyl
FRIRD
55 IEIRB .

1.5.4.3 AIIGUFENE (VC) B8

1.5.4.3.1 AH AU EIERIENR

IEEN4A
ABIEIEIREIRE . Ekprofessional ZZEPEIIRSER, RAFZRREBZZAL
Gi—, HERRIBERKRARAREA

it
RB]LATEAPI Explorerdhididiziz [, IFEMAIESEN . API Explorerfa] LAEENERY
SDKCHBRMI, FRMSDKILEIBREIEIXINEE

URI
POST /v1/identity/credential-schema

BRESH

% 1-136 53K Body 2%{

2% BEWIE SR fHid

orglD = String £820id

channellD = String BiEid

cryptoMethod | 2 String ZERsE, BRIEEASW

cert 2 String BRIER, 81T REHDFIEEN
EIHITRE\N
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XEREEARSS

FAEISE 1 Hyperledger Fabric 1Ei2hREIE
2% BEWIE SR fiEid
sk 2 String BRTASH, BITREIDZTEEIN
EHRITRN
timestamp 2 String A B2k
title B String B
identifier 2 String FriR
attributes ES Array of BHER
Attribute
objects
issuer ! String EREBDIRR
2 1-137 Attribute
2% =AWk SR fiHid
name B String ZIR
type & String et
description S String U
D)VE254
R&B: 200
# 1-138 gk Body £
2% SR fHiA
schemalndex | String BEREFEEsE ERIZRE]

credentialSch
ema

CredentialSc
hema object

CredentialSchema

2 1-139 CredentialSchema

2% SR fHiA

creator String elfE=g =y
title String BFR

identifier String EUFEIRARIR

N5k 01 (2024-11-06)
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iBERTA

2 SRR iR
attributes Array of BHER
Attribute

objects
version Integer IRZAS

£ 1-140 Attribute

28 SHERE R
name String 2R
type String i)
description String HAMEE

WR&G: 500

Z 1-141 IR Body 2%

2% SHE fik

errorCode String e
mMKE: 8

RAKE: 36

ST 4o

String SRS
BIME: 2
BAEKE: 512

errorMsg

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----—- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- "
sk e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-

"timestamp" : "2020-10-27T17:28:16+08:00",
"title" : "string",
"identifier" : "string",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description" : "ldentity number"
b1
"issuer" : "did:example:ebfeb1f712ebc6f1c276e12ec21"

}
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N Rz 7~

T

tHI=E

1.5.4.3.2 EFEIHEIR

ab
ThEEN 4B

iz

URI

KREME: 200
VCSchemaResponeParams

{
"schemalndex" : "string",
"credentialSchema" : {
"creator" : "string",
"title" : "string",
"identifier" : "string",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description" : "ldentity number"
1
"version" : 0
}
}

JR7&SES: 500
S R

{
"errorCode" : "BCS.5002035",
"errorMsg" : "Schema Already Exist"

}
K& fEix
200 VCSchemaResponeParams
500 el

52 EIRIE

RIERS I EIEIERR.

ZB]LATEAPI ExplorerdifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKXEBRABI, FHRESDKABBREIEIXINGE

POST /v1/identity/query-credential-schema

N5k 01 (2024-11-06)
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XEREEARSS
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BRSH
2 1-142 153K Body 2%
2¥ AUk SR iR
orglD 2 String £H47id
channellD = String BiEid
cryptoMethod | 2 String INExE, BRIBEEASW
cert 2 String BRIEH, 817REHDFEEM
EHITRN
sk 2 String FAFFASH, BT REHIFEEM
EIHRITRN
timestamp g String A E)E;
schemalndex | 2 String schemaZ 3|
N Rz 24
R&EB: 200
& 1-143 IR Body B4
S¥ SR ik
creator String BlEEE S MHIRR
title String ZFR
identifier String EUFRIRIRIR
attributes Array of BHEER
Attribute
objects
version Integer bR
3£ 1-144 Attribute
2¥ SR A
name String B
type String it
description String HRER
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R7SF5: 500

# 1-145 IR Body 2%

24

s

R

errorCode

String

IS

R/IMKE:
RAKE:

36

errorMsg

String

eSS

RAMKE:
RAKE:

512

BRI

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",

"cryptoMethod" : "SW",
"cert" : "--—- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- ",
sk M BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",

"schemalndex" :

il iz 7= 151

WR&G: 200

CredentialSchema Information

{

nqn

"creator" : "string",

"title" : "string",

"identifier" : "string",

"attributes" : [ {

"name" : "name”,
"type" : "someType",

"description" : "Identity number"

1

"version" : 0
}
RS 500
SEMNe 52

{

"errorCode" : "stringst",
"errorMsg" : "string"

1R

)
WS
K&
200

CredentialSchema Information

N5k 01 (2024-11-06)
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K& A
500 S
IR
52 SR

1.5.4.3.3 ERiEATSSUEENE

ThEEN 4R

iz

URI

IERSH

ERISAIIRIEREIE . RIEARSTEPRNGEFTER, HEEERRMBXEE.

1RE]LAYEAPI ExplorershiEixizizE, ﬁ?—:ﬁﬁ]%iﬁﬁﬂo API Explorera] LA ZI4EERY

SDKIEEGI, FRHESDKICEIRAEIEIRNINRE .

POST /v1/identity/apply-vc

% 1-146 153K Body 2%

BH =Rk SR 1k

orglD 2 String £H4id

channellD = String BiEid

cryptoMethod | 2 String NZERE, BHRIBEEASW

cert 2 String BRI, BT RESNFEEM
EIHRITE\N

sk = String BRFTASH, BITREDZEEN
EIRITFF\n

timestamp 2 String ek

applyer 2 String IS ERIFMDIRR

servicelD = String IRSBEMRIR . IRSIEHEdid
= BBRYserviceAYid

data & String data

N5k 01 (2024-11-06)

WRINPE © HARHTERABRA

114


https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ApplyVerifiableCredential

XER§EARSS
FRisE

1 Hyperledger Fabric 1852iRE1E

V=251
RE/: 200

% 1-147 Qi Body ¥

B8H SHERR iR

orderindex String A

RSB 500

% 1-148 L7 Body %]

84 SHER R

errorCode String e
B/M<E: 8
RAKE: 36

errorMsg String =R
=BME: 2
RAKE: 512

BRI

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",

"cryptoMethod" : "'S
"cert" : "----- BEGIN CERTIFICATE

W,

"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"servicelD" : "did:example:ebfeb1f712ebc6f1c276e12ec21#servicel",

"data" : "abcdefg"

N Rz
RSHG: 200

VCOrderResponeParams Information

{
"orderlndex" : "string"
}
KE&B: 500
S ML
{

"errorCode" : "stringst",

N5k 01 (2024-11-06)
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"errorMsg" : "string"

}

/T
K& fid
200 VCOrderResponeParams Information
500 S Kz
=i
TS EIRB .
1.5.4.34 EREFRNEIEER
ThEe A
BREWARBITE, BEANEIERS |EHELTRF,
I
ZB]LATEAPI ExplorerdifFiiziE 0, SIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKAEBRAI, FHRESDKAIEREIEIHINGE.
URI
POST /v1/identity/vc-order
EREH

% 1-149 153k Body &

2% =Rk SRR ik

orglD 2 String £H4Qid

channellD = String BiEid

cryptoMethod | 2 String mn#Ermx, BRIBEASW

cert 2 String BRIEE, BITREDZTEENN
EHRITRE\n

sk 2 String BRTASH, BITREDFEEM
EIHRITE\N

timestamp 2 String A iE)E%

orderindex = String TBRES|

vcindex 2 String EIFRS|
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XER§EARSS
FRisE

1 Hyperledger Fabric 1&52iRE1E

MR SEL
REHD: 200

% 1-150 O Body ¥

2% ST fER

orderIndex String 1TEEZERE|

result String &R

K&/ 500

& 1-151 IRz Body %

84 SHRT faR

errorCode String e
mAMKE: 8
mAKE: 36

errorMsg String Ei=EA
=BMSE: 2
RAKE: 512

=GNl
{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE

\n..\n..\n----- END CERTIFICATE----- g

sk e BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY----- g
"timestamp" : "2020-10-27T17:28:16+08:00",

"orderIndex" : 1,
"vcindex" : 0

e Rz 73~451
REB: 200

ConfirmOrderResponeParams Information

{
"orderIndex" : "string"
"result" : "string"

}
W&G: 500
SR R

{

"errorCode" : "stringst

’

n
’
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"errorMsg" : "string"

}

NG
K& 1R
200 ConfirmOrderResponeParams Information
500 S 7
fHIRD
52 BRI
1.5.4.3.5 EIFEIERIFITR
ThEe A
FIEIERHIBITE
iEh
R LATEAPI ExplorersRiidizig [, ZIFEIMAIEEN . API Explorera] LABENERK
SDKACHERA, FHRESDKAIEREIEIHINEE
URI
POST /v1/identity/query-vc-order
ERESH

% 1-152 153K Body &#{

B8H W% SRR 1k

orglD = String £H4Qid

channellD = String Biaid

cryptoMethod | 2 String NZERE, BRIBEEASW

cert 2 String BRIEH, BT RESNFEREMN
EHRITRE\n

sk 2 String FFTASR, 81T RESFZEEM
EHRITREN

timestamp 2 String RIS

orderindex 2 String 1JEZES|
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XER§EARSS
Fxisrm

1 Hyperledger Fabric 1852iRE1E

MR SEL

iERzA

WRERS: 200

% 1-153 g Body &%

2% SR fHiA
applyer String IS EBMIRR
orderSeq String ITRFS=S
applyTime String FRISHYE
price String &
status String RE
service String RS
reason String EHER
dataUri String EUFEHEURI
encryptedAes | String INZZAYAESZZEH
Key
uriType String URIZEEY
dataHash String #3EAYhash
lockProof String AEIERA
vcindex String AN
R&H: 500
2 1-154 IR Body %
e S ik
errorCode String e
=RMSE: 8
EAKE: 36
errorMsg String Ei=fEA

BIMEE: 2
RAKE: 512

{
"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
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Ml iz 73~ 451

T

"cryptoMethod" : "SW

"cert" : "----—- BEGIN CERTIFICATE----- \n..\n..\n-----

sk e BEGIN PRIVATE KEY----- \n..\n..\n
"timestamp" : "2020-10-27T17:28:16+08:00",

"orderIndex" : 1

REB: 200
VCOrder Information

{
"applyer" : "string",
"orderSeq" : "string",
"applyTime" : "string",
"price" : "string",
"status" : "string",
"service" : "string",
"reason" : "string",
"dataUri" : "string",
"encryptedAesKey" : "string",
"uriType" : "string",
"dataHash" : "string",
"lockProof" : "string",
"vclndex" : "string"

}
KR&ME: 500
SETMIIR iz
{
"errorCode" : "stringst",

"errorMsg" : "string"

}

/N R

200 VCOrder Information
500 SN iz

52 ERB.

1.5.4.3.6 EIGFLIENREITER

RIBIRSIRRTT, EEFHENESIERETE, (NERSEHEBIR

1&B]LATEAPI Explorerdididiziz [, XIFERMAIEEN . API Explorera] LAEENERY

SDK{LRIRAI, FHEMSDKARDRFIEIXINEE
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XER§EARSS

T e 1 Hyperledger Fabric &38R ETE
URI
POST /v1/identity/query-vc-orders
ERSH
% 1-155 153K Body &
2 BEWI% SR R
orglD 2 String £H4Rid
channellD = String BiEid
cryptoMethod | 2 String NZE7i%E, BRIBEEASW
cert 2 String BRIEE, BITRENZTEEIN
EHRITR\N
sk 2 String FBRTASH, BT RESDFEEM
EILHRITA\N
timestamp 2 String A iE)E%
servicelD & String IRSHIFIRFT
N Rz 24
RE&E8: 200
% 1-156 A Body %
2% SR ik
items Array of LZIES
VCOrder
objects
% 1-157 VCOrder
e S fix
applyer String FIEEBDNIRR
orderSeq String ITBRRFIS
applyTime String ERiSAY )
price String Mg
status String K&
service String RS
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2% SR fEA
reason String BHER
dataUri String FUFEHEURI
encryptedAes | String DNZRIAES SR
Key
uriType String URIZEEY
dataHash String ##EAYhash
lockProof String HliEIERA
vcindex String =ANEE]

REH: 500

% 1-158 Ik Body 2#

2H SHEE iR
errorCode String LI

=MSE: 8
RAKE: 36

errorMsg String iR
BIME: 2
RAKE: 512

iERzA

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

@I § Memee BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",
"orderIndex" : 1

i Mz 73~ 51
KRG 200
UntreatedVCOrder Information List
{

"items" : [ {
"applyer" : "string",
"orderSeq" : "string",
"applyTime" : "string",
"price" : "string",
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"status" : "string",
"service" : "string",
"reason" : "string",
"dataUri" : "string",
"encryptedAesKey" : "string",
"uriType" : "string",
"dataHash" : "string",
"lockProof" : "string",
"vcIndex" : "string"
1]
}
R&E3: 500
LWL i
{
"errorCode" : "stringst",
"errorMsg" : "string"
}
RS
RSB iR
200 UntreatedVCOrder Information List
500 S M0 2
s
HIxnS

52 IEIRE .

1.5.4.3.7 A OIIGUEEIE

IheeNnA
TR AT IR, & & AT BIFAA 9 HR1RTIE] .
izt
R LATEAPI ExplorersRiidiziE ], IFEIMAIESEN . API Explorera] LABENERK
SDKRRIRMI, FHRMSDKILBBRAENEIXINEE
URI
POST /v1/identity/issue-vc
ERESH
7= 1-159 {53k Body £%{
2% BEWI% SRR R
orglD 2 String £H4Qid
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XER§EARSS
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2% mEwI% SR fiEid
channellD = String BiEid
cryptoMethod | 2 String &E7i%, BRIEEASW
cert 2 String BRIEE, BITRESDZTEEIN
EIHITR\N
sk = String BRTASH, BITRESDFEEM
EIRITFF\n
timestamp 2 String A2,
credentiallnfo | 2 CredentialSu | EIFEFEE
bjectinfo
object

2 1-160 CredentialSubjectinfo
2 =AW ST A
applyer 2 String FHISEBMDIRR
issuer ! String EREBDINR
sequence 2 String EUENFSIS
schemalndex | 2 String EIHEIRZRS|
expirationDat | & String 1S HARTIE]
e
data = String FIEEURAN

) VES

K388 200

Z 1-161 i Body 2%
2% SR fHiA
vclndex String EUEERS|

R7SF5: 500

N5k 01 (2024-11-06)
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i5RHl

il iz 73~f51

7T

# 1-162 IR Body &%

2% SHRE R
errorCode String e

=RIMKE: 8
BRAKE: 36

errorMsg String Ei=fEA
BMSE: 2
BRAIKE: 512

"orglD" : "org1",

"channellD" : "mychannel",

"cryptoMethod" : "this is a demo",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- ",
"sk" r Mammeee BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"issuer" : "did:example:fdsafre767f8a3hr773j4h1jkhr",

"sequence" : "10025469331",

"schemalndex" : "did:example:ebfeb1f712ebc6f1c276e12ec21_IDCard",
"data" : "{\"name\": \"xm\",\"age\": 18}"

WR&G: 200

VCResponeParams Information

"vcIndex" : "string"

WR&E: 500
KM

"errorCode" : "stringst",
"errorMsg" : "string"

W& faik

200 VCResponeParams Information
500 SR
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tHI=0

52 IR

1.5.4.3.8 IRIEZRS | GRS EIE

ab
ThEEN 4B

iz

URI

iBREH

=3

RS | EE G EIE

1Za]LATEAPI ExplorerdiidiziZz [, STIFEDNMAUESEM . API Explorera] LABZ4ERE

SDKACHERBY, FHEMSDKAISREIEIRINEE

POST /v1/identity/query-vc

% 1-163 153k Body &#{

2% BEWI% SR HEid

orglD = String £820id

channellD = String Biaid

cryptoMethod | 2 String 7%, BRIBEEASW

cert = String BRIEH, 8irREHSFTEEM
EIHRITRN

sk 2 String FIFTASE, BT REHIFZEEM
EHRITRN

timestamp 2 String A B2k

vclindex 2 String EIFERS|

R&FB: 200

#& 1-164 KL Body S%(

2% SR R

context String ES

sequence String RN RAEIERI oIS

N5k 01 (2024-11-06)
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2% SRR fik
type Array of EIEsaNaa il
strings
issuer String BREBMIRA
issuanceDate | String TRHEEA
expirationDat | String AT =PVEL
e
credentialSubj | CredentialSu | EiFFH
ect bject object
revocation Revocation 6]
object

2 1-165 CredentialSubject

2% SR fiA

owner String FRIEE RIS HIRR
type String EIEEEY
schemalD String schema ID
dataURI String HIBURI
encryptedAes | String IREEXIFREZSR

key

uriType String b ] Bt
dataHash String #HiEhashiE

2 1-166 Revocation

2% S¥RT iR
id String IHAPIS & IS IZRIurl
type String it

WR&HG: 500
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# 1-167 IR Body 2%

2% SHH

filig

errorCode String

HIxt

R/AMKE:
BRAKE:

36

errorMsg String

eSS

R/IMKE:
RAKE:

512

iERTA

"orglD" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- "
"sk" o Meeeeee BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY-
"timestamp" : "2020-10-27T17:28:16+08:00",
"vcindex" : 0

}

g Rz7~51

RSE5: 200

VerifiableCredential Information

{

"context" : "https://www.w3.0rg/2018/credentials/v1",

"sequence" : "x00123456",

"type" : [ "VerifiableCredential", "AlumniCredential" ],
"issuer" : "https://example.edu/issuers/565049",

"issuanceDate" : "1606720551",
"expirationDate" : "1606720551",
"credentialSubject" : {

"owner" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"type" : "professional”,

"schemalD" : "did:example:ebfeb1f712ebc6f1c276e12ec21_IDCard",

"dataURI" : "string",
"encryptedAeskey" : "string",
"uriType" : "index",

"dataHash" : "e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b85"

1

"revocation" : {
"id" : "string",
"type" : "string"

}
KE&/: 500
SN iz

"errorCode" : "stringst",

"errorMsg" : "string"

}

N5k 01 (2024-11-06)
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REB
RSB iR
200 VerifiableCredential Information
500 SN
TEEL
52 ERB.

1.5.4.3.9 I&UEENE

IhEENa
IR IEEF R R FEUR G A,
izt
ZBJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorerl] LABENERK
SDKACHERAI, FRMSDKAHE BRI INEE -
URI
POST /v1/identity/verify-vc
IBREH

7 1-168 153k Body &%{

8% =% e el 1k

orglD = String £H4Qid

channellD = String Biaid

cryptoMethod | 2 String %, BRIEEASW

cert = String BRIER, 81rREHSFEEN
EHRITRE\N

sk 2 String FFTASR, 81T RESFZEEM
EHRITRE\n

timestamp 2 String RIS

vcindex 2 String AN

owner 2 String FIEFrEEBMIRR
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MR SEL
REHG: 200

% 1-169 I Body ¥

2% SHER R

isOwned Boolean =5HE

RSB 400

& 1-170 NgLZ Body &8

2% SHER R

errorCode String e
B/M<E: 8
RAKE: 36

errorMsg String IR
=BME: 2
RAKE: 512

K388: 500

2 1-171 Wi Body 2%

2% SRR N

errorCode String LI
B/IM<E: 8
RAKE: 36

errorMsg String FESTEE
BIME: 2
BAKEE: 512

(=l
{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE-----

\N..\n...\n-----END CERTIFICATE-----",

sk r e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY----- "
"timestamp" : "2020-10-27T17:28:16+08:00",

"vcindex" : 1,

N5k 01 (2024-11-06)

IRIERE © L ATITERAGIRAT 130



XEREEARSS
FRisE

1 Hyperledger Fabric 1&52iRE1E

MRz~

T

R

"owner" : "did:example:ebfeb1f712ebc6f1c276e12ec21"
}

WR7&89: 200
VCVerifyResponeParams Information
{

"isOwned" : true

}
WK&G: 400

S

{
"errorCode" : "BCS.4002030",
"errorMsg" : "Owner(bol) does not have credential ..."

}
RS 500
e E)

{
"errorCode" : "BCS.5002014",
"errorMsg" : "Internal Server Error"

}

K& 1R

200 VCVerifyResponeParams Information
400 S 7

500 SR iz

%

52 EIRB .

\

1.5.5 AIfE&UERSH (2 )

1.5.5.1 ik

FEmlseikt, HEEEBNEFEE, BETXRENENEEERE, SEM7omH
=PV SEIRISARIFSAIEHRS, BRUTH ‘SRS , BRAUEENE.
A{EEIEHEZ R EERERest APHRA, RAIREEGR, SIS, BRRET
RESTful APIRYZSZUIAIAIXERGEZR ST, (REREERY, SEIIEIRAYAT . RN 9=, I
B BE. MREHRESIEFE

M #%hRA 01 (2024-11-06) AR © AR BRABIRAS 131



XR4EARSS
FFeisry 1 Hyperledger Fabric &38R ETE

ThREN A
o FIEEIERMET MM, S5HEXRIBFRFEEIMOHINED,
FHGEBEERSHREE (2) .
o FIEEIESRMNTEMRGH: BIREMEUEITR . HRESEMERRE
B.OnaEFER (BHENERRE ) F. SRTREERESRE. E&ER

Pax.
(o]

o FISEUEIAIF=MMEIL: BE-EINX. NS EMEREILTES . (FHES
EXNE
AR

SRR RIEIRINE R IFSTEERSS, APALURELSTEBCERE. HAER
SRENHIEFEEI AT LRREHERET .

ABENX
BiEFAZOWner IEUREEHApplicants, S— AP EAIUSMIEMEEAE, t
LR SIRREE .

EEwls

o HIF-FNREN, BINHEERIBSSIEN-15,
- HEMAEET RMHIEE" EOSAAFIENEERINENEESAE
SERYEM &
- HERIFEAEY “HEHEER" EOREBMUBMA RS- R
- HEFFEEARERSEEMHHEERNd. vcHERRERNNEEL,

1-15 ENE-EIUEERRE

SEmiEE mEREE Bl =ik
Applicants Cwner =50 ({30 OBS)
M EEssrEEsE0
mEEY
P m= o :
EREEETY D

(| mmsmsmsen T ‘D

BEErESED __D

h 4

N ! | sEwEew D
ol leve 2 e 8 _ﬂ

o FHNEENX, ERAREEELE-16,
‘EOSZEIRE ROMST “RMEIEET BOM “RIEUESE” EONAE
G. YEMEEBUIEEAHEIXRE, FRIRNERISEREHIRENR, W%
WETUEEFREERESE iy, BEth25EALIEE ‘SRisEiiEE" M
‘ENNIREIIR BRORGHIEAXEAMER, FEIHE-FURIUREEE
BRERUR
BROEREAEEEHIREEENAERTREE,
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1-16 D =R ERRIE

HiEhEE spEFas Bl S
Applicants Owner it (30 OBS)
EREseEE0 |
mEEY |
< TR D
| ARsgmEssn u 5
2ispsssnanEass !
EEETEsETEl [ :
=

- -

o MRNEILIIEHIERL, ERREESIE-17,
AR

ET BN (Attribute-Based Encryption, ABE) 4RI EIFHIRIMIRIGRL, Bid A8
HIRERESIEN . BENIHZER, SHHRREERBIERBINIBITES, ARG
R ASRIRBEE T LUARE

BRI EETHIEHEFIRTUR FICP-ABE ( B FEICRERAYEIENNZE, Ciphertext-Policy ABE) 75
L. BRBIRAZEX D, BERANIIBFRERF.

BN YURFIEEHRFAIRH—RE SHERBFFAR
HIERSESREAEMEMEEHEN, FEQHBIBRAFER, SB%
IRETUBR TRFHBE X
SHEAPERERIEHEESOLIIREER, BRHEEULIRLR, K
BREHIRRTEE R R EENETE .
EOFAAEEEERMINZENERER,

1-17 MR Eip ARV ERRE

miEmiEE mEFEE Blec=ar] =R
Applicants Owner £l (20 OBS)
; TBEHALABE
D E ‘D
| EEsmzEsED .
(category=abe) N
mEEY D
e oo . .
; EEEEET ‘U
__ EE=EABE
Eraen ‘D
T E BREARE E
- D ErRaEEl ‘D
[ E=sosEssn | e
s EEsEEREEESSE ] |
’ : EERmETY
BEAFRE : o
gEEEl
Eoc=r- oo PR
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AR

ESNE:

o =M (Attribute) :
o % (Policy): HERERHES

R—N LRI RS ST Z B RAVSAR o
SZIEXENES, REEMEEHE, BIRAZIEE

B, a0 “age>26 && gender=man”’ XRFEERFR AT 265 HIERIEE

o

o ABEEZSAEE TR ( Master Public Key, MPK ) #1=EFA$H ( Master Secret Key,
HIERREEME, BT INEEXAERBF (HUEREE ) B8,

o FAFEA (User Key ) : HEHBEBIRREILIIER, QMIEMEERIFIRKG. EiF

MSK) :

FEESAFNEILES, ATREE

1.5.5.2 HIRESE

1.5.5.2.1 KHEIEE

TheEN 4B
EmEIESE . KEDINRER T “fedb-Jbmi” Xig
s
ST LATEAPI Explorerdifidiziz [, SXIFEMAIESEEN .. API Explorera] LABRI4ERK
SDK{JCﬁE_'JTWJ FRESDKAEBREIEIXINGE
URI
POST /v1/datashare/dataset
BRSH
% 1-172 153k Body &
B8H =% SR ik
orglD = String £H4Qid
channellD = String Eiaid
cryptoMethod | 2 String NZERE, BRIBEEASW
cert = String P
sk g2 String Fh$B
timestamp 2 String RIS
provider = String HIEAHEBMIRR
providerName | & String HIEARHERBIR
productName | 2 String B
productID = String ~mlD
MAShRAS 01 (2024-11-06) RN © LARITBIRABREAT 134
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2% BEWI%E SRR ik
sampleUrl 2 String HAIEURF b
sampleSize & String FEBIEER AN
sampleType & String FEBEESEEY
sampleName | & String FEBIEIRRFR
fileType S String RS2
dataUrl 2 String HURFREL
dataHash & String HIEIRE
dataSize & String RN
dataName & String HIEZR
description & String HIEERIAEE, 7EFERaben
Zht, HBEXNINEREEHTIFH
S
plainData b String base644miBHIBAS EUE
category B String InEzERY, abe/symmetric, 2k
TAAIsymmetric, NER{FEHabe
hnz:, MpolicywsiE
watermarkTyp | & String JKERNSERY, visibleAAZKED, blind
e RE7KED, BRANIKEDRY, @AJiE
5; NESREIARERNIKED,
NG ICISESYSHI T PN
did_productlD,
file B File DOZKENRYSZAE, SHXIS4N7KED
Y, plainDataZc3ER
policy & policy object | abeZsHig
2 1-173 policy
e EEWI%E SR R
Threshold 2 Integer REEERENEHEEE
Children 2 Array of FEMTIE
policy-
children
objects
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2 1-174 policy-children

el =AWk SHRT (i35
name 2 String =
type = String BESER ( plain, comparable
#policy )
value = policy- BitE, RistypeficEAS
children- ., HtypeAplainBt, valuesy
comparablev | stringZtBIEMHE., ZHtypels

alue object

policyfJ, valueA—¥policy, =
typeicomparablefiJ, valuefd
&7 op. valueflmaxValue=&p

53\0

2 1-175 policy-children-comparablevalue

2¥ BEWI% SR R
op = String typeJgcomparablefHEE, Lt
BRBFS (><5=)
value = String EEEEEE M E, WIRNEH
maxValue =S String typeJdcomparablefHES, Lk
#xkAichvalue HFR(E
) E=S
R&E8: 200
% 1-176 AL Body ¥
2¥ S¥R A
provider String HIEEREEBHIRR
providerName | String HIEEEIRMEZTR
productName | String HIEEFmEMR
productID String RS Gaid
sampleUrl String FEBIE Rl
sampleSize String FEBIERA N
sampleType String FEGIEESERY
sampleName | String HEBIEIRRFR
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2% SR fEA
fileType String pog =St
dataUrl String HiEurl
dataHash String HiEERE
dataSize String HIBARN
dataName String HIBZR
description String EA
price String HIRMNE
encryptedAes | String =5
Key
status String K&
publishTime | String HiERMATE
datafFiles Array of HIENHS &
DataFile
objects
sampleFiles Array of FEBISE5ZE
DataFile
objects
category String hnEszeny
encryptData | String I EREE
& 1-177 DataFile
2¥ S ik
fileType String SRR
dataUrl String #Higurl
dataHash String HIEES
dataSize String RN
dataName String HIBEBR
REM: 500
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iERTA

il iz 73=f51

= 1-178 IR Body 2%

B8H SR R
errorCode String e
errorMsg String LS

aberr~BIZREE (policy ) » ZRAIKEEH, BEEFTEMGSREMatt1=="hello"HHFEF
FRARE, BEETEBMatBNEAT 164858 FER.

{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- ",

"sk" r Mamem BEGIN PRIVATE KEY----- \\n...\\n----- END PRIVATE KEY----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "huawei",

"productName" : "prodname”,

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",

"dataSize" : "100MB",

"dataName" : "mydata1",

"description" : "this is my second prod",

"plainData" : "base64 encoding string",

"category" : "abe",

"watermarkType" : "string",

"file" : "string",

"policy" : "{\"threshold\" : 1,\"children\" : [{\"name\" : \"att1\", \"type\" : \"plain\",\"value\" : \"hello\"},
{\"name\" : \"policy\", \"type\" : \"policy\" \"value\" : {\"Threshold\" : 1,\"Children\" : [{\"name\" : \"att3\",
\"type\" :\"comparable\", \"value\" : {\"op\" : \">\", \"value\" : \"16\", \"maxValue\" : \"10000\"}}1}}1}"
}

W&E: 200
HIREERER

{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "aws",

"productName" : "prodname2",

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",
"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",

"dataName" : "mydata",

"description" : "this is second prod",
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"price" : "0",

"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBlfOqFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKIG5ALK390CazUqDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",

"status" : "ready",

"publishTime" : "1607157244",

"dataFiles" : [ {

"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
11
"sampleFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"

11

"category" : "string",

"encryptData" : "string"

}
AEHB: 500
LI R

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
R
RSB R
200 HIREER
500 SN iz
EIxf3
52 EIRE.
1.5.5.2.2 MiFsEEESE
IheeN 4R
HpREUEE
Wil
R LATEAPI ExplorerdRiidizig [, ZIFEIMAIEEN . APl ExploreraJ LABENERK
SDK{CRERA, FHEHSDKACAERBIEIXINEE o
URI

DELETE /v1/datashare/dataset
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IERSH

% 1-179 153K Body S

2% BRIk SR fiEid

orglD = String £H4Rid

channellD = String BiEid

cryptoMethod | 2 String ZERsE, BRIEEASW
cert = String uEH

sk g String FA$H

timestamp 2 String A iE)E%

provider 2 String HIEEREEBMHIRR
productID = String #HEr-mid

VRS54
RE&ES: 200

2 1-180 gL Body %1

¥ SRR R
result String BIEER

WK&RG: 500

= 1-181 IR Body &%

2% SRR R
errorCode String LI
errorMsg String HEiRfAR
=Rl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
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"productID" : "product1"
}
i Rz 735
R&E8: 200
BRIEER
{
"result" : "success"
}
REH: 500
e
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
I NEE
K& ik
200 SR
500 S R
FRI=tg
BEEIEIRE
1.5.5.2.3 XAEIEE
ThEEN 4R
KIAEESE
A
ReTLAFEAPI ExplorerdhiffifiziE ], StIFEIAIEE . APl Explorera] LABZNARK
SDKACHERABY, FHEMSDKAISREIEIRINEE
URI

PUT /v1/datashare/dataset
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IERSH

% 1-182 153k Body &{

2% BRIk SR fiEid

orglD = String £H4Rid

channellD = String BiEid

cryptoMethod | 2 String ZERsE, BRIEEASW
cert = String uEH

sk g String FA$H

timestamp 2 String A iE)E%

provider 2 String HIEEREEBMHIRR
productID = String #HEr-mid

VRS54
RE&ES: 200

2 1-183 g7 Body %1

¥ SRR R
result String BIEER

WK&RG: 500

% 1-184 luii Body ¥

2% SRR R
errorCode String LI
errorMsg String HEiRfAR
=Rl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
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"productID" : "product1"
}
i Rz 735
R&E8: 200
BRIEER
{
"result" : "success"
}
K&IB: 500
e
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
I NEE
K& ik
200 SR
500 S R
FRI=tg
ESEIRE .
1.5.5.2.4 EiFEEEIESE
TheENB
EREEHIESE, RIEMIESEAHEBNIRRIEE - midEEES.
A
R LATEAPI ExplorerdRiidiziEz ], IFEIMAIEEN ., APl Explorera] LABENERK
SDKACHERABY, FHEMSDKAIRREIEIRINEE
URI

POST /v1/datashare/query-dataset
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IBRSH
% 1-185 153K Body 2%
2% R wI% SR ik
orglD = String £H4Qid
channellD = String Eiaid
cryptoMethod | 2 String N&E7i%, BRIEEASW
cert = String I
sk g String FAB
timestamp 2 String A E)Ek
provider = String HIEERHEBDIFR
productID = String HiRE~mid
In)VE=S5't
R&F8: 200
% 1-186 KL Body 2%
2% SR HHiA
provider String HIEERHEESMHIRR
providerName | String HIRERMERIR
productName | String RS mER
productID String HiEEr-mid
sampleUrl String BBzl
sampleSize String FEBIEHE RN
sampleType String =S
sampleName | String FHEGIEERFR
fileType String SRR
dataUrl String #Higurl
dataHash String HIEEHE
dataSize String IR
dataName String HIBEBR
description String HAEHIAR

MAERRAS 01 (2024-11-06)

WRIERE © LARITERARERAF

144



XER§EARSS

T e 1 Hyperledger Fabric &38R ETE
2% SR fEA
price String RIS
encryptedAes | String %A
Key
status String K&
publishTime | String iR AdE
dataFiles Array of i~ iey1%&
DataFile
objects
sampleFiles Array of FEBISEFZE
DataFile
objects
category String nEsesy
2 1-187 DataFile
2% SR fHiA
fileType String pog =St
dataUrl String #HiEurl
dataHash String HIEGEH
dataSize String BN
dataName String HIBZR
REG: 500
2 1-188 i Body 2%
2 SR A
errorCode String EELIE]
errorMsg String iR
(=R GRl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "'S
"cert" : "----- BEGIN CERTIFICATE

W,
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"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"productID" : "product2"
}

e Rz 73~ 451
AE/\: 200

BFER

{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "aws",
"productName" : "prodname2",

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",

"dataSize" : "100MB",

"dataName" : "mydata",

"description" : "this is second prod",

"price" : "0",

"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBlfOqFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKIG5ALK390CazUqDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",

"status" : "ready",

"publishTime" : "1607157244",

"dataFiles" : [ {

"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
1]
"sampleFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"

11

"category" : "string"

}
KB 500
eV
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
INESE
K& R
200 BRIEER
500 eVl

SASRRAS 01 (2024-11-06) WRINFTE © AR ERABIRAE 146



XER§EARSS
Fxisrm

1 Hyperledger Fabric 1&32iRE1E

ZPS

52 LEIRB.

1.5.5.2.5 EEEIEESIE

ThEEN A
EOHMIESE, XS REGEIEES
it
RO LATEAPI ExplorerdifEiiziz [, STIFEMIAIELEN . APl Explorera]LABRI4ERL
SDK{tﬁTWJ FHRHSDKARSRAIEIKINEE o
URI
POST /v1/datashare/query-datasets
IBRESH
% 1-189 i&53K Body £
2% BEWI% SR R
orglD 2 String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String ER%, BrRIBEASW
cert = String P
sk = String FA$H
timestamp 2 String RIEIES
currentPage & String PRSHE: LIRS (2A1)
pageSizeNum | & String PR BREE(EHA100)
provider S String TIEEMN: RHESMIRR
searchText & String e MEckiE=x (ETFH
;E%EPEIJIM_DH%?_(\ F iR E
=
status S String TR BIRERE
( ready. closed )
V=S5t
R&F8: 200
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% 1-190 AL Body S
2 S¥R A
items Array of eSS
DatasetResp
onse objects
pagination PaginationRe | DTS E
sp object
2 1-191 DatasetResponse
2¥ ¥R R
provider String HIEEREE BHIRR
providerName | String HIREEIRMHEZIR
productName | String HIEEFmEMR
productID String iR~ mid
sampleUrl String IRl
sampleSize String FEBIERA N
sampleType String FEGIEESERY
sampleName | String HEBIEIRRFR
fileType String pog =St
dataUrl String HiRurl
dataHash String HIRIEH(E
dataSize String BN
dataName String HIBZR
description String EA
price String HIRMNE
encryptedAes | String =5
Key
status String RE
publishTime | String HiE R ATE
dataFiles Array of BT IZR
DataFile
objects
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2% SR fik
sampleFiles Array of FEBISEZE

DataFile
objects
category String hnEszesy
2% 1-192 DataFile
8% SR ik
fileType String pog LSt
dataUrl String #HiEurl
dataHash String HiEIRH
dataSize String BN
dataName String HIBRAR
£ 1-193 PaginationResp
BH BHEE R
currentPage | Integer EEIpYE
pageSizeNum | Integer BIREH
totalltems Integer REH
RE&: 500
2 1-194 K Body 2%
B8H SHE fiik
errorCode String ESL)
errorMsg String HHIREA
=

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "'S
"cert" : "----- BEGIN CERTIFICATE

W,

"timestamp" : "2020-10-27T17:28:16+08:00",
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"currentPage" : "string",
"pageSizeNum" : "string",
"provider" : "string",
"searchText" : "string",
"status" : "string"

MRz~
REFB: 200
HIEESRER

{
"items" : [ {
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"providerName" : "aws",
"productName" : "prodname2",
"productID" : "product2",
"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",
"sampleSize" : "10KB",
"sampleType" : "csv",
"sampleName" : "data_sub1",
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata",
"description" : "this is second prod",
"price" : "0",
"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBlfOqFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKIG5ALK390CazUqDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",
"status" : "ready",
"publishTime" : "1607157244",
"dataFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"

11

"sampleFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"

11

"category" : "string"

b1

"pagination" : {

"currentPage" : 1,

"pageSizeNum" : 100,

"totalltems" : 10

}

}

REB: 500

SR R

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}
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RS
RSB iR
200 HIRESRIEE
500 el
xS
B2 EIRB.

1.5.5.2.6 TEIHEHUIEE

&b
INgEN4A

i

URI

iEREH

RAEIEEHCIZERINANTE , /KENTHRERSHF “Ledb-JbmPm” Xig

R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . API Explorera] LABENERK
SDK{CHERBI, FHRESDKAHBREIEIRXINGE .

POST /v1/datashare/dataset/share

£ 1-195 i53K Body 2#{

2% EEWI% SR 1k

orglD = String £H4Qid

channellD = String Biaid
cryptoMethod | 2 String ZERE, BRIBEEASW
cert = String P

sk g String FA$B

timestamp 2 String RIS

provider = String HIEAHEBMIRR
providerName | & String HIEAHERBIR
productName | 2 String B

productID = String ~amlD

sampleUrl g String BB EURF R
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2% BEWI%E SRR ik

sampleSize & String FEBIEAR AN

sampleType & String B EESREY

sampleName | & String FEBIEIRRFR

fileType B String SR

dataUrl 2 String HURFREL

dataHash B String HIERE

dataSize &= String RN

dataName & String HIERR

description & String HIEERIAEE, 7EERabeln
Zht, HBEXNINEREEH TIFH
R

plainData = String base644mi3HIBAN #iiE

consumer 2 String ITERRBEBMIRR

orderSeq B String WTRFIS, AR

watermarkTyp | & String JKENSERY, visibleAAZKED, blind

e RE7KED, BRAIKEDRY, #A7RiE
5; FNEEREIARERNIKED,
ENGICISESYSHI T PN
did_productlID,

file & String DOZKERRYSZAE, SXIIZ4ENN7XED
BY, plainData 3R

productlDKey | & Array of FmIDEENERS IXEF, BT

words productiDKey | {25 (4EIANTEIIERE, FEH

wordsJson RERjsont& Dt
objects

onChainStore | & String EAEHE L EFEINEEREE,
hgEA “true” 3§ “false”
2N “false” . 29 “true”
Y, sampleUrlf0dataUrlaTLAE
iEFE, AREEE. /KENIEE
BATIFE E1F0E.

consumerNa | & String FERERMR

me

creatorDID B String HIRESZRIZAIEIZEDID,
action; “new” B, FEEIE
A

processID B String HIREDZRIEAIRIZID,
action3"new"ly, FHFEEIAN
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2% mEwI% SR fiEid
stageName B String RIREIRED ZMERRIM ERZ R
action & String TIESHE, HEE: "new". 1B
j]u. "append"\ Z:;‘E&. Illl,
ZFERNRARIATRE R
category & String IN#=RzE8Y, symmetric/abe, 2£
IAAIsymmetric, NER{FHabe
policy S policy object | abeZsHg
2 1-196 productIDKeywords)son
e EE W% SR R
value B String XiE=E
2 1-197 policy
2% BEWI% SR fEiR
Threshold = Integer REEFEHEHNEMEERE
Children = Array of FiEMIIE
policy-
children
objects
& 1-198 policy-children
2% Bk SR fEiA
name = String =
type = String BESERY ( plain, comparable
#policy )
value = policy- BitE, RistypeficEKS
children- ., HtypeAplainBt, valuesy
comparablev | stringZERBHE, Htypels
alue object policyfd, value3+Fpolicy, =
typescomparablefi, value®d
&7 op. valueflmaxValue=%f
Do
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2 1-199 policy-children-comparablevalue

24 =% SRR R

op & String typeicomparableffiHE, tb
BRERFS (><o=)

value 2 String EbE LB M E, WIRNE

maxValue & String typeicomparableffiEE, tb
g Rthvalue LIR(E

=351
JRASED: 200

% 1-200 g Body &%

2¥ e el ik

consumer String ITBRBEREBHIRR

consumerNa | String ITERHERERIR

me

orderSeq String ITRFS=S

provider String TR EBHIRR

providerName | String TR HERIR

productID String HiEEr-mid

productName | String IR mER

price String 1TERNER

applyTime String 1TERERIBAYE

encryptedAes | String =5

Key

status String TR

reason String TR ERIEER

lockProof String 1T ERBATEIERE

creatorDID String 5@T’EQUE%DID, MERBIMNHTRIZ, B
process|D String %Eﬁ&]’%ﬁﬁﬁﬁ&l D, MNERZBEIMNEARIE,
encryptData | String base644mIBHIEIRE X
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R7SF5: 500

% 1-201 @i Body &%

2% SHEE e
errorCode String L]
errorMsg String IR
BR2~
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- ",
"sk" : Maamem BEGIN PRIVATE KEY----- \\n...\\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "huawei",

"productName" : "prodname”,

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",
"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",

"dataName" : "mydata1",

"description" : "this is my second prod",

"plainData" : "base64 encoding string",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"orderSeq" : "1",

"watermarkType" : "string",

"file" : "string",

"productIDKeywords" : "[{\"value\":\"taiyuan\"},{\"value\":\"renmin_hospital\"},{\"value\":\"medicine\"}]",
"onChainStore" : "string",

"consumerName" : "string"

i Mz 73~ 51
RE/: 200
ITERER

{
"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1",

"productName" : "prodname1",

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH;
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BI6QTW/kmIOEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87CgJ114ae7R
+VKIVvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15)pd/g==",

"status" : "ready",

"reason" : "l want product1",
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"lockProof" : "",
"encryptData" : "base64 encoding string"
WR&E: 500
M i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
AT
K& iR
200 TRER
500 e SV
=0
52 EIRI .

1.5.5.2.7 SRENEUREREZ S RYRASC

ab
ThEEN 4B

il

URI

IBREH

IRENEIERRZ EROBASL o IKENINRERSIHF “4edb-bmpy” i

RBJLATEAPI ExplorerdRididiziz [, IFEMAIESEN . API Explorerf] LAEENERK
SDK{HERBY, FHEMSDKARBREIEXINGE .

POST /v1/datashare/dataset/query-plaintext

= 1-202 153K Body 2%

2% BRIk ST iR

orglD = String £H4Qid

channellD = String ‘Eaid

cryptoMethod | 2 String m=rsix, BRIBERSW
cert v String uEH

sk 2 String FA$H
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2% BE W% SRR ik

timestamp 2 String AT iE)E%

consumer 2 String TTEBRIEESMIRR

orderSeq = String ITEFIS

encryptData | & String HIEZL, HonChainStoreid
BA “true” BY, AIFREA

watermarkTyp | & String JKENSERY, visibleAAZKED, blind

e BE7KED, HRAIKEDRY, WUES
AFE, MREHXENDZEE
IREERIRHMEER NI ZAE/KED, T
ToiEEBRERNRGZKED . BRABI7K
EDRE: FRA
did_orderlD,

onChainStore | & String HIRE N 2A T LFME, g
B “true” 3 “false” , BAIA
73 “false” . WIRIEEN
“true” , MAFEBA
encryptData, AJEzpfEHE L3R
EVEEE S

N RS2

REEB: 200

2 1-203 L7 Body &%

B8H SR iR

provider String TR EBHIRIR

productID String RS Gaid

plaintext String base644RASHIEIERASL

WK&G: 500

% 1-204 u i Body &%

85 SHRT R
errorCode String T EL)
errorMsg String EHIREA
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iBERTA

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",
"orderSeq" : "1",

"encryptData" : "base64 encoding string",

"watermarkType" : "string",

"onChainStore" : "string"

i Rz 73~5
KE&\: 200
ITBRER.
{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product1",

"plaintext" : "base64 encoding string"

}
JRA&ES: 500
S g

{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
RS

RSB )%

200 TEBEE,

500 S vz
==

52 ARG

1.5.5.2.8 12BSZ4-HRIEEIKED

TIgEN A
SRENSC e RATEETKED . KENTNBERSZHF “Hedb-1bampm” K
il

ST LATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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URI
POST /v1/datashare/dataset/watermark/extract
IBRESH
2 1-205 FormData 2#{
8% =% SRR 1k
file 2 File EEIRENAEKEDAYSY
D)VE24
R&ES: 200
% 1-206 liLZ Body %]
2% SHRT R
watermark String MXHHERAREKENAZS, AERARKEIRTRES
KZ588: 500
2 1-207 I[IRZ Body 2%
8% SR fiik
errorCode String ESL)
errorMsg String HHIRA
=]
7o
M iz 7~
REMB: 200
RREE/KEDRUIREIR S
{
"watermark" : "string"
}
K& 500
ST Nfa)
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{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
7N
K& A
200 1RENEEIKEDRUIREIAE
500 SV
HiR
TS EIRB .

1.5.5.2.9 SR ENHEES FiiiE

TheeN s
BiEENHIRESZME
&
&0 LATEAPI Explorerdiifiziz [, STIFESNMAUESEM . API Explorera] LABZ4ERE
SDKACHE R, FHRMSDKACRERAEIEIXINEE
URI
POST /v1/datashare/dataset/query-process
IERSH
& 1-208 153k Body 2%
2% =R WwI% SR ik
orglD = String £H4Qid
channellD = String Eiaid
cryptoMethod | 2 String NZERE, BRIBEEASW
cert = String P
sk g2 String FAB
timestamp 2 String AfiE)E
creatorDID 2 String miztlEEBMIRR
processiD = String mAzID
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XEREEARSS

FEIER 1 Hyperledger Fabric 1Ei2hRE1E
e
K& 200
2 1-209 iz Body 2%
B8H BHEE R
creatorDID String mEtlEEBSMIRR
process|D String MAZID
stages Array of EPHMERER
StagelnProce
ss objects
& 1-210 StagelnProcess
e e e R
stageName String MY EZRRTR
createTime String M ER(S B 3R a2k
consumer String IHEESDINR
orderSeq String ITEFSIS
K& 500
& 1-211 Kz Body %
8% SR ik
errorCode String BEIRS
errorMsg String tEiRfAR
=GNl

/v1/datashare/dataset/query-process

{
"orgID" : "{{orgID}}",
"channellD" : "{{channellD}}",
"cryptoMethod" : "{{cryptoMethod}}",
"cert" : "{{cert}}",
"Sk" : "{{Sk}}",

"timestamp" : "{{timestamp}}",

"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVyj",
"processID" : "a779dd88-f7a3-4ac9-bf1c-a0ed1d827632"

N5k 01 (2024-11-06)

WRIERE © EARITERARERAF




XER§EARSS
FRisE
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Nl Mz 73~
RE/: 200
BEiEENHIRELS ERIEMNS

W

"creatorDID" : "did:example:YLgvmFcukyigJpRsqRbFMn",

"processID" : "25f46489-29bb-4f58-8f4c-e12da0a4bd66",

"stages" : [ {
"stageName" : "transaction1",
"createTime" : "1640574210",
"consumer" : "did:example:My8PRB5dKDVvBKXT760JoB",
"orderSeq" : "8zLQUpyswA8kpiHESAUhZN"

3o
"stageName" : "transaction2",
"createTime" : "1640574304",
"consumer" : "did:example:T1kFDUQAq02z2X7hJWiRtQ",
"orderSeq" : "30KCPSKLGvaebT6z3a4PvY"

1A
"stageName" : "transaction2",
"createTime" : "1640587323",
"consumer" : "did:example:T1kFDUQAq02z2X7hJWiRtQ",
"orderSeq" : "GPSta7mTScEEaQVRB62wUF"

1A
"stageName" : "transaction2",
"createTime" : "1640680918",
"consumer" : "did:example:T1kFDUQAq02z2X7hJWiRtQ",
"orderSeq" : "8kzahSLi2kBxY8GGBZdLhp"

]

}
W&

R A

200 BifEEREREES ZRIENN S

500 S M R

H 23
T

52 ERB.

1.5.5.2.10 EiHEERIZSIZERFIERE

IIREN A
BRI IR E e
il

1RB]LAYEAPI ExplorershilidizizE, ﬁ?—:ﬁﬂh}bﬁ"kﬂo API Explorera] LABEh4EFX

SDKACHERAY, FHRHESDKAIEREIEIHINEE

URI
POST /v1/datashare/dataset/query-processes
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XEREEARSS

T e 1 Hyperledger Fabric &38R ETE
EREH
%= 1-212 iE3K Body &%
2% BEwiE S iR
orglD 2 String £H40Id
channellD = String BiEid
cryptoMethod | 2 String ZERE, BRIEEASW
cert 2 String UE$
sk g String FA$H
timestamp 2 String RIS
currentPage S String PRESH: HEITHES (BRIA1)
pageSizeNum | & String PRSE: BREH(ELIA100)
creatorDID 2 String miztlEEBSMIRR
NS4
RE&B: 200
% 1-213 IRz Body %
2 S fEiA
items Array of HIREDZRIEIER
DatasetShare
ProcessRespo
nseBody
objects
pagination PaginationRe | D TEE
sp object

£ 1-214 DatasetShareProcessResponseBody

2 SR fix
creatorDID String mztlEESHIRR
processID String MAZID
stages Array of ERHMERER
StagelnProce
ss objects

N5k 01 (2024-11-06)
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FEisrg 1 Hyperledger Fabric &38R ETE
& 1-215 StagelnProcess
2% SHRT T
stageName String FTERATR
createTime String MYER(S B L hEAd (a2,
consumer String HEEBMDIRR
orderSeq String TBERYIS
£ 1-216 PaginationResp
2% S¥RT RER
currentPage | Integer EEIDEE
pageSizeNum | Integer BREH
totalltems Integer BREH
K& 500
% 1-217 R Body 244
8% SR fiik
errorCode String FEL)
errorMsg String HHIRA
(=2 Nl

il iz 73~f51

/v1/datashare/dataset/query-processes

{

"orgID" : "{{orgID}}",

"channellD" : "{{channellD}}",

"cryptoMethod" : "{{cryptoMethod}}",

"cert" : "{{cert}}",
sk sk},

"timestamp" : "{{timestamp}}",
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVy;j",

"currentPage" : "1",

"pageSizeNum" : "100"

R&E: 200

ElisEniz | ZENFEREIIN S

{

"items" : [ {

N5k 01 (2024-11-06)
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"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "442a6b42-82b7-415a-a0e6-deaaee59f582",
"stages" : [ {
"stageName" : "Seconde transaction",
"createTime" : "1639824526",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "N6UhspZ5cQY7NtHsxuFTZ"
1
e
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "a779dd88-f7a3-4ac9-bf1c-a0ed1d827632",
"stages" : [ {
"stageName" : "First transaction",
"createTime" : "1639824239",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "FKCx1Cfatj7RRsKMWPQ7wQ"
e
"stageName" : "",
"createTime" : "1639826471",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "8PuuWWg521bzZDXadzwPdMn"
e
"stageName" : "Seconde transaction",
"createTime" : "1639826898",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "SCkh1rQ6aD5SYTYkojn44W"
H

h o
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "d15b5213-5cb8-4af4-97dc-143379369f35",
"stages" : [ {
"stageName" : "564econde transaction",
"createTime" : "1639827681",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "XCXtVZsdKFDLaErzpSZYAN"
1]
11
"pagination” : {
"currentPage" : 1,
"pageSizeNum" : 100,
"totalltems" : 3

}
}
RSB
RSB )%
200 B E BB FE RN S5
500 SN Kz
ZESE
152 iSRS,

1.5.5.3 FIEITREE
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Fxisrm

1 Hyperledger Fabric 1&32iRE1E

1.5.5.3.1 ERiE¥IEE

ThEEN 4R
FRIBEIES
s
fEATLATEAPI Explorerdhiflifiziz [, STIFENMAIESEN . API Explorera] LABZIAERL
SDK{CHERBI, FHRESDKAHBREIEIRXINGE
URI
POST /v1/datashare/dataset/dataset-order
BRESH
7 1-218 {53k Body 2#
2% BEWI% SR fEid
orglD = String £820id
channellD = String Biaid
cryptoMethod | 2 String 7%, BRIEEASW
cert 2 String P
sk g2 String FA$H
timestamp 2 String A Bk
consumer 2 String ITERRBEBMIRR
orderSeq = String ITRFIS
provider 2 String HIEERMEBMHIRR
productID = String HiRErmid
reason & String EHI5ERE
consumerNa | & String HIRERIBE BN
me
i Rz S4L
WR7E83: 200
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XEREEARSS

T e 1 Hyperledger Fabric {E3RhIRETE
% 1-219 1AL Body ¥
2% SR ik
consumer String ITBRBEREBHIRR
consumerNa | String ITERHERERIR
me
orderSeq String ITRFS=S
provider String TR EBHIRR
providerName | String ITERIREEZR
productID String HiEEmid
productName | String B mER
price String TR
applyTime String 1T FRIEATIE]
encryptedAes | String 45
Key
status String TR
reason String 1TERERIEER
lockProof String 1T ERBITEIERE
creatorDID String 5@T’EQUE%DID, WMRZBEIMNHTRE, B
process|D String %E?ET%WE%EID, MR ZEIMNETRE,
R&M: 500
% 1-220 IRz Body %
2% SR ik
errorCode String e
errorMsg String IR
(=R GNl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",

N5k 01 (2024-11-06)
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"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",
"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product2",

"reason" : "apply dataset for Al",

"consumerName" : "user1"

e Rz 73~451
REB: 200
iTEEE

{

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1",

"productName" : "prodname1",

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzZX4WEH]
+oty1X90Cd4h6xMnRvs8BWESTvg6BI6QTW/kmIEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87Cg)114ae7R
+VKIVWvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}
AEHB: 500
M

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
KEE
REB ik
200 ITERER
500 LM R
BI=0
152 WiEi=Ri,.
1.5.5.3.2 1SINHIEE
IheEN 4R
RS
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s,
ZO]LATEAPI ExplorerdifEidizizO, STIFEIMIESEIN . APl Explorerd] LABEIAERL
SDKCRBRA, FHRESDKAEBREIEIXINGE
URI
POST /v1/datashare/dataset/authorize-dataset
ERESH
= 1-221 iE3Kk Body &%
e =A% ST ik
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String N&E7i%, BRIEEASW
cert = String uEH
sk 2 String FA$E
timestamp g String RIS
consumer 2 String ITEERIEESMHIRR
orderSeq 2 String TEFIS
) e
WR7&89: 200
% 1-222 AL Body ¥
2 SR A
consumer String ITERHEEBSMIRR
consumerNa | String ITERHEERIR
me
orderSeq String ITBRYIS
provider String TR EBHIRR
providerName | String TR E IR
productID String HiE&Er-mid
productName | String HIRBEF MBI
price String TR

MAERRAS 01 (2024-11-06)

WRIERE © EARITERARERAF



https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=AuthorizeDatasetOrder

XEREEARSS

T e 1 Hyperledger Fabric {E3RhRETE
2% SR fEA
applyTime String 1TERERiEATE
encryptedAes | String %A
Key
status String TR
reason String TR RIBEE
lockProof String 1TERHIREERR
creatorDID String 5;’?:‘1”%@U§$%DID, MRLBIMNHTRZE, B
process|D String %@?}%ﬁﬁ%iﬁ&m, MR GEIMNETRIE,

R7SF5: 500

7 1-223 IR Body &%

2% SRR R
errorCode String LI
errorMsg String HEiRfAR
=l
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- "

"timestamp" : "2020-10-27T17:28:16+08:00",
"consumer"” : "did:example:3TMWx8owKHARgNwbj4ywmG",
"orderSeq" : "1"

I[a iz 73~
REB: 200
iTEEE

{
"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",
"consumerName" : "Tyler",
"orderSeq" : "1",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"providerName" : "hw",
"productID" : "product1",

"productName" : "prodname1",
"price” : "0",
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"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH;
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BJ6QTW/km9OEO/FSYqzJf2GqQzAleAcLJrTBZ3LRbPaF87CgJ114ae7R
+VK9VvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}
RESm: 500
S R

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
RS
RSB 3%
200 ITERER
500 STLE iz
e
B2 EIRE.
1.5.5.3.3 BEUTRRTE
INRENA
(EXOTEIRZS
i
RBJLATEAPI ExplorerdRiidiziE ], IFEIMAIESEN . API Explorera] LABENERK
SDK{CRIRAI, FHEMSDKARDRAIEIXINEE
URI
PUT /v1/datashare/dataset/order
iERESH

% 1-224 15K Body %

2¥ EEUkE SR A
orglD 2 String Hid
channellD = String BiEid
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XER§EARSS

FEisrg 1 Hyperledger Fabric 1852iRE1E
2 BRWIE SR i)
cryptoMethod | 2 String n&E7i%, BRIEEASW
cert 2 String U
sk g String FA$H
timestamp g String B a)E;
consumer 2 String ITERERBEEBMIRR
orderSeq = String ITRFIS
orderStatus 2 Integer REITERIRES (038R, 1%k
W, 2B%E )
reason & String R
VRS54

RSB 200

% 1-225 [[IR7 Body 2%
S SRR N
result String BIEER

RSB 500

% 1-226 TR Body B
2% SRR R
errorCode String L]
errorMsg String HEiRfAR

BRI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",
"orderSeq" : "1",

"orderStatus" : 0,

"reason" : "string"
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N Rz~

REE: 200

BRIEER

{

"result" : "success"

}
HKE/: 500
S Nfa
{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}

RSB
RSB ik
200 BRIEER
500 el
HELE]
BESIEIRB.
1.5.5.3.4 Hp&iTER
INEEN4A
fHpRIT ER
izt
&0 LATEAPI ExplorerdrifEiiziEz 0, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKACHE R, FHRESDKACHIRAEIEIRXINEE
URI
DELETE /v1/datashare/dataset/order
BREH

% 1-227 53K Body 2%

2% =AUk SR ik
orglD 2 String £H4Qid
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XER§EARSS

FEisrg 1 Hyperledger Fabric 1838iRE1E
2H BEWI%E SR fHR
channellD = String BiEid
cryptoMethod | 2 String n&E7i%, BRIEEASW
cert 2 String UE$
sk g String FA$H
timestamp 2 String A a2
consumer 2 String ITERBEEBMIRR
orderSeq = String ITREFIS
R3S
R&ES: 200
% 1-228 IR Body 244
8% SHRT R
result String BRIEER
RE&EE: 500
2 1-229 i Body 2%
2% SR RER
errorCode String e
errorMsg String HEiRfA

BRI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "--—-- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",
"orderSeq" : "1"

[ iz 73~51
REB: 200

M #%hRA 01 (2024-11-06) AR © AR BRABIRAE 174



XER§EARSS

T e 1 Hyperledger Fabric &38R ETE
REER
{
"result" : "success"
}
R&FB: 500
S Na vz
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
I NEE
RSB ik
200 Y3
500 el
IR
5 EIRG .
1.5.5.3.5 EFEEITE
ThEEN 4R
FEEEITR, RIETRESREJGFNITREFIISES,
i
RB]LATEAPI ExplorersRiiiziz [, IFEMAIESEN . API Explorera] LAEENERY
SDK{CHERBI, FHEMSDKABREIEIXINGE.
URI
POST /v1/datashare/dataset/query-order
RS

£ 1-230 53K Body 2%

28 ERWE SRR iR

orglD 2 String £H4id

channellD = String BiEid

cryptoMethod | 2 String m=Zsix, BRIBERSW
cert = String uEH
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XER§EARSS

T e 1 Hyperledger Fabric {E3RhRETE
2% mEwI% SR fiEid
sk g String FA$H
timestamp g String A E)E;
consumer = String ITERERIBEESHIRR
orderSeq = String ITREFSS
i Rz S4L
R&FB: 200
% 1-231 AR Body S%{
2% SR fHiA
consumer String ITERHEESMIRR
consumerNa | String ITERHERERIR
me
orderSeq String ITBRFYIS
provider String TR EBHIRR
providerName | String ITRIREHE SR
productID String HiEErmid
productName | String HIEEFmEMR
price String N5
applyTime String TTERERiEATE]
encryptedAes | String %A
Key
status String TR
reason String ITERERIEER
lockProof String 1T ER e IERE
creatorDID String i@f;@UE%DID, MREZBEIMNHTRZE, B
process|D String HBNTRFIEREID, MNESEMNETRE,

?J “wn
S

REH: 500
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# 1-232 IR Body &%

84 e el R
errorCode String e
errorMsg String eSS

iERTBI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c¢8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ",
sk : Memee- BEGIN PRIVATE KEY----- \\n..\\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"orderSeq" : "1"

il Bz 73=A5)
RS 200
iTE(EE

{

"consumer"” : "did:example:3TMWx8owKHARgNwbj4ywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1”,

"productName" : "prodname1"”,

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH]
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BI6QTW/km9OEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87Cg)114ae7R
+VK9VvfXQ8exuH2KMRD305dXieGpM4VPVv9u1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}
WREERS: 500
5% WIhfa

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
REB
REEE i)
200 ITERER
500 e v
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RIR
5 EIRG .
1.5.5.3.6 EifJiTRIIE
ThEE TR

i

URI

IBREH

EETR, XFoRMERFHTIEER.

R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . APl Explorera] LABENERK
SDK{CHERBI, FHRESDKAHBREIEIRXINGE

POST /v1/datashare/dataset/query-orders

7 1-233 {53k Body &

28 R SRR R
orglD 2 String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String #ERsE, BRiEEASW
cert = String P
sk = String FA$H
timestamp 2 String RIEIES
currentPage & String PDRSE: HEioas (E0A1)
pageSizeNum | & String PREBE: BREH(EIIA100)
provider B String IS 1TREPHIRERTE
BH1RIR
searchText B String e Xz (17889
FREMmR)
status & String TSR 1TERIRE (ready.
finished. failed. canceled)
consumer B String ISR 1TRBEHEESHIRR
VRS54
REB: 200
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XEREEARSS
Fxism

1 Hyperledger Fabric 1852iRETE

% 1-234 O Body 2#

2 S¥R A
items Array of IES
DataOrderRe
sponse
objects
pagination PaginationRe | D TREE
sp object
& 1-235 DataOrderResponse
2% SR ik
consumer String ITBRBEREBHIRR
consumerNa | String ITERHERERR
me
orderSeq String RIS
provider String TR E BHIRIR
providerName | String ITERIREEZIR
productID String RS Gaid
productName | String HIEEFmEMR
price String TR
applyTime String 1TERERiSATE]
encryptedAes | String =58
Key
status String TR
reason String TR RIBEE
lockProof String 1TERHIREIERA
creatorDID String 5@T’EQUE%DID, MR ZBEIMNHTRE, #
process|D String %E?ETEWE%EID, MNRZEMNETRE,
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2K 1-236 PaginationResp

SH SHERE iR
currentPage Integer

L:Hék
i | 3
ST

pageSizeNum | Integer

& | @
R |
i
&

i
s

totalltems Integer

WR&E: 500

% 1-237 g Body 2#

2¥ SHEE iR
errorCode String e
errorMsg String HHIRA

BRI

{
"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- "
sk : Memme- BEGIN PRIVATE KEY----- \\n..\\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",
"currentPage" : "string",
"pageSizeNum" : "string",
"provider" : "string",
"searchText" : "string",
"status" : "string",
"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG"

M Rz~
REM: 200

ITEDTER

"items" : [ {

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1",

"productName" : "prodname1",

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH;|
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BI6QTW/kmIEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87CgJ114ae7R
+VKIVvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",
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"lockProof" : ""
b1
"pagination" : {
"currentPage" : 1,
"pageSizeNum" : 100,
"totalltems" : 10
}
}
WR&E: 500
M i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
W&
K& )%
200 BESUES
500 e SV
=0
B2 ARG

1.5.5.4 BN ZHREE

1.5.5.4.1 #4a{k ABE =%$A

ThaeNA

YUALABEEZEE, tNSRownerk#ItAISABEEZESH, NIBhEKFHFEEEL .,
RownerEBABEEXZH, FeBE=.

iz

RBJLATEAPI ExplorerdRiidiziE ], IFEMAIEEN . API Explorerl] LABENERK

SDKACHERAY, FHRHESDKAIEREIEIHINEE.

URI

POST /v1/datashare/abe-setup
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XER§EARSS
Fxisrm
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IERSH

VeS8

BRI

% 1-238 53K Body 2%

2¥ EEWI% SR fEid
orglD = String £H4Rid
channellD = String Biaid
cryptoMethod | 2 String INZE7 % BRIEEASW
cert 2 String P
sk g String FAB
timestamp 2 String RIS
owner = String IR MENISMIRR
keyManager | & String abe RFGTEX AR, FHikEH
Mode &3 “central” BEZHI0
&= “distributed” , ZAEIY
ANEE—IR, BRUARSHOE
o
K388 200
2 1-239 I35z Body 2%
2% SR ik
secretJson String ABEZXEFATH
publicKeyJson | String ABEE$H
KRS 500
% 1-240 AL Body ¥
2 S ik
errorCode String eI
errorMsg String HERHA
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
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"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",
"owner" : "did:example:8poVETnVCry9ecfHSDeQaR"

i Nz 73~451
KEG: 200
ABEEZRER
{

"secretJson" : "{}",
"publicKeyJson" : "{}"

}
RS 500
e E)

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
REB
IRZSHD iR
200 ABEEZEHER
500 SN iz
Z) e
B2 WEI=RE.
1.5.5.4.2 5§ ABE %48
INeeN 4R
EFTABEEZ4H
Wi
&0 LATEAPI Explorerdidifiziz [, STIFEDNMAUESEM . APl Explorera] LABZ4ERE
SDK{LRE I, FRESDKARERAIEIRINAL,
URI

POST /v1/datashare/abe-update
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RS
7= 1-241 iE3k Body &%
el BEWI% ST (i35
orglD 2 String fHA7id
channellD = String BiEid
cryptoMethod | 2 String INZE75 % BHRIBEEASW
cert 2 String P
sk g String FA$H
timestamp g String A 1E)E;
secretKeylson | & String jsont&ztAYabeFFATH
publicKeyJson | & String jsont&ztAYabeEH
owner 2 String ZEHEREB DRI
i R&E
R&ES: 200
2 1-242 I Body 2%
e SHRT R
oldSecretison | String IHABEEFA$H
oldPublicKeyls | String |IHABEE4H
on
newSecretJso | String #HABEZEFAH
n
newPublicKey | String FTABEE\4H
Json
K& 500
% 1-243 I Body S
2% SHRE fEiR
errorCode String e
errorMsg String eSS
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iBERTA

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c¢8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "--—-- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",
"owner" : "did:example:8poVETnVCry9ecfHSDeQaR",
"secretKeyJson" : "string",

"publicKeyJson" : "string"

i Rz 73~451
REB: 200
EE N EEHABEESSAES
{

"oldSecretison": "{}",
"oldPublicKeyJson": "{}",
"newSecretJson": "{}",
"newPublicKeyJson": "{}"

}
RESmB: 500
LI i

{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
REED
RS )%
200 RENREHEHABEEZAEE
500 SN Kz
e
B2 IEIRB.
1.5.5.4.3 &if ABE %41
IheEN 4R
BHABEE 4R
Wil

EaJLATEAPI Explorerdifidiziz [, IFEIAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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URI
POST /v1/datashare/abekey
IBRESH
7= 1-244 153K Body &4{
8% BE W% SRR ik
orglD 2 String £820id
channellD = String BiEid
cryptoMethod | 2 String INZE7 % BRIEEASW
cert 2 String UE$
sk g2 String FA$H
timestamp 2 String A Bk
owner = String ZEHE R EIBMDIRR
keyManager | & String abe RZGTEX AT, FHikEH
Mode OER “central” BEZHIL
&30 “distributed” , ZIERX
AEERE—IR, BRAAZHOE
Ho
D)VES58
REB: 200
7= 1-245 IR Body &%
8% SHE fiik
secretKeyJson | String jsont&ztBYabeFEFAH
publicKeyJson | String jsont&z{AYabeENEA
REM: 500
= 1-246 9K Body 2%
2% SHRE T
errorCode String e
errorMsg String HIRfmA
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iBERTA

Ml iz 73~ 451

/T

R

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel”,

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",
"owner" : "did:example:8poVETnVCry9ecfHSDeQaR"

K& 200
ABEFZHER
{

"secretKeyJson" : "string",
"publicKeyJson" : "string"

}
REMB: 500
S R

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}

LN fiik

200 ABEEZHER
500 ST vz
52 LEIRB.

1.5.5.4.4 B35 ABE FIF%4$A

TORENA

i

URI

FRiSABEFFZ$H

&0 LATEAPI ExplorerdiidiziZz [, STIFEDMAUESEM . API Explorera] LABZ4ERL
SDKACHERBY, FHEMESDKARBREIAIRINGE .

POST /v1/datashare/abekey-order
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BRSH
% 1-247 153K Body &#
2% EEWYI% ST ik
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String mzrsx BaiEEASW
cert y s String uEH
sk 2 String FA$H
timestamp 2 String RIEIES
applyer 2 String RIEENSMDIRR
provider = String ENENBHIRR
attrJson = Array of IEE2ZIES
attribute
objects
2 1-248 attribute
e =A% ST ik
name = String |
type 2 String BB (plain,
comparable )
value = String BitE ( HtypeAIplainkd,
value AfEIHE. Stypess
comparablefid, valuetTIEEE
. )
maxValue & String EBHE LR, valuenTBEERZIRY
BXE. Rfttypels
comparableRd B i#{E
N Rz 4L
K388 200
7 1-249 1AL Body ¥
2% SR A
applyer String S EMNEMHIRR
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2% SR fEA
applyerName | String RIS ERER
provider String ENENBHIRR
providerName | String ENERIRIR
service String BENENRS S
price Integer &
applyTime String ERiSAYE
encryptedABE | String HANZRYABEZESA
Key
status String ERiEIRE, requestRRKIZIN; readyzR~EIB

ER0IE
reason String [REA
lockProof String UERA
attributesJson | String B

R&ME: 500

# 1-250 lghi Body S

2% SR A

errorCode String e

errorMsg String HIRfmA
=R GNl

{

MRz~

"orgID": "ce0ac69b0c8648cd25b44a551780409767c8890b",

sk Mame- BEGIN PRIVATE KEY-----

"timestamp": “2020-10-27T17:28:16+08:00” ,

"applyer": "did:example:Mb4SshJeN5ukWXkbMJK8xC",

"provider": "did:example:Mb4SshJeN5ukWXkbMJK8xC",

"attrJson": "[{\"name\":\"att1\",\"type\":\"plain\",\"value\":\"att1name\"},{\"name\":\"att2\" \"type\":\"plain
\"\"value\":\"att2name\"} {\"name\":\"att3\",\"type\":\"plain\",\"value\":\"5\"}]"

}

R7SE5: 200

ABEFIFPZSRITRER

\\n..\\n
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{
"applyer" : "did:example:Mb4SshleN5ukWXkbMJK8xC",
"provider" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",
"applyTime" : "1622166512",
"status" : "ready",
attributesJson” : "{\"att1\": \"YXROMW5hbWU=\"\"att2\": \"YXROMm5hbWU=\"\"att3\": \"NQ==\"}"
}
WR&E: 500
S I K
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
N
K& ik
200 ABERFEIBITRER
500 el
H 2
T

TS EIRB .

1.5.5.4.5 %X ABE BF%$A

ThRENA

i

URI

IBREH

X ABERIFPE

R0 LATEAPI ExplorersRididiziEz ], IFEMAIEEN . API Explorerf] LABEENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

PUT /v1/datashare/abekey-order

Z 1-251 153K Body &%
28 ERYIE SHRE fEiA
orglD 2 String £H7id
channellD = String BiEid
cryptoMethod | 2 String nzEri% BeiEEASW
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2% mEwI% SR fiEid
cert 2 String UE$
sk g String FA$H
timestamp 2 String A iE)E%
applyer 2 String FRISENSMDIRR
provider = String ENENS KRR
attrJson & Array of I EIES
attribute
objects
& 1-252 attribute
2% =R wI% SR ik
name = String =
type 2 String B (plain,
comparable )
value = String BiHE ( HtypeIplainkd,
value HEM(E. Ztypel
comparablefid, values/R2EE
. )
maxValue B String BIE LR, valuenTREENRIRY
BXE. Rfttypels
comparableR3AJ i
) ES
RE&EB: 200
% 1-253 IR Body 2%
2% S fix
applyer String S EMNEMHIRR
applyerName | String FRIEERIZR
provider String RANERISMHIRR
providerName | String EERIBTR
service String ENERSE
price Integer Mg
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BRI

g Rz7~51

2% SR fEA

applyTime String FRISHYE

encryptedABE | String BN HIABEZEH

Key

status String BIBIRZE, requestRRKIZIN; readyR <5
St

reason String [REA

lockProof String IERH

attributes)son | String B

RE&M: 500

2 1-254 L7 Body &%

2% SR fik

errorCode String L]

errorMsg String eSS

{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" :

"mychannel",

"cryptoMethod" : "SW

"cert" : "----- BEGIN CERTIFICATE

sk Mmoo BEGIN PRIVATE KEY-----\\n..\\n
"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",

"provider" :

"did:example:Mb4SshJeN5ukWXkbMJK8xC",

"attrJson" : "[{\"name\":\"att1\",\"type\":\"plain\",\"value\":\"att1name\"},{\"name\":\"att2\",\"type
\":\"plain\"\"value\":\"att2name\"},{\"name\":\"att3\",\"type\":\"plain\",\"value\":\"5\"}]"
}

RSF5: 200

ABEFEFZRITRERE

{

"applyer" : "did:hwid:mfqqdiw8V64JbPFgQsoiv",

"applyerName" :

no.onn

"prowder" :"did: hW|d FahQr32NgQZWjGRiCZc37C",

prowderName
"service" : ""
"price" : 0,
"applyTime" :

no.onn

encryptedABEKey

"en

"status
"reason

ready

no.onn

no.onn

no.oun
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"lockProof" : "",
"attributesJson" : "[{\"name\":\"att3\",\"type\":\"comparable\",\"value\":\"3\",\"maxValue\":\"1000\"}]"
}
KRE&MG: 500
S i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
RSB
RSB R
200 ABERFZSHITRER
500 S M R
T EL)
BESIEIRB.

1.5.5.4.6 &) ABE FIFZ$ARHE

ab
IhBEN B

i

URI

IBREH

EiGABEFFZAHIE

RB]LATEAPI ExplorerdRidiiziEz [, IFEMAIESEN . API Explorerf] LABENERK

SDKACHERAY, FHRESDKAIEREIEIHINEE

POST /v1/datashare/query-abekey

% 1-255 153K Body 2%

2% Wk ST 12153

orglD = String £H4Qid

channellD = String ‘Eaid

cryptoMethod | 2 String nz7i% BeiEEASW
cert v String uEH

sk 2 String FA$H

N5k 01 (2024-11-06)
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XEREEARSS
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2% mEwI% SR fiEid
timestamp g String A E)E;
provider = String EINENBHIRR
applyer 2 String HISERISDIRR
) E=S
REMB: 200
% 1-256 AL Body S
2¥ SHE A
applyer String S EMNBMHIRIR
applyerName | String FRIEERYBR
provider String ENENBHIRR
providerName | String ENERIRTR
service String BENRS S
price Integer Mg
applyTime String FRISHYE
encryptedABE | String BN HIABEZEH
Key
status String BRIBIRZE, requestRIAKIZN; readyzR<EH15
ERbIE
reason String IR
lockProof String HERA
attributesJson | String B
KRS 500
% 1-257 AL Body S
2% SR A
errorCode String e
errorMsg String HIRfEA
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iBERTA

i Rz 73~451
REB: 200

ABEFIFPZSRITRERE

{

"applyer" : "did:hwid:mfqqdiW8V64JbPFgQsoiv",

"applyerName" : "",

"provider" : "did:hwid:FahQr32NgQZW;jGRiCZc37C",

"providerName" : "",

"service" : "",

"price" : 0,

"applyTime" : "1672985584",

"encryptedABEKey" : "",

"status" : "ready",

"reason" : "",

"lockProof" : "",

"attributes)son" : "{\"att1\":\"YXROMWS5hbWU=\",\"att2\":\"YXROMm5hbWU=\",\"att3\":\"NQ==\"}"
}

AEHB: 500
LI g

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}
RE
RED ik
200 ABEFFPZRITER(ER
500 SN Rz
e
B2 BB
1.5.5.4.7 ABE 3B =R
INRENA
ABEFFZSAMEEIE
Wil

EaJLATEAPI Explorerdifidiziz O, IFEIAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKAHRAEIEIXINGE .
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URI
POST /v1/datashare/abe-decrypt
iBRESH
% 1-258 153Kk Body &%
2% =R WI% SR fik
orglD = String £H4Qid
channellD = String BEiaid
cryptoMethod | 2 String INZE7 % ERIEEASW
cert = String I
sk g String FA$B
timestamp 2 String RIS
encryptData | 2 String FHIEZ S, HonChainStoreig
B “true” BY, AIREIA
applyer 2 String FRISENSMDIRR
provider = String ENENSHIRHR
orderSeq & String ITEFSS, HonChainStore
Atruellt, ITRFIISHIE,
onChainStore | & String HIRE X 2R T EFE, g
B “true” gy “false” , BRIA
A “false” . WRIREN
“true” , MARFEEZHBA
encryptData, AJExfEhE L3R
EERE X
N Rz S4
R&MB: 200
7 1-259 IR Body S%{
2% SR fEA
plainData String base644b 1813 AIRE RS SR
R&EB: 500
MAZhRAS 01 (2024-11-06) WRINERE © ARITERARBIRAE 196



XRGEARSS
T o 1 Hyperledger Fabric {E3RhRETE

2 1-260 gL Body %1

84 SHRT R
errorCode String e
errorMsg String IR

BRI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel”,

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",
"encryptData" : "string",
"onChainStore" : "false",

"applyer" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",
"provider" : "did:example:Mb4SshJeN5ukWXkbMJK8xC"

i Mz 73~ 51
RED: 200
base644RABHIABERRER S EUE

{
"plainData" : "aGVsbG8sdGhpcyBpcyBhbiBleGFtcGxlIGZvciBhYmU="
}
K&G: 500
S I R
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
INESE
K& fid
200 base644RIZHIABERRE S ERE
500 SR M iz
HRixtD

TS EIRB .

1.6 PR
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1.6.1 EZINE

1.6.1.1 #fik

EZEERAAERENEN, BRAEEEENRNIREFRMZREREEHRHITIIER
PEE R IR E BRI Z B R AR E ™ m.

EEHEIEEREZEEERTEN B EAUENEFEXE, URSNEREMIIFEE
Be. EREEINE, JABEBEEIIE. e, KBEEE. SRURITHFTIAIE
EEZFEENFTER.

R XRGERSZIRMERIN B EZSDIEER, HAPFAEPIRERIUARIIFA
AXHITINERIF

AR
EE NN (& B T FabricZRAghR A AI X EREESLH o

BETE
% 1-261 SDK %
BiEitXHyperledger Fabric | iB5 | &kt
WA
Fabric 1.4.0. Fabric 2.2 Go BERXHEIRSEIREHES, HA ‘N
=6)" , B “EZMZESDK”
Fabric_SDK_Gofd “T&;” %58,
Java | EERXRERSEEESS, #A ‘NA
=67 , Bi “EZINZESDK”
Fabric_SDK_Gateway_Javazg
Fabric_SDK_Javafly “ T#” 1%,
ol
o GOMRAZER: 1.12KLULE, 1.16lATF (>=1.12, <1.16) ,
o EZESDKIFE T ZESDKAIFREINEE, FELEM HEINT NEZEEENSIF.
e Fabric_SDK_Gateway_JavaXdSDKHIER/ 1T 73938, iRZ=Fabric_SDK_Java[ERENNE
EZR, #HEFIER,

BTHNEREEHEER, SEINTER, BRIIEINTE:

EE 15488
src (1XGo ) F1Go SDKAYTRRS SIS o
jar ({ava) FHava SDKiYJarel .
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1.6.1.2 SDK RY{sEFH

=% SDK
SIMATERENGO . JAVAIEZES . Jars)HESE ML .
o GO: BTHMEHEBEEZIAFRISGOPATHER T,
o Java: B TFHAEEEPIarsHRINZFIRBKEF, AR A ZRN:
a. B TEHMSDK JariEEMaven Attt BRE, ATSELTaHd:
Mvn install:install-file -Dfile=fabric-sdk-java-2.2.6-jar-with-dependencies.jar -
Dgroupld=org.hyperledger.fabric-sdk-java -Dartifactld=fabric-sdk-java -Dversion=2.2.6-BCS -
Dpackaging=jar
b. TEIMESKHSDK, AISELITLE:
<dependency>
<groupld>org.hyperledger.fabric-sdk-java</groupld>
<artifactld>fabric-sdk-java</artifactld>
<version>2.2.6-BCS</version>
</dependency>
F& Client i2%
BEEETHARNABRERISZIEIE . EZSDKSFabricSDKRIERLH—, &8
FREZNEEZE, (NHEEELAMEREZEMNE, FEZFinFEFabricSDKER
HAEZSDKENA] ,
IE1T Client 12F%
ClientiZFiz{TH—RZREHFERNEENHBRR . BBEER. $HEER. HRID
o FEENHIRZEIAR THRECEXHHEFHEEE
o EEZTRENBCSELAIPANBEEZR.
o A BFREDBCSLAP =it LB IR ERYEFR
o HAQID, LUNTFRBIEENHREB, HLRIDS
02f23ab00f6e1ffcde8a27bfd3ac2290edc18127
lient:
grlsgaization: 02f23ab00f6e1ffcde8a27bfd3ac2290edc18127
1.6.1.3 fii®

fabric-sdk-client/gofkEiRIEE =5 B3IZE:

Fs a8

github.com/Knetic/govaluate

—_

github.com/VividCortex/gohistogram

github.com/cloudflare/cfssl

github.com/go-kit/kit

github.com/golang/mock

(o2 1 I ©2 B I S IR GV I \O)

github.com/golang/protobuf
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Fs 23
7 github.com/hashicorp/hcl
8 github.com/hyperledger/fabric-config
9 github.com/hyperledger/fabric-lib-go
10 github.com/hyperledger/fabric-protos-go
11 github.com/magiconair/properties
12 github.com/miekg/pkcs11
13 github.com/mitchellh/mapstructure
14 github.com/pelletier/go-toml
15 github.com/pkg/errors
16 github.com/prometheus/client_golang
17 github.com/spf13/afero
18 github.com/spf13/cast
19 github.com/spf13/jwalterweatherman
20 github.com/spf13/pflag
21 github.com/spf13/viper
22 github.com/stretchr/testify
23 github.com/tjfoc/gmsm
24 google.golang.org/grpc
25 gopkg.infyaml.v2

1.6.2 EEINER

1.6.2.1 #fik

LHRXIRUERSZIRERSNZERSER, SEEHTTR. BSNEE—KEE

FREARMERINETSR, S—RINEEEELL, BSINERTEARINZES,

Y=

<)

3k

MEENSHtERE, WHRIPEENZEEGEES N, FBRSMERART
VIS EZASMEXRIE, B EXREIERG, BrILUgb Elmn, X
LRI EESS, G HRITERN . FMARSINERATLASSIILZZ TR

RERHIERGRIER, MAFREE—ITENRIHEE, JURSEENEEME.

BCSiRftE= FimEERChaincodel®E, ZEEBERATRSENENEERS , KRIAFAR

ZHISRARIF o

o EPFimnkE: AT EclientimiRMINEZESINREHIENRZZ S MAVERER
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o EXMNZHELAZIDChaincode.go: ERSMEZNZET, BRESESNANEE
TEZEFE AN E X EREESESI

e Chaincodef: IRMHETIMRIEAINRE, ATEEXREMET, REAFRZZANIERA,
HERRZENEE, EFEPELETRERPXZEE, KEREERA
B o
AR
BASINEZ{E AT FabricZRAER A HI X BREESLA

TR T
& 1-262 FFIE

BEEHX EehiR s TEkE

Hyperledger Fabric

R

Fabric 1.1.0. Fabric 1.8.5 EEIIEHES

1.4.0. Fabric 2.2 192 —
1.11.5 ESINZE R

o [EENNZEHEFS T2 IDChaincode.go
e ChaincodeFE#EON 4T api_ahe_cc.tar.gz

7N

o TEEESAMREMEE—BORAIE . FIANAMERIgowIFEE/1.8.5, NTH1.8.5
ARASHIRE -

o (FRRESINE FEREEIRRIREFERSDK,
e api_ahe_cctargz8NAFAHRE,

1.6.2.2 [EINE ERIER
BRI EEATEFR

BRIFER

ST LHTWRIUE T
1JTOBCSSEAIRT, ZENFNERFER “ECDSA” RISNE . STlITEE, THRZSINZE
FFahex.x.x.tar.gz, EFiRFAEHESESDKEsdkx.x.x.targz, peer5SordererFFiE
B, BRENXMHE.

$I|2 LREFIRSDKEE.
BT EHRIEZSDKE sdkx.x.x.tar.gzfi# EZIFAFAI$GOPATHE R T

$R|3 LRESNERE.
5 T E%ahex x x.tar.gzfZ EEIHFAI$SGOPATHE R T,
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https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/ahelib1.11.5.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/IDChaincode.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/api_ahe_cc.tar.gz
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R4 LRARE ({NETXdFabricl.) o

KIAVEX R TFRSMZEER T, HESINEEREEZIBFRSGOPATHER
&, &SI F$GOPATH/src/ahe/PSW/deps/lib, iEi§iZE S FHEXEEHIEAR
#BAY/usr/local/include/openssl/BR T (MNR&BZEBR, BEFEIEZER) , &

FRENEEE:

export LD_LIBRARY_PATH=/usr/local/include/openssl:$LD_LIBRARY_PATH
/IVATRE #8712 9/usr/local/include/openssiyafil, HB1TRIEBR, BLALIRCIZBERE

(MARIY:
EfRntROlibgmp, WEBRAFREIMpE. REHEZIUSEInuMERASEETA (4
WMubuntuZRFATLAEapt-get install libgmp108<$3kLEE, HAJ#Ehttps://gmplib.org/ FEGR
IEHITRmERE) .
5 FFAClientleFE555ti8 .
152% AHE LibEREOFChaincodeFERE O TEMARIN FBFISELHD ( BaeEL0 ) BOFF
o
BIaNAppE Fimf it CiBiRANEEEESEW T :
o AppEFinhYHENPIESIZRE:
a. FERF
AP LORRZER £ R B PE R ATASE
b. #ItAMRER
?gﬁé‘{tﬁ%ﬁﬁﬂﬂﬂl«‘)\ﬁFﬁ%ﬂﬂé‘?ﬁ%ﬁ)&%@?ﬂiﬁiaﬁ FRRARIPRUAIIEREE

c. KieXH
RS RILUEBR S R R EE R BB RIAMRIPIRZZHIE
o HHLRBImIIRAYIZIEITIZR:
a. RERFPAESHIAIMET KR,
b. IEUFIIAREIAIBIEFHERRANIAZZS o
¢ KiIERZHEIENEREHERRZER
5
" SRR AT LUEIT R YA R AR LG FR B SR IS IA R AR B U -
" AR ZRERERIGITER ZEIEIIERILE .
TIB6 ZERHLI,
BISERE, BHANIHLEZEEBHFPITEARYBCSSLAIFFFLEIL
$IR7 EHENHA.

PRI $3BRFF&apphifl, appR A LAARESINZERITRZZ(ESHITIEFA
FF. ARG, BappEfBEWIAIIRSE L. appHERNE, BIFHETES
BeESIfH. MBI ( peerfllordererBIFFIES ) « opensslE,

-
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1.6.2.3 AHE Lib FE#EO
RS RAPERSEE, BTFRPAAE iGN BRTERERRZSIIEINE .
RIS |FE&1E 8 import "ahe/PSW/api/ahelib"

GenerateKey

o EMOFE

func GenerateKey(pwd string) (privKeyStr string, pubKeyStr string, err error)
o IpmEfEA

& RIS INZERIZESEXT o

o HINIREH
S¥HZ St} ik B=EY
il
pwd string FF iz R E R EIRSFASH = (R
B, SRFIAES-1281N%, EEyS)
PWAE R FER: =)
1. KEZLVD6NZER,
2. dZ\?E@,/E\RD-F:ZEQ‘ﬁW?ﬁEQ
PE:
o EMV—PNNEFH;
o EVD—NPKEFH;
L J :?:Qh_ﬁ\ﬁ?,
o E/D—PMFRFRF:
@#$%N&*()-_=+\|
[{3];:",<>/? FO=HE
o IGHikAE
2¥ 2 S R
privKeyStr string ERpwdINZRIRIZSINZEFALE
pubKeyStr string BNz LS
err error =

o FEEW

;ﬁ%J?F'E‘%HESE%FEHM&?%P?B%E’\JE%%%, ERREERIRER, FEFHSIR
I o

Encypt

o EMFE

func Encypt (secretNumStr string, pubKeyStr string) (ciphertext string, err
error)
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o IhEEiEiA
BN .
o HINIZEAR
BH3 St R ERYIR
secretNumSt | string FTEMZRIEE, RZFRTF | =2
r ETOMIERY, MRHFE
NG, BB KEHIEN,
pubKeyStr String BRI YN =
o IHHIRER
BY32 St R
ciphertext string I ERIEUE
err error REHIR
o FEEIN
To
Decrypt
o EMOREEY

func Decrypt(ciphertext string, privKeyStr string, pwd string) (plainText
*big.Int, err error)

o INEEHEA

ESERE
o HINIREA
e e E- Sl 215 —EA
il
ciphertext string = ERENEN b~
privKeyStr string BESMEZRFAHS (HWpwdilZE | 2
ESia
pwd string FFRIFFASBRIF TR &
o HiHiREA
e e E-Sic) ik
plainText *big.int R R RVEIE
err error IR[E5EIR

o FEFEIM
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Add

o HENFEH
func Add(cipher1, cipher2 string) (cipher string, err error)

o IhgEfEIR

BESIE
o HINIRER
e e S %S =R
i
cipher1 string FWINZERYZE =
cipher2 string WINZRYZE 2 =
o HAHiIRER
e e E-Sit] ik
cipher string 1BINERYEUR
err error IR[EIEEIR
o FEEIW
To
InitBalance
o EORE
func InitBalance(balanceStr string, pubKey string) (string, error)
o ThEEfEiA
VIR ILREN
o HAIREA
SH 32 E i) AR 285
il
pubKey string yNGZES) =
balanceStr string VgasEm, RZFRAFEFOE | 2
B, MRHEFENY, FET
KIEHIEN
o faiHikAEA
SH=2 £ ik
balancelnfo string RZEEER
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2HE R HR
err error REEEIR

o FEEIN
To

PrepareTxinfo
o EMORE

func PrepareTxInfo(cipherBalanceA string, transNumStr string, pubKeyA,
pubKeyB string, privKeyA string,pwd string) (string, error)

o IpEEHEA

RAES
o HENIREA
BYZ -3l 75 2B/
m
cipherBalanc | string ARERIRET (EX ) , Bk | 2
eA FHEIARISRER
transNumStr | string EEMREER (BAXZ) =
pubKeyA string AR EHER =
pubKeyB string BRILN$AER =
PrivKeyA string ARYFASHER =
pwd string BFmMEZFRPHI=RT S &
o HiHiREA
BH=2 St A
Txinfo string R ESEHIE
err error IREIFEIR

o FEEI
To

1.6.2.4 Chaincode EFE#E[

IZEFSEEE R EBCSSEAIR . AFTEFAHISRT, AJLAERBCSIZERIAPIZ IS4
XIFF R P RISERS T T A RIE o

FISAPHEOIX M T ( THOHES WEIF M) FREZ A MAIGOPATHERF, &7
BR4.2. 6 E TR LA AICESSRS |IBRSEE . SRS, BHEDZREIBCS
AT, 9SS BEHERIBCSHRRIENT, SLINHEHERESIIZERTIERA

N5k 01 (2024-11-06)
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HERS P RS INZE EERYS I RER{Z: import "ahe/PSW/api/ChainCode"

(MR

IBHIRERIZS I BIRE, BNEEHSIRERRSIIEEREREW

ValidatelnitBalance

ValidateTxInfo

EOEE

func ValidatelnitBalance(Balancelnfo, PubKey string) (InitBalance string, err
error)

Theetsig
138 sdk.InitBalance £ FAbalanceinforh SRETHIERBRIE X4
HINIEER
BH = -t #hAk ER%
M
Balancelnfo | string DI EES S b~
Pubkey string FRENIZRIRBER =
HiHi5ER
BH = -t #hAk E&%
m
InitBalance | string VaaREE L =
err error HEIRER =
SbIETER
WIERIBAYE, RERIES
EFEEIN

XEAPREES M HRAFPappiZEIRIE, Chaincodeln oISz AAFPRIESE
€5, REERINZEMEXRTONSEE .

BOER

ValidateTxInfo(txInfo, cipherBalanceA, cipherBalanceB string)
(newCipherBalanceA,newCipherBalanceB,newCipherTxA,newCipherTxB
string,err error)

InaEHEAR
158 PrepareTxInfoE B A TxinforR 22 ZIFRARY B R o
ISR

N5k 01 (2024-11-06)

IRIERE © LATITERAGIRAT 207



XER§EARSS

FrEIERs 1 Hyperledger Fabric 1Ei2iRE1E
SHHZ EKH | iR R
Uil
txinfo strin | 32 ZUERRELRE =
g izl

R IEEHIECEERSEEUENZ ZIERE
2, =B %iETFsdk.PrepareTxInfoiR[EIfYtxinfo

B/So

cipherBalanc | strin | AR ZRE (FX ) =

eA g

cipherBalanc | strin | BHEIIRZZREN (EX ) =

eB g

o IHiRER

BY=2 E-Sic) R

newCipherBalance | string R 5 atr B RTRIARIRER

A

newCipherBalanceB | string R 2 a5 EHAIBRIRER

newCipherTxA string RZEE (ANESINER
8= )

newCipherTxB string RZEE ( BHESINER
$AINE )

err error R

o FEEHEIR
XEBARKEWT, BRKETS.
1.6.2.5 IDChaincode
BFRERFIAEFIK,, SrERBPNESEEE, SIS HEME
IDchaincode b, {EF/EEARIBERFREERRINF GRS ATE. LB
IDChaincode.gofY F&iiES WHER & -
(MARY::|

IDChaincode.goFH% I =BCSERSS1RME, TEWAAIEN, EHTESESHAERAZER—
o

i*7 Register
Wi RiEId A tAhashit &8 16 HIF T R5E5E.

&Hif] Query
(MK BN .
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1.6.2.6 HE{LHEpBI
R LA ESSZIEMNED, XBEHAREIIETransaction Chaincode
SShL AP IEIRYAEEIRME . FEREIREURRIIIIESTIE PR RSINE EXE X R 5 SR
ITEENRES, WRSBIEERIE. RPII T REHIRNK, ROEE, EKRS
= INRERE, BAINRELMSEUT
Init #IBILRER
SAPEMINGE, FEVIRICZAFPIRET, BOAR0,
o HEINIREA
e e St ik ERWR
PubKey string YN =
Balance string IaEEn =
o AbIE
JEF3ValidatelnitBalance, #X3tbalancelEEIBXIE, RIS,
PubKey := string(args[0])
Balancelnfo := string(args[1])
//PubKey := string(args[2])
hashPubkey, err := t.calcAddr(PubKey)
logger.Debug("encrypt initial balance")
//validate balance
cipherBalance,err := pswapi_cc.ValidatelnitBalance (Balancelnfo,PubKey)
if err = nil {
logger.Error("fail to Validate InitBalance ")
return shim.Error("fail toValidate InitBalance")
}
o HailHi%EA
e Sl iR
newCipherBalance | string FRENZE L
QueryBalance EiFRET
EERIMINEELLR R, RiEkeykEifvalue, BMEIEKPHEIISREIGDYNaIRER, B
{Au] lltransaction_demofdqueryBalancet®Z [,
queryBalanceEzOS#UIT:
- B¥=2 ESic) A
BN addr string M Pt
Hid cipherbalance | string M PR ENE S
i err error SIS
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Transfer &l

o HENIREA
BHE E3id) 215 RN
AddrA string A-BEMKE btk =
AddrB string B- Mk ttbik =
txinfo String R Z15E PrepareTxinfo =
o ALIEIHEA

a. IRIBIKFHEAEFRENK AR A, B FIRERcipherBalanceAKeyABlock,
cipherBalanceBKeyBBlock,

b. RIGIEBBERIE,
newCipherBalanceA,newCipherBalanceB,newCipherTxA,newCipherTxB, err :=
pswapi_cc.ValidateTxInfo(txInfo, cipherBalanceAKeyABlock, cipherBalanceBKeyBBlock)
if err !=nil {

logger.Error("fail to validate trans information")
return shim.Error("fail to validate trans information")

}
¢ WHEHERER (BX)

WEHKARNBSEEZAFES, S LENENSES AZIBFRRASR
7, demopEN T —MFEEH, REZFEEEsonFIHUA— I RZICH
MR TIRF o
type TransRecord struct {

FromAddr string

ToAddr string

TXType string

Balance string

X string

remark string

1.6.2.7 BB

EEEM

AT RPBRSIEENEMKERSGE, RE—TNNARAMCIEFIXINAEEREI
3, izgﬁﬁﬂ’ﬂii'élbﬁﬁx‘iiimﬁ)ﬂI‘Eﬂffﬁﬁiﬁﬂ’&, [E R E RIS INE B R IF FB P RIEE K
RHER.

ZNFRRERSE=ALE: AR (ARSRCERRE) . BFREEK, &
AR

RN FRER e STRIBS TS #8(F, BARTENT

ETEMsdk.yam3Z{4sh&iflordererfllpeertdidZ{S 2., JSEIP+ordereridZFEIP
+peertfZ#h 7t “/etc/hosts” ST{Edr, {EMFabricl. 1hRART, peertdiZHRIEIPEE
BCEALRMIP, {FRFabricl AARAES, peertdZHRIEIPEZEERFAMIP, HUIMLE
TBBEEMRZRIELM

£ “/etc/hosts” X{4ehiENorderers mAlpeerTs mAYtZ BRETHT, BAES XU T:

X.X.X.X orderer-e5ad7831affbe8e6e2e7984b098f92406930a688-0.orderer-
e5ad7831affbe8e6e2e7984b098f92406930a688.default.svc.cluster.local

SASRRAS 01 (2024-11-06) WRINFTE © AR ERABIRAE 210



XRGEARSS
T e 1 Hyperledger Fabric &38R ETE

XX.X.X peer-d524b0817aaed85490368776cb88042a149a56b5-0.peer-
d524b0817aaed85490368776cb88042a149a56b5.default.svc.cluster.local
XX.X.X peer-d524b0817aaed85490368776cb88042a149a56b5-1.peer-
d524b08172aed85490368776cb88042a149a56b5.default.svc.cluster.local

AR

XXXXFIRBIEIP, 1EEHRIISEFREIP,

Usage:
appdemo register [flags]
Flags:
-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")
-1, --idcc string idendity chaincode name (default "IDChaincode")
-i, --initbalance string init initbalance
-0, --orgid string organization id (default "org1")
-p, --protectpwd string  protect pwd
-T, --txcc string transaction chaincode name (default "TxChaincode")
-u, --userid string user id
./appdemo register -u A -p test -i 100
(MARIY:
O ESHAEERERRINEAE, WFlagsHAvEA . MRBFEENSIHIAMERRE, FEX
SHPETRIEE,

o  JRAFPERN—WREATAR

BRI TAPFRuserid, ATFXSBR, FAFEMIRHERXABRER—
RFAE, XEdemoABNAFPRBERMNEEIT AitbAY${userid}.datadf4 .

privKeyStr, pubKeysStr, err := pswapi_sdk.GenerateKey(propwd)
check(err)

fmt.Println("key is nil")

userdata.PubKey = pubKeyStr

userdata.PriKey = privKeyStr

o EAASH
{EEAfabric SDKAYIEZOM@IDChaincode A, SH LRI
(MARY::|

EFMABRA T HEARNEEAAHE, XBEFAT KIRGEASEEIFIETHIZIE . T2(FM
RAEKANE, ERRKENANERSZER, ®RIPFRZRM, REMNBFEES LIRS
RERE

res, err := sdk_client.Invoke(setup, "Register", [][]1byte{[]byte(userdata.PubKey), [1byte(senderAddr)})
if err !=nil {
fmt.Println("Fail to register user pk ", err.Error())
} else {
addrByte := res[0].ProposalResponse.GetResponse().Payload
fmt.Println("Register addr: ", string(addrByte))
}

o EAMIIARER
a. {FMsdk.InitBalanceR{JIa5REN, HITINZEERAIIR(balanceinfo,
b. &i%balanceinfoZl3z5 Chaincode,

balancelnfo, err := pswapi_sdk.InitBalance(initbalance, userdata.PubKey) check(err)
setup.ChainCodelD = txchaincode

_, err = sdk_client.Invoke(setup, "init", [][]byte{[]byte(userdata.PubKey), [1byte(balancelnfo)})
if err !=nil {
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i

fmt.Printin("Initbalance error for user: ", senderAddr, err.Error())
}else {
fmt.Println("init balance successfully: ", senderAddr)

check(err)
Usage:
appdemo transaction [flags]
Flags:
-b, --AddrB string B' addr
-t, --Tx string Transaction Num

-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")

-1, —-idcc string idendity chaincode name (default "IDChaincode")

-0, --orgid string organization id (default "org1")

-p, --protectpwd string protect pwd

-T, --txcc string transaction chaincode name (default "TxChaincode")
-u, --userid string user id

.Jappdemo transaction -u A -p test -b
a0760184f7ed24e0d86f5b2df40a973a9e1b5da%a1ae886532ac9cd634b59d59 -t 10
/5B ER-bERYFRFER BRI ( BIEARRINAIERAIMIL ) o

Usage:
appdemo querybalance [flags]
Flags:
-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")

-1, --idcc string idendity chaincode name (default "IDChaincode")

-0, --orgid string organization id (default "org1")

-p, --protectpwd string protect pwd

-T, --txcc string transaction chaincode name (default "TxChaincode")
-u, --userid string user id

./appdemo querybalance -p test -u A
EaMLHI:

A Asdki2taYInitBalanceEZ ¥ L %7,
2. AHfabirc sdk&ERX S

get balance
setup.ChainCodelD = txchaincode
transRec := sdk_client.TransRecord{}

fmt.Println("query balance")

resps, err := sdk_client.Query(setup, "QueryBalance", [][1byte{[]byte(addrA)})
if err !=nil {

fmt.Println("Fail to query balance :", err.Error())

return err

}

err = json.Unmarshal(resps[0].ProposalResponse.GetResponse().Payload, &transRec)
if err !=nil {

fmt.Println("unmarshal query result error: ", err.Error())

return err

}

decrypt balance

curbalance, err := pswapi_sdk.Decrypt(transRec.Balance, userdata.PriKey, propwd)
if err !=nil {

fmt.Println("sdk Decrypt error: ", err.Error())

return err

}
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fmt.Println("current balance:" + curbalance.String())
1.6.2.8 EARINZEIZHIUE Demo
NBEISINZIZZIIEDemolIER %o
(MEEiY::
REFm=AS, FETFLRME.
BRIES R

EB1 1JIEBCSILfH,

IRAA4XX ( IFR4t X Hyperledger Fabric 2.25RA ) , XIREESLEIZTRIEFERSE
NFRF, RENHIERECDSA, HNHENZFMEREOAEE .

$IR2 (ZERD AR .

1. EEFEHEE, SERRRESINEE BRSO SRER .
2. BETFGHRE, IREIRINERE, fWigpeerfadiflyam(SXf4.

el ARERE Statefulset ©

s = s TOBER/SH)

© # [ED B G RrEs

R v e

=) o i e

ettt

\\\\\\\\

3. {E2{CORE_PEER_CCENV_IMAGE_NAMERIRRAS/33.0.5,

#RIEYAML
=

E L

h: metadata.name
RE_PEER APl SERVER
ttps://kubernetes.default.svc.clusterlocal:443
PAAS POD ELB ADDR
00.79.1.215:8069
PAAS_BCS TENANT ID
51fd4326a80d4022f93c0149807ade5
PAAS BCS CLUSTER ID
98dc82a-debd-11ec-9f12-0255ac1001b7
PAAS BCS NAMESPACE
efault
CORE_PEER_NAMESPACE
o

CORE_PEER_CCENV_IMAGE NAME
wr.cn-north-7.myhuaweicioud.com/op_svc_bcs/fabric-ccenv:3.0.5
CORE_PEER JAVAENV_IMAGE NAME

porzrse C

(@ YAML JSON BT

wr.cn-north-7.myhuaweicloud.com/op._svc_bes/fabric-javaenv:4.0.2.1.1

CORE_PEER_BASEOS_IMAGE_NAME

swr.cn-north-7.myhuaweicloud.com/op_svc_bces/fabric-baseos:4.0.1.4

CORE_PEER_BASEOS_IMAGE_NAME_1_4
wr.cn-north-7.myhuaweicloud.com/op_svc_bcs/euleroswithgolang:3.0.5
CORE_PEER BASEOS NODE IMAGE NAME
swr.cn-north-7.myhuaweicloud.com/op_svc_bes/euleroswithnos
CORE_PEER_BASEOS_NODE_IMAGE_NAME
wr.cn-north-7.myhuaweicloud.com/op_sve_bcs/euleroswithnos
CORE_CHAINCODE LOGGING LEVEL

CORE_PEER_LOCALMSPID
1f00542f9d67d4d55ee3bd8afa4ebd03956330dMSP
FABRIC HUAWEI ENABLED
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$I¥3

\

%
E2S

FFF LS .
LERBpECES: transaction.zip. IDChaincode.zip, FILBHLHHCID,

AR

o NTHERELRE, BINRENILIDZTREE Itransaction. idchaincode,

o REBERIBPIRER BRI AFEHHCIBIRAEIE 1.0, LRI, H#LBRASY
MA1.0, $ELABIES g0,

o WIRBCHAHENN, TJLUERMChaincodeE A4 api_ahe_cc.targz,

$RA £ “LOIER FE, AXORRD, BE RNEFIREE” .
LIRS FGFETHHIRS, SHESMTRE=ERE—E

A)ik “SDKZH” :

HEABZFR: transaction

IFPFRERIR: /home/paas

BEZIR: channel

1%$EBL R organization

Ak “HRTRER”

Ak “PeerPRIER” , IBETRALRFGHRINME, ik “BEERIEFR

6 P “TEH , THSDKEENH. HiRT AP PeertmiEH,
BT EARMRSEEL S golang,

1.

THZER: gol.11.5.linux-amdé4.tar.gz, HEFIAR#ARSSEE “/usr/local” B
RTFRE

tar -zxvf go1.11.5.linux-amd64.tar.gz

1s -1

root 4096 Feb 2
root 4096 Jul 2
root 4096 Jul
root 4096 Jan
root 148132627 Feb 28 2
root 4898 Jan 2
root 4096 Feb
root 40968 Jul
root 4096

root 4€

root 4896 ]
root 4096 5
root 4096 J
root 4096
ter-bcs-064s-2eb9 locall#

BUTIHETEEEZ “/etc/profile” X4,
export GOROOT=/usr/local/go

export PATH=$PATH:$GOROOT/bin

export GOPATH=/opt/gopath

export PAAS_CRYPTO_PATH=/opt/hao

export PAAS_SSL_ROOT=/opt/hao

PITI T e S ERRTEER .

source /etc/profile

2
a
1
258
3
2
2
2
5
2
2

$IB8 YFiFappdemo,

1.

EAN “/opt/gopath” BRT (UIRi&BgopathBR, BEFapeliE) , LfEsdkEE
(sdk1.11.5.tar.gz ) . EZSNINZEE (ahelib1.11.6.tar.gz ) Flopenssl/ZE
(openssltargz) , IIBEELFIEHR, @<
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https://homomorphic-encryption.obs.cn-north-1.myhuaweicloud.com/transaction.zip
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/IDChaincode.zip
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/api_ahe_cc.tar.gz
https://redirector.gvt1.com/edgedl/go/go1.11.5.linux-amd64.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/sdk1.11.5.tar.gz
https://homomorphic-encryption.obs.cn-north-1.myhuaweicloud.com/ahelib1.11.6.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/openssl.tar.gz
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tar -zxvf xxx

[root@cluster-bes-064s-zehd locall# cd fopt/gopath
[root@cluster-bes-06ds-zebd gopathl# 1s -1

root root 14129773 Feb 28 22:00
root root 4096 Jul 2019
root root 4096 Jul

root root 7891504 Feb

root root 4896 Jul

root root 27261385 Feb 2

root root 4896 Jul 19

rootdcluster-bcs-864s-

2. #HAN “/opt/gopath/src/ahe/PSW/deps/lib” BF, IERFRBRIEEHIF “/usr/
local/include/openssl/” BFH (INREH “openssl” BENEE ) .

3. A “/opt/gopath/src/ahe/PSW/example/appdemo/” B, #117go build, ¥&
FappdemoX {4,

9 appdemo]# cd foptSgopath/src/ahe/PSW/example/appdemo/
9 appdemo]# go build

[root@cluster-becs-064s-2ebS appdemo]# 1s -1
total 22664

. root root 23189440 Feb 28 22:03 a
root root 269 2819 2
root root 4896 ] 2819 ¢
root root 4898 I 2819 s

-x 3 root root 48%6 Jul 19 20819 ver
rooti@cluster-bes-864s-zebS appdemo]#

£E]9 F18ERK.

1. & “/home/paas/” TEIZ—MHRARITEIRE, HIa0: mkdir ¢

2. BLEBRPBWSHPTHIEMHE, 7 “/home/paas/c)” BBET, LEHIRToEE
RIFBHlpeerBT SR BERIEH, FIGLE6.3PRIFEFIIappdemoSTis.
opensslZEFsdkZELLRK DockerfileEHIZHRIE R T HEE -

-TWX~ - 1l root root 23189440 Feb 2 2:87
TP i 1 root root 18237 Feb #2:11
.- root root 170 Feb
frommnan root root 7891504 Feb
fesmasas root root 27261385 Feb 28

1
1
2
2
¢ 3

=y e e root root 10048 Feb 28
root root 355431424 Feb 28
[ rooticluster-bes-06ds-zeb9 cjle

(11 588

f#IEEHJopenssI3 A R/ MibZESZE ( libltdlso.7#0libltdlso.7.3.0 ) , 1BI5IXFE
MibIHEHIZE “/home/paas/cj/openssl” BRT.

3. BELRTAEEATBIpeer T RMEEAIES: unzip xxzip, FEREH
SRAGEB LS BIZ “ /home/paas/cj/orderer” X{EFN “/home/paas/c/
peer” T3 (MNREANONE) o TFE:

[root@cluster-bcs-064s-zeb9 cj]# 1s -1 peer orderer
orderer:
total &

7 root root 4096 Feb 28 :11

§ 22:11

b
2 root root 4096 Feb 2

7 root root 4096 Feb 28 2
} 2 root root 4096 Feb 28 2
[root@cluster-bcs-064s-zebd cjl# i

4. ERURESEEIBESFPTEHNE, Msdk-configiSehiRElyam(32ft, FEeL
HepiEBisERAECE.
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https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/Dockerfile
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/libltdl.so.7
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/libltdl.so.7.3.0
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fian:

a.

BEREBEPRT SEE U MPRISFHAERSR, (209 T ERIpeerttbil

[Horganizations:

[1 aa73c757c9026£0623495d7058cal7T7£6152bcea:
mspid: aa73c757c9026fb623495d7058cal77£6152bceaMsP

cryptoPath: /home/paas/peer/msp
tlsCryptoKeyPath: | e /pa. eer server.
t1sCzryptoCertPath: | /home/paas/peer/tls/server.crt

home

aas/peer

peers:

- peer-aa73e757¢9026£b62349547058ca177£6152bcea-1.peer-aa73c757¢9026£b623495470580a177£6152bcea . default. sve. cluster . local:

certificateAuthorities:

w - peer-aa73c757c¢9026£b623495d7058cal77£6152bcea~-0. peer-aa73c757¢9026£b623495d7058cal77£6152bcea. default. sve. cluster . local:
[
‘ - ca-orgl

~  ordererorg:
mepID: "20£8802066c105011£d396054c9126alTc0otocoMSP"

L cryptoPath: /home/paas/orderer/ms

?gﬂ%ﬁ&%ﬂgiﬁ#a*ﬁééﬂﬁfé, (&e5EmifE, sdkBLE X AFERhashiE
N I:I'?:zl:o

Search "/home/paas/" (7 hits in 1 file)
-] C:\Users\c00206633\Desktop\test-sdk-config.yaml (7 hits)

Line 81: cryptoPath: /homey peer/msp
Line 82: tlsCryptoKeyPath: /home/paas/peer/tls/server.key
Line 83: tlsCryptoCertPath: /F aas/peer/tls/server.crt

Line 97: crypteoPath: / /paas/orderer/msp

Line 109: /orderer/msp/tlscacerts/tlsca.2cf8802066c1c5011£d396c54c9126al7c9cfccI-cert.pem
Line 124: /peer/msp/tlscacerts/tlsca.aa?3c757c9026fb623435d7058cal?77f6152bcea~-cert.pem
Line 137: as/peer/msp/tlscacerts/tlsca.aa?3c7157¢9026fb623495d7058cal77f6152bcea-cert.pem

EKigsdkic & X4 certificateAuthoritiesEB > CAEHR ( 2NRIZHE M HE
2), ®FE, Bzt EEZE “/home/paas/c)” BEET.

certificateAuthorities:
ga-orgl:

wzrl: hrtps://ca peerOrgl:7054

httplptions:
wverify: true

tlsCACercs:
path: $GOPATE/szc/githul.com/hypsrledgss/ fabric-sdk-go/test/api-server/gls/fabricca/certs/ca_root.pen
client:
keyfile: $GOPATH/gre/github.com/hyperledger/fabric-gdk-go/test/api-server/gla/fabricea/certa/client/client_fabric_client-key.pem
ceznfile: SCOPATH/sze/givhub.com/hyperlsdger/fabric-gdk-go/test/api-server/sls/fabricea/certe/client/client_fabric_client.pen

registrar:
enrollld: admin

enrollSecret: adminpy
caName: gg-orgl

T AEEMEF FERIsdkECE S 4751

name: "global-trade-network"

x-type: "hlfv1"
x-loggingLevel: info

description: "The network to be in if you want to stay in the global trade business"
version: 1.0.0
client:

organization: aa73c757¢9026fb623495d7058ca177f6152bcea

logging:
level: info

peer:
timeout:
connection: 10s
queryResponse: 45s
executeTxResponse: 120s
eventService:
timeout:
connection: 10s
registrationResponse: 50s
orderer:
timeout:
connection: 10s
response: 45s

N5k 01 (2024-11-06)
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cryptoconfig:
path: /opt/gopath/src/github.com/hyperledger/fabric

credentialStore:
path: "/tmp/hfc-kvs"

cryptoStore:
path: /tmp/msp

wallet: wallet-name

BCCSP:
security:
enabled: true
default:
provider: "SW"

hashAlgorithm: "SHA2"
softVerify: true
ephemeral: false

level: 256

channels:

tongtai:
orderers:

orderer-2cf8802066¢1¢5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54c91
26a17c9cfcc9.default.svc.cluster.local

peers:

peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605:
endorsingPeer: true
chaincodeQuery: true
ledgerQuery: true
eventSource: true

peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606:
endorsingPeer: true
chaincodeQuery: true
ledgerQuery: true
eventSource: true

chaincodes:
- transaction:1.0

organization:

2a73c757c9026fb623495d7058ca177f6152bcea:
mspid: aa73c757¢9026fb623495d7058ca177f6152bceaMSP

cryptoPath: /home/paas/peer/msp
tlsCryptoKeyPath: /home/paas/peer/tls/serverkey
tlsCryptoCertPath: /home/paas/peer/tls/server.crt

peers:

- peer-aa73c757¢9026fb623495d7058ca177f6152bcea-0.peer-
2a73c¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605

- peer-aa73c757¢9026fb623495d7058ca177f6152bcea-1.peer-
2a73c¢757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606

certificateAuthorities:
- ca-orgl
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ordererorg:
mspID: "2cf8802066¢1c5011fd396c54¢9126a17c9cfccOMSP"

cryptoPath: /home/paas/orderer/msp
orderer-eip: 49.4.81.160
orderers:

orderer-2cf8802066¢1¢5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54¢91
26a17c9cfcc9.default.svc.cluster.local:
url: grpcs://49.4.81.160:30805

grpcOptions:
ssl-target-name-override:
orderer-2cf8802066¢1c¢5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54c91
26a17c9cfcc9.default.svc.cluster.local
grpc-max-send-message-length: 15

tisCACerts:
path: /home/paas/orderer/msp/tlscacerts/
tlsca.2cf8802066¢1c5011fd396c54c9126a17c9cfcc9-cert.pem

peers:

peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605:

url: grpcs://49.4.81.160:30605

grpcOptions:
ssl-target-name-override: peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
aa73c757c9026fb623495d7058ca177f6152bcea.default.sve.cluster.local
grpc.http2. keepalive_time: 15

tisCACerts:
path: /home/paas/peer/msp/tlscacerts/tlsca.aa73c757c9026fb623495d7058ca177f6152bcea-
cert.pem

peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606:

url: grpcs://49.4.81.160:30606

grpcOptions:
ssl-target-name-override: peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
aa73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local
grpc.http2. keepalive_time: 15

tisCACerts:
path: /home/paas/peer/msp/tlscacerts/tlsca.aa73c757c9026fb623495d7058ca177f6152bcea-
cert.pem
5. {&&Dockerfile3f4: ¥gyamSERFRES I T EAIsd SRR E L SkAYyamlEZ

o

[rooti@cluster-bcs-064s5-zeb9 cjl# cat Dockerfile
euleros:2.2.5
test-sdk-config.yaml /home/paas
peer /home/paas/peer

openssl /home/paas/openssl

orderer fhome/paas/orderer

appdemo /home/paas
[root@cluster-bcs-064s-zeb9 cjl#
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6. & “/hom)e/PaaS/CJ/ P BET, T THSEBREXXEITaEREG (1BR1TE
#docker) .

docker build -t tongtaidemotest:byl1 .
docker save tongtaidemotest:byl1>tongtaitest.tar

root root 2*1394-1.[!-
root root
root root
root root
2 root root
root root
4 root root

B b B b = b R
000 M@ W o m

[=x]

root root

rogt root

root root 27261385
root root 4096
root root 10048 Feb 21 ) : im.zip
rogt root 3883 ] ‘rest sdk-confi
root root 355431424 gt . T

(2]
2 o

(11 588

p euleros

{ HlThﬂ\.ldE'] 5

f’zdlfSlﬂuJE 3 months ago
swr.cn-north-1.myhuaweicloud.comfop_svc_bes/feuler ithgolang

0.4 cBbl1962bfcl 6 months ago

2.2.3 bOfebcdBaZal 4 years ago
[rootidcluster-bes-064s-zeb9 ~]# J

F]|I0 EEER.

1. SIERINERTHEIAN, SRENE, BAZBRESIENE, £5E TBCS
SO RYEERE T, BIETTINETRAR,, STAMEIRE 1T . MRAEHBF—
¥, B LatiifhRcceRE.

 brston P ey o - ms oy |~
wionn  owens  maws s wwe

8 mE

= c
[ naser = . saomess s T an

] ®  Teuee 2 s s s

2. £ ‘BRREE T, &EER.
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BHERE
w1 + i
s contanoct e o)
e wrEE
R omRm
PUBE RGP PRI HRREPUES, K e
. - -
e
BEAART | coleutsecet © o
“ = ”» 5 =
3. BE "LEREKRT , BMERITDRNNE, LERR.
X
BIGIEE
Beasdes R FERERS IR
HHFHR BEPL HERR
[epac] mmessasize alle
BREIR PSR i TEIRE
@ bes-proxy paas_bcs_bwx711264 1
baas-agent paas_bcs_bwx711264 4
baas-proxy-agent paas_bcs_bwx711264 1
fusionweather paas_bcs_bwx711264 0
weather-beta paas_bcs_bwx711264 0
weather paas_bcs_bwx711264 0
ex o o o
© FRCHISE RS SRR R, WSS x
REAT)
RIGER o
@ i 84 @ st 0GB s 0.92 6B
R B :
kY <z A =
4. IEERITEIFANRESY, S5 LEERE.
X

* 4HA

EEAIARMO MEEERE, AN (BEER) ST 2 GB, 5 tar, targz&R, (GHFHE1.11. 2R BES (SRR FIORRESR
&, SWFHRER AR ETE. W ek T 2 GBS, 15 ERE i L,

PERECE

&

tongtaitest.tar

5.

HE LT
K {ESHE
339.0 MB [

5%

#ME®

T

BEEERAE, DERGERERE, BENNIES, BF “HBE” .
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BRI

RREH

(®)| tengtaidemotest

bes-proxy

baas-agent

baas-proxy-agent

fusionweather

weather-beta

BREIRSS VR

R

paas_bcs_bwx711264
paas_bcs_bwx711264
paas_bcs_bwx711264
paas_bcs_bwx711264
paas_bcs_bwx711264

paas_bcs_bwx711264

TR, REBHGBL

7. &#XfE, BIRETIEREEIZERI.

FAREH%E Deployment @

THemsEn (= *E =

$B11 XZKIE.

1. EREFRMRRSESRES,

MBI

EE

TBINS(ES/ 28

IRV

R N N F

docker ps -a | grep tongtai |grep container

)

default

default

default

default

HITH TS EENAERRE

X
TR
0
1
4
1
0
0
+ BNEE
A AT
nbash (7
a
‘while true; do echo hallo; sleep 10; done
B e
P allc
eBEEE = HHE
2020/02/28 22:34:47 GMT+08:00 g R BB~
2020/02/28 21:41:50 GMT+08:00 8% 7R HS
PO N —
B TSI NT0800 S ———
BIE
EOLLPo

2. HJLIERREBRNNAER, BEABRAR, wWT:

docker exec -it Z&&id bash

3. BcE/etc/hosts3i4, 1Ehlordert mFlpeert AT 2 ST

£ T~ &ERYsdk.yam3 4 &EifordererflpeerfUigZEE , JFip+ordererigiZip
+peerffiZ ¥ Fe1E/etc/hosts X HHIRIE, W TFEAR:
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taitest-TTE41 b
es-managed hosts

S.default
cea.default. s

~defaul

X.XX.X
orderer-2cf8802066¢1c5011fd396¢54¢9126a17c9cfcc9-0.orderer-2cf8802066¢1c5011fd396c54c9126a17
c9cfcc9.default.sve.cluster.local

X.X.X.X peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.sve.cluster.local

X.X.X.X peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.sve.cluster.local

4. PiTHSRENETE, HFEEIMHS.
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/home/paas/openssl
cd /home/paas
./appdemo register -h

(1 588

- MEREZERSdemoRZHELER, BAEREEETMITRENELTESGS,
- HErh /appdemo register -hEAXEE TGS SH.

"ATH=5LD L IBRARY _PATH: fhome /paas/openssl

s AHE &me strength 19 set

ame (default “TDCh

ault “orgl”)

pme (default “TeCha

a6 1: SR
FB1 PITUTaSiEMBK,, KASE/9100,

./appdemo register -u B -p XXXXXX -i 100 -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

(MR

-u: EMESEFEB. -p: ABAEFPERXXXXXX, BREHREEXRS. NS, HF. IF%hERT
FREEDFM, -c@ PsAkECBENHSR, -C: AREEABIBESR, -1 HLERGIGEHHE
IDChaincodefYSEfrZa=HEIER, -T: NLERHEERIS TransactionfISEfrZEHEHER, -
o: JpeerTRAMNID, IERESEREERN. 2HTE.
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g orderers from endpol

REEA—ERINELE, 26

b22edf18d64157954640c83f6cf67d9401f262daead588dd fexxxxx

&2 LHEREMNAEEMAKS, FEE/9200,
./appdemo register -u A -p XXXXXX -i 200 -c ./test-sdk-config.yaml -C tongtai -I idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

oint config

ithub .comhyperiedger/f

REHEA—EINEIE, B

2efc4639bc281060ce013dfea33a47b647b6f4a20103a6321c33dxxxxxx

R

Bl 2: Afa B EEK
|1 T TS, AGBEIK, £F0/910,
./appdemo transaction -u A -p XXXXXXA -b

b22edf18d64f57954640c8f3f6cf67d9401f262daead588ddfe8178xxxx -t 10 -c ./test-sdk-config.yaml -C
tongtai -1 idchaincode -T transaction -0 aa73c757¢9026fb623495d7058ca177f6152bcea

AR
Hrp-bERISH KT RO . REIFJ9EMBRAFITRIRENE, BIBAFIEMEEAIMEIHE

=|
o
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IREUEAAMKFAYHBIE
2efc4639bc281060ce013dfea33a47b647b6f4a20103a6321c33d67d5xxxX

.

a6l 3: ERRFRE
ST PUTM TS OTBAKPIIRE, REEHAKP R

./appdemo querybalance -p XXXXXX -u A -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

SH2 FITINTFREEBIKFAIRET, REEHNBKF R,

.Jappdemo querybalance -p XXXXXX -u B -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea
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fig,yasl -C

. BHE encrypt strength

Crypt sir V is set to def

~» WARN private key was not

-

Bl 4 MXEZINE
SB PTHTH SRR,

.Jappdemo homoadd -c ./test-sdk-config.yaml -a 30 -b 60 -C tongtai -T transaction -o
2a73c757c9026fb623495d7058ca177f6152bcea

YRt atrength i3 set 1o defeul

> WARN pri 2y wWas not &

roE endpod config channels

(10 88
Hrp-afll-b/SHISH A TRISMNA N EE .
-

Bl 5: MXETRE
SB PTHTHSWERBTE.

.Jappdemo homomulti -c ./test-sdk-config.yaml -a 100 -b 5 -C tongtai -T transaction -o
2a73c757c9026fb623495d7058ca177f6152bcea
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777dd875bd-m

[root@tongtaite: ¢
.642 UTC [AES

sl# ./appdemo homomulti -a 18@ -b 5 -c ./conf.yaml -C
tupSysParameters -> INFO 881 invalid setting, AHE enc

txcc: transaction

channel: channel

orgid: aleS54cd9c712864130acaf9
conf: ./conf.yaml

tting, AHE enc

UTC - fab.(*EndpointConfig).loadPrivateKeyFromConfig -> WAR
UTC - fab.detectDeprecatedNetworkConfig -> WARN Getting ord
8 UTC - fab.detectDeprecatedNetworkConfig -= WARN visit https
invoke homomulti
Invoke Chaincode suc
2RO":5904740615974251994091667430

0166851246728 1919402 ...

Hep-afl-bfERIZE iR

o

ITRISTRATAFIETRE, Hoh- RS RARIE, -bEHSHEN

1.6.3 XR4EMN FBEAHEF L INEE

1.6.3.1 §Hir

HRIKREER SRS JinE, FAARFTEZEXREREMUMINRARIIKREXR
WITHNSOESEM T, RANRSEHSIIIZENERSRFTEREFEZ
19, FAEEMIEWSELIRT, BEARTL SR RS LEREI S HEHE, 1B
A SEERIERmEA R R TS

AINEEERAKRBIZ A, BRFRARIIKIREHHRFIEESLIREZINK
B, ERSCUFTIELAY S NERIRIRIE SRS, I[KIRGERMFARESIET
WEARS, RIEtRBEEE. REAERIXRESTFRMMEEIEINEE.

1-18 RABIE

o RpsEREAARE —
EBALETIR } ) [3idn

IDE it Q% (ERBREFS ‘ AHRE

(o) i b 7 il ’ mREE

| d \
S ed % (EtREEES ‘ <{D|(_z==
[E%%%%{j i ) i i wEEE )
—)| | e | =)
B ! L )

(AR
EREERREE, BERERARSF IR,
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1.6.3.2 [{RXBELFFE

EHGNERESAIAATER A ARFERAEEXREIFNSOEESHITHEXISHA
ik, FRARRYEKRESE—ENREEN, ©TEESXREFHEXINRURE
BYNZEM, LAXKRHRMERIBH AN, FERARNEERELRISE L
WSS RIEEETFS ( Business Process Modeling Notation, f&#RBPMN ) F0/> &AM
INEELIBIN A, Bl LZE I ENESRENIRE .

B A MERLIYRA BT A MERE

e BPMNWEBELH!

BCSiEfitAYBPMNEZHINEERZ A, AREIERAL VGRS, & M
K.OEENR. SREMH. KNEFESGIER, BISPRSZIERTIERIL
BPMNYS3E . B, AFPNERS S8 SFEZRIABMEIIINEE BRI T
FREBESLIRIFINE . BT R NI AT SEAYISIEBPMNEYERME, WIELIRERE
152, ERREREEY.

o HREALEE

Package ManagementREAFHESHANER, ARERISEEREEHEE
3iZzRmE, TEENEEeERNEREEY. BEXNEMNSEESLEES PR
B . RERAUVALRERS, STHRENNZENLAML, SeEaREBETES
B =FPAI—DockerszsA o

o HEREELUMA

SERMCERIERESLY, ALIABEIMIFERMASHURITIERE, IFHHMAR
RZMRILN, MIPRABPESMASP TR T —EEER, BeTET=E
i

LN o
o HREAWETH

WSEEEHEE, BPEFFRIBPMNISEFATRAS, WEHRANERE
B4, EFNEPEGORCNERSINEE. MRIERENE, SUNEEFTE—
EHENE BT RIERHIREZ 8T

1.6.3.3 \IESRiESTE

ARG ST A SIEFRIRMFA R NN ERSEIERERZEWSRITRIEE
@, BNEEEARXRGENSERtBTRIRIEA RN SRS PRVSUER TIHIETIE, TEEEIN
TEREARNILEUNRFERFART —ERIFELIEHRXZ T EFRE T —2

Py 1]
%I}zll:aiai o

BCSIRMHLA S HEENEERE, BEARBERAENENMERZEWSHIAE
HRMBERZHIE. FEHNERESIE, 27T AR E 5 aiER

( Hyperledger FabriclBiaiR BRIASZIFMALE, INBEEEFAT ) , FRBEHEHE
MAFSFAENNIR, FINCESERNAGIEEMNER. SYKEARNATH
INERYDEOR WL . ZINBEER P ESRROMERIRNSS, £ET XM ERWSA
REE, RAHEINT XRGEZ M.

o RFXREE

BREGHIRNIAREFNZEINEER, JEIAFPEERNHEUser Management
EHITRAFPREE, BERESRISZSRERS, fIINER. ERTMCEEER
@, ARRENE, S ETEaS aB I Ae. RERIAF, 82
RNEIRERFSIERER, FiEFEMAIEE.

o ISZiEEE
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BREETERENZRERIN S GERR, EEHaSREMNWSHER
ZEE, BIEFAZENISHBRIN T —SREED. FREIRSRR, I8
MHEEHFWEZ RS

o IZ4hIE

SRR ORI RS E .. BahEAMEFIA TME=FnI A4S,

EOEBSAMIEEAPETSEBASYSDKE R ZHTIEAIE; Banlsat
IBIERIBW S ZEHINT, HE—EEKREEMARERZHITWSIE, ATLE
BIRIERAFPHE, FRBFPEEHENSERMTHEMAOATLENS, LBl
;’gfgggégﬂ#ﬁglﬁ 184X ( Hyperledger Fabrictgs@hk B RIASZIFHRIE, IHaE

EHA o

1.6.3.4 {EF5EH

NBRERABFLINEERIERIRE, WNHEFERBEARASZ IS LIZIMREN T EEBCS-
BPMN.zipF[License,
ST EERKRS
1. BR=BEESIZCCEHEFHE,
2. BUEECCEERE, MSLUbuntuESCPU161%ATE32GH1EE,

3. IEERERTE, TR ANIPHEETRETSEMN, RIS EUTCP
90961, LAKFFKubernetesfRSZinO, 8B H1-32767,

4. FElicenselINENBZR/T, BEITEEBCS-BPMN.zipi{&/rootBF, 57—
ERZE A /root/BCS-BPMN/.build_config/one_step_deploy.sh,

$ER2 ARWETHETES,
WindowsH & E FEETE&BCS-BPMN.zip,
LTH3 TETHRE,

FTFFVScode, BBHAMY RIE -> &R RIEG LA -> BEMVSIXLE -> 1EEBCS-
BPMN\extension\BDB-Modeling-0.1.0.vsix,
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MR wEE EES BAv) #3e BOR

. T
BDB-Modeling i - :Repositor

huawei

Debugger for... o1
A lightweight Java debi

IntellJ IDEA Keybindi
Port of Intelll) IDEA Key
k--kato

* E
_@ Java Extensio...
ar extension

wd Java Test Run...
Run and debug JUnit or T..

¥ ;l_j [ava :—-,

- Langl.._lag_e Su...
Java Linting, Intell
redhat EfE 110

. Maven for Java
Mana_]u Maven project

PP Project Mana...
Manage Java proj

$WA RERTHER

BFHIEHT RIRE, BXinindmiFesitbithttp://{FEFH1285814I1P}:30301. SIERKS
M=,

BDB-Modeling -1
n

@exthuawei.bdb-modeling

AR I#X

> R
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£I|5 SARfldemo,

BFAVESTESE > %EBDB MODELING -> Import Folder -> 1%#%£BCS-BPMN\demo
\projects\democc\modeller-workspace\proj_democc,

IHHR) SR EES) BEV) #£36) BOROSRMm W)
S RE
> PROJ_DEMOCC
» A
> HiEEE
s BDB MODELING Se EE

In order BDBE Modeling
featu nimport a

ce or create new.
Import Folder

New Workspace

£I®6 mi¥bpmn, £HEL.

RPARIETRGIdemoitiTIEeY, EpfFEBESWSHIbpmnE, REREMESL,
FRHETVRA TAETRRENRI.

FW|T LEMEHLEN,
N i

BREERThttp://{FEFH1283%M1P):30300, HdPackage Management, {fX&E&
B RERAYLUREIIEN.
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SR8 REME. BEMBRF.

EERMEUser ManagementtliREAE ( BTFENERIRATLES ) « BHA (8B
AEESINMEE ) URAR (BMNBFPEIIASNEE) .

(D ieA
Hyperledger FabrictEs@hik BRIA IS E, TNREEEFAT .

%0 °% admin@orgl @ 3 Engiis

£ WSIIERE.

ZAEETER ST SHEI T —2REER, FEBIINGRR, TEMNE
EFERUSERTK.
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£E;10 EORS.

Baiszisl SR BT TR B 4 A HYJAVA SDKIEREREEY, REEA T HIERFREE
AXREERSE, ISIREREEERestful APIRNFSIEN, B RILAESDKAD Restful
APIZEIEREESH A VARSI AKIRERS

R

1.6.4 $E1=H5

LICEBAPIRS, WNSRIBRI “APIGW” FFSLRSEIRAD, 152 ILAPIRIFEEEIRIDHI T

H,

RSB BB BRER iR A IBETE

100 BCS.4006012 | Invalid channel Zff | IBIRHEZN
channel N channel B#R
name.

400 BCS.2001001 | BCS service E#IERLTN, A LAEEFERRSS
modified. BCSARSSL4I

TREERLIY

400 BCS.4001001 | Operation BRIEEW FFIRSSCIE TR
failed. The BCSIRSSIETE | [GiRME
BCS service is | gliE
being created.

400 BCS.4001002 | Operation BRIEEM SEEFREETRED
failed. The BCSHRS31IEEE | o,
BCS service is | A&k
being
upgraded.

400 BCS.4001003 | Operation BRIEEM E15MBREERED
failed. The BCSHRS3IEEE | o,
BCS service is | iR
being deleted.
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RS ERs HIRER iR A IBIE e

400 BCS.4001006 | Failed to BRI, | SFapSHE R R
delete the SFS | BRSFSMZEHE | BREDAT ., BEIREIE
file system KRBEEW, |WTF: ERCCERR
because the AIEEREA SiEFHe, #AF
CCE API or CCEMEIRIE | (ASIERME, ®iF
the cluster EOSESRE | ‘“SRSE" >
status is ERHNRTEE ‘FERERT , &%
abnormal. S FIIRSZITNEERET

MR IFRE; R
AR “XEF
fits” , NEZE
HFEEREE
“HHpRZEIR” ; @0
RFERE “TRiR
Xi4FES 7, W
B “MRXEXT ,
REEFEMSUH
RSHRmE, HKXE
FEEHER

400 BCS.4001007 | Services billed | B8FHIIRESAR | BEERSAIF
in the yearly/ | fiFMIER B, BRIFR@ELE
monthly HITIBIT .
mode cannot
be deleted.

400 BCS.4001008 | Operation BIEEW, & | &EERELSE—
failed. Bind BAELE— | TREEYEEMN
an EIP to at MREEH | IP, BEREN
least one EREIP, 15 | BF. BARSE:
node in the HEREHE | BEFRCCERSBET
cluster and FES &, HAEHEE
try again. R, 1®#F “®E

EE” Y ‘TR
=87, SIERS
XN HYEERFAYTS
=, WEE—T
MUNTERE: B
EFPRBIR, Sk
HFECSHRMm; &
ECSREEREFTR
BRE, ShEEE
FERE, VRE
“BEtELMIPY BT
&, BF ‘4w
HERMIPY
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400 BCS.4001009 | Operation BRIEEW, &£ | REEEI TR
failed. Bind BEABETRAK | EEIP, J&ECCE
an EIP to YEESEEIP, RSBV FiEr,
each node in | 1IBABNTR | ARENIRE. B
the cluster YHEREHE | AZE: TRCCE
and try again. | RSBIEHIE, HA

EREIERm, &
B YRRER
BN ‘PREE”,
1ITERSZ XTI AYEE
BT R, g
BEBEREIPRITS
=, HiorXdEH
B—"H AT
BE: BEDREB
R, SHEEEIECS
RE; EECSHE
BFEDRARE,
SHEERNFRER
|, JRE “sEH
~MIP” TIE; B
& “YPEE AN
IP”

400 BCS.4001010 Failed to TEBCSIEH RIS BIES:
download the | %M, ETCDE | BARETCDEfELME
BCS EZRE BSPTE, &
certificate BETCDRRTE, &
because the ETCDRE, NizhE
etcd BESEPHTEH
connection is TIRE, FIKEIE
abnormal. FEEE.

400 BCS.4001011 | Operation BIERW, R | FEFR, SR
failed. The SAFESRE | FiEEIaT .
service does | #&MIBR, BRI
not exist or #
has been
deleted.

Refresh the
page.

400 BCS.4001015 Failed to FREVPeertn | IREBHIELIEIES:
obtain the SEXEN, FEHRETCDHFERME
peer ETCOERRE | IESHISE, &
information BETCDIRES, &
because the ETCDRE, NizhE
etcd BRI SEH
connection is TIRE, FIREIE
abnormal. EEER.
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RSB = H=ER fik e =i

400 BCS.4001018 | Operation BEXNM, R | EXBRSETRERE
failed. A FEMEER | EFRR.
service with R, BN
the same [EEFIEAR
name already
exists. Enter
another name
and try again.

400 BCS.4001019 | Failed to IREVARSRE | eBIRSIRANED
obtain the RAKM, 7 | &, BEHRIREK
image version | FRAIEXE | FRRECSEER
for upgrade BAESR REE
because the | FE, EEMRA
required BoEfEIR
image is not
in the image
repository or
the version
configuration
is incorrect.

400 BCS.4001020 | Operation BIEEW, R | BHEEER.
failed. The SREREL
service status | FIRSIEEL
is abnormal B, EHE
or the service | Eix
is being
processed. Try
again later.

MAERRAS 01 (2024-11-06)
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400 BCS.4001021 Failed to add i~DNPeergli@ | ZEFRCCERRSES!
the peer to B, IJge | &, BFCCERSS
the channel F1ECCE# =BIEE; GRS
because the 0. &8RS | EENHNERS
CCE AP, SEREETCD | BRME, % ‘&
cluster status, | IEHZESENE | REE” Ry “&
or etcd R SR, HAMR
connection is SYIRAYERE, B
abnormal. BEEBRIRTSES

B, AEHRE,
FEHRERIRT
1BME, SEEE
FEERRSEREN
R0l X bR
5 IRIEErEAbE
1ESBFRETCDMIE
RIS Ry
2 WEBETCDIR
=, AETCDRE,
NiZBRIESHHRY
SHEHITIRE, F
IREEEREL,

400 BCS.4001025 | Invalid EIP. EIPARSE, 7] | ERCCERSSIEH!
The EIP may | BEHRBIEIPEMN | &, &R “FRE
have been EERERRGE, 15 | 1B - ) “EEHE
unbound KMEMAER: | 1B, HRST
from the EIPESBEE | MAYEERE, HA
cluster. Check ‘TREET R
the EIP M, BEEERTR
binding of the EEGPENNAY
cluster. EIP, WNERiSBNE

FAEEIPZ EER
EIMIIRE,

400 BCS.4001026 | Failed to save | {F7ZEIPE! IRIR SRS
the EIP to ETCDI , BARETCDMERL IR
etcd because | ETCDIEERE | 5SHRILE, &
the etcd BETCDIRE, &
connection is ETCDRE, NiLHEE
abnormal. BESEHSEH

TIRE, FIKEIE
BEE.
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400 BCS.4001027 Failed to {RTZEIPZIEXEE 7&§CCEHERT Sl
update the RN, 7] , BECCERSS
EIP BETZTECCESE xE'EﬁJzIE%‘; aiRsS
information in | O, &EEPRE | IEBNHNEREE
the SEREETCD | BRME, % ‘&
consortium EESRENE | RER 1 ‘&
member R SR, HAMR
configuration SRR, B
because the BEEBRIRTSES
CCE AP, %‘, aERRE,
cluster status, FEERERIRTT
or etcd T ¢E, ShEEIE
connection is FEERRSEREN
abnormal. EERF0IiE X R YEAR

53 IREBHIREAME
1ESBFRETCOMIE
9&5? Sty
, SEETCDYR
=, EETCDET%",
)\JBZE”EE.’EBEPE’J
SHEHITIRE, F
f EIEI%}:EITO

400 BCS.4001030 | Operation BRIEL, IR RN RIS
failed because | ETCDIEIZIGE | BRETCDHFELMNE
the etcd LW BESHRHTE, &
connection BETCORE, &
check failed. ETCDR®E, MIiZEE

1S BRI EH
TIRE, FIKEIE
ERER,

400 BCS.4001031 Failed to BARIFAE | ZERIEGIEIES
query the HSESLS BARETCDMERLE
member ETCOEZSE | 5ESHHLE, &
details BETCDIRE, &
because the ETCDRE, NizhE
etcd 5SS BPRILTEH
connection is TIRE, FIRKEIE
abnormal. EEER.

400 BCS.4001032 | You do not e EREN | IZEBRRFERE-RS
have the 5} *‘B% BIRRHE
required T, EHEENR
permission. EEHEITRIE
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400 BCS.4001033 | Failed to MR RES | IREHELHIEES
delete the LW, ETCDE | FBETCDEIERMIE
member BRE BESPTE, &
information BETCDRZE, &
because the ETCDRE, NizhE
etcd S BHHILTEH
connection is TIRE, FIKEIE
abnormal. EEEi.

400 BCS.4001036 | Operation IBREXW, B | BERFHES.
failed. The MEEFREF
notification =, BRIFhE
does not F=)
exist. Refresh
the page.

400 BCS.4001040 Failed to IBENINELEE | BEREINALLE
decline the BEEXM, & |8, B2BXREE
invitation for | ERENALL | HiEERFFEEE
joining a BiE, 578 | RS
channel. REHHERE
Refresh the RIFFEREN
page and RES
check the
invitation
status later.

400 BCS.4001042 | Failed to TERRER | KEBSELHIEES
query the KM, ETCDi%E | BRETCOMIERME
member fE=3 =) BESHPHTE, &
information BETCDIRE, &
because the ETCDRE, NiLHEE
etcd BESEHLSEH
connection is TRE, FIKEIE
abnormal. EEEL.

400 BCS.4001043 | Failed to ENRRER | IREMELIEES
modify the KM, ETCDi%E | BHETCDEEALTE
member ZSE BSPTE, &
information BETCDIRZES, &
because the ETCDRE, MiZEE
etcd BRI TEH
connection is TRE, FIKEIE
abnormal. EEER.
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400 BCS.4001044 | Failed to BI=NES THERIFEELIE
accept the M. EA=BEKR | &R,
invitation. The | IE7ERMEH,
acceptance is | I5ZBXEBEH
being HEERFHE
processed. EEHIRE
Refresh the
page and
check the
invitation
status later.

400 BCS.4001045 | Weak MAEREE | BRAZEMRS
password. N4 HYZRG

400 BCS.4001047 | Failed to {EETCDEE | HBETCORTS, &
modify the LW, ETCDIE | ETCDRE, NREE
etcd data BERE HERERESHF
because the ETCDRERINM IS
etcd SHITIRE, Fik
connection is SEERER.
abnormal.

400 BCS.4001048 | Failed to BB ERE | BRCCEEHES
change the 1B5M, CCE #)\Eﬁéﬁﬁ
password EHRESH HTE CRRE
because the IE” FRY “Eﬁ%’:
CCE cluster is B, HARSXS
abnormal. NHIEERE, BEE

BTRRRIER,
HEHTRIRER
%, WEsECCER
%EI’JE&BE&ME}E
g, SEHRER
1_1-:} E, HEEEF
TR EEWERTY
ﬁgiﬁﬂwﬁﬁ
HEHCIZEBCSHR
SFR(FER
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400 BCS.4001049 | Operation BIERNM, £ | ERCCERFHIE,
failed. The BRTRE, HENEREER
cluster status | IBFIAERRIK | @, &EF “REE
is abnormal. | HEIR B gl “EEREE
Check the B, HEIRSXY
cluster status MNEVEERE, BEE
and try again. BHTRRBLER,
HEHTRRER
%, WESECCER
SHI SRR
g, HEHRER
HITIRIE, B&EEE
TR e R
FESMIWTR
FHEHCIZEBCSHIR
SRMFER
400 BCS.4001050 | Scaling failed | ¥"@a%LM, | BERCCEZHES,
because the CCEfRS1EZEN | BEECCERSE RS
CCE API or SENNE | EF; HCCERSS
the cluster RS RE INEEIEENHNE
status is BHEERmE, &%
abnormal. “REEIE” G
“EREET , B
FIIRSXIRIRYEE
B, EEERRT
=RIEE, a5
B8, FEHKE
fEHITERE, &
BINEEERIRE
IERRIERCIZEX
HREEARSSEA .
400 BCS.4001051 | Scaling failed | "&KW, | | BEE, R
due to BRSHAIE | IEEMHEERM
incorrect H, BIEHE | peert =B A
request LARR9A9peer | 1T EFRE (5
parameters. | TRHEREE | 1) .
Check KB ER (5
whether the ™)
number of
peers in the
organization
has reached
the limit (5).
400 BCS.4001052 | Operation BEEW, & | HEREENTE
failed because | 15:#8A £,
it timed out.
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400 BCS.4001053 | Failed to MEFiEEE | BERCCEHEFHA,
query the K, AJgelR | EECCERS 2
network EFCCERRSS | IEE; &CCERRSS
storage EOSIINE | EEIEREUHNE
because the HEMEE BHEERmE, &%
CCE API or “HRREE” R
the cluster “EERIEIET |
status is FIRSXIMAYE
abnormal. B, EEEERT
=RIEE, A5
B8, FEHRE
ERTIRIE, &
BINERERRES
EENERCIEX
HREEIRSSEA
400 BCS.4001054 Failed to add peerfli@Bsk | BERCCEZHIE,
the peer to W, oJgE[RE | EECCERS 2
the channel FCCEERER | [EE; AEHNE
because the FIVEETCDIE | BAS1ERMm, 1®F
CCE cluster ZiaRR ‘REEE” Bl
status or etcd “ERIEIRT , W
connection is FIIRSZ XTI MRV EE
abnormal. B, BEERRT
=hOIEE, G5
B8, FEKkE
EHITIRE, &
BINEFRERIRES
IERRIERICIZEX
HRiEIRSS; KNE
ETCORE, &
ETCDRE, NiziE
HIERSEESHF
ETCDRERILIEIE
SiTiIRE, Fik
SIEEEE,
400 BCS.4001058 | Failed to B RES | BETCORE, &
delete the LW, AJEE ETCDRE, MiZEE
member MECTDEZER | BfEREIESHEH
information BB ETCORZERIIES
because the S#HiTRE, Fik
etcd SEERER.
connection
may be
abnormal.
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400 BCS.4001062 | The SEiEtEFPE | BiEHEPXERE
maximum SIAE R 2 s,
number of
tenants that
can be invited
has been
reached.

400 BCS.4001063 | The EEKEEE | MECKEIBIEH
maximum XNEUA_EBR EIXE T ERE
number of 100, EFRBCSIRSS
invitation EHE, #A 8
notifications MER” REm, &
that can be BEIBHBHAIE
received has BUsER
been reached.

400 BCS.4001067 | Failed to BESERIES KMEBETCDIRZE, &
delete the W, OJEEHTN | ETCDSE, NiLAEE
notification. ECTD EERE | HEKERSEH
The etcd =D ETCORZERIN IR
connection S#HiTIRE, Fik
may be SrEERER.
abnormal.

400 BCS.4001069 | The PECABIEESE | BRI ARSSAVHE
chaincode is | #ilft, BiEE | ABSERAEE
being it %'UJCE%;&WWCU(
instantiated. S, FELhfbssR
Try again ):Eﬂﬁ RE .
later.

400 BCS.4001078 Failed to BHEEER *ﬁEETCDJk:u , B
query the KW, AJge/R | ETCDRE, Wiz
channel EFRETCDERE | 8iEkEESH+H
information 25 ETCDRERIAMIETE
because the STIRE, FiK
etcd SIEERER.
connection
may be
abnormal.

400 BCS.4001080 | Operation BERN, EECCEHE%%
failed because | CCEEEEEHEE. | &5, BERCCERS
the CCE FRENSK M =HE, KBRS
cluster EEER, BFH
information InE, &% ‘&SR
failed to be S18” hpY “EEf
obtained. 187, RS

Dz E’J’iﬂﬂklu 3
BIEE, FIKEIE
EEER
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400 BCS.4001081 | Failed to REMEEIEE | IBEETCONRE, &
obtain the L5, ETCD | ETCDEE, NIiZER
invitee's B8 HEREESHF
organization ETCDRERIRIERE
because the SfiTIRE, Fik
etcd is SEEEFE,
abnormal.

400 BCS.4001086 | Permission PERIREREY | IRERAFTER-IRS
verification EE-RIRSHE
failed. T, EFECESUR

EEHITIRE,

400 BCS.4001089 | Deletion ARIBREI MBEETCORZE, &
failed. Failed | BCSIEEMIBR | ETCDRE, NIiZHE
to delete the | 2k HEEREIESHF
BCS ETCDERERIR IR
information. S#HTIRE, Fik

SEERER.

400 BCS.4001090 | Operation BIEXM, & | HEDEREIT
failed. No BT D BREAET S
node is =, 1BEER | {7 . BRCCEE
available in it HE, HNEEHE
the cluster. BRmE, &% ‘K
Try again TREIR” PRy “&
later. BIEE” , HAAR

S NAVERE, B
BEEHTEAED
=, MREENT
R REHEIIRR T,
EMITREER
TEMRSS; &M
HIEE, WsE
CCERRSSRIMIIEE
SENIKSEER T
=, REEEEH
Fik,

400 BCS.4001095 | Failed to BRI, MBEETCORZE, &
delete block ETCDRES ETCDRE, MiZEE
configurations | XIRECEMIER | KEKEESBF
due to etcd L ETCOERERINLIERE
exceptions. SHITIRE, FIk

ErEEEFSER,

400 BCS.4001096 | Failed to pillEZ S KMBEETCORES, &
delete the ETCDERESH | ETCDRE, NiLEE
AgentConfig | AgentConfig | if&EikEESHH
information SEMIREW | ETCORERIRIES
due to etcd STIRE, Fik
exceptions. SERERER.
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400 BCS.4001097 | Failed to BRI, MEETCORES, &
delete the ETCDRES ETCDRE, MiZiE
CCE cluster CCEER R | BEKRERESE+
occupation SEMEREM | ETCDRERILIES
information SHfiTIRE, Fik
due to etcd SEEEFE,
exceptions.

400 BCS.4001098 | Failed to BRI, MEETCORES, &
delete the ETCDRES ETCDRE, MiZiE
SDK SDKEEMIER | BEREIES B+
information L ETCDRERIAMIETE
due to etcd SfiTIRE, Fik
exceptions. SEEESER,

400 BCS.4001099 | Failed to ARHIBRE MBEETCORZE, &
delete the ETCDRES ETCDRE, MiZEE
channel BEEEME | SEREESET
information 5 ETCORZERIM IR
due to etcd S#HiTiIRE, Fik
exceptions. SrFEERER.

400 BCS.4001100 Failed to IR, KMBETCOIRES, &
delete the EIP | ETCDREEIP | ETCDRE, NiZEE
information SERIREW | BIEREIESHEG
due to etcd ETCDRERIAMIETE
exceptions. SHITIRE, Fik

SIEERER.

400 BCS.4001101 | Failed to BRI, MBEETCORZE, &
delete the ETCDERESH | ETCDEE, NILZEE
port PortSEMIBR | HIEIREIESFH
information L ETCORZERINMIES
due to etcd SRiTIRE, FiK
exceptions. SEERSER.

400 BCS.4001102 | Failed to fHIBREE MBEETCDIRES, &
delete the ETCDEESH | ETCDRE, NiLEE
ipmapping ipmappingfl | #iEREIES
information FREEM ETCDRERIAMIETE
due to etcd STIRE, FiK
exceptions. SERERER.
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400 BCS.4001104 | Failed to BRI, &8 | CCEREIQEXIN
delete the EEIRMIERSE Eﬁﬂk’ke;‘_
deployment | ¥, ATREHIN .%o B RCCEHH
template CCEERHRES | &, HAGEHEE
because the | B&E R, ®F ‘"R
CCE cluster S hpy “EERE
status may be =R, BRIRS
abnormal. {Eﬁﬁﬂfjﬁa$'lj(/u =
BIEE, AHME
BRESEENS
5, BEECCER
BFRiEm=iikE
&8, FEERTE
EEEBEENER
1’E0
400 BCS.4001105 | Deleting the | MIBREM, &8 | CCEREMCEXIR
deployment EERAPRE Eﬁﬂk’kax
template BY, ATReEM | E. EFCCEEH
timed out CCERVEERHIK | &, HNEHEE
because the | &FH R, ®F ‘TR
CCE cluster S8 Py “EERE
status may be =R, BRRS
abnormal. ﬁﬁﬁﬂ’]ﬁﬂﬂklu N
BIEE, AHlE
BRESEENS
5T, 1B5%ECCERY
BFRiER=iikE
&8, FEERTE
EREHEEME
1’E0
400 BCS.4001106 | Operation BIERN, & | CCERMEIGEEEERT
failed. The BARRE, B 5FE, R
cluster does HEBL CCE#=4& #)\
not exist. Try EEE EEE’?E,
again later. R BRER ':F'
gy “ Eﬁf’“ﬁ 7,
BiRSFERE
HEREFRE, &F
=, TE=H
EERHTHX HRbE
RS
400 BCS.4001109 | Operation BIERN, 3% | ESER.
failed. Failed | BXs2BLR0K
to obtain the | %MW, 15
peer BB
organization
status. Try
again later.
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400 BCS.4001110 Failed to el FES HEER.
create CertBitConfsk
CertBitConf W, mIBEHIL
because the WI£& a)ER
network may
be faulty.

400 BCS.4001120 | Failed to fHBREM, 1B | ERCCEHZHIS,
delete the HEXBEMERAK | BEECCEIRS 20
service. The W, AIReHIl | IEE; AEHNE
member ERELE | HSERE, ®F
failed to exit | ETCDiEERE | “BREEE" /9
the “EERIEIET , W
consortium. FIRSXIMAYE
The cluster or B, BEERRT
etcd =RIEE, A5
connection is B8, FEBRKkE
abnormal. EHTIRE, &

BINERERRE
EENERCIEX
HREERRSS; KB
ETCOIRZS, &
ETCDRE, Nz
HIEREESHH
ETCDER BRI IR
SiHTiIRE, Fik
SIFEREER.

400 BCS.4001123 Failed to mipREM, £ | MEEEEREI.
delete the BEEEIRER ERCCEITFE,
service HA ‘BRER
because the Ry ‘RIS
cluster has B, HEIRS(E
been FEHIEERE, BBREE
hibernated. BETNAM ‘E

27, ki “gErt
MaEE” , fFEERPIK
SRETTERBE
RS o
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400 BCS.4001130 | Failed to save | {RFTHER BRCCEEHS,
the node and | port{S8E5 BECCEIRS 2%
port W, STREEEl | IEE; REHAE
information ETCDRE. BETERE, %A
because the CCEEOEkE | IRSBXIMAVEEES,
etcd, CCE API, | EEEERE BEEERSES
or cluster is IFE, aE#RE
abnormal. B, FEHERER

HITIRME, EE
FERERIRESIE
EHEECIZXER
yERSS; WE
ETCOIRE, &
ETCDRE, NiziE
HIEREESHF
ETCDRERILIEIE
SiRTIRE, FiK
SEEEFE.

400 BCS.4001133 | Failed to save | RFBEEE | IEETCDIRZE, W
the channel KM, BJEe BEREETCDRE,
information METCDRE SEHWELIBIES
because etcd PrhXFETCDHE
may be RIBRYIE S
abnormal. TE(E, FIKEIE

FEEMH TR
1,

400 BCS.4001134 Failed to save | {R7ZBCSEE WEETCDIAZ, W
the BCS K, Aget | RARLETCDRE,
information METCDRE SEMELIBIES
because etcd FhXFETCDHIE
may be RIERYIE S-SRI
abnormal. T8(E, FIREIE

EEEHITIR
=

400 BCS.4001135 | Failed to save | {RfFiFHsk MBEETCDIRZ, 0
the certificate | W, AIEEHEI | BAREETCDRE,
because etcd | ETCDEE SEMENHIBIES
may be HBhXFETCDHE
abnormal. KBRS S S B

7181, FIREIE
EREIHITIE
1,
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400 BCS.4001136 | Failed to save | {®fFbitconfsk | {&BEETCDIRZ, 0
bitconf W, oJgeMl | RALETCDRE,
because etcd | ETCDEE SEMENIBIES
may be PBhXFETCDME
abnormal. WMBRVIES SR
T8E, FIREIE
EREIHTIR
=
400 BCS.4001137 | Failed to save | {RTFE[EBIEIR | WEETCDIRZ,
the LW, AJEE BELETCDRE,
deployment | BIETCDRE | SEHELIEIES
template BhXFETCDHE
because etcd RIERIIES S BIH
may be 1TIR(E, HIRELE
abnormal. FEEmMH TR
1’E0
400 BCS.4001149 | Failed to EENFIEEN | KECCEREREO
query the K, AJget | K&, BERCCER
cluster details | TICCERRSZE | BiTHlE, BEE
because the EOSE CCEfRSS =2£1E
CCE service or ®;, ARSBIEEN
APl is HNERETER

abnormal.

|, %F ‘RRE
I2” iRy “EERFE
B, HEIRRSYY
MRYEERE, BEEE
HREERQLER,
EERRE, 58
BFIRSEH TR

F, SREEHIEE
(ERRNSIERERE
BE U X BREERR

5o
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400 BCS.4001161 Failed to add | iZI0ZELR B RCCERSEH!
the W, ArREIl | &, BEECCERS

organization | ETCD{§ZRE | RBIEE; &RS
because the S ECCERRSS | [EEBNHEHNERE
etcd EORE BRmE, &% ‘R
connection or REIE” Ry “&
CCE API may BEE , HAR
be abnormal. SYIRAIERE, B
BEENTSES

B, GEHRE,

FEEIRERRT
1BME, EEE
BERKSEED
ERCIZ X REAR
E g e S
ESHHETCDHIfE
RIS Ry

I, MBETCDIR

=, GETCDRE,

NZERESHHEY
SEHITIRE, 5
REEERER .
400 BCS.4001171 | Weak BMAZEEE | BEATEMRS
password. g, BYZERS .
400 BCS.4001196 | Operation BIERW, & | BHEEEA.
failed because | BUIRSZEEFT
the current FEEXEEHHAYAR
service or SIEEEH,
services in the | BHEGEEIR
consortium
are being
updated. Try
again later.
400 BCS.4001202 | Deletion MHBREM . BB | BRSBAFERSH

failed. The ERFERE | MR, EHHRIE
service does | #MIbR, BRI | BCSARSSFRmAD
not exist or gy a,

has already
been deleted.
Refresh the

page.

400 BCS.4001203 | Operation BRIEEW, 3K | BEREILIREL
failed. Failed | BNERE{ES 4
to obtain the | &
deployment
task.
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400 BCS.4001212 | Operation IBRERM, 18 | ${Enode_flavorly
failed. The KESEHRY B EE M
ECS specified | node_flavorfg | #AEAYECSHLZE
by EAHEE AT
node_flavor in | T93E
the request
cannot be
purchased.

400 BCS.4001234 | Operation BRIEL, BIRS%EE, BE
failed because | BCSERSBATF | XIMARSZAMAY
the BCS RERSFREIR | ‘B , BE
service is in = “iefE” FIRSIK
the SKEIEREEBIE
Hibernating Eo
or Frozen
state.

400 BCS.4001242 | Failed to BRIEEW, B | BEEENBCS
remove the BHBEEX | RSBLART, &
organization | EFEEBTRAER
from a BEEEK,
channel.

400 BCS.4001301 Failed to &HiFROMA BERROMARRSSIE
query the MQSELAIER | HIE, KMEXIMEC
ROMA KM, aIges | BIRIRERE
instance ROMA MQSZE | &, #FLAIMRZSR
information BlEibreE | EEESEEIRH
because the | REFESH | MARBEERIVIRE
ROMA TEERYSEAI
instance may
have been
deleted or its
status is
abnormal.
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400 BCS.4001302 | Failed to EOERER | BERCCERSIEH
query the KM, &£BfE | 8, BECCERS
cluster ZprEE | RBIER; GRS
information KERE EENHNERE
because the BRmE, &% ‘R
cluster has TRETR” bRy “E&
been deleted SR, HAMR
oris S NAYERE, B
abnormal. EERREBFE,

EAFEN IR EERE
MR, FE
FEMIRSIEER
EEBFE I TIBCS
fRSS, &EEHF
£, MEERE2
BIERE, &5E8R
B, GEEHRER
HITIRE, EE
FERERIRESIE
EHERCIZEX R
PEIRSS o

400 BCS.4001304 Failed to EH1HROMA EFRROMARRSSIE
query the MQSsLfIFIZE | #lE, HIARSIK
ROMA KW, ROMA | SE2BEE, KE
instance list MQSIRSS#EN | XM LFITIRSE
because the | FESE HIEE, FRS%
ROMA MQS SIHRESIREIEE
APl is [E4AEE(ER, &
abnormal. SETROMARIENL

FERLIRYE S 1T
s,

400 BCS.4001305 | Failed to SREXROMA BEZROMAR MG
obtain the MQSSLf5) BERSSEARYSLA
topic TopiclE2k | KERBLER, &
information ¥, ROMA SFEEHREIRNE
of the ROMA | MQSELAIFE | 1E. &LAIMEMIBR
instance EEERRES | BT, UEEWXE
because the N FE9SCAI, HEHH
ROMA BUsEIRS 7 aefE
instance is M.
abnormal or
has been
deleted.
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400 BCS.4001306 | Operation BRIERM, B EFTIEIR AR E
failed because | ROMA MQSSE | BEIASIEER
the ROMA HIERAER ROMA MQSZE
instance is fil,
currently in
use.

400 BCS.4001307 | Operation BIERM, & | BEAMPIEERK
failed because | RIAAFIRBI | SR, BIXFrFE
you do not [REEDMSE | WSINRESEHF
have the I, BEIAM | IERHS AR
permissions | REWSINR | YR, EDMSERIE
to view DMS BXBIPRRING
data. Check B&Eil,
your
permissions in
IAM.

400 BCS.4001356 | Operation RIEEW, &£ | BXINERF T 4E
failed. No HTEMEE | FMEEFEEER
network i, BEE | EX. BHEBWILR
storage space | EFIR3L EAY “MEFE”
has been THOEIN, WEE
configured for “ B MLE ik
the cluster. £
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400 BCS.4001401 | Failed to BEf=mER | HEACCERRSSI=H
update the IPMapping%k | &, &% “BiRE
IPMapping W, BIREk B > ‘T
information ETCDREZRE | B” , #HIIXIMER
of the current | CCE3ZEOaE | S{EHRIERE, #
tenant ERSESN | INEHESREE,
because etcd, LEHREES
the CCE AP, CCERRSHIRE
or the cluster o= {FRE MR
is abnormal. FREEHTIRSS ;

HEEIRSIER,
MiksE “BoE
7 -> “EeEIN
ConfigMap” , #%
BREEEHTIE, HE
BRSZXI R EERERY
IPMapping, ZE&E
BEASERIER,
BXERARE, &
PALIEE, &R
(ERSE R ST
ETCOM LM RIS
FRILE, KE
ETCOIRZS, &
ETCDRE, NixiR
S BHHITEH
TIRE, FIKEIE
BREA.

400 BCS.4001402 | Failed to Bimpottir | IZRKEGIEIES
update the %W, ETCDR | BHETCDEERME
access oM EN ESPFER, &
address SDKECEHHRY | BETCDIRES, &
because the EIPIEX(EEL | ETCDRE, NI
EIP i BSRHINS T
information in TIRE, FIKEIE
the SDK BEE.
configuration
fails to be
updated due
to an etcd
exception.
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400 BCS.4001404 | Failed to EIEMEEE | IREMELGIEES
update the FEHIPEE | BPETCOHPEME
EIP LM, BJEe BSPTE, &
information WETCDRE BETCDIRE, &
of other ETCDRE, NighE
consortium 5SS BPRILTIEH
members TIRE, FIKEIE
because etcd FEEEi.
may be
abnormal.

400 BCS.4001407 | Failed to EIPEUEIREN | iBEiIdEERR
obtain EIP ® ETCDREIEE.
data.

400 BCS.4001408 | The current LB e | BOESEFERZE
domain name | M, BZE | &, BNEHRRIBE
has been SEREARR | HBeRINFSNZ
used. Do not | BCS3LA FRITEE(ER .
use the
domain name
in different
BCS instances.

400 BCS.4001520 Failed to FREMRIEE | IRBHELIEIES
obtain the HIMEEX FHRETCDHFERMNE
topology W, AJEetll | IESHPHEE, K&
information ETCDRE BETCORE, &
of the invitee ETCDRE, NizhE
because etcd 5SS BPRILTEH
may be TIRE, FIREIE
abnormal. EEER.

400 BCS.4001521 | Failed to REUEISE | IREBMELHIEIES
obtain the IMESELW, PBFRETCDHEAME
topology AJAEHIIETCD | I8SFHILE, K&
information =4 BETCDIRES, &
of the inviting ETCDRE, NikiE
party because BESBRHINS TR
etcd may be TiRE, FIRSLE
abnormal. BEEA.
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400 BCS.4001708 | Operation B{ELEM, IEF | 1. BRCCERSE
failed. The IP | TRERIPA | #&. 2. 1©®F
address of the | IF# “REETE > &5
IEF node BIE” , BEHERS
cluster is SIRIRYEERE, HA
incorrect. EEERE,

3. B ‘PRE
B, EATRE
BRm, EE&E
T R4PEXIRAY
EIP, 4. iREIZEB
DIEFB A ARIP
NERT RYPER
EIP,

400 BCS.4001717 | Operation IBRIERW, IEF | iRIBAMEAIEIRER
failed. The TEHENT | B, EENIEFSS
number of IEF | RFKIEAE | HERKFEFFHIR
nodes is less | I == REETEAIT R
than that =,
required by
the consensus
policy.

400 BCS.4001754 | This operation | TiEX T8 | EFMIW,
cannot be TS NRAE,
performed on | iTEEIIN S
the order EEAREFE
because the
order
parameters
do not exist.

400 BCS.4001755 | Failed to save | {RIFITEEXIR | IZBRHIEMBEIES
the order SHEW, 7 | BPETCDHERME
parameters BEHIIETCDR | 8S+FHEE, &
because etcd | FE BETCDIRE, &
may be ETCDRE, NiziE
abnormal. 5SS BHHILIEH

TIRE, FIRKEIE
BEE.

400 BCS.4001756 | The order WTBEXNAES | BT,
processing HRED,
cannot ST IFREE
proceed TITERIRME
because the
order
parameters
have
changed.
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400 BCS.4001757 | Operation Sz sdlg HWIARE L
verification E, 1BIERREE | create. deletel®
failed. Only KW, JIF | 1F.
create and create.
delete deletet®{E
operations are
supported.

400 BCS.4001999 Failed to EEVIES RIEIAKLY, &
accept the . HEE=E | EEEMALE
invitation. IALLEE, B, B2BREE
Refresh the BBRBETE | HEERFEEE
page and HEERHE | MRS,
check the EEIRE
invitation
status later.

400 BCS.4003007 | No WSiaxRET | HEANCCHEHIS,
authorization | CCE#Z#X AR EIEIN
from CCE.

400 BCS.4004001 | You cannot CCEEERFhRA | BERCCERSSEHI
select EVS JF1.1547%Z | &, EF ‘TRE
storage $FEVS B -) “fEEE
because the B, PHiREX
CCE cluster NEVEERE, BESE
version is BRASERKT
earlier than 1.15, WNSREEHR
1.15. A=S/NF1.15, M

#iE—M 500k
HYCCESER$, R
CCERSZIFOIzE
11504 ERRASEE
%, BAECCERS
SEAR,

400 BCS.4004002 | EVS storage is | BCSIRSAS, | BEF T HECDKIEH
not FHEREVSEE | &, WEEXIL
supported. £53 region, “=IRS

B -) “IRSFH
&7, EEBCSHR
SEPBPTTEEERE,
1% ¥baas-service
SCEIHITHER, &
(54
evs_service_enabl
eSH trueFiHT
R, SEFE
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400 BCS.4004003 | You cannot EVSHEXH | ERCCERSSEH
select EVS CCEmuR | A, &F “BRE
storage XA—, £ |8 -) ‘&g
because the iR{EFEVS B, BHERSYY
EVS disk and MAYEERE, HA
the CCE node ‘TRERET R
are located in H, BEEHTR
different AZs. THK, EEHA

‘FiEEET , ik
B “RIEREE
&7, B ‘L
~IERFES”
EECERFRES
NATBEX 2505
BTRuRX—
B, NRFA—EE=E
WL =IERE
EE ] HX—EAY
CCEEEEE,

400 BCS.4004004 | You cannot FabrichR 2 E | BUFEBCSERSFZhRA
select EVS F3.0, BCSH | {5RIEHEE3.0LALED
storage when | SX#FEFHEVS | A,
the Fabric
version of the
BCS service is
earlier than
3.0.

400 BCS.4004005 | You cannot BCSERSSERA | BRIAZFFEH
change the EVSEE, &~ | EVSIEHEUIERE
billing mode | X¥FLEABE | HAIRSS, WIREMRM
of the BCS HARRSS BEHRSS, ZiX
service to EFSFSMEEF
yearly/ fito
monthly
because the
BCS service
uses EVS
storage.
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400 BCS.4004006 | Failed to BHIHEVSIRS | HIEENEZEER
query the EVS | ZERISNK %, Frficurl evs
type. RSFEE, HEAR

BEXEDNSIRS A
R; BREVSIRS
NH, PHEME
£, BFRMEVS
=AIRE, MR
WEEIR, 18R

EVSIZ#EANR; HE
BBCSIRSS RimAR
EZEBIEE, R
S&Ebaas-service
BEHEMNEE.

400 BCS.400402 Query failed. | LW BIMOERASE

shBSCiASEES

400 BCS.4004022 | Failed to BEHIEES | BIREAOMARSIL
query the KW, AJEER | RAOMUSIREOIA
monitoring EBAOMEZD | [aitbhiAYEXETE
data because |IFERE, & | Ko
the AOM APl | {6BEAOMBRSS
may be PARRAOM itz
abnormal. EOipateit
Check FR)ESEI=P
whether the
AOM service
is normal and
whether the
AOM
monitoring
API can be
accessed.

400 BCS.4004025 | Invalid BKRERT BEEEKER,
request o IRIEREEER
information. B,

400 BCS.4004029 | Query failed. | ZifLM BEMOEMASH

&

400 BCS.4006005 | Failed to BCSERSZ &R | IZIRHIENEIES
query the BCS | %M, ETCDi%E | BHRETCDEIfELIE
service berd=ae ESPEER, &
because the BETCOIRE, &
etcd ETCDRE, ML
connection BRI
may be TiRE, FIRSIE
abnormal. FEEER.
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400 BCS.4006007 | Failed to RRiEKREk BALSER: &R
submit the W, CCEEEf | CCERRSBiIRHIE,
request RYPEHLMEIP | HNERSIER
because no SRIPEl | @, ER CRRE
EIP is bound | &kl B gy ‘TPaE
to the CCE 27, iSRS
cluster or the NAERNT A,
EIP fails to be BEEEMIPHISEE
queried. B, NRENE
pENEEEDL—
T R4PE TR
IP, WNER2EXERHE
IEES Y SR =t
GPTE T otEIP, 12
E48ERYZ AN
T: BEPRA
R, SHEERIECS
HmE; 7EECSHEMA
BETREIRGE,
SHHERERBR
|, PRE “sek
~MIP” TIE; B
& “4PEE AN
IP”
400 BCS.4006009 Failed to T SDKECE B FRCCERSS IS
download the | 2, BI&E &, BECCERS
SDK HETCDIEER | BRIBLEE; &R
configuration | HoCCEERE | IEBNHNERE
because the | KEFESH | BR@E, &F ‘&

etcd
connection or
the CCE
cluster status
is abnormal.

TREIR” chpy ‘£
BEE” , KA
B NAVERE, B
BEERRTSES

®, ea8uB’
m, AEHRE,

FEHRERIFT
12BME, EEE
FEERRSEREN
RO X B4R
5 IRIEHEAbIE
IESHBHETCDEIE
RIBIE SRRy

B HBEETCDIR

&, BETCDRE,

LIRS SHBPAY

SHHITIRE, 5

KEEEREEL.
SASRRZS 01 (2024-11-06) WA © EARUERABIRAE 259



XER§EARSS

T e 1 Hyperledger Fabric {E3RhRETE

RSB =i=h m=ER A AL IBFETE

400 BCS.4006012 Failed to EUFESCICES EFRCCERSI=EH
create the W, ATReEMl | &, BECCERS
channel ETCDERRE | RBIER; AIRS
because the o CCEERBIK | IEENIHNEREE
etcd SRESH BRmE, &R A
connection or REIE” Ry “&
the CCE BERET , AR
cluster status SYIRAIERE, B
is abnormal. BEEBRIRTSES

®, 2AaUED
=, AEMRE,

FEEIRERHT
1BE, EEE
BRERKSIEED
EERF Ol X R GERR
55, IRIBHEAME
ESHBhETCDEIIE
RIBIESHRYE

2, {BEETCDIR

=, BETCDRE,
Nz BB SRy
TEHITIRE, F
IREEFEREIL,

400 BCS.4006013 | Failed to EHBCSIRS | IRRHEAMNEIES

update the SEUITHISES FHETCDHERLTE
BCS service W, ETCDEE | ESHHILE, 18

instance 2% BETCDIRE, &
information ETCDRE, NizhE
because the BRI SEH
etcd TIRE, FIKEIE
connection is FEEE.
abnormal.

SASRRZS 01 (2024-11-06) IRIERE © LATITERAGIRAT 260



XER§EARSS

T e 1 Hyperledger Fabric {E3RhRETE
K& IR HIREE fEiA SbIBHERE
400 BCS.4006017 | Failed to BCSARSS AR | ERCCERRSSI=H!

upgrade the | &K, AJget | &, BEECCERSS
BCS service WETCOER R | 2IEE, GRS
because the FHoKCCEERE | EENFNERHE

etcd RERESH | BR@E, %% ‘45
connection or REIE” Ry “&
the CCE BEE , HAR
cluster status SYIRAIERE, B
is abnormal. BEEBRIRTSES

®, 2AaUED
=, AEMRE,

FEEIRERHT
1BE, EEE
BRERKSIEED
EERF Ol X R GERR
55, RIBHEAME
ESHBhETCDEIIE
RIBIESHRYE

2, {BEETCDIR

=, BETCDRE,

Nz BB SRy
TEHITIRE, F
REEEFEA,
400 BCS.4006018 | Failed to HIEEIDL IRIRHIEMIEIES
query data W, ETCDiER: | BHETCDSEALIE
because the (=3 BSHHLE, &
etcd BETCDRTE, &
connection is ETCDRE, NizEE
abnormal. BRI SEH
TIRE, FIKEIE
BREA.
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400 BCS.4006019 Failed to EREALEES EFRCCERSI=EH
change the W, aleedhll | &, BEECCERS
password ETCDIEZEEE | RIFIER,; GRS
because the oy CCEERCESE | IEEMFHNERE
etcd O e | 1BRmE, &3 ‘&
connection, KEFESH | BREE P “&
the CCE BERET , AR
configuration SRR, B
update API, or BREHINEES
the cluster B, GEHRE,
status is FEHRERIRT
abnormal. 1BME, EEE
BEFERIRESERR
ERCIZE X REAR
%, RIBHEAME
1ESBFRETCOMIE
WIBIESHRYE

B EETCDIR
=, AETCDRE,

MIZERESHFRY
TEHITIRE, F
REEEREIR,
400 BCS.4006025 | Invitation BIBELM, Z | BCSIRSIEHIER
failed because | HRE&#E | @L, UIHRE “BK
the tenant BEgELEN | RER 1, &
has already ETCOEZRRE | BizenBiEr
been invited RBIEEE, &
or the etcd BIEEEAEE,
connection is M35 BA 280051
abnormal. TARBEEERIE,
XS 0pal vz

B, & EF
MBS ER, WaT
BEm A4 TETCDIE
BERE, THEAT
—&, I1ZBEeEL
IB1ESHHETCDI
(LIRSS HRIE
%, [EETCDIR

&, BETCDRE,

M= RIS S B HRY
SEHTIRE, F
REEEEER .
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400 BCS.4006026 Some YR =S IZEHIELIBIES
invitations W, ETCDER: | BRETCDMPERMIE
failed because | BF BSHHLE, &
the etcd BETCDIRE, &
connection is ETCDRE, NizhE
abnormal. S PPRILTIEH

TIRE, FIKEIE
BREA.

400 BCS.4006027 | Failed to list | EiIRERIIE | KEBHIELIEIES
the members | (EE2%M, HPETCDE[ELME
because the ETCOIEZEEE | ESHMLE, &
etcd BETCDIRE, &
connection is ETCDE®E, NjiLEE
abnormal. S BHHILTIEH

TIRE, FIKEIE
BEE.

400 BCS.4006032 Failed to TESDKELE RSN BIES:
download the | &, PFHETCOMEAME
SDK OrderEIPER | IESHISE, &
configuration. | ERE=E, | BETCDRE, &
The OrderEIP | AJREHHIRETCD | ETCDEE, Ni%ER
is empty EERE BESRHRNSEH
because the TIRE, FIRKEIE
etcd EEER.
connection
may be
abnormal.

400 BCS.4006034 | Failed to REUBIEE | iIZRMELIEES
obtain the K, ETCDE | BETCDEPEAMIE
notification ERE BSPTE, &
information BETCDIRES, &
because the ETCDRE, NizhE
etcd BRI SEH
connection is TIRE, FIREIE
abnormal. EEER.

400 BCS.4006036 | Failed to HINEPER, | IRBRHEGIEES
generate the | %M, ETCDiZE | BHRETCDEIfELME
organization | FZHIEHE ESHNER, 9
certificate BETCDIRES, &
because the ETCDRE, NiLHEE
etcd BSEHSEH
connection is TIRE, FIKEIE
abnormal. BEEA.
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400 BCS.4006037 | Failed to send | Event{SE &% | ERAOMIRSS I
the event KW, Tged | &8, KEAOMRS
information WAOMEIOR | EBIEE, BXE
because the FoMEiHE | ERE LR, &%
AOM APlor | &% [ETHZEEZAOMIK
the network S5EventABELE
connection is Bk, HAOM
abnormal. RS EOPIESE,

NRTge B 7 LR
YEHENEN, HEE
EA,

400 BCS.4006038 Failed to BIEEEH | IREHIEGIEIES
update the K, ETCDE | BETCDEPERME
notification EHMESE BSPTE, &
information BETCOIRE, &
because the ETCDRE, NizhEE
etcd BRI SEH
connection is TIRE, FIKEIE
abnormal. FEEE.

400 BCS.4006039 | Failed to RERIEKE BEIMSEREMRY
submit the W, ERfEW | DFRAVERE, B
request {$F B
because the
cluster is in
use.

400 BCS.4006040 | Failed to save | RRIEEHRTF | RIBHIELIEES
the member | ¥, ETCDE | BARETCDEIfELME
information EHMEE BSPTE, &
because the BETCDIRES, &
etcd ETCDRE, MiZAEE
connection is S PPRILTEH
abnormal. TIRE, FIREIE

FEEE.

400 BCS.4006041 | Failed to BillESEFIES BIRESRES
delete the W, 25K | B, AR ER.
notification SEBERIA TS
because FARIBR
finished
notifications
cannot be
deleted.
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400 BCS.4009100 | System error. | R&EEIR, 1B | BREMBCSIRS
Check the KRERFLN | E=HEH%ECCE
system or ENREES FSHitRSREE
network ) &, A 1TRSE
status. HRERZRE, U
ENEEA LA
R PE S 2L

19, EHERER
sJid, BERRE
BCSARSZSHIE
%, NeJaeBCS
REEET=EE
THE, SEN2
aZEFXF “BCS
IRET=E" 15
SR 1TAME,

400 BCS.4009101 | The request | iBSRURLATE | BRAPIGEREO
URL does not | 1£, iBteE AOBRSS M, #HE
exist. Check URLEEEHE | BCSHEF*RMZOE
whether the | ZZiEAp myIE, FEES

URL has been BEHEEHIRER

registered. BRI RIZ OB E
B, &4FE, U
EBCSHRSZAIZ %
BhEHKAPIGEO
XHY, HEITRER
EOFHEIRH
TEM -

400 BCS.4009102 | Internal RBENEE B RMmMBCSIRSS
systemerror. | &, BRER | EHISUHEECCE
Check the Fo MBS | SEHMRESFEE
system status | REIER &, BEZ1IRSEB
or network TMEFZE, W
status. EIMEERANTA

HEEIESE

19, EEEHER
SREH, &R
BBCSIREZEIME
%, MAgE=BCS
REEETaEE
THE, SENA
aZEFXF “BCS
RS afE" 15
S TR,
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400 BCS.4009103 | The LHEEETE | BN EBEERISKRER
maximum BRRRHEE | HASHELH LR
number (5) of | B ERES | B,
invited 0
members in
the channel
has been
reached.

401 BCS.4010401 | Permission BEFNRRKE | IRBBAFEE-IRS
verification KW BRI HE
failed. T, ENEESIR

[EEHITIRE

403 BCS.4030403 | Insufficient BRPRARE | ZBRAFiERE-RSS

permissions. HE-RIRRME
T, EEENR
EEHITIRE
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2.1 &1t

AESEBH N AG GO avaFRERNA RMTFRIES, HPANSHBRS
BEROITR, BRI

R TXRGELHIRSE

Lrak =
e

TERESNH

RN FERITA

AXHEEFEBEBUTARS:

o AL, GoiES. Javai#y. Solidity&#,
e SDKNA, FEN4RJava. GolangiBESDK,
o MNAEREFA, NM4Blava. GolangiE=EFifF A RESRAIDemo,
(00 388
FEGEFREMIRE, B5%:
o HERHERRGETLHIEL
o BHRE
o THEBEEMHE
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XEREEARSS
Fxisrm 2 LHRXIRGES | EEIE

22 SYHFE

2.2.1 HhR

BUEERTRIEKA LROEURE. (FRIETEXRE LAY, S FEaIHITRIN
13i2E, SORRAFFRAXRELINSZEIIERRE, ETXRIETR, 52989
EITEREAER, EERETERMENELN.

AR
o HESUHAFBETRE LEARIRZE, BELERRSENFHEXZETE,

o NTHERNBEAREBRZEN—EMEIET, LHRXRIES|IZRSZSE 7 HANFRLX
73% (#0Hyperledger Fabric) . FPEREEREGLIN, ERMEERNSRFRETL
12, BEMRENFR/mETE (fli0: javac. cpp. gcc ) B/ IRRERRANEM,
IHRERES LIRS TEX LREEMLE L IFHRIETT . LARXIRES | ZERZBEIRRRESFL,
PR T LSRR 2 X o

o NTIRIENE CHIEINENE, EMRAUTFRHITHIR:

o HUEINE: Xt LEMERVEUEHITING, RAFRNNSESSBENEENE. SR
INE75 A BRI RN AN ERIFRINE o

o iflEiEEl: SCHEFEASAOINIEHEFIALE], HRRBEIFNAIBP ST R BEn B
2. flan: FEARNSERVPCEEHEMEREFRIRHNAE.

o ETHUEGME: WTASRIEURRIEE, TTLARMAME MRS, BEIRFMEERT,
FHEXREE FICREARFESRERGR, MEERENIEAEN—EIEN=ET.

BETFESASDKAR SRR T :
SE1 THRURMNELISDKI .
£I2 FESDKMEIRMELIIE .
S$E3 ETFSDKIRMHIEREIFITEHIFER

TR
PR MGo. . Solidity 2B SLIRBIEFRERER, eI THNFALSEU
T
E 2-1 LRARXRES I ERRGLIXEEF R IER
BLokE BLISDKTE; AT i3]
Go pEE SEHY
Solidity Tk SEIY
Java <dependency> SERY
<groupld>com.huawei.huaweichain</
groupld>
<artifactld>contract-sdk</
artifactld>
<version>0.2.2</version>
</dependency>
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2.2.2 Go S84 .

2.2.2.1 SDKEZE

X 2-2 Go ERIEL] SDK

I=EAE i) SDKT&E;

-p=s

Go Pz

BIMERAIZEGLORMIIIENR%.

2.2.2.2 SDK ##[

SLYSDKIHANTAPIED, AILMESLINHFFIHITIRM . IXLAPHRARIIGERTLAR S

B
2 2-3 stub 0O
O 4B

FuncName() string

SRINE RS LIBERPIEENEREG LIRS
o

Parameters() [1[]byte

SRENIER S

ChainID() string

IRENVE RESLUFRTEREID

ContractName() string

SRENEERESLIBFR .

TxTimestamp() time.Time

SRENAIR 2 2 RO )&

3£ 2-4 ContractStub [

#N

1588

GetKV(key string) ([]1byte, error)

IngE: SREBVRSEUREFE keyXIRAY
value,

AZ: ENEETRIkey(EE, RATAZT,
IRENE: R[E][]byteziBifYvalue(E; ZHkeyFA
F1ERT, valueAnil,

error: HMELE, IKSEIBEELE, RO

errorS8.,

PutKV (key string, value []byte)
error

Inge: BRSEIEERIE, Bkey. valuefZpk
B, 11835+, IXRZHF. Btk H
RIGBIEZIE, Bkey/valueBNZHRESEUE
FEh, N\&: EEANPRENEKkKey =",
FHHvalue != nil,

error: NZ$8iR,
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#0

1588

PutkVCommon(key string, value
interface{}) error

INgE: SIRSEUEERIE, SPutkVINEEH
E; SPutkVEONARZLAET valuef=2
[Ibyte3s8!, 22— EHL T Marshal(v
interface{}) ([]byte, error)#ZORYEHE, =0
RER, =8valuei@iIMarshaliZECOF54,
AEBREE,

A2 BEEANIEEXS, Exkkey =", #H
valueSL¥ ¥ Marshaliz[d, vJLARRSILS
[Ibyte,

error: A\ZS$EiR,

DelKV (key string) error

IngE: MIBRIRSEUIREBIkey R EXI A9
value, IHEORZ2BEFMFRIOkeyIANSEE,
TERIRZH, HXRXZHFE. Bk, HREeE
T2Z2iE, Bkeyllbs,

A2 EfiRRAIkeyEKkey 1= "",

error: ANZ%8i%.

Getlterator(startKey, endKey
string) (lterator, error)

IngE: ERRESEUEESR, &=FHF, LA
startKeyFrsk, LlendKeyZERERIFTEIRSEL
B, SRLVERESENEXZ; SWtERE
AGFFEY, [startKey, endKey),

A startKey2fFEIORSHIENIZFHF
AYfCIRkey, startKey !="", endKey2fF&Eia
APRSHIERIR =B FRY4ERkey, endKey!=
IR[BHE: Iterator2EAERANEMNEE, TLU
BT IEEE, ZINFEENERER,

error: NS MR

GetKeyHistorylterator(key string)
(Historylterator, error)

Inge: EE—keyXIRAIFRFEH EAYvalue
NS key=fFEifAHEvalueEhTkey(EE,

nn

key !1="",

IR[EE: Historylterator@iZlNFREISEH
SvalueZERAELRELRTE.

error: NSy MEHEIR .

SaveComlindex(indexName string,
attributes []string, objectKey
string) error

IhgE: J9objectKeyfRFR5IER,
indexName_attributes_objectKey#¥JpgZ5 {5
2, I8, WREERFRSIEENEE, R
BB HEENRZETHF. Bk, HiX
KiEEE, 725 NKSEIEE.

AZ: indexName ZE5|#xic, indexName !=
", attributesEERMRS|INENE, EOE
E— 1 EMEE, objectKey 1FZE5|Hkey

{&, objectKey !="",

error: A\ZS$EiR,
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#0

1588

GetKVByComIindex(indexName
string, attributes []string)
(Iterator, error)

Inge: BEERSIER, BN HEEENEIIRG
Hkey/value, key/valuelLAiEesHIF =i
AZ: indexName Z5|#ric, indexName !=
"', attributesEEHMES|IRENE, EVE
BE—1TERER

RENE: HERSIFEMHAIkey/valuefIiEES
error: NS MBEIR.

DelComIndexOneRow(indexName
string, attributes []string,
objectKey string) error

INRE: MiIFRobjectKeylIEANZESI,
indexName_attributes_objectKey#¥JpgZ5 {5
2, I8, WREERFRSIEENEE, R
BLHEEUEENRZETHF . Bk, 7R
KiBEEE, 72 NRSEHIEE.

AZ: indexName ZE5|#xic, indexName !=
", attributesEERMERS|INENE, EVE
E— 1 EMEE, objectKey 1FZE5|Hkey

{&, objectKey !="",

error: NZ$8iR,

SplitComKey(comKey string)
(string, [Istring, error)

Inge: BERFINE S S E HobjectkeyF]
I3 M fAYattributes,

IR[EE: objectkey, Flattributes=RFEEL
H,

GetKVByPartialComKey(objectTyp
e string, attributes []string)
(Iterator, error)

IngeE: EpESHEEM.,
IRENE: lterator@ EEFAREEE, iHE
IKEN

2K 2-5 Historylterator i£{t883& 0

#N

i5EA

Version() (uint64, int32)

SRENHRER S (BEXRZ ) B
BlockNum #0 TxNum,

TxHash() [1byte

REVHANA I E (RERXS ) fhash.

IsDeleted() bool

WEIEAIkey, SRS CEEIREHIEES
HABR o

Timestamp() uint64

REISANACHAE (RERS ) BIRTEE.

2.2.2.3 44544
GBS AUHANNHRIKREME, S8R, KRB, SeeaLEHk

EXFIGEENX -
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[MARY:
BUNMHH, BRTEENEEERUREGIRE . LTRSS EN:
e packagefZ: package usercontract

o RERIZZ: NewSmartContract(). Init(stub contractapi.ContractStub). Invoke(stub
contractapi.ContractStub)

BRI

package usercontract

/] BINBERE
import (
"git.huawei.com/poissonsearch/wienerchain/contract/docker-container/contract-go/contractapi"

)

/] FERRELIRILEIAR
type example01 struct {}

/] BIEEH

func NewSmartContract() contractapi.Contract {
return &example01{}

}

/| BLIRIRIEK (Init) FO . BENBMY, FEELNTEREENT RINBEREIL TS EF .
func (e *example01) Init(stub contractapi.ContractStub) ([]byte, error) {
/] RERIA RiE(FEFRstubsAIAPI

/] &294ERA (invoke ) O, BEBHELOHITBIE, HEILSZAR, HELYFEREER.
func (e *example01) Invoke(stub contractapi.ContractStub) ([]byte, error) {

/] RERIA RiE(FEFRstubsAIAPI
}

2.2.2.4 5297H

ikl

1. BAFAZE[Rgo mod, FiEHRGO11TMODULERON. HIGRAE . 15
FRAERHEARRENL, MEREGRSNT
go env -w GO111TMODULE=0on
go env -w GOPROXY=https://repo.huaweicloud.com/repository/goproxy/
go env -w GONOSUMDB=*

2. GOSASDKNHENAWINEE, BIEERLI, vJEGo LanddmiFss+ /S go
mod:

File->Settings->GO->Go Module->4Jj% Enable go modules integration

GOEEaHNFAMANTSEGLRE, FERLBUNT:
S BEHERINGoS LR BISI I [55E]
£2 BPEIHEGOSLISDKIF (5] .
$E3 BEGoSLISDKIE, HFINEIGoELIRAIER

TBIEFRIT:
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¥ [l go-contract-demo
V¥ [l go-contract-sdk
» & go.mod
» B interfaces.go
» B interfaces mock.go
» B example.go

» B example test.go

» & go.mod

% 2-6 GLUTRHIBREN
BR R

go-contract-sdk B EGoE#SDKI{4 (interfaces.go) . SDKiEOAImMock, AT
IWELEEANEO,

example.go BEFRBENXELINH .. RESHUAGHEERER-, REEe
5. EXAS GRKITR) FERELOIRERE .

2.2.2.5 SR
GOlES AN RLSRIUNT:

] BEZHFRNELINM, EHEMziptEl(AISEGos LIRS [5E8E], RIS
JEERR).

W ANRE, TSERPEE-REAL.
.
(0 5488

o BHUEEXMERN: FHFRENX N zip, BEAXHITEREEXHHII—RER.
o SHNEGEXMHH, FIEEEGo SDKX M, BEEEEGo SDKHRINZZIRIE .

2.2.3 Wasm 5297 % ( AssemblyScript )

2.2.3.1 5%

AssemblyScriptiE S &9 E 8 Findex. tsFlcontract. tsF N4, Eeindex.tsHFFk
ERES LI (contract.ts) (KERHISLISDK, S99l SSHEXFF & {XTEcontract.ts
i, BRERLISFcontract tsEEBRIESL RS HITHA .

o  BZISDK(index.ts) EELEXIUNT
/] BINSEEELIH

import { invoke, init } from "./contract";

/] ELIBAEM (wasm_init) B0, BEALTHOINOED, SLEHE, BESERTEREERFT R
BB MBI S fnit OO .
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XER§EARSS
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export function wasm_init(buffer_offset: i32, size: i32):void{
/] EFRARE LRIt ()0
}

/] &2£94ARA (wasm_invoke ) &0, BEGAXHMNinvoke() 10, HELIEREEIISDKAIWasm_invokel
AR
export function wasm_invoke (buffer_offset: i32, size: i32):void{
/] SEFRER &L 4RYinvoke ()30
}

/] G945 (wasm_prepare ) #0, {RFAZEIA,

export function wasm_prepare():void{

}

o EEESLIS {4 (contract.ts) FELEMIUNT:

/] BINGISDKTGiE
import { FuncName, smlog, Str2ArrayBuffer, Parameters, PutKV, ArrayBuffer2Str, GetKV, DelKV,
MakeErrRes,MakeSuccessRes, Response,lteratorNew, IteValue, IteKey, IteNext, IteratorFree } from "./index"

/] BrEELIRIIEA (init ) ORI,
export function init(txid:string):Response{
}

/] BREE LA (invoke ) $EOAYSCI,
export function invoke(txid:string):Response{

}

2.2.3.2 S49f8%89 API
&£SDK(index.ts) 1IN FAPHEN, ATLMESLAX AT TERR. XLAPILZIRINAY

afLAXIS 79
* 2-7 H#HENTORE
=0 5iEA
FuncName(txid :string ) :string RIS R LUERPIEENE S LR
B
Parameters(txid: RENEKRSH
string):Array<ArrayBuffer>
& 2-8 RANBURIRIE
=0 1588
GetKV(txid:string, SREVE M RAYE
key:string):ArrayBuffer
PutKV(txid:string, key:string, S INEEFT—IH(E.
value:ArrayBuffer):void
IteNext(itor : i64):boolean IREHENERSEIBHREFE M ME
o
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=0 588
DelKV (txid:string, key:string):i32 pR—3I5R(E
IteratorFree(itor : i64):i32 BruE 8T
IteratorNew(txid:string, #iESBE 9 [beginKey, endKey] FI%A;
beginKey:string, endKey:string) :i64 5o
IteKey (itor : i64):string MIERZEFIRERkey o
IteValue(itor : i64):ArrayBuffer IR[ENX(CERE@AYE

2.2.3.3 x5 Demo

2.2.3.3.1 §49%miF

1. T#NodejssifH&ix, RRMNE, PITINTaSEEIMRA GREXIMNARZA
ToRHIEK) o

node -v
npm -v

C:\Users \="ll"= " . CHINA>node -v
v16.13.1

C:Nsers\™mm W™ Fa%, CHINA>npm  -v
5.1.2

2. REMBRassembly, HZBRTHIT npm init 5<%, HApackage namefiA
Jassembly(BFEA. package nameZRIF—H, BEAZHLEHEKXK, 18
TEN) -

?G}guzﬁ}?gismzi%inzglinigu through creating a package.json file.

It only covers the most common items, and tries to guess sensible defaults.

See ‘npm help init® for definitive documentation on these fields
and exactly what they do.

Use 'npm install <pkg>' afterwards to install a package and
save it as a dependency in the package.json file.

Press “C at any time to quit.
package name: qusembly) assembly

sC)
About to write to D:\Hork\assembly\package.json:

{

“name”: “assembly”,
“yersion”: o
“description”:
“main” dex . js”,
“scripts”: [

“test": "echo \"Error: no test specified\" && exit 1"
“author™: "

: “license™: “ISC"

Is this O0K? {yes) ves

3. BT T @SB npmEENNE S ImIEeS
npm install --save @assemblyscript/loader
npm install --save-dev assemblyscript
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D:\Horkhsassemblydnpm install ——save @assemblyscript/loader

added 1 package in 557ms
D:\Hork:sassembly>npm install ——save-dev assemblyscript
added 6 packages in 1ls

1 package is looking for funding
run ‘npm fund' for details

(1 588

ELEEIIEP I ¢ idealTree:assembly: sill idealTree buildDeps” , EFEIANpm{EFEE

BB IEEAA,
o BENpMBEZRREEGS

npm config get registry
o RENpMBRIFAEHS
npm config set registry ERE&IRIEHE
4. BUTUITa<, FARmESSRENEFIRZERRE
npx asinit .

D:\Hork\assembly>npx asinit .
Version: 0.19.20

This command will make sure that the following files exist in the project
directory 'D:\Work\assembly’:

. /assembly . . . .
Directory holding the AssemblyScript sources being compiled to HebAssembly.

./assembly/tsconfig. json o . .
TypeScript configuration inheriting recommended AssemblyScript settings.

./assembly/index. ts
Example entry file being compiled to WebAssembly to get you started.

./build
Build artifact directory where compiled HYebAssembly files are stored.

_/build/ . gitignore
Git configuration that excludes compiled binaries from source control.

./asconfig, json .
Configuration file defining both a 'debug’ and a 'release’ target.

. /package. json o .
Package info containing the necessary commands to compile to WebAssembly.

Jindex. is . R
Main file loading the WebAssembly module and exporting its exports.

./ests/index. s e .
Example test to check that your module is indeed working.

The command will try to update exlsian files to match the correct settings
for this instance of the compiler in ‘D:\Work\assembly\node_modules\assemblyscript’.

Do vou want to proceed? [¥/nl vy

5. &ERfIDemoml S AN (tcontract.tsR B S5 S LAISDKI{thindex.tsB |G, #
’-__rbuildﬁ/‘\fiqz:AssemblyScript" BMNSAE, mERINETEbUIldBRTER

optimized wasmFH XM (ZFHBXETEHGE ) -

npm run asbuild
:\Hork\assembly>npm run asbuild
assembly@l .8.8 asbuild

npm run asbuild:untouched && npm run asbuild:optimized

assembly@.0.0 asbuild:untouched
asc assembly/index.ts —-target debug

assembly@l.0.0 asbuild:optimized
asc assembly/index.ts ——target release
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2.2.3.3.2 Demo IT#EB%

BUFEFENTSEE9RHIDemo, BEFHEHERENAssemblyScriptiE = &49TiE
Demo,

assembly

1. buildBR Foptimized. wasmAELImEEXI R AIWasmF IS4 (FREGLIHEE
XAEHgoptimized. wasm[E4apkA9* zipE, &£93<fDemo),

2. assembly/index.ts IFFAERES LIS {4 (contract.ts)KERAIS£ISDK.,

3. assembly/contract.ts AERESLISUY, ADemohELYNiHiTERER (LIRS
Xf*contract tsEEHITFHE) o

4. BUONHNLZEFSER/NEE,

(MARY:
AssemblyScriptiB SR E SUA IS TS EREIH L HIE.

2.2.4 Solidity 84AF%
HASR

1. (FRBEMINERSLIMEERSolidityRIERES Y,
2. HMEBFEEESolidity Web IDE, £RMIHERAIIGNREF LS LREAF L,
3. BFRIEIHGIEEHexm3FHFRIENSLRBSE.

A

1. Solidity&G£9ZRAZFR: NATIVE_CUSTOM_EVM,

2. BEARZZ¥Fevent api,
3. SolidityZ=4H#IsLEE(KFiFabrichevent api, HaIKHFES, EETELW,
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2.2.4.1 SDK ##[

% 29 AN
=0 izl
Account accountfgcontract accountfuser account, ZaccountizZz[1h
¥%HYuser account addressg9iz= .
Bytecode EBidcontract address BJLUREREISLFRETHIHITHI=E
( runtime bytecode ) , &0 “SHEE-> Q’JSULT-UQ%{E”
Call BHTEYEIREY, B3, MIBRIR(E.
FE— N ANZSHcontract_address, FF_MNAZSJ—sbytecode,
bytecodeRfunction+parametertApf, SET= 60fe47b1,
GET=6d4ce63c, LASETAMI, i&&value)s
000000000000000000000000000000000000000000000000000
000000000002a, 1Bzl
bytecode=60fe47b100000000000000000000000000000000000
0000000000000000000000000002a
2.2.4.2 BT

H£IR1 HNTELSRIFEE https://remix.ethereum.org
FE2 Cl@Esolidity&£934%, FHMREIEH.

uint storedData;

i set(uint

pragma solidity £0.4.26;
contract SimpleStorage {
uint storedData;
function set(uint x) public {
storedData = x;
}
function get() public view returns (uint) {
return storedData;
}
}

$E3 RiFsolidityG4d, FE#IbytecodeZEH{kFhAJobjectiERNEHNFTIRI,
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SOLIDITY COMPILER

ed Configurations

& Compile huaweicloudchain.sol Ctrl+< for compiling

Compile and Run script

SimpleStorage (huaws
Publish on Ipfs i
Publish on Swarm

Compilation Details

ABl| D Bytecode

{

"linkReferences": {},
"ObjeCt"Z"***”,
"OpCOdeS"I |l*~k~k~kll’
"sourceMap"; "

}
.

2.24.3 §HRE

SoliditylIE S /IR RLSHTUT:

LT STRksolidity&29%miEE, SHlobjectxtffvalue (REISUNFHHERELE) -

608060405234801561001057600080fd5b5060df8061001f6000396000f3006080604052600436106049576000
357c0100000000000000000000000000000000000000000000000000000000900463ffffffff16806360fe47b114
604e5780636d4ce63c146078575b600080fd5b348015605957600080fd5b50607660048036038101908080359

06020019092919050505060a0565b005b348015608357600080fd5b50608a60aa565b60405180828152602001
91505060405180910390f35b8060008190555050565b600080549050905600a165627a7a723058206ee3e59b3

7412c5e64cfc7227fe4151c¢945d2f5a6994eb945f126e8ce70082980029
S SURE, TSERPEE->REAY.
s

2.2.5 JAVA 4%

2.2.5.1 SDKfic&
5|FSDKIES BT :
£ FTAmBHEIpom.xmi3Zi,
ZE2 HIBINTHBESINERE.

<repositories>
<repository>
<id>maven-proxy</id>
<url>https://repo.huaweicloud.com/repository/maven/huaweicloudsdk</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
<updatePolicy>always</updatePolicy>
<checksumPolicy>fail</checksumPolicy>
</snapshots>
</repository>
</repositories>
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3 KGN LR35 FASDK,
£ BCEKR

<dependencies>
<dependency>
<groupld>com.huawei.huaweichain</groupld>
<artifactld>contract-sdk</artifactld>
<version>0.2.2</version>
</dependency>
</dependencies>

SIS SRR
R
(10 88

STFENAEEEFERRIERI/MNNEER, ATLAERFPBER (windowss#IC:\Users\xxx\ ) T
B9.m2B FHsettings.xml ( AFEE ) BkmavenZZEB R FHconfBFHsettingsxml ( R%E
BEtE ) BEENRIERLW,

HElsettingsxmIZHHRRIRERS, AHARENRIEER, SEW TG

<proxies>
<proxy>
<id>myProxy</id>
<active>true</active>
<protocol>http</protocol>
<username>xxx</username>
<password>xxx</password>
<host>xxx</host>
<port>xxx</port>
<nonProxyHosts>*xxx*.com</nonProxyHosts>
</proxy>
</proxies>

2.2.5.2 SDK [

2 2-10 ContractStub §£E R &RESEUREHEHEO

20 5488
String funcName() INgE: FRENERES LIS RPIEENIERE
BYREEFR
N
ROIE: EEEELREHEZIR
byte[][] parameters() Inge: IREUBERSH
N H -

REE: RAFHRITERSLIZERMEN
MBI 2H, 8128 byteR

String chainld() Inge: SRENEBERLUFTEREID
NS Xk
IRENE: $%ID
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=0 izl
String contractName() INRE: SRENERESLIBTR
A& T

REIE: EREELRR

byte[] getKv(String key) throws
ContractException

Inge: IREVIKSEIEESRE N key XS MAY
value ;

P RMREEkey(ER, R
strmg KA, RalAT

IEHE valuefd, HRIRZ#F([1byte3s
; HkeyRFERT, valuedanull
}Mﬂjﬁﬁi HMELE, BEENE,

S

void putKv(String key, byte[] value)
throws ContractException

INEE: BIRSEIEERE, EORZE
Bkey. valuelEEEE, F1BIIRZ
, REHEXRZHF. H:'.i%\ HiLaE
HZE, F5%key/valueBANZIPIAESEL
EEH

AS: EEANPBEX, EXkey !=
" FHHvalue != null

mHEE: HMELE, BEEEBNE,
mHEE

void delKv(String key) throws
ContractException

IgE: MIBRIRESEIRE R PAIkey R HXI
EI’Jvalue Ltz O R 2R MRATkey Y

ABE, 18215 %, Reaxmi

ﬁ\zf\ﬂjﬂe\ ?—’FF&B@EHZE, Z=key
IB%

A2 EffiirEIkey, ERkey I=""
MERE: BAMEHE, HRERF,
e
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#0O izl
Iterator getlterator(String startKey, Inee: EEKESEIEES, &M,
String endKey) throws LAstartKeyFFsk, LlendKey‘EREHIFRE
ContractException KEHIE, SRLUELHRNFZEW;

IR, B EEREAGHN,
[startKey, endKey)

f5lgn: startkey="11", endKey="14",
FiEkey#B2EHANE, NEGRIER
d, keyE&IE: "11","12""13", R g
&4

AZ: startKeyRFEIRSEIRRIELTF
HFRYEEEkey, startKey =",
endKey 2 FEITRRSHIBNIRFHF
RYzESRkey, endKey!="";

IREME: IteratorEEIHLERANEMSE,
BILUBIT MIEEE, 1RINFZENE A%

e
RERE: AMEHE, HEENE,
HERE
Historylterator Inge: BEE— P keyXIMAIFRBEHER
getKeyHistorylterator(String key) value
throws ContractException Blan: —keyfvaluefBe2h1,2,3, 2

givalueg4, MIREIFNERERERFIL
INFEE71,234

A key2fFEIEHEBvalue{Bfkey(F
B, key!=""

IR[EIE: Historylterator2ZIiFEE7T
[ASBvalueE RANER GRS
MHSE: HMELE, BEEBNE,
Mt
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#0

Lz

void saveComlindex(String indexName,
String[] attributes, String objectKey)
throws ContractException

IhRE: JobjectKeyREXSIER,
indexName_attributes_objectKeyfgpZ
SIEE., &, WEREFERRSIER
NEE, RELBUHEENRSZET
HER. R, HREEEE, 785N
KEEIERE

Bign: Figkey/valuelES.,
key="zhangsan", value={height=175,
sex="male"}, fNELAsex="male"{EHZE
W&, EigiBRYkey/value,

NWEERFIICTBRIvalue, HEEIRIE
&R, AL, HHFikey/valueiEii—1
sexfEB*xA9ZE5|: indexName="sex",
attributes=[]string{"male"},
objectKey="zhangsan,

AZ: indexName ZB|#xiE,
indexName !="", attributesTEE 24t
w5|00EME, ELPEE—EHER,
objectKey 525 |AJkey(&, objectKey !=
MHEE: HMELE, BHEEBNE,
mHsE

Iterator getKvByComindex(String
indexName, String[] attributes) throws
ContractException

Inge: BISES|EE, B HEEME
1854 80key/value, key/valueLlikfEs
RO

AZ: indexName ZB|fric,
indexName !="", attributesTEZE4ftf
K5|WEN, ELEE—EBHEER
RENE: #HEZRS|IEMRkey/valuefdik
KeET=E

MERE: HNEHE, HEBINE,
mHSE

void delComIndexOneRow(String
indexName, String[] attributes, String
objectKey) throws ContractException

Ihae: MiBRobjectkeylIEANZES],
indexName_attributes_objectKeyfa Bz
SR, F5, WHREFRZRSIEE
NEE, 4B IBEENRZET
HEF . B, HREETE, 785
IRESEURE

AZ: indexName Z3|friC,
indexName !="", attributesT= & 24t
R5|0EME, ELEE—1TEHER,
objectKey f5Z5|RYkey(&, objectKey !=
WmEHEE: HMELE, BEEEBNE,
mHEE
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% 2-11 Iterator L2810

#N

15AA

boolean next() throws
ContractException

Inge: KMEERASRPEREEEE
key/value

N H -

R[EIE: boolfE, truetFEE F—1ME
MHEE: ZMELE, BEEBNE,
whsE

String key() throws ContractException

Inge: MIEAESHIRENkey

A& &

REHE: keyfE

MHEE: SREHE, EEENE,
ikl

byte[] value() throws
ContractException

Inge: MIEAEsH3kERvalue

A& &

RBUE: valueEZRBUAFTHEA
HHEE: SMEHE, EEENE,
=

void close()

D

Ihge: FERERIEREZE, BEEXAE
X328

N H

MHERE: YMELHE, HEBNSE,
MESE

Z 2-12 Historylterator ZfJEA key 5 value (SEREKESEO

#0

15AA

long blockNum();

IngE: SRENHEIERNE (BEXS)
B9 BlockNum
N H

int txNum{();

IngE: SKRENHBIERE (BEXS)
A9 TXNum

NS &

byte[] txHash();

Inge: IRENHRNERME ( (FEX
%) ) B9hash
N H

boolean isDeleted();

IRe: #HEIHkey, HRIREBEBEMER
SEIREEPRMIRR

NS T
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long timestamp(); IngE: IREIHEERVE (BREXS)
RORT )L
N H

2.2.5.3 545
JavalE S GG GRS, BR850E. KBESA. BREGHONEE

EX o
(AR
BN, BRPAUBENSHNERE, FESCH ContractiinitFlinvoke ik
BANEENT:

package com.huawei.poissonchain;

import com.huawei.huaweichain.contract.Contract;
import com.huawei.huaweichain.contract.ContractException;
import com.huawei.huaweichain.contract.ContractStub;

import org.slfdj.Logger;
import org.slfdj.LoggerFactory;

public class ExampleContract implements Contract {

/] ThEE: SL9REaM (Init) 0, FESNFAREEERENPIUED, HENFEREERHENZ
BB, I8, —REENEHME, BARENTEREENT RINSEKEILSEF

/| N&: stubREEEGLISDKARRELINITR B ERII_ LT XNR, oILABEIS stubiZHAIAPIEREL, IRENZZZ
BRIEXER. EERSHIEE. SHESE

[/ 1REWE: FERERELERE (KREEFG) ER, SEEEEFSRERN, REEALnull

[ fESE: MBREETENEEER, THENRSEBTREREEE

@Override

public byte[] init(ContractStub stub) throws ContractException {

}

/] ThEE: &£9%AR (invoke ) 0, FESUFAEETE RSP IIUED, BEBWSLMITIEE, K
EtEOR, HELNEREER.

/] N&: stubRERESUELISDKARNRELIHITRZESI ETXXG%R, aILABITstubiRHAYAPIEREL, FKEX
RBEREXER. EERSHIEREF. SHTSE

[/ 1REWE: FEREREHERE (KREEFG) ER, SEEEEFSRERN, REEALnull

/| ESE: MRCEENSEEE, THENRSEBTRERTEIZE

@Override

public byte[] invoke(ContractStub stub) throws ContractException {

2.2.5.4 549761
JavaiB S &N RIENTSESL7R6), FERSEBNT:
T {97 &Demo,
T2 {Elavardsl,
I3 JavaS LR,

-
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2.2.5.5 §4%%E
JavalE S 5 ALREL BN T:

1 ZPEESLRT, HiTmvn package, AIfttargetBR AN LENEY)arE, S

Jcontract.jar,
FR2 GN%E, ISERFER >XREEE > SI5HE.
R
[MERTY::
o SHEHEXHEIL: FHEREIUN zip, BEONMHITFEHEXHFI—RER,
o BAFEMBEXHF, REEEEHE Hcontract jarfI3 i,

2.3 SDK 148

2.3.1 HhiR

SDK 1588
TR XRES |ZEHFIRMava. Golang@MESSDK, XiRERS Bl RBa—
R5lgrpciz, BIFEFRAIXER, SEFHEXRETHSEKRK. EHAE G
BY, WMNENEEgrpcdEOFs, #THMBEEIR. BEAE. REEFITELE,
MUEEHFAREZIK, HEEREES .
SDKNI 245 X Rt IRSFZIRMHAIZ MgrpdE O TR, RNHESZEOMREXEENE
B, EARERiIKE, [IFEXTECHWSSELE, BARBREOFEHRXEEERN
7, FHEEXTIEEEEAXIERNERRTRE,
(MARY::|
1. SDKARHEXTSERUERTRA], a18%E MAERFFAX RIS S/ FIDemo,
2. SDKEARWE FFHILGIZ 2T :
e  windowsiftE: ECDSA
° linuxiftE: EZE;%. ECDSA
BT SDK A&

221 HEHE SRR FEER BT feay

1. #¥AML: CUESDKLAISR, ARBITIAG . ATLLEISLA i A T4
1k:
- (ERtREERECENE, ERA init 0,
- AEEOETENEEREMY, 815 mpiRE. TLISIRE. THERIEE.

2. MEER: AT EERREKE, RUMRIBEERERT THEEETHE, &
MEEEZ T, WRAEKEGEE RS, AEBET KRBTSR PITNAF A

S
HKEHE,
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SDK iZi845H

BEO5AR

KT R REERRET YR

RIXHE: ARAEEOSIEETRED, KXEEH, BRNTR, BE
AT RASERRENSIRET L. FAENBEENNABRIEED, FE, BR
REEOWRERORERT T HR, TRIXEER1, YRS IREUEZERYY
R, AEBETREIRPRINATSEZRIEHS

HERE: RSmERERGERTR, NEASRZREMTERIIREM, LULFIRT
B BTN, BERATKI, WinfoFBEBETHIRER, BFHoE
i,

FERBT WTFWSTBMRBLRBEFTEEZEZNRS, BMEEESREN, &5
EEREMNTA R ERPRIEAN, SHREEH. FEtFEEITIRZEE R
LESEE 1A

SDKEBRMBEREE . KEEREBNAERERN .. EEAHTERSFELIE.
FCES AT . T IRENEIREED .

HE
HFBEERERE, ELHZERIRIT T oEIE, HREIFEREXEONEDUIldX
M TE, 887 ContractRawMessage. QueryRawMessageiXJLitE EH3iEHY
R,
- ContractRawMessage: BEXZEH. ZEMMEBEINEE,
- QueryRawMessage: SEFrEEITEXEONBEERE, BRIISKZ1FE
&, PRESER. XhEE. 8AEEERFEO,
HERIX
RIBEIRREO, 1IRRBHIT T oEIE, I BEARFEXEAOII8 & Eaction
XNMNETE, 887 ContractAction. QueryAction, EventActioniXJIiiEE A
ERIEEEEE,
- ContractAction: XtizContractRawMessageft2EaiEERIAI%,
- QueryAction: XFfQueryRawMessagedit3caIiHERIKIX.
- EventAction: FERTFHRIFEEMNRERKES, AASHNEEXRZID, BE
HENBFEEEAE. BRMERIEEAEEONREESINS S /RfhiE
Ho
(1 %88
RLEOASHYATERZNES, REIEN—ListenableFutureddsR, BTN
HEREER.
SEEOWMEAZTELXHENER, BFEEN—StreamObserversig, BF
SEFEEERRIEER.

RTFIMEMTENRZRIE, FESMEOBREERS, FEIEOIRBEIBRSIINEE
HITIHENE, MARBEMEOENE,

FrEEERXRE, SMERMREESINESESHmMEL, RHEOZ— StreamObserverlis
FX3sR, TiRENE,

SINSDKRIRIEE Y EeeH, BEENAFTLISE , WlavakzO:
public SdkClient(String configPath, Function<byte[], byte[]> func)

SASRRAS 01 (2024-11-06) WRINFTE © AR ERABIRAE 287



XER§EARSS
FRisE

2 R RXIRGES | EEIE

public SdkClient()

public void setldentity(String type, byte[] key, byte[] cert)

public void setTls(byte[] key, byte[] cert, byte[][] roots)

public void addWienerChainNode(String name, String host, int port)
public String getTxld(Transaction tx)

public ChainRawMessage getChainRawMessage()

public Block buildGenesisBlock(String chainld, String path)

public Block buildGenesisBlock(String chainld, String path, Function<byte[],
byte[]> func)

public Block buildGenesisBlock(String chainld, ChainConfig chainConfig)
public static GenesisConfig createGenesisConfig(String path)
public void addOrganization(String name, byte[] admin, byte[] root, byte[] tls)

public void addConsenter(String name, String org, String host, long port, byte[]
cert, byte[] tee)

public ChainConfig getChainConfig(String chainld)

public Block buildGenesisBlock(String chainld, ChainConfig chainConfig)

public void addChainNode(String name, String hostOverride, String host, int port)
public RawMessage buildJoinChainRawMessage(Block genesisBlock)

public RawMessage buildJoinChainRawMessage (ByteString genesisBlock,
Entrypoint entrypoint)

public RawMessage buildJoinChainRawMessage (ByteString genesisBlock,
Configlinfo config, Entrypoint entrypoint)

public static Entrypoint readEntrypointFile(String path) throws ConfigException
public ListenableFuture<RawMessage> joinChain(RawMessage rawMessage)
public void joinChain(RawMessage rawMessage, StreamObserver<RawMessage>)
public RawMessage buildQuitChainRawMessage(String chainld)

public ListenableFuture<RawMessage> quitChain(RawMessage rawMessage)

public void quitChain(RawMessage rawMessage, StreamObserver<RawMessage>
responseObserver)

public RawMessage buildQueryChainRawMessage()
public ListenableFuture<RawMessage> queryAllChains(RawMessage rawMessage)

public void queryAllChains(RawMessage rawMessage,
StreamObserver<RawMessage> responseQObserver)

public RawMessage buildQueryChainRawMessage(String chainld)

public ListenableFuture<RawMessage> queryChain(RawMessage rawMessage)
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public void queryChain(RawMessage rawMessage, StreamObserver<RawMessage>

public Builder.TxRawMsg buildUpdateChainRawMessage(String chainld, String
path)

public Builder.TxRawMsg buildUpdateChainRawMessage(String chainld,
ChainConfig chainConfig)

public Builder.TxRawMsg buildUpdateChainRawMessage(String chainld, String
path, Function<byte[], byte[]> func)

public TxRawMsg buildUpdateConfPolicyRawMessage(String chainld, String policy)

public TxRawMsg buildUpdateOrgRawMessage(String chainld, String path,
Function<byte[], byte[]> func)

public TxRawMsg buildUpdateOrgRawMessage(String chainld,
List<ConfigSet.OrgUpdate> orgUpdates)

public RawMessage buildQueryChainUpdateVote(String chainld)
public ListenableFuture<RawMessage> queryVote(RawMessage rawMsg)

public void queryVote(RawMessage rawMsg, StreamObserver<RawMessage>
responseObserver)

public RawMessage buildimportRawMessage(Contract contract, String path, String
sandbox, String language)

public ListenableFuture<RawMessage> contractimport(RawMessage rawMessage)

public void contractimport(RawMessage rawMessage,
StreamObserver<RawMessage> responseObserver)

public Builder.TxRawMsg buildManageRawMessage(String chain, String contract,
String option)

public RawMessage buildQueryStateRawMessage(String chain, String contract)
public ListenableFuture<RawMessage> queryState(RawMessage rawMessage)

public Builder.TxRawMsg buildVoteRawMessage(Contract contract, String
description, String policy, boolean historySupport)

public Builder.TxRawMsg buildSQLVoteRawMessage(Contract contract, String
description, String policy, String schema, boolean isHistorySupport)

public ListenableFuture<RawMessage> transaction(RawMessage rawMessage)

public void transaction(RawMessage rawMessage, StreamObserver<RawMessage>
responseObserver)

public RawMessage buildQueryLifecycleVote(String chainld, String contract)

public static Contractinvocation buildContractinvocation(String name, String
function, String[] args)

public RawMessage buildContractRawMessage(String chainld, String contract)
public ListenableFuture<RawMessage> queryContractinfo(RawMessage rawMsg)

public void queryContractinfo(RawMessage rawMsg,
StreamObserver<RawMessage> responseObserver)

M #%hRA 01 (2024-11-06) AR © AR BRABIRAS 289



XEREEARSS
FRisE

2 P RXIRGES | EEIE

gnGoxzM:

func NewGatewayClient(configPath string, decrypts ...func(bytes []byte) ([]byte,
error)) (*GatewayClient, error)

func GenerateTimestamp() uint64

func (msg *ChainRawMessage) BuildGenesisBlock(chainID string,
genesisConfigPath string, decrypts ...func(bytes []byte) (*common.Block, error)

func (msg *ChainRawMessage) BuildJoinChainRawMessage(genesisBlockBytes
[1byte) (*common.RawMessage, error)

func (msg *ChainRawMessage) BuildJoinMsgWithLatestConf(genesisBlockBytes
[1byte, latestConf *common.Configinfo) (*common.RawMessage, error)

func (msg *ChainRawMessage) BuildJoinMsgWithEntrypoint(genesisBlockBytes
[1byte, latestConf *common.Configinfo, entrypoint *common.Entrypoint)
(*common.RawMessage, error)

func (action *ChainAction) JoinChain(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (msg *ChainRawMessage) BuildQuitChainRawMessage(chainlD string)
(*common.RawMessage, error)

func (action *ChainAction) QuitChain(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (msg *ChainRawMessage) BuildQueryAllChainRawMessage()
(*common.RawMessage, error)

func (action *ChainAction) QueryAllChains(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (msg *ChainRawMessage) BuildQueryChainRawMessage(chainlD string)
(*common.RawMessage, error)

func (action *ChainAction) QueryChain(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (u *UpdateConfig) BuildUpdateConfPolicyRawMessage(chainID string, policy
string) (*TxRawMsg, error)

func (u *UpdateConfig) BuildUpdatelLifecycleRawMessage(chainID string, policy
string) (*TxRawMsg, error)

func (u *UpdateConfig) BuildUpdateOrgRawMessageWithYaml(chainID string,
path string, decrypt config.DecryptFunc) (*TxRawMsg, error)

func (u *UpdateConfig) BuildUpdateOrgRawMessage(chainID string, orgUpdates
*common.ConfigSet_OrgUpdates) (*TxRawMsg, error)

func (msg *QueryRawMessage) BuildQueryChainUpdateVoteRawMessage(chainID
string) (*common.RawMessage, error)

func (action *QueryAction) GetVote(rawMsg *common.RawMessage)
(*common.RawMessage, error)
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func (msg *LifecycleRawMessage) BuildimportRawMessage(c *Contract, path
string, sandbox string, language string) (*common.RawMessage, error)

func (action *ContractAction) Contractimport(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (msg *LifecycleRawMessage) BuildManageRawMessage(chain string, contract
string, option string) (*TxRawMsg, error)

func (msg *LifecycleRawMessage) BuildVoteRawMessage(c *Contract, desc string,
policy string, historySupport bool) (*TxRawMsg, error)

func (action *ContractAction) Transaction(rawMsg *common.RawMessage)
(*common.RawMessage, error)

func (msg *QueryRawMessage) BuildQueryLifecycleVoteRawMessage(chainlD
string, contract string) (*common.RawMessage, error)

func BuildTxHeader(chainID string, []string domains) *common.TxHeader

func (msg *QueryRawMessage) BuildContractRawMessage(chainID string, contract
string) (*common.RawMessage, error)

func (action *QueryAction) GetContractinfo(rawMsg *common.RawMessage)
(*common.RawMessage, error)

SNrpcE:

rpc CallSM(stream ContractMsgsWrap) returns (stream ContractMsgsWrap)

rpc CreateChain (common.RawMessage) returns (common.RawMessage)

rpc DeleteChain (common.RawMessage) returns (common.RawMessage)

rpc QueryChaininfo (common.RawMessage) returns (common.RawMessage)

rpc QueryAllChaininfos (common.RawMessage) returns (common.RawMessage)
rpc GetLatestChainState(common.RawMessage) returns (common.RawMessage)
rpc GetBlockByNum(common.RawMessage) returns (common.RawMessage)

rpc GetBlockAndResultByNum(common.RawMessage) returns
(common.RawMessage)

rpc GetTxByHash(common.RawMessage) returns (common.RawMessage)

rpc GetTxResultByTxHash(common.RawMessage) returns (common.RawMessage)
rpc GetBlockByTxHash(common.RawMessage) returns (common.RawMessage)
rpc GetContractinfo(common.RawMessage) returns (common.RawMessage)

rpc GetArchiveCheckPoints(common.RawMessage) returns
(common.RawMessage)

rpc GetSnapshotMetadata(common.RawMessage) returns (common.RawMessage)
rpc GetArchiveConfigData(common.RawMessage) returns (common.RawMessage)

rpc GetArchiveStateMetadata(common.RawMessage) returns
(common.RawMessage)
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rpc GetArchiveBlockMetadata(common.RawMessage) returns
(common.RawMessage)

rpc Invoke (common.RawMessage) returns (common.RawMessage)

rpc Query (common.RawMessage) returns (common.RawMessage)

rpc Import (common.RawMessage) returns (common.RawMessage)

rpc Unlmport (common.RawMessage) returns (common.RawMessage)

rpc QueryState (common.RawMessage) returns (common.RawMessage)
rpc GetTeePubKey (common.RawMessage) returns (common.RawMessage)

rpc RegisterBlockEvent(common.RawMessage) returns (stream
common.RawMessage)

rpc RegisterResultEvent(common.RawMessage) returns (stream
common.RawMessage)

rpc RegisterBlockAndResultEvent(common.RawMessage) returns (stream
common.RawMessage)

rpc RegisterBlockNumEvent(common.RawMessage) returns (stream
common.RawMessage)

rpc RegisterTxEvent(stream common.RawMessage) returns (stream
common.RawMessage)

rpc SendTransaction(common.RawMessage) returns (common.RawMessage)

rpc Query (common.RawMessage) returns (common.RawMessage)

fNrestizEO:

GET /node/health

GET /{chain_id}/stat/node

GET /{chain_id}/stat/zones?detail=1

GET /{chain_id}/stat/domains

GET /{chain_id}/{encoded_zone_id}/zone/nodes

GET /{chain_id}/{encoded_zone_id}/zone/linker

GET /{chain_id}/{encoded_zone_id}/zone/isolation

DELETE /{chain_id}/{encoded_zone_id}/zone/node?host={node_host}
POST /{chain_id}/{encoded_zone_id}/zone/node

POST /{chain_id}/{encoded_zone_id}/zone/linker

DELETE /{chain_id}/{encoded_zone_id}/zone/linker?host={node_host}
POST /{chain_id}/{encoded_zone_id}/zone/isolation?host={node_host}
POST /{chain_id}/{encoded_zone_id}/parent/zone

DELETE /{chain_id}/{encoded_zone_id}/parent/zone
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POST /{chain_id}/{encoded_zone_id}/zone/id
DELETE /{chain_id}/{encoded_zone_id}/zone/id
POST /{chain_id}/{encoded_zone_id}/zone/id/state

2.3.2 Java SDK 148

2.3.2.1 SDK fic&

H$4E3

LR

(MR

1. linux¥htE, SDKRIERIE. 1217, EEF EFBcEopenssl, BEiEE THopenss| [§EE]

o fi#[Fopenssl, EflopenssI3Z{&FFEIH R /usr/local/include/
o  HITERISAAS: export LD_LIBRARY_PATH=/usr/local/include/openssl
2. JavafIImBEEE T BEAmavenfigradlefil, XI5SEELImaven/afil,

5| FHSDKARYLEEINT :
FIFIRBE FAIpom.xmI3Z{E,
LA EBE INERIBERE -

<repositories>
<repository>
<id>maven-proxy</id>

<url>https://repo.huaweicloud.com/repository/maven/huaweicloudsdk</url>

<releases>
<enabled>true</enabled>

</releases>

<snapshots>
<enabled>true</enabled>
<updatePolicy>always</updatePolicy>
<checksumPolicy>fail</checksumPolicy>

</snapshots>

</repository>
</repositories>

FaNEIN LA35 1 FASDK,

<dependencies>
<dependency>
<groupld>com.huawei.poissonchain</groupld>
<artifactld>client-sdk</artifactld>
<version>0.2.14</version>
</dependency>
</dependencies>

SR AR
.
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(AR

2.3.2.2 BAGE
=SS

X FEWREFEERRERRIIMNNER, ATLAERARBER (windowsHgC:\Users\xxx\ ) T
A9.m2E RHsettings.xml ( BPECE ) SimavenZ iR FHYconfEH Frbsettings.xml ( Rgte
BEcE ) BEEERLH.,

HElsettingsxmUMZHHRIFERS, AEHAERENRIEER, SEW TG

<proxies>
<proxy>
<id>myProxy</id>
<active>true</active>
<protocol>http</protocol>
<username>xxx</username>
<password>xxx</password>
<host>xxx</host>
<port>xxx</port>
<nonProxyHosts>*xxx*.com</nonProxyHosts>
</proxy>
</proxies>

com.huawei.wienerchain.SdkClient

SdkClientXIRESREIRSZ TR IRENEMEEHBMISERENRRZIDFSE, &F
SDKFF&RRT, WRTHISIZITR

¥D4EHE SDK Z P

Ll
]

B TR & HERYIIASDK.

R RAIR

EREE

public SdkClient(String configPath) throws CryptoException, ConfigException, IOException

SRR

e -3l %A
configPath String E PimSDKELE X A%
PR

RIETRER, REFEBERERSNTRNR. MEHEEKRIER], #UERZS

i,

RERET AR, AEEREINAYEEAIEEOANSR.
BR7SE

public WienerChainNode getWienerChainNode(String name) throws InvalidParameterException

SERA

2% i) i5BH
name String PRER.
REHE
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WienerChainNode WienerChainNodeXJ%: ,

IRENZZ5 1D
RS IDIEARXZHNFR, BRBEENTSHEIZFBEREL . UTRERZ DG
mEHTERZIEH, AR NAFIEREREH.
o RARARE

public String getTxId(Transaction tx)

o SHIHMA

2 it izl

tx Transaction G Z Kl N
e IR[ENE

E- i izl

String 21D,

2.3.2.3 FIASYORIERS

B SHURAREEMEE.
o ENOBZE
ContractRawMessage.class
public RawMessage buildinvokeRawMsg(String chainld, String name, String function, String[] args)

o SHIHMA

2% S %8R
chainld String pEID,
name String BLIBR,
function String BRELYYIEIES.
args String|[] BURESH.
o IR[EIH
E-Sic) 588
RawMessage HEMA, BF&LYAR.

L2 BREKHESWE.
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o EMORFX
ContractRawMessage.class
public RawMessage getRawMessageBuilder(ByteString payload) throws CryptoException

o SHRHT

2% St i5EA
payload ByteString BHRAGER, B
invocation.toByteStrin
g()15%l,
o R[OlE
it 1588
RawMessage HEWE, AFEHBEK.

B3 SPEKBEERE,
o EORFE
ContractAction.class

public ListenableFuture<RawMessage> invoke (RawMessage rawMessage) throws
InvalidParameterException

o SHIHMA

2 E-Sit) 5BH
rawMessage RawMessage BRBERBERHE, &
B2A9IR[EIE
e R[OE
E-Sic) i5AH
ListenableFuture futureXtsR, BTFRENEBIERER.

FFA EREDEE.
o EMOJIE

ContractRawMessage.class
public TxRawMsg buildTxRawMsg(RawMessage[] rawMessages) throws
InvalidProtocolBufferException, TransactionException, CryptoException

o SN

2% E-Sit) 5BH
rawMessages RawMessage HER, SE3NERBE
RER,
e R[OlE
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=it 5i8H
TxRawM Sg &%5%/%\{2’5; @zé\ﬁyé\{gl@\ﬂ] uéﬁ o

SRS EREBKIE.
e EOFGE

ContractRawMessage.class

public ListenableFuture<RawMessage> transaction(RawMessage rawMessage) throws

InvalidParameterException

o SHIHMA

e i) L)z
rawMessage RawMessage HEIK, ZBAHR[EIAIRS
2R BAPRRRE
=
e R[OlE
=it 15488
ByteString ERER,

2.3.2.4 FIBREHERHIE

] SLURRERNME.
o EMOGE

ContractRawMessage.class

public RawMessage buildlnvokeRawMsg(String chainld, String name, String function, String[] args)

o SHIHHA

e it i8R
chainld String 551D,
name String BLIBIR,
function String BREENHISEER.
args String[] BUHEESH.
o IR[EA
ESic) 1588
RawMessage HEWE, ATFELYER.
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EWERKERRE,

EORE
ContractAction.class

public ListenableFuture<RawMessage> invoke(RawMessage rawMessage) throws
InvalidParameterException

SERA
2%

rawMessage

ESid)

RawMessage

il

HEYK, BTERB
Ko

G
e

ListenableFuture

izl
futureXdsR, FFIRENEIIER.,

.

2.3.2.5 HfttEif

2.3.2.5.1 &iFRs

gz

FE2 EHE

HE

1,
EO75E

QueryRawMessage.class
public RawMessage buildLatestChainStateRawMessage(String chainld) throws CryptoException

SR
2%

chainld

KE
String

5B
§%5ID,

=
s

RawMessage

il
HER, BTFEaRS.

EO75E

QueryAction.class

public ListenableFuture<RawMessage> queryLatestChainState(RawMessage rawMsg) throws
InvalidParameterException

SRR
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rawMsg RawMessage BIRESHNER®H. &
BNRERTGEESE
e IR[OIE
=it i5i8H

ListenableFuture

futureXdR, ATIRENERLER

.

2.3.2.5.2 EFXRFE

SR HEEE.
e EOFGE

QueryRawMessage.class

public RawMessage buildBlockRawMessage(String chainld, long blockNum) throws CryptoException

o SHRHT

e it 38R
chainld String PEID,
blockNum long X,
o R[OlfE
E-Sic) 588
RawMessage HEA, BFEaxyFE.

LR HEKIX,
o EMOJGE

QueryAction.class

public ListenableFuture<RawMessage> queryBlockByNum(RawMessage rawMsg) throws

InvalidParameterException

o SHRHT

s 2 88
rawMsg RawMessage BRI BT RIEN
HE
o EENE
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2Ry il
ListenableFuture futureXdxR, ATFEEERER.
=1

2.3.2.5.3 GRS HITER

$E1 HEEE.
o EMOJIE

QueryRawMessage.class
public RawMessage buildTxRawMessage(String chainld, byte[] txHash) throws CryptoException

o SHRHA

e it i5ER
chainld String §%1D,
txHash byte[] RRIEE .
o R[EE
E-Sic) 588
RawMessage HEA, BFEaxsiiTER.

£E;2 HEKIX,
o EMOJGE

QueryAction.class
public ListenableFuture<RawMessage> queryTxResultByTxHash(RawMessage rawMsg) throws
InvalidParameterException

o SHIRHA

2H it izl
rawMsg RawMessage RIERXZIDERRZHT
FERELIXHGEE
e IR[EIE
E- i WiRB
ListenableFuture futureXdx, ATFIREEBER.
----4ER
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2.3.2.5.4 RIFF3 5 ID BEAXRZiFE

$E1 HEEE.
e EOBGE

QueryRawMessage.class

public RawMessage buildTxRawMessage(String chainld, byte[] txHash) throws CryptoException

o SHIHMA

2 Syt 1588
chainld String PEID,
txHash byte[] 7| r
o R[OlfE
E-Sic) 1588
RawMessage BEEK, BFEaxkai¥EB.

£E]2 HEKIX,
o EMOJGE

QueryAction.class

public ListenableFuture<RawMessage> queryTxByHash(RawMessage rawMsg) throws

InvalidParameterException

o SHIHMA

2% S i5EA
rawMsg RawMessage RIER % I DEIRRRZiF
BRAEATEHE
o IR[EIE
St 1588

ListenableFuture

futurexdsR, BATFIRENERER,

R

2.3.3 Go SDK 143

2.3.3.1 SDKEc&
MARY:

linux¥ftE, SDKAYGRIE. 1517, BEFoNTHFHE Eopenssl, BHEHHE NEiopenss|[#E#]
e  fi#Fopenssl, EflopenssI3ZiEIzE|BFR/usr/local/include/ T~
o  HITERISAGS: export LD_LIBRARY_PATH=/usr/local/include/openssl
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5|FASDKRIEZ RN T :
S BEHEHETHGo SDK[HHE] .
£R2 BEINAEFAEER, BEFAUSEcoNAEFFARRFIDemo,

-
2.3.3.2 BABE

PSS
o GatewayClientNRESIREPRSZ TR SRENVEMEBREEMIER N5 IDF S
i%, BETFSDKFERS, BIRSTHIISIZITR.
client.GatewayClient
o BsClientRBEEHEANMH L5, T&. RIFCREOFHE, ERAXREFE
IRFERXINEERS , WRSEAMIEIZXTR

bstore.BsClient

Y144t SDK E s
EF iR B )RR ¥R (L Gateway SDK,
o FRABE

func NewGatewayClient(configPath string, decrypts ...func(bytes []byte) ([Ibyte, error))
(*GatewayClient, error)

o SHRHA

28 it} 1iAH
configPath String WIESE, EFimSDKED
BN BT,
decrypts func(bytes []byte) EVESE, BEIERE
([1byte, error) NEmEx, BRANA
X ,) TfEE (%8

#Ea4E SDK N4 FiEE Pin
EF 2R AISDK GatewayZE FimtEik #Wia it ERAFERE Fin
o FARREE

func NewBsClient(gatewayClient *client.GatewayClient, chainld string, endorserName, consenterName
string) (*BsClient, error)

o SHRHA

2 -] 1588

gatewayClient *client.GatewayClient | HESH, E#AMHID
AYGatewayZE i

chainID string HEZTR o
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XEREEARSS
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2l 81 i5BH
endorserName string BPEPRBIR, W

“node-0.organization1
”
o

consenterName string AT RBR, W0
“node-0.organization

»
o

SRS RIRT IR

RETRER, KNFEERERZITRNR. MEEEARIER], #BAUERIZS
%, RIRETRNR, ARBIRENNAYESREEONSR.

o FABRRBE

func GenerateTimestamp() uint64

o R[EHE
- Sis] izl
uint64 RS HBIAIUTCRY BB

2.3.3.3 FIAGYORIXRZS

$£R1 SPEEGE
o IE[MERHE

func (msg *ContractRawMessage) BuildinvokeMessage(chainID string, name
string, function string, args []string) (*common.RawMessage, error)

o SN

2% S 15388
chainID string HEID,
name string BLIBIR,
function string BRELYHYIEES.
args [Istring BUBESH.
o IR[EIE
ESic) 1588
*common.RawMessage BRBERFRENER .
error RIXERRINREIZRE Anil, RZIR[E]
error,
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Fxisr 2 LHRXIRGES |EEIE

£H|2 BREKEERE.
o IEMRE

func (action *ContractAction) Invoke(rawMsg *common.RawMessage) (*common.RawMessage, error)

o SHIHEA
2% S 1588
rawMsg *common.RawMessage | LA HIERFLIXH
HE
o R[EH
ESic) i8R
*common.RawMessage BRBERFRENER .
error RIXRINREIZERE Anil, RZIR[E]
error,

$H]3 B HBWE,
o EMOJGE

func (msg *ContractRawMessage) BuildTxRawMsg(rawMessages []*common.RawMessage)
(*TxRawMsg, error)

o SHIHMA

¥ -5t 5iRH
rawMessages []*common.RawMessag %#Eﬁ?ﬁ@éﬁié’%
e =
e RENE

=it 588

*TxRawMsg BERZhashlIRZIERER, ZiH
B{#F transactioniZ 0%

error 1OEERINIREIZREY Janil, RZIR[E]
error,

TR RXHHBKIX.
o EMOJGE

func (action *ContractAction) Transaction(rawMsg *common.RawMessage) (*common.RawMessage,
error)

o SHIHMA

2% it 1588
rawMsg *common.RawMessage | LiREERIIRZHEE .
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FA&ism 2 LR XRGES | E TR
e R[OlE
it 158
*common.RawMessage AT REBERIXERTES.
error RIERINREIZEE AN, RZIRE]
error,
----G5R

2.3.3.4 FIESAEaEIR

$£R1 EREKESWE
o EMRE

func (msg *ContractRawMessage) BuildinvokeMessage(chainID string, name
string, function string, args []string) (*common.RawMessage, error)

o SHIHMA

e i) 15388
chainlD string 551D,
name string BLYIBIR,
function string BRELYHIEIES.
args [Istring BB ESH.
o IR[EIH
ESit] 1588
*common.RawMessage BifEkFEAEER
error RIEREIMREIZREL Anil, RZIR[E]
error,

2 BEERERRIEX,
o IE[MRH

func (action *ContractAction) Invoke(rawMsg *common.RawMessage) (*common.RawMessage, error)

o SHRHA

e -3l %A
rawMsg *common.RawMessage | EIAEIEIERTE&ZIZR
HE.
o REIE
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F&RIER 2 X ERGES |1
=it 15i8H
*common.RawMessage 'EEIEKRERER
error RIERINREIZERE AN, RZIRE
error,
-8R
2.3.3.5 {4 5%
o EOR/E

func (bc *BsClient) UploadFile(filePath, fileName string) (*UploadFileResponse, error)

o SR

2% i) i5BH
filePath string F RS EARIEAYES
R HEIZIFAKRT
100MBRHYEEHETNZ
%,
fileName string XERE ERIBIR. &
FEE /.
o R[EIE
it i5AH
*UploadFileResponse X EHERENER.
error FHERINIREIZEE 9nil, RZIR([E]
error,
2.3.3.6 I TF#
o EORE

func (bc *BsClient) DownloadFile(filePath, fileName string, versionld int) error

o SHIHMA

8% i) 15BH

filePath string XA T EEIAR AR
=

fileName string FREGEE RIS
o FAFER /"

SASRRZS 01 (2024-11-06) WRIERE © ARITERARERAF
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XEREEARSS

FiigiE 2 HE A= XIRYES | SR
2 it} izl
versionld int FFESUERINRAS .
IRASERKFETF,
ALLBIT &N RS
@g&ﬁ221¢ﬂ’ﬂﬂﬁ$-§—
o R[EHE
i izl
error TEEINREZEE AN, RZIRE
error,
2.3.3.7 BRI
o EOF/E

func (client *GatewayClient) EncryptDataWithE2EE(consensusOrgID, encOrgID string, decOrgIDs
[Istring, data string, options ...interface{}) (txID string, err error)

o SHIHMA

e i) 15488

consensusOrglD string HiRZELRID

encOrglD string HATINEIRIERYZELR
ID,

decOrglDs [Istring BT HATINEERIERYA
LUDLASS, AILAR=Z
IHERIHELIDYIE,

data string FENZRIHIRE

options interface{} Hthikln, Baiszisi
A—"boolZEE, BF
EENZE, 26EH
BHEEIR,

e R[OlH

2% E-Sit) 15488

txID string N SR B2 3RS R AY
RZID, BREITRAR
2| DRI LIRISX N BE
X,

err error DNERREIRENIL, M
1=[glerror,
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Fxisrm 2 LHRXIRGES |EEIE

2.3.3.8 AR
o OB

func (client *GatewayClient) DecryptDataWithE2EE(consensusOrgID, decOrgID string, txID string)
(data string, err error)

o SR

2% il 5iAH

consensusOrglD string HIRALID

decOrgID string HATHRZIRERYAR
ID,

txID string BN XIRAIZZZID

o REIE

8% E-Sit) 15488

data string REZERIEXER.

err error R R INRENIL, BN
1x[Elerror,

2.3.3.9 Hftt&Eif

2.3.3.9.1 ETEXREE

TE1 BEMEE,
o EORBZE
func (msg *QueryRawMessage) BuildLatestChainStateRawMessage(chainlD string)
(*common.RawMessage, error)

o SHRHA

e St i%EA
chainID string §%1D,
o IR[EIE
ESid] 5iEH
*common.RawMessage BiSERSEHEEREZER
error EAREINREIZRE Anil, RZIR[E]
error,

$H|2 HEKIX.
o EMOJGE

QueryAction.class
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FkisE

2 P RXIRGES | EEIR

func (action *QueryAction) GetLatestChainState(rawMsg *common.RawMessage)

(*common.RawMessage, error)

o SHIHMA

2 i) 588

rawMsg *common.RawMessage | FIAEIAHHIRESHE
o R[OlfE

E-Sic) 588

*common.RawMessage

BT REEERIXERIIER

error ARIERINREIZER AN, RZIRE
error,
----45R

2.3.3.9.2 FiFXRFE

SR HEEE.
o EMOJGE

func (msg *QueryRawMessage) BuildBlockRawMessage(chainID string, blockNum uint64)

(*common.RawMessage, error)

o SHIHMA

8% i) 4R

chainlD string 421D,

blockNum uint64 XHREE.
e REIE

=it 15i8H

*common.RawMessage

E?EH%E@IZH%T%E‘% JEAYH

SN0

error

EERINIREIZEEAnil, RZIR(E]

error,

$H|2 HEKIX.
o EMOJGE

func (action *QueryAction) GetBlockByNum (rawMsg *common.RawMessage)

(*common.RawMessage, error)

o SHRAA
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XEREEARSS
FRisE

2 R RXIRGES | EEIE

2 i) 588
rawMsg *common.RawMessage | FIARIBIRSEIAXIR
FIEHR.
RENE
S 15iEH

*common.RawMessage

BT RRE S RXERTER .

error AIXREIIREIZER AN, RZIRE
error,
45K
2.3.3.9.3 HFIRXZFHITER
1 HEME.,
o EORFE

func (msg *QueryRawMessage) BuildTxRawMessage(chainID string, txHash []byte)

(*common.RawMessage, error)

S
2 it i5ER
chainlD string §%1D o
txHash [1byte A5 Hash,
REHE
E-Sic) 588

*common.RawMessage

EERZRITERTRIZRNEE

error

error,

IR IR E]

EBAnil, RZIRE

£E]2 HEKIX,

EZOBE

QueryAction.class

func (action *QueryAction) GetTxResultByTxHash(rawMsg *common.RawMessage)

(*common.RawMessage, error)

SHIHE
e ESid] itz
rawMsg *common.RawMessage | EiRGERAIEIDIEER

ZHATERATER

N5k 01 (2024-11-06)

WRIERE © LEARITERARERAF

310




XEREEARSS
FkisE

2 P RXIRGES | EEIE

R[EHE
ESid] il

*common.RawMessage

AT RRE S REERIVER

error RIXREIIREIZER AN, Rk2ZIRE
error,

.

2.3.3.94 FIFH3 3 ID HHRXZFE

LER1

HEWE

EO7EE

func (msg *QueryRawMessage) BuildTxRawMessage(chainID string, txHash []byte)

(*common.RawMessage, error)

SHRA

e

ESid)

il

chainlD

string

851D,

txHash

[Ibyte

R[EHE

s

il

*common.RawMessage

oM 0

MBS DB R

IEATH

error

error,

1R IR EIZEE Anil, RZIR(E

$I|2 HEKIX.

EO75E

QueryAction.class

func (action *QueryAction) GetTxByHash(rawMsg *common.RawMessage) (*common.RawMessage,

error)
SRR
e i) i8R
rawMsg *common.RawMessage | FiARIERZZHash&if
RZFEBHE
REHE
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XER§EARSS

FA&IgE 2 EHEXRGES | SR
=it 15i8H
*common.RawMessage BT RREAREERINER.
error RIERINREIZERE AN, RZIRE
error,
----45R
2.3.3.9.5 EFXHHBRA
o EOF/E

func (bc *BsClient) GetFileHistory(fileName string) ([]*bstore.FileHistory, error)

o SHIHMA

2% i) i5BH
fileName string EigRaE E S .
o R[EIE
ESid] 15488
[1*FileHistory XHRERAEESIER, BRABIR

NMEREERAS., XHIEHRE. B
X LHERSE). EFRRGE). LEEE

2o
error BEERINREIZEE AN, RZIRE]
error,
2.3.3.9.6 EIXIHHRIFICR
o EORBZX
func (bc *BsClient) GetFileOperation(fileName, startTime, endTime string) ([]*bstore.StorageEvent,
error)
o  SHURMA
2 St 1588
fileName string EigRaE EEE .
startTime string BifICRATEIaRTIE
(RORSE)EL ) ©
endTime string BEiTCRAVLEERATE
(*ORSIE)EK )
o IR[EIE
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FiigiE 2 e A= XIRYES | SR
S izl
[]*StorageEvent YIHRIEICRYIER, BRIEREICRE
BIREE . BESEE. WEEE.
error EFRINREIZEE AN, RZIR[E
error,

2.3.4 SDK A 5T&E

ikl

R =X ERGES 842 Java. GOTFE=HISDK, HIF&=EM.

e Java SDK: SSBUREESHSERSHEA.

e Go SDK: BRIAXIFELEMNSHE, TEFNFHEHSINNBRERF.
o SDKIRA: INEHEAHRS, RIUESDKFHREIBITE.

2.3.4.1 Java SDK

AR
e Java SDKAKIZFZHRFE SR pom. xmIFRSDKII AR ASRIAT, 140 IR R AR ARI(E FEEC
%O

e java SDKEEEMBEpomXGHEEEIERE.

<repositories>
<repository>
<id>maven-proxy</id>
<url>https://repo.huaweicloud.com/repository/maven/huaweicloudsdk</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
<updatePolicy>always</updatePolicy>
<checksumpPolicy>fail</checksumPolicy>
</snapshots>
</repository>
</repositories>

% 2-13 Java SDK [R5 &

RS EdzE = 4B
0.2.2 <dependency> EECSLAIARZA1.0.2.1,
<groupld>com.huawei.poissonchain</
groupld>

<artifactld>client-sdk</artifactld>
<version>0.2.2</version>
</dependency>
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FRiER 2 BHRXRGES | SR
RFS (ERRE 15488
0.1.11 <dependency> &FCsEIRAR1.0.2.0,
<groupld>com.huawei.poissonchain</
groupld>
<artifactld>client-sdk</artifactld>
<version>0.1.11</version>
</dependency>
2.1.0.6.41 | <dependency> ERCSEBIhR A
<groupld>com.huawei.wienerchain</ 1.01.1-1.0.1.10
groupld> .O.1. .0.1.10,
<artifactld>wienerchain-java-sdk</artifactld> | 2 q ‘0‘2‘52}}?&52.1 0.6.41
<version>2.1.0.6.41</version> N Mo S s
</dependency> Ej\’ ég/‘j\&%\\ Elﬁl;ﬁ:ﬁl%?’;
EiEhe, FMEERASUT:
e buildinvocationE#r A
buildinvokeRawMsg, &
ENREARIERZ
e buildTransactionMessage
B ubuildTxRawMsg,
SEFRANRIERZS
e buildinvocationE A
buildinvokeRawMsg, &
EZFRSYEENIE
2.1.0.2.52 | <dependency> &fCsEfIiR2<1.0.0.39,
<groupld>com.huawei.wienerchain</
groupld>
<artifactld>wienerchain-java-sdk</artifactld>
<version>2.1.0.2.52</version>
</dependency>
(0 e

ngﬁﬁgﬁiir SEpIelEMINfE, SEEAIBIR, HABGSRE, E#EE THEELARAE

15 0

2.3.4.2 Go SDK

Go SDKAIIFZUN T :
121 WIFRIBrRAShuaweichain SDK,
T2 THIIRABISDK G EERBRISDKIAFIRIR .

% 2-14 Go SDK fRASZE
RAES T izl
0.4.9 P EBCEBIRRA1.0.2.1
0.2.15 Pz 1&EBCEBIbRA1.0.2.0,
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XER§EARSS

FiigiE 2 HE A= XIRYES | SR
RAES T izl
2.1.0.6.41 P EBCSLEIRRA<1.0.1.1-1.0.1.10,

2.1.0.2.52FKE2.1.0.6.410F, AKX, &
XS EEEER, FMERATNT:
BuildTransactionMessage &/
BuildTxRawMsg, £ZFBAENRIXRZ

2.1.0.2.52 VNN 1&EBCEBIkRA<1.0.0.39,

AR
HEI&ZISEEE%: SLpIeEMINfE, SEEAISIR, HABGSRE, EEE THEELARAE

2.4 NEFHA

2.4.1 §hR

AT RN AR ERXRERS, ISEAENANBREFITA.

FATRfE, NREFTLOERSLSISEERERE EaMiE EHTER, LR
EEXKREIRES . BEEITKRIFBENEEREXZHFES.

2.4.2 Java NFEfERF A

A

windowstiiE: javaZ FPim{N Sz iF64IRIER 5641 Java SDK,

2.4.2.1 SDK EFiRBcE
SDKZFIRELBINT:
$E1 SDKELE, nJ2ESDKEEETD.
S THREINMNREY Y, TSEMEPEE-> TRESX¢.
S|W3 ZRIRIAK, RENSITE, RERIESERBREFNREIDemo,

----455R
& 2-15 BRI HKEENE
2% =]
ConfigFilePath §ERCE S hyam SRR TERE R
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XEREEARSS

F&tEE 2 P XRGES | ST

2 8

ContractName RENSHURENESHNSNEIR, SEAFER>%
=54,

Solidity & ZIRIBIAZFR"NATIVE_CUSTOM_EVM",,

ConsensusNode LT HIRALNI NI R, A XERES (EEHiRA
QRHEINMHIRE =, (FRE—AIE],

EndorserNodes IRIBESALREIERIE B REHTEE.
ENERALNSE, WEEEFRARTHE—TH=AD
aJ;

ENEEANSE, VEEMNEESNMEN— TR
HITECE -
ChainID $51D, FoEARECESFFyamldichain_idFEEXIRAT
=
BeE S yamlfl:
chain_id: * # $%ID
client:
type: *
identity:

keyPath: *.key
certPath: *.crt
tls:
enable: true
keyPath: *.key
certPath: *.crt
rootPath:
- *ert
nodes:
node-0.organization-1yoamyube: # TREZFR, HIREALREE3INT R, IEHRALREE20MT =
hostOverride: *
host: *
port: *

(18R
o SDKEFIRRIECE SR
AZ2ESDKNE, EERAISERRIESMNAINARERFFIDemo,

o BEMNHARA

EREBHyamEREIGR, SEAIchE MERRIE— Pyamisct, ABSEEUR R yamIER;
RRHISDKEFHIIR .

o EFim#linM
HHRyam G RIEB X HFEEEBRISEIRMF IR .

2.4.2.2 SDK ZFixiER

SDKEFikfcEfS, BIeliEASDKETXREFEXAIEZEF A, ERREITSEN
FEZFAYBIDemos,
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XEREEARSS
Fxisrm

2 R RXIRGES | EEIE

% 2-16 SDK #Z[iEHA

eSS &iE

=pim| RUBESOHTRBIRESERED, FIEUSEFA
BURIERS . NASHEIEE

FZigEn USRS, XRIFBURRZZEASFENZO, #E7
SEHhE S

2.4.2.3 ~f5 Demo

SR
LER2

JavaiE=~BIDemoETFJava SDKF R, EEZRTFHIARARERHFRavaZ iR
N, ERSERINT:

Btk ava® Fin Rl [58E]

FTRE Fint)ia S EECE (App.java), HITER (BCERISESDKEFIRACE) .
----45R

BIDemoIR B AN T :

v javaClient

» idea
g Src
hd main
java
W com.example
¥ util
App
Contract
| javaClient.iml
(m |
README.md

% 2-17 7=~ Demo HREM

X R
App.java A SSimE ARG, ERiREIRAECE ..

Contractjava | BIIAAINSEHIERE . WEIEGEXVIRFNBENTIRR, &
EZRABEPRsend5iE . MNEIENEISIRFNESEMENRE,
=ERBHERRIqueryFiE,

BlockUtil.java | BlockUtilFEFM X R _E5REVEE .

TxUtil.java TxUtIFT MR 2 EIREEERE

pom.xml BCESDKE L. SDKIRAS

README.md | i2iEAYE ARSI .
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XER§EARSS
Fxisrm 2 LHRXIRGES |EEIE

2.4.3 Go MAEFRFA

2.4.3.1 SDK ZFikEcE
SDKEFIRECEI T :
81 SDKECE, AJSESDKEEET
$B2 THROINMNNE S, T2ERFER->TREEXH-
TB3 ERmBL, BEBERBUTE, BEERGITSENBEERIRMGIDemo,

e

& 2-18 EF IR LECEN R

28 8

ConfigFilePath YERD B Nt rRyam IS PR TERR R

ContractName BENEANLZEMNEENANEIR, SZHPEE>%
=549,

Solidity GZIHIBIAZFRA"NATIVE_CUSTOM_EVM",

ConsensusNode S TFHERALN NI R, LA XERES | ZEHRE
OTRHINMLAT =, (BEE—EDA,

EndorserNodes RIESOREMNEFINS BRIEHITEE
ENEEANESE, N EFEHA THE—T=ED
aJ;

ENEEALEE, WEEMEFRENMNMEN— TR
TR E .
ChainlD $51D, BeEARECE X HHyamlfichain_idFEEXIRAY
=
B & S tyamlfal :
chain_id: * # §%&ID
client:
type: *
identity:

keyPath: *.key
certPath: *.crt
tls:
enable: true
keyPath: *.key
certPath: *.crt
rootPath:
- *ert
nodes:
node-0.organization-1yoamyube: # TREZFR, HIREALREEINT S, IEHRALREE2MNT =
hostOverride: *
host: *
port: *
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XER§EARSS
Fxisrm 2 HHXRGES | EETE

(AR
e SDKEFIRRIEE SHIIRIL
ASESDKNE, RERAISERRIESMNAIN FZFRFIDemo,
o BEMHARA

EREHBHlyam B SHGE;, SLHIrhE MASIIR—yamiZit, @SRRI yam 4
AREIHISDKEFIRITR o

o EFimHlInM
HHRyam I IR HFREIEBRISEIMF IR .

2.4.3.2 SDK EFixiEMH
SDKEFIHEES, BIRERSDKETRIRIEEXAISIBIETTAR .

% 2-19 SDK #[iEHR

E3id] -p=

BN RBZSOHITRENAESERED, FREUSEFA
BULRIERS . NAGHETEIE.

FmiEO RMUERRS. XRIFBURRZEEFENEO, F#E0
SEHMER,

2.4.3.3 7~f5 Demo

ikl

R ERF AT EERgo mod, ELLEHRGO111MODULEON., BGREE. 15
BRI ERNDEARRENL, MRREGSUT
go env -w GO111TMODULE=0on

go env -w GOPROXY=https://repo.huaweicloud.com/repository/goproxy/
go env -w GONOSUMDB=*

GoIE = fIDemoE T Go SDKFA, EEMTHEFTAARERHITAGoE ik
2, ERSRIT:

SB BEYEETRE PR (B .

HIR2  PEIHETHE P IRET{ERNGo SDK[§EE]

L3 FINGo SDKMHEIZFimblDemoBRT, 5EiGo SDKELE

$IRA STRHEFIFVIALSHECE (utils/config.go), FIETSESDKEFIHEE.

~IDemoIR BL5HIAN T :
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XER§EARSS
Fxisrm

2 LR RXIRGES | EEIR

goClient

huaweichain

gmssl

proto

sdk
utils

>
>
>
>

common

¥ block.go
B config.go
B contract.go

¥ txgo
B utils.go
> go.mod
» B maingo

README.md

& 2-20 /=~fjl Demo BRI

X4 NE

huaweichain | GOIESZFiHSDK, HFENEBIESEGo SDKNMA

main.go GOBEEFImERER.

contract.go | BEGHAXNESHIERE . MHIBEEIERIRIEWNBEATIRER, F
ZFRAEPRIsend5iE . WHIBNEGRIFNEREMENGE,
wEFRETBRqueryTiE,

block.go FIFMIX R ESRENERE o

tx.go TN 5 L3REVEHE .

config.go EFindYIa e E -

readme.md | fREFMAIE BTG,
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