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FITFHREMKA ERISUE . SRRz TERREE ERY. SFERE T BTG
tg, ERAPFBXRETINISIZENEERRR, ETXRIHSS, BEa8nzT
HERINEN, HERELEWMSTIER.

EERXRGEIRSSBCSHY, ARPERAA B CRIMBIINAERER . BPRINRERFE
I XERGEMEFRRIPeert /T RIBARHE LIS, APHEEAREIE XIRIEMESAIPeerti R/
TR AR -

AR
BREAYHAFBITRE LEFHRIIERE, BEUERREAFEXRZERR,

RS

ISRIEE S S5iEFEGoavaFFRIME . #EE(EACloudIDE ( S2iFEL. RIEIITE
HHURIAARINE ) o

GoFFRIRIER:
1. g‘g—%%o)ﬂﬁ%iﬁo ZIRE TEME A https://go.dev/dl/, (BiEF1.922fF
BNMEFEWNEE (LA11120RAHE)) -
BERSR 8%
Windows go1.11.12.windows-amd64.msi
Linux go1.11.12.linux-amd64.tar.gz

- Windows F&RILUER. msiFRIIREEFREZE . WABRT.msiXiEeZ
BE “C\Go” BRT. BILUE “C\Go\bin” BREFINZIPathifETE
F, RINEEEEERGSEHOAREER.
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TEHIFEE

- LinuxTF, BEEETHMZHBIBMESE/usr/localBF . $&/usr/
local/go/binBFZiRINZEPathiAET =
export PATH=$PATH:/usr/local/go/bin
ZRTgoOESRULIBE S go versionEERAER, LANEIZgo envip$k
BEHEXEREE.
RRGORIBE . RIBRTETAR, EEEMGoland: https://
www.jetbrains.com/go/download,

JavaFF RIf S S
{E AT FabricZRt Ak AR X HRHESLAH

ZiRlavaFT A IME . THIDKF %% ( BIGEEEHIRA ) : https://
www.oracle.com/technetwork/java/javase/downloads/index.html,

BNRFENNAIEE (LLA15.0.28RA 61 ) -
BIERS S1E=
Windows jdk-15.0.2_windows-x64_bin.exe

Linux jdk-15.0.2_linux-x64_bin.tar.gz

- Windows FZRILUFER .exeRRIZEERETE,
- LinuxF, BEESTHAN_HEIE/EESE/usr/localBF,

export PATH=$PATH:/usr/local/go/bin
RENEETE (EXNHFHE) :

- JAVA_HOMERjdkZZEBFU “C:\Program Files (x86)\Java\jdk1.8.0_91"
g “/usr/java/jdk1.8.0_91” (LATIIEEEWEIS ) ;

CLASSPATH “.;9%JAVA_HOME%\lib\dt.jar;%JAVA_HOME%\Llib

\tools.jar; * ;

TEPath R EHEEESR “%IAVA_HOME%\bin” 1 “%JAVA_HOME%\jre
\bin” ,

Zx5jdkfE, i@ dis<java -versionBERAES..
Zlavaimigas . MMIBES NI BITIREE, HEEF(FERIntell) IDEA,

TEFabricEREEEA=FE . . {iEATFabricZetghR 2RI X RESLH
IBIRIESERRE K, IR THIXINARAAIFabric/RAE :
https://github.com/hyperledger/fabric/tree/release-2.2

AR

FabricilRiBEEIR 6 X REESLAINR AR, BIANSREIZE X HR4ESLAIRT, Hyperledger
FabrictZiRiRPI#Z=EV2.2 (4 XXKRAS ) , NIFabricRABEITRIEIRE2.2hRA .
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2.2 FFRME

BB panic FHHIBARSE
(MART:
ZABUERTFFabricZBf R AR X REELAINGOIE S §E I A -

R L WMpanicREMEBREREER, KF2EE, SHUBRTERES,
A EInvokeFREN LR INdeferiE @AY, HMlpanicRREITIREEIRGEE PR

/] EXGBRIRENE, K%EpaniciEdeferBEIRE, MHIFREFiFTLKEIREE
// {#Fdebug.PrintStack () iSHEIREEE 2 TENEIARERL, HETRERM
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublinterface) (pr pb.Response) {
defer func() {
if err:=recover(); err != nil {
fmt.Println("recover from invoke:", err)
debug.PrintStack()
pr = shim.Error(fmt.Sprintf("invoke painc. err: %v",err))
}
30

fmt.Println("ex02 Invoke")
function, args := stub.GetFunctionAndParameters()
if function == "invoke" {
// Make payment of X units from A to B
return t.invoke(stub, args)
} else if function == "delete" {
// Deletes an entity from its state
return t.delete(stub, args)
} else if function == "query" {
// the old "Query" is now implemented in invoke
return t.query(stub, args)

}
pr = shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")
return pr
}
s
St RESEIE
(D) ie

ZAB{UER T FabricZahRANAIX HREESLH

EARAHIEN, MREIXEGFROZSHEE, SSRERGAES, #FOE
BHRAS (81T 30shIpeerarhlififEss ) , NISEMHITEIRE, SHUXEITES,

BB ALIRAFHERISE, At RERERREANBERE RIS IR
IRERIS UAE.,

GIEERRS| (KAEEFHESU) CouchDB)
%FCouchDBsRIS, EFIZREIT04E, SALMIBIISIEEE, (EBRESHIESS
HE. RALRBLSHE, SEBOERLFR FETHS,

NI PRESIE
IR LT ERIBIRIETION, PELETEARAFFHAITHLD.
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CREIEEERE, BIFRES) , BNELFEIIFENULERARESSEH.
2 (AEASHAIBHREXNEMSY ) EERENHENENH. K8, KE. BE
SEEFEREE, WIEEEGAM, PIEEEEEREFRR.
AEAbE
FREEENISEESSR. BZLENS, FRMUTENET, EFRAN. B2E
FRENERRE, FEEEMER, RAMSEEEMNERE,
KEECE

AR
ZABXER T Fabric B ORARIX REESLHIRY)avalE S TR IEH A .

B{#FHGradleggMaventdZ S1E T BAMNEIBINE . BB HESIEABAK
i, 1BRREXT N X HREESLAIRYT RI940E T i ip, BB EBETESIRMES
g, 1BHERNEPRIEKECEE AR . REECIBRET X BERXER
HEIRSZSBCSIEFIG, WA “NMAZEAF” , BE “JavarrfiiDemo-Java SDK Demo”
“Chaincode_Java_Local_ Demo” B9 “T&~ %4,

2.3 Go iIES T IBHA
2.3.1 LB EHS

HECROEO

ﬁ%DlGoiE%?WU%Eﬂé’n’o HHCRBEI— 1 GoM M, BIRBIFNHEHRITREFTAFR

HEIFRM AN RS ES: 1.4X4& ({FRshim& ) F02.2X4& ( {FFfabric-
contract-api-gofl ) »

(MERITY::
XERHERRSS BCSZH5E RTINS S RIHEAET

FabricZRHahR B IR GESLHY -

o PHLIBEIIMIUET1.4KKE (JAEshimE ) BEdStartiREl, ASHshimBrE
XHJChaincodetx[3EEY , SLfrFFAP, FBHEEBITEN —NEGE, LT
Chaincodeiz[,

type Chaincode interface {
Init(stub ChaincodeStublnterface) pb.Response
Invoke(stub ChaincodeStublinterface) pb.Response

}

o 22[#& (fEAfabric-contract-api-gofd ) BISHLIBLIRFAS, BEEBTENX
—NMEMIIK, SCHIChaincode®.,

SASRRZS 01 (2024-01-11) WRIERE © LEARITERARERAF 6



XER§EARSS
FRisE

2 SRR

LI

type Chaincode interface {
Init(ctx contractapi.TransactionContextinterface, args::-) error
Invoke(ctx contractapi.TransactionContextlnterface, args:--) error

}

FabricZRAARANRI X IREESLAI1 4AXAEGOIE S AIHELASLEAUN T -

package main

/] BINBERNE

import (
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

)

[/ FEBB—ANEEHAMA
type SimpleChaincode struct {}

[ REERBRF NNt %
func (t *SimpleChaincode) Init(stub shim.ChaincodeStublinterface) pb.Response {
[ %I =S GE TSR (B FH AT RI RS2 4R
/] HRERYR] RiEEAstubRAIAPI
}

/] REEMBIRRDNInvoke 57k
func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStubinterface) pb.Response {
[ %R EPEREREE TP REARREG I IEELE
/] TRERYE] RiE(FEFstubsRJAP
}

[/ERE, TBEFRshim.Start() 7%
func main() {
err := shim.Start(new(SimpleChaincode))
if err !=nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}
}

FabricZRA SRR ANAY X SREESLAI2. 2 KA GoIB S R SEL RSN T :

package main

/] BINBERE
import (
"github.com/hyperledger/fabric/plugins/fabric-contract-api-go/contractapi")

/[ FERR—ANEEHA
type Chaincode struct {
contractapi.Contract

}
/] LSBT ININitFT 3%

func (ch * Chaincode) Init(ctx contractapi.TransactionContextinterface, args---) error {

[ T3 EP LRSI B R AT R IRIZ S

[ FERIRFRIInvokeT5iE

func (ch * Chaincode) Invoke(ctx contractapi.TransactionContextInterface, args---) error {
/] TEZF =PIz TR A &R i IRZ e

}

JIE
func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err !=nil {
panic(err.Error())

}
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if err := cc.Start(); err != nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}
}

2.3.2 55 HE<HY API

FabricRESEFRIshimBIRHM TAN T /UMERRNZDO, EAILASEERA:

o  SHBITAPI: BRI FEREHRIBARNBRRE/SEEESH, ZAPHRM
FTXLESHIIGE.

o MRAKSHIRIRIEAPI: IZAPHRM T MK AEIRINEHITIRIERIS %, BEXPIK
SHENEENRESLIES,

o XH5IEEIRENAPI: REURRHIRZRZIEERIERKAPI,

e  XJPrivateDatatZ{EAJAPI: Hyperledger FabricfE1.2.OhR AP FHERINIFAR EIE
EBRAERYTBXAPI,

o EHfhAPI: HfttRYAPI, BRESMIRE. BREMIEIEERE.

2.3.3 §5CHERA (1.4 XA )
FabricZRtahi ANA9 X BR4ESLH :

TFR—MKFEEMKAISHCIRA (1.4K48 ) (NRZEELPIL, EEFEANESE
FabricE7SRBIFRIGEATD o

package main

import (
"fmt"
""strconv"
"github.com/hyperledger/fabric/core/chaincode/shim"
pb "github.com/hyperledger/fabric/protos/peer"

)

type SimpleChaincode struct {

[ FIRCEIRIRES, AL/ ARSI B snE R

func (t *SimpleChaincode) Init(stub shim.ChaincodeStublinterface) pb.Response {
[/ printinBFRREEE S HMEMBERNBAES
fmt.Println("ex02 Init")

/] IRENBFEIBE B BRI ES

_, args := stub.GetFunctionAndParameters()

var A, B string  // ®N KR
var Aval, Bval int // FENIKFHIRER
var err error

/| MESEE, MESHHMERE R, NRTE WREHERES
if len(args) =4 {
return shim.Error("Incorrect number of arguments. Expecting 4")

}

A =args[0] // lKFARBF&
Aval, err = strconv.Atoi(args[1]) // MPARER
if err !=nil {
return shim.Error("Expecting integer value for asset holding")

}

B =args[2] // lKFBRF&A
Bval, err = strconv.Atoi(args[3]) // MFIBRER
if err !=nil {
return shim.Error("Expecting integer value for asset holding")
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}

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

/] BRPARPREENKA
err = stub.PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

return shim.Error(err.Error())

}

/] P BAPIRS S Nk A+
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

}
[ SIMRAEHR S TIRAERT (query, invoke) # BxfiE R

func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublnterface) pb.Response {
fmt.Println("ex02 Invoke")
/] SREXF B EBA A U IB N RH B TR S

function, args := stub.GetFunctionAndParameters()

[/ STERENENHY R EZ TR THIRT

if function == "invoke" {
// VR invoke ERE{SCIIEEMRIRIE
return t.invoke(stub, args)

} else if function == "delete" {
// VA delete FREISCIIMKFESH
return t.delete(stub, args)

} else if function == "query" {
// VAR query SEBIIKFEITIRIE
return t.query(stub, args)

}
/] EBHIREZ S, &[E shim.Error()
return shim.Error("Invalid invoke function name. Expecting \"invoke\" \"delete\" \"query\"")

}
AL Sl %4

func (t *SimpleChaincode) invoke(stub shim.ChaincodeStublnterface, args []string) pb.Response {
var A, B string  // IKFAFIB
var Aval, Bval int // MPRER
var X int /] EEMKEER
var err error

if len(args) =3 {
return shim.Error("Incorrect number of arguments. Expecting 3")

}

A = args[0] /] TFPARFZ
B = args[1] /] PBREF&Z

/] MR H3RERARISRER
Avalbytes, err := stub.GetState(A)
if err !=nil {
return shim.Error("Failed to get state")
}
if Avalbytes == nil {
return shim.Error("Entity not found")
}
Aval, _ = strconv.Atoi(string(Avalbytes))

/] NIRZRF3RERBAYRER
Bvalbytes, err := stub.GetState(B)
if err !=nil {
return shim.Error("Failed to get state")

}
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if Bvalbytes == nil {
return shim.Error("Entity not found")

}
Bval, _ = strconv.Atoi(string(Bvalbytes))
] XI5 &8
X, err = strconv.Atoi(args[2])
if err !=nil {
return shim.Error("Invalid transaction amount, expecting a integer value")
}
/] He
Aval = Aval - X

Bval = Bval + X
fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

/] BRI S ASRASRER
err = stub.PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

return shim.Error(err.Error())

}

/] BHFEEREMAFBRET
err = stub.PutState(B, []byte(strconv.ltoa(Bval)))
if err !=nil {

return shim.Error(err.Error())

}

return shim.Success(nil)

}

/] WP
func (t *SimpleChaincode) delete(stub shim.ChaincodeStublnterface, args []string) pb.Response {
if len(args) =1 {
return shim.Error("Incorrect number of arguments. Expecting 1")

}
A= args[0] // FPREF&

/] MK ZS ARl BRiZ i RS
err := stub.DelState(A)
if err !=nil {
return shim.Error("Failed to delete state")

}

return shim.Success(nil)

}

/] RFEif

func (t *SimpleChaincode) query(stub shim.ChaincodeStublnterface, args []string) pb.Response {
var A string
var err error

if len(args) =1 {
return shim.Error("Incorrect number of arguments. Expecting name of the person to query")

}
A = args[0] // WFRF&

/] MK ZAS FR3RBGZ U P 5280

Avalbytes, err := stub.GetState(A)

if err !=nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return shim.Error(jsonResp)

}

if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return shim.Error(jsonResp)

}

MHGERAS 01 (2024-01-11) WA © EARTERABIRAE 10



XER§EARSS
Fxisrm 2 SRR

jsonResp := "{\"Name\":\"" + A + "\" \"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)

[/ REIEETREET

return shim.Success(Avalbytes)

}

func main() {
err := shim.Start(new(SimpleChaincode))
if err !=nil {
fmt.Printf("Error starting Simple chaincode: %s", err)
}
}

2.3.4 FEAAEB (2.0 XAE )
FabricZRaiRAFI X HRaEsL A :

TFR—MKFEEMKAISHCITRA ( 2.0K48 ) (NIZEELPIL, EEFEANESE
FabricE7SRBIFRISETD o

package main

import (
"errors"
"fmt"
"strconv"

"github.com/hyperledger/fabric-contract-api-go/contractapi"
)

// FERBSEEL

type ABstore struct {
contractapi.Contract

}

[/ WIIRICEERDEEE , SEAMLEE FHERHERSRT BaA R

func (t *ABstore) Init(ctx contractapi.TransactionContextinterface, A string, Aval int, B string, Bval int) error {
[/ EAprintin REGR HRYEESICRENESEAES
fmt.Println("ABstore Init")
var err error

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)
[ BIRSEIRENKA
err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {
return err
}

err = ctx.GetStub().PutState(B, [1byte(strconv.ltoa(Bval)))
if err !=nil {

return err
}

return nil

}

[ ABETRXE5B

func (t *ABstore) Invoke(ctx contractapi.TransactionContextinterface, A, B string, X int) error {
var err error
var Aval int
var Bval int

/1 MR ASREUIA S £4=
Avalbytes, err := ctx.GetStub().GetState(A)
if err !=nil {
return fmt.Errorf("Failed to get state")
}

if Avalbytes == nil {
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return fmt.Errorf("Entity not found")

}
Aval, _ = strconv.Atoi(string(Avalbytes))

Bvalbytes, err := ctx.GetStub().GetState(B)
if err !=nil {
return fmt.Errorf("Failed to get state")
}
if Bvalbytes == nil {
return fmt.Errorf("Entity not found")
}
Bval, _ = strconv.Atoi(string(Bvalbytes))

/] PATEETK

Aval = Aval - X

Bval = Bval + X

fmt.Printf("Aval = %d, Bval = %d\n", Aval, Bval)

[ BIRESHIREIRE KA
err = ctx.GetStub().PutState(A, []byte(strconv.ltoa(Aval)))
if err !=nil {

return err

}

err = ctx.GetStub().PutState(B, [1byte(strconv.ltoa(Bval)))
if err !=nil {
return err

}

return nil

}
[ RFESH

func (t *ABstore) Delete(ctx contractapi.TransactionContextinterface, A string) error {

/1 MK ZS AR R AR
err := ctx.GetStub().DelState(A)
if err !=nil {
return fmt.Errorf("Failed to delete state")

}

return nil
}
/] RFEif

func (t *ABstore) Query(ctx contractapi.TransactionContextinterface, A string) (string, error) {
var err error
/] MK ASSRERIR S0
Avalbytes, err := ctx.GetStub().GetState(A)
if err !=nil {
jsonResp := "{\"Error\":\"Failed to get state for " + A + "\"}"
return "", errors.New(jsonResp)

}

if Avalbytes == nil {
jsonResp := "{\"Error\":\"Nil amount for " + A + "\"}"
return "", errors.New(jsonResp)

}

jsonResp := "{\"Name\":\"" + A + "\" \"Amount\":\"" + string(Avalbytes) + "\"}"
fmt.Printf("Query Response:%s\n", jsonResp)
return string(Avalbytes), nil

}

func main() {
cc, err := contractapi.NewChaincode(new(ABstore))
if err !=nil {
panic(err.Error())

}
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if err := cc.Start(); err != nil {
fmt.Printf("Error starting ABstore chaincode: %s", err)
}

}
2.3.5 SECISEN
STHEAIHITEAN, TLAMERCloudIDE#TERTTK, BRBESRLATRE,
BRIELER
FIE1 HACloudIDEETTR,
TE2 fgEufnIE, BfEselEHEEIDESLA,

2-1 SUEHERR IR

S wpm R Q TEE . XR &R 2HE& | zhang

#Funz v EEEWm B BRAE-  RUER - BN = AfEkE Y FEE - SESES

CloudIDE
i = . RIBES. SRS EOEA. BORE
B, SSTRTSEN, RNZEFENEETR
0 REEAT AR RARERTE TR
|
,
T em Clouaioe Fres maws Eeem
e
PR e
2
B®
% BRRE ﬁ EEMIEHES L
FFERE 3
SRS E
B®
L3
=
STEFEIEGS [ ssenumse "
UFEROFAINETRG, &% BT, Bl BSS, =) - 8 2
FEIDETS

SH3 HLIEIE.
(1) 588
IAFEERS 1.4 ({ERshimE ) BOSEERBHE TR .
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XRGEARSS

PASEi=1E7] 2 SECREFA
TR
2.4 Java IESiHBHE

2.4.1 $ECRELEHS

LRSIRHE!

HEACROEO

LS

;EVEEI«‘JLJava%%?WH%ﬁéEO IR —Mavall R, SUBYF HEHITREFRE
R

JavasiE Bz FFabric 2.2 LA ERRAN
Java s LaB(SUE AT FabricZRapR A AO X HbiE STl .

S Eohy BT ERshimB A Istart/5i%. LirFE+R, BEEBTEX—
2, k4f&ChaincodeBase, LA F AR URNESHTGIE:
public class SimpleChaincodeSimple extends ChaincodeBase {

@Override

public Response init(ChaincodeStub stub) {
}

@Override
public Response invoke(ChaincodeStub stub) {
}

}

o initi5iE: TESHUAISCAMCEHARETIRIERM, SRHIIRERRRITIE.

e Invokes5ix: EFENEIARAKIBNSITRER, FTEALSEFLIIDAIEA
EIERIISEZEE

JavaiE SHIBHTAILEITAN T
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package main

[ SINGERE, REBNHRIE, REEmavenzligradledrEcERITT
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

public class SimpleChaincodeSimple extends ChaincodeBase {
@Override
public Response init(ChaincodeStub stub) {
] T ARSI GE IR AR (L S FH R AT RIS IEZ 45
/] FRERIA] RiE(EFstubHRIAPI
}

@Override

public Response invoke(ChaincodeStub stub) {
/] TEiZF AP Bz T A e EiaRT A IRiB e
/] SRS RYE] RiE(EFstubsRAYAPI

}

[[EEE, FEERMshim.Start()/5i%
public static void main(String[] args) {
new SimpleChaincode().start(args);
}
}

2.4.2 55CHE54E<AY API

FabriclRISEFRIshimBIRH TANFIUMZERRYZD, B LASEER:
o  SHRITAPI: BRI FERARBARNBRRE/SEEESH, ZAPIEH
BTX LS HRITTIE.

o IRAKSHURIRIEAPI: ZAPHEM T KA EIRINEHITIRIERIS %, BEXPIK
SHENEANRESLIES,

o KFSEIREVAPI: FKREURRHIZZ(SEHITEFKAPI,
o HthAPI: EABAJAPI, SIFFEMHRE . AREMECHEIRIE,
2.4.3 §HCHE3H)

TFR—MESHIEHEAIERA, SIS EFabricES I EHEE

(1] #8e
#iElavallBRY, EATLAUEEFTEmavengiEgradleIiE, LUSANKEHE ., AxfiligradlellE
R,
/* BALEBABEIIERbuild.gradleqi, iEMibRrakEREbuild.gradlePFEERSE */
buildscript {

repositories {
mavenLocal()
maven{ url "https://mirrors.huaweicloud.com/repository/maven/" }
}
dependencies {
classpath 'com.github.jengelman.gradle.plugins:shadow:2.0.4' }
}

apply plugin: 'com.github.johnrengelman.shadow’
apply plugin: 'java'

sourceCompatibility = 1.8

/] SRS CRE, SMATEEIHE S H TR E
repositories {

mavenLocal()

maven{ url "https://mirrors.hnuaweicloud.com/repository/maven/" }
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maven{ url "https://jitpack.io" }/* &Json-SchemaFiES N, FTIASIKANNILE */
}

/] BINKIBFRERIKERE

dependencies {
compile group: 'org.hyperledger.fabric-chaincode-java', name: 'fabric-chaincode-shim', version: '2.2.+'
testCompile group: 'junit', name: 'junit’, version: '4.12' // testCompileZ=BB{R7EE RS E AL &
testCompile 'org.mockito:mockito-core:2.4.1'

}

shadowlJar {
baseName = 'chaincode'
version = null
classifier = null
manifest {
/| EES#EChaincodeBaseZ g ORIE IR R IFIF—3
attributes 'Main-Class": 'org.hyperledger.fabric.example.SimpleChaincode'

}

}
/] LA A3SimpleChaincodeZ(FRAIAIZS
package org.hyperledger.fabric.example;//{RIESHCIBMELIMIE RS, —RRARZBENER

/] BINBENE, REBERIE, REfEmavendigradledREERIA]

import java.util.List;

import com.google.protobuf.ByteString;

import org.apache.commons.logging.Log;

import org.apache.commons.logging.LogFactory;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import static java.nio.charset.StandardCharsets.UTF_8;

// SimpleChaincode example simple Chaincode implementation
public class SimpleChaincode extends ChaincodeBase {

private static Log logger = LogFactory.getLog(SimpleChaincode.class);

@Override

public Response init(ChaincodeStub stub) {
logger.info("Init");
return newSuccessResponse();

}

@Override
public Response invoke(ChaincodeStub stub) {
try {
logger.info("Invoke java simple chaincode");
String func = stub.getFunction();
List<String> params = stub.getParameters();
if (func.equals("insert")) {
return insert(stub, params);

}
if (func.equals("query")) {
return query(stub, params);
}
return newErrorResponse("Invalid invoke function name. Expecting one of: [\"insert\", \"query\"]");
} catch (Throwable e) {
return newErrorResponse(e);
}
}

// The Insert method implements the data storage function and stores the key-value on the chain
private Response insert(ChaincodeStub stub, List<String> args) {
if (args.size() '=2) {
return newErrorResponse("Incorrect number of arguments. Expecting 2");
}
String key = args.get(0);
String val = args.get(1);
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stub.putState(key, ByteString.copyFrom(val, UTF_8).toByteArray());
return newSuccessResponse();

}

// The Query method implements the data query function by invoking the API to query the value of the
key
// API to query the value corresponding to a key
private Response query(ChaincodeStub stub, List<String> args) {
if (args.size() '=1) {
return newErrorResponse("Incorrect number of arguments. Expecting name of the person to
query");
}
String key = args.get(0);
// Get the value of key
String val = stub.getStringState(key);
if (val == null) {
String jsonResp = "{\"Error\":\"Null val for " + key + "\"}";
return newErrorResponse(jsonResp);
}
logger.info(String.format("Query Response:\nkey: %s, val: %s\n", key, val));
return newSuccessResponse(val, ByteString.copyFrom(val, UTF_8).toByteArray());
}

public static void main(String[] args) {
new SimpleChaincode().start(args);
}
}

2.4.4 $EACHESEN

STSEACATEA TN, FER(FEAMockStubiH TGN . AEMEHAYSECAITRES
% BERXRERSEEEGES, HA “NAZEE” , B “JavarffiDemo-Java
SDK Demo” ® “Chaincode_Java_Local Demo” B9 “ %" 1%§H.

A IARER
{ERAmMock()i%, FERNImockitofEX&E

e gradlehir7A:

fEbuild.gradleX {hfddependenciesPIiFR NN FECEMKH, iFEA=buildscript
Mfdependencies:

testCompile 'org.mockito:mockito-core:2.4.1'

e  mavenhiA:
fEpom.xml3ZfFHEddependencies (&N ) ARG TFECEARE:

<dependency>
<groupld>org.mockito</groupld>
<artifactld>mockito-core</artifactld>
<version>2.4.1</version>
</dependency>

w5 A CH3

HOIRIMBE RS Etest3 4K, TEsrc FHTHENMHXE, FHUNEEGradle Source SetsEMH
&R “test\java” , SARCIENLLIZE: SimpleChaincodeTest.java, WNEIFf3:

MHGERAS 01 (2024-01-11) WA © EARTERABIRAE 17



XRGEARSS
Fxisrm 2 SRR

2-2 M4
Mew Directory

| arme

main\resources
testljava

W= test\resources

2-3 R348

Flo Edt View Nevigate Code Anshyze Refactor Buld Run Tools VCS Window Help fabric:chsincode-xample-gradie [Davs j a - - 8 x
example.ce src test java org  hyperledger  fabric « A | SimpleChoincodeTest ~ | b % G G- = B B Q
G| = project + I % = bildgrad
5 i R LAY LA LU MU P
| import static org.nockito.Hockito.uhen; °
-
impart org.junit.Assert;
import org.junit.Test;
import Java.Util.ArrayList;
Amport Java.util.List;
Ltest % public final class SimpleChaincodeTest {
jova
 n org hyperledger fabric example est
€ SimpleChaincodeTest > public void initTest() {

buldgradie sinpleChaincode sc = new SinpleChaincode();
le ceip stub = 1

Chaincode.Response resp = sc.init(stub);

o Assert. & tstatus(), Chaincode.R tatus. SUCCESS);
eTest
> public void insertTest() {
sinpleChaincode sc = new SimpleChaincode();
st = !

When(stub. getFunction()) . thenReturn("insert");
Listestrings args = new ArrayList<>();

3
M @ I 12 B v Tests passed: 5 of 5 tests — 541 m
o TestResuits sHims| —A 25, 2021 3:55:37 T org.hyperledger. fabric.example. SinpleChaincode init *
58 it o
—A 25, 2021 3:55:37 T org.hyperledger. fabric.example. Sinplechaincode invoke z
H 1¥8: TInvoke Java sinple chaincode &
o
Deprecated Gradle features were used in this build, making 1t incompatible with Gradle 7.6 &
Use *--warning-node all' to show the individual deprecation warnings. .
See https://docs.aradle.ora/6.5/userquide/connand_Line_interface.ht Line warninas
BUILD SUCCESSFUL 1n 1
: 3 actionable tasks: 3 executed
= 15:55:37: Task execution finished 'itest --tests "org.hyperledger.fabric.exanple.SinplechaincodeTest" "
* Tests passed: 5
FUAIRT © grroblems 27000 B Teminal A ouid Qeventiog
2120 CRIF UTF8 4spaces

() Tests passed: 5 (moments ago)

SimpleChaincodeTest javalllift XA R E :

import org.hyperledger.fabric.example.SimpleChaincode;
import org.hyperledger.fabric.shim.Chaincode;

import org.hyperledger.fabric.shim.ChaincodeStub;
import org.junit.Assert;

import org.junit.Test;

import java.util.ArrayList;
import java.util.List;

import static org.mockito.Mockito.mock;
import static org.mockito.Mockito.when;

public final class SimpleChaincodeTest {

@Test
public void initTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
Chaincode.Response resp = sc.init(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

}

@Test

public void insertTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");

MHGERAS 01 (2024-01-11) WA © EARTERABIRAE 18



XEREEARSS
Fxism 2 SRR

List<String> args = new ArrayList<>();

args.add("a");

args.add("100");

when(stub.getParameters()).thenReturn(args);

Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

}

@Test

public void insertTooManyArgsTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("insert");
List<String> args = new ArrayList<>();
args.add("a");
args.add("100");
args.add("b");
args.add("100");
when(stub.getParameters()).thenReturn(args);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "Incorrect number of arguments. Expecting 2");

}

@Test

public void queryTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
when(stub.getStringState("a")).thenReturn("100");
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "100");

}

@Test

public void queryNoExistTest() {
SimpleChaincode sc = new SimpleChaincode();
ChaincodeStub stub = mock(ChaincodeStub.class);
when(stub.getFunction()).thenReturn("query");
List<String> args = new ArrayList<>();
args.add("a");
when(stub.getParameters()).thenReturn(args);
when(stub.getStringState("a")).thenReturn(null);
Chaincode.Response resp = sc.invoke(stub);
Assert.assertEquals(resp.getMessage(), "{\"Error\":\"Null val for a\"}");

AT
fESimpleChaincodeTest.javad, E#ESimpleChaincodeTest5iERIAY “Run Test” 1%
H, i,
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2 SRR

] 2-4 Hi7 0

import java.util.Arraylist;
import java.util.list;

0 0o -] o

21 G# RunTest ¥ final class SimpleChaincodeTest {

23 @Test

24 P public void initTest() {

5 SimpleChaincode sc = new SimpleChaincode():;
ChaincodeStub stub = mock(ChaincodeStub.class);

28 Chaincode.Response resp = sc.init(stub);

30 Assert.assertEquals(resp.getStatus(), Chaincode.Response.Status.SUCCESS);

PATEINANEIRR R, Fnid iR e :

2-5 JATRIN

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.

Use '--warning-mode all' to show the individval deprecation warnings.

See https://docs.gradle.org/é.5/userguide/command_line_interface.html#sec:command_line warnings

[BUILD successFuL in 1s]

3 actionable tasks: 1 executed, 2 up-to-date

16:12:23: Task execution finished ':test --tests "org.hyperledger.fabric.example.SimpleChaincodeTest"'.

HITERMRBIGNEFR, IBRIERMR B IEaE RS RN ERYEE

2-6 TR

P vl &k =T VR Q¥ 12 B O Tests failed: 1 of 1 test ~535ms
S INErE WErE TELULIY LESLS. SEE UIE FEPUIL L. ILUE.j] UL/ EAGNY LE LU/ UULLUJIEPUITLS] LES LS/ LES L] ANUEA IILIL

¥9 v TestResults ms
~  orghyperledger.fabric.example.SimpleChainc: * Try:
s Run with --stacktrace option to get the stack trace. Run with --info or --debug option to get more log output.

* Get more help at https://help.gradle.or

queryTest

il Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.0.

| Use '--warning-mode all' to show the individual deprecation warnings.

i See https://docs.gradle.ora/é.5/userguide/conmand_line_interface.html#sec:command_line warnings
;

i 3 actionable tasks: 2 executed, 1 up-to-date
f Tests failed: 1, passed: 0

F&RIn| =T000  © g Problems % 5 Debug Terminal Build

expected:<[{"Error":"Null val for a"}]> but was:<[100]>
Expected :{"Error":"Null val for a"}

Actual 2100

<Click to see difference>
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3 M FRTERFF

N

3.1 #ihiA

BN AEFET B ERAZIRRTRE .. NAEFAAERINESIR
iZ, WGolang. Solidity. Java. C++. Python. Node.js%. N FEfEFFSHLIEFA
BESLEMNEAR, RENBIZEFEEISDKEERBMECHBENRT
(RAELY:
e Hyperledger Fabrict&s@hR¥S i FEFZ ARSI AgRPCIMY ,, STHRIRARIT—H, &8
BEEASDKTRER, ¥En2EHyperledger FabriclsRiRSDKIEEN .
Javaif =, i5&%Java SDKERIES.
PythoniE=, 1E2%Python(EHIES.
Node jsiBS, i52%Node.js SDKEEES
GoiE=, iE5%Go SDKEFIES.

3.2 AR

RN BB RS RAHIEHITRE . NEEFARAERIESIERT
iZ, WGolang. Solidity. Java. C++. Python. Node.js& ., NAEFSHLIDAL
ESTEMNAR, RENAZFEEE SDKRIFRE AR,

1. BHEEWELXRYELH,
Fabriﬁc’%iﬁjﬁﬁzliﬁ’ﬂZi?&%i&iﬁﬂi%&c&%ﬂﬁﬂiﬂ%%ﬁﬂ:%ﬁ%, BATESIET
CCEEE%,

2. BEEREINSLAIRSDKECES Y, BiRnIS I FESDKECEFHES .

3.3 NAEEFHA

EREBITHRNARERISZENE. $XIFabriclR AR RGESLA, N
WFEFRI(EEFBCSIZMHRIEZEMNZESDK, thAT{EAFabricE 5+ K2 MHAIFNIGE BAISE

IR A PLECRISDK
%iﬂ ;a:bricgéff’tﬂﬂﬁzliﬂgIX&%E&WUS&EE{%Eﬁﬂu%rﬁﬁi\@@ﬁﬁ, BEXEHERREEN
EIL}\ ul \O
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XRGEARSS
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(AR

FabriciR i3 EEIRF6ZRAI X RGESLAINR AR, BIANSREIZE X HRESLHIET, Hyperledger
FabrictZiRiRPI#Z=EV2.2 (4XXKRAS ) , NIFabricRABEITRIEIRE2.2hRA

BCEHLA ID
FabricZ2fghR AR X BRiEsCH) :
BEEENN BREFPEESLHIZALRIDRIEXAE, THIUFBEEIEERIpeerXF
EIEBRBFINELRID,
WTEFR, (NMEREISE, BUASCIREEINER X H 0,
BN EEIEEBERB:26c448740d50d6197dc86b36b0a bd0Obc639a788a7.peer, H
¢0ID}96c448740d50d6197dc86b36b0abd0bc639a788a7,
3-1 IEBNEREE
74045046197 dcBbb36b0abd0be
ACE SDK 34

1. EFEBEEANEREFFSDKEEXHAXAMN, NTERFIAR, SHEEESIE
HRISDKECE S HHEXTERIZ o

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"

org = " 6c448740d50d6197dc86b36b0abd0bc639a788a7"
)

2. NRIE TR SDKECE X HITIRSRE B FRIBR SRR, EFEREMSDKEE
XM TEIEBEXIRER .
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<5 Demo

4.1 GO SDK Demo
AT T— A ETF Go SDKEIDemo, NP TFAE CHIGOE ISR R .
(0 %88
ZADemof{XiEFAFHyperledger FabrictEiRhRAYX HREESLH

HEETE
o HEMMTIRSEE.
o TEEMRIRSIE EZ % golangiMtE, GohRAZEK: 1.12K&LAE, 1.16LAT
(>=1.12, <1.16) ,
e IXEHYGo SDKiERY, FKENiEk: BERXREIRSESEEHE, HA “NARG”
B “GORHIDemo-GO SDK Demo” HGo FHIEZFRBAY “ T~ &,
WL X HReESLAH

MISEXIRGESLH], BRISS NSLEIRRE-BEFCCESER .

LA N LMD

ARBNERSE A SUREN S % . BRXRERS SIS, HAN “NAZEG” ,
BF “GORfHIDemo-GO SDK Demo” HGOIESRAIFHCAZAY “ &~ &,

25T APER-XIREEE-#BEE,

T SDK ¥iFH
S BRRXHUERS SIS,

B2 £ “LHISIE” TUmE, %R “Hyperledger FabrictEighl ” R, BHIIMNLHlRA E
B “SFREFiREE" .

H$I|3 EIHITHAINE, Qi “SDKXMH” , SDKECESHUNT:
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XEREEARSS

FHRIER 4 7=:fl Demo
2% =1
A BTR chaincode
AR
SRR EEM A= LN ATAI—E .
IEPERERER /root/gosdkdemo/config
BEZR channel
{HN&Peerts = RIFRFBIA
Ak “HRPLUER”
@ik “PeertBulER” , IBEPmAELRIEForganization, Aik “SERIEF .
$£4 BE “TH” . THSDKEEIN. ordererfHAHIETE RiFHForganizationZBZRRY
EERIER.
----45R
BB R A

¥Go SDKERS M EIHERARMERIRSSEE “/root” IRIZFTFHERE

THEx: BERXPERSEIEEHES, #A “NAEA" , Bi “GORfAl
Demo-GO SDK Demo” HRGoiiFEfZFIRAZAY “ T &~ 1%l

E T HSDKFIE RSB P RzipEAEER, IBconfigs T FaJordererSX43E .
peerX {432, sdk-config.json. sdk-config.yam|3Z{4£EREHIZ]/root/
gosdkdemo/config/H=xE T,

FERSHEE “/gosdkdemo/src/main.go” 3, #EITLATEN:

a. fgconfigFilerpAMEIEELISERRAISDKECE S (HEFR, fgN: demo-channel-
sdk-config.yaml,

b. ForghIEIE SIorganizationd I RIAILBLRNE T {E .

TBEEERE, PF ‘BETR" FEHEDRAFE ( MSPiRRXIS
“MSP” [RERENARIRALLRINET ) -

var (
configFile = "/root/gosdkdemo/config/go-sdk-demo-channel-sdk-config.yaml"
org =" 9103f17cb6b4f69d75982eb48bececcc51aa3125"

)

{FFHgo mod FXNECEGOPATHIRR, 1BIRIBL AL EREHITEE

a. EEWETEGO111MODULEAoON,
export GO111MODULE=0n

b. go.modXHUNEFIT, AR REIRIESLrZ KN replaceftil,
module main
go 1.15

// FEESNBIRIRE N EhRA

require (
github.com/bitly/go-simplejson v0.5.0
github.com/bmizerany/assert v0.0.0-20160611221934-b7ed37b82869// indirect
github.com/ghodss/yaml v1.0.0
github.com/hyperledger/fabric-sdk-go v1.0.0
github.com/pkg/errors v0.9.1
github.com/spf13/viper v1.7.1
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/] LAIRB 812 J9/root/gosdkdemo/src /a5l
replace github.com/hyperledger/fabric-sdk-go => /root/gosdkdemo/src/github.com/hyperledger/
fabric-sdk-go

5. 3%l “gosdkdemo/src” BEETHImain.goX 4, HMITUITHS:

go run main.go

BEIAFEALR
MR BEEFABI AT, FHEdemorRiBEEE \FabricSDK.

1. XIFTLSFASA

fEmain.go3X{4MinitializeSdkiREF, LU T AN IERREL:

encryptedtlsKey,err := GetTlsCryptoKey(org) //MECE XS ERIR MEZEINZHIHITLSFASA

/BB PRBBETMENIINRE /A encryptedtisKeyit 1 T#E2318 5 decrypted TIsKey =15 &8

SetClientTlsKey(decryptedTlsKey)  //SHRZERITLSFA$BIE NFabric-SDK, SCILEITRIFENTLSKey
2. XFMSPFAH

fEmain.go3{4insertiREF, LN T HVERHREL:

encryptedbytekey, := GetPrivateKeyBytes(org) //MECENIHSERR MIEZENINZITAIMSPFASE

/BRI ERINIIEE % encryptedbytekeyi#t { TAEZZ {52 decryptedKey =5 &
SetPrivateKey(decryptedKey) //{S#EZGHIMSPFATEIR(BELS £ B E EprivateKeyFHBId iZT=(EN

wH AP O

Fabric-sdk-goBYFZE N[O EFabricSDKE, XAMATLUBIENewSDK() F5iERS BRI AL
B o

Fabric-sdk-goHYE FIRIEEARER AT LARX P clientSEER:  FabricClient,
ChannelClient, ChannelMgmtClient, ResourceMgmtClient,
e FabricSDK

FabricSDK7#Epkg\fabsdk\fabsdk.god1, @idNew ()75iE&Rkobject, New ()J5i%
XIFAESHOption, LATE4RLFabricSDKAYSIF:

var opts []fabsdk.Option

opts = append(opts, fabsdk.WithOrgid(org))

opts = append(opts, fabsdk.WithUserName("Admin"))

sdk, err = fabsdk.New/(config.FromFile(configFile), opts...)
configFile2SDKECE X FRIIRIR . OrgldRSDKEZE M {4RIZALRid,

FabricSDK7Edef/fabapi/fabapi.god, BidNewSDK()F5iE%ERkobject,
NewSDK() F5i£B—"Optionsa#, LA TFRLEROptionsSEAY4IF

deffab.Options{ConfigFile: configFile, LoggerFa
logging.LoggerProvider(), UserName: sysadmin}

ConfigFile2SDKEE S {HRIERIR . LoggerFactory2a[i%RY, Fi2thagiEdefault
£logZlconsole,

e FabricClient
FabricClientx=EG LA TERBIYEO,
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EOBIR A SH8 REHE
CreateChann | 52 request txn.TransactionID, error
el CﬁannelE’\J CreateChannelReq
ellfES
channel,
QueryChann | &if name string, peers | Channel, error
elinfo CﬁannelE’\J []Peer
O, BF
&if
Channelld
InstallChainc | Z4E5ER3AY | request []*txn.TransactionPropos
ode =0, L% | |nstallChaincodeRe [Response, string, error
gEh,
InstallChainc | Z3E5%R30Y | request []*txn.TransactionPropos
ode O, L& | |nstallChaincodeRe | IResponse, string, error
pER,
QueryChann | &if peer Peer *pb.ChannelQueryRespo
els channelgy nse, error
O, &8
XihgEch 2
ClIEEAYE
B,
Querylnstall | EiflE &%= | peer Peer *pb.ChaincodeQueryResp
edChaincode | §43RY1E onse, error
s H, &Eax
R EZR
FAIHERD o
ChannelClient
ChannelClientF EaiRiEEE D NEBERMRIEEO,
EOBIR A 288 REHE
Query HeroEEEC, AMSE | request [1byte, error
(SRR QueryRequest
QueryWithOp | TroptionsfY5E3EiE#E | request [Ibyte, error
& D, %Ql'\'ery;gu’ B 1 Queryrequest,
=rLUBIIE QueryOpts opt
fgxEnotifier, peers,
timeout, QueryOpts

MAERRAS 01 (2024-01-11)
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EORMR A SHE REHE
ExecuteTx pERSIAAZEO, BTFiE | request TransactionID,
BRI . ExecuteTxRequ | error
est
ExecuteTxWit | TroptionsAY5EREiIEAMAEE | request TransactionID,
hOpts o, '—SEE>I<ecu\th>\<;'é ExecuteTxRequ | error
ExecuteTxOptsigiE ExecuteTxOpts
notifier, peers,l
timeout,

e ChannelMgmtCLient

ChannelMgmtClient R MEOSaveChannel(req SaveChannelRequest)
error #1SaveChannelWithOpts(req SaveChannelRequest, opts
SaveChannelOpts) error X MEO AT ElEchannel BRI, X MEZOEM
BRI £iEARIFabricClientEcreateChannel ()1,

e ResourceMgmtClient

ResourceMgmtClientE=E 5 2 5534 an EEIEXAYZOF 01— peer IDINEERY

#=0O.
(1 B8
HEMSROMIBRIZO IBCSIEMNAYED, BaiRscll 7 ikREELEERIT0EE
EZO2BR 7 =] RENE
InstallCC LGRS, FBFZL | reginstallCCReq | []InstallCCRespo
LEHERD uest nse, error
InstallCCWithOp | TsoptionshY$5%f3% | reqlnstallCCReq | [IInstallCCRespo
ts %, SinstallCCZE | uest,opts nse, error
1, B2ATLUEE | InstallCCOpts
InstallCCOptsigE
peers,
InstantiateCC S HERSEEO, channellD error
FIFSEBNLHERS., | stringreginstant
iateCCRequest
InstantiateCCWi | Troptionsf94%f35L | channellD error
thOpts Bk, 5 string,reginstant
InstantiateCCZ& iateCCRequest,
L, {BRAILUEIE | optsinstantiateC
InstantiateCCOpts | COpts
tEEpeersill
timeout,
UpgradeCC FHRpERS, FAF5E | channellD error
BRYHAL string,reqUpgrad
eCCRequest
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FEOEMR fiidk SHE &[EHE
UpgradeCCWith | ToptionsA95%83F | channellD error
Opts 4%, S5UpgradeCC | string,reqUpgrad

£, B20JLUE | eCCRequest,
13UpgradeCCOpts | optsUpgradeCC
18 Epeersfll Opts

timeout,

DeleteCC HBRSEES, FBFHE | channellD error
BEMER, BaiR | string,reqDelete
EMFRZZEERIIN | CCRequest
Ao

DeleteCCWithO | #optionsAY5&A3M | channellD error

pts f%, SDeleteCCZE | string,reqDelete
L, {BE2rILAEIT | CCRequest,opts
DeleteCCWithOpt | DeleteCCOpts
stexEpeersil
timeout,

JoinChannel Peersfii\Channel | channellD string | error
R9ZO, FFpeers
IO Channel,

JoinChannelWit | FoptionsfdPeers | channellD error

hOpts BOAChannelf9#E | string,opts)oinC
O, 5 hannelOpts
JoinChannel3g
L, (EaTLiEd
JoinChannelOpts
f8xEpeers,
() % R8
woptionspyiEO&FRT LAIEEpeers, peersn]i@iddef/fabapi/pkgfactory.go EBaY
NewPeer(userName string, orgName string, url string, certificate string,
serverHostOverride string, config config.Config) (fab.Peer, error) &5k, iX{"methodtt
[RERINewPeer SN S #userName, orgName, iXFNSH BT peerW @ tlstk RIS RAY
tl.SiIE:Bo
BRAY
Main.go— 1 EERNEFIRNATORER, TEEN T HERFPAEZFinARIR

B, TEEASUTEER:
JN SNBSS SAEFRIRET—LEAPI, UEFIF MR FBIZRFRESS AT

import (
“fmt"
"github.com/hyperledger/fabric-sdk-go/pkg/client/channel"
"github.com/hyperledger/fabric-sdk-go/pkg/fabsdk"  ------

)
[REEXHEE: XEDIR T NAARGEN—ERHEE, SiEsdkEtEXHEE. HR
var (

configFile = "/root/fabric-go-demo/config/go-sdk-demo-channel-sdk-config.yaml"

org = "9103f17cb6b4f69d75982eb48bececcc51aa3125"
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)

/13 INEREE S
loadConfig()

/4. ¥gadtsdk
initializeSdk()

//5. PATHERES, BEUESAIKA, key = "testuser”,

insert("insert",[]1[]1byte{
[1byte("testuser"),
[1byte("100"),

value= "100"

b))
/16 EEHEED, WHEIIER, key = "testuser”

query("query",
[1[1byte{
[1byte("testuser"),

)

xR 4-1 FRERHENA

BREA izl

getOptsTolnitializeSDK | SRRECE 4, GIiEFHiR[EIfabsdk.OptionXI5R,

GetDefaultChaincodeld | fEtFBECEN{H, 1X[ElchaincodelD,

GetDefaultChannel fRHTECE S, 1R[ElchannellD,

UserldentityWithOrgAn | AR BRIEIE, MIANABLRZINAFSR, IREIHIGIEE

dName £,

ChannelClient BlE*channel.ClientXd%R, MIANBLREZ. ARZUNE
EID, iR[E*channel.Client}J& .

insert BEIEBEAKA, BINSE BRI NG EZBFRAKR
EIRARREXT, REIANBEANIER,

query Bt LER, RMASHEIEBINN G EZRUARE
EGREEE, IREIAEEINGER,

4.2 Java SDK Demo

HEETIE

ABRE—1PETF)ava SDKEIDemo, FEENAFRFAHECEavaZ s AER
(RARIY:
ARDemofliE& A FHyperledger FabrictBa@hR A9 X HREESTHI

1. FF&ECloudIDE ( BE& R BECERIDK. mavenFeclipse/Intelli) IDEA) .
Cloud I DERIFF R LT CodeArtsiITIRFAINEIRS, M AZIRMIRERT
B. WERENITETE ( 88RESRNETHE) .
f£CloudIDE_EBIiE— 1 ==fY)ava 2, WNE4-1F7=.

N5k 01 (2024-01-11)

WRIERE © EARITERARERAF 29
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XRGEARSS

PARSEi=1E7] 4 7~f5] Demo
& 4-1 CloudIDE ERIEE—1 =HY Java T2
CdIDEu o 22
*
T#iJava SDKREIERS, KENGL: BFXRERSEEEHE, HA “MAZE
&7 , £ “JavaxfflDemo-Java SDK Demo” 7, BH
“App_Java_Src_Demo” thlavali BB “ T~ %4,
TWISEXERGESL] . LEESECID R SEAMLSECADIRIE, 1B (RIENID ) &
ERE RN

TESDKFMIES .

a. 1£ “SCHIEIE” mE, ®&F “Hyperledger Fabrictgimhk” T, PRIXIMSL
BB ER “SRENERIREE " .

b. @ik “SDKM&” , SDKECESHUIT:

SHEBWR 15388

HEIEZFR | chaincodedemo

IFPFRERR | /home/user/javasdkdemo_src/config
BEZR channel

éEéR&Peer'ﬁ" ERBERAE T RER

Ak “HRTRER”
Ak “PeerPIER” , IEET RALREForganization, Aik “EERIE

:B”
o

c. B “TE , TESDKECEI(4. demo-ordererfBiRAVETRRIEHF
organizationfBRRVEIRRIEE

SHIFHEE.

a. S TFHIEEBjavasdkdemo_src.zipSU4-FHiRE o

REWG X BRXUUERSEEEES, #HN “NAREAG” , & “Javarfl
Demo-Java SDK Demo” 7, B “App_Java_Src_Demo” HJavalilBi&
BAY “TE” 1%,
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b. 1EEBFRIZipUUARE, BconfigsiEFdhJordererstftsz. peersifs
¥. sdk-config.json. sdk-config.yam3{4£EBE%Fjavasdkdemo_srcBF
THRIconfigER T . A Ejavasdkdemo_srcBRIESER

javasdkdemo_src.zipf .
3. BRENA.

a. BFrEgEYjavasdkdemo_src 2R Bjavasdkdemo_src.zipSZ {4 EEZ
CloudIDEFF&IAEH,

Cloud I DEZmiE T ZA0 NFA73::

s
I

eeeeeeeeeeeeeeee

nnnnnn

b. FAIEEFF—=, FENTHIEKENE, AEKRTERENT
Run, BIESEITHALESR

A E&

e javasdkdemoTI 25 configH xR Tdemo-channel-sdk-config.yaml3
1, wim5javasdkdemo/src/main/java/handler/Main.java3X {4
helper.setConfigCtx("config/demo-channel-sdk-config.yaml"){{i3E&
28R, RIEALAEEIE{TMain java,

o EPimappiZZRIBHE, WNRISE TARELAMLHIER Mpeer, APABIRRK
ZeBIRY, BEEMETAINERRS.

BRITHIT IR, TROXEGEFN—IIE(EXTS, <testuser,100>; TEXHRYE
&g (EStestuserfvaluef@ 100, HATLUBEIT XIRGEN ST AT ERL
ZicR.
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BITAFENTAR

EREO

NRAFFBZENFAANHHRITINE, FEdemo#ES{E\FabricSDK,
FFMSPFA$H: fEFabricHelpersZ{4figenFabricUser&& T, LT AVIERBREL:
[IMECE X AHHETE IR R TR AIMSPFASH

String adminPrivateKeyString = extractPemString(msp, "keystore");

//%FadminPrivateKeyString #{T##=515%decryptedKey =15 &R

1R ERIMSPRASHE R EL5 ZEadminPrivateKeyString
String adminPrivateKeyString = decryptedKey;

AR
SRIASFETRFENTLSFAR

Fabric-sdk-javal0fEFIEEH M IEEMRE, BBRIE, SEEERIE.
IMEEHREDS, REREXHNS, RESOKEAONEEHRSIEME. N

KB, Z2RHIF,
o BEERFEME: BEEH. BELE. BEIA. BERRKRE.
o IEADIR(FEFE: HEO%RIE. EROSEOIC. HEDEIR. SRS,

{$BFabric-sdk-java EL{ERIHFClientfIChannel /i MNEE, EEANBRZRHEIA:
org.hyperledger.fabric.sdk.HFClient¥0org.hyperledger.fabric.sdk.Channel,

EZMapilEiE2EFabricEM

4.3 Gateway Java Demo

HEETIE

AT RMH—1ETFFabric Gateway JavadDemo, Fabric Gateway Java¥Jlava SDKi#
TR, B TARBE, BihAFPFAECHavaEFiRNARERF.
(1 588
ZADemofXiE&FFHyperledger FabrictBiEhRAYX HREESLHA)

1. FF&ECloudIDE ( s& A HEC/HESIDK. mavenfleclipse/Intelli) IDEA) ,
Cloud I DERMEF L4 CodeArtsI=IRFFAINMEIRSS, M AEIRMIRER
B. WERENITIETE ( 88RESRTNETHE) .
ECloudIDE_LEIZE—1N=/)avaTiE, WEB4-2F=.
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XRGEARSS

F&iER 4 75:/5) Demo
[ 4-2 CloudIDE L8liE—1=5hY Java TFE
CdIDEu T =]
*
T#k)ava SDKRBITERS, RENGE: BERXMERSEEEHES, H#A “NAZR
" , £ “Java~flDemo-Java SDK Demo” 7, 8
“App_Gateway_Java_Demo” Hlavali BiEfBAY “ &~ %50,
MOSEXIRGESLI . LEEHECID R SEBULIEREDIRIE, BE R (BREANIT) .
EBERNF

T & SDKFMIES .

a. 1£ “SCHIEIE” mE, &% “Hyperledger Fabrictgimhk” TS, RIXIMSL
BB ER “SRENERIREE " .

b. @ik “SDKM&” , SDKECESHUIT:

SHEBWR 15388

HEIEZFR | chaincodedemo

IFBERE&IR | /home/user/gatewayjavademo/config
BEZR channel

éEéR&Peer'ﬁ" ERBERAE T RER

Ak “HRTRER”
Ak “PeerPIER” , IEET RALREForganization, Aik “EERIE

:B”
o

c. B “TE , TESDKECEI(4. demo-ordererfBiRAVETRRIEHF
organizationfBRRVEIRRIEE

SHIFHEE.

a. S TFHIEEBgatewayjavademo.zipSEHRE

REWG X BRXUUERSEEEES, #HN “NAREAG” , & “Javarfl
Demo-Java SDK Demo” 75, B “App_Gateway Java_Demo” HJava
INBRSAY “ T 1%,
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https://support.huaweicloud.com/qs-bcs/bcs_qs_0003.html

XER§EARSS
Fxisrm

4 7315 Demo

BNEBAFRIZIpSIUARIE, #BconfigsSXFedfJorderersZ {43k, peersZff
¥ . sdk-config.json. sdk-config.yaml3{F£EBE % FgatewayjavademoH
FTHconfigBRT . AfIGEi8gatewayjavademoB FIE4ERL

gatewayjavademo.zipf

3. EFEBNF.

a.

b.

¥ HESERYgatewayjavademo T i2iR{CFBgatewayjavademo.zipX {4 _E1EZ!
Cloud DEFF&EIREH,

CloudIDE#wIE TF240 FAR:

[u)
CloudIDE fREA[]

(Zi

TRATRERSE—=, FEMNTHIERENE, ARRTERERT
Run, BSfSEIFHALESR .

A R

e gatewayjavademo L2 configHx TFdemo-channel-sdk-config.yaml
i, w5 gatewayjavademo/src/main/java/handler/Main.javafl
MainForMultiTask3 {47 helper.setConfigCtx("config/demo-channel-
sdk-config.yaml")(Xi3E&1Z4EE, RIERJLAUEEIZ{TMainjava,

o EFumappRZHIRHER, WNRISE 7 AREAICAIAN Mpeer, BRAEIRZ
SBIEY, BEEMETTEERS.

BRI TMain java, $E&HifTbasicTransactionSample.
commitListenerSample. contractListenerSample. blockListenerSample[Y
%, EXKREFASIHREN; TBEXKRENSRETIUEERZIC
Fo

N5k 01 (2024-01-11)
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Fxisrm 4 71:f5) Demo

EREO

{$iF3Fabric-Gateway-Javakie R ZF1EiE, FZEFHZEINetworkFlContractPiZERTHE
O, BEZMapitEiE&EFabricERM .,

o Network

FEGUTERREO:
EOEMWR R S¥E REE
getContract ¥KEXContract3E | String Contract
FIRYEEO chaincodeld
addBlockListener | IREWIFEEAY3E | Consumer<org. | Consumer<org.hyp
O, WIFXREE | hyperledger.fab | erledger.fabric.sdk.

%

ric.sdk.BlockEve
nt> listener

BlockEvent>

getChannel RENSnetwork |/ org.hyperledger.fab
tB>xExchannel ric.sdk.Channel
A9
removeBlockListe | #8f&IGITEEAYIE | Consumer<org. | void
ner A hyperledger.fab
ric.sdk.BlockEve
nt> listener
Contract
FEBFUTEREO:
EOSR 227 SHE R[EHE
submitTransactio | AL ZH9#E String name, byte[]
n O, FZHANIA | String... args
BREiEE3%#
evaluateTransact | AECEAAYE String name, byte[]
ion A, FEEMANIAE | String... args
BREiEE3%#
createTransactio | B3R ZAVE String name Transaction
n A, FZEsubmit
LAKFCAZ S
addContractListe | IREMIFEEAYIE | Consumer<Con | Consumer<Contrac
ner O, BIFELIR | tractEvent> tEvent> listener
KRS ELHY | listener
=
removeContractL | #8F&1EMF2EAYHE | Consumer<Con | void
istener | tractEvent>
listener

N5k 01 (2024-01-11)
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4.4 REST API Demo

IR XREEHEM TREST APIBRSS K& HBFIBIAKIRENZF SIS . BIFREST API
IRSS, APALUAAREEZ Sfabric-go-sdk, fabric-Java-sdk, fabric-nodejs-sdk&, X
BEFRMRNAZIFRESTUlEO, MATLURAAIOXHEE, ADemoiBid—1NgoiES
BIZ PimskiERANaEFAREST APIRRSS AR, fiEEIs%,

(D) ie
RETHSAS, RATERA.
{RiEFEFHyperledger FabriclZ3BRHR HEARSS .
B X ERBESLH)
TE1 SRXREESEEEHS.
B2 BFEHyperledger Fabrictgs@hik<H ERY “IOE”
T3 RIEFRERER, REXREERES, SHUFEL-2FIR.

ikl
AT RIERAIDemopiINiz T, BESHEEIIERFREFHNSHEES.

*4-2 BEXEREE
2H 2H(E
TR REITE
X3 {ERABGAXKE
EAWIRE default
XRGESLABIZFR demo
ARAR SR EiithiR
XR§E2EEY FhBEHE
Hyperledger FabrictZs@hR A v2.2
TR Raft(CFT)
RIFAIED BRITIRE
AT LERREL:IN BRTIRE

$R]4 BE ‘T2 BFERE’ , #THRREE, SHNER-3F.
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X 4-3 BFAcE

2% Bl

WERIR TR CBENIE .

B BUEEFRAICCESERE

ATAX I{=Caprines

=ENIIE 4%%/8GB

=ENAE 1

= F &

EIFAE = Rz BnhtlEVPC

FTEF M REBnhtlEFM

mENERHN =

rootZh3 MRESZIA, WLESERE, NREFES, NLIER
VIIEEE I

HIAZS -

EEFERACCEETS | 2

s@i4Ip

SEMEIPITER AT FARZRAIRE

S IPT RS 5 Mbit/s

S| BE ‘T KIRERE" , #HITKIRERE, SHUIFR4-4FR.

*4-4 XPpERcE

2¥ ANl

XIR§ERCE T ‘HEMEE” .

XIRGEE IRV IAZERS MEREEiZIN, NWLUESENE, IRFES, UL
RIRVIREIE .

XREEEIRFIAZETD -

FhiEERE R FES

TRBLKFESE (GB) SEFAEOARIAS o

KRR EL 1 “SUHEUREE (GolevelDB) 7

peerfimHLR RBERANCIRIN T RAR, BFRA
organization, BT aRHMEEXAT,

BiEhcE organizationT AR ENFINHEEES, RIF
ERIABRDAT
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FAiER 4 75l Demo
2% ]l
HOTHE {EFZRAE .
ZEWH ECDSA
gl
RN STIHEIFECDSA,
XRERECE B

RPORESTful APISZIE

BiEE ‘R . BRRERT ‘R, NEEELFIE
R, HITIA TS BRZ%ERESTul API:

1. EMSHEEE “HEEE” .

2. 7 “YEHCET WET, RirtEEbaas-restapilf
HrRGLAE

3. B ‘7, IFECTIXREESLA], 2
baas-restapil@fis .

H$|6e BE “T—F: WIMTER

SR WANEREEELRE, RIERERTELXRGELH.
IBHFHO, EREETLENY, EELFREEN “IEE” 5, FRRXIRE

SEEIRBERA .
TR

RENLHULTEED
SB BREKRGERSSEBEHE.

SR2 EHCIRRILEIR R, BE ‘XREEE" , SRENEEER®.
TI3 AEIRNEBABRSZ. B3, 8F ‘87

AR

FF&Jadmin, FERAGECIEXREESLAIRNRERIXIRIEEIEYIAE, WRLIBHREXR
EEIEVINET, WIAREREEE,

SR EEABEENE, SEREELAN O
RRSHIT:
2% =l
HEACHBRER besysq
HEACABARAS 1.0
KAHIRFES M{4EERE (goleveldb)
IR EBPeerTI A Ak
¢H40&Peerti g peer-0

STRERRA 01 (2024-01-11) IR © ERRBRABRAT 38
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28 (1=

HRIIES Golang

HEASSS TERBIEE RS
chaincode_example02.zip,

BT A RIEFREIESEXER

KBLensE HCABIESILEGolang, ZWBEA SRR, &
EATER#BRERE.

SIS BE ‘K7 TR,

H$|6 HEIIRRTAE, ERMUBSIRAY “1BME" 5, BF “ShL” .

THNLSEINT:
2¥ =l
ScLEE channel
HEACHDRRAS 1.0
WYRIEREL init
RS H a,200,b,250
CReL FRAREHR
BHALNIE organization
PRFACRIFECE &
----455R
BcE N
LB 7 ‘HIBR RE, EXf<RYP, B “RENEFRRE .
$I2 Ak “PeertmilH” |, IBET SHMIEForganization, Ak “FBFIER” HTH.
3 T2 DemoIliETI#E: fabric-restapi-demo.zip, FEDemolnBEIIZE FEEE

B FHEERIDEFTF .

ZADemoE—~golangfRERIRESTE Fif, BIIRESTAPIRRSSKIFAFRHELIDS, LHyE
K1BaZsbiEMkAIINEE, BRGoLandE N AZRAIDEFTF . IIBRIAB I FEFR:

N5k 01 (2024-01-11)
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fabric-restapi-demo = src
" Project ~
v fabric-restapi-demo E:\code\BCS\demo\fabric-restapi-demo master

v config

41| confyaml
i{y HC-Marbles-sdk-config.json
4] HC-Marbles-sdk-config.yaml
> | pkg
I
v [ restapi
> [ gopkg.in
> util
> ¥ maingo
v | usercrypto
v [ 1232b2032faafeel152b58cd82cecf52e49a22a38.peer
> I msp
> hmtls
chaincode_example02.zip
& README.md

£ B THAAIEB#ERIERusercryptoBR T . SNEF7R:

STRGHRA 01 (2024-01-11) RS © ERRTBRABIRAD 20
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FRiER 4 71:f5l Demo
fabric-restapi-demo src
Project ~
v fabric-restapi-demo E:\code\BCS\demo\fabric-restapi-demo master
v config
iT confyaml

3 HC-Marbles-sdk-config.json
1| HC-Marbles-sdk-config.yaml

p pkg
v src
v restapi
> gopkg.in
> util

> § maingo

v usercrypto
v 1232b2032faafeel52b58cd82cect52ed49a22a38.peer
> msp
> tls

chaincode_example02.zip
& README.md

LIRS 2B EE.
1. {EfconfigBR TconfyamlPRIBRINSH, SEMTHERFE.

2. {BMsrc/restapiB R TAIMain.goX 4, SEWMTHERERS.

eeB82248da-0.peer-b67718cb6beeBbacdce@I5cac73dcBbeed2248da. default. svc.cluster. local®,

MHGERAS 01 (2024-01-11) WA © EARTERABIRAE 4
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AR

HNEES 55BN T N peertsn, NEME—OrgPeerEiaf, 154B4RIDFpeert =
RO ZIEN,, FIEZEEATRINHOrgPeer£BIRYEILAT, Fjson.Marshal()5iEiERA=F
TER, BRESERMFFREREN, HOrgPeerEMIFENXINT:

type OrgPeer struct {

Orgld string “json:"orgld""

PeerDomainName string “json:"peerDomainName""

}

R4-5SHF

24

ol

Endpoint

RESTAPIIRSZA5IEIPFIIR O » ERIRENSEZANT:

1. EEWEXHRMESLFIRES, B “BRER B8R,
HAN=B=E5/ECCERE .

2. BAERSCAIFRESERISR, SANEREERHE. EENS
ks, BE “TIERE .

3. £ “TIREHRE” W, Bdrbaas-restapi LIERES
R, BENFERE, ARRGLOIRED mREETR
SR TUEIRENT =ASE A MIp, ZEEAMipA
RESTAPIFRSZAEIP, ixOFEES32621,

Path

RESTAPIIRSZAYIAIDERR, RIFAZ,

CryptoMethod MNEZE%, MNRIZECDSAEEES “SW”

SignCert

R THAESER PRI ZIEBIE.

PrvKey

RP TEIEBFRIEZFAHR

InvokeReq

iBExRbodylI&#, BIRIREPBNEMIINERES, AIS
ZN T InvokeReqgS ¥k,

QueryReq

SinvokeReq3&fid, ZIRAREHERBAISLIRIENIES

& 4-6 InvokeReq 2#FE

2H el Rex ]|
SignGzipS | Sign2&HiERGzip/EgE. 0F = | "1"

witch &, 1E¥ TR,

Channelld XIRGEBIEZFR o "channel"
Chaincodel | $#{XT833Z#R, "testcode"
d

Chaincode | §%{(CABRRAN, "1.0"
Version

N5k 01 (2024-01-11)
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2% yLzl:):] Sefl

Userld AELRACAR ZRIFEFID, BAl | "Userl"

X BREESCAEIBRIA S BHIER S
User1,
Orgld XREEHLZRID, "1232b2032faafee152b58cd8
=12 2cecf52e49a22a38"
7 “EBEEE” AT, BaE
EBEMEN ‘BEETR , BE
“MSPFRIR” , XIEMSPEIAKX
HREELRIAID, fIEN: MSPHRIRJS
"1232b2032faafee152b58cd82ce
cf52e49a22a38MSP", XiR§EE
KD
"1232b2032faafee152b58cd82ce
cf52e49a22a38” ,

OrgPeers A\ Peer S2HY4HZR I DR, "[{Orgld:"

B 1232b2032faafee152b58cd82
cecf52e49a22a38",
PeerDomainName:"peer-1232
b2032faafee152b58cd82cecf5
2e49a22a38-0 .peer-1232b20
32faafee152b58cd82cecf52e4
9a22a38.default.svc.cluster.loc
al "}"

Opmethod | XR§EGEDIEREZEE, BaiR | "invoke"

B invokeFlquery,

Args HERDIE RS, '"invoke","a","b","100"]" (&
— S ERinvoke YA AR
¥, ATLREMEW: move,
queryEE )

£R6 ELETAE, WEHIEITmaIn()kKiz1TiZDemoli

K13AigiEE conf.yamlEA K main.goH RIS #{QueryReqflinvokeReqiEsk, FHiEMA
RESTAPIRJ#Z"/v1/chaincode/operation"KiE %S, SLMaZEbiEMKINAE . 1517

ERAT:

N5k 01 (2024-01-11)
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(MR

ZKDemoF—/MEIERYRESTZE P FIRESTAPIBRSS SEIL T A MAEES, IREIRYinvokesER —
“Nbase64fZRY TransactionID, query458 9base64NZRIEIRE . (LB ESE, TLUET
ZIN BB IR UTA FARESTAPIERSS o

.

MHGERAS 01 (2024-01-11) WA © EARTERABIRAE 44
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FkisE

5 XIRfEE4EN

X R4z ]

5.1 f#ihiA

WIBFERX RGERIEN4INEE, BRI LAFRIEIRIEER XIRMEEES, RIEFZH. Rl
BUEN, ZE EENBIIFAR . FRIREES IaR5-1:

AEDEENBHIEERIAPIEED, SEEAAPHEEOBSN (APHEOSE ) .

HURMEIEKEndPointA] LAUEIT E1EEAVEI8RS LAFMERZEOREILE RS
basic_info->agent_portal_addrs==ERQRYEFKEY, 1&KMH: https://
192.168.0.90:30603/v2/agent/apis/tokens,

= 5-1 %
i) T Fr /@ APia)ft |
FECHSIRR BiIFRERZEORS 051 | baas-restapififd 32621
() XIRGERSE, STRUSEREE | gy,
i% (invok £
Zid Cnvokeflavery) 8| oo winsumpss grmmimsy
- &, ERmAMEE “ia
b ggnggx@:mu%ﬁ {EF%EE i ’ T:l_: “ }E{EF@
(Beta) » E” W&ET, fEbaas-
restapiffftfIkR £, 8
& “'E
ISR WSROI SCI | baas-agent(BRIAEZLEE) | 30603

(2| )

YIS EIERE D, BiEkE
REEZEE. LhfL. M
iR, EBE,
BiRe
ZINBE N IEFE
(Beta) o
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XER§EARSS
FkisE

5 XiRfEEAEN

(2|)

HEFXHREERIAEEIER
itageH . BIEEIEA
. Bl D=, BE
%,
1EA
ZINBE N IEFE
(Beta) o

TERE:
ERXPERS EIEEH
&8, EREmAMER “Hh
HER" , £ “FEe
E” WET, fEbaas-
restapil@HfIkH L, B2
& ‘RET  ERERE
}B::E, FEEEIER R
%0,

paki=R=1)) WITFREZEORSEI | baas-restapifffs 32621
(M) SERB, BESHR | gz
I\ A ISIEE]
DO | memmaRs ey
AP &, EREALAEE “iE
. HER” , £ “BHe
- T &, fEbaas-
(Beta) o restapifEftHaI-EA £, 8
& ‘R EREREN
HE, AESHRBMmE
Do
AEEIER | Bt EREONSINEH | baas-restapiffft 32621

5.2 §E(CEEEA (20 )

ThEe T 4A

N ELEBH LI RGEFE LIS TIER (invoke ) F1&18 (query) .
URI

POST /v1/chaincode/operation
BXRIAR

* 5-2 IBREY

2 =R | BHEEE |k

%

channelld = String XRGEEIEID

chaincodeld = String PECESID

chaincodeVersion | & String HEHCRORRAS

userld 2 String FHARCARARIAFID, BRIXHR

HEARSSBAIA SR AYER /9 User
orgld 2 String XER§EHLRID

N5k 01 (2024-01-11)
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XEREEARSS
FRisE

5 XiRfEE4EN

SH By | SEEE | #R

String FARP BT RAYALRIDFESZ
(HRRAYENLH, AZan:
[{"orgld":"7258adda1803f4137eff4
813e7aba323018200c5","peerDom
ainName":"peer-7258adda1803f41
37eff4813e7aba323018200c5-0.pe
er-7258adda1803f4137eff4813e7a
ba323018200c5.default.svc.cluster.l
ocal"}]

ali

orgPeers

String XRGE5EGEAMAREE, BRRER
KRR E: invokeflquery,

]

opmethod

String SEIERSE, fun:
["invoke""|a",'lb"'"'I 'l]

il

args

timestamp String #%2(92018-10-31T17:28:16+08:00

fl | A

String ﬁgF‘ ROIEBM M, LIFRERRE
f

cert

(11 % B8

LA ESEEREVA R, FHS AP EEPIEABERIIR RS ET .

o EHHUIIBERET, REEISMAN 7, BASREEMAEE, EOEEYa0H
RIBHIRRATIE . ZIRFIFRFLANLIER .

o TEXIRNLEENEY, TBE FMAEFIEE—MEE, THREIEAITERIFHEREES
IR . KRGHAXSENEAINME, GERKREE. XEHE. XIRFAESE. XZFM
R, MEEHIER T KT,

o ATRIXSZEM, EE(EMAFabricBFIEH GEBIEEARNBEN FHAFIER ) FHIFA
ENEREEAHTES (BRIRSHREMLZE, S ASERSHMMEE L) , HiEE
BERKEB R LEX-bes-signature-sign=FEL .

HERDREST APIBENX T —EHRL, B5MES-3.

x5-3 BEXHRL

BR =AY | A
%
x-bcs-signature-sign = SRS ERAES,
x-bcs-signature-method = =g, BRiBEERSW.
x-bcs-signature-sign-gzip = ;gﬂ,:zgé:&}%GzipEéﬁo 0EF=AE, 1
B
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XRGEARSS
Fxisrm

5 XiRfEE4EN

TEAPIES

SE
£IR2
I3

LR4
FIR5

NG Rz S

ANl

(AR

x-bcs-signature-sign: FATIRIER AFERIRIGERiR A Beis#iTEiEM04EERE, SEFH
TERAPIEBSTERIEPFABLAECDSATBEI LA NN 5 X B ME K E EAAISHA25 615 E
HITINZE R, x-bes-signature-sign{ERIAERLER

EHITAPIERRT, FE TFHRXRERSZFEREEEMAIBFILES.
BRENTXRERSIEFS .
HEN “EHIEER” FE, JUERELWTRIXREESIRE .

BERAEERN “REFIRERE” , QI “PeerPRIlH” . BEEETRER, 4
& “m}jiIE:FS » o

BE “THT , THENEBRNBFIES.

FREIUEE, Hpmsp3i4skerh, keystoreX{4SiFiERYRLBRFFASE, signcerts3Zi4
FEENZ2EFIED (R48)

e

e HopmethodAginvokeld, iR[EHERbase640ZAYtransactionID,
o  ZHopmethodAqueryly, IR[EHEREbase64INZHISELIBANRENE.

TEEAinvokeXB M HEHISRA

o iEKTRHI
{

"channelld": "testchannel",

"chaincodeld": "zmmcode",

"chaincodeVersion": "1.0",

"userld": "User1",

"orgld": "7258adda1803f4137eff4813e7aba323018200c5",

"orgPeers": "[{\"orgld\":\"7258adda1803f4137eff4813e7aba323018200c5\",\"peerDomainName
\":\"peer-7258adda1803f4137eff4813e7aba323018200c5-0.peer-7258adda1803f4137eff4813e7aba323
018200c5.default.svc.cluster.local\"}]",

"opmethod": "invoke",

"args": "[\"invoke\",\"a\" \"b\"\"1\"]",

"timestamp": "2018-10-31T17:28:16+08:00",

"cert": "----- BEGIN CERTIFICATE-----
\nMIIDBzCCAq2gAwIBAgIQEXPZIMsReamxVtVNnKwCCzAKBggqhkjOPQQDAjCCAQQx
\nDjAMBgNVBAYTBUNISU5BMRAwWDgYDVQQIEwdCRUIKSUSHMRAwWDgYDVQQHEwWdCRULK
\nSU5HMXkwdwYDVQQKE3A3MjU4YWRKYTEAMDNMNDEzZN2VMZjQ4MTNIN2FiYTMyMzAx
\nODIWMGM1LnBIZXItNzI1OGFkZGExODAzZjQxMzdlZmYOODEzZTdhYmEzMjMwMTgy
\nMDBjNS5kZWZhdWx0LnN2Yy5jbHVzdGVyLmxvY2FsMVMwUQYDVQQDEOpjYS5wZWVy
\nLTcyNThhZGRhMTgwM2YOMTM3ZWZmNDgxM2U3YWJhMzIzMDE4MjAWYzUuZGVmYXVs
\ndC5zdmMuY2x1c3RIlci5sb2NhbDAeFw0OxODEwMzAWM]jQ5MjZaFw0yODEwMjcwMjQ5\nMjZaMIG1M
Q4wDAYDVQQGEWVDSEIOQTEQMA4GATUECBMHQkVISKIORZEQMA4GA1UE\nBXxMHQKkVJSKIORzF/
MHOGATUEAWX2VXNIcjFANzI1OGFKZGExODAZzZjQxMzdlZmYO\nODEzZTdhYmEzMjMwMTgyMDBjNS5
WZWVyLTcyNThhZGRhMTgwM2YOMTM3ZWZmNDgx
\nM2U3YWJhMzIzMDE4M]jAWYzUuZGVmYXVsdC5zdmMuY2x1c3RIci5sb2NhbDBZMBMG
\nByqGSM49AgEGCCqGSM49AWEHAOIABPMrzoJL/MHeSFPFOJWLgnJ0sqBOit7wDIOq\n
+eTSvwPpGk1BIDmb2n13K5V04RO8xNezDQ716rWA4LF2elq14eH+TTBLMA4GA1Ud\nDwWEB/
WQEAwWIHgDAMBgNVHRMBAf8EAJAAMCsGA1UdIwQkMCKAIFBXQ5TC4acFeTIlT
\nJuDZg62XkXCdnOfvbejSeKI2TXoIMAoGCCqGSM49BAMCAOgAMEUCIQCadHIKIOMk
\nYNOWZizyDZYR4rT2q0nzjFaiW+YfV5FBjAlgNalKUe3rlwXJvXORV4ZXurEua2Ag\nQmhcjRnVwWPTjpTE=
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FRigEE 5 XIREEIEN4EEO
}n ————— END CERTIFICATE----- \n"
o [@RIRAI
After invoke the count of ais 188 b is 262
e

5.3 §ECROEIE (2 )

5.3.1 ¥%HY Token

URI

iEREH

IVES

HRIEIRGER 5328 FA P22 & h35K B Token

ZAJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Exploreri] LABENERK
SDKAXAB =AY, FHEMSDKAEREIEIXINGE.

GET /v2/agent/apis/tokens

% 5-4 153K Header 2%

2% =A%k SRR R
X-Auth-User | 2 String =z =k
X-Auth-Pass | £ String AL

W&G: 200

# 5-5 I Body £

B¥ SR ik
user String BFR&
token String token
expire_time Long KXATIE)

N5k 01 (2024-01-11)
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XEREEARSS
FRisEE

5 XiRfEEAEN

BRI

il iz 73~f51

T

tHI=E

R&6G: 400

# 5-6 IR Body 2%

2% SHRE R
error_code String RS
error_messag | String EIRHER
e

error_msg String EREA

GET https://192.168.0.90:30603/v2/agent/apis/tokens

REB: 200
Success
{

"user" : "admin",
"token" :

"ACiUxRIk2Jcu2d5bp2SyfP7abHV1nVKIoOMm2AxI9dDN7mdHXXHBdg=kalglHeZLTu6Uelu5YRcXTIpUPXylEG3

ESNuOvlukrikG6SVh0393ds8rG+aRnZ+mMyookApP",
"expire_time" : 1605867860701
}

REM: 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}

AL 1k

200 Success

400 Bad Request

TS EIRB .
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FRigE

5 XiRfEE4EN

5.3.2 Z%<3E(LH3

IhEeNa
FEXRET S 2588, SNipsRIFgoiE 513
UL
R LATEAPI Explorerdhiidizig [, ZIFEIMAIEEN . APl Explorera] LABENERK
SDKACEBR I, FHRHSDKILIBREIEIRINEE
URI
POST /v2/agent/apis/chaincode/install
IBREH
2 5-7 153K Header 2%{
2H BE W% SRR ik
X-Auth-Token | 2 String B Token
2 5-8 FormData £
8% ERWIE SRR faR
chaincode_na | 2 String HERIEIR, LUNSFEEFFL,
me XIHFNEFEBIHF
BMEE: 6
BRAKE: 25
chaincode_ver | 2 String PERCRBRRA, RiFEREE.
sion =) T (-) , BILAE
FHAMERE, BH=FfEITIAEE
18<B
BMEE: 1
BRAKE: 14
H5hRAS 01 (2024-01-11) WRINERE © £ ATITERABIRAE 51



https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=InstallChainCode

XER§EARSS

FRigE 5 XIRgEIEN4EEO
2% BEWIE SR fiEid
target_peers | 2 String A3 PeerFIRER., Bl
un:
[{"org_id":"9fb42c9145876399
0a45b62af92546a21f168dae",
"org_name":"organization3","p
eer_id":"peer-9fb42c91458763
990a45b62af92546a21f168dae
-0.peer-9fb42¢91458763990a4
5b62af92546a21f168dae.defa
ult.svc.cluster.local","peer_nam
en:npeer_oll}]
description & String HEACADIEA
chaincode_lan | 2 String IR YRIEIE S, 5140 golang
guage
db_type B String MKAREURFEL T, 15TRERSC
CUERRTRIMK AR E A VR
5, {5140 goleveldb, couchdb
security_check | & String HELENEER, BaiRX
golangiESHLIZER, truexk
THE, falseRRXi, EIA
Fafalse
file 2 File SRR zipsLG
D)VE254
RE&FB: 200
# 5-9 I Body 2
2% e Bt fHiA
total_peer_nu | Integer $ECIDIREPeer B2
m
success_peer_ | Integer 1RVERIhPeer 2
num
fail_peer_num | Integer BR{EL M Peerii=
fail_peers Array of ERIEL K Peer(S 82
strings
REME: 400
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FRisEE

5 XiRfEEAEN

BRI

il iz 73~ 451

N

2 5-10 UL Body 2%

2% SHRE R
error_code String 21=hg
error_messag | String B AR
e

error_msg String EimimiA

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/install

{chaincode_name:gochaincode3chaincode_version:2.0target_peers:
[{"org_id":"9802af57cfab764dc12b860c44b01969575e83c9","org_name":"organization","peer_id":"peer-9802
af57cfab764dc12b860c44b01969575e83¢9-1.peer-9802af57cfab764dc12b860c44b01969575e83¢9.default.svc
.cluster.local","peer_name":"node-1"}]description:22222222chaincode_language:golangdb_type:goleveldbsec
urity_check:true}

REB: 200
Success

{
"total_peer_num" : 4,
"success_peer_num" : 4,
"fail_peer_num" : 0,
"fail_peers" : []

R 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large

}

RSB )%
200 Success

400 Bad Request

B2 EIRIE
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F&tEE 5 XkgEhasEO
5.3.3 SCHI{LHEACHS
INEEN4A
SRS
UEne
R LATEAPI ExplorerdRiidiziE [, ZIFEIMAIEEN . API ExploreraJ LABENERK
SDKACEBRMI, FRHSDKILIBREIEIRINEE
URI
POST /v2/agent/apis/chaincode/instantiate
BREH
2 5-11 153K Header 2#{
¥ BRIk SHEER iR
X-Auth-Token | 2 String B Token
% 5-12 153k Body 2#
2% =A% SR faR
chaincode_na | 2 String HERIEIR, LUNSFEEFFL,
me TIHFNEFEIHF, KE6-25
(i
RIMKE: 6
RAKE: 25
chaincode_ver | 2 String ECIRRAS, RAFEREZF.
sion m(L) I (-) , BRI
FHLMEE, BofIEIAee
GEEY
channel_.nam | 2& String SEHIBEBRTR
e
endorsement_ | 2 Policy object | HPKEE
policy
init_variable | 2 InitArgs B ERE R 25
object
SCHEhRAS 01 (2024-01-11) WRINERE © £ ATITERABIRAE 54
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XER§EARSS

PAYSEi=IEd] 5 X4z O
2H BRWIE SR fHR
private_data | & String FEFAMRIFECEERURE, jsonZEAY
stringt&zl, json¥HELETa%E
f5: [{"name":"kvstore-
collection","policy":"OR('9b4ea
44913e8eed42cb056177b4619
1e1d316678MSP.member','9b4
ea44913e8eed42cb056177b46
191e1d316678MSP.member")",
"requiredPeerCount":0,"maxPe
erCount":2,"blockToLive":0,"m
emberOnlyRead":true}]
< 5-13 Policy
B8H =Rk SR faR
operation = String BERT. OR: (FRAEREH
AND: £ZPHRREH
group 2 Array of BOEPRR
OrgPolicy
objects
£ 5-14 OrgPolicy
B8H =Rk SR faR
org_id = String £H43I1D
category & String FERZEE:: member. admin
2 5-15 InitArgs
2% =A% SR R
func_name 2 String IR EREZ
args = Array of AL =S IS
strings
EVEZS5Y

RZSEE: 400

MAERRAS 01 (2024-01-11)
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XEREEARSS
FRisEE

5 XiRfEEAEN

BRI

il iz 73~f51

N

HIx0

& 5-16 L Body 2%

2% SHRT iR
error_code String 21=g
error_messag | String iR
e

error_msg String Ei=fEA

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/instantiate

{
"chaincode_name" : "gochaincode2",
"chaincode_version" : "1.0",
"channel_name" : "channel001",
"endorsement_policy" : {
"operation" : "AND",

"group" : [ {
"org_id" : "8cc7155fb1f26ebac1743f481386c14223be511f",
"category" : "member"
]
}

"init_variable" : {

"func_name" : "init",

"args" : [ "a", "200", "b", "100" ]

T

"private_data" : "[{\"name\": \"kvstore-collection\",\"policy\":
\"OR('8cc7155fb1f26ebac1743f481386c14223be511fMSP.member’,'8cc7155fb1f26ebac1743f481386¢14223b
e511fMSP.member')\"\"requiredPeerCount\": 0,\"maxPeerCount\": 2,\"blockToLive\": 0,\"memberOnlyRead
\": true}]"

}

R 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large

}

n

LN TR

200 Success

400 Bad Request

B2 WEIRE
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XEREEARSS
FRigE

5 XiRfiEE4EN

5.3.4 SRENZ Z=AYHEIRSIR

TORENA

izl

URI

IERSH

MR S4L

IRINE L L 2xAYEBSIR

R0 LATEAPI ExplorerdrifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL

SDKACHERAY, FHRESDKAIBREIEIHINEE

GET /v2/agent/apis/chaincodes

2 5-17 Query 2%

2 AUk SR R
offset S Integer By RORRNE, &
A0
limit & Integer %ﬂ%ﬁﬁﬁ%ﬁﬂi@ﬁ’ﬂ?ﬂ%, NS
%k 5-18 153K Header 2%
2% AUk SR iR
X-Auth-Token | 2 String FHFPToken
RE&EB: 200
2 5-19 W7 Body ¥
2¥ SR fi#iA
count Integer PERDEEN
chaincodes Array of pERDYIZR
Chaincodelnf
o objects

N5k 01 (2024-01-11)
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ListInstalledChaincode

XEREEARSS

Fxism 5 XiRfEEAEN

2 5-20 Chaincodelnfo

S SRR R
chaincode_na | String PERDRTR
me
chaincode_lan | String PBRARES
guage
update_time | String HERSSEERATE)
chaincode_ver | String HEBRRA, SN HEEZELLES () E
sion
install_org_inf | Array of HBNEREER
0s Peerinfo
objects
instantiated_c | instantiated_ | §4f3@EEE
hannel channel
object
instantiated_i | instantiated_ | SLAWKSE
nfo info object
2 5-21 PeerInfo
2% SR R
org_name String HAZFR
org_id String ZH40id
peer_name String TRER
peer_id String Paid
status String TERE
channels Array of FELAULAIpeer(ZE
strings
url String Peerm mAJurlis 2
peer String Peerts mAYAIERIEZ

N5k 01 (2024-01-11)
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XEREEARSS

F&tEE 5 XkgEhasEO
£ 5-22 instantiated_channel
2% SR R
error Array of LA EIRER
CCinstantiate
dChannelErro
r objects
success Array of FRINEgEIE
strings
inprogress Array of SCHMEHE
strings
2% 5-23 CClInstantiatedChannelError
2% SR R
channel_nam | String EREEE
e
error_detail String EIRFE

£ 5-24 instantiated_info

2% SR N
channels Array of BEEE
channels

objects
Z& 5-25 channels

2% SRR it

channel_id String BEZR

orgs Array of orgs | IBIERBREE
objects

versions Array of IRAEE
strings

N5k 01 (2024-01-11)
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XER§EARSS
FRisE

5 XiRfiEE4EN

i5RHl

N Rz 7~

£ 5-26 orgs
2% SR fHiA
org_name String 4840
org_id String ZB40id

KEB/: 400

2K 5-27 WL Body 2%

B8 e il R
error_code String 2R3
error_messag | String Ei=fEA
e

error_msg String HEiRfAR

GET https://192.168.0.90:30603/v2/agent/apis/chaincodes

KEML: 200
Success
{

"count" : 12,

"chaincodes" : [ {
"chaincode_name" : "test001",
"chaincode_version" : "1.0",

"update_time" : "2021-01-12T11:32:04.193358708+08:00",

"instantiated_info" : {
"channels" : [ {
"channel_id" : "channel",
"versions" : [ "1.0" ]

o
"channel_id" : "testchannel",
"orgs" : null,
"versions" : [ "1.0" ]
1
L
"chaincode_language" : "golang"
1]

}
WREM: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

N5k 01 (2024-01-11)
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XEREEARSS

FRiER 5 XRgEAEHEO
RS
RSB ik
200 Success
400 Bad Request
S
BEEIEIRB.

5.3.5 EEIEEHIBRAEE

IheeNnA
EehaElir e N ES
U
&0 LATEAPI Explorerdiidiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDKACRIRA, FHEMSDKACAERBIEIXINEE o
URI
GET /v2/agent/apis/chaincode/versions
K 5-28 Query 2%
2% BRIk SR fER
chaincode na | 2 String PELIBER, LUNEFEFL,
me YINEFBIHF, KE6-25
iz
BME: 6
BRAKE: 25
IBREH
2 5-29 153K Header 2%
2% =AWk SR faR
X-Auth-Token | 2 String FHFToken
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XEREEARSS
Fxisrm 5 XiRfEE4EN

MR SEL

WK&G: 200

% 5-30 NI Body %%

84 SHRT R
versions Array of PERSRRAE R

ChaincodeVe
rsion objects

£ 5-31 ChaincodeVersion

84 SHER R
version String PERSRRAS
hash_code String PERBER RIS {E
description String HEID AR AR
install_time String HERBhR AL 2EATE)
update_time | String HERBhR A FRATIE)
instantiate_st | Boolean PERSARARSLBIIR TS
atus
security_check | Integer HRBLZERERE (0 A=FE, 1! 15179,
_status 2: 5ERE, 3: KW)
uninstantiate | Array of RELHULAIpeer(ZE
d_peer_infos Peerinfo

objects

& 5-32 PeerInfo

2% SR A

org_name String LHEAZFR

org_id String £H4Rid

peer_name String T RAR

peer_id String P eaid

status String BRIRES

channels Array of KRLFULHIpeer(ZE
strings

url String Peerm mAYurlis 2
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FRiER 5 XiRfEiEHEC
2% S fEA
peer String PeerTs s A ERIE A

RSE5: 400

% 5-33 I Body £#§

8% e et fik
error_code String e
error_messag | String EIREA
e

error_msg String Eis R

== —
=R Rl
GET https://192.168.0.90:30603/v2/agent/apis/chaincode/versions?chaincode_name=chaincode

g Rz 735
RSB 200
Success
{

"versions" : [ {
"version" : "1.0",
"hash_code" : "1473b4807fe9f970d1ba56192e41d39¢7d621d07d80e603cf75ed3982b81034d",
"description" : "",
"install_time" : "2021-01-11T11:27:12.093454567+08:00",
"update_time" : "2021-01-11T11:27:12.093454789+08:00",
"instantiate_status" : false,
"uninstantiated_peer_infos" : [ {

"org_name" : "organization",

"org_id" : "57e7914450b098771f5106acaf02be8a61894fae",

"peer_name" : "peer-0",

"peer_id" :
"peer-57e7914450b098771f5106acaf02be8a61894fae-0.peer-57e7914450b098771f5106acaf02be8a61894fae
.default.svc.cluster.local"

WA

"org_name" : "organization",

"org_id" : "57e7914450b098771f5106acaf02be8a61894fae",

"peer_name" : "peer-1",

"peer_id" :
"peer-57e7914450b098771f5106acaf02be8a61894fae-1.peer-57e7914450b098771f5106acaf02be8a61894fae
.default.svc.cluster.local"

11
"security_check_status" : 2
1]
}

K&MB: 400
Bad Request

{
"error_code" : "BCS.4000013",
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FRiER 5 XRgEAEHEO
"error_message" : "request body is too large"
}
RS
RSB R
200 Success
400 Bad Request
e
B2 EED.
5.3.6 B IBLEER
TheeN 4
FEAETHABED S LNREER
E3)5
RB]LATEAPI ExplorersRiiiziEz ], IFEMAIESEN . API Explorerf] LAEENERY
SDKACHB R, FHRMESDKACHIRAEIEIRINEE
URI
GET /v2/agent/apis/chaincode/install
Z 5-34 Query 2%
B8H B W% SR ik
chaincode na | 2 String PHCRERIR, LUNEZEEFFL,
me XN EFBIHF, KE6-25
iz
=B/<E: 6
RAKE: 25
BRBH
& 5-35 53K Header 2#{
el BEWwI% ST (i35
X-Auth-Token | 2 String FHFPToken

N5k 01 (2024-01-11)
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XER§EARSS
Fxisrm 5 XiRfEE4EN

EIVE>2
RSH: 200

% 5-36 I Body £#§

2% ST A

result Array of TREBEBEEER
Peerlnstallinf
o objects

2 5-37 Peerlnstallinfo

2% SR A

org_name String T RFRERLRZFR

org_id String T REFELALID

peer_name String TRER

peer_id String T=aID

install_status | String SHLIBLEE R installed / uninstalled
version String PHLIBMRAS

WR&G: 400

% 5-38 I Body £#f

S8 SR A
error_code String =3
error_messag | String EiREA
e

error_msg String IR

== —
=Rl

GET https://192.168.0.90:30603/v2/agent/apis/chaincode/install?chaincode_name=chaincode
il iz 73~ 451

R&89: 200

Success

{

"result" : [ {
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FRisE

5 XiRfEEAEN

T

HIx9

Do

"org_name org1",

"org id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3",

"peer_name" : "peer-0",

"peer_id" :
"peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3-0.peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3.defa
ult.svc.cluster.local",

"install_status" : "

"version" : ""

h o

"org_name" : "org1",

"org id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3",

"peer_name" : "peer-1",

"peer_id" :
"peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3-1.peer-65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3.defa
ult.svc.cluster.local",

"install_status" : "

"version" : "1.0"

1]
}

W&G: 400

uninstalled",

Do @

installed",

Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}

LN fiik

200 Success

400 Bad Request

52 EIRB .

5.3.7 ER##UBALER

ThRENA

izl

URI

EEENMEBEXRIEEE FRISTHER

1&aTLATEAPI ExplorerdhiidiziE O, ZIFBENAIEEN . APl Explorera] LAEZHAERY
SDK{CRERAI, FHEMSDKAREREEIXINEE

GET /v2/agent/apis/chaincode/instantiate
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XER§EARSS

F&tEE 5 XkgEhasEO
2 5-39 Query 2%
2% =AWk SR R
chaincode_na | 2 String PERERFR, LUNEFEFL,
me YIINEFEIHF, KE6-25
iz
=BIV<E: 6
RAKE: 25
BREH
2 5-40 153K Header &%
2% =AWk SR ik
X-Auth-Token | =2 String F P Token
VRS54
RSB 200
2 5-41 gL Body 2#
2H SRR it
result Array of BEHLIBELAIER
Channellnsta
ntiatelnfo
objects

2 5-42 Channellnstantiatelnfo

¥ SRR iR
channel_nam | String BIEAR
e
instantiate_inf | Instantiateln | SLHIKEE
o fo object
endorsement_ | String [RED i)
policy
version String PERADAR A
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FA&igE 5 XirgEEEO
2% SR fik
orgs_info Array of BEHREE
Orginfo
objects
has_private_d | Integer EEERIAEIE, 12578, X~

ata

2 5-43 Instantiatelnfo

2 SR R
status String AR, BUES
CHAINCODE_INSTANTIATED ( SCf5l46 Rk
I ) ,CHAINCODE_INSTANTIATION_INPROGRE
SS ( SLAMLET
) ,CHAINCODE_INSTANTIATION_FAILED ( 5E
B )
code String SLAICEE R RS
reason String LI EERIEH
detail String SLHNERIFR
£ 5-44 Orglnfo
2 SR iR
org_name String LHEAZFR
org_id String £H431D
K& 400
Z 5-45 g Body 2#
2 SR A
error_code String =g
error_messag | String EPES DY
e
error_msg String HEiRfAR
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FRigE

5 XiRfEE4EN

iBERTA

GET https://192.168.0.90:30603/v2/agent/apis/chaincode/instantiate?chaincode_name=chaincode

I piz 751
REB: 200
Success

{
"result" : [ {
"channel_name" : "channel",
"instantiate_info" : {
"status" : "CHAINCODE_INSTANTIATED",

"code" : "1000",
"reason" : "1000",
lldetailu : nn

%
"endorsement_policy" : "OR,org1,org2",
"version" : "2.0",
"orgs_info" : [ {
"org_name" : "org1",

"org_id" : "65cfb1c760f24058c865ffcfd8ce1cdb690bf2a3"

I

"org_name" : "org2",

"org_id" : "a48c4ed995238eceaee3fe738f1871b2e58db350"

11
"has_private_data" : 0
]
}

REMB: 400
Bad Request
{

"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}
RS
RSB ik
200 Success
400 Bad Request
el

52 IEIRB .

5.3.8 AN EE
A\

TORENA
BEHREEEN
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F&tEE 5 XkgEhasEO
i
&0 LATEAPI Explorerdidifiziz [, SXIFEDMAUESEM . API Explorera] LABZI4ERL
SDKASRIRA, FHEMSDKACEERBEIXINEE o
URI
GET /v2/agent/apis/channel/{channel_name}/summary
% 5-46 IEEE2H
¥ =AWk SR fR
channel_nam | 2 String BEZR
e
BRESH
R 5-47 153K Header 2§
2% 2RIk SHEER )
X-Auth-Token | 2 String FRFToken, @1ZiEFEYKEY
TokenAPIZxEXToken,
NV 5
RS/ 200
& 5-48 N[ Body £
85 SHER R
peer_num Number peer¥i &
chaincodes Number BNHE
block_num Number Xir#=
transaction_n | Number REHE
um
bph Array of bph | KIRFFEHERIT, Z/\IFIT
objects
bpm Array of bpm | RERFEHEST, RESOPSLT
objects
tph Array of tph | BARZHESRLT, K/IREIT
objects
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XEREEARSS
FRigE

5 XiRfiEE4EN

2% SR fEA
tpm Array of tpm | BARZHESRIT, KEBSDHFIT
objects
orgs_map Array of PR S 51T
orgs_map
objects
peers_list Array of peerd|Z&
peers_list
objects
% 5-49 bph
2% SR fEA
block Number XRHE
time String A8
2 5-50 bpm
2¥ S ik
block Number XR¥E
time String A&l
% 5-51 tph
2 SR A
tx Number REHE
time String A1)
2 5-52 tpm
2% SR ik
tx Number RaH=
time String AY7al

MAERRAS 01 (2024-01-11)
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XER§EARSS

FA&IER 5 XERgEFEHEO
£k 5-53 orgs_map
S SR R
org_name String LHEAZFR
tx_num Number RZH=E
& 5-54 peers_list
28 SR A
org_name String HIRZTR
org_id String ¢H40I1D
peer String PeerZ#R
url String PeerURL
status String Peerik7Z
KE&MS: 400
2% 5-55 Mo/ Body S
2 SR A
error_code String RS
error_messag | String HIRfEA
e
error_msg String PR
=Rl

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/summary

N 73451
REFS: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

N5k 01 (2024-01-11)
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XER§EARSS

FRiER 5 XRgEAEHEO
RS
RSB ik
200 Success
400 Bad Request
S
BEEIEIRB.
5.3.9 EifXRFIE
IheeNnA
EEXRYIE
LB
1Za]LATEAPI Explorerdiidiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDKARBRMI, FRHSDKIIBRAENEIXINEE
URI

GET /v2/agent/apis/channel/{channel_name}/blocks

& 5-56 I812SH

2% BRIk SR fER

channel_nam | 2 String BERIR, |RKERS:

e 4-24, FEEERFABEZIR
( testchainid ) t8E

K 5-57 Query 2%

2% BRWIE SR fHR

is_pagination | & Boolean BEPRA, BWMAATE
The&(E: false

offset EN Integer migE, EAH0

=/ME: 0
fRE1E: 0

N5k 01 (2024-01-11)
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XER§EARSS

PAYSEi=IEd] 5 XRgEAE4EO
2 BRI SR i)
limit B Integer BRETNERBHE, AN
10, BUESEE91-50
=/IME: 1
BX{E: 50
tHhE{E: 10
BRSH
2 5-58 153K Header 2%f
2 =AWk SR )%
X-Auth-Token | 2 String FFToken
IR S5
KEB/: 200
K 5-59 L7 Body 2%
2% SR R
count Integer XRZE
data Array of XiR
BlockHeader
objects
2k 5-60 BlockHeader
¥ SR iR
block_number | Integer XiR=S
block_hash String XRIEFH
transaction_c | Integer R EE
ount
data_hash String HiEIRE
previous_hash | String BI— N XIRIEH
timestamp String AiE)Ek
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XER§EARSS
FRisE

5 XiRfiEE4EN

BRI

e Rz 73~ 451

SH

SHRE

g

organization_
maps

Map<String,In
teger>

key:creatorMSP, value:#(&

R7SE5: 400

2 5-61 L7 Body 2%

2% ST ik
error_code String 2R3
error_messag | String AL
e

error_msg String EixfEA

o BUMEIUIBK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks

o HIMEIBK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks?

is_pagination=true&offset=1&limit=50

K&E: 200

Success

{
"count" : 1,
"data" : [ {

"block_number" : 0,

"block_hash" : "Yux2EaORNZM95+3R95mvdlI8mH1dvmTSTylPwwzMsbY",

"transaction_count" : 1,

"data_hash" : "+3B6RFfbQisE8zt2BeWTvCwP1JbmQLIPeQoiKxoCQVA",
"previous_hash" : "FIECIYDQJ4cHaEslex9usupteOEgbHyymQ+zUaQcjyE",
"timestamp" : "2021-01-20T14:38:39+08:00",

"organization_maps" : "{\"d565e95144ae53b9b3f556de613513f257e720ecMSP\":49}"

]
}

RS 400
Bad Request

{

"error_code" : "BCS.4000013",
"error_msg" : "request body is too large"

}

N5k 01 (2024-01-11)
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XER§EARSS

FRiER 5 XRgEAEHEO
RS
RS ik
200 Success
400 Bad Request
e
BEEIEIRB.
5.3.10 iR H3Ix
IheeNna
'R ZII*E
LB
&0 LATEAPI Explorerdiiiziz [, SXIFEDNMAUESEM . API Explorera] LABZ4ERE
SDKHE R, FHRMESDKAAIRAEIEIRINGE
URI

GET /v2/agent/apis/channel/{channel_name}/transactions

% 5-62 IR1ZSH

2 BRIk SR faR

channel_nam | 2 String BERIR, |RKERS:

e 4-24, FEESRFBEEZIR
( testchainid ) t8E

K 5-63 Query 2%

¥ BRWIE SHEER i)

is_pagination | & Boolean BEPRA, BWMAATE
Tha&(E: false

offset EN Integer migE, EAH0

=/ME: 0
fRE1E: 0

N5k 01 (2024-01-11)

WRIERE © EARITERARERAF

76



https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ListTransactions

XER§EARSS

F&igE 5 XIRgEIENGEEO
2% mEwI% SR fiEid
limit S Integer BRETNZEH=E, ®ASN
10, BUESBE1-50
=IME: 1
=RAME: 50
TR&EE: 10
IBRESH
2 5-64 153Kk Header 2%{
2% Bk SR fEiA
X-Auth-Token | 2 String FHPToken
VRS54
KRE&MG: 200
% 5-65 M Body £#{
2% SR RER
count Integer RHEH
data Array of X5
Transaction$S
ummary
objects
Z 5-66 TransactionSummary
2% SRR ik
organization_ | String BlERE AR
name
type String RHRE
transaction_id | String X 5id
chaincode_na | String PERDRTR
me
timestamp String ATiEIEk

MAERRAS 01 (2024-01-11)
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XER§EARSS

FA&igE 5 XiRfEEHEO
2H SRR iR
channel_nam | String BIEAR
e
creator_msp | String BMHMER
chaincode_ver | String PERBRRAS
sion
block_number | Integer XS

RS 400

& 5-67 NN Body %5

2% SHRT iR
error_code String EIRg
error_messag | String HEiRfAR
e

error_msg String Ei=mA

\E —
=R
o  HIMERIBK
GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions
o HDIERIBEK

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions?
is_pagination=true&offset=1&limit=50

N Mz 73~
K& 200

Success

{
"count" : 1,
"data" : [ {

"block_number" : 0,
"transaction_id" : "",
"channel_name" : "channel",
"creator_msp" : "e784724be5ed75f59b2809e4f0965a10679ae113MSP",
"type" : "CONFIG",
"chaincode_name" : "",
"chaincode_version" : "",
"timestamp" : "2021-01-20T14:38:27+08:00",
"organization_name" : "orderer"
1
}

W&G: 400
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XEREEARSS

FRiER 5 XiRfEiEHEO
Bad Request
{
"error_code" : "BCS.4000013",
"error_msg" : "request body is too large"
}
I NTT
K& ik
200 Success
400 Bad Request
tHIRG

5.3.11 &if

IREN A

i

Jdi

52 iEIRE .

R

EERH 24

RAJLATEAPI ExplorerdRiidiziE [, IFEIMAIEEN . API Explorerl] LABENERK

SDKACHERAI, FHEMSDKRIREIEIRINEE.

URI
GET /v2/agent/apis/channel/{channel_name}/transactions/count
2% 5-68 IR12BH
B8H =AWk SR faR
channel_nam | 2 String BIEZR
e
BRESH
2K 5-69 153Kk Header 2%f
2% =AWk SHEER faR
X-Auth-Token | 2 String FAFToken
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XER§EARSS
FRisE

5 XiRfEE4EN

MR SEL

iERHl

N Rz 7~

WK&G: 200

% 5-70 NI Body £2#§

28 SHE fHiA
channel_id String BiEid
block_height Integer XH=EE
transaction_n | Integer REH=E
um

W&G: 400

% 5-71 I Body £%f

B8H e il R
error_code String EIRg
error_messag | String HEiRfA
e

error_msg String HEiRfAR

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions/count

REG: 200
Success

{
"channel_id" : "channel",
"block_height" : 2,
"transaction_num" : 2

}
KE&\: 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}

N5k 01 (2024-01-11)
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XER§EARSS

FRiER 5 XRgEAEHEO
RS
RS R
200 Success
400 Bad Request
el
B2 WEIEB.
5.3.12 XN FIIFE
IhgeN4A
BIXRRZZIFE
izt
R LATEAPI ExplorerdRiidiziE [, ZIFEINMAIESEN . APl Explorera] LABENERK
SDK{CHER B, FHRESDKAHBREIEIRXINGE .
URI
GET /v2/agent/apis/channel/{channel_name}/blocks/{block_num}/transactions
*5-72 BESH
84 EE W% SR R
channel_nam | @ String BEZR, B<ERH:
e 4-24, FEESERBERIR
( testchainid ) 8=
block_num = String Xi=
B3RS
2 5-73 153K Header 2%
2% =AWk SRR ik
X-Auth-Token | 2 String FFToken
R

REB: 200
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XER§EARSS
FRisE

5 XiRfiEE4EN

3 5-74 [ Body £

S SR R
[#14B7TE] Array of Success
ShowTransac

tionDetailRes
objects

£ 5-75 ShowTransactionDetailRes

2% SR A

read_set Map<String,A | 1258 "map(string][]JKVRead key:chaincode
rray<KVRead | value:2{EXI%H"
>>

write_set Map<String,A | 5£ "map(string] [JKVWrite key:chaincode
rray<KVWrite | value:2{EXI514H"
>>

validation_co | String KIS

de

endorser_orga | Array of BHER

nizations strings

proposal_hash | String IEREUERR

transaction_su | Object G ZIES

mmary

2% 5-76 KVRead

2% SHEE T

key String (EujE]

version version object | SEEEHERYRRAS

& 5-77 version

2 SHERR U

block_num Integer XEREL

tx_num Integer R

N5k 01 (2024-01-11)
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XEREEARSS

F&RIERm 5 XEbEriEHE O

K 5-78 KVWrite
el SHEE iR
key String 5
is_delete Boolean EEMER
value String 5E

£ 5-79 TransactionSummary
84 SHRT R
organization_ | String BlEREER
name
type String E Y E St
transaction_id | String X 5id
chaincode_na | String PERS AR
me
timestamp String AfiEIEk
channel_nam | String BEEER
e
creator_msp | String BMEE
chaincode_ver | String HERDRRAS
sion
block_number | Integer Xi=

JRZARG: 400

% 5-80 IR Body %
2¥ SHEE e
error_code String EIRg
error_messag | String EiREA
e
error_msg String HEiRfA

=P

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/blocks/1/transactions

N5k 01 (2024-01-11)
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XER§EARSS
Fxisrm 5 XiRfEE4EN

N Rz 7~

REB: 200
Success

[{
"transaction_summary" : {
"block_number" : 29,
"transaction_id" : "6d704b217e17e16de71029b70f17a1ced35c055279f655dfd096bebf978a0546",
"channelName" : "channel",
"creator_msp" : "282f3c713ealcec646aa7c640defca9c4f64bd88MSP",
"type" : "ENDORSER_TRANSACTION",
"chaincode_name" : "kvtest",
"chaincode_version" : "1.0",
"timestamp" : "2021-01-20T19:30:28+08:00",
"organization_name" : "organization"
1
"validation_code" : "VALID",
"endorser_organizations" : [ "282f3c713ealcec646aa7c640defca9c4f64bd88MSP" ],
"proposal_hash" : "k1Th2ewweWGrWNmmcu7UvzJ8Aw2G190SQzV+BAAl4gw=",
"read_set" : {
"kvtest" : null,
"lscc" : [{
"key" : "kvtest",
"version" : {
"block_num" : 2

1]
1
"write_set" : {
"kvtest" : [ {
llkeyll : l|a1|I,
"is_delete" : false,
llvaluell : |l1ll
11
"lscc" : []
}
1

REM: 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_msg" : "request body is too large"

}
RS
RSB iR
200 Success
400 Bad Request
ELE]

B NEIRE
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XER§EARSS

FRiER 5 XRgEAEHEO
5.3.13 B Z1FIE
IhEENA
BORZFE
U
EaTLATEAPI Explorerdididiziz 0, IFEMAIESEAN . API Explorera] LABRN4ERK
SDK{CHERBI, FHRESDKABREIEIRXINGE
URI
GET /v2/agent/apis/channel/{channel_name}/transactions/{transaction_id}/detail
#*= 5-81 IR1Z2H
84 EE W% SRR R
channel_nam | 2 String BEZMR
e
transaction_id | 2 String XRid=s
IBREH
K 5-82 153K Header 2%{
2% =A%k SRR RER
X-Auth-Token | 2 String FHFPToken
R4
KEB: 200
2K 5-83 I Body 2
2% SHRE R
read_set Map<String,A | 1258 "map(string][]JKVRead key:chaincode
rray<KVRead | value2{EXI%H"
>>
write_set Map<String,A | 5£ "map(string] [JKVWrite key:chaincode
rray<KVWrite | value2{EXI%H"
>>

MAERRAS 01 (2024-01-11)
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XER§EARSS
FRisE

5 XiRfEE4EN

2% SR fEA
validation_co | String IS
de
endorser_orga | Array of [REHzE
nizations strings
proposal_hash | String IEREUERR
transaction_su | Object RZIFIE
mmary

2% 5-84 KVRead
8% SR A
key String (B
version version object | SEEEHERYRRAS

% 5-85 version
2% SR ik
block_num Integer XEREL
tx_num Integer R

2K 5-86 KVWrite
2% SR iR
key String 52
is_delete Boolean EEMER
value String 5E

£ 5-87 TransactionSummary
2% SR fHiA
organization_ | String BIEZEAR
name
type String RHEE
transaction_id | String X 5id

MAERRAS 01 (2024-01-11)
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XEREEARSS

F&ism 5 XfEEEO
2% SRR fik
chaincode_na | String PERD RN
me
timestamp String ATiEIEk
channel_nam | String BEZR
e
creator_msp | String SHER
chaincode_ver | String HERDRRAS
sion
block_number | Integer XS

KEB/: 400

2 5-88 NN Body £#§

e et et R
error_code String e
error_messag | String IR
e

error_msg String His iR

BRI

GET https://192.168.0.90:30603/v2/agent/apis/channel/channel/transactions/1111111/detail

M) pz 73~ 51
R&EB: 200
Success
{

"transaction_summary" : {

"block_number" : 29,

"transaction_id" : "6d704b217e17e16de71029b70f17a1ced35c055279f655dfd096bebf978a0546",

"channelName" : "channel",

"creator_msp" : "282f3c713ea1cec646aa7c640defca9c4f64bd88MSP",

"type" : "ENDORSER_TRANSACTION",

"chaincode_name" : "kvtest",

"chaincode_version" : "1.0",

"timestamp" : "2021-01-20T19:30:28+08:00",

"organization_name" : "organization"
I
"validation_code" : "VALID",
"endorser_organizations" : [ "282f3c713ealcec646aa7c640defca9caf64bd88MSP" ],
"proposal_hash" : "k1Th2ewweWGrWNmmcu7UvzJ8Aw2G190SQzV+IBAAl4gw=",
"read_set" : {

"kvtest" : null,
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XER§EARSS
FkisE

5 XiRfEE4EN

T

URI

"lscc" : [ {
"key" : "kvtest",
"version" : {
"block_num" : 2
}
1]
1
"write_set" : {
"kvtest" : [ {
"key" : "a1",
"is_delete" : false,
"value" : "1"
11
"lscc": []
}
}

K&B: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

RSB faik

200 Success

400 Bad Request

FIHRRE

EaJLATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRNI4ERK

SDKIHERGI, FRHSDKICHIRABIEIRINRE .

GET /v2/agent/apis/peers

N5k 01 (2024-01-11)
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XER§EARSS

F&igR 5 XRgEApE4EO
BRSH
2 5-89 153k Header 2%
2H =Rk SR ik
X-Auth-Token | 2 String FFToken
IR S5
RS/ 200
Z 5-90 WL Body 2#
2% SR R
peers Map<String,P | key:5ig%5, value B =iFlE
eerinfo>
2 5-91 PeerInfo
2¥ SR R
org_name String HLAZFR
org_id String ZH40id
peer_name String TRER
peer_id String Taid
status String TRRE
channels Array of FELAULAIpeer(ZE
strings
url String PeerfT SHIUrliE2
peer String Peerts MAYPIEDITEZ
KEB/: 400
5 5-92 I Body &1
S8 SR A
error_code String =3
error_messag | String EiREA
e
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FA&igE 5 XiRfEEHEO
2H SR iR
error_msg String His iR

=P

il iz 73~ 451

7 NEX T

GET https://192.168.0.90:30603/v2/agent/apis/peers

K& 200
Success

{
"peers" : {

"peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0.peer-
29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local” : {

"org_name" : "organization",

"org_id" : "a9e940a9e947e8af0c9c2fb98d0129e56210d6b5",

"peer" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0.peer-
29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local",

"peer_name" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-0",

"url" : "100.95.146.117:30610",

"channels" : [ "channel" ],

"status" : "running"

%
"peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1.peer-
29e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local” : {

"org_name" : "organization",
"org_id" : "a9e940a9e947e8af0c9c2fb98d0129e56210d6b5",
"peer" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1.peer-
a9e940a9e947e8af0c9c2fb98d0129e56210d6b5.default.svc.cluster.local",
"peer_name" : "peer-a9e940a9e947e8af0c9c2fb98d0129e56210d6b5-1",
"url" : "100.95.146.117:30611",
"channels" : [ "channel" ],
"status" : "running"
}
}
}

K&mB: 400
Bad Request

{
"error_code" : "BCS.4000013",

"error_message" : "request body is too large"

}

KRS fEiR

200 Success

400 Bad Request
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XEREEARSS

F&tEE 5 XkgEhasEO
$EIRD
B2 W=D
5.3.15 MHIFREECES
THEEN 4B

MHIBR X LRSS TS == _ERIHECAD

i
R LATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK
SDKACHERAI, FHRESDKAIEREIEIHINEE

URI
DELETE /v2/agent/apis/chaincode/uninstall

IBREH

2K 5-93 j&3Kk Header £%§

2% BRI SR fEiA
X-Auth-Token | 2 String FHFToken

% 5-94 153k Body 2#f

2% =A% SRR iR

chaincode na | 2 String HERBERIUNSE=EFFL,

me YIFNEFBIHTF, KE6-25
2

=2I<E: 6
BRAKE: 25

chaincode_ver | 2 String HECRBAR AR, R fiFEREE
sion ML) KT (-) , AR
FHAERE, BEfEIAaE
=K
target_peers | 2 Array of ENEsECRSpeer(SE
TargetPeer
objects
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XEREEARSS

FRigrE 5 XIREEIEN4EEO
2K 5-95 TargetPeer
2% EEWI% SR 1k
org_id 2 String peerFr/EZHLRID
peer_id = String Peer ID

N Rz S4L

R7SE5: 200

2K 5-96 L7 Body 2%

B8H BHEE e

total_peer_nu | Integer $ECIDIREPeer B

m

success_peer_ | Integer 1BERINPeerfiE

num

fail_peer_num | Integer BR{EL K Peeril=

fail_peers Array of BIEL W Peer(ER
strings

REB: 400

K 5-97 [ILZ Body 2%

B8H BHE R
error_code String e
error_messag | String IR
e

error_msg String HEiRfAR

iBERTA

DELETE https://192.168.0.90:30603/v2/agent/apis/chaincode/uninstall

{

"chaincode_name" : "chaincode1",
"chaincode_version" : "1.0",
"target_peers" : [ {
"org_id" : "9802af57cfab764dc12b860c44b01969575e83c9",
"peer_id" :
"peer-9802af57cfab764dc12b860c44b01969575e83¢9-1.peer-9802af57cfab764dc12b860c44b01969575e83¢9
.default.svc.cluster.local"
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XEREEARSS
FRigE

5 XiRfEE4EN

MRz~

T

R

5.3.16 &1k

TORENA

izl

URI

1]

REB: 200
Success

{
"total_peer_num" : 4,
"success_peer_num" : 4,
"fail_peer_num" : 0,
"fail_peers" : []

}
REFB: 400
Bad Request

{
"error_code" : "BCS.4000013",
"error_message" : "request body is too large"

}

/N fiik

200 Success
400 Bad Request
52 LEIRB.

Of

TEHEABEEZERERS

&0 LATEAPI Explorerdiiiziz [, STIFEDNMAUESEM . APl Explorera] LABZ4ERE

SDKACHERBY, FHEMSDKAISREIEIRINEE

POST /v2/agent/apis/chaincode/report

N5k 01 (2024-01-11)
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=DownloadReport

XER§EARSS
FRisE

5 XiRfiEE4EN

IERSH

K 5-98 153Kk Header 2%{

2% =AWk SR )%
X-Auth-Token | 2 String FFToken

7 5-99 153K Body &%
S8 BRI SHEER ik
chaincode na | 2 String PEADRTR, SREHEIBATE
me E—H, SHEHIEEEIERIR
chaincode_ver | 2 String PERRBRRA, SR HEABATIE
sion 55—

V254

KE6L: 200

& 5-100 I Body 2%4
2 SR R
- File Success

RS 400

7= 5-101 gz Body %4
28 SR A
error_code String i)
error_messag | String PR
e
error_msg String HERfAR

iERpl

POST https://192.168.0.90:30603/v2/agent/apis/chaincode/report

"chaincode_name" : "chaincode1",
"chaincode_version" : "1.0"

}
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XER§EARSS
Fxisrm 5 XIRfEE4EN

N Rz 7~

KE&\: 400
Bad Request

{
"error_code" : "BCS.4002068",
"error_message" : "failed to get report, not existed"

}
RS
RS iR
200 Success
400 Bad Request
X
BESIEIRB.

5.4 pmBMD (/)

5.4.1 #iR

PHRNEME2—HEFXHRENSHXBSNEERA, BEBAFRSHIICIE. IiaiE
SIEREM. A WIEEINEE, ZIFHEETFWICHHLEH (Decentralized
Identifiers, DIDs)F1RI3&IF4EIIF (Verifiable Credentials, VC)BUFRAEESTHL, FPAFIE
WHERRHE—R . oJEEFREN. BEMERNSHNEMINR, BRAER]. B
el EEH RIS AEERN S FA EE S TIRR .

AKX AENESHNED (DID ) SBILIREIERSR . FMiESWE5-1.
5-2. E|5-3F1&5-4,

5-1 S H B SCIZE

|| B/ARIE || A RE SR E

fie| | Hebions e
i ey 1
. BRI R R 7R AT UE SE LR .
R Rt R4
%ﬂﬁﬂgé; HEMDID | A FEIERTR LEHDTD
eSS x SrE B0
i SR AR X iR 2% FEE
1 o | sk || e | | TRIEELE 1
i =
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XEREEARSS
Fxisrm 5 XiRfEE4EN

SLIARAE

1. BV AeUBEIRWSHER(FEEservice) FIiEMDIDEKFTEHB CIEHND
LD, FFRESMEAHEIXRE L5 BHRYEM. B AFRIDIDEGHE
LIS EMEERIRSER, LSS EnS .

MERLY::
g;ﬁzﬁEﬁF%@: BrRE. FREENKIEE, HP8 1 Aefal2iRE. NA. TAZ
—H—/D\O

2. EREMINSMHINRZE, BEARIEHEIERERESHSSHZEINAEELR,
FIERMRIREEEXEMREM AR EIXIREE b, FHFEMHER, S8EETLIEE
RERRINERS, RKEEIERHREARIEESHIR

3. WiFETLIBZEAOKIHFEELTN ‘JRIEEIE" , HREESENRIIE
FRARELSS

ERE

SHXBOPEEEIECAFPNN—EMIRS, RCRAFERXREEXEORNE
ZIRME . RItEROERISFERENRBFFABMK abricALARIEBZZANER

AR

SRENFAPFASBRMIEBRIS AR, BCSKIRGEEIRRE FHAlEMopenss TEER, #4755
ZiES NEkE fabricFAFFRASARIEBITSIE .

RIESEERBEURIERIERNS, BOMASDIRSHIERS IHEIMNIBRIUHE
LEIBERET,

o HESMRIBIEIY, FEEBRIEURIEEIENS S/ SIEMEERAXEERE .
o i FERBENY, FEEBRIEIRIEEIENS S/ SIEEIEINEFE T XREE,

5-2 DHABDERIFE (EIMEHIBERER)

=gE sEE

[i] ZEfFEILDID

S ERESTRIAPL | o,
s RaEFEER AERSEE

55
=i}
i

Yy vy

—
LI
if
g
[
=i
i
=i
il
il
[0 I O I

E] E=EE0ID
[ mE=ES, =peles =
D: SESMEETIEET [i]
[i] ERAESEETE ‘{]
] TR -
0 g
] "

i LHIBEIF, RIBFAESEABZAREHEBEEE, DHTELHBIEZ

BB
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XER§EARSS
Fxisrm 5 XiRfEE4EN

5-3 S H RO (ERFE (5 LHiE-ELBRIEERR)

. . L BRESTRIAPIE | . oo
2EE Erafiz= SrEETEEE SEIEGES

D EffEWDID .

1
-4
1]

O30

ant
Il
il
uy

|

]
£
il

i

EMEREIEEE

-

SIEEETE 'D

EETIMET [5]
(]

HERTEYE, EASIERES

-0

B R

]

]
[E] SEETRETE =|—:|
. L,
[1

EEFHTAEIEEIE =D

5-4 HUBHD(ERRTFE (3 LHiE-BLRIEREN)

- e i BRESTRl APIE | o

A EIDID
[*] EREDID
| EHDID
t} seEETETEE Ll
’ SosiEnETS
ERiEE
REENETR | |
(] .
FEENETR m
D EnEEIEEE T
— [D EEETEEITE D
TERE |
[ ] -
D ERAEEET % EERE ‘D
[] MERTRRE, —IEEE/F
y —> e e .
[] S HRATEIF IR =E|
D Eraflacany []

5.4.2 3%\ B (DID) &
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XER§EARSS
FRigE

5 XIRfEEHEN

5.4.2.1 £\ B{H M (A service)

TORENA

DHXBIEMGIE. EERZDARIFRELERopenss. TEEREAAFRIFATA
#fabricZELURIEPEZANEP (BT BCSK R ESERE FEAPIER) . AT
AR R MHRIARSS T

i

R LATEAPI ExplorerdRiidizig [, ZIFEIMAIEEN ., APl Explorera] LABENERK
SDKHERBI, FHEMSDKRBREIEIXINGE

URI

POST /v1/identity/firm-did

% 5-102 153K Body 2%

ol =A%k ST (i35
orglD 2 String £H4Rid
channellD = String BiEid
cryptoMethod | 2 String mn#Ermix, BRIBEASW
cert 2 String BRIEH, 817 REHDFEEM
EHRITRE\N
sk 2 String FBF%AE, BT REINFZEEN
EHRITE\N
timestamp 2 String AT iE)E%
service = Array of FRHAYRSS
DIDService
objects
£ 5-103 DIDService
8% B W% SRR ik
type 2 String it
serviceEndpoi | & String BAS
nt
credentialApp | & CredentialAp | ERBEEIEFTEEIREAISchema
lySchema plySchema
object
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=RegisterDIDWithService

XER§EARSS

FRigE 5 XIREEIEN4EEO

& 5-104 CredentialApplySchema
2% mEwI% SR fiEid
type B String e il
name B String AR
description & String A EE
attributes & Array of IEETES

Attribute
objects

% 5-105 Attribute
e =A% ST ik
name & String 2R
type & String ESyit)
description S String HIRMEE

RS2

RE&EB: 200

% 5-106 l[g; Body 2%
e e et 115
did String DHREMDIRR

R&M: 500

& 5-107 Kz Body %
2% ¥R R
errorCode String e

=RIMKE: 8
RAKE: 36

MAERRAS 01 (2024-01-11)
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XEREEARSS
FRigE

5 XiRfiEE4EN

iBERTA

Ml iz 73~ 451

T

SH

SHRE

g

errorMsg

String

BisimA
BNMNE: 2
BAEKEE: 512

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE
sk e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-

\n..\n..\n----- END CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",

"service" : [ {

"type" : "VerifiableCredentialService",

"serviceEndpoint" : "https://example.com/vc/",
"credentialApplySchema" : {

ntypen . "ﬁle”,

"name" : "Test Enterprise Certification",
"description" : "this is test apply info",

"attributes" : [ {

"name" : "bob",

nwo.on

"type" : "string",
"description" : "Attribute's description"

}]

WK&G: 200
B HXBDIRR

"did" : "did:example:2THjdfbKMLDVcoYvkiepro"

}

RZSEE: 500
LM vz

{

"errorCode" : "BCS.5002033",
"errorMsg" : "Service Type and ServiceEndpoint Can not Null"

}

S,

RSB R

200 DHLEMIRR
500 LM R

N5k 01 (2024-01-11)
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XER§EARSS

TR 5 EHRGETIEHEO
tHIRtS
SR

5.4.2.2 ;¥ DID

ThEeN 48
DIDHEEM G E. AILAGEREMEH—1DID, ZDIDARMRS, RFE— A
Ho
i
EAJLATEAPI Explorerdifidiziz 0, SXIFEMAIEEEAN . API Explorera] LABRI4ERK
SDK{CHERBI, FHRMESDKABRAEIEIXINGE .
URI
POST /v1/identity/did
IERSH
7 5-108 153k Body &%
2% BEWI% SR R
orglD 2 String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String #ERE, BRIEEASW
cert 2 String BRIEH, 817 REHDFEEM
EIRITRE\n
sk = String FRPTASA, BT RESFZEIEM
EHRITRE\n
timestamp 2 String RIEIES
InJVE=S5't

WR&E: 200

Z 5-109 i Body 2%

2% SHEE g
did String DHRSMDIRR

REH: 500
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=RegisterDID

XEREEARSS

F&IErR 5 XERpEREHEO
% 5-110 ljILZ Body &%
2% SRR R
errorCode String LI
B/IM<E: 8
RAKE: 36
errorMsg String HixfEA
BIME: 2
BAKEE: 512
=R N

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "channel",
"cryptoMethod" : "SW",

"cert" : "--—-—- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- "
sk e BEGIN PUBLIC KEY-----\n..\n..\n----- END PUBLIC KEY----- "

"timestamp" : "2020-10-27T17:28:16+08:00"

o) vzat]l
WESES: 200
HHHSHITR

{
"did" : "did:example:2THjdfbKMLDVcoYvkiepro"

}
R7ESm\: 500
LI R

{
"errorCode" : "BCS.5002033",
"errorMsg" : "Service Type and ServiceEndpoint Can not Null"

}
REET
RSB R
200 nHNBMHIRR
500 ST o,
e
B2 ERB.
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XEREEARSS
FRigE

5 XiRfiEE4EN

5.4.2.3 5 DID

ThREN A

i

URI

IBREH

EHDIDAEHFE MRS o

R LATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK
SDK{CHERBI, FHRESDKAHBREIEIRXINGE

PUT /v1/identity/did

Z 5-111 153K Body &%

2% BE W% SRR 1k
orglD = String £H4Rid
channellD = String BiEid
cryptoMethod | 2 String ZERsE, BRIEEASW
cert 2 String BRIEE, BITREDFTEEN
EIRITRE\n
sk 2 String BRTASHE, BITREISNFEEM
EHITE\n
timestamp 2 String A B2k
did 2 String PHXBMDIRR
service S Array of e IIES
DIDService
objects
2 5-112 DIDService
e EEWI%E SR R
type 2 String - i)
serviceEndpoi | @ String BAS
nt
credentialApp | & CredentialAp | ERIEEIEATEEIERISchema
lySchema plySchema
object

N5k 01 (2024-01-11)
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=UpdateDIDService

XEREEARSS
FkigE

5 XiRfEE4EN

N Rz S4L

2 5-113 CredentialApplySchema

2% =AWk ST A
type & String ESit)
name B String 2R
description e String HAMEE
attributes & Array of EE2iES
Attribute
objects
2 5-114 Attribute
2 BRIk SR fEiA
name & String AR
type & String St
description & String HREE
KRE&MB: 200
#& 5-115 AN Body 2%
2 SR A
context String context
id String DHINEDIRR
publicKey Array of NS
DocPublicKey
objects
authenticatio | Array of didEAIRR
n strings
recovery String BRXNANR, ATRTFEXREER
service Array of IRS3%1%=
Service
objects
proof Proof object | IEABLEHE, AR
created String BUFEATE)
updated String EFRrATiE

N5k 01 (2024-01-11)
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XEREEARSS
Fxism 5 XiRfiEE4EN

SH SHRE i

status String

ot | Bf

Q=
>t

R 5-116 DocPublickey

e SR fix

id String REPIRR

type String N ZESit]
controller String RIPREFIETRNR
publickeyPem | String NIIEH

2 5-117 Service

2% SR A

id String ARSI
type String eSSt
serviceEndpoi | String ARSEZ N B RILE
nt

credentialApp | CredentialAp | ERIBEIEFFEEIEAISchema
lySchema plySchema
object

Z& 5-118 CredentialApplySchema

2% SR iR
type String E- i)
name String B
description String RER
attributes Array of IE e e
Attribute
objects
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XEREEARSS

Fiism 5 XRsEFPIEEED
2 5-119 Attribute
2% SR f#iA
name String ZFR
type String it
description String AR
% 5-120 Proof
2% SR fEA
creator String tIEEBMIRR
type String o =it
created String BA0ETE
signatureValu | String BHE
e
R&H: 500
7 5-121 IR Body S
2% SR f#iA
errorCode String T
&IMKE: 8
RAKE: 36
errorMsg String HEiRfAR
RAMKE: 2
RAKE: 512
15K~
{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE
sk e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-

\n..\n...\n-----END CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",
"did" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"service" : [ {

"type" : "VerifiableCredentialService",

"serviceEndpoint" : "https://example.com/vc/",
"credentialApplySchema" : {

ntypen . uﬁlen,

"name" : "Test Enterprise Certification",

N5k 01 (2024-01-11)
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XEREEARSS
Fxisrm 5 XiRfEE4EN

"description" : "this is test apply info",
"attributes" : [ {

"name" : "bob",

"type" : "string",

"description" : "Attribute's description"

}

N Rz73~51
AEm: 500

S
{
"errorCode" : "BCS.5002033",
}"errorMsg" : "Service Type and ServiceEndpoint Can not Null"
K&
R A
200 DB LS
500 SR M
$HI=6S
52 SR .

5.4.2.4 &if DID

INRENM A
S EDIDHIIRY
i

RB]LATEAPI ExplorerdRiidiziz [, IFEMAIESEN . API Explorerfa] LAEENERK
SDKCEERAY, FHEMSDKRIBRENEIXINEE,

URI
POST /v1/identity/query-did
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ShowDID

XEREEARSS

FAiEE 5 XiR§E A4
IBRSH
#& 5-122 53K Body 2%
2% EawI% SR ik
orglD 2 String £H47id
channellD = String Eaid
cryptoMethod | 2 String NZERE, BHRIBEEASW
cert 2 String BRI, ST REHDFEEEM
EILHRITR\N
sk 2 String BRTASHE, BITREIDZTEEIN
EHRITR\N
timestamp 2 String ek
did 2 String PHXEDIRR
e
KRE&MB: 200
% 5-123 I Body %
2% SR fiA
context String context
id String DHXBDIRR
publicKey Array of N LIRS
DocPublicKey
objects
authenticatio | Array of didERAPEFRR
n strings
recovery String BRRPINR, TRFERERA
service Array of IRS35IZE
Service
objects
proof Proof object | iERAZ5HD, AIAZ
created String ClIEERTE)
updated String EHTATE)
status String RE

MAERRAS 01 (2024-01-11)
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XER§EARSS

F &R 5 XiRfEiEHEO
& 5-124 DocPublicKey
2% SR fik
id String LPIRR
type String N ZE St
controller String RIPREFIETRR
publickeyPem | String LRIPIED
2 5-125 Service
2¥ SR A
id String ARSSHRRA
type String ARS5EEY
serviceEndpoi | String RSN B RILE
nt
credentialApp | CredentialAp | EREEIEFFELIEIISchema
lySchema plySchema
object
2K 5-126 CredentialApplySchema
2¥ SR ik
type String g it
name String B
description String AMEE
attributes Array of IE eSS
Attribute
objects
2% 5-127 Attribute
2¥ ¥R R
name String B
type String it
description String AR
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XER§EARSS

F&igE 5 XiRpEFENHEO
2% 5-128 Proof
S SRR T
creator String SIEEBMIRR
type String FoX =it
created String T2 0IERTE
signatureValu | String BH2E
e
K&/ 500
2 5-129 Ui Body 2%
¥ SRR A
errorCode String BIRS
=NME: 8
RAKE: 36
errorMsg String EHIRfEA
RIMKE: 2
RAKE: 512
=Rl
{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE-----

\n..\n..\n----- END CERTIFICATE
sk e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-

"timestamp" : "2020-10-27T17:28:16+08:00",
"did" : "did:example:ebfeb1f712ebc6f1c276e12ec21"

M Rz~
K& 200
STRTBH AL
{

"context" : "https://www.w3.org/ns/did/v1",

"id" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"publicKey" : [ {

"id" : "string",

"type" : "string",

"controller" : "string",

"publicKkeyPem" : "string"
11

"authentication" : [ "did:example:ebfeb1f712ebc6f1c276e12ec21#key-0" ],

no.on

"recovery" : "string",

N5k 01 (2024-01-11)
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XER§EARSS
Fxisrm 5 XiRfiEE4EN

"service" : [ {
"id" : "did:example:ebfeb1f712ebc6f1c276e12ec21#xdi",
"type" : "XdiService",
"serviceEndpoint" : "https://xdi.example.com/8377464",
"credentialApplySchema" : {
"type" : "LegalCitizen",
"name" : "LegalCitizen",
"description" : "Certified Chinese citizens",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description” : "ldentity number"
1]
}

11

"proof" : {

"creator" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"type" : "RsaSignature2018",

"created" : "1606720551",

"signatureValue" : "eyJhbGciOiJSUzI1NilsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjYOl
PAYuNzVBAh4vGHSrQyHUdBBPM"

1
"created" : "1588921521",
"updated" : "",

"status" : "active"

}

JR7&SES: 500
e E)

{

"errorCode" : "BCS.5002034",
"errorMsg" : "request timed out or been cancelled"

}

N

RSB )%
200 DB D IEEIK
500 LM R

=1ES
RS IEIRE .

5.4.3 AJIGUEENE(VCO) B8

5.4.3.1 & aiEEIERIEIR

INREN4A
B EIEIREIREN . Skprofessional BEIFVEIIITESFER, BAFBRREEZZAR
S—, EERIBEIRKRYERFIFRA
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XER§EARSS

FRiER 5 XiRfEiEHEC
s,
&0 LATEAPI Explorerdidifiziz [, STIFEDNMAUESEM . API Explorera] LABS4ERL
SDK{CHER B, FHEMSDKABREIEIXINGE,
URI
POST /v1/identity/credential-schema
ERESH
7= 5-130 iE3k Body &%
¥ BRIk SR 1)
orgID 2 String £R2Rid
channellD = String Biaid
cryptoMethod | 2 String ZERE, BRIEEASW
cert 2 String BRI, BITRESNFEREIN
EIHRITA\N
sk = String FIFTASE, BT REHIFZEEM
EHITR\N
timestamp 2 String AYB)Ek
title B String BFR
identifier = String FRiR
attributes ES Array of BHER
Attribute
objects
issuer 2 String EREBDINR
R 5-131 Attribute
28 BRI SR iR
name B String BFR
type & String it
description & String HREE
i Rz S4L
WR7&89: 200
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XEREEARSS
Fxism

5 XiRfiEE4EN

Z 5-132 g Body 2%

S8 SR A

schemalndex | String EREFEESE ERIZRE]
credentialSch | CredentialSc | CredentialSchema
ema hema object

2 5-133 CredentialSchema

e SHRT R
creator String tiEEEBMIRR
title String B
identifier String EIFERIRIR
attributes Array of BHEER
Attribute
objects
version Integer AR 7S

£ 5-134 Attribute

2% SR ik
name String B
type String i)
description String mRER

WRERS: 500

R 5-135 i Body 2%

2% SHEE iR
errorCode String e

BIMKE: 8
BRAKE: 36

errorMsg String HixfmiR
BIMSE: 2
RAKE: 512
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XER§EARSS
Fxisrm 5 XiRfEE4EN

iBERTA

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- ",
sk M BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",

"title" : "string",

"identifier" : "string",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description" : "Identity number"
1]
"issuer" : "did:example:ebfeb1f712ebc6f1c276e12ec21"
}

Az~
REFB: 200
VCSchemaResponeParams

{
"schemalndex" : "string",
"credentialSchema" : {
"creator" : "string",
"title" : "string",
"identifier" : "string",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description" : "ldentity number"
11
"version" : 0
}
}

W&G: 500
5% WLhfa)

{
"errorCode" : "BCS.5002035",
"errorMsg" : "Schema Already Exist"

}
NG
K& 1k
200 VCSchemaResponeParams
500 S R
HRixtD
B EIRE
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Fxisrm 5 XIRfEEHEN

5.4.3.2 EiEEIEEIR

ThEe T 4A
RIEER S |FaEIHEIR .
B
RO LATEAPI ExplorerdifEidizizO, STIFEMIMIELSEIN . APl Explorerd] LABEIAERL
SDKCEBR I, FHRHSDKCIBREIEIXINEE
URI
POST /v1/identity/query-credential-schema
EREH
7 5-136 153k Body &%
2¥ =A% ST ik
orglD 2 String £H47id
channellD = String BiEid
cryptoMethod | @ String m=six, BRIBERSW
cert 2 String BRIEH, BT RESNEEEM
EIRITFF\n
sk = String BRPFASR, BITREHDFIEEMN
EIHITRN
timestamp g2 String RIS
schemalndex | 2 String schemaZ3g|
N Rz S4L
R&B: 200
% 5-137 g Body &%
2 SHERE R
creator String BlEEE S MHIRR
title String BFR
identifier String EUFRIRIRIR
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XER§EARSS

F&igE 5 XiREEFENHEO
2 SRR iR
attributes Array of BIHEE

Attribute
objects
version Integer IRZAS
Z 5-138 Attribute
S SRR A
name String B
type String Syt
description String rMEE
K7&88: 500
7= 5-139 liILZ Body %]
2% SR A
errorCode String e
RIMKE: 8
RAKE: 36
errorMsg String EiREiA
BIME: 2
RAKE: 512
=R
{

il iz 73=f51

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- ",
sk : teaeee BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY-

"timestamp" : "2020-10-27T17:28:16+08:00",
"schemalndex" : "1"

REB: 200
CredentialSchema Information
{

"creator" : "string",

N5k 01 (2024-01-11)
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XER§EARSS

FRiER 5 XRgEAEHEO
"title" : "string",
"identifier" : "string",
"attributes" : [ {
"name" : "name",
"type" : "someType",
"description" : "ldentity number"
11
"version" : 0
}
R&E3: 500
S i
{
"errorCode" : "stringst",
"errorMsg" : "string"
}
RS
RS R
200 CredentialSchema Information
500 SR M R
HHI=
BESIEIRE.

5.4.3.3 ERiFAISaIEEIE

TheeN4A
B IIEEIE . IRIBERSHEPBIVETER, RIFE RS efBXEE.
A
ZB]LATEAPI ExplorerdrifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDK{CHER B, FHEMSDKABBREIEIXINGE.
URI
POST /v1/identity/apply-vc
ERSH

7= 5-140 53K Body &4{

2% EEUkE SR A
orglD 2 String £H7id
channellD = String BiEid

SASRRZS 01 (2024-01-11) WRIERE © EARITERARERAF
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XER§EARSS
FkisE

5 XiRfEE4EN

IVES

i5RTHl

2H BRIk SR fHR
cryptoMethod | 2 String n&E7i%, BRIEEASW
cert 2 String BRI, 81T REHNEEEM
EIEITRF\n
sk 2 String FBRTASH, BITRESDFEEM
EHRITE\n
timestamp g String A a)E;
applyer 2 String RIBERISMHIRR
servicelD 2 String IRSZAIFRIRST . BRSSIRMHEdId
FEEBARYserviceAYid
data = String data
RE&EE: 200
2 5-141 Ui Body 2%
2% SR RR
orderIndex String e
K73&88: 500
2 5-142 I Body 2%
2% SR R
errorCode String L]
B/IM<E: 8
RAKE: 36
errorMsg String LS U
BIM<E: 2
BAKEE: 512

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE-----

N5k 01 (2024-01-11)
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XEREEARSS
Fxisrm 5 XiRfEEEEN

"k e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-----",
"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:ebfeb1f712ebc6f1c276e12ec21",

"servicelD" : "did:example:ebfeb1f712ebc6f1c276e12ec21#servicel",
"data" : "abcdefg"

MRz~
REFB: 200

VCOrderResponeParams Information

{
"orderIndex" : "string"
}
KASEB: 500
S M0
{

"errorCode" : "stringst",
"errorMsg" : "string"

}
I NEE
K& 1k
200 VCOrderResponeParams Information
500 S i
Hi=hg
5 IR

5.4.3.4 ERER\ETICELR

INRENA
BREWARBTITER, BEANEIERSIEHRENTER,

i
&0 LATEAPI Explorerdidiiziz [, STIFEDNMAUESEMN . APl Explorera] LABZ4ERE
SDKACHE B, FHEMSDKARBREIARXINGE .

URI

POST /v1/identity/vc-order
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ConfirmOrder

XEREEARSS

FAiEE 5 XiR§E A4
IBRSH
7 5-143 153K Body 3%
2% R wI% SR ik
orglD = String £H4Qid
channellD = String Eaid
cryptoMethod | 2 String NZERE, BRIBEEASW
cert 2 String BRI, S REHDFEEEM
EIHRITA\N
sk = String BRTASHE, BITREDZTEEINN
EHITRN
timestamp 2 String A a2k
orderindex 2 String TJEBZRS|
vcindex 2 String FIERS|
VRS54
RE&E8: 200
K 5-144 I Body 2%
2 SR A
orderIndex String ALEEEE]
result String &R
K588 500
# 5-145 AL Body ¥
S¥ SR ik
errorCode String e
=IMEE: 8
RAKE: 36
errorMsg String Ei=EA
&MRE: 2
BRAEKE: 512
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XER§EARSS
FkigE

5 XiRfEE4EN

iBERTA

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE----- .
sk Meaeee- BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY----- ",

"timestamp" : "2020-10-27T17:28:16+08:00",
"orderindex" : 1,
"vcindex" : 0

i pz 751
R&FS: 200
ConfirmOrderResponeParams Information

{
"orderIndex" : "string",
"result" : "string"

}
RSB 500
S R

{

"errorCode" : "stringst",
"errorMsg" : "string"

}
WS
K& fik
200 ConfirmOrderResponeParams Information
500 SR iz
iR

B2EIRE,
5.4.3.5 EEEIEREITE

TORENA

EIEIEAIEISEITR

iz

1&B]LATEAPI ExplorerdididiziEz [, XIFERMAIEEN . API Explorerfa] LAEENERY

SDK{LRIRAI, FHEMSDKARDRGIEIXINEE .
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XER§EARSS

FAiEE 5 XiR§ERE4EO
URI
POST /v1/identity/query-vc-order
RS
#& 5-146 53K Body 2%
2% AU SR ik
orglD 2 String £H2Rid
channellD = String BiEid
cryptoMethod | 2 String m=Zrsix, BRIBERASW
cert e String BRIES, BT RESNEEEM
EHEITRN
sk = String BRPFASR, BITREHDFTEEMN
EIHRITR\N
timestamp — String AYiE)Ek
orderindex 2 String TR
) VE=S
RE&FB: 200
2 5-147 Wi Body 2%
2¥ ¥R R
applyer String IS EBMHIRR
orderSeq String ITEFSIS
applyTime String FRISHY E
price String Mg
status String R
service String ARSS
reason String BRER
dataUri String EIEEUEURI
encryptedAes | String DIZERIAESESH
Key
uriType String URIZEEY
dataHash String #HEAYhash
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F&IgE 5 XEREEFENHEO
2 SRR iR
lockProof String PAEIERA
vcindex String AN

RSB 500
R 5-148 Ui Body 2%
¥ SRR U
errorCode String IR
B/IMKE: 8
BRAKE: 36
errorMsg String HEiRfAR
BIMSE: 2
BAKE: 512

BRI

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE-----

sk e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-

"timestamp" : "2020-10-27T17:28:16+08:00",

"orderIndex" : 1

i Mz 73~
REB: 200
VCOrder Information

{
"applyer" : "string",

n.n

"orderSeq" : "string",
"applyTime" : "string",
"price" : "string",

"status" : "string",

woon

"service" : "string",

"reason" : "string",

"dataUri" : "string",
"encryptedAesKey" : "string",
"uriType" : "string",
"dataHash" : "string",
"lockProof" : "string",

"vcIindex" : "string"

}
W&E: 500
SR R

N5k 01 (2024-01-11)

WRIERE © LARITERARERAF

123




XER§EARSS

FRiER 5 XRgEAEHEO
{
"errorCode" : "stringst",
"errorMsg" : "string"
}
RS
RS A
200 VCOrder Information
500 SR Wi
T EL
BSIEIRE.

5.4.3.6 EiFfFUHIBEAIERIEITER

ThEEN B
RIBRSIFAT, EaFMENEIERETE, (NEGRSIEHEENR
E)5N
1ZB]LATEAPI ExplorerdrifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKACEBR I, FIRMSDKILEBREIEIXINEE
URI
POST /v1/identity/query-vc-orders
BRSH
& 5-149 {53k Body 2
B8Y EEWI% e 2 e it R
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String ZERE, BRIBEEASW
cert 2 String BRIEH, BT RESNEEEM
EHEITRAN
sk = String BRTASH, BITREIDZTEREN
EIRITREN
timestamp = String RIEIES
servicelD & String BRSZAIFRIRRT
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XER§EARSS
Fxisrm 5 XiRfEEAEN

=351

RSEE: 200

%R 5-150 g Body &%

e e e RhR
items Array of IES
VCOrder
objects

2% 5-151 VCOrder

2 SR A

applyer String IS EBMIRR
orderSeq String ITRFS=S
applyTime String FRISHYE

price String Mg

status String RE

service String RS

reason String BHER
dataUri String FUFEHEURI
encryptedAes | String IIZZAYAESZRSH
Key

uriType String URIZEEY
dataHash String #IEAYhash
lockProof String HiTEIERA
vcindex String EIUFERS|

WK&G: 500
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XEREEARSS
FkisE

5 XiRfEE4EN

iBERTA

il iz 73~f51

Z 5-152 g Body 2%{

2% SHE

ik

errorCode String

A=t

R/AMKE:
RAKE:

36

errorMsg String

HiRfEIA

R/IMKE:
RAKE:

512

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "--—-- BEGIN CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",

"orderIindex" : 1

W&G: 200

UntreatedVCOrder Information List

{
"items" : [ {
"applyer" : "string",
"orderSeq" : "string",
"applyTime" : "string",
"price" : "string",
"status" : "string",
"service" : "string",
"reason" : "string",
"dataUri" : "string",
"encryptedAesKey" : "string",
"uriType" : "string",
"dataHash" : "string",
"lockProof" : "string",
"vclndex" : "string"
]
}

REB: 500
SN
{

"errorCode" : "stringst",

"errorMsg" : "string"

}

\n..\n..\n----- END CERTIFICATE
"k i e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY----- !

N5k 01 (2024-01-11)
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XER§EARSS

FRIER 5 XRgEAE4EO
RS
RSB ik
200 UntreatedVCOrder Information List
500 Sz i iz
BI=0
52 ERB.

5.4.3.7 E AU ENE

R LATEAPI ExplorerdRiidiziE [, IFEMAIEEN . APl Explorera] LABENERK

INEEN4A

TR AT EIE, B & AT BN 9 ZRIRTIE] .
izt

SDK{GHERBI, FHRESDKAHBRAEIEIRXINGE
URI

POST /v1/identity/issue-vc
IBREH

% 5-153 153k Body &

8% BE W% SRR ik
orglD = String £820id
channellD = String BiEid
cryptoMethod | 2 String ZEsE, BRIEEASW
cert = String RIS, 81T REHNREEM
EIRITRE\n
sk 2 String FBRTASH, BITRESDFEEM
EHITE\N
timestamp 2 String A E)Ek
credentiallnfo | 2 CredentialSu | EIFEREE
bjectinfo
object
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XER§EARSS

F&igE 5 XRgEFEHEO
2k 5-154 CredentialSubjectinfo
e =A%k ST R
applyer 2 String RISEBMDIRR
issuer 2 String BEEEBMDIRR
sequence = String RIS
schemalndex |2 String EIHEIRZRS|
expirationDat | & String 1T RARTIE]
e
data = String EINEEUREES
R4
RE&ES: 200
% 5-155 KL Body £
2% SHRT T
vcindex String =ANEE]
RESMG: 500
% 5-156 I[IE Body S
2% SHEE it
errorCode String FEL)

BIMKE: 8
RAKE: 36
errorMsg String ZESTEDU
BIMSE: 2
BAKE: 512

i5RHI

"orglD" : "org1",

"channellD" : "mychannel",

"cryptoMethod" : "this is a demo",

"cert" : "----- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE-----
sk : Memmeen BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY-----
"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:ebfeb1f712ebc6f1c276e12ec21",
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Fxisrm 5 XiRfEE4EO

"issuer" : "did:example:fdsafre767f8a3hr773j4h1jkhr",

"sequence" : "10025469331",

"schemalndex" : "did:example:ebfeb1f712ebc6f1c276e12ec21_IDCard",
"data” : Il{\”name\ll: \"Xm\",\"age\": 18}"

MRz~
REFB: 200

VCResponeParams Information

{

"vcIndex" : "string"
}
KB 500
S M0
{

"errorCode" : "stringst",
"errorMsg" : "string"

}
/TN
K& 1k
200 VCResponeParams Information
500 S i
HIx9

52 EIRB .

5.4.3.8 tRIEZ 5 | BT AT e EIE

INRENA
RIEZRS | B A IGEEIE

@it
1Ea]LATEAPI Explorerdhiidizig O, ZIFBAIEEN . APl Explorera] LAEZHEERY
SDKXRGREI, FHEMSDKILTBREIEIRINEE .

URI

POST /v1/identity/query-vc
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XEREEARSS

F &R 5 XiRfEiEHEO
BRSH
7= 5-157 153k Body &%
2% BEWI% SR fEid
orglD = String £820id
channellD = String Biaid
cryptoMethod | 2 String ZERE, BRIEEASW
cert =2 String BRI, BITRESDFEREINN
EIHRITRN
sk 2 String FIFTASE, BT REHIFREEM
EHEITRN
timestamp 2 String A Bk
vcindex 2 String RS
) E=S
K388 200
< 5-158 i Body %4
2% SR fEiA
context String SN
sequence String TR NAEIERFSIS
type Array of EIETaNAsA =il
strings
issuer String BEREBMINR
issuanceDate | String A BHHB
expirationDat | String EUEEEHA
e
credentialSubj | CredentialSu | FiFERR
ect bject object
revocation Revocation s
object
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FAiEE 5 XiR§EAE4EO
2 5-159 CredentialSubject
2% SR R
owner String FRIEENSHIRR
type String EUEREY
schemalD String schema ID
dataURI String HUREURI
encryptedAes | String DRI FRESR
key
uriType String HIERS 28
dataHash String #iEhash(E
%R 5-160 Revocation
2% SR ik
id String BEEAPIZ E RIS IZFRAurl
type String fsHREY
REM: 500
# 5-161 [[IR Body %
2% SR fHiA
errorCode String BIRS
&IMKE: 8
RAKE: 36
errorMsg String iR
&AMRE: 2
FRAKE: 512
(=GRl
{

"orgID" : "4f1439758ebb41f7411b5f684b67713c08b89198",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE-----

\N..\n..\n-----END CERTIFICATE-----",

sk r e BEGIN PRIVATE KEY-----\n..\n..\n----- END PRIVATE KEY----- "
"timestamp" : "2020-10-27T17:28:16+08:00",

"vcindex" : 0

}

N5k 01 (2024-01-11)
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XEREEARSS
FRisE

5 XiRfEE4EN

N Rz 7~

WK&G: 200

VerifiableCredential Information

{

"context"
"sequence" :

: "https://www.w3.0rg/2018/credentials/v1",
"x00123456",

"type" : [ "VerifiableCredential", "AlumniCredential" ],

"issuer"

: "https://example.edu/issuers/565049",
"issuanceDate" :
"expirationDate" :

"1606720551",
"1606720551",

"credentialSubject" : {

"owner" :
"type" :
"schemalD" :
"dataURI" :

"did:example:ebfeb1f712ebc6f1c276e12ec21",
"professional”,
"did:example:ebfeb1f712ebc6f1c276e12ec21_IDCard",
"string",

"encryptedAeskey" : "string",

"uriType" :
"dataHash" :

}I

"revocation” :
"id” : "String",
"type" : "stri

}

R7SE5: 500

"index",
"e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b85"

e )
"errorCode" : "stringst",
"errorMsg" : "string"
}
RS
RSB iz
200 VerifiableCredential Information
500 SR
xS

}D

1 B= A %ﬂ‘nﬁqo

5.4.3.9 ISIFEIIE

H_I.'IIET

IERSFEUREGES.

1&B]LATEAPI ExplorerdifidiziEz [, XIFERMAIEEN . API Explorera] LAEENERY
SDKCESRM, FHRESDKAEREIEIHINGE.

N5k 01 (2024-01-11)
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XER§EARSS

F&igE 5 XRgEiEEO
URI
POST /v1/identity/verify-vc
BREH
7= 5-162 {53k Body &%
2% =AWk SR R
orglD 2 String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String m#Ernix, BRIBIEASW
cert 2 String BRIEH, 817REHFTEEM
EIEITHRF\n
sk = String FIFFA$H, BT REHDFEEM
EEITHRF\n
timestamp 2 String AT iEIE%
vclindex = String EIFRS|
owner 2 String EIUETBEBMIRR
V24
RSB 200
2 5-163 KL Body &%
2% SRR iR
isOwned Boolean =haRE
REHB: 400
Z 5-164 i Body 2%
B8H SRR U
errorCode String L]
=MSE: 8
BRAKE: 36
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XEREEARSS

F&igEE 5 XIRgEIEN4EEO
2% SRR fEA
errorMsg String HixfmiR
BNMNE: 2
BRAEKE: 512
K&HB: 500
%= 5-165 gLz Body %4
2% e et fik
errorCode String e
BIMKE: 8
RAKE: 36
errorMsg String T ES DU
BNMNE: 2
BRAEKE: 512
\$ —
1=
{
"orglD" : "4f1439758ebb41f7411b5f684b67713c08b89198",
"channellD" : "mychannel",
"cryptoMethod" : "SW",
cert" : "--—-—- BEGIN CERTIFICATE----- \n..\n..\n----- END CERTIFICATE
sk Memeee- BEGIN PRIVATE KEY----- \n..\n..\n----- END PRIVATE KEY-
"timestamp" : "2020-10-27T17:28:16+08:00",
"vcindex" : 1,
"owner" : "did:example:ebfeb1f712ebc6f1c276e12ec21"
}
MRz~

RSB 200
VCVerifyResponeParams Information
{

}"isOwned" : true

RE&E: 400

S i

{
"errorCode" : "BCS.4002030",

"errorMsg" : "Owner(bol) does not have credential ..."

}
R7SEE: 500
S R

N5k 01 (2024-01-11)
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XEREEARSS

F i 5 XiRgEEHED
{
"errorCode" : "BCS.5002014",
"errorMsg" : "Internal Server Error"
}
I NEN
K& R
200 VCVerifyResponeParams Information
400 S L
500 ST K7
HIx9
BESEEIRE.

5.5 AI{SEERCH ()

5.5.1 HfiR

ABENX

Akt MEEEZNEFEER, ETXRENENEEERE, TM 7 Hm
mEPUSHIENRIAVMRIPSEERS, B3UTH ‘SRS , RAUEENE.
A{EEIRH = hia)fdsEpkfERest APITR, TIRIERGER, SIF@itRgE. AP El
RESTful APIRYZSZUIAIOIRGEZR St , (REREERY, SEEIEIREAIAT . RN, 9=, I
B, BE. WREHEEREES .

o FIEEIERRETOHIUSMNELI, S5HETRIBFRFZEIMOHNED,
FHGEBEENAHRAEE (A1) .
o FIEEUESNMNTEMIRGH: BIREMEUETR . HIREEEERRE
S INAERIES (BIENETRIRE ) F. S0RTRORMERS. HiZER
o FIEEUIEIAIT=MEIL: BIE-BIN. TS EMEREILITES . (FHES
TERAME
(1] 88

AERRPRIEIRINE ESSTFERSS, ARAULURELSEEECERE. HAER
R BN HIEFEEI AT AILREHERED .

HIEFFEEOwnerfIEIEEIEE Applicants, 88— 1 HFPETUAREIEFIEEHE, 1B
JLARHIEREERE,
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XER§EARSS
Fxisrm 5 XiRfEE4EN

BRNA

o HIF-ENUER, BINREERBSSIES-5,

-  HEFFAEET ‘RHEUES” EOSR AN ARSI IRERRE
ERREMET.

- HERIFEAEY “HEHEE" EOREBMUBMA BRI
- HEFFEEAIRIERSEEIHBEERd. vHERRERNNEEL,

5-5 BRiE-RIEIERRE

SESRIEE EFEE FlfEanEE F=ai
Applicants Cwner &t (%0 OBS)

M ERssrEEsEl =D

h

EEssmEsEn | ‘D

BEmmmEsED _=D

b J

u ! : FEEEY D
| EerEmmssED =D

e - !
o FHNEER, FRRZEESNES-6,
‘EMHEHURET BOEST “RHEIEE” EOM “1IENEUEE” EOMNE
5. HEMEEBAIEEAMIIXIRGE, RIHEINERSERELIENIR, #iF
WNETUBEREHIRSE .. IthY, Ethts5EIIaLIEE ‘Ei8iseiuRE”
‘EIRHIREYIR BROREHIERXAES, FEIRE- IR REEUR
FREAR o
EOFRRRESEHIRESIENMIETREE,

5-6 EaINFEERRIE

EEmEE EHEREE ElfEEE =R
Applicants Owner i (%0 OBS)
ARZnEE0
mEEZ ;
D FaEeY D
| AR=ssEssn ;;
B NESCENENESTIS
FEmEmEsEwEl [
BEEZ oheeeen

o MMRNEILIIEHIEL, ERREESIES-7.
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XRGEARSS

&g 5 XRpErhiafEO
(1] %88
ETFEMNNE (Attribute-Based Encryption, ABE)#HiE=HIREUEREE, BE s
HIRERBESIEN . BENMHZSREE, SN HIRRBEEBERIIASAIOEEH, BIRE
R HSHBRBEE I LUATE .
R EIHIOEEIE TSR CP-ABE ( EFERREHIEMENMES, Ciphertext-Policy ABE ) 75
U, BRIERAZIZEN G, BEHEHRARIBFPZAS,
- BN EBRREEEHIRBVIRA—RBCRERNAFIFAR
- HIEREESEFEREIUBEEEN, SEaERBAFEH, S
EETHBER TRERBE X,
-  HIPEHEPEHEEHEMHESRSORNRIER, FiERBEETLIRER, M
RSB BEE A HFEHENEE.
-  BEOFERBLESERMINZNZHER,
5-7 MR EsioEFIEFERRIE
e g - (0 o)
[ wmmusssn 5
(category=abe) N .
A mEEE TU
5 EEEEARE 5 -
o TN =D ;
EEEImEssED =§
£ yESEsIETEEE ] :
I WS — ‘D
gEmEel
Erc=- R ]
e T
(0 #5488
BEARESNAE:
o EtE (Attribute ) : HIRA—PMLAHERSLAZEFEENFEIR.
o KB (Policy): REERBUESSIBEXRNAS, HEIBMEEFIE, SRAZEIE
BN, 0 “age>26 && gender=man” XFRFIEERFR AT 265 HIERIRE
%,
o ABEEXZHBEE/NH ( Master Public Key, MPK ) F1=EFA$8 ( Master Secret Key,
MSK) : ¥UBRIBEEME, BT INEEXAERBF (ZUERESE ) B8,
o FPZE (User Key ) : #IERIEEETIZREMIIR, QOEIEEERIBILE. B
FEEHAFNELEER, ATHREEY,
5.5.2 FIRESE
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XER§EARSS
FRigE

5 XIRfEEHEN

5.5.2.1 KmEiEE

TORENA

i

URI

RIEIEES . IKENINRERSHF “fedb-dbmpy” [Xig

EaTLATEAPI Explorerdifidiziz [, IFEMAIESEAN .. API Explorera] LABRNI4ERK

SDKICHERGI, FRHESDKICHIRABIEIRINARE .

POST /v1/datashare/dataset

% 5-166 153k Body &4{

2% BEwI% SR fiEid
orglD 2 String £H4Rid
channellD = String BiEid
cryptoMethod | 2 String ZEsE, BRIEEASW
cert = String uEH
sk g String FA$H
timestamp 2 String RIS
provider = String HIERHEBMIRR
providerName | & String HiEAMmERIR
productName | 2 String FEERRATR
productID = String = alD
sampleUrl 2 String FEOIEEF b
sampleSize & String FEBIEE RN
sampleType S String HEGIBUESEE
sampleName | & String FEHIEYERZFR
fileType B String RS 2B
dataUrl 2 String HiEFRbE
dataHash & String IR
dataSize & String RN
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=PublishDataset

XER§EARSS

FRigE 5 XIREEIEN4EEO

2% BEWIE SR fiEid

dataName &= String HIESZIR

description & String HiRERAMSE, E(FHabelN
EhY, HBEXNINEREEH TIFH
R

plainData = String base644mA3HIBASI EE

category & String IN=rzE8Y, abe/symmetric, 2£

TAJIsymmetric, NER{FHabe
h0z%, MWpolicywsiE

watermarkTyp | & String 7KERNSERY, visibleAAZKED, blind
e RE7KED, BRAZKEDRY, @/RiE
5; TNEEREIARERNIKED,
BRANBWKEDRE I &RHA
did_productlID,
file B File DOZKENRYSZA, SXIST4N7KED
BT, plainData o3
policy B policy object | abeZkhg&
2 5-167 policy
2% EEWI% SR fHid
Threshold 2 Integer REBEHENELERE
Children 2 Array of FIEMETIER
policy-
children
objects
Z 5-168 policy-children
2% EEWI% SR 1k
name g2 String EHER
type 2 String BHEZER (plain, comparable
Fpolicy )
value 2 policy- BIE, RiEtypeifEREHAS

children- ¥, HtypeSplainft, values
comparablev | stringZZRIEHEE, Ltypel

alue object

policyfJ, value3—+¥policy, =
typescomparablefif, value®
&7Top. valueFlmaxValue=%f
Do

N5k 01 (2024-01-11)
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XER§EARSS
Fxisrm 5 XiRfEE4EN

2K 5-169 policy-children-comparablevalue

el =A% SR R

op = String typeJgcomparablefHEE, Lt
BRERFS (><5=)

value = String bR E M E, YIRNEH

maxValue & String typeicomparableffiEE, tb
g Rdhvalue LIR(E

Vet

W&E: 200

K 5-170 g Body 2%

2¥ SHE A

provider String HIEEREEBMHIRR
providerName | String HIEEEIRMHEZTR
productName | String HUREEF- AR
productID String RS Gaid
sampleUrl String FEBIE Rl
sampleSize String FEBIEER AN
sampleType String FEGIEESERY
sampleName | String HEBIEIRRFR
fileType String pOg it

dataUrl String #Higurl

dataHash String HIERHE
dataSize String BN
dataName String HIRAR
description String EA

price String HIRMNE
encryptedAes | String =5

Key

status String RE

publishTime | String iR R mAdIE
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XEREEARSS
FRisE

5 XiRfEE4EN

iERTA

2% SR fEA
dataFiles Array of HIES 45z
DataFile
objects
sampleFiles | Array of FEBISHFIZR
DataFile
objects
category String hnEszesy
encryptData | String I SRR
2% 5-171 DataFile
2 SR A
fileType String pog =St
dataUrl String HiEurl
dataHash String HiERH
dataSize String HIBARN
dataName String HIBRZR
REF: 500
& 5-172 IR Body B%(
2% SR fHiA
errorCode String BIRS
errorMsg String IR
aberRfIREE (policy ) . ZRPIZREEH, BEEFTEMFSEMatt1=="hello"HHFS

SRESZ RERRE;

{

z

BEFERTatERERT 16 REFE TR

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE
sk : Memme- BEGIN PRIVATE KEY-----\\n...\\n

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"providerName" : "huawei",
"productName" : "prodname",

N5k 01 (2024-01-11)
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XRGEARSS
Fxisrm

5 XiRfEE4EN

MRz~

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",

"dataName" : "mydatal”,

"description" : "this is my second prod",

"plainData" : "base64 encoding string",

"category" : "abe",

"watermarkType" : "string",

"file" : "string",

"policy" : "{\"threshold\" : 1,\"children\" : [{\"name\" : \"att1\", \"type\" : \"plain\",\"value\" : \"hello\"},
{\"name\" : \"policy\", \"type\" : \"policy\"\"value\" : {\"Threshold\" : 1,\"Children\" : [{\"name\" : \"att3\",
\"type\" :\"comparable\", \"value\" : {\"op\" : \">\", \"value\" : \"16\", \"maxValue\" : \"10000\"}}1}}1}"

}

W&G: 200
HIEERER

{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "aws",
"productName" : "prodname2",

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",

"dataSize" : "100MB",

"dataName" : "mydata",

"description" : "this is second prod",

"price" : "0",

"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBIfOgFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKJG5ALK390CazUgDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",

"status" : "ready",

"publishTime" : "1607157244",

"dataFiles" : [ {

"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
b1,
"sampleFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
b1,
"category" : "string",
"encryptData" : "string"

}
W&E: 500
SR R
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Fxisrm 5 XiRfiEE4EN

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}

KB
RSB iR
200 HIREER
500 M Rz
=
B EIRE
5.5.2.2 MFsEIEE
IhEEN 4R
hIRRE RS
53}
RB]LATEAPI ExplorersRididiziEz [, IFEMAIESEN . API Explorerfa] LAEENERK
SDKACEER I, F2HSDKILEERAEIEIXINEE
URI
DELETE /v1/datashare/dataset
RS
% 5-173 153K Body 2%
8% BE W% SRR ik
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String ZEsE, BRIEEASW
cert = String uEH
sk g String FA$H
timestamp 2 String A iE)E%
provider 2 String HIEEREESHIRR
productID = String HEr-mid
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=DeleteDataset

XER§EARSS
FRisE

5 XiRfEEAEN

MR SEL

WRERS: 200

% 5-174 ui; Body ¥

B8H BHEE R
result String BIEER
K&mB: 500
2 5-175 Ui Body 2%
8% SHRT R
errorCode String e
errorMsg String eSS

iERBI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

BEGIN CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product1"

MRz~

RASFE: 200

BRAFEER
{
}

"result" : "success"

RZASF8: 500

S Rz
{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
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XER§EARSS

FRigEE 5 XIRgEIENGEEO
K&
RS R
200 SR
500 SN fiz
HE=D
BESEEIRE.
5.5.2.3 X[AEIEE
TheEN 4R
KIAEHREE
55N
R LATEAPI ExplorerdRiidiziE [, IFEIMAIEEN . API Explorerl] LABENERK
SDKACHERA, FHRESDKAIEREIEIHINEE.
URI
PUT /v1/datashare/dataset
IERSH
3 5-176 153k Body &
2% BER W% SRR ik
orglD 2 String £H4Rid
channellD = String BiEid
cryptoMethod | 2 String ZERsE, BRIEEASW
cert = String uEH
sk g String FA$H
timestamp 2 String A iE)E%
provider 2 String HIEEREEBMHIRR
productID = String #HEr-mid
ID)VE=25't
R&F8: 200
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XEREEARSS

F&RIER 5 XEbERiEHE O
& 5-177 IKZ Body &%
B8H SR R
result String BRIEER
R7&83: 500
& 5-178 WKL Body &%
B8H SR R
errorCode String e
errorMsg String eSS
=P G ]]
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

BEGIN CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product1"

il iz 73=f51

WK&G: 200

BREER
{

"result" : "success"

}

WR&E: 500

KW Rz
{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
KEE
RSB ik
200 BEER
500 S R
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XER§EARSS

FRigE 5 XIREEIEN4EEO
=Ll
BES ISR
5.5.2.4 EifiEEHIESE
ThEeN 4R
TiiEEHIREESE, RIEMIEEAhEBMIRNRIEE~RIdEEEE,
U5
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHER B, FHRESDKABREIEIRXINGE
URI
POST /v1/datashare/query-dataset
IERESH
7 5-179 15K Body 3%
e =R W% SR R
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String N&E7i%, BRIEEASW
cert = String P
sk 2 String FA$E
timestamp g String A a)Ek
provider = String HIRERHEBMHIRR
productID = String HiRE~mid
N RS2
KE&\: 200
% 5-180 Ik Body 2%
2% SR RER
provider String HIRERMEESMHIRR
providerName | String HIREIRMEZTR
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XER§EARSS
FkisE

5 XIRfEEHEN

2% SR fEA
productName | String IR mEN
productID String HiEEmid
sampleUrl String FEBIE R
sampleSize String IR AN
sampleType String HEAIEUESRE
sampleName | String FEBIEHERTR
fileType String prg LSt
dataUrl String #Higurl
dataHash String HIRIEHE
dataSize String IR K/
dataName String HIBZIR
description String HEHA
price String RS
encryptedAes | String =5
Key
status String RE
publishTime | String HiE R ATE
dataFiles Array of HIEHFIZE
DataFile
objects
sampleFiles Array of =L STIES
DataFile
objects
category String hn#szeEy
% 5-181 DataFile
e e et ik
fileType String SRR
dataUrl String #Higurl
dataHash String HIEEH
dataSize String g
dataName String HIBBR
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X HR4EERSS
F&RIER 5 XEhEPiEiHE O
K& 500
2 5-182 i Body 2%
84 SHRT R
errorCode String e
errorMsg String FAESTEE
=]
{

N Rz7~51

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",

"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ,

sk : Memme- BEGIN PRIVATE KEY----- \\n..\\n-----
"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"productID" : "product2"

RE/: 200
IRIEER

{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "aws",
"productName" : "prodname2",

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",

"dataName" : "mydata",
"description" : "this is second prod",

"price" : "0",
"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBlfOqFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKIG5ALK390CazUqDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",
"status" : "ready",
"publishTime" : "1607157244",
"dataFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
1]
"sampleFiles" : [ {

"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",

149
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Fxisrm 5 XIRfEEHEN

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"

b1

"category" : "string"
K&G: 500
SR MInfe K

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
R
REB )%
200 BEER
500 LM R
=g
B2 EIRE.
5.5.2.5 EiHEIRESIE
INRENA

EOHIEE, IF0 RIZEESIIRES

it
RBJLATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK
SDKAXAB =AY, FHEMSDKARBREIEIXINGE.

URI

POST /v1/datashare/query-datasets

iBREH

2 5-183 i53K Body 2#{

28 =A% ST fEiA

orglD 2 String £H4id

channellD = String BiEid

cryptoMethod | String m=Zrsix, BRIBERSW
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XER§EARSS

Fiism 5 XREFPIEEEO
2% mEwI% SR fiEid
cert 2 String uEH
sk g String FA$H
timestamp 2 String A iE)E%
currentPage | & String DIRSH: ZBEIRiE (BOA1)
pageSizeNum | & String PRSE: BIREH(FAIA100)
provider & String RS RHhEBDIRR
searchText & String TS EkE=x (BETFH
g%qﬂﬂﬁf‘nn%*’l = iR (S
status =S String ESG: BIRERS
(ready. closed)
N Rz S4L
KREG: 200
% 5-184 I[IR7 Body 2%
e S fik
items Array of IES
DatasetResp
onse objects
pagination PaginationRe | HTRISE
sp object
& 5-185 DatasetResponse
2% SR f#iA
provider String HIEEREESMHIRR
providerName | String HIRERMERIR
productName | String RS mER
productID String HiE&Er-mid
sampleUrl String BBzl
sampleSize String FEBIEHE RN
sampleType String HAIEUREEEY
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XER§EARSS
FkisE

5 XIRfEEHEN

2% SR fEA
sampleName | String FEBIEHERTR
fileType String pog =St
dataUrl String #HiEurl
dataHash String HiEERE
dataSize String BN
dataName String HIRAR
description String EA
price String HIRMNE
encryptedAes | String =5
Key
status String K&
publishTime | String HiERmATE
dataFiles Array of HIENHS %
DataFile
objects
sampleFiles Array of FEBISESZE
DataFile
objects
category String hnEszesy
%k 5-186 DataFile
2¥ S ik
fileType String SRR
dataUrl String #Higurl
dataHash String IR
dataSize String IR
dataName String HIBEBR
£k 5-187 PaginationResp
2% SR fHiA
currentPage | Integer EEIDUE)
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XER§EARSS

FkisE 5 XHRiErpiEAEO
SH SHERE ik

pageSizeNum | Integer

& |
v | A
F AR

&

i
&

totalltems Integer

WR&G: 500

& 5-188 i Body %4

2% SHEE it
errorCode String FEL)
errorMsg String HiRTIA

BRI

{
"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ,
sk i Mamee- BEGIN PRIVATE KEY-----\\n..\\n----- END PRIVATE KEY-----
"timestamp" : "2020-10-27T17:28:16+08:00",
"currentPage" : "string",
"pageSizeNum" : "string",
"provider" : "string",
"searchText" : "string",
"status" : "string"

i Rz 73~451
REB: 200

HIEES TSR

"items" : [ {

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "aws",

"productName" : "prodname2",

"productID" : "product2",

"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",

"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",

"dataSize" : "100MB",

"dataName" : "mydata",

"description" : "this is second prod",

"price" : "0",

"encryptedAesKey" : "BA4Ub3t3IskN8uKcEMa+4cbtsDS80zF4V/qqb4OcPMeMvp7IL+HClzAbL6IPnhbDg/
AnrStBlfOqFzRj+qvk6ZHOc7wP0aS48fSoNtecG79aFpFx0dg7rFdVYXWWzgeyl03eD3gFdXIQ/
ovpxKIG5ALK390CazUqDrawZHSDGyIlwOhGh88Q+GVORVSp+6V5Ag==",

"status" : "ready",
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"publishTime" : "1607157244",
"dataFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
11
"sampleFiles" : [ {
"fileType" : "csv",
"dataUrl" : "http://hwcloud.com/prodname2",
"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",
"dataName" : "mydata"
11
"category" : "string"
11
"pagination" : {
"currentPage" : 1,
"pageSizeNum" : 100,
"totalltems" : 10
}
}
R&HS: 500
S Nfa
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
RS
RSB R
200 HIEESER
500 MR
s
HI=g
BESIEIRB.

5.5.2.6 TS ZEHIEE

URI

RGBS CIZERINANTE . /KENTIRER S “Ledb-Jbmpn” Xig

RAJLATEAPI ExplorerdRiidiziE [, IFEMAIEEN . API Explorera] LABENERK
SDKAXAB =AY, FHEMSDKARBREIEIXINGE.

POST /v1/datashare/dataset/share
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XER§EARSS
Fxisrm

5 XiRfEE4EN

IERSH

7= 5-189 iE3Kk Body &%

2% BEWI% SR fEid

orglD = String £820id

channellD = String Biaid

cryptoMethod | 2 String ZERE, BRIEEASW

cert 2 String P

sk g2 String FA$H

timestamp 2 String A B2k

provider = String HIEAHEBMIRR

providerName | & String HIEAHERBR

productName | 2 String B

productID v String P &aID

sampleUrl = String HEGEURFRUbIE

sampleSize S String FEBIZER RN

sampleType S String PG EESREY

sampleName | & String FEBIEHERZFR

fileType S String HES R

dataUrl 2 String HURTFHUBIE

dataHash & String HUEIRE

dataSize &= String FHIEAN

dataName & String HIBERTR

description & String HiBRERAMSE, E(FHabelN
ZhY, REXINERISH TIFM
R

plainData = String base644mA3HIBES EE

consumer 2 String TTEBRIEESMIRR

orderSeq ES String TEFRIS, ATNBYLER

watermarkTyp | & String JKENZERY, visibleBAZKER, blind

e E7KED, BRNIZKEDRY, 7E
5; NESEIARERNIKED,
BARKEIRE: RBA
did_productlID,

MASRRAS 01 (2024-01-11) WRIFRE © L ARITERABIRAE 155



XER§EARSS
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2% BEWI%E SRR ik

file B String DRZKEPAYSZAH, ZHXISENIKED
BY, plainDataZGRER

productiDKey | & Array of FmIDEENERS|IXEF, BT

words productiDKey | & EEIETEREFER, FEH

wordsJson RERjsont&t
objects

onChainStore | & String EAEHE EEFEINEEEIE,
AHgEAN “true” B “false” ,
2N “false” o 28 “true”
BY, sampleUrlf1dataUrla]LAg
iE7E, AREEE . /KENIEE
BTt L7,

consumerNa | & String {EREZTR

me

creatorDID & String HIRES = RIZAVCIEEDID,
action3 “new” B, REEIE
A

process|D e String HIRELZRIENIRIZID,
action3"new"Ry, FHEEHA

stageName & String RRBUBE D ZM R TR

action & String TRIZEIE, EE: "new". 1B
po: "append". Bk ",
ZFEAMANRARE R

category & String DNZREZEAY, symmetric/abe, 2k
IAAIsymmetric, NER{FHabe

policy & policy object | abeZRH&

Z 5-190 productIDKeywords)son

8% B W% SRR ik

value ) String XE=E

2 5-191 policy

2% BEWI% SRR R

Threshold = Integer REEERENEHESE

SCHEhRAS 01 (2024-01-11) RN © LARITBIRABREAT 156



XER§EARSS

FRIER 5 XRgERiEHEO

2% BEWI%E SRR ik

Children = Array of FiEMIIE
policy-
children
objects

2 5-192 policy-children

e B WI%E SR ik

name 2 String EHER

type = String EHZEEY (plain, comparable

#policy )

value 2 policy- EHE, RiBtypetiEBEHAHS
children- ., HtypeAplainfd, valuely
comparablev | stringZSBUEHE, Htypely

alue object

policyf, valuegFpolicy, 2
type/gcomparablefd, valuetd
&7 op. valueflmaxValue=%p
Do

£ 5-193 policy-children-comparablevalue

2% EEWI% SR fHid

op & String typeIcomparablefdtES, Lt
RRBFS (><2=)

value 2 String EEBEREE M E, WINEH

maxValue &= String typeJcomparablefH1EE, Lk
% RIthvalue LR(E

D)2

RE&EB: 200

% 5-194 AL Body ¥

2% SR fHiA

consumer String ITERHEESMIRR

consumerNa | String ITERBERERIR

me

N5k 01 (2024-01-11)
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FRisE

5 XiRfEEAEN

iERpI

2% SR fEA

orderSeq String ITRFS=S

provider String TR EBHIRR

providerName | String ITERIREEZR

productID String HEEEmid

productName | String B mER

price String TN

applyTime String 1JERFRIEHATIE]

encryptedAes | String =5

Key

status String TR

reason String TTERERIEER

lockProof String 1T ERBiTEIERE

creatorDID String 5;?,$”EQU§£%DID, WMRZBEIMNHTRE, »
process|D String %@ETEﬁEE?ﬁ%EI D, MR ZBEIMNEARIE,
encryptData | String base644RIZAIEIREZ L

R7SE5: 500

% 5-195 M@ Body &%

2H SRR fiA

errorCode String EELIE

errorMsg String HEIRfAR
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"providerName" : "huawei",
"productName" : "prodname",
"productID" : "product2",
"sampleUrl" : "http://hwcloud.com/sample.com/prodname2",
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"sampleSize" : "10KB",

"sampleType" : "csv",

"sampleName" : "data_sub1",

"fileType" : "csv",

"dataUrl" : "http://hwcloud.com/prodname2",

"dataHash" : "2282ba7a1a2ef5700609214a997d3d4237a03bfd3632c6d089e57e7b6f467969",
"dataSize" : "100MB",

"dataName" : "mydatal”,

"description" : "this is my second prod",

"plainData" : "base64 encoding string",

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",

"orderSeq" : "1",

"watermarkType" : "string",

"file" : "string",

"productiDKeywords" : "[{\"value\":\"taiyuan\"},{\"value\":\"renmin_hospital\"},{\"value\":\"medicine\"}]",
"onChainStore" : "string",

"consumerName" : "string"

U viatd]
RSD: 200
ITRER

{

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1",

"productName" : "prodname1"”,

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncgZNfomkRfzX4WEH]
+oty1X90Cd4h6xMnRvs8BWES5Tvg6BI6QTW/KkmIOEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87CgJ114ae7R
+VK9VVFXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15)pd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : "",

"encryptData" : "base64 encoding string"

R7SE5: 500

e
{

"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"
}

T

NAE 1k

200 ITERER
500 ST oz
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FRigE

5 XiRfEE4EN

ZPS

5.5.2.7 SRENEUEREZERIAAN

&k
THEEN B

il

URI

SRENEUERRE FSRIBAS . 7KENTH

ab
gER

3285 “Hedb-dbmi” X

R LATEAPI ExplorerdRiidiziE ], IFEIMAIEEN . APl Explorera] LABENERK

SDKACERRAI, FIRAESDKICEIRAIEILINGE .

POST /v1/datashare/dataset/query-plaintext

3 5-196 153k Body &

2% =R WI% SR fik

orglD = String £H4Qid

channellD = String Eiaid

cryptoMethod | 2 String ZERE, BHRIBEEASW

cert = String P

sk g2 String FA$B

timestamp 2 String AYE)Ek

consumer 2 String ITEERIEESMHIRR

orderSeq 2 String ITEFIS

encryptData & String HIEZ X, HonChainStoreig
& “true” BF, AIREIA

watermarkTyp | & String 7KERNSERY, visibleAAZKED, blind

e 27KED, #RNIKEDRY, HIRIES
AFE, IREHHENDZE
IRERIIHEER NI ZRE/KED, T
T EBRERANREIKED . BRABI7K
EDRE: FRA
did_orderID,
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XER§EARSS

FF&IER 5 XERgEPiEHEO
2 BRI SR i)
onChainStore | & String HIEZENE LT LFE, g

B “true” g “false” , EIA
H “false” . UWNRIRE S
“true” , MRFEHN
encryptData, AJBzpfEpE L3k

EEURE
[ e
RE&E8: 200
& 5-197 Az Body %
B8H e et ik
provider String 1T BRMESHIFR
productID String HEEE T mid
plaintext String base644miBHIEIRAES
REHB: 500
& 5-198 Az Body S%{
8% e et fik
errorCode String FEL)
errorMsg String PSS
(=R GNl
{
"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "-----BEGIN CERTIFICATE-----\\n..\\n-----END CERTIFICATE-----",
sk : "-===-BEGIN PRIVATE KEY-----\\...\\n-----END PRIVATE KEY-----

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",
"orderSeq" : "1",

"encryptData" : "base64 encoding string",

"watermarkType" : "string",

"onChainStore" : "string"

N Rz
RSHG: 200
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ITRER.

{
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product1",
"plaintext" : "base64 encoding string"

}
AEM\: 500
SN

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}
R

RSB 0%

200 BRER,

500 SN Rz
HI=g

B2 EIRE .

5.5.2.8 REN{4AAIREZKED
INRENER

HRESHRAYREKED o IKENINRERSHF “4edb-1bmpy” Xig

i

ZB]LATEAPI ExplorerdrifFiiziEz [, STIFERIAIELEIN . APl Explorera]LABRI4ERL
SDKAXEBRABI, FHRESDKBREIEIXINGE

URI
POST /v1/datashare/dataset/watermark/extract
IBREH
# 5-199 FormData 2]
B8H BE W% SR R
file 2 File EEIEEES/KEDAYSZRY
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XEREEARSS

F i 5 XiRgEEHED
g R 228
RS 200
% 5-200 g Body 2%
B8 SHEH fEiA
watermark String XAHHRERARIBEKENAZS, AERARKEIRARE
WR7&R9: 500
%% 5-201 g Body &%
28 SHEE fHiA
errorCode String e
errorMsg String A
BRI
x
N Rz 7~f51
WR7&8S: 200
RENREZKEDRYIREBIRES
{
"watermark" : "string"
}
WR7Z&8S: 500
5 I K
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
W&

RSB fiR

200 IRENEKEPROIREIRE

500 S vz
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FkisE

5 XIRfEEHEN

ZPS

52 EIRB .

5.5.2.9 EiEENSIRED ERE

ThEeN 4R
BiEENHIRESZRE
U5
EaJLATEAPI Explorerdifidiziz 0, IFEMAIESEAN .. API Explorera] LABRN4ERK
SDKCEBR I, FHRHSDKICIBREIEIRINEE
URI
POST /v1/datashare/dataset/query-process
iBRESH
%% 5-202 53K Body &
e =R W% SR R
orglD = String £H4Qid
channellD v String ‘@aid
cryptoMethod | 2 String N&E7i%, BRIEEASW
cert = String P
sk 2 String FA$E
timestamp g String A a)Ek
creatorDID 2 String et EE B MHIRR
process|D 2 String MAZID
V254
KE&\: 200
2 5-203 I Body ¥
2% SHRT R
creatorDID String Bt el =g =g iy
processiD String mAzEID
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XEREEARSS

FRiER 5 XiRgEiEHHEC
2% S fEA
stages Array of MERRMERER
StagelnProce
ss objects

2k 5-204 StagelnProcess

2¥ SR A

stageName String FERATR
createTime String MYEE S L pEadaEk
consumer String IBEEBMDIRR
orderSeq String ITEFSIS

K&/ 500

% 5-205 g Body 2%

84 SHRT R
errorCode String FESL)
errorMsg String eSS

i5RHl

/v1/datashare/dataset/query-process

{
"orgIlD" : "{{orglID}}",
"channellD" : "{{channellD}}",
"cryptoMethod" : "{{cryptoMethod}}",
"cert" : "{{cert}}",
I|Sk|I : "{{Sk}}",
"timestamp" : "{{timestamp}}",
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVy;j",
"processID" : "a779dd88-f7a3-4ac9-bf1c-aled1d827632"

N Rz7~5Y
WK&G: 200
SRS EREIRED EMENN S

{
"creatorDID" : "did:example:YLgvmFcukyig)pRsqRbFMn",
"processID" : "25f46489-29bb-4f58-8f4c-e12dala4bd66",
"stages" : [ {
"stageName" : "transaction1",
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"createTime" : "1640574210",
"consumer" : "did:example:My8PRB5dKDVVvBKXT760JoB",
"orderSeq" : "8zLQUpyswA8kpiHESAUhZN"
h o
"stageName" : "transaction2",
"createTime" : "1640574304",
"consumer" : "did:example:T1kFDUQAqo2z2X7hJWiRtQ",
"orderSeq" : "30KCPSKLGvaebT6z3a4PvY"
h o
"stageName" : "transaction2",
"createTime" : "1640587323",
"consumer" : "did:example:T1kFDUQAqo2z2X7hJWiRtQ",
"orderSeq" : "GPSta7mTScEEaQVRB62wUF"
h o
"stageName" : "transaction2",
"createTime" : "1640680918",
"consumer" : "did:example:T1kFDUQAqo2z2X7hJWiRtQ",
"orderSeq" : "8kzahSLi2kBxY8GGBZdLhp"

1]
}
RSB
RS R
200 B ENHREES ZREMNSE
500 SN fiz
=L
ESIEIRB.
5.5.2.10 EifiEE =0 ERIFREIRE
INEEN4a
BigeEnEtIZ2ENMERE
IE
R0 LATEAPI ExplorerdifFiiziEz [, STIFEIAIELEIN . APl Explorera]LABRI4ERL
SDKACHE R, FHRESDKACHIRAEIEIRINEE
URI
POST /v1/datashare/dataset/query-processes
IBRSH
%R 5-206 153K Body &%
2% BEWI% SRR R
orglD 2 String Hid
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XEREEARSS

FRigEE 5 XIRgEIEN4EEO
2% mEwI% SR fiEid
channellD = String EiEid
cryptoMethod | 2 String ZEsE, BRIEERSW
cert 2 String uEH
sk g String FA$H
timestamp 2 String A2,
currentPage S String PRESH: HEITHES (BRIA1)
pageSizeNum | & String PR BREH(EHA100)
creatorDID 2 String mELIEE S MR
I e
KRE&MG: 200
2 5-207 I Body &%
2¥ SR fi#iA
items Array of HIREDZENIEIIE
DatasetShare
ProcessRespo
nseBody
objects
pagination PaginationRe | D TREE
sp object
2R 5-208 DatasetShareProcessResponseBody
2% SR f#iA
creatorDID String mizEtlEEBMIRR
process|D String mAzID
stages Array of METPRIMERER
StagelnProce
ss objects
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FA&igE 5 Xk EEO
2K 5-209 StagelnProcess
2% SHRT RR
stageName String FTERATR
createTime String MYER(S B L hEAd (a2,
consumer String HEEBMDIRR
orderSeq String ITEFSS
£k 5-210 PaginationResp
2% S¥RT RER
currentPage | Integer EEIDEE
pageSizeNum | Integer BREH
totalltems Integer BREH
K& 500
% 5-211 IR Body 244
8% SR fiik
errorCode String FEL)
errorMsg String HHIRA
(=2 Nl

il iz 73~f51

/v1/datashare/dataset/query-processes

{

"orgID" : "{{orgID}}",

"channellD" : "{{channellD}}",

"cryptoMethod" : "{{cryptoMethod}}",

"cert" : "{{cert}}",
sk sk},

"timestamp" : "{{timestamp}}",
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVy;j",

"currentPage" : "1",

"pageSizeNum" : "100"

R&E: 200

ElisEniz | ZENFEREIIN S

{

"items" : [ {
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"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "442a6b42-82b7-415a-a0e6-deaaee59f582",
"stages" : [ {

"stageName" : "Seconde transaction",
"createTime" : "1639824526",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "N6UhspZ5cQY7NtHsxuFTZ"
1]
h o
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "a779dd88-f7a3-4ac9-bf1c-a0ed1d827632",
"stages" : [ {
"stageName" : "First transaction",
"createTime" : "1639824239",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "FKCx1Cfatj7RRsKMWPQ7wQ"
WA
"stageName" : "",
"createTime" : "1639826471",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "8PuuWWg521bzZDXadzwPdMn"
W Ao
"stageName" : "Seconde transaction",
"createTime" : "1639826898",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "SCkh1rQ6aD5SYTYkojn44W"
1]
h o
"creatorDID" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"processID" : "d15b5213-5cb8-4af4-97dc-143379369f35",
"stages" : [ {
"stageName" : "564econde transaction",
"createTime" : "1639827681",
"consumer" : "did:example:8sAvsS4tB3NYgMJ4ugbVY;j",
"orderSeq" : "XCXtVZsdKFDLaErzpSZYAN"
1]
11
"pagination” : {
"currentPage" : 1,
"pageSizeNum" : 100,
"totalltems" : 3
}
}
RS
R ik
200 BigigEREEZENMERERNSE
500 SR
33
L
BESIEIRE

5.5.3 #iE1TRERE
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Fxisrm 5 XiRfEE4EN

5.5.3.1 FRigEiRE

ThEEN 4R
FRIBEIES
s
fEATLATEAPI Explorerdhiflifiziz [, SIFENMAIESEN . API Explorera] LABZIAERL
SDK{CHER B, FHRESDKAHBREIEIRXINGE
URI
POST /v1/datashare/dataset/dataset-order
BRSH
7 5-212 {53k Body 2#
2% BEWI% SR fEid
orglD 2 String £H2Rid
channellD = String Biaid
cryptoMethod | 2 String ZERE, BRIEEASW
cert 2 String P
sk g2 String FA$H
timestamp 2 String A Bk
consumer 2 String ITERRBEBMIRR
orderSeq = String ITRFIS
provider 2 String HIEERMEBMHIRR
productID = String HiRErmid
reason & String EHI5ERE
consumerNa | & String HIRERIBE BN
me
V24

WK&G: 200
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XEREEARSS

Fiism 5 XRfEFIEFEO
#& 5-213 AN Body 2
2% SR ik
consumer String ITBRBEREBHIRR
consumerNa | String ITERHERERIR
me
orderSeq String ITRFS=S
provider String TR EBHIRR
providerName | String ITERIREEZR
productID String HiEEmid
productName | String B mER
price String TR
applyTime String 1T FRIEATIE]
encryptedAes | String 45
Key
status String TR
reason String 1TERERIEER
lockProof String 1T ERBITEIERE
creatorDID String 5@T’EQUE%DID, WMRZBEIMNHTRE, B
process|D String %E?ET%WE%EID, MR ZEIMNETRE,
R&M: 500
% 5-214 K7 Body %
2% SR ik
errorCode String L]
errorMsg String Ei=fEA
(=R GNl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- "

"timestamp" : "2020-10-27T17:28:16+08:00",
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Fxisrm 5 XiRfEE4EN

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",
"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"productID" : "product2",

"reason" : "apply dataset for Al",

"consumerName" : "user1"

e Rz 73~451
RSEE: 200
ITERER

{

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1”,

"productName" : "prodname1"”,

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncgZNfomkRfzX4WEH]
+oty1X90Cd4h6xMnRvs8BWES5Tvg6BJI6QTW/kmIOEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87CgJ114ae7R
+VK9VvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}
W&G: 500
KM 7

{
"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"

}
RS
RSB R
200 TERER
500 SN Rz
BI=0
152 iSRS,
5.5.3.2 {EIEUREE
INRENA
ENEIESE
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XER§EARSS

F &I 5 XiR§E A4
s,
IERTLATEAPI Explorerdiiffiflizdl, STIFERNAIESE . APl Explorera] LABEN4ERY
SDKCRBRA, FHRESDKAEBREIEIXINGE
URI
POST /v1/datashare/dataset/authorize-dataset
ERESH
7 5-215 153K Body &%
e =A% ST ik
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String N&E7i%, BRIEEASW
cert = String uEH
sk 2 String FA$E
timestamp g String RIS
consumer 2 String ITEERIEESMHIRR
orderSeq 2 String TEFIS
) e
WR7&89: 200
7 5-216 ALK Body 2%
2 SR A
consumer String ITERHEEBSMIRR
consumerNa | String ITERHEERIR
me
orderSeq String ITBRYIS
provider String TR EBHIRR
providerName | String TR E IR
productID String HiE&Er-mid
productName | String HIRBEF MBI
price String TER N
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XEREEARSS

FHRIER 5 Xk
2% SR fEA
applyTime String 1TERERiEATE
encryptedAes | String %A
Key
status String TR
reason String TR RIBEE
lockProof String 1TERHIREERR
creatorDID String 5;’?:‘1”%@U§$%DID, MRLBIMNHTRZE, B
process|D String %@?}%ﬁﬁ%iﬁ&m, MR GEIMNETRIE,

R7SF5: 500

K 5-217 g Body 2%

2% SRR R
errorCode String LI
errorMsg String HEiRfAR
=l
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE----- "

"timestamp" : "2020-10-27T17:28:16+08:00",
"consumer"” : "did:example:3TMWx8owKHARgNwbj4ywmG",
"orderSeq" : "1"

I[a iz 73~
REB: 200
iTEEE

{
"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",
"consumerName" : "Tyler",
"orderSeq" : "1",
"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",
"providerName" : "hw",
"productID" : "product1",

"productName" : "prodname1",
"price” : "0",
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F&iER 5 XiRfEiEHEO

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH;
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BJ6QTW/km9OEO/FSYqzJf2GqQzAleAcLJrTBZ3LRbPaF87CgJ114ae7R
+VK9VvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}

K&E: 500
KM

{

"errorCode" : "BCS.5002046",

"errorMsg" : "Incorrect number of arguments"
}

N

K& E1::)%

200 TRER

500 SN

H 2
HIxD
B2 EIRE .

5.5.3.3 EMOTEIRES

URI

iBREH

BT BRI

R LATEAPI ExplorersRiidiziE ], IFEIMAIEEN . API Explorera] LABENERK
SDK{CHERBI, FHRESDKAHBRAEIEIRXINGE .

PUT /v1/datashare/dataset/order

%t 5-218 153K Body &#!

2% EEUkE SR A
orglD 2 String £H7id
channellD = String BiEid
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XER§EARSS
FRisE

5 XiRfEE4EN

RS &

BRI

2 BRI SR i)
cryptoMethod | 2 String n&E7i%, BRIEEASW
cert 2 String U
sk g String FA$H
timestamp g String B a)E;
consumer 2 String ITERERBEEBMIRR
orderSeq = String BEFIS
orderStatus 2 Integer REITERIRES (038R, 1%k
W, 2BGH )
reason S String R
KEFL: 200
% 5-219 [[IR7 Body £
S SRR N
result String BIEER
RSB 500
% 5-220 TRZ Body B
2% SRR R
errorCode String L]
errorMsg String HEiRfAR
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",
"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",

"orderSeq" : "1",
"orderStatus" : 0,
"reason" : "string"

N5k 01 (2024-01-11)
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F&iER 5 XiRfEiEHEO
N 7~
K& 200
BREER
{
"result" : "success"
}
KB 500
S M0
{"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
N
K& ik
200 BREER
500 LM
R
52 BRI
5.5.3.4 fHIpRITER
ThEET 4R
fERITER
iEhd
R LATEAPI ExplorersRiiiziE ], IFEIMAIEEN . API Exploreri] LABENERK
SDKAXEBRAI, FHRESDKABBREIEIXINGE .
URI
DELETE /v1/datashare/dataset/order
RS

3 5-221 153K Body &%

2% =AUk SR ik
orglD 2 String £H4Qid
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XER§EARSS
FRisE

5 XIRfEEHEN

MR S4L

BRI

N Mz 73~ 51

2H BEWI%E SR fHR
channellD = String BiEid
cryptoMethod | 2 String n&E7i%, BRIEEASW
cert 2 String UE$
sk g String FA$H
timestamp 2 String A a2
consumer 2 String ITERBEEBMIRR
orderSeq = String ITREFIS
K&/ 200
2 5-222 i Body 2%
8% SHRT R
result String BRIEER
RE&EE: 500
2 5-223 i Body 2%
2% SR RER
errorCode String e
errorMsg String HEiRfA
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "--—-- BEGIN CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"orderSeq" : "1"

W&G: 200

N5k 01 (2024-01-11)
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F&iER 5 XiRfEiEHEO
BRIEER
{
"result" : "success"
}
KA&EB: 500
KM i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
I NEE
R ik
200 SR
500 SN i
tHIRIG
5= EIRG .

5.5.3.5 HifjfgEIT8

TORENA

i

URI

IERSH

EiEEITR, RIETREEEJJGNITREFSISER.

EaJLATEAPI Explorerdifidiziz 0, IFEIAIESEAN . API Explorera] LABRNI4ERK

SDKAIRGI, FHRMSDKARIREIFIHINGE

POST /v1/datashare/dataset/query-order

% 5-224 155K Body %

28 EEWIE ST fEiA

orglD 2 String £Hid

channellD = String BiEid

cryptoMethod | 2 String m=Zrsix, BRIBERSW
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XER§EARSS

Fiism 5 XREFPIEEEO
2% mEwI% SR fiEid
cert 2 String UEH
sk g String FAH
timestamp g String A a)E;
consumer 2 String ITERERBEESMIRR
orderSeq = String TBEFYIS
InJVE=S5't
R&FB: 200
% 5-225 g Body 2%
2 SR A
consumer String ITERHEEBMIRR
consumerNa | String ITERHEERIR
me
orderSeq String A2
provider String 1T BRMEBHIFR
providerName | String ITERIRHE IR
productID String HiE&Er-mid
productName | String HIBEr-mBAR
price String 1TERNER
applyTime String 1T ERISAYE]
encryptedAes | String =$A
Key
status String TR
reason String TTERERIEER
lockProof String 1T ERPREERR
creatorDID String 5;:t‘uf,iﬁU§¥%Dl D, MR SBEIMNHTRIE, BN
process|D String HENTRFFEREID, MESEMNETRE,

ﬂj “n
S

REH: 500

MAERRAS 01 (2024-01-11)
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F&RIER 5 XEbERiEHE O
& 5-226 Kz Body %
84 e el R
errorCode String e
errorMsg String A

iERTBI

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c¢8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- ",
sk : Memee- BEGIN PRIVATE KEY----- \\n..\\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",

"consumer" : "did:example:3TMWx8owKHARgNwbjdywmG",

"orderSeq" : "1"

il Bz 73=A5)
REG: 200
iTE(EE

{

"consumer"” : "did:example:3TMWx8owKHARgNwbj4ywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1”,

"productName" : "prodname1"”,

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH]
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BI6QTW/km9OEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87Cg)114ae7R
+VK9VvfXQ8exuH2KMRD305dXieGpM4VPVv9u1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",

"lockProof" : ""

}
K& 500
S

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
REB
REEE i)
200 ITERER
500 e v
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FRiER 5 XRgEAEHEO
L
BEIEIRB.
5.5.3.6 EENTR5E
Iheena
BISTE, ZEoRIREEEEE,
izt
EATLATEAPI Explorerdiidiziz [, STIFEEIAIEEEN . API Explorera] LABR4ERK
SDK{CRERI, FHEHSDKAEERBIEIXINEE .
URI
POST /v1/datashare/dataset/query-orders
IBREH
# 5-227 {53k Body 2%
2H BRWIE SR fHR
orglD 2 String £H4Qid
channellD = String ®|iEid
cryptoMethod | 2 String ZEsE, BRIEEASW
cert g String uEH
sk g String FA$H
timestamp 2 String A iE)E%
currentPage S String PRESH: HEITHES (BRIA1)
pageSizeNum | & String PRESE: BREH(ELHIA100)
provider & String WEERM: ITREPHIEERTE
B{HIRiR
searchText S String e fEckE=x (1T8/
AR )
status B String M TR (ready.
finished. failed. canceled)
consumer S String TR ITRBEHEESHIRR
) E=S
R&ES: 200
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XEREEARSS
Fxism

5 XiRfiEE4EN

2 5-228 i Body 2%

2 S¥R A
items Array of IES

DataOrderRe

sponse

objects
pagination PaginationRe | D TREE

sp object

& 5-229 DataOrderResponse

2% SR ik
consumer String ITBRBEREBHIRR
consumerNa | String ITERHERERR
me
orderSeq String ITEFSIS
provider String TR E BHIRIR
providerName | String ITERIREEZIR
productID String iR mid
productName | String HIEEFmEMR
price String TR
applyTime String 1TERERiSATE]
encryptedAes | String =58
Key
status String TR
reason String TR RIBEE
lockProof String 1TERHIREIERA
creatorDID String 5@T’EQUE%DID, MR ZBEIMNHTRE, #
process|D String METEEERIZID, tNBEEEMNEERE,

?J “wn
S
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XEREEARSS
Fxism 5 XiRfiEE4EN

2k 5-230 PaginationResp

SH SHERE iR
currentPage Integer

L:Hi
R | B
| JH

pageSizeNum | Integer

& | @
R |
i
&

i
s

totalltems Integer

KEB: 500

% 5-231 g Body ¥

2¥ SHEE iR
errorCode String e
errorMsg String HHIRA

BRI

{
"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE----- "
sk : Memme- BEGIN PRIVATE KEY----- \\n..\\n----- END PRIVATE KEY----- ",
"timestamp" : "2020-10-27T17:28:16+08:00",
"currentPage" : "string",
"pageSizeNum" : "string",
"provider" : "string",
"searchText" : "string",
"status" : "string",
"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG"

e Nz 73~451
K& 200

ITEDTER

"items" : [ {

"consumer" : "did:example:3TMWx8owKHARgNwbj4ywmG",

"consumerName" : "Tyler",

"orderSeq" : "1",

"provider" : "did:example:DHkJjyD5wZwya6sd6BNBnG",

"providerName" : "hw",

"productID" : "product1",

"productName" : "prodname1",

"price" : "0",

"applyTime" : "1607332359",

"encryptedAesKey" : "BNGhPwjaTgpM+V7czzw1i4mH21KKN+XLKXHLqVsRIfybUCncqZNfomkRfzX4WEH;|
+oty1X90Cd4h6xMnRvs8BWE5Tvg6BI6QTW/kmIEO/FSYqz)f2GqQzAleAcLIrTBZ3LRbPaF87CgJ114ae7R
+VKIVvfXQ8exuH2KMRD305dXieGpM4VPVvOu1BbL15Jpd/g==",

"status" : "ready",

"reason" : "l want product1",
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F &I 5 XiRfEiEHEC
"lockProof" : ""
b1
"pagination" : {
"currentPage" : 1,
"pageSizeNum" : 100,
"totalltems" : 10
}
}
K&B: 500
M i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
W&
K& )%
200 BESUES
500 SR
=0

B2 NEI=RE.

5.5.4 BHEINZNERAE

5.5.4.1 #1441t ABE %58

TORES TR

¥UaLABEERME, tNSRownerk#IALIZABEEZSH, NIBIERKFHFMEEEL .. 0
HownerEBABEEXESH, FEB=.

iz

&0 LATEAPI ExplorerdhiidiziE O, SIFEIAIEEN . APl Explorerea] LAEZIAERY
SDK{JCﬁf_'JTWJ FRMHSDKICRBREIEIRINGE o

URI

POST /v1/datashare/abe-setup

N5k 01 (2024-01-11)
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XER§EARSS

F&igrE 5 XIRgEIEN4EEO
RS
% 5-232 {53k Body &%
8% =% e el 1k
orglD = String £H4Rid
channellD = String Biaid
cryptoMethod | 2 String INZE7 % BRIEEASW
cert 2 String P
sk g String FAB
timestamp 2 String RIS
owner = String IR MENISMIRR
keyManager | & String abe RFGTEX AR, FHikEH
Mode ER “central” BEZHIL
&z “distributed” , ZIERX
ANEE—IR, BRARZSHIOME
Ho
e
R&WE: 200
2 5-233 IR Body 2%
8% BHEE R
secretJson String ABEZXEFATH
publicKeyJson | String ABEE$H
KEE: 500
2 5-234 IRz Body &%
e e e R
errorCode String IR
errorMsg String eSS
(=R &Nl
{

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
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Fxisrm 5 XiRfEEAEN

"channellD" : "mychannel",
"cryptoMethod" : "SW",
"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----

"timestamp" : "2020-10-27T17:28:16+08:00",
"owner" : "did:example:8poVETnVCry9ecfHSDeQaR"

e Rz 73~451
REB: 200
ABEEZREE
{

"secretJson" : "{}",
"publicKeyJson" : "{}"

RS 500
LI R

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
R

RSB )%

200 ABEEZHER

500 SN Kz
BI=

B2 EIRB.

5.5.4.2 E5 ABE %A
IHEENA

EFFABEEESA

i

R LATEAPI ExplorerdRiidiziE [, IFEIMAIEEN . APl Explorera] LABENERK
SDKAXAB =AY, FHEMSDKAREREIEIXINGE.

URI

POST /v1/datashare/abe-update
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XEREEARSS

FRIER 5 XRgERiEHEO
RS
7= 5-235 {53k Body &%
el BEWI% ST (i35
orglD 2 String fHA7id
channellD = String BiEid
cryptoMethod | 2 String INZE75 % BHRIBEEASW
cert 2 String P
sk g String FA$H
timestamp 2 String A iE)E%
secretKeylson | & String jsont&ztAYabeFFATH
publicKeyJson | & String jsont&ztAYabeEH
owner 2 String ZEHEREB DRI
i R&E
R&ES: 200
R 5-236 i Body %4
e SHRT R
oldSecretison | String IHABEEFA$H
oldPublicKeyls | String |IHABEE4H
on
newSecretJso | String #HABEZEFAH
n
newPublicKey | String FTABEE\4H
Json
K& 500
% 5-237 I Body S
2% SHRE R
errorCode String e
errorMsg String eSS
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Fxisrm 5 XiRfEE4EN

iBERTA

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW

"cert" : "----- BEGIN CERTIFICATE----- \\n...\\n----- END CERTIFICATE-----
sk i Mammee BEGIN PRIVATE KEY-----\\n..\\n----- END PRIVATE KEY-----
"timestamp" : "2020-10-27T17:28:16+08:00",

"owner" : "did:example:8poVETnVCry9ecfHSDeQaR",

"secretKeylson" : "string",

"publicKeyJson" : "string"

M Rz~
REFS: 200
BEEREFIEABEEEAEE
{

"oldSecretJson": "{}",

"oldPublicKeyJson": "{}",

"newSecretJson": "{}",

"newPublicKeyJson": "{}"
}

A1 500
S R
{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
K&
REB )%
200 RENREFEIIABEEZAEE
500 S R
BI=0
B2 NEI=RE.
5.5.4.3 &if ABE FZ5$3
IHEENA
BIAABEEE4H
@it

&B]LATEAPI ExplorerdifidiziEz [, XIFERMAIEEN . API Explorerfa] LAEENERY
SDKICESRHAI, FHRESDKAEREIEIHINGE.
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XEREEARSS

F&igE 5 XRgEFEHEO
URI
POST /v1/datashare/abekey
IBRESH
7= 5-238 153K Body &4{
B8H BE W% SR fHR
orglD 2 String £820id
channellD = String ®|iEid
cryptoMethod | 2 String INZE7 % BRIEEASW
cert 2 String P
sk 2 String FA$B
timestamp = String A E)E
owner = String ZEHE R EIBMDIRR
keyManager | & String abe RFAENXERRT, FiEFEH
Mode OB “central” ZgEZ )
&30 “distributed” , ZIERX
AEERE—IR, BRAAZHOE
Ho
D)VES58
R&EE: 200
& 5-239 WKL Body &%
2% SHE iR
secretKeyJson | String jsont&ztBYabeFEFAH
publicKeyJson | String jsont&z{AYabeENEA
RS 500
% 5-240 AR Body S
2% SHRE T
errorCode String e
errorMsg String HIRfmA
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Fxisrm 5 XiRfEEAEN

iBERTA

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE-----
"k temeen BEGIN PRIVATE KEY-----\\n..\\n----- END PRIVATE KEY-----",
"timestamp" : "2020-10-27T17:28:16+08:00",

"owner" : "did:example:8poVETnVCry9ecfHSDeQaR"

}
N pz7~f51
KE&\: 200
ABEEZEIRER
{
"secretKeyJson" : "string",
"publicKeyJson" : "string"
}
WREL: 500
KM
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
T
K& ik
200 ABEEZERER
500 S M Rz
Hi=5
BESIEIRB.
5.5.4.4 E3i5 ABE FIF&4H
TheEeN 48

FiSABEFIF%$A

i

EATLATEAPI Explorerdifidizig [, SXIFESIAIEEEN . API Explorera] LABRI4ERK
SDKACRE B, FHEMSDKARIBREIAIXINGE .

URI
POST /v1/datashare/abekey-order
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=ApplyABEUserKey

XER§EARSS

F&igE 5 XIRgEIENGEEO
RS
K 5-241 153K Body 2%
e EE W% SR R
orglD = String £H4Qid
channellD = String BiEid
cryptoMethod | 2 String mzrsx BaiEEASW
cert y s String uEH
sk 2 String FA$H
timestamp 2 String RIEIES
applyer 2 String RIEENSMDIRR
provider = String ENENBHIRR
attrJson = Array of IEE2ZIES
attribute
objects
K 5-242 attribute
e B WI%E e 2 e it R
name = String |
type = String B (plain,
comparable )
value = String BitE ( HtypeAIplainkd,
value H[EH(E. ZHtypeXy
comparablefit, valuelZEEE
. )
maxValue & String EBHE LR, valuenTBEERZIRY
RAE. Rittypess
comparableRd B i#{E
D)VE=254
KRE&MG: 200
2k 5-243 l[ILZ Body &3
2% SR R
applyer String S EMNEMHIRR

MAERRAS 01 (2024-01-11)

WRIERE © EARITERARERAF

192




XER§EARSS

Fiism 5 XREFPIEEEO
2% SR fEA
applyerName | String RIS ERER
provider String ENENBHIRR
providerName | String ENERIRIR
service String BENENRS S
price Integer &
applyTime String ERiSAYE
encryptedABE | String HANZRYABEZESA
Key
status String ERiEIRE, requestRRKIZIN; readyzR~EIB

ER0IE
reason String [REA
lockProof String UERA
attributesJson | String B

R&ME: 500
K 5-244 Ui Body 2%
2% SR A
errorCode String e
errorMsg String HIRfmA
=R GNl
{

"orgID": "ce0ac69b0c8648cd25b44a551780409767c8890b",

sk e-m-- BEGIN PRIVATE KEY-----

\\n..\\n

MRz~

"timestamp": “2020-10-27T17:28:16+08:00” ,
"applyer": "did:example:Mb4SshJeN5ukWXkbMJK8xC",
"provider": "did:example:Mb4SshJeN5ukWXkbMJK8xC",

"attrJson": "[{\"name\":\"att1\",\"type\":\"plain\",\"value\":\"att1name\"},{\"name\":\"att2\" \"type\":\"plain

\"\"value\":\"att2name\"} {\"name\":\"att3\",\"type\":\"plain\",\"value\":\"5\"}]"

}

K&63: 200
ABEFIFPZSRITRER

N5k 01 (2024-01-11)
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XER§EARSS

F i 5 XiRgEhEHED
{
"applyer" : "did:example:Mb4SshleN5ukWXkbMJK8xC",
"provider" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",
"applyTime" : "1622166512",
"status" : "ready",
"attributesJson" : "{\"att1\": \"YXROMW5hbWU=\"\"att2\": \"YXROMm5hbWU=\"\"att3\": \"NQ==\"}"
}
WR&E: 500
M i
{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"
}
K&
K& A
200 ABEFIFRZIBITRER
500 SR M iz
H
T
5 EIRG .

5.5.4.5 $55f ABE AP %48

ThaeN A

iz

RIXABERIFEH

RB]LATEAPI ExplorerdRididiziEz [, IFEMAIESEN . API Explorera] LAEENERY

SDKACHERBY, FHEMSDKRISREIEIRINEE

URI
PUT /v1/datashare/abekey-order
ERESH
% 5-245 153K Body &%
28 EEWIE ST fEiA
orglD 2 String £H7id
channellD = String BiEid
cryptoMethod | 2 String nzEri% BeiEEASW
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=AuthorizeABEUserKey

XER§EARSS

FAiEE 5 XiR§ERE4EO
2% mEwI% SR fiEid
cert 2 String UE$
sk g String FA$H
timestamp 2 String A iE)E%
applyer 2 String FRISENSMDIRR
provider = String ENENS KRR
attrJson &= Array of EE2IES
attribute
objects
R 5-246 attribute
2% =R wI% SR ik
name = String EER
type 2 String B (plain,
comparable )
value = String BiHE ( HtypeIplainkd,
value HEM(E. Ztypel
comparablefid, values/R2EE
. )
maxValue B String BIE LR, valuenTREENRIRY
BXE. Rfttypels
comparableR3AJ i
) ES
RE&EB: 200
R 5-247 g[; Body 2%
2% S fix
applyer String S EMNEMHIRR
applyerName | String FRIEERIZR
provider String RINERIBHIRIR
providerName | String EERIBTR
service String ENERSE
price Integer Mg
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XEREEARSS

FRIER 5 XRgERRiEEO
2% SRR fik
applyTime String FRISHYE
encryptedABE | String BN HIABEZEH
Key
status String BIBIRZE, requestRRKIZIN; readyR <5
S4bE
reason String [REA
lockProof String IERH
attributes)son | String B
RE&M: 500
2 5-248 IRz Body 2%
2% S¥RE R
errorCode String L]
errorMsg String eSS
=R &Nl
{

g Rz7~51

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",

"channellD" :

"mychannel",

"cryptoMethod" : "SW

"cert" : "----- BEGIN CERTIFICATE

sk Mmoo BEGIN PRIVATE KEY-----\\n..\\n
"timestamp" : "2020-10-27T17:28:16+08:00",

"applyer" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",

"provider" :

"did:example:Mb4SshJeN5ukWXkbMJK8xC",

"attrJson" : "[{\"name\":\"att1\",\"type\":\"plain\",\"value\":\"att1name\"},{\"name\":\"att2\",\"type
\":\"plain\"\"value\":\"att2name\"},{\"name\":\"att3\",\"type\":\"plain\",\"value\":\"5\"}]"
}

RSF5: 200

ABEFEFZRITRERE

{

"applyer" : "did:hwid:mfqqdiw8V64JbPFgQsoiv",

"applyerName" :

no.onn

"prowder" :"did: hW|d FahQr32NgQZWjGRiCZc37C",

prowderName
"service" : ""
"price" : 0,
"applyTime" :

no.onn

encryptedABEKey

"en

"status
"reason

ready

no.onn

no.onn

no.oun

N5k 01 (2024-01-11)
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XER§EARSS

FRiER 5 XRgEAEHEO
"lockProof" : "",
"attributesJson" : "[{\"name\":\"att3\",\"type\":\"comparable\",\"value\":\"3\",\"maxValue\":\"1000\"}]"
}
RS 500
STHIIR iz
{

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}
RSB
RSB iR
200 ABERIFZESHITRER
500 SEWINE
TES
B2 ERB.
5.5.4.6 &5if) ABE FIFE$AHRiS
INREN A
BEIDABERFZSARIS
U
fEATLATEAPI Explorerdhiflifiziz [, STIFEDNMAIESEMN . API Explorera] LABZIAERL
SDKACEERMI, FHEMSDKACREREIEIXINEE
URI
POST /v1/datashare/query-abekey
BREH

% 5-249 55K Body %

28 Bk SHKE 12153

orglD 2 String £H47id

channellD = String BiEid

cryptoMethod | 2 String nzE7i% BeiEE/ASW
cert = String uEH
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=QueryKeyOrderByID

XEREEARSS

FAiEE 5 XREFIEEO
2% mEwI% SR fiEid
sk g String FA$H
timestamp = String A a)Ek
provider = String EINENBHIRR
applyer 2 String FRISENSMDIRR
D)VE=S54
RE&FB: 200
% 5-250 I Body 241
2% ¥R 275
applyer String S EMNBMHIRIR
applyerName | String FRIEERIBR
provider String ENENBHIRR
providerName | String ENERIRTR
service String BNENRS S
price Integer Mg
applyTime String FRISHY
encryptedABE | String BN HIABEZEH
Key
status String BRIBIRZ, requestRIAKIZIN; readyzR <15
ER0IE
reason String IR
lockProof String IERH
attributesJson | String B
REH: 500
% 5-251 AL Body &%
2% SR ik
errorCode String e
errorMsg String IR
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XER§EARSS
Fxisrm 5 XiRfEEAEN

iBERTA

e Rz 73~
REES: 200
ABEFIFPZSRITRERE

{
"applyer" : "did:hwid:mfqqdiW8V64JbPFgQsoiv",
"applyerName" : "",
"provider" : "did:hwid:FahQr32NgQZW;jGRiCZc37C",
"providerName" : "",
"service" : "",

"price" : 0,
"applyTime" : "1672985584",
"encryptedABEKey" : "",
"status" : "ready",
"reason" : "
"lockProof" : "",
"attributes)son" : "{\"att1\":\"YXROMWS5hbWU=\",\"att2\":\"YXROMm5hbWU=\",\"att3\":\"NQ==\"}"

}

K&83: 500

ST Nfe)

{
"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

}

RSB
RSB ik
200 ABERFZSHITRER
500 SN iz
H D3
==

52 EIRB.

5.5.4.7 ABE FIPZ R EUE

IHRENEA
ABERI P ZREZHUE
A

EaTLATEAPI Explorerdifidiziz O, IFEMAIESEAN . API Explorera] LABRNI4ERK
SDK{CHE R, FHRMESDKARAEIEIXINGE .
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https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=BCS&api=DecryptData

XER§EARSS

F &I 5 XiRfEiEHEO
URI
POST /v1/datashare/abe-decrypt
iBRESH
% 5-252 iE3K Body &%
2% =R WI% SR fik
orglD 2 String £H40id
channellD = String BEiaid
cryptoMethod | 2 String INZE7 % ERIEEASW
cert = String I
sk g String FA$B
timestamp = String B E)Ek
encryptData | 2 String FHIEZ S, HonChainStoreig
B “true” BY, AIREIA
applyer 2 String FRISENSMDIRR
provider = String ENENSHIRHR
orderSeq & String ITEFSS, HonChainStore
Atruellt, ITRFIISHIE,
onChainStore | & String HIRE N 2A T LFME, g
B “true” gy “false” , BRIA
A “false” . WRIREN
“true” , MARFEEZHBA
encryptData, AJExfEhE L3R
EERE X
N Rz S4
R&MB: 200
#& 5-253 AN Body 2%
2% SR fEA
plainData String base644ME 1T AUARE S EURE

REB: 500

MAERRAS 01 (2024-01-11)
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XEREEARSS

F&igE 5 XiREEFENHEO
% 5-254 l[ILZ Body &%
2% SRR R
errorCode String L]
errorMsg String iR
=Rl

e Rz 73~ 451

T

tRI=0g

"orgID" : "ce0ac69b0c8648cd25b44a551780409767c8890b",
"channellD" : "mychannel",

"cryptoMethod" : "SW",

"cert" : "----- BEGIN CERTIFICATE----- \\n..\\n----- END CERTIFICATE

"timestamp" : "2020-10-27T17:28:16+08:00",
"encryptData" : "string",

"onChainStore" : "false",

"applyer" : "did:example:Mb4SshJeN5ukWXkbMJK8xC",
"provider" : "did:example:Mb4SshJeN5ukWXkbMJK8xC"

KEME: 200
base644RIBHIABERRZR S EUE

"plainData" : "aGVsbG8sdGhpcyBpcyBhbiBleGFtcGxlIGZvciBhYmU="

RESB: 500
LI R

"errorCode" : "BCS.5002046",
"errorMsg" : "Incorrect number of arguments"

/N TR

200 base644RIBHIABERZ [ EUE
500 ST v
52 EIRB.

N5k 01 (2024-01-11)
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XER§EARSS
FRisE

6 fI=R

6 =

6.1 EEINZ

6.1.1 #fiR

EZEEREAERENEN, BRAEEEENRNIREFRNEZREREERITINER
PEE R IR ERRIZ B R AN E ™~ m.

EEHEIEEREZEEERHEN B EAUENEFEE, UiRSNEREMIIFEE
Be. (EFREEMNE, ITLUBEBUGINE. Bk, XRBEEE. SrRTEHTIATY

EMEZFEETER.

R XRGERSZIRMERIN R EZSDIIEER, HAPFAREPIRERIUARIIFA

AXHITIIERIF
MERY::

EE NN (& B T FabricZRAghR A AI X EREESLHI o

HIR &
% 6-1 SDK 3%
EiEitXHyperledger Fabric | B | TEkiks
kR

Fabric 1.4.0. Fabric 2.2 Go BEFXHEIRSEIREHES, HA “NA

=67 , BE “EZINZESDK” &

Fabric_SDK_Gof§ “T&;” #&5H.
Java | EFXRERSEEEHES, HA ‘N

=67, B “EZEm=ESDK” f
Fabric_SDK_Gateway_Javazg,
Fabric_SDK_Javafly “ &~ &4,
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XEREEARSS
Fxisrm 6 PIF

EcE+ttXHyperledger Fabric | iE
kiR

PiRE
o GofRAEK: 1.12KRE, 1.16L4TF (=112, <1.16) .
o EFSDKiFE 7y ZESDKHIFFEINEE, FHELLEM EENTEZREZNTE.

e Fabric_SDK_Gateway_JavafiSDKHYEBD O {T 7 £13%, iZ=Fabric_SDK JavalRIFEENN{E
E5H, BEEA.

i

TR

BTHNERESHEERS, SEINTER, BRIIEEINTE:

BR 1588
src ({XGo ) 1EHGo SDKASERD ST 14,
jar ({ava) FKUava SDKiJarfd .

6.1.2 SDK §9{EH

=% SDK
SIMATIRENGO . JAVAIEZEE . JarsHESE ML .
o GO: BTHMNEHEBEEZIAFRISGOPATHERT .
o Java: B THAEESPAarXFRIIZINBENAHEH, sRATAIRN:
a. JETEHRMSDK JarEEMEMavenAK it SR, ISELTHS:
Mvn install:install-file -Dfile=fabric-sdk-java-2.2.6-jar-with-dependencies.jar -
Dgroupld=org.hyperledger.fabric-sdk-java -Dartifactld=fabric-sdk-java -Dversion=2.2.6-BCS -
Dpackaging=jar
b. HEIREHKERSDK, FATSELITRE:
<dependency>
<groupld>org.hyperledger.fabric-sdk-java</groupld>
<artifactld>fabric-sdk-java</artifactld>
<version>2.2.6-BCS</version>
</dependency>
F& Client 25
BEREBITHRNARFWSESZENE, EZSDKSFabricSDKRIERLR—, &&
FEREEINEEE, (NEECIELANSREEENE, HEEFimHigFabricSDKER
FEZSDKEIA]
i&1T Client 2%
ClientiZ2Fiz{Th—RRZREEERNVEE AR . BERR. $HLEER. 4D
&

o FEEENHIRFERIAF THECENHRIFMRERZ.
o BEBRAIBCSEAIFRIBEZR,
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F i 6 PR
o HEUABZFRENBCSLAIh LA LABIT IR ERIZ TR
o BAID, LUNTFRAEENHARTEI, BEIDA
02f23ab00f6e1ffcde8a27bfd3ac2290edc18127
glrigegﬁization: 02f23ab00f6e1ffcde8a27bfd3ac2290edc18127
6.1.3 ffi5
fabric-sdk-client/gofkifiHIEE =5 B3I
FS 823
1 github.com/Knetic/govaluate
2 github.com/VividCortex/gohistogram
3 github.com/cloudflare/cfssl
4 github.com/go-kit/kit
5 github.com/golang/mock
6 github.com/golang/protobuf
7 github.com/hashicorp/hcl
8 github.com/hyperledger/fabric-config
9 github.com/hyperledger/fabric-lib-go
10 github.com/hyperledger/fabric-protos-go
11 github.com/magiconair/properties
12 github.com/miekg/pkcs11
13 github.com/mitchellh/mapstructure
14 github.com/pelletier/go-toml
15 github.com/pkg/errors
16 github.com/prometheus/client_golang
17 github.com/spf13/afero
18 github.com/spf13/cast
19 github.com/spf13/jwalterweatherman
20 github.com/spf13/pflag
21 github.com/spf13/viper
22 github.com/stretchr/testify
23 github.com/tjfoc/gmsm
24 google.golang.org/grpc
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XER§EARSS
Fxisrm 6 PiIF

Fs 8%
25 gopkg.infyaml.v2

6.2 [EAFNNZE

6.2.1 ik

LN RGERSZ IR RSB EMRISER, HEEHTHR. RSNEE—XEE
IREARIERINNETS R, S—RINEEEAELL, BSINERTEARINZESS, TaEE
PZERIZHEIRE, MTRIPMEERNZEEFEER N . FBRSIIERAT
ISSIREZRALMEXRNTE, BXTELTREIERAS, BILUgDbEE~, X
LB RIS, JFHESHRITERN . MBRSIERARTASLIL#EZETSR
BERFERERIER, MEAXREE—ITEXNER, JUESEENZEM.

BCSiRMt = FimEERChaincodelE, ZEEBERATRZENENEERS, KRIAFR
ZHIBFARIF
o EPFimkE: AT EclientimiRMINEZESINREIENRZZ S MAVERER

o [EEMETEELEBIDChaincode.go: ERISMNFRIBRT, BRESENANTE
THEEFF BSOS E X RGESL

e Chaincodef: IRMEIMRIEAINRE, ATEENREMET, RIEAFRZZANIENA,
HERRZENEE, EFE5PELETRERPXZEE, KEIRTEERA
Hfr o
AR
RS INZZUE R T Fabric22 bR AN K HREESLH .

HIETE

*6-2 FEHE

BEHX EERRAS TEERE
Hyperledger Fabric

RS

Fabric 1.1.0. Fabric | 1.8.5 BRI
1.4.0. Fabric 2.2 192 SIS

1.11.5 BRI

o [EENNZEHEAFI T2 IDChaincode.go
e ChaincodeFE#Z O {4 T3 api_ahe_cc.tar.gz
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https://bcs.obs.myhuaweicloud.com/fabric1.1/ahelib1.8.5.tar.gz
https://bcs.obs.myhuaweicloud.com/fabric1.1/ahelib1.9.2.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/homomorphic-encryption/ahelib1.11.5.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/IDChaincode.tar.gz
https://bcs.obs.cn-north-1.myhuaweicloud.com/api_ahe_cc.tar.gz

XEREEARSS

F i 6 PiIF
BeEHX EEhRAS TEpEE
Hyperledger Fabric
hRZ
N
o FEEERSAMREENSE—BIRANE . fIaIAtERrIgomiFEH1.85, WTE.85
ARASHIEE -
o (ERRESINE EFERMLEFEZSDK,
e api_ahe_cctargz8NAFAHRZE,

6.2.2 [EX NN ERIER
NBRESINZERIER

BIESR
SB LHRTERSIM FE.

1TIBCSSLIRY, ZEHFIEIRFER “ECDSA” RIESIIE ., TRITWE, THRESINE
FFahex.x.x.tar.gz, ZEFiRFEAEHEZESDKEsdkx.x.x.tar.gz, peer5ordererFiFiE
B, BREXHE

E FimSDKEE
B TIEHAIEZSDKE sdkx.x.x.tar.gzfE [EZIFHFHISGOPATHE R T
|3 LERESNEE,
T ERJahexx.x.tar.gzf#EEIAFAISGOPATHER T,
B4 REPE ((XErXIFabricl.1)

K EX A TFRSINZEEERT, JRESINZEFEREEERIAF$SGOPATHER
&, &SI F$SGOPATH/src/ahe/PSW/deps/lib, EFZB R FHFRENXHEFIZEA
#AY/usr/local/include/openssl/BR T (MIR&EZBR, B581TEEZER) , A
EEERETS:

i
i
N
)¢

-

export LD_LIBRARY_PATH=/usr/local/include/openssl:$LD_LIBRARY_PATH
[/VAIRB #&1&/usr/local/include/opensstafil, ZETEIZEER, BLLIRCIZEERE

(i8R

R Dlibgmp, NEERARFZEgMpE. ZEFEAIUSZEInuIRMERASSIETE (4
WubuntuZRSea] LUEapt-get install libgmp108p$3k&3E, trJ1Ehttps://gmplib.org/ &R
BHiTRELE) .

$B5 FFAClientiEFESH5 .
E%«%AHE LibEEEOFChaincode B O TEARIS FBFNHERAS ( BEeEL) 17
BIENAppZE FPiRFIHELIBIRAYZ BT IE S E W T :
o AppEFIRHIMEENBIEISIZER
a. MR
AR BT LAE R ZR SR E R R E S R P E R A FASR
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XEREEARSS
FRisE

6 Mg

b. ¥AHRER
IR ARERS AT LAR DA REUES REE s BB RRFARIPRIYIIARES

¢ KREXZ
R ZE A LIERR 5 iR R E R R B RFAMRIPIIRZEUE .
o HHUHBIRIINAYZAETIER
a. RFRAFPRPSHIAIRETXER.
b.  IGIEAIARERIBRIEH LA o
¢ WIIRSHENEREAERZTZER.
AR

" IR LU R A R AR AR IR R AR B A -
" ARRBRIRRARIER B IR AR .
LS.
B EERE, BT AN ERERBAITWAIBCSSLAIFHELAI .
EBERIF o

FAFRIEA 3B K &appii A, app A LUBRESIIE ERIIRSE it TEFA
RiF. F&R5EAkE, BappalEEWXAIIRSS = L. appafEserfa, WERINEFES
BeEX 4. IEH3XY ( peerfllordererfIFFIES ) « openssUZE,

-

6.2.3 AHE Lib FE#

GenerateKey

IRHLEBFESENE, BTFRPFAE PRk RS SER B RSINZINGE
FEERYS |FBER#Z 79 import "ahe/PSW/api/ahelib"

o EMOFE

func GenerateKey(pwd string) (privKeyStr string, pubKeyStr string, err error)
o IhEEHIR

4RSI ERIZETAXS o
o AR
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XEREEARSS

FA&igm 6 FfIR
BH = i) fR EFR%
m
pwd string FFIn2Z{RIP £ R AIRISFATA = (F
B, XFIAES-12810% . %fyj
PWAE DRI TER: =)
1. KEZLNFRH
2. WRBEMTELFHERFN
HE:
o ENL—PMINEFH;
o EV—NKEFH,;
o EL—YF;
o EV—MFRFR:
@#$%N&*()-_=+\|
[{};:",<>/? FO=HK
o HHIRER
BHE =il ik
privKeyStr string FERpwdINZERIEIZSINZEFAH
pubKeyStr string B IIE L HE
err error R
e FEEIN
%?F‘%%HE’\JE%EERH&EF%F‘iﬂﬁ?ﬂ’\]ﬁﬁﬁ%%, ERREERER, REFER
I o
Encypt
o EOFDY

func Encypt (secretNumStr string, pubKeyStr string) (ciphertext string, err

error)
o INEEHA

B0
o IGINIEA
BHE i) R BRI
secretNumSt | string FEMZRIEE, IZFRTF | =2
r STORVIERY, MRHFE
INGL, BEY KEEUEN
pubKeyStr String ESIIZRINEA =
o KR
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FRiER 6 Bz
e St fix
ciphertext string INZERVEIE
err error IR[BIFER
EEEI
To
Decrypt
3m)n
func Decrypt(ciphertext string, privKeyStr string, pwd string) (plainText
*big.Int, err error)
Thaeiaig
ESHE
RN
BHE it fEiA EEY
m
ciphertext string BEMREREX =
privkeyStr | string FIASIIBMORASAS (#pwdhi® | 2
ESia
pwd string FFRIFFASBRYF TR &
L Th e
BH= E-Sit] fik
plainText *big.int R R RVEIE
err error IR[BIEER
EEEIN
Tco
Add
ZORD
func Add(cipher1, cipher2 string) (cipher string, err error)
Thaesak
B&IE.
BINEE
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XER§EARSS
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e e it fhR =R
m
cipher1 string WANZERIEES =
cipher2 string AN ESL2 ~
o AHiIRER
e e E-Sic) R
cipher string 1BI0ERYEUR
err error IREIFEIR

o EEEIM
96 o

InitBalance
o EOFH

func InitBalance(balanceStr string, pubKey string) (string, error)
o IpmEfEA

IRILRE
o HNIES
B eS| ik

pubKey string yNEES =
balanceStr string PgaRE, IZIFRFEFONE | 2

BY, IRHFH/N, FET
KIEHEN

o IgthikAR
BHZ ESis 1k

balancelnfo string RIZEEER

err error IR[OIEIR

o FEEIM
To

PrepareTxinfo

o EMNFE

func PrepareTxInfo(cipherBalanceA string, transNumStr string, pubKeyA,
pubKeyB string, privKeyA string,pwd string) (string, error)
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o INREHNA

RBEE
o AIRHEA
BHE Sl A EEY
o
cipherBalanc | string ARZERIRER (EXX) , BUE | 2
eA FHEIARRER
transNumStr | string EEMREEN (BA3Z ) =
pubKeyA string ARI AR =
pubKeyB string BEY N $H R =
PrivKeyA string ARIFASAER =
pwd string FFINZRIFRYF T &
o kAR
SH=2 bS] R
Txinfo string R EREE
err error R[EI$EIR

o FEEI
o

6.2.4 Chaincode FE#EO

ZEFSEEE R EBCSSEAIR . AFPTEFAEISET, AJLAERBCSIZERIAPIZ IS4
SIFF AR FROGERSHT T A M RIE

SOISAPIEOIX MM T ( THHHES WEIF M) FREZ A MAIGOPATHERF, &
fR4.2 6 E TR CE R PICEBRE | BRSEE . S ARG, BB %REIBCS
HREY, RSB EHEEIBCSHRIENRTD, SEHIXIHESinESINZE ERTE M .

HERS PR RS INE RIS | FES1E )9 import "ahe/PSW/api/ChainCode"
MY
IERRERZE I BEE, BNEBRERRSNEEREM.

ValidatelnitBalance
o EOFRR

func ValidatelnitBalance(Balancelnfo, PubKey string) (InitBalance string, err
error)

o IhgEfEIR
& sdk.InitBalance& Afbalanceinforh REHIEABRIBE R
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o HINIREA
SHZ i g 27,
T
Balancelnfo | string DI EER S =
Pubkey string RENZNLBER =
o HiHIXEA
BHE i) 3% 27
T
InitBalance | string VsaFRENE L =
err error HIRMER =
o AQLIEHEA
WMIEREIBERE, REIRERIZESL .
o FEEIN
XBRPREESLEREFPappBEIRIE, ChaincodeltTTiEIiEZAFRIESE
5, REERIEZEHEATOISEE.
ValidateTxInfo

BEORE

ValidateTxInfo(txInfo, cipherBalanceA, cipherBalanceB string)
(newCipherBalanceA,newCipherBalanceB,newCipherTxA,newCipherTxB

string,err error)

o ThEEfA
3G PrepareTxInfod A HI TxinforpAZ ZUEBARI B M -
o HINIREA
BHE R | ik SF/i%
m
txinfo strin | X ZUEAREYE =
g 4ER
RS EEHIECEERSE EUEMZ ZIERE
i, Z{S B kBT sdk.PrepareTxInfoiR[Elftxinfo
cipherBalanc | strin | ASBIRIRZRER ( E3) =
eA g
cipherBalanc | strin | BHEIRIZZZREN (X ) =
eB g
o HHiIXER
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BH = it R

newCipherBalance | string R 3 E S ERAIARIRER

A

newCipherBalanceB | string R 7 E B HHIBEYREN

newCipherTxA string RZEE ( ANRISIIEA
AN )

newCipherTxB string RSEE ( BHESINER
3N )

err error s

o FEZFEIM
XEAZREKS, BREKFETG .
6.2.5 IDChaincode
BAFRERPIABNKA, HERBPNRESEENE, EBI5 ETME
IDchaincode k=, {EFRLERIEKFPEEIRZEIKWFEHNRSA A, $#H L
IDChaincode.gofY F&iIES WEIR & -
(AL
|§2Chaincode.goEEi.*ﬁzliBCSHE%T%ﬁ%, TEENFFIEH, TSNS SE B REhEER—

iEf# Register
M P itb i 2iEid 22 $Bhashit &8 1 6= R15E,
&if] Query
{ERK B .
6.2.6 HELESAH!
RS ERAF I E L S5ZERYERT, XBLEHAYRELASTransaction Chaincode
e PP BIREETKIRAE . TERETKEURRIISIRISIE M RIS Z I B X3 2 HiE
ITEEMRES, WIRISBIEEIRE, RO T REWIIAL, REEE, RS
=AIHEERE, BEATIRELISENT
Init #J8aHRER
LRPEMRINE, BEREIZBPRIRE, BIA0,
o AR
SHE -3 R BRI
PubKey string YN =
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SHH E il iR BEYR
Balance string YsaEEm =
o AL

@A ValidatelnitBalance, #B&balancelEEEM M, =S,

PubKey := string(args[0])
Balancelnfo := string(args[1])
//PubKey := string(args[2])

hashPubkey, err := t.calcAddr(PubKey)
logger.Debug("encrypt initial balance")
//validate balance
cipherBalance,err := pswapi_cc.ValidatelnitBalance (Balancelnfo,PubKey)
if err !=nil {
logger.Error("fail to Validate InitBalance ")
return shim.Error("fail toValidate InitBalance")

}

o HilHi%EA
e i) fik
newCipherBalance | string RENE L

QueryBalance BiFgRE

BEHREFINEELLREE, REkeyKEifvalue, EMRIEMABIIREGHEIRE, B
{AuJ Itransaction_demoRdqueryBalancetZ [,

queryBalanceEzOS#UIT:

- B¥A ESic) ik
A addr string Mttt
i cipherbalance | string MK RENEE L
fih err error HEIRER
Transfer 3£k
o HAIREA
e St 1k ERWIR
AddrA string A-FETKE bt =
AddrB string B-I Mk & itttk =
txinfo String X5 {=8PrepareTxinfo 2
o ACIEIHER
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a. IRIEMK A HEAERENK A A, BRI BIRERcipherBalanceAKeyABlock,
cipherBalanceBKeyBBlock
b. RIEGIUFEBBERILE
newCipherBalanceA,newCipherBalanceB,newCipherTxA,newCipherTxB, err :=
pswapi_cc.ValidateTxInfo(txInfo, cipherBalanceAKeyABlock, cipherBalanceBKeyBBlock)
if err = nil {
logger.Error("fail to validate trans information")
return shim.Error("fail to validate trans information")

}
c. HMLEHERIRE (BX)
WSHKARSFTERFES, S LENFENESES AZIEFRIKAS R
7, demodpEN T —MFEEHN, RETEEEsonFIHUA— 1 RZICHR
MRHEITIRTF o
type TransRecord struct {
FromAddr string
ToAddr string
TXType string
Balance string

X string
remark string

6.2.7 NI

AT RBRSIEENEMKERGE, RE—TMNARAMCIEFIXINAHEEREI
3. =N RINEEINEERLIAFERERK, RITERRSINE FERIF AR

RHER.

ZNANERLE=AER: TMAR (BANSIRCEPRE) , BREEK, &
HRFRE

RN FRERaSTRIG TS24, BIARTRENT

EEEIN

ETHsdk.yamI3Z{4F&EifordererflpeerfUigiZ {55, $EEIP+ordererifZFIEIP
+peertfZh7eit “/etc/hosts” e, {FEMFabricl. 1iRART, peeridiZ PHIEIPER
BCEALRMIP, {FRFabricl AARAES, peertdyZHRIEIPEEZEERFAMIP, HUIRLE
TEBESHEBIIERM

£ “/etc/hosts” X{FiENNordererts mflpeer s mAUIEBREIRTS, RIEFSEUNT:

X.X.X.X orderer-e5ad7831affbe8e6e2e7984b098f92406930a688-0.orderer-
e5ad7831affbe8e6e2e7984b098f92406930a688.default.sve.cluster.local
XX XX peer-d524b0817aaed85490368776cb88042a149a56b5-0.peer-
d524b0817aaed85490368776cb88042a149a56b5.default.svc.cluster.local
XX.XX peer-d524b0817aaed85490368776cb88042a149a56b5-1.peer-
d524b0817aaed85490368776cb88042a149a56b5.default.svc.cluster.local

(AR

XXXXARBIEIP, EEHRIISEFREIP,

Usage:
appdemo register [flags]
Flags:
-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")
-1, --idcc string idendity chaincode name (default "IDChaincode")
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Xt
S

-i, --initbalance string init initbalance
-0, --orgid string organization id (default "org1")
-p, --protectpwd string protect pwd
-T, --txcc string transaction chaincode name (default "TxChaincode")
-u, --userid string user id
./appdemo register -u A -p test -i 100

(MERIY:
SO SHALERNERRINBROME, WFlagshrdiic. MRAFEENSEIMETRE, FER

SHHENEE.
o  JRAFPERN—WRSATAR

XEBRIEENHPERuserid, AFXSARP, FTAPEMARHEXNBERPER—XT
NFAE, XBdemo A NAPBEENEET AtbaY${userid}.data3i4

privKeyStr, pubKeyStr, err := pswapi_sdk.GenerateKey(propwd)
check(err)

fmt.Println("key is nil")

userdata.PubKey = pubKeyStr

userdata.PriKey = privKeyStr

o EAASA
{&Efabric SDKAY#ZOEIDChaincode i, S8 AERAIAE.
(RERL

EMARRA T HEARNEEAAHE, XEFAT KIRGEASEIEIFIETMmZINE. T2(FMA
%EE;NKE’\JHB‘{I% EREKENABNERZER, FIPFXZEM, REMREEEESATLURE
RHEARE

res, err := sdk_client.Invoke(setup, "Register", [1[1byte{[]byte(userdata.PubKey), []byte(senderAddr)})
if err !=nil {
fmt.Println("Fail to register user pk ", err.Error())
}else {
addrByte := res[0].ProposalResponse.GetResponse().Payload
fmt.Println("Register addr: ", string(addrByte))
}

o IARIIAREN
a. f{#EMEsdk.InitBalancesR¥IIaREn, HITINZE#IIE(balanceinfo,
b. &i%balanceinfoZl3Z5 CChaincode,

balancelnfo, err := pswapi_sdk.InitBalance(initbalance, userdata.PubKey) check(err)
setup.ChainCodelD = txchaincode
_, err = sdk_client.Invoke(setup, "init", [1[1byte{[]byte(userdata.PubKey), [Ibyte(balancelnfo)})
if err !=nil {

fmt.Println("Initbalance error for user: ", senderAddr, err.Error())
} else {

fmt.Println("init balance successfully: ", senderAddr)

check(err)

Usage:
appdemo transaction [flags]
Flags:
-b, --AddrB string B' addr
-t, --Tx string Transaction Num
-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")
-1, —-idcc string idendity chaincode name (default "IDChaincode")
-0, --orgid string organization id (default "org1")
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-p, --protectpwd string protect pwd

-T, --txcc string transaction chaincode name (default "TxChaincode")

-u, --userid string user id
.Jappdemo transaction -u A -p test -b
a0760184f7ed24e0d86f5b2df40a973a9e1b5da%a1ae886532ac9cd634b59d59 -t 10
/5B : EAh-bERIF AT ABRIMF L ( BiEARRINATEI AL ) o

N,
&HiF

Usage:
appdemo querybalance [flags]

Flags:
-C, --channel string channel id (default "mychannel")
-¢, --config string configuration file path (default "./config_test.yaml")
-1, --idcc string idendity chaincode name (default "IDChaincode")
-0, --orgid string organization id (default "org1")
-p, --protectpwd string protect pwd
-T, --txcc string transaction chaincode name (default "TxChaincode")
-u, --userid string user id

./appdemo querybalance -p test -u A

FZERE:

A Asdki2taYInitBalanceEZ ¥ L %7,
2. @ fabirc sdk&I%X3Z5 .

get balance
setup.ChainCodelD = txchaincode
transRec := sdk_client.TransRecord{}

fmt.Println("query balance")

resps, err := sdk_client.Query(setup, "QueryBalance", [][]byte{[Ibyte(addrA)})
if err !=nil {

fmt.Println("Fail to query balance :", err.Error())

return err

}
err = json.Unmarshal(resps[0].ProposalResponse.GetResponse().Payload, &transRec)
if err !=nil {

fmt.Println("unmarshal query result error: ", err.Error())
return err

}

decrypt balance

curbalance, err := pswapi_sdk.Decrypt(transRec.Balance, userdata.PriKey, propwd)
if err !=nil {

fmt.Println("sdk Decrypt error: ", err.Error())

return err

}

fmt.Println("current balance:" + curbalance.String())
6.2.8 B INE3ZZIGIE Demo
NBRISINZEIRZ ZIIEDemolYE AT %
(RAgITY:
REFansAls, FBEFLRMA.
BRIEL R
1 1TIBCS=HI,
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BRAHAXX ( IRZHEER Hyperledger Fabric 22857 ) , KERSELAICHIEEERSR
Y, REHSIERECDSA, HRHENSTRERBIALRE .
S (EIYERDASIRA .
1. PEESAIEE, StiTERERSIEEABRSTAIR A SRR,
2. BETIERERTE, IRBITRER, FifpeerfidiiiyamsIit.

i BRERE Statefulset © ©# o o [

# = e SOBERSE)

—_

3. {Z2ZCORE_PEER_CCENV_IMAGE_NAMERIMRAS/93.0.5,

X
fREBYAML
= St C
AR ® YauL JSON 225

h: metadata.name
RE PEER API SERVER
https://kubernetes.default.svc.cluster.local:443
PAAS POD_ELB ADDR
100.79.1.215:8069
PAAS BCS TENANT ID
051fd4326a80d4022f93c0149807ade>
PAAS BCS CLUSTER ID
f98dc82a-de6d-11ec-9f12-0255ac1001b7
PAAS BCS_NAMESPACE
default
CORE_PEER_NAMESPACE

CORE_PEER_CCENV_IMAGE_NAME
cn-north-7.myhuaweicioud.com/op_svc_bcs/fabric-ccenv:3.0.5
RE_PEER JAVAENV_IMAGE NAME

swr.cn-north-7.myhuaweicloud.com/op_svc_bces/fabric-javaenv:4.0.2.1.1

CORE_PEER_BASEOS_IMAGE_NAME
swr.cn-north-7.myhuaweicloud.com/op_sve_bes/fabric-baseos:4.0.1.4
CORE_PEER BASEOS IMAGE NAME 1 4
swr.cn-north-7.myhuaweicloud.com/op_svc_bcs/euleroswithgolang:3.0.5
CORE_PEER_BASEOS_NODE_IMAGE_NAME
swr.cn-north-7.myhuaweicloud.com/op_svc_bcs/euleroswithnodejs:2.2.5
CORE_PEER BASEOS NODE IMAGE NAME
cn-north-7.myhuaweicloud.com/op_svc_bcs/euleroswithnodejs:3.0.6
RE_CHAINCODE _LOGGING LEVEL
INFO
CORE_PEER LOCALMSPID
411005429d67d4d55ee3bdBafadebd03956330dMSP
FABRIC HUAWEI ENABLED

h: Jetc/hyperledger/peer/msp
Tl

B
SHSLHIMEEERCRTS
ERBISEAS: transaction.zip. IDChaincode.zip, FSLfI(LEEAT .

AR

o AT HIERERE, BINTENIHLIBZTREE Dtransaction. idchaincode,

o REIFHLIDHIRHAZ M AP B LIDRAEEN1.0, REFLEET, $HLBRAS Y
W91.0, HERRBIES g0,

o WRBCHEIEE, AILAERChaincodefFiEO3X4: api_ahe_cc.tar.gz,
WA £ “IHIBE R\, ELORAF, BE “RIRNEFIRERE o
LTH5 AGEREFENAS, SHESUTRERERE—XT
o Ak “SDKMH” :
HECRDZFR: transaction

Wt oqt
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IFPFMERR: /home/paas

BEZIR: channel

EFERER: organization

Ak “HRBRIER”

Ak “PeerBiER” , IEETRELRSHINE, T “BERIER

FIB6 P “TEH , THSDKEENH. HiRT SiEFHFfPeertmiEH,
TIT EAMIRS SRR golang.

1.

THZER: gol.11.5.linux-amd64.tar.gz, HEFIAR#ARSSEE “/usr/local” B
RTFRE

tar -zxvf go1.11.5.linux-amd64.tar.gz

~]1# ¢d fusr/le
-bes-0645-2eb9 locall® 1s -

root root 4096 Feb 2
root root 4096 Jul 2
root root 4096 Jul
root root 4096 Jan
root root 140132627 Feb
root root 4896 Jan 24
root root 4096 Feb 2§
root root 4096 Jul 22
root root 4096 Jul
root root 4096 Jul
root root 4096 Jul
root root 4096 Sep
root root 4896 Jul 2
root root 4096 Jan 24
r-bcs-064s-zebd locall#

>I—¢L,{'FH iﬁ“*EEEE%U “Jetc/profile” {4,
export GOROOT=/usr/local/go

export PATH=$PATH:$GOROOT/bin

export GOPATH=/opt/gopath

export PAAS_CRYPTO_PATH=/opt/hao

export PAAS_SSL_ROOT=/opt/hao

PATUI P a S ERR T EE .

source /etc/profile

2
3
1
8
3
2
2
2
5
2
2

T8 “miFappdemo,

1.

BN “/opt/gopath” BRT (WNRi&HgopathBR, {EFa6IEE ) , Ei&sdkE
(sdk1.11.5.tar.gz ) . EISINZRE (ahel|b1 11.6.tar.gz ) #lopenssl/ZE
(openssl.targz) , PIEEZELFER, ®S:

tar -zxvf xxx

[root@cluster-bes-064s5-zebd locall# cd /opt/gopath
[root@cluster-bes-064s-zehd gopath]# 1s -1

4 EER root root 14129773 Feb 28 22:80 ahelibl.l
root root 4096 Jul 19

root root 4 Jul

root root 9 Feb

root root 4096 Jul

root root 27261385 Feb 28

root root 4096 Jul
rootiicluster-bcs-864s-zeb9 gopath]#

WA “/opt/gopath/src/ahe/PSW/deps/lib” BF, ERRENESHIF “/usr/
local/include/openssl/” B (IR H “openssl” BRUFEE )

HAN “/opt/gopath/src/ahe/PSW/example/appdemo/” B, #l1Tgo build, 4R
EappdemoX {4,

= LR = R

£
B

luster-bcs-0645-zeb9 appdemo]# cd fopt/gopath/src/ahes/PSW/example/appdemo/

luster-bcs-064s-2eb9 appdemo]# go build
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[root@cluster-bes-0645-zebS appdemo]# 1s -1
total 22664

root root 23189440 Feb 28 22:83 no
root root 269 Jul 19 2018 .go

root root 4898 Jul 19 2819 c
root root 4096 Jul 19 2019 sdk
} root root 40%6 Jul 19 2019 v
-064s5-zebS appdemo]#

£ T8ER.

£ “/home/paas/” TRIE—IHRARITEIRE, HIa0: mkdir ¢

BLERPWSPFHAIEMEE, &£ “/home/paas/cj” BBIZT, HEHRTRERE
RIEPHpeerT RRIBERIUEE, FiGLER6.3PRIFFAIappdemo3fHF.
openssUZEFsdkZELAR DockerfileEFIZEHaIE R T HEE.

root root 23189440

root root 10237

root root 170

root root 7891504

root root 27261385

root root 160438
- .= root root 355431424
[root@cluster-bes-064ds-yeb9 cj]#8

(1 %88
fREFAJopenssI3Z 43 R ER/DFEMibEESZE ( libltdLso.7F0libltdl.s0.7.3.0 ) , BIGIXH
MibXHEHIZE “/home/paas/cj/openssl” BR T

RELNNT S SERIEBpeerTEMSERIEF: unzip xxx.zip, FEEEH
SRESERB D BIFEE “/home/paas/cj/orderer” {FEF “/home/paas/cj/
peer” {43k (IR EBNEIE) . ITE:

[root@cluster-bes-064s5-zeb9 cjl# 1s -1 peer orderer
orderer:

root 4096 Fe 22:11 msp
root 4096 Fel 22:11 tls

root 40896 Feb 28
root 4096 Feb 28
[root@cluster-bcs-064s-zebd cjl# |}

AEAMEELSEEESP RS, Msdk-configS4SerhskElyam3ZiE, FE
HAiFPIRRNEE .

fgn:
a. BIEREPHNT SIEAHEHHRIEHEERSR, EX TERpeertttit .

[Corganizations:

2aa73e757¢9026£062349547058cal77£6152bcea:
mspid: aa73c757c9026£b623495d7058cal77£6152bceaMsP

eryptoPath: |[home/pa
t1sCryptoKeyPath: /hon
t1lsCzryptoCertPath: [ /home/paas/p

= peer-aa73c757c9026£b623495d7058cal77£6152bcea~0. peer-aa73c757c9026£b623495d7058cal77£6152bcea .default. sve. cluster.local:

- peer-aa73c757¢9026£b623495d7058cal77£6152bcea-1. peer-aa73c757¢9026£b623495d7058cal77£6152bcea . default. sve. cluster . local:

certificateAuthorities:
- ca-orgl

ordererorg:
mspID: "2cf£88020

©5011£d396c54c9126al7c9cfocIMSP™

cryptoPath: /home/paas/orderer/ms

b. HIERERAVEBBEXIER, B5E, sdkEtEXHHARFERhashiE
[z e
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Search "/home/paas/" (7 hits in 1 file)
-] C:\Users\c00206633\Desktop\test-sdk-config.yaml (7 hits)
Line B1: cryptoPath: /home s/peer/msp
Line 82: tlsCryptoKeyPath: s/peer/tls/server.key

e /1

Line 83: tlsCryptoCertPath: /hor /peer/tls/server.crt

Line 97: cryptoPat. rderer/msp

Line 109: path: /b orderer/msp/tlscacerts/tlsca.2cf8802066c1c5011£fd396c54c9126al7c9cfcc9-cert.pem
Line 124: path: ‘peer/msp/tlscacerts/tlsca.aa?3c757c9026fb623495d7058cal77f6152bcea~-cert.pem

Line 137: path: ‘peer/msp/tlscacerts/tlsca.aa’l3c757¢9026fb623495d70568cal77f6152bcea-cert.pem

FisasdkBic B3 {4 FcertificateAuthoritiesZH{LAEtR ( ANERIZENIBE
), R®EE, Bz EEE “/home/paas/c)” IR T,

certificatehuthoritiss:
ga-orgl:
Wrl: nuops://ca peerOrgl:7054
ntepOptions:
verify: true
tlsCACerts:
path: $GOPATE/gre/ginhul.com/hyperledgsr/ fabric-gdk-go/test/api-server/pla/fabrigea/certs/ca_root.pem

client:

keyfile: SGOPATE/$re/github.com/nhyperledger/fabric-gdk-go/test/gpi-server/tls/fabricea/certs/client/client_fabric_client-kev.Rem
gerkfile: $GOPATH/grg/gibhub.gcom/nvnerledger/fabric-gdk-go/test/api-server/glg/fabrigea/certs/client/client_fabric client.pem

registrar:
enrollId: agmin
enrollSecret: adminpy
callame: ga-orgl

T AEEMEF FERIsdkECE S 47151

name: "global-trade-network"

x-type: "hlfv1"
x-loggingLevel: info

description: "The network to be in if you want to stay in the global trade business"
version: 1.0.0
client:

organization: aa73c757¢9026fb623495d7058ca177f6152bcea

logging:
level: info

peer:
timeout:
connection: 10s
queryResponse: 45s
executeTxResponse: 120s
eventService:
timeout:
connection: 10s
registrationResponse: 50s
orderer:
timeout:
connection: 10s
response: 45s

cryptoconfig:
path: /opt/gopath/src/github.com/hyperledger/fabric

credentialStore:
path: "/tmp/hfc-kvs"

cryptoStore:
path: /tmp/msp

wallet: wallet-name

BCCSP:
security:
enabled: true
default:
provider: "SW"

hashAlgorithm: "SHA2"
softVerify: true
ephemeral: false
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level: 256
channels:

tongtai:
orderers:

orderer-2cf8802066¢1¢5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54¢91
26a17c9cfcc9.default.svc.cluster.local

peers:

peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605:
endorsingPeer: true
chaincodeQuery: true
ledgerQuery: true
eventSource: true

peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606:
endorsingPeer: true
chaincodeQuery: true
ledgerQuery: true
eventSource: true

chaincodes:
- transaction:1.0

organization:

2a73c757c9026fb623495d7058ca177f6152bcea:
mspid: aa73c757¢9026fb623495d7058ca177f6152bceaMSP

cryptoPath: /home/paas/peer/msp
tlsCryptoKeyPath: /home/paas/peer/tls/serverkey
tlsCryptoCertPath: /home/paas/peer/tls/server.crt

peers:

- peer-aa73c757¢9026fb623495d7058ca177f6152bcea-0.peer-
2a73c¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605

- peer-aa73c757¢9026fb623495d7058ca177f6152bcea-1.peer-
aa73c¢757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606

certificateAuthorities:
- ca-orgl

ordererorg:
msplID: "2cf8802066¢1c5011fd396c54c9126a17c9cfccOMSP"

cryptoPath: /home/paas/orderer/msp
orderer-eip: 49.4.81.160
orderers:

orderer-2cf8802066¢1¢5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54¢91
26a17c9cfcc9.default.svc.cluster.local:
url: grpcs://49.4.81.160:30805

grpcOptions:
ssl-target-name-override:
orderer-2cf8802066c1c5011fd396c54c9126a17c9cfcco-0.orderer-2cf8802066¢1c5011fd396c54¢91
26a17c9cfcc9.default.sve.cluster.local
grpc-max-send-message-length: 15

tisCACerts:
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path: /home/paas/orderer/msp/tlscacerts/
tlsca.2cf8802066¢1c5011fd396c54c9126a17c9cfcc9-cert.pem

peers:

peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73c¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30605:

url: grpcs://49.4.81.160:30605

grpcOptions:
ssl-target-name-override: peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
aa73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local
grpc.http2. keepalive_time: 15

tisCACerts:
path: /home/paas/peer/msp/tlscacerts/tlsca.aa73c757c9026fb623495d7058ca177f6152bcea-
cert.pem

peer-aa73c757c¢9026fb623495d7058ca177f6152bcea-1.peer-
aa73c¢757¢9026fb623495d7058ca177f6152bcea.default.svc.cluster.local:30606:

url: grpcs://49.4.81.160:30606

grpcOptions:
ssl-target-name-override: peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.svc.cluster.local
grpc.http2 keepalive_time: 15

tisCACerts:
path: /home/paas/peer/msp/tlscacerts/tlsca.aa73c757c9026fb623495d7058ca177f6152bcea-
cert.pem
5. {&&Dockerfile3f4: ¥gyamSERFRES I T EAIsdk SRR E L SkAYyamlEZ

o

[rooti@cluster-bcs-064s5-zeb9 cjl# cat Dockerfile
euleros:2.2.5

test-sdk-config.yaml /home/paas
peer /home/paas/peer

openssl /home/paas/openssl

orderer fhome/paas/orderer

appdemo /home/paas
[root@cluster-bcs-064s-zeb9 cjl#

6. fE “/home/paas/cj/” R T, HUTUI T HSRABMXIHTERESR (BEITR
dx
Zdocker ) o
docker build -t tongtaidemotest:byl1 .
docker save tongtaidemotest:byl1>tongtaitest.tar

root root 2318944
root root
root root
root root
. 2 root root
root root
4 root root
rogot root
root root
root root B:
roat root 96
root root leo4s
root root 3883
reot root 355431424

ik
o0 o

(]

2
1

8
8
8
8
8
9
8

[N
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AR
BiffRAMBeuleros: 225%1%, BUEBESITEEM .

rep euleros
orth-1.myhuaweicloud.co sve_| swithnodejs
f22d1f510cde : hs ago 999MB
-north-1.myhuaweicloud. comfop_sve _bes/eule ithgolang
3.0.4 c8bl1982bfcl nths ago 320MB

2.2.3 bOfebcdBa2al ! years ago 289MB
[roctidcluster-bes-064s-2eb9 ~]# I

F£E]I0 EEER.

1.

2.

3.

BIERHNEG THIIAK, BREN=, BATTEESIERMmE, E5ZE 7BCS
SCHIRTRAVEERE T, SIBRTTIRESTIERE, LAHESEF1T . RFREHBEA—
H}, BEALATIRFRcceRE

bosu | z] et - 1 FAKSEE Deployment

mRAmE  TrmEE ZE1s mEOS e

EFER

srenw

£ ‘BRikE’ X, ERESR.

BHES

smsm | contonort man smmnE ©
"
e s

BE “EERET , ERIRKSTE, HERK.
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RIRIEE

HiFE BERPL HEmk

[cemer] =masames allc

BRER FREER i TEIRE =
@) bes-proxy paas_bcs_bwx711264 - 1
baas-agent paas_bcs_bwx711264 - 4
baas-proxy-agent paas_bcs_bwx711264 - 1
fusionweather paas_bcs_bwx711264 - 0
weather-beta paas_bes_bwx711264 - 0
weather paas_bcs_bwx711264 - 0

50 o

o RN AR, SERS! x

Es

= E
@ s 84 SAFRE 0GB i 0.92 GB .
©

R an

4. EFTEFRIRENG, F5EERE,

* 4E

SRR MEEERE, AN (SBER) 58D 2 GB, S5 tar, targzt&xt, (G2 L1.11. 2R &8s (B imR A R ER S
&, BETRIEN NFCIREECI. MW LEAT 2 GBRIE, 18 EREFIH L.

pinz = antd HHELE
& E) fESsieE HMEQ
tongtaitest.tar 339.0 MB [ 5% G

5 RELERME, RERGEERE, EBENNESR, BE “BE .
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X
BRI
BEREIRS DR
HEHEB
]
RREH FREELEA a3 TERE
@ paas_bcs_bwx711264
bes-proxy paas_bcs_bwx711264
baas-agent paas_bcs_bwx711264
baas-proxy-agent paas_bcs_bwx711264
fusionweather paas_bcs_bwx711264
weather-beta paas_bcs_bwx711264
[ P ” A& sso = AN
6 E SEHD%E\H ﬁﬁ; I«REEEDHDQ o
N—sm AN H
- 1Bf7a$: /bin/sh
Nl el
- BTBH
-C
sleep 10000
BERE
B - + EnEE
ol = CwEER
se -
" 388 a
=BAT U whille true; do echo hello; sleep 10; done [
[t e — - emen
=b N s
7. 1BXE, BRETIERELIERIN.
FAREH%E Deployment @ B Ariss
LSTRS Q C
Tenass = wS = ShIBELLE B2 =) CURIE | e
e default 2020/02/28 22:34:47 GMT+08:00 85 A% EE -
e default 2020/02/28 21:41:50 GMT+08:00 g% A% BES .
e default 2020/02/28 21:41:09 GMT+08:00 g% AR BES
e default 2020/02/28 21:34:10 GMT+08:00 B A% EE v
—— A\
$E11 RBWIE,
og s 7= oo ==
1. SREEFPURRSHES, HITUTHSEENRATHERER,

docker ps -a | grep tongtai |grep container

2. HJLIERREBRNNAER, BEABRAR, wWT:

docker exec -it Z&&id bash

3. BcE/etc/hosts3i4, 1Ehlordert mFlpeert AT 2 ST

ETERsdk.yam3Z 4 EifordererflpeerflUidi 2S5, 1Zip+ordererisZFip
+peertfiZ ¥ 7 1E/etc/hostsXFRIRIE, W FFR:
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S.default
cea.default. s

~defaul

X.XX.X
orderer-2cf8802066¢1c5011fd396¢54¢9126a17c9cfcc9-0.orderer-2cf8802066¢1c5011fd396c54c9126a17
c9cfcc9.default.sve.cluster.local

X.X.X.X peer-aa73c757c9026fb623495d7058ca177f6152bcea-0.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.sve.cluster.local

X.X.X.X peer-aa73c757c9026fb623495d7058ca177f6152bcea-1.peer-
2a73c757c9026fb623495d7058ca177f6152bcea.default.sve.cluster.local

4. PiTHSRENETE, HFEEIMHS.
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/home/paas/openssl
cd /home/paas
./appdemo register -h

(1 588

- MEREZERSdemoRZHELER, BAEREEETMITRENELTESGS,
- HErh /appdemo register -hEAXEE TGS SH.

"ATH=5LD L IBRARY _PATH: fhome /paas/openssl

s AHE &me strength 19 set

ame (default “TDCh

ault “orgl”)

pme (default “TeCha

a6 1: SR
FB1 PITUTaSiEMBK,, KASE/9100,

./appdemo register -u B -p XXXXXX -i 100 -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

(MR

-u: EMESEFEB. -p: ABAEFPERXXXXXX, BREHREEXRS. NS, HF. IF%hERT
FREEDFM, -c@ PsAkECBENHSR, -C: AREEABIBESR, -1 HLERGIGEHHE
IDChaincodefYSEfrZa=HEIER, -T: NLERHEERIS TransactionfISEfrZEHEHER, -
o: JpeerTRAMNID, IERESEREERN. 2HTE.

SCASRRAS 01 (2024-01-11) WA © EARUERABIRAE 227



XER§EARSS
Fxisrm 6 PIF

g orderers from endpol

REEA—ERINELE, 26

b22edf18d64157954640c83f6cf67d9401f262daead588dd fexxxxx

&2 LHEREMNAEEMAKS, FEE/9200,
./appdemo register -u A -p XXXXXX -i 200 -c ./test-sdk-config.yaml -C tongtai -I idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

oint config

ithub .comhyperiedger/f

REHEA—EINEIE, B

2efc4639bc281060ce013dfea33a47b647b6f4a20103a6321c33dxxxxxx

R

Bl 2: Afa B EEK
|1 T TS, AGBEIK, £F0/910,
./appdemo transaction -u A -p XXXXXXA -b

b22edf18d64f57954640c8f3f6cf67d9401f262daead588ddfe8178xxxx -t 10 -c ./test-sdk-config.yaml -C
tongtai -1 idchaincode -T transaction -0 aa73c757¢9026fb623495d7058ca177f6152bcea

AR
Hrp-bERISH KT RO . REIFJ9EMBRAFITRIRENE, BIBAFIEMEEAIMEIHE

=|
o
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IREUEAAMKFAYHBIE
2efc4639bc281060ce013dfea33a47b647b6f4a20103a6321c33d67d5xxxX

.

a6l 3: ERRFRE
ST PUTM TS OTBAKPIIRE, REEHAKP R

./appdemo querybalance -p XXXXXX -u A -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea

SH2 FITINTFREEBIKFAIRET, REEHNBKF R,

.Jappdemo querybalance -p XXXXXX -u B -c ./test-sdk-config.yaml -C tongtai -l idchaincode -T transaction -
0 aa73c757¢9026fb623495d7058ca177f6152bcea
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fig,yasl -C

. BHE encrypt strength

Crypt sir V is set to def

~» WARN private key was not

-

Bl 4 MXEZINE
SB PTHTH SRR,

.Jappdemo homoadd -c ./test-sdk-config.yaml -a 30 -b 60 -C tongtai -T transaction -o
2a73c757c9026fb623495d7058ca177f6152bcea

YRt atrength i3 set 1o defeul

> WARN pri 2y wWas not &

roE endpod config channels

(10 88
Hrp-afll-b/SHISH A TRISMNA N EE .
-

Bl 5: MXETRE
SB PTHTHSWERBTE.

.Jappdemo homomulti -c ./test-sdk-config.yaml -a 100 -b 5 -C tongtai -T transaction -o
2a73c757c9026fb623495d7058ca177f6152bcea
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sl# ./appdemo homomulti -3 100 -b 5 -c ./conf.yaml -C

[root@tongtaite:
. tupSysParameters -> INFO 881 invalid setting, AHE enc

2022-07-04

numl

times:

txcc: trans

channel: channel

orgid: aleS54cd9c712864130acafs
conf:

Bd06e15877T

of multiplication:

dk/fab] 2

dk/fab]

dk/fab] 2
homomulti
Chaincode succ

04 1

AR

;iEF'—a*l:l—bEE’ﬂ%iﬂZ?ﬂi&ﬁlﬁﬁﬁbE’ﬂﬁbﬁﬂ%&ﬁb#, Hp-agRIZHESWINE, -bENSHER

.

6.3 XHRgEn KA AINEE

6.3.1 ik

HRIKIREERSLIRE| Jinm, FAARBTEZEXREEMUMINRAR I REXR
SIS ESEM T, ANRSHSIIZENERSRFTEREFEERIZ
19, FAEAEMEWSGLIRT, BMEARTL SR RS LERESHZHRE, 1B
7y S ERERIERMEA R R TRE.

AINEEERAXRBIZ A, BRFRARIIKREHRFIEESLIRZAIK
¥, FEESRUFRIEMLAVSS AHEEIREIRIESIREINGE, IIKIRIHRFARESHXET
WEARE, RERPEE. RETRAIKRIEWSTFRMTESIEINLE.

6-1 Z5iZ45

| RESEER DL RS )
EREAXIER } ETRINAE
! p
L | {EFBFFETE ‘ At
|
! p
|
(Froemm )| (B IBEERE ‘ T |(_mmem
| J
atymrE i ) i i e
|
- ) KRGS TS ‘ C )
— A ——— ) -
(1 #E8

EREERRRE, BERERARSIT IR,
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6.3.2 [RKBELFA

ERNEREENAAEERAARFREEXRET SIS OESHITHEXWSH A
ik, FRARRNMYEREZE—ENIRIZEEN, ©EESXREFIEFZINRLURE
BANZ M., EHXRHERMERBTT AL, FEARNEERIELRISEH
W25 S ( Business Process Modeling Notation, f&#RBPMN ) F1/>24#E)
INEEIERIA A, BRI EHNEREENRS.

BTt A FERSCHRA RS T A FIERES
e BPMNWEEZH

BCSIEftAYBPMNEAHINERERZ A, AREIERLIVEHRSM. &, M
X EEYR. SRFM. NEFEGIER, BISIRISZELHERIL
BPMNJS3E, Hh, APXERS D8 SFZRIABMEIGINEECBEIA 5
B ERESLIRIFINE . BT R NE AT SERYISIEBPMNAYEME, WIERIRERE
W2, EMERESY.

o HEREELIRE

Package Management REIFFErESLIREIER, APPSR SEERAEEHE
HizRm, TEENSECERNERSY. BENERNSESEEE PSR
g, RRGHNVBLNERE, THEINZRMNLOIL, BeelREETES
P EFPAI—DockerdegAH .

o HERELLUMA

SLOWLIERIEREGLY, TLUBIIIMBSRMERMASYIHITERE, STHFHMAAA
REMESH, RRANSMAER TR TR IR, BRTETRF

10N 0

o HERAWETHE

WEEEHEE, BPEFFRIBPMNISEFATRAS, WEHTRAIIERE
654, ENEPEGORTNERSINEE. MRIEZENE, GUNEEFTE—
EHENE BT RIENFIREZ 85T .

6.3.3 I'SSHRIEEE

ERAIX R ST A SERFRIRFA R MITHE ERZEERREEZE N SHIREE
@, BNEERXRGENSERtBTIREA RN SR PRIEUERITIRIETIE, TEEEI
TEREARNIFEURFERFART —ERIFIEEIERRZZ TR T—2

oy 1=]
%I)zlf:*EEo

BCSIRMHLA S HEENEERE, BIEARBERAEMNENMERZEWSHIAE
HRMBERZHIE. FEHNAFESIE, 27T IAACHRHARNRE 5 aiER

( Hyperledger FabriclEigiR BRIASZIFMALE, INBEEEFAT) , FARBEHEHE
HAFSFAENNIR, fIINCESERNAIGIEEMNER . SKEARNATH
INERHDEOR WL . IZINEEER P E SRR OMERIRNSS, FET XM ERWSA
REE, RAHEINT XRGENZ M.

o HFPNIREIE

BREANUNAREEFNZEONEER, ABEAFREEREUser Management
ETRAPREE, BEREIMISRERE, fIIExR. ERMCEEER
FAt, ARRERE, BTHETESS M NBETAE. &REFIIAR, 512
RPNEIRERF SIS REN, FiEFENNAIEE.

o ISBiEEE
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BFRUBZRERZNERERENNSES TR, EESRSRENISHBER
ZEE, BIERAZISHEN TN —SREED. FEBDKSIRR, 78
MEESRSEETK .
o ISZ4HMIE
W SAMEEERZOER SR . Banll S EMA TE=MSAMES R .
EOER WS IBIERAFET AR S 4SDKARR ZH T S48 ; Banllssqt
IBIEIRIB S ZIEFIKT, WE—EEKREEMNEERZZHITIWSIE;, ATLIE
IERIERPAE, FEBFPEEEFENNRPTENIATAEWLS, LA
HEFHITREIEHE ( Hyperledger FabrictEs@hik RIS, TRE
EHFESF) .
6.3.4 {S5F3iAA
NBEABARINGENERIRE, NFFERBKERARZ SRR TEEBCS-
BPMN.zipFLicense,
LB HEEHRS.
1. BR=BI[5IZECCHEFHIE,
2. GUEECCEEERE, WLUbuntuFRZECPU161ATFE32GHZE,
3. EEREETS, IR ANIPHIZETRLZEEMN, FHIABEHMRTCP
9096i%, LARFFAIKubernetesfRSZ iR, i8EH1-32767,
4. YlicenseINENBR/T, BETEESBCS-BPMN.zipfl{&/rootBF, =7
ERE A /root/BCS-BPMN/.build_config/one_step_deploy.sh,
TR2 ARWETHRETES,
WindowsF AR TEETEBBCS-BPMN.zip,
$E|3 TERTHEE,
$JFVScode, BEHEAMYT RIE -> TR BIEG LA -> BHEMVSIXLE -> FEEBCS-
BPMN\extension\BDB-Modeling-0.1.0.vsix,
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MR wEE EES BAv) #3e BOR

. T
BDB-Modeling i - :Repositor

huawei

Debugger for... o1
A lightweight Java debi

IntellJ IDEA Keybindi
Port of Intelll) IDEA Key
k--kato

* E
_@ Java Extensio...
ar extension

wd Java Test Run...
Run and debug JUnit or T..

¥ ;l_j [ava :—-,

- Langl.._lag_e Su...
Java Linting, Intell
redhat EfE 110

. Maven for Java
Mana_]u Maven project

PP Project Mana...
Manage Java proj

$WA RERTHER

BFHIEHT RIRE, BXinindmiFesitbithttp://{FEFH1285814I1P}:30301. SIERKS
M=,

BDB-Modeling -1
n

@exthuawei.bdb-modeling

AR I#X

> R
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£I|5 SARfldemo,

BFAVESTESE > %EBDB MODELING -> Import Folder -> 1%#%£BCS-BPMN\demo
\projects\democc\modeller-workspace\proj_democc,

IHHR) SR EES) BEV) #£36) BOROSRMm W)
S RE
> PROJ_DEMOCC
» A
> HiEEE
s BDB MODELING Se EE

In order BDBE Modeling
featu nimport a

ce or create new.
Import Folder

New Workspace

£I®6 mi¥bpmn, £HEL.

RPARIETRGIdemoitiTIEeY, EpfFEBESWSHIbpmnE, REREMESL,
FRHETVRA TAETRRENRI.

FW|T LEMEHLEN,
N i

BREERThttp://{FEFH1283%M1P):30300, HdPackage Management, {fX&E&
B RERAYLUREIIEN.
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SR8 REME. BEMBRF.

EERMEUser ManagementtliREAE ( BTFENERIRATLES ) « BHA (8B
AEESINMEE ) URAR (BMNBFPEIIASNEE) .

(D ieA
Hyperledger FabrictEs@hik BRIA IS E, TNREEEFAT .

£ SRR,

ZAEETER ST SHEI T —2REER, FEBIINGRR, TEMNE
EFERUSERTK.
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R0 EORS .

BeIsZiEF S N @ B 4 HIAVA SDKIEREEEE, BEENT HERFRER
AXREERSE, ISIREREEERestful APIRNSVIEN, FFPRILAESDKAD Restful
APIZEIERESH A VAREREERAKIRER SR

.

6.4 51213

LISEFBAPIRS, INSRIBE “APIGW” FFLAYFEIRAD, 152 IWAPIRIKEEIRISH T

¥,

REB Hi=E HIREE iR AL IBYETE

100 BCS.4006012 | Invalid channel B} | IBIRHEZN
channel N channel ¥R
name.

400 BCS.2001001 | BCS service BIERLIN, ALAEE{FERIRS
modified. BCSARSSEL4

ERYIN

400 BCS.4001001 | Operation BIERM FFIRSCIESTR
failed. The BCSIRSSIETE | [GiRME
BCS service is | gz
being created.

400 BCS.4001002 | Operation BRIERM EREHREERRD
failed. The BCSERS31ETE | B,
BCS service is | A&k
being
upgraded.
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400 BCS.4001003 | Operation BIERM E5BREERED
failed. The BCSERSZIEE | A,

BCS service is | Mfg
being deleted.

400 BCS.4001006 | Failed to BRI, Ml | FoniSiE R E M
delete the SFS | BRSFSMEE4E | FREDAT ., BRI IR
file system KEBEW, |WT: ERCCERR
because the | ATREERES SEHE, #AF
CCE API or CCEMZIRF | EE1ERm, &F
the cluster EOSELgE | “SREE" >
status is ERESRE | ‘FHERE , &
abnormal. S FIIRSBITREERET

AOMLETFE; 0
FEARANRE “XH=FE
figE” , WEZER
TEEEEEN
“HBRIEIR” ; 40
RERZE “E
YiEiES 7, W
B “MRXELT ,
REEFREMHG
IRSZRmE, WRXE
FEGHER

400 BCS.4001007 | Services billed | GELARSF | BEHIRS AT
in the yearly/ | f1FHIFR iR, BEIKELE
monthly HITIEIT .
mode cannot
be deleted.

400 BCS.4001008 | Operation BIEXW, & | &EBERELE—
failed. Bind BAELE— | TREEY M
an EIP to at MEBEL | IP, 1BYPEREN
least one EMEIP, 1B | BF. BRSE:
node in the YIEREC] | ERCCERSIEH
cluster and # 8, BNEEE
try again. RmE, 1BF ‘TR

E1E” Y ‘TR
187, IIERS
XTI RYEERERYTS
=, WMEE— T
RIMENTRE: B8
EHEHRAR, =Bk
HRECSKRME; &
ECSREBEEFET R
BiE, SHEER
FIERE, VRE
“ERMENRIPY T
%, B “4bwEny
HAMIP”
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400 BCS.4001009 | Operation BRIEEW, &£ | REEEI TR
failed. Bind BEABETRAK | EEIP, J&ECCE
an EIP to YEESEEIP, RSBV FiEr,
each node in | 1IBABNTR | ARENIRE. B
the cluster YHEREHE | AZE: TRCCE
and try again. | RSBIEHIE, HA

ERETERMm, &
B YRRER
BN ‘PREE”,
T EARS XTI AYEE
BT, iR
BEBEREIPRITS
=, HiorXdEH
B PR
BE: BEDREB
R, SHEEEIECS
RE; 7EECSHEM@
BFEDRARE,
SHEERNFRER
m, YRE “iEs
~MIP” TIE; B
& “YPEE AN
IP”

400 BCS.4001010 Failed to TEBCSIEH RIS BIES:
download the | %M, ETCDE | BARETCDEfELME
BCS perd=ae BSPTE, &
certificate BETCDRRTE, &
because the ETCDRE, NizhE
etcd BESEPHTEH
connection is TIRE, FIKEIE
abnormal. FEEE.

400 BCS.4001011 | Operation BIERW, R | FEFR, SR
failed. The SAFESRE | FiEEIaT .
service does | #&MIBR, BRI
not exist or #
has been
deleted.

Refresh the
page.

400 BCS.4001015 Failed to FREVPeertn | IREBHIELIEIES:
obtain the SEXEN, FEHRETCDHFERME
peer ETCOEZRRE | IESHLE, &
information BETCDIRES, &
because the ETCDRE, NizhE
etcd BRI SEH
connection is TIRE, FIREIE
abnormal. EEER.
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400 BCS.4001018 | Operation BRIEEW, IR | BRSEER
failed. A SEMEEE | EFRER.
service with R, 1BIEX
the same EEFIRAS
name already
exists. Enter
another name
and try again.

400 BCS.4001019 | Failed to REVAHRIRRR | EIRSHRAES
obtain the RALW, 7 | B, BEHRRA
image version | {RAEXE | FRERESEEE
for upgrade BAERER &=,
because the | EE, SNERRA
required BoEfEIR
image is not
in the image
repository or
the version
configuration
is incorrect.

400 BCS.4001020 | Operation BEXRN, BR | BREER.
failed. The ENREEEL
service status | HIRSZBIEEL
is abnormal 1B, 5HEE
or the service | iz
is being
processed. Try
again later.
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400 BCS.4001021 Failed to add i~DNPeergli@ | ZEFRCCERRSES!
the peer to B, IJge | &, BFCCERSS
the channel F1ECCE# =BIEE; GRS
because the 0. &8RS | EENHNERS
CCE AP, SENREETCD | BR@A, &F &
cluster status, | IEHZESENE | REE” Ry “&
or etcd R SR, HAMR
connection is SYIRAYERE, B
abnormal. BEEBRIRTSES

B, AEHRE,
FEHRERIRT
1BME, SEEE
BEFERIRESERR
R0 X R GEAR
53 IREBHIREAME
1ESBFRETCDMIE
RIS Ry
2 WEBETCDIR
=, GETCDRE,
NiZBRIESHHRY
SHEHITIRE, F
IREEEREL,

400 BCS.4001025 | Invalid EIP. EIPARSE, 7] | ERCCERSSIEH!
The EIP may | BEHRBIEIPEMN | &, &R “FRE
have been BB, B | B -) “EEEE
unbound KMEMAER: | 1B, HRST
from the EIPESBEE | MAYEERE, HA
cluster. Check ‘TREET R
the EIP M, BEEERTR
binding of the EEGPENNAY
cluster. EIP, WNERiSBNE

HHEBEEIPZ EBIR
EIMIIRE,

400 BCS.4001026 | Failed to save | {F7ZEIPE! IRIR SRS
the EIP to ETCDI , BHRETCOH SRR
etcd because | ETCDIEERE | 5SHRILE, &
the etcd BETCDIRE, &
connection is ETCDRE, NiLHEE
abnormal. BESEHSEH

TIRE, FIKEIE
EEEL.
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400 BCS.4001027 Failed to {RTZEIPZIEXEE 7&§CCEHE&T Sl
update the RN, 7] , BECCERSS
EIP BETZTECCESE xE'EﬁJzIE%‘; aiRsS
information in | O, &EEPRE | IEBNHNEREE
the SEREETCD | BRME, % ‘&
consortium EESRENE | RER 1 ‘&
member R SR, HAMR
configuration SRR, B
because the BEEBRIRTSES
CCE AP, %‘, aERRE,
cluster status, FEERERIRTT
or etcd T ¢E, ShEEIE
connection is FEERRSEREN
abnormal. EERF0IiE X R YEAR

53 IREBHIREAME
1ESBFRETCOMIE
LIET Sy
, SEETCDYR
=, EETCDET%",
)\szﬂ”iﬁg.’r:ﬁcF'E’J
SHEHITIRE, F
f EIEI%}:EITO

400 BCS.4001030 | Operation BRIEL, IR RN RIS
failed because | ETCDIEIZIGE | BRETCDHFELMNE
the etcd LW BESHRHTE, &
connection BETCORE, &
check failed. ETCDR®E, MIiZEE

1S BRI EH
TIRE, FIKEIE
ERER,

400 BCS.4001031 Failed to BARIFAE | ZERIEGIEIES
query the HSESLS BARETCDMERLE
member ETCOEZSE | 5ESHHLE, &
details BETCDIRE, &
because the ETCDRE, NizhE
etcd 5SS BPRILTEH
connection is TIRE, FIRKEIE
abnormal. EEER.

400 BCS.4001032 | You do not e EREN | IZEBRRFERE-RS
have the 5} *‘B% BIRRMHE
required T, EHEENR
permission. EEHEITRIE
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400 BCS.4001033 | Failed to MR RES | IREHELHIEES
delete the LW, ETCDE | FBETCDEIERMIE
member BRE BESPTE, &
information BETCDRZE, &
because the ETCDRE, NizhE
etcd 5SS B PRI IEH
connection is TIRE, FIKEIE
abnormal. EEEi.

400 BCS.4001036 | Operation IBREXW, B | BERFHES.
failed. The MEEFREF
notification =, BRIFhE
does not F=)
exist. Refresh
the page.

400 BCS.4001040 Failed to IBENINELEE | BEREINALLE
decline the BEEXM, & |8, B2BXREE
invitation for | ERENALL | HiEERFFEEE
joining a BiE, 578 | RS
channel. REHHERE
Refresh the RIFFEREN
page and RES
check the
invitation
status later.

400 BCS.4001042 | Failed to TERRER | KEBSELHIEES
query the KM, ETCDi%E | BRETCOMIERME
member fE=3 =) BESHPHTE, &
information BETCDIRE, &
because the ETCDRE, NiLHEE
etcd BESEHLSEH
connection is TRE, FIKEIE
abnormal. EEEL.

400 BCS.4001043 | Failed to ENRRER | IREMELIEES
modify the KM, ETCDi%E | BHETCDEEALTE
member ZSE BSPTE, &
information BETCDIRZES, &
because the ETCDRE, MiZEE
etcd BRI TEH
connection is TRE, FIKEIE
abnormal. EEER.
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400 BCS.4001044 | Failed to BI=NES THERIFEELIE
accept the M. EA=BEKR | &R,
invitation. The | IEfERIEA,
acceptance is | I5ZBXEBEH
being HEERFHE
processed. EEHIRE
Refresh the
page and
check the
invitation
status later.

400 BCS.4001045 | Weak MAEREE | BRAZEMRS
password. N4 HYZRG

400 BCS.4001047 | Failed to {EETCDEE | HBETCORTS, &
modify the LW, ETCDIE | ETCDRE, NREE
etcd data BERE HERERESHF
because the ETCDRERINM IS
etcd SHITIRE, Fik
connection is SEERER.
abnormal.

400 BCS.4001048 | Failed to BB ERE | BRCCEEHES
change the 1B5M, CCE #)\Eﬁéﬁﬁ
password EHRESH HTE CRRE
because the IE” FRY “Eﬁ%’:
CCE cluster is B, HARSXS
abnormal. NHIEERE, BEE

BTRRRIER,
HEHTRIRER
%, WEsECCER
%EI’JE&ZBE&LI*IE}E
g, SEHRER
1_1-:} E, HEEEF
TR EEWERTY
ﬁgiﬁﬂwﬁﬁ
HEHCIZEBCSHR
SFR(FER
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400 BCS.4001049 | Operation BIERNM, £ | ERCCERFHIE,
failed. The BRTRE, HENEREER
cluster status | IBFIAERRIK | @, &EF “REE
is abnormal. | SHEFTIR B gl “EEREE
Check the B, HEIRSXY
cluster status MNEVEERE, BEE
and try again. BHTRRBLER,
HEHTRRER
%, WESECCER
SHI SRR
g, HEHRER
HITIRIE, B&EEE
TR e R
FESMIWTR
FHEHCIZEBCSHIR
SRMFER
400 BCS.4001050 | Scaling failed | ¥"@a%LM, | BERCCEZHES,
because the CCEfRS1EZEN | BEECCERSE RS
CCE API or SENNE | EF; HCCERSS
the cluster RS RE INEEIEENHNE
status is BHEERmE, &%
abnormal. “REEIE” G
“EREET , B
FIIRSXIRIRYEE
B, EEERRT
=RIEE, a5
B8, FEHKE
fEHITERE, &
BINEEERIRE
IERRIERCIZEX
HREEARSSEA .
400 BCS.4001051 | Scaling failed | "&KW, | | BEE, R
due to BRSHAIE | IEEMHEERM
incorrect H, BIEHE | peert =B A
request LARR9A9peer | 1T EFRE (5
parameters. | TRHEREE | 1) .
Check KB ER (5
whether the ™)
number of
peers in the
organization
has reached
the limit (5).
400 BCS.4001052 | Operation BEEW, & | HEREENTE
failed because | 15:#8A £,
it timed out.
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400 BCS.4001053 | Failed to MEFiEEE | BERCCEHEFHA,
query the K, AJgelR | EECCERS 2
network EFCCERRSS | IEE; &CCERRSS
storage EOSIINE | EEIEREUHNE
because the HYmMEE BHEERmE, &%
CCE API or “HRREE” R
the cluster “EEREETRY , W
status is FIRSXIMAYE
abnormal. B, EEEERT
=RIEE, A5
B8, FEHRE
ERTIRIE, &
BINERERRES
EENERCIEX
HREEIRSSEA
400 BCS.4001054 Failed to add peerfli@Bsk | BERCCEZHIE,
the peer to W, oJgE[RE | EECCERS 2
the channel HCCEERER | IEE; ABENE
because the FIVEETCDIE | BAS1ERMm, 1®F
CCE cluster ZiaRR ‘REEE” Bl
status or etcd “ERIEIRT , W
connection is FIIRSZ XTI MRV EE
abnormal. B, BEERRT
=hOIEE, G5
B8, FEKkE
EHITIRE, &
BIMERERIRE
IERRIERICIZEX
HRiEIRSS; KNE
ETCORE, &
ETCDRE, NiziE
HIERSEESHF
ETCDRERILIEIE
SiTiIRE, Fik
SIEEEE,
400 BCS.4001058 | Failed to B RES | BETCORE, &
delete the LW, AJEE ETCDRE, MiZEE
member MECTDEZER | BfEREIESHEH
information BB ETCORZERIIES
because the S#HiTRE, Fik
etcd SEERER.
connection
may be
abnormal.
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400 BCS.4001062 | The SEiEtEFPE | BiEHEPXERE
maximum SIAE R 2 s,
number of
tenants that
can be invited
has been
reached.

400 BCS.4001063 | The EEKEEE | MECKEIBIEH
maximum XNEUA_EBR EIXE T ERE
number of 100, EFBCSIRSS
invitation =HE, #A ‘B
notifications MER” REm, &
that can be BEIBHBHAIE
received has BUsER
been reached.

400 BCS.4001067 | Failed to BESERIES KMEBETCDIRZE, &
delete the W, ATREEI | ETCDRE, WL
notification. ECTD EERE | HEKERSEH
The etcd =D ETCORZERIN IR
connection S#HiTIRE, Fik
may be SrEERER.
abnormal.

400 BCS.4001069 | The PECABIEESE | BRI ARSSAVHE
chaincode is | #ilft, BiEE | ABSERAEE
being it %'UJCE%;&WWCU(
instantiated. S, FELhfbssR
Try again ):Eﬂﬁ RE .
later.

400 BCS.4001078 Failed to BHEEER *AEETCD’ikIL: , B
query the KW, algelR | ETCDRE, NIZRER
channel EFRETCDERE | 8iEkEESH+H
information =4 ETCD "%"E’JL}E}E
because the SfiTIRE, Fik
etcd ErERE Efto
connection
may be
abnormal.

400 BCS.4001080 | Operation BERN, EECCEHE%%
failed because | CCEEEEEHEE. | &5, BERCCERS
the CCE FRENSK M =HE, KBRS
cluster EEER, BFH
information InE, &% ‘&SR
failed to be S8 Ry “EEE
obtained. 187, RS

Bz E’J’iﬂﬂklu 3
BIEE, FIKEIE
EEER
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400 BCS.4001081 Failed to SREMBIEHE | IBETCORES, &
obtain the L5, ETCD | ETCDEE, NIiZER
invitee's =0y HEREESHF
organization ETCDRERIRIERE
because the SiiTiIRE, Fik
etcd is SEEEFE,
abnormal.

400 BCS.4001086 | Permission PERIREREY | IRERAFTER-IRS
verification EE-RIRSHE
failed. T, ENEENIR

[EEB#ITIRIE,

400 BCS.4001088 | Operation BERNW, IR | BRISY KECER., BX
failed due to | SSEERAE, REER, &
insufficient B KEE/E | ManageOne R
quota. i By “4847 “->"vDC
Increase the S1E" > "SR
quota and try PE .
again.

400 BCS.4001089 | Deletion ARHIBREE KMBEETCORZE, &
failed. Failed | BCS{EEMMBR | ETCDEE, NiZHE
to delete the | M HEEKREIESHF
BCS ETCDERERIR IR
information. SifiTIRE, FiK

SEERER.

400 BCS.4001090 | Operation BRIEEW, &£ | HIETEEYHHIT
failed. No B La AT BREAET S
node is =, 1BEER | {7 . BFRCCEE
available in it HE, BANEEHE
the cluster. BRmE, &% ‘&
Try again TEEIR” PRy “&
later. SR, HERR

SITRAVEERE, &
BEHTERED
=, ERENT
=G =2
ERNTREENR
TTERRSS; &M
HEE, WsE
CCERRSSBIEIESS
SENIRSER T
=, REEEEE
HJik,
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400 BCS.4001095 | Failed to BRI, MEETCORES, &
delete block ETCDRES ETCDRE, MiZiE
configurations | XRECEMIPR | BIEREIESHF
due to etcd LW ETCDRZERIAMIELS
exceptions. SHITIRE, Fik

SIEEEFER,

400 BCS.4001096 | Failed to AHIBREE KMEBETCORES, &
delete the ETCDRES ETCDRE, MiZEE
AgentConfig | AgentConfig | #EIkEESHH
information SEMIBREW | ETCDRERIRIES
due to etcd SiHTIRE, Fik
exceptions. SEEEER.

400 BCS.4001097 | Failed to fRIBRIRIL, MEETCORES, &
delete the ETCDEEER | ETCDEE, NiZEE
CCE cluster CCEERE A | MEREIRSHF
occupation SEMBREM | ETCDRERISMIENS
information SfiTIRE, Fik
due to etcd SIEERER.
exceptions.

400 BCS.4001098 | Failed to fRIpRIRIL, MEETCORES, &
delete the ETCDEESH | ETCDRE, NiLREE
SDK SDKEEMIER | BEREIES B+
information i ETCDRERIAMIETE
due to etcd SfiTIRE, Fik
exceptions. SEERER.

400 BCS.4001099 | Failed to RIBRAL MBEETCDRZE, &
delete the ETCDRESH | ETCDERE, NiREE
channel BEEEMEE | BiEKkSEESHEH
information L ETCDRZERIAIES
due to etcd SiRiTIRE, FiK
exceptions. SEERSER.

400 BCS.4001100 | Failed to pillEZ S KMBEETCORES, &
delete the EIP | ETCDREEIP | ETCDRE, NILZEE
information SERIREW | BIEREESHEF
due to etcd ETCDRERINMIETE
exceptions. SHITIRE, Fik

SIFERER.

400 BCS.4001101 | Failed to BRI, KMBEETCDIRES, &
delete the ETCDRES ETCDRE, MiZiR
port PortSEMIBR | HIEIREIESFH
information N ETCDRERIA IR
due to etcd SiTiIRE, Fik
exceptions. SEEESER.
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400 BCS.4001102 | Failed to FRHIBR R , JFAEETCDJM, =
delete the ETCDRES ETCDRE, Mz
ipmapping ipmappingffl | BIEIREIES P+
information EL ETCDRZERIAMIELS
due to etcd SHIFIRE, Fik
exceptions. SEEEER,
400 BCS.4001104 | Failed to fBREM, &8 | CCEREIEERXIM
delete the EEhRAPRS Eﬂﬂkxe;‘_
deployment | ¥, AJgethEl | B, ERCCEZEH!
template CCEERERE | &, HNEEHER
because the | & Rim, &R “FR
CCE cluster BIE” PRy “£EF
status may be =187, BHRS
abnormal. ﬁ%ﬂ’]ﬁﬁﬂkm B
AIER, LML
R E"%"E’J &
ﬁﬁ)i'i‘aﬁ—slﬂrg
£, FEEKTS
FEE ﬁi?ﬁ?
Eo
400 BCS.4001105 | Deleting the | MHBREM, &8 | CCERMEEERIR
deployment | EZhRMIfFE | EEPRASESLE
template AY, BIgeHil 'w’o EFRCCEZH
timed out CCERYEEREIK HNERFETE
because the | &SHE 5’?@, TR CER
CCE cluster BIE” PRy “£EEF
status may be E87 , BHRS
abnormal. ﬁﬂ@ﬂ’]ﬁﬁﬂkm e
BIEE, HHIE
Eﬂklu SENE
/R, 1% %CCEEI‘J
Brism=ilikE
£, FERRE
EEEBEEMNE
Eo
400 BCS.4001106 | Operation IRIERW, & CCEﬁmﬁéﬁﬁi
failed. The BAGEE, B 5EFE, BR
cluster does i=)=t=hm CCE} SIS, HA
not exist. Try Eﬁéﬁﬁﬁ, v
again later. B YRRER
gy “ Eﬁf’:ﬁ 7
B IRS RV
HEAERE, &F
7, FTE=HE
BERHTX HRGE
IRSS
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400 BCS.4001109 | Operation BIEEN, 3% | ESIL.
failed. Failed | BYT5S4H40K
to obtain the | %KM, B
peer fEHER
organization
status. Try
again later.

400 BCS.4001110 Failed to el FES HEER.
create CertBitConf4k
CertBitConf W, mIBEHIE
because the WJ£& a)ER
network may
be faulty.

400 BCS.4001120 | Failed to fHBREM, 1B | ERCCEHEHIS,
delete the HEXEMERAK | EECCEIRS 202
service. The W, ATREEIN | IEE; ABHNE
member ERELE | HESERE, &
failed to exit | ETCDiEERE | “RESE" /Y
the “EERIEET , W
consortium. FIRS XM AYE
The cluster or B, BEEERT
etcd =RIEE, A5
connection is B8, FEBRKE
abnormal. ERTIRIE, &

BINERERIRE
EENERCIEX
HREERRSS; KE
ETCOIRZS, &
ETCDRE, NiziE
HIEREESHH
ETCDER BRI IR
SHTiIRE, Fik
SEEEFER.

400 BCS.4001123 Failed to mpREM, & | MEEEEREI.
delete the BEEEIRER ERCCEREE,
service HA ‘BRER
because the Ry RIS
cluster has B, HEIRS(E
been FBRvEERE, BEE
hibernated. BETAM ‘E

27, ki “gErE
Mg, fFEEEPIK
SKETTERBE
RS o

MARRAS 01 (2024-01-11) IRIERE © LATITERAGIRAT 251



XER§EARSS

F &I 6 B3

RSB =i=h m=ER A AL IBFETE

400 BCS.4001130 | Failed to save | {RFTHER BRCCEEHS,
the node and | port{S8E5 BECCEIRS 2%
port W, STREEEl | IEE; REHAE
information ETCDRE. BETERE, %A
because the CCEEOEkE | IRSBXIMAVEEES,
etcd, CCE API, | B3R % BEEERSES
or cluster is IFE, aE#RE
abnormal. B, FEHERER

HITIRME, EE
FERERIRESIE
FEHIERICIEX R
yERSS; WE
ETCOIRE, &
ETCDRE, NiziE
HIEREESHF
ETCDRERILIEIE
SiRTIRE, FiK
SEEEFE.

400 BCS.4001133 | Failed to save | RFBEEE | IEETCDIRZE, W
the channel KM, BJEe BAYETCDRE,
information METCDRE SEHWELIBIES
because etcd PrhXFETCDHE
may be RIBRYIE S
abnormal. TE(E, FIKEIE

FEEMH TR
1,

400 BCS.4001134 Failed to save | {R7ZBCSEE WEETCDIAZ, W
the BCS K, Aget | RARLETCDRE,
information METCDRE SEMELIBIES
because etcd FhXFETCDHIE
may be RIERYIE S-SRI
abnormal. T8(E, FIREIE

FEEmHTIZ
=

400 BCS.4001135 | Failed to save | {RfFiFHsk MBEETCDIRZ, 0
the certificate | W, AIEEHEI | BAREETCDRE,
because etcd | ETCDEE SEMENHIBIES
may be HBhXFETCDHE
abnormal. KBRS S S B

7181, FIREIE
EREIHITIE
1,
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400 BCS.4001136 | Failed to save | {®fFbitconfsk | {&BEETCDIRZ, 0
bitconf W, oJgeMl | RALETCDRE,
because etcd | ETCDEE SEMENIBIES
may be PBhXFETCDME
abnormal. WMBRVIES SR
T8E, FIREIE
EREIHTIR
=
400 BCS.4001137 | Failed to save | {RFEFEBIEIR | MWEETCORZ, 4
the KW, AIgE BELETCDRE,
deployment | BIETCDRE | SEHELIEIES
template BhXFETCDHE
because etcd RIERIIES S BIH
may be 1TIR(E, HIRELE
abnormal. FEEmMH TR
1’E0
400 BCS.4001149 | Failed to EENFIEEN | KECCEREREO
query the LW, aJget | KE. BERCCER
cluster details | TICCERRSZE | BiTHlE, BEE
because the EOSE CCEfRSS =2£1E
CCE service or ®;, ARSBIEEN
APl is HNERETER

abnormal.

|, %F ‘RRE
I2” iRy “EERFE
B, HEIRRSYY
MRYEERE, BEEE
HREERQLER,
EERRE, 58
BFIRSEH TR

F, SREEHIEE
(ERRNSIERERE
BE U X BREERR

5o
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400 BCS.4001161 | Failed to add | #HNZALR B RCCERSS =S
the W, AIgEtill | &, EHCCERSS

organization | ETCD{§ZRE | RBIEE; &RS
because the S ECCERRSS | [EEBNHEHNERE
etcd EORE BRmE, &% ‘R
connection or REIE” Ry “&
CCE API may BEE , HAR
be abnormal. SYIRAIERE, B
BEENTSES

B, GEHRE,

FEEIRERRT
1BME, EEE
BERKSEED
ERCIZ X REAR
E g e S
ESHHETCDHIfE
RIS Ry

I, MBETCDIR

=, GETCDRE,

NZERESHHEY
SEHITIRE, 5
REEERER .
400 BCS.4001171 | Weak BMAZEEE | BEATEMRS
password. g, BYZERS .
400 BCS.4001196 | Operation BIERW, & | BHEEEA.
failed because | BUIRSZEEFT
the current FEEXEEHHAYAR
service or SIEEEH,
services in the | BHEGEEIR
consortium
are being
updated. Try
again later.
400 BCS.4001202 | Deletion MHBREM . BB | BRSBAFERSH

failed. The ERFERE | MR, EHHRIE
service does | #MIbR, BRI | BCSARSSFRmAD
not exist or gy a,

has already
been deleted.
Refresh the

page.

400 BCS.4001203 | Operation BRIEEW, 3K | BEREILIREL
failed. Failed | BNERE{ES 4
to obtain the | &
deployment
task.

SIASRRAN 01 (2024-01-11) WA © EARUERABIRAE 254



XEREEARSS

F&tEE 6 Bz

RS ERs ERER iR A IBIE e

400 BCS.4001212 | Operation BAEEW, 15 | ¥MEnode_flavorfy
failed. The KESEHRY B EE M
ECS specified | node_flavorfg | #AEAYECSHLZE
by EAHEE AT
node_flavor in | T93E
the request
cannot be
purchased.

400 BCS.4001234 | Operation BRIEL, BIRS%EE, BE
failed because | BCSERSBATF | XIMARSZAMAY
the BCS RERSFREIR | ‘B , BE
service is in = “iefE” FIRSIK
the SKEIEREEBIE
Hibernating Eo
or Frozen
state.

400 BCS.4001242 | Failed to BRIEEW, B | BEEENBCS
remove the BHBEEX | RSBLART, &
organization | EFEEBTRAER
from a BEEEK,
channel.

400 BCS.4001301 Failed to &HiFROMA BERROMARRSSIE
query the MQSELAIER | HIE, KMEXIMEC
ROMA K, 7Jges | BIRPIRESERE
instance ROMA MQSEE | &, LRk
information BlEibreE | EEESEEIRH
because the | REFESH | MARBEERIVIRE
ROMA IEERISEH,
instance may
have been
deleted or its
status is
abnormal.
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400 BCS.4001302 | Failed to EOERER | BERCCERSIEH
query the KM, &£BfE | 8, BECCERS
cluster ZprEE | RBIER; GRS
information KERE EENHNERE
because the BRmE, &% ‘R
cluster has TRETR” bRy “E&
been deleted SR, HAMR
oris S NAYERE, B
abnormal. EERREBFE,

EAFEN IR EERE
MR, FE
FEMIRSIEER
EEBFE I TIBCS
fRSS, &EEHF
£, MEERE2
BIERE, &5E8R
B, GEEHRER
HITIRE, EE
FERERIRESIE
EHERCIZEX R
PEIRSS o

400 BCS.4001304 Failed to EH1HROMA EFRROMARRSSIE
query the MQSsLfIFIZE | #lE, HIARSIK
ROMA KW, ROMA | SE2BEE, KE
instance list MQSIRSS#EN | XM LFITIRSE
because the | FESE HIEE, FRS%
ROMA MQS SIHRESIREIEE
APl is [E4AEE(ER, &
abnormal. SETROMARIENL

FERLIRYE S 1T
s,

400 BCS.4001305 | Failed to SREXROMA BEZROMAR MG
obtain the MQSSLf5) BERSSEARYSLA
topic TopiclE2k | KERBLER, &
information ¥, ROMA SrEEBEE
of the ROMA | MQSELAIFE | 1E. &LAIMEMIBR
instance EEERRES | BT, UEEWXE
because the N FE9SCAI, HEHH
ROMA BUsEIRS 7 aefE
instance is M.
abnormal or
has been
deleted.
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400 BCS.4001306 | Operation BRIERM, B EFTIEIR AR E
failed because | ROMA MQSSE | BEIASIEER
the ROMA HIERAER ROMA MQSZE
instance is fil,
currently in
use.

400 BCS.4001307 | Operation BIERM, & | BEAMPIEERK
failed because | BIAAFIZBEIX | SR, BIXFRE
you do not [REEDMSE | WSINRESEHF
have the I, BEIAM | IERHS AR
permissions | REWSINR | YR, EDMSERIE
to view DMS BXBIPRRING
data. Check B&Eil,
your
permissions in
IAM.

400 BCS.4001356 | Operation RIEEW, &£ | BXINERF T 4E
failed. No BHTENMEE | FEFEEER
network i, BIEMNE | 12X, BHEWER
storage space | EFIR3L EAY “MEFE”
has been THOKIR, 765EF
configured for “ B MLE ik
the cluster. £
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400 BCS.4001401 | Failed to BEf=mER | HEACCERRSSI=H
update the IPMapping%k | &, &% “BiRE
IPMapping W, BIREk B > ‘T
information ETCDREZRE | B” , #HIIXIMER
of the current | CCE3ZEOaE | S{EHRIERE, #
tenant ERSESN | INEHESREE,
because etcd, LEHREES
the CCE AP, CCERRSHIRE
or the cluster o= {FRE MR
is abnormal. FREEHTIRSS ;

HEEIRSIER,
MiksE “BoE
7 -> “EeEIN
ConfigMap” , #%
BREEEHTIE, HE
BRSZXI R EERERY
IPMapping, ZE&E
BEASERIER,
BXERARE, &
PALIEE, &R
(ERSE R ST
ETCOM LM RIS
FRILE, KE
ETCOIRZS, &
ETCDRE, NixiR
S BHHITEH
TIRE, FIKEIE
BREA.

400 BCS.4001402 | Failed to Bimpottir | IZRKEGIEIES
update the %W, ETCDR | BHETCDEERME
access oM EN ESPFER, &
address SDKECEHHRY | BETCDIRES, &
because the EIPIEX(EEL | ETCDRE, NI
EIP i BSRHINS T
information in TIRE, FIKEIE
the SDK BEE.
configuration
fails to be
updated due
to an etcd
exception.
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400 BCS.4001404 | Failed to EIEMEEE | IREMELGIEES
update the FEHIPEE | BPETCOHPEME
EIP LW, AIEE BSPTE, &
information WETCDRE BETCDIRE, &
of other ETCDRE, NighE
consortium 5SS BPRILTIEH
members TIRE, FIKEIE
because etcd FEEEi.
may be
abnormal.

400 BCS.4001407 | Failed to EIPEUEIREN | iBEiIdEERR
obtain EIP ® ETCDREIEE.
data.

400 BCS.4001408 | The current LB e | BOESEFERZE
domain name | M, BZE | &, BNEHRRIBE
has been SEREARR | HBeRINFSNZ
used. Do not | BCS3LA FRITEE(ER .
use the
domain name
in different
BCS instances.

400 BCS.4001520 Failed to FREMRIEE | IRBHELIEIES
obtain the HIMEEX FHRETCDHFERMNE
topology W, AJEetll | IESHPHEE, K&
information ETCDRE BETCORE, &
of the invitee ETCDRE, NizhE
because etcd 5SS BPRILTEH
may be TIRE, FIREIE
abnormal. EEER.

400 BCS.4001521 | Failed to REUEISE | IREBMELHIEIES
obtain the IMESELW, PBFRETCDHEAME
topology AJAEHIIETCD | I8SFHILE, K&
information =4 BETCDIRES, &
of the inviting ETCDRE, NikiE
party because BESBRHINS TR
etcd may be TiRE, FIRSLE
abnormal. BEEA.
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400 BCS.4001708 | Operation B{ELEM, IEF | 1. BRCCERSE
failed. The IP | TREEFIPA | Hl&E. 2. &EEF
address of the | IE#f “RRETE > &8
IEF node B , PERS
cluster is SINHVEERE, HA
incorrect. ERIEIERM,

3. B ‘PRE
B, EATRE
BRm, EE&E
T RYPEXNAY
EIP, 4. ZEIXED
DIEFHFRAIAMIP
NERT RYPER
EIP,

400 BCS.4001717 | Operation IBRIERW, IEF | iRIBAMEAIEIRER
failed. The TREENT | B, EBEHYIEFT S
number of IEF | HIQZRAGEATE | HERTFZFTFHIR
nodes is less | IS E RIS =&
than that =,
required by
the consensus
policy.

400 BCS.4001750 Failed to MMOEILED KEMOZEIK
query the B, MO | &, BHConsole
quota from EORESH | R@, &
ManageOne “VvDC” , BBtk
because the “VDCFIER” Rm
ManageOne PRy “EoEnE
APl may be 27, akERE
abnormal. BEIEREINEL L ERN

regionBIZ RS
BIBCENE S, Mk
BAMO#EOIEE,
BNHABMOEEO
HRTRE, B
FEMOEOTNEEMR
SEBIEF.
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400 BCS.4001751 The BCS R EIBCSAR MOSRmEAIABCS
service quota | S3ECER, NIEE | BeAESFE, &
is not found | BcEukiEMak | RConsole R,
because the | HECZVEEE | %&EF “vDC” , B8
quota is not | HIsEIR &£ “VDCHIER” R
registered or EFRY “Beang
the quota 27, aERmE
configuration BEIEEINEHAERL
is incorrect. regionAYBCSHRSS
MECEER, Wik
RABCSARSSACEE
ARIERE, BNIHER
BCSBRSS BEcamE M
=L p SE
AFESE M
EEERIREE
EREEM
400 BCS.4001752 | Failed to {EAMOECER | HEEMOREIK
modify the K, mlge . BEFConsole
quota on BMOEOR | Rm, &%
ManageOne | & “vDC” , B
because the “VDCFIE” Fm
ManageOne REY “EoRE
APl may be B, akERE
abnormal. BEIEEINE L HER,

regionAY= M ARSS
RYBCEER, MR
BAMOEMIES,
BNREMOEN
LT RE, T
FMOEMOINRER
SiaBEE.
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400 BCS.4001753 | Failed to MMOEIFF= | EMOZOIK
query the mEM, TIgE | &, KEFmE
product from | REFAF@A | B, EFConsole
ManageOne | FESE~m | RHE, 1&F
because the ZERE, ok “vDC” , BE
product does | HEMOZEO% | “VDCHIE” RE
not exist, the | S o =]
product 27, BEERm
information is EEN =Y IE=auti= )2
abnormal, or regionBIZ MRS
the ROECES 2, MR
ManageOne BAMO#ZOIEE,
APl is KEHPER
abnormal. BCSHItEXAZ R,

REMEEEKRE
BRFMBCS, &
HEAREIEEER
BNLREMOEEO
TMTEE, B2
EMOEOINEE R
SiEHEIRE.

400 BCS.4001754 | This operation | TiEX T8 | EFMIW,
cannot be TRIRIIRAE,
performed on | iTEEIIN S
the order EEAFE
because the
order
parameters
do not exist.

400 BCS.4001755 | Failed to save | {RIFITERXIR | IZBRHIEMIEIES
the order SHEEM, o | BHETCDEERE
parameters BEHIETCDR | I8SHRILER, &
because eted | & BETCDIRE, &
may be ETCDRE, NiziE
abnormal. BESP PRI EH

TIRE, FIRKEIE
BEER.

400 BCS.4001756 | The order ITBENE | EmIE,.
processing HRETK,
cannot ASTIFHPRETH
proceed TITERIRE
because the
order
parameters
have
changed.
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400 BCS.4001757 | Operation Sz sdlg HWIARE L
verification E, 1BIERREE | create. deletel®
failed. Only KW, JIF | 1F.
create and create.
delete deletet®{E
operations are
supported.

400 BCS.4001999 | Failed to EEINES BRIEIAELK, &
accept the . HEE=E | EEEMALE
invitation. IALLEE, B, B2BREE
Refresh the BBRBETE | HEERFEEE
page and HEERHE | MRS,
check the EEIRE
invitation
status later.

400 BCS.4003007 | No WSERHET | HACCEEREFHIA,
authorization | CCE#Z#X AR EIEIN
from CCE.

400 BCS.4004001 | You cannot CCEEERFhRA | BERCCERSSEHI
select EVS JF1.1547%Z | &, EF ‘TRE
storage $FEVS B -) “fEEE
because the B, PHiREX
CCE cluster NEVEERE, BESE
version is BRASERKT
earlier than 1.15, WNSREEHR
1.15. ASNF1.15, Y

#iE—M 500k
HYCCESER$, R
CCERSZIFOIzE
11504 ERRASEE
%, BAECCERS
SEAR,

400 BCS.4004002 | EVS storage is | BCSIRSAS, | BEF T HECDKIEH
not FHEREVSEE | &, WEEXIL
supported. £53 region, “=IRS

B -) “IRSFH
&7, EEBCSHR
SEPBPTTEEERE,
1% ¥baas-service
SCEIHITHER, &
(54
evs_service_enabl
eSH trueFiHT
R, SEFE
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400 BCS.4004003 | You cannot EVSHEXH | ERCCERSSEH
select EVS CCEmuR | A, &F “BRE
storage XA—, £ |8 -) ‘&g
because the iR{EFEVS B, BHERSYY
EVS disk and MAYEERE, HA
the CCE node ‘TRERET R
are located in H, BEEHTR
different AZs. THK, EEHA

‘FiEEET , ik
B “RIEREE
&7, B ‘Bx
~IERFES”
EECERFRES
NATBEX 2505
BTRuRX—
B, NRFA—EE=E
WL =IERE
EE ] HX—EAY
CCE£EE%,

400 BCS.4004004 | You cannot FabrichR 2 E | BUFEBCSERSFZhRA
select EVS F3.0, BCSH | {5RIEHEE3.0LALED
storage when | SX#FEFHEVS | A,
the Fabric
version of the
BCS service is
earlier than
3.0.

400 BCS.4004005 | You cannot BCSERSSERA | BRIAZFFEH
change the EVSEE, &~ | EVSIEHEUIERE
billing mode | X¥FLEABE | HAIRSS, WIREMRM
of the BCS HARRSS BEHRSS, ZiX
service to EFSFSMEEF
yearly/ fito
monthly
because the
BCS service
uses EVS
storage.
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400 BCS.4004006 | Failed to BHIHEVSIRS | HIEENEZEER
query the EVS | ZERISNK %, Frficurl evs
type. RSFEE, HEAR

BEXEDNSIRS A
R; BREVSIRS
NH, PHEME
£, BFRMEVS
=AIRE, MR
WEEIR, 18R
EVSIZ#EANR; HE
BBCSIRSS RimAR
EZEBIEE, R
S&Ebaas-service
BEHEMNEE.
400 BCS.400402 Query failed. | LW BIMOERASE
FRRYSCiREEY

400 BCS.4004022 | Failed to BEHIEES | BIREAOMARSIL
query the KW, AJEER | RAOMUSIREOIA
monitoring EBAOMEZD | [aitbhiAYEXETE
data because |IFERE, & | Ko
the AOM APl | {6BEAOMBRSS
may be PARRAOM itz
abnormal. EZOpin et
Check FR)ESEI=P
whether the
AOM service
is normal and
whether the
AOM
monitoring
API can be
accessed.

400 BCS.4004025 | Invalid BKRERT BEEEKER,
request o IRIEREEER
information. B,

400 BCS.4004029 | Query failed. | ZifLM BEMOEMASH

&

400 BCS.4006005 | Failed to BCSERSZ &R | IZIRHIENEIES
query the BCS | %M, ETCDi%E | BHRETCDEIfELIE
service berd=ae ESPEER, &
because the BETCOIRE, &
etcd ETCDRE, ML
connection BRI
may be TiRE, FIRSIE
abnormal. FEEER.
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400 BCS.4006007 | Failed to RRiEKREk BALSER: &R
submit the T, CCEEEE¥ | CCERRSZSIHIA
request RYPTESREIP #)\Eﬁii’éﬁﬁ
because no o IPEIf ER CB/RE
EIP is bound | &kl IE” Ry “TRE
to the CCE 27, iSRS
cluster or the NAERNT A,
EIP fails to be BEEEMIPHISEE
queried. B, NRENE
pENEEED—
TRgPE TR
IP, AR EEXEEHE
NE 4T =pe=F
HETHEMIP, 12
1E4BERYE RN
T: BEPRA
R, SHEERIECS
FRE; EECSHRE
BETREIRGE,
SHEEENFIBER

|, iRE ‘it
AMIP” NE; B
T “HERERN

IP” .
400 BCS.4006009 | Failed to T#SDKELE | BRCCERSSI=H
download the | %, BJ&E &, BECCERS
SDK WETCDERER | RBIER; AIRS

configuration | HoCCEERE | IEBNHNERE
because the | KEFESH | BR@E, &F ‘&
etcd RETR” Ry “&
connection or BEET ?fé']ﬂﬁ
the CCE SYIMAIERE, B
cluster status EEEﬂk’SEE
is abnormal. ®, =08l
m, AEHRE,
FEEIRERRT
12BME, EEE
BERIRESERR
ERCIZE X REAR
E g e S
ESHHETCDHIE
RIBIE SRRy
B, MEETCDIR
=, GETCDRE,
)\JBZEH$E'-§’-:E¢'EIJ
SEHITIRE, 5
f (EEEREA,
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400 BCS.4006012 Failed to EUFESCICES EFRCCERSI=EH
create the W, ATReEMl | &, BECCERS
channel ETCDERRE | RBIER; AIRS
because the o CCEERBIK | IEENIHNEREE
etcd SERESH BRmE, &% ‘R
connection or REIE” Ry “&
the CCE BEE” , HAR
cluster status SYIRAIERE, B
is abnormal. BEEBRIRTSES
®, 2AaUED
=, AEMRE,
FEEIRERHT
1BE, EEE
BRERKSIEED
RO E X HREEIR
55, IZEREEREALE
ESHhETCDRE
RIBIESHRYE
B, MEETCDIR
%=, BETCDRE,
Nz BB SRy
TEHITIRE, &
IREEFEREIL,
400 BCS.4006013 Failed to BEEBCSHIRSS RIS BIES:
update the SEUITHISES FHETCDHERLTE
BCS service W, ETCDiESE | 1I8SHRIZE, &
instance 2% BETCDIRE, &
information ETCDRE, NizhE
because the BRI SEH
etcd TIRE, FIKEIE
connection is FEEE.
abnormal.
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400 BCS.4006017 | Failed to BCSARSSFHR | ERCCEBRSS 1]

upgrade the | &K, AJget | &, BEECCERSS
BCS service WETCOER R | 2IEE, GRS
because the FHoKCCEERE | EENFNERHE

etcd RERESH | BR@E, %% ‘45
connection or REIE” Ry “&
the CCE BEE , HAR
cluster status SYIRAIERE, B
is abnormal. BEEBRIRTSES

®, 2AaUED
=, AEMRE,

FEEIRERHT
1B{E, SiEEINE
BRERKSIEED
EERF Ol X R GERR
55, RIBHEAME
ESHBHETCDEIE
RIBIESHRYE

2, {BEETCDIR

=, BETCDRE,

Nz BB SRy
TEHITIRE, F
REEEFEA,
400 BCS.4006018 | Failed to HIEEIDL IRIRHIEMIEIES
query data W, ETCDiER: | BHETCDSEALIE
because the (=3 BSHHLE, &
etcd BETCDRTE, &
connection is ETCDRE, NizEE
abnormal. BRI SEH
TIRE, FIKEIE
BREA.
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400 BCS.4006019 Failed to EREALEES EFRCCERSI=EH
change the W, aleedhll | &, BEECCERS
password ETCDIEZEEE | RIFIER,; GRS
because the oy CCEERCESE | IEEMFHNERE
etcd FiEOsER | 1BRmE, %% ‘8
connection, KEFESH | BREE P “&
the CCE BEE” , HAR
configuration SRR, B
update API, or BREHINEES
the cluster B, GEHRE,
status is FEHRERIRT
abnormal. 1BME, EEE
BERKSEED
ERCIZE X REAR
53 IREBHIREAME
1ESBFRETCOMIE
RIS Ry

B EETCDIR
=, AETCDRE,

MIZERESHFRY
TEHITIRE, F
REEEREIR,
400 BCS.4006025 | Invitation BIBELM, Z | BCSIRSIEHIER
failed because | HRE&#E | @L, UIHRE “BK
the tenant BEgELEN | RER 1, &
has already ETCOEZRRE | BizenBiEr
been invited RBIEEE, &
or the etcd BIEEEAEE,
connection is M35 BA 280051
abnormal. TARBEEERIE,
XS 0pal vz

B, & EF
MBS ER, WaT
BEm A4 TETCDIE
BERE, THEAT
—&, I1ZBEeEL
IB1ESHHETCDI
(LIRSS HRIE
%, [EETCDIR

&, BETCDRE,

M= RIS S B HRY
SEHTIRE, F
REEEEER .
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400 BCS.4006026 Some YR =S IZEHIELIBIES
invitations W, ETCDER: | BRETCDMPERMIE
failed because | BF BSHHLE, &
the etcd BETCDIRE, &
connection is ETCDRE, NizhE
abnormal. S PPRILTIEH

TIRE, FIKEIE
BREA.

400 BCS.4006027 | Failed to list | EiIRERIIE | KEBHIELIEIES
the members | (EE2%M, HPETCDE[ELME
because the ETCOIEZEEE | ESHMLE, &
etcd BETCDIRE, &
connection is ETCDE®E, NjiLEE
abnormal. S BHHILTIEH

TIRE, FIKEIE
BEE.

400 BCS.4006032 Failed to TESDKELE RSN BIES:
download the | &, PFHETCOMEAME
SDK OrderEIPER | IESHISE, &
configuration. | ERE=E, | BETCDRE, &
The OrderEIP | AJREHHIRETCD | ETCDEE, Ni%ER
is empty EERE BESRHRNSEH
because the TIRE, FIRKEIE
etcd EEER.
connection
may be
abnormal.

400 BCS.4006034 | Failed to REUBIEE | iIZRMELIEES
obtain the K, ETCDE | BETCDEPEAMIE
notification ERE BSPTE, &
information BETCDIRES, &
because the ETCDRE, NizhE
etcd BRI SEH
connection is TIRE, FIREIE
abnormal. EEER.

400 BCS.4006036 | Failed to HINEPER, | IRBRHEGIEES
generate the | %M, ETCDiZE | BHRETCDEIfELME
organization | FZHIEHE ESHNER, 9
certificate BETCDIRES, &
because the ETCDRE, NiLHEE
etcd BSEHSEH
connection is TIRE, FIKEIE
abnormal. BEEA.
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400 BCS.4006037 | Failed to send | Event{SE &% | ERAOMIRSS I
the event KW, Tged | &8, KEAOMRS
information WAOMEIOR | EBIEE, BXE
because the FoMEiHE | ERE LR, &%
AOM APlor | &% [ETHZEEZAOMIK
the network S5EventABELE
connection is Bk, HAOM
abnormal. RS EOPIESE,

NRTge B 7 LR
YEHENEN, HEE
EA,

400 BCS.4006038 Failed to BIEEEH | IREHIEGIEIES
update the K, ETCDE | BETCDEPERME
notification EHMESE BSPTE, &
information BETCOIRE, &
because the ETCDRE, NizhEE
etcd BRI SEH
connection is TIRE, FIKEIE
abnormal. FEEE.

400 BCS.4006039 | Failed to RERIEKE BEIMSEREMRY
submit the W, ERfEW | DFRAVERE, B
request {$F B
because the
cluster is in
use.

400 BCS.4006040 | Failed to save | RRIEEHRTF | RIBHIELIEES
the member | ¥, ETCDE | BARETCDEIfELME
information EHMEE BSPTE, &
because the BETCDIRES, &
etcd ETCDRE, MiZAEE
connection is S PPRILTEH
abnormal. TIRE, FIREIE

FEEE.

400 BCS.4006041 | Failed to BillESEFIES BIRESRES
delete the W, 25K | B, AR ER.
notification SEBERIA TS
because FARIBR
finished
notifications
cannot be
deleted.
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400 BCS.4009100 | System error. | R&EEIR, 1B | BREMBCSIRS
Check the MERZHM | I=HaTIRECCE
system or ENREES FSHitRSREE
network ) &, A 1TRSE
status. HRERZRE, U
ENEEA LA
HREEHIESE

19, EHERER
sJid, BERRE
BCSARSZSHIE
%, NeJaeBCS
REEET=EE
THE, SEN2
aZEFXF “BCS
IRET=E" 15
SR 1TAME,

400 BCS.4009101 | The request | iBSRURLATE | BRAPIGEREO
URL does not | 1£, iBteE AOBRSS M, #HE
exist. Check URLEEEHE | BCSHEF*RMZOE
whether the | ZZiEAp myIE, FEES

URL has been BEHEEHIRER

registered. BRI RIZ OB E
B, &4FE, U
EBCSHRSZAIZ %
BhEHKAPIGEO
XHY, HEITRER
EOFHEIRH
TEM -

400 BCS.4009102 | Internal RBENEE B RMmMBCSIRSS
systemerror. | &, BRER | EHISUHEECCE
Check the Fo MBS | SEHMRESFEE
system status | REIER &, BEZ1IRSEB
or network TMEFZE, W
status. EIMEERANTA

HEEIESE

19, EEEHER
SREH, &R
BBCSIREZEIME
%, MAgE=BCS
REEETaEE
THE, SENA
aZEFXF “BCS
RS afE" 15
S TR,
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400 BCS.4009103 | The HnBERE | BN EERIERR
maximum BAIRRHE | A EHEE LR
number (5) of | B ERES | B,
invited 0
members in
the channel
has been
reached.

401 BCS.4010401 | Permission FRPNIRIREE | iZBRAFiER-IRSS
verification 5K HE-FESREE
failed. T, EFEENR

EEHTIRE

403 BCS.4030403 | Insufficient BRFSRAE | ZEAFERE-RS

permissions. HEB-FIEREE

T3, BEFRECENR
[EEHTIRE
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