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1 {s{£F8 Spring Cloud #EZ2sCHI FAFF A&

1.1 Spring Cloud &

Spring Cloud AT R ARRMH 7 —L T BRREWE S RSP —LE RN
(PINECEETR, IRSARDN, Wilkss, EREkgH, RMUTIE, =HSE, BHRIRSH
LM ) » DHRNRRRIMBSE T HRIEN, #EHSpring Cloud, FFARARBILA
REESLILX S ARSI AR . BIITUEHIShNMERITIE, 81
FEARBCHEICABN. RILEREHOFCloud FoundryEFEEF &

HR5EEEI

AppStageiRHtAISDKEE Faval 8hRAFARY, aNRSpring CloudIiB{# Javal 1k
LAERRAS, WA EEAppStagei2tHISDKIH TR AL .

1.2 & TAF
FEEEER

o EElavalEs, sEERSJavaiB =8,
o ERIaCHAIAR, EYAMLES.,
e THASpring CloudiEze,

WRIES
o ET#EHZREMaven, RIEUTLEREEMaven,

a. fE<localRepository>¥r&ERRINE A BEMNEIRE, XPNABECE[
EEECEIEN.
D:\apache-maven-3.8.6-bin\repository
<localRepository>D:\apache-maven-3.8.6-bin\repository</localRepository>

b. {EXMavenZki\AJIDKRRZA .
fE<profiles>tR&E iRl — P <profile>i5ss, (EiMavenZRIABIIDKARZA

<profile>
<id>JDK-1.8</id>
<activation>
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<activeByDefault>true</activeByDefault>
<jdk>1.8</jdk>

</activation>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<maven.compiler.compilerVersion>1.8</maven.compiler.compilerVersion>

</properties>

</profile>

o LEHFEIFIntelli) IDEAFETE,
a.

#EIntelli) IDEARRI%E#EFile > Settings > Build,Execution,Deployment > Build
Tools > Maven,

b. TEUser settings fileshfic&setting.xml,
c. fELocal repository=EcE BE M BIMavenGZEHbLE
o JAVAFFRIMBRIECE .

AppStageigtAISDKE2E FJaval 8hRAF&RY, ANRSpring CloudIiB{FH

Javal 1 LA ERRA, MARSZiHERAAppStageiZtiSDKHITR AL . LA TEE

LAwin7IM B ECEIDKS 64961, WIREE T DKHEEIFIMSIBHNI AL,
TEIDKI,

THTHRERBIETEZR, (UERIE, tLiLREEARMC:\Program Files\Java
\jdk1.8.0_131,

c. BeBElavalfiETE, BT
i.  HERRAKTEIAVA_HOME, T2(EILFRIDKEEMNE,
ii. TEPatheshiARIN%IAVA_HOME%\bin;%JAVA_HOME%\jre\bin (;E=ZFE
BXHSHR) o
iii. FERSHISCLASSPATH, TE{EN%IAVA_ HOMEY%\lib
\dt.jar;%JAVA_HOME%\lib\tools.jar

iv. FTFaESITEO, A “java -version” , RRANENFRRECEMKID.

1-1 BeERkIh15)

C:~>java —version
java version "1.8.8_131"

Java(TM> S5E Runtime Environment ¢hbuild 1.8.8_131-hii)
Java HotSpot(THM> 64-Bit Server UM <(build 25.131-bhil1. mixed mode>

SDK T#5&EE

1. IRENSDKFF#HIT=EMRRN .
- SDK: nuwa-open-sdk-1.1.0-20240204093135.zip
- REEMRIS: nuwa-open-sdk-1.1.0-20240204093135.zip.sha256
FTFA#ESpring CloudInB .
FhSNjarE.

FMBEBRTHE—IIbER, Fifjart.

. BARjarE EHHMEEIDBR T
c. KjarBEARmEH,

i. %R “File > Project Structure > Project Settings > Module” .
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i. B “+” | &R “JARs or Directories...” .
iii. WEHjar®, g2t “apply” . S8

T Demo

T#iSpring CloudIiBAIDemo, SEARILEXIDemoFIDHITIERE, ERILIET
Demo#fT XA R, HEFHEMAE,

Demo F&5%#%: huaweicloud-appstage-demo-java-codeHub,

1.3 ARIES

1.3.1 #@%£ Spring Cloud T2

IR TE
£ glEMavenTiE,

1-2 Bl Maven T12
New Project x

To create a general Maven project, go to the New Project page.

Name: SpringCloudDema
Maven Archetype

Jakarta EE Location: Di\project\ebg-ad\AppArts

Spring Initializr Project will be created in: D1

g-ad\AppArts\SpringCloudDemo

JavaFX Create Git repository
[* Quarkus
JDK: 18 v
Micronaut
% Ktor Catalog: Internal ¥ | Manage catalogs...
Kotlin Multiplatform
Archetype: org.apache.maven.archetypes:maven-archetype-quickstart - Add.
O Compoase Multiplatform
B HimL Version: 11 -
React
ex Express Additional Properties
@ Angular CLI +
IDE Plugin
NUWA
Android
¥ vuej
Vuejs Advanced Settings
V Vite

2 [Crere R

12 RpomiFhlikEs

<dependencyManagement>
<dependencies>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-dependencies</artifactld>
<version>2.2.8.RELEASE</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

et
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BlEEFT 7% ServiceA
1 tlEMavenTiE,

1-3 Bl Maven T12

New Module

New Module

Maven Archetype

4 Jakarta EE

Spring Initializr

. ——

To create a general Maven madule, go to the New Module page.
Name: DemoServiceA
Location: Di\project\ebg-ad\AppArts\SpringCloudDeme

Madule will be created in: D:\project\ebg-ad\AppArts\SpringCloudDemc\DemaServiceA

Create Git repository

% JavaFX
JDK: = Project SDK 1.8 M
[# Quarkus
Micronaut Parent: SpringCloudDemo -
4 Kior
Catalog: (7 Internal ¥ | Manage catalogs...

© Compose Multiplatform

& HTML Archetype:
| % Reat

org.apache.maven.arch \-archetype-quickstart « | Add.

Version: 11 -
eX Express
Y Angular CLI
Additional Properties
IDE Plugin
K] +
] NUWA
P
= Android No properties
¥ Vuejs
V Vite

> Advanced Settings

2 [cresee IS
B2 #HEsrcBR.

1-4 $riE src BF

~ [ DemoServiceA

h src
h main
hd com.huawel.demo.servicea
> controller
> mapper
¥ pojo
> service
¢ ServiceASpringbootApplication
A resources
application.yaml
pom.xml

$|3 /WS,
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1-5 WS4

DemoServiceA

src
main
Java
com.huawei.demo.servicea
controller
£ UserController
mapper
I UserMapper
pojo
£ Userlnfo
service
£ UserService
£ ServiceASpringbootApplication
resources
application.yaml
pom.xml

1. REBmhE

package com.huawei.demo.servicea;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.cloud.netflix.eureka.EnableEurekaClient;

ok

N=EES

* @author XXX
* @since 2023-12-05
*/
@SpringBootApplication
@EnableEurekaClient
public class ServiceASpringbootApplication {
public static void main(String[] args) {
SpringApplication.run(ServiceASpringbootApplication.class, args);

}

2. #w5Controllersg
package com.huawei.demo.servicea.controller;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

import com.huawei.demo.servicea.pojo.Userlnfo;
import com.huawei.demo.servicea.service.UserService;
%%

* BRXSMEO

* @author XXX
* @since 2023-12-06
*/

SASRRZS 06 (2026-01-04) WRINFTE © AR ERABIRAE 5
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@RestController
@RequestMapping("/user")
public class UserController {
@Autowired
private UserService userService;

@GetMapping("/{userld}")
public UserInfo getUserByName(@PathVariable String userld) {
return userService.getUserByld(userld);
}
}

3. “mEMapperz

package com.huawei.demo.servicea.mapper;

import org.apache.ibatis.annotations.Mapper;
import org.apache.ibatis.annotations.Select;

import com.huawei.demo.servicea.pojo.UserInfo;

*k

*BRES

* @author XXX

* @since 2023-12-06

*/

@Mapper

public interface UserMapper {
@Select("select * from demo_user_info where user_id = #{userld}")
Userinfo getUserByld(String userld);

}

4. YjEPojo3ks

package com.huawei.demo.servicea.pojo;
import lombok.Data;

/**

* userf5 8.

* @author XXX

* @since 2023-12-06

*/

@Data

public class UserInfo {
private String userld;

private String userName;
private String phone;

private String address;

}

5. #g5Service3t
package com.huawei.demo.servicea.service;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import com.huawei.demo.servicea.mapper.UserMapper;
import com.huawei.demo.servicea.pojo.Userlnfo;

/**

* userService

* @author XXX

* @since 2023-12-06

*/

@Service

public class UserService {

SASRRZS 06 (2026-01-04) WRINFTE © AR ERABIRAE 6
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@Autowired

private UserMapper userMapper;

public UserInfo getUserByld(String userld) {
return userMapper.getUserByld(userld);

}
}

6. ECEMRS
server:
port: 8081
spring:
application:

name: demoServiceA

datasource:

url: jdbc:mysql://127.0.0.1:3306/spring_cloud_demo?
useUnicode=true&characterEncoding=UTF-8&serverTimezone=Asia/Shanghai

username: root
password: ***

driver-class-name: com.mysql.jdbc.Driver

mybatis:
configuration:

map-underscore-to-camel-case: true
type-aliases-package: com.huawei.dmo.servicea

R

Bl 7T 12 ServiceB
$£181 QEMaven 2,

1-6 €gli& Maven L8

New Module

X
New Module To create a general Maven module, go to the New Module page. b
Name: DemoServiceB
Maven Archetype Location: Di\project\ebg-ad\AppAris\WiseStudio\SpringCloudDemoEureka
&' Jakarta EE Module will be created in: DA\project\ebg-...eStudio\SpringCloudDemoEureka\DemoServiceB
Spring Inftializr Create Git repository
JavaFX
IDK: Project SDK -
[#) Quarkus
Micronaut Parent: SpringCloudDemo -
% Kior
Catalog: Internal ¥ | Manage catalogs...
© Compose Multiplatform
B HTML Archetype: org.apache.maven.archetypesimaven-archetype-quickstart| - Add.
React
Version: 11 -
eX Express
@ Angular CLI
Additional Properties
1DE Plugin
+
NUWA
Andraid
¥ Vuejs
V' Vite
> Advanced Settings
1= 3z
T2 FHEsrcHR,
7 g =1 E S NS
MAShRAS 06 (2026-01-04) RS © ARITTERARBIRAE] 7
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1-7 #hiE src BR

v [y DemoServiceB

. src
v main
v Java
b com.huawei.demo.serviceb
kS controller
» domain
# mapper
by pojo
kS service
¢! ServiceBSpringbootApplication
e resources

= application.yaml

£E3 mEWSHRL.

1-8 WS3CRE 14

~ [, DemoServiceB

s src
W main
hd java
d com.huawei.demo.sernviceb
v controller
£ OrderController
v domain
£ Userlnfo
e mapper
I OrderMapper
hd pojo
£ Orderlnfo
v service
£ OrderService
& ServiceBSpringbootApplication
h resources

application.yam|

1. wWEEmhE

package com.huawei.demo.serviceb;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.cloud.client.loadbalancer.LoadBalanced;
import org.springframework.cloud.netflix.eureka.EnableEurekaClient;
import org.springframework.context.annotation.Bean;

import org.springframework.web.client.RestTemplate;

/**
* TReHEA

MAERARAS 06 (2026-01-04)
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*

* @author XXX
* @since 2023-12-05
*/
@SpringBootApplication
@EnableEurekaClient
public class ServiceBSpringbootApplication {
public static void main(String[] args) {
SpringApplication.run(ServiceBSpringbootApplication.class, args);

@Bean
@LoadBalanced
public RestTemplate restTemplate() {
return new RestTemplate();
}
}

2. #w5Controllerss
package com.huawei.demo.serviceb.controller;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

import com.huawei.demo.serviceb.pojo.OrderInfo;
import com.huawei.demo.serviceb.service.OrderService;

*k

* FBP3SMED

* @author XXX
* @since 2023-12-06

*

@RestController
@RequestMapping("/order")
public class OrderController {
@Autowired
private OrderService orderService;

@GetMapping("/{orderld}")
public OrderInfo findOrder(@PathVariable String orderld) {
return orderService.findOrder(orderld);

}
}

3. “gEDomainzk
package com.huawei.demo.serviceb.domain;

import lombok.Data;

/**

*user(S82

* @author XXX

* @since 2023-12-06

*/

@Data

public class UserInfo {
private String userld;

private String userName;
private String phone;

private String address;

}

SASRRZS 06 (2026-01-04) WRINFTE © AR ERABIRAE 9
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4. fREMapperss

package com.huawei.demo.serviceb.mapper;

import org.apache.ibatis.annotations.Mapper;
import org.apache.ibatis.annotations.Select;

import com.huawei.demo.serviceb.pojo.OrderInfo;

ok

* BRESR

* @author XXX

* @since 2023-12-06

*/

@Mapper

public interface OrderMapper {
@Select("select * from demo_order_info where order_id = #{orderld}")
OrderInfo getOrderByld(String orderld);

}

5. #m5Pojo3k

package com.huawei.demo.serviceb.pojo;
import com.huawei.demo.serviceb.domain.UserlInfo;

import lombok.Data;

*k

* order(S 2

* @author XXX

* @since 2023-12-06

*/

@Data

public class OrderInfo {
private String orderld;

private String orderName;
private String price;
private String userld;

private UserInfo userInfo;

}

6. #m5Servicest
package com.huawei.demo.serviceb.service;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;
import org.springframework.web.client.RestTemplate;

import com.huawei.demo.serviceb.domain.UserInfo;
import com.huawei.demo.serviceb.mapper.OrderMapper;
import com.huawei.demo.serviceb.pojo.OrderInfo;

Kk
* THREHA
*

* @author XXX

* @since 2023-12-06

*/

@Service

public class OrderService {

@Autowired
private RestTemplate restTemplate;

@Autowired

MHhRA 06 (2026-01-04) WA © EARTERABIRAE 10
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private OrderMapper orderMapper;

public OrderInfo findOrder(String orderld) {
OrderlInfo orderinfo=orderMapper.getOrderByld(orderld);
String url = "http://demoServiceA/user/" + orderinfo.getUserld();
UserlInfo userinfo = restTemplate.getForObject(url, UserInfo.class);
orderinfo.setUserInfo(userinfo);
return orderinfo;

}

}

7. EEMIRS
server:
port: 8082
spring:
application:
name: demoServiceB
datasource:
url: jdbc:mysql://127.0.0.1:3306/spring_cloud_demo?
useUnicode=true&characterEncoding=UTF-8&serverTimezone=Asia/Shanghai
username: root
password: ***
driver-class-name: com.mysql.jdbc.Driver

eureka:
client:
service-url:
defaultZone: http://localhost:11011/eureka/

mybatis:
configuration:
map-underscore-to-camel-case: true
type-aliases-package: com.huawei.dmo.servicea

-

€132 Eureka jEAsa)
1 GlIEEEurekasifkss -
T2 RIIAKE

<dependency>
<groupld>org.springframework.cloud</groupld>
<artifactld>spring-cloud-starter-netflix-eureka-server</artifactld>
</dependency>
<dependency>
<groupld>org.springframework.cloud</groupld>
<artifactld>spring-cloud-starter-eureka-server</artifactld>
</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
</dependency>

$E]3 FEBDE

MHhRA 06 (2026-01-04) WA © EARTERABIRAE 11
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1-9 FEEEwNE
Eureka
src
main
Java
com.huawei.eureka
£ EurekaSpringbootApplication
resources

application.yaml

T4 BEaEPIEINERE@EnableEurekaServer, FREBEMHPORIESS o

@SpringBootApplication
@EnableEurekaServer
public class EurekaSpringbootApplication {
public static void main(String[] args) {
SpringApplication.run(EurekaSpringbootApplication.class, args);

}
H$IRS TEEurekaliRSS FIBRNNECE 4.

1-10 1ENNECE

Eureka
src
main
java
com.huawei.eureka
& EurekaSpringbootApplication
resources

application.yaml

£Re REIMPORMRSIROSE,
server:
port: 11011
spring:
application:
name: eureka

eureka:
client:
register-with-eureka: false
fetch-registry: false

7 HHERSPIEMEMPOEE,
eureka:
client:
service-url:
defaultZone: http://localhost:11011/eureka/

#1E8 {K)XExhEureka. DemoServiceA, DemoServiceB, ifjiahttp://localhost:11011/, &
A& EIDemoServiceA. DemoServiceBHIESE o

MHhRA 06 (2026-01-04) WA © EARTERABIRAE 12
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1-11 BEEHRSIMEE

¢ 5 o (o Em=mm *) 0 0

&) spring Eurekz

System Status

Environment

DS Replicas

Instances currently registered with Eureka

Application AMis Availability Zones Status

#1189 JEAEO: http://localhost:8082/order/1,

B 1-12 EREO
« > ¢ (o

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <{OrderInfol
<orderId>1</orderId>
<orderNane: B [ </ orderNane >
<pricer1000</price>
<uzerldr1</userld>

» <uzerInfol

<fuzerInfox
<fOrderInfox

-

1.3.2 N STS (ACMS)

STS ( Security Token Service ) {2t 7RSS MR EUHECEINEIERITNEE, STSE
£\ Cloud MaphIRIEES4, Cloud Map{&EISTSIMIEREN

BMEER
ENSTSHIEKIR{EIES {EMSTS SDK ( Spring CloudiEZE ) .

1.3.3 B EcETEE
HF W SHSURECBE AR ERIEIRAE . BcEF 0. 1aCf$iad, FELIsZaIlL
(EENSTSEURECEINAYINEE, FRSSRISURECE -

RE TR

£B1 gﬁHSTSE’\JESZ@?EEEIﬁ%IEBJﬁE , REAACMSHRAEREEN, BASSIFAH
ACE -
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https://support.huaweicloud.com/sdkreference-appstage/appstage_08_0030.html
https://support.huaweicloud.com/usermanual-wiseeye/appstage_04_0481.html
https://support.huaweicloud.com/usermanual-wiseeye/appstage_04_0481.html

NAE¥E
F&iEr 1 {#F9 Spring Cloud {EZRSLIM FEFF &

T2 ElaCHIAFRIN SHEIREE X FPIEERRE BTSN, BURBCETEIREACMS
AR o
LR LAEIN—N & AIspring.redis.password (UBURREC B IR0, XM BB EINZE1519)
RedisHYZH .
spring.redis.password: MicroService/{service}/{microservice}/spring.redis.password/default # BUHECEINALIR
73: MicroService/lRS A /RS2 /BURE BEINEZ R/ BURET ETURE

T3 FlaCHIARFRINSHEETEEEN P, FIRZEERASFEEI,.
type: object
properties:

spring.redis.password:
format: sensitive

$B4 Trapplicationym B & HFHIENNERE EINETRIEE

nuwa:
security:
config:

sensitiveWords: spring.redis.password,org.app.protocol-login.oauth.clientSecret,org.app.jwt-key

LIS BEaIsUREEINE R .
ERohZEPRII@EnableStsEncryptablePropertiesitfZ .

----45R
1.3.4 )\ Cloud Map
Spring Cloudi@ % 2FERAEB®HIEurekaiE by, FRNAFEALUEEurekai i

FribEHEICloud Map, Cloud Maplf T ESSIRMARSS & INAYTNRE, ERILURMELRE
. BUREEEFRIMEINRE

BIRERH
Cloud Map{&kFiSTSIAIEEES], $2ACloud MapRIFEEIZEANSTS,
BREL R

A\ Cloud MapfIEAIEIEIES I ERCloud Map SDK ( Spring CloudiE2e ) .

1.3.5 (&g WiseDBA H{TEUEENS

BIFESR
e  WiseDBARE{&KFCloud Map, #2AWiseDBARIFRZ5c# A Cloud Map.,
e  7EAppStageiz#irhi i WiseDBARRERIEHIEZEF EIEESchema, BiAiESI6lE
BB LI FEWiseDBAFR S Schema,
BRIES R

{FRAWiseDBA THUEEEMNERIE A R(FiES I ERRainbow SDK ( Spring Cloud
HER) .

1.3.6 £Ef% OrglD &E5Thak

HSERZS 06 (2026-01-04) WRINERE © ARITERARBIRAE 14


https://support.huaweicloud.com/sdkreference-appstage/appstage_08_0007.html
https://support.huaweicloud.com/usermanual-wiseeye/appstage_04_0434.html
https://support.huaweicloud.com/sdkreference-appstage/appstage_08_0022.html
https://support.huaweicloud.com/sdkreference-appstage/appstage_08_0022.html

NAE¥E
&g 1 {#F3 Spring Cloud AEZRSLIM FEFF &

1.3.6.1 #fik

ZRRENAALAXIEOrgIDALRE R SRS, &GS, BIEFREOAUth2. 0¥ E
FF|OrgID, MMLIEAOrgIDIRSZITEZEMNARIAL . 26i7]. RKSHITEIE,

OrgIDERN4R15S%E0rgID,

1.3.6.2 THHCIBEN
OrgIDERINAEDemolIAFBLEHTENE1-13FFR .

HSERZS 06 (2026-01-04) WRINERE © ARITERARBIRAE 15


https://support.huaweicloud.com/productdesc-orgid/orgid_01_0001.html

MA¥E
FRisE

1 {#F9 Spring Cloud AEZRSLIM FEFF &

1-13 {LHB45HE
DemoOrgidLogin

deploy_docker

lib
SIC
main
config
java
com
huawei
demo
filter
loginservice
api
config
controller
domain
service
utils
. OrgLogin java
resources
il templates
test
¢ _gitignore
[5) Dockerfile
package.json
porn.xmil

e deploy_dockerfsdockerZfEBEEZE -
deploy_docker
bin
configparser

STRSRRR 06 (2026-01-04) IR © R BRABIRAS) 16
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F&igEE 1 {8 Spring Cloud tEZSsCHIM T &

start.sh ----ARSSTEIRSS 28 E RO EhBIA

—configtemplate
application.properties.tmpl ----STSIZ RIMIRSS STSIE R EEE
application.yml.tmpl ----fRER LNETESREESE
logback-spring.xml.tmpl ----logback BEEE
meta.txt

—resources
index.html ----demoRIFARYERASTNHE ( BRFRIETIWINR )
login.html ----demoRZFARYERSTIHE (BRI, PHIZHAMEER)

o |IbERAIEEKENjarE,
—lib

cloudsoa-security-1.1.14.101 jar
gpaas-middleware-common-2.2.6.100.jar
nuwa-cloudmap-core-1.0.12.100.jar
nuwa-cloudmap-spring-boot-starter-1.0.12.100.jar
nuwa-core-3.1.5.100.jar
rainbow-core-drds-1.2.18.201.jar
rainbow-proxy-1.2.18.102.jar
spring-cloud-starter-cloudmap-discovery-1.0.12.100.jar
sts-key-sdk-1.1.19.100.jar
sts-sdk-base-1.1.19.100.jar
sts-spring-boot-1.1.19.100.jar

o sSIcHFERIMBEIERBER.

src
—main
config
application.properties ----stsifyE RANBRSS StSIEBEEE (ANt
BrhidfeE )
application.yml -—---TIENNETERE ( Att/EzhRtEe
)
logback-spring.xml ----logback BEEE
—java
com
Lhuawei
L—demo
OrgLogin.java ----TNE B
filter
LogRecordPostFilter.java —--EORTIEE (FJENEFEIEKAY
SEEERIEKER)
loginservice
—api
UserLoginApi.java —--#EapiEX
—config
LoginConfig.java - TBREEHESEE (REXHLEREK
1)
RedisConfig.java ----RedisHUiBFEEETHSHEE
RestTemplateConfig.java ----RestTemplate, httpiERSEHEL
=1
| | UserLoginInterceptor.java - EEESEEIBE, WARERARPH
78
—controller
UserLoginController.java -—--Z[OEW controllerE
—domain
Constance.java —-—-BEENX
entity
BaseResponse.java ----ELRtNaRATE X
UserInfo.java ----OAuthtfM¥ERfE, TAIER (OrgID )

i’ilﬁllﬂ’iﬁﬁ)ﬂfﬁ%\
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service
LoginService.java --—-$EOLWservice =
utils

ApplicationContextUtil java ---- FRGRERT B2

JsonUtils.java ----JsonUtilsTE2E, jsonB5XHZ/EH
1HE %R

JwtUtiljava - JWwtTHZ, FBF4Enktoken, FHT
token{SE

RedisUtil.java ----RedisTB2E, IJRedisEURZEMEIER
€

o resourcesBR, ATFHEHAMSHITEHSRR (WBREERItmIE) , B
dockerBERTresourcesBHF .
resources
templates
index.html
login.html

1.3.6.3 =R
T OAuth2.0 tMNERRIE (5 OrglD NZERE )

1-14 Demo BEFERIEE

% ‘ DemoService

Portal BService

DemoOrgid
‘ Login ‘ OrgiD

=& st UserLogininterceptor, i
Hlis/oging O RAFREER

i dDema/gi##E Ohttp:fjorg-
app.huawei.com:8080/order/1

R,
EE®, BEE2I0rgID loginhtml EIpEEER
ER0E, SCEREREREOSE

EREE
BAKSER
BREN
SEEEHERE0: http//org-
app huawei.com:8080/cauth/toLogin
Zredirect=XXX&code=X}X
htp:/forg-

app.huawei.com:8080/oauth/toLogin?redirect=XX*&code=XXX

RIBrodeSHERERAFSitoken, O foauth2/token
( FEAEFLPENOIDEFEFLINENEESHID

( client_id ) FI{HIAEER ( client_secret ) A ATLUEER
OrglDRYtoken )

EEIfPHtcken(5 2

REAPRrokenHHAFEE, #
00: foauth2/userinfo

EEEFER

j BERERFAreds

3 #tokenll Acookie
igEcookie, FHEEEREIERAIndex html

MHhRA 06 (2026-01-04) WA © EARTERABIRAE 18



NE¥S
PAYSEi=IEd] 1 {88/ Spring Cloud #EZESCIN M FAFF A&

1. ZEFRIKBlcode: NAABSLEEETOrGIDFES EHTEM, HETEMANES,
W, HRESRurl, BEtthturlE, REBPEISNKEEREE Orngﬁlﬁiﬂif" ﬁHjZ
EEEHEIN ARSS L, RSB IR FRARREFIER, NAARKE,
OrgIDAFZINIE, INEHNSRIEEN:

method: get,
url:  https://orgin-dev.huawei.com/oauth2/authorize,
param: response_type: code,
client_id: RZFBARYclientID ( EEEEOrgIDIHE L5XEY )
scope: phone+profile+email ({ZFNEANAFEERE )
redirect_uri: https://myApp. com/logln (fEOrgID L EEEAIN FIARY B TTE Rurl)

WNROrgIDIENEIAFARER, NWEHEERIOgIDNERR, HITER . BERKI
&, OrgID&IRE— ﬁcode%%ﬂ(ﬁ’ﬂifﬁﬁi%ﬁ? ( EE@Avbi IR FIATE
OrgIDJ:EEEE’\JEﬁﬁiurl) o EEMAIUrR=AI:

url: https://myApp.com/login?code=lwooqdwgqfCqQkZ-kiZF7zwuiYyYg8MH4gZ0OEE1NFk-
L4rnl9vONgjw1cW1awpbw5RFhCLYdi-zPa2e-Qru8qBma6KIN7f-
HBrwRLdAmM4kNx24BOD0gUXOEs2eezH5UE

2. @dcodeikEltoken: BIEE—LHHIEEMUrIEEZFIREcode, NHEAZEE
code, [@OrgIDA&IXE— postiFkKIKE token, BREEUT:
method: post,
url: https://orgid-dev.huawei.com/oauth2/token
formdata: grant_type: authorization_code,
code: E—HIRENEIRIcode,
redirect_url: https://myApp.com/login,
client_id: RZFHARIclientID
client_secret: RZFARYclient_secret

FRENAIMRZ S :

{
"access_token™: "J2Bp_wnA_EJDxCqEdaw2VrE_xol60YeGG1_zKbKzGLBX0l407dkjfe90-
iOxl7dn87nGekGcxZCwlSzyGH9yp71QRtO36R18gki6folQYyIN5801mi8c4-0dFGCwmHII",
"refresh_token": "pTEUCnloghCRuJpkueXAeqTNXo02gPRja90Ba9nAe6l1si-d9hK-
nth3W 3rbDIvH4rls_59Fr)1Bb6iVkDkKj81NOV7uiNtRbSois8Eweh2QTfBRODx9az6Pc)d)g0-",
"scope": "phone profile email",
"token_type": "Bearer",
"expires_in": 7200
}

3. BidtokenKEVERHIAFEE: $KBltoken/5, MAABEIERIAIEEIE, @
OrgID&IEgetiEBKLURENBFER, BKRESBWNT:

method: get
url: https://orgid-dev.huawei.com/oauth2/userinfo
headers:
Authorization: Bearer access_token (Eaccess_token2 5 — 15k HINER{EK)

FRENAINR R -
{

nwen

"tenant_name":
"role": "admin",

"user_id": "1 00860000002001 1612",

"user_name": "hid_prsll6rod8w784c",

"name": "150******53",

"mobile": "150******53",

"tenant": "919008600000119****",

"employee_code": "00001"

zzxTest",

}

Demo TiEFAZONAE
Demo T2 AYiEONE1-15F7R o
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NAE¥E
F&iEr 1 {#F3 Spring Cloud #EZRSLIM FEFF &

1-15 Demo TEHRYEEO

e /loginizO

ZADemo 5| N Tthymeleaf, FEECENX{FECEthymeleafEARSH 5, %iE
MIREAEFRTHIEESZRlogin.html, EIERTHIRE .

1-16 & thymeleaf

e /is/loginfE

ZEONERSRMNEUNAREEER, IRER, WEREBSEERAFE
2, BUREEENE ., 50rgIDRIERRIEAEADemoridt T, SEMHIRS T
HMTSRIAFPERINER, RERERLEROFRSIERNRFER.

e /indexiEO

DemoOrgidLoginZE R INEHIAaMIETTT, [E/loginiEO, REIAERTAIEE
X&E, Blindex.htmlo

e /oauth2/toLoginiE

MHhRA 06 (2026-01-04) WA © EARTERABIRAE 20
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ZiEORYEOHIEAOrgIDMIECERIEIEIbIL, BI_EIRACAUuth2 0B FiRIZHRY:
[EENA, E#tEREScode,

HAFPBAKSZERERRE, OrgIDEEHEMNBcodeEli@tiZO, ZZEOFE
RIRTROAUth2 0B FRIEFHI~3E, ERZFHFEER, RIBEBFPEEE
Bicookie, #ExzdemoiFISAFNIKENEIE,

e /app/logoutiz]
ZiEOAdemo i HRVBR HEL, HAFPFERLNARY, FMIATHAES:
- FEBERESSIE, THREBNAELEE.
-  ExEM@EEOrgIDAYE L RS OrgI DIMAYE HIZEE .

e /callback/logoutiEz
1Z3ZEOAOrgI DAYEIEEO, HRAFPMNOrgIDN AR IELEERAT, @ MEINA
W, tAf=EIEZZEO, AEF/app/logoutiBH#EE, %iEORFFEdemoiy
BEBaE, SREBREER.

1.3.6.4 FFRE(HERA demo N FAEEIF4MiAE

LA 2Rk OrglD ERINaERIdemorfil
FREFREEBLIMIREEN NS

spring:
application:
name: DemoOrgidLogin # NAKIR, ARTETREEENEZ
thymeleaf: # thymeleafZHUABLE

prefix: classpath:/dist
encoding: UTF-8
suffix: .html
mode: HTML5
cache: false
servlet:
content-type: text/html
redis: # RedisSiERRER., FFREHREERCHIRediSERER
host: {{spring.redis.host}} # RedisEALitiE
port: {{spring.redis.port}} # Redisig=
password: {{spring.redis.password}} # RedisiEZZT
web:
resources:
add-mappings: false
static-locations:
- classpath:/dist/

server:
port: 8083 # RBiROS, AREIREREKREERSRS KOS
org:
url: {{org.url}} # OrgIDiplaliEg&, AOrgIDEEHEATEN, BFiAa
OrgID#zEO
web-url: {{org.web-url}} # OrgIDifatEZ, JHOrgIDEIEHEZARaIEH, BFiH
ialorgID#EEO
app:
cookie-domain: {{org.app.cookie-domain}} # Ademo SRR EMN=IER cookietd,
w=RENFFREBSNAEZkip
jwt-key: {{org.app.jwt-key}} # jwtilZ==50, BATeIEMMgTiwtE . ZEFAET
BiTEE, ZEREREFRHINNEH
ent-point-url: {{org.app.ent-point-url}} # demoApp BB M AR &skip, FAEBITEE
protocol-login:
oauth:
clientld: {{org.app.protocol-login.oauth.clientld}} # OAuthtMYTEOrg I DMAERRIR FEIE, FAE
=E1TEE
clientSecret: {{org.app.protocol-login.oauth.clientSecret}} # OAuthtMYXIEOrgI DA RLAIN FREIFESSH,
FREEBTERE
demo:
login:
url: {{demo.login.url}} # demoMFIEEERurl, AFEERERE, JEEEE

HSERZS 06 (2026-01-04) WRINERE © ARITERARBIRAE 21
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F&igrE 1 {8 Spring Cloud {EZ2sCHIM T &
ERERN, FRERRTRE
nuwa: # Cloud MapEtE{EE2
security:
config:
sensitiveWords: spring.redis.password,org.app.protocol-login.oauth.clientSecret,org.app.jwt-key
cloudmap:

read: cloudmap
clusterName: {{nuwa.cloudmap.clusterName}}
provider:

cluster: {{nuwa.cloudmap.provider.cluster}}
serverAddr: {{nuwa.cloudmap.serverAddr}}
version: {{nuwa.cloudmap.version}}
namespaceName: {{nuwa.cloudmap.namespaceName}}

logging:
config: /opt/huawei/app/service/config/logback-spring.xml # logback AEEE KRR

1.3.6.5 M FAXEHEINRIE

BMELR
£ BiEEMHuawei IDKS ( EEAIDKSHNILE ) .
kR AR, FIHARRE IR EEREER.
£I®2 iF[aAppStage=fiRSS, GUEOrgIDAELR, BEIRESE JAppStageXBkAL
SI¥3 EOrgI DEEFOEIEERTEDemo BHIER -

1. EFAppStageEHR, EEHRA LA, ®F “HE > ISR , HAOrgIDIR
Mo
EEMSHEER “NASE” , 2ha AN “HFINEENA"

3. ESNEEER, LENAENR, BE ‘N, &' 5‘%[*@&1)\&755%?9
“OAuth2” ,

4. FENAEEREERE TNEER , BEDemoAER.

= 1-1 MR ESEIRE

S¥% ol

EﬁURL OAUth%%xEuﬁEE’J@‘ﬂiﬂ’,ﬂt

BEEREFURL NEDemo XS EERAE, BE
REHNEERES, IBTEHE.

St apiichil OrgIDIREEFRAT, BFINFRICIEREE
Do

Refresh Token& %A ARFARPESAREBARCEERESR
N ABYRTE, BRIATR/NAT o

Access TokenB3EA RFFRPESANBRFEEFERNA
AORTIE], BRIAFE/NET .

5 ENERAF.
a. ENAEEN@EE RINEE” , B “BIURET .
b. BITEFEICEE.
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https://auth.huaweicloud.com/authui/login.html?service=https://console.huaweicloud.com/orgid/&cloud_route_state=/console/overview#/login
https://support.huaweicloud.com/usermanual-appstage/appstage_04_0006.html
https://appstage.huaweicloud.com/portal/home

RIFEE
FHEIR

1 {#F9 Spring Cloud AEZRSLIM FEFF &

o

1.4 3¢

BECZEIFAIDemo FECEZA

ENAEERm, ®F “BARE” , EfEOIMEEIE.
BEIAMEEIEAOrgIDUERMINAZER, BHREZERE.

& Demo TIEMIN AR EREE -
$Sapplication.ymltmplehfdclientSecretfit E A CRIFHINAEIHER, BEINS
login.htm PRYZAERIHENCHECIRITFRIN NS RIER:, sEEIRENS
I ENAEERNHE, &F “‘BREE” , EF/ERURL,

EXERkE, BEITIE, HaERERIt,

W\ “iHFZ+HKOS+/login” IHRBERMNE, BREWIEFIOGIDERR, WA
SfE, IRNPEEREIETUbIL,

et

ARLELASpring Cloud DemoInE /9ffl, HiaAia{EAAppStagefIF&HL . IT#EH
DFTIIRCE. KBBHA. 845, BB LENEEE.

BixiB52E 8T Spring CloudiEZS#TRA L=
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https://support.huaweicloud.com/bestpractice-appstage/appstage_09_0017.html

RIFEE
FHEIR

2 NAY¥E laC SPERBHE

2 MNEAES laC SPERBHA

2.1 laC #hA

laC &1}t

HiigieBN{ta3 ( Infrastructure as Code, f&FRIaC ) 2—FLAYAMUERIN, &
ZESIMEEIERSS . 1aCi{T312. OperatorESMRTIIHMIT, TMIMEEEFELL
REEMSEMRENG . eRE—X, TEENHSNTERARERE. 318
BRETEE, AL TENCNEN, Wl=ETBsMINEEERETRS:

EPO

(EFEAMIRMEEMLIBAYFE, FTLMERSUR TS (MKt L,

FEREERE, AR ) RENMRERZEAITEENMIRNE.

laC3.0 SZHFAYEBEE
1aC3. O3THHI FAFA RV E R .

laC RE845H1 A

laC Specf

BE—1 RS FEIBHRSHIaCBBE— " CHERE, FT84%RIaC SpechIt, 1]
VASCERRRSS FRABRVRHARS EE— 1 IRSZIE T —H#EEEE .

laC Patch&@

MRS AIaCRBERINER, @idlaC SpecBEIETIRSHEZE, TLABISHER
SRaIMIaC Patch& I THIBRSZAVRIZERE .

laCRIDSTIF R HEIA LA . SR EEELAN Fglobal 9B 3 A LEY, BIK
NEIBS WaCHIBEIINE

%%1’—‘(-?&5)‘&%1"@ : FElaCEAEARS Emeta.yam b T BRI SRHERIATE X
TR,

SRR @i 5] Aresources.yam FISES | BIE L, SR XHEMBEER
BNHHAB RGN, BRESEFRIEAREESFmetayaml, MIERIER
BEEHELUSIE,

toglobal (IZ X IHEIALEND: NIRRT RIIEERDEEERIGE, 1aC3.0328F
globall9Z S HHEIRLE .
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NA¥ES

FiiErR 2 MAFEE laC SE2REFE
teglobalZ X HEIRLEDI1aC3. 0B B R4EH, 1aC SpecBREMIEZMIaC
SpecE ARV HREEN

laC XBHENA

FERGEENWSEEER, FESRESTRE | SMERIETE, WEHT &, B
I5ELB. BiEHUERE . REAERES. FlaCHiEET, 8— 1 EEARKE LEHRIaCER
R, £—RTENWSEER, BoRBRIIZTERBTEMTFEINEE, WH—
MAARSS BIEENUWASLHI 2 Bl RS eBIZMIR S RO EIE = o
BIZaCUBN S RIFEEFZBITREPIRKR . SSRIRFHTBHER . &R
LR EARIRR, SRFZERRBAR , ALEIEF, aCRRIEREKIKRE
PRI REREIRF I TE R RN ETE.

laCHRBFF A E B E SR AR RMZERERAR N S ERE

o TElaCHBHEIAEIR
- EMcomponent: TEXcomponentElaCE—MNAERYEEASIRFEINS,
BRE—ERIRELFCKMI— 1 component .,
- EMHEE: —component FAILIEMZMRIE, FIBRIRIEEAEFRT
resources.yaml/,
o TElaCHBHENMIKEG

component/8]iY4RHETEIaC SpecBFRImeta.yam3Z{FAiiR, AFRALMRER
CHIEREN BN METEZ EIAIHIITIRE.

2.2 FEFTIE

FERREER

TFZk Demo

\\\\\

T#iSpring CloudIiBAIDemo, SE AR DemoFISHITIERE, ERILIET
Demoift{T IXFAR, BEFERMEA.

Demo F&#%#%: huaweicloud-appstage-demo-java-codeHub,

2.3 laC U551 A
ST HEALEH

BN HRIAGE M IAE BN T -
|: package.json # BRI (W)

specs # ESER (BR)

— cn_dev_default # cn_dev_defaultiit§BR, ATRFHIA—INFRBIEIRSIMEFRERIIE
Rt

L— cn_product_default # cn_product_defaultiit§BR, THRFER— N EF=BRIIIRSIMERTER
BIERHIS I
meta.yaml # laCEAREAS S

laCEAHIAS Fmeta.yaml
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https://gitee.com/HuaweiCloudDeveloper/huaweicloud-codelabs-samples-java/tree/master-dev/developer/AppStage/huaweicloud-appstage-demo-java-codeHub

MA¥E
FRigE

2 NAY¥E laC SPERBHE

4R

type: WiseCloud::Environment # IIAIESER, HFINSZIF WiseCloud::Environment
components: # EXRSHEFREENAHRTIR, 8NMEHEE— I RIRIIE
- name: environment # LEIHEFR
resources: # BRYIxR
- name: fgc_cloudmap # BWREWR, REENRRENSMREENRSHERE—
type: WiseCloud::Endpoint:CloudMap  # &HiRERY
properties: # WEEM: BENEAMLENE, AREXERE

- name: FGCActionlnvokerService
resources:

- name: FGCAbilityCenterService

resources:
applyPipeline: default # BRAIERE default BB RHEER K
pipelines: # E XA FRVBHRHER K
- name: default # TIKERBIR, (ERKEEs | ERNE—RR
action: Serial # BBTiRHE
tasks: # BITRHERVES IR
- name: apply-environment # (38
action: Apply # RIFA%EE
component: # TEAHAIEXLIR
name: environment # TEAVEMHZTR
- name: parallel-others
action: Parallel # FiTimHE
tasks: # FTRHERVES SR
- name: apply-FGCActionlnvokerService # {F53ZFR
action: Apply # RNIFAZEE
component: # TEAHAIEXLIR

name: FGCActioninvokerService — # ZEEAVEMHZFR
- name: apply-FGCAbilityCenterService # {E53ZFR
action: Apply # RIFA%EE
component: # TEAHAIEXLIR
name: FGCADbilityCenterService # TEAVBEHZIR

PAERBIEMERR T 1aC3.089& RELNLER |

e Nuwa, CloudMapERE, KEBIWSFE, TS EIARHEGF.
o —NMAHFXINF— MRS, HERSAHEZNFEHES.

o SNAMMIESR, NICRERTENRSINEVHIESRSIRE.

o BHIEHEVKE, NRIUAEMH R/ RLE SRR RS MG E T HEREIASAE
BrY. HRILMBAREINARKXER, UNKBE SRS IUREREFHREE
Ao

14

AT ERE SRR S EE R Fmeta.yaml, MERMSAERSITEELAETE, ®ids|
Aresources.yamlF13 45 |BiEi%, LR EHEERIE RS EHHABFEE, #
BN T

I: package.json # BRI (7R )

specs # FERER (BR)

F— cn_dev_default # cn_dev_default it B R, THFHER— N FFARBEHIIRSINERT{FEREAVER
2

L— ¢n_product_default # cn_product_defaultiifgB R, ITRAFIER—NEFBIENRSINERTER
ROELRTIR B
meta.yaml
L VirtualAppManangerService
config
business_config.yaml
nginx.conf
db
L schema.sql
values.yaml
resources.yaml
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5] Aresources.yaml

1aC3.0 HiFYmeta.yamlFRgwEcomponentsiy, BIHZINEAIEER (t0:
cn_dev ) NEEFEHS (HIRAAHEHBR ) BfYresources.yamSRBEEIMIEH

meta.yamlfYcomponents,

5| \resources.yaml/5 B REEMIEFGIA0T

—— meta.yaml # laCEREIAS M, IBAEEcomponents

—— WiseEyeChaosMonkeyMgrService # ZB{f—: ChaosMonkeyE12iR5%
resources.yaml # EH—RERREIZER

—— WiseEyeChaosMonkeyPortal # B —: ChaosMonkeyM RS
resources.yaml # BT RERESZE

—— environment # BE=: B

L— resources.yaml # BH=REEIZE

— functions # BT BREL

resources.yaml # (EEIRYEIRSIZER

ERSES BEE
REmetayamlEXZF0HEESHEEERT, BB NHEBNAFEEEHN
RAREE. HIa0: RS EFFBINEGIRAS EFIERRS . 1aC3.03245EA
M| EEE: SRIFYAMLUED $reffEXIIE X5 | B EM N A GRS . MA
$refifix, AT EHHELIVEERR. BESEEIEZSXEHE, BIEEFIIERRS
BB BRI S, (RIFEARSUSFRIEIIRRTE
- YAMLXHEZE/(KS|H

resources.yaml/BIEHE:

# resources.yaml
- name: virtualapp
type: Wisecloud::Nuwa::Runtime::MicroService
properties:
configs:
- name: common.java.http.ssl_protocols
value: TLSv1.2
sensitive: false
- name: common.java.http.enabled_cipher_suites
value: aes_128_gcm|aes_256_gcm
sensitive: false
globalConf: |-
#user slb slb;
worker_processes auto;
#worker_cpu_affinity 0001 0010 0100 1000;
pid logs/nginx.pid;

# yaml X S{TFrFRT LUER|(REEHRITRF, 0 globalConf
# | XHBEHET, RANRE—T=T

# |+: XHBRT, REFHFREEAEZT

# |- XHhEET, MRFFEREMERIZT

¥& properties > configs FHINE, FZE&Fbusiness_config.yaml,

# business_config.yaml
- name: common.java.http.ssl_protocols
value: TLSv1.2
sensitive: false
- name: common.java.http.enabled_cipher_suites
value: aes_128_gcm|aes_256_gcm
sensitive: false

Mresources.yaml BI{EX ST

# resources.yaml
- name: virtualapp
type: Wisecloud::Nuwa::Runtime::MicroService
properties:
configs:
$ref: 'config/business_config.yaml#' # iz1T0F, &4 config/business_config.yamlAYZE/NYAML

MR, EREEEA SrefiREXS
$&properties > globalConf FRIAE, BETFnginx.conf
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# nginx.conf

#user slb slb;

worker_processes auto;
#worker_cpu_affinity 0001 0010 0100 1000;
pid logs/nginx.pid;

M resources.yaml BI{EX S

# resources.yaml
- name: virtualapp
type: Wisecloud::Nuwa::Runtime::MicroService
properties:
configs:
$ref: 'config/business_config.yaml#' # iz{ThT, =¥Fconfig/business_config.yamlAJEENYAML
MR, EREEEA Srefi(EXS
globalConf:

$ref: 'config/nginx.conf' # J=1TAT, 5IFAYEconfig/nginx.confiXNMEEE S IHRBFIHIRLHIFR

-  YAMLMHERESIHE
EvaluesyamlZFELLTRS:

values:
example_name:
peak_tps: 200000

MfEresources.yaml, AIZERAIT AN T5(A200000,

$ref: 'values.yaml#/values/example_name/peak_tps'

- MARBEFHFES|IB
$ref: 'db/schema.sql'  #5| IR schema.sqiX N AR BFTERIFRF

T global RIZ 3 {HHHiREE

laC SpecEBIZ A EE B FRFAE— RSB EA R BIEINE TR EMIZHE .
BE, EA—RESNARIIIEPAEEASERNES, SE—FWLHIRZHARM
REERENER. B, laCZiFME—1globalBR, HS5specsBEE%R, BFHE
WErEIWEERTERNEEXH . MBEANIKRER, REEE5 global BRMIE
SESEENA,

SEMMBHIEATHEN, SUBZIBER TS HSglobal BRHITEFH,
BSEIZMEERRANFEREN Y, BHITEEME.

BFREE: EXMHREXIIREER, UASER TRXMHRE, global R TFRINHE
wBE, HttEHUHEZ.

TglobalfYZ IR EEIREBIAN T -

— package.json # BRI (R )
— global # globalB&: MEMBMIEERERNEE N4
—— meta.yaml # laC EMEAN M, RBAEE components
WiseEyeChaosMonkeyMgrService  # ZH{—: ChaosMonkey BI2iR5%, SFREENIZIRS A
RS &R,
resources.yaml # AHE—RERSIE
—— WiseEyeChaosMonkeyPortal # ¢B{£—: ChaosMonkey MTIRRSS
resources.yaml # AHETRIERSIE
—— environment # BE=: KB
resources.yaml # B =RERESIZE
— functions # BT BREL
resources.yaml # EHIURYERSIE
values.yaml # (AFPIRgvalues.yaml
— specs # ESRBER (BHR)
F— cn_dev_default # cn_dev_default MUEER, —RRETBFERA—NTEESNRSIMER
fEFRERLIZNE
cn_product_default # cn_product_default #IEER, —RATAFEA—NEFBIEHIRS
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BT {ERRERRE
functions # Sglobal Ffunctions B FHIEXTIRZ—3K
L— values.yaml # FBFE==global FfunctionsHFEAIvalues.yaml

2.4 1aC Spec @ HR B R4

laC SpecB FHFHIRIAE .

BR&ENA
% 2-1 1aC Spec 845133500

IYA=1 St ' R

iacspec_{service} {version | {4 1 laCE4E8 .

}.zip

L— package.json X4 1 A, BXIHBEER
BRI HNE.

L— global/ Pl 1 LRI aCHR, BE<E
XHEE, MERFIEMEE
RETEBEENH .

| L— meta.yaml X4 L LERRER, BXIRBEES
WEIaCHREPENRKE

| L— environment/ BLLES 1 M component1, A&
iR o

| L— resources.yaml X4 1 RNHEFFIIR, BXIRBES

EIaCBHEERIR.

| L— values.yaml X4 1 AHZRSHE, &
resources.yaml=iE@Eid $refiy75
K51,

| L— {microservice}/ NAEFE 0-N EMcomponent2, HIRSE
Iﬁo

| L—resourcesyaml | 34 1 MRS EESIZR, BXREE
"JJ_ laCBHAEAEIR

| L— values.yaml X4 1 MIRSHRRSHE, &
resources.yaml9i@Eig $refil975
K51,

| L— configs/ Xk 1 MIRSSEERR

| — Xt 1 AR S RO S B B R

config_schema.yaml t, SR SEREREER
BB, IEBRECEINDILAARE
BH. fEresources.yam| @it
$refl9 =R FH.
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s E i) TN A

| L— g 0-N MBRSSAONISSELBIR, 7
{cluster}_config_records.y resources.yaml/iEid $refiy75
aml k5|8,

L— specs/ Xt 1 RSN aCkEk, B85
globalifiE, B(XEE&5
globalBZERRIIE

L— cn_product_cbu/ | x4k 1 FREIRAEFTINES, SR
=Z%Cloud MapHI&FR, ATLA
AMEEEREEE GRS
= Cloud MapEiRFIZE.

| L— environment/ pL = 0-1 MENEE,

| L— values.yaml X 0-1 NHEZRFESHE,

| L— {microservice}/ P4 2o 0-N MRS HIE

| L— values.yaml X4 0-1 MRS RRSEIE

| L— configs/ Xk 0-1 MIRSEEER

L— X% 0-N BRSS M STEREIA .
{cluster}_config_records.y
aml
| L— aaa_product_cbu/ | X143k 1 NIE| = ivAs ST ? N =18
| —eu_product_cbu/ |3zfFE |1 BRI EEF=ERES .

global 5 specs R9tihEXE
global3{43k: MEWENIEBERMERANEENH.

global3Z 43z B EAYMARSS AR LABAIAR Sk FespecsHPIMLABE A ( EIRIE
meta.yamSES FAMLLARSS, BURTEMRRIMERIRRERL ) -

global 3 4EAMERAERIUTJavadfRIALZE, specsZEfblF4k% T globalgyFE, £
PrEPERhAZERRIspecsHRIS S, {BspecsHAISERTLAYAHEFISE Fglobal3

14:0

- metayaml: #ERATERIAHGFSITRE,
- {microservice}: HAEZTERIRHIRSS .

= resourcesyaml: MRS TEMFEMARSUY, HittFriBRIvalues.yaml.
config )4 rhiyam| S B BEISRIL UG RFF . SUFZ AT

resources.yaml,

" HH: HEERENH, HENXHNRETESHresourcesyaml5|F,
MHETRATBENX

specsX ik E—PMRSEABBERINE FAREENM (EiiRiE) . XX

HEREBHA.
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specsEENE FERERSE, REFRNERENHE, SEERSBHE, F—XKiEs
FAOFLEspecs,

specsBERTAIMIAES G, SR EAIERCloud MaplIBAFR
( cn_product_cbu. eu_product_cbu ) ., BJUAEMEEEREBE 0GR =R
Cloud Map&FRFIE.

SENMUSHIEBETEIEN, SUBZIEER TG HSgloba BRHITE
¥, SRS ERRZRBREN Y, BHTEHEME.

BFREE: WMREHFIENIREER, WASERTRIMMHRE, globalBRTAIX
HiES, EtEUHEE.

global BRMEEZENYAMLRZE, Bl: HTFmeta.yaml&@id$refs|HEIYAMLEED
FETFglobalBRAH . XHEEERREMENSE RIS, theEs|AZIglobalBRIIAS
#, NMmERE.

ItbabWiseChaosHYlaCUEB A6l 1FAREIACHIIETIRIEN S RAYEMaCSU4RIE
Fi, #ARS5WiseChaosHYZEE{KRIaCILBLEHALNT :
iac3.0 # 1aC3. Ot iBIRER: BREFABEN
L wiseEyeChaosMonkeyService # IWRBFARSRER, BFSMEPENIRSZIRER
[~ global # global BR: MBEFEMNEE RS ENREY 4
— WiseEyeChaoslssueMgrService
— WiseEyeChaosManageService
— WiseEyeChaosMonkeyExecutor
'— config
business_config.yaml
env.yaml
envs_dynamic.yaml
hosts.yaml
sidecar_aiops_param.json
L resources.yaml
values.yaml
— WiseEyeChaosMonkeyPortal
= config
sidecar_aiops_param.json
resources.yaml
L values.yaml
L WiseEyeChaosPortal
meta.yaml
Fspecs # RS, R T BN HSIIESINER, REEPEAIHRUspecsIUt ik
cn_product_cbu
WiseEyeChaosMonkeyExecutor
config
envs_dynamic.yaml
hosts.yaml
sidecar_aiops_param.json
values.yaml
WiseEyeChaosMonkeyPortal
config
sidecar_aiops_param.json
values.yaml
meta.yaml
aaa_product_cbu
eu_product_cbu
I—package.json

LTRSS AYIaCR IS TR S AT :
e specsFRTE7EMglobal PARFERNE, (FRspecsHhaIX .

o specsFAATZETEMglobalPFERIS S, {FFglobaldaISZiF,
o specsiliglobal#BFF1ERY, NEAspecsHRISIA o
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LA /iac3.0/WiseEyeChaosMonkeyService/specs/cn_product_cbu g, #EspecssHY
cn_product_cbuB F#globaldh#fEWiseEyeChaosMonkeyExecutorfl]
WiseEyeChaosMonkeyPortalfRfR 533 A43E .

B EEREZIMINEERNT:
‘B BHNEREREEN, TERAREH

cn_product_cbu

— meta.yaml # KB FspecsBR, BEa=globalmhayszi4d
— WiseEyeChaosMonkeyExecutor
values.yaml # KB TFspecsBHR, BEz=globalHaIzi4
resources.yaml # kBT globalshRISZ {4
config
business_configyaml  # REJFglobalfhpy3cid, EFspecsHAZEE
env.yaml # KRB FglobaldpI3Z{E, EAspecsHAFE
envs_dynamic.yaml # kB FspecsHF, FEzglobalaIszis
hosts.yaml # KB FspecsBR, Ea=globalfayszis

sidecar_aiops_param.json # KEFspecsHF, BEzglobaldAyszis
— WiseEyeChaosMonkeyPortal

values.yaml # KB TFspecsBHR, BEz=globalHaIzi4
resources.yaml # KRB FglobalRIS4, EAspecsHHATFIE
config

L sidecar_aiops_param.json # ke FspecsBS, BEia=globaldafysiit
— WiseEyeChaoslssueMgrService # KRBT globalfIszit, R AspecsthAFE
— WiseEyeChaosManageService # KB Fglobalhag3zid, EAspecsHATZEIE
'— WiseEyeChaosPortal # KB FglobalhaI3isE, EAspecsHAIETE

2.5 laC Patch B BB HFRL51

laC PatchE A FHEIAMRHRI— B, 1aC PatchBL YA REMIUN T :

% 2-2 laC Patch &4£5#3150H

VA= ESic) N R

iacpatch_{microservice} { | {4 1 laClE456 -

version}.zip

L— package.json 4 1 iR, BXEEESR
BRI HNE.

L— global/ Pl 1 LRI adHR, BE<E
45N, MEBTEIEE
RETERANECEN .

| L— resources.yaml X4 1 MRS RIRFIZR, HBXIRBEE
S NEIaCUBHEIREER.

| L— values.yaml Xt 1 MRS RFRSHIE, £
resources.yaml/iEid $reffy75
K51,

| L— configs/ Xk 1 MIRSSECER R
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| — X1t 1 PR SS A S ER B TR

config_schema.yaml t, SRR SEREREER
BB, IEBRECEIRAILAARE
BH. fEresources.yam|i@it
$refB A =0k5 (A,

| — gl 0-N MERSHOV SECBIR, 1E

{cluster}_config_records.y resources.yaml/iEid $refiy75
aml kK5I8,

L— specs/ Xt 1 ISR aCER, B85
globaltBE, B{RBE5
globalEERAINHE,

L— cn_product_cbu/ | 244k 1 PEIREFHE, HERAE
=% Cloud MapHIZFR, ATLA
AREEEREEE IR
=4 Cloud MapEiRFIZE.

| L— values.yaml X4 0-1 MRS BIRSEE

| L— configs/ pY4 2o 0-1 MIRSEERF-

| — X% 0-N BRSSO BECBIA .

{cluster}_config_records.y

aml

| L— aaa_product_cbu/ | 3243 1 DIE|SvAE T ? N =N

| — eu_product_cbu/ | 32tk 1 BRI EEF=ERES .

laC PatchE4%45:

[ —

X

iacpatch_WiseEyeDeployConsoleService_1.1.2.zip

global/ # globalB&: WEFBEMIEERIERNEEX 4
— config/ # MRSEEER
config_records.yaml
config_schema.yaml
— resources.yaml # HRSZHIRRYIER
— packages.yaml
— values.yaml # TEENE, #hiresources.yaml3 |
specs/ # NBISER aCiie, &5H85globaliEE, EXEESglobalBERY

# BRNAEF=IR R

— eu_product_cbu/...

# AR IR
# RERAFINEG, ERAMSHRCloud Maply&iR, BILIEIRE

— aaa_product_cbuy/...
— cn_product_cbu/

EEREBEE AEAYuL R Cloud MapBFRFIZE

values.yaml # TEENE, #hiresources.yaml3 |
config/ # HIRSHEES
config_records.yaml
package.json # BRI (7R )

2.6 £ laC KB =HZRIR

TE X componentZlaCE—MMERIRIRABREEFRAISI0, HITLUER

—ERIFAER

¥R B 5— component, FrE#laCENXBFREVHRETFE —component, —

MAERARAS 06 (2026-01-04)

WRIERE © EARITERAREIRAF 33



NA¥S
Fxisrm 2 NR¥FE laC BENLBFE

component FAILAEM BN KIR, FTBRNEIFEAEFER Fresourcesyamld, FiE
A9typeFnametd pl &iRAOME— 1‘7\18 AR RFTE

component FENX

E X componentZlaClE— P IMERIRIRA LRI AT, FITLUER—ZEXIREAR
F23R A I— N component, FEE?BZIaCzEME’JAﬁZ\éﬁ): FE—component, LT
B, 1aCIBE X T WiseEyeChaosMonkeyMgrServiceFl]
WiseEyeChaosMonkeyPortal#“>component,

— rlobal/

meta.yaml
WiseEyeChaosMonkeyMgrService/...
WiseEyeChaosMonkeyPortal/...

— i component FRAILIEM Z1MRIR, FiBRSIEIAZBFER Fresources.yaml,
HiERTtypeFInametIp RIERIE—IRC, SRR FE.

FELLTH#FIR, WiseEyeChaosMonkeyPortal FHresources.yamlFE X TiZHH TR
£2RR,

2-1 BFREX

-~ 5-1 DEPLOY MICROSERVICE
~ global
v WiseEyeChaosMonkeyMgrService

~ cunﬂg »Service: :NuwaContainer

ig.yaml

_param.json

resources.yaml

meta.yaml

& 2-3 resources.yaml ZFE&i5 A

SR aX

name _&HEQEFI:I:LKTE,J ﬁgﬁ]—(; Eaikﬁg
H6=F55,

type TRER, SIFERCEEIE. NUWA
Contalner)SiSLB

properties BiHE, 8aRBENFRSEH ., F4s
HNBiSSNaCEESHNE.

WNRZFRHT KA LAUES 5 | B A IR TR RERWE, FAITLUEESE
RYTE X FE config/business_config.yam3X4T
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2-2 resources.yaml {4k 5>

swr.cn-north-4.myhuaweicloud.com/wisee

: 208G

- 8080

["echo™, "hello"]

["echo", "hello™]
"echo", "hello"]

'config/business con

: 8086
: 28

: 20

ListenerGroup-xhnSkny
: chaosmonekey portal static

roundRobin
. HTTPS

business_config.yam3Z{4 Bl LAS Fa
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2-3 business_config.yaml (4SS H

5-1 DEPLOY MICROSERVICE GEULS
~ global
~ WiseEyeChaosMonkeyMgrService
v config
business_config.yaml

{} sidecar_aiops_param.json

osMonkeyPortal

ss_config.yaml

param.json

component AEPERGRHE

componentRERAIFE— MR REMBIR, XERRE—MEFRHIARZTEMER, X—
e MZR R E T s Ralias=F ERFF HaliasEUE X RTEcomponent I £ /5
—, E—1MRENFrBaliasZ @R E X FEdependsOn= RS BRI THKES o

componentfiresources/@EHHIARIRTIER, BT IRERIENdependsOn/E AT
E I RAMKER

dependsOn2%IZRER, T TEEMtype. name. aliasEEFERIBANEME RIS
B, BEdnamexzREVIEFER, type. aliasEniE=FER; componentfBiTE&IRAY
dependsOnRT, £iRIETTERMEMERCcomponenttfiEZEiH ERHRIERIENLRIE
TRBOKER

HoBEFEZEEEERINSIAXE, RFEBiRNdependsOn, FEEBESH.
BMEBIPLEERESSIAXERE, ALSEENY, BNE2NIaCRRSHNE.

BEREEEMEIMEER (A dependsOn B,B dependsOn C,C dependsOn A ) , FRAEEHKR
B,

LITREIEX TRANAIR, — 1 &79chaosmonkey-elbAIELB, —NE79
chaosmonkey-sIbAJSLB; chaosmonkey-slb{&&fiFchaosmonkey-elb, TEZERT, 5%
ZreEchaosmonkey-elb, TERLINEEZTEchaosmonkey-slb, 15 chaosmonkey-elb
TEEW, NAREZEChaosmonkey-slb,

- name: chaosmonkey-elb # RBRZIR
type: WiseCloud::LoadBalancer:ELBV2 # i&jREE
properties:

listeners:

- name: listener
protocol: HTTP
protocolPort: 80
poolName: pool_a

pools:

- name: pool_a
protocol: HTTP

- name: chaosmonkey-slb # BRZFR
type: WiseCloud:LoadBalancer:SLB  # &iREHY
dependsOn: # E M EMB SRR KER
- name: chaosmonkey-elb # {KERSRRZFR
properties:

elbName: chaosmonkey-elb
elbPoolNames: ["pool_a"]
deployVersion: 1.4.12
slbConfigs:
targets:
- clusterName: mgr
routes:
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- location: /
target: mgr

2.7 £ laC KIBPEN KL

laCHUASPRYAKERILIBBFRENX, BRALIREE SR RENX ENTEEZERT
BITIERE, AEERITEREF, ERRSTEMRKES | HRIE, AENBUE
EMTKE

FEMBERE MRtk &
component/8fY4sHE7EIaC SpecBHAImeta.yam3Z{4aEiAR, 7 zapplyPipeline/
pipelineslMNFER . pipelinesSIFEN ZNRIZ, applyPipelinel#iR AR EE(F
FBRYRFZ . pipelineBENFEE, BiFiRitpipelines] LASLIUEISHISIERERE . HHT
B, FahEEEE M T a8 RmEE.

2-4 meta.yaml

v global

> WiseEyeChaosMonkeyMgrService

> WiseEyeChaosMonkeyPortal

meta.yaml

WMITRE MRk &
meta.yam(3Z{4;% K applyPipeline/pipelinesti PMN=FEL . pipelinessZiFEN Z 1R
£, applyPipelineffiR RRLEEEFEHAIRIZ. pipelineBe HFE, @idigitpipeline
LA ZMNERENE . SN TE . B EEEXI=INTE R,

=L
type: WiseCloud::Environment  # {RBB=F, BEIEXE—MIIIRERIIACHKS
applyPipeline: default # (XFEhiSERIBkIApipeline, $ExEMIpipeline%EEpipelinesshEEBARY
pipelines: #3U2, AILAEX Zpipeline, FHEEHITESATERE
- name: default # pipelineZFR
action: Serial # Ikpipeline 1 T{ESZRISERS Serial (8247 ) / Parallel ( 317
tasks: # FEIRRKERFESS, @I Apipelinef(E55, LI EIRAIZ MIZAISRHE
- name: apply-chaosmonkey-stage1
action: Serial
tasks:
- name: deploy
action: Serial
tasks:
- name: apply-chaosmonkey-por
action: Apply
component:
name: WiseEyeChaosMonkeyPortal
- name: all
action: Serial
tasks:
- name: apply-chaosmonkey-stage1
action: Serial
tasks:
- name: deploy
action: Serial
tasks:

- name: apply-chaosmonkey-por
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action: Apply
component:
name: WiseEyeChaosMonkeyPortal
- name: apply-chaosmonkey-stage2
action: Serial
tasks:
- name: deploy
action: Serial
tasks:
- name: apply-chaosmonkey-mgr
action: Apply
component:
name: WiseEyeChaosMonkeyMgrService

& 2-4 meta.yaml FE&i5AA

=ED otz
type HASRINMERE, SFINEEE
WiseCloud::Environment,
applyPipeline E X ENANE BB M RHERKEZTR,
LEIBAIAfEBenvironment-deploy .
pipelines pipelinesHXZFEN BTz
pipeline B9{E557=HA

name/actionfFlE— NMKENERER, (FEREIRFEERPBARZEEAYtasksE
W; HESHEHESEEEIE: Serial ( 8817 ) /Parallel ( 47 ) /Apply ( FRARESS
H17) , HA, Serial/Parallel NERFRERE, HINNEI RIS BETELEBNE
JREREACSR, MM IMET EHNIRE . AR IEpipelinetbE—12RA9ERE, BRARRE
t?;Ski%B%gﬁﬁng?ﬁﬁ , ApplyRIXIERIFT s, RENHFOaERTiAS
POEZNI=FageS=210
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2-5 pipeline {F537HH

Parallel/Serial Parallel/Serial

Parallel/Serial Parallel/Serial

e Serial (247 ) /Parallel (347 ) 1EFRENX
EXSerial ( #47) /Parallel (17 ) (ESEHERIRFLE RIZEELEER,
- Serial, BT, ES#tasks THIFESSIRIBEXBIIRFERIRINIT
- Parallel, #1747, HEHtasks FTRIFES=REITHIT,

- name: deploy # {ESEFR
action: Serial # HHESS FEFAESHINITERRRE Serial ( 817 ) / Parallel (F17)
tasks: # FES, WiE, FESTURESEEES
- name: apply-chaosmonkey-mgr
action: Apply
component:
name: WiseEyeChaosMonkeyMgrService

o Apply ( FBEUESHIT ) ESENX

AT LUEIT ENX Apply BB RIS FIE— N AEHE R, XEE RIS
NuwaContainer, ¥iEE, BiEZ;

- name: apply-chaosmonkey-por  # {ES &R

action: Apply # (E5538

inform: # PiTEBHEE
message: finish stage2 notification

confirm: # MITRIFIABCE
message: pause before execute task

component: # BENITEERcomponent
name: WiseEyeChaosMonkeyPortal # componentZ R
resources: # component FEEEHITEEIER

- name: por-nghbfcj1
type: WiseCloud::MicroService::NuwaContainer #
properties:
grayStage:
graylnstances: 100 # REBSLL
grayStatus: 2 # IRFESEBITEESLBRIAVIRT, 1: &£7=, 2: KE
grayProcess: FINISHED # IKEEIRZS, RELIETSH
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* 2-5 BifgmHERKE ( pipeline ) SRENX

FEREM FERRE A% R
name String 2 TIKZERIBIR, ARFTEENX .
action String = fmHEE T, mIE(ESerial/
Parallel,
o Serial, BiTHIT, HSH
tasks FRIFESSIRIBENX
BINRARORIAAT o
e Parallel, #1717, HS#
tasks FRIFES=REATH
7o
tasks List<PipelineT | 2 AR ERIFESS, Bid=A
ask> pipelinefY{E55, LT FIRED
ENERIREE
2R 2-6 PipelineTasks FE&i5iAH
FERER FERRRY Wi fEid
name String S FESHER, BFITBEENX.
action String = feHER =, BIEE: Serial/
Parallel/Apply,
tasks List<PipelineT | & fmHE = 9Serial/ParallelBgws
ask> %,
component ApplyCompon | & EEHITETERcomponent,
ent FmHFI T APPly R sk

ESHBIRERERI LS T ERERRE, ESaction@ERLASLIYESRIESS 5

FiToRHE.

& 2-7 component FE&i5AA

FEREMR Wiz R
name I~ HHRIR, ESREYGICIESPBRIAYE, BN

ERIEMERSIRE
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FAiErR 2 MAFEE laC 2R EFE
FRRAR Whise ik
resources & EIFETENRR, EE, ZSHTRETEDER
=z,

MBEAESN ST ELcomponent FEFBEIR,
{Fname+type+aliastfi\lE—ZIR ( alias2&
TRRYBIE, WRcomponent FAFERIBERN
FTHREES)
WNRIEScomponentF A FEMNER, RASHE
EGFERHREE; resources FAILATEN
properties, IXHEEHITUAESAT, XL
propertiesH{ER S EE = {RTEresources.yaml ™

EXRIRFESE
ANYD
2.8 BHEASUSFANA
SR 4 package. jsontFFIANT :
{
"type": "iacspec”, # REDEEE
"name": "service/1180196813870297088", # (CRBEEFR, B service/{fREId} ( %40 )
"version": "1.0.0" # RIBERAS (R )
}
2 2-8 package.json FEZiEH
FE il WIE e
type string 2 AR, EE: iacspecd
iacpatch,
name string = BRI
o iacspecBZFRIE:
service/{service-id},
Hrhservice-id BfRsS
ID,
e iacpatch8ZFRE:
service/{service-id}/
{component-name},
H{service-id}Iik
51D, {component-
name} NEEEFR
1ZaLAfEAppStageiz i
A LRI AKSER
EiEH, ER ‘B
B’ , BEIRSID,
version string = RAS .
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2.9 laC BRSHNE
2.9.1 NUWA Container

2.9.1.1 SHFECEIRA

Hitis#
* 2-9 Hilts¥
BHE |28 |28 |BA | %A SHHE 241
R R | =]
name strin | WAk | - laC3.0&EZ HEEaIEE WiseCloud
g F.FH FGCEventB
O, @ | uilderServi
RUAFF ce_cluster1
sk, FEIH
FHE, KE
2-64,
jizL:ld
MREEEE
clusterName,
NFRBEEW
LIRS E
B2, SHEW
SEMESLARER
SEMERIN
hi= 8
type strin | &% | - BaaSPRSSE EEAN WiseCloud:
g BY, operator® | WiseCloud:Mi | :MicroServi
SkiviE, BEEAN | croService:Nu | ce:NuwaC
WiseCloud::Mic | waContainer ontainer
roService:Nuw
aContainer
microser | strin | &% | - MRS BTR MRS BTR WiseCloud
viceNa g FGCEventB
me uilderServi
ce
M HRA 06 (2026-01-04) WA © EARTTERABIRAE 42
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Fxisrm 2 NAYE laC BEREFE

SHE |28 | 2F |RA | HEA SHHE 41
R XE Wik | B

clusterN | strin | 326 | BOA | RS EREZ DEEEIEH cluster1
ame g Juic 5 F. FH
(g2 |name NN
wig | B8 MUAFEFF
B sk, FEEE
FERE, KE
2-56,
izl
RESnamefd
HE, AT
FEPRHIA
@, BIRE

E i

replicas | int | %% | - PodBI A %K LR 1
iR

o BAZEFR
BAZHE
#, WEEB
ETW
AZ, BRA
LA ERLE
F2094E

o WMEBFERT
evsEEE
elb, Hfx
UERENFHR
BYMAZE
MMRB—
e, B4
BAZE/ND
BEEN
2, WAZE
DEEN
40

pdbMax | strin | 3% | - PodFitFE BHEDLL, -
Unavail |g % BHEEAN,
able 50]

termina | inte | 3E% | - UFE T BEPRAR | 1-65535 -
tionGrac | ger | %
ePeriod
Seconds

o~

- name: WiseCloudFGCEventBuilderService_cluster1
type: WiseCloud::MicroService:NuwaContainer
properties:

microserviceName: WiseEyeChaosMonkeyExecutor
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PAYSEi=IEd] 2 MNAYES laC SRR EH A
clusterName: cluster1
replicas: 5
EHER
* 2-10 EHER
£ 2 (2 |3 |HSH SHHE Z551
B | B | E
= A
|3 |
na | stri | &% |- e log_vol |e log_volume volumes:
m | ng |i% ume: B1"PODRIHEE K/, - hame:
e BHEE l%g_vol;jme_tygeﬁiﬁﬂﬁiﬁ log_volume
dat EcElocalfy, =M | o
P i | EmmAmAts, suE | S2e 126
data FEEIN: FRFET type: local
X¥/opt/huawei/logsBIEE | - name:
e sfs_volu BEXNRHIF100G, HH data volum
me: sfs ETHESHZE, K82 |
= RZPODFHFBHHE—MT | . 0
] RYPOD, EliZiEsd, &5 '
sfsiy s aksS. SfElogcEX 4 | type: local
S R B S I SR
%%%ﬂ’xf KNFBI RS, BF
BRE NUWAR: SRiaftB SR —
container E‘Bﬁj\ ::5, Eiﬂﬂ%@ﬂ%ﬁ
55} FHlogB KINAE ES
volumeMo 90G, FINIBFEEBRE
unts5|F. RIBEEEZIAIOpS sidecar
siz | stri | & | - EXFEE B5AES T, LUBIIAIOps
e |ng | = BEREHTATRE, &
N POD$EHIT=IEK HE
%,
N log_volume_typeficE
Fevs, NHIRIESCFRAYAR /N
HITECE .
e data_volume
datas K/, BROIARERL
T /opt/huawei/dataf9Eg
2, RRIFEENSGI,
data_volume_typefit &5
evsUASZ PR o
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F&tEE 2 WA laC SPERBAL
2|z |2 |3 |HEH SHHE Z5451
H BB | E
Bk |\

R | B ik
ty [stri|® |BKIA | e evs sfs: local
pe | ng | i l% o sfs volumes:
loca ﬁf‘;@ﬁj - name: sfs_volume
) | .
x| " d:
G2 11a701¢9-529f-4992-9291-
g=py bca7bbf5bacs # MREEH
REl= BFhE, ZEXEFRFHEIERR
Nt id
E type: sfs
o shareLocation: xxx # H=&
=
mountOptions:
["vers=3","hard","nolock"]
il

- name: WiseCloudFGCEventBuilderService_cluster1

type: WiseCloud::MicroService::NuwaContainer

properties:
volumes:

- name: log_volume

size: 12Gi
type: local

- name: data_volume

size: 2Gi
type: local
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MAFE

F&iEr 2 MA¥S laC SERBEFLA
BREE
+&2-11 FEE6cE
SHBWR |28k | 258 | BOA | R SEHE | 2461
B 1k B

image string | Wik - Bt KE: -
Runtime®, | 17256
MEBWNTE | R
B EREt HERCE
i, ey | CEE
SENOT ‘ﬁ\g;%/l\/\
BIRCER =,
WFREGE
&, WRE
EMNER
FIRIES,
| A=At
Swr.cn-
north-4.my
huaweiclou
d.com
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VAYSEi=IEd] 2 MNAYES laC SRR EHA
SHBWR |28k | 2EE8 | A | R SEHLE | 2461
B ik =l
ports int[] aJik 0 UNER{ER wOE ports:
Cloud : - 8080
Map, ¥t | 0-65535
IwESH
£Cloud
Map;E
IO EARAYR
|
WNEAER
Cloud
Map, Bi§
IR e
FEEEAN
O o
HESHRAZ
E—PMRR
ER, FA
=EERE
EgliaimE s
RKFEixO—
EFFF. L
FRFIFFEYIR
AL S5fE
RN,
EENNSZEE;
— NimOES
B, Az
BAENEA
CIEN =
flavor string | - "2C4 | B KELE flavor: 2C4G
Gi" CPU&mem :
oryfIHIE | 1-32, F
EHE
CPUFN
memory
AIRIAS,
Eban
1C2G,
2C4G,
4C8G,
8C16G
%
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Fxisrm 2 N AYE laC BEREFE

SHEWR | 2%k | EEY | ROA | kA SEIE | 261
il i (=]

armFlavo | string | BJi% "2C4 | &&flavor |@L i

r Gi" WAZ armig
ERE IR
Hlarmic &

armiic B2
W
1ZER Al @
BEES,
arm cpu&
IEXSF
x86 B,
BATEE
A%
=248
xo
SFitEE
SRRl
%, AlFE
FEIEINGD
B, 1085
BaT AR
1, BiRtE
BbLEuR
SRS
(NS
o)z

gpu int Glpui null | =F8EEA | BUERE | -
HIGPUMIAE | 21, Ec1
(GPUEHE KESH
£); HE | —BRE
ERS BB | R, BF
TRBFRE | Ao
KRigft =

GPU,

stsEnable | bool aJik TRU | E&5B3Hsts | - TRUE

comman | list(stri | AT 1 Boh&# KEHN -
dArgs ng) 0-256

W
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RIFEE
FHEIR

2 NAY¥E laC SPERBHE

SHBWR |28k | 2EE8 | A | R SEHLE | 2461

it} %k B
volumeM | list(obj | A% [ a5 nameZ | volumeMount
ounts ect) volumesT | & s:

A9sfsiEE®E | volumes | _ \ame:

volumesd | B9(E, -

fﬁ)‘{ﬁﬁﬁ# mountPath‘: /

HOEE, It opt/huawei/

Q3| sfs1

HERHREF - name:

1517 sfs_volume2
mountPath: /
opt/huawei/
sfs2

envs type = | % N ECEIMETS | namefl envs:
list(obj = valuelIK | - hame:
name = 125000, value:
string "test_ENV"
value =
string
)
hostAlias | type = | BJi% [1 BeEhosts - hostAliases:
€s list(obj - hostName:
ect({ "a.b.com"
hostNa ip"1:1:1:1:1:1:
me = 1:1"
string '
. - hostName:
p = "c.d.com"
string .
ip:"2.2.2.2"
)

AFIEW S AR EIS TRIEF RRAVEH, Bilss

18, RESRAIENER2-127R,

X 2-12 BEEFINFE

BRERANECSEMN

vCPU Memory, GiB cpuflATFECEL &
(cpu request) (memory
request/limit)
0.5 500M. 1. 2. 4 1:1. 1:2. 1:4. 1:8 | X86F1ARM
Tu 1. 2. 4.8 1:1. 1:2. 1:4, 1:8 | X86F1ARM
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RIFTA

F&tEE 2 WA laC SPERBAL
vCPU Memory, GiB cpuFIN7FECLL &iE
(cpu request) (memory
request/limit)

2u 2.4, 8. 16 1:1. 1:2. 1:4, 1:8 | X86F1ARM

3u 3. 6. 12, 24 1:1. 1:22. 114, 1:8 | ARME B

4u 4, 8, 16, 32 1:1. 1:2. 1:4, 1:8 | X86F1ARM

6u 6. 12, 24, 48 1:1. 1:2. 1:4. 1:8 | ARMEEIE

8u 8. 16, 32 T:1. 1.2, 14 X86F1ARM

12u 12, 24, 48 T:1. 1.2, 14 ARME S

14u 14, 28, 52 T:1. 1.2, 14 X86F0ARM
(3.714)

22U 22, 44, 76 1:1. 1:2, 14 ARMEEIAE
(3.45)

28U 28. 56. 104 T:1. 1.2, 14 X86F1ARM
(3.714)

42U 42, 84, 150 1:1. 12, 14 ARMEBHIE
(3.571)

o 16CHIMIEIBIRE14C, KTFET6AGHIRFERRE N52GE48G, 14C52GE
FRENRE, 2T ERDEREERN,

o UNEE(FHMHOSGHINE, EEHEIaCEMABE NS500M, REEEE0.5G,
o H/NAN: CPUIIME<=1u, BXIAZ PODHE<=61",

I (WAZEHS, SEREHEREE ) :

- name: WiseCloudFGCEventBuilderService_cluster1
type: WiseCloud::MicroService::NuwaContainer
properties:
containers:
- image: swr.cn-north-4.myhuaweicloud.com/wiseeye/wiseeyechaosmonkeyservicewebsite:3.0.9.204.SP2
flavor: 2C8G
stsEnable: true
ports:
- 8080

512 (arm. x86iEERAT, ImrzEZEflavor) :

- name: WiseCloudFGCEventBuilderService_cluster1
type: WiseCloud::MicroService::NuwaContainer
properties:
containers:
- image: swr.cn-north-4.myhuaweicloud.com/wiseeye/wiseeyechaosmonkeyservicewebsite:3.0.9.204.SP2
flavor: 2C8G
armFlavor: 4C16G
stsEnable: true
ports:
- 8080
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ARERNE
* 2-13 BRfERRE
BHEBWR | B | EEY | BN | KA SEHE 25451
KB | & (=]
readiness | list(s | #7REe | [] 1T | ST ES | readinessProbe:
Probe: tring | EEF WES | \hpIEFRAL | ayec
exec: ) _ﬂl ’ Z_Et Efiit\tcpﬂ#“a d:
g BRAE B =F75 C,‘?m;“"i”,,h o
comman Ao — S RaggiE— | [echo” Thello’]
e o
readiness | objec - httpis | @<fTHES | readinessProbe:
Probe: t KRB | NUPIERIE | hripget:
httpGet: B BAR\tcpi .
P s =575 path: /health
NHBEIEE— | port: 8080
o scheme: HTTP
readiness | int - tecpimd | @ S1TIRETS | readinessProbe:
Probe: wmE ANUPISRAE | cpsocket:
BHH\tcpir
tcpSocket .
P DigE=fr5 | POT8080
RRBEEE—
port: 7,
livenessPr | list(s | &4ZREC | [] w17 | BITKEF | livenessProbe:
obe: tring | BEEH BT | \httpiERIE | ayec:
exec: ) _ﬁp ’ :T:t Eﬁﬁ\tcpﬁﬁﬁ d:
g B OieE =7 c,?mr':"f’,”,,r'] o
comman ALE— S Ragiig— | ['echo” "hello’]
e o
livenessPr | objec . httpigd | @8 1THEF | livenessProbe:
obe: t KB | ISR | hiepget:
httpGet: B BHI\tcpim th: /
AlE=fr Ea th.html
A RAEE— | Nealthntm
o port: 8080
scheme: HTTP
livenessPr | int - tcpimd | @3 2fTHEF | livenessProbe:
obe: wE RANPIERAE | tcpsocket:
BAI\tcpim
tcpSocket .
P DigE=fys | POTE080
RRBEEE—
port: 7,
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SHEWR | BH

sl

RAIA

el

41

initialDel | int
aySecond
s

10s

BB
==l
Z/0%
ZEF
SEEN
m, B
b,
EANE
7910s,

periodSec | int
onds

=

20s

EFRE
HA, &
AN=Z 2
DRMR
M—x
E%}
L=2Yiy]

, B
MBS
20s,

AXF180

successTh | int
reshold

=

RE
Lo
2R
AN
NLCHE
DAn
BOAE
A,

AXKF10,
livenessizEt
REER1,

failureThr | int
eshold

=

RE
£a
2R
ESVE
Z==S
el

#, 3
=

coog

BEo
BIME
793,

AXKF10

readinessProbe:
exec:

command:
["echo", "hello"]

initialDelaySecon
ds: 10

periodSeconds:
20

successThreshold
ol
failureThreshold:
3

timeoutSeconds:
5

)

livenessProbe:
httpGet:
path: /health
port: 8080
scheme: HTTP

initialDelaySeconds: 20

timeoutSeconds: 3
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periodSeconds: 10
successThreshold: 1
failureThreshold: 3
readinessProbe:
httpGet:
path: /health
port: 8080
scheme: HTTP
initialDelaySeconds: 20
timeoutSeconds: 3
periodSeconds: 10
successThreshold: 1
failureThreshold: 10
- hame: APIGateway
type: WiseCloud::Agent::APIGateway
version: X.X.X.X
flavor: 1C2G
param:
$ref: 'config/sidecar_apigw_param.json
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sidecar Bic&

% 2-14 sidecar it &
SHER | SHERE | BBwiE | BOAE 15488 SHEIE | 261

sidecars | type = - [ FHFPOD | e name |iFHAH3
list(objec FHERE : =hl, &
t) IXXAT, sideca | BRIVSZEE
BE 4 i | KECEFT
SFEXK, R, tt | =AY
E3]lid un sidecar,
AlOps AlOps
Log Log,
;?;cé;rjj ° type:
¥ = S|dgga
UsEE | X
ltksidecar %’ \ﬁ
REPNEE | U
Ei&?i% BTWUO
= e versio
n:
sideca
AR
K,

e (Cpu:
sideca
rSes
29
cpu,
=
fi:
0.5 8%
%2
7%=
500m
, BcE
Janull
“HY,
RFEE
B&E%
A
B

e memo
ry:
sideca
A9/
ﬁ) %
M
Mi G
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SHETR | SR | BEwik | RUAME

ol

ST

201

Gi, fic
=g
fl:
100M
0.5G
2G,
=]
nullgg
%7) "
B, 1€
FFER
E20E 0%
IME.
FEM
mi
X
3, M

=
=

1000
A9
ke,

Mi2
1024
A9
tE,

e param

sideca
rA9EC
2
5, T
5l
sideca
rA9EC
B
Z:_
¥, B
ZNE1I
SEE
0
sideca
rA9Ee
=]
=

o~

sidecars:
- name: AlOpsLog

type: WiseCloud::Agent::AlOpsLog

MAERARAS 06 (2026-01-04)

WRIERE © EARITERAREIRAF

55



MA¥E
FRisE

2 NAY¥E laC SPERBHE

MIEEECE

version: 3.3.0.100

flavor: 0.4C500M

param:

$ref: 'config/sidecar_aiops_param.json'

- hame: RASP

type: WiseCloud::Agent::RASP

version: 2.2.0.102.SP5

flavor: 0.3C500M

param: "
- name: BIFlume

type: WiseCloud::Agent::BIFlume

version: X.X.X.X

flavor: 0.2C500M

param:

$ref: 'config/sidecar_biflume_param.json’

- hame: APIGateway
type: WiseCloud::Agent::APIGateway
version: X.X.X.X
flavor: 1C2G
param:
$ref: 'config/sidecar_apigw_param.json

%* 2-15 NKREE

suEn |suxm |2

BAE

2561

A
[ ]
isolatedD | string Ak
omain

NRAEC
&, W&
FHENSPBR
el
FRRSMAY
PRSI

slbEnable | bool [z}

o

FALSE

“IZ:|:” 12
g —
RN
SLBEE
B,
WRZHI
BEE
g, #8
[iH=wp)]
[liginpzEtE
bS]
‘<" /_?E

A0
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M

- name: WiseCloudFGCEventBuilderService_cluster1
type: WiseCloud::MicroService:NuwaContainer
properties:

network:
slbEnable: true

isolatedDomain: $ {EIZAIFREIHZ IR}

SLB EZE& ( |k )

% 2-16 SLB fic&

SHEIR | SEEER | 2AYE | BHAE izlilz SEFE | 2561
port int32 WASE null MIRSTE | - 8080
SLBLF
Er%uwOa
weight int32 07yvis null MIRSSTE | - 20
SLBLfa
HAINE
timeout | int32 Wi null HMARSSRE | - 20
BiE R
FBATATIE
maxFails | int32 Whiss null HMARSSRA | - 3
J=2[: SN
XE
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SHER | SR | BEwik (RUME | X8 SEIE | 246

IZZI:
targetGr | object{ WhIsE MBRSE | ¢ FFBI | name:
oup name, Hﬂ'EUSLB @ chaosmo
lali )=y Route | nekey_po
loadBala fR55284H Rule, | rtal_stati
ncer = sehey |
} Name | |oadBala
73 ncer:
e, 3
M
Nuwa
Runti
mefY
backe
ndClu
sterNa
me,
HEhl
Ak,
o &
routes
=1}
=P
—|:7
loadB
alance
rtb/E
Fih
i, &~
[i=1
routes
A9IE,
loadB
alance
rl 2
Elpvi®
e loadB
alance
=[]
N24F

=1
round
Robin
(@1
#i8)
BAY
e
HEE
HRAE,

anFHE

strategy:
roundRo
bin
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SHEWR | SEEEE | EBwiE | BHAE 5B SEHE | 2541
Al E
=SLB
=S
&4,
listenerG | string WASE " MBARSSED | XKL chaos_slb
roupNam iwXEEEY | NuwaRu | _listener_
e SLB ntimed | lhq
Listenser | B9
GroupsL | slbServic
ffllaC® | eName,
R KEH,
64]
SLBTE&E
BEEFAEX
MR,
HZAFA
EelfEd
RouteRul
€,
routes array[ o]k 1 MBRSSEY | AHEEE | /fgc/vi
string] J=(EFslb
AYiac3.0
B,
il

- name: WiseCloudFGCEventBuilderService_cluster
type: WiseCloud::MicroService::NuwaContainer
properties:

bindSlb:
- port: 8080
grayStatus: 1
weight: 20
maxFails: 3
timeout: 20
listenerGroupName: chaos_slb_Llistener_Lhq
targetGroup:
name: chaosmonekey_portal_static
loadBalancer:
strategy: roundRobin
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F&IEr 2 MAFE laC P2 E
IEHECE
xR 2-17 iFHECE
SHER | SHERE | BBwiE | BOAE 15488 SHEHE | 2461
certConfi | type = ik [ WEPECE | ¢ name | # WSSIE
gs list(objec D ER | BECE
t({ B | certConfi
name = e tag: gs:
string B | name:
tag = tag "server"
string #IIEPRA
1) i
tag:
"default"
# P
tag
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daemonSet

2% 2-18 daemonSet
SHER | SHERE | BBwiE | BOAE 15488 SHEIE | 261

&
daemonsS | type = aJik 1 Bal¥3Z | ¢ name | 1FLEB
et list(objec $%FAI0ps : =~
t) Daemon AlOps
Set#0BI or Bl

Daemon .
Set, e type:

s Daem
27

hostpath (E)';] ie t
REFE ”

pags | ool
< == N
nodefJ&E RALE

A. BNl

e enabl
e:
true|
false
y =l
I=]z2!

e logPat
h: #
EHE
7S
(3EXZ
(G

2),

e AlOps
EEH
'/opt/
huaw
ei/
logs'

e limitSi
ze:
HEF
fi#ifR
&, 1%
MBS
100G
o X
AlOps
=258

e group

s: H
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SHER | SR | BEwik (RUME | X8 SEIE | 246

SheE
BE,
2FIBI
=
1
CIZ 20
2,
AlOps
=8
BHXgE
BEE—
T3
FEIE
BITE
AlOps
=T
elfEs
¥

o~

daemonSet:
- name: AlOps

type: WiseCloud::Agent::AlOps

enable: true

logPath: '/opt/huawei/logs'

limitSize: 100G

groups: ["logConfigGroupName"]

- name: Bl

type: WiseCloud::Agent::BI

enable: false

logPath: '/opt/huawei/logs/bi'

groups: ["ODS_V001_DM_servicel1", "ODS_V001_DM_service2"]

paramJson: "{\"dataGroups\":[{\"dataGroup\":\"ODSName_BatchFileExampleDS\",\"agentType
\":\"batch\"\"batchConfig\":{\"datapushinputs\":{\"jobType\":\"file\",\"dayPeriod\":{\"startTime
\":\"10:00:00\",\"offset\":\"1\"},\"file\":{\"sources\":[{\"pattern\":\" /opt/huawei/hcy/*.txt\",\"filename
\":\"test.txt\"}1}},\"datapushOutput\":{\"postfix\":\"txt\",\"permitEmptyFile\":true},\"advanced\":
{\"extendFields\":{\"datapushInput.isUtc\":false,\"datapushInput.file.sourcePolicy
\":3,\"datapushinput.file.countThreshold\":0,\"datapushinput.file.sizeThreshold\":0,\"sendThreadCount
\":3,\"datapushinput.file.fileRetryTimes\":3,\"datapushinput.file.fileWaitTimes\":3}}}},{\"dataGroup
\":\"ODSName_StreamFileExampleDS\",\"agentType\":\"stream\",\"streamConfig\":{\"filebeatInputs\":{\"type
\":\"log\" \"enabled\":true,\"paths\":[\"/opt/huawei/logs/*.log\",\" /opt/huawei/logs/*.txt\"]},\"advanced\":
{\"extendFields\":{\"filebeatInputs.harvester_limit\":5,\"queue.mem.events
\":4096,\"queue.mem.flush.min_events\":2048}}}}1}"

# BeEjsont&TUiL
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s3EE

* 2-19 B E

SHEWR | SHEE | BEBYiE | BOAME 5BH SEAIE | 2561
configs object(pri | & { FeEIRAY | - WM
vate = HFE, il
object( Samt
name = ’?’E’ )
string ”U_E
. privateF[]
prefix = public,
Stl’lﬂg ﬁj\%ﬂﬂsjﬂ_li
version = S EIN
string AL
schema = EEL\%
object IN: (A
records = EGRYHEA
object) %E'Fﬁﬁ
public =
object(
name =
string
prefix =
string))
prefix string & BcEIRY | {XFRTF /public/
J3/BERIZ | publicCo | cloudeye
nfig /
wiseEyeC
onfigServ
ice
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2 NAY¥E laC SPERBHE

SHEWR

SHERR

RAE

ol

ST

201

schema

object(ty
pe =
string
propertie
S =
object(
key1 =
object(
type =
string
descripti
on =
string
format =
string)))

{

EeEINE
4,
propertie
siEtER
key-
objectt&
=L, key
=hER
W )
object@
FeE I
IR,
Hrh
formatfg
=S
B, BOA
A
notype,
ANREB
RFEEIN
A

sensitive

PUESSE]S
SR E
I, AJkA
TE
schema
Hh7=ER,
LR/ D4
PTHE

B

XFRF
privateCo
nfig

DR
1

MAERARAS 06 (2026-01-04)

WRIERE © EARITERAREIRAF

64



MATE
FER IR

2 NAY¥E laC SPERBHE

SHEWR

SHERR

RAE

ol

ST

201

records

object(ke
y1=
string
key2 =
string)

{

HIARD
&, key-
valuetg
I, key
NECER
R,
valuey

BEE,
valuefX

XIEFFR
=2y
PSS
F. R
IENIPSEH
FNEGH,
FEms
5=,

-

"10',
'true'.
'{"test":
L3N
1,21

XFRF
privateCo
nfig

records:
test:
|{llall:lla|l’
llbll:llbll}l
timeout:
I'I Ol
enableSa:
'true’

name

string

iy

BeEINZ
FR, XIRL
NuwaRu
ntimefd
Containe
r[0].confi
gTag, X4
Y
PublicCo
nfig#Q
PrivateCo
nfighy
name,
[ =y
[i==s
M, BE
nuwa&
R AR
RELREF
#£3.0.11
hRZSLA
L, &N
RS -

publicCo
nfig/
privateCo
nfigtd8d
PRE: 8
fZLAMIRY
INSFE
=

W3R
1

MAERARAS 06 (2026-01-04)

WRIERE © EARITERAREIRAF

65



MA¥E
FRigE

2 NAY¥E laC SPERBHE

SHEWR

SHERR

RAE

ol

ST

201

version

string

nn

BCERR

R, XIRL
NuwaRu
ntimefY
Containe
r[0].confi
gVeersio
n, XIRZ
PrivateCo
nfighY
version,
=y
BELE
nuwag
BRI
RERT
1£3.0.11
hRASLA

, B
RS o

XPRTF
privateCo
nfig

DR
1

il

# resources.yaml
- name: WiseCloudFGCEventBuilderService_cluster1
type: WiseCloud:MicroService:NuwaContainer
properties:
configs:
$ref: 'config/business_config.yaml#'
# business_config.yaml
public:
prefix: /com.huawei.wiseeye
name: public5

private:
version: 1.0.0  # (ECASISEEEN, FEnuwaEIHEBIRAERIFES.0NRAL L, BUREE )
name: fgcva # (BB EER, FTENUWaEMBERRAZFRISTES.01MRALLE, BNk )
schema:
type: object
properties:

AIOPSCONFIG_AIOPSSERVER:
format: notype # BXiNAnotype, WIRIEBVEIR, AJLAARE
AIOPSCONFIG_AIOPSTOKENURI:  # SURIRWAIE
format: sensitive # BUSTR IR
records: # B
AIOPSCONFIG_AIOPSSERVER: https://XX.XXXXXX:XXXX/
test: '{"a":"a","b":"b"} # (NZIFFH
timeout: '10' # ({HFEFRER, HFENA/RMEDRENSIS
enableSa: 'true'

# BRiAaformat: notype, SNRIEGURIR, AILARIE

£E, []. J89E, yamEIRBIANKRIEE, BRINS5|S
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F&tEE 2 NAE¥ES laC EEHEHA
BRI RS
3+ 2-20 RohFHRERRS
BHEBR | SHEE EINE 5BH SEAIE | 2561
rollingUp | type = maxSurg | BRI | BE: & | rollingUp
dateStrat | object({ e:"25%" | FREEECE | /JMENO0 | dateStrat
egy maxsurg maxUnav | ¢ maxS | B9OtL: | €9
e = string ailable: urge 0% ~ maxSurg
maxUnav 0 : JRED | 100% e=
ailable = Eg&ﬂj e maxS 50%
string E\igaj urge | maxUnav
N I;,{%E P3| ailable =
IE 22y maxU | "25%"
N .
| navail
pod. ableF
e maxU gEEIAT
navail A0
able: | ¢ maxuU
g%ﬂ' navail
- E® ableR
ARl rige
DA g
pod. 100%
, B
HeRat
=0
L))
29
pod,
METE
+=2-21 (AT
SHEWR | SHEE | 2EBYE | BUAE 15iBH SEHE | 261
preStopC | type = Wik (] RERY | - preStopC
onfig object({ QhIE onfig:
execCom execCom
mand = mand:
list ["/bin/
}) b"asuhll, Il_
c", "sleep
20"]
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SHEWR | SHEE | BBRiE | BOUAME i5BH SEAE | 2561
terminati | int A%k 30 MERE | - terminati
onGraceP BEPRAT onGraceP
eriodSec i8], LAY eriodSec
onds B EEA onds: 30

PODHYE
KNIRH AT
8] o

IR SRS
*+= 2-22 RKEFRHE
SHEWR | SHEE | BBRiE | BUAME pizkilz S | 261

e
grayStag | type = aJi% null REFHRRRE | - grayStag
e object({g =) e:
raylnstan e graylnstan graylnsta
ces = ces: KE nces: 50
number FHRAISE grayProc
grayProc WU§QEE ess:
ess= B, SBEl "INGRAY
. 791~100, "
stringgra
yStatus = o grayStiEus grayStatu
number } : IRESE s: 2
) BIxFHESLB
ATRR
&, 10 &E
=, 20 &
E.
e grayProce
ss: KE
K&, R
BelE
“INGRAY
” *I:]
“FINISHE
D” R
il

- name: WiseCloudFGCEventBuilderService
type: WiseCloud::MicroService:NuwaContainer
properties:

grayStage:
graylnstances: 50
grayProcess: "INGRAY"
grayStatus: 2
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IKFEBEnh{EgE (HPA )

MR SAFLEERhpa, BAZEEEhpatBXSE . hpafFXECEXF, tEEBIE
hpaZiR, RBAFASERH HE -

% 2-23 KFEnh{#4E (HPA)

olicies

BEK.

2% 1508 =EWE &Hix
hpa_scale_disable | E&%Hhpa, =2 VB Hfalseld B
d falseRRAZEH; hpa.
truexk7 <M.
polling_interval RERQUERR, 2 | & -
AVE N
origin_instances | ¥IRRIAE, FE | & -
BENEER
min_instances{& .
min_instances =AM P = FECEEOANT,
max_instances AR AE = FEEEOAA,
hpa_scale_triggers | # BHRIEIRECE, | =& XA ERSRR
Bai{}zz#Fcpu/ o
memory
hpa_scale_up_rule | &N, EX2 | & -
s EREE, R
BER,
hpa_scale_down_r | SN, EX]R | & -
ules EREE, B
BER,
hpa_scale_up_poli | I &B%KEE, XY | & -
cies BEK,
hpa_scale_down_p | BEREE, EX%E | & -

-

fEresources.yamlH iR IIhpaSHU T :

hpa:  #3iH{H4EEE

$ref: 'config/hpa.yaml#/recommend'

fEconfigER, BIl—1 hpayaml3Z4, FMhpafItBXEcEIN.

recommend:
disabled: true

pollingInterval: 5 #GEAGNIEEE, SR

minReplicas: 2 #E/\BIAREL
maxReplicas: 4 #ERKEIAEL
triggers: # AV SRR B SR S (R AR SR AR

#truek"kAhpa, falseXR=FBhpa
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-type: CPU #)l55

metadata:
averageUtilization: 40%

-type: Memory

metadata:
averageUtilization: 60%

BeRHICPURIBRAT40% N AYT S5

SARIINFRIAEAT0% ML S5

EESBEMNTRIRE

* 2-24 IEENBNREIFIRZE
BYEWR | SHEEE | EEwiE | BUAME %8R ST | 26
resourceT | type = aJi%k % e group | UHALECE | resourceT
ag object I8 | NERE | ag:
({group = $E$EE = . group:
stringfeat 2095 Runt';ni "commo
ures = gﬁo ﬁﬁhﬁu n"
String}) e featur %ﬁgy}o features:
es: ;E ndevu
ESEF
BER
h‘\_v.{
2.9.1.2 ficE& demo
fc&demo:
# resources.yaml
- name: sdkCluster
type: WiseCloud:MicroService:NuwaContainer
properties:
microserviceName: WiseCloudNuwaSDK ~ # STSIFBAARSZSHIZTR
replicas:

$ref: 'config/values.yaml#/values/replicas'
terminationGracePeriodSeconds: 30
network:
slbEnable:
$ref: 'config/values.yaml#/values/slbEnable'
isolatedDomain: XXX
volumes:
- name: log_volume
size: 10Gi
type: local
- name: data_volume
size: 2Gi
type: local
containers:
- image:
$ref: 'config/values.yaml#/values/image'
flavor: 2C4G
stsEnable: true
ports:
- 8080
livenessProbe:
httpGet:
path: /health.html
port: 8080

# HWRSETBRMAINE
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scheme: HTTP
initialDelaySeconds: 20
timeoutSeconds: 3
periodSeconds: 10
successThreshold: 1
failureThreshold: 3
readinessProbe:
httpGet:
path: /health.html
port: 8080
scheme: HTTP
initialDelaySeconds: 20
timeoutSeconds: 3
periodSeconds: 10
successThreshold: 1
failureThreshold: 10
preStopConfig:
execCommand: ["/bin/bash", "-c", "sleep 20"]
envs:
$ref: 'config/envs.yaml#'
hostAliases:
- hostName: "a.b.com"
ip: "1:1:1:1:1:1:0"
- hostName: "c.d.com"
ip: "2.2.2.2"
certConfigs: # Bk
- name: console
tag: default
configs:
$ref: 'config/business_config.yaml#'
daemonSet:
- hame: AlOps
enable: true
logPath: '/opt/huawei/logs'
limitSize: 100G
groups: ["logConfigGroupName"]
- hame: BI
enable: false
logPath: '/opt/huawei/logs/bi'
groups: ["ODS_V001_DM_service1", "ODS_V001_DM_service2"]
sidecars:
- hame: AlOpsLog
version: 1.11.3.100
flavor: 0.4C500M
param:
$ref: 'config/sidecar_aiops_param.json'
- name: RASP
version: 2.2.0.102.SP5
flavor: 0.3C500M
bindSlb:
- port: 8080
grayStatus: 1
weight: 20
maxFails: 3
timeout: 20
instanceName: chaos_slb_listener_Lhq
listenerGroupName: chaos_slb_listener_lLhq
targetGroup:
name: chaosmonekey_portal_static

# business_config.yaml
public:
prefix: /com.huawei.wiseeye
name: public5
private:
schema:
type: object
properties:
AIOPSCONFIG_AIOPSSERVER:
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format: notype
AIOPSCONFIG_AIOPSTOKENURI:
format: sensitive
records:
AIOPSCONFIG_AIOPSSERVER: 'https://XX XX XX XX:XXXX/'
AIOPSCONFIG_AIOPSTOKENURI: openapi/XXX/XXX/

2.9.1.3 fHi=mE15AE

K 2-25 fHizfEE

BB pizlilz]
NotFound SLAIATFIE

NuwaRuntime.Microservice.CreateError | SC{FI 613

NuwaRuntime.Microservice.ReadError | SC{5IiEEENSIK

NuwaRuntime.Microservice.DeleteError | SCEIMIFREEIR

NuwaRuntime.Microservice.UpdateErro | SELAIEFiEIR
r

NuwaRuntime.Microservice.UnknownE | RENSE
rror

2.9.2 irBEEIE
ABENBIMTET aCHIBARERES, THAERENANIREFHMER,
1aC3 ONHIRBERE SIERB A AN TREH—H, BHRBESNE2-26.

* 2-26 e EEIEFRIRA

2 =EY | B | kA MBIURLE
ik
name |2 strin | ECESERTR Y A[A-Za-z0-9 ]
g o FAERESE: ReReT | 164
namelf—,
o NHECEE: FRINET
namelf—,
type = strin | BIRZER -

9 o FAEFIELE:
WiseCloud::MicroService:
:PrivateConfig

o NHFECELE:
WiseCloud::MicroService:
:PublicConfig
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F&IEr 2 MAFE laC P2 L
2 =AY | R | R BRI
ik
prefix | & strin | RENIIT 2R, EVEPE | o FABEIE: /app/$
g KprefixBIZRKITHEE, & {scope}/$
FIFETAE, {module}/$
o TASEREFREG): /app/ {version}/3{tag}
cloudeye/ o NHFE: /
WiseEyeConfig/v1/rnd public/${scope}/$
o NHEEMEH: /public) | (g}
cloudeye/test
version | FABHEC | strin | BCERRA WELEN: A[A-Za-
BWE |dg z0-9_.,:()-1{1,100}
Hfe
BTl
FE
schema | & objec | EcEIEM, HiAECEIEE | N/A
t BIFIVER description: A
properties/E 4t okey-object | 256,
&, keyRECEZFR, format Bz iEnysE
ObetRRETETIAL. | mpnay pm
records | £ objec | #IAELE, key:valuet&D,, | records#HMA:
t Iffygjaﬁa%%ﬁﬂ, valueNEL | o ey: SRIEMA[A-
&fE. Za-z0-9_.,:-]
{1,100}%
o value: RAKE
5000

formatAschema FAI—1FER, WEEHTIHIA, ARNEEREERLSR EBRA

B8
2 2-27 format 15¢8H
il 2234 Lotz
notype A ES R BEETRNA KRS
e hE-Sit
sensitive BB EIN FricltEC BRI EC R
IN, WEREIRFENEAT
BESTSHER, FRER
X,
env 7N -
business Gy -
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FA&IER 2 MAFE laC 2R BEFE
St 23374 izl
thirdparty SE=FEcE -
system WS RS EIN -
middleware FiaEEE -
internal XHEAEPIRSECE -
function IREZINEEANELE -
oap OAP -
FNEECERES):

name: my_config
type: WiseCloud::MicroService::PrivateConfig
properties:
prefix: /app/cloudeye/WiseeyeConfig/v1/rnd
version: v1
schema:
type: object
properties:
keyl:
description:
type: string
format: notype
key?2:
description:
type: string
format: sensitive
records:
key1: value
key2: value2

AHECEED:

name: test_config_lLhq
type: WiseCloud::MicroService::PublicConfig
properties:
prefix: /public/cloudeye/wiseEyeConfigService
schema:
type: object
properties:
key_lhq1:
description: KEY1#EX#i&
type: string
format: notype
key_lhg2:
description: KEY2#8 kA
type: string
format: notype
records:
key_lhq1: value_lhq1
key_lhg2: value_lhg2

2.9.3 SLB
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2.9.3.1 SLB FR#LiA

BIRNA

SLBHRIHEM T IATAMEIREE, KTHFEXAEE.

% 2-28 SLB &FEXE

::GrayConfig

miREH HEEEBER | BENS
%5
WiseCloud::LoadBalancer | a4 SLBSLAIRESIR, GIESLBRYY & . 2
SLB RF%,
WiseCloud::LoadBalancer | /ajaft SLBSLAIECERIEIE, ®fEnginx.conf,
:SLB:Config urlES/EED. AMER. FR. £8
BB, RENEMEE,
WiseCloud::LoadBalancer | ®ajalft SLBISIFECERIEIE, SRS IFAt,
:SLB:ListenerGroup A, Iwa. Y EB. BIRRAINES
RECE,
WiseCloud::LoadBalancer | Hhjalf4 HERIEOCENETE, SFENIFTYE
::SLB::RouteRule ARIE. BENE. BiRiRSENEE
izdzz |8
WiseCloud::LoadBalancer | —/5 RS KRERSZEENSIE, SEREMNR

BN RER BRI .
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TR IR 2 RIFAEA laC BBBAMFA
HIRERIXFR

2-6 FFEAIXFR

1:1
SLBECfE SLBECHRLE
1: n
1:1
SLBSOT TR

RERS

FrENERLRABTRE—IIRS T, FEEHE.

o  SLBBIECEMKHEISLBILAI, ELBIXEA1:1,

o  SLBUEIFKERSLBSLHI, 14NSLBSEAIRTLARIRZ4NSLBIEIR
o IERIRERKERSLBUSIN, LEBIXZRA11,

o IRERSBEKHIEERRE, —MEARIBLATAGNZSIKRERSS, 11 RERSS
REEN N — e R RIESLAY o

2.9.3.2 SLB L4

ARENBETIaCZEESLBLAI, BIESLBI &, SEUNRFER, MHNAVEIREES
WiseCloud::LoadBalancer::SLB,

2K 2-29 SLB SLAI=ERIH AR

B¥ & il =A% 15i8H
version String = SLBEREBIRA, B

1.4.15, IFNHRE, 130
SLBEIRE St AS X
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F&igE 2 NAFE laC SPERIBF A
2HZ Sl BEWIE 588
flavor String = MM 2C8G. 4C16G.,

8C32G. 16C64G

EBAZENE =, <=100

0B CIER E EIBSLA,
AFORI IR A EIBL
Bl

PREtg, KE<=128, 2
AIFEIE O ENS R
il—lo

ali

replicas int

i1y

isolatedDomain | String

EISSLBHlRE R SIRmMFIEEL, SUSBRIEEK.

=201
- name: fgc-slb #WM%, SLBELBIEIR, KE<=50, FBERS-in-FRF, ARELLIn-FF
sk, ABELA.confiERE AREE BT RF
type: WiseCloud::LoadBalancer::SLB #ERRREYSSLBLAH
properties:
version: 1.4.15 #WME, SLBRRA
flavor: 2C8G #ME, ENHUE
replicas: 5 #MME, FNHE
isolatedDomain: XXXxxxx #IEME, BELEL, ERITEEHEFOENSHHIL

2.9.3.3 SLB sCflficE

ARENBE I aCHTSLBELAIECERIETIE, BiEnginx.conf, urlEE/EEM, AN
EZ, B4R, BEBE, R, EEEURBENX vaktE, WRAERER)
WiseCloud::LoadBalancer::SLB::Config.,

SLB SEAIEcE

% 2-30 SLB LB EFER1SAA

BHE BEYI% 1588

instanceName = SLB3LAI%, <E<=50
globalConf 2 NginxEe &, KE<=16777215
urlResetConf & urlESEEM
innerSegmentsConf = AR ERECE

degradeConf B IR BCE

blackListConf & EEERE

vipListConf B HE8EE

flowControlConf B e E
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nginx Bic&

2HZ Rk 5B
confLuaConf B HittAcE, NEXRBRIAE
customLuaConf & BENXluafitE, 8 MuaSXRK/NASiE
iT16KB,
=2
- name: fgc-slb-config #44%, SLBECESLHIE
type: WiseCloud::LoadBalancer::SLB::Config #RRRBALAEE
properties:
instanceName: fgc-slb #4f&, SLBILfIEZ
globalConf: #WME, nginxBcE
$ref: 'slb_instance_config/nginx.conf'
urlResetConf: #EE, wESEEOEE
$ref: 'slb_instance_config/url_reset_config.yaml#'
innerSegmentsConf: #sME, ANEREE
$ref: 'slb_instance_config/inner_segments_config.yaml#'
degradeConf: #IEWME, [RRFCE
$ref: 'slb_instance_config/degrade_config.yaml#'
blackListConf: #IEME, BEBEE
$ref: 'slb_instance_config/blacklist_config.yaml#'
vipListConf: #IEME, HBREE
$ref: 'slb_instance_config/viplist_config.yaml#'
flowControlConf: #IAEME, RiEEE
$ref: 'slb_instance_config/flow_control_config.yaml#'
confLuaConf: #IEME, HitheE
$ref: 'slb_instance_config/conf_lua_config.yaml#'
customLuaConf: #IEE, BENXvalicE

slb100Globallnit:

$ref: 'slb_instance_config/SLB_100_Global_Init_iac3.lua'
slb200Workerlnit:

$ref: 'slb_instance_config/SLB_200_Worker_Init_iac3.lua'
slb300PreFlowControl:

$ref: 'slb_instance_config/SLB_300_Pre_FlowControl_iac3.lua'
slb4000nFlowControled:

$ref: 'slb_instance_config/SLB_400_On_FlowControled_iac3.lua'
slb500PreGrey:

$ref: 'slb_instance_config/SLB_500_Pre_Grey_iac3.lua'
slb600PostGrey:

$ref: 'slb_instance_config/SLB_600_Post_Grey_iac3.lua'
slb700PostRoute:

$ref: 'slb_instance_config/SLB_700_Post_Route_iac3.lua'
slb750RespHeaderfFilter:

$ref: 'slb_instance_config/SLB_750_Resp_Header_Filter_iac3.lua'
sIb800RespBodyFilter:

$ref: 'slb_instance_config/SLB_800_Resp_Body_Filter_iac3.lua'

slb_instance_config/nginx.conf #nginxZXIABCE

#user slb slb;

worker_processes auto;

#worker_cpu_affinity 0001 0010 0100 1000;

pid logs/nginx.pid;

BAHRHRHH BB RH BRI R AR R AR R HRA BRI R AR H R RH AR
### Default: Close the error log

error_log /dev/null crit;

# nofile per worker around 20000-100000 is ok, eg, if have 8 worker, nginx will use no more than
8*worker_rlimit_nofile nofile, should make this result less than system nofile.

worker_rlimit_nofile 51200;

events {
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use epoll;
# connections per worker, usually setup same or similar value as worker_rlimit_nofile.
worker_connections 51200;
}
http {
HRUHHHRBHHHBBHHH BB HHH BB HH BB B HBHBBHH BB B HBHBBHH BB BHBBBBHHHRBHB BB BHHHRRH
##4# load basic lua script
include 'lua/nginx.http.lua.conf’;
init_by_lua_file 'conf/lua/initial.lua’;
init_worker_by_lua_file 'conf/lua/initialWorker.lua';
log_by_lua_file 'conf/lua/monitor/LogRequest.lua’;
#rewrite_by_lua_no_postpone on;
B e e e e e et e i e e
uninitialized_variable_warn off;
server_tokens off;
autoindex off;
port_in_redirect off;
ssi off;
proxy_hide_header X-Powered-By;
add_header X-XSS-Protection "1; mode=block";
add_header X-frame-options SAMEORIGIN;
add_header X-Content-Type-Options nosniff;
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains ";
add_header Content-Security-Policy "default-src 'self';
add_header Cache-control "no-cache, no-store, must-revalidate";
add_header Pragma no-cache;
add_header Expires 0;
client_header_timeout 60s;
client_body_timeout 60s;
keepalive_timeout 75s;
send_timeout 60s;
client_header_buffer_size 1k;
large_client_header_buffers 4 8k;
client_body_buffer_size 16k;
client_max_body_size 1m;
proxy_buffer_size 8k;
proxy_buffers 8 8k;
proxy_busy_buffers_size 16k;
include mime.types;
default_type text/html;
HUBHHHRBHHH BB HHH BB HHHRBHH BB B HBHRBHH BB B HBBRBHH BB BHBBBBHH BB HB BB BHHHRBH
### gzip compress
gzip on;
gzip_http_version 1.1;
gzip_comp_level 5;
gzip_min_length 1k;
gzip_disable "MSIE [1-6].";
gzip_types
text/plain text/css text/xml text/javascript
application/json application/x-javascript application/xml application/xml+rss application/xhtml+xml;
B e e e e e e e e e e
### enabled the error page process
fastcgi_intercept_errors on;
error_page 400 401 403 404 405 406 407 408 409 410 411 412 413 414 415 416 417 [4xx.html;
error_page 500 501 502 503 504 505 /5xx.html;
HUBHHH BB HHH BB HHH BB HHHBBHH BB B HBHRBHHBRBHBBBBHHBRBHBHBBHHH BB HB BB BHHHRBH
### log format and switch.
log_format main '$time_local|$request_time|$upstream_response_time|$uri'
'|$status|$body_bytes_sent|$request_length|$bytes_sent|$http_user_agent|$http_host'
'|$upstream_addr|$upstream_status|$scheme|$is_grey_server|$resp_status|$server_protocol';
access_log logs/access.log main buffer=5m flush=10s;
log_format bigData '$time_local|$server_addr|$upstream_addr|$is_grey_server|$uri'
'|$upstream_status|$resp_status|$request_time|$upstream_response_time|$request_length|$bytes_sent]|
$connections_active|$target_all|$remote_addr'
'|$http_x_forwarded_for|$request_method|$http_user_agent|$status|$http_referer|$server_protocol|
$body_bytes_sent|$request_length|$http_host|$request’
'|$server_port|-|$http_x_api_method||||||||l";
access_log logs/access_for_big_data.log bigData buffer=5m flush=10s;
HUBHHH BB HHH BB AR BB HHHRBHHH BB HBHRBHHBRBHBRBBHH BB BHBHBBHHHRBHB BB BHHHRRH
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### load sub configure
include vhosts/*.conf;
include slb_conf/*.conf;
}
SEEEQRE
& 2-31 urlResetConf ZEZi5H8
BY 2 E | BAwiE | XA
B
transferType Stri | 2 EEMRSERY . HLATHEME:
ng o rewriteGrey: REES
e rewriteNormal: &£ &5
e redirectGrey: KEEE[M
e redirectNormal: &r=EE[M
source Stri | &= PLECERIZE, f5: /abc/portal/login.jsp(.*)$
ng
target Stri | 2 B#rigR, #l: /abc/def/$1
ng
slb_instance_config/url_reset_config.yam| # 8 5 EEME &
- transferType: rewriteNormal #WAE, AR, rewriteNormalXEXEFES
source: /al #WME, TOECERR
target: /b1 #AEH, BIREERE
- transferType: rewriteGrey #AE, FRZEE, rewriteGreyREREES
source: /a2 #WME, TOECERR
target: /b2 #AE, BIREERE
AMEACE

% 2-32 innerSegmentsConf S E&i5iAH

2HZ X | 2EE |5
i

segment Stri | 2 IPHEIEES, &L ip/F RIS,
ng

slb_instance_config/inner_segments_config.yaml # A ERECE

- segment: 10.0.0.0/8

- segment: 127.0.0.1/32

- segment: 172.16.0.0/12
- segment: 192.168.0.0/16
- segment: 100.125.0.0/16
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2 2-33 degradeConf
257 2R B TEWAE i5RH
switchStatus String = FEFFX<, BUMEAonskoff,
degradeUrl String & BMATIME, FMERTRETILLIN,
HY{E<=500,
currentLevel int = LRIPRRER, BUEREEIRIS,
defaultLevel int = BEORANESR, BUEREEZIS,
ruleltems List<Degra | HfRRFFXA | BERIIER, BIFRREET—1-
deRule> onfJ A iE
HREFFFRS
of fAYEI4IE
2R 2-34 DegradeRule
SH2 xE | EBAYE | iHA
ﬂ
level Stri | 2 MRRESR, BUEN1-5218),
ng

values int | @ PRGN, XIRFELRAYICECRRINIZRIAT, fI

an:

path equal[/abc/def,abc/ghi]

<=100000

slb_instance_config/degrade_config.yaml #[ZEcE

switchStatus: 'on’ #WME, FBRRFFRE, BUEROffion
defaultLevel: 4 #E, BOAER, BUESEH1ZEI5
currentLevel: 3 #E, HPIPRRER, BUENEEEIZI5
degradeUrl: @xxx #IEWNE, [ERurl
ruleltems: #ERFINSE

- level: 1 #E, FR

values: head[appid] equal[1,2,3] #WAE, PRI
- level: 2

values: head[appid] equal[4,5,6]

BEZPERE
£ 2-35 blackListConf/vipListConf = E&ijiAH
P e i) =A%k | WA
switchStatus String = F%, BYEHongkoff,
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BHE i) Z2RwiE | A
groups List<BlackVipL | £ BA85%
istGroup>
degradeUrl String B Emllmilocation, LA
@olc_degradeFFk, HARMEEAT,
ERETIZFR.
£k 2-36 BlackVipListGroup
BYE i) BEWIE 588
ruleltems List<BlackVipList | 2 G WUEZIES
Rule>
£k 2-37 BlackVipListRule
BYE it BEWIE 588
type String 2 PCECInzEEY, BYES: path. left-
ip. right-ip. custom,
param String & SHE, KE<=50
TypeJcustomBdsfE, EfthtypeX
wEE,
position String & NE
e TypecustomBdwiE, ALLTF
MEME: queryString.
header. resource. body-
json. body-form,
e HtypeAgpath. left-ip. right-
[o): Ny w== kST
match String = Ui
o LtypeAleft-ipakright-ipAd, 1%
X ¥5: sha256F0rangelP,
o HtypeSgcustomazgpathft, (¥
Z#F: equal. sha256.
pattern,
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SHE

4

ESid)

I

i

ol

values

il

String

XJ Rz PLECHIE

matchJgequalfs, FIENES
1,2,3, FRx15283&FRTILHC .

LmatchJrangelPRY, EEHE
i
10.1.1.1-10.1.1.100,10.2.2.1-10.
2.2.100

matchgsha2560%, ESHE

f:
5994471abb01112afcc18159f6
cc74b4f511b99806da59b3caf5
a9c173cacfc5,
226fe7d26af82de76db083e6a2
9524ca68f4aaf80f2c2db05857
1fdb8f1fdeea

matchgpatternfy, ESHE
-

Aabc
<=102400

slb_instance_config/blacklist_config.yam| # 22 R &
#E, BEBEAX, BUESoffaon

switchStatus: 'on'
degradeUrl: @xxx
groups:

- ruleltems:

- type: custom
param: x-app-id
position: header
match: equal
values: '[1,2,3]'

#ARE, ERurl
#WIH, FEZEBA
#WH, HRFN

#WIH, KE

#HEE, ¥
#EE, &
#WIH, PUBCSH
#WIE, &

slb_instance_config/viplist_config.yaml| # Q& B i &
#WH, BEBEFX, BUEHoffakon

switchStatus: 'on'
groups:
- ruleltems:

- type: custom
param: x-app-id
position: header
match: equal
values: '[1,2,3]'

#AE, ARBIIE
#IH, HPRIFN
#WH, KE
#EE, S8
#HERE, &
#WHIH, PUBCSA

#IE, B
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s E
2k 2-38 flowControlConf ZFE&i5 B
B¥A St A | 1588
i%
flowControlS | String 2 mERFX, BEongkoff,
witch
autoDivideS | String = SHEER X, BYEIonskoff,
witch
flowControl | String = BTN, TN EAYREECEE
Order IEEBO
nodeFlowCo | FlowContr | & TRERIEEE
ntrol olTypeBea
n
interfaceFlo | FlowContr | & EOKRITEE
wControl olTypeBea
n
serviceFlowC | FlowContr | & RERRITEE
ontrol olTypeBea
n
ipFlowContr | FlowContr | & IPiRiEECE
ol olTypeBea
n
singleParam | FlowContr | & BEXSHRITEE
FlowControl | olTypeBea
n
multiParamF | FlowContr | & ZSHEGRIERE
lowControl olTypeBea
n
quotaFlowC | FlowContr | & [ i =1
ontrol olTypeBea
n
concurrentFl | FlowContr | & HAEERITIE
owControl olTypeBea
n
£ 2-39 FlowControlTypeBean
BHE i) =L | iR
switchStatus | String = mEFR, BUYESonkoff
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BHE i) =L | iR
degradeUrl String = FERURL, $<E<500
limit int = BNERE
burst int = REIEKRE
limitTag String S BENIRE, KE<=200
ruleltems List<FlowControlR | & UG IWUIEZIES
ule>
configGroups | List<FlowControlG | & ICECHRIUIZESZ=
roup>
£ 2-40 FlowControlRule
BH2 St =EWY 5iRH
type String & DURCIRZEEY, LA
path. left-ip. right-ip.
custom,
param String & 287, KE<S0,
typeJacustomigmE, Hith
typeLHlLE,
position String & &
e typefgcustomBFesE, LA
THESME: queryString.
header. resource.
body-json. body-form.
url,
o HfithtypeLFE(EiE,
match String B S A
o HtypeAleft-ipakright-ip
A, X2#5F: sha256%0
rangelP,
e Htypefucustomzipath
BY, {¥32#F: equal.
sha256. pattern,
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S¥ 3 St} =A% | AR
values String = IR P ECHYE
e matchJyequalft, BIENE
51,2,3, FR152843%E0
=1 U7
e LimatchArangelPAd, 1E
S$5):
10.1.1.1-10.1.1.100,10.2.
2.1-10.2.2.100
e matchJysha256R7, EES
=R
5994471abb01112afcc18
159f6cc74b4f511b99806
da59b3caf5a9c173cacfch
226fe7d26af82de76db08
3e6a29524ca68f4aaf80f
2c2db058571fdb8f1fdee
a
e matchApatternfif, ES
=Lk
Aabc
<=102400
isAgg String S maREe, ARG 18RS,
Ex-LAZ‘ERA
limit int & limitA/)s
EOKRZE, ipnizE, RS
g&;llb} BEHRIEY \iﬁ,
Eﬂﬂéi—ﬂﬁﬁ SToR
burst int e REE
EOKRZE, |Puu}:|:, e
—&uu}:, BEERE ’Z‘,\
Hith 2 BRIm T30
limitTag String = BEMRS
<=200
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2 2-41 FlowControlGroup

S¥ 3 it 2Aw | %88
%k
timeWindow | int & ECENEHE, B,
timeWindowfg&timeUnit, |24
#B1386400%), HARBIT 14407384,
S AT 24/\8F, SEAEBIZ1K,
timeUnit String 5 AfiElgafz, Y& 9second. minute.
hour. day,
limit int 2 [RImEE.
burst int & RKRE.
ruleltems List< 2 PUECHRZIZE
FlowControlR
uleBean >

slb_instance_config/flow_control_config.yaml #Riz8c &

flowControlSwitch: 'on'
autoDivideSwitch: 'off'

#WIH, RIZSFX, BUYEHoffElon
#E, SRR, BUEAoffakon

flowControlOrder: nodeFlowControl,urlFlowControl #38, FRiEZEBRE; N TFEAYTISECEEITE

nodeFlowControl:
switchStatus: 'on'
degradeUrl: xxx
limit: 1000
burst: 1000
limitTag: xxxx
serviceFlowControl:
switchStatus: 'on'
degradeUrl: xxx
limit: 1000
burst: 1000
ruleltems:

- match: equal
values: example.com
limit: 1000
burst: 1000
limitTag: xxxx

interfaceFlowControl:
switchStatus: 'on'
degradeUrl: xxx
limit: 1000
burst: 1000
ruleltems:

- match: equal
values: xxx
limit: 1000
burst: 1000
limitTag: xxxx
isAgg: off

ipFlowControl:
switchStatus: 'on'
degradeUrl: xxx
limit: 1000
burst: 1000
ruleltems:

- type: left-ip
match: rangelP

#HEE, DRfRE
#H, TREREFR, BUEoffaion
#EME, BRIEERur
#WIE, RIEE
#WIH, REE
#HEE, BEXIRS
#HEBE, RSFRE

#WAE, RN
#WH, PUECSE; BEBequal,
#IE, BEE
#WE, RIEE
#WIH, REE
#HEE, BEXIRS
#HEE, BRORRE

pattern

#WME, DLFsit; BYEBequal, pattern
#WE, EOurl
#ME, TEE
#IMEH, RE2
#IENE, BEMNIFE
#EWE, BREFITFX
#IEIE, IPTRIE

#WIH, XE
#IWH, PUBCSH
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values: 1.1.1.1-1.1.1.2

limit: 1000

burst: 1000

limitTag: xxxx

singleParamFlowControl:
switchStatus: 'on'
degradeUrl: xxx
ruleltems:
- param: Xxx

position: url

match: equal

values: 1
limit: 1000
burst: 1000
limitTag: xxxx

multiParamFlowControl:
switchStatus: 'on'
degradeUrl: xxx
configGroups:

- limit: 1000
burst: 1000
limitTag: xxxx
ruleltems:

- type: path
param:
position:
match: equal
values: /a
isAgg: 'off'

- type: custom
param: zzz
position: queryString
match: equal
values: 1
isAgg: off

quotaFlowControl:
switchStatus: 'on'
degradeUrl: @example.com
configGroups:

- timeWindow: 10
timeUnit: minute
limit: 1000
limitTag: xxxx
ruleltems:

- type: path
param:
position:
match: equal
values: /a
isAgg: 'off'

- type: custom
param: zzz
position: queryString
match: equal
values: 1

isAgg: off

concurrentFlowControl:
switchStatus: 'on'
degradeUrl: xxx
configGroups:

#pE, B
#ME, TRIEE
#E, A2
#IENE, BEVIRE
#EWE, BENSERE

#AE, B
#E, B

#WE, CECRMH
#E, E

#0E, iRE

#E, ke

#IEE, BENIRS

#iENE, ZSHEBETHIE

#E, BiEHE
#Z‘iﬁ _H:uﬁ fE
#WIH, HREE
#AEE, BEVIES
#WME, RN
# Miﬁ *HJ
#ElF'Z\iE, %ﬁﬁz
#EE, B

#wiE, DUfsit
#3E, &

#IEE, REFITFX

#qEZiE (il anﬁfr‘é

#E, BiEH
#WME, BTEIERAEC
#H, BIEIERA
#IME, BRERARN
#IEWE, BENIRE
#ILNIE, mb? S|
#’Z\iE *FU
#EIELZJE, %5551
#IEWE, UE

#WH, DU
#W03H, B
#IEWIE, BEFITFX

#AEE, FREERE

#WIE, BiEH

- limit: 1000 #IME, RIEE

burst: 1000 #WE, REE

limitTag: xxxx #AEE, BENIRE

ruleltems: #WAEH, TIERLU

- type: path #AE, R
param: #EWE, B8
position: #EE, NE
match: equal #H, DUERRMH
values: /a #WE, B
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- type: custom
param: zzz
position: queryString
match: equal
values: 1
HhECE

2 2-42 confLuaConf ZE&iBA

BY 2 5i8H
addGreyFlag REMREHX, BEongkoff,
greyTestSwitch REMLFX, BE/9onzkoff,

greyTestServiceld

RENHARSS
greyTestSwitchonBF 4%,

getlpType iﬂlPEiﬁ, BUER1E2, 1RTRMER, 2RT-NAEL, BRA
1.

isBypassOnGreyDo | ERSZELEBENGE, BEXREHIEFFX, BUEHonk

wn off, BAIAAoff,

areaGreyGetlpFrom
Left

bt R EIPMAEMIEEFFX, BMEJonskoff, BKIAJIoff,

greyTestQpsLimit

RENAEWIELERE, BEH1ZI1000.

successRateAlarmA | FINRELEFELITE, IFRZFSH, BUEH0F100, KA

bsThreshold {E990,

successRateAlarmOf | B INERTREZFE (BEL1ofhEIEES e ) , IERFE

fsetThreshold B, BYEH0EI100, EIAENS,

healthCheckAlarmS | (EERISERNEREV BN EZLEHE, EEH, KAAR1, TRE

erverCountThreshol | 18T aNEEHESEEE,

d

healthCheckAlarmD | {ERASESZIFEATE)H(E, IERIEER, A0, TRA

urationThreshold BEEVZENEFE, NREEN, TRAUMERIFE 1D
Ll E, AeEE,

concurrentFlowCon | HEIBEKRIEEZLHE, IEREE, HAN0, TRRELXSE

trolAlarmThreshold | 1)X74%, MEEFE,

serviceFlowControl
AlarmThreshold

RS54 miE =EREEE, EREBE, A0, BRABRETRX

A =74

I}Ib;I, Ao

singleParamFlowCo
ntrolAlarmThreshol
d

BENSHRESEEE, IFREH, A0, RRRABEE

s A
TRRE, MemE,

multiParamFlowCo
ntrolAlarmThreshol

d

SSHREEZRE, IFRBH, N0, FRRERETX

s A
R, mesZ,
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BHE 588
quotaFlowControlAl | Bealimiz S ZBE, IEREEH, N0, TREEREVIR
armThreshold B, matE,
manyRequestPreAla | iIERESZEHEBE, [EEH, Fla0: 25000, FrRE cpu
rmThreshold FOEhEHILMBILFI250005%K, Mg SHE,
LAACRIEMN T, 15 ¢4 EREBI325000*4=100000i53K, R
T,
manyRequestAlarm | IEREZHE, IEREL, EIARO0,
Threshold
statisticsParams ZitBESH, & IParamName:position,
e ParamNameRASHER,
e PositionIS# &, BUEIqueryStringskheader,
slb_instance_config/conf_lua_config.yaml #E b &
addGreyFlag: 'off' #AEE, REMRCHX, BUYEIoffakon
greyTestSwitch: 'off' #IEE, REMKXFX, BUEoffakon
greyTestServiceld: 123456 #AEIE, REIXRSSID
isBypassOnGreyDown: 'off' #IEWE, SHBTISHZEI4FEEEFTX, BUEAoffakon
areaGreyGetlpFromLeft: 'off' #AEIE, HSREIPAZERVETFX , BYEoffskon
getlpType: 1 #AEE, BUPHIL, BUE1E2
statisticsParams: #IEWE, FITHESH
greyTestQpsLimit: 1000 #EE, REWSSWEESRE, BUEA1E11000
manyRequestAlarmThreshold: 1000 #ENE, ERBEEE
successRateAlarmAbsThreshold: 90 #IEME, RINZ=REZEEE, BUEI0ZI100
successRateAlarmOffsetThreshold: 90 #IEIE, RIDERTREESE, BYE0ZE/100
healthCheckAlarmServerCountThreshold: 1000 #EWE, BEREESEZHE
healthCheckAlarmDurationThreshold: 1000 #IEWIE, RESESENERE
concurrentFlowControlAlarmThreshold: 1000 #EWE, FREERRESZRE
serviceFlowControlAlarmThreshold: 1000 #IEE, RSRRIESEEE
multiParamFlowControlAlarmThreshold: 1000 #EE, S2HRESERE
singleParamFlowControlAlarmThreshold: 1000 #EWE, BEXNSHRESERE
quotaFlowControlAlarmThreshold: 1000 #iEE, BUEURIESEESE
manyRequestPreAlarmThreshold: 1000 #iEWE, ERBEMEE
BENX lua BiE
2 2-43 customLuaConf ZFE&i5i AR
BY A2 St EEWIE 15488
slb100Globallnit | String B KINA1SHBIT16KB
slb200Workerlnit | String B KINARE#BIT16KB
slb300PreFlowCon | String & KINA15HBiT16KB
trol
slb4000ONnFlowCon | String & KINA1SHBIT16KB
troled
slb500PreGrey Int & KINASiHBIT 16KB
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BHE i) BRXIE 15488
slb600PostGrey String & KINA1SHBIT16KB
slb700PostRoute | String & KINA1SHBIT16KB
slb750RespHeader | int & KINA1SHBIT16KB
Filter

sb800RespBodyFil | float & KINASHBIT 16KB
ter

slb_instance_config/SLB_100_Global_Init_iac3.lua #SLB_100_Global_Init_iac3.lua2k
INECE

--the custom point SLB_100_Global_Init, running when Global init.
--will be triggered in exec function, so pls make sure there is a exec function in global_init
local global_init = {};
function global_init.exec(gen_param)
--eg:ngx.log(ngx.ERR,"i am in global_init")
end
return global_init

slb_instance_config/SLB_200_Worker_Init_iac3.lua #SLB_200_Worker_Init_iac3.lua
KINBCE

--the custom point SLB_200_Worker_Init, running when Worker init.
--will be triggered in exec function, so pls make sure there is a exec function in worker_init
local worker_init = {};
function worker_init.exec(gen_param)
--eg:ngx.log(ngx.ERR,"i am in worker init");
end
return worker_init

slb_instance_config/SLB_300_Pre_FlowControl_iac3.lua
#SLB_300_Pre_FlowControl_iac3.luaZiA\ECE

--the custom point SLB_300_Pre_FlowControl, running before flowcontrol and blacklist.
--will be triggered in exec function, so pls make sure there is a exec function in pre_flowcontrol
local pre_flowcontrol = {};
function pre_flowcontrol.exec(gen_param)
--eg:ngx.log(ngx.ERR,"l am in pre flowcontrol")
end
return pre_flowcontrol

slb_instance_config/SLB_400_On_FlowControled_iac3.lua
#SLB_400_On_FlowControled_iac3.luaBtIABCE

--the custom point SLB_400_On_FlowControlled, running when request is flowcontrolled or blocked due to
blacklist.
--will be triggered in exec function, so pls make sure there is a exec function in on_flowcontroled
local on_flowcontroled = {};
function on_flowcontroled.exec(gen_param)
--eg:ngx.log(ngx.ERR,"the flowcontrol type is:",gen_param.control_type)
end
return on_flowcontroled

slb_instance_config/SLB_500_Pre_Grey_iac3.lua #SLB_500_Pre_Grey_iac3.luaZki\E
=1
--the custom point SLB_500_Pre_Grey, running before Greyrule judge.

--will be triggered in exec function, so pls make sure there is a exec function in pre_grey
local pre_grey = {};
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function pre_grey.exec(gen_param)
--eg:ngx.log(ngx.ERR,"l am in pre grey");

end

return pre_grey

slb_instance_config/SLB_600_Post_Grey_iac3.lua #SLB_600_Post_Grey_iac3.luaZkiA
=1

--the custom point SLB_600_Post_Grey, running after get result of greyrule.
--will be triggered in exec function, so pls make sure there is a exec function in post_grey
local post_grey = {};
function post_grey.exec(gen_param)
--eg:ngx.log(ngx.ERR,"| AM IN POST GREY");
end
return post_grey

slb_instance_config/SLB_700_Post_Route_iac3.lua #SLB_700_Post_Route_iac3.luaZk
INECE

--the custom point SLB_700_Post_Route, running after get result of routerule.
--will be triggered in exec function, so pls make sure there is a exec function in post_route
local post_route = {};
function post_route.exec(gen_param)
--eg:ngx.log(ngx.ERR,"l AM IN POST Route");
end
return post_route

slb_instance_config/SLB_750_Resp_Header_Filter_iac3.lua
#SLB_750_Resp_Header_Filter_iac3.luaZtiABLE

--the custom point SLB_750_Resp_Header_Filter, running during header filter.
--will be triggered in exec function, so pls make sure there is a exec function in header_filter
local header filter = {};
function header_filter.exec(gen_param)
--eg:ngx.log(ngx.ERR,"l am in header filter");
end
return header_filter

slb_instance_config/SLB_800_Resp_Body_Filter_iac3.lua
#SLB_800_Resp_Body_Filter_iac3.luaZKiNECE

--the custom point SLB_800_Resp_Body_Filter, running during body filter.
--will be triggered in exec function, so pls make sure there is a exec function in body_filter
local body_filter = {};
function body_filter.exec(gen_param)
--eg:ngx.log(ngx.ERR,"l am in body filter");
end
return body_filter

2.9.3.4 SLB MIREeE
RENEIBT aCH{TSLBIRE S ISR, GIFWIRMEE. O, Y. EH. &

IrRBINSRECE, WNAEIFZERS
WiseCloud::LoadBalancer::SLB::ListenerGroup,

R 2-44 SLB BIFECE=FER1AB

SHE i) =R |15
i%
instanceName | String = KEARISLBLAIE, {NBEXEXE—
AR O TFAYSLBELA
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SH7 i) =hY | i%H
i%
domain String B B2, SNMERATEE, JaF
HF. FE. L. M
certificate String e WERE, FARETFERANIES.
listeners List<PortConfig | & WIFiRO5ZE,
>
config GereralAndAdva | & BRARSHKEE .
ncedConfigBean
2 2-45 PortConfig
BHE St Py Ay 5iEH
port String = WITim O, BREFREES,
1-65535,
protocol String 2 MY, BUYER: http.
https. http2. http2(ssl).
otherConfig String B Hithfic & .
elbReferences List<ElbPoolCo | 24Ff><EXSLB | ELBREXFIZK.
nfig> SKySI=)=
EEUATIE
g
2k 2-46 ElbPoolConfig
BH 7 i) =haY | i%H
i%
name String & ELBZ#R, ELBZFRAIZENSEIES
&Hif,
pool String B ELBfSimEERE,
A

- name: testListenerName

FFk, A BELL.confiERE, FeEEBIFIHRTRT
type: WiseCloud::LoadBalancer::SLB::ListenerGroup #3ZRERANEIRECE

#IME, KEXAISLBSLHIE, (NEEXEXE—EMH O TAISLB

properties:

instanceName: testSlbInstanceName

£l

domain: www.test1.com,www.test2.com

certificate: testCertificateName

listeners:

#IME

#WME, SLBMSINETR, KE<=50, FREAE-in-FF, Faellin-

#HEME, 33

#HEME, IR, FATHTFERNIES

MAERARAS 06 (2026-01-04)

WRIERE © LEARITERARERAF 93



NA¥ES

F&tEE 2 NAE¥ES laC EEHEHA
- protocol: https #WME, MY, BUEA: http. https. http2. http2(ssl)
port: '9095' #ME, BRIFRE, WIRiKO, 1-65535
elbReferences: #ELBXEXSIFR
- name: elbName1 #ELBZFR
pool: elbPool1 #ELBfRIREEEE
- name: elbName2
pool: elbPool2
otherConfig: #AEWME
- protocol: https
port: '9096'
elbReferences:
- name: elbName3
pool: elbPool3
- name: elbName4
pool: elbPool4
config: #EE, KINBERRENSRES
$ref: 'slb_listener_config/listener_monitor_config.yaml#'
RO MO
3 2-47 SLB 5IFECE config =FERI AR
SHE -] =h! 5488
&
proxyReadTime | int B MAZEBRTATIE), AHEIT10ZAYEL
out ?o
proxySendTime | int B R BATATIE], AT 10ZATEN
out F.
keepaliveSwitch | String & BREEKEZE R, 285keepalive,
EY{Eongkoff,
hostSwitch String B =RBEEERL, BYEongk
off, FAESEFHEMFRFIIoff,
xForwardedForS | String & =/IENXFF, BYENonzkoff,
witch
accessLogSwitc | String & A BaccessHE, BUEHonk
h off, AESEFHEMFRFIoff,
proxyNextUpstr | String B EEESENE T8, BES
eamSwitch ongkoff, FIESEEM=ZFIIR
off,
proxyNextUpstr | String & RESN T—amER, "403",
eamCondition "404", "429", "500". "502".
||503|l\ |l504||\ |lerror||\
"timeout". "invalid_header",
clientConnectio | int & EFREETRE, KEABID
nFreeTime 10fZA9IEZE%
proxyBuffersSwi | String & HENEF, BYE Songioff,
tch FESEHMFRFIHff,
proxyBuffersSiz | String & MREFAR, BEF+HE+k/m
e 4Hp%, BKIAH8 ko
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287 i) =hY | i%H
i%
expiresSwitch String S SRELERExpiresFFX, BYEHon
goff, MEWFEFEMFHFIIN
off,
expiresSize String B RENEZEFE, FEFH—H
FRERZ. Tum;! HF. =
1‘%\ $ @ +. -0 E’E\ L’g—.ﬂ
%, KFE'_Z:EJESO{S‘ZO
indexPage String B FSTEBsINdexTERE, K
EARi#BIZ255, JEHX,
returnVal String &5 EERENNNG, KEABED
255, JEH3Z,
allowMethod String S RFRIhttpFiE, NFEAKRKE
B, WFHIFXAESE, EREH
1A A SRR AT S 4R S T BY L TREC
&, HRIH=TW, "GET".
"HEAD", "POST". "DELETE".
"PUT". "OPTIONS". "PATCH".
"MKCOL", "COPY", "MOVE".
"PROPFIND". "PROPPATCH",
"LOCK", "UNLOCK",
command String & nginxBic&ar<, IEPI,
root String B HINERRER, KEFBY
500, IEH3Z,
clientMaxBodyS | String B BRABREXN, HF+=SE+k/m
ize Ak o
clientBodyBuffe | String & BER{Kbuffer K/, EF+Z5K
rSize +k/mZRR
addHeaders List<GeneralKe | & VS
yValueConfig>
setVals List<GeneralKe | & XN A Hset
yValueConfig>
proxySetHeader | List<GeneralKe | & Bk
s yValueConfig>
redirects List<GeneralRe | & EEM
directConfig>
rewrites List<GeneralRe | & g5
directConfig>
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2K 2-48 GeneralKeyValueConfig

BHE i) =5% | 5
%
key String S #, P
value String S B8, I
Z 2-49 GeneralRedirectConfig
BHE St =5% | i5HA
i%
source String B DLESERN, JER3Z,
target String & 55/FE0Bix, EPX.
option String B BHE5iRC, BYEA: "last".
"break". "permanent",

slb_listener_config/listener_monitor_config.yaml

hostSwitch: 'on' #eABEEIERL on/off AEIEEF AT Hoff
root: #BOARFRER, TBIE5003FH
clientConnectionFreeTime: 100 #ZFURmEZZTAATE, B 10(A9EEEE]
proxyReadTimeout: 70 #IMNGERTESE), BT 1006898F
keepaliveSwitch: 'on' #BERKIEEE A EGkeepalive, on/off
proxyBuffersSize: '2 m' #IMREEFA/N, BF+Z1E+k/méBRL, ZIAT98 k
expiresSwitch: 'on’ #=RBELEFExpiresFFx, on/off, FiEIEEMZRFII90ff
proxyBuffersSwitch: 'on' #FBIOMNEF, on/off, RiEsEEMFRFIYNoff
accessLogSwitch: 'on' #2EFBaccessHE, on/off, RiEsEEMFRFINoff
returnVal: 200 #EIEREMRES, AEBid2553F43Z

allowMethod: POST,GET,HEAD,PUT,DELETE,OPTIONS  #7iFHIhttpF5i%
nuwaTraceSwitch: 'off'

command: #nginxBcE&m<, IEFX

clientMaxBodySize: H#ERANIFRER, HF+THE+k/mEERY
clientBodyBufferSize: 10 #HEkikbufferky, EF+Z1E+k/mER
expiresSize: 10 #IQTE REEFRE

indexPage: #ERSNEASRINdexNEIRE, ABIZ2553F+H
proxyNextUpstreamCondition: errortimeout  #=i{ F—RiH=
proxySendTimeout: 80 #ELRFERTETE), BT 10MAYEF
xForwardedForSwitch: 'on' #E2HIENIXFF, on/off

proxyNextUpstreamSwitch: 'on' #2&HEFEN=IX T—&, on/off, FEFHEHMFFIIHoff
addHeaders: #NapzSk
- value: v1
key: k1
- value: v2
key: k2
rewrites: #EB5
- source: s7
option: break
target: t1
setVals: #XI R TUEset
- value: v3
key: $k3
proxySetHeaders: #igkk
- value: v5
key: k5
redirects: #EE[M
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- source: s1
target: t1

2.9.3.5 A RIGHE

ARENBE I aCHITHEARKRESNSIE, SFBIFTFHEARE. BEEE. Bk
RSBEENENSIEHAERE, WHAVRIRESEES
WiseCloud::LoadBalancer::SLB::RouteRule,

% 2-50 A RIRELEFERINAA

BY A2 St =AY | i%H
i%
listenerGroupN | String 2 SLBESIF&EFR, — AR SRAESESA]
ame REegbE— N aITsERl .
targetGroups List<TargetGro | & [BinEERE
upConfigBean>
routes List<RouteRule | & BRI (Locations)
>
dynamicRoutes | List<DynamicR | & S .
outeRuleBean>
2 2-51 TargetGroupConfigBean
BHE i) =5 | 58
i%
name String = [RiREEREE, ABIZ1500u, 76
BT o
protocol String = Y, BUEYI: HTTPEHTTPS,
loadBalancer TargetGrouplo | 2 [RiREERE A EITMEEEY,
adBalancerBea
n
healthCheck TargetGroupHe | & BERIEE,
althCheckBean

&k 2-52 TargetGroupLoadBalancerBean

P e Bt =5 | HE
i
strategy String = REHEEE, IF

"roundRobin"
"protocolParam". "IP_HASH".
"least_conn",
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S¥ 3 E S =AY | %A
ik
slowStartDelay int B FUARTEE, A#BIZ30,
slowStartPeriod int &5 FEAEHE, A#BiZ30,
slowStartFactor int 5 FEF, BRHASR10, T,
A#Big100,
hashParam String & EHEEATFER, StrategyZEBN
protocolParamfd %I
KEARBIIS0, AFBINE=E, T
Kek, %5, =B
customParam String & BENSH, F82&by_lua,

RABGE— iR R RICERE, RN, ERRME.

Z 2-53 TargetGroupHealthCheckBean

BB St =AY | i1%E
1%

switchStatus String B EEHEEERNE, BE~ong
off, FNEKEFHEMFRFIINoff,

protocol String B 1Y, BRIAHTTP, FRal{EX.,

path String S WERE, KEAEE500, BAF
B, HF. @, TEN=A
%

successCodes String & BEXINE8%1Z, 100-600Z8]A9%L
F, LEsSkEH-

healthyThreshol | int B {#EEEE, BETE2-10, AN

d 2,

interval int B ®NarRetE, BYEEE-50, B
IAA5,

timeout int B RNErtatE, BYESERE1-300,
ERINA10,

unhealthyThres | int B TMEESE, BEEE2-10, A

hold 73,
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2 2-54 RouteRule

BHE it =5% | 5
i%
location String B HARREHEIE, KEAREIES500,
I3,
targetGroup String & [BinEER R, KEA®BIZ150, H
FE. HF. TR, SITARE
B
grayServiceNam | String S IREART
e
degradeUrl String = FEZRurl
o APEZ%: unDegrade
o ZRIAPEL: defaultDegrade
RQB{EAdefaultDegradeld 7 Bk
AR, EEIDANERER.
configs GeneralAndAd | & BRSSREE
vancedConfigB
ean
£ 2-55 DynamicRouteRuleBean
BH2 St} =5% | 58
i%
name String 2 AR, KEAR®EII50, HFE. ¥
F. TRIZ%. ETASER, A8
B&-in-BARgELL-InERE
switchStatus String = Fx, BUEongkoff,
defaultTargetGr | String = EOAGIREERY,
oup
enableGrey String 2 RNEIRERERRINESERERHT
o, BUEHon/off, ERIASIOff,
BN onA TR
rules List<DynamicS | & RZSEEBT o
ubRuleBean>
locations List<String> B SERAXEAAVE A R8I
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£ 2-56 DynamicSubRuleBean
SHE Sl =AY |
i%

condition String 2 AR,

targetGroup String = fEimEERE,

enableGray String 2 SIRESERERITDR, BUER
on/off BiNJgoff, RBEMAonA
TR

2 2-57 GeneralAndAdvancedConfigBean

BHAZ it =AY |
&
proxyReadTime | int S IMAZEBRTATIE), AHEIT10ZAYEL
out ?o
proxySendTime | int B §§7iﬁ_EJ‘ETIEﬂ B 10(89%L
out Fo
keepaliveSwitch | String B BREEKEZEER, =85keepalive,
hostSwitch String B EEEESERL, BMEAon/off,
TEFHEEMFRFIIoff,
xForwardedForS | String B HIBNNXFF,
witch
accessLogSwitc | String = BFfiZaccessHE, BYEAon/
h off TEREEMFRFIIFoff,
proxyNextUpstr | String & EREREN=IHT—AEE, B
eamSwitch {Ejjon/off MEHEEMFRFY
Hoff,
proxyNextUpstr | String B S T —EVSENiEE, BUESR
eamCondition 403, 404, 429, 500, 502,
503. 504. error. timeout,
invalid_header,
clientConnectio | int & EFimERTRAE, AEE10
nFreeTime AOIEEEEL,
proxyBuffersSwi | String B FEH[‘u]F_\'Z%?— , BUERon/off, A
tch Hay & MF I 50ff,
proxyBuffersSiz | String S IMREETF AR/, EF+Z1E+k/m B
e B%, BAIA8 ko
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SHE

1538

expiresSwitch

SRECERExpiresFFxX, BUEH
on/off, AEEHMFFIN
off,

expiresSize

iy

IEREEFIE, RMEF—EH
ERERF. LIRS, #F. =
. $@+ . BS. ESHK, K
EAREI500L,

indexPage

String

iy

BHSTUEASindex NEIRE, <
EAR#BIZ255, JFHX,

returnVal

String

iy

BEEREINENED, KEABY
255, FEHR.

allowMethod

String

i1y

FFRIhttpHiE, NWFERAKIES
M, WFERIRChSE, EREH
1L e SRR AT S kR M I A9 I TR AR
B, HRIP=F1R, GET.

HEAD. POST. DELETE. PUT,
OPTIONS. PATCH. MKCOL,
COPY. MOVE. PROPFIND.
PROPPATCH. LOCK. UNLOCK.,

nuwaTraceSwitc
h

String

iy

iBESLHiEEnuwatracetB A0
TCEMIRRFIATEE

command

String

1y

SREE, HENSHIRE.
FTEEREERRIIENERNZ
TR, Blalproxy_pass http://
upstreamName, XHEESFES
NSINEECE L o

nginxEc &S, IFHPX,

root

String

iy

MANRRRER, KEFBE
500, JEF3Z.

clientMaxBodyS
ize

String

iy

ERAIFREKN, HF+=18+k/m
DA

clientBodyBuffe
rSize

String

iy

BXR{ERbuffer K\, HE+THE
+k/m 28Rk .

addHeaders

List<
GeneralKeyValu
eConfigBean>

iy

MRSk

setVals

List<
GeneralKeyValu
eConfigBean>

iy

XIR T MEset o
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S¥ 3 S =5 | e
ik
proxySetHeader | List< B Bkk,
S GeneralKeyValu
eConfigBean>
redirects List< S EEM,
GeneralRedirect
ConfigBean>
rewrites List< & g5,
GeneralRedirect
ConfigBean>
LR RREERyaml

- name: hw_test

/| IEIR, AAfEy, AUEE

type: WiseCloud::LoadBalancer:SLB::RouteRule // ZFEER AL FEIRE S

properties:
routes:
- targetGroup: group1

JEIZAE]

grayServiceName: grayServce_hw

location: /abc_hw1
degradeUrl: unDegrade
configs:
hostSwitch: 'off'
addHeaders:
- value: b
key: aaa

/] WEIR, unDegrade A g4, defaultDegradeZAIAFEL

clientConnectionFreeTime: 60

rewrites:

- source: /test
option: break
target: /test_hw

proxyReadTimeout: 60
setVals:

- value: bbb
key: aaa

keepaliveSwitch: 'off'
proxyBuffersSize: 2 m
expiresSwitch: 'on'

proxyBuffersSwitch: 'on'

accessLogSwitch: 'on'
clientMaxBodySize: 3 k

clientBodyBufferSize: 2 k

expiresSize: 2 m

proxyNextUpstreamCondition: 'error,timeout’

proxySendTimeout: 60

xForwardedForSwitch: 'off'

proxyNextUpstreamSwitch: 'on'
allowMethod: 'POST,PUT,DELETE'

targetGroups:
- protocol: HTTP

loadBalancer:
strategy: roundRobin

healthCheck:
path: /abc_test
protocol: HTTP
successCodes: '200,302'
healthyThreshold: '2'
unhealthyThreshold: '3'
switchStatus: 'on'

2

/] ST

I/ AT, SR
/] TR, S

E 27 S

/] BEIER

/] BOAXRE, onf3iTFF, $I7F0S, FMEEMMSEISEREOAME
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name: group’l /| B, HEARAIES, KEMBIZ150, FEEF®REH
- protocol: HTTP
loadBalancer:
hashParam: $xxx
strategy: protocolParam
customParam: $xxx
healthCheck:
switchStatus: 'off'
name: group2

listenerGroupName: zwx_listener1 /] WEIR, SLBYSIRZIR, —MNEASRIESLHIREE4BE—NEIFSE
1l
dynamicRoutes: /] EiE
- enableGrey: 'off'
defaultTargetGroup: group1 /] WIBEFEFEET targetGroupss
name: /abc_test1_hw
locations:

- location: /abc_hw1
rules:
- targetGroup: group1
enableGray: 'off'
switchStatus: 'on'

2.9.3.6 KRERSEE

AENBBI aCHITRERSEENESE, SERKEMRNNSERREMERIDE, X3
MBS RSER I WiseCloud::LoadBalancer:GrayConfig.

IRELLAIEE R pod MRS [ FEREE X, fIan: 6 pod, MNRKELLAIECEN
10%, FREpod #NIJ96 * 0.1 = 0.6, [ETFEE = 0, BRWRITHIBEISE, Fr
LMBEENT; MRKELAIECEN20%, KEpod ™6 * 02 =12, [TEE =
1 o

{5 FEPR

o UNERELEEE ( bindSlb.grayStatusBictE /92 ) BEBFERASMEREFR, EX
bindSlb.grayStatusfEi ERRIBNRIFELE S92,

o EIXEPERIAEACEgrayStage, Iﬁ%ﬁﬁﬂfgﬂéﬁﬁ%ﬁﬁéﬂﬁ—ﬁ\ﬁﬁﬁﬁ
AURRAIE SR, MNREREBRHES T XIFHH, FUBREDIEHESE
W—IRZ A REHITIREFA R

o & TgrayinstancesBIEEREZHANZMEKREFSR, BEDLLREEEEN
1%~100% ( ZfFE ) ; BERUNRF—MERFEEEEN100%, URARITEE
HREC,

o REFRHAE (SIEHNKER) , laCEEPRRBIFHEN
grayStage.grayStatus. min_instances. max_instancesfISLBt{EXEcE, Hfthfic
=GR

o REFIIES, WRgraylnstancesBILLAENAZ]T100%, grayProcess/IINGRAY
R, B TLbBIgENeT, 1Za=RAHESRELLE.

o REARKIED, NREIKERAEEER, TLMEN aCEEGKEER HIT
%ﬂ?ﬁf% (BEXA R FIF &M grayinstances, BllaCEeEFIRELL G REEME

o ZMEBREARKT, WEIEgrayinstancesEiE H100% ( FkELEgrayProcess=
E& ) gkgrayInstancesBic &9100%. grayProcessAFINISHEDHERERMING, T8
RELERT; PE—IMEEBRINT ABERKRE, REX—MEIEMIN
T, MRHMPRABREREFRIIREF.

o XESED, FRITUISBHIITEERE, FRTEEES LIENESE, Ret@E
ﬂ la C%B%ﬂ%aﬁ °
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o  ZMEREFRIMAMFARKBATIERRT, maxUnavailable{EX4RESA0,
BeE = ERi5EH

REBRSS KLBLNZR2-58F 7, RERSSEEFRIAIAIES K259,

BB ERRH

SIERBERAIES NEEES, RKEFAREEdemoiFENKEHAHKEEdemo,

& 2-58 KEIRSS AR

REEH5|% YiMruleType

SLB(>1.3.11) SLB

HERSS MicroService

DMQ DMQ

vaXisEauleln Job

BRIEG Function

%+ 2-59 KERSZEEFERIRH

BHE 28 BRIk BB

ruleType String = A SLB,
MicroService. Job.
DMQ. Function,

currentStage int B SRR,
1=<currentStage<=sizeO
f(Stages), ERIAAI1,

currentStatus String B HEMRE, BUES
Processing. Pause.
Complete, BKIAS
Complete,

functionName String & ruleType AFunctionAJ &4
H, SUEM, KE
<=200,

functionAliasNam | String B ruleType AFunctionAJ &4

e H, SUEM, KE
<=255,
functionAliasName3lI& 4
BEES, — 1 BIZREEE
_%iaio

routeFlag String & BY{&E5Default/Special,
2XiAA9Default,

Stages List<GrayStage> |2 REMER
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2 2-60 GrayStage

% sml EEyE | 8

stagelndex int & MRS, RIFZRIFES
15 27 35 4aﬁk{|§§307
EasHiFE, RINFWER
1.2.3.4"'.0

greyRuleRelation | String S BY{&Horskand
RouteType ISLBAT#AIE, A9
SLBRYTR o

rules List<GrayR | & RouteTypeISLBAT#AIE, A9

ule> SLBETTR o

groupRelation String S BY{&Eorskand
RouteType A~ ASLBRI#%i%, H
SLBRYTER o

userExtendedPara | String S RouteTypeHJobBIEEN , JEW

meter 1%, A/9jobBITE, WilZjson
FRrEEo

groups List<GrayR | & RouteType93ESLBATIAIE, 9

uleGroup> SLBEIFER -

2 2-61 GrayRule

BH2 St BEWIE 5iAH

param String = 2#BZvariable Apercenthy

ALIAE, BUARERT,

KE<=50,

e PositionJgheader B,
[a-zA-Z0-9 \-]+

e PositionfJgheaderB
RuleTypeA~JgFunction
BF, [.a-zA-Z0-9 \-]+

e Positionf~JgheaderB
RuleTypesFunctionfd,
[.a-zA-Z0-9 \-\[\]1+
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4

ESid) =

iy

i A8

variable

Jali

String

RuleType ISLBRY, {&iai
LAY "province".
"city". "countryArea".
"custom". "advance".
"path". "CLIENT-IP".
"REAL-IP"

RuleTypedFSLBRT, {&4a)
ZKHY: "province".
"city". "countryArea".
"custom". "percent".
"CLIENT-IP", "REAL-IP"

position

iy

String
[ ]

V&

RuleTypedESLBRY, A&

variable3 "CLIENT-IP"
"REAL-IP" B, 9 "NA"

variable S EfHAS, 79
"url". "body-json".
"body-form",
"header". "locale".
"resource" .
"localeCountryArea" .
"NA", "path"
"percent"

match

il

String

Uy PES

RuleTypeASLBHY:
"pattern". "sha256".
"equal". "rangelP".
"locateln”.
"tailEqual”.
"locatelnCountryArea"
IINAII

RuleType3ESLBHY:
"pattern". "sha256".
"equal". "rangelP".
"locateln"
"tailEqual".
"locateInCountryArea" .
"NA", "gt". "ge".
"lt". "le". "notEqual".
"percent”

variable’g "CLIENT-IP".
"REAL-IP" B, 9
"sha256". "rangelP"
variables " path " i,
79 "pattern". "equal"
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SHE

ESid)

Wil

iy

=
=

ol

values

String

Jali

LEESIER, &2 MEESSD

b

e matchJg "tailEqual”
B, 81N KENT4

e match)g " rangelP "
BT, FEBXXXXXXX-

XXXX XX XX

2 2-62 GrayRuleGroup

2HH

sy

152AH

grouplndex

Int

ERIRBRINFES0, 1, 2,
3, 4
AERANOTHaHEF, &R
FIERNO, 1, 2, 3,

4"'-0

greyRuleRelation

String

BEY{E9andgor

microServiceVersi
on

String

0 | FD

MRS S,
MicroServiceVersion#[]
uselnstanceProperty —i%

o

FunctionZ8BYAT LA MNERAS
1%, DMQZERIRTIFIRA
o

MREEHZ BXRAS,
SN EEAIRASHERE
KE<=50

uselnstanceProper
ty

String

iy

MRS EEMIRESH,
MicroServiceVersion#[]
uselnstanceProperty i

o

FunctionZ8BYaT LA MEEA
1%, DMQZEEIRZIFIRA

So

KE<=50

rules

List<GrayR

ule>

ali

REMNZIZE

=t =2t

SLBSEEUAEAI:
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=

- name: clf_iac3.0_example_gray_SLB // name+typelf—EMEI—MNRERS AR
type: 'WiseCloud::LoadBalancer:GrayConfig' //&BRER NRERSE S
properties:

ruleType: SLB
stages:
- stagelndex: 1
rules:

- param: path
values: '5555'
match: equal
variable: path
position: path

greyRuleRelation: or

PIBRSS B

- name: clf_iac3.0_example_gray_MicroService
type: 'WiseCloud::LoadBalancer::GrayConfig'
properties:

currentStatus: Processing
ruleType: MicroService
stages:

- stagelndex: 1
groupRelation: or
groups:

- microServiceVersion: latest
rules:

- param: aaa
values: '111"
match: equal
variable: custom

grouplndex: 1
greyRuleRelation: or

DMQZEEIHEI :

- name: clf_iac3.0_example_gray_ DMQ
type: 'WiseCloud::LoadBalancer::GrayConfig'
properties:

ruleType: DMQ
stages:

- stagelndex: 1
groupRelation: and
groups:

- microServiceVersion: gray_1
rules:

- param: aaa
values: '2222'
match: pattern
variable: custom

- param: bbb
values: '1111"
match: equal
variable: custom

groupindex: 1
greyRuleRelation: or

JObSERYHERH

- name: clf_iac3.0_example_gray_Job
type: 'WiseCloud::LoadBalancer::GrayConfig'
properties:

ruleType: Job
stages:
- stagelndex: 1
groupRelation: or
groups:
- microServiceVersion: last
rules:
- param: ccc
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values: ccc
match: equal
variable: custom
position: "

grouplndex: 1
greyRuleRelation: or
- stagelndex: 2
groupRelation: or
groups:
- microServiceVersion: last
rules:

- param: ddd
values: ddd
match: tailEqual
variable: custom

grouplndex: 1
greyRuleRelation: or

FunctionZEEY4£451 :

- name: clf_iac3.0_example_gray_Function
type: 'WiseCloud::LoadBalancer::GrayConfig'
properties:

functionAliasName: >-

wisefunction:222cn:iot:mcb1fbf087634f199f3a4251c5b8a91e:function:pyd:quanzhong2wisefunction:cn:iot:mc
b1fbf087634f199f3a4251c5b8a91e:function:pyd:quanzhong2wisefunction:cn:iot:mcb1fbf087634f199f3a4251c
5b8a91e:function:pyd:quanzhong2
functionName: pyd
ruleType: Function
stages:
- stagelndex: 1
groupRelation: or
groups:
- rules:
- param: appid
values: '123456,22222'
match: equal
variable: custom
grouplndex: 1
greyRuleRelation: or

2.9.3.7 IREFHRECE demo
AXLAREF Rdemoafl, NMBIIAFFRIaCHD.

HEIEE
laCEFIEIAS Emeta.yaml:

type: WiseCloud::Environment
applyPipeline: cn_product_cbu
pipelines:
- name: gray_other_service_cn_product_cbu
action: Serial
tasks:
- name: gray_other_service_upgrade
action: Parallel
tasks:
- name: gray_slbLogcollector_upgrade
action: Serial
tasks:
- name: slbLogcollector_all_traffic_to_product_nodes #/BEIKE, RERSEERIMERT, ETH
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::LoadBalancer::GrayConfig"
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name: "logCollector"
properties:
currentStage: 1 #HBIREMER

currentStatus: Processing #Xalik%s, =175
# PUTruntimeRERF: 4 (£7=) 0 (KE) ->2 (&) 2 (RE) , WSNARIER: podlEE, £MRE
#WEINEFTE (21) , KETS (219) LisERE
- name: gray_slbLogcollector_runtime_upgrade #ARIRSS , BRERSREN10%
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::MicroService::NuwaContainer"
name: "WiseCloudGrayLogCollectorService_runtime_tur"

properties:
grayStage:
graylnstances: 50 IREFHRRISEAIEELRI, SEEJ91~100
grayProcess: "INGRAY" #RERS, RELIEF
grayStatus: 2 #HRSFELASIERApodIREIRTES, 1: £77; 2: KE

# L)\%ZWI\EX (NE2M20%HREEIRET =) , ESMEER: ZO%Eﬂi_f;umz%I)\?‘_Fﬁﬁ (29) , ®
RMBEESINEFTS (21)
- name: slbLogcollector_gray_traffic_to_gray_nodes #{GREIRZIREMER2, BT
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::LoadBalancer::GrayConfig"
name: "logCollector"
properties:
currentStage: 2 #LBIREMER
currentStatus: Processing #ZaiikZ, =74

- name: full_other_service_cn_product_cbu
action: Serial
tasks:
- name: full_other_service_upgrade
action: Parallel
tasks:
- name: full_slbLogcollector_upgrade
action: Serial
tasks:
# SIERREMER, HANFEIMER (NEEM70%IRERIRET R ) , WESWMEER: 70%HKRERESIAK
:IF'-'.—,?_\ (2/I\) ’ %”%UILELZE%I)\EEF%:% (2/\)
- name: full_slbLogcollector_upgrade_stage #RERSRERMNES, BITFH
action: Serial
tasks:
- name: slbLogcollector_all_traffic_to_gray_nodes
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::LoadBalancer::GrayConfig"
name: "logCollector"

)44

properties:
currentStage: 3 #ERIREMER
currentStatus: Processing #HFIRE, BT

#HATruntimeRERRE: 2 (4£7=) 2 (&RE) >0 (%) 4 (&E)
- name: full_slbLogcollector_runtime_upgrade #HZ%ARSS

action: Apply
component:

name: WiseCloudGrayLogCollectorService

resources:

- type: "WiseCloud::MicroService::NuwaContainer"
name: "WiseCloudGrayLogCollectorService_runtime_tur"

properties:

grayStage:
graylnstances: 100 #IREFHRAISEBIFILLE), SBEY91~100
grayProcess: "INGRAY" #REBIRE, RELIEG
grayStatus: 2 RE *1§JXJ‘T$:SLBE‘JE'J'U(,._,, D&, 20 RE

HEXUREMER: RELLHFI100%, WESMERIBR: ﬁﬁﬁm&ﬁ@fnﬁ:\mﬂ4
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- name: full_slbLogcollector_upgrade_stage2
action: Serial
tasks:
- name: slbLogcollector_complate_gray_release #KERZIZEHMNER3, Bk
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::LoadBalancer::GrayConfig"
name: "logCollector"

properties:
currentStage: 3 #UBIREMER
currentStatus: Complete #LEMAES, Bk

HEBIREMER, TRRELRfS
- name: slbLogcollector_runtime_switch_to_product #F¢R%IRSS
action: Apply
component:
name: WiseCloudGrayLogCollectorService
resources:
- type: "WiseCloud::MicroService::NuwaContainer"
name: "WiseCloudGrayLogCollectorService_runtime_tur"

properties:

grayStage:
graylnstances: 100 #IREFHRAVLGIEIELG), SEEI/91~100
grayProcess: "FINISHED" #REIRES, RELIER
grayStatus: 2 #IRESLHIRTIZSLBATAPIRTS, 1: &£75, 2: RE

&iE%Fresources.yaml:

- name: WiseCloudGrayLogCollectorService_runtime_tur
type: WiseCloud:MicroService:NuwaContainer
metadata:

annotations: {}
properties:
bindSlb: #5|Fconfig/values.yam3 {4~ bindSIbBEL &, FAF4BESLB
$ref: 'config/values.yaml#/values/bindSlb'
configs:
private:
schema:
$ref: config/config_schema.yaml#
records:
$ref: config/config_records.yaml#
sidecars:
- param: '{}'
requestsFlavor: 0.1C500M
name: RASP
limitsFlavor: 0.3C500M
version: 2.2.1.102
- param:
$ref: config/aiopslog_sidecar_param.json
requestsFlavor: 0.1C1G
name: AlOpsLog
limitsFlavor: 0.5C1G
version: 3.9.0.200
terminationGracePeriodSeconds: 30 #{EHZ=IRATE, LEATEINZEPODRISRAIRLATE, REH30F
microserviceName: WiseCloudGrayLogCollectorService

replicas: 4 #EBAZENEE, <=100
clusterName: runtime_tur
volumes: #5|Fconfig/values.yam(3Z{4=AYvolumesEc &
$ref: 'config/values.yaml#/values/volumes'
resourceTag: HEEERNEND A AR BN EREE SR SIS
group: cce-turbo
containers: #HHIRS BT BSLAEEE
- flavor: 2C8Gi
image: >- #iRFMHE
swr.cn-north-2.myhuaweicloud.com/appstage-trustservices/slb-log-collector:log_collector_version
livenessProbe:
$ref: 'config/common_config.yaml#/config/livenessProbe'
httpGet:

path: /health

SA4RRZA 06 (2026-01-04) WRIXERE © EARTERARBRAE K



MA¥E
FRisE

2 NAY¥E laC SPERBHE

scheme: HTTP
port: 18088
envs:
- name: JAVA_OPTS
value: '-Dfastjson.parser.safeMode=true'
readinessProbe:
$ref: 'config/common_config.yaml#/config/readinessProbe’
exec:
command:
- sh
- /opt/huawei/app/bin/status.sh
-'18088'
stsEnable: true
hostAliases:
$ref: config/hosts.yaml#
ports:
- 18088
preStopConfig:
execCommand:
$ref: 'config/common_config.yaml#/config/execCommand'
network:
slbEnable: true #=Hslb
slbCloudMapConfigs: []

#3fllogCollectorfE ZESLBERAEIE, FESHF—N, KEMNERERES

- name: logCollector
type: WiseCloud::LoadBalancer::GrayConfig
properties:
ruleType: SLB
currentStage: 2
currentStatus: Complete

stages:
- stagelndex: 1 #NERERS
rules: #REFINFIZE

- values: percent[0]
variable: advance

RIESCIR B TR R

greyRuleRelation: or  #IZEHFIME FB MO REEFINZBRIXR AT

- stagelndex: 2 #MEBIRS2
rules:
- values: percent[10]
variable: advance

greyRuleRelation: or  #IZEHFIME B MO REEFINZBRIXR AT

- stagelndex: 3 #MEBIRS3
rules: #IREFRNFIZE
- values: percent[20]
variable: advance

greyRuleRelation: or #ZEXFIME TSNP REEFRZERIX R L

- stagelndex: 4 #MEBRS4
rules: #REFNFIZE
- values: percent[100]
variable: advance

greyRuleRelation: or #IREHFIME FEZ D MEEFIRZENXR I

~HEFFESH{Evalues.yaml:

fEresources.yam|i@id $refl9 5 K35 o

values:
volumes:
- size: 100Gi
name: log_volume
- size: 5Gi
name: data_volume
bindSlb:
- targetGroup:
name: ngx-log-collector-runtime
port: 18088
grayStatus: 1
weight: 1
listenerGroupName: WGP_SLB
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maxFails: 3
timeout: 2

FENERE

meta.yaml:

type: WiseCloud::Environment
applyPipeline: cn_product_cbu
pipelines:
- name: gray_dispatch_cn_product_cbu
action: Serial
tasks:
- name: dispatch_upgrade_gray
action: Parallel
tasks:
- name: dispatch_upgrade_gray
action: Serial
tasks:
- name: offine_dispatch_gray_az1
action: Apply
component:
name: WiseCloudGrayOpenService
resources:
- type: "WiseCloud::EAP::Workflow"
name: "dispatch_offline_gray_server" ##i{Taction{¥s3, SLMKRETD R &
- name: upgrade_dispatch_gray_az1
action: Apply
component:
name: WiseCloudGrayOpenService
resources:
- type: "WiseCloud::EAP:Workflow" #KET mHARIESS
name: "dispatch_gray"
- name: switch_to_gray_stage1
action: Apply
confirm:
message: ffiiAdispatchEFNEI—MER
users:
- 130035828
component:
name: WiseCloudGrayOpenService
resources:

TR, FRRBKRERUIRAMNER

name: "dispatch_switch_to_gray_stage1"

- action: Serial
name: full_upgrade_cn_product_cbu
tasks:
- action: Parallel
name: switch_to_full_release
confirm:
message: A Tswitch_to_full_release
users:
- 130035828
tasks:
- action: Serial
name: dispatch_full_release
tasks:
- name: switch_dispatch_full_and_offline
action: Apply
component:
name: WiseCloudGrayOpenService
resources:

- type: "WiseCloud::EAP:Workflow" #7EActionfFSEIEEIZactionfES: HiTaction(ESIGKE

- type: "WiseCloud:EAP:Workflow" #I1BEIIEFEREHIIT: fEActionfESSEIREIRE actionfEss,

SHEFDR T, FRERERNZA R

name: dispatch_switch_to_full_release_stage

- action: Parallel
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name: upgrade_product_server
confirm:
message: FiAH#l#Tupgrade_product_server
users:
- 130035828
tasks:
- action: Serial
name: dispatch_upgrade_product
tasks:
- action: Apply
name: dispatch_upgrade_product
component:
name: WiseCloudGrayOpenService #&F= T SFHRARS
resources:
- type: "WiseCloud::EAP::Workflow"
name: dispatch_product

- action: Parallel
name: confirm_online_product_server
confirm:
message: ffiiAfifTonline_product_server
users:
- 130035828
tasks:
- action: Serial
name: online_product_dispatch
tasks:
- action: Apply
name: online_product_dispatch
component:
name: WiseCloudGrayOpenService #7EAction{EZEIRiRactionfEs3, SEMAFHE F4
resources:
- type: "WiseCloud::EAP::Workflow"
name: dispatch_online_product_server

resources.yaml:
#IRE

- name: dispatch_gray
type: WiseCloud::EAP::Workflow
properties:
workflowName: iac
params:
instance: MicroService/cn/TrustServices/cn_product_cbu/WiseCloudGrayService/cn_product_cbu/
WiseCloudGrayOpenService/cn_product_cbu
group: gray
version: dispatch_version
variables: {3}

#EEFE
- name: dispatch_product
type: WiseCloud::EAP::Workflow
properties:
workflowName: iac
params:
instance: MicroService/cn/TrustServices/cn_product_cbu/WiseCloudGrayService/cn_product_cbu/
WiseCloudGrayOpenService/cn_product_cbu
group: product
version: dispatch_version
variables: {3}

- name: dispatch_offline_gray_server
type: WiseCloud::EAP::Workflow
properties:
workflowName: grayStageChange
params:
actionName: dispatch_offine_gray_server_cbu

- name: dispatch_switch_to_gray_stage1
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type: WiseCloud::EAP:Workflow
properties:
workflowName: grayStageChange
params:

actionName: dispatch_switch_to_gray_stage1_cbu

- name: dispatch_switch_to_full_release_stage
type: WiseCloud::EAP::Workflow
properties:
workflowName: grayStageChange
params:
actionName: dispatch_switch_to_full_release_stage_cbu

- name: dispatch_online_product_server
type: WiseCloud::EAP::Workflow
properties:
workflowName: grayStageChange
params:
actionName: dispatch_online_produce_server_cbu
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3 nawe

3.1 B4

RHE—RAFREIWBEER, EhaEEaRHe (EUNEEER ) , WiXB6
8, RYE (RHEEER) -

&
o MHBREERZIEip.

o MHBRAWEAREN. HF. -7 70 07 =K, BAKE
A#81d200,

NHBAEHN, SSEAMEBEFREAN, FEREEERFIR.

zip BLA/NRE

HESERERTEIS06, BNTFEERERTELE30G, BERTREBIZ50G (IE
B) , BHRFISSHEFREHEY.

N {4454

3-1 GBI

T |m WiseEyeAgilelnfra_ResourceOperator_MetaPlan_3.2.4.300.1.zip - ZIP archive, unpacked size 16,215,491 bytes

ES

MName Size Packed Type Modified CRC32
config 4074 1,271 2023/12/26 1...
libs 16,211,304 14,443,879 2023/12/26 1...
package.json 113 a7 2023/12/26 1. AGBG2BA..

& 3-1 WHBEEIRA

s ERY R
config/ Xk BeENXHFRERIBE R
libs/ XiE TR AR BRI B R,
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F i 3 {TEABE
L 1 s
s i) R
package.json X1 BRI
DB A ~h3z
o TiCERGEMABMEE, #
WIRE & package.json3
%o
. N,
e package.json {4 A RBAE
ZipBRIRERF.
e configB=
] .
3-2 config B=
Name . Size Packed Type Modified CRC32
|| configtemplate.list 66 50 2023/12/26 1. F2092E31
2 logdj2.xml 3474 897 | 2023/12/26 1. AAFC3577
nuwa.boot.properties 267 144 e [ 2023/12/26 1. 9DEDBY..
|| nuwa-commen-config.yaml.ftlh 267 178 2023/12/26 1. 6D3ABS..
| | wiseeye-common-config.properties.ftlh 0 2 2023/12/26 1. 00000000
o libsH=
5] .
3-3 libs HF
MName . Size Packed Type Medified CRC32
Eijcaﬂelne 2.9.3 jar 912,143 738,186 JAR 2023/12/26 1. B8417092
¥ checker-qual-3.19.0,jar 222,143 147,547 JAR 2023/12/26 6.. 2403CEFC
{84 error_prone_annotations-2.10.0,jar 15,802 10,664 JAR 2023/12/26 6. 74C1B8..
Eijgscn-lg.o.jar 249,277 221,741 JAR 2023/12/26 1. FCOFAAEA
i#4jackson-annotations-2.15.2 jar 75,567 63,022 JAR 2023/12/26 1. 0D555551
ﬁjacksmn-can-Q.TS.Z.jar 549,207 505,612 JAR 2023/12/26 1. BFO73CBY
Eijjacksun-databind-l]5.2.jar 1,620,088 1,487,440 JAR 2023/12/26 1. TBFALETY
ﬁjjacksan-jq-'l.U.D-previBW.EDZ'l0928.jar’ 356,880 307,189 JAR 2023/12/26 1. CB11CE79
ﬁjcudings-lﬂ.ﬁﬁjar 1,710,854 1,513,579 JAR 2023/12/26 1... DSFFG6305
Eijjoni-QJ.!ﬂ.Jar’ 214,199 204,307 JAR 2023/12/26 1. OFD5234E
Ezj\ombokf'l.'la.&i.jar 1,972,167 1,825,982 JAR 2023/12/26 6.. 5BOCSB..
gjtha-p|an-3.2.4.SDD.1.jar 181,210 163,828 JAR @ = 2023/12/26 1... GEE3987A
¥ meta-plan-base-2.0.0,jar 18,256 14,472 JAR 2023/12/26 1. C9BGFD...
Ezjnetty'buﬂer’*li.'l.Sﬁ‘FinaLjﬁr 305,047 286,524 JAR 2023/12/26 6.. B36FE9B3
gjnEtty-cdec-d.l.Sﬁ‘FinaLjar 348,123 315,076 JAR 2023/12/26 6.. FD466E41
¥ netty-codec-dns-4.1.86.Final jar 66,868 58,553 JAR 2023/12/26 6.. BA194D..
Ezjnetty'cudeohttpzti.'l.86.Fina|.jar 480,042 429,458 JAR 2023/12/26 8.. E33D2214
gjnEtty-Edec-http-dJ.Sﬁ.Fiﬂa\.jar 651,016 588,657 JAR 2023/12/26 6.. TBCAAS..
Eijnetty-cudec-socks-dJ.86.Fina|.jar 120,680 100,757 JAR 2023/12/26 6.. 30403290
Ezjnetty'cummon—ti.'l.86.Finﬁ|.jar’ 654,571 575,614 JAR 2023/12/26 6.. 369311C7
¥4 netty-handler-4.1.86.Final jar 540,539 480,262 JAR 2023/12/26 6.. 9F712CC5
8 netty-handler-prosy-4.1.86.Final jar 25,396 21,607 JAR 2023/12/26 6.. 1BBAOFET
E:jnetty'reso|ver—4‘1‘Sﬁ.FinaUar’ 37,774 32,705 JAR 2023/12/26 6.. BTA3E562
{4 netty-resalver-dns-4.1.86.Final jar 158,078 141,822 JAR 2023/12/26 6.. FOCECB...
Eijnetty-traﬂspor‘t-dJ.86Fina|.jar 488,341 437,358 JAR 2023/12/26 6.. F7140FCO
I nattu-transnort-nativa-univ-comman-4.1.86.Finaliar 43 RRA 3R 24A AR 2023226 ... 95CFOF...
e package.json
’rd H o[t .
EA#@.E’\Jpackage.Json RE—RRUNT:
"type" "software", /RERERIRA, BESE, 7f' EREEHS, BUSHBEFRESE
"scope™:"1180196813870297011", [[FESJ9commonty, (B TFHIEREFmE T LAERIZIRE

&; ES~mIDA, ﬁf‘uuTE'JﬁﬁﬁﬁE’Z_ILMﬁFHlZEA#@, fEAppStageizE LA AN AKSER
B, ®F “FHPER” , &R0

"name": "WiseEyeDeployReleaseCenter", //AILABENX , EIFRHIRSZZIR

"version": "{{VERSION_ID}}", INERAES, IRASURES, EEEMNMEE, FBEEFEFRANR
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K, FEX. #HF. 70 70 ()70 fL7 TR, BEEMFRESHBETRES

3.2 5 =6

#E /5l Zansible-playbook, {EAISSEMHEBZRIMAER .

=] 3z =+
3-4 FERLEN

Name Size Packed Type Medified CRC32
group_vars 12 14 202312/5 17...
roles 8,440 3,350 ] 202312/5 17...

@ ansible.cfg 35 37 L] 202312/517... 40CTESET
install.yml 91 80 lmm B 2023/12/517.. SE2BC549
package.json 121 96 F 202312/517... B255FAT2
rollbackyml 66 63 = 2023/12/517... 04B914...

Hrhpackage.jsonEEAIA S Hplaybook,

3.3 %8

#1568, package.jsonEEAYtypefadocker, —fi&ELAdockeriZ BRI FETTIRG
e, BTl AdockerfVE 8 THtarBHNFR, BiNEtarGEERBERBNE
package.jsonAZ, Fltar@—i2, BITHzipBER

BRGNS ANERS: BEEE. BR. HEE. Fiitag, — I =BENEHE
it hanE 3-5F7

3-5 fRigbit

| swr.cn-north-4.myhuaweicloud.comjjwiseeyelfoperatorcontrolled:3.1.6.300.21]

(ENEs EE HiR4 Hiff tag

34SQLE

SQLEZRIEE S TiEEWiseDBAFITHISQLIIAHIZipE, 45 9DDLAIDMLFAFHZERY

MiE

SQLEAZEIN: <service_name>-<instance_type>-<site_name>-<type>-
<version>.zip

o TEINBEE, FTECEZNER, FHXNLEEERISqIE,
o sqUFXIFEMERE: upgradesql (IEERIA ) Frollback.sql ( EIRIA )
e GeminiDB(for Cassandra) ERIHIEE sqI3FRE Rl
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cn-cbu
ddl

deployenv

5 pac

|:-| Im |

e DDLAJpackage.jsontl i, EEREddIER .

{
"name": "${service_name}-ddl-sqlchange-cn-cbu",//#IBESRNEE, BiFMS. WS, RS, LI
B, LpISHMEEEER

“site_name": "cbu", [ik=E, FEXAcbu, ERMNXeu-cbu, TIFijgaaa-cbu

"business_name": "${business_name}", //AppStagellEiEHIEH IS ENN=RENZIR, B
ELFRESETRERE

"service_name": "${service_name}", //AppStagellEiEHI IS EXNRSEXZIR, BE
H‘ﬁlﬁ%%ﬂﬁ%%‘ﬁ

"instance_name": "${mysql_instance_cn_cbu}", //WiseDBARRHEHIEIEZESLHIZFR

"instance_type": "GaussDB4MySQL", [/BURBEESLBIZREY, 73FGaussDB4MySQL/RDS4MySQL/
GaussDB4Cassandra/GaussDB4OpenGauss, 93333 WiseDBARfTaurusDB/RDS for MySQL/
Gem|n|DB(for Cassandra)/GaussDB

"type": "dbscript_ddl", /1828, ddiEaEIEAdbscript_ddl

"version": "${package_version}" [/BIRESRRA, BB A RFRIversion==ER, fl¥0: 1.0.1
}

e DMLAYpackage.jsondI FAR, FEEEdmIEFR,

{

"name": "${service_name}-dml-sqlchange-cn-cbu",//FUIEEENEE, SiFihm. WS, RS, LHIE
B IpIZENEEEER

"site_name": "cbu", /[ihm, REXAcbu, ERMXIgeu-cbu, TFIEHIHaaa-cbu

"business_name": "${business_name}", //AppStageNlEiEHIEH IS ENNF=RENEIR, B
ELRESETREE

"service_name": "${service_name}", //AppStagellBiEHIEHIESEXNRSEXEIR, BE
H‘ﬁlﬁ%«?ﬂﬁ%%ﬁ

"instance_name": "${mysql_instance_cn_cbu}", //WiseDBARHEHIEIEZESLHIZFR

"instance_type": "GaussDB4MySQL", [/BUBEESLBIZREY, 735GaussDB4MySQL/RDS4MySQL/

GaussDB4Cassandra/GaussDB4OpenGauss, 73333 WiseDBARfTaurusDB/RDS for MySQL/
GeminiDB(for Cassandra)/GaussDB

"type": "dbscript_dml", /18R, dmiEaEENdbscript_dml

"version": "${package_ version}" [[BIEREERMRA, BIEAARRversion=FER, Hi4N: 1.0.1
}

3.51aC3.068
laC3.0#EEFELURS R, — N RSHIaCBI T8 — N zipEifThR A &% -

&
o MHBEBR%HIP.

o WHBAR/TFBEEN. #H=FE. “-7 . 7. 07 . U7 BB, RAK
EARi81Z200,

NHBREHN, SSEAMBEFREAN, FEREEERFR.
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1aC3.0 &FlaC SpecflllaC Patchf@@#hZEE!, BABLEMNEIESIIaC SpecBHEH
REEMFIaC PatchE BRI RN .

3.6 Terraform £

TerraformBHIFSEIEES & Terraform,

HAFMmiEA 7 iaic EfN SR Terraformtl, SIFERINEND . MABHETSNE
X, BENEERSES

3.7 TF &R E

BHPOERENTRRRARSRFS, ATFEERARENRRSZ TR, RFSEEES
RIRFIRFAEMERD , TREIREMARCE . EFRREAEA

&k BEn

Service FErEAIMain tf3Z {4 AIResourceLAIFBEBEEE, BNESSHREHEEI
B o

3-7 R B4
package.json

envlname main.tf

variable.tf

package.json

variable.tf

package.json

envlname maintf

microservicenamel | variabletf

env2name

microservicename2

MicroService

& 3-2 AR BEANE
MNiE& ol

Service (#EEFHT ) KBRS HENZRER, BNSRSSRERNEGE
HAERER— 1 RFSERIEIRPEIE,
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F&tEE 31TEHE
X145 15i8H
MicroService RIMIRSHEN T RERSIE, 13— =RSHE MR
BRI SRRHER
envXname =RFB/HRSZEBNE, SIMENRFSEREEZRSIA
BEE, 8/ HESERMIRREER.
package.json BEEBMEER, RHhERAEE, £8, REEER,
hRZAS o
{
"type": "rfstemplate”, // BEIE
"name": "templatename", // RFSIEHRZR, IRS THE—
"envid": "envid1", /| =IRSZEIIAEID
"version": "1.0.0", // RFSIEIRNRAS
maintf": "maintf",  // SCEREUEEERRITFI (G
"variablestf": "variable.tf" // TFiESEEERITFSUE
}
main.tf RFSSEFRMERRIENRS S, BT REBENTR
Ho HEISIFINEARRIFEBCCE. DCS. DNS. ECS,
Kafka. RDSKVPC, 1EIRI{4H#519 5IS%E CCEEIRRFS
BRI . DCSERRFSIEMRIZ(E . DNSEIRRFSIERIL
. ECSERRFSIEIRIZME . KafkaEiRRFSIEMRSI {4
RDSIFRRFSIEIRILE N VPCERRFSIEIRIY .
FHANFAIEESE Terraform3Z i,
variable.tf RFSEFERPIENEINTEE, TSI =RESTER
FRA—EL, IEENHRBMISE . HAIINT:
CCE-Name-1234: "CCE-Cluster-ERS"
ENRHMIBAEL R E, SUREIEERBEmFE
No
AL
EmBIEpackagektn, LRSS SRS IN ENEZIRGEIEHE.

3-8 KB

Service/MicroService_envname.zip g

CCE 3&iE RFS R34

{
"terraform": {
"required_providers": {

package.json

main.tf

variable.tf
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"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",

"version": "1.56.0"

}
}
B
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
%
"resource": {

"huaweicloud_cce_cluster": {
"cce-cluster-yfclf": {
"vpc_id": "18b117f8-****-r*x+_*xkx_64022db472a1",
"name": "cce-cluster-rfs-001",
"cluster_version": "v1.27",
"charging_mode": "postPaid",
"flavor_id": "cce.s2.small",

"container_network_type": "vpc-router",
"enterprise_project_id": "2191bb05-****-****_*+k*_96f098494b8d",

"subnet_id": "bef6af2f-****_*+++_x+ix_ga78ef03ebba"
}
h
"huaweicloud_cce_node": {
"cce-node-pmgnn": {
"name": "cce-node-rfs-001",
"charging_mode": "postPaid",
"flavor_id": "c7.large.2",
"os": "Huawei Cloud EulerQOS 2.0",
"runtime": "containerd",
"root_volume": {
"size": 50,
"volumetype": "SAS"
}

"password": "${var.CCE-Node-Password-u9fi}",
"cluster_id": "d6eb9020-****-*+**_*k+_(2553c1000ac",
"availability_zone": "cn-north-4c",
"data_volumes": [{
"volumetype": "SAS",
"size": 100
i
"storage": {
"selectors": [{
"name": "cceUse",
"type": "evs",
"match_label_count": 1,
"match_label_size": 100,
"match_label_volume_type": "SAS"
3,
"groups": [{
"name": "vgpaas",
"cce_managed": true,
"selector_names": ["cceUse"],
"virtual_spaces": [{
"name": "runtime",
"size": "90%",
"runtime_lv_type": "linear"
WA
"name": "kubernetes",
"size": "10%",
"lvm_Llv_type": "linear"
1
1
T
"depends_on": ["huaweicloud_cce_cluster.cce-cluster-yfclf"],
"subnet_id": "bef6af2f-****-rrx_rir+_ge78ef03ebba"
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}
}
B
"variable": {
"CCE-Node-Password-u9fi": {
"description": "Password for cce-node-pmgnn",
"type": "string",
"sensitive": true,
"nullable": false,
"default": ""

DCS #&E RFS &R 34
{

"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",
"version": "1.56.0"
}
}
}

"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
1
"resource": {
"huaweicloud_dcs_instance": {
"dcs-cx83b": {
"charging_mode": "postPaid",
"availability_zones": ["cn-north-4a", "cn-north-4a"],
"vpc_id": "18b117f8-*rx-rrkk_xiik_64022db472a1",
"subnet_id": "bef6af2f-****-*ix+_rrix_ga78ef03ebba",
"maintain_begin": "18:00:00",
"maintain_end": "22:00:00",
"engine_version": "5.0",
"capacity": 1,
"flavor": "redis.ha.xu1.large.r2.1",
"enterprise_project_id": "2191bb05-****-****_k++_96f098494b8d",
"password": "${var.DCS-Password-qvwu}",
"name": "dcs-rfs-001",
"engine": "Redis"
}
}
1
"variable": {
"DCS-Password-qvwu'": {
"description": "dcs password for dcs-cx83b",
"type": "string",
"sensitive": true,
"nullable": true,
"default": null

DNS &iE RFS 1&#r 324

{

"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",

SASRRZS 06 (2026-01-04) WRINFTE © AR ERABIRAE

123



NA¥S

FRiER 31 TEIE
"version": "1.56.0"
}
}
B
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
%
"resource": {
"huaweicloud_dns_zone": {
"dns-zone-iz7r1": {
"enterprise_project_id": "2191bb05-****-****_*+k*_96f098494b8d",
"zone_type": "private",
"router": {
"router_id": "c6131e37-**+*-trkk_rkkx_Lfff375982f3"
T
"name": "exampleninenine.com"
}
}
}
}
., N =
ECS &=E RFS &EHR3 {4
{
"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",
"version": "1.56.0"
}
}
h?
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
2
"resource": {
"huaweicloud_compute_instance": {
"ecs-gh7h5": {
"name": "ecs-rfs-001",
"charging_mode": "postPaid",
"admin_pass": "${var.ECS-Password-ia2c}",
"flavor_id": "s6.small.1",
"system_disk_type": "SAS",
"availability_zone": "cn-north-4a",
"network": {
"uuid": "bef6af2f-r+*x_rkxk_ixik_ga78ef03ebba"
h?
"security_group_ids": ["986d4460-****-*+x_kxkk_{5£)37df42c0"],
"enterprise_project_id": "2191bb05-****-**++_*+kx_96f098494b8d",
"system_disk_size": 40,
"image_id": "86405805-****-**+*+_***+_(09f30b497c98"
}
}
h?
"variable": {
"ECS-Password-ia2c": {
"description": "Ecs password for ecs-gh7h5",
"type": "string",
"sensitive": true,
"nullable": true,
"default": null
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}
}
-~ N -
Kafka & RFS &34
{
"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",
"version": "1.56.0"
}
}
h?
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
h?
"resource": {
"huaweicloud_dms_kafka_instance": {
"kafka-gq8ef": {
"manager_password": "${var.Kafka-Manager-Password-nsbl}",
"name": "kafka-rfs-001",
"charging_mode": "postPaid",
"manager_user": "kafka-manager-rfs",
"flavor_id": "s6.2u4g.cluster.small",
"engine_version": "3.x",
"broker_num": 3,
"storage_spec_code": "dms.physical.storage.high.v2",
"availability_zones": ["cn-north-4a"],
""storage_space": 300,
"vpc_id": "18b117f8-*+x-rrkk_xiik_64022db472a1",
"network_id": "bef6af2f-****-*++x_x+x_ga78ef03ebba",
"security_group_id": "32edQ723-****-*rx_kxkx_7c0fh748d436",
"enterprise_project_id": "2191bb05-****-****_k++_96f098494b8d",
"retention_policy": "time_base"
}
}
1
"variable": {
"Kafka-Manager-Password-nsbl": {
"description": "Manager Password for kafka-gq8ef",
"type": "string",
"sensitive": true,
"nullable": false,
"default": ""
}
}
}
RDS &R RFS &34
{
"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",
"version": "1.56.0"
}
}
2
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
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"region": "cn-north-4"
}
B
"resource": {
"huaweicloud_rds_instance": {
"rds-instance-yaqsb": {
"name": "rds-rfs-001",
"charging_mode": "postPaid",
"db": {
"type": "MySQL",
"version": "8.0",
"password": "${var.RDS-Password-u6z0}"
T
"ha_replication_mode": "async",
"volume": {
""size": 40,
"type": "ULTRAHIGH"

"vpc_id": "18b117f8-****-r+x+_*xkx_64022db472a1",
"subnet_id": "bef6af2f-****-*+x_rk+_ga78ef03ebba",
"security_group_id": "32edQ723-****-*xk_xrx_7c0fb748d436",
"enterprise_project_id": "2191bb05-****-****_*+kx_96f098494b8d",
"availability_zone": ["cn-north-4c", "cn-north-4c"],
"flavor": "rds.mysql.c6.large.2.ha"
}
}
B
"variable": {
"RDS-Password-u6z0": {
"description": "Password for rds-instance-yagsb",
"type": "string",
"sensitive": true,
"nullable": false,
"default": ""

VPC &iE RFS 1RS84
{

"terraform": {
"required_providers": {
"huaweicloud": {
"source": "huawei.com/provider/huaweicloud",
"version": "1.56.0"
}
}
%
"provider": {
"huaweicloud": {
"auth_url": "https://iam.cn-north-4.myhuaweicloud.com/v3",
"insecure": true,
"region": "cn-north-4"
}
%
"resource": {
"huaweicloud_vpc": {
"vpc-krkup": {
"name": "vpc-rfs-001",
"cidr": "192.168.0.0/16",
"enterprise_project_id": "2191bb05-****-**++_*+kx_96f098494b8d"
}
by
"huaweicloud_vpc_subnet": {
"vpc-subnet-ppnwk": {
"name": "subnet-rfs-001",
"cidr": "192.168.3.0/24",
"gateway_ip": "192.168.3.1",
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"vpc_id": "c6131e37-Frk- ik ik Gfff375982f3",
"depends_on": ["huaweicloud_vpc.vpc-krkup"]

}
by

huaweicloud_vpcep_endpoint": {
"vpcep_endpoint-4epnv": {

"service_id": "ebc591db-*¥*r_Fxkk_ ki 15354c9bef25",
"network_id": "${huaweicloud_vpc_subnet.vpc-subnet-ppnwk.id}",
"vpc_id": "${huaweicloud_vpc_subnet.vpc-subnet-ppnwk.vpc_id}"

}
by

"sg-rmo7v": {
"name": "sg-rfs-all-deny",

"enterprise_project_id": "2191bb05-****-****_*+k*_96f098494b8d",

huaweicloud_networking_secgroup": {

"description": "iEAWebRS32E, BAUAKUE22. 3389, 80. 443ixOFIICMPIRY ., ERTEBEITE

B, AWping & AFMitRSHRRS =GR, ",

"depends_on": ["huaweicloud_vpc.vpc-krkup"]

}
}
"sg-rule-d28sj": {
"action™: "allow",
"direction": "ingress",
"ethertype": "IPv4",
"protocol": "icmp",
"remote_ip_prefix": "0.0.0.0/0",
"priority": 1,

"security_group_id": "${huaweicloud_networking_secgroup.sg-rmo7v.id}"

huaweicloud_networking_secgroup_rule": {

SASRRZS 06 (2026-01-04) WRINFTE © AR ERABIRAE

127



MA¥E
Fxisrm 4 BfiR

4,5

4.1 {EH configparser TE{{HS

configparser SEHEN ST TR, BIINUWARERS, BITSEIER, BERPHY
SHXE, BiRNLIFRIERETE.

EEILF

1. TF#HiconfigparserT B, fftools3{4F3kElconfigparserTE,
2. XM configparser TESFIMIEEIRERIbINERT

{5/ configparser TR
11 fEDockerfile3Zf49, JyconfigparserSXAINBIHITIR o
18 FENWERBTHENR S Imeta.txt, FEEIEINEN WESEETUHENRFTR .

4-1 W SECEIUENR
DemoServiceB
deploy_docker
i bin

configtemplate

»]) application properties. tmpl
»]] application yaml.tmp
*]) logback-spring.xml.tmpl

»-] meta txt

S3 A SEETURRN G (.tmpl3Zit) B, ER {(SHEN BRAENFENSEIRRY
2%, HHINEA4-2F7R,.
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RIFEE
FHEIRE

4 B3R

L4

4-2 IRIRSEHENX
sts.server.domain={{sts.server.domain}}
sts.config.path={{sts.config.path}}

Emeta. txtHhE N FES RIS ECETUEIR 4. WNE4-3F7R.

4-3 Hig\l SEETURIR 4

./fapplication.properties.tmpl|../service/config/application.properties
.fapplication.yaml.tmpl|../service/config/application.yaml
./loghack-spring.xml.tmpl|../service/config/logback-spring.xml

e application.properties.tmpl AECE X {41&EHR, application.properties s Bfrtic &
X4

o EEPIEEAGIRFERZEXT Fmeta. txtEAIIEER
B S HEZ R, EEBIATiERBconfigparserTE, #i7&2¥E%, FAARW
T

/opt/huawei/app/bin/configparser -meta /opt/huawei/app/configtemplate/meta.txt -log configparser.log -
mode front -tempPath /opt/huawei/app/configtemplate/config-temp

o (FAMEITIRZAIA A configparserTE, /opt/huawei/app/bin/A&eeEahAt
RILERT IR .

e -meta: IEEMeta.txt3f4, /opt/huawei/app/configtemplate/ NS EEIRT
meta.txt S {HAIENT IRIR

e -log: FiconfigparserTERNIZITHE.

e -mode front: EEFERLLSHE.

o -tempPath: THRIEfTIIEHEARLIGETSIHRYIERR .
/opt/huawei/app/configtemplate/ A B ZEENATRILEITIZE, WRIRIELLE R

2171, config-tempXHFEOILAATFE, =BG, BITERESFIELE
2. WMBAREE, BIAFEH/opt/huawei/app/nuwa/config-temp.,

e
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