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MR
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O RARSFRMAIAPI, FBIFAPINXK, EZINEREBELEESERRSBSRMUNAPIZSE
Fifto
BRRSAPISEFMDPY “WEAMBAPI” BT, NMATIANERE.

SDKITETERAIS, nIEMIRENSDK, ARESERFISZIESAIAPIERIRAEEES , 1SSDKEE
RREMERIRI R .

MRAFHNSESEBRMIREREERERANGREES, PIRIEESRESSEE, B
WMIBERAIZEZ .

APIEREBS—MNES X oiES Token, TokenAATHBSREIG S EZIREBIIAPISEE
o

AK/SKEZINERT, (XNS2iFBodyfR A/NA12MULA, 12MUAERYIESK, FE{ERATokeniA
ik,

=IRESEMRRIAPIEZ ZIRZAIAPIZSE F AT,
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2 AK/SK BZINEERERR

AK/SK B2 \IEEEI¥AR

AK/SKZEZINIERAE
Ay YINEA=N
BIERFEFRTEH
HEEE

I REREERL

2.1 AK/SK EZINERE

2.2 taiEin

B it RAIAK/SKE R IR IB R ZIXAYIEBA T :
1. MEERBERX.

BFRIENBERABEBSAPINXEEAUERIMUAER, WREFIRES. APl
WX EEINER(ERINERAT .

2. (ERISEIERINEMEEIRFEFRER,

3. [FERAK/SKIMFEEHFRITEES,

4. BERNEZEEMERBREELFINBHTTPIERY, EEATAFZFESH
RINRIHTTPIE R,

AT EANEE .

(0 A8
AEBTEATHEAPBTSMAPIERIIES .

BZSDKS5demoE TR T EBIESHIREZSDKLARdemo, SAETIRENELEE—,
BARILEEER, sX8825R.

===
>I31|%5k
FRAK/SKENHTERZ5NIE, BEEENEERANE, RAEBHTER. BEFiG

S=IRSAPINKEREEANISKRE, LSRR —HTTPIERAIRIEIREEEE
RERER, MM EnRIR.

HTTPIERAGE AN T :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

VAR RAB =IRSFRI— I EIGVPCEIREO ARG, R IERAIEES T
RgERIEK:

GET https://service.region.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0 HTTP/1.1

Host: service.region.example.com
X-Sdk-Date: 20191115T033655Z

$£1 MEHTTPIERS L ( HTTPRequestMethod ) , LURITRFLESE,
HTTPiERA %, TNGET. PUT. POSTE, &K Exfpl:

GET
$E2 FIFSEURIZE ( CanonicalURI) , LUBITRFER.
B
HBURI, BNERERIERE, RURIEIIIREEBDHIURIZRS
B

HRIERFC 3986FGELURIEETR, BIRTTARFIMENIIRERS, BREPENERDLRAURI
R0, WSRURIFRZRARLL ¢/” &R, MERSESMD </ .

551

URIEAN=RSZBAIAPIZSEZFA, SPAPIEDENRMITNAVERIZR . MEIAE S
RSB HIEIAVPCEIE: /v1/{project_id}/vpcs, WATHISEAIURIZRADS S :

GET
/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/

(RARIY:
HEEE, URSFLL </” SR, BEBER, AR ¢/ &R,
|3 INIHCEEBFAE ( CanonicalQueryString ) , LURITHRIE

BX:

EOFHER, IEESH. REETESH, WATESSR, AIIERINERAE
7.

B

MEERFFETEREUATRE!

o RIBUUTHNNIBNSHBFEHITURIZRS:
- IBZDXIRFC 3986 X AN ATIEFARE i TURIZRAS, XLEFFRFEIE: A-Z.
a'Z\ 0'9\ RN -*DNO
- (FAR%XYWEREIERBFEAHITEOLRE, EXFYA+5#E=RF (0-9
FOA-F) . B00, SHEERHFVRRIER%20, I RBUTF-8FE/RWIIRA “%XY
%ZA%BC” &=,
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o NFBANSH, BN “ URIFIEAISHE = URIIEHISHIE - MRLBESH
&, W=FratE, BFfean =7 .
PIIILAT BRI S8, ERE " 1MSHparm2AIERZ,
parm1=valuel&parm2=

o REFHIBLARFINESSHZHTHR . fltl, UXKSFEFALINSEHEHE
FELUNEFEbFALAISHE ZH.

o LHIFEME— SIS, WiEIEEIFENE,
251

EAVPCHIRAWENNESE: limit (BTUREINE ) . marker ( S TAEIIATEIR
VPCEIEID )

GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0

INASEERSL (CanonicalHeaders ) , LURITRIEER
BX:
WTBEERL, EMERKHEELTER, BIESKERTPFFEHTTPEESLSIER,, HEL%

MEEX-Sdk-Date, BT RIGEZMIE, #EzLHISO8601 MBAIUTCRIEIFEL:
YYYYMMDDTHHMMSSZ,

A ER
%Pg?ﬁi BB ST TPARSSRAIEL, BRIERIEELX-Sdk-DatefIEHIIE
KiRZEo
APIRISKBR 7 1RBGATEIE TSN, M SREZAEES WX EIERAIETEZE, NRATE
ZBII 15580, APIRKFERIEK.

Bt

CanonicalHeadersHAZMEKIBELHEER, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EFE/MEKESL ( CanonicalHeadersEntry ) B9
& ILowercase(HeaderName) + "' + Trimall(HeaderValue) + '\n'

AR
o Lowercase RSB F AR NEFEBRIRE

o TrimallZRTHIPRERIEAIZS RTHEAIRE

o EE—MEKHEELESET—MATR . SIIFE+CanonicalHeaders B B#mHYRIT
%, EltESHm—1PEET,

2551

FAVPCIIXRRIBERL, TECEEEMTE (X-Sdk-Date ) , =ARSSEndpoint
(Host) . Z&EZEY ( Content-Type) o

GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0

content-type:application/json

host:service.region.example.com

x-sdk-date:20191115T033655Z
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+1R6

ikl

AEHRLFTEREUATAS:

o FHBABMEIRINER, FHRRRISTEIERMTR
o REBFHAENBERABMEITHRHF
LIRSS E SR

Host: service.region.example.com\n
Content-Type: application/json;charset=utf8\n
My-headerl: a b c \n
X-Sdk-Date:20190318T094751Z\n
My-Header2: "x y \n

XHELEMENG, RBELEMFHANBXEELARE, BHERLNEXENS
TREEMTR .. REREIIEEEEL:

content-type:application/json;charset=utf8\n

host:service.region.example.com\n

my-headerl:a b c\n

my-header2:"x y\n
x-sdk-date:20190318T094751Z\n

FINAFEZA9EELER ( SignedHeaders ) , LUR{TEF4ER,

BX:

BFEZRNEKREELIIER, BITRINLGEESL, [APIMNXSEEINERFPFLEESLE
B2 —E29, AR ERIFSRATAPINEA LA ZERBLEE R L, X-Sdk-datedssR
EREEZRIEEL,

B

SignedHeaders = Lowercase(HeaderName0) + ;' + Lowercase(HeaderName1) + ;"
+ ..

EERIESAFTERENNE: BESBRBEBLBMELIRNNERNL, RERFN
KBXHEEHTHER, FHER 7 kRSN ERL
LowercaseRNGFTBE F R NINEFE

2545

UTERE=1EELE25%%: Content-Type. Host. X-Sdk-Date
GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json

host:service.region.example.com

x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date

BREBEELEN:

SignedHeaders=content-type;host;x-sdk-date

HELRINEERIEAROIESERINEREREIBREL

{SFASHA 256157 HEIARFHTTPEHTTPSIERIESZ FAIbody Ak
( RequestPayload ) , EIZENEHE,

BY:
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BKBEER ., BERTEMMERE: HexEncode(Hash(RequestPayload)), EHH
HashRRERHERENRE, HaikiESHA-2568%, HexEncodeRRLUNEFHE
FezbiRElEERIBase- 160w AL, #1401, HexEncode("m") IREHES “6d” MA=
“6D” ., BMINHNB—INEDEERTRAWNHNHEIER

(RERTY:
ITERequestPayload MG FEAT, XJF “RequestPayload==null” 19155, BEEFERZFHEHE
"SRtE,
Z55):
ARBINGETHE, bodylfhz, FidnaF4ERIbody (== ) WTF:
GET

/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json
host:service.region.example.com
x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

Elt, FCIEREIETTH

BT IHESFAINSEIERHITIHEIE, EiXS5%IRequestPayloadlSFH A IBRIELLERE]

ZPIAFLRIBHREEIER B RUNE R #H = TR R R

&% L8 Lowercase(HexEncode(Hash.SHA256 (CanonicalRequest)))
ZP IR IBHIHLEIE R
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a

et

2.3 BIERFEF TS

MIHTTPIEREFTHEEHESERIGRERS, KESEEE X, KB E—RAENSF
BRFMH.
StringToSign =

Algorithm + \n +
RequestDateTime + \n +
HashedCanonicalRequest

RS EURAUT
e Algorithm

BEEE, XTFSHA 256, BiEASDK-HMAC-SHA256,
e RequestDateTime

ERATEE . SiEREBAX-Sdk-DatefHERR, KRXH
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
AEHGEIERPEIERIIEIERIASHA256 B AL Ak hashfE

EIRBIFERINGFEFRERN:

SDK-HMAC-SHA256

20191115T0336552
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a
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2.4 1HEHERZ

$5SK ( Secret Access Key ) FNBIZBRYFEZFRIENINZIAHZREAIEMAN, TESE
B, BisEE R OEEIRTER

RCHBEN T

signature = HexEncode (HMAC(Secret Access Key, string to sign))

HAHMACGIEZBIEXMINSFIZE, HexEncodefgit+75it4l . (B Eu5ABTN
xR2-1FiR,

% 2-1 SHuRA

SHEWR SHRE
Secret Access Key TE2EB
string to sign SIS

{Bi&Secret Access Key AMFyfvK41ba2gigM7Uio6PznpdUKGpownRZImVmHc, Rit
H18Ff¥signaturey:

7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

2.5 LR EREERL

FITEEEE, BEeiamzlAuthorizationBIHTTPEESL . AuthorizationjHE3LRE
BEEERBEY, FERTFEMWIE,

{AFCRIENT

Authorization headerfZ2{5%3:
Authorization: algorithm Access=Access key, SignedHeaders=SignedHeaders, Signature=signature

BEFIENREIESAccessZBIBTIEEIRFIES, {BRSignedHeaders5Signature
ZHIREFRESR.

BREINERERLI:

SDK-HMAC-SHA256 Access=QTWAOYTTINDUT2QVKYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

BRI EHELE, BHIBNIIFBHTTPIERAET, BRERARIEE=IRSAPIN
K, HAPINXFTHSDINE. BIMAMEETE, ZERTSREEEFRNRRSHT
AVSS4hiE

BABEIEEEEERIT:

GET /v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limit=2&; marker=13551d6b-755d-4757-
b956-536f674975c0 HTTP/1.1

Host: service.region.example.com

Content-Type: application/json

x-sdk-date: 20191115T033655Z
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Authorization: SDK-HMAC-SHA256 Access=QTWAOYTTINDUT2QVKYUC, SignedHeaders=content-
type;host;x-sdk-date, Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

Curl75 =0T :

curl -X GET "https://service.region.example.com/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0" -H "content-type: application/json" -H "X-Sdk-
Date: 20191115T033655Z" -H "host: service.region.example.com" -H "Authorization: SDK-HMAC-SHA256
Access=QTWAOYTTINDUT2QVKYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe" -d $"
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AK/SK EZI\IHE{EIE S

AK/SKEZINIHRIERIZ
¥RENEndPoint
FREYAK/SK

SRERIREID

IRENK S ZF K-S 1D
EHASDK5demo

3.1 AK/SK EZI\NIHEERIZE

AK/SKEZINHRERIZUT:

1. APIERBEENKE.,
EFERBLUTER, 8iF:
- BFERIERURLAIENdpointFIURI,
-  FBFEZFAIERIAK/SK,
- BFXoSHEPAIREID. FIREID,
- BFXSHEHPHKSE. KSID,
- BT HostiiEZ=E.

& 3-1 (ERMEIR
{ERIR Ll

Endpoint WXE5RiET R, BI=RSEARERegionEARBHIAGEE,
B

KNG HIESE IR EndPoint,

URI APEEOREARBENRSH .
ESEERRSHNFEMEZEOSZTIRE.
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SR A8

AK/SK pIaERN, BE8ERIDSER. AK/SKETHERREH
78R,

SRENH B S E3RENAK/SK.

Project_Id IREID, EAZSHAPIEOEAIHEREEEURIF, ALUR
BIARRIIE .

RSS2 EIREUREID .

X-Project-1d FIREID, EZMBB=PHER. IREHRSIFECIEET

IES, AK/SKINERHT, #EzRRENZEORREER
BRI HE LT X-Project-Id,

RGBS EIRBIMEID .
X-Domain-ld W=D, BAiE:
e TokenIAIEAS T 5kEXToken,

o AK/SKINEATNT, £BIRFEVZEOER, SEEKER
S EgEX-Domain-ld, (£BKRSS: REHENAX S
¥IBX1g . A0OBS. CDNZ, )

KRG NIFSERNKSZFWSID,
Host APIEOFTE D HAYEIINE IR .
IE2E S RIRSHIEOFRBAPIDEPRIERESR .

2. APIER,
AFAMHEMAava, Go. Python. CEHEZMAENESHIZ R SDKFIERTRAGI, &7
LINEZSDKSdemoiFEENES, ARSERGISAPIRRIRAED, ¥
SDKEERLEIZRIN A
(1] #88
APLERLEAIAMIAIE, th3ZIFIRATAK/SK, BN ESEERIGRTAK/SKIFES .

3.2 3XHY EndPoint
R SEES S, BEIREIERERegionEREIISIEEE .
AU RIS ERAEH T,
0 5488
AFEMEAEXTIBERURLAYZEE], EAREndpointllservice.region.example.comJafi,

3.3 3XHY AK/SK
AR EERMITAK/SK, WATHNMILEIE, HEERE TEHBIAK/SKE, XEE—K

73: credentials.csv,

UNTERRR, AK (Access Key Id) , SK ( Secret Access Key ) o
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APl 2157 3 AK/SK BEZINIBREES:

3-1 credential.csv SHERAE

A B C
1 UserName AccessKeyld Secret Access Key
2 [hedz QTWAGTEEEPUT20VEYUC MFyfvK4lba? simmmen pdUKGpownRZImYmHc

BIETR
SB BREHE.
$B2 SRITBEREA LANMEPEL, ETHsRRSE “ROEE" .

SIS “HEER .
$R4 BE “FRLEERT , HA CIMEERER” TE.
SIS MAEIRER, BF “BE” , THER, BZERE

3-2 FREUAIDEA
ihiEH ©

HRIESAID = fEE = BlERE |=
OWDKSINQTWOBTZWEYEPC ahnigbaihg 2021/07/12 15:55:13 GMT+08:00
(1 588
SREXIGRTAK/SK, BESEIAMEELSE,
=+
455

3.4 3XEXIRA ID

AEEBEORAME, SO URLPFERENNBRS, $kEtokenld, EIFFEIRIVIE
WS, FRFERTEEEEH S HRNEINERS . MERSIKESEINT:

1. EXEHE.
2. REMBERNEAGLANAREL, ATRSIRPRE “BRNEIE" , 85 “‘In
EID” o

IMBRATY RS =RRETIIERE, FiAGregionalAIfERE, BAIE
Region MEUZINH, MEMARINMRE. Eit, 555 TE, TalfIxRPHL
FISAIIRSS RS RIRXI N ATRegion ( FTEXY ) , AAHZAMZIERFIREVREID,
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APl 2157 3 AK/SK BEZINIBREES:

& 3-3 E&WE ID

pani 027

o7e67efE

(10 88
MREBEEFINEID, BRHZINE, BEAFIBESIERIKE.
3.5 FKEUKS{FIMKS ID

FEBEORENR, B9 URLPFEZBEAKSZHKSID, MIAFESEEEREERSS
ESREVFIMKSEZFMKSID . WWSHFKSIDIRENZ R T

1. BRFFSE,
2. RBEGBERNEALANARRL, ATRSIRPSE “BAEIE” .
BEEKSEMKSID,

3-4 EEWSZFKS ID

3.6 £7% SDK 5 demo

3.6.1 Java

AGLADEAT BB, NBINaEavaliBEHhEERRAPIEREZRISDK, ERILIEES
ATBICES, AESEERRIBERD R R SDKEEREIZRIN AH .
AR

HHSDKREEERIEE, FEETIRSZAISDKIEE, =ARSSSDKIEZNSDK,

R

o RENFFZIZIDEA 2021.1.3, AJEIDEAEL ML FEAIHITIUHHITRE, HET
HEEEREEHRERERER.

e JDK: Java Development Kit 1.8.111%LAEMRAS, BIZEOracleES FERE
o, ZAZiFlava Development Kit 17gLA_ERRAS .
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https://console.huaweicloud.com/
https://support.huaweicloud.com/devg-sdk/zh-cn_topic_0070637169.html
https://www.jetbrains.com/zh-cn/idea/
https://www.oracle.com/technetwork/java/javase/downloads/index.html

APl 2157 3 AK/SK BEZINIBREES:

e MavenGiilt: https://repo.huaweicloud.com/apache/maven/maven-3/,

¥XEY SDK
UL TFESDKSDemo,
REREEREEWNT:
ZFR 38R
libs\java-sdk-core-x.x.x.jar EHASDK
pom.xml gEMavenIEﬁﬁﬁﬁé, TE M EL Kkt
changelog TEHE
src JIFE 2 SDKAYdemoftAs:
e WebSocketDemo.java
e OkHttpDemo.java.

LargeFileUploadDemo.java

e HttpClientDemo.java

5|A%:

e (Constant.java

e SSLCipherSuiteUtil.java

e UnsupportProtocolException.java

WNEREAmavent@i®, AJLAERSDKEAAIlibs\java-sdk-core-x.x.x.jar, HBaJLA{FEH
maveniR{R S EFHYjava-sdk-core-x.x.x.jar, mavenZEibilt Ahttps://
mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/com/huawei/
apigateway/java-sdk-core/, BcEmaven]ERI5 AR S Whttps://
bbs.huaweicloud.com/forum/forum.php?mod=viewthread&tid=1779,

BOAjava-sdk-coref&kEfitImavenE BTN :

<dependency>
<groupld>com.huawei.apigateway</groupld>
<artifactld>java-sdk-core</artifactld>
<version> SDKE kA E</version>
</dependency>
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APl 2457 3 AK/SK EZINIBREES:

(AR
B mavent@ZEAY, settingsxmUEFHREEN, BIIATHSE:
1. fEprofiles T =R IMANTAS:

<profile>
<id>MyProfile</id>
<repositories>
<repository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>

</profile>
2. TEmirrorsTssarpiEN:
<mirror>

<id>huaweicloud</id>

<mirrorOf>* !HuaweiCloudSDK</mirrorOf>

<url>https://repo.huaweicloud.com/repository/maven/</url>
</mirror>

3. t&hNactiveProfilestr& g EHCE :
<activeProfiles>
<activeProfile>MyProfile</activeProfile>
</activeProfiles>

IDEA BIECE LU
SFEUTMEERN, APRBWSFERIERE,
o  SATFE
e BIZIDEA mavenIig
1. BATHIHE
a. FJFFIDEA, TEZER#Z1%IE “File > New > Project from Existing Sources” .
IEIRRIESRY “APIGW-java-sdk-x.x.x” {Ek, gd “OK” , EATRHIT

B
b. 7£ “Import Project” TaM, i%&#F “Create project from existing
sources” o

ELEEE T “Next” , &F “Maven” , migBds “Create” .
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C.

Create

IDEARISFESIIEOSNFEOCIETRE. thit, EPEPREE “New

Window” .

2. fQI3ZIDEA mavenI?g

a.
b.

FTFFIDEA, TESRERH=IEIE “File > NEW > Project” o

EEETIERE “New Project” , HEFHIEFELUTSHE, B “Create” .
Name: 1EE “apig-sdk-maven-demo” ,

Build system: &% “Maven”

JDK: FFPBECHIMRA.

IDEASTHFELEIE O SFEOCIRTIE, thit, EEEPEE “New
Window” .

BREITIEAHRY “src” 0 “libs” XS FIZapig-sdk-maven-demoT#E
To

N5k 01 (2024-02-18)
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e. FEEHEMavenTIEHIpom.xml3Zi&,

EEMBRAIRENME, WE “pomxml” EUATHABEF N EIEEER

B

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/

maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>
</configuration>
</plugin>
</plugins>
</build>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>

<dependencies>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.15</version>

</dependency>

<dependency>
<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

STRERRA 01 (2024-02-18) IREUE © ERREARBIRAS 16
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</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>
<dependency>
&= AR E R SThRER >

<systemPath>${project.basedir}/libs/java-sdk-core- XXXjar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>SDKKgZE</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>
f.  T&EMavenikifi, i%F “pomxml” HFHEHIEE “Maven > Reload
project” .

kR 01 (2024-02-18) WRIERE © HERRARBIRAT
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apig-sdk-maven-demo

Jidea

g FEAMIRETEF “src” X, Wi “HttpClientDemo” , I FEIEEREE]
SLRREIERLIN

API EFH

REMCRESOARMREREUERBR . LITLERETIERM, N EMEEEaIN
FARiEASDKHITIERESE .

STRERRA 01 (2024-02-18) IR © ERRABIRAT 18



APl 2157 3 AK/SK BEZINIBREES:

£ IEAPISEERZIHttpClientDemo.javad TR & .
(RERLY::

HttpClientDemomR5|FLATREE, BJ7E “3REXSDK” BHH “src” XHTESE:

e Constant: demoAZINES.

e SSLCipherSuiteUtil: tISSAFECESHIT RS, tIIFER P imARIGIES
e UnsupportProtocolException: SEIEZE,

public class HttpClientDemo {
private static final Logger LOGGER = LoggerFactory.getLogger(HttpClientDemo.class);
public static void main(String[] args) throws Exception {
// Create a new request.
Request httpClientRequest = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication.
// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
httpClientRequest.setKey(System.getenv (" HUAWEICLOUD _SDK_AK"));
httpClientRequest.setSecret(System.getenv(" HUAWEICLOUD_SDK SK"));
httpClientRequest.setMethod("POST");
httpClientRequest.setUrl("your url");
httpClientRequest.addHeader ("Content-Type", "text/plain");
httpClientRequest.setBody("demo");
} catch (Exception e) {
LOGGER.error(e.getMessage());
return;

CloseableHttpClient client = null;
try {
// Sign the request.
HttpRequestBase signedRequest = Client.sign(httpClientRequest,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);
if (Constant.DO_VERIFY) {
// creat httpClient and verify ssl certificate
HostName.setUrlHostName (httpClientRequest.getHost());
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClientWithVerify(Constant.INTERNATIONAL_PROTOCOL);
}else {
// creat httpClient and do not verify ssl certificate
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);
}
HttpResponse response = client.execute(signedRequest);
// Print the body of the response.
HttpEntity resEntity = response.getEntity();
if (resEntity '= null) {
LOGGER.info("Processing Body with name: {} and value: {}", System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));
}

} catch (Exception e) {
LOGGER.error(e.getMessage());

} finally {
if (client != null) {

client.close();

}

}

}
}

#£IR2 jzfTHttpClientDemo.java, SHBEKRFITES . IHIAAPIFFTENER
ISR :
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3.6.2 Go

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe0280a6e1466e9cb6f23bcccdba29, SignedHeaders=host;x-sdk-date,
Signature=26b2abfa40a4acf3c38b286cb6cbd9f07c2c22d1285bf0d4f6cf1f02d3bfdbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955¢5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

E{"200": "sdk success"}, FREZMIN, APIFINIEKREIRiR.
ANRELZAKELSKAYE, APIMIGIREIAVEIR(SEerror_msg,

R

AF5LAIntelli) IDEATE R, NBUTEGoRBHERAPIERZEZAISDK, EHaTlA
BIEENRATRRAE, AESEBBIRPROIESZSDKERMEIEIN AR,

AR

ZSDKREAERINEE, FEERMRSBAISDKINGE, =ERSSSDKIESMSDK,

&

& IDEA FFRIRR

o FREVFZ%EIntelli) IDEA, TIZEIntelli) IDEAE ML TE
o FEHZEGoZES, HJEGOES FEE M.
o TEIDEARRZLZEGOIGH, 1BFTF “File > Settings” , W TEFR.

3-5 IDEA &% Go 1@E

Settings
Q- Plugins Marketplace 2 Installed Updates
Appearance & Behavior
- Qrod 3
Keymap
) Search Results (190)
Editor
| Pugins [ Go Template
Version Control Languages Languages
Build, Execution, Deployment This plugin extends Intelli) Support for Go ten
Languages & Frameworks clatl"v:'m -.'.'i-_l‘ Go-specific EI"giI‘E”
coding assistance and tool (https://golang.org

Tools P

9 +7747K w4
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¥XEX SDK
Atk FE SDKSDemo
TRIEAE EERENAISDKICAS R B IDH T A o
2R Izk)2
core\escape.go 1R RIE N
core\signer.go FHZSDK
demo.go ~ECES
IDEA TREFENTHI

£181 FTFFIDEA, i%EIRSEE “File > New > Project” o
s “New Project” XHEHE, % “Go” , B “Next” o

Mew Project

Java
Java Enterprise
'; JBoss

ol J2ME

M Clouds
Spring
Java FX
Android
Intelli) Platform Plugin

@ Spring Initializr
Mawven

Gradle

& Groovy
Grails

Application Forge

° Go Modules (vgo)

S8 BFE .7, EREARHEERIEEZEGAISDKIER, BE “Finish” .

& Go 1121
Index entire GOPATH

Additional Libraries and Frameworks:

[ ]+ Python
[ a5 SQL Support

NH5hRZA 01 (2024-02-18)
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Bl New Project

Project name: APIGW-go-sdk-2.0.0

Project location: | EAApiDemodAPIGW-go-sdk-2.0.0

$I]3 TRIECEE, BREMUT,

Bl apigw-go - [E:\ApiDemo\APIGW-go-sdk-2.0.0] - Intelli) IDEA 2016.2.3
File Edit View Mavigate Code Analyze Refactor Build Run Tools VCS

' APIGW-go-sdk-2.0.0 |
G- Project "7 I I g

v B APIGW-go-sdk-2.0.0 E:\ApiDemo\APIGW-go-sdk-2.0.0
[ .idea
[ core

i
escape.go

m 1 Project |

" signer.go
[ licenses
[& APIGW-go-sdk-2.0.0.iml
" demo.go
il External Libraries

II 1 Structure

R

iBkEZ5 APIEA
$£B1 EITRE$5| Asdk (signer.go) -

import "./core"

2 HER—1N#rA9Signer, S BIBINAKFISKIE
s := core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
Key: os.Getenv("HUAWEICLOUD_SDK_AK"),
Secret: os.Getenv("HUAWEICLOUD_SDK_SK"),
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SE3 Ep— P #FRIRequest, IEEHE . HiEE. iBEKurlflbody,
//The following example shows how to set the request URL and parameters to query a VPC list.
//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.
r, _ = http.NewRequest("GET", "https://service.region.example.com/v1/{project_id}/vpcs?a=1",
ioutil. NopCloser(bytes.NewBuffer([]byte(""))))

SRA FINFTESTREM LY, SEEMBRE, MBSMEHEFRIIX-Project-Id,
& ERIRSH=HIFINX-Domain-Id,

/Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
r.Header.Add ("X-Project-I1d", "xxx")

TS HTER, TR SEEKRPIRINATFTERZAIX-Sdk-DateskFAuthorizationsk .
s.Sign(r)

$IE6 HIEIAPI, BEFEIBAIER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

.

3.6.3 Python

AL AIntelli) IDEATE A, NBIMTTEPythonIMEFERKAPIERKEZRISDK, &
AUBEESATATIREARE, RESEFRIRPESIEBERSOKEREIENAES,
(RERL

HEEZSDKRABAEZINEE, FEETREMSDKINEE, =IRBZSDKIESMSDK,

ERIRE
o FRENFZ%EIntelli) IDEA, BIZEIntelli) IDEAE S ML & .
o FRENFHZREEPythonZZER ( BJfERE2.7.9+8¢3.X, ©52.7.9) , AIEPythonES
TETUE FEo
Python&3e5ehkfE, EaniTH{FEMpip%ix “requests” &,

pip install requests

mERy:
NRpipZicrequestsiBENEREIR, 15 FEFEMPythonITILX M, FRpip, AEH
WITLA RS R
o TEIDEARZZEPythonidfd, S TEFIR.
Settings
Q- Plugins Marketplace 2 Instal
Appearance & Behavior Q- python 3
Keymap
. Search Results (41)
Editor
L Plgins [ MicroPython
Version Control B Languages T ]
Build, Execution, Deployment The Python plug-in provides Support for h
Languages & Frameworks smart c—di'_irg far Pythan . devices il"_:l"'_E
scripts. The feature set of the PyCharm. Fea
Lz G =K 26,2019 +25M %39 C—H 12 20
4
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$XEX SDK
st TESDKSDemo,
REEEREMRNT:

LR 1588
apig_sdk\__init__.py SDK{{HS
apig_sdk\signer.py

main.py ~HIHS

licenses\license-requests

FE=FFlicense3 {4

THTRESAN
FIB1 FTFFIDEA, EIRFEE “File > New > Project” o

s “New Project” XHiEIE, 1#%&1F “Python”

New Project (=)

o
Gralls Project SDK: Python 3.7 (Python 3.7.2) ~ New...
Application Forge Additional Libraries and Frameworks:

9 Go [1EJf] Diango

9 Go Modules (vgo) 1€ Google App Engine (Python)

% Dep [ 5QL Support

5 App Engine
Static Web

(2 Nodejs and NPM

E Flash

aa PHP Template language:

K Kotlin Templates folder: templates
Empty Project Enable Django admin

Mext Cancel Help

£ BREE “Next” , BHELITXHEE. 8F “..

SDKE&2, B “Finish” .

MNew Project
Project name: | APIGW-python-sdk-2.0.1

Project location: | EA\ApiDemao\APIGW-python-sdk-2.0.1

$E5 “ Next” .

7, R ERIRHEE IR EERY

NH5hRZA 01 (2024-02-18)
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e TiECEfE, BREWUT.

APIGW-python-sdk-2.0.1 [EA\ApiDemao\APIGW-python-sdk-2.0.1] -
File Edit View Mavigate Code Analyze Refactor Build Run

APIGW-python-sdk-2.0.1 main.py

Project + B - o — ma

APIGW-python-sdk-2.0.1
> Jidea
» apig_sdk

I 1 Project |
{

b licenses
n APIGW-python-sdk-2.0.Liml
main.py
test_signer.py
¥ External Libraries

Scratches and Consoles

et

iERERS APIER

SER1

£HR2

H$EE3

+R4

$IE5

Ean 1T, EMpipZEE “requests” F,

pip install requests

EIfEH5| Napig_sdk,

from apig_sdk import signer
import requests

HR— A EHISigner, BAAKFISK,

sig = signer.Signer()

# Set the AK/SK to sign and authenticate the request.

# Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

# In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK")

sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK')

H£r— 1 #A9Request, FEEEHSZ . HiER . iB3Kurifdbody,
VAEHIFAB =IRSBHIEIIVPCHIRIE O MBI, HTTPFSIEAGET, 1% ( Endpoint) /9

service.region.example.com, 53K
URI: /v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs?limit=1

# The following example shows how to set the request URL and parameters to query a VPC list.
r = signer.HttpRequest("GET", "https://
{service}.region.example.com/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limit=1")

# rbody = "{\"a\":1}"

AINFBEZANERBEEL, EEMARLEY, WNBHE7H=HFRI0X-Project-
Id, SEEBIRSH=FIRIIX-Domain-Id, WRFNISMEKREEL, EREES
payl R

r.headers = {"X-Project-Id": "xxx"
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+Ig6 Eﬁ'ﬁ—’g, HIT RS TEIERSEH PRI T ERRIX-Sdk-DateskFAuthorization
sig.;ign(r)
() % Be
o X-Sdk-DateR— MM RMSE5EZRNEKIEELSH .
o BEBXIMLEELSHSETEE, BSDKEIT=HK.
S£BT HEAPI, BEIHUER,

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

R
3.64 C#
AF5LAVisual Studio TEAH, NBIMTECHIMEFRERAPIERTEZRISDK, EAILL
BEEENRATIRERR, AESERABIREIPESASDKEMEIERINAF,
(MARIY:
BESDKRBEERINEE, FEE=RBZAISDKINEE, =IRSSSDKIESWSDK,
EFNE
FRENFHZ 2 Visual Studio, BIZVisual StudioE A ML T .
¥XEX SDK
mUtt FESDKSDemo,
fRIEREREMWNT:
ZFR 585
apigateway-signature\Signer.cs SDK{LH3
apigateway-signature\HttpEncoder.cs
sdk-request\Program.cs FRBRREIKAES
csharp.sin TEXH
licenses\license-referencesource FE=FElicenseX (&
FIRIEE

XESDKEHHY “csharp.sin” X4, 3JFH I 2. EH, apigateway-signatureli B9
SCMBFEENHZZE, AT Net Framework5.Net CoreliH ., “sdk-request”
B NAERRA
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BREZS APIER

SER1

LER2

S£IR3

LIRS

FEIREHP5|Asdk,

using System;

using System.Net;

using System.IO;

using System.Net.Http;
using System.Threading;
using APIGATEWAY_SDK;

HEpE— 1 #BSigner, IEANAKFISK,

Signer signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

signer.Key = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK");

signer.Secret = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK");

HRk— 1 #rRYRequest, IEEEBZ . FiER . i5Kurifllbody .

//The following example shows how to set the request URL and parameters to query a VPC list.
HttpRequest r = new HttpRequest("GET", new Uri("https://
{service}.region.example.com/v1/77b6ad4cba5**********Qa8ffA4fd /vpcs?limit=1"));

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

rbody =""

NNBESZHEMLE, siEEMEIRLE, BB HS=TIRINX-Project-1d,
& 2BIRFBH=HARI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
r.headers.Add("X-Project-1d", "xxx");

HITER, HITIHRESER— 1 #AYHttpWebRequest, HEIERSHPIRINATFE
B HB9X-Sdk-DateskF0Authorizationk,

WNRIEFEHHTTP Client, BSJLUNIBERPFREELEMEEFER, XTLEPER, BSE
AK/SKERZINEERIERE

HttpWebRequest req = signer.Sign(r);

IBIEIAPI, BEFIBAER.

try

{
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

catch (WebException e)

{
HttpWebResponse resp = (HttpWebResponse)e.Response;
if (resp != null)
{

Console.WriteLine((int)resp.StatusCode + " " + resp.StatusDescription);
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

else

Console.WriteLine(e.Message);

}
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}

Console.WriteLine("---------------- ");

R

3.6.5 JavaScript
AT LAIntelli) IDEATERAI, NBIMIEISIERERAPIEREZHISDK,, EATLAE
ES NG TIEARRE, RESEFERRBENDEEASDKEMEIEAIN A,
LAFEEENode. jsHA IR ME I 48)avaScripthISDKEER .

AR

FZSDKREEEENEE, ~EE=IRSBHISDKINEE, =iRZSDKIiESMSDK,

EENE
o FRENFZ%EIntelli) IDEA, TIZEIntelli) IDEAE S ML &
o FRENHZEENodejsiitf), nJENodejsE FERE & o

NodelsZiEfg, Eap<1TH, FAnpmZE “moment” #1 “moment-timezone”
RIR

npm install moment --save

npm install moment-timezone --save

o 7EIDEAHZEENodejstlft, MBI

Settings
Plugins Marketplace 2 Installed Updates
Appearance & Behavior nodejs 3
Keymap
) Search Results (4)

Editor

[ Pugine VNS NPM Script Runner
Version Control JavaScript JavaScript
Build, Execution, Deployment Support for Nodejs projects. Nodejs package json sc
Languages & Frameworks :Ea'_LII’Ef: :\LII".“JCdE.JS - runner.

applications from the IDE and Ad4—H % 3017 113
Tools G —H 11,2019 L6M tr4.2
MU TFESDKSDemo,

BRERTGIRREERIS R, BERBREWAT:

B Lz

signer.js SDK{LHES
node_demo.js Nodejs =t
test.js Mzt A
licenses\license-crypto-js FE=FElicenseX {4
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2R

ol

licenses\license-node

BETEE

$£IR1 JFFIDEA, iEIRZE “File > New > Project” .
G “New Project” XHiEHE, 1%E#F “Static Web” , B “Next” o

Mew Project

# Gradle

& Groovy
Griffon
Grails
Application Forge

& Go

¥ Dep

(2 Nodejs and NPM

E Flash

K Kotlin
Python

X5

[l HTMLS Bailerplate

€Y Web Starter Kit

4 React App

@ Foundation

Ed Twitter Baotstrap

¥ Angular)s

1Y Angular CLI

£ React Native

Web modules are used for developing Web applications using technologies

such as HTML/CSS, JavaScript, PHP and so on. They do not support
developing Java applications.

S8 HBE .7, EREARHEERIEEZEGAISDKIER, BE “Finish” .

Mew Project

Project name: |APIGW—javascript—sdk—E.D.D |

Project location: | E\ApiDemo\APIGW-javascript-sdk-2.0.0

b More Settings

Previous Cancel Help

$]3 e iztlEfR, BREWUT.
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Project B - o —
v [y APIGW-javascript-sdk-2.0.0 £\ ApiDemo\ APIGIN-)

> idea

b licenses

w APIGW-javascript-sdk-2.0.0.iml
3 node_dema.js
srpackage-lockjson
5 signers
5 testjs
¥ |l External Libraries

o Scratches and Consoles

#0124 EIDEABOA LS, 8F “Edit Configurations” & “Add Configurations”

Edit Configurations...

5 BE ‘47, &E “Nodejs” o

Run/Debug Configurations

* »
Add New Configuration

 Gruntjs

¥ Gulpjs

| JAR Application
[55 JavaScript Debug
;ﬂ lest

AF JUnit

i Jupyter Moteboolk
K Kotlin

K Kotlin script

) Lettuce

1 Maven

) Mocha

(5] Nodeunit

186  “JavaScript file” % “node_demo.js” , B “OK” , SERkECE.
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Run/Debug Configurations @
+ — B W » Name: node_demojs [ share []Allow parallel run
~ (5 Node.js . . . :

. Canfiguration Browser [ Live Edit V& Profiling Logs
(Enode_dema.js
> JTemplates MNode interpreter: C:\Program Files\nodejs\node.exe 10.15.3 ~

Node parameters:

Working directory: E\ApiDema\APIGW-javascript-sdk-2.0.0

JavaScript file: node_demo.js|

Application parameters:

Environment variables:

¥ Before launch: Activate tool window

35

(7] Cancel Apply
BT

APl AR ( Node.js )

SB1 EH5S1TH, Hnpm%zE “moment” 1 “moment-timezone” &1k,

npm install moment --save
npm install moment-timezone --save

LTE2 TEIREFS|Asignerjs,

var signer = require('./signer')
var http = require('http')

I3 Epi— 1 FrAYSigner, BN “Key” #0 “Secret” .

var sig = new signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig.Key = process.env.HUAWEICLOUD_SDK_AK

sig.Secret = process.env.HUAWEICLOUD_SDK_SK

FWA LR— P #HIRequest, IEEHZ . 5iEA. iBKuriflbody
//The following example shows how to set the request URL and parameters to query a VPC list.

var r = new signer.HttpRequest("GET",
"service.region.example.com/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limie=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.
rbody =";

TS MIFTESKAVEMSLS, SEEMBIERkE, BB H=FRI0X-Project-1d,
o & 2 BRFBH=HIRI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
rheaders = {"X-Project-1d": "xxx"};

6 HITER, HITIHRHMESEMIBKRSE, BTFEI@EhttpsiEX, BRSHEFTHFINTHETF
L2 R9X-Sdk-DatesLFJAuthorizationsk

SRS 01 (2024-02-18) IS © ERRAGIRAT 31



APl 2157 3 AK/SK BZINIHREIES

var opt = sig.Sign(r)

FIB7 HEAPI, BEIHTLEE,

var req = https.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
)
req.on("error",function(err){
console.log(err.message)

)
req.write(r.body)
req.end()

R
3.6.6 PHP

AP LAIntelli) IDEATE I, NMBU{TEPHPIAERERAPIERESZHISDK, EaJLA
BHIESNTROATRREE, AESERAIRBROIESZSDKERZIEIN AT,
(D e

BZSDKREEEZIEE, FEE=IRBAISDKINEE, =IRSZSDKIEESMSDK,

IERIME
o FRENFHZZEIntelli) IDEA, A EIntelli) IDEAES ML T
o REVHZLEPHPLES, AIEPHPES FERMHE M.
o EPHPZEHZFHRY “php.ini-production” ZHEEHIF “C:\windows” , EEZH
“php.ini” , HEXHEHHIENNTHS .
extension_dir = "{phpZ 7=} ext"

extension=openssl
extension=curl

o TEIDEAFRZIEPHPIEM, W1 TFEFR.
B settings
Q- Plugins Marketplace 2 Installed Updates

Appearance & Behavior

Q- php| 3
Keymap
) Search Results (129)

Editor

| Pugine SR PHP Annotations
Version Control Languages Framework integratic
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHuk
Languages & Frameworks dr:I:nggin. 3l-|3'u|."i'_. Smarty, kcuc:s | Donate Install:

Twig and various frameworks Just install and be hap
B C=F 08 2019 +19M 35 i
SXEY SDK
mit FESDKSDemo.,

R ERTGEIRREERIS R, BERBREWAT:
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signer.php SDK{LHES
index.php ~ECES

BIETE
11 FTFFIDEA, EIREE “File > New > Project” o
3 “New Project” XHFHEHE, iE#F “php” , BiF “Next” ,

New Project 55

. . II) PHP Empty Project
® Spring Initializr

@ Composer Project
Maven

& Gradle

S Groovy
Griffon
Grails

Application Forge

= Scala
e e———
E Kotlin

& Go
¥ Dep

Cancel [ Help

B2 B “7, EREAINEERIEIREMEESIISDKEER, B “Finish”
Bl nNew Project (=5

Project name: |APIGW—php—sd|-c—2.D.D| |

Project location: | EAApiDemao\APIGW-php-sdk-2.0.0

P More Settings

Previous Cancel Help
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e TiECEfE, BREWUT.

APIGW-php-sdk-2.0.0

g Project = B = 0o —
2|~ g APIGW-php-sdk-2.0.0
= > Jidea
| .
m APIGW-php-sdk-2.0.0.iml
me index.php

w Signer.php
> External Libraries

Scratches and Consoles

e

iERERS APIIERA

SER1

$ER3

F$R4

EEIFSIAsdK,

require 'signer.php’;

&R — 1 #EdSigner,  IEANAKFISK,

$signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
$signer->Key = getenv('HUAWEICLOUD_SDK_AK'");

$signer->Secret = getenv('HUAWEICLOUD_SDK_SK');

HRk— N #rRYRequest, IEEEFZ . AR i5Kuriflbody .

//The following example shows how to set the request URL and parameters to query a VPC list.
$req = new Request('GET', 'https://service.region.example.com/v1/{project_id}/vpcs?limit=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

$req->body =";

DB EEZNIEMLE, siEEMRERROkE, BB HSEFFINX-Project-Id,
o & 2 BRFBHEHIARI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
$req->headers = array(

'X-Project-Id' => 'xxx',

)
HITEZ, HUITIHREESER— 1 Scurl ETFTNZE,

$curl = $signer->Sign($req);

IBIEAPI, BEILIIER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

.
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3.6.7 C+
ERTE

$REY SDK

+

PALinux UbuntuRF A6, BEEELRRESSUHEXTE,

1. Z%opensslE,
apt-get install libssl-dev

2. ZTEcurlE,

apt-get install libcurl4-openssl-dev

ARy
BESDKREEEEEE, FEERIRFHISDKINEE, =ARSSSDKIESNSDK,
St FESDKSDemo,
RERNAERESENEE, REREREDNT:

B otz
hasher.cpp SDK{LH3
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

constants.h

Makefile Makefile3Z{4

main.cpp AN A

iBRE25 APIAR
FIE1 fEmain.cppFIIANLATEIA.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

&R —NFTRYSIgner, FEAK/SKDBIEN .
//Set the AK/SK to sign and authenticate the request.

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running

N5k 01 (2024-02-18)
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this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
Signer signer(getenv("HUAWEICLOUD_SDK_AK"), getenv("HUAWEICLOUD_SDK_SK"));

&R — 1 FTHYRequestParams, 18EGIAS . BE . iBKuri. EiFFFEHbody,

//Specify a request method, such as GET, PUT, POST, DELETE, HEAD, and PATCH.

//Set a request URL.

//Set parameters for the request URL.

//Add a body if you have specified the PUT or POST method. Special characters, such as the double

quotation mark ("), contained in the body must be escaped.

RequestParams* request = new RequestParams("GET", "service.region.example.com",
"limit=2", "");

FINEELZHLE, SEEMAERLE, NBMBAFSFRINX-Project-Id, &
£BEIRSH=FiRINX-Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
request->addHeader("X-Project-1d", "xxx");

HITER, PUTIREEERAIZEZ LA requestZEER,

signer.createSignature(request);

{FERcurlFERIEIAPI, BFLEIER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

non

Iv1/{project_id}/vpcs",

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

}
e O \):

neon

+ header.getValue();
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curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {

long status;

curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);

printf("status %d\n", status);

printf(resp_header.memory);

printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

return 0;
}
FB,T7 BiTmakedpSiwiE, BEIATHITIE mMain, HiTmainX{d, EEER,
TR

368C

EFRIE
PALinux UbuntuRFAHI, BEFELRRSSUHEXIE,

1. Z%opensslZE,
apt-get install libssl-dev

2. ZEcurlE,

apt-get install libcurl4-openssl-dev

¥XHY SDK
() %88
ERZSDKREAERINEE, FEERMRSAISDKINGE, =BRSSSDKIESMSDK,
Atk FESDKSDemo.
FRERNAERRETZRNGR, BEEERSENT:
B 5iEA
sigher_common.c FZSDKILHE

signer_common.h

signer.c

signer.h
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2R 588

Makefile Makefile3Z{4

main.c AN

iERERS APIEHA

gz

I3

Emain.chIIANLA TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

FR—sig_params_tZRBIRIT =, EAAKHISK,

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig_str_t ak = sig_str(getenv("HUAWEICLOUD_SDK_AK"));

sig_str_t sk = sig_str(getenv("HUAWEICLOUD_SDK_SK"));

params.key = ak;

params.secret = sk;

BERER. B&. i5kuri. EiGFFEbody,
sig_str_t host = sig_str("service.region.example.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/v1/{project_id}/vpcs");
sig_str_t query_str = sig_str("limit=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params.payload = payload;

1EnskERe, EEMAERSLE, WNBMBIFSRIOK-Project-Id, HELFBIR
Fiz=hiRnX-Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
sig_headers_add(&params.headers, "X-Project-I1d", "xxx");

BHITES, PUTIHRBSEERIIZEEZ LA requestTE,

sig_sign(&para ms),

{EcurlZEiHIaAPI, BEIHOLE,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
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}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

}

1IzfTmakedp$miE, BEITHITEmMain, HiTmainXd, BEEER,

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti =0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;

R
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AP 2157 3 AK/SK EZINIBREIES:

3.6.9 Android

A75LAANdroid StudioTEAHI, MM4BufalfEAndroid MEHEERAPIEREERISDK,
AL BEESATROTIERR, AESEAMEIRBESERESDKERRIEINA

F,
ERIRE
SKENFFZZEANdroid Studio, AJZAndroid StudioE 5 ML & .
$XEX SDK
(RARIY:
FRSDKREEEREE, TEE=IRFBAISDKINEE, =IRSEZSDKIEESMSDK,
At TESDKSDemo,
RESEREMEWNT:
EHR AR
app\ ZE TR
build.gradle gradlefR & 314
gradle.properties
settings.gradle
FIHIE

#£181 $JFAndroid Studio, %&#% “File > Open” ,
e H RN NEE IR R R S RISDKES R .
B2 ITHIER, BREBUT,
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https://developer.android.com/studio/
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APl 2157 3 AK/SK BZINIEREIES

e app
b manifests
v Java
e com.testappsignature
£ MainActivity
» com.testappsignature (androidTest)
> com.test.appsignature (test)
v res
» drawable
v layout
5 activity_main.xml
> mipmap
> values

w (# Gradle Scripts

# build.gradle (Project: android)

# build.gradle (Module: app)
gradle.properties (Global Properties)

radle-wrapper.properties (Gradle Version)

grad| pper.propert

= proguard-rules.pro (ProGuard Rules for app)
proguard-rules.p
gradle.properties (Project Properties)

 settings.gradle (Project Settings)

oL

local.properties (S0 Location)

-

iERERS AP

£B1 7EAndroid TREHRY “app/libs” BRT, MIASDKETEjarE. HjarG s /MeEiE:
e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.9.9.jar

$2 7 “build.gradle” AN okhttpEERIIKES .

#£ “build.gradle” 37{4FEY “dependencies” AN “implementation
'‘com.squareup.okhttp3:okhttp:3.11.0'”7 ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.11.0'
}

I3 BliErequest, WIANAKFISK, FHEEES . 7555 . iB5Kuriflbody.
Request request = new Request();
try {
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

request.setKey(System.getenv("HUAWEICLOUD_SDK_AK"));
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request.setSecret(System.getenv("HUAWEICLOUD_SDK_SK"));
request.setMethod ("GET");
request.setUrl("https://service.region.example.com3/v1/{project_id}/vpcs");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

TEA EKFITER, HEokhttp3.RequestiTERKIFTAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

.
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APl &2

4 $EIRADIR A

HixtoiehA

LIFRZ=IRSAVAPIET, INERBR “APIGW” FFLAYFEIRG,

R FHITLIE

% 4-1 {Ei215

IFEEUTNENSHE

H=E | H\RER HTTP | iEX BHRG R
K&
i
APIGW. | The API does not exist | 404 APIREFEDR | i52%E"The API
0101 or has not been EMEIRE does not exist or
published in the has not been
environment. published in the
environment."{[
oI AR? Qb1
APIGW. | The API does not 404 APIEKRFEAR | RBAPIEKAGE
0101 exist. yees EREAPIENRY
FiEMEE
APIGW. | The backend does not | 404 TiEHE SR BEBATIF
0103 exist.
APIGW. | The plug-ins do not 400 | TiEENEMAED | BKREARSF
0104 exist. =1
APIGW. | The backend 400 | TiEHEIEIRED | BAERRARSZHF
0105 configurations do not =1
exist.
APIGW. | Orchestration error. 400 fmiEEIR KBEAPIEEAIET
0106 EiRsHEREE
APIGW. | API request error. 400 | BRBAAEE | FERAGIENEK
0201
APIGW. | Request entity too 413 iBkbodyid X R NMERKbody A/
0201 large. (KF12M)
XHhRAS 01 (2024-02-18) IRAERE © LA/ ARBIRAE 43
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4 $EIRADIR A

fEIRg B2 HTTP | iEX BRI R
K&
i}
APIGW. | Request URI too large. | 414 | i&RURIIZX R/ INERURIA /N
0201
APIGW. | Request headers too | 494 | i&skskigk B RSL AN
0201 large.
APIGW. | Backend unavailable. | 502 [EimAn] A BEAPIRBNG
0201 Imitei 2 A A
APIGW. | Backend timeout. 504 [EimiBaT N N ET B
0201 NSRBI BT 8]
APIGW. | Incorrect IAM 401 IAMINIEHEESE | IB2EIAMIAIEES
0301 authentication = Bz E
information.
APIGW. | The IAM user is not 403 IAMBRARF | ERRPEEHE/
0302 authorized to access 5Ia]API A2 ERE
the API.
APIGW. | Incorrect app 401 APPINIESESE | APPEZINIERT,
0303 authentication = MU TEE:
information. o HEERIT
&, BR. &8
S8, BRI
ERAFERNS
%, BRE. B8
2. BKIKE
B
o IEEFimilE
A8 =& E
B2EFEHAPPIA
IEEAAAPIIEES
ZLrBaYER,
APPCODEEZIA
UERY, fanTiE
B: KEBEKRES
s 7 X-Apig-
AppCodesLig;
APIGW. | The app is not 403 | APPASAIFIAIE | INEAPPEEIEN
0304 authorized to access API 15I1aJAPI
the API.
APIGW. | Incorrect 401 INIHEEEIR KMEANHEERS
0305 authentication 1FH#
information.
APIGW. | API access denied. 403 AAVFABBIAPI | BEEEIENAD
0306 API

MAERRAS 01 (2024-02-18)
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https://support.huaweicloud.com/devg-apig/apig-dev-180307011.html
https://support.huaweicloud.com/devg-apig/apig-dev-180307011.html

AP| E2Z35F

4 $EIRADIR A

=B | ERER HTTP | iEX BRI R
K&
i3
APIGW. | The token must be 401 TokenFEEEH | o FTFFMNIAMIRS
0307 updated. ¥%HYToken
o thBRBEEEH
T A [Eregioniy
0O, SEFER
FTokenskRL,
N EREO
URL
APIGW. | The throttling 429 | BERIRERS | o HFMIZRIFE
0308 threshold has been AEl. BAEY
reached. APIB¥®RZIH
1a]200)%
o =ARSFHIAY
AP, —iRFiE
BEEREN, 155
TR Eh
iaJ
o MGHEAPIRIXIR
el =FaellfE
APIl, WNFTEFE
PRER, BRI R
BEBATIF
APIGW. | The project is 403 projectA~BIfEEH | {EERAEEprojecti
0310 unavailable. ia]
APIGW. | Incorrect debugging 401 MRS | RERASIS
0311 authentication =
information.
APIGW. | Unknown client IP 403 TRRBERIR | BRERARSZE
0401 address. |PHBLE
APIGW. | The IP address is not | 403 IPHBUE AR FBIFIS | 1B IPHIIEE B
0402 authorized to access ia) B/B2ERF
the API.
APIGW. | Access to the backend | 403 FiwIPAFIFL | RimlPHEtslfSin
0404 IP address has been i3] 1A 3T R AY I PHbE
denied. AFFipaE, 15
BIPHI R EHE/
HRRRE, e
BN EIRIPES
==,
APIGW. | The app quota has 405 | APPEEBHIAT | T3SLAPPECAR
0501 been used up. 3
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AP| 1S 4 $EIRIBIRAA
=B | ERER HTTP | iEX BRI R
K&
it
APIGW. | The app has been 405 | APPH#RIGRES REAE, BaiE
0502 frozen. “REEE &
=8
APIGW. | Internal server error. 500 AEREEIR BRI
0601
APIGW. | Bad request. 400 | IEEIBXR KMEEKEEAR
0602
APIGW. | Domain name 500 | BRI mEREHS, L
0605 resolution failed. Mg B2 REHET
izl il
APIGW. | Failed to load the APl | 500 | RNNELAPIECE | BXERIEAS
0606 configurations.
APIGW. | The following protocol | 400 | MY A#EAIF, | BUASTIFAOINY
0607 is supported: {xxx} RN E (HTTP/HTTPS)
XXX 1508)
R oxASE
PRI AR S
sk
APIGW. | Failed to obtain the 500 TESRENEIEIE | BXEBATF
0608 admin token. =)
APIGW. | The VPC backend does | 500 | #FZlivpc/Fin | BFRBASIF
0609 not exist.
APIGW. | No backend available. | 502 REMEENE | KERERnER
0610 i aJH
APIGW. | The backend port 500 | EimiwORKE | BREREAE
0611 does not exist.
APIGW. | An API cannot call 500 | APIERBES 1ELZAPIfSimbeC
0612 itself. B, BERE
ReEEBIE10E
APIGW. | The IAM service is 503 IAMBRSZERIA | BARRARSIF
0613 currently unavailable. 1)
APIGW. | Backend signature 500 |itBEmREREX | BRERASE
0705 calculation failed. 5y
APIGW. | The service is 403 RS 1EXHE S EPTBITAYIRSS
0801 unavailable in the regionAaJifiE | @& XZiFiEregion
currently selected a1l
region.
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AP| E235F

4 $EIRADIR A

ERE | ERER HTTP | IBX BRI
g
APIGW. | The IAM user is 403 | ZIAMARFES | REEARFE
0802 forbidden in the Biregionmhifss
currently selected H
region.
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APl &£&15R 5 B IlalgR

3k

ik
S
o
=

FInBm= NEARERBAPI

APIFRR B IFIKIER

Body(A@ERILAFRES5EZ

BEXRHBLSHERBILUFRSE5ES

{EAIEATAK/SKIHEE

IAMINIEHEEEIR

APPINIEHERHEIR

"The API does not exist or has not been published in the environment."N{@JfZR?

5.1 FInBia=STFEAER API

MRENZREFMEF, FRERSAPIIIEEEIN—MEKHEELSHX-Project-
SHEEZPVREID, 1EIN2%X-Project-IdiEXIRIEIBES N EZSDKSdemo,

5.2 APl AR A SFIKIER

APIMKSZHFKiERE, EERESER, BRORAASTEIR,

5.3 Body 2B LA 5T
LHIEABIIBodyHITEEAT, BEEBLFMUATSHMSHIE:
X-Sdk-Content-Sha256:UNSIGNED-PAYLOAD
WINZ S, Xdbodyit&hashfiERIEIIUNSIGNED-PAYLOAD,

4 BRERLSHERTLUFSEER

WNRITIREBAK/SKERZINEE L FEETRAPIERESR , 1B5FEX-Sdk-Datesie
5%% y = \1‘m1ﬁ—.}2 ﬁ E %”‘?ﬁ__ﬁ\_ )
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APl ZZ18F

(6]
HE
&
i

[

MRIEERENTIRMRAISDKHITE R, WAFEZEPLBEREELSHSEE
%, SDKREEGEBITREMLESHS 5L, HEMSRER . WREMNEKE
BASHNEEEBRRERETN, BolEEEENHEEE.

5.5 {FFIERT AK/SK &3
NR(FAIRRTAK/SKITBERER, BISEZSDKEMEINAERT, BEEHELFNUTS
HIISHE:
X-Security-Token:{securit:yToken}
[E{ERIGRTAK/SKIHERIHITEE, FESDKSAK/SKAIZEZSDK—EL,
£ BIE—API, ZRINEEE “ERAMNE" , HEfH,
$IR2 FREVHERIKSHYIRETAK/SKS {security Token}, {5SHIAMEZNH,
?uuu%‘%%urﬂﬁ_@%zﬂa :

"credential": {
"access": "POHEQUQ4XBWXY5WD69X0",
"expires_at": "2022-10-17T18:51:25.231000Z",
"secret": "3WJu****hDVs",
"securitytoken": "XXXXXX....."
}
}

$I|3 WEEKR, HEEEESH.

request.setKey("POHE****69X0");
request.setSecret("3WJu****hDVs");

request.setMethod (" GET");

request.setUrl("urt'),

request.addHeader ("X-Security-Token", "XXXXXX....." );

e

5.6 IAM IAEEEEIR
IAMINEEEHEIRE

e Incorrect IAM authentication information: verify aksk signature fail

e Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden

e Incorrect IAM authentication information: decrypt token fail
e Incorrect IAM authentication information: Get secretKey failed

Incorrect IAM authentication information: verify aksk signature fail
{

"error_msg": "Incorrect IAM authentication information: verify aksk signature fail, ......
"error_code": "APIGW.0301",
"request_id": "Rt

}
REEEES
BRINEEXEREER, ERHTENERERSAPINXHERNERZERAE.,
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https://support.huaweicloud.com/api-iam/iam_04_0002.html

APl ZZ18F

B2

%2

BRRTE
LiE—: 8FA%E.
SREVAPIMX1T & HJcanonicalRequest,

MIREE(EEAIbodyHIREX “request_id” , @id “request_id” &fkshubaoTi =AY
error.log (errorlogfECLS &% ) , fEerrorlog#3kElcanonicalRequest,

2019/01/26 11:34:27 [error] 1211#0: *76 [lua] responses.lua:170: rewrite():
473a4370fbaf69e42f9da243eb8f8c52;app-1;Incorrect IAM authentication information: verify signature
fail;SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=b2ef2cddcef89cbfe22974c988909c1a94b1ac54114c30b8fe083d34a259e0f5;canonicalRequest:GE
T

/app1/

host:test.com
x-sdk-date:20190126T033427Z

host;x-sdk-date

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855, client: 192.168.0.1, server:
shubao, request: "GET /app1 HTTP/1.1", host: "test.com"

BEEHTEN B &R A S 5 E Fimit&fJcanonicalRequest, BFPIESSDKH
it&canonicalRequestfIfI BN T :

x 5-1 EIES SDK #11+& canonicalRequest B9 E

5= VA=

java libs/java-sdk-core-..* jarsh
com.cloud.sdk.auth.signer.DefaultSigner.classHRAgsigniR]

c signer.cRAYsig_signE# o

C++ signer.cppfAYSigner::createSignatureRE

c# signer.csHRRISIgNEREL o

go signer.goRAISIgNEREL .

JavaScri | signer.js#fgSigner.prototype.SignE&E
pt

python | signer.pydB9SigniRE .

php signer.php®AJSignEREL .

Bigan, TR EIRENEIcanonicalRequest,

POST
/app1/

host:test.com
x-sdk-date:20190126T033950Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

$183 LRER1FNIEE2H R canonicalRequest2 B —3 .

o 2, iEtEappsecretifskEFEH. (FENTM: appsecretmiskPZE T4 )
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APl E&18r 5 & DU ja)sR
e &,
- FITFRRE: BRBEEFEFRE—H.
- F2IARE: BREBEEFRE—H.
- FTAE: BERSHERE—H.
-  FA-5TFRE: BRLER, BTEHERET—H.
- FIIARRE: BRLSHBNHENERLERITHFREF .
- ZB81TA[E: iEKbodyBE(RIF—E,
= 5-2 LbE API MXF0Z FimitERY canonicalRequest
T | 2% APIRJ%E E i
&
1 BKREE GET POST
2 | KR /app1/ /app1/
3 BRESH = =
4 BRLER host:test.com host:test.com
5 BXRLEE x-sdk- x-sdk-
date:20190126T03342 | date:20190126T033950Z
77
=T - i}
7 B5RLESHZIIE | host;x-sdk-date host;x-sdk-date
8 iB3kbodyHJhash{& | e3b0c44298fc1c149af | e3b0c44298fc1c149afbf4c89
bf4c8996fb92427ae41 | 96fb92427ae41e4649b934ca
e4649b934ca495991b | 495991b7852b855
7852b855

----45R
& A& ZFRFERYT
LT THjshRE, EETILEESDK, KEEEFHH,
2 REEGREE, FRNKESETH “demo.html” X4,
T3 IREUx-sdk-datefd, x-sdk-datefB/RSZHRIATEIEZETE15minkAR .

1. EREPIET “F127 , HERMBEFIEE “Sources > Snippets > New
snippet” .

2. BLITRBEHRIAMEISCcript snippetd, SABELMAEScript snippetZFR,
% “Run” 5, “Console” H#JENRYEREX-sdk-datefE
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AP| £&Z15r

% O] | Eements Console
Page Snippets >
+ New snippet

‘% Script snippet #1

Performance insights & Sources  Network  Performance  Memory

9 function getTime() {

Application  Security  Lighthouse

+ twoChar(date.getUTCDate()) + "T" +

1@ date = new Date();

11 return ** + date.getUTCFull¥ear() + twoChar(date.getUTCHonth() + 1)

12 twoChar (date.getUTCHours () + twoChar(date.getUTCHinutes(}) + twoChar(date.getUTCSeconds()) + 2"
131

14 getTime()

{} Line 14, Column 10

What's New Search

'20221227T0640091"

function twoChar(s) {
if (s >=10) {
return "" +s
} else {
return "0" +s
}

}

function getTime() {

var date = new Date();
return "" + date.getUTCFullYear() + twoChar(date.getUTCMonth() + 1) + twoChar(date.getUTCDate()) +

LI

EditThisCookie

twoChar(date.getUTCHours()) + twoChar(date.getUTCMinutes()) + twoChar(date.getUTCSeconds()) +

nzn
}
getTime()

$IB4 Bx-sdk-dateifiNFEIHeadersd, HIESHSS%, 8BF “debug” KIS ZF/HE.
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WRIERE © HERRARBIRAT

52



AP| £&Z15r

FIE5

%6

Apigateway Signature Test

Key Secret

6cc7e0042e1645c4bc954368d3b495a8 €954368d3b495a86cc7e0042e1645c4be

Method url

GET 4

Headers

X-Sdk-Date 20221208T015751Z

Add

Body

£

| |

curl -X GET sy fget” -H "X-Sdk-Date: 20221208T015751Z" -H "host: * -H "Authorization: SDK-HMAC-SHA256 Access
=6¢c7e0042e1645c4bc954368d3b49528, SignedHeaders=host;x-sdk-date, Signature=488409e25642fd03753216238f89¢35b466e93b3470160a92894f5

‘Nole: accessing the API from browser requires support for CORS
rejected

host:
x-sdk-date:20221208T015751Z

hostx-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

SDK-HMAC-SHA256
20221208T015751Z
d66ff33d28fa397f5746dbbdc6f7a34fbfb0edf0229a5415d92fca5bag6240dc

SDK-HMAC-SHAZ256 Access=6cc7e0042e1645c4bc954368d2b435a8, SignedHeaders=hostx-sdk-date, Signature=488409e25642fd03753a16238f89%e35b4
66e93b3470160a9e894{53e79f2108a

JEget\delete\headiEzk, FEERbodylk, FE _LEBodytEFRRINbody (15
RiZiERIIbody—2 ) o

SHZBAEFcurlds S, FEamdmSTHIeT, curlipSHITEBHIT I —2,

curl -X GET "http://192.168.0.1:10000/get" -H "X-Sdk-Date: 20221208T015751Z" -H "host:
192.168.0.1:10000" -H "Authorization: SDK-HMAC-SHA256 Access=6cc7e0042e1645c4bc954368d3b495a8,

SignedHeaders=host;x-sdk-date,
Signature=488409e25642fd03753a16238f89e35b466e93b3470160a9e894f53e79f2108a" -d $"

WNERBEE N authorization, MEZEiBcurlss$EmBIAuthorizationZiRABEENZ
Ro

ELRAMMRIE P ERER S ERER

FlnHEEjavaiE S € Z 8 HHIcanonicalRequest. stringToSign.
authorizationHeader(#, S5jseJiitEEFZHFREE—H,
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codingException

String messageDigestContent = calculateContentHash(request)

Stringl

signedHeaders = getSignedHeaders(request)

String canoni

[1 signingKey = deriveSigning

-

Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden
{

"error_msg": "Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden." ......

"error_code": "APIGW.0301",

"request_id"; "R

}

BIEEEES

o akskEZITEEIR, iB2%Incorrect IAM authentication information: verify
aksk signature failf2R753%,

o  akXIRZAISkAILEL

o akskMEHDEANLEE, ELELEIRSRAL, EESHHP (SO HHREIEY, 1R
AR FERIERER) -

e tokenfEiXHT, tokeniZHA,

Incorrect IAM authentication information: decrypt token fail
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIGW.0301",
"request_id"; "R

}
EEEES
FAPRIAPIEREIAMIAIE, TOKENARHTEEML,
RRRINE

o (EEIRENtokendIF5iE, tokenEREIEH .
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o 1QEFKEtokenfIMME SEARIMERE

Incorrect IAM authentication information: Get secretKey failed
{

"error_code": "APIGW.0301",
"request_id"; "rrrERE

}
BEEEES

FAFHIAPIEREIAMIAIE, fEREAK/SKEZHINIAE, (BRAKREE.
RIS E

MEBEAKESEE1EM,

o R — H S
5.7 APP AIEHSEEIR
APPINIEERIRIRE
e Incorrect app authentication information: app not found, appkey xxx

e Incorrect app authentication information: verify signature fail,
canonicalRequest

e Incorrect app authentication information: signature expired

Incorrect app authentication information: app not found, appkey xxx
{

"error_msg": "Incorrect app authentication information: app not found, appkey
01177c425f71487ea362ba84dc4abe5e1",

"error_code": "APIGW.0303",

"request_id": "a5322eb89048eb41d705491a76a05aca"

}

AlRERE
appkeyBt E{EIR .
BRI

1 FAPINXEHISRENAEMSHMZRIEE “APISE > SIESR”
T2 BEWNAERESR, HEANEREES.
$E3 BF “Key” H, HEHFHFEHappkey,

-

Incorrect app authentication information: verify signature fail,
canonicalRequest
{

"error_msg": "Incorrect app authentication information: verify signature fail, canonicalRequest:GET|/test/||
host:d7da6fe436fb48f2af3c5c2e5b203df7.example.com|x-sdk-date:20230527T015431Z||host;x-sdk-date|
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855",

"error_code": "APIGW.0303",

"request_id": "cb141a91c945e68950a14a8eff5d62dc"

}
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GRS
FBRNLEE L FRAEOH, ERiRITENERERSAPINKITENEZERERE.
BRAE

iB2%Incorrect IAM authentication information: verify aksk signature fail,

Incorrect app authentication information: signature expired
{

"error_msg": "Incorrect app authentication information: signature expired, signature
time:20230527T000431Z,server time:202305277020608Z",

"error_code": "APIGW.0303",

"request_id": "fd6530a01c09807640189e65e837b8ad"

}

AIRERE
22 RS 2 Ataj2kx-sdk-date SAPIGWAR S 22T /a4 ZE#B32 15min o
RRARINE

KMEEFIREEEE1ER.

5.8 "The API does not exist or has not been published
in the environment."{o[fFR?

EFAAPIRX R FIAIAPIREE, BIRIA TINFRIE R sERE:

1. AFAPIER{ERARIESE . BKRGIE. BIEARER,

- LLUNGUEAIAPIAPOSTS A, BMER T GETHIERAMA.

- HEEniAIaAIURLELAPEBHRAIURLD— /7 B2 ST AILE EIHAPI,
f5lanhttp://7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/
test/F0http://
7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/test&ILED
EARERIAPI,

2. APLRERM. APIRIZE, FEAMIBERNIMNEEAEER. BNEMEESE
7§¥EAPIO MREHBEFEEFRIE, 1EIEK “X-Stage” 2B NRMBAINE
3. BRI ALLEN. ANRAPIRIEE . 15KDA. BREH, BERHMIIKE, B

BER IR B ERRITEERIAPIFRTEDH . IBIEAPIFIENS A, flEe2

PMAPIDEE, BNDEEECHMRIINE, APIERE, AT HEMS BRI

Bo

4. KEAPIZEEFOPTIONSEEIER, WNIRFEROPTIONSIESIHIERK, IBEAPIFFF

JECORS, FHEIFEOPTIONSHUAIAPI, BEME(FESEHREREE.,
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https://support.huaweicloud.com/usermanual-apig/apig_03_0014.html
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