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1 (FRn=

1 {ERm=

APIMXEE SRR FARGS:

APLEARINEFR.:: APIBBAIEA X IAPPINIESEIAMIAIE, MIEEES R Mt

TFREARANENFLR, BAPIEXRFIDAIEESE.

- {SEAPPIAIE ( £2IAIE ) VERAPI: APLERBEBIZAPINEIZHKey
Secretf1SDK, YFAPHERIEITEZIAILE,

- {EFIAMIAIE ( TokeniAiE ) JEFHAPI: APLEBESIXENEIRBFEEHIAIE
Token, ZAEIEIAIETokeniEtEZIAPIER

- ERIAMIAE ( AK/SKIAIE ) EABAPI: APIEREEIZAK (Access Key
ID ) /SK ( Secret Access Key ) FOAPIMEIZHAYSDK, IFAPHERHITERLL
H,

BESGANENREF & : FRBENXALR, FRFERSPRE—RE, BH

YESINIERRSS -

- g@m%ﬁﬁiﬁafﬁmﬁﬂg@ﬁz AP R B R ETKRIHIAPIERH I TZ

iAi.I—.EO

- AT ERETENAEREE: APIGIHREH ARENTSKEAPINXIEL
BIAPIERFITREINIE.

BiRRSZEZRETTA: HAPHEAPINX L4PETEZ%H, NAPIMXKEIZAPI

HEIRIRS KX BRI SETHENIEZEE . 1ZAPINEIRIRS TELEMAPIN

KIRMHAYSDK, HINERFHPEZ(EEHITIRIE .
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2 {sEF3 APP TAUEEFE API

2.1 ERIESS

APPINIESZUEHAP, BSERFERBIINMER:

SFEVAPIHYIERIZE

TEAPIGSLEEIAIERE “APIBIE > APIBIK” , BRAPISFTHNAPIERE, 7
“APIZTT” MEWAPISH T HEBAPIRIES . ERIEFRIEKRA X,
APIE & HREIRE

TEAPIGELAi S E1%IE “APIETE > APIBIE” |, BRAPIEFFNAPIERS, £
“APIIZTT” TREH “BIiRECE > iimEX " PEECATHTE,
SREVAPIHSIANIES B

APPIAIE ( BRZIANIIE ) EXSAPIERHEITINZEES 20T, FTEREIAPIFTERUETER
KeyF1Secret, TEAPIGELAIIEFIRIERE “APIETE > FIREIR” , HAEIREFS,
$KRHVKey#Secret,

(1] %88
o AppKey/Key: APPIFEZ$AID., STABIHRIEAXRIANKEE—FRNRRF; H0Z5H DFIFA
BipREE—RER, MEKETINEESE.
e AppSecret/Secret: 5ifRZHIDEASFERIER, MERETINELES, ARRLE
7, FERLIEEREIER .
RIXAPIEKREY, HERIREETBEKRKBEELMX-Sdk-Date, FEZERETF
BEREELAYAuthorization

A EE
= iR E AR E SRS EIELE, BEEIERIEELX-Sdk-DatedIEH
P KIRE o

APIRIKER 7 RBGASEHS TS, EARIGIZATEESMXIEERAVETEZE, R
RIEIZERT 15928, APIRRGELEIBRK
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2.2 APP INIET{ERTE

1. EEHEEIER.
BEFEREIERATIZEBSAPINX (BEIAPISIE ) BRYTEHIMNIAELE, BIRE
PingZ . APINXEEINERERINERRS—H.

2. ([FREERINEMEECIRFEFRER,

3. [ERAK/SKIFEZHFRITEES.

4. BERHNEZEEENBRERLRINEIHTTPIEXRS, EEABTAFRHESH
RINEIHTTPIER A,

5. APIRXWENEXRE, HiT1~3, ItEER,

6. B3FMIEMNEZSSHERPNSAHITILE, NREFTE, WEEK, &
MEELIEX

(D e
APPEZ({N & #BodyR 12ME LA FRIERESZ .

LB 1: WIEMBIER

EFRAPPHHITERSINE, BAREACERAR, AEBHITER . BFiRS
APIRKAEFBERIANERAGE, ALUSHRE—THTTPIERAIBIEIRSEIERNERLES
R, NS niie.

HTTPIERALE (AR T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

i L AU LE RS S 1,
R EAE R :

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1. ¥i&EHTTPIERAGE (HTTPRequestMethod ) , LARITRFLEDE
HTTPigEK A%, WGET. PUT. POSTZ, &K EmAl:

GET

2. FIFSEURIZE (CanonicalURI) , LUSITRLEESR,
BX:
FBURI, EMBRERRERIR, RURIBIEIIERZRERDHIURIZR .
&t

HRIERFC 398617 URIESTE, FBERITRINEXIREZAS, BEPENEIDYUMR
ZURIGRRD . SNRURIBSZARLL “/” R, WEREERFM “/7 o

241
REIFAJURI: /appl, LEESREBRYIURIZRESA:
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GET
/app1/
(MERY::

HESERS, URILFILL “/7 R, RIEERE, BRI ¢/ 4R,
IIHSEEIIFRFER ( CanonicalQueryString ) , LURITRIEER
BX:
BOFHFE, NEISH. IRSEEASH, WATFRFE, BIFEEENEK
H=T,
&l
M eElFFEEEREUTEK:
- IRIBLATARNNENSEHZFEHI TURIZRD

" J570%IRFC 39867 XA IIFFREEFFFHITURIZRD, XLFFFEE:
A'Z\ a'Z\ 0'9\ TN N -*D~o

" ERWXYEIFMBFFIEI TR DRI, BERXFIY A+
(0-9%0A-F ) o fIgN, =REFFFLIMRID/%20, T RUTF-8FFF&IR
K “%XY%ZA%BC” &=,
- XTFBANSE, B “ URIRERIZSHE = URIRIEBAISHE - MRLSH
SHE, WEFHFHERE, ERRE “=7
PIILAFEBWANSH, HPEZPSHparm2iYENZT,
parmi=valuel&parm2=
- EEFHABUAFINFENSHZHTHIFE. i, UXEFEFFLRISH
BZHHELUNEFBbF LS HEZ Zh0.
- LHFENE— N SHEE, HETERF/HE.
TR
THPEERIAESE: a. b
GET

/app1/
a=1&b=2

INASEEESL ( CanonicalHeaders ) , LURITRIEER

BX:

WSEEESL, EMEREELIIR ., SIESZ5RPIFAEHTTPERLSIE, R
SLARE EX-Sdk-Date, FATFIISEZATIE], R 91SO8601FRERIUTCRTEIG
=: YYYYMMDDTHHMMSSZ . #18EAPI&#ZIERELEASEIAEERT, EEEINBE
YHIREEFR,

vt
= Pin TR A B ST RS RNREE, BRiEREELX-Sdk-DateflIEH
PWRKIRE

APIR KR T IIGATENS A, IEERIGIZATEES MW EIBERETEZE, R
AHEIZ AT 1590, APIRFEISIELAIER,

&zl
CanonicalHeadersHZMNERiEELHEFHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., G NMEKEEL
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( CanonicalHeadersEntry ) B9tz ILowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(MEEY::
o Lowercase RSB FRIEIRANNEFBAIRE
o  TrimalF=HIBRMERIEHNZRTIBAIREL
o HE—NMEKEBERELSET—MEITH . SMMFBE+CanonicalHeadersHS1EHHY
TR, ASHI— =17,
o HELSMBREHE M, HMS MARBELETRET, TiESTRIAILE.
2541

GET

/app1/

a=1&b=2
host:c967a237-cd6¢c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

k|

EHRLFREEREMUTEXK:

o BHERLBMERANNELN, HRFRISTEIEBTE.
o IRERFHREXEELZIRHITHFHF .
NELENEISS Sk

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b ¢ \n

X-Sdk-Date:20191111T093443Z\n
My-Header2: "a b c" \n

MEHEL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c"\n

x-sdk-date:201911117093443Z\n

NINATFERERLAER ( SignedHeaders ) , LURITRIES
*%)‘4 :

BZ2HER] QE;@U%O BIERINGEESL, [APIMNEEENERPIFRLEEE
EK%Q&E’J—*‘B y» LARIERGUEEKATAPIN K BT AR BSIHRLE B E Sk . X-Sdk-
dateARIENEEZRY; ﬁ%;ko

gt

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EEZHHELZTEFHRIATEK: J—JEK%EUT%Es&%%’"’iﬁﬁﬂjd\—%ﬁéﬁ, 1%
BFEAREEESLHTHR, FER ¢ RoRBNEEL,
LowercaseZR NGB FrriEit 0/ \Ei?— o

2545

IUTERREMNHEELS5&8R: host, x-sdk-date
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
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x-sdk-date:20191111T093443Z

host;x-sdk-date

6. HEHFHTTPERHTTPSIEKIEX #HIbodyfA ( RequestPayload ) , {FFISHA-25604
FRHOIERFE,
B
BRBRMA . BENREZMAMELEE: HexEncode(Hash(RequestPayload)), H
PHashFRERMESMERIRE, SRISFFSHA-2568%. HexEncodeZRRLA/\
BEFBHHIRCIFERIBase-164wA3HIREL . B8N, HexEncode("m") IR[EHEST
“6d” MIAR “6D” . MANB— NFEPEHRTZATW N IHFIER
() %88

itERequestPayloadfINAZERT, X+F “RequestPayload==null” {72, BHiEERTF
FFER""KRITE.

250

ARBIAGETHZE, bodylkhz, RiIBHEIENbody ( ZFFEHE ) WITF:
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSEFPSEIERHITIRELIE, EiESXIRequestPayloadigFB L IERIEIEE
B, FIEFLIENIEERUVIRANE N FRFERERRT.
EiX{BRS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FII IR RAIERIEEIER G -
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155¢0

$E 2: QIEFEFHE
MHTTPIEKIFITATEHEUSIERNIERERE, BHESEE X SaME—REnkiF
BRAFRE,
StringToSign =
Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

AP SEUREBANT o
e Algorithm

BEEIEX, }FSHA 256, EiEHSDK-HMAC-SHA256,
e RequestDateTime

I5RETEIEL . SIERIERLX-Sdk-DatefEMER, &R A
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
ZTIEFELIENITEIERK
iR BIAESRINFSFRER -

SDK-HMAC-SHA256
20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0
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LI’ 3: SR

FEAPP secretHIBIZRIFEFFRENIIZBRHF RN, HEER, BHEIEE
AtNEERTR .

RCRBaN T

signature = HexEncode(HMAC(APP secret, string to sign))

HAHMACIEZSAEXRIGAIZE, HexEncodedgiet+7xidtH . AXABHSENHBEN
&2-1rR.

& 2-1 2HRA

BHBIR SRR
APP secret BRAEH
string to sign BUEBRIFEFITEH

{BRIZAPP secretJFWTh5tqu2Pb9ZGt8NIO9XYZti2V1LTa8useKXMDS8, Mit+ESZIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4: FINEREBENERK

2.3 Java
IREinS

FTEEEE, BeiRnzlAuthorizationBIHTTPEESL , Authorization;g Bk
BEEER/BEELFR, TERFEMHRIE,
AR T

Authorization headerfZ2{5%3 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

BEFENRE I ASAccessZRIIZAIES, {BESignedHeaders5SignatureZBIiHE
FRESEH.
BRINSRBEELAN:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN****+++++ixNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

BRIERHEELE, BEIENMEIFERHTTPIERAET, ERGAIXBAPINK, H
APIMKSER BTN . BAMNEBISE, ZERA S REEFRIRSHITISZLIE,

B

{EF)avaiE SEAAPPINIERIAPIRY, ISFRESEIRENSDK, ARFENTEAE, &ES
Z R FBAPIRAIERAPI

\
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BUHESRIY

o CIEIAPIERER, BASIIAIFENES.
o DEZIIDEA 2022.2.1, WIRKZE, {EEIDEAES ML TE .

o BZ%Z)ava Development Kit 1.8.1118¢LA LA, WNRAKZEE, iEEOracleEX
THEHRETE . 4 xiF)ava Development Kit 178LA EIRAS

¥KEX SDK
IBERAPIMXIZEIG, &% (APINXAFHER ) B9 “SDK” &5, #HASDKREFH T
#HSDK,
S EE TESDKAISRITIRA, JREX “ApiGateway-java-sdk.zip” E456, MBEEBES
LT
2R k)2
libs\java-sdk-core-x.x.x.jar E8ASDK
pom.xml toEEMaven TEFTRS, ENXEMIKE
12
changelog TERE
src IIFEZ SDKAYdemofta:
e WebSocketDemo.java
e OkHttpDemo.java.
e LargeFileUploadDemo.java
e HttpClientDemo.java
5|A%:

e (Constant.java
e SSLCipherSuiteUtil.java
e UnsupportProtocolException.java

ANR{EAmMaventazZ®, AILABRSDKEHRIlibs\java-sdk-core-x.x.x.jar, tATLA{EFEFR
mavenizZ & S ERAYjava-sdk-core-x.x.x.jar, mavenZEit Ahttps://
mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/com/huawei/
apigateway/, EtE&EmaveniBERY75iERIZ2 Ilhttps://bbs.huaweicloud.com/forum/
forum.php?mod=viewthread&tid=1779, #HAmavenEEINFREGEFIRAAISDK
&, BN “3.2.4/” $KEY “java-sdk-core-3.2.4jar” , 3.2.49SDKEIRAS

Bl java-sdk-corefk§fAImavenEc EINA :

<dependency>
<groupld>com.huawei.apigateway</groupld>
<artifactld>java-sdk-core</artifactld>
<version>SDKE}RAS</version>
</dependency>

SASRRAS 13 (2024-04-03) WRIERE © EARITERARERAF 8


https://www.jetbrains.com/zh-cn/idea/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-java-sdk.zip
https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/com/huawei/apigateway/
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https://bbs.huaweicloud.com/forum/forum.php?mod=viewthread&tid=1779

AP| 3
&g 2 {EF8 APP IAIIEE R API

(AR
B mavent@ZEAY, settingsxmUEFHREEN, BIIATHSE:
1. fEprofiles T =R IMANTAS:

<profile>
<id>MyProfile</id>
<repositories>
<repository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>

</profile>
2. TEmirrorsTssarpiEN:
<mirror>

<id>huaweicloud</id>

<mirrorOf>* !HuaweiCloudSDK</mirrorOf>

<url>https://repo.huaweicloud.com/repository/maven/</url>
</mirror>

3. t&hNactiveProfilestr& g EHCE :
<activeProfiles>
<activeProfile>MyProfile</activeProfile>
</activeProfiles>

IDEA HYECETS R
SEUTNMEESN, BPARIEVSERERE,
o  SARBHLE
o BIZEIDEA mavenTig
1. BATBKE
a. ITFFIDEA, TEEE#Z1%EE “File > New > Project from Existing Sources”
EIRREFH “ APIGW-java-sdk-x.x.x” 3243, Bgd “OK” , BARBIT

=Fo
b. 7£ “Import Project” T, i%&#F “Create project from existing
”»
sources” .

ELEEETE “Next” , 3EIFE “Maven” , B8 “Create” .
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C.

Create

IDEARISFESIIEOSNFEOCIETRE. thit, EPEPREE “New

Window” .

2. fQI3ZIDEA mavenI?g

a.
b.

FTFFIDEA, TESRERH=IEIE “File > NEW > Project” o

EEETIERE “New Project” , HEFHIEFELUTSHE, B “Create” .
Name: 1EE “apig-sdk-maven-demo” ,

Build system: &% “Maven”

JDK: AFPHECHIRA,

IDEAZIFEHAIEASFFEOCIE IR, ik, E8EFEE “New
Window”

fEB_T@UIEEF'E’\J “src” 1 “libs” 4L E4$IFapig-sdk-maven-demoTFE

MAEARAS 13 (2024-04-03)
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e. FEEHEMavenTIEHIpom.xml3Zi&,

EEMBRAIRENME, WE “pomxml” EUATHABEF N EIEEER

B

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/

maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>
</configuration>
</plugin>
</plugins>
</build>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>

<dependencies>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.15</version>

</dependency>

<dependency>
<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

STRERRA 13 (2024-04-03) IR © ERRBRABRAT 11
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</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>
<dependency>
&= AR E R SThRER >

<systemPath>${project.basedir}/libs/java-sdk-core- XXXjar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>SDKKgZE</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>

f.  T&EMavenikifi, i%F “pomxml” HFHEHIEE “Maven > Reload

project” .
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v apig-sdk-maven-demo

Jidea

g FEAMIRETEF “src” X, Wi “HttpClientDemo” , I FEIEEREE]
SLRREIERLIN

AR API 7=fl
$£1 IEAPISEEHZEIHttpClientDemo.javad TR & .
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[MERY::
HttpClientDemoHr5|FLATREE, BJ#E “3RENSDK” BHHY “src” X TEE:
e Constant: demoFAZINES.
e SSLCipherSuiteUtil: tISAIERCESHAITRZ, tLUNAEEFPin A MRILIESR

e UnsupportProtocolException: FELIESE,

public class HttpClientDemo {
private static final Logger LOGGER = LoggerFactory.getLogger(HttpClientDemo.class);
public static void main(String[] args) throws Exception {
// Create a new request.
Request httpClientRequest = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication.
// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
httpClientRequest.setKey(System.getenv(" HUAWEICLOUD_SDK_AK"));
httpClientRequest.setSecret(System.getenv(" HUAWEICLOUD_SDK SK"));
httpClientRequest.setMethod("POST");
httpClientRequest.setUrl("your url");
httpClientRequest.addHeader("Content-Type", "text/plain");
httpClientRequest.setBody("demo");
} catch (Exception e) {
LOGGER.error(e.getMessage());
return;
}
CloseableHttpClient client = null;
try {
// Sign the request.
HttpRequestBase signedRequest = Client.sign(httpClientRequest,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);
if (Constant.DO_VERIFY) {
// creat httpClient and verify ssl certificate
HostName.setUrlHostName (httpClientRequest.getHost());
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClientWithVerify(Constant.INTERNATIONAL_PROTOCOL);
}else {
// creat httpClient and do not verify ssl certificate
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);
}
HttpResponse response = client.execute(signedRequest);
// Print the body of the response.
HttpEntity resEntity = response.getEntity();
if (resEntity '= null) {
LOGGER.info("Processing Body with name: {} and value: {}", System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));
}

} catch (Exception e) {
LOGGER.error(e.getMessage());

} finally {
if (client '= null) {

client.close();

}

}

}
}

$U2 i={THttpClientDemo.java, XHERIFHITEZ . HITAPIFITEIER
TIEERNT:

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe0280a6e1466e9cb6f23bcccdba29, SignedHeaders=host;x-sdk-date,
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Signature=26b2abfa40a4acf3c38b286cb6cbd9f07c2c22d1285bf0d4f6cf1f02d3bfdbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955c5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

FR{"200": "sdk success"}, FREEZMIN, APIREINIEKREGiR.
ANReTZEAKSGSKRYE, APIRIGIREIRIEEIR(S S error_msg,

2.4 Go

B

EFAGOIESEFEAPPINIERIAPIRY, FEESIRENSDK, REFEIRRE, RESEER
APIIRGIERBAPI,

ARELIntelli) IDEA 2022.2.1BRASFFINEE

BUIRSRY
o CHIAPIRSARGEE, BEFRSINERIES.
o DOTEGoZEH.14eLLEIRA, INRKEZE, BEGOES FERME M.

e EZX%Intelli) IDEA 2022.2.185LA ERRA, INRFKZEE, i5ZEIntelli) IDEAEFM
WhTRE

e BEfEIntell) IDEARRREGOIHM, MEXRLTEE, BIZEBER-1FIRETE,
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APl %
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2-1 L% Go

Plugins

g
q Go Template
<2

GoToTabs
GoogleTranslation
GoYacc Support

google-java-format

Plugins

> Version Control

v Build, Execution, Deployment 2 Godot Theme

?

¥KEN SDK
EEEAPIWS'E??%UE‘, 2% ( APIMXFFIER ) B9 “SDK” &5, #HASDKIREH T
(SDK,
B 1% FESDKRIGRFTARA, $KEX “ApiGateway-go-sdk.zip” E458, BERBRE
T
2 kil
core\escape.go SDKALHS
core\signer.go
demo.go ~ECES
WETE

F1 FJFFIntelli) IDEA, EIFZZEE “File > New > Project” .

s “New Project” XHEHE, “Name” EHESDKEFEMIHLAIZIR,
“Location” EEIZMEXAMREIRR, “Language” &R “Go” , B
“Create” ,
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APl %
&I 2 {$5F3 APP IAIEER API

2-2 Go

Add sample code

Create

$2 e TiztlEfR, BREWUT.

2-3 FETIE go HIRREM

go [:\ldeaProjects\go
idea

ﬂ demao. go

go.mod

“demo.go” JRBIES, IBRIESEIMERIENSHEER . BAMUBIRIBEESERE
FAAPIZRA

R
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iEAF8 API 7=l

£E1

S£IR2

I3

$R4

g

L6

ET 25| Asdk (signer.go) o

import "apig-sdk/go/core"

&R —NETRYSigner, BIANAppKeyF1AppSecret,

s := core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

Key: os.Getenv("HUAWEICLOUD_SDK_AK"),

Secret: os.Getenv("HUAWEICLOUD_SDK_SK"),
}

&R —NFTHYRequest, IEEHE . FHiESR. BKurl. queryflbody,

r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil.NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

LBiEKiRIx-stagesk, ABNNRR . WBFE, FIIFEZZAIEMLE.

r.Header.Add("x-stage", "RELEASE")

HITER, PITHRHESEERPRINAFERBAIX-Sdk-DateskFAuthorizationsk,
s.Sign(r)

IBAPI, BEEIHOER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

-

2.5 Python

Birin=

HURSR{

{EFPYythoniE=EHAPPINIERIAPIEY, BFEESIKENSDK, AEHETRR, =E5%E
ERAPIRGIEFEAPI

AE L Intelli) IDEA 2018.3. 5kRASFFIN4E

o CEIRENAPIRSRAAEE, BMESILAERNESR.

o EZRIEPythonZ#EE2.7.95k3 XA, MEFRLZE, {EEPythonEFS FHIRE F
o
PythonZZE5erkfa, f£cmd/shellEO{ERpipZiE “requests” &E.

pip install requests

(MARTY:
AR pipZEErequestsiBENERIEIR, 1B FEFHERPythond T, Fkpip, REH
PITA LS %,

e EZX%EIntelli) IDEA 2018.3.58 LA LRRA, WNERFKZEE, iB5=EIntelli) IDEAEFM
UHTE
e EffIntelll) IDEARRZRZEPythontfild, WIRKRLTE, BIZBER2-4FIREE,

STRERRA 13 (2024-04-03) IR © ERRBRABRAT 18


https://www.python.org/downloads/
https://bootstrap.pypa.io/get-pip.py
https://www.jetbrains.com/idea/
https://www.jetbrains.com/idea/

APl 3%
F&iEr 2 {EF8 APP IAIIEE R API

B 2-4 %% Python 14

Settings X
Qr Plugins Marketplace| 2 Installed Updates o ]
Appearance & Behavior
= p] 3
Keymap
. Search Results (41)
Editor
[ e [ MicroPython
Version Contrel Languages Framework integration
Build, Execution, Deployment The Python "'Iug in provides hon
Languages & Frameworks finan
Tools
Live Coding in Python python-typing-adder
Code tools Code toals
ets you run your Python
code as you typ
variable valu a
+=F 14, 2018 L 157K 5
0 Cancel

¥REX SDK
IFERAPIMXIZHIG, &% (APIRNXAFIER ) B “SDK” &5, HASDKREFH T

#SDK,

S T ESDKAYEFThRAN, 3RBX “ApiGateway-python-sdk.zip” 456, BERE
REUNT:

2R kA

apig_sdk\__init__.py SDK{LAS

apig_sdk\signer.py

main.py AN IR

backend_signature.py BinE ARG

licenses\license-requests FE=FFElicense3 {4

FETE
$I¥1 FTFFIDEA, EIRZEE “File > New > Project”
38 “New Project” IHEHE, &#E “Python” , B “Next” ,
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API 3
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2-5 Python

Mew Project

Maven

Gradle

& Groovy
Grails
Application Forge
o Go
“ Go Modules (vga)
® Dep

‘s App Engine

Static Web
E Flash

K Kotlin

& Empty Project

Project SDK: | [ Python 3.7.2 (D57 python.exe)

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:
Templates folder: templates

Application name:

Enable Django admin

2

Cancel

Help

FIR2 BIRETEH “Next” , sBHUUTIHEE, BF .7 , EEEXNEERIEZEEER
SDKE&fR, B85 “Finish” .

2-6 IEFRMEEERY SDK I&1E

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous Cancel

Help

MAEARAS 13 (2024-04-03)
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S|R3 ERITiRCIEE, BREWUT.

2-7 #iE T2 python B REHE

v pytheon
¥ Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__py
signer.py
b licenses
main.py

test_signer.py
m Python.iml

“maigljpy T ATBIRES, BIRIELIMERIEN S HEER . BAREBIRBESERA
API7=A1

R

iR APl 7=~
£ ETEF5| Napig_sdk,

from apig_sdk import signer
import requests
import os

B2 ER— 1 EHSigner, IEAAppKeyFAppSecret,

sig = signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK')

sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK")

I3 EpE— 1 RequestiiR, 1BEIEE . BKuri. headerflbody,
r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},

"body")
R4 HTER, PITHRBESEBRSHPRINATEZBIIX-Sdk-DatekFAuthorization
AR
X-Sdk-DateR— MU AS 5 EZRIBERHEERLSH,
sig.Sign(r)

LIS HIOAPI, BERIHIER,
resp = requests.request(r.method, r.scheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)

print(resp.status_code, resp.reason)
print(resp.content)

R

STRERRA 13 (2024-04-03) IR © ERRBRABRAT 21



AP| 3

Fxisrm 2 {3 APP JATIEIEFE API
2.6 C#
B{Ea=
{FERCHESIERAPPINIERIAPIRT, FRESEIRENSDK, REHFSDKEHFHNTIEN
%, RESEAPIERTREIERBAP,
BIRSM
o CEIRENAPINARER, BARSIAERIES.
e B2 Visual Studio 2019 version 16.8. 4850 FRA, GIRFKZEE, EZEVisual
StudioB 75 ™S &
¥REN SDK
IFERAPINXIZHG, &% (APINXAFERE ) BY “SDK” &Y5, #HASDKREH T
#SDK,
BRE# FESDKRIEHTRAS, 3REX “ApiGateway-csharp-sdk.zip” [E4E8, ##EEHE
REWT:
B kA
apigateway-signature SDK{LAS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIEKRREIED
backend-signature\ [RimsZnEI e
csharp.sln T
licenses\license- =7 Flicense3 {4
referencesource
FIRIEE

WHSDKEHRY “csharpsin” 32, FTHTE. TEPERWT3PME:

e apigateway-signature: SCIIEEZEZRHEZE, AJFTF Net Framework5.Net
CorelfiH .
e backend-signature: [FisIREZEZRA,

o sdk-request: FZRELENARRA, BRERERIENSHEER. BERE
IRBFIESEEABAPIS .
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AP| 3

F&igEE 2 {§F3 APP IAIEEF API
AR API 7=fl

LB EIREP5|Asdk,
using APIGATEWAY_SDK;

2 Hpi— 1 HhYSigner, 1EANAppKeyFlAppSecret,
Signer signer = new Signer();
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
signer.Key = Environment.GetEnvironmentVariable (" HUAWEICLOUD_SDK_AK");
signer.Secret = Environment.GetEnvironmentVariable (" HUAWEICLOUD_SDK SK");

I3 LER—HttpRequestXI R, fEEIHSIEZ . 1BKurlflbody.
HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?

query=value"));
rbody = "{\"a\":1}";

LTB’A [iEKRIx-stagesk, AFSHNEZ . EFE, FIFEEARVEMLI,
rheaders.Add("x-stage", "RELEASE");

FIF5 HITEZ, HITHRHMESER— 1 FHAIHttpWebRequest, HEBERSEHPHFINATE
FZHIX-Sdk-DatesLFAuthorizationsk,
HttpWebRequest req = signer.Sign(r);

$I86 HIEAPI, BEILIOER,

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

R

2.7 JavaScript

Birin=

fi:3-=5 78

{$)avaScriptiESiEAAAPPINEHIAPIRT, 1REBSIRESDK, REHETRE, B3
ZAPLERRGIERAPI,

JavaScript SDK3z#5Node.js. NSRSz ITINE.

EFALEKEEE, A=l ntelli) IDEA 2018.3.5kRA. #&&Node jsAE A,
e IR MRS EE

o CEIXHNAPIEREER, BEASIALGNES.

o EX%ENodejs&iEH15.10.08 LA EARA, WNERKZEE, 15ENodejsER FERE
T,

e BZ%Intelli) IDEA 2018.3.55k LA LA, WNRFKZE, iEZEIntelli) IDEAEHN
TR

e BfEintelli) IDEAFRZEENode)SITE, WNRKLZE, BIRIBE2-8FIRTE,
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AP| 3
&8 2 {EF8 APP IAIIEE R API

2-8 %24 NodeJS #ffH
B settings =]
Plugins 2 Installed Updates e
Appearance & Behavior 3

Keymap

Editor Search Results (6)

BTN nodes Nodejs Remote Interprater
Version Control o=@ Network
Build, Execution, Deployment Support for Node.js projects

Run and debug Nodejs

Languages & Frameworks ‘__ Node,j

Tools S
LiveEdit Beame Insta-ssl plugin
Web Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| provides
HTML and CS5 files HTTPS tunnel for exposing
G+=H 07, 2018 L 39M w4 @A 15,2017 25K
3
° Cance

$REY SDK
IFERAPIRXIZHIG, &% (APIRNXAFTER ) B “SDK” &1, HASDKREFH T

#SDK.,

S E1% FESDKIVERFThRAS, SKEY “ApiGateway-javascript-sdk.zip” 468, BBERE
BRI

ZR il

signer.js SDK{tHS

node_demo.js Nodejs~fHtHS

demo.html PR e
demo_require.html NEEEERBIAES ({F RrequirelilE )
test.js Mzt Fa Y

js\hmac-sha256.js NS UES

licenses\license-crypto-js FE=FElicenseX {4
licenses\license-node

FE
$181 $FTFFIntelli) IDEA, i&IREE “File > New > Project” ,

s “New Project” XHiEHE, 15%&#F “Static Web” , BBy “Next” ,
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APl 3%
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2-9 Static Web

MNew Project @

El HTMLS Boilerplate

&> React App
B Foundation

& Groowvy
Grails

Application Forge
PP J B | Bootstrap

& Go Y Angular)s
“ Go Modules (vgo) Y Angular CLI
% Dep & React Native

s App Engine

(=] MNodejs and NPM
E Flash

. Web modules are used for developing Web applications using
‘ Kotlin technelogies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

7 Python
= Empty Project 2
Il Cancel Help
£E2 BE L7, ERHANEERIEEREFRISDKIRER, $E “Finish”

2-10 ¥E3ZRRE/S JavaScript fi9 SDK B&1R

New Project [l

Project name: | JavaScript

Project location: | D:\java'JavaScript

b Maore Settings

Previous Cancel Help

$|3 e iztlEfR, BREWUT.

SASRRAS 13 (2024-04-03) WRIERE © LEARITERARERAF

25



API 3%
FAigr

2 {EF8 APP IAIIEE R API

2-11 $HEETFE JavaScript FIE R
w [ JavaScript
» idea
w ApiGateway-javascript-sdk-2.0.0
> IE
> licenses
i dema.html
i demao_require.html
5= node_demojs
1 package-lock.jsan
5 signer.js
i tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

e node_demojs: Nodejs~fl{HE, IBRIFSLIRERIENSEHEER . BMUER5R

BRiE=&iEFAPI ( Node.js ) =,

e demohtml: NLEERROULES, BIRIELIAMERIENSEEER . BAEAIRRA

ESZAMAPI (X553E) =61,

$¥84 B “Edit Configurations” , 38 “Run/Debug Configurations” IHEHE,

2-12 Click Edit Configurations

B A L mine] b 20 G

Edit Configurations...

H save 'main’ Configuration

rain

H$UB5 AT ‘47, &R “Nodejs” o

SASRRAS 13 (2024-04-03) WRIERE © LEARITERARERAF

26



API R
FAigr

2 {EF8 APP IAIIEE R API

2-13 1%&#F Node js

Run/Debug Configurations

1] - B £ "

Add Mew Configuration

—
£ Gruntjs
¥ Gulpjs

JAR Application
[55 JavaScript Debug

ﬁ Jest

4b JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

) Lettuce

Mawven

@ Mocha

(5] Modeunit

F£IB6 “JavaScript file” 1%#E “node_demo.js” , BB “OK” , THEE.

2-14 i%#2 node_demo.js

Run/Debug Configurations

+ — B F " Name: | node_demao.js
v (2 Nodejs . . . .
: Configuration Browser / Live Edit V8 Profiling Logs
_Contirsion_
> Python Node interpreter: Project node (DA \node.exs)

» JTemplates
Node parameters:

==

[ share [ Allow parallel run

10.15.3 ~ ||

Working directory: D:\javalJavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_demo.js

Application parameters:

Environment variables:

-

A APl ( Node.js ) 73<{l
LB TEILREFS|Asignerjs,

var signer = require('./signer)
var http = require('http')

T2 Hp— 1 AISigner, IEAAppKeyFlAppSecret,

var sig = new signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the

configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig.Key = process.env. HUAWEICLOUD_SDK AK
sig.Secret = process.env. HUAWEICLOUD _SDK_SK
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H— 1 RequestiI R, IEEFIER. 1B5Kurifbody,

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody ='{"a":1}

LEIEKIRNNx-stagesk, ABNANIER . NEFE, MIFTESZHE MK,

r.headers = { "x-stage":"RELEASE" }

1_13'\_1—1% PITIHRESE B KRS, BF6liEhttp(s)iEK, BXKSEFPHRNT B
FZZHIX-Sdk-DatesLFAuthorizationk

var opts = sig.Sign(r)

JHIEIAPI, Eélﬁlcﬂ#i WR(FEAhttpsifEl, W “http.request” BA
“https.request”

var req=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
b))
)
reg.on("error",function(err){
console.log(errmessage)
)
req.write(r.body)
reqg.end()

R

AR API (X588 ) =61

(FERISSRIHEAPI, EECIELIFOPTIONSSEMIAPI, BEASEBIES IO
OPTIONSHE T HIAPI, HiR[EELFTHH “Access-Control-Allow-*" tBifalizE]sk
ia, CITEBIFEAPIRTEIZ S CORSKIRMMX LSkt ,

Ehtmlh5 | Nsigner.js B A& .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

LfTug$n1}5|'5_] o

var sig = new signer.Signer()
sig.Key = getenv(' HUAWEICLOUD_SDK AK')
sig.Secret = getenv(' HUAWEICLOUD _SDK_SK')
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
rmethod = "POST"
ruri = "/app1"
r.body ='{"a":1}'
rquery = { "a" "1","b™2" }
r.headers = { "Content-Type":
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: req.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)
%

error: function (resp) {

application/json" }
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if (resp.readyState === 4) {
$('#status').html(resp.status)
$(‘#recv').html(resp.responseText)

}else {
$(‘#status').html(resp.state())

}

timeout: 1000
b

R

2.8 PHP
BFn=

{FFAPHPIESAHAPPIAIERIAPIES, RFEZESIRENSDK, AEFETIR, RESEAPI

R EEREAPI
AREF L LIntelli) IDEA 2018.3 5KRAFFINEE

o EIREAPIHERER, BASIIALERIES .

e EXEIntelli) IDEA 2018.3.58 LA LhRA, WNERFKZE, B5=EIntelli) IDEAEEM

ﬁE_Fﬁ o

o BEREPHPLILHS.0.35LA LIRS, RKZE, EEPHPES FENE .

o BPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , K&ZH

“php.ini” , FHEXHFFEINNMTHS .
extension_dir = "phpZL2ER F/ext"
extension=openssl
extension=curl

e EffIntell) IDEARRLRIEEPHPIGM, WNRKZLEE, BIRIBE2-15F

2-15 %% PHP #&f4

it

TR o

Bl sering: =
Q- Plugins Marketplace Installed Updates ]
Appearance & Behavior CL 2
Keymap
. Search Results (129)
Editor
| eugine PHP Annotations
Version Control K Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annctation GitHub |
Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Installation
Twig and various frameworks Just install and be happy
Tools 35 -
3. g 4
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Examples | Donate This plugin Donate using PayPal or
provides "Method Bitcoin This plugin adds auto,
2 150.5K 5 E3 4
(7] Cancel
Y B — = S JN=
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¥XEY SDK

gﬁ%mnmé@%%ﬂ‘a, 2% ( APIMXFAFIER ) 1Y “SDK” =15, HASDKREH T

:SDK,,

S EIE FRSDKRISRITRAS, $KEX “ApiGateway-php-sdk.zip” [£486, BESEHS

LRI

ZFR 4B

signer.php SDK{LAES

index.php ANl ReiE]

FETIE

1 FIFFIDEA, EIFZE “File > New > Project” o
3 “New Project” SHFEHE, i#EHE “PHP” , BEdE “Next” .

2-16 PHP
New Praject @

& Groovy @I PHP Empty Project

Gralls g Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
= Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
Pythan

Create empty project for PHP

= Empty Project

Cancel Help

S BF .7, EREAMHEERIEEZEGAISDKIERE, BE “Finish” .
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2-17 E&ZFEEEE php B9 SDK B842
Mew Project @

Project name: | php

Project location: | D:\java\php |

P More Settings

Previous Cancel Help
£I]3 TR IRECIEE, BREMNT.

2-18 FiET#E php RIBEREEN
v Igphp
> Jidea
v ApiGateway-php-sdk-
ahe index.php
ahw Signer.php
m Php.iml
» |l External Libraries

Scratches and Consoles

“signer.php” ARG, BIRELFERENSHEER . BAREIREIESERE
FAAPIIRA

e

VEFR APl =5
1 ERBH5|Asdk,

require 'signer.php’;

L2 Hpk— 1 HTRYSigner, 3EANAppKeyFlAppSecret,

$signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
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this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
$signer->Key = getenv(' HUAWEICLOUD_SDK AK');
$signer->Secret = getenv(' HUAWEICLOUD_SDK_SK');

T3 ER— P FIRequest, 1EEFIER . 1EKurlflbody ( bodytRIESEFRAYEE ISR
E) o
$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");
$reg->body ="
], [iERFx-stagesk, ASANIRE . IREFRE, FINFESZHEMLE
$req->headers = array(
'x-stage' => 'RELEASE',
)
B HTER, PITHRHESER— 1 Scurl L TXEE,
$curl = $signer->Sign($req);
26 HIEIAPI, BEEIRLIER,

2.9 C++
BFim=

HURSRM

$REX SDK

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

.

{FERC+HESIRAPPINIERIAPIRT, EBEIRENSDK, SEAPIERREIERAPI,

EIREAPIHIERESR, BASIIMERES .

2. ZLEopensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

ISERAPINXIZHIG, &% (APINXAFIERE ) B9 “SDK” 215, #ASDKIEH T
E‘zSDK

S EIE FESDKAIERFIRAS, FKEX “ApiGateway-cpp-sdk.zip” B8, BEREF
LN

B il
hasher.cpp SDK{LAS
hasher.h

header.h

RequestParams.cpp
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iEF3 API -1
SE

F£IR2

SR 15E8
RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z {4
main.cpp LS

FEmain.cppIIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

R — A HFTRYSigner, EAAppKeyFlAppSecret,

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

Signer signer(getenv("HUAWEICLOUD_SDK AK"), getenv(" HUAWEICLOUD_SDK_SK"));

H— 1 FA9RequestParams, IEESER. H& . iBKuri. BiE=FFrEF1body,

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

LBIERIRNNx-stagesk, ABRHAMRE . NREFTE, FIIFELZAVEMLIER,

request->addHeader("x-stage", "RELEASE");

HITER, HITIHRHESIEERIEZA LI requestZ £,

signer.createSignature(request);

{FERcurlFERIEIAPI, BELEER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
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210 C

iR

HURRSR

}

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

iz{TmakefpSHRIE, SEITHITEmMain, HiTmainXE, BEER.

R

{EFRCGESIEMRAPPINIERIAPIRT, 1&FEZSTIRENSDK, SEAPLERRAIERAPI,

1.

EIREAPIHIERESR, BASIIAMERES .
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2. Z&opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

¥REX SDK
IBERAPIRXIZHIG, &% (APIRNXAFIER ) B “SDK” &1, HASDKREFH T

#SDK,

?E?ﬁTﬁSDKH’JHEﬁEH&K, FREX “ApiGateway-c-sdk.zip” [E486), MRIEFEBEREN
AT

2R kA

signer_common.c SDK{LAS

signer_common.h

signer.c

signer.h

Makefile Makefile3Z {4
main.c S

&R API ;=4
;1 fEmain.cFIIALLTSIA,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

FIE2 E£p—sig_params_tFEBIRYEEE, EHAAppKeyFlAppSecret,

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.

sig_str_t app_key = sig_str(getenv(" HUAWEICLOUD_SDK _AK"));

sig_str_t app_secret = sig_str(getenv(" HUAWEICLOUD_SDK_SK"));

params.key = app_key;

params.secret = app_secret;

B3 BERESR. B8, 5Kuri. EFFFFEFbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");
sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_str;
params.payload = payload;
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LIEKIRNx-stagesk, RBNNRE . MREFE, FINFEEBAVE L,

sig_headers_add(&params.headers, "x-stage", "RELEASE");

HITER, MITIHRESIBEMRINEZLINArequestT &,

sig_sign(&params);

{EcurlFEIBEIAPI, BFEIBAZLR,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{

}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti = 0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
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printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
sig_params_free(&params);

return O;
}
BT zfTmakedsSwiE, BRITHITHmain, HiTmainX{d, BEER,

2.11 Android
S s

{FERRANdroidiE S ARAPPINIERIAPIRS, BB ESIRENSDK, REFHiETE, =E5%E
APIEBREIEBEAPI,

BIIRSRY
o CEIRENAPIRYRAREE, BEFRSIAIERIESR .
e BE%Z¥Android Studio 4.1.28¢ LA LRRA, WIRKZE, EEAndroid StudioEZ
RIS &
$%HY SDK
IBERAPINXIZFIG, 2% (APINXFEFISR ) B9 “SDK” &5, HASDKIREFH T
#HSDK,
S EE NHSDKAYERFTARA, 3KEX “ApiGateway-android-sdk.zip” [£486, fEEEHE
REWT:
ZER izl
app\ ZE TR
gradle\ gradlef8x314
build.gradle gradleft &34

gradle.properties

settings.gradle

gradlew gradle wrapperiif T4~

gradlew.bat
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fIFIRE

$¥1 FTFAndroid Studio, i%i% “File > Open” ,
58 B RIXIEIE IR £ R AISDKERTR .
T2 fTAIRER, BREWUNT.

2-19 TEEREH
e app
> manifests
W java
hd com.testappsignature
£ MainActivity

ot

com.test.appsignature (androidTest)

W

com.testappsignature (test)
W res
> drawable
w layout
v, activity_main.eml
> mipmap
» values
v (# Gradle Scripts
# build.gradle (Project: android)

# build.gradle (Module: app)

= proguard-rules.pro (ProGuard
gradle.properties (Froject Properties)
*} settings.gradle (Project Settings)
-

™

local properties (50

ocation

-

i3F3 API 7=f51

1 FEAndroid TIEHHY “app/libs” BFET, IOASDKFErFEjar® . Edvjar8 v EiE:

e  java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.10.jar
$£B2 7£ “build.gradle” XN okhttp EEAIHAKER

£ “build.gradle” 3Z{44H9 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'”7

dependencies {
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LR4

2.12 curl
1BEps

HUIRRSR

VA API <51
iy

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

Bl&request, HIAAppKeyFlAppSecret, FHIgEE . 5% iBKuriflbody.
Request request = new Request();
try {
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
request.setKey (System.geten(" HUAWEICLOUD_SDK AK"));
request.setSecret(System.getenv(" HUAWEICLOUD_SDK _SK"));
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

SHERHITEE, Erkokhttp3.RequestITSREiAITIAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

R

{Fcurlds$IAAAPPINIERIAPIRT, BEE S T H)avaScript SDKERcurlds$, g
¥curlis S EFIZITHSITRABAPI,

EXBAPIRSERES, BEASIIAERES.

{sEA)avaScript SDK&ERfcurldis

gﬁ%APIW*E%"ﬁ, &% ( APIMXFIFERES ) B9 “SDK” &5, #HASDKIREH T
:SDK,

gy Bz N EJavaScript SDKRUERHFTHRA, FEE. EXISEEFFTHdemo.html, TWE
W TFEFfR-
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET s 30030113-3657-4fb6-a7ef-90764239b038
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b03¢
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk dema is running

FIB2 BEAKey. Secret. FiEZ. BERIMY . EHZFurl, HIa0:

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
Key=415f***100c

Secretz HAAAAA

Method=POST

Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

I3 EN\jsont&TLAIQueryFIHeaders, EABody,

B4 B “Send request” , &pfcurlis S, BaurliSEFIEITESIT, HITAPI,
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-
€29945a1e06a, SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

(10 548
SDKAERMIcUrl@ SAFEWindow Femd&imi&l, 1B7Egit bash FHATERRIcurld< .
R
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3 s IAM TAUEEH API

3.1 Token TAUE

B’ria=

HiIE{ERTokem AIEGLAHAPIEY, FEIREVHF TokenFHEEHBAPIE G Token{HiR
BEERIERA “X-Auth-Token” skigieh,

(RERITY:
BREOSWTFHEMAEADR, EoLUsRER—Fmt T AES
o Tokeni\ilF: @idTokent AIEERIERK .

e AK/SKIAIE: iEITAK ( Access Key ID ) /SK ( Secret Access Key ) ITRRIERAFTIHITES
NN

iAF API 751

1. ZKEXToken, FHREMINELE, TokenFTFEEHAMEMEOLSIL,
a. FKEYAFToken, {ERABTEIGNT:

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

b

"password": {

"user": {

"name": "{user namej}",
"domain": {

}

"password": "{password}'

}
%
"scope": {
"project™: {
"id": "{project _id}'
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API %
FAgr

3 {8 IAM IAIEE R API

3.2 AK/SK IAILE

{$EFAK ( Access Key ID ) . SK ( Secret Access Key ) IHEKHITES,

A4S, 9852 RUTREHTER, BRESE (5—5HIA
IEARSZAPIZE ) HUIKEN A TokeniE[:

= {iam_endpoint} 5% DX TN TS mIREL

= {user name}fill{password}s> 5 EIRNIERZIAMIRSSZEAVH PR FIE
5,

" {project id}NIREID, EEEEFG, BEIFEERPE, ETRAIE
hEE “FRFEILE" , EF “WMAID” .

5K A INEENMRGERLPEERY “X-Subject-Token” AYEENJIToken
8, WTEFxR:

3-1 MIR[EEERY Header H13KEY X-Subject-Token
Headers (13) Status: 201 Created Time: 1010 ms

connection — keep-alive

content-type — application/json

date — Mon, 05 Nov 2018 09:55:39 GMT

server — Web Server

strict-transport-security —  max-age=31536000; includeSubdornains
transfer-encoding — chunked

via — proxy A

x-content-type-options —  nosniff

x-download-options — noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 8668c26b7189098243d440f7854f1cd

x-subject-token

FER TS EtokenRBANIETE, HEREESEIN,
export Token={X-Subject-Token}

X-Subject-TokenB[/91.a5kEXZIATtoken, &S RAIGNT:
export Token=M/IDkg******BZQMEAgEwg

TEFEAPI, BE2EAERNESIREUTEE . B3R EMURL, HEBREELHIEM
“X-Auth-Token” , “X-Auth-Token” BYEB{E91F5KENRIToken, SEISIEIES
FRERES,

curl -X iE53K A% 1853 +URL -H "x-auth-token: SToken" -vk
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AP| [
F&iEr 3 {8 IAM IAIEE R API

(AR

o AK: ipEJ#AID. SIABHEEAXKIME—IRAT, L% RIDAFAEILEER—EE
A, SERFITINEESR,

e SK: S5ipAZEBIDESERNER, WERHITNEES, ARRAES, FHEEREE

o

4Rk AK. SK
INRELERIIAK/SK, NATBHIULEER, HEIRERE THAIAK/SKI, XHE—R

73: credentials.csv,

WNTEPRrR, MEHBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

3-2 credential.csv SHERE

4 E C
1 |User Name Access Key Id Secret Access Kev
2 RN GREESETEETINEVEE. | zul TR T M 0¥ hhSzsdaCwf4
AK/SKERLEE:

1. BREHEG.

BEIMEERRS, & MSIRPEE “HREIE” .

BE “HEEmR” .

BF “RGHEER” , H#A “HFBIEEER” mH.
REFRMEREARIIERERZE, BE “HBE’ , THEHE, BZERE.

ok N

EpEARILNFIAPPIAIEIERE), FBAKICEAPPIAIEFRAIAppKey, SKEFRAPPIAIEA
B9AppSecret, BIRISEREZNIEK, &aJ{Flava. Go. Python. C#.
JavaScript. PHP. C++, C. Androidi#{T&Z0i5a,

A
3.:.2)'—“'géﬁ&%‘\zﬁﬂﬂﬂﬂ‘@'—ﬁﬁﬁqﬂﬁﬁ%ﬁﬁﬂgIﬁi, B ERKIH B SEX-Sdk-DateAYEH I
KiRZEo

APIRISK ( BDAPIEIE ) PR T HIGAEIEZUIN, ESRISIZATEHE S MK EIERAYET
B2, MREEEXTFI1598, APIRIEELEIBK.
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API Y&

PASEi=1E7] 4 Gl AETFEIREE MIAIERIEREL
4 Ui BT R B E X IAUEAIEREL
e

WNREAEEFRAE CANANERFEXTAPIRIHEFTINES, S LATEAPIEE S
— 1 BliR B E X IAIEREEIIINEE . E(FE B RIR E E SO BlimERKEI TIAESN
B, BFEEFEEFunctionGraphtliZ— 1P ERE, BEREEN SMRIVAEER .. R

SIE=RE, EABESIANERGIREREL, XTAPIREAHAIAPIAITIAIESER

AEDMBIMDBRIEREEEA— “BEMALE" , UIRHERMBEAEIRE
PRIRIEEE SN

4-1 BIREESGNEREE

ﬂ HIEEREE ARG e
@b
[]
FBFAPP SEIAIE ECS
BHENGAIE
T 403

APPILIE

Internet

FERBENIAMEEBAPIRRZWN FER:
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APl %
PAYSEi-1E7] 4 RIZRBTFrIREEMIAMERIREL

4-2 BENXIAIEER API

FH&
FrR R
BIEE—NREAPI , fEhEE —— -
SONERISHERES , XIAPIF & F““"t"’“‘;;aph el
SEeRRIAPRETIAE o
E{FE%‘&&E Tl AIEEENIAIE

FAPREEREENIAE , B
%ES&MMAPIE&EM AEEAPHHER B SIAIE

AR
BESCGAMERIERERRSS . MR =AIRegion;2 B LLRERRSS, NASZHHERBESOAIE.,

BRELZ R
$1 7EFunctionGraphFFAEEH
TmELApython2. 7iIES H6I, RELIBZEEFHEUNTRME:
o  REMRIBIZIF=MERSHEN, EXA:
- Header?fJiask&%: event["headers"]["S%(3"]
- QueryFHIIERSEL: event["queryStringParameters"]["S#&2"]
-  BEEMHBEFHYE: event["user_data"]
o RECIRENII=FMERSHSAPIMNXBESOAEFRISE S ZK U FFR:
- Headerdhfyissk2#: MMEEXIMEFSHIE IHeaderfIEH KR, H
SHEELRABERIZEIREE M IAERIAPIEHEN
QueryHHUIERSE: MWNEESXAMERSHLENQueryIBHFKR, HS
HUEEEERERZEIREESXOAERIAPIEFEN
- BEEMHRAPHIE: MNEEMMEFHAREE, ESsHETEZRIER

TESGAERTEIAN
o ERHAIRLEEFREXTFIM, BRHTEINTER:

{
"statusCode":200,
"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

Hep, body=FEREIABNFFAFHEI, jsonfFieZfE:
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API %
FAigr

4 I T AR B E XOMIERIEREL

“status” FEAWIE, BFRRIAMEER. R34
“allow” FRRINLERTN, “deny” FRIAMELEM
“context” FEATE, IFFHHRERIBEX, HLFITF

allow” 8¢ “deny” ,

authorizer_context_support_num_bool4F4at, BEITAIESIFnumbers

Algiboolean3By, B{EARSZFFISONIIRIGEA.

contextsFRIEIR NG BENRIFE, INEBIEIEINESEIREIZIAPIK
XEwSHH, HpcontextPRISHBIRSRASHINUINTE—H, B
XHPANE, contextPRISEHBTRGRARN FEFFL, STHEXKNEF

8. =, TREMTRZ%, BREM ~ 32
BIRIAIEEIZfE, contextdAJuserfY{EabctEiZlfFikRZ Header( &RY

test2#h,
Headerd 9k S EE X BRE:

# -*- coding:utf-8 -*-
import json
def handler(event, context):
if event["headers"].get("test")=="abc":
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}

else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)

QueryRRIERSEE X BTHAI:

# -*- coding:utf-8 -*-
import json
def handler(event, context):

if event["queryStringParameters"].get("test")=="abc"

resp = {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
b
}
else:
resp = {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
b
}

return json.dumps(resp)
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P EERE XA

-*- coding:utf-8 -*-
import json
def handler(event, context):
if event.get("user_data")=='abc"
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
bl
}
else:
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
bl

}

return json.dumps(resp)

B2 WilERE., EULEE “SHER” ikiE “apig-event-template” , 1RIELIRE
REREFRENISER, Bd Wik’ .

WATERS “pTh” BY, R
B TRIEFEBHNAPINXAE EIZRTRB E AL,

- dEs
B

{"statusCode": 200, "body”: "{\"status\": \"deny\"}"}

wiTEE
EKID: 5b47he7d-4683-45fe-853f-53faff0070b4 EEREF: 128 MB
WATENS:  3.689ms ZInEARE: 48777 MB

frsats: 100 ms
B

2019-89-86 10:42:18.823+08:080 Start invoke request 'Sb47be7d-4683-45fe-853f-53faffee@7ebs’, version: latest
2019-89-26 19:42:1@.887+08:00 Finish invoke reguest 'Sb47be7d-4683-45fe-853f-53faffeeveba’, duration: 3.68
9ms, billing duration: 18@ms, memory used: 48.777MB.

-

[REER(E

FEEENMANEFER TR TEIRBEESMIAIEAIFunction API, T—EEREZHA
API XA lIER BR BB SXIAIE
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APl %
PAYSEi-1E7] 5 ST EiREEMIAMERIREL

5 BIERATEinBEMIAERIREL

Brn=

MREFEER—FMANENSRHEZS N ARRRIIMBANERSE, LT EiRIRSAIR
P, EALUBEAPINXFNERBEESIAELIILINEE . EFERERBESIAENG
ImiE R TINIEENGET, SFEEETEFunctionGraphBEZE—NRE, BITREE ISR
BHPANIEER . REEABRENIMERGIRERE, FAPIRKXFAIAPIHITIAERN o

5-1 RiRBEANEREE

JalRiRS
ﬂ E EEEREE
BRFIAPP ECS

T

Internet

FERABEXAEERBAPIRRIEN T EFR:
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APl %

&g 5 R BT Ein B E X IAERIEREL
5-2 {FRBEESXAIEREA AP
Jri&
HlE— A WHAP , fEREE ” : -
Ri&iﬁaﬂréﬁﬁg SIAPI f£ “FunctionGraph™ hfl
SERBIAPRETIAE B
o PN BREETE A
EAPHEERE=YIAE | 1B
T YA AP T BIEEAPIHAERBENIAIE
ARSI
R
(MARY::|
BESMINHKEREIRSS . MR Ha1Region;&H L&REIRSS, NASZIFHEREEINIAILE.
BMELR

$I1 7EFunctionGraphHFFAEEH

TmEbApython2.78%1, RERBEEHREWNTFEG:

o FEMBRIFEEEMMIAFEE, BErtSt9: event["user_data"].

o RECIBIRENRNIEREHSAPIMNKXBESGAETRISHA R HEERSH TR
B E X BREIEY RAPINXBE SGAMEFRBREE, SHEEECIZAPIK
FKEEONERBA, BREERARE, EILBTEE.

o ERHAIREEFREXTFIM, BRHTEINTER:

{

"statusCode":200,
"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

}
HA, bodyFERHIASAFRHEIEIL, jsonf#iaz/E/9:
{
"status": "allow/deny",
"context": {
"user": "abc"
}

}
“status” FEAIWIE, AFARRIAESER. R “allow” 3¢ “deny”
“allow” FRRINIERTN, “deny” FRIANELM,
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- “context” FEAAE, IFFHHRLREN, JTOISHEH
authorizer_context_support_num_bool4F 4T, #EEXTHYESZIFnumberss
BlfbooleanzLBY, HE{EARSZIFISONIIRELENH .

contextPRIHIENEEENNFES, INDESBSIERIAES SRS ZIAPIR
XEimsH+, EfcontexthPiISHBMERASHBMRUNTE—H, B
XHANS, contextFRISHBMRMARENFBIFL, IFENXAKNEFE
8. #$=F. THEMNTR%, BKEN ~ 329M=FF,

EimINEEIZ S, contextdRuserfd{Eabcikst 2l fRimRS Header I E/Y
test2¥H, HEEEBALAPINGEIRIRS

FAPEIEE AR E:

# -*- coding:utf-8 -*-

import json

import base64

def handler(event, context):
exampleuserdata=base64.b64encode(event["user_data"])
resp = {

'statusCode": 200,

'body": json.dumps({
"status":"allow",
"context":{

"user":exampleuserdata
}
)
}

return json.dumps(resp)

S22 KR AAEER "SRR PiRE “TREIRT , ABN:

{"user_data": "123"}

RIESAMER e EFRENRER, 25 Wik .
WATEERP “ATh” B, 2R,
ETREFEEZHNAPINX R EEZFiRBEE NI,

v FEER
HRELEE]

{"body": "{\"status\": Vallow\", \"context\": {\"token\": \"MTIz\"}}", "statusCode": 200}

niTE=E
E=ID: e9cfdf07-2a2e-4da7-a571-8be39e7892ea EERE: 128 MB
TR 1532ms =ZiREART: 46215MB

WrEet: 100 ms

Finish invoke request
mory used: 46.215MB.

'e9cfdf@7-2a2e-4da7-a571-8be39e7892ea’, duration: 1.53

[SEER(E

EBEEAEFER IR MR TRREEMXIMIERIFunction APl, T—ZEHEHRA
APIRI X el fEiR B E XA .
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AP| [
PAYSEi-1E7] 6 WEIRIRFZHITESR

M fEinfRSSHITER

6.1 EZENHESR

IRERE R ZAESR:

TEAPIGELliH kiR “APIEIE > APIRES > RIZSIE” , BEESZHEENE
B, £ “HRIENS" XigEEKeyFSecret,

6.2 Java
BR{Ea=
{FR)avaiE SHTEmIRSBERN, BHRELIRESDK, REEANTRE, HRESER
I Rins 2R AIRNEEEE—Ho
AET5LAIntelli) IDEA 2018.3 5iRAAFINEE
BIRESR
. EEAPIM?&E%UE‘@U@%%&*‘%H, FHIEAP, BERNESNRIEH ERERE
H o
o EIRENXZZtARKeyF1Secret, iBSNEZENESRIREL
o HAAPINXIZFIG, &% ( APIRXAFIER ) 89 “SDK” &75, #HASDKIREFHF
T#SDK, 2 E# FESDKAYRFThRA
e =3kHXapigateway-backend-signature-demo,
o E%XIntelli) IDEA 2018 3.55 LA LIRA, HIRAK%E%, iE5EIntelli) IDEAETN
U T
e E%x%lava Development Kit 1.8.1118¢LA LIRA, INRKZZEE, iE5EOracleES
THRE 3. BEAXZiF)ava Development Kit 173¢LA LR .
EANTHE

1 FJFFIntelli) IDEA, TEZEBFZ%ERE “File > New > Project from Existing Sources” , i
RfRIEER “ apigateway-backend-signature-demo\pom.xml” 324, B “OK” ,
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APl %

F i 6 X fEiRARSSHITE S
6-1 Select File or Directory to Import
Select File or Directory to Import >
Select directory with existing sources,
Eclipse project (.project] or classpath [.classpath] file,
Maven project file (pom.xml),
Bnd/Bndtools workspace (workspace/cnf),
Gradle build script (*.gradle],
Flash Builder project file (project, *.fxp, *.fupl).
f O 0 X G Hide path
LpiGateway-sdk\apigateway-backend-signature-demo\pom.aml | &
> ApiGateway-android-sdl-1.0.0
v apigateway-backend-signature-demo
> Jidea
> libs
> SFC
Cirag and drop a file into the space above to quickly locate it in the tree
o
HIR2 (RIFBIAIRE, BF “Next > Next > Next > Next > Finish” , SR TIES AN,
I3 TEAMlMaventiss, W& “compile” #H1T4wmIE.
6-2 fHi¥ LI
Maven g —|=
- o
S R i+ m i ® = Fs
o
» |, backend-signature
v [z Lifecycle j
13 clean %
% validate :
2 =
1 test 1 z
14 package <
3
18 verify
1% install "
1 site E
1% deploy %
» [gPlugins ;:
» [iiDependencies o
IR[E] “BUILD SUCCESS” , FRIRIFEMII-
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APl %

S ﬁ Al A LS
FRiER 6 X fEiRARSSHITE S
Run: backend-signature [compile]
> [I1F0]
[INFO] --- maven-resources—plugin:3.1. 0 resowrces (default-resources) @ backend-signature ——-

[INFO] Using ' UTF-8' encoding to copy filtered resources.
[IVFO] Cepying 1 resource

I 4l

[INFO] Copying O resource

[I1FO]

[INFO] --- maven—compiler-plugin:3. 8 0:compile (default-compile) @ backend-signature ——-
[IVFO] Nothing to compile - all classes are up to date

[I1F0]
[I1FO]
[INFO] Tetal time: 2.688 s

}’ [IVFO] Finished at: 2019-03-11T18:41:09405:00
[INFO] Final Memory: Z21M/309M

[I1F0]

Process finished with exit code O

B4 A¥EEETBackendSignatureApplication, % “Run’ =17ARSS .

6-3 iIz17IRSS

~ [, apigateway-backend-signature-demo 1 packa
¥ Jidea : .
> Mmlibs s .
w src 3 Cut Cirl+X
w main B Copy Ctrl+C
v java Copy Path Ctrl+Shift+C
v COr m apigat Copy Reference Ctrl+alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat. £~ Jump to Source F4
i HelloController Find Usages Alt+F7
£ ReguestWrapp: Analyze ¥
¥ resources Refactor 3
4 target Clean Python Compiled Files
pom.xml Add to Favorites ;
¥ ||l External Libraries
Browse Type Hierarchy Ctrl+H
» U Scratches and Consoles
Reformat Code Cirl+Alt+L
Optimize Imports Ctrl+Alt+0
Delete... Delete

Build Module "apigateway-backend-signature-demao’
Recompile "..ureApplication,java’ Ctrl+5Shift+F2

Run 'BackendSignatureAppl...' Cirl+Shift+F10
£ Debug 'BackendSignatureAppl...
U} Run 'BackendSignaturefAppl..' with Coverage

@ Create 'BackendSignatureAppl...'..

“ApigatewaySignatureFilterjava” AR, BRIEEIRERMENSEHEER.
BAHRRERAESEREREE A .

R
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AP| 3
PAYSEi-1E7] 6 WEIRIRFZHITESR
S =Y o AN |

REERAMITRE — N ETFSpring bootHIfRSZEE, (ERAPIRNGE, FHFESZH—
Filter, XFAPIM>% ( ENAPIETE ) IUIERMEZKRE,

(1] 588
APIBERRERE, REBRINBRPASFIZEZER.
£ ®E—Controller, PLECFIBIRIZFIGIE, REWAJ “Hello World!”

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {
return "Hello World!";
}
}

2 {E—Filter, LEFAEERING L. BRIFIEZkeyFlsecretIIA—1Map,

// ApigatewaySignatureFilter.,java

@Component
@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {

private static Map<String, String> secrets = new HashMap<>();

static {

[/ INIERB R akFlskiERBEICABHP BB FHAERANZENGE, BNEEENHHENELEPE
XEFH, [ERINEE, BERLE;

/] ARG AakFIskiRFERMEZET 0, ETARMRIESEAMFEPRERETS
HUAWEICLOUD_SDK_AK1F#IHUAWEICLOUD_SDK_SK1, HUAWEICLOUD_SDK_AK2#[l
HUAWEICLOUD_SDK_SK2,

secrets.put(System.getenv(" HUAWEICLOUD_SDK AKT"), System.getenv(" HUAWEICLOUD_SDK SKT"));

secrets.put(System.getenv(" HUAWEICLOUD_SDK AKZ"), System.getenv(" HUAWEICLOUD_SDK SKZ2"));

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/[EERIAE

}
}

H£E3 doFilteriREIHBEBRIGATD . BILRIZWNT: BT filterpPFEILEbody, A THE
bodyaI LATE G £ERYfilterFcontrollerERIEEY, BrequestBiEieskiELSE4EMfilter
Fcontroller, BZE3EAYE{RSTHIR] IRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

$184 ([ FRIENZRERETAuthorizationsk, 8ZlsigningKeyFlsignedHeaders.,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}
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6 M EiRARSZHITER

£IR6

Matcher m = authorizationPattern.matcher(authorization);

if (!Im.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

54N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIAEHTRIZER )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

BidsigningKey#kZlsigningSecret, ¥NERA{F{EsigningKey, TREIAIELRM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {

response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");

return;

}

HiE— " RequestIIR, JFiEkmethod. url. query. signedHeaders33 N HJiEIRLIL
ANHA, HREREREbodyFHigE.,

EETEbodyIRE S . FFEEJIUNSIGNED-PAYLOADHAIX-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {

apiRequest.setEndpoint((new URL(url)).toURI());

Map<String, String> parametersmap = new HashMap<>();

if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {

String[] p_split = p.split("=", 2);

String key = p_split[0];

String value = "";

if (p_split.length >=2) {

value = p_split[1];

}

parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (int i = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
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%9

if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}
if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

RIEEZ 2T, MX-Sdk-DateskhEVHATE, FIETSIRSSSEAIERTHEEE15D
LA, tN8signedHeadershAREEX-Sdk-Date, HIREHAIELM

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}

ZAuthorizations equestys , ERverify I5iERIGIERE U618
¥&AuthorizationsktB AR tXIRF, ERverifyTERIGIERE S . MRS
L—J—y JH\U};L?TT—/PfIlteI’, ZIII:JH\UJ\}S__IEI}A}E%MO

apiRequest.addHeader("authorization", authorization);

apiRequest.setKey(signingKey);

apiRequest.setSecret(signingSecret);

Signer signer = new Signer();

boolean verify = signer.verify(apiRequest);

if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Verify authroization failed.");
}
iﬁﬂﬁ%%%, IEHCIDERME ., T EBl{ER)avaScript SDKRAJhtmIEZ THAER

EANNERFERE, B8iF “Send request” , EFI&ERBIcurldass, HEGSITHH
17, BR53E8R[E] “Hello World!” .

WNR(FEAEIRAIKeyF1Secretizal, RSZBE2IRE40TINERET
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  # | localhost:8080 /test

Query

{0 yyy")

Headers

&

Debug Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
122402Z" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

R

6.3 Python
BEg=

{EFPythoniE S 1TRmARSZ ERRT, BFEBRTIKESDK, REEANIE, &esE
RiefEREARAIREERRE

ARET L Intelli) IDEA 2018.3 5kRASFFINE o

R

. ;‘:‘,EAPW?&?’:"‘%UE‘@UEE%%@H, FHBEAPI, BINESNEIBFHEREEE
Ho

o DIRENZZZiARIKeyFNSecret, BHSNEZENEFIRI

o BFEFRAPINXEHG, 5F (APINXAFERE ) Y “SDK” &5, HASDKRH
FTRESDK, BB FESDKAIERFTIRA

) E?z%Pythoni%%@stElZ&xH&ZK, WMRKZEE, 5ZPythonES FHRE

o
e EX%EIntelli) IDEA 2018.3.58 LA LRRA, INERFKZ%E, iB5EIntelli) IDEAEEM
U TE .
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o Effintelli) IDEARRZIEPythonilift, WRAKLE, BKRE6-AFIRLEE,
6-4 L% Python {4
Settings @
Q- Plugins 2 Installed Updates - ]
» Appearance & Behavior
o] 3
« . h Its (4
5 Editor Search Results [41)
BEEDE e MicroPython
> Version Control Languages Framework integration
» Build, Execution, Deployment The Python plug-in provides Support for MicroPython
> Languages & Frameworks smart editing for Python devices in Intelli) IDEA and
scripts. The feature set of the... PyCharm. Features: Code...
Gccts 2019 L 25M %3.9 @ =H 12,2019 4 337K w40
Live Coding in Python python-typing-adder
Code tools Code toals
Lets you run your Python README Using intellij to infer
code as you type it. Displays Python typing and add type
variable values, matplotlib, or.. comments using the typing...
C+=H 14, 2018 £ 157K C75H 14,2017 4 214K w2
(7] Cancel
= =
L1 $THIntelli) IDEA, TEREBIZIEIE “File > New > Project” o
s “New Project” XHEIE, #E#ZE “Python” , BdE “Next” o
6-5 New Python
New Project ==
Maven Project SDK: | @ Python 3.7.2 (D\E0{H\python.exe] New...
Gradle Additional Libraries and Frameworks:
S Groovy LN Django
Grails 1€ Google App Engine (Python)
Application Forge [z SQL Support
© Go
“ Go Modules (vgo)
% Dep
% App Engine
Static Web
£ Flash Template language:
Templates folder: templates
K Kotlin Application name:
Enable Django admin
= Empty Project 2
Cancel Help
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X2 BIRETEH “Next” , sBHUATIHEE, BF “..7 , EREXNEERIRFERER
SDKE&12, B “Finish” .

6-6 HEIEMEE/S python 9 SDK B&1Z
Mew Project

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
£E]3 T TRRCERE, BREWNT,

6-7 BREH

v python
» idea I
> apig_sdk
» licenses

» backend signature.py
5 main.py
m Python.iml
= test_signer.py
= VERSION
¥ |l External Libraries

» UpScratches and Consoles

B4 FF “Edit Configurations” , 38 “Run/Debug Configurations” XHEHE,

6-8 Edit Configurations

o
2a2

£ Edit Configurations...
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#$£1®5 B “+7 , %R “Flask server”

=] 6-9 17&1% Flask server

Run/Debug Configurations

I[= Cucumber java

Add New Configuration

v Docker 2
@ Firefox Remote

% Go App Engine
"L Go Build
'"! Go Remote

“ Go Test

£186 “Target type” &R “ Script path” , “Target” ERTIETH
“backend S|gnature py’ SZ#F %Fﬁ “OK” , SERkIiZhcE .

+ — B F | Name:  Flask (backend_signature.py) [ share [ Allow parallel run
~ {_Flask server

Confi ti L
{_Flask (backend_signature.py) e =E

> JTemplates Target type: () Module name @ Script path () Custom
Target: ‘\pythoen\backend_signature.py =
Application:
Additional options:
FLASK_ENV: development
FLASK_DEBUG: 0
¥ Environment
Environment variables:
Pythan Interpreter: (0 Use SDK of module:
(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
[7] Cancel Apply

.

B EE R bl

~lERAIRE — 1 E T Flaskd9iRSes, FRAPIRYGIR, FESSII— > wrapper,
SFAPIRX ( BTAPISIE ) FOIBRIMEZIRIE

AR
APIER R ZRE, RABFRINBERPIHFMIZRER.

|1 RE—PIRE “Hello World!” AY$20, 73i%XGET. POST. PUTFIDELETE, B{EFH
requires_apigateway_signaturefwrapper,
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app = Flask(__name_)

@app.route("/<id>", methods=['GET', 'POST", 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

12 LHrequires_apigateway_signature, JEiFAIZE ZkeyFlsecretIIEA—NdictH,
def requires_apigateway_signature():
def wrapper(f):

secrets = {

# INIEFRYakFskEEGRAS RIS P ZH AN F A AR AR LN, BNEREHHENETSEH
BNIFE, ERES, RIRLE;

# ARGk IskiRFEMRB T EF 0, ETARPIRIESEAMEFRERNETSE
HUAWEICLOUD_SDK_AK1FIHUAWEICLOUD_SDK_SK1. HUAWEICLOUD_SDK_AK2%[]
HUAWEICLOUD_SDK_SK2,

os.getenv(' HUAWEICLOUD_SDK_AKT'): os.getenv(' HUAWEICLOUD_SDK SKT'),

os.getenv(' HUAWEICLOUD_SDK_AKZ): os.getenv(' HUAWEICLOUD_SDK _SK2),

}

authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")

BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, *kwargs):

/[EBEBEE

return f(*args, **kwargs)
return wrapped
return wrapper

ZI3 wrapped RE AT ARG . RIGRIZNT: FRIENZRER#ENTAuthorization
3L, 18%lkeyFlsignedHeaders,
if "authorization" not in request.headers:
return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:
return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

54N, AuthorizationsLJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5*******+*8d0ba12fed1ceb13ed00

NUAEHTRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

T4 BiTkeytkZElsecret, MNRAFEkey, MIREFAIELEMK

if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

$5 FiE— M HttpRequest¥dR, IFiEKkmethod. url. query. signedHeadersXIRAgiER
SLMAES ., TR EREREbodyFHIRE.

FEEFEbodyIRE S . RFIEEIUNSIGNED-PAYLOADAYX-sdk-content-sha256
%,

r = signer.HttpRequest()
r.method = request.method
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r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =
else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD":
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIEEZ 2RI, MX-Sdk-DateskhEXHATE, FITSIRSSEAIERTHEEE1SD
LA, tN8signedHeadershARE EX-Sdk-Date, HIREHAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

i Rverify5i=RIGIBEREE . FIRIERET .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authroization failed.', 401

Z17ARSS R, WIECAIERE . TERAEIEM)avaScript SDKPRIhtmIEZ TRYER
‘_‘Lg o

BENNERFFRFERE, BiE “Send request” , EFIERMAIcurldzs, HEGSITHIA
17, BR%3881R[E]1200,

SNRERAEIRAIKeyFISecretipa), BRS3=RIREI40TINEARED

nn
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Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme

POST # http  #

Query

Mooy

Headers

{"aaa""bbb")

Body

dsfasdf=1

Debug

Host Url

/test

| localhost:8080

o

Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

-

6.4 C#
BFin=

(ERACHESHITRIRIRSEE, BEELIRISDK, ARFTHIRE,
[EimEARHIREER 2

HERE

RESERK
_ﬁ o

o EIRENZEEEHAIKeyFSecret, iﬁﬁmggﬁﬁ‘ﬁﬁgﬁﬂﬂo

o EEAPINXEFIGEIEEREH, FHIEAPI, BIKE

%HO

o BERAPIMXESIG, &% (APINXAFHER )8 “SDK” &,

REEHEREEE

BN SDKIRE

FTESDK, BE#EE FESDKAIERFTRA

e B Visual Studio 2019 version 16.8.48LL FRA, WIRFRZEE, &

ZVisual

Studio B ML T .

fIFIRE

WHSDKBHRY “csharpsin” 34, ITHIE. TIEFERW T3 RE:
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el TNl
THETINTRS— M ETASPNet Coreh9BRS538, EAAPIRIIGIH, FETH—

apigateway-signature: SCIIEZEEIHERZE, nJFHF.Net Framework5.Net

CoreIiH .

backend-signature: [FimRSZEEZRE, BIRIELIRERIENSHEFER . BF

KIBRREEEERREREZ .
sdk-request: EZEERIARTG.

|AuthorizationFilter, IJAPIR3E ( BNAPIEIE ) FUBERMEZ K

(MR

APIBER R ZRE, REBRINBRPASHFIZRER.

£ f{E—Controller, I2#tGET. POST. PUTFIDELETEPY/MEO, BN
ApigatewaysSignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

$I®2 SLII—/ ApigatewaySignatureFilter, 1ZRIFAIE ZkeyFlsecret TN —1
Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
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{"signature_key1", "signature_secret1" },

{"signature_key2", "signature_secret2" },

[FNERRakFIskiEgRiSEIN I P BB N FE A RANLZENG, BNEREXHHENETETE
XFH, (ERER, BiRTs;

[ akFIskRFERBZEFAM, BITARGRIESEAKEFIRERETE
HUAWEICLOUD_SDK_AK1F#IHUAWEICLOUD_SDK_SK1, HUAWEICLOUD_SDK_AK2%[]
HUAWEICLOUD_SDK_SK2,

{Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK AKT"),
Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK SKT") },

{Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK AK2"),
Environment.GetEnvironmentVariable (" HUAWEICLOUD_SDK SK2") },

%
public void OnAuthorization(AuthorizationFilterContext context) {
[1& BRI
}
}
}
$I¥3 OnAuthorizationFRF AT AT . RIGRIZI T : FERENRERENT
Authorizationsk , 1§%key#lsignedHeaders,
private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");
string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");
{5140, Authorization=LJg:
SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00
NERHTAYEER 9 :
signingKey=signature_key1
signedHeaders=host;x-sdk-date
$IF4 BiTkeytkFlsecret, WMBERFEkey, NMIRERAELEM .
if (!secrets.ContainsKey(key))
{
context.Result = new UnauthorizedResult();
return;
}
string secret = secrets[key];
$I®5 FHE—HttpRequest TR, &5 Kkmethod. url. query. signedHeaderstJRAgIER

SIMANEF, I REEEIREbodyFIRE
EEFEbody IR FFIEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;
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sdkRequest.host = request.Host.Value;
sdkRequest.uri = request.Path;
Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)
{
query[pair.Key] = pair.Value;
}
sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINETZERTH, MX-Sdk-DateskFEVHAYE, FIETSIRSEEIIBERIEETE15D
LA . WS signedHeadersFh B &X-Sdk-Date, HIRERAIFEM
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}

L7 BRverify 5iERIERESR . FIMRIEESEE
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))

context.Result = new UnauthorizedResult();
}
T8 1z17IRSSEE, WIEIBIEMME . THEBERIavaScript SDKFRIhtmIEZ THYER

T

BENNEFFFRFRE, BiF “Send request” , EFI&EMAIcurlisS, FHEGSITHIA
17, IR53231R[E1200,
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SNR{EFAEIRAIKeyFSecretifal, PRSFEREI40VHAIERET .

Apigateway Signature Test

Key

signature_key1

Secret

signature_secreﬂ

Method Scheme Host Url
POST # http % localhost:8080 [test

Query

(o0}

Headers
{"aaa™ bbb’}
Body

dsfasdf=1

e

curl -X POST "http://localhost:8080/testox=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T =
122402Z" -H "host: localhost:8080" -H "Authorization: SDK-HMAC-SHA256 Access=signatur

R
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