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4.1.1 Node.js
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o AMIEERRESE, FEREHIENTRE.

“IEEEITHSE API” {CIDHEF)

/*jshint esversion: 6 */

var https = require(‘'https');

var data = require('./data.js');

var util = require('./reqUtiljs');

var record = require('./getRecordLink.js');
/**
* voiceCallAPI

* @param displayNbr

* @param callerNbr

* @param displayCalleeNbr
* @param calleeNbr
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* @returns
*/
function voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr) {
if(displayNbr === undefined || displayNbr === null || callerNbr === undefined || callerNbr === null) {
return;
}
if(displayCalleeNbr === undefined || displayCalleeNbr === null || calleeNbr === undefined || calleeNbr
=== null) {
return;

}

var method = 'POST;
var uri = '/rest/httpsessions/click2Call/v2.0;
var xaksk = util.buildAKSKHeader(data.data.click2call_appid, data.data.click2call_secret);

var options = util.createOptions(method, uri, null, xaksk);

var body = {
[* WIESE ¥/
'displayNbr": displayNbr,//EI P FHLixRHREERSI.
'callerNbr": callerNbr,// & lF YRS FR{FERRIEIN S,
'displayCalleeNbr": displayCalleeNbr,//#8N FEF&izRIKE B RS,
‘calleeNbr": calleeNbr//&F2IFIURTETHEFTAIMEAUSEI .

[* EESE ¢/
// 'bindNbr": '+86123456789', //CallEnabler\/53S43, B4R ES I
// 'maxDuration": 0, //fSiFEREIER THIRI<HT 8]
// 'lastMinVoice": 'lastmin_voicel.waV', //BRE—N SR~ S
/! 'lastMinToUE": 'both', //fxfa— 3 PP IS HE TR
// 'playPreVoice": 'false, /&&= ( callerNbr ) RZAESEIF/E, IFAYEIY ( calleeNbr ) &1,25 @I

(callerNbr ) HBHUIRRE

// 'preVoice": 'pre_voicel.wav', //iZEFENY ( callerNbr ) WZiEeSEIFES, MFIU#ENY ( calleeNbr ) FiEE
B MAYIE RS
// 'waitVoice": 'wait_voicel.wav', //iI8EFE NN ZEEEIFEHNEEFS
Il 'calleeMedia": 'all', /ABEWMANEAST BRI
// 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BIREUBIRIRSEEES RPN
statusUrl
// 'feeUrl": 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BFREVEREEEISRKPINANfeeUrl
// ‘recordFlag": 'false, //SiEMME B HIrecordFlagiRiF—2
// 'recordHintTone": 'recordhint_voicel.waV', /iR E{F AR EINRLHE RS
// 'partyTypeRequiredinDisconnect': 'false, //disconnecti RS BB EEE HEIEEIHENAI A ZEE
// 'returnidlePort": 'false', /B EEEEREIFEESFHIEFROKSE
// 'userData': 'customerld123' /2B RAFPHIMEES
b3

var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');
res.on('data’, function (chunk) {
console.log(chunk);
Bk
b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);

b

console.log(JSON.stringify(body));

req.write(JSON.stringify(body));

req.end();

}

voiceCallAPI('+8653159511234', '+8613500000001', '+8653159511234', '+8613500000002');

var xaksk = util.buildAKSKHeader(data.data.click2call_appid, data.data.click2call_secret);

var location = record.getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', xaksk);
console.log('The record file download link is: ' + location);

“IRERE M T acdbit API” (XE5HEG)

/*jshint esversion: 6 */

var https = require(‘'https');

var util = require('./reqUtiljs');

var querystring = require('querystring');
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*k

* Get the download link of record file.
* @param fileName record file name
* @param recordDomain domain name of record file restore server

* @returns
*/
function getRecordLinkAPI(fileName, recordDomain, xaksk) {
if(fileName === undefined || fileName === null || recordDomain === undefined || recordDomain === null){
return;

}
if(xaksk === undefined || xaksk === null){
return;

}
var location;

var method = 'GET';
var uri = '/rest/provision/voice/record/v1.0';
var queryParams = querystring.stringify({'fileName": fileName, 'recordDomain': recordDomain});

var options = util.createOptions(method, uri, queryParams, xaksk);

var req = https.request(options, function (res) {
if(301 === res.statusCode){
location = Object.getOwnPropertyDescriptor(res.headers, 'location').value;
}
var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');
res.on('data’, function (chunk) {
console.log('resp:', chunk); //$TERNRREE
b
b

req.on(‘error', function(e) {
console.error('problem with request: ' + e); //$JEDEIR(EE
b
req.end(); //£5RIEK
return location;
}
module.exports = {
getRecordLinkAPI

I
“IFNUIRSIESED APL” ACEBHEG)
* IFIYSE4@H
* BRESKEIRTC S FERIFIYSE B D@
//MFAYSE @RS

var jsonBody = JSON.stringify({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',
'timestamp': '2019-01-24 03:04:24',
‘caller": '+8613800000022',
'called": '+8613800000021'
}
X

console.log('jsonBody:', jsonBody);

* IFIUSEHEED

* @brief FEARBLUZONEE

* @param jsonBody

i

function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //{SBRIE ST 9jsonObj
var eventType = jsonObj.eventType; //1BE1S{43EEY
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if (‘fee' === eventType) {

console.log('EventType error:', eventType);
return;

if (ljsonObj.hasOwnProperty('statusinfo')) {

console.log('param error: no statusinfo.');
return;

var statusInfo = jsonObj.statusinfo; //IEIPREHEHEE
console.log(‘eventType:', eventType); //¥JENEFN{4-25EY

//callout: [FEH 4
if (‘callout' === eventType) {

*k

* Example: RELARETsessionld /offl SR R i@ T Fi e S 83t B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": HFMIEER

* 'sessionld": BIFHERRAVFRIRID

*'caller: ZNUSHT

* 'called": #NIUSHI

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

return;

}
//alerting: iRESTHEH
if (‘alerting' === eventType) {

*k

* Example: RELARETsessionld /offl 1SR R i@t Fi e S 83T B 7SE B R A2

* ‘timestamp': iZIEASE A ERFRTCI S FEERIUNIXATEEE

* 'userData": HFMIEER

* 'sessionld": BIFHEREAFRIRID

*'caller: ENUSHT

* 'called": #NUSH3

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}
return;
}
[lanswer: RI&ZE4
if ('answer' === eventType) {

*k

* Example: RELARETsessionld /offl 1SR R i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEEE

* 'userData": AFMIEEE

* 'sessionld": BIFHEREAVFRIRID

*'caller: ENUSHT

* 'called": #NUSHI

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;
}
/[collectinfo: MEKWSERSEM NNATESBNES
if (‘collectinfo' === eventType) {

*k

* Example: ItE4ELABR T digitinfo ol iSIRFH TR S M BTSERERALE

* 'timestamp': iZIFIUSEE & ERIRTCULSS T ERIUNIXAT E1EE
* 'sessionld": WIHHEIEAIFRIRID
* 'digitinfo": IEFWSHS=F RTCUSEEWFAEHTHEWSIRIFIIEREIAR
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}
//disconnect: EHEH

if ('disconnect' === eventType) {

}

}
/MY
onCallEvent(jsonBody);

*

if (statusinfo.hasOwnProperty('digitinfo')) {
console.log('digitinfo:', statusinfo.digitinfo);

}

return;

/**

* Example: RELARETsessionld /ol ISR R i@t Fi e S 83+ B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": HFMIEEER

* 'sessionld": BIFHERRAVFRIRID

*'caller: E£0YS73

* 'called": #ENY=5

* 'partyType": HENAIAFZEE (NMEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENAIEREATEIA

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

“JEEATEAN API” (XTBHEGY

/**

* JREATEAN
* BREEIEIRTCI ST ERYERIB AR EE O

/
| AEEERIEEB
var jsonBody = JSON.stringify({
'eventType': 'fee’,
'feeLst": [

bk

]

{
'direction": 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurLTwpx63s9YnEm?2',
'icid": 'CAE-20190124110424-12019775',
'bindNum': '+8675512345678',

'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',

'callerNum': '+8613800000022',

'calleeNum': '+8613800000021',
'fwdDisplayNum': '+8613800000022',
'fwdDstNum': '+8613866887021',
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36',
'‘fwdAnswerTime": '2019-01-24 03:04:38',
'callEndTime": '2019-01-24 03:04:49',
'fwdUnaswRsn": 0,

'ulFailReason': 0,

'sipStatusCode": 0,

'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime": '2019-01-24 03:04:27",
'callOutAnswerTime": '2019-01-24 03:04:31',
'callOutUnaswRsn": 0,

'recordFlag": 0,

'ttsPlayTimes": 0,

'ttsTransDuration'": 0,

'serviceType': '002',

'hostName": 'callenabler245.huaweicaas.com'

}
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console.log('jsonBody:', jsonBody);

* {EERIE A

* @brief FHAB O

* @param jsonBody

*/

function onFeeEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //{SBEIHE M /9jsonObj
var eventType = jsonObj.eventType; // IS {H2EY

if (‘'fee' == eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('feeLst')) {
console.log('param error: no feelst.');

return;
}
var feeLst = jsonObj.feeLst; //FFIRESFHEE
/**

* Example: ItE4ELARHTsessionldfl, IR AT TR S 8 BT STIARAE

* 'direction': BIFAIIFAY S E, LARTCU S FEREE
*'spld: EFHIEIRS WS
* 'appKey": RZFffYapp_key
*‘icid": FEILIE RAYME—HRIR
*'bindNum'": &Lt RIEIUFICallEnablerdl 3-S5
* 'sessionld": BIEHEIRAIME—FRIR
*'callerNum": ZNYS3
* 'calleeNum': #NU=75
* 'fwdDisplayNum': #83ZIFIURTHIE RSB (BB EFHFSIET)
* 'fwdDstNum': E3ZIFNATAYEEIES 15 ((RES R = ET)
* 'fwdStartTime": FZIFIREHNFRB (VBB RIIEFSIET)
* 'fwdAlertingTime": #1ZIFIUIRIEERIRE B ((NEEEIIHFSIET)
* 'fwdAnswerTime'": 5 ZIFNR(ESHINZ AT E (VB S EIFFSET)
*'callEndTime'": [EAYL5ERATE
* 'fwdUnaswRsn': &1 IFNRIELMAIQE50/FE A
* 'failTime": FEN, IEHAISAT E])
*'ulFailReason': E@IEFLMAIFLE =
* 'sipStatusCode": I, 1T AISKSIPIRZSAD
* 'callOutStartTime": Initcall9IEH FFa4AT E
* 'callOutAlertingTime": Initcallf9IFH R ES AT E)
* 'callOutAnswerTime": InitcallB90TEH Rz &5 A/E]
* 'callOutUnaswRsn': Initcallf9IEH £ MAYQ850/E EE
*'dynIVRStartTime": BE X EISIVRAARE ((NiE S B =ET)
*'dynlVRPath': BEMESIVRIZER R ((NEEBiinSiET)
* 'recordFlag": REHRIR
* 'recordStartTime": REFHIARTE ((ESEITE=IET)
* 'recordObjectName": REXHE ((NESEIFHRIET)
* 'recordBucketName': REXHFIEAIE RS ((NESEIIFFSET)
* 'recordDomain': FFREREMHAEE (NES EIITHSET)
* 'recordFileDownloadUrl": REX & Nl ((MESEIIFHASET)
* 'ttsPlayTimes': K FBTTSIHAEAT A TTSAIEUREL
* 'ttsTransDuration": KZFBTTSINAERT, TTS Serverid# T TTSEEHARI S RHE (BB AFD)
* 'serviceType": #EHIFIUAIVSZHEBIER
*'hostName'": {RE 4 pkHIBRSS BER B XT MAYENL 2
*'userData": FAFKIEIER
[AERERBZ MBIEERIIRTCISFESKBIEREHIEX SR EERSIERS0MER
if (feeLst.length > 1) {
for ( var i=0; i<feelLst.length; i++) {
if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[i].sessionld);
}
}
} else if (feeLst.length === 1) {
if (feeLst[0].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[0].sessionld);
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}
}else {
console.log('feeLst error: no element.');
}
}
[RERALEE
onFeeEvent(jsonBody);
4.1.2 Java

4.1.2.1 /HEERK

it (EFERNES Y F R EREEER,

(=20

EEEFH=API SREVERE G FEHBUEAPI. [FIPRESIE
EBE@NAPI

IMEER

JDK 1.6 LA ERRZAN o

S|FBEE

httpclient. httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j

B RIIRIEFEGISHIZFE|java X 4 HPRIENETT

kil

o RMISFTiADemofHiRIARSSAUSIEF, AT RN ASUERIER, EEEMN
ERABEREERIVEBRIEN, LISERAPINASIEZEIZS AR

o ARXIEFTiADemofX AT INREER, ARIFEFERHITAER.
o AMIEHERRESE, FEpHIELNTRE.

REARH

{E)avatE BT SE A T TIEEREN:
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https://support.huaweicloud.com/VoiceCall_faq/VoiceCall_faq_00021.html
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpclient
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpcore
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpmime
https://mvnrepository.com/artifact/commons-codec/commons-codec
https://mvnrepository.com/artifact/commons-logging/commons-logging
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-databind
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-annotations
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-annotations
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-core
https://mvnrepository.com/artifact/com.alibaba/fastjson
https://mvnrepository.com/artifact/org.apache.log4j/com.springsource.org.apache.log4j
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[0 huawei
- [E] demo
GetRecordLink

HostingWoiceEventDemolmpl

VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java
=7 utils

Constant

HttpsUtil

JsonUtil

StreamClosedHttpResponse

StreamUtil

StringUtil

Constant.java

*

* File Name: com.huawei.utils.Constant.java

*

* Copyright Notice:

* % %k ok ok *

*/

Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

package com.huawei.utils;

public class Constant {

// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = "****x

public static final String CLICK2CALL_SECRET = "****;

public static final String CALLNOTIFY_APPID = "**+*t:

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "*****";

public static final String CALLVERIFY_SECRET = "*****!;

// The following constants do not need to be
// modified //
/*

* request header

* 1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

i
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public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=
\"Appkey\"";

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=
\"%s\",Nonce=\"%s\",Created=\"%s\"";

/*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL

* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";

public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/
v1.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";

public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";
}

HttpsUtil.java
package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {
public final static String CONTENT_LENGTH = "Content-Length";

private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {
SSLContext sslcontext = null;

try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {
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@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;

}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

}

public HostnameVerifier hv = new HostnameVerifier() {
public boolean verify(String urlHostName, SSLSession session) {
return true;
}
Y

public void trustAllHttpsCertificates() throws Exception {

TrustManager([] trustAllCerts = new TrustManager[1];

TrustManager tm = new miTM();

trustAllCerts[0] = tm;

SSLContext sc = SSLContext.getInstance("SSL");

sc.init(null, trustAllCerts, null);

HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
}

static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;
}
}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,
String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);
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request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>
headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;

try {
response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {
try {

response = new StreamClosedHttpResponse(response);
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} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());
}
}

return response;

}
}

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok * ¥ * X

i
package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.SerializationFeature;

import java.io.|OException;
public class JsonUtil {
private static ObjectMapper objectMapper;

static {
objectMapper = new ObjectMapper();

/] &EFAIL_ON_EMPTY_BEANSEH, HFFIHUESWRAEN R E
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);

// I&EFAIL_ON_UNKNOWN_PROPERTIES/E 4,24 SONFEF R PE/EavaliRi§ENEIE, 2
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

}

*k

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;

}
/**

* Convert JsonString to Simple Object
* @param jsonString

* @param cls

* @return

i
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public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
import org.apache.http.StatusLine;

import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation™)
public class StreamClosedHttpResponse implements HttpResponse {

private final HttpResponse original;
private final String content;

public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;

HttpEntity entity = original.getEntity();
if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :
null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}

}

@Override
public StatusLine getStatusLine() {
return original.getStatusLine();

}

@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}
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@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}

@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}

@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override
public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}

@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}
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@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}

@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}

@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);

}

@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}

@Override

@Deprecated

public HttpParams getParams() {
return original.getParams();

}

@Override

@Deprecated

public void setParams(final HttpParams params) {
original.setParams(params);

}

public String getContent() {
return content;
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StreamUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

i

package com.huawei.utils;

import java.io.Closeable;

import java.io.|OException;

import java.io.InputStream;
import java.io.InputStreamReader;

public class StreamUtil {

private static final String DEFAULT_ENCODING = "utf-8";

public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;

}

InputStreamReader inReader = null;

try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {
inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
inReader = new InputStreamReader(in, charsetName);

}

int readLen = 0;

char[] buffer = new char[1024];

StringBuilder strBuf = new StringBuilder();

while ((readLen = inReader.read(buffer)) !'=-1) {
strBuf.append(buffer, 0, readLen);

}

return strBuf.toString();
} catch (IOException e) {

System.out.println(e);
} finally {

closeStream(inReader);

}

return null;

}

public static void closeStream(Closeable closeable) {
if (closeable !'= null) {
try {
closeable.close();
} catch (IOException e) {
System.out.println(e);
}
}
}
}

StringUtil.java
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Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

E T

i

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versiond%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.util. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strisNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);

}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strsNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'"");

format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());

String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}

4.1.2.2 (XHBH41
“IEEEIITH= API” (FBEEE

package com.huawei.demo;

import java.util.HashMap;
import java.util.Map;
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import javax.net.ssl.HttpsURLConnection;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceCallMain {
/] EOBAIREE

private static String status = "";
private static String resultcode = "";
private static String resultdesc = "";

/[ EEEIIFHEOREE

private static String sessionld = "";

/RSB EATE =SS
public static VoiceCall voiceCallAPI = new VoiceCall();

[/ SREVR S M4 R E SR
public static GetRecordLink recordLinkAPI = new GetRecordLink();

/1 VRO RIIRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO fEFrRlinER & EiEE L, EARBdoVoiceCallFix.
/] LA (5 R SEbR T 2 A iE iR
VoiceCallMain.doVoiceCall("+8653159511234", "+8613800000001", "+8653159511234",
"+8613800000002");
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + + resultdesc);
System.out.println("The session id is: " + sessionld);

}
// TODO FHEEWIRSFIE SR, IB5SE IFINASFNIE SRIB AN AP " 2 O SEYUA B AR SR AT RO BR AT

// HostingVoiceEventDemolmpl

// TODO FBE FHFE AT, 152 IR " IREUFEE X4 Nt AP OFRENR S 34 Tttt
String aksk = StringUtil.buildAKSKHeader(Constant.CLICK2CALL_APPID, Constant.CLICK2CALL_SECRET);
String code = recordLinkAPl.getRecordLinkAPI("1200_366_0_20161228102743.wav",
"ostor.huawei.com", aksk);

if (code.indexOf("301") !=-1) {

System.out.println("The record file download link is: " + recordLinkAPIl.getLocation());
}else {

System.out.println("code: " + code);

System.out.println("Failed: " + recordLinkAPl.getResponsebody().toString());
}

}

* i e A NCIE S [T, AR5 E %G RIA T AIZSE, Al G S HARIERE O XSRS R A E.
*/
public static void doVoiceCall(String displayNbr, String callerNbr, String displayCalleeNbr, String
calleeNbr)
throws Exception {

Boolean retry = false;
// ARESEIFEO, BEERID
do {
status = voiceCallAPl.voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr);
if (status.indexOf(success) !'=-1) {
retry = false;
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}

}

/] BB, IERIRERIES.
resultcode = voiceCallAPl.getResponsePara("resultcode");
resultdesc = voiceCallAPl.getResponsePara("resultdesc");
sessionld = voiceCallAPl.getResponsePara("sessionld");

}else {
retry = true;
/] B SREE IR BRI A
resultcode = voiceCallAPl.getResponsePara("resultcode");
resultdesc = voiceCallAPl.getResponsePara("resultdesc");
/] BIBEER
VoiceCallMain.processError();

}

} while (retry);

/| BAPIFSRENEZFZ 2008 LMBFEIR.

private static void processError() throws InterruptedException {

}

// TODO 1RIEFEIRISFNEIRADIMIAL I )R
/] LAt {5 R SEbR T & A iE bR
System.out.println(status);
System.out.println(resultcode +
System.exit(-1);

+ resultdesc);

class VoiceCall {
/| FEEEIFAPIEIURL
private String urlVoiceCall;

[ EEONARASE SR
private Map<String, String> Responsebody;

/1 HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceCall() {

}

// T Rtk
urlVoiceCall = Constant.VOICE_CALL_COMERCIAL;
Responsebody = new HashMap<>();

@SuppressWarnings("unchecked")

/*

FIZRBIRRAIIE S, ANESHIRIER O SXAEFNSEIREREE. %GRS MRS IBIRIE S S HAME
XERBITEIRIGIIRE.

i

public String voiceCallAPI(String displayNbr, String callerNbr, String displayCalleeNbr, String calleeNbr)

throws Exception {
httpsUtil = new HttpsUtil();

/] BEIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// i&3RkHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);

headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant.CLICK2CALL_APPID, Constant.CLICK2CALL_SECRET));

/] MSEEEE

Map<String, String> bodys = new HashMap<String, String>();
bodys.put("displayNbr", displayNbr);//E 04 FFH£2iRAIREB R SH3
bodys.put("callerNbr", callerNbr);//A&CIFEIYRT AR {ERAIEN S,
bodys.put("displayCalleeNbr", displayCalleeNbr);//#NU FBF&Ri%AIKE B REME .
bodys.put("calleeNbr", calleeNbr);// A& CIFIYRTERAFTHIMEIY ST,

String jsonRequest = JsonUtil.jsonObj2Sting(bodys);
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/*
* Content-TypeJgapplication/json Hi5Kk /5% A posthd, {#FdoPostlsonGetStatusLine 3 iE&fiEhttp
* requestFFFREN NG L.
*/
StreamClosedHttpResponse responseVoiceCall = httpsUtil.doPostlsonGetStatusLine(urlVoiceCall,
headerMap,
jsonRequest);

// MaRZAYH SRS AResponsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(responseVoiceCall.getContent(),
Responsebody.getClass());

[/ RENIRAIstatus.
return responseVoiceCall.getStatusLine().toString();

}

/] SREXEEAN AR H 2
public Map<String, String> getResponsebody() {
return this.Responsebody;

}

[/ SRENBRLE SRR RIEN S
public String getResponsePara(String ParaName) {
return this.Responsebody.get(ParaName);
}
}

“IRERE X Tacdbit API” (XE3HEG)

package com.huawei.demo;

import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.Map;

import javax.net.ssl.HttpsURLConnection;

import org.apache.http.NameValuePair;
import org.apache.http.message.BasicNameValuePair;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;

public class GetRecordLink {
/] FRERFE S T EMEAPIAIURL

private String urlRecordFile;

/I Https=LiA

private HttpsUtil httpsUtil;

/] FEOIRNATHE S

private Map<String, String> Responsebody;
/] FEF T EtE

private String Location;
public GetRecordLink() {
// ESFRibiE
urlRecordFile = Constant.VOICE_FILE_DOWNLOAD;

Responsebody = new HashMap<>();
}

@SuppressWarnings("unchecked")
public String getRecordLinkAPI(String fileName, String recordDomain, String aksk) throws Exception {

httpsUtil = new HttpsUtil();
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/] BESIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// #31EURL

List<NameValuePair> keyValues = new ArrayList<NameValuePair>();
keyValues.add(new BasicNameValuePair("fileName", fileName));
keyValues.add(new BasicNameValuePair("recordDomain", recordDomain));

// i&3kHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);
headerMap.put(Constant. HEADER_APP_AKSK, aksk);

/*

* Content-Typegapplication/json HiEK /5% Fgethd, {#AdoGetWithParasGetStatusLinefik#aiEhttp
* requestFFFREN NG L.

*/

StreamClosedHttpResponse respRecordLink = httpsUtil.doGetWithParasGetStatusLine(urlRecordFile,

keyValues,

}

}

headerMap);

// MaRZAYH SRS A\Responsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(respRecordLink.getContent(), Responsebody.getClass());

/1 Ml Rzskis;#3kER location.
String code = respRecordLink.getStatusLine().toString();
if (code.indexOf("301") !=-1) {
Location = respRecordLink.getFirstHeader("Location").getValue();
}else {
Location ="";

}
/1 RENIRAIstatus.

return code;

[/ SREXEEAN IR H 2
public Map<String, String> getResponsebody() {

}

return this.Responsebody;

[ SRENBRLE SRR RIEN S
public String getResponsePara(String ParaName) {

}

return this.Responsebody.get(ParaName);

// ¥%BXlocation
public String getLocation() {

}

return this.Location;

“IFIAZSIERN API” 5 “TREIE API” (HDEEG]

package com.huawei.demo;

import org.apache.log4j.Logger;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
import com.alibaba.fastjson.JSONObject;

*k

* IFNY SN AR A EAN
* ZEREAKEIRTCL S SR IFEI BB AN SR BANATE D@

*

public class HostingVoiceEventDemolmpl {
private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);
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*k

* IFIYZEE for {EZEIIT BT BN/ IE SIS

* @param jsonBody
* @breif FEARBLUZEONEE
*/
public static void onCallEvent(String jsonBody) {
/] $EEIOSNIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // X042 EY

if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;

}
JSONObject statusinfo = json.get)JSONObject("statusinfo"); // IFIUIREHIHEE

logger.info("eventType: " + eventType); // FJEDBRIS{SEEL

//callout: MEHZ=HE
if ("callout".equalsignoreCase(eventType)) {

*k

* Example: tRELAEtrsessionld 9ffl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld"; BIEHEIAIARRID

*'caller: E£NYS43

* 'called": #ENY S5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//alerting: IRESEM
if ("alerting".equalsignoreCase(eventType)) {

* Example: thRELAEtfrsessionld offl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEF & ERIRTCUSS FERIUNIXAT B
*'userData": FAFMIEIER
* 'sessionld": BIEHEIAVARIRID
*'caller: EMUSH3
* 'called": #NUSH5
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
//answer: RZZE{HF
if ("answer".equalslgnoreCase(eventType)) {

/**

* Example: thRELAEtrsessionld o ffl, iSi& BT iR 2 #+ B 17C AR 12

* 'timestamp': iZIFAUSE AR ERTRTCU S ERIUNIXATE)EL
*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYE43

* 'called": #NUSH5

*/

if (statusinfo.containsKey("sessionld")) {
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logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//collectinfo: HEWSEREM (NNATESENTS
if ("collectinfo".equalsignoreCase(eventType)) {

*k

* Example: thRELAREHTdigitinfo ol 1Bt R BT T R S I F B 1TSE B R E

* 'timestamp': IZIENYSE4 & ERIRTCUV S EEAIUNIXETEIEE
* 'sessionld": BIEHEIZAYFRIRID
* 'digitinfo': IFWSHRTR RTCUSFEMNFREHITHE W SIRIERER A
if (statusinfo.containsKey("digitinfo")) {
logger.info("digitInfo: " + statusinfo.getString("digitinfo"));
}
return;

}
//disconnect: N
if ("disconnect".equalsignoreCase(eventType)) {

/**

* Example: thRELAEtrsessionld o ffl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARKIRID

*'caller: ENYE43

* 'called": #NUS5

* 'partyType": $HEHIAIRF LR (VLB S CFASES

* 'stateCode": BIFENIREE

* 'stateDesc': WIFENBIREEATER

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;
}
}

*k

* IRE@AN for {EFEIIT /BT @A/ IE SIS

* @param jsonBody
* @breif FEARBLUEONEE
*/
public static void onFeeEvent(String jsonBody) {
/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // E@ENS4F2EEY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;

}
JSONArray feeLst = json.get)SONArray("feeLst"); // IFIUiEEBEHEE

* Example: ItRELARETsessionld /ol 1SR R i@t Fi e S 83T B 7SE B R AR

* 'direction': EFAIIFIY TS E, LARTCU S FEHEHE
*'spld": EFIEIRS WS

* 'appKey": I FEHYapp_key

*‘icid": IFIUIE RAME—IRR

* 'bindNum': &SIt XIFEIUEICallEnablerdl$3S45
* 'sessionld": EiFHEERAIHE—IRR
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4.1.3 Python
=3 BEEIFF=API. SRERS G TEMBUEAPI . IEIKZER

}

}

*'callerNum": 1S5
* 'calleeNum": IS5
* 'fwdDisplayNum': #£3Z2IFNUATHY B RS18 ((NEB R SES)
* 'fwdDstNum': F 1IN AT AYEEIE S8 (MBS EIEI=iET)
* 'fwdStartTime": #&ZIFNIRIERIFFIARTIE) (B S R SIET)
* 'fwdAlertingTime": $3ZIFINIR(EEAURERATE (VB S EITIHSET)
* 'fwdAnswerTime'": Z&Z IR ESHIRIZ AT E ((UE S E TS ET)
* 'callEndTime": IENU£E5RAYE]
* 'fwdUnaswRsn': &1 IE IR ERMAIQE50/EE E
* 'failTime": FEN, IFE RIS MIATE]
* 'ulFailReason': WiELMATIRE S
* 'sipStatusCode": I, I A SIPIR AT
*‘callOutStartTime": Initcallg9MEH FFaaAt E
* 'callOutAlertingTime": Initcal [f9IEHRESATE
* 'callOutAnswerTime": Initcal B9 R &5 A E)
* 'callOutUnaswRsn': InitcallA9RFEH £ MAIQ850/R EE
* 'dynIVRStartTime": BEXEISIVRIFEETE (UGBS EIFSET)
*'dynlVRPath': BE X EISIVRIZEIER ((MES @i SiET)
* 'recordFlag": HEHRA
* 'recordStartTime': REFIAB((NESRIIEFSIET)
* 'recordObjectName": REXHE (KBS EIFA=IET)
* 'recordBucketName': REXHAIENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE (NESEIFFSET)
* 'recordFileDownloadUrl': R4 Rkt ((GESEIIE7 SiEL)
* 'ttsPlayTimes': Rz FITTSIHREAT {EFTTSHISEUREL
* 'ttsTransDuration': RZFITTSINAERT, TTS Serveri{TT TSI AHL (B A7)
*'serviceType": EHIENURGSEZREYSE
*'hostName'": {FER A4 R HIBRSS SR B XTI MAIEN L2
* 'userData": HFMIE(EE
[FERERBEZ MNEIEERIRTCOI S FESBERSFHERX B EERSETS0MNMEER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONObject)loop).getString("sessionld"));

}
} else if (feelst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {
logger.info("sessionld: " + feeLst.get/SSONObject(0).getString("sessionld"));
}
}else {
logger.info("feeLst error: no element.");

}

API. (BREREZNAPI

IMRER Python 3.0KLA LR,

S|k requests 2.18.1

1. 1BB1T T & EPython 3.x, HEHIMERE .
2. FIFS1TEO, M1Tpip install requestsdn<,
3. HiTpip listEELEER.,
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B

o ARIAPriRDemofEiR MRS AVSIER, AIRESIS R AKIERIER, ENEEMN
EZRABXEERIVEBAIENE, LISRAFPIT ABIEZRIZDRIRF

o ARXIEFTiADemofX AT INREER, FARIFEFERHITREER.

o ANHEERVESE, FHURHTRLIEHRIE.

“EEEIFHR API” LT3RG)

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #EZE5c(Fpip install requestsap$ LK
import time
import uuid
import hmac

from hashlib import sha256

#MEESE TR ES-RIEEIR KRB N EUE B LinME

base_url = 'https://{domain}:{port}'#APPZ A\ it MISEARSSAT &, 5 &R 9 SEFMME
appKey = "**appKey**'#15 & [O|IFEL FIAYappKey, LIRSS AT T A& 15 & e O SLFMME
appSecret = "*appSecret**#EEE|IFRN FHRYappSecret, LIRSS AT T & 159 LIRME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr):
if len(displayNbr) < 1 or len(callerNbr) < 1 or len(displayCalleeNbr) < 1 or len(calleeNbr) < 1:
return

apiUri = '/rest/httpsessions/click2Call/v2.0'
requestUrl = base_url + apiUri

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK'": buildAKSKHeader(appKey, appSecret)

}

jsonData = {
# WESH
'displayNbr": displayNbr, #2314 FA P FA1LimAIKE ERSE
'callerNbr": callerNbr,# & EIEIURTFHEREIEN ST,
'displayCalleeNbr": displayCalleeNbr,## 01U FB P &ixAIRE ERSH .
'calleeNbr'; calleeNbr# & #CIEIURTEFE3THOMENU SR
# IEESH
'maxDuration': 0, #731FERIBIEFHT THIR AT &)
'lastMinVoice": 'lastmin_voicel.waV', #zE— S~ e
'lastMinToUE": 'both’, #&f5— P IEAVBIRIR
'playPreVoice": 'false', #i8 BN ( callerNbr ) MZEZEIES MEIUENY ( calleeNbr ) Hi,2&m@ENY
callerNbr ) BHUETRS
'preVoice": 'pre_voicel.wav', #i8EEM ( callerNbr ) NEEE LTS, I ( calleeNbr ) BiEEMRE
AN
'waitVoice": 'wait_voicel.wav', #i8B NN ZE=SEIFEHNS S
'calleeMedia": 'all' , #HEEHMIVEASBHRA R
'statusUrl": ", #1% & SPIZIIRZS EIRAYURL, B3k {EE FEBASE6 447
‘feeUrl": ", IR ESPEEKGE S FIRAYURL, ZEK(EFBASE644RED
'recordFlag': 'false', #IRBEEESEIITBIEIEESERE
'recordHintTone": 'recordhint_voicel.waV', #i8 EfF RS INRERNE TS

HEHHEEBFE R
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# 'partyTypeRequiredInDisconnect": 'false’, #disconnectih S BB EBE T BmIE EoIHENAI PSR
# ‘returnidlePort" 'false’, #8 REREEREIFETRIFI RO S
# ‘userData': 'customerld123' #IRERFRIMEER

}

try:

r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #¥TEDNARZESR
except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode ('utf-8')) #3TENEEIRER
pass

1 '

if _name__=='_main_"
voiceCallAPI('+8653 1% ***+*4! 11861 35*+**r+x]! 14853 **rkwikq! 1186 35++wrkw)r)

“IRERE X T Ecdbit API” (E0HEG)

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #ZE2E5E(Fpip install requestsapS 22K
import time
import urllib
import uuid
import hmac

from hashlib import sha256

#IME B E "R ES-BIERR"SREN TR B 9LirE
base_url = 'https://{domain}:{port}'#APPIZ Attt MIERRSZSAT N A&, B HEISEFMME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def getRecordLinkAPI(fileName, recordDomain, xaksk):
if len(fileName) < 1 or len(recordDomain) < 1 or len(xaksk) < 1:
return

location ="

apiUri = '/rest/provision/voice/record/v1.0'
queryParams = urllib.parse.urlencode({'fileName'fileName, 'recordDomain‘.recordDomain})
requestUrl = base_url + apiUri + '?' + queryParams

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK': xaksk

}

try:
r = requests.get(requestUrl, headers=header, allow_redirects=False, verify=False) #&1Xi53K
if(301 == r.status_code):
print(r.status_code) #FJEDNaRZ5ER
location = r.headers['Location']
else:
print(r.status_code)
print(r.text) #3JEPNm A4S
except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode('utf-8")) #3TENEEIREE

return location
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if _name__=='_main_"
aksk = buildAKSKHeader (***appKey***', ***appSecret***') #i&es[alIF FEAYappKeyFlappSecret
location = getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', aksk)
print(‘The record file download link is: ' + location)

1

“IFNPRZSERD API” AESEEG)

-*- coding: utf-8 -*-

Iy D
ERFAREIESEIETF RIS M@Y= B
import json

#IFIYSEHEENIFG]

jsonBody = json.dumps({

'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+86138* 2!,
'called': '+86138*+**+*1!,
'userData": 'customerld123'

}).encode(‘ascii')

print(jsonBody)

IFOUSE D

@see: FHATLAZEO A E

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #{&iBETiE Ef#HT"jsonObj
eventType = jsonObj['eventType'] #iBEISE{H2EEY

if (‘fee' == eventType):
print('"EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusinfo = jsonObj['statusinfo'] #IFINIKESHHEE

print(‘eventType: ' + eventType) #¥JEDiBRNS{FERY

#callout: IFHEME
if (‘callout' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT S 8T B {TSE PR E

'timestamp': IZIFIEH LR EMESBIEFSHIUNIXET B,
'userData: FHFMIEER
'sessionld': BIEHERAIFRIRID
‘caller: =3
‘called": #0USH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: ¥RISSHEMH
if (‘alerting' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT S8 B 1TSE IR E
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‘timestamp': IZIFIEH & EMNESBIEFSHIUNIXFTEEE
'userData": HFMiEEE
'sessionld": EiFHEREHIFRAID
‘caller': ENUSHEZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: W&
if (‘answer' == eventType):

m

Example: HbLAfEHTsession|d a6l 1B R E BT T S 8t B 1TSEIER R

'timestamp': iZF S A ENESEIEFESHIUNIXETEEE
'userData": HFKEIEE
'sessionld": FEiFHEREHIFRAID
‘caller': ENUSHEZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#oollectinfo: MEWSEREM (NNATFESENTS
if (‘collectinfo' == eventType):

m

Example: It4ELABRHTdigitinfo ol iSRRI S 8 BT SEIERAL R

'timestamp': iZF S A ENESEIEFESAIUNIXETEEE
'sessionld": EiFHEREAIFRRID

'digitinfo': MEWSHRT, IEEEIEFENTREHITHEWSIRIERISRER

m

if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitinfo'])
return
#disconnect: EH=E

if ('disconnect' == eventType):

m

Example: HAbLAfEHTsessionld a6l IS R B BT T S 8t B ITSEIER 2

‘timestamp': IZIFIUSE & EHESBIEF SAIUNIXAT a2
'userData": HFKEIEE
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSFS
‘partyType": NI AFEE (NMEESRETISIES
'stateCode": WFENHIREE
'stateDesc": BIEFENAYEREAIHEIA
if (‘sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
if _name__=='_main_"
onCallEvent(jsonBody) #IFENUE{4+4a1E

“JEEATEAN API” (XHBHEEGY

-*- coding: utf-8 -*-
TREIEH]
ERESREIESBIEFE RS REAIEOE

import json

#IE PR

jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
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'direction”: 0, #1BIERIRFAY S @ LUESBIEEE REE

'spld": 'CaaS_Test_01', #=ZFH=RZKS

'appKey": 'kadk*****QYnEm2', #FBHYapp_key

'icid': 'CAE-20190124110424-12019775', #IEIUiE RAIE—mR

'bindNum'": '+86755*+++++g! #&8 t)RIFNUAYCallEnabler\53S53, B4R ES TS

'sessionld”: '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, #@iEHEEEHY
HE—FRR

'callerNum’: '+86138****2' #FUSH5

'calleeNum"; '+86138*+*+*++1! #ubN-S3

'fwdDisplayNum': '+86138*+2!, #Z&Z TSN B RSB (NEBRIIHFSIET)

'fwdDstNum': '+86138**1" #tLIZIFNURTHIEEIESIE ((NESEITFES=ET)

'fwdStartTime": '2019-01-24 03:04:31", #4&Z TN ERIFFIART E] (B S LIS ET)
'fwdAlertingTime': '2019-01-24 03:04:36', #4&1ZIFNIR(ESHIRSATE (B S EFASET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4& TR ERNMERE ((NESEEBISIET)
'callEndTime": '2019-01-24 03:04:49', #[FNU£E kA E]
‘fwdUnaswRsn': 0, #551EIF MR ERMAIQE50REIE
failTime": ", #FEN, AL KAT(E
'ulFailReason': 0, #BiELMAIFE =
'sipStatusCode'": 0, #IFN, IFEHAIRKSIPIKEAD
'callOutStartTime": '2019-01-24 03:04:24', #Initcallg9IFEH FFH4RTE
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcallf9IF RS ATIE]
'callOutAnswerTime': '2019-01-24 03:04:31", #Initcall9IFH R Z5HE)
'callOutUnaswRsn'": 0, #InitcallA9NFEHELMAIQ850/REE
'dynlVRStartTime": ", #8E X a7SIVRAFIARTE (VB S B SET)
'dynIVRPath': ", #E7E X aIZSIVRIZRIRZ ((NES BT =)
'recordFlag': 0, #FESHxA
'recordStartTime": ", # RS FHHARTE ((EZ EIFHASET)
'recordObjectName": ", #REX4E ((LEBEIIFZRIET)
'recordBucketName": ", # RS XHFIENIE RS ((NESEIFFSET)
'recordDomain': "', #7FHERE MRS (VB S EIITIHSET)
'recordFileDownloadUrl": ", #R& 34 Nt ((RES RIS ET)
'ttsPlayTimes": 0, #RIFITTSIHAEAT, EFATTSHISREL
'ttsTransDuration': 0, #8FBTTSINAERT, TTS ServeriH{TTTSHERHISAHL (BAA AFD)
'serviceType': '002', #ERS AL HKEYES
'hostName": 'callenabler245.huaweicaas.com', #1554 R AIIRSE S8 XTI ENZ
'userData": " #FFMIBEE
}
]

}).encode(‘ascii')

print(jsonBody)

TRERIBEN

@see: FHAEIEONEE

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEEf#T9jsonObj
eventType = jsonObj['eventType'] #E@HIEE{HEEY

if (‘'fee' = eventType):
print('"EventType error: ' + eventType)
return

if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
return

feeLst = jsonObj['feeLst']

#Example: AL R Tsessionld ol 1SR iRt T e S 8T B 1TSE BB R AR
#HEERE S NMBIEERIESBIEFESBEREHIEX BRIEERSIETS0NMER
if (len(feelLst) > 1):
for loop in feeLst:
if ('sessionld' in loop):
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print('sessionld: ' + loop['sessionld'])
elif(len(feeLst) == 1):
if ('sessionld' in feeLst[0]):

print(‘sessionld: ' + feeLst[0]['sessionld'])
else:

print(‘feeLst error: no element.");

if _name__=='_main_"
onFeeEvent(jsonBody) #i%E4ME

4.1.4 PHP
=21 B EIFZSRAPI. SREERS S TEEUEAPI . IEIUKRSER
API, iEEREZNAPI
RMEEK PHP 7.0%2 LA ERRZAR o
SIFEE -
MH

o ARIAEriRDemofEiR MRS AISIER, AIRESIS R AKIERIER, ENIEEMN
EZRABXEERIVEBAIEN, LISRAFPIT ABIEZRIZDRIRF

o ARXIEFmiADemofX BT INREER, ARIFEFERHTAER.
o ANHEERESE, FHURHTRLIEHRIE.

“EEEFES AP (TG

<?php

include 'data.php’;

include 'util.php’;

include 'getRecordLink.php';

* voiceCallAPI

* @param string $displayNbr

* @param string $callerNbr

* @param string $displayCalleeNbr

* @param string $calleeNbr

i

function voiceCallAPI($displayNbr, $callerNbr, $displayCalleeNbr, $calleeNbr) {

if (empty($displayNbr) || empty($callerNbr) || empty($displayCalleeNbr) || empty($calleeNbr)) {
return;

}

$method = 'POST,
$apiUri = '/rest/httpsessions/click2Call/v2.0";
$xaksk = buildAKSKHeader(getClick2Call_Appld(), getClick2Call_Secret());

$content = json_encode([
[+ MESE/
'displayNbr' => $displayNbr,//FE P FHLiGAIKEB RS
‘callerNbr' => $callerNbr,//&#2IENUATER{EEELSFT
'displayCalleeNbr' => $displayCalleeNbr,//#% 14 AP &LixHIRKEB E =S5
'calleeNbr' => $calleeNbr//&FEIFIUAT AT THIMEIL S,

[* IEESE/
// 'bindNbr' => '+86123456789", //CallEnablerll$Z- 273, EI4FE 275
// 'maxDuration’ => 0, //fSiF SRIRIBIEHITHIRASHTE
// 'lastMinVoice' => 'lastmin_voicel.waV, //&E—D SR T~E

I 'lastMinToUE' => 'both’, //&/Ea—5 tIEAIUERMRISR
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// 'playPreVoice' => 'false’, /AZEEM ( callerNbr ) RZEZENESS, IENY#EAY ( calleeNbr ) &, 2Fm@3EM
(callerNbr ) BHUIRTE

// 'preVoice' => 'pre_voicel.waV', /AREEM ( callerNbr ) NEZiEEEIF/F,MFEIY#NY ( calleeNbr ) BilEE
B MAYIR RS

// 'waitVoice' => 'wait_voicel.waV', /ARBFIMNZIESFOIFEENEFS

1! 'calleeMedia' => ‘'all', //A8ERNRVEASTERS R

/! 'statusUrl' => ", /iR B SPEIKUAZS _EIRAIURL, ER{EFIBASE6A4RHT

1! feeUrl' => ", //i B SPEEKIEER HIRAYURL, EK{EFIBASE6A4RTS

// 'recordFlag’ => 'false', /AR BIEEOIFEEIERE RS

// 'recordHintTone' => 'recordhint_voicel.waVv', //i8 BFFRAFSEINEEHE RS

/! 'partyTypeRequiredinDisconnect' => 'false’, //disconnectihS BB BB 4 EIE N AR 2R
// 'returnidlePort’ => ‘false’, //fE A Hm BREITFETHIFIiKOHKE

// 'userData’ => 'customerld123' /A& B RAFHIMEES

1;

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

try {
$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiE3R
print_r($response . PHP_EOL); // TEDNaR£5 5

} catch (Exception $e) {
echo $e->getMessage(); //HTEMEIRIER

}

}

voiceCallAPI('+8653159511234', '+8613500000001', '+8653159511234', '+8613500000002');
$xaksk = buildAKSKHeader(getClick2Call_Appld(), getClick2Call_Secret());

$location = getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', $xaksk);

print_r('The record file download link is: ' . $location . PHP_EOL);
>

“IRERE X T acdbit API” (XEBHEG)

<?php
include 'data.php’;
include 'util.php’;

* getRecordLinkAPI
* @param string $fileName
* @param string $recordDomain
* @param string $xaksk
* @return void|string|mixed
i
function getRecordLinkAPI($fileName, $recordDomain, $xaksk) {
if (empty($fileName) || empty($recordDomain) || empty($xaksk)) {
return;

}

$location ="}

$method = 'GET;
$apiUri = '/rest/provision/voice/record/v1.0';
$queryParams = http_build_query(['fileName' => $fileName, 'recordDomain' => $recordDomain]);

$requestUrl = getBaseUrl() . $apiUri . '?' . $queryParams;
$context_options = createOptions($method, $xaksk, null);

try {
$http_response_header = get_headers($requestUrl, 1, stream_context_create($context_options)); //FKEX
MAzE S RER
if(strpos($http_response_header[0], '301")){
$location = $http_response_header['Location']; //3RENFE {4 Nttt

}else{
print_r($http_response_header[0] . PHP_EOL); //$TENNaN75400/401/403/500
// $response = file_get_contents($requestUrl, false, stream_context_create($context_options)); //3KEX
MAGHSEIRER

// print_r($response . PHP_EOL); // $TERNON¢ER
}

} catch (Exception $e) {
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}

>

echo $e->getMessage(); //HTENEIRIER

}

return $location;

“IFNPRZSER] API” AFSEEG)

<?php
/**
* IFIUSEHE D

* BREGKWEIRTCU S FERINFIYSEHERNATE O

*

/[WEU SRR

$jsonBody = json_encode([

1

'eventType' => 'callout’,
'statusinfo' => [

'sessionld' => '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,

'timestamp' => '2019-01-24 03:04:24',
'caller' => '+8613800000022',
'called' => '+8613800000021"

]

print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//MFNUZE{44 8

* [FNYE{mEn
* @desc IFARBLUEOMRE

* @param jsonBody

function onCallEvent($jsonBody) {

$jsonArr = json_decode($jsonBody, true); // 1S BENE B AR I KEXEEHE
$eventType = $jsonArr['eventType']; //iBXIS{4-25

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
return;

}
$statusinfo = $jsonArr['statusinfo']; //IFILKESHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //3JENBANSE{4EEY
//callout: MEHEMHE

if (strcasecmp($eventType, 'callout’) == 0) {
* Example: IALLAREHTsession|d 9l iR MR R e S 83 B 1TSCIE AL

* 'timestamp': iZIFIUSEF & ERTRTCUL S FARIUNIXAT B2

*'userData'": FHFMIEEE

* 'sessionld": BIEHEREAIFRIRID

*'caller: ENUSHT

*'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
//alerting: ¥RESHEF
if (strcasecmp($eventType, 'alerting') == 0) {

*k

* Example: IttabLAETsessionld ol B R RTS8 BT SEIAE AL E
* 'timestamp': iZIFIUSE4 & ERFRTCUV S5 SRIUNIXAT [E)EL
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* 'userData": AFMIEER

* 'sessionld": BIFHERRAVFRIRID

* 'caller: ENUSHT

* 'called": #NUSHI

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
//answer: Rt

if (strcasecmp($eventType, 'answer') == 0) {

*k

* Example: AR Tsessionld /il 1SR R i@t FT e S 83+ B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCQI S FEERIUNIXATEEE

* 'userData": AFMIEER

* 'sessionld": BIFHEREAVFRIRID

*'caller: NS

* 'called": #NUSHI

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
/[collectinfo: HEWSEREM (NNATFESBENHS
if (strcasecmp($eventType, 'collectinfo’) == 0) {

* Example: ItE4ELABR T digitinfo ol iSIRFH BT PR S 8 BTSERERALE

* 'timestamp': IZIFAYEH & SERIRTCUSS FEHIUNIXAT B2,
* 'sessionld": BIFHEREAVFRIRID
* 'digitinfo'": IE W SHS=H RTCUSZ AW AEHTHERSRIEIERIBIA
*/
if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {

*k

* Example: RELARETsessionld ol 1SR R i@t Fi e S 83T B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCI S EERIUNIXATEEE

* 'userData": AFMIBEER

* 'sessionld": BIFHEREAVFRIRID

*'caller: £0YS73

* 'called": #ENY=5

* 'partyType": HENAIARF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENHIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

“JEEATEAN API” (XTBHEGY

<?php

* IEEREAN

* BREAIEIRTC S FERERIBAAYE @R
*/
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[[TEERIBENE)

$jsonBody = json_encode([
'eventType' => 'fee’,
'feeLst' => [

[

'direction’ => 0, //IBIEHIIFEOYF5 e, LARTCU S E & REH

'spld' => 'CaaS_Test_01', //ZFPH=REWKS

‘appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm?2', // N FBiJapp_key

icid' => 'CAE-20190124110424-12019775', //FFIUIERAIME—IRR

'bindNum' => '+8675512345678', // A& 2LLRIFAYAICallEnableril 55543, BI4FES B

'sessionld’ => '"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //iBiE§E

PRAIHE—HRIR

]
]
1;

'callerNum' => '+8613800000022', //=£NYSH3

'calleeNum' => '+8613800000021", //#&NYSH5

‘fwdDisplayNum' => '+8613800000022', //#& = IFIUATHI B RSB ((RES EIFHF=IET)
'fwdDstNum' => '+8613866887021', //4& I AT AVEEIE SIS (BB RIIEFSIET)
'fwdStartTime' => '2019-01-24 03:04:31", //53ZIFIUIREFNFRITE (BB RIIEFSIET)
‘fwdAlertingTime' =>'2019-01-24 03:04:36', /4= IFIURERRIRIITE ((NES LB SET)
‘fwdAnswerTime' => '2019-01-24 03:04:38', //3£1E IR EBRINE RN ((NESEIHFSET)
'callEndTime' => '2019-01-24 03:04:49', //IEAULESRAT(E)

‘fwdUnaswRsn' => 0, //4&HIF IR ELMAIQE50/REE

‘failTime' => ", //IEN, IEHAIELKAETE)

'ulFailReason' => 0, //iBIELEMEIIRLE S

'sipStatusCode' => 0, //IEN, IFHAIELKSIPIRESED

'callOutStartTime' => '2019-01-24 03:04:24", //Initcall[BIMIEH FFEEAT E]
'callOutAlertingTime' => '2019-01-24 03:04:27', //Initcallf9IF HHRESATIE
'callOutAnswerTime' => '2019-01-24 03:04:31", //Initcallf9NFEH fz & A E]
'callOutUnaswRsn' => 0, //Initcalli9MFHEMAIQ850/FEFE

'dynIVRStartTime' => ", # 5E X EIFIVRIFIARGE (VB S BAIDSHET)

'dynlVRPath' => ", //BENIEIVRIZEIRR ((NEE BT =IET)

'recordFlag' => 0, //RStRA

'recordStartTime' => ", //REFIARE ((RESEIFI=IETS)

'recordObjectName' => ", //REMXMHE ((NESEIFFSIET)

'recordBucketName' => ", //REXHFENERE ((NESEFHHSET)

'recordDomain’' =>", //[fFHREXHIEE ((NESEIHFSIET)
'recordFileDownloadUrl' => ", //RE XTI ((GES RIS HET)

'ttsPlayTimes' => 0, //NFATTSIHAERT (FFATTSHYEIREL

'ttsTransDuration' => 0, //RZFATTSIHEERT, TTS Serverif{TTTSEEHARY AT (R 0FD)
'serviceType' => '002', //HESIENLRI SZERUSE

'hostName' => 'callenabler245.huaweicaas.com’, //i&EE 4R AYIRS SIS ST MAYENZ
'userData’ => " //FFEES

print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//iE AR

/**

* [HRERIEAN
* @desc IFMABLUEOXAENE
* @param jsonBody

i

function onFeeEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); // 4GB0 S MR O FEEEIH
$eventType = $jsonArr['eventType']; //BENS{E2EE

if (strcasecmp($eventType, 'fee') != 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}

$feeLst = $jsonArr['feeLst']; //IENIFERSAHEE

//Example: ERELARRHTsessionld ol iE1ETE TR 2 8 B 1TCHE XA 12
[FERTARE S MBIEERIMRTCU S FESEEREHIER BRI EHERSETS0MER
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if (sizeof($feeLst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}
}
} else if(sizeof ($feeLst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);
}
}else {
print_r('feeLst error: no element.");
}
}
>
4.1.5 C#
=] IESCIFHRAP], SREVFRS G THEMIEAPI EIYRZER
API. EEREZNAPI
IEER NET Core 2.0% LA FARZAE,.NET Framework 4.7.1% LA EAR
x,
S|FBE Newtonsoft.Json 11.0.2, i52%https://
www.newtonsoft.com/json3<EY ,
ik 1|

S

o ARIAPTRDemofERMARSAITIETR, AIRESIT RN AEURERIER, ENEEN
EZRABXEERIVEBAIENE, LISRAFPIT ABIEZRIZDRIRF

o AXIEFTiADemofX T INREER, ARIFEFERHITAER.
o AMIEHERRESE, TR IELNTRE.

“IEEEITZSE API” {CIDHEF)

using Newtonsoft.Json;

using System;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_
{
class VoiceCall
{
string base_url = "https://{domain}:{port}"; //APPEEAMtIE, MISERRSSAY A 15 &R S SEhRME
string appKey = "**appKey***"; //iBE[EIIFLFRYappKey, MSLARSSAT T4, 1B 1% ISEPrE
string appSecret = "**appSecret™*"; //i&E BT FAiYappSecret, WILARSHYT T &2, 15 HLIME

static void Main(string[] args)

/1S3 SIHEE R AEIRSHS.EIE SEMEHI S SO SRR
voiceCallAPI("+86531 *******4u’ 14867 3G HrrkRx] n, "4+86531 *******4u’ "+861 35*******2');
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}

static void voiceCallAPI(string displayNbr, string callerNbr, string displayCalleeNbr, string calleeNbr)

if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(callerNbr) ||
String.IsNullOrEmpty(displayCalleeNbr) || String.IsNullOrEmpty(calleeNbr))
{

return;

}

string apiURI = "/rest/httpsessions/click2Call/v2.0"; //#ZURI
string requestUrl = base_url + apiURI;

try
{
[/ BB LEEHTTPSIEFIAIE RIS AL APIR KK, BB ZRSIEB(SEER
//.NET Framework 4.7.1 % LA ERRZAS, &R L3
var sslHandler = new HttpClientHandler()
{

15

HttpClient client = new HttpClient(sslHandler, true);

JMEFNET Framework 4.7. 1k, iER BT T

//HttpClient client = new HttpClient();

//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

//i&3KkHeaders

client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//i&3KBody

var body = new Dictionary<string, object>() {
[FIAESE/
{"displayNbr", displayNbr},//ZEI AP FHLixHIREBERSHI.
{"callerNbr", callerNbr},//&#EIFIURIFR{ERRIEN ST
{"displayCalleeNbr", displayCalleeNbr},//# MU AP RixHIKE R RS,
{"calleeNbr", calleeNbr}//A&EIFIURTERIEFTHIRIUS S
[HEESE/

//{"maxDuration", 0}, //SSFEIRBIEBITAIERA<ATE]

//{"lastMinVoice", "lastmin_voicel.wav"}, //BRE—PHHSETRS

/{"lastMinToUE", "both"}, //&E— 3 M= ANERIIR

//{"playPreVoice", "false"}, /i EFEM ( callerNbr ) WZiEeSEIFS,MFIU#ENY ( calleeNbr ) &2
&Em=ENY ( callerNbr) EBHIRRE

//{"preVoice", "pre_voicel.wav"}, /AZEEN ( callerNbr ) MEIEES IS, IFAU#E
(calleeNbr ) FiEIEMBHANRTE

//{"waitVoice", "wait_voicel.wav"}, /i&BE NN Z EFEIFEHNEES

//{"calleeMedia", "all"}, //fEEH ORISR SHBILS U
//{"statusUrl", "}, //iZESPHEUTIAZS LIRAYURL, 3K {FFABASE644R S
[/{"feeUrl", ""}, /(& ESPIZWIEER EIRAYURL, ZR{FFIBASECAZRAD
//{"recordFlag", "false"}, /IR EIES O EIEIEREE TS
//{"recordHintTone", "recordhint_voicel.wav"}, /iR B{FHARSINEERIE RS
//{""partyTypeRequiredIinDisconnect", "false"}, //disconnectA S BB B EEm@IE FFEHAYE
|RES:t]
//[{"returnidlePort", "false"}, /fE R B B EREIFEETRIFIIKOHE
//{"userData", "customerld123"} /iZBRFHMEES
15

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));
//iExKHeaderseshfContent-TypeS 4
content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
Console.WriteLine(response.StatusCode);

var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(res); //3TENNO Mz £5ER
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catch (Exception e)

Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FTENSEIREE
}
}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))
{

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{31\"",
appKey, base64, nonce, now);

}

JMEF.NET Framework 4.7.1{RA, BRI T A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
IR
// return true;
11}
}
}

“IRERE XM T Ecdbit API” (XE3HEG)

using System;

using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_

{

class GetRecordLink

{
string base_url = "https://{domain}{port}"; //APPE Nt JASERRSS A T 4, IS E R SCRME

static void Main(string[] args)

{
[FEERIIFLN FArYappKeyFlappSecret WLARSS Y T 4%, i5 & 9 SEhRE
string aksk = buildAKSKHeader("***appKey***", "**appSecret***");
[[REXHEBIREFERS R[S, MIE R BRI FIRE
string location = getRecordLinkAPI("1200_366_0_20161228102743.wav", "ostor.huawei.com", aksk);
[FTENRE U4 T &bt
Console.WriteLine($"The record file download link is: {location}");

}
static string getRecordLinkAPI(string fileName, string recordDomain, string xaksk)

if (String.IsNullOrEmpty(fileName) || String.IsNullOrEmpty(recordDomain) ||
String.IsNullOrEmpty(xaksk))
{

return;

}
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var location;

string apiURI = "/rest/provision/voice/record/v1.0"; //#ZURI

var keyValues = new NameValueCollection();
keyValues.Add("fileName", fileName);
keyValues.Add("recordDomain", recordDomain);

string requestUrl = base_url + apiURI + "?" + buildQueryString(keyValues);

try

{

[/ BB LEEHTTPSIERIAIE RIS AL APIR KK, BB ZRIEB(SEER
//.NET Framework 4.7.1 8 LA ERRZAS, &R L3
var sslHandler = new HttpClientHandler()

{

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

15
sslHandler.AllowAutoRedirect = false; /¥ FAEEM

HttpClient client = new HttpClient(sslHandler, true);

JMEFNET Framework 4.7. 1k, iER BT

//var sslHandler = new HttpClientHandler();
//sslHandler.AllowAutoRedirect = false;

//HttpClient client = new HttpClient(sslHandler);
//ServicePointManager.ServerCertificateValidationCallback = new

RemoteCertificateValidationCallback(CheckValidationResult);

//i&3KkHeaders
client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=

\"UsernameToken\",type=\"Appkey\"");

}

client.DefaultRequestHeaders.Add("X-AKSK", xaksk);

var response = client.GetAsync(requestUrl).Result; //GETIER
if (response.StatusCode.Equals(301))
{
location = Convert.ToString(response.Headers.GetValues("Location"));
}
else
{
var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(response.StatusCode);
Console.WriteLine(res); //fJEDNa R 455R
}

catch (Exception e)

}

Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FTEN$EIREE

return location;

}

static string buildAKSKHeader (string appKey, string appSecret)

{

string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);

return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2]\" Created=\"{3\\"",

appKey, base64, nonce, now);
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}

static string buildQueryString(NameValueCollection keyValues)

StringBuilder temp = new StringBuilder();
foreach (string item in keyValues.Keys)

{

temp.Append(item).Append("=").Append(WebUtility.UrlEncode (keyValues.Get(item))).Append("&");
}
return temp.Remove(temp.Length - 1, 1).ToString();
}

JMEF.NET Framework 4.7. 1 RA, BRI TT AL
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
IR
// return true;
11}
}
}

“IFNPRZSEED API” ACESEEG)

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{
static void Main(string[] args)

JPLER I B pdn= 2]
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"caller", "+86138**** 2"}
{"called", "+86138*** 1"},
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IFENYZE{44bIE
}

/// <summary>

/1] WEIYSEE AN AR S AR O A 9
/// </summary>

/// <param name="jsonBody"></param>
static void OnCallEvent(string jsonBody)

JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); // 4G 1@E0EEfEHr 9jsonObj
string eventType = jsonObj["eventType"].ToString(); //{BEISE{4-2LEY

if ("fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}

if (ljsonObj.ContainsKey("statusInfo"))
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Console.WriteLine("param error: no statusinfo.");
return;

}
JObject statusinfo = (JObject)jsonObj["statusinfo"]; //IFIPRESHEHEE

Console.WriteLine("eventType:" + eventType); //4TEDERNSE{4-255

//callout: [PHZEH
if ("callout".Equals(eventType))

{

*k

* Example: LtERbLAfEHTsessionld /ol iS1E TR TR 2 8 B1TCHlE XA 18

* 'timestamp': ZIFIYEH A EMESBEIEFSAIUNIXATEZE
* 'userData": FAFMIEESE

* 'sessionld': BIESEESAIFRIRID

*'caller: ENYSH3

* 'called": #NUSH3

if (statusInfo.ContainsKey("sessionld"))

{
}

return;

}
//alerting: 1RESHH
if ("alerting".Equals(eventType))

{

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

*k

* Example: IRELAETsessionld ol ISR ER TR ER S 803+ B 1TSCIIE XA 2

* timestamp': TSR & AR B E ST AR UN XA S
* 'userData": AP E(SE

* 'sessionld': BIESEESAIFRIRID

*'caller: ENYSH3

* 'called": #NUSH3

if (statusIinfo.ContainsKey("sessionld"))

{
}

return;

}
/lanswer: RIEZHE{4
if ("answer".Equals(eventType))

{

/**

* Example: IRELAETsessionld ol 1SR ER TR FE S 803+ B 1TSC B XA 2

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

* timestamp': TSR & AR B EEIE T AR UN XA
* 'userData": AP ESE

* 'sessionld': BIESEESAIFRIRID

*'caller: EMYSH3

* 'called": #NUSH3

if (statusinfo.ContainsKey("sessionld"))

{
}

return;

}

//collectinfo: MEHWSEREMH NNATESENZS
if ("collectinfo".Equals(eventType))

{

/**

* Example: ItE4ELABRHTdigitinfo ol ISR BT R S 8 B 1TSEIERALE

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

* timestamp’; ZIFINEEE & LR B 2 EIE T A A0 UNIXE )Y
* 'sessionld': EIFASIEROFRAID
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* 'digitinfo': EWSHEHF IEEBIEFENFAEHITHE I SIRIEIERER
*/
if (statusinfo.ContainsKey("digitInfo"))

Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);
}

return;

}
//disconnect: EHZE4
if ("disconnect".Equals(eventType))

{
/**
* Example: IRELAETsessionld ol ISR ER TR EE S 803+ B 1TSC B XA 2
* 'timestamp': iZIFAUSE A& ERHESBIEFSRIUNIXATEE
* 'userData": AFHIEEE
* 'sessionld": BIFHEIRAVFRIRID
*‘'caller: ENYSH3
*'called": #£NY=5
* 'partyType": NI 2R (VDS EFHaSET
* 'stateCode': WFENNREE
* 'stateDesc': BWIFENHIREERTER
*/
if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}

“JEEATEAN API” (XHBHEGY

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class Feelmpl

{
static void Main(string[] args)

{
[EBRIBENEE
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "fee"},
{"feeLst", new object[] {
new Dictionary<string, object>(){
{"direction", 0}, //A@IERIFNY S, LA BIRFE LELE
{"spld", "CaaS_Test_01"}, //ZPHI=IRSZWKS
{"appKey", "kad4k***Em2"}, //RiFBRYapp_key, MILIRSZAS & iSE R ISEFRE
{"icid", "CAE-20190124110424-12019775"}, //MENLIE RAIEE—TH
{"bindNum", "+8675512*+**78"}, //&#2ItL)RIFIYAYCallEnablerll53S 43, B4 ES TS
{"sessionld",
"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiGiEIEAIHE—IRE
{"callerNum", "+86138***0022"}, //FENUSHZ
{"calleeNum", "+86138***0021"}, //#&I4=SH3
{"fwdDisplayNum", "+86138****0022"}, //#:#ZIFIYEHIE RS ((NES RIFHZRIER)
{"fwdDstNum", "+86138***7021"}, //#HZIFIYBTAIEEEE SHY ((NEB EIFHZRIER)

{"fwdStartTime", "2019-01-24 03:04:31"}, /4= IFIURIERIFFIRRS (B ((RIF S LIIFH=IET)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, //A&IZIFIR(E/GROIRICRIE ((NEBRITFTS
)

%)

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //#&iIFI IR RN ERIE ((RIEEEIFH=

{"callEndTime", "2019-01-24 03:04:49"}, //IENU 45 ERA &)
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}

{"fwdUnaswRsn", 0}, //3&1 &I N ERMAIQE50/REE
{"failTime", ""}, //IEN, FEEAILMATE]
{"ulFailReason", 0}, //IBIHEKWAIRLZ =
{"sipStatusCode", 0}, //HEN,FFHEAIELMSIPIRZSHT
{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcall[FIMIEH L&A E]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //Initcallf9NFEHHRESAT E
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //Initcall[B9MFEH N ZAT (8]
{"callOutUnaswRsn", 0}, //Initcallf91F4 M B9Q850/EEE
{"dynIVRStartTime", ""}, //BEMXEISIVRIHIARTE ((ES BT SIET)
{"dynIVRPath", ""}, //BEMEIVRIZERR ((NESBEMn=ET)
{"recordFlag", 0}, //R=tFR
{"recordStartTime", ""}, //RSFHANMB((NESEIHFSES)
{"recordObjectName", ""}, //REXHE ((NESEFHF=ET)
{"recordBucketName", ""}, //RENXHRENBRE ((NESEIFHFRIET)
{"recordDomain", ""}, //fFIFEEXHIHE ((NES L HFSET)
{"recordFileDownloadUrl", "}, //FREX 4 it ((UESEIHARIET)
{"ttsPlayTimes", 0}, /R FATTSINAERT [EFAETTSAIEIREL
{"ttsTransDuration", 0}, //RZFATTSIHRERT, TTS Serveri#{TTTSEARHYZATE (BRI AFD)
{"serviceType", "002"}, //#&EmIFIURIL SEBUEE
{"hostName", "callenabler245.huaweicaas.com"}, //AiEE 4K HIIR S 2218 S XM AN S
{"userData", "customerld123"} //BBFPKIEBEE
}
}
}
b

Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iEEaabE

/// <summary>

/1] EBRIBEFMAB RO E

//] </summary>

/// <param name="jsonBody"></param>
static void OnFeeEvent(string jsonBody)

{

JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0iH S &2 AjsonObj
string eventType = jsonObj["eventType"].ToString(); //iB%NZE{43ERY

if (!"fee".Equals(eventType))
{

Console.WriteLine("EventType error:" + eventType);
return;

}
if (ljsonObj.ContainsKey("feeLst"))
{

Console.WriteLine("param error: no feelLst.");
return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //MFIFEHHEE

//Example: tERELAREHTsessionld ol iE1E TR T FrR S 8 B1TCHE XL 12
[FEREINB N BIEERMESBIEFESBEREHIEE BRIEERSIETS0NMER
if (feeLst.Length > 1)

{

foreach (JObject loop in feeLst)
if (lLoop.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + loop["sessionld"]);

}
}

}
else if (feeLst.Length == 1)

if (feeLst[0].ContainsKey("sessionld"))
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Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);

}

}

else

{
Console.WriteLine("feeLst error: no element.");

}

}
}
}

4.2 \EEEFUCIEES

4.2.1 Node.js

i ATEFREE, EINSEFERNode jsICRBHEAIAITAN, AEEOFERE, BS
#Java. python. PHPZC#XHB##MI, EEEONXEHITINEER R,
=] IESEHIZRAPL, FIYRZSEENAPL, (EEIBANAPI
IEER Node.js 4.4.4% A ERRAS o
5|FEE -
ikl

o RIIEFTiRDemofEiRIEARSSAUSIET, AIRESIS RN AZUERIER, EWIEEMN
EZRABXEERIVEBAER, LISRAFPIT ABIEZRIZDRIRF

o AXIEFTiADemofX BT INREER, ARIFEFERHITAER.
o AMIEHERRESE, FMIpEHUIBRNTRE.

[ =z » S
B EiAS AP1” (XEBHEES
/*jshint esversion: 6 */
var https = require(‘'https');
var data = require('./data.js');
var util = require('./reqUtiljs');

/**

* voiceNotifyAPI

* @param displayNbr

* @param calleeNbr

* @param playlInfoList

* @returns

*/

function voiceNotifyAPI(displayNbr, calleeNbr, playInfoList) {

if(displayNbr === undefined || displayNbr === null || calleeNbr === undefined || calleeNbr === null) {

return;

}
if(playInfoList === undefined || playInfoList === null) {
return;

}

var method = 'POST;
var uri = '/rest/httpsessions/callnotify/v2.0"; //v1.0 or v2.0
var xaksk = util.buildAKSKHeader(data.data.callnotify_appid, data.data.callnotify_secret);
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var options = util.createOptions(method, uri, null, xaksk);

var body = {
[* WIESE
'displayNbr": displayNbr,//FE IR FHLIRAIREBE RS,
'calleeNbr": calleeNbr,//#I P LIHARBE RS,
'playInfolList': playInfoList//fBRUSEFIE, ARG, SMERERIETIISHKEILUARIER .

[* EESE ¢/
// 'bindNbr': '+86123456789', //CallEnabler\'Z-S43, B4 ES S
// 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BSREUBIRIRSEEZES RPN
statusUrl
// ‘feeUrl": 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BFREVEREEEISRKPINAfeeUrl
/! 'returnidlePort" 'false', /{6 BB EREIEETHIFIIKOHE
// 'userData': 'customerld123' /R BRFPNMEER

Y

var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');
res.on('data’, function (chunk) {

console.log(chunk);

Bk

b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);
b
console.log(JSON.stringify(body));
req.write(JSON.stringify(body));
req.end();
}

/**

* getPlayInfoList

* @param notifyVoice

* @param templateld

* @param templateParas

* @returns

*/

function getPlayInfoList(notifyVoice, templateld, templateParas) {

var playlInfoList = [{

'notifyVoice": notifyVoice,//iBXNEEHINE XIFZ
'templateld': templateld,//iEZBFHUEIRID, AFHE—IFRUETEIHIER
'templateParas': templateParas,/iE S BIIMEIRNEZEEINER, ATFHRRIETStemplateldSEIEEANEARA

BHRIEE.
/! ‘collectind”: 0, //REHITIS

// 'replayAfterCollection": 'false’, /iR BB EWSEEHIEMnotifyVoicegitemplateldig BRI
// 'collectContentTriggerReplaying": '1' /iR Eft & BFHENKREARAE
3

return playlnfoList;

var playlnfoList = getPlayInfoList('notifyvoice.wav', 'xxxxxx', ['3', ' ABAREIIEI]']);
voiceNotifyAPI('+8653159511234', '+8613500000001", playInfoList);

“IFNPAZSER API” (CHEHEB]

*

* IFNY S D
* BREGKWEIRTCU S FERINFIY S4B RNAIE OIEH
/[DFY S ENIE5)

var jsonBody = JSON.stringify({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
'caller': '+8613800000022',
'called": '+8613800000021'
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K
console.log('jsonBody:', jsonBody);
* NS4 ED
* @brief FHABFIAEONEE
* @param jsonBody
*/
function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //4SiBXN;HE#EH9jsonObj
var eventType = jsonObj.eventType; //BHEISE{H2EY
if (‘fee' === eventType) {
console.log('EventType error:', eventType);
return;
}
if (ljsonObj.hasOwnProperty('statusinfo')) {
console.log('param error: no statusinfo.');
return;
}
var statusinfo = jsonObj.statusinfo; //IEIPREHEHEE
console.log('eventType:', eventType); //3JEN@ENSF2EEY
//callout: [FEH
if (‘callout' === eventType) {
* Example: RELARETsessionld /il SR e i@t Fi e S 83T B 7SE BB R A2
* 'timestamp': IZIFAYEH & SERIRTCUSS FEHIUNIXAT B2,
* 'userData": AFMIEEER
* 'sessionld": BIFHEREAVFRIRID
*caller: E£0YS73
* 'called": #ENY=5
*/
if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
return;
}
//alerting: ¥RSHE
if (‘alerting' === eventType) {
/**
* Example: RELARETsessionld /ol SR R it Fi e S 83T B 7SE B R A2
* 'timestamp': IZIFAYEH& SERIRTCUSS FEHIUNIXAT B2,
* 'userData": AFMIEEE
* 'sessionld": BIFHEREAVFRIRID
*'caller: E£0YS73
* 'called": #ENY=5
if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
}
return;
}
//answer: RIEZE{4
if (‘answer' === eventType) {
/**
* Example: RELARETsessionld /il 1SR R i@t Fi e S 83T B 7SE BB R AR
* 'timestamp': IZIFAYEH A SERIRTCUSS FEHIUNIXAT B2
* 'userData": AFMIE(EE
* 'sessionld": BIFHEREAVFRIRID
*caller: E£0YS13
* 'called": #ENY=F5
if (statusinfo.hasOwnProperty('sessionld')) {
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console.log('sessionld:', statusinfo.sessionld);

}

return;

}
//collectinfo: HEWSEREH NATFESENGS
if (‘collectinfo' === eventType) {

*k

* Example: ItEAELABRHTdigitinfo ol iSIRFH BT RS 8 BTSERERALE

* 'timestamp': iZIFIUSEE & ERIRTCULSSFERIUNIXAT B2
* 'sessionld": EIEHEIEAVFRRID

* 'digitinfo": IEF W SHS=F RTCUSEAEWTFAE R THEWSIRIFRILRIEIAR

*

if (statusinfo.hasOwnProperty('digitinfo')) {
console.log('digitInfo:', statusinfo.digitinfo);

}
return;
}
//disconnect: ¥EHHELE
if (‘'disconnect' === eventType) {
/**
* Example: tERbLAREHTsessionld /ol ISR B BT AR S HFF B T IR XA IE
* ‘timestamp': iZIEASE A ERIRTCQI S FEERIUNIXATEE
* 'userData": AFMIEEER
* 'sessionld": BIFHERRAVFRIRID
*caller: E£0YS73
* 'called": #ENY=5
* 'partyType": HENAIAF 2 (NEESEFEsSIET
* 'stateCode': @EENNREE
* 'stateDesc": BIFENAIEREATEIA
if (statusIinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
}
return;
}
}
/MR8

onCallEvent(jsonBody);

“IHERIEAN API”

/**

(=S

* IREATEAN
* BRTEAEIRTCI ST ERYESRIB AR EECIEN

/
[ AEEERIEEB
var jsonBody = JSON.stringify({

'eventType': 'fee’,
'feeLst": [
{

'direction": 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurLTwpx63s9YnEm?2',
'icid": 'CAE-20190124110424-12019775',
'bindNum': '+8675512345678',

'sessionld': '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',

'callerNum': '+8613800000022',
'calleeNum': '+8613800000021",
'fwdDisplayNum': '+8613800000022",
'fwdDstNum': '+8613866887021",
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36",
'fwdAnswerTime': '2019-01-24 03:04:38/,
'callEndTime": '2019-01-24 03:04:49',
'fwdUnaswRsn": 0,

'ulFailReason': 0,

'sipStatusCode": 0,
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b

]

'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime'": '2019-01-24 03:04:27",
'callOutAnswerTime': '2019-01-24 03:04:31',
'callOutUnaswRsn': 0,

'recordFlag": O,

'ttsPlayTimes": 0,

'ttsTransDuration'": 0,

'serviceType': '002',

'hostName": 'callenabler245.huaweicaas.com'

}

console.log('jsonBody:', jsonBody);

* [RERIEAN
* @brief FHRBLIEON IS RE
* @param jsonBody

i

function onFeeEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //ASiBXN;HE#EHT9jsonObj
var eventType = jsonObj.eventType; // 1SS {H2EY

f (‘fee' == eventType) {
console.log('EventType error:', eventType);
return;

}

f (!jsonObj.hasOwnProperty(‘feeLst')) {
console.log('param error: no feelst.');
return;

}
var feeLst = jsonObj.feeLst; //FFIRESEHEE

/**

* Example: ItE4ELARHTsessionldafl, IR AT TR S 8 BT STIARAE

* 'direction': BIFAIIFIY S E, LARTCU S FEREHE

*'spld: EFIEIRS WS

* 'appKey": ZFBHYapp_key

*‘icid": FEILIE RAYME—HRIR

*'bindNum': &Lt RIEIUFICallEnablerdl 3-S5

* 'sessionld": BIEHEIRAIME—FRIR

*'callerNum": ZNYS3

* 'calleeNum': #NU=75

* 'fwdDisplayNum': 3832 IFIURTHI S RSB (BB EFHFSIET)

* 'fwdDstNum': E3ZIFNATAYEEIES 15 ((RES R = ET)

* 'fwdStartTime": FZIFIURERFRB (VBB RIIEFSIET)

* 'fwdAlertingTime': #1ZIFIYIRIEERIRE B ((NESRIIHFSIET)
* 'fwdAnswerTime'": 5 ZIFNR(ESHINZRTE (VB S CIFFSET)
* 'callEndTime': [EAYL5ERATE

* 'fwdUnaswRsn': & IFIRIELMAIQE50/E E A

* 'failTime": FEN, IEHAISIAT E])

*'ulFailReason': E@IEFLMAIFLZE =

* 'sipStatusCode": I, 1T AISKSIPIRZSAD

* 'callOutStartTime": Initcallg9IEH FFE&AT E

* 'callOutAlertingTime": Initcallf9ITH R ES AT E)

* 'callOutAnswerTime": InitcallB9ITEH Rz &5 AiE]

* 'callOutUnaswRsn': Initcallf9IEH 2 MAYQ850/E EE
*'dynlVRStartTime": BE X &7 IVRFFIARTE ((NiE S BENn S iET)
*'dynIVRPath': BEXEIEIVRIZRISR (MBS En=ET)

* 'recordFlag": REHRIR

* 'recordStartTime'": REFIRITE((ESEBISIET)

* 'recordObjectName": RE R ((NESEIFHRIET)

* 'recordBucketName': REXHFIERNBRE ((NESEIFHFSIET)
* 'recordDomain': FFREREMHAEE (NES EIITHSET)

* 'recordFileDownloadUrl": REX & Nl ((ESEIIHASET)
* 'ttsPlayTimes': Kz FBTTSIHAEAT R TTSAIEUREL

* 'ttsTransDuration": KZFBTTSINAERT, TTS Serverid# T TT SRR S RHE (BB AFD)
* 'serviceType": #EIFIUANVSZERIER

*'hostName'": {RER 4 pkHIBRSS BER BRI MAIEN L2
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*'userData": FAFMIEEE
[FERERBEZMBIEERIRTCI S FASEEREHHEX BREERS
if (feeLst.length > 1) {

for ( var i=0; i<feeLst.length; i++) {

if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[i].sessionld);
}
}
} else if (feeLst.length === 1) {

if (feeLst[0].hasOwnProperty('sessionld')) {

console.log('sessionld:', feeLst[0].sessionld);

}

}else {
console.log('feeLst error: no element.');

}
}
/AEERSLIE

onFeeEvent(jsonBody);

i
S]$

0MMEER

4.2.2 Java

4.2.2.1 NHEERK
i (ERRIBES YRR EREESER.

=20 EEIBIMASAP SREVERE G TEMBUEAPI, [FIPRESIE
EBE@XNAPI

REEK JDK 1.6 LA ERRA

S|FE httpclient. httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j

B RIIRIEFEGISHIZFE|java X 4 HRIENETT

ikl

o RMISFTiADemofHiRIARSSAUSIEF, ARSI RN ASUERIER, EEEMN
ERABEREERIVEBRIEN, LISERAPINASIEZEIZSRIRF

o ARXIEFTiADemofX AT INREER, ARIFEFERHTAER.

o AMIEHERRESE, TR IELNTRE.

o\ kiR
E)avatE BB SE AT TIEEREN:
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https://support.huaweicloud.com/VoiceCall_faq/VoiceCall_faq_00021.html
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpclient
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpcore
https://mvnrepository.com/artifact/org.apache.httpcomponents/httpmime
https://mvnrepository.com/artifact/commons-codec/commons-codec
https://mvnrepository.com/artifact/commons-logging/commons-logging
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-databind
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-annotations
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-annotations
https://mvnrepository.com/artifact/com.fasterxml.jackson.core/jackson-core
https://mvnrepository.com/artifact/com.alibaba/fastjson
https://mvnrepository.com/artifact/org.apache.log4j/com.springsource.org.apache.log4j
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[0 huawei
- [E] demo
GetRecordLink

HostingWoiceEventDemolmpl

VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java
=7 utils

Constant

HttpsUtil

JsonUtil

StreamClosedHttpResponse

StreamUtil

StringUtil

Constant.java

*

* File Name: com.huawei.utils.Constant.java

*

* Copyright Notice:

* % %k ok ok *

*/

Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

package com.huawei.utils;

public class Constant {

// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = "****x

public static final String CLICK2CALL_SECRET = "****;

public static final String CALLNOTIFY_APPID = "**+*t:

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "*****";

public static final String CALLVERIFY_SECRET = "*****!;

// The following constants do not need to be
// modified //
/*

* request header

* 1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

i
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public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=
\"Appkey\"";

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=
\"%s\",Nonce=\"%s\",Created=\"%s\"";

/*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL

* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";

public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/
v1.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";

public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";
}

HttpsUtil.java
package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {
public final static String CONTENT_LENGTH = "Content-Length";

private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {
SSLContext sslcontext = null;

try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {
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@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;

}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

}

public HostnameVerifier hv = new HostnameVerifier() {
public boolean verify(String urlHostName, SSLSession session) {
return true;
}
Y

public void trustAllHttpsCertificates() throws Exception {

TrustManager([] trustAllCerts = new TrustManager[1];

TrustManager tm = new miTM();

trustAllCerts[0] = tm;

SSLContext sc = SSLContext.getInstance("SSL");

sc.init(null, trustAllCerts, null);

HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
}

static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;
}
}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,
String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);
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request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>
headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;

try {
response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {
try {

response = new StreamClosedHttpResponse(response);
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} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());
}
}

return response;

}
}

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok * ¥ * X

i
package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.SerializationFeature;

import java.io.|OException;
public class JsonUtil {
private static ObjectMapper objectMapper;

static {
objectMapper = new ObjectMapper();

/] &EFAIL_ON_EMPTY_BEANSEH, HFFIHUESWRAEN R E
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);

// I&EFAIL_ON_UNKNOWN_PROPERTIES/E 4,24 SONFEF R PE/EavaliRi§ENEIE, 2
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

}

*k

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;

}
/**

* Convert JsonString to Simple Object
* @param jsonString

* @param cls

* @return

i
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public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
import org.apache.http.StatusLine;

import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation™)
public class StreamClosedHttpResponse implements HttpResponse {

private final HttpResponse original;
private final String content;

public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;

HttpEntity entity = original.getEntity();
if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :
null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}

}

@Override
public StatusLine getStatusLine() {
return original.getStatusLine();

}

@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}
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@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}

@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}

@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override
public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}

@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}
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@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}

@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}

@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);

}

@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}

@Override

@Deprecated

public HttpParams getParams() {
return original.getParams();

}

@Override

@Deprecated

public void setParams(final HttpParams params) {
original.setParams(params);

}

public String getContent() {
return content;
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StreamUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

i

package com.huawei.utils;

import java.io.Closeable;

import java.io.|OException;

import java.io.InputStream;
import java.io.InputStreamReader;

public class StreamUtil {

private static final String DEFAULT_ENCODING = "utf-8";

public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;

}

InputStreamReader inReader = null;

try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {
inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
inReader = new InputStreamReader(in, charsetName);

}

int readLen = 0;

char[] buffer = new char[1024];

StringBuilder strBuf = new StringBuilder();

while ((readLen = inReader.read(buffer)) !'=-1) {
strBuf.append(buffer, 0, readLen);

}

return strBuf.toString();
} catch (IOException e) {

System.out.println(e);
} finally {

closeStream(inReader);

}

return null;

}

public static void closeStream(Closeable closeable) {
if (closeable !'= null) {
try {
closeable.close();
} catch (IOException e) {
System.out.println(e);
}
}
}
}

StringUtil.java
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Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

E T

i

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versiond%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.util. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strisNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);

}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strsNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'"");

format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());

String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}

4.2.2.2 {565

[ ==
1E'E

BRNZ= API” (XFEHEGI

package com.huawei.demo;

import java.util.*;
import javax.net.ssl.HttpsURLConnection;
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import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceNotifyMain {
[/ #EOREE
private static String status = "";
private static String resultcode =""
prlvate static String resultdesc = "";
/ EEEEORENE
prlvate static Strlng sessionld = "";
[ EEBAIL S5 ZESLR
public static VoiceNotify callNotifyAPl = new VoiceNotify();

/1 VRO RINRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO EEFrriinE KR EES BT, H5EEMgetplayinfor@iEtaiEplayInfolistS#, A ST
doCallNotifyJ53i%.
/1 LA (5 R SEbR T 2 A iE bR
// ¥@i&playinfoList2#{
List<Map<String, Object>> playInfoList = new ArrayList<Map<String, Object>>();
/] RSN ERAE—BRENE
playlnfoList.add(callNotifyAPl.getplaylnfo("test.wav"));
// V2. OhR AN ORE S BAMEIRIENE BRSNS
String templateld = "test";
List<String> templateParas = new ArrayList<String>();
templateParas.add("3");
templateParas.add ("1#/RZ=");
playInfoList.add(callNotifyAPl.getplaylnfo(templateld, templateParas));
// JEFAdoCallNotify /5%
VoiceNotifyMain.doCallNotify("+8653159511234", "+8613800000001", playInfoList);
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + + resultdesc);
System.out.println("The session id is: " + sessionld);

}

// TODO FEIZUASINF RS, iESE " IFINR SIS REBANAPI " OSSR B AN FNIE R AR AN R
// HostingVoiceEventDemolmpl

*

* Blinas 2 ACIE S B ANITAYET BRI TS 2R f IR T IES #, Pl S HiRIEE O IS rME R ECE.
*/
public static void doCallNotify(String displayNbr, String calleeNbr, List<Map<String, Object>> playInfoList)
throws Exception {

Boolean retry = false;
/] AREEENEO BEMID
do {
status = callNotifyAPI.callNotifyAPI(displayNbr, calleeNbr, playlnfoList);
if (status.indexOf(success) !'=-1) {
retry = false;
/] BN, IERRERIES.
resultcode = callNotifyAPl.getResponsePara("resultcode");
resultdesc = callNotifyAPl.getResponsePara("resultdesc");
sessionld = callNotifyAPl.getResponsePara("sessionld");
}else {
retry = true;
[/ VAR IREN SRR RS AN IR A
resultcode = callNotifyAPl.getResponsePara("resultcode");
resultdesc = callNotifyAPl.getResponsePara("resultdesc");

/] bEREER

MHSERAS 01 (2024-12-19) WA © EARTERABIRAE 70



=P

Fxisrm 4 LTHE

VoiceNotifyMain.processError();

}
} while (retry);
}

/| BAPIFGSRENEZFZ 2008 RMBFEIR.

private static void processError() throws InterruptedException {

// TODO 1RIEFEIRISFNEIRASIMIAL I AR
/] AR (5 R SEbR T 2 A s iR
System.out.println(status);
System.out.println(resultcode +
System.exit(-1);

+ resultdesc);

}
}

class VoiceNotify {
/] {EEEENAPIRYE Fttbit
private String urlCallNotify;
[ EEONARASE S
private Map<String, String> Responsebody;
/1 HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceNotify() {
// P FRitELE
urlCallNotify = Constant.CALL_NOTIFY_COMERCIAL;
Responsebody = new HashMap<>();

}

@SuppressWarnings("unchecked")

/*

* 2B LRAELIESE, Al S ERIERE O AR ER R E. %I IS8R, BiRIES S A0S
HNERBTEIRILTIRE.

* playInfoList SR KA MEISHIMENE S HIIR BN SR B SHAMap<String, Object>18 0721,

* SNBSS HRMIIER EZi5S% getplayInfofsik.

public String callNotifyAPI(String displayNbr, String calleeNbr, List<Map<String, Object>> playInfoList)
throws Exception {

httpsUtil = new HttpsUtil();

/] BESIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// i&3kHeaders
Map<String, String> headerMap = new HashMap<>();
headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);
headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant. CALLNOTIFY_APPID, Constant.CALLNOTIFY_SECRET));

/] \&EHEBE

Map<String, Object> bodys = new HashMap<>();

bodys.put("displayNbr", displayNbr);//E 04 SFH£2iRAIREB 2S5

bodys.put("calleeNbr", calleeNbr);// A& CIFIYRTERAFTHIMEIY S,
; bodys.put("playlnfoList", playInfoList);/fBRIERIIER, EASREN, BNMEREEIEHIISEETLUR
A .

String jsonRequest = JsonUtil.jsonObj2Sting(bodys);

/*
* Content-TypeJgapplication/json HiEKk /5% A posthd, {#FdoPostisonGetStatusLine 3 iE&fiEhttp
* requestFFEREN NG L.
*/
StreamClosedHttpResponse responseCallNotify = httpsUtil.doPostJsonGetStatusLine(urlCallNotify,
headerMap,
jsonRequest);
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// MaRZAYH SRS A\Responsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(responseCallNotify.getContent(),
Responsebody.getClass());

[ RENERAIstatus.
return responseCallNotify.getStatusLine().toString();
}

*

* 18i&playInfolist M EHRINE N A SH ERIESXHEE VI ORAEONTTSAMEARERS
*/

public Map<String, Object> getplaylnfo(String fileorTTS) {
Map<String, Object> body = new HashMap<String, Object>();
/] SR T iEwavetEt, HEZ LA wavid
if (fileorTTS.endsWith(".wav")) {
body.put("notifyVoice", fileorTTS);
}else {
System.out.println("Only .wav file is supported.");
}
return body;

}

/*
* MigplayInfoLlistPiETFHIMNE AB S FRV2.O0RAIZEOMNTTSER(EAKERS Efgetplayinfofsix
*/

public Map<String, Object> getplaylnfo(String templateld, List<String> templateParas) {
Map<String, Object> bodys = new HashMap<String, Object>();
bodys.put("templateld", templateld);
bodys.put("templateParas", templateParas);
return bodys;

}

[/ SREXEEAN IR H 2
public Map<String, String> getResponsebody() {
return this.Responsebody;

}

[ SRENBRLE SRR RIENSE
public String getResponsePara(String ParaName) {
return this.Responsebody.get(ParaName);
}
}

“IFIAZSERN API” 5 “TREIE API” (HDEEG]

package com.huawei.demo;
import org.apache.log4j.Logger;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
import com.alibaba.fastjson.JSONObject;

*k

* IFIUSE @ RN AR ERE AN
* EREAIEIRTCILSS &8N S E iE R B AN @A
public class HostingVoiceEventDemolmpl {
private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);

*k

* IFIYZEE for {EERIIT AR @AN/AEE IS

* @param jsonBody

* @breif FEARBLAEONEE

*/

public static void onCallEvent(String jsonBody) {
/] EEEIOSNIER

MHSERAS 01 (2024-12-19) WA © EARTERABIRAE 72



EEEE

FkisE

4 R THA

JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // BN {435EY

if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;

}
JSONObject statusinfo = json.get)JSONODbject("statusinfo"); // IFIIREHIHEE

logger.info("eventType: " + eventType); // ¥JEN@FNSE(42LT

//callout: MFEHZHE

if ("callout".equalsignoreCase(eventType)) {

*k

* Example: tRELAErsessionld offl, iSi& R i 2 #+ B 17CIE X 12

* ‘timestamp': iZIFIUSEH&ERIRTCUSS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARIRID

*‘caller: ENYS43

* 'called": #ENYS75

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//alerting: #RE¥SEMH
if ("alerting".equalsignoreCase(eventType)) {

* Example: thRELAEtrsessionld affl, iSi& BT iR 2 #+ B 17CIA X 12

* 'timestamp': ZIFNIYSEHZERFRTCU S EESAIUNIXET[EIEE
*'userData": FHFMiEEE
* 'sessionld": BIEHEIAVARIRID
*'caller: ENUSH3
* 'called": #NUSH5
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
//answer: RZE{HF
if ("answer".equalslgnoreCase(eventType)) {
/**

* Example: thRELAEtfrsessionld o ffl, iSi& R iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCASS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld"; BIEHEIAVARIRID

*'caller: ENYE43

* 'called": #ENYS5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//collectinfo: HEKSEREM (NNATFESENTS

if ("collectinfo".equalsignoreCase(eventType)) {

*k

* Example: thRELARETdigitinfo /ol iSRRI AT R S I F B 1TSE B R E
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* 'timestamp': IZIENYSE4 & ERIRTCIV S EEAIUNIXETEIEE
* 'sessionld": BIEHEIZAYFRIRID
* digitinfo': IFWSHRFR RTCUSFEMNFREHITHE W SIRIERER A
if (statusinfo.containsKey("digitinfo")) {
logger.info("digitInfo: " + statusinfo.getString("digitinfo"));
}

return;
}

//disconnect: N
if ("disconnect".equalsignoreCase(eventType)) {

/**

* Example: tRELAEHfrsessionld o ffl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCULSS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #NUSH5

* 'partyType": $HEHIAIRF LR (VEES CFASES

* 'stateCode": BIFENINEREE

* 'stateDesc': WIFENHIREEATER

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;
}
}

*k

* IHE@AN for iEFEIIT/AET @A/ IES KIS

* @param jsonBody
* @breif FEARBLUZEONEE
*/
public static void onFeeEvent(String jsonBody) {
/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // E@ENSEF2EEY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;

}
JSONArray feeLst = json.get)SONArray("feeLst"); // IEIUiEEBEHEE

* Example: ItRELARETsessionld /offl ISR R i@t F e S 83t B 7SE BB R AR

* 'direction': EIFAIFIY T E, LARTCU S FEEHEHE

*'spld": EFRIEIRS WS

* 'appKey": i FEHYapp_key

*‘icid": IFIUIE RAIME—IRR

* 'bindNum": &It )R IFNYAYCallEnablerll$Z3-S43

* 'sessionld": EiFHEERAIHE—IRR

*'callerNum": =MY=5

* 'calleeNum": IS 75

* 'fwdDisplayNum': #£3ZIFIURTHY B RS1E ((NEBEIFHFSET)

* 'fwdDstNum': F I AT AYEEIE S8 (MBS R IEE=iET)

* 'fwdStartTime'": F&EIFIHRIERIFFIARTIE (MBS EIITHSIET)

* 'fwdAlertingTime'": $3ZIFINIR(EEAURERATE (VB S EIITIHSET)
* 'fwdAnswerTime'": Z&Z IR ESRIRIZ AT E (B S RS ET)
* 'callEndTime": IENUZE SRR E]

* 'fwdUnaswRsn'": F& 32 IFNYR/FRMAIQE50ERE
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* 'failTime": FEN, IFE AL MIATE]
* 'ulFailReason": WiELMATIRE S
* 'sipStatusCode": I, I A SIPIR AT
*‘callOutStartTime": Initcallg9MEH FFaaAt a
* 'callOutAlertingTime": Initcall[f9IEHRESAT E]
* 'callOutAnswerTime": Initcal B9 R &5 AT (E)
* 'callOutUnaswRsn': InitcallA9RFEH £ MAIQ850/R EE
* 'dynlVRStartTime": BEXEISIVRIFEETE (UGBS EFIZSET)
*'dynlVRPath': BEMXEISIVRIZEIER ((MES @i SET)
* 'recordFlag': FEHRIH
* 'recordStartTime': REFIAB(NESRIIHFSIET)
* 'recordObjectName": REXHE (MBS EIFA=IET)
* 'recordBucketName': REXHATENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE ((NESEIIFFSET)
* 'recordFileDownloadUrl': R4 Rkt ((GESEIIE7 SiE)
* 'ttsPlayTimes': Rz FITTSIHREAT {EFTTSHISUREL
* 'ttsTransDuration': RZFITTSINAERT, TTS ServerifTT TSI SAHE (B A7)
*'serviceType": EEHIENURGSZREYSE
*'hostName'": {FER A R IBRSS SR B XTI MAIEN LR
* 'userData": HFMIEEER
[FERERBEZ MEBIEERIRTCOI S FESBERSHHEX B EERSETS0MNMER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONObject)loop).getString("sessionld"));

}
} else if (feeLst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {
logger.info("sessionld: " + feeLst.get/SSONObject(0).getString("sessionld"));

}
}else {
logger.info("feeLst error: no element.");
}
}
}
4.2.3 Python
=] IESEHAPI, FEIWAZERAPI, JEEREHAPI
REEK Python 3.0% LA ERRZAS
S|FEE requests 2.18.1
1. 1B5B1T FEZ%EEPython 3.x, HERIMSEE.
2. FIF&<S1TEO, HiTpip install requestsdn<,
3. HiTpip listBEELEER.,
A

S

o ARIAETiRDemofEiRMARSSAISIESR, AIRESIS RN ABURERIER, ENEEN
EZRABXEERIVEBAIEN, LISRAFPIT ABIEZRIZDRIRF

o ARXIEFTiADemofX TFINREETR, FRIFEFERHITREER.
o AMIEHERIRHESE, FpEHUIBRLITHIE.
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“IBEEE0 API” {CREHEA

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #Z2E5E(FApip install requestsipS 2K
import time
import uuid
import hmac

from hashlib import sha256

#WEIBEE TR ES-RIERIR REN T EIE B hnE

base_url = 'https://{domain}:{port}'#APPZ A\ttt MISEARSSAT &, 5 &R 9 SEFMME
appKey = "**appKey**'#iE =@ N FIAYappKey, MSLARSS AT T A& 15 & e O SLFMME
appSecret = "*appSecret**'#EE @1 FHRYappSecret, WEIRSZ AT & 159 LRME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def voiceNotifyAPI(displayNbr, calleeNbr, playInfoList):
if len(displayNbr) < 1 or len(calleeNbr) < 1 or playInfoList is None:
return

apiUri = '/rest/httpsessions/callnotify/v2.0' #v1.0 or v2.0
requestUrl = base_url + apiUri

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK'": buildAKSKHeader(appKey, appSecret)

}
jsonData = {
# WIHSH

'displayNbr": displayNbr,#=E MY FIPFHELixHIRB R RS,

'calleeNbr": calleeNbr,# & I EIURTEr &3 THOMEIU S

'playlnfoList': playInfoList#ERUEBFIZE, AT, BNMBEREEETHSHETLIAER.
# IEESH

# 'statusUrl": ", #IZ B SPIZIUIRS EIRAYURL, ZR{FEFIBASE6 447D
# ‘feeUrl": ", #1IRESPREMOER _FIRAYURL, EK(EFBASE644REY
# 'returnidlePort": 'false', #E 2B EEREFAETHNEN KOS
# 'userData": 'customerld123' #iEFRAFRIMEEE

}

try:

r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #¥TEDNARN SR
except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode('utf-8')) #¥JENEIREE
pass

def getPlayInfoList(notifyVoice, templateld, templateParas):
playlnfoList = [{
'notifyVoice'": notifyVoice,
'templateld": templateld,
'templateParas": templateParas

# ‘collectind’: 0, #2H/HITIS
# 'replayAfterCollection': 'false’, #I8 BB EW SIEEHTIEMnotifyVoiceTitemplateldiEERIKE
# ‘collectContentTriggerReplaying": '1' #iIR B A EHMNEHIKSAHE

1

return playlnfoList

if _name__=='_main_"
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playInfoList = getPlayInfoList('notifyvoice.wav', 'xxxxxx', ['3', ' ABAREIEI]')
voiceNotifyAPI ('+86531#+++4! 14861 35+++x1" playinfoList)

“IFNPRZSEED API” HESEEG)

-*- coding: utf-8 -*-

Iy ED
ERFAREIESEIETF RIS M@ aYE B
import json

#IFIYSEHEENIFG]

jsonBody = json.dumps({

'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+86138* !,
'called": '+86138*+**+*1!,
'userData": 'customerld123'

}).encode(‘ascii')

print(jsonBody)

ERIRES EOTE

@see: FHABTLAREO A E

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #{&iBETiE Ef#HTr"jsonObj
eventType = jsonObj['eventType'] #1BEISE{H2EEY

if (‘fee' == eventType):
print('"EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusinfo = jsonObj['statusinfo'] #IFILIKESHEHEE

print(‘eventType: ' + eventType) #¥JEDIBRNS{FERY

#callout: IFHEME
if (‘callout' == eventType):

m

Example: ItEAELABEHTsessionld ol iSIRFE BT S 8 B TSE IR E

'timestamp': IZIFIFEH R EMESEBIEFSHIUNIXETEEE
'userData: FHFIEER
'sessionld': BIEHERAIFRIRID
‘caller: =3
‘called": #0USH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: ¥RISSHEMH
if (‘alerting' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT S8 B 1TSEIAX A E

'timestamp': IZIFIUE & EHEE @I SHIUNIXAT EE;
'userData'": FHFMIEER
'sessionld': E@iFHEREAIFRIRID
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‘caller: NS
‘called": #NUSF
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: &St
if (‘answer' == eventType):
Example: HAbLAfEHTsession|d a6l iSRRI T S 8t B ITSEIE R R
'timestamp': iZFN S A ENESEIEFESHIUNIXETEEE
'userData": FHFMiEEE
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NIUSHS
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#collectinfo: MEWSERSM (XNBATESBEINGS
if (‘collectinfo' == eventType):
Example: tt&bL B rdigitinfooffl, Bt R TSI B TL A X2
'timestamp': iZF S A ENESEIEFESHIUNIXETEEE
'sessionld': EIEHEREAIFRIRID
'digitinfo": IMEZ W SH=F, ETEEFENFLAERHITHSWSRIEINERER
if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitInfo'])
return
#disconnect: FENISH
if ('disconnect' == eventType):
Example: HELAfEHTsession|d a6l B R B BT T S 8t B 1TSEIE R 2
'timestamp': iZF S A ENESEIEFESHIUNIXETEEE
'userData": HFMiEEE
'sessionld": EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSHS
‘partyType": FEAHIAF B (NEESEIHFSIET
'stateCode": WIFENHIREE
'stateDesc": BIEFENAYERERIEIA
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
if _name__=='_main_"
onCallEvent(jsonBody) #IFENUZE{4+4at1E
(13 ~ ” .
TEEREN API” (CHBHEEG
-*- coding: utf-8 -*-
IESRIEN
ERFEEKEIESEIEF SRR BRI
import json
HERBENESG
jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
{
'direction”: 0, #BIERIIFAY G @ LLESEIEFESAEE
'spld': 'CaaS_Test_01', #ZFPHI=RSZKS
78
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'appKey'": 'kadk*****QYnEm2', #FBHYapp_key

'icid': 'CAE-20190124110424-12019775', #IFIUiE RAIE—mR

'bindNum'": '+86755*+++++g! #&8 t)RIFNUAYCallEnabler\53-S53, B4R ES TS

'sessionld”: '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, #@iEHEEEHY
HE—FRR

'callerNum’: '+86138****2' #FUSH5

'calleeNum"; '+86138*+* 1! #ubN-S5

'fwdDisplayNum': '+86138*+2!, #ZEZ TSN B RSB (NEBRIIHFSIET)

'fwdDstNum': '+86138*1" #tLIZIFURTHYEEIESHE ((NESEITESET)

'fwdStartTime": '2019-01-24 03:04:31", #4&Z TN ERIFFIART E] (B S LIS ET)
'fwdAlertingTime': '2019-01-24 03:04:36', #4&1ZIFNIR(FSHIRSATE ((NE S EFASET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4& TR ERHN M ERE ((NESEEBISIET)
'callEndTime": '2019-01-24 03:04:49', #[FNU£E5RAE]
‘fwdUnaswRsn': 0, #5512 IF MR ERMAIQE50REEIE
failTime": ", #FEN, AL AT (E
'ulFailReason': 0, #BiELMAIFE =
'sipStatusCode'": 0, #IFN, IFEHAIKKSIPIREAD
'callOutStartTime': '2019-01-24 03:04:24', #Initcallg9IFEH FFHARTE
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcallf9IF RS ATIE]
'callOutAnswerTime': '2019-01-24 03:04:31", #Initcall9ITH R Z5HtE)
'callOutUnaswRsn'": 0, #InitcallA9NFEHEMAIQ850/REE
'dynIVRStartTime": ", #8E X &h7SIVRAFIARTE (VB B SET)
'dynIVRPath': ", #EE X aIZSIVRIZRIRZ ((NES BT =)
'recordFlag': 0, #FESHxA
'recordStartTime": ", # RS FHHARTE ((NEZEIFHASET)
'recordObjectName": ", #REX4E ((LEBEIIFZRIET)
'recordBucketName": ", # RS XHFIENIE RS ((NESEIFFSET)
'recordDomain': "', #7FHERE RS (VB S EIITIHSET)
'recordFileDownloadUrl": ", #R& X4 Nt ((RES RIS ET)
'ttsPlayTimes": 0, #RIFITTSIHAEAT, EFATTSHISREL
'ttsTransDuration": 0, #8FBTTSINAERT, TTS ServeriH{TTTSHERHISAHL (AR AFD)
'serviceType': '002', #ERS AL HKEYES
'hostName": 'callenabler245.huaweicaas.com', #1554 R AIIRSE 2SI RAIENF
'userData": " #FFMIBEE
}
]

}).encode(‘ascii')

print(jsonBody)

TRERIBAN

@see: FHABFIEONEE

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEEf#T/9jsonObj
eventType = jsonObj['eventType'] #@HIEE{HEEY

if (‘fee' = eventType):
print('"EventType error: ' + eventType)
return

if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
return

feeLst = jsonObj['feeLst']

#Example: AL R Tsessionld ol 1SR iRt FT e S HFF B 1TSE BB R AR
#HEERE S NBIEERIESBIEFESBEREHIEX BREERSIETS0NMER
if (len(feelLst) > 1):

for loop in feeLst:

if ('sessionld' in loop):
print('sessionld: ' + loop['sessionld'])

elif(len(feeLst) == 1):

if ('sessionld' in feeLst[0]):
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print(‘sessionld: ' + feeLst[0]['sessionld'])
else:
print(‘feeLst error: no element.");
if _name__=='_main_"
onFeeEvent(jsonBody) #i%E4ME

=3 BB AAPI, IFEIURZABEIAPI ., iHEREANAPI
EEK PHP 7.05% LA ERRZA
SIFEE -

M

o RIISFTiADemofEiRIARSSAUSIET, AIRERIS RN AERIER, BE
EZRABXEZERIEBAER, LISRAFPITABIEZ RO AR

o AXIEFTiADemofX BT INREER, ARIFEFERHITAER.
o AMIEHEEIRESE, FapEHIBRLITHIE.

M

“IEESIEAN API” (XEBEGI

<?php
include 'data.php’;
include 'util.php’;

/**
* voiceNotifyAPI
* @param string $displayNbr
* @param string $calleeNbr
* @param string $playlnfoList
*/
function voiceNotifyAPI($displayNbr, $calleeNbr, $playinfolist) {
if (empty($displayNbr) || empty($calleeNbr) || empty($playinfoList)) {
return;

}

$method = 'POST",
$apiUri = '/rest/httpsessions/callnotify/v2.0'; //v1.0 or v2.0
$xaksk = buildAKSKHeader(getCallNotify_Appld(), getCallNotify_Secret());

$content = json_encode([
[* IESE/
'displayNbr' => $displayNbr,//ZE IR FHLiRAIKE RS,
'calleeNbr' => $calleeNbr,//%&#EIENYRTEEF TR U EFT ,
‘playInfolist' => $playInfolist//HIEEFIER, mAZIFSN, BMERIERIETHNSHETILIAER
[* IEESE/
// 'bindNbr' => '+86123456789', //CallEnabler\53 513, EN4FES TS
// 'statusUrl' => ", /IRESPREEIMCIAZS EIRAYURL, E3K(EFIBASE644RTS
// 'feeUrl' => ", /iRESPIEIIESR CHRATURL, E3K{EFEBASECASRAL

// 'returnidlePort' => 'false’, //fERe B HBREIFATHIFIHOHE
// 'userData' => 'customerld123' /iZBRAFHIMEREER

1

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

o
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try {
$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiE3R
print_r($response . PHP_EOL); // $TEPNaRzEE

} catch (Exception $e) {
echo $e->getMessage(); //ATEPERIRIER

}

/**
* getPlayInfoList
* @param string $notifyVoice
* @param string $templateld
* @param string[] $templateParas
* @return string[][]
*/
function getPlayInfoList($notifyVoice, $templateld, $templateParas) {
$playInfoList = [
[
'notifyVoice' => $notifyVoice,//iBENEEHIMEXHS .
‘templateld' => $templateld,//[IEZ@EIERID, FAFHE—IFREZBIUER .
'templateParas' => $templateParas//iEEEEIERNTEETIER, BTFHRRIEF templateldBHISERN
BIRABHPHNES.

/! ‘collectind' => 0, // BREHITHS
// 'replayAfterCollection' => 'false, // IR EREEWS EEMIEMnotifyVoicezktemplateldiSEHINES
// ‘collectContentTriggerReplaying' => '1' // R BMA SRS HNKSAE

1
1
return $playlnfolList;
}

$playinfoList = getPlaylnfoList('notifyvoice.wav', 'xxxxxx', ['3", ' ARAREIEI]);
voiceNotifyAPI('+8653159511234', '+8613500000001', $playInfolList);
?>

“IFNPRZSERD API” HESEEG)

<?php

/**

* IS {HEE]

* BREAKEIRTCI S F RTINS BN D@
[/VEAY S EEIES)

$jsonBody = json_encode([
'eventType' => 'callout’,
'statusinfo' => [
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp' => '2019-01-24 03:04:24',
‘caller' => '+8613800000022',
‘called' => '+8613800000021'
1
)5
print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//MFNUZE{44 8

* [FNYE{En
* @desc FARBLUEONRE

* @param jsonBody

function onCallEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); // {5 BENE B AR 0 X BLEE
$eventType = $jsonArr['eventType']; //iBENHH4SEE

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
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}

return;

$statusinfo = $jsonArr['statusinfo']; //IFIPRESZEHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //FTENI@ENEE{43EEY
//callout: [FEH

if

3
/

(strcasecmp($eventType, 'callout') == 0) {

* Example: ItRELARETsessionld offl SR R i@t Fi e S 83t B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCI S EERIUNIXATEE

* 'userData": AFMIEEE

* 'sessionld": BIFHERRAVFRIRID

* 'caller: ENUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

Jalerting: RESHE

if (strcasecmp($eventType, 'alerting') == 0) {

/**

* Example: tRELARETsessionld /offl 1SR R i@t Fi e S 83t B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S FEERIUNIXATEE

* 'userData": AFMIE(EE

* 'sessionld": BIFHERRAVFRIRID

*'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
//answer: RIEZE{E
if (strcasecmp($eventType, 'answer') == 0) {

*k

* Example: tRELARETsessionld /ol 1SR R i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": HFMIEEER

* 'sessionld": BIFHEREAVFRIRID

* 'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
/[collectinfo: HEWSEREM NNATFESBNHS
if (strcasecmp($eventType, 'collectinfo’) == 0) {

* Example: ItE4ELABR T digitinfo ol iSIRFH BT RS M BTSERERALE

* 'timestamp': IZIFAYEHE SERIRTCUSS FEHIUNIXAT B2
* 'sessionld": BIFHERRAVFRIRID
* 'digitinfo'": IE W SHS=H RTCUSZ AW AEHTHEKSRIEIERIBIA
*/
if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {
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*k

* Example: RELARETsessionld /ol 1SR R i@t Fi e S 83t B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCI S FEERIUNIXATEE

* 'userData": AFMIEER

* 'sessionld": BIFHERRAVFRIRID

*caller: E£0YS73

* 'called": #ENY=5

* 'partyType": HENAIARAF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENAIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

“JEEAIEAN API” (XTBHEGY

<?php

* IEEREAN

* BRFEIEIRTCI S A RERIBANAZEOE
*/

[TEERIBENEE

$jsonBody = json_encode([
'eventType' => 'fee’,
'feeLst' => [
[
'direction' => 0, //BIEAIIFOUT5 @, LARTCU S EE HEHE
'spld' => 'CaaS_Test_01', //ZFPHI=RZKS
'appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm2', //N FARYapp_key
'icid' => 'CAE-20190124110424-12019775', //IFNiZRAIE—FRR
'bindNum' => '+8675512345678', // &It RIFENYAICallEnablerdl 33543, BN ES D
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //i@i& 5%
ERAIE—IRIR
'callerNum' => '+8613800000022', //Z=NUSH3
'calleeNum' => '+8613800000021', //#NYS43
‘fwdDisplayNum' => '+8613800000022', //3&#& TR R RSB (NES EIFHSET)
'fwdDstNum' => '+8613866887021, //4& 1T NURTAYAE S8 ((NIE BRI SIET)
‘fwdStartTime' => '2019-01-24 03:04:31', / /& ZEIFIURIERIF AR (B S EIHFSRIET)
‘fwdAlertingTime' => '2019-01-24 03:04:36', //4& TN EGRITRESATIE ((RIES ETHRIET)
'fwdAnswerTime' =>'2019-01-24 03:04:38', //3&1E IR EFRINE R ((NESRIFHSIET)
'callEndTime' => '2019-01-24 03:04:49', //IFENULERAT(E]
‘fwdUnaswRsn' => 0, //3&iEIFIURIELMAIQE50/R E E
'failTime' => ", //IEN, FEHAISLETE)
'ulFailReason' => 0, //BIELMEIIRLE S
'sipStatusCode' => 0, //IEN, FEHHIELKSIPIRESED
'callOutStartTime' => '2019-01-24 03:04:24", //Initcal HIIEE FFEARTE
'callOutAlertingTime' => '2019-01-24 03:04:27", //InitcallEgIFH RS AT
'callOutAnswerTime' => '2019-01-24 03:04:31', //Initcallg90FH N &5Atta
'callOutUnaswRsn' => 0, //Initcallg9MFEHEMAIQ850REE
'dynIVRStartTime' => ", # & X EIFSIVRIFIARGE (B S BAIDSET)
'dynIVRPath' => ", //EENXIEIVRIZEIRR((NEEBMIn=IET)
'recordFlag' => 0, //FH&tRR
'recordStartTime' => ", //REFIRIE((RESEIFIRIES)
'recordObjectName' =>", //REMXHE ((NESEIIFHFSIET)
'recordBucketName' => ", //REXHFAENERE ((NESEHIRET)
'recordDomain’ => ", /[fFHRE X HHHE ((RESEIFH =)
'recordFileDownloadUrl' => ", //REXE Tl ((MES RIFEASET)
'ttsPlayTimes' => 0, //RFTTSINRERY, ERTTSHYSUREL
'ttsTransDuration' => 0, //RZFTTSIOAERT, TTS Serveri#H{TTTSEIRAV S AT (B 0T
'serviceType' => '002', //HEEsIEN R SZHTUEE
'hostName' => 'callenabler245.huaweicaas.com', //iE B4 AR SIS S AT MAIENZ
'userData' => " //BFHEER
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4.2.5 C#

1
1
print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//iE AR
/**
* TRERIEAN
* @desc IFMABLUEOX AN E
* @param jsonBody
*/
function onFeeEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); //4SimENiE S MR O FEEHIH
$eventType = $jsonArr['eventType']; //IBANSE{4-2EE

if (strcasecmp($eventType, 'fee') != 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}
$feeLst = $jsonArr['feeLst']; //IENIEFRSAHEE

//Example: tERELARRHTsessionld ol iE1ETE TR 2 5 B 1TCHE XA 12
[FEREINA B NMEBIEERINRTC S FERFIERSFIEX BREERBIETS0MER
if (sizeof($feeLst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}
}
} else if(sizeof ($feelst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);
}
}else {
print_r('feeLst error: no element.");

}

=3 IBeEAAPI, FFEIURZEIEBEIAPI . iHEEANAPI

RSk .NET Core 2.05% LA EiRZASEL.NET Framework 4.7.1 %A _ERR
.

S| Newtonsoft.Json 11.0.2, 52 https://
www.newtonsoft.com/json3kEY .

A

o RIIEFiADemofEiRIARSSAUSIET, AIRESIS RN AZUERIER, BIEEMN
EZRABXEZERIEBAER, LISRAFPIT ABIEZRIZDRIRF

o ARIAFriRDemofXBTIIREER, ARFEFERHTEIER.

o ANHEERVESE, FURHITRLIEHRIE.
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“IBEEE0 API” {CREHEA

using Newtonsoft.Json;

using System;

using System.Collections;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_

{

class VoiceNotify

{
string base_url = "https://{domain}:{port}"; //APP{EZAMblE, TELARSZET T A,, 1EEHRALIRME
string appKey = "**appKey***"; //iBE1BXIN FERYappKey, MSLARSSAT T A&, 1B 18R SLhrME
string appSecret = "**appSecret**"; //i&E BN FAiYappSecret, WSLARSS AT A&, 51 I SLIME

static void Main(string[] args)

[HERE R BB 961, 15 R 9 LhME
ArrayList playInfolList = getPlayInfoList("notifyvoice.wav", "xxxxxx", ["3", "ABRLEIE1"]);
[[ENESBNEHE SHEETGREL KU SEE &R LR ST
voiceNotifyAPI("+86531*******4" "+86135***+++*1" playInfoList);

}

static void voiceNotifyAPI(string displayNbr, string calleeNbr, ArrayList playlnfoList)
if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(calleeNbr) || Count(playInfoList) < 1)

return;

}

string apiURI = "/rest/httpsessions/callnotify/v2.0"; //#ZURI, v1.0 or v2.0
string requestUrl = base_url + apiURI;

try
{
/BB LEEHTTPSIFHIAIE LIS A APLE RAE N, BB S B RIF B (S (FRER
//.NET Framework 4.7.1 %2 UA_ERRZR, iR T
var sslHandler = new HttpClientHandler()
{

L

HttpClient client = new HttpClient(sslHandler, true);

JHEF.NET Framework 4.7.1bRZS iSRRI LD

//HttpClient client = new HttpClient();

//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

//i53kHeaders

client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//153kBody
var body = new Dictionary<string, object>() {
[MAIRSE/
{"displayNbr", displayNbr},//ZE N FAFPFHLixAIREE RS,
{"calleeNbr", calleeNbr},// & EIFIURTERIEFTHIARIUS S
{"playInfoList", playlnfoList}//ABRUEEFIZER, RAZIFST, BMNERERETHSEETLIAE

[EIRSE/

//{"statusUrl", "}, /iR ESPIEWUAS LIRAYURL, ZEK{FFIBASE644%S
//{"feeUrl", "}, /(RESPEHIESR FIRAYURL, EK(FFIBASE644%HS
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//{"returnidlePort", "false"}, /B REBBIREIFATHIFIIZOHE
//{"userData", "customerld123"} /iZBRFHMEES
b3

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));
//iExKHeadersshfContent-TypeS ]
content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
Console.WriteLine(response.StatusCode);

var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(res); //3TENNg Mz £5ER

catch (Exception e)

Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //3JEN$EIREE
}
}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))
{

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{31\"",
appKey, base64, nonce, now);

}

static ArrayList getPlayInfoList(string notifyVoice, string templateld, string[] templateParas)
{
ArrayList playInfoList = new ArrayList(); //IBRUSEFIE AL

[*IHEEELARGE— 4 playInfoDic, i NEplayInfoList 95l ISR FE1GEE 24~/

Dictionary<string, object> playlnfoDic = new Dictionary<string, object>();

playlnfoDic.Add("notifyVoice", notifyVoice);

playlnfoDic.Add("templateld", templateld);

playlnfoDic.Add("templateParas", templateParas);

//playInfoDic.Add("collectind", 0); //EB&EHITIS

//playInfoDic.Add("replayAfterCollection”, "false"); /iR BB EW S EEFIEMnotifyVoicesy
templatel diSERIIES

//playInfoDic.Add("collectContentTriggerReplaying”, "1"); /IR EMAEHHEHKSAE

playInfoList.Add(playlnfoDic); //playInfoListifi0TTE=

return playlnfoList;

}

JMEF.NET Framework 4.7.1{RA, BRI TR A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
IR
// return true;
11}
}
}

“IFENPRZSEED API” AESEEG)

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;
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using System;
using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{
static void Main(string[] args)

/R S4B RN 45
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"Ca“er", Il+861 38*******2"},
{Ilcalled", |I+861 38*******1 Il}'
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IENUZE{440 1R
}

//] <summary>
[/ IS E RN, AR B LSO
//] </summary>
/// <param name="jsonBody"></param>
static void OnCallEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0E S &2 AjsonObj

string eventType = jsonObj["eventType"].ToString(); //{B%NZE{43ERY
if ("fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}

if (!jsonObj.ContainsKey("statusInfo"))

Console.WriteLine("param error: no statusinfo.");
return;

}
JObject statusinfo = (JObject)jsonObj["statusinfo"]; //IFIPRESHEHEE

Console.WriteLine("eventType:" + eventType); //4TEDEBRNSE{4-255

//callout: [FEH=HHE
if ("callout".Equals(eventType))
{
/**
* Example: IEQELAETsessionld ol 1SR ER TR FE S 803+ B 1TSCIIE XA 2

* timestamp': TSR & AR B E IS T AR UN XA S
* 'userData": AP ESE

* 'sessionld': BIEHEESAIFRIRID

*'caller: EMYSH3

* 'called": #NUSH3

*/

if (statusInfo.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

}
//alerting: 1RESHMH
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if ("alerting".Equals(eventType))
{
/**
* Example: IbQELAETsessionld ol ISR FR TR FE S 803+ B 1TSCIIE XA 2
* 'timestamp': ZIFIYSEH A EMESBEIEFSAIUNIXATEEE
* 'userData": HFHIEEE
* 'sessionld": BIFHEIEAVFRIRID
*'caller: ENYSH3
*'called": #£NY=5
*/
if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
//answer: RNZ&ZHE{t
if ("answer".Equals(eventType))
{
/**
* Example: IbRELAETsessionld ol ISR FR T FRFE S 803+ B 1TSCIIE XA 2
* 'timestamp': ZIFIYEH A EMESBEIEFSAIUNIXATEEE
* 'userData": BFMIEEE
* 'sessionld": BIFHEIRAVFRIRID
*‘'caller: ENYSH3
*'called": #£NY=5
*/
if (statusIinfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
//collectinfo: HEWSEREM (NNATFESENGTS
if ("collectinfo".Equals(eventType))
{
/**
* Example: thbUARRITdigitinfo ol iBiRm IR 2 Mt B TCiliEx A 18
* 'timestamp': ZIFIYSEH A EMESBEIEFSAIUNIXATEEE
* 'sessionld". BIFHEIRAVFRIRID
* 'digitinfo': B SH=F, BT BEFENFRERHITHSWSRIENERER
*/
if (statusinfo.ContainsKey("digitInfo"))
{
Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);
}
return;
}
//disconnect: 1EHE4
if ("disconnect".Equals(eventType))
{
* Example: IQELAE#Tsessionld ol ISR FR TR EE S 803+ B 1TSCIIE XA 2
* 'timestamp': iZIFAUSE A& ERHESBIEF SRIUNIXAT a2
* 'userData": BFHIEEE
* 'sessionld": BIFHEIRAVFRIRID
*‘caller: ENYSH3
*'called": #£NY=5
* 'partyType': AR B (T ESEIHFSES
* 'stateCode': WFENNREE
* 'stateDesc': WIFHENHIREERTER
*/
if (statusIinfo.ContainsKey("sessionld"))
{
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
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}
}
}
}

“JEEATEAN API” (XHBHEGY

}

return;

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;

using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class Feelmpl

{

static void Main(string[] args)

B BEIEES)

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "fee"},

{"feeLst", new object[] {

new Dictionary<string, object>(){

{"direction", 0}, //A@IERINFNY S, LU BIRFE LELE

{"spld", "CaaS_Test_01"}, //ZFPHI=IRSZWKS

{"appKey", "ka4k***Em2"}, //RiFBRYapp_key, TILIRSZAS & iSE R ISEFRE
{"icid", "CAE-20190124110424-12019775"}, //MENLIE RAIHEE—ITIH

{"bindNum", "+8675512**78"}, //A&2ItL;RIFIYAYCallEnablerll53 553, B4 ES TS
{"sessionld",

"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiBsEIRATME—ITT

%)
%)

hE

}

}

}

{"callerNum", "+86138*++0022"}, //EIUSF3

{"calleeNum", "+86138**+0021"}, //#AS3

{"fwdDisplayNum®, "+86138"*0022"}, //4&iZIFMESHE RS ((NIEE EIF7RE)
{"fwdDstNum", "+86138"*7021"}, //F&1ZIFIRTAISE IS 13 (EBRIFHARET)

{"fwdStartTime", "2019-01-24 03:04:31"}, //#&iZIFIRIERIFHIART(E) (MBS R RIET)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, /41X IFARIFIGRUIRICATE) ((UEBRIFDR

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //#&iIFI R EREINZRIE ((RIEEEIFH=

{"callEndTime", "2019-01-24 03:04:49"}, //IEN£EERATE]
{"fwdUnaswRsn", 0}, //3&#&IFIUIRIERMAIQE50/REE

{"failTime", "}, //IEN 1T HISMATIE]

{"ulFailReason", 0}, //{BIELMHANFLE =

{"sipStatusCode", 0}, //IFN,FEHHILISIPIRZSHD

{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcallf9IEHFFEARTIE]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //InitcallB9IE R4t E]
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //InitcallgnE - RrEsAdia)
{"callOutUnaswRsn", 0}, //Initcallf9MFEHLMAIQS850/REE
{"dynIVRStartTime", ""}, //BE X EIZSIVRFFIART 8 (B S BT L)
{"dynIVRPath", "}, //EE M ENZSIVRIZEEIZEZ (MBS BTG =ESS)
{"recordFlag", 0}, //F&tFR

{"recordStartTime", ""}, //REFIARTE ((ESETHRIET)
{"recordObjectName", ""}, //REXHE ((NESEIITIHSIET)
{"recordBucketName", ""}, //REXHFIENBRE ((NESEIIHFSIET)
{"recordDomain", ""}, //fFHRE 4RI E (MBS EIIHFSIET)
{"recordFileDownloadUrl", "}, //FRE34 FEMUt (NESEIFHSET)
{"ttsPlayTimes", 0}, //RZFHTTSINAERT fEEFATTSRISUREL
{"ttsTransDuration", 0}, //RZFATTSIHRERT, TTS Serveri#{TTTSEARRIZAHE (BR AT
{"serviceType", "002"}, //#ETIFIUAILSSEBUER

{"hostName", "callenabler245.huaweicaas.com"}, //i&EE 4 pERIBR B RIS FZ XA T Z
{"userData", "customerld123"} //FBFKEEE
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Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iEEaabE
}

//] <summary>

/1] iEREEFHA T RO/

//] </summary>

/// <param name="jsonBody"></param>

static void OnFeeEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0E S &2 AjsonObj
string eventType = jsonObj["eventType"].ToString(); //{B%NZE{43ERY

if (!"fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}
if (ljsonObj.ContainsKey("feeLst"))

Console.WriteLine("param error: no feelLst.");
return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //FFIFESHEHEE

//Example: tERELAREHTsessionld ol iE1E TR T ErR S 8 B1TCHE XL T2
[FEREIRNB SN BIEERMESBIEFESBEREHIEE BREERSIETS0NMER
if (feeLst.Length > 1)

foreach (JObject loop in feeLst)

if (lLoop.ContainsKey("sessionld"))
{
Console.WriteLine("sessionld:" + loop["sessionld"]);
}
}

}
else if (feeLst.Length == 1)

if (feeLst[0].ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);

}

}

else

{
Console.WriteLine("feeLst error: no element.");

}

}
}
}

4.3 1E S UERSCADES)

4.3.1 Node.js
T RHTRFRNE, BISEERNode SIBRGIHTIEN, BBEOGRE, B

#Java. python. PHPECH{LIBHERI, EEIEOIEHITINEEFR

=2 BERICUBIASEAPL. [FIRERIAPI . {EEEANAPI
MEEK Node.js 4.4.4% LA FRRA .

SASRRZS 01 (2024-12-19) WRIERE © LEARITERARERAF

90


https://support.huaweicloud.com/api-VoiceCall/rtc_05_0006.html

=P

FRisE

4 HRTHA

S| FBEE -

A

o ARIIEFTiADemofHR AR AVSTEH, ARSI RN AMIERIER, BEEEM
EZRABXEERIVEBAIENE, LISRAFPIT ABIEZRIZDRIRF

o AIAFriRDemofXBTIIREER, ARFEFERHTEIER.

o AMIEHERRESE, TR UIBRLNTRE.

“ESRIEB7= API” {CHEHEG

[*jshint esversion: 6 */

var https = require('https');
var data = require('./data.js');
var util = require('./reqUtil.js');

/**

* voiceVerificationCodeAPI

* @param displayNbr

* @param calleeNbr

* @param languageType

* @param preTone

* @param verifyCode

* @returns

i

function voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType, preTone, verifyCode) {

if(displayNbr === undefined || displayNbr === null || calleeNbr === undefined || calleeNbr === null) {

return;

if(languageType === undefined || languageType === null || preTone === undefined || preTone === null) {
return;

}

if(languageType === verifyCode || languageType === verifyCode) {
return;

}

var method = 'POST;
var uri = '/rest/httpsessions/callVerify/v1.0';
var xaksk = util.buildAKSKHeader(data.data.callverify_appid, data.data.callverify_secret);

var options = util.createOptions(method, uri, null, xaksk);

var body = {
[ WIESE Y/
'displayNbr": displayNbr,//ZE I FI P FHLiRRIREBERSHE .
'calleeNbr": calleeNbr,//#I4FFZixAIREE RS
'languageType': languageType,//SGIFRBEANE S 58,
'preTone': preTone,//fERIE RIS Z Bl B 2B AV S X432
'verifyCode': verifyCode//3&iFR3: R37$50 ~ 9f9E=, H®AS8I,

[* IEESE Y/
// 'bindNbr'; +86123456789', //CallEnableri 53273, B4R S0
/! 'posTone': 'postone.waV', /AERIBEIIERSZ 5 7R EREHATRE SXIH3
// 'times": 3, //#BBUREL0~9
/! 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40ODgvdGVzdA==", //BFREUEBIEIKSEEEERFION
statusUrl
// 'feeUrl'; 'aHROCDOVLzIXOC40LjMzLjU10jg40DgvdGVzdA==", //E3XENE S EEE BRI feeUrl
// 'returnidlePort" 'false', /B RERREIROIFETHIFNiKOHE
// 'userData'; 'customerld123' //iZBRAFHEES

b
var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
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res.setEncoding('utf8');
res.on('data’, function (chunk) {
console.log(chunk);
b
b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);
b
console.log(JSON.stringify(body));
req.write(JSON.stringify(body));
req.end();
}

voiceVerificationCodeAPI('+8653159511234', '+8613500000001', 2, 'test.wav', '1234');

“IFNPRZSERD API” AESEEG)

*k

* IFIUSEHE D
* BRESIEIRTCU S ESRIIFIYSEABRIATE DB
[ [FFIUSEHEROAER)
var jsonBody = JSON.stringify({
'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,

'timestamp': '2019-01-24 03:04:24',
‘caller": '+8613800000022',
'called": '+8613800000021'

}
b

console.log('jsonBody:', jsonBody);

* IFIUSEHEED

* @brief FEARBLUZONEE

* @param jsonBody

i

function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); / /{5 ERIE ST 9jsonObj
var eventType = jsonObj.eventType; //1BE1S{43EEY

if (‘'fee' === eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('statusinfo')) {
console.log('param error: no statusinfo.');
return;

}
var statusinfo = jsonObj.statusinfo; //IFILKEHHEE

console.log('eventType:', eventType); //JEMERIE{4-2EEY

//callout: MFEHEMHE
if (‘callout' === eventType) {

*k

* Example: ItbabLAETsessionld ol SRR R R S 8 BT SEPE AL E

* 'timestamp': IZIFAYZEH & SERIRTCU S ERIUNIXAT B2,

*'userData': FHFMIEIEE

* 'sessionld': BIFHERAIRIRID

*'caller: ENUSHT

*'called": #NUSH3

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}
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return;

}

//alerting: {RESTHEMH

if (‘alerting' === eventType) {
/**

* Example: RELARETsessionld /offl SR R i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": AFMIB(ER

* 'sessionld": BIFHERRAFRIRID

* 'caller: NS

* 'called": #NUSHI

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}
return;

}

//answer: RIEZE{E

if (‘answer' === eventType) {
/**

* Example: AR Tsessionld /ol SR R i@t Fi e S 83+ B 7SE BB R AR

* ‘timestamp': iZIEASE A ERFRTCQI S EERIUNIXATEEE

* 'userData": AFMIB(EER

* 'sessionld": BIFHERRAVFRIRID

*'caller: ENUSHT

* 'called": #NUSHI

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

}
//collectinfo: HEWSEREH NATFESENGS
if (‘collectinfo' === eventType) {

*k

* Example: ItE4ELABRHTdigitinfo ol iSIRFH TR S 8 BTSERERALE

* 'timestamp': iZIFIUSEE & ERIRTCULSS T ERIUNIXAT E12E
* 'sessionld": EIEHEIEAFRRID

* 'digitinfo": IEF W SHS=F RTCUSEETFAE R THEWSIRIFRIERIEIA

if (statusinfo.hasOwnProperty('digitinfo')) {
console.log('digitInfo:', statusinfo.digitinfo);

}

return;

}

//disconnect: EHEH

if ('disconnect' === eventType) {
/**

* Example: tRELARETsessionld /offl SR R i@t Fi e S 83+ B 7SE BB R AR

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEEE

* 'userData": AFMIEEE

* 'sessionld": BIFHEREAVFRIRID

*caller: E£0YS13

*'called": #ENY=5

* 'partyType": HENAIAF 28 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENAIEREATEIA

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

93
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//MFIY ST
onCallEvent(jsonBody);

“JEEATEAN API” (XTBHEGY

* IREAEAN
* EPEAKEIRTCU S FERIERBEIRYE B

/
[EERIBENEE
var jsonBody = JSON.stringify({
'eventType': 'fee’,
'feeLst": [
{
'direction': 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurLTwpx63s9YnEm?2',
'icid": '"CAE-20190124110424-12019775',
'bindNum': '+8675512345678',
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',
'callerNum': '+8613800000022',
'calleeNum': '+8613800000021',
'fwdDisplayNum': '+8613800000022',
'‘fwdDstNum': '+8613866887021',
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36',
'‘fwdAnswerTime": '2019-01-24 03:04:38',
'callEndTime": '2019-01-24 03:04:49',
'fwdUnaswRsn": 0,
'ulFailReason': 0,
'sipStatusCode": 0,
'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime": '2019-01-24 03:04:27",
'callOutAnswerTime": '2019-01-24 03:04:31',
'callOutUnaswRsn": 0,
'recordFlag": 0,
'ttsPlayTimes": 0,
'ttsTransDuration'": 0,
'serviceType': '002',
'hostName": 'callenabler245.huaweicaas.com'
}
1
X

console.log('jsonBody:', jsonBody);

* IEEREAN

* @brief FHARB RO

* @param jsonBody

i

function onFeeEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); / /{5 BRIE ST 9jsonObj
var eventType = jsonObj.eventType; //1BE1S{43EEY

if (‘'fee' I== eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('feeLst')) {
console.log('param error: no feelst.');
return;

}
var feelLst = jsonObij.feeLst; //IFINEEFHEER

* Example: tERELAfE#rsession|d ol iSiE B Er e 2 5+ B TSC IR XA 18
* 'direction": BIFHIIFIUTFE, LARTCU S FEREH

*'spld": EFRIEIRSWKS
* 'appKey": BRI FEJapp_key
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*‘icid": FEIUIE RAYME—HRIR
*'bindNum'": &Lt RIEIUFICallEnablerdl 3-S5
* 'sessionld": BIEHEIRAIME—FRIR
*'callerNum": ZNYS5
* 'calleeNum": #NU=75
* 'fwdDisplayNum': #83ZIFIURTHIE RSB (BB SIET)
* 'fwdDstNum': E3ZIFNATAYEEIE S5 ((RES R = ET)
* 'fwdStartTime": FZEIFIURERNFAB (VBB RIIEFSIET)
* 'fwdAlertingTime': #1ZIFIUIRIEERIRE B ((NESRIIHFSIET)
* 'fwdAnswerTime'": 5 ZIFNR(ESHINZ AT E (VB S CIFFSET)
*'callEndTime'": [EYL5ERATE
* 'fwdUnaswRsn': &3 IFNRIELMAIQE50/E E A
* 'failTime": FEN, IEHAISIAT E]
*'ulFailReason': E@IFLMAIIFLE =
* 'sipStatusCode": I, 1T AISKSIPIRZSAD
* 'callOutStartTime": Initcallg9IEH FFE&AT E
* 'callOutAlertingTime": Initcallf9IFH R ES AT E)
* 'callOutAnswerTime": InitcallB90TEH Rz &5 AiE]
* 'callOutUnaswRsn': Initcallf9IEH 2 MAYQ850/E EE
*'dynIVRStartTime": BE X EISIVRAARTE ((NiE S B =ET)
*'dynIVRPath': BEXEIEIVRIZRIS R (MBS Ein=ET)
* 'recordFlag": REHRIR
* 'recordStartTime'": REFIRITE((NESRHISIET)
* 'recordObjectName": REXHE ((NESEIFHRIET)
* 'recordBucketName': REXHFIERNB RS ((NESEIFHFSIET)
* 'recordDomain': FFHERE 4RSS (NES EIITHSET)
* 'recordFileDownloadUrl": RE X Nl ((ESEIIFHASET)
* 'ttsPlayTimes': K FBTTSIHREAT A TTSAIEUREL
* 'ttsTransDuration': KZFBTTSINAERT, TTS Serverid# T TTSEEHARI S RHE (BB AFD)
* 'serviceType": #EIFIUAIVSZERUZR
*'hostName'": {FE 4 pRHIBRSS BER B XT MAIENL 2
*'userData": FAFKIEIER
[FERERBZ MBIEERIIRTCSFESKBIERESFHIEX SR EERSIERS0MER
if (feeLst.length > 1) {
for ( var i=0; i<feeLst.length; i++) {
if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[i].sessionld);

}

}
} else if (feeLst.length === 1) {
if (feeLst[0].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[0].sessionld);
}
}else {
console.log('feeLst error: no element.');

}
}
/AEERSLIE

onFeeEvent(jsonBody);

4.3.2 Java

4.3.2.1 nHER
i (EFRERNES WS F R EREEER.

=3 BENIEBIHSAP]., KEEREXG TEMBUIAPI, FIPRES
IEERIEIAP
REEK JDK 1.6 LA ERRA
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5|FE httpclient. httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j

BRI HEAIEHEIHEjava X 4RI ANIETT .

A

o ARMISFiADemofHRIARSZSAUSTEF, ARSI RN ASUERIER, ZIEEMN
EZRAIBXEERIVEBAIEN, LISRAFPIT ABIEZRIZDRIRF

o AXIEFTiADemofX TFINREER, FRIFEFERHITRER.

o AMIEHERRESE, MR IBRLNTRE.

- [0 com

v [B] huawei

L
HostingWoiceEventDemolmpl

VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java
« [e] utils

Constant

HttpsUtil

JsonUtil

StreamClosedHttpResponse

StreamUtil

StringUtil

Constant.java

*

* File Name: com.huawei.utils.Constant.java
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

A
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https://mvnrepository.com/artifact/org.apache.log4j/com.springsource.org.apache.log4j
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* possible under the law.

i

package com.huawei.utils;

public class Constant {

// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = "****x

public static final String CLICK2CALL_SECRET = "*****;

public static final String CALLNOTIFY_APPID = "**x*t,

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "*****',

public static final String CALLVERIFY_SECRET = "*****!;

// The following constants do not need to be
// modified //
/*

* request header

*1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

*/

public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=

\"Appkey\"";

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=

\"%s\",Nonce=\"%s\",Created=\"%s\"";

*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL

* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";

public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/
v1.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";

public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";

}

HttpsUtil.java
package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;
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import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {
public final static String CONTENT_LENGTH = "Content-Length";

private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {
SSLContext sslcontext = null;

try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {

@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;
}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

}

public HostnameVerifier hv = new HostnameVerifier() {
public boolean verify(String urlHostName, SSLSession session) {
return true;
}
Y

public void trustAllHttpsCertificates() throws Exception {
TrustManager([] trustAllCerts = new TrustManager[1];
TrustManager tm = new miTM();
trustAllCerts[0] = tm;
SSLContext sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, null);
HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
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static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;
}
}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,

String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);

request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>

headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}
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return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;

try {
response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {
try {

response = new StreamClosedHttpResponse(response);
} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());
}
}

return response;

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok * ¥ ¥ X

i

package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;

import com.fasterxml.jackson.databind.SerializationFeature;
import java.io.|OException;

public class JsonUtil {

private static ObjectMapper objectMapper;

static {
objectMapper = new ObjectMapper();

/] I&EFAIL_ON_EMPTY_BEANSEH, HFFIHUEWRAEN R E
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);
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// IZEFAIL_ON_UNKNOWN_PROPERTIES/E , Z4ISONZ/FERPTZIE avaliRig BB I, 21
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

/**

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;

}

/**

* Convert JsonString to Simple Object

* @param jsonString

* @param cls

* @return

*/

public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
import org.apache.http.StatusLine;

import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation")
public class StreamClosedHttpResponse implements HttpResponse {
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private final HttpResponse original;
private final String content;

public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;

HttpEntity entity = original.getEntity();
if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :
null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}
}

@Override
public StatusLine getStatusLine() {
return original.getStatusLine();

}

@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}

@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}
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@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override
public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}

@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}

@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}

@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}
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@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);
}
@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}
@Override
@Deprecated
public HttpParams getParams() {
return original.getParams();
}
@Override
@Deprecated
public void setParams(final HttpParams params) {
original.setParams(params);
}
public String getContent() {
return content;
}
}
StreamUtil.java
* Copyright Notice:
* Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution
* of this sourcecode, or any portion of it, may result in severe civil and
* criminal penalties, and will be prosecuted to the maximum extent
* possible under the law.
*/
package com.huawei.utils;
import java.io.Closeable;
import java.io.|OException;
import java.io.InputStream;
import java.io.InputStreamReader;
public class StreamUtil {
private static final String DEFAULT_ENCODING = "utf-8";
public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;
}
InputStreamReader inReader = null;
try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {
inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
inReader = new InputStreamReader(in, charsetName);
}
int readLen = 0;
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char[] buffer = new char[1024];

StringBuilder strBuf = new StringBuilder();

while ((readLen = inReader.read(buffer)) !'=-1) {
strBuf.append(buffer, 0, readLen);

}

return strBuf.toString();
} catch (IOException e) {

System.out.println(e);
} finally {

closeStream(inReader);

}

return null;

}

public static void closeStream(Closeable closeable) {
if (closeable !'= null) {
try {
closeable.close();
} catch (IOException e) {
System.out.println(e);
}
}
}
}

StringUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versiona%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.util. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strisNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);
}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strlsNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'"");
format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());
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String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}

4.3.2.2 {XHEEEH
EEIIEEIAS AP XABEES

package com.huawei.demo;

import java.util.HashMap;
import java.util.Map;

import javax.net.ssl.HttpsURLConnection;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceVerificationCodeMain {
[ EOEARENE
private static String status = "";
private static String resultcode = "";
private static String resultdesc = "";
/] EEIERSE OREE
private static String sessionld = "";

/] BRIl S5 2ELK
public static VoiceVerificationCode voiceVerificationCodeAP| = new VoiceVerificationCode();

/[ BREOMINRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO EEFHiinER & CiE=IGIERSIFEI, A doVoiceVerificationCodeF5i%.
/] LATER (R (5 R SERR A R B AR
VoiceVerificationCodeMain.doVoiceVerificationCode("+8653159511234", "+8613800000001", 2,
"test.wav", "1234");
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + " " + resultdesc);
System.out.println("The session id is: " + sessionld);

non

}

// TODO FELEZUASHNERET i5SE  IFIPASHIE LB ENAPI " O SERUA S B AN FNIE S AT WO R AT
// HostingVoiceEventDemolmpl

/-k
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* i 2 A NCIE S IO IERBITIURY, AL TS % %G RIATI IR S 4, AliE S HARIERE O S FICiR SR
&
*/
public static void doVoiceVerificationCode(String displayNbr, String calleeNbr, int languageType, String
preTone,
String verifyCode) throws Exception {

Boolean retry = false;
// FEARESERIEEED BEEMKIN
do {
status = voiceVerificationCodeAPl.voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType,
preTone,
verifyCode);
if (status.indexOf(success) !'=-1) {
retry = false;
/] BRI, IERRERIES.
resultcode = voiceVerificationCodeAPI.getResponsePara("resultcode");
resultdesc = voiceVerificationCodeAPl.getResponsePara("resultdesc");
sessionld = voiceVerificationCodeAPl.getResponsePara("sessionld");
}else {
retry = true;
/] B M SREE IR BRI A
resultcode = voiceVerificationCodeAPl.getResponsePara("resultcode");
resultdesc = voiceVerificationCodeAPl.getResponsePara("resultdesc");
/] LIBEER
VoiceVerificationCodeMain.processError();
}
} while (retry);
}

/| BAPIFGSRENEZFZ 2008 LMERFEIR.

private static void processError() throws InterruptedException {

// TODO 1RIEFEIRISFNEIRASIMIAL I AR
/] AR {5 A SebR T R A is iR
System.out.println(status);
System.out.println(resultcode + " " + resultdesc);
System.exit(-1);
}
}

class VoiceVerificationCode {
/[ FEEIIERSAPIRIURL
private String urlVoiceVerificationCode;
/] BEOMRAYE S
private Map<String, String> responsebody;
/] HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceVerificationCode() {
// P FRitELE
urlVoiceVerificationCode = Constant.VOICE_VERIFICATION_COMERCIAL;
responsebody = new HashMap<>();

}

@SuppressWarnings("unchecked")

/*

* Z G| QIR IR SE, ATE S HARIERE O SOSHMERE S, 1% BRI HIR, i5RIES S HANE
HERBTEIRILTIRE.

*/

public String voiceVerificationCodeAPI(String displayNbr, String calleeNbr, int languageType, String
preTone,

String verifyCode) throws Exception {

httpsUtil = new HttpsUtil();
/] BESIEB(E{EER

httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);
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}

// i&3kHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);

headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant.CALLVERIFY_APPID, Constant.CALLVERIFY_SECRET));

/] M SEEER

Map<String, Object> bodys = new HashMap<String, Object>();
bodys.put("displayNbr", displayNbr);//EIYFEFPFHL2IKAKRE BRSE.
bodys.put("calleeNbr", calleeNbr);// A& CIEIYRTERAFTHIMEIYSHS
bodys.put("languageType", languageType);//BIFRBIEHENIE S 2B,
bodys.put("preTone", preTone);//ABHIESIIEID 2 Bilss BB MHIME X143
bodys.put("verifyCode", verifyCode);//3iERS: R37350 ~ OBVE=F, &=AS( L.
String jsonRequest = JsonUtil.jsonObj2Sting(bodys);

/*

* Content-TypeJgapplication/json Hi5Kk /5% A posthd, {#FdoPostisonGetStatusLine 3 iE&fiEhttp

* requestFFEREN NG L.

*/

StreamClosedHttpResponse responseVoiceVerificationCode = httpsUtil
.doPostJsonGetStatusLine(urlVoiceVerificationCode, headerMap, jsonRequest);

// NaRIASEEARE Aresponsebody.
responsebody = JsonUtil.jsonString2SimpleObj(responseVoiceVerificationCode.getContent(),
responsebody.getClass());

/1 RENFRAIstatus.

return responseVoiceVerificationCode.getStatusLine().toString();

}

[/ SREXEEAN IR H 2
public Map<String, String> getResponsebody() {

return this.responsebody;

}

[ SREVBRLH S AR REN S
public String getResponsePara(String paraName) {

return this.responsebody.get(paraName);

}

“IFIAZSIERN API” 5 “TREIE API” (EDEEGI

package com.huawei.demo;

import org.apache.log4j.Logger;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
import com.alibaba.fastjson.JSONObject;

/**

* IFNY S AN AR A EAN
* ZEPEAKEIRTCL S ERIIEI BB AN AE R BANATEE D@

public class HostingVoiceEventDemolmpl {

private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);

*k

* IFIYZEE for {EERIIT AR @AN/IEE IS

* @param jsonBody
* @breif FEARBLAZEONEE
*/
public static void onCallEvent(String jsonBody) {

/] EEEIOSNiER

JSONODbiject json = JSON.parseObject(jsonBody);

String eventType = json.getString("eventType"); // BF1SE{43EE
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if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;

}
JSONObject statusinfo = json.get)SONODbject("statusinfo"); // IFIIREHIHEE
logger.info("eventType: " + eventType); // ¥JEN@FNSE(42LT

//callout: MFEHZ=HE

if ("callout".equalsignoreCase(eventType)) {

/**

* Example: thRELAEtrsessionld affl, iSi& BT iR 2 #+ B 17CIA X 12

* 'timestamp': iZIFIUSEH & ERIRTCASS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld"; BIEHEIAVARIRID

*'caller: E£NYS43

* 'called": #ENY S5

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

}

return;

}
//alerting: #RESHM
if ("alerting".equalsignoreCase(eventType)) {

* Example: thRELAEtrsessionld affl, iSi& BT iR 2 #+ B 17CIA X 12

* 'timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENY S5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//answer: NZZH{F

if ("answer".equalslgnoreCase(eventType)) {

*k

* Example: thRELAEtrsessionld offl, iSt& R iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEHF & ERIRTCAUSS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENY S5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//collectinfo: HEWSEREM (NNATESEMNTS
if ("collectinfo".equalsignoreCase(eventType)) {

/**

* Example: thRELARETdigitinfo ol iSRRI T R S I F B 1TSE B R E

* 'timestamp': iZIFAUSE AR ERTRTCU S ERIUNIXAT E)EL
* 'sessionld"; BIEHEIAIARIRID
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}

* 'digitinfo": IFWSHRF RTCI S FENFREHITHEFWSRIEIER A
*/
if (statusinfo.containsKey("digitinfo")) {

logger.info("digitinfo: " + statusinfo.getString("digitinfo"));

return;

}
//disconnect: NS
if ("disconnect".equalsignoreCase(eventType)) {

*k

* Example: tRELAEtrsessionld offl, iSi& R iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH&ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #NUSH5

* 'partyType': $HEHIAIRFZEE (VEES CFASES

* 'stateCode": BIFENIREE

* 'stateDesc': WIFENHIREEATEE

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}

*k

* RE@AN for {EFEIIT /BT @A/ IE SIS

* @param jsonBody

* @breif FEARBLUEONEE

*/

public static void onFeeEvent(String jsonBody) {

/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // X142 EY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;
}
JSONArray feeLst = json.get)JSONArray("feeLst"); // [EIYiERHHEFE

* Example: RELARETsessionld /ol 1SR R i@t FT e S 83T B 7SE BB R AR

* 'direction': EWIFAIIFIY S E, LARTCU S FEEHEHE

* 'spld": EFHIEIRS WS

* 'appKey": I FEHYapp_key

*‘icid": IEIYIE RAME—RR

* 'bindNum': &SIt XIFIUEICallEnablerdl 53545

* 'sessionld": EiEHEIEAIME—IRIR

*'callerNum": =1Y=75

* 'calleeNum": #NIUS75

* 'fwdDisplayNum': #£3Z2IFNUATHY B RS18 ((NEB R SET)

* 'fwdDstNum': F 21N AT AYEEIE S8 ((EE R IEI =iET)

* 'fwdStartTime'": F&EIFIHRIERIFFIARTIE (MBS EIITHSIET)

* 'fwdAlertingTime": #3ZIFIIE(EFRIIRESHTE (((UES EIITHSRIET)
* 'fwdAnswerTime'": Z&Z IR ESRIRIZ AT E (B S RS ET)
* 'callEndTime": IEAU£E SRR E]

* 'fwdUnaswRsn'": F&32IFNYR/FRMAIQE50ERE

* 'failTime": FEN, IFE AL MIATE]

* 'ulFailReason': WiELMATIRE S
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* 'sipStatusCode": I, I AT SIPIR AT
*‘callOutStartTime": Initcallg9MEH FraaAt E
* 'callOutAlertingTime": Initcal [f9IEHRESAT E]
* 'callOutAnswerTime": Initcal B9 R &5 A (E)
* 'callOutUnaswRsn': InitcallA9RFEH £MAIQ850/R EE
* 'dynlVRStartTime": BEXEISIVRIFEETE (GBS EIFSET)
*'dynlVRPath': BEMXEISIVRIZEIERR ((MES @i SiET)
* 'recordFlag": HEHRIH
* 'recordStartTime": REFHARTE (VB EHFSHE)
* 'recordObjectName": REXHE (KBS EIFA=IET)
* 'recordBucketName': REXHATENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE ((NESEIFFSET)
* 'recordFileDownloadUrl": R Rkt ((GESEIIE7 SiEL)
* 'ttsPlayTimes': Rz FITTSIHREAT (EFTTSHISUREL
* 'ttsTransDuration': RZFITTSINAERT, TTS Serveri{TT TSI AHS (B AFD)
*'serviceType": EHIENURGSZREYSE
*'hostName'": {FER A4 R IBR S SR BRI MAIEN LR
* 'userData": HFMIBEER
[FERERBEZ MEIEERIRTCOI S FESBERSFHERX B EERSETS0MNMEER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONObject)loop).getString("sessionld"));
}

}
} else if (feeLst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {
logger.info("sessionld: " + feeLst.get/lSONObject(0).getString("sessionld"));

}else {
logger.info("feeLst error: no element.");

}
}
4.3.3 Python
=31 IESIIFBIZSAPI. [FILKZIEBAIAPI . iEREBAHAPI
MEEK Python 3.08 LA ERRZ
S|FEE requests 2.18.1
1. \BB1T FEiZEPython 3.x, FHRMIFMERCE
2. FIFHLS1TEO, HiTpip install requestsdr,
3. HiTpip istEERELER.,
mH

S

o ARIAPriRDemofEiR MRS AISIER, AIRESIS R AKIERIER, ENIEEMN
EZRABXEERIVEBAIENRE, LISRAFPIT ABIEZRIZDRIRF

o ANAFriRDemofXBTFINREER, ARFEFERHTEIER.
o AMIEHERRESE, TR UIRLNTRE.

“IESIIEEIHS API” IEHEG]
# -*- coding: utf-8 -*-
import base64
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import hashlib

import requests #ZEE5E(Fpip install requestsap S 2K
import time

import uuid

import hmac

from hashlib import sha256

#WME B E TR ES-RIEER KB T HUE B hLhrME

base_url = 'https://{domain}{port}#APPIZ\tbiit, SL AR $ZAT A, 1B E A SLFME

appKey = "*appKey*** #5505 FBRYappKey, WSLARSZ AT~ &, 1B & S0 SLFMEIB & I SLFME
appSecret = "***appSecret**#E5 BT FHAYappSecret WEARSS I &, 510N LIMEE SR HLINE

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType, preTone, verifyCode):
if len(displayNbr) < 1 or len(calleeNbr) < 1 or len(languageType) < 1 or len(preTone) < 1 or
len(verifyCode) < 1:
return

apiUri = '/rest/httpsessions/callVerify/v1.0'
requestUrl = base_url + apiUri

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"’,
'X-AKSK'": buildAKSKHeader(appKey, appSecret)

}

jsonData = {

# WESH

'displayNbr": displayNbr,#F=0FIFFHLLiRAIREBERSE.

‘calleeNbr': calleeNbr,# & #EIFENYATFEI TR SR

'languageType": languageType #IGIFIOIBANE S 28,

'preTone": preTone #BHIEE WIEE 2 BIEEHEMAINE X432

'verifyCode": verifyCode#3&ilFf3: R37#50~9R9%=, &=AS8i.

# EESH
'posTone': 'postone.waV', HEHMIE S IIEFEZ S5 B EMAIME X432
'times": 3, #1BHBUXEL0~9
'statusUrl': ", #1R B SPHEEBLIR EIRAYURL, ER(EFIBASE644RA3
feeUrl": ", #IX B SPEEKIEE HIRAYURL, ZEK{EFHBASE6ASRTS
'returnidlePort": 'false’, #iE R A B BREIFETRIFM KOS
'userData’: 'customerld123' #iIREFRAFRIMIEEER

HoH K HHH

}

try:
r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #¥TEDNQRZESR

except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode ('utf-8')) #3TENEIRER

pass

if _name__=='_main_"
voiceVerificationCodeAPI('+86531*+*****4! '+86135* 1! 2 'test.wav', '1234');

“IFNPRZSEED API” AESEEG)

-*- coding: utf-8 -*-
IFOYSE D
ERFAREIESEIETFSRIFI S A4E Y= B
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import json

#IF NS E RO
jsonBody = json.dumps({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
‘timestamp": '2019-01-24 03:04:24',
‘caller’; '+86138*****++Q!
‘called': '+86138*****+*1!
'userData": 'customerld123'
}

}).encode(‘ascii')

print(jsonBody)

AU == 44-E@ AN

@see: FHABFIAEONEE

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEE#TIjsonObj
eventType = jsonObj['eventType'] #@HIEE{HLEY

if (‘fee' == eventType):
print('"EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusInfo = jsonObj['statusinfo'] #IFILASEHEE

print(‘eventType: ' + eventType) #FTEN@ANSE{4H2LEY

#callout: [EHZEH
if (‘callout' == eventType):

m

Example: LbLAfEHTsessionld o6l IS R B BT TR S 8t B 1TSEIER AR

‘timestamp': iZIFIHH & EMNESEBIEFSHIUNIXETEEE
'userData": HFMiEEE
'sessionld': EIEHEREAIFRIRID
‘caller’: ENUSHEZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: IRESEHE
if (‘alerting' == eventType):

m

Example: HAbLAfEHTsession|d a6l B R B BT T S 8t B 1TSEIIE R 2

'timestamp': iZIFN S A ENESEIEFESHIUNIXETEEE
'userData": HFMiEEE
'sessionld": FEIEHEREHIFRAID
‘caller": ENUSHEZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: WESHE{4
if (‘answer' == eventType):

m

Example: HAbLAfEHTsession|d a6l B R E BT T S 8t B 1TSEIIER R
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'timestamp': iZFN S A ENESEIEFESHIUNIXETEEE
'userData": FHFKEIER
'sessionld": E@iFHEREHIFRAID
‘caller’: ENUSHZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#collectinfo: MHWSERSEMH NNATESENGS
if (‘collectinfo' == eventType):

m

Example: ItE4LABRHTdigitinfo ol iSRRI R S 8 BT SEIARAL R

'timestamp': iZIFIHH & EMNESEBIEFSHIUNIXETEZE
'sessionld": EiFHEREHIFRAID
'digitinfo: MBS HEP, BEBIEFENTAE HITHEKSRIENERER
if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitinfo'])
return
#disconnect: M=
if ('disconnect' == eventType):

m

Example: HAbLAfEHTsession|d a6l B R B BT T S 8t B 1TSEIER R

‘timestamp': IZIFIUSE & EHESBIEF A AIUNIXAT a2

'userData": HFKEIEE

'sessionld': EIEHEREAIFRIRID

‘caller: NS

‘called": #NIUSFS

'partyType": AR EE (MTIESRIETSIES

'stateCode": WFENHIREE

'stateDesc": BIEFENAYERERIEIA

if ('sessionld' in statusinfo):

print(‘sessionld: ' + statusinfo['sessionld'])

return
if _name__=='_main_"
onCallEvent(jsonBody) #IFENUZE{44a1E

1

“JEEATEAN API” (XHBHEGY

-*- coding: utf-8 -*-

TRERIEAN
ERESREIESBIEFE RS REAAYEOE
import json

#IEEPBEIEE)

jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
{

'direction”: 0, #BIERIIFAY G @ LLESEIEFESAEE
'spld': 'CaaS_Test_01', #=ZFPHI=RSZKS
'appKey": 'kadk******QYnEm2', #LFAHYapp_key
'icid": 'CAE-20190124110424-12019775', #IFIUIZFHIME—IRIR
'bindNum': '+86755* 8! # & eIt )RIFNUAICallEnablenll53=43, BN4BESHI

'sessionld": '1201_612_4294967295 20190124030424@callenabler245.huaweicaas.com', #1@iEsEEAY

IE—HRIR
'callerNum': '+86138*+2", #=+SF3
'calleeNum’: '+86138**++*1", #i1I| ST
'fwdDisplayNum': '+86138**+2', #1LZIFIUREI R R SH3 (MESEIFESIET)
'fwdDstNum': '+86138* 1", #1LIZIFIURTAIELZ SHE (EBRIFESRIET)
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'fwdStartTime': '2019-01-24 03:04:31", #4& TN ERIFFIART A (B S LIS ET)
'fwdAlertingTime': '2019-01-24 03:04:36', #4&1ZIFNIR(ESHIRSATE (LB S EFASET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4& TR ERHN M ZERE ((NESEEBISRIET)
'callEndTime": '2019-01-24 03:04:49', #[FNU£E kA E]
‘fwdUnaswRsn': 0, #551EIF NI ERMAIQE50FEEIE
failTime": ", #FEN, FEH AL AT (E
'ulFailReason': 0, #BiELMAIFE =
'sipStatusCode'": 0, #IFN, IFEHAIKKSIPIKEAD
'callOutStartTime': '2019-01-24 03:04:24', #Initcallg9IEH FFHARTE
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcallf9IF RS ATIE]
'callOutAnswerTime": '2019-01-24 03:04:31", #Initcall9IFH R Z5HtE)
'callOutUnaswRsn'": 0, #InitcallA9NFEHEMAIQ850/REE
'dynlVRStartTime": ", #8E X &SIVRAFIARTE (VB B SET)
'dynlVRPath': ", #EEXESIVRIZE IR ((NES B =)
'recordFlag': 0, #FESHxA
'recordStartTime": ", # RS RINE((ESRIHISIET)
'recordObjectName": ", #REX 4B ((LEBEIIFZRIET)
'recordBucketName": ", # RS XHFIENIE RS ((NESEIFFSET)
'recordDomain': ", #7FHERE 4R E (VB S EIITHSET)
'recordFileDownloadUrl" ", #R& X4 bt ((RES RIS ET)
'ttsPlayTimes": 0, #RIFITTSIHAEAT, EFATTSHISREL
"ttsTransDuration': 0, #SZFATTSIHEERT, TTS Serverd{TTTSEEIRHI ST (BRI AFD)
'serviceType': '002', #ERS IR HKBYES
'hostName": 'callenabler245.huaweicaas.com', #1554 R AIIRSE S8 X RAIENF
'userData": " #FAFKIEER
}
]

}).encode(‘ascii')

print(jsonBody)

TEEBIEA

@see: FHAEIEONEE

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEEf#T9jsonObj
eventType = jsonObj['eventType'] #@HIEE{HLEY

if (‘'fee' = eventType):
print('"EventType error: ' + eventType)
return

if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
return

feeLst = jsonObj['feeLst']

#Example: tERELAREHTsessionld ol iE1E T BT S 8T BT LIE XL T2
#HEERE S NBIEERIESBIEFESBEREHIEX BRIEERSIETS0NMER
if (len(feelLst) > 1):
for loop in feeLst:
if ('sessionld' in loop):
print('sessionld: ' + loop['sessionld'])
elif(len(feeLst) == 1):
if ('sessionld' in feelLst[0]):
print(‘sessionld: ' + feeLst[0]['sessionld'])
else:
print(‘feeLst error: no element.");
if _name__=='_main_"
onFeeEvent(jsonBody) #1HEE4ME
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4.3.4 PHP
=] IBEIGERIASAPL, FIRZEIAPI . {EEEHAPI
IMEEK PHP 7.0% LA ERRA
SIFEE -
g1

o RMISFTiADemofHiRIARSSAUSIEF, AIRERIS RN AZURRIER, BEEMN
ERABEREERIVEBRIEN, LISBRAPINASIEZEI S RIRIF
o ARXIEFTiADemofX AT INREER, FRIFEFERHITRER.

o AMHEERNHESE, FHMIBHIBRLIEHRE

7

EZISFRBIZE API” (CEBHEEG)
<?php
include 'data.php’;
include 'util.php’;

/**
* voiceVerificationCodeAPI
* @param string $displayNbr
* @param string $calleeNbr
* @param integer $languageType
* @param string $preTone
* @param string $verifyCode
i
function voiceVerificationCodeAPI($displayNbr, $calleeNbr, $languageType, $preTone, $verifyCode) {
if (empty($displayNbr) || empty($calleeNbr) || empty($languageType) || empty($preTone) ||
empty($verifyCode)) {
return;

}

$method = 'POST,
$apiUri = '/rest/httpsessions/callVerify/v1.0';
$xaksk = buildAKSKHeader(getCallverify_Appld(), getCallverify_Secret());

$content = json_encode([
[* IESE/
'displayNbr' => $displayNbr,//ZEM R FHLiRAIKE RS,
'calleeNbr' => $calleeNbr,// & 2IEN BT FTHRFTAOMEILSAT .
'languageType' => $languageType,//BEIERSIEMANE S LE,
'preTone' => $preTone,/ABRIES RIS Z BiFe EEMHIMEXHSE .
'verifyCode' => $verifyCode//58IIFRS: R374F0 ~ 9HIHF, m=A8(i,
[* IEESE/
// 'bindNbr' => '+86123456789', //CallEnabler\/53-S#3 BN 2
// 'posTone' => 'postone.waV', /fBHIESINIEEZ e R BB E U434
// 'times' => 3, //fBRBUREL0~9
// 'statusUrl' => ", /ARESPREIMCIAZ EIRAYURL, E3K(EFBASE644RES
// 'feeUrl' => ", /[iRESPIEIIESR CHRATURL, E3K{EFEBASE6ASRAS

// 'returnidlePort' => 'false’, //fERe A HBIREIFATHIFIHOHE
// 'userData' => 'customerld123' /iAZBRAFHIMERER

1

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

try {
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$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiE3R
print_r($response . PHP_EOL); // $JENImR£55R
} catch (Exception $e) {
echo $e->getMessage(); //FTEDEIREE
}
}

voiceVerificationCodeAPI('+8653159511234', '+8613500000001", 2, 'test.wav', '1234');
>

“IFNPAZSER API” (CHEHEB]

<?php

/**

* IFIUSEHE D

* BRESIEIRTCU S ESRIIFIYSEHBRATE DB
[ [FFIUSE A ROAEp

$jsonBody = json_encode([
'eventType' => 'callout’,
'statusinfo' => [
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,

'timestamp' => '2019-01-24 03:04:24',
‘caller' => '+8613800000022',
'called' => '+8613800000021"

1

)5
print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//MFNUZE{44 8

* IS @R
* @desc IFHABLAZEOSE &
* @param jsonBody

function onCallEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); //{5iBENE B AR o X BLEE
$eventType = $jsonArr['eventType']; //iBENSHH4SEE

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
return;

}
$statusinfo = $jsonArr['statusinfo']; //IFILKESEHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //3JENBANSE{4EEY
//callout: MEHEMHE
if (strcasecmp($eventType, 'callout’) == 0) {

* Example: ItbabLAETsessionld ol SRR R R S 8 B4 TSEPAE AL E

* 'timestamp': iZIFIUSEF A ERIRTCUL S FARIUNIXAT B2

* 'userData'": FHFMIEEE

* 'sessionld": BIEHEREAIFRIRID

*'caller: ENUSHG

*'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}

//alerting: #RESHEMF

if (strcasecmp($eventType, 'alerting') == 0) {
/**
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* Example: RELARETsessionld /ol SR R i@t Fi e S 83t B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEEE

* 'userData": AFMIE(EER

* 'sessionld": BIFHERRAVFRIRID

* 'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
//answer: RIEZE{E
if (strcasecmp($eventType, 'answer') == 0) {

*k

* Example: tRELARETsessionld ol ISR R i@t Fi e S 83t B 7SE B R AR

* ‘timestamp': iZIEASE A ERIRTCQI S FEERIUNIXATEE

* 'userData": AFMIEEER

* 'sessionld": BIFHEREAVFRIRID

* 'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
/[collectinfo: HEWSEREM NNATFESBENHS
if (strcasecmp($eventType, 'collectinfo’) == 0) {

* Example: ItEAELABRHTdigitinfo ol iSIRFB TR S 8 BTSERERALE

* 'timestamp': IZIFAYEH & SERIRTCUSS FEHIUNIXAT B2,
* 'sessionld": BIFHERRAVFRIRID
* 'digitinfo": IE W SIHS=H RTCUSZFEWHAEHTHEKSRIEIERIBIA
*/
if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {

*k

* Example: RELARETsessionld /il ISR R it Fi e S 83T B 7SE B R 402

* ‘timestamp': iZIEASE A ERIRTCI S EERIUNIXATEEE

* 'userData": AFMIEEER

* 'sessionld": BIFHEREAVFRIRID

*'caller: E£0YS13

* 'called": #ENY=5

* 'partyType": HENAIAF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENHIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

“JEEATEAN API” (XTBHEGY

<?php

/**
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i
| RSB

$jsonBody = json_encode([
'eventType' => 'fee’,
'feeLst' => [

[

'direction’ => 0, //IBIEHIIFEAYF5 e, LARTCUL S E & R EH

'spld' => 'CaaS_Test_01', //ZFPH=REWKS

'appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm?2', // N FBiJapp_key

icid' => 'CAE-20190124110424-12019775', //FFIUIERAIME—IRR

'bindNum' => '+8675512345678', // A& 2LLRIFAYAICallEnableril 55543, BI4FES B

'sessionld’ => '"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //iBiE§E

PRAGHE—HRIR

]
]
1

'callerNum' => '+8613800000022', //Z=£NYSH5

'calleeNum' => '+8613800000021", //#&NYSH5

‘fwdDisplayNum' => '+8613800000022', //#& = IFIUATHI B RSB (S EIFHF=IET)
'fwdDstNum' => '+8613866887021', //4& I AT AVEEIE SIS (BB RIIEFSIET)
'fwdStartTime' => '2019-01-24 03:04:31', //53ZIFIUIREFRNFIRITE (BB RIIHFSIET)
‘fwdAlertingTime' =>'2019-01-24 03:04:36', //4& 1= IFIURERRIRIITE ((NES D IHESET)
‘fwdAnswerTime' => '2019-01-24 03:04:38', //3£1E I EBRINERTE ((NESEIHFSET)
'callEndTime' => '2019-01-24 03:04:49', //TEAULESRAT(E)

‘fwdUnaswRsn' => 0, //4&HIFILRIELMAIQE50/R E E

‘failTime' => ", //IEN, IFHAIELKAETE)

'ulFailReason' => 0, //iBIELEMEIIRLE S

'sipStatusCode' => 0, //IEN, IFHHIELKSIPIRESED

'callOutStartTime' => '2019-01-24 03:04:24", //Initcall[BIIEH FFEEATE]
'callOutAlertingTime' => '2019-01-24 03:04:27', //Initcallf9IF B RS ATE)
'callOutAnswerTime' => '2019-01-24 03:04:31", //Initcallf9NFEH Mz & A E]
'callOutUnaswRsn' => 0, //Initcalli9MFHEMAIQ850/FEFE

'dynIVRStartTime' => ", # B8 E X EIFIVRIFIARGE (B S BAIDSET)

'dynlVRPath' => ", //BENIEIVRIHBIRR ((NEE B =IET)

'recordFlag' => 0, //RStRA

'recordStartTime' => ", //REFIAIE ((RESEIFI=IETS)

'recordObjectName’ => ", //REXMHE ((NESEIFFSIET)

'recordBucketName' => ", //REXHFFENERE ((NESEFHHSET)

'recordDomain' => ", //[fFHREXHIEE ((NESEIHFSIET)
'recordFileDownloadUrl' => ", //RE XTI ((GES RIS HET)

'ttsPlayTimes' => 0, //MFATTSIHAERT (FFATTSHYEZIREL

'ttsTransDuration' => 0, //RZFATTSIHEERT, TTS Serverif{TTTSEEHARY S AT (R FD)
'serviceType' => '002', //HESIENURI SZERUSE

'hostName' => 'callenabler245.huaweicaas.com’, //i&E 4R AIIRS SIS ST MAYENZ
'userData’ => " //FFIEES

print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//iE AR

/**

* 1REREE]
* @desc FERRBLAEO XL/
* @param jsonBody

i

function onFeeEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); // 4GB0 S MR FEEEIH
$eventType = $jsonArr['eventType']; //BENS{E2EE

if (strcasecmp($eventType, 'fee') !=0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}

$feeLst = $jsonArr['feeLst']; //IENIFERSAHEE
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//Example: ERELARRHfTsessionld ol iE1ETE TR 2 5 B 1TCHE XA 12
[FEREINA B NMEBIEERINRTCU S FERFIERSFHIEX BREERBIETS0MER
if (sizeof($feeLst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}
}
} else if(sizeof ($feeLst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);
}
}else {
print_r('feeLst error: no element.");
}
}
>
4.3.5 C#
=30 EEIIEEIASAPL, [FIPRZEAAPI, (EEREHAPI
WEER NET Core 2.0% LA EiRZE,.NET Framework 4.7.1% LA _EAR
X,
S| HBEE Newtonsoft.Json 11.0.2, i&E&%https://
www.newtonsoft.com/json3kEY .
ik 1|

o ARNILFTiADemofHR LIRSS AUSTEF, AIRERS RN ASUERIER, ZIEEMN
EZRABXEERIVEBAIENE, LISRAPIT ABIEZRIZDRIRF

o ARXIHFTiADemofX AT INREER, ARIFEFERHTR(ER.
o ANHEERVESE, FHURHTRLIEHRIE.

“ESRIERER API” {CEEEEA

using Newtonsoft.Json;

using System;

using System.Collections;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_
{
class VoiceVerificationCode
{
string base_url = "https://{domain}:{port}"; //APPEEAMtIE MISERRSSAY A& 15 &R S SEhRME
string appKey = "**appKey***"; /1B SIS FAYappKey, LRSI T & 1516 /9LFrME
string appSecret = "**appSecret**"; /(EEIIFFBL FIRYappSecret LR SZ AT A&, 15 HEFME

static void Main(string[] args)
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{
[/ERESIBMESIE SO ERITIREN L BB IR 61, 15 & 16 9 LR E
voiceVerificationCodeAPI("+86531+++++4", "+86135*++++1" 2 "testwav", "1234");
}

static void voiceVerificationCodeAPI(string displayNbr, string calleeNbr, int languageType, string
preTone, string verifyCode)

if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(calleeNbr) ||
String.IsNullOrEmpty(languageType) || String.IsNullOrEmpty(preTone) || String.IsNullOrEmpty(verifyCode))
{

return;

}

string apiURI = "/rest/httpsessions/callVerify/v1.0"; //#URI
string requestUrl = base_url + apiURI;

try
{
[/ BB LEEHTTPSIEFIAIE R MUE L AP IR K, BB ZRSIEB(SIEER
//.NET Framework 4.7.1 % LA ERRZAS, &R L3
var sslHandler = new HttpClientHandler()
{

15

HttpClient client = new HttpClient(sslHandler, true);

JMEFNET Framework 4.7. 1k, SR BT

//HttpClient client = new HttpClient();

//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

//i&3KkHeaders

client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//i&KkBody

var body = new Dictionary<string, object>() {
[FIAESE/
{"displayNbr", displayNbr},//ZE I FAFPFHLimHIKRE RS
{"calleeNbr", calleeNbr},//&FEIFAURIFrHEFTHIMRAL ST
{"languageType", languageType},/ /B FIBIBANIE S 28,
{"preTone", preTone},/ABHIEZ IS Z B B RERAIME X422
{"verifyCode", verifyCode}//3&iFA3: R3LiFH0~oM#=E, HmASN,
[EESE/

//{"posTone", "postone.wav"}, /fBHIES IS 2 f5 B 2BV E M43
//{"times", 3}, //{BHBUXEL0~9
//{"statusUrl", "}, /AR ESPIZMUIAZS EIRAYURL, B3R (# FABASECA4RED
//{"feeUrl", "}, /AR ESPIEKIEE FIRAYURL, ER{FEFABASECARED
//{"returnidlePort", "false"}, /AERREBRIREIFATHIFIIZOHE
//{"userData", "customerld123"} /i ERAFPHMEEE

}

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));
//iExKHeadersshfContent-TypeS 4
content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
Console.WriteLine(response.StatusCode);
var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(res); //¥TEDNG 45 R

}

catch (Exception e)

{
Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FJENSEIREE

}

}
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static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=

\"{2}\",Created=\"{31\"",

appKey, base64, nonce, now);
}
}

JMEF.NET Framework 4.7. 1 RA, BRI T A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,

SslPolicyErrors errors)

}
}

/K

// return true;

1t

“IFNPRZSEED API” AESEEG)

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{

static void Main(string[] args)

JPLER =S tEpd = 2]
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"caller", "+86138****++p"}
{"called", "+86138** 1"},
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IENYZE{44bIE
}

/// <summary>

/1] Y SEEED, IF A S LR O3 0

/// </summary>

/// <param name="jsonBody"></param>

static void OnCallEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); // 4G 1@0EEfEHr 9jsonObj
string eventType = jsonObj["eventType"].ToString(); //{BEISE{42LEY

if ("fee".Equals(eventType))
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Console.WriteLine("EventType error:" + eventType);
return;

}

if (!jsonObj.ContainsKey("statusInfo"))

Console.WriteLine("param error: no statusinfo.");
return;

}
JObject statusinfo = (JObject)jsonObj["statusinfo"]; //IFIPRESHEHEE

Console.WriteLine("eventType:" + eventType); //4TEDEBRNSE{4-255

//callout: MEHEEHE
if ("callout".Equals(eventType))
{

* Example: LtERbLAfEHTsessionld /ol iE1E TR TR S 5 B1TCHE XA 18

* 'timestamp': ZIFNYEH A EMESBEIEFSAIUNIXATEEE
* 'userData": FAFMIEESE

* 'sessionld': BIESEESAIFRIRID

* 'caller: ENYSH3

* 'called": #NUSH3

if (statusInfo.ContainsKey("sessionld"))

{
}

return;

}

//alerting: 1RESHMH

if ("alerting".Equals(eventType))
{

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

/**

* Example: IRELAETsessionld ol ISR FR TR FE S 803+ B 1TSCIIE XA 2

* 'timestamp": IZIFAYEH A ERNESBIEFEESUNIXAT 2
* 'userData": AFMiEEE

* 'sessionld". BIFHEIEAVFRIRID

* 'caller': ZNUSHG

* 'called": #NUSH3

*/

if (statusinfo.ContainsKey("sessionld"))

{
}

return;

}
/lanswer: RIEZE4
if ("answer".Equals(eventType))

{

*k

* Example: IRELAETsessionld ol iS1ZFR TR FE S 803+ B 1TSC B XA 2

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

* 'timestamp": IZIFAYEHE ERTEEBIEFEESUNIXAT a2
* 'userData": BFMIEEE

* 'sessionld": BIFHEIEAVFRIRID

* 'caller': ZNUSHG

* 'called": #NUSH3

*/

if (statusIinfo.ContainsKey("sessionld"))

{
}

return;

}
//collectinfo: HMEWSEREM (NNATFESENGTS
if ("collectinfo".Equals(eventType))

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

123
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}

%k

* Example: ItE4ELABRHTdigitinfo ol ISR FH TP R S 8 B 1TSEIERALE

* 'timestamp": IZIFAYEH A ERTEEBIEFEESUNIXAT 2
* 'sessionld": BIFHEIEAVFRIRID
* 'digitinfo': EKW SR IEEBIEFENFAEHITHE I SIRIEIERER
*/
if (statusinfo.ContainsKey("digitInfo"))
Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);
}

return;

//disconnect: EHE4
if ("disconnect".Equals(eventType))

{

/**
* Example: IRELAETsessionld ol ISR ER TR FE S 803+ B 1TSCIIE XA 2

* 'timestamp': ZIFAYSEH A EMESBEIEFSAUNIXATEEE
* 'userData": BFMIEEE

* 'sessionld": BIFHEIRAVFRIRID

*‘caller: ENYSH3

*'called": #ENY=5

* 'partyType": $ENAIFRAFZEE (VDS EFaSET

* 'stateCode": WFENNREE

* 'stateDesc': WIFHENHIREERTER

*/

if (statusInfo.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

“JEEATEAN API” (XHBHEEGY

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;
using System;
using System.Collections.Generic;
namespace voicecall_csharp_demo_x_aksk_
class Feelmpl
static void Main(string[] args)

{
| NEERERIEEA

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){

{"eventType", "fee"},
{"feeLst", new object[] {
new Dictionary<string, object>(){
{"direction", 0}, //@IERIIFIUTS A LUESBIEFE AEE
{"spld", "CaaS_Test 01"}, //ZFPHIRIRZKS

{"appKey", "kadk***Em2"}, //RFARapp_key, MISERRSSAT TR IR ISLIME

{"icid", "CAE-20190124110424-12019775"}, //IEILiERHIHE—FRR

{"bindNum", "+8675512**+78"}, //&FCItt)RIFIUAICallEnablerll53- S8, B4 ESH

{"sessionld",

{"callerNum", "+86138**+0022"}, //=ENSB
{"calleeNum", "+86138***0021"}, //#&NU=F3

"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiEsEIRATM—ITT

{"fwdDisplayNum", "+86138*0022"}, //4&ZIFIYRIHI R RSB ((RESOIFHA=IER)
{"fwdDstNum", "+86138*++7021"}, //4&ZIFIURTAIEE IR S8 ((RIFSLIIFH=IET)
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{"fwdStartTime", "2019-01-24 03:04:31"}, //$&iZIF I IE(FRIFHIARTE) (I E B RIETH)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, //AcHZIFIE(FIERIIRICATE) ((IEEEIFIDR

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //$&iZIF IR FRAINERIE ((RIEEEIFH=

{"callEndTime", "2019-01-24 03:04:49"}, //IEAULERAT(E)
{"fwdUnaswRsn", 0}, //351 &I N ERMAIQB50/RE EE
{"failTime", ""}, //IEN, FEHAILMATE
{"ulFailReason", 0}, //IBIHEKWAIRLZ =
{"sipStatusCode", 0}, //HEN,IFHEAILMSIPIRZSHT
{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcall[FIMIEH FFEEA E]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //Initcallf9NFEHHRESAT E
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //InitcallB9MFEH M ZAT (8]
{"callOutUnaswRsn", 0}, //Initcallf91F 4 M A9Q850/EEE
{"dynIVRStartTime", ""}, //BEMXEISIVRIHARTE ((ESEHIASIET)
{"dynIVRPath", ""}, //BEMEIVRIZERR ((NESBMn=ET)
{"recordFlag", 0}, //R=tFR
{"recordStartTime", ""}, //RSFHANMB((NESEIHFSET)
{"recordObjectName", ""}, //REXHE ((NESEFHF=ET)
{"recordBucketName", ""}, //REMXHRENBRE ((NESEIFFRIES)
{"recordDomain", ""}, //fFIFREXHIHE ((NES EHF=ET)
{"recordFileDownloadUrl", "}, //FRE 4 Tt ((UESEIFHARIER)
{"ttsPlayTimes", 0}, /R FATTSINAERT [EFAATTSAIEIREL
{"ttsTransDuration", 0}, //RZFATTSIHRERT, TTS Serveri#{TTTSEIRAYZATE (BRI AFD)
{"serviceType", "002"}, //#EmIFIUAIL SHEBUER
{"hostName", "callenabler245.huaweicaas.com"}, //AEE 4K HIIR S 2218 S XM AN S
{"userData", "customerld123"} //BBFKIEBEE
}
}
}
b

Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iEEaabE
}

/// <summary>

[/ EBRIBEFMABLIEO SIS S

//] </summary>

/// <param name="jsonBody"></param>
static void OnFeeEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0iH S &2 AjsonObj

string eventType = jsonObj["eventType"].ToString(); //iB%NZE{43ERY
if (!"fee".Equals(eventType))
{

Console.WriteLine("EventType error:" + eventType);
return;

}
if (ljsonObj.ContainsKey("feeLst"))
{

Console.WriteLine("param error: no feelLst.");
return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //MFIFEHEHEE

/[Example: ItEAELAREHTsessionld ol iSRRI RS Ht B TSLEIERALE

[FERERE S MBIESRMNESBIEFERGERSHIEX BREERSIEHS0NMESR
if (feeLst.Length > 1)
{

foreach (JObject loop in feeLst)
if (lLoop.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + loop["sessionld"]);

}
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}
}
else if (feeLst.Length == 1)
if (feeLst[0].ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);

}

}

else

{
Console.WriteLine("feeLst error: no element.");

}

}
}
}
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+H >0
API 1515
(REEIY:
AEPIRNEHERS, ENGERRERCr +HFERMBTER, RIEGEENEIRE IR
o
404 TR IE
HAREORE 740405, HCEAPPEARUFTAITURI (ERBERR ) 28
EESIER, BHHER T TBAYNSKURL, a0 “https://
rtccall. myhuaweicloud.cn:443/rest/httpsessions/click2Call/v2.0” ,
ey

BAFEEEIEEXEOSFEEZOREMRERG, MRRGIT:

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"resultcode":"0",
"resultdesc":"Success",
"sessionld":"1202_566_0_20161228102743@callenablerhome1.com"

}
resultcodeZS MR
SHEVE | mk FRZHiA DISELE Y
0 Success. BKBIN == e
1010001 | Internal RAEIR BRENTZRIE,
system error.
1010002 | Invalid EEFEK, REIEKIETHSHIERES
request. #HEE,
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SHEVE | =Wk FR3ZiiA DISEEE Y

1010003 | Invalid T HJapp_key o KEIEKRETHapp_key=e&iE
app_key. SI1FHs, app_keyM\RIFASTER

MEIREY, HESIE, 1B1EM
AEEREEEEKESH
app_keyFi BRI RS RS
o

1010006 | Invalid Rest ToHIRest AP, BEREOXXEPIEKREE
API. SEXTRIEONEKRSEES

=B,

1010007 | The BPRESERHE . Bt Eapp_keyFrEAIL A=K
ativeState of FPRELTFRERS, &F
User is not REBIRZE, 1BESELEREKF
ACTIVATING. FETHTE, EREATFR

BT, BHRENTERL
E,

1010008 | The status of | app_key#E{EF | BENASERECEISKIE
the app_key | Ao HHapp_keyFiBM AIRESER
is unavailable. EFE,

1010009 | No more APIs | o RIZFIZIYAPI: o RIFFISINAPI: HINIEFEEY
can be app_secretlc app_secret, app_secretp\
invoked. X, “NARETE” TNEIKE,

o HftHAPI: APIX | o HftHAPI: BHEE—DHWE
FEAAELR, B, HEEEN=ZRE
15 R =AY FE AR

1010010 | The flow FERXIREZRE | 1B5ES—oWEBR.
control upper | EfR,
limit is
reached on
the platform.

1010011 | The app is APPREIFIORSAE | BENAEEREEERKIE
not allowed HERIBR o wH9app_keyFi BN IR ERE
to access a FE,
commercial
address.

1010013 | Time out A9 18)#E PR TBIAX-AKSKEENET, SERikE
limit. 1R GRS S3eS =R D) %N

HATEABEIRERK ( BifAZE
EBESEERHA) .

1010021 | Application RN FAAT A, BENASERENERKIE

unavailable. wHJapp_keyFTER FIIREER
FE.

1010022 | Invalid KIFBASX. B BverifyCodeSHAES 2
verification BEE,
code.

MAERRAS 01 (2024-12-19)

WRIERE © ARITERARERAF

128


https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://support.huaweicloud.com/api-VoiceCall/rtc_05_0006.html
https://support.huaweicloud.com/usermanual-billing/bills-topic_30000002.html
https://support.huaweicloud.com/usermanual-billing/bills-topic_30000002.html
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement

=P

F&tEE 5 API {&i=13

SYEYE | = 2238 )% AbTEREEIN

1010023 | Invalid ENESIEASE. 1 &displayNbrfl
display displayCalleeNbr&2#HIEE 2
number. BEE, 5SEEEREN

“‘BESH” R, &8
%, BIRAZSIBEREHIE
HTE. BiESBESHEIIG
WHEEE, S TNREIES
EEEREEE.

1010024 | Invalid caller | FMEBREE, K¥BcallerNbr2HIEEEH
number. Bk, BA%, BHFREER

ik

1010028 | The APl is not | ILLAPIEZEIEERE. | iBEEKTPRIversionSH A
allowed to be V2OHEMESIBXESH, B
invoked. EIMERIZAPI,

1010040 | The app_key | app_keyi@BIERER | BBREN=ZZRIBIAZ
is not allowed | APIBSRR o app_keyXSNHIN RS EBIE
to invoke the =EE (1EahF. 558
API. 0. 150D ) B

1012001 | Resource of | &EiEREIE, app_keyFNSSHEFRGBRE o
number is not
to be applied.

1012002 | The template | {&#kIDE#ZFKE BRI AESEIREERE
ID is not g, FIANZAZEIRI DR EHZE
approved. g,

1012003 | The template | {&E#RIDATETE BRI SESEIREERE
ID does not HIAZERI DER SR
exist.

1012004 | The template | templateParasfi92 | i EtemplateParastEmAIEE
ID does not HNMHEERNZT | S ENEFItemplateldXd AT
exist. BN BRASPEEINHES—

ESR

1012005 | %s of S#templateParas | iGfuEtemplateParast#EmaYIEE
templatePara | FRI%SAFEER | EEKAEKERETS
s does not EXHIEK, templateldXIRZAYENR WA+
meet TEEN .
template
requirements.

1012006 | The service WESHEKREIB, BRI ARESHBIESE,
number is not
applied.
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https://console.huaweicloud.com/voicecall/#/numberManagement
https://console.huaweicloud.com/voicecall/#/numberOrder
https://console.huaweicloud.com/voicecall/#/numberManagement
https://console.huaweicloud.com/voicecall/#/numberManagement
https://console.huaweicloud.com/voicecall/#/modelManagement
https://console.huaweicloud.com/voicecall/#/modelManagement

=P

FkisE 5 API $5iRA3
SYEYE | = 2238 )% PISELESVE
1012012 | Application NEFXRABRREI | BENASERm/IAEKIE
does not 8e, wHapp_key=2BHB T FZE
open BEo
recording
function.
1013001 | Calls exceed | iBEIXEGFBIISPED | BHFRENZZRIAFIAS
the SP limit. | &R, IFNUE=FRE o
1013002 | Calls exceed | IFNUEFBISAPPHIE | iBEAREN=ZIRMEIAN FEIE
the APP limit. | {&, app_key=Z{}, Y= rRH o
RIEEZ{-
1013003 | Calls exceed | IFIUEGEIISBA | BERERENZZRBAE RS
the display FE, KRB, | BIFIYEERE,
number limit. E ERSRIFIIRER
H, WARREIERSH,
1013004 | Callee in BRPERZSRE | BHFRRENEREIABKILE
blacklist. |, REEE0 BERE,
1013011 | Calleeisnot | #IUERPAEAR | BHREEI=ZREAKINS
on the gk, BRRERS,
whitelist.
1016001 | The record ICRAFE, reEIEKIEGcallerNbril
does not app_keyE2BIESIEH,
exist. app_key \ FHE TR I HEIFREY
FHgiR{ERZcallerNbril
app_keylid “iIEEEFHS
API”
1020001 | Parameter SR, KEBKRIEGHSHEAES
error. #ait.
1020002 | Internal error. | PIEREEIR . BIXRENERGIE,
1020003 | Parameter SHBIR, RIEAPIZ SR S EUEIARN
error. &R, HIEEH AR BSS
HRERETBEY.
1020150 | Invalid app_keyTi; o KEERETNapp_key2HiE
app_key. SIFHs, app_keyM R FASTHER
EIREY, HESIEH, B5EM
AEENEEEIERIETH
app_keyFrf BN IR ESER
=R
1020151 | The bindNum | WEERBEH, WSBSBLR, BHEREER
is invalid. AR,
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https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement
https://console.huaweicloud.com/voicecall/#/appManagement

=P

F&tEE 5 API {&i=13

SYEYE | = 2238 )% AbTEREEIN

1020152 | Invalid sessionld B - WEIEKEEsessionldES
sessionld. BESIFf, 155 EIFR

session|d2EH “1EZ L7
SAPI” BIBETHNIORGEERY
sessionld&#{E, tBrEIIT
MR SFIERBENAPIZREN

1020154 | Insufficient BEIRORE. BEE—DHEBIR, HEXR

voice ports. N RERPBT BESin
[

1020165 | The number | #BHapp_keyiESF | BHEE—SMMEEIR, HBER
of app_key Ui O EPRE o HER=EIRFZapp_keyxd AT
voice call NABIEEZAIROEET .
ports exceeds
the upper
limit.

1020166 | The app Xfiwapp IPAEH | BEEAZERICEIPHEZER
client ip is not | ZFIFRH, EnbcE LR,
in ip white
list.

1020176 | Authenticatio | #EIXKM, FEEE | IPESNEBUREIZTZ S
n failed, try | if. hiE, B30 tEEI, ik
again later. RENTERPBREZIP,

1023001 | Internal error. | AEREEIR BRFREIERE,

1023002 | Response IR EBAT o BfRE—IREK, BIRRIR
timeout. EINOAEERY, BEARENEE

IR&LIE

1023006 Authorization | HTTPEESLRIKE] | BIEBHTTPEELFETIES
not contained | Authorization= T Authorization=2E&
in the HTTP | E&,
header.

1023007 | realm not Authorization=2E& | i5t@&Authorization=2EZHRY
contained in | kK EIrealm/E EEEE TrealmE .,
Authorization. | t.

1023008 | profile not Authorization=E& | i5f&&EAuthorization=ZERFHY
contained in Rk EprofilefE EEET s profile/EE.
Authorization. | t#.

1023009 | The value of | Authorizationda Bt & Authorizationz2EE+ Y
realm in realmBMEENIZA | realmBHEEESH “SDP”
Authorization | “SDP”
must be SDP.

MAERRAS 01 (2024-12-19)

WRIERE © ARITERARERAF

131




=P

VAYSEi=IEd] 5 API f&i=13

SHEVE | =Wk FR3ZHiA PISELEY

1023010 | The value of | Authorizationsh Bt &EAuthorization==E&HY
profile in profilef@l4EMNZ | profileBHERE
Authorization | A “UsernameToken”
must be “UsernameToken
UsernameTok | ” o
en.

1023011 | The value of | Authorizationda Bt EAuthorization=2EZ Ry
type in typeBIHELNIZA | typeEBHEREE
Authorization | “Appkey” , “Appkey” .
must be
app_key.

1023012 | type not Authorization=E; | iBt@&EAuthorizationFEH2
contained in | ARIkEItypelE HigET T typefEiE.
Authorization. | 14,

1023033 | HTTP header | HTTPsLIk#kZIX- BREBHTTPERLHERRIET
not found X- | AKSK=ZEZ, TX-AKSK=ZEZ,

AKSK field.

1023034 | UserName X-AKSKFERFRRIL | IBIEX-AKSKEZERFTHERE
not contained | EJUserName/gtf., | #F r Username/z ik,
in X-AKSK.

1023035 | Nonce not X-AKSKZERhRH | IBHEX-AKSKERFTHIEEE
contained in ZFNonceEt4 . & 7 Nonce[E14%,

X-AKSK.

1023036 | Created not | X-AKSK=EERHFKEL | IBHEX-AKSKEERHRIREIE
contained in | FllCreated/Eft, H T CreatedEE
X-AKSK.

1023037 | PasswordDige | X-AKSKZFEZHFKRIK | IBICEX-AKSKEERHPRIETIE
st not FlPasswordDigest | T v PasswordDigest/&14 .
contained in | B,

X-AKSK.

1023038 | UsernameTok | X-AKSKHi&BIET | IBHEX-AKSKEZERFIHEEE
en not UsernameToken, 5 7 UsernameTokenZ 4k,
contained in
X-AKSK.

- - SRERE S T EMBLEAPL: 5%

IR, iEMLocationskids
SREVFRE 4 T Egdteit .
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IEEEE
Fxisr 6 ENEEE. Q850 FFEIE. MRS

6 EVURENE. Q850 [RR{E. M=

BARESEIEEXEOSEEOERERD, FNAPIHEIRD.

BRZEOMING, 18R “statusUrl” 0 “feeUrl” SEEIERE T ZE KRS EIRAYURL
FHEWOESE HIRAGURL, SEFRINR FBRTISE 7 IR A RO IF 0L E SR 2103t
ik, U%aLﬁ”AT&Wﬁﬁﬂﬂm ERFINRSBERIFEREREY, SF50%
IEIRSIERFE RIE MR A= .

IHEREIENT:
POST /status HTTP/1.1
Content-Length: xx

{"eventType":"fee","feeLst":
[{"direction":0,"spld":"CaaS_Test_01","appKey":"kadk******YnEm2","icid":"CAE-20190124110424-12019775","b
indNum":"+8675512***78","sessionld":"1201_612_4294967295_20190124030424@callenabler245.huaweicaa
s.com","callerNum":"+86138****0022","calleeNum":"+86138****0021","fwdDisplayNum":"+86138****0022","fw
dDstNum™:"+86138***7021","fwdStartTime":"2019-01-24 03:04:31","fwdAlertingTime":"2019-01-24
03:04:36","fwdAnswerTime":"2019-01-24 03:04:38","callEndTime":"2019-01-24
03:04:49","fwdUnaswRsn":0,"ulFailReason":0,"sipStatusCode":0,"callOutStartTime":"2019-01-24
03:04:24","callOutAlertingTime":"2019-01-24 03:04:27","callOutAnswerTime":"2019-01-24
03:04:31","callOutUnaswRsn":0,"recordFlag":0,"ttsPlayTimes":0,"ttsTransDuration":0,"serviceType":"002","host
Name":"callenabler245.huaweicaas.com"}]}

ENEREREE. Q850FEEIE. il misSEmiaiE/REERE.
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=P

FRisE 7 glR s

7/ s

M \RERFRERIR, el FMARE, EXXAHmLLNAETIER.
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