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== Remove
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< Batch Processing O X

Source Process Convert Destination Information
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E-LawI 2000 Hzi 64 kbEsl mono
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| ~ | o -
Rate (Hz): B000] =
[IPreserve mono or stereo attribute of original file (if possible)
[ Minimize while processing Presets
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Close Help
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Qverwrite existing files (not recommended)
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[Ipelete original files (not recommended)

[ ereate log file:

[C]Minimize while processing Presets

v| + -
Close Help
S|S HRTHE, =E “OK” , EEIRHSIREEIREAIWaveS 4

Batch Processing

Overall progress: 1/1

Processing messages:
w" sound.wav: Complete.

Processed: 1of 1.
Errors: 0, Warnings: 0

- | |Maximum pririty ~ | | Silent notification w
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4.1.1 Node.js

E ATEFAE, ENSERNode jsfURBHEGIETEN, EEOFRES, B2

EJava. python. PHPEC#CEBHEGI, SEBOXEBITIHEERA.

=3 BEEIFHA=API. SREURS G TEMBUEAPI . IEINKRZE
API. 1BRERIEZNAPI
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o ARNISFTiADemofHiRIARSSAUSIEF, ARSI RN ASUERIER, ZIEEMN
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o ARXIEFTiADemofX BTFINREER, ARIFEFERHTREER.

o AMIEHERIRESE, FpFHIBRLITHIE.

4.1.1.1 4K
{(EFE GRS ES | LA RESC 4
data.js

exports.data = {
//base_url(APPEEAMENL) . appid. secret, WISLARSZAT ™A, iEE R ISLIME
/* please replace the appld and secret, when you use the demo. */
click2call_appid: "*****" ,
click2call_secret: "*****!

M H%RAS 01 (2026-03-12) WA © EARTERABIRAE 12


https://support.huaweicloud.com/api-VoiceCall/rtc_05_0006.html

=P

FRisE

4 HRTHA

callnotify_appid: "****+",
callnotify_secret: "*****",

callverify_appid: "*****",
callverify_secret: "****"

t_transmit_appid: "+,
t_transmit_secret: "t

/* please replace the IP and Port, when you use the demo. */
base_url: 'https://{domain}:{port}'

reqUtil.js

/*jshint esversion: 6 */
var data = require('./data.js');
var url = require('url’);
* Build the X-AKSK value.
* @param appKey
* @param appSecret
* @returns
function buildAKSKHeader(appKey, appSecret){
var crypto = require('crypto');
var util = require('util’);
var time = new Date(Date.now()).tolSOString().replace(/.[0-9]+\Z/, 'Z'); //Created
var nonce = crypto.randomBytes(16).toString('hex'); //Nonce
var passwordDigestBase64Str = crypto.createHmac('sha256', appSecret).update(nonce +
time).digest('base64'); //PasswordDigest
return util.format('UsernameToken Username="%s",PasswordDigest="%s",Nonce="%s",Created="%s"",
appKey, passwordDigestBase64Str, nonce, time);

}
/**
* Build the options value.
* @param method
* @param uri
* @param queryParams
* @param xaksk
* @returns
i
function createOptions(method, uri, queryParams, xaksk){
if(method === undefined || method === null){
return;
}
var path;
if(queryParams === undefined || queryParams === null){
path = uri;
}else {
path = uri + '?' + queryParams;
}
var headers = {
'Content-Type': 'application/json; charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK': xaksk
b
var urlobj = url.parse(data.data.base_url);
var options = {
host: urlobj.hostname,
port: urlobj.port,
path: path,
method: method,
headers: headers,
strictSSL: false,
rejectUnauthorized: false
b

return options;
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module.exports = {
buildAKSKHeader,
createOptions

4.1.1.2 (X186
“IEEEITZSE API” {CIDHEF

voiceCall.js

/*jshint esversion: 6 */

var https = require(‘'https');

var data = require('./data.js');

var util = require('./reqUtiljs');

var record = require('./getRecordLink.js');

/**

* voiceCallAPI

* @param displayNbr

* @param callerNbr

* @param displayCalleeNbr

* @param calleeNbr

* @returns

i

function voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr) {

if(displayNbr === undefined || displayNbr === null || callerNbr === undefined || callerNbr === null) {

return;

if(displayCalleeNbr === undefined || displayCalleeNbr === null || calleeNbr === undefined || calleeNbr
=== null) {
return;

}

var method = 'POST;
var uri = '/rest/httpsessions/click2Call/v2.0';
var xaksk = util.buildAKSKHeader(data.data.click2call_appid, data.data.click2call_secret);

var options = util.createOptions(method, uri, null, xaksk);

var body = {
[+ HESEL Y/
'displayNbr": displayNbr,//Z U FI P FHLixAIREBERSHE .
'callerNbr": callerNbr,//&F2IENURSFRERRIEMSHI
'displayCalleeNbr": displayCalleeNbr,//#%N B &izAIKE B RS,
'calleeNbr": calleeNbr// A& EIFAYBS BT THIHAUSES .

[* RS E Y/
// 'bindNbr": '+86123456789', //CallEnabler\53 273, EI4PE S5
// 'maxDuration': 0, //FSFEE IR THIRIKATE)
// 'lastMinVoice": 'lastmin_voicel.waV', //RE—S SRS
/! 'lastMinToUE": 'both’, //EfEa— M EIHERRXIR
// 'playPreVoice": 'false’, /A&EEM ( callerNbr ) NZEECIIESS, FEIY#NY ( calleeNbr ) 5, 2&M=EMN

(callerNbr) BHUIRTE

// 'preVoice": 'pre_voicel.waV', //iEEM ( callerNbr ) NZiEEENFF, ENU#EIY ( calleeNbr ) FiEE
YBRAsR RS
// 'waitVoice" 'wait_voicel.wav', //I8BEE N ZESCIFENEFS
1 ‘calleeMedia": ‘all', //fEEARNUAVRA T ERI
// 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40ODgvdGVzdA==", //BIREUEIBIKSEEEERFIN
statusUrl
// 'feeUrl'; 'aHROCDOVLzIXOC40LjMzLjU10jg40DgvdGVzdA==", //E3XENE S EEE BRI feeUrl
// 'recordFlag": 'false’, //SENEE~HIrecordFlagfRiF—=]
// 'recordHintTone": 'recordhint_voicel.waV', //iSBEAR SIS RS
/! 'partyTypeRequiredInDisconnect: 'false’, //disconnectit S BB E BT IBIE EaFET AR PR
// 'returnidlePort": 'false', /B eRREBREIEATHIFI KOS
// 'userData'; 'customerld123' //iZ2BRAFHHEES
b

var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
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res.setEncoding('utf8');
res.on('data’, function (chunk) {
console.log(chunk);
b
b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);

b

console.log(JSON.stringify(body));

req.write(JSON.stringify(body));

req.end();

}

voiceCallAPI('+8653159511234', '+8613500000001', '+8653159511234', '+8613500000002');

var xaksk = util.buildAKSKHeader(data.data.click2call_appid, data.data.click2call_secret);

var location = record.getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', xaksk);
console.log('The record file download link is: ' + location);

“RENSRE S T Eeitbil API” (EEHES

getRecordLink.js

/*jshint esversion: 6 */

var https = require(‘https');

var util = require('./reqUtiljs");

var querystring = require('querystring');

* Get the download link of record file.
* @param fileName record file name
* @param recordDomain domain name of record file restore server

* @returns
*/
function getRecordLinkAPI(fileName, recordDomain, xaksk) {
if(fileName === undefined || fileName === null || recordDomain === undefined || recordDomain === null){
return;

}
if(xaksk === undefined || xaksk === null){
return;

var location;

var method = 'GET";
var uri = '/rest/provision/voice/record/v1.0";
var queryParams = querystring.stringify({'fileName': fileName, 'recordDomain': recordDomain});

var options = util.createOptions(method, uri, queryParams, xaksk);

var req = https.request(options, function (res) {
if(301 === res.statusCode){
location = Object.getOwnPropertyDescriptor(res.headers, 'location').value;
}

var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');

res.on('data’, function (chunk) {
console.log('resp:', chunk); //ATERNER AR

A

b

reg.on(‘error', function(e) {
console.error('problem with request: ' + e); //FTENFEIRIEE
bk
req.end(); //455RiEK
return location;
}
module.exports = {
getRecordLinkAPI
5
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“IFNPRZSER API” AEBEEG)

callEventimpl,js

/**
* IS {HEH]
* BREAKEIRTCI S FERYIFIU S B AR D@
/WY S EOAE B
var jsonBody = JSON.stringify({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
'caller': '+8613800000022',
'called": '+8613800000021'

}
bk

console.log('jsonBody:', jsonBody);

* IFNYSE{4mE D
* @brief FAAABLAEO M

* @param jsonBody

function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //4SiBNH S ##HT/9jsonObj
var eventType = jsonObj.eventType; //1BE1S{43EEY

if (‘'fee' === eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('statusinfo')) {
console.log('param error: no statusinfo.');
return;

}
var statusinfo = jsonObj.statusinfo; //IFILKEHHEE

console.log('eventType:', eventType); //JENERISE{4-2EEY

//callout: MEHEMHE
if (‘callout' === eventType) {

/**

* Example: ItbabLAETsessionld ol iSRRI PR S 8 BT SEIAE AL E

* 'timestamp': iZIFIUSEE & ERTRTCULSSFARIUNIXAT B

*'userData'": FHFMIEEE

* 'sessionld': BIFHERAIRIRID

*'caller: ENUSHT

*'called": #NUSH3

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

}
//alerting: #RESHEF
if (‘alerting' === eventType) {

*k

* Example: IttabLAETsessionld ol B RTS8 BT SEPAE AL E

* 'timestamp': iZIFIUSEF & ERTRTCUL S FARIUNIXAT B
*'userData'": FHFMIEIEE

* 'sessionld': BIFHERAIRIRID

*'caller: EMU=S13

*'called": #ENIUSHS

*

if (statusinfo.hasOwnProperty('sessionld')) {
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console.log('sessionld:', statusinfo.sessionld);

}

return;

}
//answer: Rt
if (‘answer' === eventType) {

*k

* Example: RELARE#Tsessionld /ol SR R i@t Fi e S 83T B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": AFMIE(EE

* 'sessionld": BIFHEREAVFRIRID

*'caller: ZNUSHT

* 'called": #NUSH3

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

return;

}
//collectinfo: HEWSEREH NATFESENGS
if (‘collectinfo' === eventType) {

/**

* Example: ItE4ELABR T digitinfo ol iSIRFH BT RS 8 BTSERERALE

* 'timestamp': iZIFIUSEE & ERIRTCULSS T ERIUNIXAT B
* 'sessionld": EIEHEIEAVFRRID

* 'digitinfo": IEFWSHS=F RTCUSEATFAE R THEWSIRIFRILERIEIAR

*

if (statusIinfo.hasOwnProperty('digitinfo')) {
console.log('digitInfo:', statusinfo.digitinfo);

}

return;

}
//disconnect: EHEH
if ('disconnect' === eventType) {

*k

* Example: RELARETsessionld /ol 1SR R i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEE

* 'userData": AFMIE(EER

* 'sessionld": BIFHEREAVFRIRID

*'caller: E£0YS73

* 'called": #ENY=F5

* 'partyType": HENAIAF 28 (NEESEFEsSIET

* 'stateCode": @EENNREE

* 'stateDesc": JBIFENHIEREATEIA

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

return;

}

}
/MY TE
onCallEvent(jsonBody);

“JEBAELN API” (CROREG

feelmpl.js

/**
* IREREAN
* BRTESIEIRTCI ST ERYESRIB AR EECIEAN

/
[ AR
var jsonBody = JSON.stringify({
'eventType': 'fee’,
'feeLst": [

SASRRAS 01 (2026-03-12) WRINFTE © AR ERABIRAE
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b

'direction': 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurLTwpx63s9YnEm?2',
'icid": '"CAE-20190124110424-12019775',
'bindNum': '+8675512345678',
'sessionld": '"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',
'callerNum': '+8613800000022',
'calleeNum’: '+8613800000021',
'fwdDisplayNum': '+8613800000022',
'fwdDstNum': '+8613866887021',
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36',
'fwdAnswerTime": '2019-01-24 03:04:38',
'callEndTime'": '2019-01-24 03:04:49',
'fwdUnaswRsn'": 0,
'ulFailReason": 0,
'sipStatusCode": 0,
'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime'": '2019-01-24 03:04:27",
'callOutAnswerTime': '2019-01-24 03:04:31",
'callOutUnaswRsn': 0,
'recordFlag": 0,
'ttsPlayTimes": 0,
'ttsTransDuration'": 0,
'serviceType': '002',
'hostName": 'callenabler245.huaweicaas.com'
}
1

console.log('jsonBody:', jsonBody);

* [RERIEAN
* @brief FHRBLIEONIERE
* @param jsonBody

i

function onFeeEvent(jsonBody) {

var jsonObj = JSON.parse(jsonBody); //#SiB1HE S ##Hr/9jsonObj
var eventType = jsonObj.eventType; //BHEISE{H2EEY

if (‘'fee' I==eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('feeLst')) {
console.log('param error: no feelst.');

return;
}
var feeLst = jsonObj.feeLst; //FFINRESFHEE
/**

* Example: ItE4ELARHTsessionldafl, IR AT ET R S 8 BT STIARAE

* 'direction": BIFHIIFAYFE, LARTCU S FEREE

*'spld": EFIEIRS WS

* 'appKey": RiFfRYapp_key

*'icid": [EACRAIME—FRIR

*'bindNum'": &Lt RIEIUFICallEnablerdl 3-S5

* 'sessionld": BIEHEIRAIME—FRIR

*'callerNum": ZNYS3

* 'calleeNum': #NU=75

* 'fwdDisplayNum': #83ZIFIURTHIE RSB (BB EFHFSIES)

* 'fwdDstNum': F3ZIFNATAYEEIE S5 ((RES R = IET)

* 'fwdStartTime": FZIFIUREHNFAB (VBB RIIEFSIET)

* 'fwdAlertingTime": $3ZIF IR ERRIIRISETE (MBS EIITHE S ET)
* 'fwdAnswerTime": Z3EIFIUIR(ESHI N Z AT 8 (MBS EFESIET)
*'callEndTime'": [EAYL5ERATE

* 'fwdUnaswRsn': &1 IENRIELMAIQE50/E E A

* 'failTime": FEN, IEHBISIAT E)
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4.1.2 Java

*'ulFailReason': WiFLMAIRLZ =
* 'sipStatusCode": I, 1T AISKISIPIRZSAD
* 'callOutStartTime": Initcallg9IEH FFE&AT E
* 'callOutAlertingTime": Initcallf9IFH R ES AT E)
* 'callOutAnswerTime": InitcallB90TEH Rz &5 AiE])
* 'callOutUnaswRsn': Initcallf90EH 2 MAYQ850/E EE
* 'dynIVRStartTime": BEXEISIVRIFIARTE (M@ n SR ET)
*'dynIVRPath': BEMESIVRIZER R ((NEEBiinSET)
* 'recordFlag": REHRIR
* 'recordStartTime": REFHIARTE ((ESEITESRIET)
* 'recordObjectName": REXHE ((NESEIFHRIET)
* 'recordBucketName': REXHFIEAIE RS ((NESEIFFSET)
* 'recordDomain': FFHEREMHAEE ((NES EIITHSET)
* 'recordFileDownloadUrl": RE X Nt (UGS EIIFHASET)
* 'ttsPlayTimes': K FBTTSIHAEAT A TTSAIEUREL
* 'ttsTransDuration": RZFBTTSINAERT, TTS Serverid# T TTSEEHARI S AHE (BB A AFD)
* 'serviceType": #EHIFIUAIVSZEBIZR
*'hostName'": {FE 4 pRHIBR S5 BEIR B X MAYENL 2
*'userData": FAFKIEIER
[FERERBZ MBIEERIIRTCSFESKBIERSHIEX SR EERSIERS0MER
if (feeLst.length > 1) {
for ( var i=0; i<feeLst.length; i++) {
if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:, feeLst[i].sessionld);
}
}
} else if (feeLst.length === 1) {
if (feeLst[0].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[0].sessionld);
}
} else {
console.log('feeLst error: no element.');

}

}
/AEERSLIE

onFeeEvent(jsonBody);

it (EAERNES WS F R EREEEN.

=2 IESEITARAPI, SRENRE XA TRSIEAPI. FIPRESTE
ERTEHIAPI
IMRER JDK 1.6 LA ERRA
5| FE httpclient. httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j
k1|

o ARIIEFTiADemofEiRIEARSSAUSIET, AIRESIS RN AZURRIER, EWIEEMN

EZRABXEERIVEBAER, LISRAPIT ABIEZ RO RIRF

o ARXiHFTiADemofX AT INREER, ARIFEFERHTR(ER.
o AMIEHERRESE, FEpEHUIEANTRE.
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4.1.2.1 AR
BIE— 1 HRYJavaIlle, FEREBLITBREWAERARES.

| huawei
=] demo
GetRecordLink
HostingVoiceEventDemolmpl
VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java

=] utils
Constant
HttpsUtil
JsonUtil
StreamClosedHttpResponse

StreamUtil

StringUtil

BLATRBEERZIENBRYD, RERREREHEITIE. RBiE TR utisBR
TRITESREN, BiHFERXEHFETIREERT.

Constant.java

* File Name: com.huawei.utils.Constant.java
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

EE I T

*/

package com.huawei.utils;
public class Constant {
// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = '"#**+*!.

public static final String CLICK2CALL_SECRET = "*****;

public static final String CALLNOTIFY_APPID = "+,

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "*****";

public static final String CALLVERIFY_SECRET = "****;

// The following constants do not need to be
// modified 1/
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/*

* request header

* 1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

*/

public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=

\"Appkey\"";

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=

\"%s\",Nonce=\"%s\",Created=\"%s\"";

*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL
* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";
public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/

v1.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";
public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";

}

HttpsUtil.java
package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {

public final static String CONTENT_LENGTH = "Content-Length";
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private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {
SSLContext sslcontext = null;
try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {

@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;
}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

}

public HostnameVerifier hv = new HostnameVerifier() {
public boolean verify(String urlHostName, SSLSession session) {
return true;
}
Y

public void trustAllHttpsCertificates() throws Exception {

TrustManager([] trustAllCerts = new TrustManager[1];

TrustManager tm = new miTM();

trustAllCerts[0] = tm;

SSLContext sc = SSLContext.getInstance("SSL");

sc.init(null, trustAllCerts, null);

HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
}

static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;
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}
}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,
String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);

request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>
headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;
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try {
response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {
try {

response = new StreamClosedHttpResponse(response);
} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());
}
}

return response;

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok * ¥ % X

i
package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.SerializationFeature;

import java.io.|OException;
public class JsonUtil {
private static ObjectMapper objectMapper;

static {
objectMapper = new ObjectMapper();

/] I&EFAIL_ON_EMPTY_BEANSEH, HFFIHUEWRAEN R E
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);

// I&EFAIL_ON_UNKNOWN_PROPERTIES/E 4,24 SONFF R PE/EavaliRi§ENEIE, 2
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

}
/**

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;
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/**

* Convert JsonString to Simple Object

* @param jsonString

* @param cls

* @return

*/

public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
import org.apache.http.StatusLine;

import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation™)
public class StreamClosedHttpResponse implements HttpResponse {

private final HttpResponse original;
private final String content;

public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;

HttpEntity entity = original.getEntity();
if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :
null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}

}

@Override
public StatusLine getStatusLine() {
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return original.getStatusLine();

}

@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}

@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}

@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override

M H%RAS 01 (2026-03-12) WA © EARTERABIRAE 26



=P

FRisEE

4 HRTHA

public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}

@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}

@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}

@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}

@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);

}

@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}

@Override

@Deprecated

public HttpParams getParams() {
return original.getParams();

}

@Override
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@Deprecated
public void setParams(final HttpParams params) {
original.setParams(params);
}
public String getContent() {
return content;
}
}
StreamUtil.java
* Copyright Notice:
* Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution
* of this sourcecode, or any portion of it, may result in severe civil and
* criminal penalties, and will be prosecuted to the maximum extent
* possible under the law.
i
package com.huawei.utils;
import java.io.Closeable;
import java.io.|OException;
import java.io.InputStream;
import java.io.InputStreamReader;
public class StreamUtil {
private static final String DEFAULT_ENCODING = "utf-8";
public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;
}
InputStreamReader inReader = null;
try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {
inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
inReader = new InputStreamReader(in, charsetName);
}
int readLen = 0;
char[] buffer = new char[1024];
StringBuilder strBuf = new StringBuilder();
while ((readLen = inReader.read(buffer)) !=-1) {
strBuf.append(buffer, 0, readLen);
}
return strBuf.toString();
} catch (IOException e) {
System.out.println(e);
} finally {
closeStream(inReader);
}
return null;
}
public static void closeStream(Closeable closeable) {
if (closeable != null) {
try {
closeable.close();
} catch (IOException e) {
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System.out.println(e);
}
}
}
}

StringUtil.java

/*
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

E

*/

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versionda%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.utilL. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strlsNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);
}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strisNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'");

format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());

String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}
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“EEEOITEZEE API” I

package com.huawei.demo;

import java.util.HashMap;
import java.util.Map;

import javax.net.ssl.HttpsURLConnection;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceCallMain {
/] EOERIREE

private static String status = "";

nn,

private static String resultcode = "";

private static String resultdesc =

nn,
’

/[ EEEIIFHEDREE

private static String sessionld =

n,
’

[/ BEElESSEsTR
public static VoiceCall voiceCallAPI = new VoiceCall();

/] SRENFRE S R Hith SR
public static GetRecordLink recordLinkAPl = new GetRecordLink();

/[ BREOMINRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO 2 RinER & IEIESEINT, FAdoVoiceCallj5iE.
/] LATER (R (5 R SERR A AR B AR
VoiceCallMain.doVoiceCall("+8653159511234", "+8613800000001", "+8653159511234",
"+8613800000002");
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + " " + resultdesc);
System.out.println("The session id is: " + sessionld);

non

}

// TODO FEEZUIASHNERET, IESE " IFINASFE BB ENAP! "2 O SEPUA B AN FIE SR ATEURDRZAT.
// HostingVoiceEventDemolmpl

// TODO FBE FEHRE Y155 B KEFR S FE AP "B ORIV S S T &kitbit.
String aksk = StringUtil.buildAKSKHeader(Constant.CLICK2CALL_APPID, Constant.CLICK2CALL_SECRET);
String code = recordLinkAPl.getRecordLinkAPI("1200_366_0_20161228102743.wav",
"ostor.huawei.com", aksk);

if (code.indexOf("301") !=-1) {

System.out.println("The record file download link is: " + recordLinkAPIl.getLocation());
}else {

System.out.println("code: " + code);

System.out.println("Failed: " + recordLinkAPIl.getResponsebody().toString());
}

}

/*

* AR A EIE S BT, A AL X 2R RIUATL LSS £, ol S HUHRIERE O AN E R B E.

*/

public static void doVoiceCall(String displayNbr, String callerNbr, String displayCalleeNbr, String
calleeNbr)
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throws Exception {

Boolean retry = false;
// ARESEEED BEEMKID
do {
status = voiceCallAPl.voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr);
if (status.indexOf(success) !'=-1) {
retry = false;
/] BRI, IERRERIES.
resultcode = voiceCallAPl.getResponsePara("resultcode");
resultdesc = voiceCallAPl.getResponsePara("resultdesc");
sessionld = voiceCallAPl.getResponsePara("sessionld");
}else {
retry = true;
/] BN SREA IR BRI A
resultcode = voiceCallAPl.getResponsePara("resultcode");
resultdesc = voiceCallAPl.getResponsePara("resultdesc");
/] BIBEER

VoiceCallMain.processError();

}
} while (retry);
}

/| BAPIFSRENEZFZ 2008 RMBFEIR.

private static void processError() throws InterruptedException {

// TODO 1RIEFEIRISF IR IMIAL I AR
/] ARt (55 R SEbR T R A iE iR
System.out.println(status);
System.out.println(resultcode +
System.exit(-1);
}
}

+ resultdesc);

class VoiceCall {
/| FEEEIFAPIEIURL
private String urlVoiceCall;

[ EONARASE S
private Map<String, String> Responsebody;

/] HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceCall() {
// PSRtk
urlVoiceCall = Constant.VOICE_CALL_COMERCIAL;
Responsebody = new HashMap<>();

}

@SuppressWarnings("unchecked")

/
* Zn G QIR IR SE, AT S S HARIERE O SXOSAMERE S, 1% B A8 HIR, iSRIES S HANE
HERBTEIRILTIRE.
*/
public String voiceCallAPI(String displayNbr, String callerNbr, String displayCalleeNbr, String calleeNbr)
throws Exception {

httpsUtil = new HttpsUtil();

/] BESIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// i&3kHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);

headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant.CLICK2CALL_APPID, Constant.CLICK2CALL_SECRET));
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/] MSEEER

Map<String, String> bodys = new HashMap<String, String>();
bodys.put("displayNbr", displayNbr);//EIYFAFRFHLLIKAIKE RRSHE.
bodys.put("callerNbr", callerNbr);//A&CIEIYRSAF{ERAEN S,
bodys.put("displayCalleeNbr", displayCalleeNbr);//# N FB A &RiHAIKE BREM .
bodys.put("calleeNbr", calleeNbr);//A&CIFIYRTERAFTHIMEIY S,

String jsonRequest = JsonUtil.jsonObj2Sting(bodys);

*

* Content-TypeJgapplication/json Hi5Kk /5% Fposthd, {#FdoPostlsonGetStatusLine3iE&fiEhttp
* requestFFEREN NG L.
*/

StreamClosedHttpResponse responseVoiceCall = httpsUtil.doPostlsonGetStatusLine(urlVoiceCall,
headerMap,
jsonRequest);

// MaRIAYH SRS A\Responsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(responseVoiceCall.getContent(),
Responsebody.getClass());

// R[ENgRAYstatus.
return responseVoiceCall.getStatusLine().toString();

}

[/ SRENEEANERLH 2

public Map<String, String> getResponsebody() {
return this.Responsebody;

}

[/ SRENBRLE SRR RIEN S

public String getResponsePara(String ParaName) {
return this.Responsebody.get(ParaName);

}

}

“IRERE X Tacdbit API” (E3HEG)

package com.huawei.demo;

import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.Map;

import javax.net.ssl.HttpsURLConnection;

import org.apache.http.NameValuePair;
import org.apache.http.message.BasicNameValuePair;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;

public class GetRecordLink {
/[ SREGFRE S T EtiEAPIRIURL
private String urlRecordFile;
/I Https=LiA
private HttpsUtil httpsUtil;
/] FEOIRNATE S
private Map<String, String> Responsebody;
/] FEF T EtE

private String Location;

public GetRecordLink() {
// Ea Rtk
urlRecordFile = Constant.VOICE_FILE_DOWNLOAD;
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}

Responsebody = new HashMap<>();

@SuppressWarnings("unchecked")
public String getRecordLinkAPI(String fileName, String recordDomain, String aksk) throws Exception {

httpsUtil = new HttpsUtil();

/] BEIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// ¥SEURL

List<NameValuePair> keyValues = new ArrayList<NameValuePair>();
keyValues.add(new BasicNameValuePair("fileName", fileName));
keyValues.add(new BasicNameValuePair("recordDomain", recordDomain));

// i&3kHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);
headerMap.put(Constant. HEADER_APP_AKSK, aksk);

/*

* Content-Typegapplication/jsonHiEK /5% Fgethd, {#AdoGetWithParasGetStatusLinefix#aiEhttp
* requestFFEREN NG L.

*/

StreamClosedHttpResponse respRecordLink = httpsUtil.doGetWithParasGetStatusLine(urlRecordFile,

keyValues,

}

}

headerMap);

// MaRZAYH SRS A\Responsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(respRecordLink.getContent(), Responsebody.getClass());

/] MIBRZ kg A 3RBR location.
String code = respRecordLink.getStatusLine().toString();
if (code.indexOf("301") !=-1) {
Location = respRecordLink.getFirstHeader("Location").getValue();
}else {
Location ="";

}
/1 RENIRAIstatus.

return code;

/] SREXEEAN IR H 2
public Map<String, String> getResponsebody() {

}

return this.Responsebody;

[/ SRENBRLH SRR RIEN S
public String getResponsePara(String ParaName) {

}

return this.Responsebody.get(ParaName);

// ¥%BXlocation
public String getLocation() {

}

return this.Location;

“IFIAZSIERN API” 5 “TREIE API” (HDEEG]

package com.huawei.demo;

import org.apache.log4j.Logger;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
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import com.alibaba.fastjson.JSONObiject;

/**
* IFIYSERE AN iR SRIB AN
* ZREAIEIRTCI S &R HE5 AE BN OB
*/
public class HostingVoiceEventDemolmpl {
private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);

*k

* [P for {EFEIT BT @A/ IE SIS

* @param jsonBody
* @breif FEARBLUZEONEE
*/
public static void onCallEvent(String jsonBody) {
/] $EEIOSNiER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // XN {42EEY

if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;
}
JSONObject statusinfo = json.get)JSONODbject("statusinfo"); // IFIUIRESHIHEE

logger.info("eventType: " + eventType); // FJEDBRIS{FEEL

//callout: MFEHZ=HE
if ("callout".equalsignoreCase(eventType)) {

/**

* Example: thRELAEtfrsessionld affl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld"; BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENYS75

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//alerting: IRESEM

if ("alerting".equalsignoreCase(eventType)) {
* Example: tRELAEtrsessionld o ffl, iSi& R iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEHF & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENYS5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//answer: W&t
if ("answer".equalslgnoreCase(eventType)) {

/**

* Example: thRELAEtfrsessionld o ffl, iSi& BT iR 2 #+ B 17C A X 12
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* 'timestamp': iZIFAUSE AR ERTRTCU S ERIUNIXATE)EL

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #NUSH5

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

}

return;

}
//collectinfo: HEWSEREM (NNATFEEEMNTS
if ("collectinfo".equalsignoreCase(eventType)) {

/**

* Example: thRELAREdigitinfo ol iSRRI AT R S F B 1TSE B R A2

* 'timestamp': IZIENYSE4 & ERIRTCUIV S EEAIUNIXETEIEE
* 'sessionld": BIEHEIZAYFRIRID
* digitinfo': IFWSHRFR RTCUSFEMNFREHITHE I SIRIERSR A
*/
if (statusinfo.containsKey("digitinfo")) {
logger.info("digitInfo: " + statusinfo.getString("digitInfo"));

return;

}
//disconnect: N
if ("disconnect".equalsignoreCase(eventType)) {

/**

* Example: thRELAEtfrsessionld affl, iSi& R iR 2 #+ B 17CIA X 12

* 'timestamp': iZIFAUSEH R ERTRTCU S ERIUNIXATE)EL
*'userData": FAFMEIER
* 'sessionld"; BIEHEIAVARIRID
*'caller: ENYE43
* 'called": #NUSH5
* 'partyType": $HEHIAIRF2EE (VEES CFASES
* 'stateCode": BIFENIREE
* 'stateDesc': WIFENHIREEATER
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
}

*k

* IHE@AN for {EFEIIT /BT @A/ IES KIS

* @param jsonBody
* @breif FEARBLAZEONEE
*/
public static void onFeeEvent(String jsonBody) {
/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // X042 EY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;

}
JSONArray feeLst = json.get)SONArray("feeLst"); // IEIUiEEBEHEE
/**

SASRRAS 01 (2026-03-12) WRIERE © LEARITERARERAF

35



EEEE

FRisE

4 R THA

}

}

* Example: RELARETsessionld /ol SR R i@t Fi e S 83t B 7SE BB R A2

* 'direction': EIFAIIFIY TS E, LARTCU S FEEHEHE

*'spld": EFHIEIRS WS

* 'appKey": I FHYapp_key

*‘icid": IFIYIE RAME—RR

* 'bindNum': &SIt XIFIUEICallEnablerl$3S45

* 'sessionld": EiFHEERAIHE—IRIR

*'callerNum": =1Y=5

* 'calleeNum": #ENIUS75

* 'fwdDisplayNum': #£32IFIUATHY B RS18 ((NEB R SET)

* 'fwdDstNum': F 21N AT AYEEIE S8 (MBS EIEI =iET)

* 'fwdStartTime": #&3ZIFNIRIERIFFIARTIE (B S R SET)

* 'fwdAlertingTime'": $£3ZIFINIR(EEAURERATIE (VB S EIITIHSET)
* 'fwdAnswerTime'": Z&Z IR ESHIRIE AT E (B S RS ET)
* 'callEndTime": IENU£ESRAYE]

* 'fwdUnaswRsn': &1 IE IR ERMAIQE50/EE E

* 'failTime": FEN, IFE RIS MIATE]

* 'ulFailReason": WiELMATIRE S

* 'sipStatusCode": I, I A SIPIR AT

*‘callOutStartTime": Initcallg9MEH FFaaAt E

* 'callOutAlertingTime": Initcal [f9IEHRESAT E

* 'callOutAnswerTime": Initcal B9 R &5 AT (E)

* 'callOutUnaswRsn': InitcallA9RFEH £ MAIQ850/R EE
*'dynIVRStartTime': BE X EISIVRFHAR B (MBS @i =iET)
*'dynlVRPath': BE X EISIVRIZEIER ((MES @i SET)

* 'recordFlag': FEHRA

* 'recordStartTime': REFIAB((NESERIIEFSIET)

* 'recordObjectName": REXHE ((RESEIFH=IET)

* 'recordBucketName': REXHATENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE (NESEIFFSET)

* 'recordFileDownloadUrl": R4 Rkt ((GESEIIE7 SiE)
* 'ttsPlayTimes': Bz FITTSIHAEAT {EFTTSHISEUREL

* 'ttsTransDuration": RZFBTTSINAERT, TTS Serverif T TTSEEHERYSAHE (BRI HFD)

* 'serviceType": #EHIFIUAIISZREIER
*'hostName'": {FER A R IBRSS SR B XTI MAIENLZ
* 'userData": HFMIE(EER
[ERERBZMEBIEERIIRTCI S FASBERSHEX SR HER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONODbject)loop).getString("sess!
}
}
} else if (feeLst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {

S50 MER

ionld"));

logger.info("sessionld: " + feeLst.get/SSONObject(0).getString("sessionld"));

}
}else {
logger.info("feeLst error: no element.");

}

4.1.3 Python

(=27

API. (BRERTEZNAPI

B EIHF=API. SREURS G TEMBUEAPI . IEINKZE

Python 3.0 LA EhRA
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SIFEE requests 2.18.1

1. 1I5B17 F&EZ%Python 3x, FH5RIMERE.
2. FIFa4S1TEO, HiTpip install requestsaps o
3. HiTpip listBEELEER.,

A

A ASEriRDemofERMARSSANTIETR, FRESIP RN ARIERIER, BWEEN
EZRABXEERIVEBAENE, LISRAFPIT ABIEZRIZDRIRF
RXISFriRDemofX BTFINREER, ARIFEFERHTAER.
REHERNHSE, THRHTRLITRE

e

“IEEEITES API” {CIDEF

-*- coding: utf-8 -*-

import base64

import hashlib

import requests #ZE2E5E(Fpip install requestsaip S 22K
import time

import uuid

import hmac

from hashlib import sha256

#ME ESE TR ES-RIEEIR R N EUE B LiME

base_url = 'https://{domain}:{port}'#APPZ A\ttt MISEARSSAT &, iR 9 SEFMME
appKey = "**appKey**'#15& [O|IFEL FIAYappKey, LRSS AT T A& 5 & e 9 SLFMME
appSecret = "*appSecret**#EEE|IFRN FHRYappSecret, LIRSS AT T & 15 9 LRME

def buildAKSKHeader(appKey, appSecret):

now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created

nonce = str(uuid.uuid4()).replace('-',") #Nonce

digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest

return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,

digestBase64, nonce, now);

def voiceCallAPI(displayNbr, callerNbr, displayCalleeNbr, calleeNbr):

#

if len(displayNbr) < 1 or len(callerNbr) < 1 or len(displayCalleeNbr) < 1 or len(calleeNbr) < 1:
return

apiUri = '/rest/httpsessions/click2Call/v2.0'
requestUrl = base_url + apiUri

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK'": buildAKSKHeader(appKey, appSecret)

}

jsonData = {

# WESH
'displayNbr": displayNbr,#=E MBI P FHLixHRB RS,
'callerNbr": callerNbr,# & SIEIURTFHEREIEN ST,
'displayCalleeNbr": displayCalleeNbr,##% 0 P &ixHISKE B~SH3,
'calleeNbr'; calleeNbr# & #CIEIURTEFE3THOMEIU ST
# IEESH

'maxDuration': 0, #731FERIBIEFHT THIR AT 8]

'lastMinVoice": 'lastmin_voicel.waV', #zE— S~ e
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'lastMinToUE": 'both', #&RfE—5 I HMEHHEMXTSR
'playPreVoice": 'false', #i8 &£ ( callerNbr ) FEEZEIIEE, IEY#NY ( calleeNbr ) B, 2&@EEMN
(callerNbr ) HBHUIRRE
'preVoice": 'pre_voicel.wav', #i8EFEM ( callerNbr ) FEEEENEE, IFAY#ENY ( calleeNbr ) BIEENRE
=1
'waitVoice": 'wait_voicel.wav', #iI8 B MU ZE=SEIFENE S
‘calleeMedia': ‘all', #EEHAAYRASBERS
'statusUrl': ", #1% & SPEEBUIRZS EIRAIURL, ZR{EFEBASE6447HS
‘feeUrl": ", IR ESPIEWGERE FIRAYURL, Z5R{FEFBASECAYRED
'recordFlag": 'false’, #iREESETFEEIIERERS
'recordHintTone": 'recordhint_voicel.waVv', I8 B{FERAREINEHIETRS
'partyTypeRequiredInDisconnect": 'false’, #disconnecti RSB BB IBIE EIENAIRFZEE
'returnldlePort": 'false', #E BB HBoROIFETHIFIOHKE
'userData": 'customerld123' #iRBRAFPRIMEER

HEHHE TR HR

-

try:
r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #3JENNQRLEER

except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode ('utf-8')) #3TENEEIRER

pass

if _name__=='_main_"
voiceCallAPI('+86531*******4! 1+861 35+ *wkx]! 11 8E53] ikkkr! 11861 35*+*+*+*2")

“IRERE M T acdbit API” (EDHEG)

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #Z2E5E(Fpip install requestsan S 22K
import time
import urllib
import uuid
import hmac

from hashlib import sha256

#IMEBSE "R ES-BIERR"SREN TR B 9LirE
base_url = 'https://{domain}:{port}'#APPIZ Attt MIERRSAT N &, BEHEISEFME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def getRecordLinkAPI(fileName, recordDomain, xaksk):
if len(fileName) < 1 or len(recordDomain) < 1 or len(xaksk) < 1:
return

location ="

apiUri = '/rest/provision/voice/record/v1.0'
queryParams = urllib.parse.urlencode({'fileName'fileName, 'recordDomain‘.recordDomain})
requestUrl = base_url + apiUri + '?' + queryParams

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK': xaksk

}

try:
r = requests.get(requestUrl, headers=header, allow_redirects=False, verify=False) #&iXi53
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if(301 == r.status_code):
print(r.status_code) #FTENNMAZLEER
location = r.headers['Location']
else:
print(r.status_code)
print(r.text) #FTEDN Az 45 R
except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode ('utf-8')) #3TENEIRER

return location

if _name__=="'_main_"
aksk = buildAKSKHeader ("***appKey***', ***appSecret***') #E&5[E|IF5 FAlYappKeyFlappSecret
location = getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', aksk)
print(‘The record file download link is: ' + location)

“IFNPRZSEED API” AESEEG)

-*- coding: utf-8 -*-

Iy AD
ERFAREIESEIETFSRIFISAE =B
import json

#IFIYSEHEENIFG]

jsonBody = json.dumps({

'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+86138* 2!,
'called": '+86138**+**+*1!,
'userData": 'customerld123'

}).encode(‘ascii')

print(jsonBody)

FOUSE D

@see: FHABTLAZEO A 9E

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #{&iBETiE Ef#EHT"jsonObj
eventType = jsonObj['eventType'] #1BEISE{H2EHEY

if (‘fee' == eventType):
print('"EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusinfo = jsonObj['statusinfo'] #IFIIKESZHEE

print(‘eventType: ' + eventType) #3JENBANSS{43EEY

#callout: IFHHEME
if (‘callout' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT S8+ B1TSE IR E

'timestamp': IZIFIUE & EHEE @I SHIUNIXAT EE;
'userData'": FHFMIEER
'sessionld': E@iFHEREAIFRIRID
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‘caller: NS
‘called": #NUSF
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: R§EHM
if (‘alerting' == eventType):
Example: HAELAfEHTsession|d o6l B R B BT T S 8t B ITSEIIER 2
'timestamp'": IZIFIUE & EIHEEEIEFSHIUNIXET B2
'userData": HFMiEEE
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSHS
if (‘sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: &St
if (‘answer' == eventType):
Example: HAbLAfEHTsession|d a6l B R B BT T S 8t B 1TSEIIER R
'timestamp': IZIFIUE 4 & EIHEEEIEFSHIUNIXET B2
'userData": HFMiEEE
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSH
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#collectinfo: WMHWSERSEMH NNATESENGS
if (‘collectinfo' == eventType):
Example: tt&bL B rdigitinfooffl, Bt R TSI B TL A X2
'timestamp'": IZIFIUE 4 & EHEEEIEFSHIUNIXET B2
'sessionld': EIEHEREAIFRIRID
'digitinfo": MBS HEP, BEBIEFENTAE HITHEKSRIENERER
if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitinfo'])
return
#disconnect: FENISHE
if ('disconnect' == eventType):
Example: HbLAfEHTsessionld a6l B B BT TR S 8t B 1TSEIER R
'timestamp'": IZIFIUE 4 & EIHEEEIEFSHIUNIXET B2
'userData": HFMiEEE
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSHS
‘partyType": MBI AFEE (MEESRETSIES
'stateCode": WIFENHIREE
'stateDesc": BIEFENAYEREAIEIA
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
if _name__=='_main_"
onCallEvent(jsonBody) #IFENUE{4+4a1E
40
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“JEEAEEN AP1” LEBEEE

-*- coding: utf-8 -*-

TRERIEAN
ERESREESBIEFEARIEREIAYEOE
import json

#IER RS

jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
{
'direction”: 0, #BIERIIFAY G @ LLESEIEFEEHEE
'spld': 'CaaS_Test_01', #ZFPHI=RSZKS
'appKey": 'kadk******QYnEm2', # L FAHYapp_key
'icid": 'CAE-20190124110424-12019775', #IFIUIZFHIE—TIR
'bindNum': '+86755* 8! #& eIt )RIFNUAICallEnablenll53=43, BN4BESHI
'sessionld": '1201_612_4294967295 20190124030424@callenabler245.huaweicaas.com', #1@iEsEEAY
HE—FRIR
'callerNum': '+86138***+2' #FU-SFT
'calleeNum': '+86138*+*+++1" #ybNU-SHY
'fwdDisplayNum': '+86138***2!, #E&3ZIFNRTRI R RS ((RESZ R =ET)
'fwdDstNum': '+86138* 1! #EEIZIFNUATRIFLIESIE ((NES Qs RIET)

'fwdStartTime": '2019-01-24 03:04:31', #4&ZIFN I ERIFFIARTE] ((NE S RIS ET)
'fwdAlertingTime'": '2019-01-24 03:04:36', #4&1ZIFNIR(ESHIIRATE (B = LA SET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4& TN IS ERN N ZRTE (MBS R SIET)
'callEndTime": '2019-01-24 03:04:49', #1FNYZ55RAHE)
'fwdUnaswRsn': 0, #5511 IHIR{FRMAIQB50/REE
'failTime": ", #[FN, IEHEAILGETE)
'ulFailReason': 0, #1BiEELMAIFE =
'sipStatusCode'": 0, #IFN, IFHAIKLSIPIKZSAD
'callOutStartTime": '2019-01-24 03:04:24', #Initcallf9IFEH FFaaRT(a
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcall[B9IFHIRESETE)
'callOutAnswerTime': '2019-01-24 03:04:31', #Initcallg9nFEH fzZ5 A8
'callOutUnaswRsn'": 0, #Initcallf9MFHELMAIQ850FEEE
'dynIVRStartTime" ", #BE XEZSIVRIHIARTE (B S BRIASET)
'dynIVRPath": ", #BE XEISIVRIZHRIR R ((NESBMASIET)
'recordFlag': 0, #REHRIR
'recordStartTime": ", # RSB ((NESEIHIRIET)
'recordObjectName": ", #REXHE ((NEBERIHARIET)
'recordBucketName": "', #REX AT ERB ((NESLIIFFRIES)
'recordDomain": ", #ZMREXHRIEE ((NESFEFHFSIET)
'recordFileDownloadUrl": ", # RS & FEEI ((NESEIFr=iET)
'ttsPlayTimes": 0, #RZFITTSINAERT, (EFTTSHYEIREL
'ttsTransDuration: 0, # X FBTTSINRERT, TTS ServeriH{TTTSEEEAYSRTHE (BB AFD)
'serviceType': '002', #ELIENYRGV S HEEIEE
'hostName": 'callenabler245.huaweicaas.com', #1584 R HIIRSZ S8 S X RAIENF
'userData": " #FAFMIEER
}
1

}).encode(‘ascii')

print(jsonBody)

IEEREH

@see: FHABTLAZEO A E

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #&@EF0;H R R jsonObj
eventType = jsonObj['eventType'] #1BEISE{H2EEY

if (‘'fee’ 1= eventType):
print('"EventType error: ' + eventType)
return
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if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
return

feeLst = jsonObj['feeLst']

#Example: LR Tsessionld ol 1SR it FT e S 8T B 1TSE BB R AR
#HEERE S NMBIEERIESBIEFESBEREHIEX BREERSIETS0MNMERE
if (len(feelLst) > 1):
for loop in feeLst:
if ('sessionld' in loop):
print('sessionld: ' + loop['sessionld'])
elif(len(feeLst) == 1):
if ('sessionld' in feeLst[0]):
print(‘sessionld: ' + feeLst[0]['sessionld'])
else:
print(‘feeLst error: no element.");

if _name__=="'_main_"
onFeeEvent(jsonBody) #iEE4ME

4.1.4 PHP

=20 BELIHZSAP . REGRE ) FEHBUEAPI. FFIRZSIER
API. JHRERTEZNAPI
EEK PHP 7.0 LA EARZN
S|FEE -
ikl

o RMISFTiRDemofEiRIARSSANSIEF, AIRESS RN AZURRIER, BEEMN
ERABEREERIVEBRIEN, LISBERAPITASIEZEIZSRIRIF

o ARIiEFTiRDemofX AT INREER, ARIFEFERHTR(ER.
o AMIEHEEIRESE, FOpEHIBRLITHE.

4.1.4.1 KT
{ERtFBIRT S | LA T AR S 4
data.php

<?php

/* please replace the appld and secret, when you use the demo. */
// base_url, appid. secretlISERRSSAS T &, i5&5 1% 9LhME
$click2call_appid = "*****;

$click2call_secret = "'

$callnotify_appid = "*****

$callnotify_secret = "*****',

$callverify_appid = "*****;
$callverify_secret = "+,
$t_transmit_appid = "+

$t_transmit_secret = "****;

/* please replace the IP and Port, when you use the demo. */

$base_url = 'https://{domain}:{port}';

// The following constants do not need to be modified //
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function getBaseUrl() {
global $base_url;
return $base_url;

}

function getClick2Call_Appld() {
global $click2call_appid;
return $click2call_appid;

}

function getClick2Call_Secret() {
global $click2call_secret;
return $click2call_secret;

}

function getCallNotify_Appld() {
global $callnotify_appid;
return $callnotify_appid;

}

function getCallNotify_Secret() {
global $callnotify_secret;
return $callnotify_secret;

}

function getCallverify_Appld() {
global $callverify_appid;
return $callverify_appid;

}

function getCallverify_Secret() {
global $callverify_secret;
return $callverify_secret;

}

function getTTransmit_Appld() {
global $t_transmit_appid;
return $t_transmit_appid;

}

function getTTransmit_Secret() {
global $t_transmit_secret;
return $t_transmit_secret;

}

>

util.php
<?php

* buildAKSKHeader

* @param string $appKey

* @param string $appSecret
* @return string

*

function buildAKSKHeader($appKey, $appSecret) {
date_default_timezone_set("UTC");
$Created = date('Y-m-d\TH:i:s\Z'); //Created
$nonce = uniqid(); //Nonce

$base64 = base64_encode(hash_hmac('sha256', ($nonce . $Created), $appSecret, TRUE)); //
PasswordDigest

return sprintf("UsernameToken Username=\"%s\",PasswordDigest=\"%s\",Nonce=\"%s\",Created=\"%s
\"", $appKey, $base64, $nonce, $Created);
}

/**

* createOptions

* @param string $method
* @param string $xaksk

* @return string[1[1[]

i

function createOptions($method, $xaksk, $content) {

// i53KkHeaders
$headers = [

'Content-Type: application/json;charset=UTF-8',
'Authorization: AKSK realm="SDP",profile="UsernameToken" ,type="Appkey

'X-AKSK: ' . $xaksk

’

N5k 01 (2026-03-12)

WRIERE © LEARITERARERAF

43



=P

Fxism 4 LTHE

1;

$context_options = [
‘http' => [
'method' => $method, // i&KH5;EHGET
'header' => $headers,
‘content' => $content,
'max_redirects' =>'0', // FAEEM
'ignore_errors' => true // $RERERIRAD, 75 (R
1
'ssl' => [
'verify_peer' => false,
'verify_peer_name' => false
1
I
return $context_options;

}

>

4.1.4.2 X84

“IEEEITFES API” {CIDHEB

voiceCall.php

<?php

include 'data.php’;

include 'util.php’;

include 'getRecordLink.php';

/**

* voiceCallAPI

* @param string $displayNbr

* @param string $callerNbr

* @param string $displayCalleeNbr

* @param string $calleeNbr

i

function voiceCallAPI($displayNbr, $callerNbr, $displayCalleeNbr, $calleeNbr) {
if (empty($displayNbr) || empty($callerNbr) || empty($displayCalleeNbr) || empty($calleeNbr)) {

return;

}

$method = 'POST,
$apiUri = '/rest/httpsessions/click2Call/v2.0";
$xaksk = buildAKSKHeader(getClick2Call_Appld(), getClick2Call_Secret());

$content = json_encode([
[+ MESE/
'displayNbr' => $displayNbr,//FE P FHLiGAIKEBERSE .
'callerNbr' => $callerNbr,//&#2IENURTER{EAEEILSFT
'displayCalleeNbr' => $displayCalleeNbr,//#% 14 AP &LixHIKEB E =S5
'calleeNbr' => $calleeNbr//&FEIFIUAT AT THIMEIL ST,

[* IEESE/
// 'bindNbr' => +86123456789", //CallEnableril 52273, EI4BE 23
// 'maxDuration’ => 0, //fSiF SRIRIBIEHITHIRASHTE
// 'lastMinVoice' => 'lastmin_voicel.waV, //&E—D SRS
// 'lastMinToUE' => 'both’, //RE— #HMERIERITR
// 'playPreVoice' => 'false', //i&&EFEMY ( callerNbr ) RZAIEE[EINFES,IFAUEAY ( calleeNbr ) g, 2@
(callerNbr) BHUIRTRE
// 'preVoice' => 'pre_voicel.wav', /A&BEEM ( callerNbr ) MZIESZEIES, IEIUMENY ( calleeNbr ) FimE
L N aN=1
// 'waitVoice' => 'wait_voicel.wav, //iIREF NN B ESEIIFENSES

1 'calleeMedia' => ‘all', /AEEMIMAIEASTERS R
// 'statusUrl' => ", /IR ESPREIMCIAZS EIRAYURL, E3K(EFBASE644RTS
// ‘feeUrl' => ", /AZBESPIEWIER HIRAYURL, ZR{FEFIBASE6A4RED

// 'recordFlag' => 'false’, /iR BIESOITEIEIEEE RS
// 'recordHintTone' => 'recordhint_voicel.waV', /I8 BFRFSEINEEHIERS
// 'partyTypeRequiredInDisconnect' => 'false', //disconnectiRS BB BB HIBIEEIHEN AR LR
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// 'returnidlePort’ => ‘false', //fE A m EREITFETRIFIiKOHE
// 'userData’ => 'customerld123' /iR BRAFHIMEES

1;

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

try {
$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiE3R
print_r($response . PHP_EOL); // $JENImR£55R
} catch (Exception $e) {
echo $e->getMessage(); //HTENEIRIER
}
}
voiceCallAPI('+8653159511234', '+8613500000001', '+8653159511234', '+8613500000002');
$xaksk = buildAKSKHeader(getClick2Call_Appld(), getClick2Call_Secret());
$location = getRecordLinkAPI('1200_366_0_20161228102743.waV', 'ostor.huawei.com', $xaksk);
print_r('The record file download link is: ' . $location . PHP_EOL);
>

“IRENRE 4 T Ekitbit API” (XEEHER)

getRecordLink.php

<?php

include 'data.php';

include 'util.php’;

/**

* getRecordLinkAPI

* @param string $fileName

* @param string $recordDomain

* @param string $xaksk

* @return void|string|mixed

¥/

function getRecordLinkAPI($fileName, $recordDomain, $xaksk) {
if (empty($fileName) || empty($recordDomain) || empty($xaksk)) {

return;

}

$location = ";

$method = 'GET";
$apiUri = '/rest/provision/voice/record/v1.0';
$queryParams = http_build_query(['fileName' => $fileName, 'recordDomain' => $recordDomain]);

$requestUrl = getBaseUrl() . $apiUri . '?' . $queryParams;
$context_options = createOptions($method, $xaksk, null);

try {
$http_response_header = get_headers($requestUrl, 1, stream_context_create($context_options)); //3KEX
IRz SRR
if (strpos($http_response_header[0], '301')){
$location = $http_response_header['Location']; //3KENFE {4 &bk
}else{
print_r($http_response_header[0] . PHP_EOL); //4TENNELZF3400/401/403/500
// $response = file_get_contents($requestUrl, false, stream_context_create($context_options)); //3KEX
IMAGESEIRER
// print_r($response . PHP_EOL); // ¥JERNmRIZ5ER
}

} catch (Exception $e) {
echo $e->getMessage(); //ATENEEIRIER
}

return $location;

}

>
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“IFNPRZSER API” AEBEEG)

callEventimpl.php

<?php
* IS {HEH]
* BREAEIRTCI S FERIIFIL S B IR D@
PSR E LS =
$jsonBody = json_encode([
'eventType' => 'callout’,
'statusinfo' => [
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp' => '2019-01-24 03:04:24',
‘caller' => '+8613800000022',
'called' => '+8613800000021'
1
)5
print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//MFNUZE{44 18

* IS {HEH

* @desc IFAABLIZONENE

* @param jsonBody

*/

function onCallEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); // 1S BENE B AR KB EE
$eventType = $jsonArr['eventType']; //iBENSHH4SEE

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
return;

}
$statusinfo = $jsonArr['statusinfo']; //IFILKESHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //3JENBANSE{4EEY
//callout: MPHEMHE
if (strcasecmp($eventType, 'callout’) == 0) {

*k

* Example: ItbabLAETsessionld ol SRR R R S 8 BT SEIAE AL E

* 'timestamp': iZIFIUSEF & ERTRTCUL S ARIUNIXAT B2

* 'userData'": FHFMIEEE

* 'sessionld": BIFHERAIRIRID

*'caller: ENUSHG

*'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
//alerting: #RESHEF
if (strcasecmp($eventType, 'alerting') == 0) {

* Example: ItbabLAETsessionld ol SRR R R S 8 BT SEIAE AL E

* 'timestamp': iZIFIUSEF & ERTRTCUL S FARIUNIXAT B
*'userData'": FHFMIEEE

* 'sessionld': BIFHERAIRIRID

*'caller: EMUS13

*'called": #NUSH3

*/
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if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
[lanswer: RI&ZE4
if (strcasecmp($eventType, 'answer') == 0) {

* Example: RELARETsessionld /il 1SR e i@t Fi e S 83+ B 7SE B R A2

* ‘timestamp': iZIEASE A ERIRTCI S FEERIUNIXATEE

* 'userData": AFMIEER

* 'sessionld": BIFHERRAVFRIRID

* 'caller: NS

* 'called": #NUSHI

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}
return;

}
//collectinfo: HEWSEREH NATFESENIGS

if (strcasecmp($eventType, 'collectinfo') == 0) {
/**

* Example: ItEAELABRHTdigitinfo ol iSIRFB BT PR S 8 BTSERERALE

* 'timestamp': IZIFAYEH & SERIRTCUSS FEHIUNIXAT B2,
* 'sessionld": BIFHERRAFRIRID
* 'digitinfo': IE W SIHSRH RTCUSZ AW AEHTHERSRIEIERIBIA
*/
if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {

* Example: RELARETsessionld /ol 1SR R i@t Fi e S 83T B 7SE B R A2

* ‘timestamp': iZIEASE A ERFRTCQI S EERIUNIXATEEE

* 'userData": AFMIEEE

* 'sessionld": BIFHEREAVFRIRID

*'caller: E£0YS73

* 'called": #ENY=5

* 'partyType": HENAIAF 2 (NEESEFEsSIET

* 'stateCode': BEENNREE

* 'stateDesc": BIFENAIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;
}

}

>

“IREAIEH API” (LEDREG
feelmpl.php
<?php

* IREREAN
* BREREIRTCI ST A RS RIB AR EECIEAN

/
| AR
$jsonBody = json_encode([
'eventType' => 'fee’,

47
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'feeLst' => [
[
'direction' => 0, //ABIEHIEAUF5TE], ARTQI S & A EE
'spld' => 'CaaS_Test_01', //ZFPH=REWKS
'appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm?2', //N FARYapp_key
'icid' => 'CAE-20190124110424-12019775", //IFNUiERAIME—HRIR
'bindNum' => '+8675512345678', // A CItt )R IFENYAICallEnablerd 53 S43, EN4ES D
'sessionld’ => '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //iBiE§E
BRAME—RR
'callerNum' => '+8613800000022', //Z=£NYSH3
'calleeNum' => '+8613800000021", //#&NYSH3
‘fwdDisplayNum' => '+8613800000022', //#& = IFIUATHI B RSB ((RES EIFHI=IET)
'fwdDstNum' => '+8613866887021', //4& I AT AVEEIE SIS (BB RIIHFSIET)
'fwdStartTime' => '2019-01-24 03:04:31', //5£3ZIFIUIREFRNFIAITE (BB RIIHFSIET)
‘fwdAlertingTime' =>'2019-01-24 03:04:36', /3= IFIRERRIRIITE (VB S EIHESET)
‘fwdAnswerTime' => '2019-01-24 03:04:38', //351E IR EBRINERTE ((NESEIHFSET)
'callEndTime' => '2019-01-24 03:04:49', //TEAULESRAT(E)
‘fwdUnaswRsn' => 0, //3&HIF IR ELLMAYQE50/R EE
‘failTime' => ", //IEN, IFHAIELKETE)
'ulFailReason' => 0, //iBIELEMEIIRLE S
'sipStatusCode' => 0, //IEN, IFHAIELKSIPIRESFD
'callOutStartTime' => '2019-01-24 03:04:24", //Initcall[BIIEH FFEEATE]
'callOutAlertingTime' => '2019-01-24 03:04:27', //Initcallf9IF B RS ATIE
'callOutAnswerTime' => '2019-01-24 03:04:31", //Initcallf9MFEH Mz & A E]
'callOutUnaswRsn' => 0, //Initcalli9MFHEMAIQ850/FEFE
'dynIVRStartTime' => ", # 5 E X EIFIVRIFIARTE (B S BAIDSHET)
'dynlVRPath' => ", //BENIEIVRIZBIRR ((NEE B =IET)
'recordFlag' => 0, //RStRA
'recordStartTime' => ", //REFIARE ((RESEIFI=IES)
'recordObjectName' => ", //REXMHE ((NESEIFFSIET)
'recordBucketName' => ", //REXHFENERE ((NESETHFSET)
'recordDomain’' => ", //[fFHREXHIEE ((NESEIHFSIET)
'recordFileDownloadUrl' => ", //RE XTI ((GES RIS HET)
'ttsPlayTimes' => 0, //MFATTSIHAERT (FFATTSHIEIREL
'ttsTransDuration' => 0, //RZFATTSIHEERT, TTS Serverif{TTTSEEHARY AT (R FD)
'serviceType' => '002', //HESIENLRI SZERUSE
'hostName' => 'callenabler245.huaweicaas.com’, //i&EE 4 R AVIRS SIS ST MAYENZ
'userData' => " //FBBFKMIBEE
1
1
1
print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//1REELL IR
/**
* [RERIEAN
* @desc IFMABLUEOX AN E
* @param jsonBody
*/
function onFeeEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); //ASBENE B AR 0 X BRI
$eventType = $jsonArr['eventType']; //BENS{EEE

if (strcasecmp($eventType, 'fee') != 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}
$feeLst = $jsonArr['feeLst']; //IENFERSAHEE

//Example: IERELARRHfTsessionld ol iE1ETE TR 2 5 B 1TCHE XA 12
[AERTEINA B NMEBIEERIRTCU S FERFIERSFHIEX BREERBIETS0MER
if (sizeof($feelst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
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print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}
}
} else if(sizeof ($feeLst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);
}
}else {
print_r('feeLst error: no element.");
}
}
>
4.1.5 C#
=] IESEITFZHRAP] . SREVFERS M TEMUAPI, FEIRZSER
AP, IEERIEANAPI
IMEEK NET Core 2.0% LA EhrAa,.NET Framework 4.7.1 LA _EhR
,
5| FAE Newtonsoft.Json 11.0.2, i52%https://
www.newtonsoft.com/json3xEY ,
ikl

o RMISFTiADemofHRIARSSAUSTEF, AIRERIS RN ASUERIER, EEEMN
ERAEREERIVEBRIEN, LISERAPINASIEZEI S RIRF

o ARXIEFTiADemofX TFINREER, ARIFEFERHTAER.
o AMIEHERIRESE, FpFHUIBRLITHIE.

“EEEFES AP (TG

using Newtonsoft.Json;

using System;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_
{
class VoiceCall
{
string base_url = "https://{domain}:{port}"; //APPEEM, MISERRSSAY A 15 &R A SLhRME
string appKey = "**appKey***"; //iBE[EIIFLFHRYappKey, MSLAR ST T4, 1B 1% HSLPrE
string appSecret = "**appSecret™*"; //i&E BT FAiYappSecret, WILARSHT &2, 15 HLIME

static void Main(string[] args)

/1S3 SIHEE R AEIRSHS. EIE SEMEH S SO SRR
voiceCallAPI("+86531 *******4u’ 14867 3G HrrkRx] n, "4+86531 *******4u’ "+861 35*******2');
}
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static void voiceCallAPI(string displayNbr, string callerNbr, string displayCalleeNbr, string calleeNbr)

{
if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(callerNbr) ||
String.IsNullOrEmpty(displayCalleeNbr) || String.IsNullOrEmpty(calleeNbr))
{

return;

}

string apiURI = "/rest/httpsessions/click2Call/v2.0"; //#ZURI
string requestUrl = base_url + apiURI;

try
{
[/ BB LEEHTTPSIEFIAIE RIS L APIR KK, BB ZRSIEB(SETR
//.NET Framework 4.7.1 8 LA ERRZAS, &R L3
var sslHandler = new HttpClientHandler()
{

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

15

HttpClient client = new HttpClient(sslHandler, true);

JMEFNET Framework 4.7. 1k, iER BT TR

//HttpClient client = new HttpClient();

//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

//i&3KkHeaders
client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//i&KkBody

var body = new Dictionary<string, object>() {
[FIAESE/
{"displayNbr", displayNbr},//ZE I AP FHLixHIREBERSHI.
{"callerNbr", callerNbr},//&#EIFIURIFR{ERRIEN ST
{"displayCalleeNbr", displayCalleeNbr},//# MU AP RixHIKEB R RS,
{"calleeNbr", calleeNbr}//A&EIFIURTERIEFTHIRIUS S
[HEESE/

//{"maxDuration", 0}, //SSFEIRBIEBTAIERA<ATE]
//{"lastMinVoice", "lastmin_voicel.wav"}, //Efa—D fHEHERS

//{"lastMinToUE", "both"}, //BE—2 #H I SHUBRIR

//{"playPreVoice", "false"}, //A&EEM ( callerNbr ) NZEEEIIES, IFEIU#EIY ( calleeNbr ) Fij,2

BEEM ( callerNbr ) BRUIRTRS

//{"preVoice", "pre_voicel.wav"}, //IREEN ( callerNbr ) NEZiEZH[CIIFEfE,IFEIY#E0U

(calleeNbr ) FiEIEMBHANRTE
//{"waitVoice", "wait_voicel.wav"}, /i&BE NN Z EFEIFEHNEES

//{"calleeMedia", "all"}, /{5 EMRAUHIEA ST HERTS

//{"statusUrl", "}, //iZESPHEUTIAZS LIRAYURL, 3K {FFBASE644R T
[/{"feeUrl", "}, /(& ESPIZWIEER EIRAYURL, ZR{FFIBASECAZRAD
//{"recordFlag", "false"}, /IR EIES O EIEIEREE TS
//{"recordHintTone", "recordhint_voice1.wav"}, /iR EFAR SRR RS

//{""partyTypeRequiredIinDisconnect", "false"}, //disconnect RS BB B EEmBIE AR

=il
//{"returnidlePort", "false"}, /AERREBRIREIFATHIFIIROHE
//{"userData", "customerld123"} /iZBRFHMEER

b3

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));
//iExKHeadersshfContent-TypeS 4
content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
Console.WriteLine(response.StatusCode);
var res = response.Content.ReadAsStringAsync().Result;
Console. WriteLine(res); //$TEDNa R4S

}

catch (Exception e)
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{
Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FJEN$EIREE
}
}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{31\"",
appKey, base64, nonce, now);
}
}

JMEF.NET Framework 4.7.1}RA BRI T A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
IR
// return true;
11}
}
}

“IRERE N T acdbit API” (XEDHEG)

using System;

using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_

class GetRecordLink

{
string base_url = "https://{domain}{port}"; //APPE A\t JASERRSS A T 4 IS E R SCRME

static void Main(string[] args)

{
[FEEREIIFLN FArYappKeyFlappSecret WLARSS Y T &, i5 & 9 SEFRE
string aksk = buildAKSKHeader("**appKey***", "**appSecret***");
[[REXHEBIREFERS R[S, MIE R BRI FIRE
string location = getRecordLinkAPI("1200_366_0_20161228102743.wav", "ostor.huawei.com", aksk);
[FTENRE U4 Tkt
Console.WriteLine($"The record file download link is: {location}");

}
static string getRecordLinkAPI(string fileName, string recordDomain, string xaksk)

if (String.IsNullOrEmpty(fileName) || String.IsNullOrEmpty(recordDomain) ||
String.IsNullOrEmpty(xaksk))
{

return;

}

var location;
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string apiURI = "/rest/provision/voice/record/v1.0"; //#ZURI

var keyValues = new NameValueCollection();
keyValues.Add("fileName", fileName);
keyValues.Add("recordDomain", recordDomain);

string requestUrl = base_url + apiURI + "?" + buildQueryString(keyValues);

try
{
[/ BB LEEHTTPSIERIAIE RIS AL APIR K, BB ZRSIEB(SIEER
//.NET Framework 4.7.1 % LA ERRZAS, iR L3
var sslHandler = new HttpClientHandler()
{

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }
¥

sslHandler.AllowAutoRedirect = false; //%FAEEM
HttpClient client = new HttpClient(sslHandler, true);
JMEFNET Framework 4.7. 1k, SR TR
//var sslHandler = new HttpClientHandler();
//sslHandler.AllowAutoRedirect = false;
//HttpClient client = new HttpClient(sslHandler);
//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

//i&3KkHeaders

client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", xaksk);

var response = client.GetAsync(requestUrl).Result; //GETIER
if (response.StatusCode.Equals(301))

location = Convert.ToString(response.Headers.GetValues("Location"));
}
else
{
var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(response.StatusCode);
Console.WriteLine(res); //fJEDNa M 455R
}
}
catch (Exception e)
{
Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FJEN$EIREE

}

return location;

}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{31\"",
appKey, base64, nonce, now);
}
}
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static string buildQueryString(NameValueCollection keyValues)

{

StringBuilder temp = new StringBuilder();
foreach (string item in keyValues.Keys)

{

temp.Append(item).Append("=").Append(WebUtility.UrlEncode (keyValues.Get(item))).Append("&");
}

}

return temp.Remove(temp.Length - 1, 1).ToString();

JMEF.NET Framework 4.7.1{RA, BRI TR A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)

K
1
1A

}
}

return true;

“IFENPRZSEED API” AESEEG)

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{

static void Main(string[] args)

{
/[VF Y SE B ANE B

}

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"caller", "+86138****++"}
{"called", "+86138* 1"},
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IFENYZE{44bIE

/// <summary>

/1] TEIYEEEEN AR S LA O S 0
/// </summary>

/// <param name="jsonBody"></param>
static void OnCallEvent(string jsonBody)

{

JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4G1E@E0EEfEHr AjsonObj
string eventType = jsonObj["eventType"].ToString(); //{BEIZE{4-2LEY

if ("fee".Equals(eventType))
Console.WriteLine("EventType error:" + eventType);

return;

}
if (!jsonObj.ContainsKey("statusInfo"))

Console.WriteLine("param error: no statusinfo.");
return;
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}
JObject statusinfo = (JObject)jsonObj["statusinfo"]; //IFIPRESHEHEE
Console.WriteLine("eventType:" + eventType); //fTEN@ IS4 2R
//callout: [FEH=HH
if ("callout".Equals(eventType))
{
/**
* Example: IRELAE#Tsessionld ol ISR ER TR EE S 803+ B 1TSCIIE XA 2
* 'timestamp': ZIFIYEH A EMESBEIEFSAIUNIXATEEE
* 'userData": BFHIEEE
* 'sessionld": EIEHEERAVFRAID
*‘caller: ENYSH3
*'called": #£NY=5
*/
if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
//alerting: 1RESHH
if ("alerting".Equals(eventType))
{
/**
* Example: IQELAETsessionld ol ISR ER TR EE S 803+ B 1TSC B XA 2
* 'timestamp': ZIFNYSEH A EMESBEIEFSAUNIXATEEE
* 'userData": BFHIEEE
* 'sessionld": EBIEHEERAVFRIAID
*‘caller: ENYSH3
*'called": #£NY=5
*/
if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
//answer: RNt
if ("answer".Equals(eventType))
{
/**
* Example: IRELAETsessionld ol ISR ER TR EE S 803+ B 1TSCIIE XA 2
* 'timestamp': ZIFNYEH A EMESBEIEFSAIUNIXATEZE
* 'userData": BFMIEEE
* 'sessionld": EIEHEIRAVFRAID
*‘caller: ENYSH3
*'called": #£NY=5
*/
if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
//collectinfo: HEWSEREM (NNATFESENTS
if ("collectinfo".Equals(eventType))
{
/**
* Example: IRELARETdigitinfo o6l iSRRI T S 83t B 1TSEIE AL I
* 'timestamp': ZIFNYSEH A EMESBEIEFSAIUNIXATEEE
* 'sessionld": EIEHEERAVFRAID
* 'digitinfo": B SH=F, ETBEFENFRERHITHSWSRIENERER
*/
R © LARITBIRABREAT 54
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}

if (statusIinfo.ContainsKey("digitInfo"))

{
Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);

}

return;

//disconnect: EHZE4
if ("disconnect".Equals(eventType))

{

%k

* Example: LthRbLAfEHTsessionld /ol iS1E TR BT 2 8 B1TCHlE XA 18

* 'timestamp': ZIFIYEH A EMESBEIEFSAUNIXATEEE
* 'userData": AFHIEEE

* 'sessionld". BIFHEIRAVFRIRID

*'caller: ENYSH3

*'called": #£NY=5

* 'partyType": $ENAIRAF 2R (VLS EFaSET
* 'stateCode": WFENNREE

* 'stateDesc': WIFENHIREERTER

*/

if (statusIinfo.ContainsKey("sessionld"))

{

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

“JEEATEAN API” (XHBHEGI

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class Feelmpl

{

static void Main(string[] args)

| VRSB

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){

{"eventType", "fee"},
{"feeLst", new object[] {
new Dictionary<string, object>(){

{"direction", 0}, //A@IERIFIY S, LAEE BIRFE LELE
{"spld", "CaaS_Test_01"}, //ZFPHI=IRSZWKS
{"appKey", "kad4k***Em2"}, //RiFBRYapp_key, MIEIRSZAS & iSE R ISEFRE
{"icid", "CAE-20190124110424-12019775"}, //MENLIE RAIHE—RH
{"bindNum", "+8675512***78"}, //&#2ItL)RIFIYAYCallEnablerll53 553, B4 ES TS
{"sessionld",

"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiEsEIRA0M—ITT

%)
%)

{"callerNum", "+86138**0022"}, //=ENSFB
{"calleeNum", "+86138***0021"}, //#&NU=F3

{"fwdDisplayNum", "+86138*0022"}, //4&ZIFIYRIHI R RSB ((RESOIFARIER)
{"fwdDstNum", "+86138*++7021"}, //4&1ZIFIURTAIEE IR S8 ((RIFS LIIFH=IET)

{"fwdStartTime", "2019-01-24 03:04:31"}, //#&iZIF IR ERIFHIARTE) (BRI S=IET)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, /41X IFARIFIGRURICATE) ((UEBRIIFDS

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //4&HIFIUR(EFRIN Z RSB (NIEZ EIFnR
{"callEndTime", "2019-01-24 03:04:49"}, //IENU 45 ERAHE]

{"fwdUnaswRsn", 0}, //4&ZIF IR ELMAIQS0RRE
{"failTime", "}, //IEN IFHAISMAT 1E]
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h;

}

}

}

{"ulFailReason", 0}, //IBIHEKWAIRLZE =

{"sipStatusCode", 0}, //HEN,FFHEAILMSIPIRZSHT

{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcall[FIMIEH FFEEA E]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //Initcallf9NFH IR ATE)
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //Initcall[B9MEH M &R (8]
{"callOutUnaswRsn", 0}, //Initcallf9iF4 M B9Q850/EEE
{"dynIVRStartTime", ""}, //BEMXEISIVRIHART B ((ESBHIASIET)
{"dynIVRPath", ""}, //BEMEIVRIZERR ((NESBMn=ET)
{"recordFlag", 0}, //R=tFR

{"recordStartTime", ""}, //RSFHANB((NESEIFFSIET)
{"recordObjectName", ""}, //FREXHE ((NESEFHF=ET)
{"recordBucketName", ""}, //REMXHRENBRE ((NESEIFHI=IES)
{"recordDomain", "}, //fFIFRE XSS ((NES EHF=ET)
{"recordFileDownloadUrl", "}, //FRE 4 TEdtit ((UESEHARIER)
{"ttsPlayTimes", 0}, //RZFATTSINAERT R TTSAYZIREL

{"ttsTransDuration", 0}, //RFITTSIIAERT, TTS ServerifFTTSEEHRAYERHE (BRI AFD)

{"serviceType", "002"}, //HEIFAYAYNISSEEUER

{"hostName", "callenabler245.huaweicaas.com"}, /AiEE 4K HIIR S 2218 S XM AN S

{"userData", "customerld123"} //BBFPKIEBEE

Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iEEaabE

}

/// <summary>

[/ EBRIBFRAB RO E

//] </summary>

/// <param name="jsonBody"></param>
static void OnFeeEvent(string jsonBody)

{

JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0H S &2 AjsonObj
string eventType = jsonObj["eventType"].ToString(); //iBXNE{43E

if (!"fee".Equals(eventType))

}

Console.WriteLine("EventType error:" + eventType);

return;

if (ljsonObj.ContainsKey("feeLst"))

Console.WriteLine("param error: no feelLst.");

return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //MFIEEHHEHEE

/[Example: IttAELAREHTsessionld o), iSRRI TR S Ht B TSLEERALE

[FEREAES MBS RIEE AT AR IERSHEEL SR HERSIETS0NER

if (feeLst.Length > 1)

}

foreach (JObject loop in feeLst)

}

if (lLoop.ContainsKey("sessionld"))

{
}

Console.WriteLine("sessionld:" + loop["sessionld"]);

else if (feeLst.Length == 1)

if (feeLst[0].ContainsKey("sessionld"))

}

Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);
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}

else
{
Console.WriteLine("feeLst error: no element.");
}
}
}
}

4.2 \EEEFUCTEES

4.2.1 Node.js

i ATEFAE, EINEFERNode jsHCRBEAIRITAN, AEEOFERE, BS
#Java. python. PHPZZCHLIBHERI, EEEONEHTINEEF A
=) IESEMNIARAPL, FEIPRZEEIAPI, {EREEIAPI
IMRER Node.js 4.4.4% A ERRAS o
S|FAEE -
k1|

o AIAPTRDemofERMARSAITIETR, AIRESIT RN AEURERIER, ENEEN
EZRABXEERIVEBAIENE, LISRAFPIT ABIEZRIZDRIRF

o AXIEFTiADemofX T INREER, ARIFEFERHTAER.
o AMHEERNHSE, FHIBHIBRLIEHRIE

4.2.1.1 AHAKHE
{EFAREBIRT 25 | LA T RSO
data.js

exports.data = {
//base_url(APPIENMBLIL) . appid. secret WSLARSRI T4, i5E 0 LhRE
/* please replace the appld and secret, when you use the demo. */
click2call_appid: "*****",
click2call_secret: "****=*"

callnotify_appid: "*****",
callnotify_secret: "****+",

callverify_appid: "*****",
callverify_secret: "*****",

t_transmit_appid: "=,
t_transmit_secret: ",

/* please replace the IP and Port, when you use the demo. */

base_url: 'https://{domain}:{port}'
b

reqUtil.js
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[*jshint esversion: 6 */
var data = require('./data.js');
var url = require('url’);
* Build the X-AKSK value.
* @param appKey
* @param appSecret
* @returns
*/
function buildAKSKHeader(appKey, appSecret){
var crypto = require('crypto');
var util = require('util’);
var time = new Date(Date.now()).tolSOString().replace(/.[0-9]+\Z/, 'Z'); //Created
var nonce = crypto.randomBytes(16).toString('hex'); //Nonce
var passwordDigestBase64Str = crypto.createHmac('sha256', appSecret).update(nonce +
time).digest('base64'); //PasswordDigest
return util.format('UsernameToken Username="%s",PasswordDigest="%s",Nonce="%s",Created="%s"",
appKey, passwordDigestBase64Str, nonce, time);

/**
* Build the options value.
* @param method
* @param uri
* @param queryParams
* @param xaksk
* @returns
*/
function createOptions(method, uri, queryParams, xaksk){
if(method === undefined || method === null){
return;
}
var path;
if(queryParams === undefined || queryParams === null){
path = uri;
}else {
path = uri + '?' + queryParams;
}
var headers = {
'Content-Type': 'application/json; charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK': xaksk
b3
var urlobj = url.parse(data.data.base_url);
var options = {
host: urlobj.hostname,
port: urlobj.port,
path: path,
method: method,
headers: headers,
strictSSL: false,
rejectUnauthorized: false
b3
return options;
}
module.exports = {
buildAKSKHeader,
createOptions

If

4.2.1.2 fXE5H=461
“IBETBIER API” (LHEREGI

voiceNotify.js

/*jshint esversion: 6 */
var https = require(‘'https');
var data = require('./data.js');
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var util = require('./reqUtiljs');
/**
* voiceNotifyAPI
* @param displayNbr
* @param calleeNbr
* @param playlInfoList
* @returns
*/
function voiceNotifyAPI(displayNbr, calleeNbr, playInfoList) {
if(displayNbr === undefined || displayNbr === null || calleeNbr === undefined || calleeNbr === null) {
return;
}
if(playInfoList === undefined || playlnfoList === null) {
return;

}

var method = 'POST;
var uri = '/rest/httpsessions/callnotify/v2.0"; //v1.0 or v2.0
var xaksk = util.buildAKSKHeader(data.data.callnotify_appid, data.data.callnotify_secret);

var options = util.createOptions(method, uri, null, xaksk);

var body = {
[* WIESE ¥/
'displayNbr": displayNbr,//FE IR FHLIRHIREBE RS,
'calleeNbr: calleeNbr,//#04 2R HISREBE RS
'playInfolList': playInfoList//fBRUSEFIE, ARG, SMERERIETHIISHKEILUARER .

[* EESE ¢/
// 'bindNbr': '+86123456789', //CallEnabler\'3-S43, B4 ES S
// 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BSREUBIRIRSEEZES RPN
statusUrl
// ‘feeUrl": 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BFREVEREEEISRKP NN feeUrl
/! 'returnldlePort": 'false', /i8R BEIREIFATRIFIiHOHE
// 'userData': 'customerld123' /iR BRFPNMEES

Y

var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');
res.on('data’, function (chunk) {

console.log(chunk);

Bk

b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);
b
console.log(JSON.stringify(body));
req.write(JSON.stringify(body));
req.end();
}
/**
* getPlayInfoList
* @param notifyVoice
* @param templateld
* @param templateParas
* @returns
*/
function getPlayInfoList(notifyVoice, templateld, templateParas) {
var playlInfoList = [{
'notifyVoice": notifyVoice,//iBXNEEHINE XIFZ
‘templateld": templateld,//[IES@EHEIRID, FAFH—IFRUESBEIER.
'templateParas': templateParas,/iE S BIMEIRNEZEEINER, ATFHRRIETStemplateldSHIEEANERA
BHNTE.
// 'collectind": 0, //REHITIS
// 'replayAfterCollection': 'false’, /iR BB EWS EEFIEMnotifyVoicesitemplateldiSERILE
// 'collectContentTriggerReplaying": '1' /iR Eft A BFHENKRERAE
HiH

return playlnfoList;
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var playlnfoList = getPlayInfoList('notifyvoice.wav', 'xxxxxx', ['3', ' ABAEIEI]']);
voiceNotifyAPI('+8653159511234', '+8613500000001", playInfoList);

“TENYIRZSIEED AP CIBHERI

callEventimpl,js

*k

* IFNYSE4EEn
* BRESWEIRTCU S FERINFIY S4B RNATE OIEH
/[DFY S ENFE5)

var jsonBody = JSON.stringify({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+8613800000022',
'called": '+8613800000021'
}
X

console.log('jsonBody:', jsonBody);

* IFNYSE{4mE D
* @brief FAB RO M

* @param jsonBody

function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //A5iEF1H S AEHT/9jsonObj
var eventType = jsonObj.eventType; //IBH1SE{H3EEY

if (‘fee' === eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('statusinfo')) {
console.log('param error: no statusinfo.');
return;

}
var statusinfo = jsonObj.statusinfo; //IFILIKEHEHEE

console.log(‘eventType:', eventType); //JEMERISE{4-2EEY

//callout: MPEHEMHE
if (‘callout' === eventType) {

*k

* Example: ItbabLAETsessionld ol iSRRI PR S 8 BT SEIAE AL E

* 'timestamp': iZIFIUSEF A ERIRTCULSSFARIUNIXAT B2

*'userData'": FHFMIEEE

* 'sessionld': BIFHERAIRIRID

*'caller: ENUSHG

*'called": #NUSH3

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

}
//alerting: #RESHEF
if (‘alerting' === eventType) {

*k

* Example: ItbabLAETsessionld ol SRR R S 8 BT SEIAE AL E

* 'timestamp': iZIFIUSEF & ERTRTCULSSFARIUNIXAT B2
*'userData'": FHFMIEEE
* 'sessionld': BIFHERAIRIRID
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*caller: E£0YSH3

* 'called": #ENY=5

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

return;

}

[lanswer: RI&ZE4

if (‘answer' === eventType) {
/**

* Example: RELARETsessionld /ol 1SR e i@t Fi e S 83+ B 7SE B R A2

* ‘timestamp': iZIEASE A ERIRTCI S FEERIUNIXATEEE

* 'userData": AFMIE(ER

* 'sessionld": BIFHEREAFRIRID

* 'caller: ZNUSHZ

* 'called": #NUSH3

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;
}
/[collectinfo: MEKWSERSEM NNATESBNES
if (‘collectinfo' === eventType) {

*k

* Example: ItE4ELABRHTdigitinfo ol iSIRFH BT RS 8 BTSERERALE

* 'timestamp': IZIFAYEH & SERIRTCUSS FEHIUNIXAT B2,
* 'sessionld": BIFHEREAVFRIRID
* 'digitinfo'": IE W SIHS=H RTCUSZFEWTHAEHTHERSRIEIERIAIA
*/
if (statusinfo.hasOwnProperty('digitinfo')) {
console.log('digitInfo:', statusinfo.digitinfo);

return;

}

//disconnect: EHEH

if ('disconnect' === eventType) {
/**

* Example: RELARETsessionld /ol SR R i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEE
* 'userData": HFMIEEE

* 'sessionld": BIFHEREAVFRIRID

*'caller: E£0YS73

* 'called": #NUSHI

* 'partyType": HENAIAF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENHIEREATEIA

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;
}
}
/MRS TE
onCallEvent(jsonBody);

“JEBAEEN0 API” (CROREG

feelmpl.js

* TEERIEAN

* BPEAKEIRTCU S FERIERBEIRYE B
*

61
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| AEBRIB IR
var jsonBody = JSON.stringify({

b

'eventType': 'fee’,
'feeLst": [
{

'direction": 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurL1wpx63s9YnEm?2',
'icid": 'CAE-20190124110424-12019775',
'bindNum': '+8675512345678',

'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',

'callerNum': '+8613800000022',
'calleeNum': '+8613800000021",
'fwdDisplayNum': '+8613800000022',
'‘fwdDstNum': '+8613866887021',
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36',
'fwdAnswerTime": '2019-01-24 03:04:38',
'callEndTime'": '2019-01-24 03:04:49',
'fwdUnaswRsn'": 0,
'ulFailReason': 0,
'sipStatusCode": 0,
'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime": '2019-01-24 03:04:27",
'callOutAnswerTime': '2019-01-24 03:04:31',
'callOutUnaswRsn': 0,
'recordFlag": 0,
'ttsPlayTimes": 0,
'ttsTransDuration'": 0,
'serviceType': '002',
'hostName": 'callenabler245.huaweicaas.com'
}
1

console.log('jsonBody:', jsonBody);

/**

* IAERIEAN
* @brief FABLAEO M IE
* @param jsonBody

i

function onFeeEvent(jsonBody) {

var jsonObj = JSON.parse(jsonBody); //ASBR1ES 4T J9jsonObj

var eventType = jsonObj.eventType; // 1SS {H2EY

if (‘'fee' == eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('feeLst')) {
console.log('param error: no feelst.');
return;

}

var feeLst = jsonObj.feeLst; //FFINRESFHEE

* Example: ItE4ELARHTsessionldfl, IR AT ET R S 8 BT STIARAE

* 'direction': BIFHIIFAYFE, LARTCU S FEREE
*'spld": EFIEIRS WS

* 'appKey": Iz FBHYapp_key

*'icid": IEACRAIME—FRIR

*'bindNum': &Lt RIEIUFICallEnablerdl 3-S5
* 'sessionld": BIEHEIRAIME—FRIR

*'callerNum": ZNYS3

* 'calleeNum': #NUSH3

* 'fwdDisplayNum': FEIFIURTH R RS ((NESEIFARIET)

* 'fwdDstNum': #ZIFIURTAYEEIE STE (NES EITARIET)

* 'fwdStartTime': FiEIFIRIEROFHIARTE ((NE S EIFASIET)

* 'fwdAlertingTime': 2HEIF IR FIERORECHTIE) (B S EIFARIET)

N5k 01 (2026-03-12)

WRIERE © LEARITERARERAF

62



=P

FRisE

4 HRTHA

4.2.2 Java

* 'fwdAnswerTime'": 5 ZIFNR(ESHINZRTE (VB S EIFFSET)
*'callEndTime'": [EAYLSERATE
* 'fwdUnaswRsn': &1 IFNRIELMAIQE50/F E A
* 'failTime": FEN, IEHAISIAT E])
*'ulFailReason': E@IFLMAIIFLE =
* 'sipStatusCode": I, 1T AISKISIPIRZSAD
* 'callOutStartTime": Initcallg9IEH FFE&AT E
* 'callOutAlertingTime": Initcallf9ITH iR ES AT E)
* 'callOutAnswerTime": InitcallB9ITEH Rz &5 AiE])
* 'callOutUnaswRsn': Initcallf9IEH £ MAYQ850/E EE
*'dynIVRStartTime": BE X EISIVRAARE ((NiE S B =ET)
*'dynIVRPath': BEXEIEIVRIZRIER (MBS Ein=ET)
* 'recordFlag": REHRIR
* 'recordStartTime'": REFIRITE((ESEHISRIET)
* 'recordObjectName": RE X ((NESEIFHRIET)
* 'recordBucketName'": REXHFIERNB RS ((NESEIFHFSIET)
* 'recordDomain': FFRERE 4RSS (NES EIITHSET)
* 'recordFileDownloadUrl": RE X Nl ((ES RIS ET)
* 'ttsPlayTimes': K FBTTSIHAEAT A TTSAIEUREL
* 'ttsTransDuration": RZFBTTSINAERT, TTS Serverid# T TTSEEHARI S RHE (BRI AFD)
* 'serviceType": #EIFIUAIVSZEBUZ R
*'hostName'": {FE 4 pRHIBRSS BEIR B XT MAYEN L2
*'userData": FAFKIEIER
[AERERBZ MBIEERIIRTCSFESBIERESHEX SR EERSIERS0MER
if (feeLst.length > 1) {
for ( var i=0; i<feeLst.length; i++) {
if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[i].sessionld);

}

}
} else if (feeLst.length === 1) {
if (feeLst[0].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[0].sessionld);
}
}else {
console.log('feeLst error: no element.');

}

}
/AEERSLIE

onFeeEvent(jsonBody);

i (EHERNES Y F R EREEEN,

=2 ESEMNIASAPL, RS STEEIEAPI

REEK JDK 1.6 LA ERRAN

5| httpclient, httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j

A

o ARMNISFTiADemofHiRMHARSSAUSTEF, ARSI RN AUERIER, BE

EZRABXEEREVEBRIERE, LIRRAFI T ABEZEIT SRR

o AXIEFTiADemofX AT INREER, ARIFEFERHITAER.
o AMIEERRESE, TR IENTIRE.

M
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4.2.2.1 AR
BIE— 1 HRYJavaIlle, FEREBLITBREWAERARES.

| huawei
=] demo
GetRecordLink
HostingVoiceEventDemolmpl
VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java

=] utils
Constant
HttpsUtil
JsonUtil
StreamClosedHttpResponse

StreamUtil

StringUtil

BLATRBEERZIENBRYD, RERREREHEITIE. RBiE TR utisBR
TRITESREN, BiHFERXEHFETIREERT.

Constant.java

* File Name: com.huawei.utils.Constant.java
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

EE I T

*/

package com.huawei.utils;
public class Constant {
// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = '"#**+*!.

public static final String CLICK2CALL_SECRET = "*****;

public static final String CALLNOTIFY_APPID = "+,

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "*****";

public static final String CALLVERIFY_SECRET = "****;

// The following constants do not need to be
// modified 1/
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/*

* request header

* 1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

*/

public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=

\"Appkey\"";

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=

\"%s\",Nonce=\"%s\",Created=\"%s\"";

*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL
* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";
public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/

v1.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";
public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";

}
HttpsUtil.java
package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;
import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;
import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {

public final static String CONTENT_LENGTH = "Content-Length";
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private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {
SSLContext sslcontext = null;

try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {

@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;

}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

}

public HostnameVerifier hv = new HostnameVerifier() {
public boolean verify(String urlHostName, SSLSession session) {
return true;
}
Y

public void trustAllHttpsCertificates() throws Exception {

TrustManager([] trustAllCerts = new TrustManager[1];

TrustManager tm = new miTM();

trustAllCerts[0] = tm;

SSLContext sc = SSLContext.getInstance("SSL");

sc.init(null, trustAllCerts, null);

HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
}

static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}
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}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,
String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);

request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>
headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;

try {
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response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {

try {
response = new StreamClosedHttpResponse(response);

} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());

}
}

return response;

}
}

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

i
package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.databind.SerializationFeature;

import java.io.|OException;
public class JsonUtil {
private static ObjectMapper objectMapper;

static {
objectMapper = new ObjectMapper();

/] I&EFAIL_ON_EMPTY_BEANSEH, HFFIHESWRAEN R E
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);

// I&EFAIL_ON_UNKNOWN_PROPERTIES/E 4,24 SONFF R PE/EavaliRi§ENE L, 2
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

}

*k

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;

/**
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* Convert JsonString to Simple Object

* @param jsonString

* @param cls

* @return

*/

public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);
} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;
}
}

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

*
*
*
*
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution

* of this sourcecode, or any portion of it, may result in severe civil and

* criminal penalties, and will be prosecuted to the maximum extent

* possible under the law.

*

/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
import org.apache.http.StatusLine;

import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation™)
public class StreamClosedHttpResponse implements HttpResponse {

private final HttpResponse original;
private final String content;
public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;
HttpEntity entity = original.getEntity();

if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :

null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}
}
@Override

public StatusLine getStatusLine() {
return original.getStatusLine();

}
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@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}

@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}

@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override
public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}
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@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}

@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}

@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}

@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);

}

@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}

@Override

@Deprecated

public HttpParams getParams() {
return original.getParams();

}

@Override

@Deprecated

public void setParams(final HttpParams params) {
original.setParams(params);
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}
public String getContent() {
return content;
}
}
StreamUtil.java
* Copyright Notice:
* Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.
*  Warning: This computer software sourcecode is protected by copyright law
* and international treaties. Unauthorized reproduction or distribution
* of this sourcecode, or any portion of it, may result in severe civil and
* criminal penalties, and will be prosecuted to the maximum extent
* possible under the law.
i
package com.huawei.utils;
import java.io.Closeable;
import java.io.|OException;
import java.io.InputStream;
import java.io.InputStreamReader;
public class StreamUtil {
private static final String DEFAULT_ENCODING = "utf-8";
public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;
}
InputStreamReader inReader = null;
try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {
inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
inReader = new InputStreamReader(in, charsetName);
}
int readLen = 0;
char[] buffer = new char[1024];
StringBuilder strBuf = new StringBuilder();
while ((readLen = inReader.read(buffer)) !=-1) {
strBuf.append(buffer, 0, readLen);
}
return strBuf.toString();
} catch (IOException e) {
System.out.println(e);
} finally {
closeStream(inReader);
}
return null;
}
public static void closeStream(Closeable closeable) {
if (closeable '= null) {
try {
closeable.close();
} catch (IOException e) {
System.out.println(e);
}
}
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}
}

StringUtil.java

/-k
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* %k ok ok ok *

*/

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versiona%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.util. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strisNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);
}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strsNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'"");

format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());

String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}
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“IEEERIZR APIT XIEHEA

package com.huawei.demo;

import java.util.*;
import javax.net.ssl.HttpsURLConnection;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceNotifyMain {
/ #EOREE
private static String status = "";
private static String resultcode = "";
private static String resultdesc = "";
[ EEEAEOREE
private static String sessionld = "";
[ BB SSSRSLA
public static VoiceNotify callNotifyAPl = new VoiceNotify();

/[ BREOMINRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO i2fralin R & RiEFBATIY, B 5efEMgetplayInfoti&tii&playinfolistS44, A IS A
doCallNotifyJ5;%.
/] ATER (R (8 R SERR A AR B AR
// ¥ai&playinfolist2%{
List<Map<String, Object>> playInfoList = new ArrayList<Map<String, Object>>();
[ ERESSUHERE—BRENS
playInfoList.add(callNotifyAPl.getplaylnfo("test.wav"));
/] V2 OMRAEORE S BAIEIRIENE_BHMEAS
String templateld = "test";
List<String> templateParas = new ArrayList<String>();
templateParas.add("3");
templateParas.add (" 1#&Z&Z=");
playlnfoList.add(callNotifyAPl.getplayInfo(templateld, templateParas));
// A doCallNotify /5%
VoiceNotifyMain.doCallNotify("+8653159511234", "+8613800000001", playInfoList);
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + " " + resultdesc);
System.out.println("The session id is: " + sessionld);

non

}

// TODO FEEZUIASHNERRT i5SE  IFIPASHIE LB ANAPI " O SERUA S B AN F IR S AT WM R AT
// HostingVoiceEventDemolmpl

}

/-k

* Rlif R EARIEFBAIIFIURT, BALTSE S UFBESE, AT S SRR O AT SRR E.
i

public static void doCallNotify(String displayNbr, String calleeNbr, List<Map<String, Object>> playInfoList)
throws Exception {

Boolean retry = false;
/] BREEENEO, BEMKI
do {
status = callNotifyAPI.callNotifyAPI(displayNbr, calleeNbr, playInfoList);
if (status.indexOf(success) !=-1) {
retry = false;
[ VBRAREIN IERIREIRIER.

resultcode = callNotifyAPl.getResponsePara("resultcode");
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resultdesc = callNotifyAPl.getResponsePara("resultdesc");

sessionld = callNotifyAPl.getResponsePara("sessionld");
}else {

retry = true;

[/ B SREE IR BRI IR A

resultcode = callNotifyAPl.getResponsePara("resultcode");

resultdesc = callNotifyAPl.getResponsePara("resultdesc");

/] HIBEER

VoiceNotifyMain.processError();

}
} while (retry);
}

/| BAPIFSRENEZFZ 2008 AMBFEIR.

private static void processError() throws InterruptedException {

// TODO 1RIEFEIRISFNEIRASIMIAL I AR
/] LA (5 R SebR T & A iE bR
System.out.println(status);
System.out.println(resultcode +
System.exit(-1);

+ resultdesc);

}
}

class VoiceNotify {
/] {EEEENAPIRYE Fttbht
private String urlCallNotify;
[ EONARASE SR
private Map<String, String> Responsebody;
/1 HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceNotify() {
// P FRttELE
urlCallNotify = Constant.CALL_NOTIFY_COMERCIAL;
Responsebody = new HashMap<>();

}

@SuppressWarnings("unchecked")

/

* 2B LRAELIESE, AIE S ERIERE O AR ER R E. %S 8RR, BiRIES S HAME
HNERBTEIRILTIRE.

* playInfoList S A M EASHIMENE S HIIR BN SR B SHAMap<String, Object>18 0721,

* MENBSHRMIIE EZiEES% getplayInfofsik.

*/

public String callNotifyAPI(String displayNbr, String calleeNbr, List<Map<String, Object>> playInfoList)

throws Exception {

httpsUtil = new HttpsUtil();

/] BESIEB{E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// i&3kHeaders
Map<String, String> headerMap = new HashMap<>();
headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);
headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant. CALLNOTIFY_APPID, Constant.CALLNOTIFY_SECRET));

/] \&EHEE

Map<String, Object> bodys = new HashMap<>();

bodys.put("displayNbr", displayNbr);//E 04 £2iRAIREB 2S5

bodys.put("calleeNbr", calleeNbr);//A&ECIFIYRTERAFTHIMEIY SIS,
; bodys.put("playInfoList", playInfoList);/ABRISEIIER, mASIFSN, BNMEREEHETHISHE TR
A .

String jsonRequest = JsonUtil.jsonObj2Sting(bodys);
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/*

* Content-TypeJgapplication/json Hi5Kk /5% A posthd, {#FdoPostlsonGetStatusLine 3 iE&fiEhttp
* requestFFFREN NG L.

*/

StreamClosedHttpResponse responseCallNotify = httpsUtil.doPostJsonGetStatusLine (urlCallNotify,

headerMap,

jsonRequest);

// MaRZAYH SRS A\Responsebody.
Responsebody = JsonUtil.jsonString2SimpleObj(responseCallNotify.getContent(),

Responsebody.getClass());

/1 RENIRAIstatus.
return responseCallNotify.getStatusLine().toString();

}

/*
* #3iSplayInfolist P EHRIME N TS FRIEE BV ORAEONTIS AMEAREARS
*/
public Map<String, Object> getplaylnfo(String fileorTTS) {
Map<String, Object> body = new HashMap<String, Object>();
/] B R S wavet& =, 3L E LA wavis 2
if (fileorTTS.endsWith(".wav")) {
body.put("notifyVoice", fileorTTS);
}else {
System.out.println("Only .wav file is supported.");
}
return body;

}

*

* MidplayInfolistPiETFHINE AB S FRV2.O0RAIZEOMNTTSER(EAKERS Efgetplayinfofsix

public Map<String, Object> getplaylnfo(String templateld, List<String> templateParas) {
Map<String, Object> bodys = new HashMap<String, Object>();
bodys.put("templateld”, templateld);
bodys.put("templateParas", templateParas);
return bodys;

}

[/ SRENEEANERLH 2
public Map<String, String> getResponsebody() {
return this.Responsebody;

}

[ SREVBRLE SRR RIEN S
public String getResponsePara(String ParaName) {
return this.Responsebody.get(ParaName);

}

}

“IFIAZSIERN API” 5 “TREIEM API” (HDEEG]

package com.huawei.demo;
import org.apache.log4j.Logger;
import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.JSONArray;
import com.alibaba.fastjson.JSONObject;

*k

* IFNY SN AR A EAN
* EREAWEIRTCL S ESHIIFI BB AN /AE R B AN @

public class HostingVoiceEventDemolmpl {

private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);
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* IFENUSEE for (ESEINTAETEA/IESWIED
* @param jsonBody

* @breif FEARBLUEONEE

*/

public static void onCallEvent(String jsonBody) {

/] E%EIOSNIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // BN {4355

if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;

}
JSONObject statusinfo = json.get)JSONODbject("statusinfo"); // IFIIREHIHEE

logger.info("eventType: " + eventType); // ¥JEN@FNSE(42LT

//callout: MFEHZHE
if ("callout".equalsignoreCase(eventType)) {

/**

* Example: tRELAEtfrsessionld affl, iSi& BT iR 2 #+ B 7CIA X 12

* ‘timestamp': iZIFIUSEH&ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENY S5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//alerting: IRE¥SEMH

if ("alerting".equalsignoreCase(eventType)) {
* Example: thRELAEtrsessionld affl, iSi& BT iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEF & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld"; BIEHEIAVARIRID

*'caller: ENYS43

* 'called": #ENY S5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//answer: W&t
if ("answer".equalslgnoreCase(eventType)) {

/**

* Example: thRELAEtfrsessionld affl, iSi& R iR 2 #+ B 1TCIA X 12

* ‘timestamp': iZIFIUSEF&ERIRTCUSS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARIRID

*'caller: ENYE43

* 'called": #ENYS5

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
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}

return;
}

//collectinfo: HEWSEREM (NNATFESENTS
if ("collectinfo".equalsignoreCase(eventType)) {

/**

* Example: thRELAEHdigitinfo ol 1Bt BT T R S I F B 1TSE B R A2

* 'timestamp': IZIENYSE4 & ERIRTCIV S EERIUNIXETEIEE
* 'sessionld": BIEHEIZAYFRIRID
* digitinfo': IFWSHRF RTCUSFEMNFREHITHE S IRIERSR A
*/
if (statusinfo.containsKey("digitinfo")) {
logger.info("digitinfo: " + statusinfo.getString("digitinfo"));

return;

}
//disconnect: N
if ("disconnect".equalsignoreCase(eventType)) {

/**

* Example: tRELAEtfrsessionld affl, iSi& R iR 2 #+ B 17CIA X 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B
*'userData": FAFMIEIER
* 'sessionld": BIEHEIAVARIRID
*'caller: ENYS43
* 'called": #NUSH5
* 'partyType": $HEHIAIRF LR (VEE S CFASES
* 'stateCode": BIFENINEREE
* 'stateDesc': WIFENHIREERTER
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
}

*k

* IRE@AN for {EFEIIT /BT @A/ IE SIS

* @param jsonBody
* @breif FEARBLUEONEE
*/
public static void onFeeEvent(String jsonBody) {
/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // E@ENS42EEY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;

}
JSONArray feeLst = json.get)SONArray("feeLst"); // IEIUiEEBEHEE

/**

* Example: ItRELARETsessionld /ol ISR R iRt Fi e S 83+ B 7SEIAE R AR

* 'direction': EIFAIIFIY S E, LARTCU S FEEHEHE
*'spld": EFHIEIRS WS

* 'appKey": I FEAYapp_key

*‘icid": YIS RAME—RR

* 'bindNum': &SIt XIFIUEICallEnablerdl$3S45
* 'sessionld": EIEHEIRAIME—IRIR

*'callerNum": =1Y=5
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* 'calleeNum": MU= 75
* 'fwdDisplayNum': #£3ZIFIUATHY B RS18 ((NEB R SIET)
* 'fwdDstNum': F 1IN ATAYEEIE S8 (MBS RIEG=iET)
* 'fwdStartTime": #&ZIFNIRIERYFFIARTIE (B S R SET)
* 'fwdAlertingTime": $3ZIFINIR(EEAURERATE (VB S EIITIHSET)
* 'fwdAnswerTime'": Z&ZIFNR(ESRIRIZ AT E ((UE S E TS ET)
* 'callEndTime": IENU£E SRR E]
* 'fwdUnaswRsn': &1 IE IR ERMAIQE50/FE E
* 'failTime": FEN, [FE AL MIATE]
* 'ulFailReason': WiELMATIRE S
* 'sipStatusCode": I, I ARG SIPIRZSATS
*‘callOutStartTime": Initcallg9MEH FraaAt a
* 'callOutAlertingTime": Initcall[f9IEHRESAT E)
* 'callOutAnswerTime": Initcal B9 R &5 A (E)
* 'callOutUnaswRsn': InitcallA9RFEH £ MAIQ850/R EE
* 'dynlVRStartTime": BEXEISIVRIFEETE (GBS E I SET)
*'dynlVRPath': BE X EISIVRIZEIER (MBS @i SiET)
* 'recordFlag': FEHRIA
* 'recordStartTime': REFIAB((NESEIIHFSIET)
* 'recordObjectName": REXHE (KBS EIFA=IET)
* 'recordBucketName': REXHATENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE (NESEIFFSET)
* 'recordFileDownloadUrl": R4 Rkt ((GESEIIE7 Sig)
* 'ttsPlayTimes': Rz FITTSIHREAT {EFTTSHISEUREL
* 'ttsTransDuration': RZFITTSINAERT, TTS Serveri{TT TSI AHE (B AFD)
*'serviceType": EEHIENURGSZREYSE
*'hostName'": {FER A4 R IBRSS SR BRI MAIEN LR
* 'userData": AFMIE(EE
[ERERBEZ MEIEERIRTCOI S FESBERSHHERX B EERSETS0MNMER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONObject)loop).getString("sessionld"));
}
}
} else if (feeLst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {
logger.info("sessionld: " + feeLst.get/lSONODbject(0).getString("sessionld"));

}
}else {
logger.info("feeLst error: no element.");
}
}
}
4.2.3 Python
=] IESEHAPI, FEIWAZERAPI, JEEREHAPI
REEK Python 3.0% LA _ERRZAS
S|FEE requests 2.18.1

1. 1BB1T FEZ%%EPython 3.x, HERIMSEE.
2. FIF&<S1TEO, HiTpip install requestsin,
3. HiTpip listBEELEER.,
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B

o ARIAPriRDemofEiR MRS AVSIER, AIRESIS R AKIERIER, ENEEMN
EZRABXEERIVEBAIENE, LISRAFPIT ABIEZRIZDRIRF

o ARXIEFTiADemofX AT INREER, FARIFEFERHITREER.

o ANHEERVESE, FHURHTRLIEHRIE.

“IESEH API” (HIEEB)

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #EZE5c(Fpip install requestsap$ LK
import time
import uuid
import hmac

from hashlib import sha256

#MEESE TR ES-RIEEIR KRB N EUE B LinME

base_url = 'https://{domain}:{port} #APPHE\ tthtit TOSLARSS AT /4% 15 &4 9 ChE
appKey = "*appKey**#1BE B A1 FHappKey, ISEARFS BT T4 15 B9 SLhrE
appSecret = "**appSecret**'#i5 5 BANN FiJappSecret, WLRSZ AT T A&, 5 HLIRME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def voiceNotifyAPI(displayNbr, calleeNbr, playInfoList):
if len(displayNbr) < 1 or len(calleeNbr) < 1 or playInfoList is None:
return

apiUri = '/rest/httpsessions/callnotify/v2.0' #v1.0 or v2.0
requestUrl = base_url + apiUri

header = {
'Content-Type': 'application/json;charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK'": buildAKSKHeader(appKey, appSecret)

}
jsonData = {
# WESH
'displayNbr": displayNbr,#=E M FPFHELixHRB RS,
'calleeNbr": calleeNbr,# & I EIURTEr &3 THOMEIU S
'playlnfoList': playInfoList#BRUEEIIZE, AT, BNMEREEETHSHETLIAER.
# IEESH
# 'statusUrl": ", #1% & SPIZITIRZS EIRAYURL, Bk {EE FEBASE6 447
# ‘feeUrl": ", IR ESPEEKGE S FIRAYURL, ZEK({EFBASE644RED
# 'returnidlePort”: 'false', #iB 2B EEREEA=HITIiEOE
# 'userData": 'customerld123' #iEFHAFRIMEEE
}
try:

r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #FTEDNARNZER
except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode('utf-8')) #TEMEEIRSE
pass
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def getPlayInfoList(notifyVoice, templateld, templateParas):
playInfoList = [{
'notifyVoice'": notifyVoice,
'templateld": templateld,
'templateParas": templateParas

# ‘collectind": 0, #2HBHITIS
# 'replayAfterCollection": 'false', #i& & 2B EW SIEEHIEMnotifyVoiceTitemplatel S ERIK S
# ‘collectContentTriggerReplaying": '1' #iI8 Bfit& ESIFMZHWERS

1

return playlnfoList

if _name__=='_main_"
playInfoList = getPlayInfoList('notifyvoice.wav', 'xxxxxx', ['3', ' ABAREIEI]')
voiceNotifyAPI ('+86531#+++4! 1486135+ playinfoList)

“IFENPRZSERD API” AESEEG)

-*- coding: utf-8 -*-

Iy D
ERFAREIESBIETFSRIFI S M@Y= B
import json

#IFIYSEEENIFG]

jsonBody = json.dumps({

'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+86138* !,
'called": '+86138* 1!,
'userData": 'customerld123'

}).encode(‘ascii')

print(jsonBody)

ERIBES EO R

@see: FHATLAZEO I /E

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #{&iBETiE Ef#Hr"jsonObj
eventType = jsonObj['eventType'] #1BEISE (4R

if (‘fee' == eventType):
print('EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusinfo = jsonObj['statusinfo'] #IFILIKESHHEE

print(‘eventType: ' + eventType) #3JENBFNSS{4EEY

#callout: IFHEME
if (‘callout' == eventType):

m

Example: ItbRELABEHTsessionld ol ISR BT S8 B 1TSE PR E

'timestamp': IZIFIUE & EIHEE @I SHIUNIXAT B2
'userData": FBFMiEEE

'sessionld': EiFHEREAIFRIRID

‘caller: NS

‘called": #N4SH3
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if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: IRESEHE
if (‘alerting' == eventType):

m

Example: HAbLAfEHTsession|d a6l S R B BT TR S 8t B ITSEIER 2

'timestamp': IZIFIHH L EMNESEBIEFSHIUNIXETEEE
'userData": HFMiEEE
'sessionld": EiEHEREHIFRAID
‘caller": ENUSHZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: WS4
if (‘answer' == eventType):

m

Example: HAbLAfEHTsessionld a6l B R B BT T S EFF B 1TSEIER A2

'timestamp': iZF S A ENESEIEFESHIUNIXETEEE
'userData": HFKEIER
'sessionld": EiFHEREHIFRAID
‘caller": ENUSHZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#oollectinfo: HMEWSEREM (NNATFESENTS
if (‘collectinfo' == eventType):

m

Example: It4ELARHTdigitinfo ol iSRRI R S 8 BT SEIARAL R

'timestamp': iZF S A ENESEIEFESHIUNIXETEEE
'sessionld": EIEHEREHIFRAID
'digitinfo: MBS HEP, BEBIEFENTAEHITHEKSRIENERER
if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitinfo'])
return
#disconnect: EHZE
if ('disconnect' == eventType):

m

Example: HbLAfEHTsessionld a6l B R B BT TR S EFF B 1TSEIER AR

‘timestamp': IZIFIUSE & EHESBIEF A AIUNIXAT a2
'userData": FHFKEIER
'sessionld': EIEHEREAIFRIRID
‘caller: NS
‘called": #NUSH
‘partyType": AR EE (MEIESRETSIES
'stateCode": WIFENHIREE
'stateDesc": BIEFENAYEREAIHEIA
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])

return

1 0o

if _name__=='_main_"
onCallEvent(jsonBody) #IFENUSE{4+4a1E

“JEEATEAN API” (XHBHEGY

-*- coding: utf-8 -*-
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ERFEKEIESRIAF AR RBIAgECIE
import json
HIERIBEIREL)

jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
{
'direction”: 0, #1BIERIRFAY S @ LUESBIEEE REE
'spld": 'CaaS_Test_01', #=ZFH=RZKS
'appKey'": 'kadk*****QYnEm2', #FBHYapp_key
'icid': 'CAE-20190124110424-12019775', #IFIUiE RAIE—mR
'bindNum'": '+86755*+++++g! #&8 t)RIFNUAYCallEnabler\5Z3S53, B4R ES TS
'sessionld”: '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, #@iEHEEEHY
HE—FRR
'callerNum’: '+86138****2' #FUSH5
'calleeNum"; '+86138*+*+++1' #ubN-S3
'fwdDisplayNum': '+86138*+2!, #Z&Z TSN B RSB (NEBRIIHFSIET)
'fwdDstNum': '+86138*1" #tLIZIFNURTHIEEIESHE ((NESEITFESET)

'fwdStartTime": '2019-01-24 03:04:31", #4&Z TN I ERIFFIART E] (B S LIS ET)
'fwdAlertingTime': '2019-01-24 03:04:36', #4&1ZIFNIR(ESHIRSATE ((NE S EFASET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4&IF IR ERN M ERE ((ESEBISIET)
'callEndTime": '2019-01-24 03:04:49', #[FNU£E kA E]
‘fwdUnaswRsn': 0, #551EIF MR ERMAIQE50REIE
failTime": ", #FEN, AL AT (E
'ulFailReason': 0, #BiELMAIFE =
'sipStatusCode'": 0, #IFN, IFHAIRKSIPIKEAD
'callOutStartTime': '2019-01-24 03:04:24', #Initcallg9IFH FFH4RTE
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcallf9IF RS ATIE]
'callOutAnswerTime": '2019-01-24 03:04:31", #Initcall 91T R Z5HtE)
'callOutUnaswRsn'": 0, #InitcallA9MFEH£MAIQ850/REE
'dynlVRStartTime": ", #8E X &7SIVRAIARTE (VB S B SET)
'dynIVRPath': ", #EE X aIZSIVRIZR IR ((NES BT =)
'recordFlag': 0, #FESHxA
'recordStartTime": ", # RS FFIARTE (VB S L FHF=E)
'recordObjectName": ", #REX4E ((LEBEIIFZRIET)
'recordBucketName": ", # RS XHFIENIE RS ((NESEIFFSET)
'recordDomain': "', #7FHERE RS (VB S EIITIHSET)
'recordFileDownloadUrl": ", #R& 34 bt ((RES RIS ET)
'ttsPlayTimes": 0, #RIFITTSIHAEAT, EFATTSHISREL
'ttsTransDuration": 0, #8FBTTSINRERT, TTS ServeriH{TTTSHERHSAHL (AR AFD)
'serviceType': '002', #ERS IR HKEYES
'hostName": 'callenabler245.huaweicaas.com', #1554 R AIIRSE SIS X RAIENZ
'userData': " #FAFHIEER
}
]

}).encode(‘ascii')

print(jsonBody)

TRERIBEN

@see: FHAEIUEONEE

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEEf#T9jsonObj
eventType = jsonObj['eventType'] #@HIEE{HEEY

if (‘'fee' = eventType):
print('"EventType error: ' + eventType)
return

if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
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return

feeLst = jsonObj['feeLst']

#Example: AL EEHTsessionld ol 1SR it T e S 8T B 1TSE B R AR
#HERENE S M BIEERNESBIE A EER S THEX BREHERBETS0MER

if (len(feelLst) > 1):
for loop in feeLst:
if ('sessionld' in loop):
print('sessionld: ' + loop['sessionld'])
elif(len(feeLst) == 1):
if ('sessionld' in feeLst[0]):
print(‘sessionld: ' + feeLst[0]['sessionld'])
else:
print(‘feeLst error: no element.");

1 '

if _name__=='_main_"
onFeeEvent(jsonBody) #iFE4ME

4.2.4 PHP

=30 BEEHAPI ., FFINRZEXNAPI. iEEEXNAPI
MEER PHP 7.0%2 LA ERRZAR o
SIFEE -

g1

o RIISFTiADemofEiRIARSSANSIET, AIRERIS RN AERIER, BE
EZRABXEZERIEBAER, LISRAFPITABIEZ RO AR

o AXIEFTiADemofX T INREER, ARIFEFERHITAER.

o AMIEHEERESE, FpFHUIBRLTRE.

M

4.2.4.1 A
{(EFA GRS ES | LA RESC 44
data.php

<?php
/* please replace the appld and secret, when you use the demo. */
// base_url, appid. secretlISERRSSAS T &, 1i5&5 1% 95LhME
$click2call_appid = "*****;
$click2call_secret = "*+*'
$callnotify_appid = "*****
$callnotify_secret = "*****',
$callverify_appid = "*****;
$callverify_secret = "+,
$t_transmit_appid = "+
$t_transmit_secret = "****;
/* please replace the IP and Port, when you use the demo. */
$base_url = 'https://{domain}:{port}';
// The following constants do not need to be modified
function getBaseUrl() {
global $base_url;
return $base_url;

}
function getClick2Call_Appld() {

1
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global $click2call_appid;
return $click2call_appid;

}

function getClick2Call_Secret() {
global $click2call_secret;
return $click2call_secret;

}

function getCallNotify_Appld() {
global $callnotify_appid;
return $callnotify_appid;

}

function getCallNotify_Secret() {
global $callnotify_secret;
return $callnotify_secret;

}

function getCallverify_Appld() {
global $callverify_appid;
return $callverify_appid;

}

function getCallverify_Secret() {
global $callverify_secret;
return $callverify_secret;

}

function getTTransmit_Appld() {
global $t_transmit_appid;
return $t_transmit_appid;

}

function getTTransmit_Secret() {
global $t_transmit_secret;
return $t_transmit_secret;

}

>

util.php

<?php

* buildAKSKHeader

* @param string $appKey

* @param string $appSecret
* @return string

*

function buildAKSKHeader($appKey, $appSecret) {
date_default_timezone_set("UTC");
$Created = date('Y-m-d\TH:i:s\Z'); //Created
$nonce = uniqid(); //Nonce

$base64 = base64_encode(hash_hmac('sha256', ($nonce . $Created), $appSecret, TRUE)); //
PasswordDigest

return sprintf("UsernameToken Username=\"%s\",PasswordDigest=\"%s\",Nonce=\"%s\",Created=\"%s
\"", $appKey, $base64, $nonce, $Created);

}

/**

* createOptions

* @param string $method
* @param string $xaksk

* @return string[1[1[]

i

function createOptions($method, $xaksk, $content) {

// i53kHeaders
$headers = [

'Content-Type: application/json;charset=UTF-8',
'Authorization: AKSK realm="SDP",profile="UsernameToken" ,type="Appkey

"X-AKSK: ' . $xaksk
1

$context_options = [
'http' => [

'method' => $method, // IBEKAIENGET
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'header' => $headers,
'content' => $content,
'max_redirects' =>'0', // FFEEM
'ignore_errors' => true // $REXERIRAD, 75 (R
1,
'ssl' => [
'verify_peer' => false,
'verify_peer_name' => false
]
15
return $context_options;

}

>

4.2.4.2 S84
“SEEE50 AP1” (LEBEEE

voiceNotify.php

<?php
include 'data.php’;
include 'util.php’;

* voiceNotifyAPI

* @param string $displayNbr

* @param string $calleeNbr

* @param string $playlnfoList

i

function voiceNotifyAPI($displayNbr, $calleeNbr, $playInfolList) {

if (empty($displayNbr) || empty($calleeNbr) || empty($playinfoList)) {
return;

}

$method = 'POST,
$apiUri = '/rest/httpsessions/callnotify/v2.0'; //v1.0 or v2.0
$xaksk = buildAKSKHeader(getCallNotify_Appld(), getCallNotify_Secret());

$content = json_encode([
[* WIESE/
'displayNbr' => $displayNbr,//ZEMFFFHLiRAIKEB RS,
'calleeNbr' => $calleeNbr,//%&#EIENYRTEEF TR U ST ,
‘playInfolist' => $playInfolist//BISEFIER, &AZRLN, BMEREREHISEERTLIAER
[* IEESE/
// 'bindNbr' => '+86123456789', //CallEnabler\53 513, EN4FESHD
// 'statusUrl' => ", /IZRESPREEMCIAZS EIRAYURL, E3K(EFIBASE644RTS
/! 'feeUrl' => ", //IRESPIEBIER FRAYURL, ER{FFHBASECAYRED

// 'returnidlePort' => 'false’, /AE AR EREFETHIFIROAHKE
// 'userData' => 'customerld123' /iAZBRAFHIMERER
DA

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

try {
$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiEK
print_r($response . PHP_EOL); // $TEDN@ R4
} catch (Exception $e) {
echo $e->getMessage(); //FTEDERIRIER
}
}

*k

* getPlayInfoList

* @param string $notifyVoice

* @param string $templateld

* @param string[] $templateParas
* @return string[][]

i
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function getPlayInfoList($notifyVoice, $templateld, $templateParas) {
$playInfoList = [
[
'notifyVoice' => $notifyVoice,//iBENEEFHIMEXHS .
'templateld' => $templateld,//[IEZBIHERID, AFEH—IRRNES BRI .
'templateParas' => $templateParas//iIBEEEFIENRAIZEETIER, AFHRORIETtemplateldSHISEN
RS HES,

/! ‘collectind' => 0, // BREHITHS
// 'replayAfterCollection' => 'false, // IR EREEKS EEMIEMnotifyVoicezktemplateldiSEHINES
// ‘collectContentTriggerReplaying' => '1' // R BMASHHSHNKSAE

]
15
return $playlnfolList;

}

$playlnfoList = getPlayInfoList('notifyvoice.wav', 'xxxxxx', ['3', ' ABAREIEI1T);
voiceNotifyAPI('+8653159511234', '+8613500000001', $playInfolList);

?>

“TENYIRZSIEED AP CIBHEBI

callEventimpl.php

<?php

* IS {HEH]

* BREAIEIRTC S FERIIFIU S B IR D@
PSR E LS =

$jsonBody = json_encode([
'eventType' => 'callout’,
'statusinfo' => [
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp' => '2019-01-24 03:04:24',
'caller' => '+8613800000022',
'called' => '+8613800000021'

1
)5
print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//MFNUZE{44 8

* [FNYZE{mEn
* @desc FARBLUEOMRE

* @param jsonBody

function onCallEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); //{5BENE B AR o X BLEE
$eventType = $jsonArr['eventType']; //iBENHH4SEE

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
return;

}
$statusinfo = $jsonArr['statusinfo']; //IFILIKESHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //3JENBANSE{4EEY
//callout: MEHEMHE
if (strcasecmp($eventType, 'callout’) == 0) {

* Example: ItbabLAETsessionldJafl, SRR R R S 8 B4 TSEPAE AL E
* 'timestamp': iZIFAUEE{4 & ERFRTCUV S5 SRIUNIXET [E)EL

*'userData'": FHFMIEEE
* 'sessionld": BIEHEREAIFRIRID
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*caller: E£0YSH3
* 'called": #ENY=5
*/

if (array_key_exists('sessionld', $statusinfo)) {

print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
//alerting: {RESTHEH
if (strcasecmp($eventType, 'alerting') == 0) {

}

* Example: RELARETsessionld /ol SR R i@t Fi e S 83T B 7SE BB R A R

* ‘timestamp': iZIEASE A ERIRTCQI S FEERIUNIXATEEE

* 'userData": AFMIEER

* 'sessionld": BIFHERRAVFRIRID

* 'caller: NS

* 'called": #NUSHI

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

//answer: RIEZE{E
if (strcasecmp($eventType, 'answer') == 0) {

/**

* Example: RELARETsessionld /il 1SR R i@t Fi e S 83T B 7SE BB R AR

* ‘timestamp': iZIEASE A ERIRTCQI S FEERIUNIXATEE

* 'userData": AFMIEEE

* 'sessionld": BIFHERRAVFRIRID

* 'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
/[collectinfo: HEWSEREM NNATFESBENHS
if (strcasecmp($eventType, 'collectinfo’) == 0) {

*k

* Example: ItE4ELABR T digitinfo ol iSIRFH BT PR S M BTSERERALE

* 'timestamp': iZIFIUSEE & ERIRTCULSS T ERIUNIXAT B2
* 'sessionld": EIEHEIEAVFRRID

* 'digitinfo": IEF W SHS=F RTCUSEATFAEHTHEWSIRIFAIERIEIA

*/

if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

}

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {

/**

* ‘timestamp': iZIEASE A ERIRTCQI S FEERIUNIXATEE
* 'userData": AFMIEEE

* 'sessionld": BIFHEREAVFRIRID

*caller: E£0YS73

* 'called": #ENY=5

* 'partyType": HENAIAF 2B (NEESEFHsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENHIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {

* Example: ELARETsessionld /ol 1SR R i@t FT e S 83T B 7SE BB R A2
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print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);
}
return;
}
}

>

“JEBAESN API” (CREHEG)

feelmpl.php

<*‘.:ph p

* TEERIEAN

: ERFAKEIRTCU S FARNERIBAIAIE BN
[[TEERBEIRES)

$jsonBody = json_encode([
'eventType' => 'fee’,
'feeLst' => [
[
'direction' => 0, //iBIERINEIUFSE LARTCU SIS AEE
'spld' => 'CaaS_Test_01', //ZFPH=RZKS
'appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm?2', //N FARYapp_key
'icid' => 'CAE-20190124110424-12019775', //IFNiERAIE—FRR
'bindNum' => '+8675512345678', //A&CItt )X IFENYAICallEnablerdl 33543, BN ES 3
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //i@i& 5%
BEAIMEE—RIR
'callerNum' => '+8613800000022', //Z=NUSH3
'calleeNum' => '+8613800000021', //#&NU-=75
'fwdDisplayNum' => '+8613800000022', //#&ZIFIURTRI B/ RSHE ((ES EIFIARIET)
'fwdDstNum' => '+8613866887021", //4& 1T NURTAYEE S8 (VBB R SIET)
‘fwdStartTime' => '2019-01-24 03:04:31', / /& ZEIFIURIERIFIARTIE (MBS R SRIET)
'fwdAlertingTime' => '2019-01-24 03:04:36', //4& 21T EGRITRESATIE ((RIES ETHRIET)
‘fwdAnswerTime' =>'2019-01-24 03:04:38', //451E IR ERRINE R ((NESRIFHSIET)
'callEndTime' => '2019-01-24 03:04:49', //IFENULERAT(E]
‘fwdUnaswRsn' => 0, //3&HIFIURIELMAIQE50/R E E
'failTime' => ", //IEN, FFHAISLIETE)
'ulFailReason' => 0, //BIELMEIIFLE S
'sipStatusCode' => 0, //IEN, IFHHILSIPIRESED
'callOutStartTime' => '2019-01-24 03:04:24', //Initcal B FFEARTE
'callOutAlertingTime' => '2019-01-24 03:04:27', //Initcall {9 H IR AT E
'callOutAnswerTime' => '2019-01-24 03:04:31', //Initcallf90FH N Z5Atta
'callOutUnaswRsn' => 0, //InitcallB9MFEH L MAIQ850REE
'dynIVRStartTime' => ", # & X EIFSIVRIFIARGE (B S BAIDSET)
'dynIVRPath' => ", //EEMEIIVRIZEIRR ((NESBNHSES)
'recordFlag' => 0, //FH&tRR
'recordStartTime' => ", //REFIAIE((REEEIIFIRIETS)
'recordObjectName' => ", //FEXMHE ((UEBEIIHFSIET)
'recordBucketName' => ", //REXHFAENE RS ((NESEHIRET)
'recordDomain’ => ", /[fFHRE X HHRE ((ESEIIFH =)
'recordFileDownloadUrl' => ", //REXE Tt ((MESRIFEASET)
'ttsPlayTimes' => 0, //NZFBTTSINBERT, (ERTTSHIZIREL
'ttsTransDuration' => 0, //RZFATTSIHAERT, TTS Serveri#{TTTSEIRAV S AT (B 0T
'serviceType' => '002', //HEEsIENRI SRS S
'hostName' => 'callenabler245.huaweicaas.com’, //iEE 4R HIIRSE RIS E X NAIENZ
'userData' => " //BFHEER
1
1
)5
print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//IREEALE

* THERIEAN
* @desc IFHABLAZEOSE &
* @param jsonBody
*/
function onFeeEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); //f5BENE B AR 0 X BLEE
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$eventType = $jsonArr['eventType']; //BENS{E2EE

if (strcasecmp($eventType, 'fee') != 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}
$feeLst = $jsonArr['feeLst']; //IENIFERSAHEE

//Example: ERELARRHfTsessionld ol iE1ETE TR 2 5 B 1TCHE XA 12
[FEREINAE B NMEBIEERINRTC S FERFIERSFIEX BREERBIETS0MER
if (sizeof($feeLst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}

}
} else if(sizeof ($feeLst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);

}
}else {
print_r('feeLst error: no element.");
}
}
>
4.2.5 C#
=20 EEIEHAPI, FIPRZERAPI ., {HEEXAPI
REER NET Core 2.0% LA ERRASEL.NET Framework 4.7.15% LA ERR
.
S| HBEE Newtonsoft.Json 11.0.2, i&E&%https://
www.newtonsoft.com/json3kEY .
T

o ARMIEFTiADemofHR LIRSS AUSTEF, ARSI NN ASUERIER, ZIEEN
EZRABXEERIVEBRIENE, LISRAFPIT ABIEZRIZDRIRF

o ARXiHFmiADemofX AT INREER, ARIFEFERHTR(ER.
o ANHEERESE, FHURHITRLIEHRIE.

“IBEEE0 API” {CREHEA

using Newtonsoft.Json;

using System;

using System.Collections;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;
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using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_

{

class VoiceNotify

{

string base_url = "https://{domain}:{port}"; //APPIEAMBLL, TAERRSZHITA,, EEIRHLINE
string appKey = "**appKey**"; //iBEiBXIN FAYappKey, ISLAR ST A&, 1B HLhME
string appSecret = "**appSecret™*"; /iEEEAIN FEYappSecret LRSS AT A&, 1B ISLAME

static void Main(string[] args)

[IHSIEE SR BB B 15 ShRME
ArrayList playInfoList = getPlayInfoList("notifyvoice.wav", "xxxxxx", ["'3", "ABARIEI]"]);
[/EESHBNETHESBETEIREL I SASiE B AL IrS 5.
voiceNotifyAPI("+86531*******4" "+86135***++*1" playInfoList);

}

static void voiceNotifyAPI(string displayNbr, string calleeNbr, ArrayList playlnfoList)
if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(calleeNbr) || Count(playInfoList) < 1)
{

return;

}

string apiURI = "/rest/httpsessions/callnotify/v2.0"; //#URI, v1.0 or v2.0
string requestUrl = base_url + apiURI;

try
{
[/ BB LEEHT TPSIERIAIE RIS L APIR K, BB ZRSIEB(SIEER
//.NET Framework 4.7.1 % LA EhR7AS, &R L3
var sslHandler = new HttpClientHandler()
{

15

HttpClient client = new HttpClient(sslHandler, true);

JMEFNET Framework 4.7. 1k, EREBIITLHE

//HttpClient client = new HttpClient();
//ServicePointManager.ServerCertificateValidationCallback = new

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

RemoteCertificateValidationCallback(CheckValidationResult);

//i&3KkHeaders
client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=

\"UsernameToken\",type=\"Appkey\"");

B

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//i&KkBody

var body = new Dictionary<string, object>() {
[FIAESE/
{"displayNbr", displayNbr},//FEIY P FHLIRHIREBE RS,
{"calleeNbr", calleeNbr},// & EIFIURTERIEFTHIRINS D
{"playlnfoList", playInfoList}//fBRUEEIIZER, &RAZIFS, B MEKEEETHNSHEILIARIE

/RS

J"statusUrl", ", /AR ESPRIBUIRES EHRAIURL R {EFIBASECA4RES
J{"feeUrl", "}, | AR ESPRIKIE S HEHIURL ER{EFIBASECAS
/["returnidlePort", "false"}, /fEREE B R EIFS=RAIFMROHE
//{"userData", "customerld123"} /iR BRFIHEEE

L

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));

//iExKHeadersshfContent-TypeS ]

content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
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Console.WriteLine(response.StatusCode);
var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(res); //fTEDNa R4S

catch (Exception e)

Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //3JENSEIREE
}
}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{3N\"",
appKey, base64, nonce, now);

}

static ArrayList getPlayInfoList(string notifyVoice, string templateld, string[] templateParas)
{
ArrayList playInfoList = new ArrayList(); //IBRUSEFIE AT

[*IHERELARGE—4 playInfoDic, i iNEplayInfoList 95l ISR FE1GEE 2™/

Dictionary<string, object> playlnfoDic = new Dictionary<string, object>();

playlnfoDic.Add("notifyVoice", notifyVoice);

playlnfoDic.Add("templateld", templateld);

playlnfoDic.Add("templateParas", templateParas);

//playInfoDic.Add("collectind", 0); //EB&EHITIS

//playInfoDic.Add("replayAfterCollection”, "false"); /iR B =B EW S EEFIEMnotifyVoicesy
templatel diSERIIES

//playInfoDic.Add("collectContentTriggerReplaying", "1"); /iR EfMAEHHEHKSAE

playInfoList.Add(playlnfoDic); //playInfoListifi0TTE

return playlnfoList;

}

JMEF.NET Framework 4.7.1{RA, BRI T A%
//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
IR
// return true;
11}
}
}

“IFNPRZSEED API” AESEEG)

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{
static void Main(string[] args)

{
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/MR S4B RN 4B
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"Ca“er", Il+861 38*******2"},
{Ilcalled", |I+861 38*******1 Il}'
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IENUZE{44L 1R
}

//] <summary>
[/ WIS E R, AR B LSO
//] </summary>
/// <param name="jsonBody"></param>
static void OnCallEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0iE S &2 AjsonObj

string eventType = jsonObj["eventType"].ToString(); //{B%NZE{43ERY
if ("fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}
if (!jsonObj.ContainsKey("statusInfo"))

Console.WriteLine("param error: no statusinfo.");
return;

}
JObject statusinfo = (JObject)jsonObj["statusinfo"]; //IFIPRESHEHEE

Console.WriteLine("eventType:" + eventType); //4TEDEBRNSE{4-255

//callout: [FEH=HH
if ("callout".Equals(eventType))
{
/**
* Example: IRELAETsessionld ol iR FR TR EE S 803+ B 1TSCIIE XA 12

* timestamp': TSR & AR B E IS T AR UN XA S
* 'userData": AP E(SE

* 'sessionld': BIESEESAIFRIRID

*'caller: EMYSH3

* 'called": #NUSH3

*/

if (statusInfo.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

}
//alerting: 1RESHMH
if ("alerting".Equals(eventType))
{
/**
* Example: IRELAETsessionld ol ISR ER TR FR S 803+ B 1TSC B XA 2

* timestamp': TSR & AR B E IS T AR UN XA a8
* 'userData’: AP EISE

* 'sessionld": EIFHEERAVTIRID

*'caller: EMYSH3

M H%RAS 01 (2026-03-12) WA © EARTERABIRAE 93



EEEE

FRisE

4 HTHA

*'called": #ENY=5

*/

if (statusInfo.ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

}
//answer: RNt
if ("answer".Equals(eventType))

{

/**
* Example: IRELAETsessionld ol ISR ER TR FR S 803+ B 1TSCIIE XA 2

* 'timestamp': ZIFIYEH A EMESBEIEFSAIUNIXATEEE
* 'userData": FAFMIEESE

* 'sessionld": EIFHEERAVTIRID

* 'caller: EMYSH3

* 'called": #NUSH3

*/

if (statusIinfo.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

}
//collectinfo: HEWSEREM (NNATFESENTS

if
{

}

("collectinfo".Equals(eventType))
/**
* Example: tERALABRHTdigitinfo il iE1E ST FR R 250 B 1TSCHIR XA
* 'timestamp': ZIFNYSEH A EMESBEIEFSAIUNIXATEEE
* 'sessionld": BIFHEIRAVFRIRID
* 'digitinfo': EWSA=F, BT BEFENFRERHITHSWSRIENERER
*/
if (statusIinfo.ContainsKey("digitInfo"))
{
Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);
}
return;

//disconnect: EHZE4
if ("disconnect".Equals(eventType))

{
* Example: IbRELAETsessionld il ISR FR TR EE S 803+ B 1TSCIIE XA 12
* 'timestamp': iZIFIUSE A& ERHESBIEFSRIUNIXAT a2
* 'userData": BFMIEEE
* 'sessionld": BIFHEIEAVFRIRID
*‘'caller: ENYSH3
*'called": #ENY=5
* 'partyType": $ENAIRAF 2R (VDS EFaSET
* 'stateCode": WFENNREE
* 'stateDesc': WIFHENHIREERTER
*/
if (statusIinfo.ContainsKey("sessionld"))
{
Console.WriteLine("sessionld:" + statusinfo["sessionld"]);
}
return;
}
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“JEEAEEN AP1” LEBEEE

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;

using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

{
{

class Feelmpl

static void Main(string[] args)

{
/FESEANEER

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "fee"},
{"feeLst", new object[] {

new Dictionary<string, object>(){

{"direction", 0}, //A@IERIFNY S, LA BIRFE LELE

{"spld", "CaaS_Test_01"}, //ZFPHITIRSZWKS

{"appKey", "kad4k***Em2"}, //RiFBRYapp_key, TIEIRSZAS Tk iSE R ISEFRE
{"icid", "CAE-20190124110424-12019775"}, //IENLI2 RAIHE—TH

{"bindNum", "+8675512***78"}, //&2ItL;RIFIYAYCallEnablerl53 543, B4 ES TS
{"sessionld",

"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiEsEIRATME—ITT

%)
%)

}
b

}

}

{"callerNum", "+86138*++0022"}, //E0USF3

{"calleeNum", "+86138**+0021"}, /IS

{"fwdDisplayNum®, "+86138"*0022"}, //4&iZIFMESHE RS ((NIEE EIF7RET)
{"fwdDstNum", "+86138"*+7021"}, //#&1ZIFIRTRISEIES 13 (BB RIFHARET)

{"fwdStartTime", "2019-01-24 03:04:31"}, //#&iZIFIRIERIFHIART(E) (BB RIFIZARIET)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, /A X IFARIFIGRURISATE) ((UEBRIFDS

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //#&iIFI IR RN ERIE ((RIEEEIFH=

{"callEndTime", "2019-01-24 03:04:49"}, //MEN£EERATE]
{"fwdUnaswRsn", 0}, //3&#&IFIUIRIERMAIQE50/REE

{"failTime", "}, //IEN 1T HISCMATIE]

{"ulFailReason", 0}, /{BIELMHANFLE =

{"sipStatusCode", 0}, //IFN,FEHHILIISIPIRZSHD

{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcallf9IEHFFEARTIE]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //InitcallB9IE R4t E]
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //InitcallgdnEH RrEsAdia)
{"callOutUnaswRsn", 0}, //Initcallf9IFEHELMAIQ850/REE
{"dynIVRStartTime", ""}, //EEXFSIVRIFIARE (MBS BESET)
{"dynIVRPath", "}, //EE M EZSIVRIZEEIZEZ ((NESBIIZ =ESS)
{"recordFlag", 0}, //F&trR

{"recordStartTime", ""}, //REFIARTE ((ESEFHRIET)
{"recordObjectName", ""}, //FREXHE ((NESCFBa=ET)
{"recordBucketName", ""}, //REXHFIENBRE ((NESEIIHFSIET)
{"recordDomain", ""}, //fZBRE 4RI E (MBS EIIHFSIET)
{"recordFileDownloadUrl", ""}, //FRE3X4 FEMUt ((NESEIFHSET)
{"ttsPlayTimes", 0}, //RZFHTTSINAERT fEEFATTSHISUREL
{"ttsTransDuration", 0}, //RZFATTSIHRERT, TTS Serveri#{TTTSEARHIZAHE (BRA AT
{"serviceType", "002"}, //#ETIFIUAILISSEBUER

{"hostName", "callenabler245.huaweicaas.com"}, //i&EE 4 RIBR B RIS FZ XM AT Z
{"userData", "customerld123"} //FBFHEEE

Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iEEaRbE

}

/// <summary>
/1] VERER, AR R LA O S e

//] </summary>
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/// <param name="jsonBody"></param>
static void OnFeeEvent(string jsonBody)

{

JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0E S &2 AjsonObj

string eventType = jsonObj["eventType"].ToString(); //iB%NZE{43ERY
if (!"fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}
if (ljsonObj.ContainsKey("feeLst"))

Console.WriteLine("param error: no feelLst.");
return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //FFIIFEHHEE

//Example: WALLAEHTsessionld /ol 1S R T T e S 8 F B 1TSE B R A2
[FEREIRNB SN BIEERMESBIEFESBEREHIEE BREERSIETS0MNER
if (feeLst.Length > 1)

foreach (JObject loop in feeLst)
if (lLoop.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + loop["sessionld"]);
}
}

}
else if (feeLst.Length == 1)

{
if (feeLst[0].ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);
}
}

else

Console.WriteLine("feelLst error: no element.");
}
}
}
}

4.3 {EFIERAEEA

4.3.1 Node.js

it AHEFREE, ZiSTERNode js{URRFGIHT ﬂ,LJ, AEEOEARE, 52

FJava. python. PHPEC#UEBHERI, EEEAMERITINEEA .

=2 IESWIEBIESRAPL. [FIWKERIAPI . (EEEIAPI
BER Node.js 4.4.4% LA FRRZAS

5| FEEE -
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B

o ARNISFTiADemofHiRIARSSAUSTEF, ARSI ASUERIER, ZIEEMN
EZRABXEERIVEBAIEN, LISRAPIT ABIEZRIZDRIRF

o ARNAFriRDemofXBTFIREER, ARFEFERHTEIER.

o ANHEERESE, TR TRLIEHRIE.

4.3.1.1 4K
{(EFA GRS ES | LA RESC 4
data.js

exports.data = {
//base_url(APPEEAMBLIL) . appid. secret, SRR AT T A&, IEE G FISLIME
/* please replace the appld and secret, when you use the demo. */
click2call_appid: "*****",
click2call_secret: "+,

callnotify_appid: ",
callnotify_secret: "*****",

callverify_appid: "=,
callverify_secret: "+,

t_transmit_appid: ",
t_transmit_secret: ",

/* please replace the IP and Port, when you use the demo. */
base_url: 'https://{domain}:{port}'

reqUtil.js

/*jshint esversion: 6 */
var data = require('./data.js');
var url = require('url');
/**
* Build the X-AKSK value.
* @param appKey
* @param appSecret
* @returns
function buildAKSKHeader(appKey, appSecret){
var crypto = require('crypto');
var util = require('util’);
var time = new Date(Date.now()).tolSOString().replace(/.[0-9]+\Z/, 'Z'); //Created
var nonce = crypto.randomBytes(16).toString('hex'); //Nonce
var passwordDigestBase64Str = crypto.createHmac('sha256', appSecret).update(nonce +
time).digest('base64'); //PasswordDigest
return util.format('UsernameToken Username="%s",PasswordDigest="%s",Nonce="%s",Created="%s"",
appKey, passwordDigestBase64Str, nonce, time);

*k

* Build the options value.

* @param method

* @param uri

* @param queryParams

* @param xaksk

* @returns

i

function createOptions(method, uri, queryParams, xaksk){
if(method === undefined || method === null){
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return;
}
var path;
if(queryParams === undefined || queryParams === null){
path = uri;
}else {
path = uri + '?' + queryParams;
}
var headers = {
'Content-Type': 'application/json; charset=UTF-8',
'Authorization': 'AKSK realm="SDP" profile="UsernameToken",type="Appkey"',
'X-AKSK': xaksk
b3
var urlobj = url.parse(data.data.base_url);
var options = {
host: urlobj.hostname,
port: urlobj.port,
path: path,
method: method,
headers: headers,
strictSSL: false,
rejectUnauthorized: false
b3
return options;
}
module.exports = {
buildAKSKHeader,
createOptions

I

4.3.1.2 S84
“IEEIRUERRIHSE API” {CHEHER

voiceVerificationCode.js

/*jshint esversion: 6 */

var https = require('https');

var data = require('./data.js');

var util = require('./reqUtiljs');

* voiceVerificationCodeAPI

* @param displayNbr

* @param calleeNbr

* @param languageType

* @param preTone

* @param verifyCode

* @returns

i

function voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType, preTone, verifyCode) {

if(displayNbr === undefined || displayNbr === null || calleeNbr === undefined || calleeNbr === null) {

return;

if(languageType === undefined || languageType === null || preTone === undefined || preTone === null) {
return;

if(languageType === verifyCode || languageType === verifyCode) {
return;

}

var method = 'POST;

var uri = '/rest/httpsessions/callVerify/v1.0';

var xaksk = util.buildAKSKHeader(data.data.callverify_appid, data.data.callverify_secret);

var options = util.createOptions(method, uri, null, xaksk);

var body = {
[* RS/
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'displayNbr": displayNbr,//FEIU R FHLIRHIREE RS,
'calleeNbr": calleeNbr,//#IHFAFZixHIKE R RS,
'languageType": languageType,//3R RS IBANE S 28,
'preTone': preTone,//fERIEEIGIERS 2 BB BB MAYNE S1F3Z
'verifyCode': verifyCode//3&iFRS: R3Z1F0 ~9H9E=, HmA8Mi,
[* EESE ¢/
// 'bindNbr": '+86123456789', //CallEnabler\/53S43, B4R ES I
/! 'posTone': 'postone.waV', /AERIB S IIERSZ 57 EREHAIRE X IHE
// 'times": 3, //ABHBUXEL0~9
// 'statusUrl': 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BFREUBIRIRSEEES RPN
statusUrl
// ‘feeUrl": 'aHROcDovLzIxOC40LjMzLjU10jg40DgvdGVzdA==", //BFRENEREEEISRKP NN feeUrl
// 'returnldlePort": 'false', /i8R BEIREFATHRIFIHOHE
// 'userData': 'customerld123' //iZ2BERAFRIMEES

Y
var req = https.request(options, function (res) {
var resHeaders = JSON.stringify(res.headers);
res.setEncoding('utf8');
res.on('data’, function (chunk) {
console.log(chunk);
Bk
b

req.on(‘error', function(e) {
console.error('problem with request: ' + e);

b

console.log(JSON.stringify(body));

req.write(JSON.stringify(body));

req.end();

}
voiceVerificationCodeAPI('+8653159511234', '+8613500000001', 2, 'test.wav', '1234');

“TENYPIRZASEED AP CTBHERI

callEventimpl,js

*k

* IFNY S En
* BREGKEIRTCU S FERINFIYEHERNAIE OIEH
/[DFNY S ENIE5)

var jsonBody = JSON.stringify({
'eventType': 'callout’,
'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,
'timestamp': '2019-01-24 03:04:24',
‘caller": '+8613800000022',
'called": '+8613800000021'
}
hH

console.log('jsonBody:', jsonBody);

* IFIUSEHEED

* @brief FEARBLAZEONEE

* @param jsonBody

i

function onCallEvent(jsonBody) {
var jsonObj = JSON.parse(jsonBody); //{SBRIE ST 9jsonObj
var eventType = jsonObj.eventType; //1BE1S{43EEY

if (‘'fee' === eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('statusinfo')) {
console.log('param error: no statusinfo.');
return;

}
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var statusInfo = jsonObj.statusinfo; //IEIPREHEHEE
console.log(‘eventType:, eventType); //3TENBEISS{H2LEY
//callout: [FEHEHE
if (‘callout' === eventType) {
* Example: tRELARETsessionld /il SR e i@t Fi e S 83T B 7SE B R AR
* 'timestamp': iZIFIUSEE & ERIRTCULSSFERIUNIXAT B
* 'userData": AFMIE(EE
* 'sessionld": BIFHERRAVFRIRID
*caller: E£0YS13
* 'called": #ENY=F5
*/
if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
return;
}
//alerting: ¥RESHE
if (‘alerting' === eventType) {
/**
* Example: ItERELARETsessionld /ol SR e i@t Fi e S 83T B 7SE BB R A2
* 'timestamp': iZIFIUSEE & ERIRTCULSSFERIUNIXAT B
* 'userData": HFMIEEER
* 'sessionld": BIFHERRAVFRIRID
*caller: E£0YS73
* 'called": #ENY=5
if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
}
return;
}
//answer: Rt
if (‘answer' === eventType) {
/**
* Example: tRELARETsessionld /ol 1SR R it Fi e S 83T B 7SE BB R A2
* 'timestamp': iZIFIUSEE & ERTRTCUL S5 ERIUNIXAT E1EE
* 'userData": AFMIEEE
* 'sessionld": BIFHEREAVFRIRID
*'caller: E£0YS73
* 'called": #ENY=5
if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);
}
return;
}
/[collectinfo: MEKWSERSEM NNATESBNES
if (‘collectinfo' === eventType) {
* Example: LERALAERHTdigitinfo nfl, iS1E R FR 25 B 1TSCHIR XA
* 'timestamp': iZIFIUSEE & ERIRTCULSS T ERIUNIXAT B
* 'sessionld": BIFHEREAVFRIRID
* 'digitinfo": IE W SIHSRH RTCUSZ AW AE R THEKSRIEIERIBIA
if (statusinfo.hasOwnProperty('digitinfo')) {
console.log('digitInfo:', statusinfo.digitinfo);
}
return;
}
//disconnect: IEHEH
if ('disconnect' === eventType) {
/**
100
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* Example: RELARETsessionld /ol SR R i@t Fi e S 83t B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEEE

* 'userData": AFMIE(EER

* 'sessionld": BIFHERRAVFRIRID

*caller: E£0YS13

* 'called": #ENY=5

* 'partyType": HENAIAF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENHIEREATEIA

*/

if (statusinfo.hasOwnProperty('sessionld')) {
console.log('sessionld:', statusinfo.sessionld);

}

return;

}

}
/MR8
onCallEvent(jsonBody);

“JEEAEEN API” (CROREG

feelmpl.js

/**
* IREREAN
* EPEAKEIRTCU S FERNIERBEIRIE B

*/

[TERERIBENEE

var jsonBody = JSON.stringify({

'eventType': 'fee’,
'feeLst": [
{

'direction": 0,
'spld": 'CaaS_Test_01',
'appKey": 'ka4kESI5s3YyurLTwpx63s9YnEm?2',
'icid": '"CAE-20190124110424-12019775',
'bindNum': '+8675512345678',
'sessionld': '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',
'callerNum': '+8613800000022',
'calleeNum': '+8613800000021',
'fwdDisplayNum': '+8613800000022',
'‘fwdDstNum': '+8613866887021',
'fwdStartTime": '2019-01-24 03:04:31',
'fwdAlertingTime': '2019-01-24 03:04:36',
'‘fwdAnswerTime": '2019-01-24 03:04:38',
'callEndTime": '2019-01-24 03:04:49',
'fwdUnaswRsn": 0,
'ulFailReason": 0,
'sipStatusCode": 0,
'callOutStartTime'": '2019-01-24 03:04:24',
'callOutAlertingTime'": '2019-01-24 03:04:27",
'callOutAnswerTime": '2019-01-24 03:04:31',
'callOutUnaswRsn": 0,
'recordFlag": 0,
'ttsPlayTimes": 0,
'ttsTransDuration'": 0,
'serviceType': '002',
'hostName'": 'callenabler245.huaweicaas.com

}

]
b

console.log('jsonBody:', jsonBody);

* IEEREAN

* @brief IFAABFIUEONEE
* @param jsonBody

*/

function onFeeEvent(jsonBody) {
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var jsonObj = JSON.parse(jsonBody); //{SiB1iE S ##Hr/9jsonObj
var eventType = jsonObj.eventType; // IS {H2EEY

if (‘'fee' == eventType) {
console.log('EventType error:', eventType);
return;

}

if (ljsonObj.hasOwnProperty('feeLst')) {
console.log('param error: no feelst.');
return;

}

var feeLst = jsonObj.feeLst; //FFINRESEHEE

* Example: ItE4ELARHTsessionldafl, BRI TR S 8 BT STIARAE

* 'direction': BIFAIIFAY S E, LARTCU S FEREE
*'spld": EFHIEIRS WS
* 'appKey": RZFRYapp_key
*‘icid": FEILIE RAYME—HRIR
*'bindNum'": et RIEIUFICallEnablerdl 3-S5
* 'sessionld": BIEHEIRAIME—FRIR
*'callerNum": ZNYS3
* 'calleeNum'": #NU=75
* 'fwdDisplayNum': #83ZIFIURTHIE RSB (BB EFHFSIES)
* 'fwdDstNum': E3ZIFNATAYEEIES 15 ((RES R = ET)
* 'fwdStartTime": FZIFIRERNFRB((NEERIIEFSIET)
* 'fwdAlertingTime": #1ZIFIUIRIEERIRE B ((NESRIITFSIET)
* 'fwdAnswerTime'": 5 ZIFNR(ESHINZRTE (VB S CIFFSET)
*'callEndTime': [EAYL5ERATE
* 'fwdUnaswRsn': &3 IFNRIELMAIQE50/F E A
* 'failTime": FEN, IEHAISIAT E])
*'ulFailReason': E@IFLMAIFLE =
* 'sipStatusCode": I, 1T AISKISIPIRZSAD
* 'callOutStartTime": Initcallg9IEH FFa4AT E
* 'callOutAlertingTime": Initcallf9IFH R ES AT E)
* 'callOutAnswerTime": InitcallB90TEH Rz &5 AiE]
* 'callOutUnaswRsn': Initcallf9IEH 2 MAYQ850/E EE
*'dynIVRStartTime": B X &7 IVRFFIARTE ((NiE S BENn S iET)
*'dynIVRPath': BEXEIEIVRIZRIS R ((NES En=ET)
* 'recordFlag": REHRIR
* 'recordStartTime'": REFIRITE((ESEHISRIET)
* 'recordObjectName": RE R ((NESEIFHRIET)
* 'recordBucketName': REXHFIERNB RS ((NESEIFHFSIET)
* 'recordDomain': FFREREMHAEE (NES EIITHSET)
* 'recordFileDownloadUrl": REX & Nl ((ESEIIFHASET)
* 'ttsPlayTimes': K FBTTSIHAEAT A TTSAIEUREL
* 'ttsTransDuration': KZFBTTSINAERT, TTS Serverid# T TTSEEHARI S RHE (BB AFD)
* 'serviceType": #ETIFIUAIVSZERIEE
*'hostName'": {FE 4 pRHIBRSS BEIR B XT MAYEN L2
*'userData": FAFKIEIER
[AERERBZ MBIEERIIRTCISFESKBIERSHIEX SR EERSIERS0MER
if (feeLst.length > 1) {
for ( var i=0; i<feeLst.length; i++) {
if (feeLst[i].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[i].sessionld);

}

}
} else if (feeLst.length === 1) {
if (feeLst[0].hasOwnProperty('sessionld')) {
console.log('sessionld:', feeLst[0].sessionld);
}
}else {
console.log('feeLst error: no element.');

}

}
/AEERSLIE

onFeeEvent(jsonBody);
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4.3.2 Java

iE: (ERRIES YR EREEER.

=] IEEIIEBIHSRAPI. [FINRESSIEREEIAPI
IMEEER JDK 1.6 LA ERRA
S|FE httpclient. httpcore. httpmime. commons-codec.
commons-logging. jackson-databind. jackson-
annotations. jackson-core. fastjson. log4j
A

o ARNISFTiADemofHiRIARSSAUSTEF, ARSI RN ASUERIER, ZIEEMN
ERAEREERIVEBRIEN, LAISRAPINASIEZ IS AIRF

o ARXIEFTiADemofX AT INREER, ARIFEFERHITAER.
o AMIEHERRESE, TR IELNTRE.

4.3.2.1 K
BIE— 1 HRYavall e, FERBLITBREWAERARE.

SrC
v [2] com

v [20 huawei

~ [ demo
GetRecordLink
HostingWoiceEventDemolmpl
VoiceCallMain.java

VoiceMotifyMain.java

VoiceVerificationCodeMain.java

Constant

HttpsUtil

JsonUtil
StreamClosedHttpResponse
StreamUtil

StringUtil

BLATRBERZENABERYD, RERREFHEITIE. RBiE TR utisBR
TRITEREN, BHFERXEHFETIHEERT.

Constant.java

/-k

* File Name: com.huawei.utils.Constant.java
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*
*
*
*
*
*
*
*
*

i

Copyright Notice:

Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

package com.huawei.utils;

public class Constant {

// purchase and get : base_url,appid,secret

// please replace the IP and Port, when you use the demo.
public static final String BASE_URL = "https://{domain}:{port}";

// please replace the appld and secret, when you use the demo.
public static final String CLICK2CALL_APPID = "****x

public static final String CLICK2CALL_SECRET = "*****;

public static final String CALLNOTIFY_APPID = "+,

public static final String CALLNOTIFY_SECRET = "****";

public static final String CALLVERIFY_APPID = "=+,

public static final String CALLVERIFY_SECRET = "+

// The following constants do not need to be
// modified //
/*

* request header

*1. HEADER_APP_AUTH

* 2. HEADER_APP_AKSK

* 3. AUTH_HEADER_VALUE

* 4. AKSK_HEADER_FORMAT

*/

public static final String HEADER_APP_AUTH = "Authorization";

public static final String HEADER_APP_AKSK = "X-AKSK";

public static final String AUTH_HEADER_VALUE = "AKSK realm=\"SDP\",profile=\"UsernameToken\",type=

\"Appkey\"”;

public static final String AKSK_HEADER_FORMAT = "UsernameToken Username=\"%s\",PasswordDigest=

\"%s\",Nonce=\"%s\",Created=\"%s\"";

vi

}

/*

* Voice Call:

*1. VOICE_CALL_COMERCIAL

* 2. VOICE_VERIFICATION_COMERCIAL

* 3. CALL_NOTIFY_COMERCIAL

* 4. VOICE_FILE_DOWNLOAD

*/

public static final String VOICE_CALL_COMERCIAL = BASE_URL + "/rest/httpsessions/click2Call/v2.0";
public static final String VOICE_VERIFICATION_COMERCIAL = BASE_URL + "/rest/httpsessions/callVerify/
.0";

public static final String CALL_NOTIFY_COMERCIAL = BASE_URL + "/rest/httpsessions/callnotify/v2.0";
public static final String VOICE_FILE_DOWNLOAD = BASE_URL + "/rest/provision/voice/record/v1.0";

HttpsUtil.java

package com.huawei.utils;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.config.RequestConfig;

import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpUriRequest;
import org.apache.http.client.utils.URIBuilder;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
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import org.apache.http.conn.ssl.SSLContextBuilder;
import org.apache.http.conn.ssl.TrustStrategy;

import org.apache.http.entity.ContentType;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.|OException;

import java.net.URISyntaxException;

import java.security.KeyManagementException;
import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.List;

import java.util.Map;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

@SuppressWarnings("deprecation™)
public class HttpsUtil extends DefaultHttpClient {
public final static String CONTENT_LENGTH = "Content-Length";

private static CloseableHttpClient httpClient = getHttpClient();

public static CloseableHttpClient getHttpClient() {

}

SSLContext sslcontext = null;

try {
sslcontext = new SSLContextBuilder().loadTrustMaterial(null, new TrustStrategy() {

@Override
public boolean isTrusted (X509Certificate[] arg0, String arg1) throws CertificateException {
return true;

}
1).build();
} catch (KeyManagementException e) {
return null;
} catch (NoSuchAlgorithmException e) {
return null;
} catch (KeyStoreException e) {
return null;

}

// Allow TLSv1, TLSv1.1, TLSv1.2 protocol only

SSLConnectionSocketFactory sslsf = new SSLConnectionSocketFactory(sslcontext,
new String[] {"TLSv1", "TLSv1.1", "TLSv1.2"}, null,
SSLConnectionSocketFactory ALLOW_ALL_HOSTNAME_VERIFIER);

CloseableHttpClient httpclient = HttpClients.custom()
.setDefaultRequestConfig(RequestConfig.custom().setRedirectsEnabled(false).build())
.setSSLSocketFactory(sslsf).build();

return httpclient;

public HostnameVerifier hv = new HostnameVerifier() {

%

public boolean verify(String urlHostName, SSLSession session) {
return true;

}

public void trustAllHttpsCertificates() throws Exception {

TrustManager([] trustAllCerts = new TrustManager[1];
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TrustManager tm = new miTM();

trustAllCerts[0] = tm;

SSLContext sc = SSLContext.getInstance("SSL");

sc.init(null, trustAllCerts, null);

HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
}

static class miTM implements TrustManager, X509TrustManager {
public java.security.cert.X509Certificate[] getAcceptedissuers() {
return null;

}

public boolean isServerTrusted (X509Certificate[] certs) {
return true;

}

public boolean isClientTrusted (X509Certificate[] certs) {
return true;

}

public void checkServerTrusted(java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;

}

public void checkClientTrusted (java.security.cert.X509Certificate[] certs, String authType)
throws java.security.cert.CertificateException {
return;
}
}

public StreamClosedHttpResponse doPostlsonGetStatusLine(String url, Map<String, String> headerMap,

String content) {
HttpPost request = new HttpPost(url);
addRequestHeader(request, headerMap);

request.setEntity(new StringEntity(content, ContentType.APPLICATION_JSON));

HttpResponse response = executeHttpRequest(request);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

public HttpResponse doGetWithParas(String url, List<NameValuePair> queryParams, Map<String, String>

headerMap)
throws Exception {
HttpGet request = new HttpGet();
addRequestHeader(request, headerMap);

URIBuilder builder;

try {
builder = new URIBuilder(url);

} catch (URISyntaxException e) {
System.out.printf("URISyntaxException: {}", e);
throw new Exception(e);

}

if (queryParams != null && !queryParams.isEmpty()) {
builder.setParameters(queryParams);

}
request.setURI(builder.build());

return executeHttpRequest(request);

}

public StreamClosedHttpResponse doGetWithParasGetStatusLine(String url, List<NameValuePair>
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queryParams,
Map<String, String> headerMap) throws Exception {
HttpResponse response = doGetWithParas(url, queryParams, headerMap);
if (null == response) {
System.out.println("The response body is null.");

}

return (StreamClosedHttpResponse) response;

}

private static void addRequestHeader(HttpUriRequest request, Map<String, String> headerMap) {
if (headerMap == null) {
return;

}

for (String headerName : headerMap.keySet()) {
if (CONTENT_LENGTH.equalslgnoreCase(headerName)) {
continue;

}

String headerValue = headerMap.get(headerName);
request.addHeader(headerName, headerValue);
}
}

private HttpResponse executeHttpRequest(HttpUriRequest request) {
HttpResponse response = null;

try {
response = httpClient.execute(request);

} catch (Exception e) {
System.out.println("executeHttpRequest failed.");
System.out.println(e.getStackTrace());

} finally {

try {
response = new StreamClosedHttpResponse(response);

} catch (IOException e) {
System.out.println("IOException: " + e.getMessage());
}
}

return response;

}
}

JsonUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok ok ¥ % X

i

package com.huawei.utils;

import com.fasterxml.jackson.databind.DeserializationFeature;
import com.fasterxml.jackson.databind.ObjectMapper;

import com.fasterxml.jackson.databind.SerializationFeature;
import java.io.|OException;

public class JsonUtil {

private static ObjectMapper objectMapper;
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static {
objectMapper = new ObjectMapper();

// I&EFAIL_ON_EMPTY_BEANSEM, HFIIHENE AN ZE
objectMapper.configure(SerializationFeature.FAIL_ON_EMPTY_BEANS, false);

// IZEFAIL_ON_UNKNOWN_PROPERTIES/E M, Z4ISONZ /R P TF{E ava i gRig BB I, 2 hE
objectMapper.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false);

}

/**

* Convert Object to JsonString

* @param jsonObj

* @return

*/

public static String jsonObj2Sting(Object jsonObj) {
String jsonString = null;

try {
jsonString = objectMapper.writeValueAsString(jsonObj);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonString;

}

/**

* Convert JsonString to Simple Object

* @param jsonString

* @param cls

* @return

*/

public static <T> T jsonString2SimpleObj(String jsonString, Class<T> cls) {
T jsonObj = null;

try {
jsonObj = objectMapper.readValue(jsonString, cls);

} catch (IOException e) {
System.out.printf("pasre json Object[{}] to string failed.", jsonString);

}

return jsonObj;
}
}

StreamClosedHttpResponse.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok ¥ ¥ * X

*/

package com.huawei.utils;

import java.io.|OException;
import java.util.Locale;

import org.apache.http.Header;

import org.apache.http.Headerlterator;
import org.apache.http.HttpEntity;
import org.apache.http.HttpResponse;
import org.apache.http.ProtocolVersion;
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import org.apache.http.StatusLine;
import org.apache.http.params.HttpParams;

@SuppressWarnings("deprecation™)
public class StreamClosedHttpResponse implements HttpResponse {

private final HttpResponse original;
private final String content;

public StreamClosedHttpResponse(final HttpResponse original) throws UnsupportedOperationException,
IOException {
this.original = original;

HttpEntity entity = original.getEntity();
if (entity != null && entity.isStreaming()) {
String encoding = entity.getContentEncoding() != null ? entity.getContentEncoding().getValue() :
null;
content = StreamUtil.inputStream2String(entity.getContent(), encoding);
}else {
content = null;
}
}

@Override
public StatusLine getStatusLine() {
return original.getStatusLine();

}

@Override
public void setStatusLine(final StatusLine statusline) {
original.setStatusLine(statusline);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code) {
original.setStatusLine(ver, code);

}

@Override
public void setStatusLine(final ProtocolVersion ver, final int code, final String reason) {
original.setStatusLine(ver, code, reason);

}

@Override
public void setStatusCode(final int code) throws IllegalStateException {
original.setStatusCode(code);

}

@Override
public void setReasonPhrase(final String reason) throws lllegalStateException {
original.setReasonPhrase(reason);

}

@Override

public HttpEntity getEntity() {
return original.getEntity();

}

@Override

public void setEntity(final HttpEntity entity) {
original.setEntity(entity);

}

@Override
public Locale getLocale() {
return original.getLocale();

}
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@Override
public void setLocale(final Locale loc) {
original.setLocale(loc);

}

@Override
public ProtocolVersion getProtocolVersion() {
return original.getProtocolVersion();

}

@Override
public boolean containsHeader(final String name) {
return original.containsHeader(name);

}

@Override
public Header[] getHeaders(final String name) {
return original.getHeaders(name);

}

@Override
public Header getFirstHeader(final String name) {
return original.getFirstHeader(name);

}

@Override
public Header getLastHeader(final String name) {
return original.getLastHeader(name);

}

@Override
public Header[] getAllHeaders() {
return original.getAllHeaders();

}

@Override
public void addHeader(final Header header) {
original.addHeader(header);

}

@Override
public void addHeader(final String name, final String value) {
original.addHeader(name, value);

}

@Override
public void setHeader(final Header header) {
original.setHeader(header);

}

@Override
public void setHeader(final String name, final String value) {
original.setHeader(name, value);

}

@Override
public void setHeaders(final Header[] headers) {
original.setHeaders(headers);

}

@Override
public void removeHeader(final Header header) {
original.removeHeader(header);

}

@Override
public void removeHeaders(final String name) {
original.removeHeaders(name);

}
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@Override
public Headerlterator headerlterator() {
return original.headerlterator();

}

@Override
public Headerlterator headerlterator(final String name) {
return original.headerlterator(name);

}

@Override
public String toString() {
final StringBuilder sb = new StringBuilder("HttpResponseProxy{");
sb.append(original);
sb.append('}");
return sb.toString();
}

@Override

@Deprecated

public HttpParams getParams() {
return original.getParams();

}

@Override

@Deprecated

public void setParams(final HttpParams params) {
original.setParams(params);

}

public String getContent() {
return content;
}
}

StreamUtil.java

/-k
* Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

E I

*/

package com.huawei.utils;

import java.io.Closeable;

import java.io.|OException;

import java.io.InputStream;
import java.io.InputStreamReader;

public class StreamUtil {
private static final String DEFAULT_ENCODING = "utf-8";

public static String inputStream2String(InputStream in, String charsetName) {
if (in == null) {
return null;

}

InputStreamReader inReader = null;

try {
if (StringUtil.strlsNullOrEmpty(charsetName)) {

inReader = new InputStreamReader(in, DEFAULT_ENCODING);
}else {
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inReader = new InputStreamReader(in, charsetName);

}

int readLen = 0;

char[] buffer = new char[1024];

StringBuilder strBuf = new StringBuilder();

while ((readLen = inReader.read(buffer)) !=-1) {
strBuf.append(buffer, 0, readLen);

return strBuf.toString();
} catch (IOException e) {

System.out.println(e);
} finally {

closeStream(inReader);

}

return null;

}

public static void closeStream(Closeable closeable) {
if (closeable !'= null) {
try {
closeable.close();
} catch (IOException e) {
System.out.println(e);
}
}
}
}

StringUtil.java

Copyright Notice:
Copyright 1998-2008, Huawei Technologies Co., Ltd. ALL Rights Reserved.

Warning: This computer software sourcecode is protected by copyright law
and international treaties. Unauthorized reproduction or distribution

of this sourcecode, or any portion of it, may result in severe civil and
criminal penalties, and will be prosecuted to the maximum extent

possible under the law.

* ok ok ok ok ¥ ¥ ¥ ¥

*/

package com.huawei.utils;

//import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64; // JDK versiona%o¥1.8
import java.util.Calendar;

import java.util.Locale;

import java.util. TimeZone;

import java.util. UUID;

//import org.apache.commons.codec.binary.Base64; //JDK version<1.8
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class StringUtil {

public static boolean strisNullOrEmpty(String s) {
return (null == s || s.trim().length() < 1);
}

public static String buildAKSKHeader(String appKey, String appSecret) throws Exception {
if (StringUtil.strlsNullOrEmpty(appKey) || StringUtil.strlsNullOrEmpty(appSecret)) {
return null;

}

SimpleDateFormat format = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm:ss'Z'"");
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format.setTimeZone(TimeZone.getTimeZone("UTC"));

Calendar calendar = Calendar.getinstance();

String time = format.format(calendar.getTime());

String stNonce = UUID.randomUUID().toString().replace("-", "").toUpperCase(Locale.ROOT);

String str = stNonce + time;

Mac mac = Mac.getinstance("HmacSHA256");

mac.init(new SecretKeySpec(appSecret.getBytes(StandardCharsets.UTF_8), "HmacSHA256"));

byte[] authBytes = mac.doFinal(str.getBytes(StandardCharsets.UTF_8));

String passwordDigestBase64Str = encodeBase64 (authBytes);

return String.format(Constant. AKSK_HEADER_FORMAT, appKey, passwordDigestBase64Str, stNonce,
time);

}

private static String encodeBase64(byte[] bytes) {
if (bytes.length == 0) {
return null;
}else {
return new String(org.apache.commons.codec.binary.Base64.encodeBase64 (bytes),
StandardCharsets.UTF_8);
}
}
}

4.3.2.2 (Ki5HEEH
“TESIRIEEHE API” LIBEES

package com.huawei.demo;

import java.util.HashMap;
import java.util.Map;

import javax.net.ssl.HttpsURLConnection;

import com.huawei.utils.Constant;

import com.huawei.utils.HttpsUtil;

import com.huawei.utils.JsonUtil;

import com.huawei.utils.StreamClosedHttpResponse;
import com.huawei.utils.StringUtil;

public class VoiceVerificationCodeMain {
/] EOBERIREE
private static String status = "";
private static String resultcode = "";
private static String resultdesc = "";
/] EEIERSE OREE
private static String sessionld = "";

IR = oSN = SSEYN
public static VoiceVerificationCode voiceVerificationCodeAP| = new VoiceVerificationCode();

/[ BREOMINRR

private static final String success = "200";
public static void main(String args[]) throws Exception {

// TODO EEFHiinE R & i IGIERSIFEN, A doVoiceVerificationCodeF5i%.
/] ARSI (5 R SERR A AR B AR
VoiceVerificationCodeMain.doVoiceVerificationCode("+8653159511234", "+8613800000001", 2,
"test.wav", "1234");
if (status.indexOf(success) !=-1) {
System.out.println(status);
System.out.println(resultcode + " " + resultdesc);
System.out.println("The session id is: " + sessionld);

}
// TODO FHBERUHASHIESRRT, BFSE " IFIPIASFE SRIERIAPI "2 O SCHMA B ANF0IA SR AU AN T
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// HostingVoiceEventDemolmpl

}

*

* i 2 A NCIE S IR IERBITIURY, AR TS % 2% E RIA TR S 4, AiE S HARIERE O SO FICiR SR
&
*/
public static void doVoiceVerificationCode(String displayNbr, String calleeNbr, int languageType, String
preTone,
String verifyCode) throws Exception {

Boolean retry = false;
// FERESERIEBED BEEMKIN
do {
status = voiceVerificationCodeAPl.voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType,
preTone,
verifyCode);
if (status.indexOf(success) !'=-1) {
retry = false;
/] BN, IERRERIES.
resultcode = voiceVerificationCodeAPl.getResponsePara("resultcode");
resultdesc = voiceVerificationCodeAPl.getResponsePara("resultdesc");
sessionld = voiceVerificationCodeAPl.getResponsePara("sessionld");
}else {
retry = true;
/] B M SREE IR BRI A
resultcode = voiceVerificationCodeAPl.getResponsePara("resultcode");
resultdesc = voiceVerificationCodeAPl.getResponsePara("resultdesc");
/] BIBEER

VoiceVerificationCodeMain.processError();

}
} while (retry);
}

/| BAPIFSRENEZZ 2008 RMBFEIR.

private static void processError() throws InterruptedException {

// TODO 1RIEFEIRISFNEIRASIMIAL I )R
/] AR (5 R SebR T R A s iR
System.out.println(status);
System.out.println(resultcode +
System.exit(-1);
}
}

+ resultdesc);

class VoiceVerificationCode {
[/ FEEIRIERSAPIRIURL
private String urlVoiceVerificationCode;
[/ BEOMRAYE S
private Map<String, String> responsebody;
/1 HttpsSE(R
private HttpsUtil httpsUtil;

public VoiceVerificationCode() {
// P FRttELE
urlVoiceVerificationCode = Constant.VOICE_VERIFICATION_COMERCIAL;
responsebody = new HashMap<>();

}

@SuppressWarnings("unchecked")

/
* Z G| QIR IR SE, ATE S HARIERE O SXOSASMERE S, 1% BRI S HIR, i5RIES S HANE
HNERBTEIRILTIRE.
*/
public String voiceVerificationCodeAPI(String displayNbr, String calleeNbr, int languageType, String
preTone,
String verifyCode) throws Exception {

httpsUtil = new HttpsUtil();

SRR 01 (2026-03-12) WIS © AT BRABRAT 114



=P

FRisE

4 HRTHA

}

/] BESIEB(E{EER
httpsUtil.trustAllHttpsCertificates();
HttpsURLConnection.setDefaultHostnameVerifier (httpsUtil.hv);

// i&3kHeaders

Map<String, String> headerMap = new HashMap<>();

headerMap.put(Constant. HEADER_APP_AUTH, Constant. AUTH_HEADER_VALUE);

headerMap.put(Constant. HEADER_APP_AKSK,
StringUtil.buildAKSKHeader(Constant.CALLVERIFY_APPID, Constant.CALLVERIFY_SECRET));

/] MIEEEER

Map<String, Object> bodys = new HashMap<String, Object>();
bodys.put("displayNbr", displayNbr);//E 04 FFH£2iRAIREB 2S5 .
bodys.put("calleeNbr", calleeNbr);//A&CIFIYRTERAFTHIMEIYSHS
bodys.put("languageType", languageType);//BIFRBIEHENIE S 2B,
bodys.put("preTone", preTone);//ABHIESIIEID 2 Bilss BB MAIM S X143
bodys.put("verifyCode", verifyCode);//3ilERS: R37350 ~ OBYE=F, &=AS( L.
String jsonRequest = JsonUtil.jsonObj2Sting(bodys);

/*

* Content-Typegapplication/json Hi5Kk /5% Fposthd, {#FdoPostlsonGetStatusLine 3 iEfiEhttp

* requestFFEREN NG L.

*/

StreamClosedHttpResponse responseVoiceVerificationCode = httpsUtil
.doPostJsonGetStatusLine(urlVoiceVerificationCode, headerMap, jsonRequest);

// NaRIASE RS Aresponsebody.
responsebody = JsonUtil.jsonString2SimpleObj(responseVoiceVerificationCode.getContent(),
responsebody.getClass());

/1 RENIRAIstatus.

return responseVoiceVerificationCode.getStatusLine().toString();

}

[/ SREXEEANERLH 2
public Map<String, String> getResponsebody() {

return this.responsebody;

}

[/ SREUNBRLH S AP RIEN S
public String getResponsePara(String paraName) {

return this.responsebody.get(paraName);

}

“IFIAZSERN API” 5 “TREIEM API” (HDEEG]

package com.huawei.demo;

import org.apache.log4j.Logger;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONArray;
import com.alibaba.fastjson.JSONObject;

* IFNYSE4mEn AR A EAN
* R AKEIRTCL S SR IEI BB AN AE R IB AN D@

public class HostingVoiceEventDemolmpl {

private static Logger logger = Logger.getLogger(HostingVoiceEventDemolmpl.class);

*k

* [FNYZEH for BT AESEHN/ES RIS
* @param jsonBody

* @breif FHABFIAEONEE

*/
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public static void onCallEvent(String jsonBody) {
/] $EEIOSNiER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // X042 EY

if ("fee".equalsignoreCase(eventType)) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("statusInfo"))) {
logger.info("param error: no statusinfo.");
return;
}
JSONObject statusinfo = json.get)JSONODbject("statusinfo"); // IFIIRESHIHEE

logger.info("eventType: " + eventType); // ¥JEN@FNSE(42LT

//callout: MFEHZHE
if ("callout".equalsignoreCase(eventType)) {

/**

* Example: tRELAEtfrsessionld o ffl, iSi& BT iR 2 #+ B 17CIE X 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMEIER

* 'sessionld": BIEHEIAVARKIRID

*'caller: ENYS43

* 'called": #ENYS5

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//alerting: #RE¥SEMH

if ("alerting".equalsignoreCase(eventType)) {
* Example: thRELAEtrsessionld affl, iSi& R iR 2 #+ B 17CIE XL 12

* ‘timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B

*'userData": FAFMIEIER

* 'sessionld"; BIEHEIAIARIRID

*'caller: ENYS43

* 'called": #ENYS75

*/

if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));

return;

}
//answer: NZZHE{t
if ("answer".equalslgnoreCase(eventType)) {

/**

* Example: thRELAEtrsessionld o ffl, iSi& BT iR 2 #+ B 17CIA X 12

* 'timestamp': iZIFIUSEH & ERIRTCUSS FERIUNIXAT B
*'userData": FAFMIEEE
* 'sessionld": EBIEHEREAIFRRID
*'caller: NS
*'called": #NUSH3
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
//collectinfo: HMEWSEREM (NNATFESENTS
if ("collectinfo".equalsignoreCase(eventType)) {

/**
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* Example: ItE9ELAERHTdigitinfo affl, BRI T S 8 BT STIMAR A E

* 'timestamp': IZIENYSE4 & ERIRTCUV S EEAIUNIXETEIEE
* 'sessionld": BIEHEIZAYFRIRID
* digitinfo': IFWSHRFR RTCUSFEMNFREHITHE W SIRIERNER A
*/
if (statusinfo.containsKey("digitinfo")) {
logger.info("digitInfo: " + statusinfo.getString("digitinfo"));

return;

}
//disconnect: N
if ("disconnect".equalsignoreCase(eventType)) {

/**

* Example: tRELAEtrsessionld affl, iSi& R i 2 #+ B 17CIA X 12

* 'timestamp': iZIFIUSEH&ERIRTCUSS FERIUNIXAT B
*'userData": FAFMIEIER
* 'sessionld": BIEHEIAVARIRID
*'caller: E£NYS43
* 'called": #NUSH5
* 'partyType": $HEHIAIRF LR (VEES CFASES
* 'stateCode": BIFENINEREE
* 'stateDesc': WIFENHIREEATER
if (statusinfo.containsKey("sessionld")) {
logger.info("sessionld: " + statusinfo.getString("sessionld"));
}
return;
}
}

*k

* IHE@AN for iEFEIIT/AEST @A/ B SIS

* @param jsonBody
* @breif FEARBLUZONEE
*/
public static void onFeeEvent(String jsonBody) {
/] $EEISONIER
JSONODbiject json = JSON.parseObject(jsonBody);
String eventType = json.getString("eventType"); // E@ENSEF2EEY

if (!("fee".equalsignoreCase(eventType))) {
logger.info("EventType error: " + eventType);
return;

}

if (!(json.containsKey("feelLst"))) {
logger.info("param error: no feelLst.");
return;

}
JSONArray feeLst = json.get)SONArray("feeLst"); // IEIUiEEBEHEE

/**

* Example: tRELARETsessionld /il 1SR e i@t Fi e S 83t B 7SE BB R A2

* 'direction': EIFAIIFIY TS E, LARTCU S FEEHEHE

*'spld": EFIEIRS WS

* 'appKey": N FEHYapp_key

*‘icid": IFIYIE RAME—RR

* 'bindNum": &It yRIFNYAYCallEnablerll -S43

* 'sessionld": EiFHEERAIHE—IRR

*'callerNum": =1Y=5

* 'calleeNum": #ENIUS75

* 'fwdDisplayNum': #£3ZIFIUATHY B RS1E ((NEB R SET)

* 'fwdDstNum': F& 1IN AT AYEEIE S8 ((EE R IEI=IET)

* 'fwdStartTime'": FEIFIHREIIFFIARTIE (VB S EIITHSIET)

* 'fwdAlertingTime'": $3ZIFINIR(EEAURERATIE (VB S EIITIHSIET)
* 'fwdAnswerTime'": Z&ZIFNR(ESHIRIZ AT E (B S RS ET)
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* 'callEndTime": IENU£E SRR E]
* 'fwdUnaswRsn': &1 IE IR ERMAIQE50/EE E
* 'failTime": FEN, IEHAISKAT 8]
* 'ulFailReason': WiELMATIRE S
* 'sipStatusCode": I, I ARG SIPIRZSAS
*‘callOutStartTime": Initcallg9ME - Fraaat a
* 'callOutAlertingTime": Initcal [f9IEHRESAT E]
* 'callOutAnswerTime": Initcal B9 R &5 A (E)
* 'callOutUnaswRsn': InitcallA9RFEH £ MAIQ850/R EE
* 'dynlVRStartTime": BEXEISIVRIFEETE (UGBS EIZSET)
*'dynlVRPath': BE X EISIVRIZEIER ((MES @i SET)
* 'recordFlag': FEHRIH
* 'recordStartTime': REFIAB(NESEIIHFSIET)
* 'recordObjectName": REXHE (MBS EIFA=IET)
* 'recordBucketName': REXHATENBRE ((NESEIHASIET)
* 'recordDomain': FFHEREXHEE ((NESEIFFSET)
* 'recordFileDownloadUrl': R4 Rkt ((GESEIIE7 SigL)
* 'ttsPlayTimes': RZFITTSIHREAT {EFTTSHISEUREL
* 'ttsTransDuration": RZFITTSINAERT, TTS Serveri{TT TSI AHL (B AFD)
*'serviceType": EHIENURGZRESE
*'hostName'": {FER A R IBR S SR B XTI MAIENLZ
* 'userData": HFMIE(EE
[FERERBEZ MEIEERIRTCOI S FESBERSFHERX B EERSETS0MNMER
if (feeLst.size() > 1) {
for (Object loop : feeLst) {
if (((JSONODbject)loop).containsKey("sessionld")) {
logger.info("sessionld: " + ((JSONObject)loop).getString("sessionld"));
}
}
} else if (feeLst.size() == 1) {
if (feeLst.get/lSONODbject(0).containsKey("sessionld")) {
logger.info("sessionld: " + feeLst.get/lSONODbject(0).getString("sessionld"));

}
}else {
logger.info("feeLst error: no element.");
}
}
}
4.3.3 Python
=] IESRUEIZASRAPL, IFIPRZEBEAIAPI . 1EREHAPI
MEER Python 3.0% LA ERRZAS
S|FEE requests 2.18.1
1. IBB17 FEiZIPython 3.x, FHEAIMRECE
2. FTRTENO, M1Tpip install requestsdp .
3. HiTpip listBEELEER.,
ikl

o RMISFTiADemofHiRIARSZSAUSIEF, AIRESIS RN AZURRIER, EEEMN
ERABEREERIVEBRIEN, LISBERAPINASIEZEIZSRIRIF

o AIAFriRDemofXBTIIREER, ARFEFERHTEIER.
o AMIEHEEIRHESE, FapEUBRLsHiE.
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“ESRIERT=R API” {CEBEEA

-*- coding: utf-8 -*-
import base64
import hashlib
import requests #EZE56(Epip install requestsip$ 2 aE(KE
import time
import uuid
import hmac

from hashlib import sha256

#IMEESE TR ES-RIE IR RN T8, B8 sLhnE

base_url = 'https://{domain}:{port}' #APPIZ A\ it LIRSS AT T & i & I LFRE

appKey = "**appKey** #i5& [ClIFMN FHRYappKey, ISLARSS AT T A& 15 & 10 A SLiMEIT B ASLIRE
appSecret = "**appSecret**'#i55E]FR FARYappSecret, WEBRSEZHS T & 1510 0 LhMEEZ R NLIME

def buildAKSKHeader(appKey, appSecret):
now = time.strftime('%Y-%m-%dT%H:%M:%SZ') #Created
nonce = str(uuid.uuid4()).replace('-',") #Nonce
digist = hmac.new(appSecret.encode(), (nonce + now).encode(), digestmod=sha256).digest()
digestBase64 = base64.b64encode(digist).decode() #PasswordDigest
return 'UsernameToken Username="{}",PasswordDigest="{}",Nonce="{}",Created="{}"".format(appKey,
digestBase64, nonce, now);

def voiceVerificationCodeAPI(displayNbr, calleeNbr, languageType, preTone, verifyCode):
if len(displayNbr) < 1 or len(calleeNbr) < 1 or len(languageType) < 1 or len(preTone) < 1 or
len(verifyCode) < 1:
return

apiUri = '/rest/httpsessions/callVerify/v1.0'
requestUrl = base_url + apiUri

header = {
'Content-Type": 'application/json;charset=UTF-8',
'Authorization': '"AKSK realm="SDP" profile="UsernameToken",type="Appkey"",
'X-AKSK': buildAKSKHeader (appKey, appSecret)

}

jsonData = {

# WIESH

'displayNbr": displayNbr,#3=14 FBFR FH1£L2imAIREB ERSE

'calleeNbr': calleeNbr,#&#EIFENYATFrRI TRIIU ST

'languageType': languageType #IRIFIOBRANE S A,

'preTone': preTone #BHIEZINIERDZ BiFs 2 REMBIME 43

'verifyCode": verifyCode#3&iFF3: H373F50~oRIH=E, & A8,

# BESH
'posTone': 'postone.wav', #EHBIE S WD Z /5 ZBMATME X143
‘times': 3, #BEHOXEL0~9
'statusUrl": ", #1g B SPIEUUIAS EIRAYURL, K {FEFIBASE6A4RHD
feeUrl": ", #IXESPEIKIEE HIRAJURL, EK{EFEBASE6ASRTL
'returnidlePort’: 'false', #IE 2R EBIRETFA=RFIHOHKE
'userData"; 'customerld123' #iZBRFHKMEEE

HHHHHH

}

try:
r = requests.post(requestUrl, json=jsonData, headers=header, verify=False)
print(r.text) #3JENNMRZER

except requests.exceptions.HTTPError as e:
print(e.code)
print(e.read().decode('utf-8")) #$TENEHRSE

pass

if _name__ =='_main_"
voiceVerificationCodeAPI('+86531*******4' '+86135******1' 2 'test.waV', '1234');
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“IENUIRZSEED APL” {CRBEEGI

-*- coding: utf-8 -*-

Iy AD
ERFAREIESEIETFSRIFI S M@ aYEC B
import json

#IFIYSEHEENIFG]

jsonBody = json.dumps({

'eventType': 'callout’,

'statusinfo': {
'sessionld": '1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com',
'timestamp': '2019-01-24 03:04:24',
‘caller": '+86138** 2!,
'called": '+86138* 1!,
'userData": 'customerld123'

}).encode(‘ascii')

print(jsonBody)

IFOUSE D

@see: FHABLEON S HE

@param param: jsonBody

@return:

def onCallEvent(jsonBody):
jsonObj = json.loads(jsonBody) #{&iBETiE Ef#EHT"jsonObj
eventType = jsonObj['eventType'] #1BEISE{H2EEY

if (‘fee' == eventType):
print('"EventType error: ' + eventType)
return

if (‘statusinfo' not in jsonObj):
print(‘param error: no statusinfo.")
return
statusinfo = jsonObj['statusinfo'] #IFILIKESHHEE

print(‘eventType: ' + eventType) #3JENBANSS{43EEY

#callout: IFHEME
if (‘callout' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT R S8 B TSL IR E

‘timestamp': IZIFIEH L ENESEIEFESHIUNIXETEIE
'userData: FHFIEER
'sessionld": B HERRAIFRRID
‘caller: =3
‘called": #0USH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#alerting: ¥RISSHEME
if (‘alerting' == eventType):

m

Example: ItEAELABEHTsessionld ol ISR BT S8+ B1TSEIAX A E

'timestamp': IZIFIUE & EHEE @I SHIUNIXAT B2
'userData": FBFMIEEE

'sessionld": EiFHEREAIFRIRID

‘caller: NS

‘called": #N4SH3

m

if ('sessionld' in statusinfo):
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print(‘sessionld: ' + statusinfo['sessionld'])
return
#answer: WESHE(4
if (‘answer' == eventType):

m

Example: HAbLAfEHTsessionld a6l B R B BT T S 8t B ITSEIER R

'timestamp': iZFN S A ENESEIEFESHIUNIXETEEE
'userData": FEFKEIER
'sessionld": EIEHEREHIFRAID
‘caller’: ENUSHZ
‘called": #NUSH5
if ('sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return
#collectinfo: MEWSERSM XNBATESBENGS
if (‘collectinfo' == eventType):

m

Example: ItE4ELARHTdigitinfo ol iSRRI S 8 BT SEIARAL R

'timestamp': iZIFIHH & EMNESEBIEFSHIUNIXETEEE
'sessionld": EIEHEREHIFRAID
'digitinfo": MBS HEF, BEBIEFENTAE HITHEKSRIENERER
if (‘digitinfo' in statusinfo):
print(‘digitinfo: ' + statusInfo['digitinfo'])
return
#disconnect: EHZE
if ('disconnect' == eventType):

m

Example: LbLAfEHTsession|d a6l B R B BT T S 8t B 1TSEIE R R

'timestamp': iZF S A ENESEIEFESAIUNIXETEEE
'userData": FHFKEIEE
'sessionld": EIEHEREAIFRIRID
‘caller: NS
‘called": #NIUSH
'partyType": MBI AFEE (VEIESRIETSIES
'stateCode": WFENHIREE
'stateDesc": BIEFENAYERERIEIA
if (‘sessionld' in statusinfo):
print(‘sessionld: ' + statusinfo['sessionld'])
return

1 '

if _name__=='_main_"
onCallEvent(jsonBody) #IFENUZE{4H4a1E

“JEEATEAN API” (XHBHEEGY

# -*- coding: utf-8 -*-

TRERIEAN
ERESREESBIEFEaRIEREAYEOE
import json

#IEEPBEIRE)

jsonBody = json.dumps({
'eventType': 'fee’,
'feeLst": [
{

'direction”: 0, #BIERIIFAY G @ LLESEIEFESHEE
'spld': 'CaaS_Test_01', #=ZFPHI=RSZKS
'appKey": 'kadk******QYnEm2', # L FAHYapp_key
'icid": 'CAE-20190124110424-12019775', #IFIUIZFHIME—IRIR
'bindNum': '+86755* 8" #& eIt )RIFENUAICallEnablenl53=43, BN4BESHI

'sessionld": '1201_612_4294967295 20190124030424@callenabler245.huaweicaas.com', #1@i&sEEAY
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H—HrR
'callerNum’; '+86138*++2' #3245
'calleeNum'; '+86138* 1" sl SFL
'fwdDisplayNum': '+86138*+2' #&iZ[F AT B RSB ((NESEHSET)
'fwdDstNum': '+86138*++++ 1! #EtiZIEURTRUEEIES 1D ((ESOIH7 SiET)

'fwdStartTime': '2019-01-24 03:04:31", #4&Z TN IR ERIFFIART E] (B S LI SET)
'fwdAlertingTime': '2019-01-24 03:04:36', #4&1ZIFNIR(ESHIRSATE (B S EFASET)
'fwdAnswerTime': '2019-01-24 03:04:38', #4&IF IR ERNRZRE ((NESEHBISIET)
'callEndTime": '2019-01-24 03:04:49', #[FNU£E kA E]
‘fwdUnaswRsn': 0, #551EIF MR ERMAIQE50REIE
failTime": ", #FEN, FEH AL KAT(E
'ulFailReason': 0, #BiELMAFE =
'sipStatusCode'": 0, #IFN, IFHAIKKSIPIKZAD
'callOutStartTime": '2019-01-24 03:04:24', #Initcallg9IFH FFHARTE
'callOutAlertingTime': '2019-01-24 03:04:27', #Initcallf9IF RS ATIE)
'callOutAnswerTime": '2019-01-24 03:04:31", #Initcall9ITH R Z5HtE)
'callOutUnaswRsn'": 0, #InitcallA9NFEHEMAIQ850/RFE
'dynlVRStartTime": ", #8E X &h7SIVRAFIARTE ((NE S B SIET)
'dynlVRPath': ", #EEXESIVRIZE IR ((NES B =)
'recordFlag': 0, #FESHRA
'recordStartTime": ", # RS FHHARTE ((NEZEIFHASET)
'recordObjectName": ", #REX4E ((LEBEIIFZRIET)
'recordBucketName": ", # RS XHFIENIE RS ((NESEIFFSET)
'recordDomain': "', #7FHERE 4RSS (VB S EIITHSET)
'recordFileDownloadUrl" ", #R& X4 Nt ((RES RIS ET)
'ttsPlayTimes": 0, #RIFITTSIHAEAT, EFATTSHISREL
"ttsTransDuration': 0, #SZFATTSIHEERT, TTS Serverd{TTTSEEIGHY ST (BRI AFD)
'serviceType': '002', #ERS AL HKEUES
'hostName": 'callenabler245.huaweicaas.com', #1554 R AIIRSE S8 XTI ENF
'userData": " #FAFKIEER
}
]

}).encode(‘ascii')

print(jsonBody)

TRERIBEN

@see: FHAEFIUEONEE

@param param: jsonBody

@return:

def onFeeEvent(jsonBody):
jsonObj = json.loads(jsonBody) #i§iE%0iEEf#T/9jsonObj
eventType = jsonObj['eventType'] #@HIEE{HLEY

if (‘fee' = eventType):
print('"EventType error: ' + eventType)
return

if (‘feeLst' not in jsonObj):
print(‘param error: no feelLst.");
return

feeLst = jsonObj['feeLst']

#Example: AL EETsessionld ol 1SR Rt FT e S 8T B 1TSE B R AR
#HEERE S NBIEERIESBIEFESBEREHIEX BRIEERSIETS0NMER
if (len(feelLst) > 1):
for loop in feeLst:
if ('sessionld' in loop):
print('sessionld: ' + loop['sessionld'])
elif(len(feeLst) == 1):
if ('sessionld' in feeLst[0]):
print(‘sessionld: ' + feeLst[0]['sessionld'])
else:
print(‘feeLst error: no element.");
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1 '

if _name__=='_main_"
onFeeEvent(jsonBody) #i%E4ME

4.3.4 PHP

=30 BEITFRIA=APL, FIRSEAPI . {EEEHAPI
RMEEK PHP 7.0%2 LA ERRAR
SIFEE -

g1

o RMISFTiADemofEiRIARSSAUSIEF, ARSI RN ARURRIER, ZEEMN
EZRABXEZERIEBAERE, LISRAFPIDTABIEZ RO RURF

o ANIEFTiADemofX T INREER, ARIFEFERHITREER.
o AMIEHERIRESE, FpFHUIBRLTRIE.

4.3.4.1 AH4KER

{(EFAF GRS ES | BLA RESC 44
data.php

<?php
/* please replace the appld and secret, when you use the demo. */
// base_url, appid. secretlISERRSSAS T &, i5&5 1% 95LhME
$click2call_appid = "*****;
$click2call_secret = "'
$callnotify_appid = "*****
$callnotify_secret = "*****,
$callverify_appid = "*****;
$callverify_secret = "+,
$t_transmit_appid = "+
$t_transmit_secret = "***+;
/* please replace the IP and Port, when you use the demo. */
$base_url = 'https://{domain}:{port}';
// The following constants do not need to be modified //
function getBaseUrl() {
global $base_url;
return $base_url;

}

function getClick2Call_Appld() {
global $click2call_appid;
return $click2call_appid;

}

function getClick2Call_Secret() {
global $click2call_secret;
return $click2call_secret;

}

function getCallNotify_Appld() {
global $callnotify_appid;
return $callnotify_appid;

}

function getCallNotify_Secret() {
global $callnotify_secret;
return $callnotify_secret;

}

function getCallverify_Appld() {
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global $callverify_appid;
return $callverify_appid;

}

function getCallverify_Secret() {
global $callverify_secret;
return $callverify_secret;

}

function getTTransmit_Appld() {
global $t_transmit_appid;
return $t_transmit_appid;

}

function getTTransmit_Secret() {
global $t_transmit_secret;
return $t_transmit_secret;

}

>

util.php

<?php

/**

* buildAKSKHeader

* @param string $appKey

* @param string $appSecret
* @return string

*

function buildAKSKHeader($appKey, $appSecret) {
date_default_timezone_set("UTC");
$Created = date('Y-m-d\TH:i:s\Z'"); //Created

$nonce = uniqid(); //Nonce

$base64 = base64_encode(hash_hmac('sha256', ($nonce . $Created), $appSecret, TRUE)); //

PasswordDigest

return sprintf("UsernameToken Username=\"%s\",PasswordDigest=\"%s\",Nonce=\"%s\",Created=\"%s

\"", $appKey, $base64, $nonce, $Created);
}

/**

* createOptions

* @param string $method
* @param string $xaksk

* @return string[][1[]

“/

function createOptions($method, $xaksk, $content) {

/] i&KkHeaders
$headers = [

'Content-Type: application/json;charset=UTF-8',
'Authorization: AKSK realm="SDP" profile="UsernameToken" ,type="Appkey

'X-AKSK: ' . $xaksk
15

$context_options = [
'http' => [

'method' => $method, // iEKFERGET

'header' => $headers,
'content' => $content,

'max_redirects' =>'0', // FAEE[G
'ignore_errors' => true // SREXEEIRAD, 75 I

1
'ssl' => [
'verify_peer' => false,

'verify_peer_name' => false

1
i
return $context_options;

}

>
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4.3.4.2 (X1BHEH)
"EEIIEREES AP XTBEEA)

voiceVerificationCode.php

<?php
include 'data.php’;
include 'util.php’;

* voiceVerificationCodeAPI
* @param string $displayNbr
* @param string $calleeNbr
* @param integer $languageType
* @param string $preTone
* @param string $verifyCode
*/
function voiceVerificationCodeAPI($displayNbr, $calleeNbr, $languageType, $preTone, $verifyCode) {
if (empty($displayNbr) || empty($calleeNbr) || empty($languageType) || empty($preTone) ||
empty($verifyCode)) {
return;

}

$method = 'POST,
$apiUri = '/rest/httpsessions/callVerify/v1.0';
$xaksk = buildAKSKHeader(getCallverify_Appld(), getCallverify_Secret());

$content = json_encode([
[* WIESE/
'displayNbr' => $displayNbr,//EIFFFHNLiRAIKE RS,
‘calleeNbr' => $calleeNbr,//&IFIU BT ATIRFTHIMEIUSAD .
'languageType' => $languageType,//BEIFRSEMANE S K8,
'preTone' => $preTone,//ABHIEE IS Bl B EMAYHME XIHS
'verifyCode' => $verifyCode//3GiERS: R37350 ~ OBIE=F, &=ASL,
[* EESEY/
// 'bindNbr' => '+86123456789', //CallEnabler\53 513, EN4FESHD
// 'posTone' => 'postone.wav', /ABEIES L2 5B EBMIIKE X HS
// 'times' => 3, //ABBUXEL0~9
/! 'statusUrl' => ", /A2 B SPIEEKUIAZS_EIRAYURL, ZR{EFIBASECASRTD
// 'feeUrl' => ", /iRESPIEIIE SR CIRATURL, 3K {EFEBASE6ASRAS

// 'returnidlePort' => 'false’, //IBREGEEREFETHIFEMROLHE
// 'userData' => 'customerld123' /AR BERFHIMEEE

1;

$requestUrl = getBaseUrl() . $apiUri;
$context_options = createOptions($method, $xaksk, $content);

try {
$response = file_get_contents($requestUrl, false, stream_context_create($context_options)); // &iXiEK
print_r($response . PHP_EOL); // $JENImR£55R
} catch (Exception $e) {
echo $e->getMessage(); //FTEMEIRIEE
}
}

voiceVerificationCodeAPI('+8653159511234', '+8613500000001', 2, 'test.wav', '1234');
>

“IFENPRZSEED API” AESEEG)

callEventimpl.php

<?php

/**

* IFIYSEHEED

* BPESIEIRTCU ST SRIIFIYSEABEIATE DB
[ FFIUSEHHE OB
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$jsonBody = json_encode([
'eventType' => 'callout’,
'statusinfo' => [

'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’,

‘timestamp' => '2019-01-24 03:04:24",
'caller' => '+8613800000022',
'called' => '+8613800000021'

]

1
print_r($jsonBody . PHP_EOL);
onCallEvent($jsonBody);//IFNYZE{44bIR

* EOY =4 R0
* @desc IFMABLUEOXAENE

* @param jsonBody

function onCallEvent($jsonBody) {
$jsonArr = json_decode($jsonBody, true); // 4GB S MR FEEEIH

$eventType = $jsonArr['eventType']; //BENS{EEE

if (strcasecmp($eventType, 'fee') == 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('statusInfo’, $jsonArr)) {
print_r(‘param error: no statusinfo.");
return;

}
$statusinfo = $jsonArr['statusinfo']; //IFIPRESZEHEE

print_r(‘eventType: ' . $eventType . PHP_EOL); //3JENTEFNSE{42EEY
//callout: [FEH

if (strcasecmp($eventType, 'callout’) == 0) {
* Example: RELARETsessionld /il SR e i@t Fi e S 83T B 7SE BB R A2

* ‘timestamp': iZIEASE A ERFRTCI S FEERIUNIXATEEE
* 'userData": AFMIBEER
* 'sessionld": BIFHEREAVFRIRID
* 'caller: ZNUSHZ
* 'called": #NUSH3
*/
if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);
}
return;
}
//alerting: ¥RESHE
if (strcasecmp($eventType, 'alerting') == 0) {
/**

* Example: RELARETsessionld /ol SR R iRt Fi e S 83T B 7SE BB R AR

* ‘timestamp': iZIEASE A ERFRTCI S EERIUNIXATEEE

* 'userData": AFMIEEER

* 'sessionld": BIFHEREAVFRIRID

* 'caller: ENUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

}

return;

}
/lanswer: RIEZE4
if (strcasecmp($eventType, 'answer') == 0) {

*k

* Example: AR Tsessionld /offl 1SR R i@t Fi e S 83t B 7SE BB R AR
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* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEE

* 'userData": AFMIB(EER

* 'sessionld": BIFHERRAVFRIRID

* 'caller: ZNUSHT

* 'called": #NUSH3

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;

}
//collectinfo: HEWSEREH NATFESENGS

if (strcasecmp($eventType, 'collectinfo’) == 0) {
* Example: tERbLARETdigitinfo ol iSRRI R 2 5 B 7CIiER A B

* 'timestamp': IZIFAYEH & SERIRTCU S FEHIUNIXAT B2,
* 'sessionld": BIFHERRAVFRIRID
* 'digitinfo'": IE K SHS=H RTCUSZ AW AEHTHERSRIEIERIBIA
*/
if (array_key_exists('digitInfo', $statusinfo)) {
print_r('digitinfo: ' . $statusinfo['digitinfo'] . PHP_EOL);

return;

}
//disconnect: EHEH
if (strcasecmp($eventType, 'disconnect') == 0) {

*k

* Example: RELARETsessionld /offl ISR R i T Fi e S 83t B 7SE BB R A2

* ‘timestamp': iZIEASE A ERIRTCQI S EERIUNIXATEEE

* 'userData": AFMIEEER

* 'sessionld": BIFHERRAVFRIRID

*caller: E£0YS73

* 'called": #ENY=5

* 'partyType": HENAIAF 2 (NEESEFEsSIET

* 'stateCode': @EENNREE

* 'stateDesc": BIFENAIEREATEIA

*/

if (array_key_exists('sessionld', $statusinfo)) {
print_r('sessionld: ' . $statusinfo['sessionld'] . PHP_EOL);

return;
}
}

>

“IHEEREAN API” {CROEES
feelmpl.php

<?php

/**

* TEERIEAN

* EPEAKEIRTCU S FERIERBEIRYE B

/
[EERIBENEE
$jsonBody = json_encode([
'eventType' => 'fee’,
'feeLst' => [
[
'direction' => 0, //ABIERIIFIUTS @, LARTQU S FEE HEE
'spld' => 'CaaS_Test_01', //ZFPHI=RZKS
'appKey' => 'ka4kESI5s3YyurL1wpx63s9YnEm2', //N FAAYapp_key
'icid' => 'CAE-20190124110424-12019775', //IFIMiE FHIE—IRR
'bindNum' => '+8675512345678', // A& Lt RIFIUEICallEnablerdl55SH5, BI4BES S
'sessionld' =>'1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com’, //i@i& 5%
EEAIME—HRIR
'callerNum' => '+8613800000022', //FENUSH3
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'calleeNum' => '+8613800000021", //#&NYSH3
‘fwdDisplayNum' => '+8613800000022', //#& = IFIUATHI B RS (S EIFHF=IET)
'fwdDstNum' => '+8613866887021', //4&ZIF AT AVEEIE SIS (BB RIIHFSIET)
'fwdStartTime' => '2019-01-24 03:04:31', //5£3ZIFIUIREFRNFRITE (MBS RIIHFSIET)
‘fwdAlertingTime' =>'2019-01-24 03:04:36', /3= IFIURERRIRIITE (VB S LIHFSET)
‘fwdAnswerTime' => '2019-01-24 03:04:38', //3&1E I EBRINERTE ((NESEIHFSET)
'callEndTime' => '2019-01-24 03:04:49', //IEAULESRAT(E)
‘fwdUnaswRsn' => 0, //4&HIFILRIELLMAYQE50/R E E
‘failTime' => ", //IEN, IFHAIELKAETE)
'ulFailReason' => 0, //BIELEMEIIFLE S
'sipStatusCode' => 0, //IEN, IFHHIELKSIPIRESED
'callOutStartTime' => '2019-01-24 03:04:24", //Initcal [BIIEH FFEEATE]
'callOutAlertingTime' => '2019-01-24 03:04:27', //Initcallf9IF B RS ATIE
'callOutAnswerTime' => '2019-01-24 03:04:31", //Initcallf9MFEH Mz & A E]
'callOutUnaswRsn' => 0, //Initcalli9MFHEMAIQ850/REFE
'dynIVRStartTime' => ", # 5E X EIFSIVRIFIARGE (B S BAIDSET)
'dynlVRPath' => ", //BENIEIVRIZBIRR ((NEE BT =IET)
'recordFlag' => 0, //RStRA
'recordStartTime' => ", //REFIARE ((RESEIFI=IES)
'recordObjectName’ => ", //REMXMHE ((NESEIFFSIET)
'recordBucketName' => ", //REXHFFENERE ((NESETHHSET)
'recordDomain' => ", //[fFHREXHIEE ((NESEIHFSIET)
'recordFileDownloadUrl' => ", //RE XTI ((GES RIS HET)
'ttsPlayTimes' => 0, /M FATTSIHAERT (FFATTSHYEIREL
'ttsTransDuration' => 0, //RZFATTSIHEERT, TTS Serverif{TTTSEEHARY S AT (A FD)
'serviceType' => '002', //HEESIENURI SZHERUSE
'hostName' => 'callenabler245.huaweicaas.com’, //i&EE 4R AIIRS SIS ST MAYEN S
'userData’ => " //FFEES
1
1

print_r($jsonBody . PHP_EOL);
onFeeEvent($jsonBody);//iE AR
* [RERIEAN

* @desc IFMABLUEOX LN E
* @param jsonBody

function onFeeEvent($jsonBody) {

$jsonArr = json_decode($jsonBody, true); //ASBENE B AR 0 X BRI
$eventType = $jsonArr['eventType']; //IBENSE{4-2EE

if (strcasecmp($eventType, 'fee') != 0) {
print_r('EventType error: ' . $eventType);
return;

}

if (larray_key_exists('feeLst', $jsonArr)) {
print_r(‘param error: no feelst.");
return;

}
$feeLst = $jsonArr['feeLst']; //IENIFERSAHEE

//Example: LEAELAfE rsessionld Al iEiZ BT B S B TEHEEE
[AEREINA B NMEBIEERINRTC S FERFIERSFIEX BREERBIETS0MESR
if (sizeof($feeLst) > 1) {
foreach ($feeLst as $loop){
if (array_key_exists('sessionld', $loop)) {
print_r('sessionld: ' . $loop['sessionld'] . PHP_EOL);
}

}
} else if(sizeof ($feeLst) == 1) {
if (array_key_exists('sessionld', $feeLst[0])) {
print_r('sessionld: ' . $feeLst[0]['sessionld'] . PHP_EOL);
}
}else {
print_r('feeLst error: no element.");

}
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4.3.5 C#

=20 EERIHBIASAPI. [FIRZBHAPI. {EEEAAPI

SR NET Core 2.0% LA ERASEL.NET Framework 4.7.1% LA Lk
.

S| HBEE Newtonsoft.Json 11.0.2, i&E&%https://
www.newtonsoft.com/json3kEY .

ik

o RXIGFiADemofHR LIRSS AUSTEF, ARSI RN ASUERIER, ZIEEMN
EZRABXEERIVEBRIENE, LISRAPIT ABIEZRIZDRIRF

o ARXiSFTiRDemofX AT INREER, ARIFEFERHTRER.

o ANHEERXESE, FHREHTRLIEHRIE.

“ESIRIERTR API” {CEBEEA

using Newtonsoft.Json;

using System;

using System.Collections;

using System.Collections.Generic;
using System.Collections.Specialized;
using System.IO;

using System.Net;

using System.Net.Http;

using System.Net.Http.Headers;
using System.Security.Cryptography;
using System.Text;

namespace voicecall_csharp_demo_x_aksk_

{

class VoiceVerificationCode

{
string base_url = "https://{domain}:{port}"; //APPEE bt MISLARSS AT A&, 15 & S SChME
string appKey = "***appKey***"; /1B IEIB L FAYappKey, LRSI T & 1516 /9LFME
string appSecret = "**appSecret™*"; //iIBE IS FRYappSecret, WSEARSSAY T A&, 15 &5 1% HLIRME

static void Main(string[] args)

{
//ERESHBMEFIE S ETRTTREL A BB o6, B iR A EInME
voiceVerificationCodeAPI("+86531*++++4", "+867135+++1" 2 "testwav", "1234");
}

static void voiceVerificationCodeAPI(string displayNbr, string calleeNbr, int languageType, string
preTone, string verifyCode)

if (String.IsNullOrEmpty(displayNbr) || String.IsNullOrEmpty(calleeNbr) ||
String.IsNullOrEmpty(languageType) || String.IsNullOrEmpty(preTone) || String.IsNullOrEmpty(verifyCode))

return;

}

string apiURI = "/rest/httpsessions/callVerify/v1.0"; //#Z[URI
string requestUrl = base_url + apiURI;
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try

[/ BB LEEHTTPSIEFIAIE RIS L APIR K, BB ZRSIEB(SIEER

//.NET Framework 4.7.1 %2 VA_ERRZR, iSRS

var sslHandler = new HttpClientHandler()

{

ServerCertificateCustomValidationCallback = (message, cert, chain, err) => { return true; }

15

HttpClient client = new HttpClient(sslHandler, true);

JMEF.NET Framework 4.7.1FR7R, 5 SE B L

//HttpClient client = new HttpClient();

//ServicePointManager.ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback(CheckValidationResult);

//i&3KkHeaders

client.DefaultRequestHeaders.Add("Authorization", "AKSK realm=\"SDP\",profile=
\"UsernameToken\",type=\"Appkey\"");

client.DefaultRequestHeaders.Add("X-AKSK", buildAKSKHeader(appKey, appSecret));

//i&RkBody

var body = new Dictionary<string, object>() {
[FIAESE/
{"displayNbr", displayNbr},//ZE I FAFPFH LimHIKRE RS
{"calleeNbr", calleeNbr},//&F2IFAURIFrHEFTHIMRAL ST
{"languageType", languageType},/ /B FIBIBANIE S8,
{"preTone", preTone},/fBIE S IEE 2 Blms EHEAIME 43
{"verifyCode", verifyCode}//3&ilEf3: R%1F0~9MIEF, mAS8(i.
[EESE/

//{"posTone", "postone.wav"}, /fBHIES IS 2 fG B 2BV E M43
//{"times", 3}, //{BHBUXEL0~9
//{"statusUrl", "}, //iZESPHEUTIAZS LIRAYURL, B3R (FFBASE6 44T
//{"feeUrl", "}, /A& ESPIEKIEE FIRAYURL, ER{FEFABASECARED
//{"returnidlePort", "false"}, /AEREBRIREIFETHIFIIROHE
//{"userData", "customerld123"} /i ERAFPHIEEE

}

HttpContent content = new StringContent(JsonConvert.SerializeObject(body));
//iExKHeadersshfContent-TypeS ]
content.Headers.ContentType = new MediaTypeHeaderValue("application/json");

var response = client.PostAsync(requestUrl, content).Result;
Console.WriteLine(response.StatusCode);
var res = response.Content.ReadAsStringAsync().Result;
Console.WriteLine(res); //3TENNg Mz £5ER

}

catch (Exception e)

Console.WriteLine(e.StackTrace);
Console.WriteLine(e.Message); //FJENSEIREE
}
}

static string buildAKSKHeader (string appKey, string appSecret)

{
string now = DateTime.UtcNow.ToString("yyyy-MM-ddTHH:mm:ssZ"); //Created
string nonce = Guid.NewGuid().ToString().Replace("-", ""); //Nonce
String str = nonce + now;

byte[] keyByte = Encoding.UTF8.GetBytes(appSecret);
byte[] messageBytes = Encoding.UTF8.GetBytes(str);
using (var hmacsha256 = new HMACSHA256 (keyByte))

byte[] hashmessage = hmacsha256.ComputeHash(messageBytes);
string base64 = Convert.ToBase64String(hashmessage);
return String.Format("UsernameToken Username=\"{0}\",PasswordDigest=\"{1}\",Nonce=
\"{2}\",Created=\"{31\"",
appKey, base64, nonce, now);

SRR 01 (2026-03-12) WIS © AT BRABRAT 130



EEEE

Fxisrm 4 LTHE

}
}

JMEF.NET Framework 4.7. 1 RA, BRI TR AL

//static bool CheckValidationResult(object sender, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)

IR

// return true;

11}

}

}

“IFNPRZSEED API” AESEEG)

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

class CallEventimpl

{
static void Main(string[] args)

{
JPLER =SR2
string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){
{"eventType", "callout"},
{"statusInfo", new Dictionary<string, object>(){
{"sessionld", "1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"},
{"timestamp", "2019-01-24 03:04:24"},
{"caller", "+86138***++"}
{"called", "+86138** 1"},
}
}
b

Console.WriteLine("jsonBody:" + jsonBody);

OnCallEvent(jsonBody); //IFENYZE{44AbIE
}

/// <summary>
/1] TEIYEEEEN AR S AR O S 0
//] </summary>
/// <param name="jsonBody"></param>
static void OnCallEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4G1@E0EE M 9jsonObj
string eventType = jsonObj["eventType"].ToString(); //{BEISE{4-2LEY

if ("fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}

if (!jsonObj.ContainsKey("statusInfo"))

Console.WriteLine("param error: no statusinfo.");
return;

}
JObject statusinfo = (JObject)jsonObj["statusInfo"]; //IENIRSIEHHEE

Console.WriteLine("eventType:" + eventType); //3JEDIEFNSE{FZEEY
//callout: MEHEME

if ("callout".Equals(eventType))
{

SRR 01 (2026-03-12) WIS © AT BRABRAT 131



=P

FRisE

4 HRTHA

*k

* Example: LtERbLAREHTsessionld ol iE1E TR TR 2 8 B1TCHlE XA 18

* 'timestamp": IZIFAYEH A ERTEEBIEFEESUNIXAT 2L
* 'userData": AFMIEEE

* 'sessionld": BIFHEIEAVFRIRID

* 'caller': ZNUSHG

* 'called": #NUSH3

*/

if (statusInfo.ContainsKey("sessionld"))

{
}

return,

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}
//alerting: 1RESHH
if ("alerting".Equals(eventType))

*k

* Example: LtERbLAfEHTsessionld /ol iS1E TR TR 2 8 B1TCHE XA 18

* 'timestamp": IZIFAYEH A ERTEEBIEFEESUNIXAT a2
* 'userData": BFMIEEE

* 'sessionld". BIFHEIEAVFRIRID

* 'caller: ZNUSHG

* 'called": #NUSH3

*/

if (statusInfo.ContainsKey("sessionld"))

{
}

return;
}
[lanswer: RIZEHE4
if ("answer".Equals(eventType))

{

*k

* Example: IRELAETsessionld /ol iR ER TR EE S 803+ B 1TSCIIE XA 2

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

* 'timestamp": IZIFIYEH A ERTEEBIEFEESUNIXAT a2
* 'userData": AFMIEEE

* 'sessionld": BIFHEIEAVFRIRID

* 'caller: ZNUSHG

* 'called": #NUSH3

*/

if (statusinfo.ContainsKey("sessionld"))

{
}

return,

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}
//collectinfo: HMEWSEREMH (NNATFESENGTS

if ("collectinfo".Equals(eventType))
{

*k

* Example: ItE4ELABRHTdigitinfo ol ISR BT PR S 8 B 1TSEIERALE

* ‘timestamp': IZIEISEH LK EIHESBEIEFARUNIXATEEE
* 'sessionld": BiFHERAIFRIRID
* 'digitinfo": EKSHSES, B BIET SN LS HITHSISIRIEIIEREL

if (statusIinfo.ContainsKey("digitInfo"))
{

}

return;

}
//disconnect: EHEH
if ("disconnect".Equals(eventType))

Console.WriteLine("digitInfo:" + statusinfo["digitInfo"]);

132
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{

/**

* Example: LtEZbLAfEHTsessionld /ol iS1E TR BT 2 8 B17CHlE XA 18

* 'timestamp': ZIFIYSEH A EMESBEIEFSAIUNIXATEEE
* 'userData": BFHIEEE

* 'sessionld": BIFHEIEAVFRIRID

*‘caller: ENYSH3

*'called": #£NY=5

* 'partyType": NI 2R (VDB S EFHSET

* 'stateCode': WFENNREE

* 'stateDesc': WIFHENHIREERTER

if (statusIinfo.ContainsKey("sessionld"))

{

Console.WriteLine("sessionld:" + statusinfo["sessionld"]);

}

return;

“JEEATEAN API” (XHBHEEGY

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;

namespace voicecall_csharp_demo_x_aksk_

{

class Feelmpl

{

static void Main(string[] args)

{
| NEERE R

string jsonBody = JsonConvert.SerializeObject(new Dictionary<string, object>(){

{"eventType", "fee"},
{"feeLst", new object[] {
new Dictionary<string, object>(){

{"direction", 0}, //A@IERIFNY S, LA BIRFE LELE
{"spld", "CaaS_Test_01"}, //ZPHI=IRSZWKS
{"appKey", "kad4k***Em2"}, //RiFBRYapp_key, MIEIRSZAS & iSE R ISEFRE
{"icid", "CAE-20190124110424-12019775"}, //MENLIE RAIHE—TIH
{"bindNum", "+8675512***78"}, //&#2ItL)RIFIYAYCallEnablerll53S 43, B4 ES S
{"sessionld",

"1201_612_4294967295_20190124030424@callenabler245.huaweicaas.com"}, //iBiBsERRATM—ITT

%)
%)

{"callerNum", "+86138**0022"}, //ENS
{"calleeNum", "+86138***0021"}, //#&NU=F3

{"fwdDisplayNum", "+86138*0022"}, //4&ZIFIYRIHIE RSB ((RESOIFHA=IER)
{"fwdDstNum", "+86138*++7021"}, //4&iZIFIURTAIEE IR S8 ((RIESLIIFH=IET)

{"fwdStartTime", "2019-01-24 03:04:31"}, //#&iZIFIRIERIFHIARTE) (UEE RIFIZAS=IET)
{"fwdAlertingTime", "2019-01-24 03:04:36"}, /A& ZIFARIFIGRURICATE) ((UEBRIFDS

{"fwdAnswerTime", "2019-01-24 03:04:38"}, //#&iIFI R RN ZERIE ((RIEEEIFH=

{"callEndTime", "2019-01-24 03:04:49"}, //IENULEERATIE]
{"fwdUnaswRsn", 0}, //$c# &I N ERMAYQE50/EEE

{"failTime", ""}, //TEN, IFH A SRS IE]

{"ulFailReason", 0}, //{BIELMHANFLE =

{"sipStatusCode", 0}, //IFN,FEHHILIISIPIRZSHD

{"callOutStartTime", "2019-01-24 03:04:24"}, //Initcallf9IEHFFEARTIE]
{"callOutAlertingTime", "2019-01-24 03:04:27"}, //InitcallF9IE R4t E]
{"callOutAnswerTime", "2019-01-24 03:04:31"}, //Initcallf0F 4 K& A E]
{"callOutUnaswRsn", 0}, //Initcallf9IFEHELMAIQS850/REE
{"dynIVRStartTime", ""}, //EEXFSIVRIFIARE (MBS BIESET)
{"dynIVRPath", "}, //EEMXESIVRIZEEIRZ ((NEZEIIASIES)
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{"recordFlag", 0}, //RS=tFR
{"recordStartTime", ""}, //RSFHANMB((NESEIHFSET)
{"recordObjectName", ""}, //REXHE ((NESEFHF=ET)
{"recordBucketName", ""}, //RENHRENBRE ((NESEIFHFRIES)
{"recordDomain", ""}, //fFFEEXHIHE ((NES EHFSET)
{"recordFileDownloadUrl", "}, //FRSX 4 FEEit (NESEHFSES)
{"ttsPlayTimes", 0}, //RZFATTSINAERT R TTSAYZIREL
{"ttsTransDuration", 0}, //RZFATTSIHRERT, TTS Serveri#{TTTSERHYZATE (BRI AFD)
{"serviceType", "002"}, //HEIFAUAYNISSEEUER
{"hostName", "callenabler245.huaweicaas.com"}, /AEE 4K HIIRSZ 2218 S XM AN S
{"userData", "customerld123"} //BBFPKIEBEE
}
}
}
b

Console.WriteLine(jsonBody);

OnFeeEvent(jsonBody); //iE&aabE
}

//] <summary>

/1] EBRIBEFMABLIEO SIS E

//] </summary>

/// <param name="jsonBody"></param>
static void OnFeeEvent(string jsonBody)

{
JObject jsonObj = (JObject)JsonConvert.DeserializeObject(jsonBody); //4&@E0H S &2 AjsonObj
string eventType = jsonObj["eventType"].ToString(); //iBXNE{43E
if (!"fee".Equals(eventType))

Console.WriteLine("EventType error:" + eventType);
return;

}
if (ljsonObj.ContainsKey("feeLst"))

Console.WriteLine("param error: no feelLst.");
return;

}
JObject[] feeLst = jsonObj["feeLst"].ToObject<JObject[]>(); //MFIFEHEHEE
//Example: tERELAREHTsessionld ol iE1E TR T FrR 2 T B1TCHE XA IR
[FEREINB N BIEERMESBIEFESBEREHIEE BREERSIETS0NMER
if (feeLst.Length > 1)

foreach (JObject loop in feelst)

if (lLoop.ContainsKey("sessionld"))

Console.WriteLine("sessionld:" + loop["sessionld"]);

}
}
}
else if (feeLst.Length == 1)
{
if (feeLst[0].ContainsKey("sessionld"))
Console.WriteLine("sessionld:" + feeLst[0]["sessionld"]);
}
}
else
Console.WriteLine("feeLst error: no element.");
}
}

}
}
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+H >0
API 1515
(REEIY:
AEPIRNEHERS, ENGERRERCr +HFERMBTER, RIEGEENEIRE IR
o
404 TR IE
HAREORE 740405, HCEAPPEARUFTAITURI (ERBERR ) 28
EESIER, BHHER T TBAYNSKURL, a0 “https://
rtccall. myhuaweicloud.cn:443/rest/httpsessions/click2Call/v2.0” ,
ey

BAFEEEIEEXEOSFEEZOREMRERG, MRRGIT:

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

"resultcode":"0",
"resultdesc":"Success",
"sessionld":"1202_566_0_20161228102743@callenablerhome1.com"

}
resultcodeZS MR
SHEVE | mk FRZHiA DISELE Y
0 Success. BKBIN == e
1010001 | Internal RAEIR BRENTZRIE,
system error.
1010002 | Invalid EEFEK, REIEKIETHSHIERES
request. #HEE,
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SHEVE | =Wk FR3ZiiA DISEEE Y

1010003 | Invalid T HJapp_key o KEIEKRETHapp_key=e&iE
app_key. SI1FHs, app_keyM\RIFASTER

MEIREY, HESIE, 1B1EM
AEEREEEEKESH
app_keyFi BRI RS RS
o

1010006 | Invalid Rest ToHIRest AP, BEREOXXEPIEKREE
API. SEXTRIEONEKRSEES

=B,

1010007 | The BPRESERHE . Bt Eapp_keyFrEAIL A=K
ativeState of FPRELTFRERS, &F
User is not REBIRZE, 1BESELEREKF
ACTIVATING. FETHTE, EREATFR

BT, BHRENTERL
E,

1010008 | The status of | app_key#E{EF | BENASERECEISKIE
the app_key | Ao HHapp_keyFiBM AIRESER
is unavailable. EFE,

1010009 | No more APIs | o RIZFIZIYAPI: o RIFFISINAPI: HINIEFEEY
can be app_secretlc app_secret, app_secretp\
invoked. X, “NARETE” TNEIKE,

o HftHAPI: APIX | o HftHAPI: BHEE—DHWE
FEAAELR, B, HEEEN=ZRE
15 R =AY FE AR

1010010 | The flow FERXIREZRE | 1B5ES—oWEBR.
control upper | EfR,
limit is
reached on
the platform.

1010011 | The app is APPREIFIORSAE | BENAEEREEERKIE
not allowed HERIBR o wH9app_keyFi BN IR ERE
to access a FE,
commercial
address.

1010013 | Time out A9 18)#E PR TBIAX-AKSKEENET, SERikE
limit. 1R GRS S3eS =R D) %N

HATEABEIRERK ( BifAZE
EBESEERHA) .

1010021 | Application RN FAAT A, BENASERENERKIE

unavailable. wHJapp_keyFTER FIIREER
FE.

1010022 | Invalid KIFBASX. B BverifyCodeSHAES 2
verification BEE,
code.
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SYEYE | = 2238 )% AbTEREEIN

1010023 | Invalid ENESIEASE. 1 &displayNbrfl
display displayCalleeNbr&2#HIEE 2
number. BEE, 5SEEEREN

“‘BESH” R, &8
%, BIRAZSIBEREHIE
HTE. BiESBESHEIIG
WHEEE, S TNREIES
EEEREEE.

1010024 | Invalid caller | FMEBREE, K¥BcallerNbr2HIEEEH
number. Bk, BA%, BHFREER

ik

1010028 | The APl is not | ILLAPIEZEIEERE. | iBEEKTPRIversionSH A
allowed to be V2OHEMESIBXESH, B
invoked. EIMERIZAPI,

1010040 | The app_key | app_keyi@BIERER | BBREN=ZZRIBIAZ
is not allowed | APIBSRR o app_keyXSNHIN RS EBIE
to invoke the =EE (1EahF. 558
API. 0. 150D ) B

1012001 | Resource of | &EiEREIE, app_keyFNSSHEFRGBRE o
number is not
to be applied.

1012002 | The template | {&#kIDE#ZFKE BRI AESEIREERE
ID is not g, FIANZAZEIRI DR EHZE
approved. g,

1012003 | The template | {&E#RIDATETE BRI SESEIREERE
ID does not HIAZERI DER SR
exist.

1012004 | The template | templateParasfi92 | i EtemplateParastEmAIEE
ID does not HNMHEERNZT | S ENEFItemplateldXd AT
exist. BN BRASPEEINHES—

ESR

1012005 | %s of S#templateParas | iGfuEtemplateParast#EmaYIEE
templatePara | FRI%SAFEER | EEKAEKERETS
s does not EXHIEK, templateldXIRZAYENR WA+
meet TEEN .
template
requirements.

1012006 | The service WESHEKREIB, BRI ARESHBIESE,
number is not
applied.
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SYEYE | = 2238 )% PISELESVE
1012012 | Application NEFXRABRREI | BENASERm/IAEKIE
does not 8e, wHapp_key=2BHB T FZE
open BEo
recording
function.
1013001 | Calls exceed | iBEIXEGFBIISPED | BHFRENZZRIAFIAS
the SP limit. | &R, IFNUE=FRE o
1013002 | Calls exceed | IFNUEFBISAPPHIE | iBEAREN=ZIRMEIAN FEIE
the APP limit. | {&, app_key=Z{}, Y= rRH o
RIEEZ{-
1013003 | Calls exceed | IFIUEGEIISBA | BERERENZZRBAE RS
the display FE, KRB, | BIFIYEERE,
number limit. E ERSRIFIIRER
H, WARREIERSH,
1013004 | Callee in BRPERZSRE | BHFRRENEREIABKILE
blacklist. |, REEE0 BERE,
1013011 | Calleeisnot | #IUERPAEAR | BHREEI=ZREAKINS
on the gk, BRRERS,
whitelist.
1016001 | The record ICRAFE, reEIEKIEGcallerNbril
does not app_keyE2BIESIEH,
exist. app_key \ FHE TR I HEIFREY
FHgiR{ERZcallerNbril
app_keylid “iIEEEFHS
API”
1020001 | Parameter SR, KEBKRIEGHSHEAES
error. #ait.
1020002 | Internal error. | PIEREEIR . BIXRENERGIE,
1020003 | Parameter SHBIR, RIEAPIZ SR S EUEIARN
error. &R, HIEEH AR BSS
HRERETBEY.
1020150 | Invalid app_keyTi; o KEERETNapp_key2HiE
app_key. SIFHs, app_keyM R FASTHER
EIREY, HESIEH, B5EM
AEENEEEIERIETH
app_keyFrf BN IR ESER
=R
1020151 | The bindNum | WEERBEH, WSBSBLR, BHEREER
is invalid. AR,
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SYEYE | = 2238 )% AbTEREEIN

1020152 | Invalid sessionld B - WEIEKEEsessionldES
sessionld. BESIFf, 155 EIFR

session|d2EH “1EZ L7
SAPI” BIBETHNIORGEERY
sessionld&#{E, tBrEIIT
MR SFIERBENAPIZREN

1020154 | Insufficient BEIRORE. BEE—DHEBIR, HEXR

voice ports. N RERPBT BESin
[

1020165 | The number | #BHapp_keyiESF | BHEE—SMMEEIR, HBER
of app_key Ui O EPRE o HER=EIRFZapp_keyxd AT
voice call NABIEEZAIROEET .
ports exceeds
the upper
limit.

1020166 | The app Xfiwapp IPAEH | BEEAZERICEIPHEZER
client ip is not | ZFIFRH, EnbcE LR,
in ip white
list.

1020176 | Authenticatio | #EIXKM, FEEE | IPESNEBUREIZTZ S
n failed, try | if. hiE, B30 tEEI, ik
again later. RENTERPBREZIP,

1023001 | Internal error. | AEREEIR BRFREIERE,

1023002 | Response IR EBAT o BfRE—IREK, BIRRIR
timeout. EINOAEERY, BEARENEE

IR&LIE

1023006 Authorization | HTTPEESLRIKE] | BIEBHTTPEELFETIES
not contained | Authorization= T Authorization=2E&
in the HTTP | E&,
header.

1023007 | realm not Authorization=2E& | i5t@&Authorization=2EZHRY
contained in | kK EIrealm/E EEEE TrealmE .,
Authorization. | t.

1023008 | profile not Authorization=E& | i5f&&EAuthorization=ZERFHY
contained in Rk EprofilefE EEET s profile/EE.
Authorization. | t#.

1023009 | The value of | Authorizationda Bt & Authorizationz2EE+ Y
realm in realmBMEENIZA | realmBHEEESH “SDP”
Authorization | “SDP”
must be SDP.
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SHEVE | =Wk FR3ZHiA PISELEY

1023010 | The value of | Authorizationsh Bt &EAuthorization==E&HY
profile in profilef@l4EMNZ | profileBHERE
Authorization | A “UsernameToken”
must be “UsernameToken
UsernameTok | ” o
en.

1023011 | The value of | Authorizationda Bt EAuthorization=2EZ Ry
type in typeBIHELNIZA | typeEBHEREE
Authorization | “Appkey” , “Appkey” .
must be
app_key.

1023012 | type not Authorization=E; | iBt@&EAuthorizationFEH2
contained in | ARIkEItypelE HigET T typefEiE.
Authorization. | 14,

1023033 | HTTP header | HTTPsLIk#kZIX- BREBHTTPERLHERRIET
not found X- | AKSK=ZEZ, TX-AKSK=ZEZ,

AKSK field.

1023034 | UserName X-AKSKFERFRRIL | IBIEX-AKSKEZERFTHERE
not contained | EJUserName/gtf., | #F r Username/z ik,
in X-AKSK.

1023035 | Nonce not X-AKSKZERhRH | IBHEX-AKSKERFTHIEEE
contained in ZFNonceEt4 . & 7 Nonce[E14%,

X-AKSK.

1023036 | Created not | X-AKSK=EERHFKEL | IBHEX-AKSKEERHRIREIE
contained in | FllCreated/Eft, H T CreatedEE
X-AKSK.

1023037 | PasswordDige | X-AKSKZFEZHFKRIK | IBICEX-AKSKEERHPRIETIE
st not FlPasswordDigest | T v PasswordDigest/&14 .
contained in | B,

X-AKSK.

1023038 | UsernameTok | X-AKSKHi&BIET | IBHEX-AKSKEZERFIHEEE
en not UsernameToken, 5 7 UsernameTokenZ 4k,
contained in
X-AKSK.

- - SRERE S T EMBLEAPL: 5%

IR, iEMLocationskids
SREVFRE 4 T Egdteit .
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IEEEE
Fxisr 6 ENEEE. Q850 FFEIE. MRS

6 EVURENE. Q850 [RR{E. M=

BARESEIEEXEOSEEOERERD, FNAPIHEIRD.

BRZEOMING, 18R “statusUrl” 0 “feeUrl” SEEIERE T ZE KRS EIRAYURL
FHEWOESE HIRAGURL, SEFRINR FBRTISE 7 IR A RO IF 0L E SR 2103t
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IHEREIENT:
POST /status HTTP/1.1
Content-Length: xx

{"eventType":"fee","feeLst":
[{"direction":0,"spld":"CaaS_Test_01","appKey":"kadk******YnEm2","icid":"CAE-20190124110424-12019775","b
indNum":"+8675512***78","sessionld":"1201_612_4294967295_20190124030424@callenabler245.huaweicaa
s.com","callerNum":"+86138****0022","calleeNum":"+86138****0021","fwdDisplayNum":"+86138****0022","fw
dDstNum™:"+86138***7021","fwdStartTime":"2019-01-24 03:04:31","fwdAlertingTime":"2019-01-24
03:04:36","fwdAnswerTime":"2019-01-24 03:04:38","callEndTime":"2019-01-24
03:04:49","fwdUnaswRsn":0,"ulFailReason":0,"sipStatusCode":0,"callOutStartTime":"2019-01-24
03:04:24","callOutAlertingTime":"2019-01-24 03:04:27","callOutAnswerTime":"2019-01-24
03:04:31","callOutUnaswRsn":0,"recordFlag":0,"ttsPlayTimes":0,"ttsTransDuration":0,"serviceType":"002","host
Name":"callenabler245.huaweicaas.com"}]}
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https://support.huaweicloud.com/usermanual-VoiceCall/rtc_02_0009.html
https://support.huaweicloud.com/api-VoiceCall/rtc_05_0022_1.html
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