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o LRAVIRIHFRAFZEFERRARIT—E, BUIGET _cat/pluginsap <RI LIIREY
FERFREIHERIRAS .

- IR ERIBCE XA T
server.port: 5601
logging.dest: /home/Ruby/log/kibana.log
pid.file: /home/Ruby/run/kibana.pid
server.host: 192.168.xxx.xxx //KibanafRSZ2EAYIPHENEEYDNSZFR, EiX{ERlocalhost
elasticsearch.hosts: http://10.0.0.xxx:9200 //Elasticsearch&E£a9i5 a1t

4. BIEAHNICEEEHRECSHBERYEMELAMIP, URLA “http://s8ME2MIP:56017
ZZFKibanaip|gJElasticsearch&E%,

3.5 B# OpenSearch Dashboards #1{aJ33#8 CSS IRSZAY
OpenSearch &Ef?

£9ER PR

HBOSShRAAIOpenSearch DashboardstE{& 373501 CSSIRSSAYIOpenSearchEEES

BAFTER
1. Bl RARSSREECS.
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https://support.huaweicloud.com/ecs/index.html
https://github.com/opendistro-for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0
https://github.com/opendistro-for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0

SIRRRS
= aE

3 CSS &£8fipi0

ECSHEEFMCSSIRSIERER—MNEIFAB =S,
ECSIEEMNZEHEEAMS601IR
ECSEE4PESHMHEARIP,

BREESIEs N =IRSS2EECSHERIER .
2. FREXCSSERSSHIOpenSearch&E$HY 5 altbilt

a.
b.

E=ERESEERTE, BEAENSHMER “SRIEE7
EERIETRSERNE, BERFZIHONER, 7 “AMipatsit” FIXKEFF
ICRERRINMIPHENE<host>, —f&E “<host>:<port>" B
“<host>:<port>,<host>:<port>" =,

HEBIE—IT AN, WMYERI N B SRYIPHBLFNROS, Fi40
“10.62.179.32:9200” ; HEMBBZI TR, HWERREAET RAIPiEE
MiwO=, HE “10.62.179.32:9200,10.62.179.33:9200” ,

3. TEECS_EZ#EOpenSearch Dashboards, FHEMECEI4E

REERRRCE )R BIANT

opensearch.username: "**" //ZS2&EEARE

opensearch.password: """  //Z 2 ERENED
opensearch.ssl.verificationMode: none

server.ssl.enabled: false

server.rewriteBasePath: false

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log

pid.file: /home/Ruby/run/kibana.pid

serverhost: 192.168.xxx.xxx //OpenSearch Dashboardsfg3528HYIPitEit e DNSEFR, EiX{FH
localhost

opensearch.hosts: http://10.0.0.xxx:9200 //OpenSearch&EAYiA itk
opensearch.requestHeadersWhitelist: ["securitytenant","Authorization"]
opensearch_security.multitenancy.enabled: true
opensearch_security.multitenancy.tenants.enable_global: true
opensearch_security.multitenancy.tenants.enable_private: true
opensearch_security.multitenancy.tenants.preferred: ["Private", "Global"]
opensearch_security.multitenancy.enable_filter: false

(AR

o ZRBREEREFH(HFopensearch_security_dashboards, ¥Hi5SEsecurity-
dashboards-plugin,

o LRAVIRMHRAFZEFERRARIT—E, BUIGET _cat/pluginsap <RI LIIREY
FERFREIHERIRAS .

R EENEE X RBIENT:

server.port: 5601

logging.dest: /home/Ruby/log/opensearch-dashboards.log

pid.file: /home/Ruby/run/opensearch-dashboards.pid

serverhost: 192.168. xxx.xxx //OpenSearch Dashboardsfg358sHYIPittit s DNSEZFR, EiX{EH
localhost

opensearch.hosts: http://10.0.0.xxx:9200 //OpenSearch&E&£a9i1a)itEE

4. BN ERIHITECSHPERTEERMIP, URLA “http://38EMIP:56017
EFOpenSearch Dashboardsi5ialOpenSearch&E%,

N5k 01 (2024-08-19)
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https://support.huaweicloud.com/ecs/index.html
https://github.com/opensearch-project/security-dashboards-plugin/tags?after=v1.3.6.0
https://github.com/opensearch-project/security-dashboards-plugin/tags?after=v1.3.6.0

~EERS
= )RR 4 CSS E8HT#8

CSS £EEHTE

4.1 CSS [RZHh Elasticsearch EA%1IARE VPC 285k
mEEE?

Elasticsearch A2 FFEZFIIBARVPCZ EETE, (B2 ABEE LA M5 TIE

*g o
Fix—:

%L‘Mﬁ%%ﬁj"—i’ﬂkglﬂﬁ‘éii%g%ﬁ%[ﬁo BiNEE2 M EBRO SRS ERE
i

1. $TEVPCRL, B XFHEE . BAREESINSEREN .

2. ?;ggéﬁfé, {EFLogstashi#t{TEUEIE S . BIAIRIFISS ILEMLogstashiTiEse
2 o

4.2 EEZIFE Region T8 CSS ££EE?

CSS;Eﬁxi?%E}%E%%, {BRILUBIS OBSIRE IR E RIS N T BT SEINEERE
E* o
o WROBSHEER—IKXI, i52EBDSKERSFITERTZ.

o UNROBSHEEKXIL, BT BEXYSHHTEXINEFIOBSHE, BeE&H
D EIREFRS HTERLTRE

(11 ER
o AEEXEGEHIZA, BRIEBIREEFRENREXEXIT, SNLEEREBEERIFEIR
IRERF R IRIRTIR P

o BRIBHTELNMRET,

HSRRZS 01 (2024-08-19) WRINERE © ARITERARBIRAE 13


https://support.huaweicloud.com/bestpractice-css/css_07_0010.html
https://support.huaweicloud.com/bestpractice-css/css_07_0010.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655036.html
https://support.huaweicloud.com/bestpractice-css/css_07_0009.html
https://support.huaweicloud.com/bestpractice-css/css_07_0009.html
https://support.huaweicloud.com/usermanual-css/css_01_0033.html
https://support.huaweicloud.com/usermanual-obs/obs_03_0003.html
https://support.huaweicloud.com/usermanual-css/css_01_0033.html
https://support.huaweicloud.com/usermanual-css/css_01_0033.html

=HEERRS
= M ialRR 4 CSS E8HT#E

4.3 {FH%E A= Logstash 1 E# Elasticsearch EEE$8Y
Logstash EcE&E {45451

AXLAERHFN B R 2ERZERAICSS Elasticsearch&EEE 61, N 4B{FFLogstashif#T
SEEHIRAME X . HIRINTIE AYiRAYElasticsearchEEEFEBIAR GRS, AILISE
ARSHEBIRRinputiloutputiE R B A S HEEHEL B X4 .

BEERE

BRZHEERRSEEEHS.

HEAMSHFIERE “ SRS > Elasticsearch” , # \Elasticsearch&E$511% ,
T RIm e B AinElasticsearch8E8¥, BEHERIEIR, HNIFIBERMAE.

EEEFENHEEEHEEHER2EN, EBHBHTTIPSIAE, WE4-15T
R, FiZElasticsearchEERER(FERAHTTPSIAIOZ 2 RS,

AN =

4-1 EEERHEN

BEES

vpc
subnet-

P o o L B |
dws e s

HSRRZS 01 (2024-08-19) WRINERE © ARITERARBIRAE 14



SIERRSS
= aE

4 CSS &85

%

& 4-1 TEERFEBZ EHITEIRTRAY Logstash BLE 44

Eeins

LogstashEi & S {46

IR ERFZ A TEIRITR

ELEEEILogstashELE 41

(EFRHTTPID RN 2 &R Z @t TE

L& (FEAATTPIAE ) /Y

a4 Logstashfg & {445
FRHTTPSIHONZEEREZE#HT | Z2EEE (FERAHTTPSAE ) B9
HIETE LogstashEL & 34451

e &R Logstash BLE STHEF

HiRunFl BaVinAYE asticsearchEEF PR IFLZ EIRUAT, LogstashBeEFAISEUN

To

input {
elasticsearch {
# jRimElasticsearchitb it
hosts => ["xx.xx.xx.xx:9200", "Xx.xx.xx.xx:9200"]
# BEIBIERSIPIER, LUESHIR
index => "XXX,XXX,XXX"
# LA REEOABRD AT
docinfo => true
}
}

filter {
# Kig—ULblogstashBE S INKIZFER
mutate {
remove_field => ["@timestamp", "@version"]
}
}

output {
elasticsearch {
# BRYiRElasticsearchitbiit
hosts => ["xx.xx.xx.xx:9200", "xx.xX.xx.xx:9200"]
# BRIRERS B, UTREAMIRGFRE—H
index => "%{[@metadata][_index]}"

# BREIREA_Id, MRAFEREE d, FJLMBRUATXT, HEREHERESETF

document_id => "%{[@metadata] [_id]}"
# LA REEOARD AT
manage_template => false
ilm_enabled => false
}
}

LTS &EE (R HTTPiA[E ) BY Logstash Eo& 344
HiRunFl B aVinAYE asticsearchEEEF P R L £ BB B RS HAHTTPSIAIIAY, Logstashfic

BEXHESENT,

input {

elasticsearch {
# RiRARE
user => "xxx"
# RiRZARS
password => "xxx"
# RixElasticsearchAYttilt
hosts => ["XxXx.xx.xx.xx:9200", "xx.XX.xx.xx:9200"]

# FEIBIRSIFIER, LESHE

N5k 01 (2024-08-19)
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4 CSS &858

index => "xxx,Xxx,xxx"
# LU RSEOARD AT
docinfo => true
}
}

filter {
# Kis=—ULb|ogstashE S INFER
mutate {
remove_field => ["@timestamp", "@version"]
}
}

output {
elasticsearch {
# BVIRAFSA
user => "xxx"
# BRIRZD
password => "xxx"
# BRYimElasticsearchitbilt
hosts => ["xx.xX.xx.xx:9200", "XX.XX.XX.xx:9200"]
# BRIRERS B, UTREAMNRGFRST—H
index => "%{[@metadata][_index]}"
# BRVEIER_id, MNBEFAZERBE_id, JLUMIBRIUATXT, HREHEEEEIF
document_id => "%{[@metadata] [_id]}"
# LATRIFBOARDE]
manage_template => false
ilm_enabled => false
}
}

ZeEEF (A HTTPS i3 ) AY Logstash BeE {4461

HiFunFl B aYinAYE asticsearchEEF PR L 2B BH/E THTTPSIAEARY, Logstashfic
BEXHA2EUT,

input {
elasticsearch {
# IRiRFBPE
user => "xxx"
# TRiRZRS
password => "xxx"
# RixElasticsearchAYtilt
hosts => ["XxX.xX.xx.xx:9200", "xx.XX.xx.xx:9200"]
# BEIBIERSIPIER, LUESHIR
index => "XXX,XXX,XXX"
# RimElasticsearchEEB AN, = ERVEBHRISLITMEAZ; BiElogstash&ERFAILATEEEEHFIEUE Fak
ER . XBERANMAGERIREHEBER.
ca_file => "/rds/datastore/logstash/v7.10.0/package/logstash-7.10.0/extend/certs"
# LA RIEEOABRDET
docinfo => true
ssl => true
}
}

filter {
# Kig—ULblogstashBE S INKIZFER
mutate {
remove_field => ["@timestamp", "@version"]
}
}

output {
elasticsearch {
# BRYIRAFE
user => "xxx"
# BRYIRZEES
password => "xxx"
# BIfUiElasticsearchithiit

STREFRA 01 (2024-08-19) IR © ERRBRABRAT 16
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= MiE)RR 4 CSS E8HT#8

hosts => ["xx.xX.xx.xx:9200", "XX.XX.XX.xx:9200"]

# BRIRERS BT, UTREAMNRGFRST

index => "%{[@metadata][_index]}"

# BRVEIERY_id, MNRAFERBE id, JUMERIATIXT, HiREHESELF

document_id => "%{[@metadata] [_id]}"

# BRVinElasticsearchSEBFAIEY , = ERIEEHRISUATEART; BHiElogstash®ERf, NFEEEEHFER
A FEEPITRE, XEMAXMAGIEREREHEREIR

cacert => "/rds/datastore/logstash/v7.10.0/package/logstash-7.10.0/extend/certs"

# LU RSEOARD AT

manage_template => false

ilm_enabled => false

ssl => true

ssl_certificate_verification => false

STREFRA 01 (2024-08-19) IR © ERRBRABRAT 17



=HEERS
N 5 CSS EERH%SZ S | % (EMH

fr

CSS SRR 5| ZFEH

11 CSS IR ATAFBIBNRS D FEFHEZIRET R
?

[RESH
RERD |9 HRERHE T — Mnode B EATREEL FHE:

o ZHIRSIMOEREHENT S LYshardsEid2), #HiEZES|shardsHECH
balance.shard&#FS&, AT FEFRERSINEEDF, EshardsERDHERL
==y 0B R )= i

o TRYE, BHTEIARFHT R LEshards8E 80, LATERFSBNHT
rebalance, {B2rebalanceZEERT(a, IATFHEZRS|IRESZS#balande.shard&
HES, FERBERSINDE, BEDIEHhT = EEERENNFE,

S REREF T E Eshard D ECE EERMNEESH:

cluster.routing.allocation.balance.index ( EXIA{E0.45f )

cluster.routing.allocation.balance.shard ( ZXIA{E0.55f )

(1 %88
e ‘“balance.index” : {H#XK, shardpBEHIREAFFESENRIINES FETSRLEHEIS

o, WaR5|HB6 shards, HIET A3, ZEEEMRTILaR512. 2. 2FEHE.

e “balanceshard” : {B#XK, shardpBECEMB T FESHAESE (FAEE5IN) EH=LF
&, wWERs[aB2 shards, &5|bB4shards, ZEEME@TFEREND FHT2. 2. 2FE
oL,

e balance.indexfIbalance.shardXE A ZHshardssoEL.
BRGE
LFENERS D RS oEE— M nodeTo s BT, BLAT2MEERINE:
1. TV REHFTENERSINY, RBUTHAREZENNSE,

"index.routing.allocation.total_shards_per_node": 2
BN RS IESN TR EREHE2 Mshards, HA, BASIMURESHESD
N shards, IBIREERBHET M. R3loR (£, &) HEBTRE.

STREFRA 01 (2024-08-19) IR © ERRBRABRAT 18



=HERRS
N 5 CSS &R Z 5 | % (EMH

2. WNRFshardsERHDEEHEI PIIT R ESHZESIshardss \EBiJH—
., ATLUMERPOST _cluster/reroutefimovess $iEig sy B EIE T
rebalancel@B RS BHHIEEMESENS A SHIET =, *E?EEWlL%@FH%
=oLlESiATSbalance.index, balance.shardft& .

5.2 CSS fR53 Elasticsearch 7.x EEEfUI{u]7E index T 6l
type?

fEElasticsearch 7. xR AR, EigTtypett, 7 xRLUABHIRAR, indexB#BAEZ
FelZEtype,

WNRFTEEFER, ATLEGSHIRI “include_type_name=true” s&F|{EHtype3s
B, HR>FHBtype,

PUT index?include_type_name=true
{
"mappings": {
"my_type": {
"properties": {
"@timestamp": {
"type": "date"

}
}
}
}

ZtypeR5|BIETHZE, ATLHITIN e SEANEIE.

PUT index/my_type/1
{
"@timestamp":"2019-02-20"

}

5.3 CSS IR huN{afEcE Elasticsearch Y{FIZA<?

/IR, SN “CSSIRSBHhiN{IEEElasticsearch=3|RBIAHE? 7 &1,

1. 7EKibanaB#1TGET _cat/indices?vip SHHIAERLRIARIZE . R rep2E5IA
1, HEAENEIR,

= p3

JJJJJJ

2. WMRAZ, AU THRITHRSRERIREL,
PUT /index/_settings
{
"number_of_replicas" : 1 //RREERENEIAREL
}

AR
index AFEEIZLAIRS B, FIRIESLIRERHEITIES

STREFRA 01 (2024-08-19) IR © ERRBRABRAT 19
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5.4 CSS PR PUN{a]EcE Elasticsearch ZE5|§IAZ=?

ElasticsearchEE B+ IR RS IRIRILUEED R HE, IEDREE. R3ICIEMINGE,
ELRHEARITEN, BIAMETLUMEN, “BIDRHE = EDHHE x BIFH

=

58 )
fEKibanadha] LU{E M ElasticsearchEEEFHIEIAEI= .

ERTERESEEEHE

EEMSAES, &% Qéﬁ I8 > Elasticsearch” , HNERESIEYIERTE .
RS NGURRIERE, BEHIRIEY “Kibana” , ERKibana,
BFEAMSHIZR “Dev Tools” HNIRERE .,

fEKibanai{EIRHE, HITUI T arSEEElasticsearchZR5|BIFHE.

GET _cat/indices?v

ok LN =

5-1 E5RIAH=E

fer *

111111

6. HITUNTHSEERSIBIAEE.,

PUT /indexname/_settings
{

"number_of replicas": 1  //ZRBEERENEIARE
}

“indexname” AEBEHIIES|ILIR, “number_of replicas” FHEEZLEH
BIARHE.

5.5 CSS k53 Elasticsearch ¥ 32 S B HLeE20m?

SRR S FREERESER D h SRS MERIT.

2. f&ElasticsearchBaeIEindexht, BlIiEEETIESESHMKREENEKRERER
Frh, EENTSMERFR.

3. RIS, MRAERNZERWSHTN, AEERESIEDFCRER. B
NEEZHK

5.6 MIJEF CSS SEFHID R BANRIRZL?

EX=ERIEHE
2. TEEHEERNm, %EFEEEEE’\Jﬁﬂﬂx{’E?JESKlbanao
3. EZHRKibana®m, 1#%EiEDev Tools,

HSRRZS 01 (2024-08-19) WRINERE © ARITERARBIRAE 20



=HEERS
N 5 CSS &R Z S | %(EMA

N

Home = Add data

&l

M

v

&

4. 1E£Dev ToolsfiConsole REIHFHIITGET _cat/indices?vip<, EAEREDS HEFN
BIAE . B, pridlFNZRS|DEE, repdIFRREIARE, E5|—BLIEE, pri
TiHERBY, repa] LAZIES

Dev Tools

Console

History Settings  Help

ET _cat/indicesv [ 1 health status index  uuid ri rep ldocs. count docs.deleted store.size pri.store.size
pri rep P
> green open .kibana_i dahkfvaHssezsiiRauxaa] 1 o 1 25.8kb 25.8kb

5.7 CSS R334 Elasticsearch EE2¥AY7 = node.roles J i &
TMTAER?

TR
EHENEFIRT SR “noderoles” 9 “i” FRIZT maingestT =157

o MWREFmTReEingestthR, IPAEEFHERFECoordinating only node, Ff
BT =EBECoordinating node > k&= FimiE KI5 ?

o IR AHingestdlZHY, BAZFinT REFEMLT=RIRE?

RRTTZ
£ A “noderoles” A “i7 B, FRREENEFIGT R LEBB T ingestT miE
Ho
e Elasticsearchfd “coordinating only node” 7ECSSERSZ=HFRA “client node”
WRERFFIZFIRECclient node, MBI REBZEclient nodeE SRR Fimis

Ko
o ingestm BT —EELK, BTHIERR, ZigAingestll S5y, EFRRTRE
“RRE.
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=HEERS
N 5 CSS EERH%SZ S | %(EMH

5.8 CSS fREZ (a8 & Elasticsearch EEYEMIA S THIR[E]
K7

RRBE
o Fikl:
$JFFKibana, 7EDevToolsREHIITUN TGS :

PUT _all/_settings?preserve_existing=true

{

"index.max_result_window" : "10000000"

}
o FHiX2:
FERS ST THSIHTRE (LIELZSER A ) -
curl -k -XPUT  “http://localhost:9200/_all/_setting?preserve_existing=true’ -d
{

"index.max_result_window":"1000000"

}
“localhost” 2ElasticsearchEEEEH93 a1t o

A R
ZEESIAMAGEERESCPU, BEEEE.

5.9 CSS PRS- UN{aIEE#T Elasticsearch 45 EHATERE?

Elasticsearch4- 45 EHASCIEE FIAYEOpen DistrofJISM . IAMEEE N BAE K ISM
templateAUSRISEFHZ TR, NRERCEFXISM templatefIZRAERILASE Open
Distro3Z1% .

1. HeE—policyld, EFE=E “.opendistro-ism-config” &3 |FEN—FH
1B, XEEIERN “_id” BiEpolicyii&=F, WEZpolicylIEN -

HSRRZS 01 (2024-08-19) WRINERE © ARITERARBIRAE 22


https://opendistro.github.io/for-elasticsearch-docs/docs/im/ism/
https://opendistro.github.io/for-elasticsearch-docs/docs/im/ism/

“IRRIRSS

= e

5 CSS SERH9Z 5 |&(F A

5-2 EA—FRHIE

{

“_index” : “.opendistro-ism-config”,
e - m =

1

"policy” : {|
“policy : 1d : "policyl”,
"description” : "A simple default policy that changes [the replica count between hot and cold states.”,
"last_updated_time" : 1641432158329,
"schema_version” : 1,
“error_notification™ : null,
"default_state” : "hot",
“states™ : [
{
“name” : "hot",
"actions" : [ 1,
"transitions™ : [
{
"state_name” : “"delets”,
“conditions” : {
| "min_index_age” : "2d"
3
}
1
}:
{
"name" : "delete",
“actions” : [
{
| “delete™ : { }
}
"transitions” : [ ]
}
1
1
}
}

$BpolicyfNZEs |I4ELAR, RA=EAE “.opendistro-ism-config” &E5|HEAN—
ZHIRE . XEHIRENIERSOTER .

&l 5-3 RN
{

" _source" o [

'_index” : ".opendistro-ism-config”,
"_type" : "_doc”,

" id™ : "FABkKSF5GSTCmREQKWA1HVW",

" score” : 1.8,

"enabled”
"index"

"schedule”

"unit”
1
T

"policy™

"interval”
"start_time"
"period”

"last updated time"
"enabled time"
policy id"
"policy seq no” : null,
"policy primary term” : null,
: null,

“change policy” : null

"managed index" : {
"name” : "datal”,

true,

"datal”,
"index_uuid”

: "FABKSFSGSTCmREQKWALIHW" ,
:
s
1641432652693,
1,

"Minutes™

1 1641432652694,
: 1641432652694,
"policyl”,

b
¥

¥
1

HiTexplaindi<, IENREIFIAETRBE—Spolicydlid,

GET _opendistro/_ism/explain/data2

"data2" : {

"index.opendistro.index_state_management.policy_id" : "policy1"

SCASPRZS 01 (2024-08-19)

WRIERE © LEARITERARERAF

23



~EERS
N 5 CSS EERH%SZ S | %(EMH

}
}

ZI50pen Distro= T — M IIRHRTREE, SpolicylIABERIXFEIES, 4
SRt LATRRYEEIN IR R o

5-4 {IRICIEEURE

stro-ism-config”,

FABKSF SESTCRRBQKHS 1HW"

1641432652693,

1,
"A simple default policy that changes the replica count between hot and cold states.”,
541432150329,

“transitions" : [ ]

1

I3
“change_policy” : null

ateERRE, policyAImin_index_age#fS#EFIIT K,
(1 #88
WNERIKETEEFrpolicydINE , EERZHRIBHRIENERS I RZEAREHM, RAMESRE
|BEpolicylINBESIT—1%, EFrpolicylIRHEARS XTSI P HE .

4. &M =policyLAfF, #4Tchange_policy APISERRIREHT, MR
POST _opendistro/_ism/change_policy/data‘

{
"policy_id": "policy1"

5.10 CSS PRSBHUN{AiSE Elasticsearch EEHEEAHEH
BE?
ERRESHIEE AR TR EMelasticsearch{®IF—2, Wid _settingsiZE[IRE .
an, ERJLATEKIbana AU TR, IRERS IR,
PUT /my_index/_settings
"index.search.slowlog.threshold.query.warn": "10s",
"index.search.slowlog.threshold.fetch.debug": "500ms",

"index.indexing.slowlog.threshold.index.info": "5s"

}
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o HFHHEEFI0MWHLE—IWARNEE,
o FREVEFS500=#HiE— 1" DEBUGHE,
o ES|EFSHHE—1INFORE.,

FMOISEEM: https://www.elastic.co/guide/cn/elasticsearch/guide/current/
logging.html

5.11 CSS RS Hi{a;EE Elasticsearch &5 | ¥iE?

o BnitEREE

S EESERBIERSIRNEK, EHIMIT. CSSZHFOpendistro Index
State Management, i£0l: https://opendistro.github.io/for-elasticsearch-docs/
docs/im/ism/,

o FmniEiE
- &ZFKibana, fEDev toolsEE#1/TDELETE /&5|8%<$ .

-  ERCerebro, TEREHBIFESIR, PEZRSIBIR, E&F “delete
index” FHE#iEEIE “Confirm” .

5-5 Cerebro fHf&Z=3|

0 i OVErview = nodes [# rest 2 more =

target index name B closed (D)
" A 1 A target_index name
4 Z

+* css- <> show mappings

O show settings

B 192.188. 000 i show stats
=

==1+]

B close index
# force merge
¥ css- £ refresh index
B 182188000

o #, flush index
heap disk O clear cache
& css- £ index settings

B 192188 x000c
- | B delete index
heap
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= A

5 CSS SERH¥Z 5 |2 (F A

5.12 CSS RS aN{a;51E Elasticsearch &1F?

i5lEfielddata
HITEAIHER, £FMfielddataZiiEsiy, £HERAHRTE.
a. fEKibana#i il Fap<s, &&scrollid{E-

GET my _index|_search/?scroll=Tm

b. HITUI T ar<SEFRSIRIfielddata5FHER

DELETE /_search/scroll

"scroll_id" :
"DXF1ZXJ5QW5kRmMVO0OY2gBAAAAAAAAADAWYmMIlaVYtZndUQINsdDcwakFMNjU1QQ=="
}

c. HfielddatabhHAFIERT, JLAMTIN T an<iEiEfielddata,

POST /test/_cache/clear?fielddata=true

“test” Jfielddata s HRGFRSIERS AR,
Blfsegment

B segmentfIFSTEMESHIIEEINEFF, HEXEAFERASHRIKEIT
A9, EIEINRERS[RIsegmentHET A, SSHAFERERRS, ENERHT
5§IEO

a. fEKibana#liTUI Tap<, BEEZ T =IsegmentHEFNHHEREKRN,

GET /_cat/nodes?v&h=segments.count,segments.memory&s=segments.memory:desc

b. WNRsegmentGBRFISRY, AILUBSRIFREDFRNRS]. KRS
EHEHABERNRSIFHIENAEF

&8 cache

fEKibanafliTaN T ip S5t cache,
POST _cache/clear

5.13 {£FH delete_by_query s5<HIBR Elasticsearch §EE£#K
e, AMTAEEERRRMmEN?

{£Fdelete_by queryrs SHIFREUEHFEEIES N EROYIERIFR, ©REXNEIER
YRR, BEXIEREN, SERENMEEBIRETEMIRTCAIEIE,

FEit, ZZR5 AN EFASEIHITHRENRS SR LEME, REFAT—
IXEREFITA BIERIHRIEMER, XM EHEREETET SRR

R, AEITERREIENTEEDBHETE, XETHENRGSHMEIRER
B EDE, RMEEERRERT

5.14 CSS fRS3HY Elasticsearch EERE 2 A FF script

dotProduct?

(FREEEINEERT, HTFREElasticsearch[AEINAEREX-packiffts, BRI=ERRS
RBEERMX-packiBiE, EItt, ElasticsearchEEEER4AYscript dotProductToiEHAT -
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BIRMERAERRSERNIRERRINE. cEERSETEMNEERERSIZ,
fE5ElasticsearchBYBREILE], SERK T RIERNETEES, EBRITHESIERE. BiF
E. B, SESSSHSHOELRTS . ESEERFSHENER.

(1] e
MBS RINEEZI57.6.2707.10. 2R ANAIEEES
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CSS S£E+E1

L
1T

6.1 WoJ&EFE CSS DRI HKX?
RN “BEAXEE” @, alLSKBER DA BXER.
1. ER=HEERRSEEEHE,
2. &R “LEREESTE > Elasticsearch” , HMNERESIERE.

3. BEERESMHENER ‘BEAERT THE, SHEREERFR “URX” Rt
PRI K.
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=HEERRS
= MiElRR 6 CSS EERF 1R

6-1 SR ICE(ER

[n= 5=
X1
ol AR
EHIfAS= vpC
R subnet-
=FH dws BT
2iE =35
=TS E=
= A=
GARRTE -
HTTPSiial HE | MEHES
ARGl PyAttiEht 192.

6.2 CSS fR53 Filebeat i A SERMRANXRZR(HA?

o IERERAER: FIRH .
o LREIER: FEMIRERIRIEER lebeat osshRAS, i5&%Fhttps://

www.elastic.co/cn/downloads/past-releases#filebeat-ossiH{T &k o

6.3 YN{II3REX CSS IRSFRILLEIEFH?

CSSIREZ RBEBAHTTPSIHONZEERE AR T HZEIER

( CloudSearchService.cer ) , ZEMPBARTIFIEAMINE ER
EF-EERRSIERS

2. EIR EREIE” HAERIE,

3. EREXNERNSIR, HANEEEAEERH.,

STREFRA 01 (2024-08-19) IR © ERRBRABRAT 29



=HEERRS
= MiElRR 6 CSS EERFE1E

4. £ “BEXNMERT W@, f£& ‘HTTPSIAE” FEAY “THIES” .

6-2 TEUED

EEEE

iR

L1558

EEE vpc-

T subnet

2FH dws Ehoe=a sl
i =R

5ETH EE

I default

A i ga=s
HTTPSiA] = | FEUES
PRGAAlIPVAtEfE 192

6.4 CSS fRZhuN{aliEia CER Z2uEPRIKEIL?

BRTHTTPSIAaR RS &R AT LA T HCSSIRSZ ZEIEH
( CloudSearchService.cer ) , MASHERESZF “.pem” 3 “ jks” EXAGES,
LEZEIEBHI TR

o BZRIEPFM “.cer” BREEMA “ pem” B,

openssl x509 -inform pem -in CloudSearchService.cer -out newname.pem

o RREIEBMN “.cer” #BEIRN “ jks” 8o

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer
Hrh, newnameZHFEFBENXRNERBEIR,

WiTomTE, RIRNKEIERER, FRAEE, BRFZEDR, FEENEREFRE
Fo
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6.5 CSS 539 Elasticsearch 1 OpenSearch SEEf371FHEX
ZeE7?

SEREIEMING, SHENERIZEH,

A

o HITREMIIERT, BHRISZIENIITER200imASEMTT, HIRAIREAHR
BARESSEISTE R, HERERF,

o FNFESHRIHRIE

o 2023FF2HZ RGBSR ZHITREEEN, BINERFHSIKETBERFN
EEWERE, HITREAHEN.

BERTERRSENG.

IR ERFEIR” HENERIR,
PEXNERRIBTR, EANEHFENMSERE,
‘=2 A, BF ‘BElgedA’

El

6-3 EZ2H

BEEEE

o AKX

RIS = vpc-

+ subnet

=EH dws e =]
SZEET I=is

5. E ‘ENZER BED, EEFEBRRNTZEH, BF “RE BihENE
FJo
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~EERS
= )RR 6 CSS EERF 1R

6.6 CSS JR52 Elasticsearch EEELU TS E
search.max_buckets £#{?

| EHEAR
CSSENMARSIRIEP AITFAIE KbucketEE.810000, IMNRHTRESEENFTEREE
1$10000Mbucket, BILUBITIEE “search.max_buckets” BIERDIFEZHIbucket
R[E], BERFEFE, B0 “search.max_buckets” FIELSIGINERHIGREHINIAE
FR, RLBEEZEEER,

RS

fEKibanafy “Dev Tools” TUEHITIN TS
PUT _cluster/settings

{
"persistent": {
"search.max_buckets": 20000

}
}

6.7 CSS fRFZHUNM{a{ELA Elasticsearch £E8¥HY TLS &iE?

BRICSSTE7.6.2 8 LA EARASTIHEXTLSE L

ERTERRSENS.

R ERFEIR” HEANERIR

RIFREENRIERE, REEREN, EASHENMEENH.

E ‘SHRE” , BE ‘RiE B “BEX’ , BE A7 .

FEEENSHPRN ‘2858”7 ?”ﬂil
“opendistro_security.ssl.http.enabled_ciphers” , “S#{&” A
“['TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256',
'TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384'1” ,

(0 #A8
AR “SHIE" HEMOSENY, FE—PESOE. MR SHE" HEMIDE
Y, EEB3IS3EE.

5 f&XseRlE, B LAY BT Bl BREET BH, WASHTIREYIEL
‘BHIENEFREFNERARER" , BE “HBE” .

STHHSHIERIIRETR “MRIRE” 79 “BIh” B, RNESRFAII.
6. IRMIERTIR, BHEERHHMEIIN “B2 > ER" EEER, FEXIREE

AN =

x‘ﬁ
6.8 CSS RS UN{aJHF Elasticsearch E£8$19LZ £ HITH
57

ElasticsearchEEB$ iYL £ H 1T HEINEEENARXTRY . HREICSSTEY.6.2 % A EARAR]
Elasticsearch&EBf 7T L £ ®HITHEINRE
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() e

SRR R,

BRZERRSEHE

IEIR “ EEBYETE >Elasticsearch” HNERTIZE,
EEREFERER, BEEER, SANEHENEERE.
R ‘SHRE” , BE “RmE , B ‘88X, B2F Y7

EEEXSHPRI “‘28ZT R 73 “opendistro_: securltyaudlt type , “B¥
" 79 “internal_elasticsearch”

LN =

6-4 BEXZSH

v SRS
v sREsEE
v EEVEF

A BEEM

BHE BRE BHT BE

| opendistro_security audit type internal_elasticsearch | elasticsearch.yml [

5. fE5EpkfE, BELEHBRY B B “EREE” IZI, H\SHTIREAIE
‘SHIENEFEFHNERARER" , BE ‘BE”

STHRSHERIIRETR “(RIPRE” J9 “mIh” ED‘ RRIEBRTFRLII

6. JEIEIEEWEE BEEFHREIIN "B > B ERERH, (FIEXIREE
Mo

7. ERMING, BEEEHEETIN “Kibana” , #HAKibanalt@m, BMABRPENRE
fBfE, HAN “Dev Tools” M,

8. 7E “Console” Hi\GET _cat/indices?viis, BiIGSEEELER, &5
“ raudit*” HBFEMESIFRRFBHIN.

6.9 CSS RSP EEZFHELE&EF?

CSSAIFZILERIINRE . MMRBIRERITR, ARERISIREEFRIINEEEE,
NSRRI, BISIEEEHMR. FTLARABINTFAAME:

o REMIERRASITREESIINGE, TUFE—RENRIINT < LiRizgEE
OSMIERFBIRE

o UNRRSSERI=HIRMEMBAVERRANTREEIINEE, AIARAMEISRS|
E'Jl;k’—j BlanFRrB S ER5|LAlogFFk, EKibanaRy “Dev Tools” WEHATLIAT

ﬂD 7
PUT log*/_settings
{

"index.blocks.read": true,
"index.blocks.write": true,
"index.blocks.metadata": true

}
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SIERRS
= e

6 CSS EERFE1E

6.10 CSS &EH/5EZFR S| [FN{uEig OBS FRIZES | HHE?

CSSEREIFALERIOBS ERYZRS I RKNIARFERT RS I NE—HFRY, BEEREFREH
§§ SRR LASREROBS LAFE RS INAIMER , MATARSIRIXINZHIFZ0BS £
R5IRILAEE.

HATA R ap SIRBE A LE S IEP e E B R ETHAIFTBE RS .
GET _cat/freeze_indices?stage=$
IREIZERINT (B, BLALFRMREIERE ) :

green open data2 ObNtxWDtRbOSkS4)YaUgMQ 30 50 7.9kb 7.9kb
green open data3 oYMLvw31QnyasqUNuyP6RA 3 0 51 0 23.5kb 23.5kb

Hep, REE&RE—IRIEIERERSIKIMER.
HthfEKia)R

o TFfEHEOBS ERIRSIHIERIWZRIHAA

TFHEFEOBS LRI S MRS INEROBSZEA, BRILISEOBSM&IHT BRRHSAZ
RETFERNTS

o RERS|IFIOBSHBAIHITEIBRSIKINRSESRRIRE
FF Elasticsearchf1OpenSearchEEBF BN EAARIZRE, KEMILuceneZ5 |34
FEEAMEE, Lucenei@idDirectoryiZO5REFEIHTRE, BIZLATEO
BILASEC S
public abstract IndexInput openlinput(String name, I0Context context) throws IOException;
FELBEIE @I Directoryi#2[150BSXZ H, iEEYOBS_ EAYSIH, SCINRE,
K5 |ZIOBSE A HITEIAR SRR IER .

6.11 #{aJZ&=%& Elasticsearch #] OpenSearch &EEEHR ZER
ISR

= RRSSAYEasticsearchflOpenSearch &R B R FAINGEH . AILIBZIESIEE
&k {EKibana/OpenSearch DashboardsEiHRFZBINEHEE .

BEEHeEEE
. BREERRSEERHAE.
2. VEEHEERE, PEREOERIENRET, PSR ERE A SRR,
3. BEIE HEMETET .
4. “REBKNEHTIE" REE LIRS ISHRAINEHER .

1£ Kibana/OpenSearch Dashboards &if]

BERRERRSBENG.

2. FEEHEIEIXR, BEFTEZEEMHUAIER, REHREIIN “Kibana” BR
KibanazfOpenSearch Dashboards5RH .

- IFR2iEI (RIS SEE# \KibanagOpenSearch DashboardsiE{ER
H o
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SIERRSS
= e

6 CSS EERFE1E

LR R FTEAERNEMABREERE, BE “Log In” #HA

KibanagfOpenSearch Dashboardsi&{ERE . FEFPZEIAadmin, ZR3H
IR RIS ENEIEREE,

1# A Dev Tools,
GET _cat/plugins?v

MR TRBIEN T

name

“name” BERIITEATR,

RS o

component
css-test-ess-esn-1-1 analysis-dynamic-synonym
css-test-ess-esn-1-1 analysis-icu
css-test-ess-esn-1-1 analysis-ik

RITIN T e S EEERHRMTHER:

version

7.6.2-xxxx-ei-css-v1.0.1
7.6.2-xxxx-ei-css-v1.1.6
7.6.2-xxxx-ei-css-v1.0.1

EfE

“component” ZIEHEZFR, “version”

6.12 OpenSearch &EE¥hR A EH

I ERIRSSCSST#F0penSearch 1.3.6810penSearch 2.11.0kx A,

2 6-1 OpenSearch SE¥hRZNi5 BB

EERFRA

il

OpenSearch 1.3.6

OpenSearch2MElasticsearch 7.10.2kR A forkA99 ik
K, TE2FSElasticsearch API, HELLEM FIEEED
)RR

i MElasticsearchEEBEH1TEIEITE, BEESFRAM

B, FBIGEIFIUCARA .

OpenSearch 2.11.0

OpenSearchiz#fiik4s, Elasticsearch APIEJREABFRE,
2tanSegment ReplicationZFiF RIS .
SWHSBERER, FEEZEFRSHR, B0EFIhR
i N
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7 CSS &R Ih 5ikE

CSS &£/ n5IkE

7.1 CSS fRSSHUMTEIGEEFRIRIRERE?

HURSRM

REREIA

SRR TIRER, HAERETIREBER.

4.

%E?ﬁi?ﬂﬁ%ﬂ’ﬂ “EERFEIR” Mm L, BREERE “IR(E” 7180 “Kibana” ipIa)EE
Bt

EKibanafyZE M S kiR “Dev Tools” , BT “Get to work” , # A Console
ﬁﬁo

Console ZMEITHINE, AMALRALRE, P HHITESEE,
#1795 SGET _snapshot/_all, 0B CERES, W TEFR.

& 7-1 SiEfEeEER

Console

History Settings Help
1 GET _snapshot/_all DRy 1~ {
2+ "re

14437,

- bucket: OBS##&.

- base_path: EEREER. RIRHKIAEE, EEEEEFEIR.
- endpoint: OBSIZZ,

- region: FffEregion,

EiHEERBER .
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a. IITGET _snapshot/repo_auto/ allis<, Ei0HBICE NHFIEHIRIRS
=

7-2 RER(ER

History Setlings Help

1 GET _snapshot/_all 1~ {

2 GET _snapshot/repo_auto/ all [ Qa 2~  “snapshots” : [
r
{

"snapshot-2d47",
qRYK7Dd0UM4uoalg”,

A i
“indices™ : [

failed” : B,
"successful” : 4

"  snapshot: HREBZIR,
= state: REBIRZ.

" start_time. start_time_in_millis. end_time. end_time_in_millis: &

BRAdIE)

"  shards: shards2f. totalFRREIEAINEL, failed BREMAINEL .
successfulZR=EINAINEL

b. #{TGET _snapshot/repo_auto/$Ssnapshot-xxx, EiFIEEREBEE.,
®  Ssnapshot-xxxFHIRIBLIRER SR AEARRIIREBEFR,
"  repo_auto/SHIRMRIBZIR, tBAJLIRBERT .
5. (A% ) MIBREEREBES.

WNRERIPFISERIIREE, $4TDELETE _snapshot/repo_auto/$snapshot-xxx.
$snapshot-xxxFRIELIRE R E RN EARIIRIBETR

7.2 CSS RSP EEFHRMIFRIERETREIRE?

AR HEAIBRAVEERES ﬁﬁLUEEEI}JHm B OBSiEA lIZRYRIBFR#MIBR, WeTLiEE
?EBSJE?J?; FHERVIREREEIREER . BN, HBRINERLTERIKE, ELhEEER
MIBR{ESS

S OBSHEFRZERIIRER(E S IKEWMIPRERI AR L R:

1. BRTERRSEEEHS

2. BEALMAAY “CIEER ME— KR, CIRERTREPERFREIIXA,
FERT Rl STR R TS SR IRER
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k|

RN ERFEER— Mregion ™, EERABS TS THMIERE, 3
EENTRHELERTHEMERS T R0 —F, BUERFATRERERM

3. LETEERRY “SRNE 2T ‘IR B, REEHEIREN ‘BEXER

TTH

4. FEEMSHI=EE “SRFIRIB” , H#A "SRR EIENE. SRASEFIRIBI
BE. Hep, “OBSH” fl “SHIRER" EHESHMIRERHFHIRIRSEAIOBSHEF
i

RFEERR, AREBEEIRY, FHoHE, JLEZIBRMRERRIIREES
2. REHER, OEXRERBEMEE, EXEPRENAEMBNCEER
BINERERE, BXEL.

AR

MREBAHME IR IFAISERF CINSHRMERIIEIRE, hERBE IBIFAIERFIRIRAY
“OBSHR” fl “ENIERE" SHEENRMIIRERHFHIRIBESRIOBSHEFIIRE .

5. BEIRER “IBME7 FIR0 “IRE7 , B “RE” ITAE.

7-3 GRS RER

(omwm ) RERETR

6. £ “IE" NHREERFRIRKESH.
=71 KERE
24 il
5| EEREHTIRERRSIBR, BOANT . WFRFEIA

8, BIRMEERSIBR, NWRRIKEFMERIRSIEE,
250~ 10240 FFF, FReEET=RIIATFE, BA
BEEE “"\<|>/?7 15T . SHER 17 Ui
25|, thilindex*, FRIREREBHEZFRRIZZindex
T RS,

5| ZFRILACR EBRER, JLURENAMERE YT RREEIRER
BEMRIRS|, TRFMHBERIENFRARN . FOAME
“index_(+)” RRPTBAIRS]. 50~ 10240 F
7, TEEEETRIIAEFE, BFEEEs “"\<|
>[?,” $HRFAT o

15488

“ZRE|ZIRLARR” F “R5|IBIREREL" FERNRE
FEEH
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ol

Eo|EapZAIN . EHAE “restored_index_$1” &
RMEFFBRENZRS|IZFRBIENIL “restored_” .
FHO0~1024NMZER, FEEEETIRIIKRE=RE, BFEE
88 “"\<|>/?,” 5H%RFEF.
izl

Z“_%ilg%@@ﬂﬁit 7 M “RKEIEMBIRER” SERMRE

£
R | BIREIRERER
S

EIRRBHTINERISERFETR, ARRESpSEREER

fth&ERt o

o RBGIEERALT “TIA INSHIEERE, WMRIRIRFRE
ROSERFAL T “AHA” RS, BBABTRSRERR
SEIREET.

o WERIEMERFT, BEIRERAIRANMETARESRF
AIRRZS o

o % ‘EREBEZBIRERRERREshardEER5]” |
BINAEBE, AL, BIREBIRERE, 2L
REBH BRI NHTHIRRE, BEBrERF
BEMNERSE, JESHEFRERHRBRSIEEER
K, IBEEAIBEF.

7. BE R FHARE. KRS, REBIIERS ESRE BEEN ‘KSR
07, REIEESIRIEREBEREREMN.
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8 CSS &Rtz 5intt

CSS £85Iz 51a4

8.1 CSS 8+ IS ANTELLHAZ 98% EATR?

[BIRISR

)RR A

BRTIZ

BEERIEIEAI, Elasticsearch&EEt “FHHERAAFLLA” —BETF98%, HFIE
OAREHIT SR E X EREE N

{EElasticsearchEE¥th, Elasticsearch&5H50%MRTE, SIM50%AFESH Lucene
FEEHE, AtTaRELHEEs—BERS, FHERNELLHIAZI8%EIEEI
xR, BEBUCMER.

EEILAKE “RAIVMIEERZER" 1 “HIVMEHERER" X METRREIEERE A
FERBR.

8.2 CSS fREZH U EEE S EHERZR?

EER “BEARER” HE, B EERSHEFRR,
. BRoERRSEEERNE,
2. JEIR “EEREETE > Elasticsearch” , HNEREYIRNHE .,

3. PEERSMHNER ‘BEAERS NH, SHEREEEY “SHFHERSE”
5 “EHEFHEAET ftE, BERFSHEERSR.
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8-1 £RFENMER

BHER

SERTSTR Css Vi

=S 7.10.2

=S @ T/

(SRS -

EifEEeiE] 2024/03/23 11:33:19 GMT+08:00
ERFHREE (GB) 200

EEHFIEERE (GB 10

8.3 CSS IRFHEL Y FEARIS RS mERFAS?

IR
BEEMRKIERM, Elastlcsearchéﬁﬁ “BLIS(ER=" 1ATI80% LA E, BFELET
SEARISENTERA S =ER,
=0

o BT O(FARIBIESS%: SSHFINS RTESEL.

o EAPSH(HEAFIBIT0%: Elasticsearch&E=tIEd N5 =iy 5 BiEig R i
BERRBEINEIET =F,

o B E(FEAXIBIT5%: RFAiSTElasticsearchEEFPXI N5 SBENZS 384]
®E “read_only_allow_delete” &, HWANZT = FRIFFERSISTEEAS
1B, RECEEFIRIRXI NS,

%Hﬁﬁﬁﬁ—g_n, B SRS RARER T RHENSE. iV ST =
SV ECERS|, T3] HcerebroE TR |IDECIER, #MiHt—2WER, BaJllig

ESZ “indices.recovery.max_bytes_per_sec” #0

“cluster.routing.allocation.cluster_concurrent_rebalance” FNMNSHUEIENNZERS | ED

EE
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