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adb shell
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exit
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adb devices

BEFHICPUSAIFIRNZ L

adb shell cat /proc/cpuinfo

BEERXRFAREFER
adb shell cat /proc/meminfo
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adb shell df

SRERFHNEFhRA

adb shell getprop ro.build.version.release

SRENHLEEMACHELIE

adb shell cat /sys/class/net/wlan0/address
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adb shell pm clear <package>

BEEENAapkitE
adb shell pm path <package>
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adb shell pm list packages

BEEH “android” FERANARIESE

adb shell pm list packages android
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adb shell procrank
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adb shell kill [pid]
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I
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SSH FREHPESE

2.1 B AMGEI=FFET, #37 SSH BERM T, ok
R?
EAEUSSHISESAN, WESHEU TSNS BRETR,

ssh -L Ait=is: ZFHEITIP-ZFHLEIRIRD SSHESERFZ@ZAMIPHELL -i
FASASZIHERAE -NF

o KWESHY “ATRKO" EEWSHET .

o AFRIEIRENAIZ “LAlIFRO” miF “ARSEEIMRO” .

o 1B “SSHEXERFR™ EMIZMAID, BESEUTIRENIREID? .

o GUEFRIEIANY, FHE “IRBREE" ?%EE?EE?MFET IRSSZRAVEIARS, F
F1-20MEEEN, AEERFIFABXEGRERXNITHS

2.2 #37 SSH X8R4~ “ Authorized users only. All

activities may be monitored and reported.” , 21T4 &
B2

“ Authorized users only. All activities may be monitored and reported.” 2SSHIFE

ESIAIIRYIRER, AIE2-1FA7R.

2-1 #8737 SSH f&i& ( IR )

00%adechb0b6@119.,

Authorized users only. All activities may be monltored and reported.

ZZD%SSHBLJEL_LSENSZ, SEXMETRTESR “Permission denied” . “Connection
closed” ERIBEEE .
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2.3 37 SSH fFERT#kEs “too open” ?

)RR
FEEZRTFHAT, EISSHEFEIR “too open” HIEIR, BEAIIE2-2F7R.
2-2 too open
¢ L6
*ermission denied (publickey
BIFSIELES
FAFBIFASASE RIS TR, FrLAZYZSSHERERI IR T -
WIEFE

ZUATREEFATE SRR :
o MNEAFMIAMIZEALINUIRIERSE, ATLAELInudIRE#NTchmod 600
KeyPair-test. pemFiR & .
o MNEAFMAMIZEAWINdowsEMER S, BIRIBANT A ARIE, LthbLL
Windows 10E& %R,
a. KERGFEAMAIFAENE, BinaReE, &FE ‘Bl .
s “KeyPair-test.pem BHE” XHEIE.
b. ER ‘&’ L, BHEATAEM ‘B .
38 “KeyPair-test pemIEREZEIRE" NEHIE.
c.  HXBATUITRIE:
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2-3 Z2IRE

KeyPair-1c7b.pemfiSHiE 88 O x
EFR 1 Ch\Users\, \Downloads\KeyPair-1c7b.pem
FEE guoyanyan (&) ( ) WEmo

REE

R 3 HURA
MEEMER, ENGNRNE. EEEWIRER, SaFaNEHaS EE ETR).
WRER:

=3 E=ie i51E HFET

2 s SYSTEM #2725 C:\Users),
L s Administrators (DESKTOP-J7UGQDT\Administr... £33 C:\Users),
i n Eee=i | CyUsers\,

3

FEREER) |2

i A (A

1: WMINFFEERENECHARE.,. IRF2, BERE ‘T’ #TEK.
ALAEcmMdBE O Awhoamims$SEEBE SHIBFS.

2: BE “BRMOKT , EEETIEE “ MEXIRPRIFRETE E4RRIN
R” .

3: B “iRN7 , EHAY “KeyPair-test.pem BIRIRINE 7 XHEES, B
& “EERERT , MABCHABRE, B “BE” .

WERNREZEPREECHARR, ARRE ‘e’ .
d. iR[E “KeyPair-test.pem BiE” HEIE, BE “HBE” .
() 88
LA E$EIAA “KeyPair-test.pem” AFAEEHZIR, 1BLAEFRAE,

2.4 3237 SSH BFERtiREs “ Permission denied” ?

)R

EIEETFNRT, EISSHEFEHR “Permission denied” FYtEIR, BEAMNE2-4F7R,

2-4 Permission denied

SRS 01 (2024-09-30) IS © ERRAGIRAT 4



=FRSS =R
= e

2 SSH FFiE S

ET5%

KMEEISSHRER S SH, SSHIFERFE (BMREID) , RESZFHMEKX
1 fEPCEC .

ssh -L Ai=iRimO: =N SSHESERFZ@AMIPHBIL -i FASASZHEE
& -Nf

INREBUDARBER, BHRIT2HEHE

WERYSSHERER SRS H, “-L7 ¢ “-i7 “-Nf’ @SR NEREERD
_%‘0

NREBUBARBER, BHRITIREHE,

IRERE T SSHRMERTIREE “too open” ? FRRIRMETS X, HMBEFAEHIINIRZ
BIERIRE.

INSRITRIARBRR, BHATIREHE .

EISSHRFERIE <SS, SliE— A th=RiRO

INREBBUDARRR, BREILREKRIA],

2.5 17 SSH FERHRE “no match mac found” ?

e R AR

o2 R ]

Se1E7E

Ait{FEEmMacOSEFIEREZFNAT, FEIISSHEKER “no match mac found” B9
=, BARUTERR:

no match mac found: client hmac-md5,hmac-shal,hmac-ripemd160,hmac-ripemd160@openssh---

XA —AREMOpenSSH5 li#2RY, AJREE N T & T S hRAAIOpenSSH, Ei&E T
BYOpenSSHAFES . W FRFBHSSHAZREDHILLERE

LAWindows 10 J945i;

17 “1=REik > 125 > HEER" , BHES—{OpenSSHiZR, &T
“Option” #, EET#, 7 JL1OpenSSH,

EFES, VHBSRER, (RE8.1pIRA.
-H-/I:\Iﬁ_/|\5 @iﬁ(ﬁﬁﬁ?fl p1Hﬁ2Ko

AR

Windows Z&#%t OpenSSH 8.1p1hRA T &b : https://www.mls-software.com/files/
setupssh-8.1p1-1.exe

Linux %t OpenSSH T&gittit: https://www.openssh.com/
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https://www.mls-software.com/files/setupssh-8.1p1-1.exe
https://www.mls-software.com/files/setupssh-8.1p1-1.exe
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2.6 #37 SSH XiERJ#kEs “no matching key exchange
method found” ?

|E)ER R
EEEZFNIATY, EIISSHEXEIR “no matching key exchange method found” #Y
fix, BRIITR:
no matching key exchange method found. Their offer: curve25519-sha256,curve25519-sha256@libssh.org
LFIYETS]
XA —AZ 2 SSHE FinS SSHARSS im iR M LER AT A ILECAYKexAlgorithms &
ESER, EFIUERT, BERSSHEFIRRMRANHESEHAY.
Y5

LAWindows 10 J945i;
¥5O0penSSHIZFHRZES. 1p1hRA .
(1] %88

Windows E&%t OpenSSH 8.1pThRATEibl: https://www.mls-software.com/files/
setupssh-8.1p1-1.exe

Linux &%t OpenSSH T&ithlit: https://www.openssh.com/

2.7 AMal{REF SSH IEAHER?

I ERFEIR
EREFIN, TRERRARIERRE, SHSSHAEBIHEY . NREEEY
ADBIESE EXRFH, BABEHREE, B MM ITadb shel BXBS
RIRT5E

TEFBNISSHFFERT, dp<S iRl “ -o ServerAlivelnterval=30" 2%, AFATERGS
A

ssh -L AR =AML SSHESERFR@ZAMIPHELE -i FATAS(HIREZ -

o ServerAlivelnterval=30 -Nf

Heh, “ServerAlivelnterval=30" &#FEx: AitbsshZixEiE30s0 RS 28 sshd
KiXkeep-alive®, LAMRESIHIEE,

2.8 BV FEERAN T IE?

7 pFEiERLMEadb devices BRI NIRRT Ioffline, BRTEZEZFIIRE
LI, BEE=iHERadb connectEFEE, HIKIBTEEEN:
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o EIHIEANG AR HENIRSZREH DA
o HIA=FVNIEFARNE, KBEENSFILHETKEREER
o FFfEcEconfig.jsonBIMNEFEY, X EIMEEKE .

2.9 =FHEFEOREALEUTLE?
EAB ST AR RS EEE, BEATEERTFEE
2B, EUNIRETPIATT

unable to connect to xxxx:xxxx: An error occurred when calling the Cloud Phone API for querying the ADB
access info, check adb.tunnel.log file for more details.

B, =il{FEMadb connectEFEIEE, KIAIREVTEBIEEZEBFZTHRE
adb.tunnel.logFfVEIHIXSH—ERER, BEVUIIBEIKE TEASIHITHLEEIR
o OBRENHPAK/SKEEIEH, IRSZ2EFTEregionE B 1,

o KEBEEESHPIRSEEIPEEIENH, =FHITMNARSSEMITROSEER.
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ADB ERIESS

3.1 ADB EE=FHIEIRE “unable to connect
to :5555” ?

[l HEA
EEE=FIIAY, EIZSSHEREMING, HMITADBEEMSHTIR “unable to connect
to :5555” RYEEIR, BEAMNE3-17R.
3-1 unable to connect to :5555
[ ."-..IZ:-E!I'ME: .I"-,TEI alsradbh connect 12Y.0.0,1:8084
unable to commect to (5RER
IS
ADBIEIHAEINAUSB, FBEGEITLEIER .
R E

a2 fTEONITadb tepip AMTHIKAS, B{FEAadb connect 127.0.0.1: 4485
iR ds S ERER

3.2 ADB &SRR, ANMEIRFER?

IR IR
ADBiE#EZSSsAlT, BitfTadb devicesCEIEZIZEER,
)RR R E]

ADB&EZSAT, AIRERENIAFAIEIREMESINNT, sEADBTERSHIER
ES8
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ET5%

RKAERadbIRSFRIHL VRS, BIFSRUNT:

1. XiHadbRSS .
adb Kkill-server
2. BnhadbiRss.
adb start-server
3. EZEi{ADBiEE,
adb connect 127.0.0.1: A 1th=Z5 i ik

3.3 =34l ADB & B UTAbIE?

=FHADBT BEMFEEZIRS, FAEN=FEEIIEE KPS EIRSZEEEIER
117, al{FMadb kill-serverfladb start-serveris $EEADBN =F VB EEER
%, @Y, HEERERANETEPATHRESFEEERAADBTEFRERRER, &
71, TEBHEHECRAADBIERK,

HihE LA ERIRIT:
e fHi=: Error file config.json doesn't exist, should in the same path as adb.

config.jsonfeEXFREESadbEEARBRT .

e fHIR: Error key pair file C:\Users\Administrator\Desktop\adb\keypair.pem
doesn't exist in config.json.

EIRANHAFE, REEANHIREZESIER.
e {&iR: Error invalid character 'U' in string escape code in config.json.

BRI IRREBAEIE, WindowsEFETEEFER\SEI, #lan: C\\Users\
\Administrator\\Desktop\\adb\\keypair.pem

e {&iR: Error access key id is empty in config.json.
AKKIEfE, SEIRENAK/SK,
e fHi=: Error access secret key is empty in config.json.

SKRigf, SEIREVAK/SK,
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