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EXEEENGS, FALAAPKSEA, 2& “KRIEIE > EELEER7
BB REEENE. ERSRREREES LR .

o MFEEESANIEMZIES, JRE “WMEERE" , BEERENEES, RIE
15 xﬁﬁﬁzxﬂywﬁﬁla%ﬁAK/SK

10.2.8 ZARFERFBIPLIRE?

EL%:%M%?E%E%%@J?E’JA{:P%&, BFRRRREKFPIZEREEMIGIE, BIGIE
BB, FEEFNEN, AETEIIRIERBNKIEESR.

REWKFAHES “IEE” . “BE”7 M “FKEN7 =MRE, SREEHERBEESE
10-4,

& 10-4 FRKFIRZESIEA

K& i=l:]:

IF% o “IIET , WSKEBIE, BREIEERERNIREFEKF, E5R59
«IE.au. ” '{k:u 3
® g “IIE” , WRSEBAIEN, FTRERRESERIEEKS, £
Tjj ¢ E'M” %Iu o

RN ANTRFERFE, RET “IGIE" (REREWKF, E78 “FRMA7 K

18N O
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= e 10 RGP . RENRKBEE
(AR
RN B

AEARSS. 155255 RR—R, WAENRREKFEITKSKIE, BIStelERERWF9E
B, MCEBRKAIRS.

o EEMRY, BEEEERMNKAPETRA “IFE” .
o FBLERE, LELEEBIZNWRE RN ‘887 .
10.2.9 ZGRiRfrE=n] LATEAIG?
Ao

RA=E20EZFHFERE, S1MNHPEEXIERIRENEEN AKPEER, ek
CBHESAEFLHE,

PINARAEE RadminFIINR R, EttEERNHEARERESRE, 76
Hadmin A FRRMAITE, RZITFAR.

EZCBHBRITEN RS NNAERAZE2BRIRE?

10.2.10 BEGFFIMAZEBHNAERTIR?

RARETHEZE2ITERNEN, PRERASNRENFIRAEBRIERL,
BRRFIT:

B BRREZNRR.

$IR2 T R > HITITEIREE” , EANDIIEHRERSIREERE,

$I3 B “FET = XK .

$R4 EREXIKEREWFRT, EREMptylkF.

LES 7 sl > FskE” TEERZEN, FEFNRAZREKFZFENED .

10.2.11 FHAFREBERBIESNN=EN?

SZREZNRARE, BAFPZER2 “REFESR” RAMETV33.008, SARN=E
MATRESIRBIKRY, FRERENENER .

EALUSSIREARRREETRAE, BXEAZEN . BAILBEETEREA
ExcelZ®tg, BiIExcelXXHFHRMESAEN

EERELH RERE A, BENETFRE.
SEBURATHRIES NFHRAA .
10.2.12 WTEI =E2HLRHE A MR AERIARSS?

MREFEBEIZEL2I KL AAMRHIIRSS , EEEIUATEZRETIRE.

BRFERR

1 WEWindowsZKBIEH e E LinuxBRSSE. HR. BIIESNEE . ZEFikLicenseF&
B, BFEENAAMIRSSS.
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10 RGP .. BRNRIRECE

LRNABIRSEE, FMIRMFESEENRRNARTRSR
AINNARIR, FHRFESIEENRININASER.

10.3 RFHEMRSE
10.3.1 HIAENER R IBRERIERTA?

+R4
g1

sESIRIUE R R P E R FAl AR NI & ,fﬁéﬁﬁ?—ﬁﬁ SRR R FE T
&, BiEMRINTIE. BNRAREFERENTRIE, FEERMETS,

PAap < 1= RESAIRDER 6 -

EEXARERAERN, HF R > adEHRE” , $EFH (SSHEkTelnet )
ap SEEAR S ITHIRES -

mITHIREE “HUTIIE” BIEE ISR .
AR
RSN EC B IR S W an S 2 SRR ISR B =R -
wPIEHIRISERIE, FNAPERZELY, EREREN, FUTHEXGIM
KREanQI=E, ERMIEINTR,
10-2 FEF=E

ast login: Fri May 25 14:51:54 2018 from 192.1¢8.47.188
dyunxiazi ~1# 1ls -al

root@yunxiazi ~1# I

BINAFIER ‘T8 > adENTIR” , E5HRERIER,
(AR
PRSI T RIS S I i SN TR fISURE A TR .
BIERE LRIMINSALIE ‘T8 > TREH” , EFEIRHIET S,
IRIGHERS, RIABPRIRTRINIETEXSS .
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= aE 10 RFEAF . RENRICE

10.4 REHcESS
10.4.1 {{TECE SSH Key BFREHEIE?

SRRV ZIFECESSH KeyERFNEIR, EVZRRECESSH Key/SL5cISIESSH Key

BRER.

4B SSH Key
1 ERAiEKey,
EREN, FUTIATES, SEMSSH Key,
ssh-keygen -t rsa
EIRERWNT:

[root@Server ~]# ssh-keygen -t rsa
Generating public/private rsa key pair.

AITRIEFREACESSH KeylIXHE/ETS, ERERRFINT:

Enter file in which to save the key (/root/.ssh/id_rsa): EZSaLII N\ IFEFHIR S, XIERIZE R /root/.ssh.
Enter passphrase (empty for no passphrase): ESsbRIEZ ZN 2145

Enter same passphrase again: # AN Z 45

Your identification has been saved in /home/fdipzone/.ssh/id_rsa.

Your public key has been saved in /home/fdipzone/.ssh/id_rsa.pub.

The key fingerprint is: f2:76:¢3:6b:26:10:14:fc:43:e0:0c:4d:51:¢9:a4:b2 root@Server

The key's randomart image is:

+--[ RSA 2048]----+
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AR
St rsaNMERrsaEEHITINE, EILUERdsallZEENE, SIUlT:
ssh-keygen -t dsa

T2 WATLAT S, BESSH KeyXi4,
cd /root/.ssh ( X#RFER) |

EHBIBFSSH KeyMIHRFER T, BEECEMFARId_rsafl2$8id_rsa.pub3Z{4,
B EE B EEIEEZIFASAZE S keyF I N tAZ B key.pub,

EIREEREINT:

[root@Server ~]1# cd /root/.ssh/
[root@Server ~]# Il

total 16

-rW------- 1 root root 0 Oct 14 15:47 authorized_keys
-rW------- 1 root root 1679 Nov 15 09:45 id_rsa
-rW------- 1 root root 430 Nov 15 09:45 id_rsa.pub
-rW------- 1 root root 1766 Nov 15 09:48 key

-rW------- 1 root root 430 Nov 15 09:48 key.pub

I3 EHRIERF/sshBRT, T T®HS, EF ARAElauthorized_keys3Z A,
cat id_rsa.pub >>authorized_keys
$£B4 FTHFENISSH KeyBZRWIFA .

1. HFLATES, (Esshd_configie EXHS L, £ “RSAAuthentication” F
“PubkeyAuthentication” , $ESSH KeyIGilE

vim /etc/ssh/sshd_config

2. BREER “Esc” , BMAwqlEnSFFiR “Enter” , (RFESFHRE.
HITA TS, EREsshdiRSS .
service sshd restart

ERINTMEEERsshdIREZERKI

Redirecting to /bin/systemctl restart sshd.service

.

EtE SSH Key (E8
TE1 BERRENER.
SE2 EF EWR > ENBE , FREEMSSH KeylIENRIR
MERVY:
ERMNENEREN, FJRE ‘SR , EEIERIFER RN REKF.
$E3 BE “HE” RESSHENER, BE “FHNKF” 1 “B18° .
B4 SHIERAIFAEI_rsaX{FHBFFASAZRS, EoE “SSH Key” #0 “passphrase” .
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(MEETY:
SRS R FROERILES “passphrase” , HkALE “passphrase” At:
o KREMFAEEBBERT, BERFNEHTHAZEE.
o EHEMFAPEEBRBRT, BXESZENEFoAFARZL,

S B ‘BB, FEIEAESSH KeyBIENERIBEMRS
(MARIY:
o “HWEESN” EHRFBERBIANSSH KeyFAfAFPassphrase®ty, AES|NEMFFHZT

%o

. LLMTttE«%)\EI’JA,J?%WEEEIML’KF'%D&Eﬁﬁi FNENZERNRRE, BlEN ‘&
TR R INFASAFNEERD o

U6 BRI

SERETSSH Keyly=EH ZEIKPIBIREARR . (EIaS MBI sISns .
ST ERAPEREEEN.

FIEES M WebRIMSERASSHEP IS4 ,

R

10.4.2 WA E N AREZTEA/N?

=E2H “ENE" BTRPEENATE, BRENANE. SARPTARES
BREAEN, THEERESE ‘“PARNETE" , RKERMANERFZERER

E_Iﬂ:_o

o BE “PARETE" 5, ARRZESNBFPMEERXNIN ANESE,
o RE “PARETE M ‘MELTE AT, RERAMEEREFERERR

T, FIRFIFBEPERARSE, ARSI ERER.
RS
FFBRI “R5 HREEUR.

BRIELER

B ERTE2NESR

TE2 EFE ‘KR > HBEEP > iR , BARAEFHEEESIERE.

ZE3 &= ‘WMETE” Xig ‘PANETE" f ‘NE2TE7 BB
“PARE=E” 1 “WES=E” BIAMESBI79100MBF15120MB,

T4 BF “WETET XiE ‘RwE7 , BE “RENZTE &0,

FW5 BH “DPAMETE” ABEIREE,

£86 2L ‘Mg’ , REIEE “PAMETE REMIN.
BENETENRE, BSIEHEES.
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= aE 10 RFEAF . REN RIS

10.4.3 Aol RIE{SPRIERR?
ERNIGERVRERSZBLATIRS:
o IDHARXEERNEIIR.
o  VNRRERXEEABIISE -
o TXRARXEEABII5K,

SIRABERRYE, BNESIEEMXEE, REN “BEX" BERX, FMIEE
s NEEREINL

10.4.4 CBH W{ax3#E = HpFERRSZ=E?

CBHZ ISR HEF A R MR =T HiRFEARSS =5 -

BIESR
UL 638BFE 961

$R1 BFR163aMpFE, HAN 1887 %IE “POP3/SMTP/IMAP” , FFREIMAP/SMTPRRSEZ gk
POP3/SMTPiRZZ .

$I2 ARISEHEKAREIRTME, B “BEHE .

SB3 FNE—HEAXEE, RERNERE ‘RERE" .

TR REFEMRIRNEDR, B “BE” .

RS BREZNwebFE, HN “REFE > RFEE > INRECE > BMHEE”

H£IR6 AsmtplBHAIRSSSRMbIE, REANBDMALRAERRIEIER, AKX ERE
TAMIRS 2RI o

-
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= MiElRR 1M iZ#HER

17 o

11.1 ZHETE
11.1.1 =E2WTFEFALZ4E Linux EHIZ?

X#Fo
(%88

ET"ZKHE,LJECVNCJ_&IE.%ZFE@JEEE‘%“‘*MWg, RELHRRESE=HVNCREES

AR

ZEZHTIFHEVNCIEERRER, FETWebRIEERERER, LHILinuxE
RIEIAIZSE
EREZENNENRRR, 1§ “hidEEE” &R “YNC” o FERINENIRAE, &
SRINENZIR

11.1.2 ZE2H3ZHHF APP IZHEHS?
ZESNENAZISTFIIAPPIEA, (BalLUBIFHNSE AN =E2TR SR
1 FTHFENNGSE, WAhttps://EIPHELE, HNTRNEABRETE.
2 MARFERSMNEDL, SRAPERIIE.

SRpINfE, JEEEN]. AR, BF. RIg. RAREFRAHE, UNEFERTS
MTEHER.

(10 488
AZHF “ENE#” 1 “NAEHE” R,
.

11.1.3 W{OJfcEE SSO RSB RTH?

RN HBIEEEH(FRE S ES (Single Sign On, SSO) TH, BFRFNIizHHT
NEIRESR
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= M ialRR 1M =&

=R 2N BAERSsoDBSettings 2 = ERTE, ARPESHIEERRR, SEA R
FIFSSORHNERTANMFIREEEPin L E, HEEIFHEIEEZPinhIIEEEISSOR

RERTIAELE,
AR
BERYIEEZ R, FSRINAUEERE2NRLE? HEXIIHRANIKO .

PANavicatZPimafl, ~EIERINEEZ P imiRRIRE,
$IB1 $TFFAMSsoDBSettings B S B R TH,

1M1 EERTERE

E EEsEG.200) - x
MySaladninistratorBifZ: | |
NavicatBifd: | |
PLSQLBA(E: | | [==
aysqlondiifd: | |
SsmsliiF : [ | =
dblondfiiE: | | -
Radwin ViewerBi{Z: | | [

*1F Fi)

B2 7£ “Navicati§R” 125, PLIRREE.

$|3 IRIEAHNavicatZ P in & RAIEIIIRIZ, i Navicat TRERJexeX /G, B “4T
P2

11-2 BHAUTRETIRR
4 sEENavicat BRI REE )

&« v <« Nawv.. » Navicat Premium 12 v O ##E"Navicat Premium 12 yel

ey R =~ T @

A ER

@ OneDrive

o instantclient
@9 navicat.exe 2017/12/5 13:01 RS
I EDFSE -]
B A
= B
5] 378
¥+ =
b EF
]
Yie Windows (C)
- CD 3EaE% (£

v < >

SR N): | navicatexe v | | EESE Cexe) v
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#£4 1R[E|SsoDBSettingsE R ERT EERERMHE, IEECIEFEANINavicatEFimisE,

11-3 IAECE R

B8 EErEE(3.2.10) _ v

MySqlidministratorf&iZ: ‘

Navicatf&{Z: |: :\Users\caohh\Downloads\Navicat_Premium_v12.0. 2(‘ EI

PLSQLEETZ : ‘

nysqlemdf2{Z : \

SsnsBh13 : \

dbZend&iZ : \
\

Radmin Viewerf8{Z: |

iz =i

S BF R, EESELH g’ FIRRE, NUSRIRESE.
R
EEHRECHT RN, BEIISSORAERINES.

11.1.4 =E2 P2 BEFRNERRE—RIRIS?

ZEZNABRTZHEPEARNERE—XER, AARHISRSROBFRHE. B2R
TFRENZSHAFRERRE, SV cE21 AP ERRERE—RIFEKF

Flan, ZRFWindowsHRIIZAFENERES, RINERWindowsZRAYEFE
SERARZT., Windows 2008F1Windows 2012 RZ2ESMNN IS B RIATE
F, IMECBHEFRMNEIWindowsIREZZBEIARZ AITFHNHREINER,

HNEFRRRSBAFERRERRE, SRR T UER:

o EERFRSH[AITSHFER. FIM, EWindowsfRSBZHFEEIIERHERIEE
MR EEN, FHEESNECSSHRER.

J Eﬁiﬁﬂﬁ%éﬁ@ﬂ@%’l\m&%, HPENZEZNTFEKRFE, BO3IERGH

11.1.5 =2 2¥, SSH =4 T jS L 5557
SIREH1,3.3.26.0 % L EARASSHIE#E S I E £ UNE11- 177 o
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= WialRR 1M iZ#HRER

£ 11-1 SSH Iz ISR9E L

b Sl H5z4E EFimiz4E
Key diffie-hellman-group- diffie-hellman-group-
exchange exchange-sha256 exchange-sha256
diffie-hellman-group- diffie-hellman-group-
exchange-sha1 exchange-sha1
diffie-hellman-group14-sha1 diffie-hellman-group14-sha1
diffie-hellman-group1-sha1 diffie-hellman-group1-sha1
ecdh-sha2-nistp521
ecdh-sha2-nistp384
ecdh-sha2-nistp256
Encryption aes128-ctr aes128-ctr
aes192-ctr aes192-ctr
aes256-ctr aes256-ctr
aes128-cbc aes128-cbc
aes192-cbc aes192-cbc
aes256-cbc aes256-cbc
3des-<?bc 3des-cbc
blowfish-cbc blowfish-cbc
arcfour128
arcfour128
arcfour
cast]128-che arcfour256
HMAC hmac-md5 hmac-md5
hmac-md5-96 hmac-md5-96
hmac-sha1l hmac-sha1l
hmac-sha1-96 hmac-sha1-96
hmac-sha2-256 hmac-sha2-256
hmac-sha2-512 hmac-sha2-512
hmac-ripemd160
hmac-
ripemd160@openssh.com
Host key ssh-rsa ssh-rsa
ssh-dss ssh-dss
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384

11.2 iZHHE(F
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= e

1M =R

11.2.1 =E2HTIRFMLEEFRELT?

BaiE®

FoEFR

RNER

HESR

ZEZNTIFRE “BER” . ‘FER 5 ‘BERT —#ERSHEE
RIR, WINESIFtEEREIRIIAE

EERRIEE “BaER" B, ARERREKFSIED, HEENSHNAER
TRAIMK FAOERT

EHEANRIBIDERRT, THEMAZRIOKFZR], £ “Elzg” 5 “NAEEgE”
TERE “BF7 , MAANEEREBiRRRLIESE,

(MR

o EdgeXBIWARFEASZIFEE “‘BaIER" .
o SSHIMMERIENRRECESSH Keyfa, HRIMERASSH KeyE R,

EIERIRRERE “FHBER” KSR USRI WA, £k “[Empty]” &R
WP, BIRECE EHEMN AKFAFE

EHEARIDAREFERN, FEEWMAENSNAHKAZFENERERTIR .

MERTREET “SUKF" , EEBRFEKFIIRERNER .

EHEARIDAREFEN, BEEBRFEKFER, BEMIREIRARFEK,, LtEs
BEZFEKFAERNEIKFRIEIER R o

E ‘EHizd” TE, SEARITLUEESPENRR, BEELE RS ‘#BER”
A NEHENEBRS P AEMNEERENRIR, FIUE—MEERERER,
HIEEHEANREHHRE, REIEHEE,

AR

“WEBBFR" FTHIFEFRFTP, SFTP. SCP. DB2. MySQL. Oracle. SQL ServertXEEIEH],
TR, UNREET “FRIER" o “WABESIKF” HENER.

11.2.2 NI EIEBI=E DRI EE?

ZEZNREFWebizf “HEDZE" e, IFEIDZURL, BiSRGHMARHE
BEEE—=IE, FESSEESIEEHIEINENRNIRE FIXNSIERTIRE, TNA
FimiZiER. WEHERERE ‘2127 FiFR.
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(AR
o SIEMNENZRI, FRESEZNSTREENMNBERIES, SUZBRAPLENARIE,

BEBASIERE LIREEER, 1B8F ‘AT RSSERKMFELNE, EECHTT, BRER
BIMZEHEIL (Code: T 514) 7 &

o BEURLEEETSHDEAS MER, WERARIKF SRR S ER TR
. SURPBIEEEE RN IE AR BB RMARIE.
BRIELR
LB BREELHRSK.
$|2 EF izt > EEgT , HAENISHEYIRRTE,
ST GEGEEEINRR, BE ‘BT , ERIEHTEE,
11-4 ENRRISHEFRE

Last login: Thu Oct 24 20:40:05 2019 from 192.168.0.228

Welcome to Huawei Cloud Service

[root@ecs-subnet-1 ~]# i

A PESFEGN “hRSE , BisHAPS5SE, —RETERIE,

FIR5 B “BIEFREALSIE" , KEURISIEHE . SHiEE, KXLIHESE2NER
WASPRAYEF
11-5 SREVEIS

EEITEEASTE
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£I¥6 STEHEFERTER2Y, FIHEEEE, s585EE.

11-6 SBAFEERIENERIBER

PN TP -
= O R IE

sys-admin
aon fEEeEdE  2019-10-25 15:03:29

SR SEAFSE “YRHENT , IARIERE,
o B “HIBEHIN , mARERERKEESHE, BIEEHSIEIR,
o 5 “BRUR” sk “BERIE" , SIENRBIREBIBEAEH .

o BE “RERIE™ , APRHIMRIE. SBBHERNIHEMBARERSIE
iS, FREERIIASEE.

Bl 11-7 S ZAFthESIERmE

Last login: Fri Oct 25 14:47:56 2019 from 192.

Welcome to Huawei Cloud Service

[root@ecs-subnet-1 ~]# i

$IR8 BB ASLREHETNSIERITEERRF.

o BISARE “HG ﬁﬁj\“” SIRERE, BERMRASERIE, SEBRPBHET
BERIE, BFEBISHEHERIXHEN

o LT BAFHBERIEEFINIREG, EEHETRE ‘BAR7 5 BR7 , BX
KIAEHIBIR .
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& 11-8 Bus AthESIERm|

Last login: Fri Oct 25 4piimuimdditm uns
“user1234 FEREBTHET
Welcome to Huawei Cloud Service

[root@ecs-subnet-1 ~]# |

UTF-8 0 ssils [ BEaS b7 AB =B

et

BERE2EHHREES N ENEHIN RIS

11.2.3 WA{FARARIEIRE?

ZEZNIFEBTIRRACBHRRMENRIR, AFIICBHESPEN . NERIRHIT
DERIBRY, ARILSEERRHITREKCRS . SAEVNSNERMITES, ZRIR
PrEXBRKIIEHRIREST RS, MMALXEHRRERD EOER ., — P EVENA
RERSHE10MRE

El11-9iRBA TR TIF A FLRAIF, LURREENECSHIZEERERDSTIRN
Bl, AEBNEERFESE TR MR, “mE17 RBEMER, “RE27 f ‘iR
37 IRIBIMAWRR, AP ARERRIRERHIEAMRRAER

11-9 R pl

o ‘ Team1 ‘ ...................................... .
ffffffffffffffffffffffff
=y [y
ECS1 ECS2 5 =
TREES
e REE
ECS2
RDS1 RDS2

RAFHIrERR, JECHREFEIGERRTR, HAEERRNE, sIF11-2,
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= e

1M iZ#HER

- RETIR

SER1
SER2
H$EE3
£R4

11.2.4 &I

£YZR PR

HUIRSR

% 11-2 CBH =& (EF3i A

FEAQ ATRATIRME

RH > RITEREAN KERER

RH > RIIERNA KEREIR

RH > JEREN GRTIR

RH > JERNA KEREIR

RiR > EHEE IR . MIBRIRE . WIEIREE . 1REIR
BiR > N IREE . MFMRE . RIERE . RERER
=4 > iz lRE . MM . RRER

= > NRiEdE IR . BT . BRER

LL“ENETR” ENFIFRTEE “Proj1” FIENRIRERERGI,
BREEBNESR,

EE IR > ENEET , EAFHEEIIRRTE.

BEIIER “IFE7 , BAFEERES “Proj1” . WAlBISEETERRFIRERE
FHIIREEBISIRZFIELAT “Proj1” EHHIR.

(0 %8R

SRENTENEIESHEER, HRSMIBNEERELER. FIMRATEE “Team1” 0
“Proj1” ¥5%&, SiFiEHTE “Team1” F1 “Proj1” {r&EMNENRIE.

-
BRI R MR SIE S AN TR B R E LY SRFE?

Web RiztizsE, WMEis %ﬁﬁﬂ%ﬁ%@?
B WebiES S HBBERLEANNAWE, BFHEHAYR.

e  WindowsEFZHSIEBEOSIFRAESHER, BIFEWindowsRFEN R RN AR
Iﬁo

o VnMEERENTRIISIAENERZFIAR DR,

o FIFEZRE “EHliz#t” 5 "Nz EREENR,

o HFKSEFEEREAOEFINIR, BIEEREESGHIEHIREZD AR
FREFIBS TR ERLE@IT .
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o REMHFEEIEE, BRREKFERKSHNELLIR

LUEZEWindowsRFEEHFIRRISTRE L D HERNE
£ BERTEZIERR
L2 &R iz > Tz, BEAENIEETIRRTE.
$R|3 EEBIRWindowsRAENRIR, & “BR™ , HNEHIEEL.
$RA BRIESHSEELG TADYRER, BHEOPERE,
SRS EEMEDHIREIEIREN “‘BEN .
o EiAN “BER .
e TOJIEIE1920*1080. 1024*768. 800*600FAE D HIE

11-10 REFIEEBODHER

AP P
920%1020

1024*768

FIR6 EERBETENDHER.
1. BE ‘BEX’ , SHopRRERE.
2. ECESWE ‘BEM ‘BE .
3. B ML .
SR ENEEXEEXSHFRRER, BEMEREERIEED,
EEpINfE, BEWRENDHRSIEED.

e

11.2.5 {8 Web RISz, WHTERARERS B/ FENEIA?

Webiz#HEHISEFERWIndowsRIZSE, “SHI/FENG7 SCARMRIERE “Ctrl+C” #0
“Ctrl+Vv” , EALinuxgtWindowsEHEFZARRE, BELFXERER,
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o VNCHMYENEIR, AZIFNAEH]/FNL.
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EZZRLinuxENER, BENZHSIEEO. EHRNARST, “Cul+C” SFHINXA,
“Ctrl+V” FEUESIA
11-11 Linux EHEHISZA

Last login: Wed Dec 18 11:03:32 2019 from

Linux

Welcome to Huawei Cloud Service =

[root@Server-59966287-e2c6-4445-915d-a041837d72d9 ~]# |

AT ROl CrpEsch SR AR

Windows A4 “ S%l/4#60%”
BERWindowsFHER, HNZHESEET . EPNEAASE, FTRERR “Cri+C”
SHISTAR, “Ctrl+V” $aMESIA,
(D ixmA
WindowsFEANAIS M “SHI/AENE" HiEgE: “Curl+B” &%, “Ctrl+G” Mg

11.2.6 =E2Hiz4, BIFREETHEL?
o WebiE#HRIBIZESWindows KAIRIBDER, M “CulsC” FHIXE,
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L\WebiEHERIBHL SRIMERERE I, (RICHITIMEIER. BIUEP
1B R TR, LISRIEE,
“RIFSEM 5 “EHlist” ERIERNWebEEAERIERE, RERRIES

=UHEE,
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%0
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EEEN, RERSEFIRTERERER.
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BOANBIR T, NEMB FHAS Y, FFa “ERABE° o FEABSIERATH
bR, LRORESEETE.,

TR BERTERNESR.
SR EF “Hit > HERIE .
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B 12-1 &R

$BA ERUBAE, BE BRET SR CTET O BIBRERFEIS.
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BHRIANMYSZIFBIS FTP/SFTPENEIE—1NVPCHEARIIRSS 28, ESTHASEURS D
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REHMIESMIFEE, BEIE2YATEHBN.

12.5 ZGHITHEERFES A?

ERESNAFZHIEET AERRETINERT, RFEHITHEIARRFI180K,
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et LMENBMIMRE, &0 “ Babiiks” hBESERFEIE, ERGSEETE
?E%’é‘ha/R'F ERRSRHITHSFENE, EE—BEFREFERGEHFHITET
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13.1.1 EFR=ELVREREEEALD?

[ERILR

o IPHENITIRERR, WIGTAFF, FREEEEHMRRHEIEEER.
o IERRGRAMRELEET.

o EREGUTRENKREN .

o ADEGMERIRFEREM.

o ZRZYABEEREER, AMMUHBARGERE,

RIS
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[RE=:
[REIPY:
FERA:
JREA7R:
FREt:

ERINE

[RE—:

REHETERT, BETEERERTS.

RERERAKRER, FERETEWSAE, TR,
FFESRERNSESHNEEIRE, SRFLHES.
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IHIBCEVPCA, MBACLIIUEERSIE, ERIPHEMEACLIRS.
BCEADIIAIERT, REEFASSLINZIAILE .

E2NIRARIR
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o WRERYLHIHITMEEE, HEXBTEWRET K.
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MU, BEEZEEMN, BEHFEIEL2NESR.

REE:

o FHFEMBACLECEARSIESHERE, BHEEMEACLIIN, H&2ECBHEZEHM
ML/ AL EiED, BERERTEL2NES.

o FERTERZNERIPHEMEACLIRE, 1BEHIEMEZACLIIN, HEFHECEACLR
), FIN=E2PAMIP ( BIsEEIP ) AR,
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[REN:
o ZEFAEBERadminBR=ER2NES, EFECEADIIAIE, BUHSSLINZIAILE,
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o
o WEIHITIEHIRIEEEIRE T AP, BSRihEEFIRE .
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SEABIREET, WE2NHTHK.

WRBEE LAHIE, MATEIERELNES, BREEEENGA LA ‘T
87, EETBRIGEEINR, BRERARZE.

13.1.2 BFRZR%, IR IP/MAC It A EEFTEEEAD?

)RR
o BEIWebHISHRBEREELNRS, LR EHRIPHIFERFERIGEE

|7‘] 17 %E.L?Eo
o BiIWebHEBERZELZNAR, LR “SHMACHIUARTEITFERIVEE
|7‘:| P %E.BEO
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SRR 91 (2025-02-22) IS © ERRAGIRAT 95


https://support.huaweicloud.com/usermanual-cbh/cbh_02_0040.html
https://support.huaweicloud.com/usermanual-cbh/cbh_02_0003.html
https://support.huaweicloud.com/usermanual-cbh/cbh_02_0003.html
https://support.huaweicloud.com/usermanual-cbh/cbh_02_1005.html

N 13 HFEHERR

BRINE

IFEERERFPERRHRE, EEEEEE “‘SRIPHILIRE” 1 “‘BRMACH
HERRE” AR BT ERE,
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13.1.3 BRES, RGER “404: RSBEIR™ BAD?

BRI
BT Web R GEEZER2VES, BHERFIERIE, 127~ “/3.0/AUTHSERVICE/
CONFIG-404: PREZHEIR” .
AREIRE
~E2NEZENEZEH T, alEREIEZTERE.
RERIDE
o HINEHRFHIER, HES=E2VAIEIKE.,
o THEREZ2HIUE, ESERFZMMIEHERE, EMIRESSNETERAINE.
(] ¥ B8
RV EENRAREIRENTY 75, DANERIIES, SRR EES.

13.1.4 BFRE%, &Z5IETR “499: RBEIR” BAD?

B
BIIWebIGRERAELNES, BHERFIRTIE, 127K “/3.0/profileService/
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EIEEELES
ZE2NEFRELTF ‘EEER KEF, HRRFEEARTH,

RRIME

SHMEBEERCBHASR, FRAERTH, FHAERRPBIESNERER .

13.1.5 IMAPERZE2NES, AreBzIBEmis?

EaR
o FRFEATIAN, BER"EL2NESRE, FRER, BERNEERTE;
o RAFPEREIAN, ERTEZNARRE, BRMNESRAMAMERIEE;
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AJRERE

RPATRETREBRSHESN, ZELNEEERLEE.
RRRINE

HINRETRIBRSHEEE, FENREHNBRPTEASE.

13.1.6 BUEZYEREN, TEXEEERELD?
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o IK—: FHAREZNTEER, TEFERFEKSadministrator#H TIEZER
o %&: FR=E2IEBEKS, BEEFRWindowsEill, SERMKSAILIE
EEEEES
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- FAP{ERTRDPHMYZERIRYEH, WindowsiTiz smEiEEEiBid R AIRE .
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o ME—AIBHNNE: SEHFSROPEFIBRET, XIEAE “admin console” &
EER,

o METHIBAINE:
- {FHadminlkSEREL2Y, SEHSRDPEFIERET, Ak “admin
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- B 5 > THEH” RERE LA “WebEHRE" Itk
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13.1.7 i&iZ VPN =& VPC Peering 3]Ji& VPC 5, ¥ VPC FHI VM
EREBEAD?
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EFEEESYAT, EETMES1089VPC,

E B3 VPNIEVPC Peeringi§55h—"1 192 ERAYVPCS 10R9VPCHTIE .
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e  Windowsi#t=iRFZI/ERH A

o LinuiEERIRSZEEERF A

MNATIANFESHE, BRENZEINENZE2NIERIES.
o  EEEBRILinux=IRSBEELD?

o  TEEBERFIWindows=RSZSH/EAN?
FERZLNENREE, SlEMBETCBHRAEFZER.

-1

RET EIAHEE, (PATERRTE, SREEEEFESALAN ‘T8, HE
THRERRIRTFUSR, BKEKKZF.

Web 528 351E, IR Code: T 1006 EiREAT?

B WebMIMEREREIR, SIRERMTT, R “MEERRE, EECHT, B8
i (Code: T_1006) ”

o ZERNEKSRFRSHIEMBZBEEATE, SEERHT.
o ZREZNHRFRSBIHEER, SEUEEMFT,
o RFRSZSHRWM, SEUERETT.

SRRE2NERSR, MEZSHpingEBIENIN, WIERE2TSHKIRRSEZEHIN
BERREDIER.

o MBEEAE, NCBHRSAEIZRRIRSHEEMEZIRTE], 52%ECode: T _514851%
FEKRHIE,
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13 tFEHERR

13.2.4 @it
G
EIEE S

o [MZEZEW, NWNEAIRESBERLION
ERBENERRSE, ERESNEKRETLE. EEREVFEEMRR, B2ET
Y SE PN S
a. HIESE2HANENZET RS BIIREIS
b. HIEFHRESEFIM, BESELinuxz=RZSHBFMEAD? Windows=
IR$ZEERIEAD?

QD%LQJ:LHEE PATEREROR, BREESEBEISALF ‘I8 , #E
THREERIEGORIME, BREFAZF.

Web JiE2EERAIE, & Code: C 515 HIREAD?

LJiWebﬂJxagﬁiLinuxE!ZWindowsim’ﬁﬁ, REFREIR, R “EHERREIRER
@@J—A El;E, EE.EEE‘ZE*%%EEE (COde: C_515) ? o

o [FHE—: BMNEIRXEFEILinuxEHBRELLHFRE IR, SCBHAYIPH
AN “/etc/hosts.deny” ST{Zea

o [FEET: LinuxENFBRT AU ENZLIRSS ( Host Security Service, HSS) , &
IREINEIRZIOEIHER, CBHAMIPHEHSSAIAN “/etc/sshd.deny.hostguard”
XHZE,

o FE: EE2NAIFHRERFRISSHE L . ({NEIXIV3.3.38hRALI T ESR
)-ll o

o [FEEM: WindowsENFRTHIKIE, SHEZNSENMNELEIEREE.

fERR “/etc/hosts.deny” SZ{4BR&I

gz
SER2

EEREFRLinuxE.

WITLATa<, BF “/var/log/secure” B, HIAEHUELZEZNIPICR.
cat /var/log/secure

HATLAT <, 4RiE “/etc/hosts.deny” 3, MIBR=EZ2HAIIP,

vim /etc/hosts.deny

(HJiE ) FECBHAYIPIIANEZE.

HATLATas<S, ZmiBLINUXEMAY “/etc/hosts.allow” X4, SIFFRAIPHILIE R, &
T E2ERER,

vim /etc/hosts.allow

-

fRFS HSS B3 IP R

£

BE “/etc/sshd.deny.hostguard” 3Zft,
1. BEERERLinuxENl.
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N 13 HIFEHERR

2. HITLATES, &if “/etc/sshd.deny.hostguard” 314,
cat /etc/sshd.deny.hostguard
3. BWUTLAT®S, FTFF “/etc/sshd.deny.hostguard” 3214,
vim /etc/sshd.deny.hostguard
4. HfEIA “/etc/sshd.deny.hostguard” X4 EREECBHAMIPICSHE .
H£I2 TEHSSEIRZHIE, MEIRIPIRE] .
1. BRHSSEEEHE
2. EE “NER > %ﬁéiﬁ” , BEANFHEERHE.
3. & “REFEFRIT BR, BE ‘BEHIPT , EHEE#IPIIER,
4. FRHAECBHAMIPATTEST, BEIIRA LA “MRERER .
SE|3  (T%) KBCBHIAIPEEE,

FEHSSEIRESIE, JSCBHRYIPEIN “SSHERIPEZE” , AFCBHEZRELinuxE
*J-LO

e
(10 #488

s, BNERRE2YNEENKFER, FERHTKFRL, BeFimAKFZEER
SARRLSEFKF, MESHE2IPHEIAEBERER,

fiEBR SSH &iXR#!

ST WERST[ECEUH “/etc/ssh/sshd_config”

1. BERERLinuxEl.

2. HIFUTHS, &iF “/etc/ssh/sshd_config” 374,
cat /etc/ssh/sshd_config

3. BWUTLAT®S, FTFF “/etc/ssh/sshd_config” 3Xf4,
vim /etc/ssh/sshd_config

T2 &L TEHostKeyAlgorithmsfTEiRINIAI T~ ES
ssh-rsa,ssh-dss
(REE!Y::

HIGHIFOABLE X (P EIHostKeyAlgorithms{T, XL BIESHRIELN:
HostKeyAlgorithms ssh-rsa,ssh-dss

T3 FHUNTHS, BFSSHERSS:

systemctl restart sshd

.

HINEEY IP hEZE

WindowsBRS3 MR 2ATHEH X IESHELNLEERER, AJfEWindowspikX
ERRIIEZYIPARRE, BIREEER,
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= W IE)RR 13 HEEHERR
13.2.5 1#E1d Web JEEEEFRHFIR, R Code: C 519 HIZEAT?

[BIREIISR

BIEWeb MR LEERAR, 7 “HTRREEEWEATE, HRILERE,
ST IMZE, BEMNRAEERFMERAHT (Code: C519) 7

AJRERE
o CBHEASHBRSHZAMSERTRE, SEERLNK.

o CBHEZRIIRFRSZ[AIMERKE =2, SENETBHIERIW
o REFRSZBFELNLN, SEERERAEA.

MEREERRRR
BREELYES, pinglBEIRMTCPIHRIGT, MIRELNSERIRSES
DIREEREREIER .
o MSEREEN, WNETRESEIEETINN.
SSANSERSSE, SHFVENERIES. BEEEEFERR, BNE

HIERMRS 2RISR
. géﬁi—iﬁx@, NICBHRRRIRRIRSBEMBZIRE, 1BSE AL RMORHEE
a. IBEWASRIBFRMENE, BEARMABR, LRBFGENRESR
=38

BIMNEELA=ANMBR, TEHEAMER, BIXRENIANBRARGEER
BHRR, HAERIBINYIEIENREEIBEWebsocketi R .

b. KMEBCBHRANRRRIRESE
¢ NMEFEAHMEERESERE
d. NEFNREEE/EESZCBHISE

18E CBH RGN EE2R i EaSE
B BREZELNEZ, RENSSEPII, HOZEFEETH.
2

LR MERFEXREBIEEIRE, S2EREIPIRS. EXUEEEHISRE, BRYER “X
IRIP” AOBRE

T3 KNBEZEL2YLHIXEFENLZSHE, HIEZ2EANROEEREESIE . BIIRIECBHE
FinO, EMECECBHE LA,

RAREEIWeb MRS RNERTIR, BFMNNILZEEMNTCPIHINY443ANT5E .
$R4 WEREL2YMERMKEKAIMNEACL , SIEACLINEERSSE,
BRIAE2ALIPHBILATAEIRE, LR “BRItbiE” FIRINEIRIPHLE, RFRER

BT EE.
SIS BLER, SAEMEICBHRASRAE.
e
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REFNLANERESEES

$IE1
FIE2

$IE3

BERERENLAEEEFS

KEFNEREESCBHELAER—XigE—VPCIHRET, CBHINZIFEEAOIE—X
iEZlE—VPC—FLZEﬁ o

WEFISLAIXBKANLZ2EINN, IEL2EMNEEREEE.
FEFRXICBHAYIPHBUEAGISITIPRE] , FERMENEAARINCBHATIPHBIL, FEIFCBHILIARIR

TR BNRER, EXENMEECBHRAERAR.
e
MBI RFREEEEZ CBH AT
SH FEREESSEIAE.

T2
$IE3

LR4

13.2.6 @D
73?
LG

Aap<route -n, WEFHAIKHAR, BEEFAEEKRCBHIZHNR

REFNERHANERLZEIEERE, BNMNATIANSEHEE:

o Linuxz=fRSEBSSHERHNZLINE

e  Windows#E=RZERER MR

o LinuxiEMRRSZEEERH MR

MUTIANAESHEE, BREVNZEINENN=E20HERIRS .
o TFEEFILinux=RBEELD?

o  TEERFIWindows=IREEEALD?

RRLLNENREE, SXEMBTCBHRAERER.

----45%R

RET CIAHE, (PATERRTE, SREEEEFSALEAN ‘T8, HE
THRERRRTFUR, BKEKKZF.

Web ISR ERENRIER, # Code: C_769 HIREA

BIFWebRIEEERENRR, REFKAZLER, & “BREW, BEEK
F&. BiEERER, B=INENEE (Code: C769) 7 .

NERE2YRREKFZEE S EH

gz
$IR2

BERTEZNERSR, BEBFLnuxEN, SHBEKP, REENKFZFZER.

ERECSEEEHE, BIEVNCHNERLinuxEN, GIEETKAZESE,

o ETBEER, WENKFEEEIR, BIELLinuxEYKFERLE, EHECECBH
RIFEWFEND, FRIEKFPEEIER,
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N 13 HFEHERR

o FREER, BN IMEELInuxENEEHBENEFRFAEFMHEELiInuxEHNEEIE
HrootlkPER

R

EE Linux ENE2EFBEXNEFAILE

WERLinuxENEHMANSEZBES, BILinuxENFRT W ENZLES (Host
Security Service, HSS) BIXNEFIAIELIEE

RN FREEREFENEFAENLinuxENL, ESEZHSSWETFAIE, X7
LmuxEMH’JYXI?U\ﬁE

EKALInuxENNREFALERE, BEFEAEZE2V EEZFRLinuxE.

RE Linux FHE2EEHL root IKFPER

AT sshdiRSSBECE S “ Jetc/ssh/sshd_config” &1, “PermitRootLogin” 2B
“no” B, LinuxENMARiFrootlkFER,

TE1 ERLinuxE, BEsshdiRSRIEEX .
2 7 “/etc/ssh/sshd_config” {4, & “PermitRootLogin” ¥, ASHIER

&R “no” .
$£I3 (82K “/etc/ssh/sshd_config” {4,
B “PermitRootLogin” 2%, EXNSHIEN “yes” ST BIESHFAET.
#PermitRootLogin no
WA ITLUATHS, BEFsshdiRS
systemctl restart sshd
----45R
TR LIREMEE, BEHMEHEREZN EERLinuxE.

& Windows [RFSE527 120 KIENXEIHA

KERZE: BEANAI—&windowsFHIZEER A NERERIRBIIWindows= iR
SEERT, MRBREMANTEIR: “BHTF A CEEmENIRS eI LURMHFalE, T2
SIRETE, BRRSEEIEREKR, 7

13-3 R B itz S EIENRSS 22 nT LUR I ATIIE
T o

STeATRENSTRSHTLURETE | EReEeE,
HAEEEREENRE,

[ == || ==

M5B ZWindowsBRS5 881 20K ZXEIHE . WindowsiERFHIRARSHREASITR
ZEA120K, FHIEFREMNE, RN ESNERTIEEZERIY .
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ERDE: B RAERS SR ENAEFEN

WRBEE LARHEE, (PALTERRTER, BREEEENeA LA “IT87 , #HE

THREERIRTBNR, BRERAZE.

FF/i= RDP iEHIER

HWindowsitiZR HIERHBIIRAIRFIE, APELEEER. E2(BEHE

“admin console” , FEIIERMEIEZAFBIRE, FRAKECERMAR, BHE

o

BREZNRSR

R iz > IS, HEAFHUSHETIRRE,
BE “Webiz#ffiE” , #HWebizfitEE .
A% “admin console” EEER

BFE “HN” , REIENIEHIIR,

BcERKINfE, APERRDPUMIGEEIENRY, HEZRMCBIRAIRE, SHFEEE

FRAF, BHER.

s

REE2RERE

WERLE: ERERNEE “‘BR > XTESL F8EE "REESR HIRIEE

3.3.54.0,
WNRZ, AIseEIRSSEEEH T keyboard,
RERINE:

o centosREH: KARSZIRECE M /etc/ssh/sshd_confighy
ChallengeResponseAuthentication{&iZ Ino.

e UbuntuER%: IEIRSSSEECE {4 /etc/ssh/sshd_confighd
KbdInteractiveAuthentication{Ei&Ino.,

MRERRRERRAZEN sles

gzl

SER2

WA TS ERRRFEE SslesRS
cat /etc/os-release
RENTNMERRNZEBRRF JslesiRER S -

NAME="SLES"
VERSION="12-SP3"
ID="sles"

ID_LIKE="suse opensuse"

MEslesE %, HITLATASIEPasswordAuthentication{E{EX ayes, &
ChallengeResponseAuthenticationfE Anol®RFEIEHE -
/etc/ssh/sshd_config

e
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13.2.7 @R FIIRAISERTFEATRNEAT?

[BIREIISR

CIECELS

RIE

B2 “FHIES” 3 ‘NAEE” JIXRRE, BRRTERERRATILT .

o KRIFING “HITHEHIRE RET “B%H” , BPIHITRFERER .
o  FRIEMR “pREHIREE” RET “BRERRE” , BFRE ‘RIEERT i
BERAFEEEERTIR.

o “ipAlEHIERER KEARRPERIESERR, BPNURIERKEHE o

o RREMNA NIEHIREE WER, BRARZERLIEHIR.
o RIRIRINGY “INITHTHISREE” MR, APEERZERILITEEIIR.

H%E’-:"Eiﬁﬁ&ﬁ’\] “CIBIEEEISREE " S, RIESCIMERENEES IR IGIIERIR
o (B IHITHEHIIRER” BEAXNMEE, ENERE ‘BB 5k ‘BERIFRIRE .
o EFWERR “ipiEEHIERE” .

o (E2X “IHITIEHIREE” BUFEE, ENRXKAFEEIR.

o H “INITIEHIRER" W, BHERIERIKAPIIER.
EZiHniEFIREEE N, 155 NihEEHIRES .

13.2.8 1#Z Web JINEEFRE, FHEHSIEREEAD?

[EREER
EEBRRS, EENEHNMEHIIE, BE ‘BR" , THESIEIEHS
ERE.

A RERE
I SRR R RS SUE BT A,

BRI TS =R

1. FAERRSERRA, WARSEEFEER.
& 13-1 EFRSRRAMRA

B LA kiR

Edge AARG LA ERRAS
Chrome 52.0% LA ERRA
Safari 1082 LA ERRAS
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Bl 777N
Firefox 50.08% LA ERRA

2. IFNSSEMEEA ERAtls, ARSHRNKERI=E.
3. RIBFEBRERSE, MEIRNEEEI=E.

- HEWindowsRH T, LAChromeliizg/ofl, 5% “taairBrsgtEn”
[ERIAIEREFIR .

-  TEmacOSEA T, FELRESafariBRNRFIRE, 1§ “HELEHAE
07 XS QEE,

[E] 13-4 Safari NS 22PEH

[ P

— » I_ ra=
R REN ABRE PR RBE RN BE L
MR Pl ot ek o AR 5

Web FI%: B A JavaScript
| mimdwn |
SV WebGL  MAEE.,

EEmEs: B arstt b E. .

EHERS SSLIEH
RAWARBLZLNEZEIIS, SRFASSTBIAMHEPEERIAT PR
mﬂ%mgmgmﬁﬁo@%ﬁ%ﬁ%ﬁﬁ@ﬁﬁmﬁﬁw,mP%@ﬁE%Z%m
RE%ZZS,

EINEEBEWREERISSLER, FRIEHRREZWebIES.
13.2.9 E_Lﬁﬁjégﬁ , ﬂm*ﬁr%MIU\ 'jJ\?
NAEGEFRIEEREEEIR

EIFEENES

FAPEETHRNEAREERE, BInE2EXihaNEAGER, REEEEH
I

AIRERE

o [FRE—: NAREFEMEEEEEIR.
o FRET: BENARERFIFREZNBAISHNERER, T35 -,
RRRIME
o (B “IEFEmhiER” BE
a. BRRERBNRER, ENARSHFERE, EERENNA “‘BRENK

A ”
=7,
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b. ZERWindows RSS2, EMNARKIREZ, RIEFexeFHiRE,
¢ WHBREEE—H. 57K WHFENELER “BEFEmMEE" .
o EREISHINABER

a. BRWindowsNAIRSE, ZEEZNIFRARNNA, FEESIER
PRI o

b. BR-EZNRE, EHMRENARSS:E “‘BFEDEE” .

Windows FHERRE, X ARNBRER
G
Windowsh FAIRSS e R G H KA, JLUEERONAARHDRR. RAARERRE, H
BN AR ZRRHEIE%, THEREENNEER, 2R ‘TZERVIRER" &8

=0

13-5 NARHEFLEEH
fa= X

. \ 1BERIAEL,

Y FoERFHATIEIER: C\Windows\systern32\ymshta.exe
vbscripticreateobject("WScript.shell").Exec("C:\Program Files
(x86)\MySQL\MySQL Tools for S.O\MQ\;SQLAdministrator.exe -u
develop_read _ -h 192, -P 3306

"{(window.close) 1develop_rea ([ NNEGNEGEGEGEGETN

RIEEEES

Windows§E SRR EE, MHITEFHITHESIQER, Windows Defender
2\ FSRMEEMPAEE “administrator” FiERIexef2F, BGIINENASISAIEIRRE
RN FBFER “mysqladministrator.exe”

EIRIE
o (EMIEFER

AEWindowsi FERRSSsMELN BRI BEIEFER, HAEE2EEPIZNA
A “EBREmEE” .

e X[AWindows Defender

FEWindowshi FERRSS SRI=HIEIR, &R “IRE > BEHLE >Windows
Defender” , ¥iFWindows Defenderfy “SCAHFEIR” .

13.2.10 SSO TERE, FeeERHIEERBREAD?

WRAARIETEEREIERE
QIS
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WRAAEBITUIERESEREEERER, MAARETEERMREERR, 27r ‘B%
RERERTER, PAEER, FERNEEEHNRTIAR” .

BIEEERS
ZERZNMRAHRS, SsoToolsBRERTERALR, FREIERILEERE.
RRRIIE
BXRSEB2NRAFRE, #EEHEASsoDBSettingsBE B RTH, EH PR
BRERTH, FIEHEREMIEEEZFIRER.
R = Pt i BN
[BIRREISR
RAFEXERHEERR, #7 ‘SREEEFiRTLERREEEIR, BEMAC
8! 7, FRIEEER.
13-6 FIEEE FPinis R EEIR

Az X

HEEEFRRECESEE, EEFES

’E

RIS

fESsoToosERERT A E, RENBIEEEFIREEAIER, SRECERR.
BRIE

fTFSsoTools%ﬁﬁiLIE, MEREEEFREEEREN, AEIERHINE iR

=
BoERT AREHIEEZEFPIRIKRES, B2 NNREEEERTRKRE?

13.2.11 BEE2EREKRZR2ZR, R “HEASEELTFIRE”
BATI?
RIS

£ PRI SSHERF R SR TS LHNENRS SN, ELHAFFHES

MKSEHE LR, JSEIRAKSHEBE CIRE, YRBRE—MIKSTEBER—
S
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LEIEES
ZIABRETHRHIRAISHN.

ERINE

=ER2HEIE50. 100, 200, 500, 1000, 2000, 5000. 10000 &~~HIEHELE, AE
ME=E2VNHEAHEEEES, FENAFIBNEEERBES INRSIRAE
=

FJto

RN ERIIMBLURS H A

13.2.12 AR “mstsc ZRimiAAIIRSS 2R RIRAT, BaIFRENA
BER" HID?

E)ERfEA
B mstscE PIRIAINRS AT, BARENAEER.
RERIIE

1 FTFAHERRAOESERS, HN “iTEH > HKEY_LOCAL_MACHINE > SOFTWARE >
Microsoft > Terminal Server Client” BT,

IR AT “Terminal Server Client” , B “¥fiE > DWORD(32{u){E(D)” , #hEE
DWORD,
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13-7 #1% DWORD

=3

HEE(N) 4

B lCpip

b TelemetryClient

4l Terminal Se

- pe . IME Ma
----- , Transpe

_ “eo | Trusted

b | Terrminal S

b | Terrminal S

b TermServli

----- . TouchPred

B Tpm

b- | Tracing

b | Transactior

E=H(F)...

=2y
L

SH(E)
R

EHIERR(C)

TA(K)

FrRFER{EE)
—tHIER)

DWORD (32 fsn{E(D)

R {EM)
- FEF R

#$I1®3 EEDWORDAZ . RemoteDesktop_SuppressWhenMinimized, {EIZ&2.

13-8 IRE{EX/N

TP SIEE) SB(V) WEEEA) REH)

TE\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Terminal Server Client

|

> TabletTip

- TaskFlowDataEngine
Tepip
Ial licat

Terminal Server Client

]

IME Mapping Table
i TrustedGateways
TermServLicensing

R
ERUEMRERTER

=

AHERIA)

i) HiR

FUEHIBE
WS RemoteDesktop_SuppressWhenMinimized ] REG_DWORD 0x00000002 (2)

HEBEIEUEMEERT ‘TEEEETEHEN , WMEN3-9FR. NFEEH

TRAZE,
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S 13 A

B 13-9 TixiEE

Ioe1--1
N iEsmsE -~ <
Falpigh P
| IiERE
a * S
‘ EHLC)
B LTS 5

‘ﬁ’lmﬁamﬁ%ﬁﬁﬂﬁﬁwam,
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SHEMR SR

IRENZFR A AMETIRBIAIER, HlIGaussDB
IxzmpeBy EEGeneric

x8 org.postgresql.Driver

URLIE#R jdbc:postgresgl://{host}[:{port}]/[{database}]
Bk HREZAVHIERF RO . BIA8000

$|2 R T WK, BE YR , iRigsjdbcdjar,
Tigsjdbcd jarsitd, KB HSEIEERA—E:

o THEI3XEEHE.
o TER2.XIKEHEL

THBEEEHNREBFRGaussDB_driver\GaussDB_driver\Centralized
\Euler2.5_X86_64, F##EIdbc/E45E -

S|3 MNAkfE, BE “HRE” , ENREXYNIRE), BE HEEET .

H$R4 }*‘;FDBeavergpﬁﬁ”ﬁ, BiZEBtRGaussDBEERE, HIEFIEFELSBE—IHEAIIREI

185 B ‘TR, EERING, FTHSE: C\sso\SsoTool\DBeaver\General\.DBeaver
\data-sources.json, FBINGERL T XIRERE, FFTFHXEC:\sso\SsoTool\ssotool.conf

$%C:\sso\SsoTool\DBeaver\General\.DBeaver\data-sources.jsonSHIEA C:\sso
\SsoTool\ssotool.conf, 1EN[Gssotool.confX i TEEERRFESE .

L6 HA “iztE > ENizHE” , BRI EN.

e TR

13.4.2 f2& DBeaver i&5: GaussDB #IEE

hRARE K
3.3.50.082 LA ERRAS .

PILRE K
e PCimZEIER2241: 18000
o E2H\F|GaussDBEIRERE: XNAYEIREIRO, EAIA8000
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N 13 HFEHERR

DBeaver Z iRt E

FI1 BEiIDBeaverEiEGuassDBEIEZE, HIBEEFEPostgreSQL, EZITSIRR FEIK
&, FEIRENEHITIER,

$182 DBeaverfieBIREN, FKENEHUEREGaussDBIRENE, IRENEMRZASGaussDBEUREERR
~—H.

o TFEB.XIEzZNE.
o  TERXIEEHE

EIEEHNEEB R GaussDB_driver\GaussDB_driver\Centralized\Euler2.5_X86_64,
HiREIdbcE4EE .

$I¥3 $TFFDBeaverE s, ¥R “ HUREE > IXZNEHESE > PostgreSQL” B “4Rig” ihiF
“BE” , MIBSEETRERIAROIRANS , SAgsidbcdjar,

$BA SANERE ‘HBE” , EfifwiSpostgresikaf), BE “HEIE” .
H£|5 GaussdbFSsslfcE, 7EDBeaverfAcEssIZEF .

$JFFDBeaverZ i, %% “HUIERE > IXZHETESE > PostgreSQL” B “Igig” i%&iR
“SEEEREM , FIEMssimode, S¥{&E disable,

$£®6 FEI(F=aE.,
“i > YR T {E=SiE” I8 E HC\sso\SsoTool\DBeaver,
----45R

13.4.3 mysql MMGRIRIEIRERE, FITEHEBIREERIER 1251-lost

connection to mysql server during query

)RR
mysqUMGRTEIEHERE, MITEHEIEEZRIRRlost connection to mysql server
during query
FEEEproxyBHE, RAFGEL

RRINE

IZARRTE3.3.3MBRRAMIEE, FHREIZIRABIA

13.4.4 mysql EHEHELM, 1873<: 1251-Client does not
support authentication protocol requested by server

EIHENEA
mysql=ENIEHELM, $27R: 1251-Client does not support authentication protocol
requested by server

Bl

E2HIPAJ BERRPRE o
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N 13 HIFEHERR

BRINE

SREEE, FITUTSS, EEXMNAFHosHEREIRS TE24lip, WNRHR
Hl, HBEMER.

select * from user
(10 5488
BLyipE * Fbt > ROEE > MARE" TEE, HEESEHANTELHEHEE.
13.4.5 i3/ mysql MY ENEM, $#27~: “2013-Lost connection

to MySQL server at ‘waiting for initial communicationpacket
system error0”

SRR
iBiEImysqliM ENIEY, 1277: “2013-Lost connection to MySQL server at
‘waiting for initial communicationpacket’ ,system error:0”
BN EES
e 333068¢3306i%OATAEARKIE -
o HEMBITRINRAZA
RRINE

o B ARUhpcEIE22HAI33306i%0, E2HEIHIERIRSS2RAY3306k HUE .
o HEIFIVEZYwebFRE, FHEFTAIZRS MR
BEREZNEE, PITUTSHS, RIEE: ijz% E2Hip,

vim /usr/local/yunanbao/apache-tomcat-7.0.82/webapps/ROOT/WEB-INF/classes/domain.properties

13.4.6 Oracle IMYGHITEIEREIE<: ORA-12537_TNS_i&E#EX

S
OracletiM¥iBia)19cEBERR: ORA-12537:TNSEREXF]

GIEEELES
1521w AR BERMUE o
RRRIME
BAMPpcEIE2HR91521, E2NEIEREERS2E091521iKOM1T .

13.4.7 Oracle tiMMipIREIELRR~: ORA-12637_S 5K

[BIREIISR

ZRBHFEE 3.3.26.0 [, OracletimiEAMAPL/SQLE Fimih a3 iR AR :
ORA-12637-8 I IR
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13 tRFEHFER

AJEeRE
BRE X #roci dllfksk

BRINE

$1 TEoci.dlSZfE, ocifZRIEPL/SQLIEI T .
2 THEHTRE, fHiloddl XEEEEHEFEH,
#$IE3 EPL/SQLEEocidl, BEBEEEEXAEFIEN.

13-15 BB/

ﬂ(ND‘t legged on) - PL/SQL Developer
O~ - : b -

H

File Project Edit Session Tools Configure View Help Plug-Ins

— 10, Object Browser Folders El‘, Plug-Ins ﬂ Beports
=

: Tq Object Browser Filters | g Tools (6} Web Searches
Connections " = iee
& File Browser Locations | §ii, Documents (7}, PL/SQL Beautifier
Dockable tools Other tools
|m 174 Preferences e
™+ B

% ]~ {ﬁ Default chenyilei v]
-l 1
«-ul el * | Session Mode

3 g:;ﬂpllﬁ @ Multi session
OUtUEtgu Dual session
-m:: *) Single session
Profiler ™
Logoff with transacti
Logon History £ w & SRR
Hints
L e (&2 ®| 7] Check connection
Options =} .
Object Browser Oracle Home (empty is autodetect)
Editor
Fonts = =
PL/SQL Beautifier OCl library (empty is autodetect)
Code Assistant E D:\Exe\ociinstantclient_11_2\oci.dll
o sz
nections
Appearance = i
NLS Options [¥] Allow multiple connections
Moyt Rypes B m [T Pin window connections by default
General .
Program Window | 1IEIA ically close unused ctions
SQL Window n [¥] Store recent history
S W [ Store with password
Plan Window
Tools =
Differences
Data Generator
To-Do List
Recall Statement
Files (52|
Directories
Extensions
Format
Backup S
P | 3
= ﬂ[ cnce | (2520
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R

13 tFEHFER

h PL/SQL Developer - (Mot Iog;ed an)

File WCS Project Edit Session Debug Deployment Macro Documents Reports Window Help
o=~ R B
] - ?
| Connections oaxl||f
&8 Preferences
[ -
20 Impored Feed Usera Oracle G (g Detak chenyii =)= -
3 imported History ' ————————
(23 Recent Bl " Session Mode
Diebugger @) Muki session
?u(pu () Dual session
race X i
Profiler () Single session
h?::n A i Logoff with open transaction
User Intesface = (Commt
?gﬁ .} |7} Check connection
= - Db.iedﬂmwser ®| Oracke Home [empty is autodetect]
|Objects oRx| Editor B
e Fonts
| (les PL/SOL Besutifier
[y RS Eoude Atsietabt 3 OCI Fbrary [empty it autodetect] _
K.y Configuration \ 2, -
L‘m ARENT USER > '] Appearance -
,um .] NLS Options | [] Force OCI7 mode on OCI8
5—..-5;:-5—@ text.. Window Types [E3/0 uitiple Connections
F'mganWmdﬂw =
3 Recent objects A 5L Window | [7] Allows multiple: connections
= Recycle bin E et o) ¥ [] Stoee tecent hist
2 Functions 1 Plan Window 1=l ory
23 Procedures Tools = [ tove with password
[Z3 Packages Differences
(L) Package bodies Data Generator
(3 Types ToDo List
{3 Type bodies Recall Statement
» -3 Triggers Files i3]
N P 'J Directories
[Window st o x| Extensions
Farrnat
Window list | Templates Backup
HTMLAML
Othes =
Printing
5 Updates & News

|
-

13.4.8 =Hi=4E Oracle £, 127<: ora 12170 TNS iEIZBRY

RIS

RIS

2

FHliz#EOraclesk, 12x: ora:12170 tns iEZEHEAT

E Fin TR PZ B MES A8

HAMEZIBSIERE .
e PCiREIEZH: 1521
o ZRABNZIEIERE: OracleHiERE BAIA15216% O

MRMBBEIER, AE2UEETE, WANEEE2YL ERIEIERFPZE
TS mELip, MAZOracle##ERERIRE lip o

-

aEME
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iR 13 BUpEHERR
13.4.9 EH =4 DBeaver & Postgres HEEESLK
BRI
FHliz4EFEDBeaveriEZpostgresEiEELM .
EIEEEES
MLEAIE
RN

TE1 HARNKSEEEEER.
o PCIRZEIEZM: 15432
o REWFIHIERE: PGSQLEUERERIHO
FB2 WRBEIEE, HIAPGSQLSHssl, 7EDBeaverdrZZHgssl,

FJFDBeaverZFium, AN “EiEE > IRDNS1ER" B “RiE7 ®IF “EEER
whnEE: sslmode, &#{Edisable,

et
13.4.10 SSO HREFinkM, FHEHERT: ETHERD jre
E1FSENE

SSORFUSRSIBEEFSLN, TNEMEIET: BEEHEHD e,
BIEEELES)

MRS I RS AR AR IER
FRIRINE

o FHIUSHHUEEENGS, MIAFEYablocalAgent.exeifi2, 3.3.56.08 LA ERRA
JFLocalAgent.exeiftiz .

o HfiAFfELocalAgentEHiRIK AN, 3.3.56.0LA FhRA7001i% 0, 3.3.56.0%LA
LA 99010iw 0O, BiE#Epc A FEHsRiRE
netstat -ano [findstr 7001
netstat -ano [findstr 9010
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