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1.1 HTTP/2 iMIELIRSS /IR AS ( CVE-2023-4487 )
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mE., BEERMEESITEZ/HEADERSFIRST STREAMIN, EEEHEINER
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EE Server &iE, HmMmasl Server XIEFEIFKRAIAE, &/ DDoS I .
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1.2 runC iiERS UCS ARSSHYENTIRAR ( CVE-2024-21626 )
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runC2— 1M EFOCHRELM— MR =R A1z TTH, EDocker. Containerd.
Kubernetes& A S8 4HI OERABE . IEH, runCtXAMERERIRE, BET—4t
SR AsstizwE ( CVE-2024-21626 ) , AT RIEPXIHEIAT R, KEE
B EFSSEHENTEER, mdiER, BHIREANHEATHREERT
ROERR, 1IE5ENUEEY, SCHREEE.

*1-3 RRER

IBTERAFR CVE-ID TEadRal 158/ 2 IIRTE
runCiEd CVE-2024-21626 | & 2024-02-01

SASRRAS 01 (2025-08-28) WRINPTE © AR ERABRAE 2


https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-21626

A= UCS
RSN 1 BEAE

i FRSRAF
l;CSHE%E’\JIE*%‘ﬁ%iﬁ%ﬁ%ﬁtiﬁ'ﬁilﬂ%ﬂﬁ], NIAWEERSIUATFHZ—, ATRA
1Zifmila)
o NHEEBEAEHITIERHICIZIERINR,
o EMPIMHRAHNIBHRRERERAE, NEEREIELNRREENR.

pEEA
wE LIXREF ARG, SRHETRLRETR, SHTAEREESIITER
o
MR SR Ains
o KHEHRBEHITFAZRCIZIENNIR, SIZ T FRAMINRERRHEERT
WORKDIRJ/proc/self/fd/<num>, LASSIERRRIETRIHEDTR/RXHERS.

o TERHMNBREGKEATE, WEESHBEXNREGNR, BE&H
WORKDIRIE & J3/proc/self/fd/<num>, LASEMER LIz THEIFIOTEHER
%,

FIBRTSi%

1z C LS R P EE A ERFIEfRI 2 mERF LR, RIRERFP TFRAiicEsL
BRRGESUTHIN, JeeFEXR:

o T{EREhSEHIZAHWORKDIRA /proc/self/fd/<num>,

B 1-1 BN TIFREEERG

spec:
containers:
- env:

- name: PAAS APP_NAME
value: test-aatack-2
- name: PAAS_NAMESPACE

value: default
1mage: nginx:latest
imagePullPolicy: IfNotPresent
name: container-1

workingDir: /proc/self/fd/&w

o T{EABHIBEERPEAWORKDIREBEIGHSEE /proc/self/fd/<num>,
B TS EERSFRGTTEIE:
- dockeriz{THEI#11T: docker inspect <{&{&RID>
- containerdiz{THIHIT: crictl inspecti <$E{RID>
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"ContainerConfig": {
"Hostname": "9311f7e9fbf6",
"Env": [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sb

": [

"/bin/sh”,

"-c",

“#(nop) ",

"ENTRYPOINT [\"/var/paas/start.sh\"]"

).

]

“WorkingDir": “/proc/self/fd/&/".
“Entrypoint™r {

1.
"OnBuild": null,
"Annotations": {
"native.umask”: "normal”
}
}
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o EEBET{EREFAIWORKDIRABEEHR.
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1.3 NVIDIA Container Toolkit iR RRIAS
( CVE-2025-23266. CVE-2025-23267 )
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TENVIDIA Container Toolkit v1.17. 7R BERANIAEDR, HEFBSET—NES
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gpu-device-plugin
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Tand:

nvidia-container-runtime --version
- ARTEUSS, URZRZREE.
- EB7Rnvidia-container-runtimefRA{EKF1.17.8, WERiZFE-

[root(

~1# nvidia-container-runtime --version

NVIDIA Container Runtime version 1.17.8
commit: 5015e416b9elcafbbfcB853fa966c4487/a8d24744-dirty

spec:

runc version 1.2.3
commit: v1.2.3-14-g432d090f

spec:

go: gol.22.4
libseccomp:

2.4.3

ErmimRIEER, BREERTEITAIEINERRER.
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NVIDIA Container ToolkitZ2 2 g : https://nvidia.custhelp.com/app/answers/
detail/a_id/5659

SASRRAS 01 (2025-08-28) WRIERE © LEARITERARERAF 6


https://nvidia.custhelp.com/app/answers/detail/a_id/5659
https://nvidia.custhelp.com/app/answers/detail/a_id/5659

A= UCS

2 FRmAICHR

1
o0

2 FFmAhicR

2.1 SEEFERFPBIR A A FiCR

 2-1 UCS &R BXF R A K RIC R

UCSEEt | XY | BBdmsE B0 | UCSEE | UCSEEESEX
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v1.10.7- | v1.19~v | BUEEEXFBAZL, BindAiA | A | 20256 | 2027.6
r25 1.31 LA T B2 5RRE:
o key:
cluster.karmada.io/
not-ready
o key:
cluster.karmada.io/
unreachable
v1.10.7- | Vv1.19~v | e xi#FKubernetes 1.31 | & |20254 |2027.4
r6 1.31 ERHRA
o HFEXIRERIERBACH
RIERPRIZH
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ENEEEE
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v1.103- | v1.19~ | BESEERSEENA | @A | 20247 | 20267
r10 1.29 EFE(a)ER
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2 2-2 proxy-agent AR A L HICHE
HIHREFS SHTE TEAfE | TESH
proxy-agent: x 2025.4 FHR DB TR
25.3.0.2
proxy- % 2025.1 Xz EERE
agent:24.7.8.B001
proxy-agent:22.6.1 I 2022.6 7
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