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AfAdiE: 2021/02/02

Everestifi{4-7E1.2. ORR AL T (EFBOBSTRABRIAOBZERINIEINRE, iBTEEverestfifE 4k
e ( MEF1.2.000RAFREN 2.0 LA ERRA ) , EEERFHFEHOBSHEEET
EfRsE, BN IT{ERE(FEROBSFIEREIIESR/m!
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nAR|E
RS RS 3 EEHRA NS

3.1 1.23 [RAERHZ IR NS

BiRtE: 2024/04/25

R = CCEERE1 23R ABNEF2024/09/30 00:00 ( ItZ=ATE ) IERX S LE4EF, BATEH
XFCCEEER#1 . 23R ZBIRIRAK, EEANTBABZIFHERCE, BEKSTFEL.23
RZEIRNERRA, ATIFREERSNE, ENRRARIIEHIIBAREA, *F
AMTFHRERE, 152 WCCEEBFRIES . X TFCCEERIRIRANE, BSW
KuberneteshiR A0 .

3.2 1.21 [IRAEEHE LIPS

AfEdiE: 2024/01/22

599 = CCEEER1 .21 JRABNEF2024/04/30 00:00 ( tE=RTiE] ) IE(S L4, TBATE
STCCEEERE1 21 AR ZEIHINRA, FARBABTIEMERCE, HEKS NFEE.21
R ZBIRIERRA, ATIRETHRSNG:, BNRRARISHNEARES ., *F
AMIFHEREERE, BN CCEERFARIES . XTFCCEERAIRANE], BE2N
KuberneteshRASSEHE .

3.3 119 IRAERHE LR RS

KfAtiEl: 2023/07/07

= CCEEEA .19 RABMETF2023/09/30 00:00 ( IbZ=AHE ) IE(ZLEHF, fEATET
XFCCEER. 10K ZBIRINRAK, EENTBABZIFHERCE, BEKSTFEL9
RZelfERINRA, A TIRIEZRSNEGE, BNRRARISEHFEERE, XF
W FRERE, 1BSNCCEERAIIES , X FCCEERFAIRANLE, B2 I
KuberneteshRASERE

3.4 1.17 RAEEHZILHEP A

EAdiE: 2022/11/29
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nA|E
RS NE 3 EEHRA NS

RIECCEARfRYKuberneteshiRASREEPAIMRARES, 1H1IM202351831Ri#E, CCE
X3 N TIRAEERHE ISR . b2 e, BBRILMERER A 7TRAEESR:, (BCCERAR
BIZEINZMRARIE A, S5 FiI8E. A Xbugfix@lg . WRMEE. FH
;f=—':=*o EWEERAE LA R RIS SR A REIRIRA, FRIRIEES WERTFH
o

3.5 1.15 [RAEEHE LLHIF AT

KfAtiEl: 2022/06/22

RIECCEARfRYKuberneteshiRARIEPAYMRASRES, 111IM202258:9830Ri2, CCE
1%5(9‘1 ISHRAERHE LA . BINEISERTFHREIRIREY, ARIRIFESINERH
o

3.6 1.13 [RAEEHE LLHIF R T

KfAtiEl: 2022/03/11

HRIECCEARfAYKuberneteshRARIETRINRARES, M20226F3811HiE, CCERXY
TIRRAERHSIEHHR . BINEISERFARIISEIIRS, FRREES NS

3.7 CCE B34 1.13 N ZBIhRANERRIBIE S

& #RtiE: 2020/12/08

IRIECCEARfAIKuberneteshRASRIEPAIIRAZES, M2021F381HZE, CCEEAR
B 13RZAIMRAERF IR R 4R,

3.8 Kubernetes 1.9 NEERERRAH R~

KfAtiEl: 2020/12/07

IRIECCEA frAYKuberneteshRASREZFAIRAZREE, CCESEIRHE{Z1EKubernetes 1.9
RULEBERRAROLEIR, AT REEEIF S EMER=A RS 1EIRSS, HIREERREN
A SERYKuberneteshRAS, ANSRIAMBTE[E1.9.7841.9. 10k AR, BRIRFHEZFIBSH
IRAEERE, CCEFRITIEE2021F4H30H XA NASREE, 1BESVELLZ BT
TIRAYKubernetesEEEE

FER 75552 WEERAF A o
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par b
RS NE 4 WRAS

Ik

=TT

4.1 e EEE
SRR S S A

o SEmRE:
- Kubernetestt XK & MiFmEAH A MIEELER, CCE—REITBRHRITEES,
IEERESHKFREF—H.

-  BEFRRERSIREIREBRERSREERBMET NS, —RE—TBR
RHEERE, RFRETEE.

o Hfttiwil:
REBIRANIEEFRRIZRR o

(=N

ATHIEEREERSNGE, RERERES. mEFR. mRERESH. KIEE/
WA= BRARIURSEERFABTI, CCERMEHEXRRATRIEMSE.

Itt5h, CCENFMEZEFIRMIBRNER, IFEFRIFFIEER . CCEREaI3IER

RMFELE
=] ! CCEAREH M mPIRREFRSA R IR BN (3 “MIEER
37 ).

4.2 Fluent Bit RFHEiRimEAS ( CVE-2024-4323 )

Fluent Bit2— N IhgGE K. RiFEZTERASAENELATE, ERTEMMINME
FNEBIM FBFNZE S (#Llinux. Windows. #&AT{Linux. MacOSZ ) , Fluent Bit
ERZIEMEINS W ERIRITATICRERER, Bal PSSR ESB8i3130
2%,
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nAR|E
BRSNS

4 WRAS

PEiE

e

FIRRTTE

EpEHE e

X 41 BRIEE

e S CVE-ID e sl 158 / AT E
EXis CVE-2024-4323 | =& 2024-05-20

Fluent Bit hiR742.0.7 - 3.0.3FpFEE N X ELIRE, ZREFET Fluent BitAYERA

ChttpARSS 2RI IRERSRAVERITR , FTTERRHT/api/vl/traces inRAUENERES, £

R Z BIRIEFRISIEinput_namef9EUREZERY, @ IEIERAY “inputs” HBPEE
EFFFERE (NEBHE) , TESHAFRES, RIIFBZREESEIEHEIRS .
(EEMEDTEEHT.

CCEERPLE T mEHEHERERE, BHRA91.3.4-1. 518308 MiZiwiE o

1. BIfEHEGPD, EERECRERFEEATREBELANGERA

4-1 ERELEBIEIRE

ey
samr
EEAESME ZEERTIE ERESIHE EERE B SHee it
aREES
= esmmeSE )
= @ B =)
AR

.g FRsE
oberet

@ e

g
B

) Gt
)

2. BIEHRATE.34-15.158EH, WERiZREE.

CCEEE=IR4EH

CCET ke
= Promien Dot

m
;
y

\ SRR 5. 2R AHEEZRE, EIEERENEE XFER L

EOBRZRREzND:

1. TREFTUTSRS:
kubectl edit cm -n monitoring log-agent-fluent-bit-config-service

2. BEEIIHHTTP Server OngZIHTTP_Server Off, FH{FF.

0

MAERRAS 01 (2024-06-26)
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https://www.cve.org/CVERecord?id=CVE-2024-4323

=ARES|E
HEQ/ N=T Iﬁﬁ [—J/ N

service.conf: |-
[SERVICE]
Flush 1
Daemon off
Log Level warn
Parsers File /fluent-bit/etc/parsers.conf

plugins file /fluent-bit/etc/plugins/plugins.conf
HTTP_Server offi

HTTP Listen ${POD_IP}

HTTP_Port 2020

scheduler.cap 180

scheduler.base 2

3. E@monitoringdsZ =8 FAJlog-agent-log-operatorfAf4,

4.3 runc systemd EBHEFEANRREAE ( CVE-2024-3154 )

WRZ 2T ARIKEErunc systemd@HENTEIA ( CVE-024-3154 ) , WEHEEIEE
BEhRJsystemd/EtE (40: ExecStartPre. ExecStart. ExecReload ) i¥ NPodixfeh, #

AR ENFRITIESIRE.

p=HE B
*4-2 {GER
mmEE CVE-ID by el e ER /R TRESE)
KT CVE-2024-3154 | =& 2024-04-26
p=pEI=A
WEHEEFIFrunclsystemd cgrouptFiEHiTIE, AIBEEEPodiFEHENTER
systemd/E £ (40: ExecStartPre. ExecStart. ExecReload ) , #HMEBENHHITE
=RE.
CCEEEEER{E R runcilsystemd cgroupidtd, ELLARZUIIE RS,
FI¥TE

ERIMES & TR S BB D3I $E MM cgroup.

o BH5|E¥HcontainerdiI TR, HUTLATERS:
crictl info |grep -i systemdCgroup
BT
"systemdCgroup": false

o BHSIEHdockerlIT =, HITIATGS
docker info |grep "Cgroup"
BRI

Cgroup Driver: cgroupfs

NiEARAS 01 (2024-06-26) IRINERE © LATITERARERA 10
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nAR|E
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AR 2S5 |1 Z{EFERAYcgroupR & Acgroupfs, FHAR{FERHsystemd cgroup, A= UtiwiE
=28

ImEEE R
LR ECCEEREAR T FruncAIsystemd cgroupdFtE, AZruncigiECVE-2024-315457
M, EHBCER.

fBcpkEE

runc systemd cgroup4&4E: https://github.com/opencontainers/runc/blob/main/
docs/systemd.md#auxiliary-properties

4.4 runc B ( CVE-2024-21626 ) i CCE IRSZRISNmi5AA
S

runcE— P EFOCIHRESSII— MR ERBEI=TTEH, EDocker. Containerd.
Kubernetes&ER 24 AYZ OEMAM . 1EH, runcitXAHERMRA, EET 4/t
SRERAEsEkERE ( CVE-2024-21626 ) , HFAZPSHEA SR, KHEE
EIEHISSEHENTEER, dapdiR, BEREANHRAFHRXEBERT
ROERER, EEEVERENE, STARLIE,

FAERIFER: runcARitiRRETRE (CVE-2024-21626 )

A SR

CCERRSZHIEEFRASAZ RSN .

NAWREERBUTEGEZ—N, ATfBZRE:

1. WEEBREEETERERICIEsEHIR

2. EEPTERENASSBREREAE, HEERBELFEENR.

HAREEFNRRR:

o KHEBEGEHITFAENCIELERIR, I TIFREMEERRHIER
WORKDIRJ/proc/self/fd/<num>, LASCHIESEIEITRIBAITSMXERS.

o TFRAHMBSHEGHREATE, EERBESRREENE, SE&P
WORKDIRIZ & J3/proc/self/fd/<num>, LASEMEREIzTHEIFOTEHR
%o

NN =7

pREEA ]
e LN RREFIBSEER, SFeEHERER2ETR, SHPREREESIITER
s,

FIRGE

SEBHRASBEIAIV1.21.1-r0 - v1.21.12-r2, v1.23.1-r0 - v1.23.11-r2, v1.25.1-r0 -
v1.25.6-r2, v1.27.1-r0 - v1.27.3-r10, v1.28.1-r0 - v1.28.1-r10, REIRTEERBPTIEAZL
FoE AR RRESIN MFINT, HJeeFENE:
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=ARES|E
HE%/ \= Iﬁﬁ [—J/ N\

o T{EfrazihAR=HIERIWORKDIRS /proc/self/fd/<num>,
4-2 BLR XN TER A &R

ntainers:

- en \_n’ .
- name: PAAS_APP_NAME
value: test-aatack-2
- name: PAAS_NAMESPACE

value: default
image: nginx:latest
imagePullPolicy: IfNotPresent
name: container-1

workingDir: /proc/self/fd/&w

o TIFRAHIBRERPBIAWORKDIREBEN&GHSEE /proc/self/fd/<num>,
B TS EER SRR
- dockenzfTHIHI1T: docker inspect <{Z{RID>
- containerdiz{TAIH4T: crictl inspecti <$#R{RID>

E 4-3 BRENE E’J%ﬂ%ﬁﬂﬁj—-ﬁ

ContalnerLcﬁflq {
"Hostname": "9311f7e9fbfe”,
\lEnv.\l : [
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sb

“/bin/sh",

"-c",

"#(nop) "

"ENTRYPOINT [\"/var/paas/start.sh\"]"

“WorkingDir": “/proc/self/fd/s/",
“Entrypoint™r{

“OnBuild": null,
“Annotations”: {
"native.umask”: "normmal”

SIEI EAWE S
HLBHE G
o EET{ERHAIWORKDIRABEEER.
o EFRRETIFRHEWORKDIRER, BHIRTIFREERNSEEERRTE.

1 #8A
HATLA EATBHEIERTATET AR SRR, FIHTRS L.
BELE:

SHICCERABIZS iXiRiR, 5& EE%I\TH&ZISEi‘Eﬂi RIFBEEARERBES
WRZS . BEOSERFRANBFHREELERAHITIES

SCA4RRZA 01 (2024-06-26) WRIXERE © EARTERARBRAE 12



nAR|E
RS RE

4 RN

EIEEERERA: v1.21.12-r4, v1.23.11-r4, v1.25.6-r4, v1.27.3-r4, v1.28.1-r4fzLA
ERRZR

AR
SEHARERBESERAR, FEINESEAIFEREXG, MTFEETHNERTER—TH
B, FEEENAMGIE.

o BIZTHEES, NRBIIAEEHZINZEWORKDIRS/proc/self/fd/<num>, {BTFEFEX,
i, EEMRZECERERINESSE.

o BIZ{THIREET, (FRAYEIRFWORKDIRIZE H/proc/self/fd/<num>, {BEEXKE, &
FRAEER, EMPESEE.

o BIETHIERG, BFEWORKDIRKIRE H/proc/self/fd/<num>, FTXIE .

4.5 Kubernetes ZeiFiEAS ( CVE-2022-3172)

IR

G

FIBRTS %

ImEEE T3

Kubernetestt X7E kube-apiserver FEAI T —1NZ2GM, ZOEADIFEES API
Serveri$EFimRE BEEMENER URL, XAIRESHEFIRHIITRIMBELINEER
iwHY APl BRSB23EIREALEE= .

x4-3 FRER

b= G i) CVE-ID B 1 EE | IR E
SSRF CVE-2022-3172 == 2022-09-09
CCEEZSNIAIRRA :

e  kube-apiserver <=v1.23.10

FE LABEICCESESRE, BECE TERAAP! ServerfUt9=Z 800, AEEGCCEEREE
ZiEZHEBR MERANEERS .

IFF1.23 LA FhRAHICCEEERE . CCE Turbof:E%, {EFweb-terminal. cloudshell
o & EcEkubectUEIZERE, 1Z1TLA TSRS, WMIARTIZITREAPI Server:

kubectl get apiservices.apiregistration.k8s.io -o=jsonpath='{range .items[?(@.spec.service)]}{.metadata.name}

{"\n"Hend}'
HROIEIFE, HIBTFEEERSAPI Server,

BRTHERZH, HBRNSEEEANEREE. EEAEERNTEIEHINR, PHLEIE
Z{EARBEIIAPIServiceiZOAPEBFIZHIEZSAPI Server,

ZREEAEV1.23.5-r0. v1.21.7-r0. v1.19.16-rAfR ARICCEEREhIBE
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nA|E

RBLE 4 /RAAE
1E S pEE
https://github.com/kubernetes/kubernetes/issues/112513
4.6 Linux Kernel openvswitch =R RIZEH RiRTRE
( CVE-2022-2639)
ppEiES
ARG EE T Linux Kernel openvswitchi2HRINRIZFHEIR ( CVE-2022-2639 ) BIiRmiR4H
T3. BT openvswitcht&iRrpreserve_sfa_size () REEFERIIEPFERE, SHA
{@%ﬂ%{ﬁ%iﬁﬁ’ﬂlﬁzﬂiﬁﬁjLl*UmiFﬁilﬁ?%ﬂErootﬂBEo BalwiEpocE A, MR
= o
*4-4 FREE
imiEEE CVE-ID RG] 58/ R TETIE)
BRIEF CVE-2022-2639 | 2022-09-01
pNEi=2n
1. RAAREKEMZAICCEERE, T mOSER(FATEulerOS 2.8 (ARMIZR ) B
EulerOS 2.9,
2. T ROSEBERT Ubuntu,
EulerOS 2.5 #1CentOS 7.6HYEEEF T mAZiZimiERZIE -
mEESERR
1. BRAHEFERIEroot AR EaIRHEETLIBE A TIERE R ELZSITRER
seccomp, FEIXECERuntimeDefaultt@BakEZHunshareER%EAR . EAEE
FEASE MR EHEEHER Seccomp [REISENRESAEA.
2. Ubuntu$B1& B openvswitchIizi&ER, ATLAESSZE IEINE openvswitch RI#%
TEHRSRAEE , BAFUNT:
echo "blacklist openvswitch" >>/etc/modprobe.d/blacklist.conf
AEEETR, FLRAREEX.
EPSLE

https://github.com/torvalds/linux/commit/
cefa91b2332d7009bcObe5d951d6cbbf349f90f8
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nA|E
RS NE

4 WRAS

4.7 nginx-ingress At LZE/EAME LS
( CVE-2021-25748)

PGl

iR

FIBrTSi%

ImEEE %

HEXERE

KubernetesFHR#t X H#%EE 7 11 ingress-nginximila, FAFIEIZ Ingress XF5RAY

“spec.rules[].http.paths[].path” ZE&TTLASKERingress-controller{ FARY
credentials, X/ >credentialsB] LASRENEERFHFB namespacefysecrets, IXifmilERUL
FCVE-2021-25748

x4-5 FEER

p = EESi CVE-ID PGS E 158/ < IATE)

WPREEFH CVE-2021-25748 | Fh 2022-6-10

BIPRRTLAGIER/EFfingress H'spec.rules[].http.paths[].path FERBIAF, AILAER
HITRFGRIIXT Ingress XFRAY “spec.rules[].http.paths[].path” FERAVAEE, BIFIXFH
A RFREingress-controller{EFAAYcredentials, Al LASKENEERBEF AT namespace
HYsecrets,

1.23R A PR ANAICCESERE . CCE TurbofERf:

1. ERBfTZ%&nginx-ingresstyizs, FIBrnginx-ingressi FARYERIGIRA 2D /NTF
1.2.1

2. (EFACCERHAInginx-ingressiift, FIRHRHFRASEES/NTFT2.1.0

1. FZRingress-nginxhR A ZE1.2.1;

s\—y—

2. IR IEFEIZTT v1.2.0 (gcerio/k8s-staging-ingress-nginx/controller-chroot) H5]
ABY “chrooted” ingress-nginx =88, MASZEIFND.

1. CVE-2021-25748%tXifiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8686

2. #HXEZREHIRAMEE: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.1
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par
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4.8 nginx-ingress {H L EFiEATREAS
( CVE-2021-25745, CVE-2021-25746)

pNEES
KubernetesHiR4t X i EE 124 nginx-ingress;fmild :
1. lilRICVE-2021-25745: FAIFBXPRAILAERIZE/E#fingressiY, FlIF
‘spec.rules[].http.paths[].path’ =FE&, $KEXZlingress-controllerfEAARAYEIE, X1
EUERLARENEERF P T E s E =aRVE A .
2. miECVE-2021-25746: FIPBPRAILATESIE/EFhingressit, FIA
‘ metadata.annotations’ FE&, xEXZlingress-controllerfEAARVIEIE, XAMEIFA]
LURENERF PR B dn A = @RISR
+4-6 BEES
by S CVE-ID b =& HRER /AR IR (E)
R PRIZTF CVE-2021-25745 | 2022-4-16
WPREEFH CVE-2021-25746 | Hh 2022-4-16
=2
ZimEEEImLAIZESENAS R ERCCEERH B E B A AR IngressITHRAY
me.
FIETE
1.23RLATHRAAICCESERE. CCE TurbofeRfH:
1. EFRBRfT&R%&nginx-ingressBUizns, FIKinginx-ingressi FIRYERIGIRA R /NTF
1.2.0
2. (FFECCERMHAInginx-ingressifft, FIKTGEHRASEE/NF2.1.0
mEESLR
1. I®iEICVE-2021-25745/8 @dEE: BT SEhnENZREE, 1 networking.k8s.io/Ingress'
FEY'spec.rules[].http.paths[].path' [REIFEEMEZEFHTF ( SEH XN, &
X Fannotation-value-word-blocklist?PHIZEINE ) .
2. EiRCVE-2021-25746iHE#EE: BIISEREAENRKE, K 'metadata.annotations'#Y
BERBEESHNNZEFHR (SEHLXSHIM, EFRHannotation-value-word-
blocklistHhAIZEINE ) »
FEC s

1. CVE-2021-25745%#t XiEiElissue: https://github.com/kubernetes/ingress-
nginx/issues/8502
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2. CVE-2021-25746%t XifFiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8503

3. HEXEZKARWHRAIEE: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.0

4.9 containerd FEHHAENRIRFRRIAS
( CVE-2022-24769)

RS

peEEA

FIBITi%

ImEEE %

EP S

containerdF Rt XA E T — 1ML EiFiE, fEcontainerdBliZ2A2EAVZS, FErootEd
HFZAMGinheritalbe capability A 9%, BIEERIERkEexecvefliT R TI4ATER
FEIFCIFIcapES . 1ZITRREHBIRICVE-2022-24769,

*4-7 /EER

pp St CVE-ID =T e 6l R/ A AT (8

B PRIEF CVE-2022-24769 | {& 2022-3-24

containerd IS 2EATEAIAIE Linux Process capabilitiesEZ &2l Inheritable 48 F,
XESHEDEMRIHETELL Non-Root FIF execve() HfTaI#4T3 4R Inheritable
FI3ZEFEInheritable E S RIR EMIRINEIHIT5Eexecve[FRIHFZRIPermitedEE S,
HINAEFREARY “HAR ‘178 .. FERBPR, XMENFHISBERE execve BIRIHIZN
IR, (X245 ZREIAY capabilities.

ZR BRI e BT

1. CCE TurbofEE%, {HERTETF1.4.1-98 kA BIcontainerd{E9kuberentes CRII={T
B,

2. CCEEEfcontainerdhR A MEF1.5.11 LA FHIEEEE,

EnodeTi = _H{EArootAAF#H{Tcontainerd --version&Z&containerdhR A,
#iConsole LY “TEIE” ABAILAEEIZITHIRA .

288 entrypoint {£F capsh TEZEFRESARY Inheritable Capabilities,

#H X2 https://github.com/containerd/containerd/security/advisories/
GHSA-c9¢cp-9c75-9v8c

M HRAS 01 (2024-06-26) WA © EARTTERABIRAE 17


https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0
https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c
https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c

par B
RS RE 4 WRAS

4.10 CRI-O BFEiz1TH5 | 2Z2(FERBHRITRE
( CVE-2022-0811)

pEiE

crowdstrikeZ£HIAIEEECRI-O 1. 19MAFPEFE— N LZERE, WEEIURBZR
BT RIFEEHEEN DIREEERZS . XIESBTHTENEERACRI-08Y
Kubernetes£gf _FEFE PodRIF &R RT LA Fkernel.core_pattern9iz2&#, 7E&EEf+H
AE I S L root B LI A= I TERARAS .

ZIoRR 24 R CVE-2022-0811,

X 4-8 BRIEE

b= i il CVE-ID =TS 6al 128/ IR E
Btz CVE-2022-0811 =) 2021-03-16

a

NG

ZR RSN E J{#ER T CRI-OYKubernetesEEE, CRI-OBIRRAATF1.19, HRAHS
ThHRAEFE1.19.6. 1.20.7. 1.21.6. 1.22.3. 1.23.2. 1.24.0,

CCESERER{ERICRI-O, EILTRBULRARMN.
SIE EAWSE S

1. 1.19. 1.20kRACRI-O, ¥¥manage_ns_lifecyclei& & Fafalse, HOCHZ{TAIECE
sysctl,

2. BlgEEPodSecurityPolicy, 1&FrBsysctigEHfalse,
3. RASAZRCRI-ORRA

EPSEE S

1. Red HatitXi@iEAL: https://access.redhat.com/security/cve/
cve-2022-0811

2. cr8escape: New Vulnerability in CRI-O Container Engine Discovered by
CrowdStrike: https://www.crowdstrike.com/blog/cr8escape-new-
vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/

4.11 linux IZSENSSEEERREAS
( CVE-2022-0492)
NG e

AEFLF =T linuxl#Zcgroup vi1idrelease_agentFEFEIER] IR FHIER 22 A&
FOSEMIZ LA, 1ZaMEBIFEICVE-2022-0492,
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https://access.redhat.com/security/cve/cve-2022-0811
https://access.redhat.com/security/cve/cve-2022-0811
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/

par b
RS NE 4 WRAS

X 4-9 FEER

b= i il CVE-ID B 28/ IR E
ke CVE-2022-0492 = 2021-02-07

PN B ]
ZimiE ALinuxZARIRICTRIE, RESBEEXTHIEE IR Brelease_agent3{4RY
HEEEEBERINIE . ESMN0ST R L, TIERE(ER T rootlAPIZ THIZE
(EEZEEBCAP_SYS_ADMINR ) , HHEKECEseccomplHiEZElimRZMN .
CCEERZZmRR ImaEEI T :
. x8617=EulerOS 2.5F1CentOSEIEAZZITIRZZN -
2. MZhRZA/)NF4.19.36-vhulk1907.1.0.h962.eulerosv2r8.aarch6489EulerOS armhR
N,
3. AZEhRA/)NF4.18.0-147.5.1.6.h541.eulerosv2r9.x86_64H9EulerOS x86hRZAN
MiZhR A /94.15.0-136-genericLAR LA TP ZAR ARIUbuntuTi 52 6
ImEEE R E
1. EulerOS 2.9 lRABGERBESIRA, BERIITHEE
4.18.0-147.5.1.6.h541 .eulerosv2r9.x86_64hRATI A o
2. AI{Er#EEEseccomp, RFJunshareRGtER, FEEE%E Kuberenetestt X
A,
3. [REIBBEAHESIR, mIVUERAOHZENIR, WERIErootBani#iz. &Bid
capability¥lHI#RHIZNRS .
FECHERE

1. AZBEcommit: https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/
linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af

2. Red HatitXj@iE/NE: https://access.redhat.com/security/cve/
cve-2022-0492

4.12 containerd &% Volume JEZ 2 IEREAS
( CVE-2022-23648 )

PEiE

containerd R XHFET —NERE, NREGEESEENENE, EaRNAHE
HRESBEIEEN _ HEEXEFBERORIEEIR, NMmERBEEV LBRERMTE,
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https://kubernetes.io/docs/tutorials/security/seccomp/
https://kubernetes.io/docs/tutorials/security/seccomp/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://access.redhat.com/security/cve/cve-2022-0492
https://access.redhat.com/security/cve/cve-2022-0492

=ARES|E

HE%/ N=T lﬁi [—J/ N\
E£4-10 BRAEGEE
iR CVE-ID Pl 1558/ = BIAYiE)
Beskig CVE-2022-23648 | &b 2022-02-28

PN B ]
BREFERT EELRENEGER, SSHEEAnREEN _ EANEEXX I RIER]
K, Mﬁﬁ*m‘sﬁﬁvﬁ‘z{nu o
Zimias BT :
1. {EMcontainerd{EJaKubernetes CRIIz{TAY, BERTRIKFEEEER, FH
dockerfE ACRIFS A RiZimiaE o
2. containerdiRAS/)\F1.4.1-96,
HIMr 5L
FECCEFConsole EAYCCE TurbofERBFVERHEE TR “PRER” &, BF “m7H
RA” , Biz{TAd Acontainerd BARAS/INF 1.4.1-96M54% KiZiwiE
IwREERE
1. (FREAENES, BRFERREABINE=FER, EFEHERREGIRS
SWR,
2. CCEBHE{HATF1.4.1-96containerdif A, iEFEEFSERIT S,
fBcpkEE

HEXEREMT, 1HXEE: https://github.com/containerd/containerd/
security/advisories/GHSA-crp2-qrr5-8pq7

4.13 Linux AZE#zHRERE ( CVE-2022-0185 )
NG e

Er 2R ARWilliam LiuFllamie Hill-DanielZlLinuxiZzHE & — P EEEGE
B, JSHMEIRMERR ., AMEKNEETLFERIX—a SEIE%ERSS (R5taER) il
TEEREE, EREHSE NHBCAP_SYS_ ADMINKRIBF I SH AR EEE
M. BeIefFEpoc, BiEREZMEAFTHIFIBRR,

xE4-11 FEEE

TEEEE CVE-ID TmadRal 158 / = TATE
RREIBEEIR CVE-2022-0185 =) 2022-01-27
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https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2022-0185

nARE

iSESN= 4 wRAS
pNE=AlE
BEENFBFBBECAP_SYS_ADMINIXPR, HEPIZARATES AR L . EFRER
dockerthiET, HIF{ER T Docker seccomp filter, BHAER FAZIZRRRNE. £
Kubernetesiza= T, BRIAZEFS T seccomp filter, TERIZLARARH BiTZi% iR
IS
CCEZRIASZFT
FIKT L
uname -aB2&ZIRAS
FLEEFD HRE e
CCEERI D AT, X FEEAIKSsERE, BN TIERE:
1. =IWIRIZITESE
2. IRIEHXEMEE S XBEseccomp
fEcpkiE

https://blog.aquasec.com/cve-2022-0185-linux-kernel-container-escape-in-
kubernetes

https://ubuntu.com/security/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-0185

https://www.openwall.com/lists/oss-security/2022/01/18/7

4.14 Linux Polkit I R{ZEHRIRTNE ( CVE-2021-4034 )

e

ESb 2R FIRAEEETEpolkithIpkexeciE FPEE—MURIEFHRE
( CVE-2021-4034, 7R#RPwnKit) , EEBIIEESNAEE+F ARSI AEE
T PR B S E £ ErootiR, BETRIEPOC/EXPERT, MK

=o

Polkit ( PolicyKit ) 2— M FEFELUNKEERFZPIEH RFCERIRAIEM . pkexec
EPlokitiEZEHII—EB7, HITEBIRANIRIGS, RsudofBHE R, B5FEA
Polkitf A P R AT HE B FH T L2 IIE .

SEH4%: https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

F4-12 BEEGE
p=EE S CVE-ID e sl 158 / AT E

—_

BPRIEFH CVE-2021-4034 = 2022-01-28
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https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

nARE

BRSNS 4 A
Rl

SRR B BRI RAILInuxiRAS

RERA: BESLn BREAE
RIS S

HBiRedHat. Ubuntu. Debian. SUSEZE&ALinux| BB &HmiTIRANEE
TizimiE, BERMNARPHAIIRERE, ELEREAE, I8E HER
RIHAEBGHITERRE
RedHat; Ubuntu: USN-5252-1, USN-5252-2; Debian. SUSE
EulerOSEAM*NT, Fékpolkit rpmEEIA],
HRFEMT
a. yum clean all
b. yum makecache
¢. yum update polkit
d. rpm -ga | grep polkit
KMEEREEEE NXINIRA

= EulerOS 2.10 {8EhRAIpolkit-0.116-6.h4
" EulerOS 2.9 {8EMAJIpolkit-0.116-5.h7
" EulerOS 2.8 {8EhxAJIpolkit-0.115-2.h14

= EulerOS 2.5 {gEhrAApolkit-0.112-14.h15

ERFSETUAN T, a@idiEpkexecRISUID-bitlIF&H1TIRATHEE, 75
W: # chmod 0755 Jusr/bin/pkexec

T EEREIEHENSED, FHITES N

4.15 Kubernetes subpath FFSH§EiRLLHE
( CVE-2021- 25741)

PG e

#1X7E Kubernetes &AM T — 1N&ZEigi, HFPAILIEIE— M EAsubPath volume
THAREE, HISIMIXEFIES, BEFNXERFE EAXXEFBER.

Aee{EsubPathEEH— LA EBRRAEY, W& BIBERIASymlink Exchange i
(PR ERE RZIMIBREE TN LRSS, ISR

*4-13 REEE

TSRy CVE-ID s 1558/ = BIRTE)
RREIEEIR CVE-2021-25741 | & 2021-09-15
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https://access.redhat.com/security/security-updates/#/security-advisories
https://ubuntu.com/security/notices/USN-5252-1
https://ubuntu.com/security/notices/USN-5252-2
https://security-tracker.debian.org/tracker/CVE-2021-4034
https://www.suse.com/security/cve/CVE-2021-4034.html
https://github.com/kubernetes/kubernetes/issues/104980

nARE
RS NE

4 WRAS

PR EEA

FIRRTTE

Pl SES

LB
£ER2

iZimiEis & VolumeSubpath S X AR (BUAFE ) , AJREERLA FRIb:
o EHTEAFUURE—NTEFRESEHNSRSE, WaLUBREIMIHEHFE
x, BEENNHERZE ENXHIER.

o EHEIEREMRFICIEE hostPath FEHAIEEHIERZ N NE™E ., FEZE
TARTLATEAMER hostPath THEERYIE R Fi4T2R{EL hostPath BYifE), MMERIZIR
&l

e TERAUIARY Kubernetes IR, imiEFI AR AT RENERZ FIHNAYHRA,

WIRETE SR (FEAY1.19. 10K A ERAERHAZIZRERT ) -

ERTR, TS, &&FBuildDate, INEREZEBuildDate27E2021-08-2022 f[FAYHT
8, URREKIEE, FZZKEFI.

[root@prometheus-38892-wsb84 ~]# kubelet --version=raw
version.Info{Major:"1", Minor:"19+", GitVersion:"v1.19.10-r1.0.0-source-121-gb9675686c54267", GitCommit:"b9675686

c54267276a35579d4921c91be3d226f2", GitTreeState:"clean"”, BuildDate:"2021-09-03T@9:35:06Z", GoVersion:"gol.15.7",
Compiler:“gc"”, Platform:"linux/amd64"}

RETLAZEF kubelet EA9VolumeSubpath feature gate, FIB&{F{al{EAsubPathIfAE
A9EE Pod,

LArootFHP&RCCE NodeT =,

{EkubeletBicES %, XiFVolumeSubpath$Fts,

vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml
7 0VolumeSubpath: false=rE&

featureGates:
DevicePlugins: true
MultiGPUScheduling: true
CSIDriverRegistry: true
CSINodelInfo: true
ExpandCSIVolumes: true
CSIInlineVolume: true
CSIMigrationFlexVolumeFuxi: true

CSIMigrationFlexVolumeFuxiComplete: true
CSIMigration: true

IPvbDualStack: false

SupportSubENI: false
ReserveMemoryCgroupForPageCache: false
SizeMemoryBackedVolumes: true
VolumeSubpath: false
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nAR|E
RS RE

L4

BERkubelet,

systemctl restart kubelet

Hailkubeleti# 22 B0, HEXAVolumeSubpath,
vi /var/paas/sys/log/kubernetes/kubelet.log

#ZVolumeSubpath=false, WNREEILEHBARFMIN

FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multi
upportSubENI:false VolumeSubpath:false]}
W0923 14:58:45.371347 18693 feature_gate.go:235] Setting GA feature gate [P NI ENIEEIG - It wi
18693 feature_gate.go:235] Setting GA feature gate CSIDriverRegistry=true. If
18693 feature_gate.go:235] Setting GA feature gate CSINodeInfo=true. It will
10923 14:58:45.371362 18693 feature_gate.go:243] feature gates: &{map[CSIDriverRegistry:true CSIIn
FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multi
upportSubENI:false VolumeSubpath:false]}
.371464 18693 server.go:842] Client rotation is on, will bootstrap in background
.384429 18693 bootstrap.go:84] Current kubeconfig file contents are still valid, no H
.384482 18693 certificate_store.go:133] Loading cert/key pair from "/opt/cloud/cce/kt
.384754 18693 server.go:886] Starting client certificate rotation.
.384763 18693 certificate_manager.go:282] Certificate rotation is enabled.
.384893 18693 certificate_manager.go:556] Certificate expiration is 2031-68-13 21:334
.384922 18693 certificate_manager.go:288] Waiting 76594h44m10.622152411s for next cer
.385540 18693 dynamic_cafile_content.go:129] Loaded a new CA Bundle and Verifier for
.385695 18693 dynamic_cafile_content.go:167] Starting client-ca-bundle::/opt/cloud/c(
.385791 18693 manager.go:171] cAdvisor running in container: "/sys/fs/cgroup/cpu,cpug
10923 14:58:45.405886 18693 fs.go:130] Filesystem UUIDs: map[8b3744cc-15d9-434c-a%af-66a2c214b55c:
f854b8:/dev/dm-1 c89ecad8-5da4-43de-add0-4bb58e820d78:/dev/vdal]
@

BVolumeSubpath=falseq |

RIER{E{al{EEsubPathIhBERYPod .
----45R

VolumeSubpath $FEFHZELEHR

B2y

ISP SREEES

{EkubeletBic &34, MIFRVolumeSubpathtEBXFER .
vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml
&EFkubelet,

systemctl restart kubelet

HaiAkubelet¥mHEEBs1, BERGHIKubelet.logHEH T VolumeSubpath=falsetg
XFE.

R

https://github.com/kubernetes/kubernetes/issues/104980
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https://github.com/kubernetes/kubernetes/issues/104980

=ARES|E
H&%/ \4=

I)I::ﬁ ”/ N\

4.16 runc fFFSHHEEHSERIEIZ

EiRETREAS

( CVE-2021-30465 )

e

pEEZ

oyl ey SES

HEXHER

W RZ2HRAREErUNCTSiEEEH SR ERRE ( CVE-2021-30465 ) , Wi
%Eﬁéﬁ@ﬂ@l‘é‘%d BTSN EEESRR, ‘Hﬁk«aﬂnaizﬁﬁ%%
F, RSN ENE. BaimEMAT . POCEAT, XKES.

X 4-14 FEEE

b= il CVE-ID PGS & 158/ A TATE)
ZNeepkie CVE-2021-30465 | = 2021-05-31
WHE MBI E)EESPod, EHBEIVNERERSED, FBrunchiIFFSHEHELIR SR

RFEimE, REARESSHERLE, FEREEEBHIBEENAINERSR.

CCE VIN72ZBIRARIEERE (£E51.17) iPKiZiwiE, F=AICCE v1.17, v1.19, v1.21
RAEERE, ENET = Erunchi A,

o REAZEENBFABIZRILFRINIR, LHEREGRESERSHAIN
PR

o [RHEIZERFTABAIMER,
- LU3ErootBPiE!T

- @BidcapabilityfRHIAEAEAY4FN, WNICAP_DAC_OVERRIDE,
CAP_DAC_READ SEARCH. CAP_SYS ADMINZE

- @idseccompPRHIKEE B ENAZNESZERLIR, BAS52IER
SeccompPRFIZFEBNRSEA

CCEFfIET R ELMRIZRTAE

EBRILUERIEHI T =, AEBETRIRENFTREE, FETR LNREREERH
TRiE, MEETmsEEET R,

https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-
pvg7-gh7r
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-30465
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r

nA|E
RS RE

4 WRAS

4.17 Docker REEBEIZREREAS (CVE-2021-21285)

PG e

iR

FIRRTTE

IEEIEE 55

DockerE— X RN AR, THELNuRFZELEIE— B ( BREREN
) HEBEMZITRARER, UNESEE XN BREFNEtRE. SEM
F4% . Docker 19.03.15%020.10.3 Z Bl A FER RS IEEIRRE, EETILF
BiZE RS2 dockerdsFHIZEES

xR 4-15 REER

FETEESAS CVE-ID S R/ A B8]
BREERHR CVE-2021-21285 | 2021-02-02

docker daemonfBAHEH BRGNS ER S BXEREdigesti#TERIEIREG, FIEN—
MEEEIRIAHIRE T s S docker daemonfEis.

ZimiE A REELA Fip=itR :

o TEERENRYT = _EFENdocker pull—PMETEEIRIAAYEIZ .

o HEBEI(EREMNGBHBERDPEN T —MUEREIRIMAIER, kubeletBhHIERR
AT i o

ZiRENESEE T

o EHREWEEHRIR, HEUREIIAIsERSEHdocker daemoniz.

o (FAARBERIRS (SWR) BY, MIREARE2EIASWRIREND, LEZREK
CENRGREHTdigestiRIG, WIHEAZRIN,

o ZREASFINEITHAIER

1. R ==2EulerOSHICentOS, AILABIIFZRGSEEREERA:

rpm -ga |grep docker

2. {#EFEulerOSEE CentOSHIT =, dockerfRANEF
18.09.0.100.51.h10.51.h3-1.h15.eulerosv2r7fdockert;$ 5% CVESRE o

3. {FHEBIEEulerOSHICentOSHIEIR (#NUbuntu ) , BILAERdocker version&
EdockerfrA , BHRRAMETF19.03.15, 20.10.3, WiEEiZiREE-

MERRIMKFRNRER, HFERAFRRERRSSWR,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2021-21285

par
BRSNS

4 WRAS

HRR kR

Bail dmegfmHE T LMEERE, *NT3REWER:: https://github.com/moby/
moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30

4.18 NVIDIA GPU IBziEiREASE ( CVE-2021-1056 )

e

iR

NVIDIAATE T X FNVIDIA GPUIREIHI— NRIRICVE-2021-1056, iZimiERFET
NVIDIA GPURZNIEFF SR EREEXINZERE . SBRUIBSFERS6), KE
EZXAEXNERE, BIESSRTEEISHNFEEREXHEE, BEERBEEN LB
GPUIREHIH AR -

T REEEEE, B52ICVE-2021-1056,

WNRIFAICCEEEREHIZEGPU (ECS) s, FHFER T CCEH#EZFAINVIDIA GPUIREIRR
K (Tesla 396.37 ) , 1ZEEHBINVIDIAE S ASHIMEARSRIN; NREBITRED
EEFNIH S _FAINVIDIA GPUIREN, MIATREFEEZRE.

X 4-16 /RAEE

ppEE St CVE-ID I sl 158/ = TAT e

BURIETF CVE-2021-1056 t 2021-01-07

RENVIDIAESRENRRASER, BRIZZIBAINVIDIA GPUIREIARALN T EFf
7~

CVE IDs Addressed | Software Product Operating System | Driver Branch | Affected Versions Updated Driver Version
. R460 All versions prior to 460.32.03 460.32.03
GeForce Linux - .
R450 All versions prior to 450.102.04 450.102.04
CVE-2021-1052 . R460 All versions prior to 460.32.03 460.32.03
NVIDIA RTX/Quadro, NVS Linux - P .
CVE-2021-1053 R450 All versions prior to 450.102.04 450.102.04
. R460 All versions prior to 460.32.03 460.32.03
Tesla Linusx - :
R450 All versions prior to 450.102.04 450.102.04
. R450 All versions prior to 460.32.03 460.32.03
GeForce Linue - .
R450 All versions prior to 450.102.04 450.102.04
R460 All versions prior to 460.32.03 460.32.03
CVE-2021-1056 NVIDIA RTX/Quadro, NVS Linux R450 All uemjt)ns pln'cu to 450.102.04 450.102.04
R350 All version prior to 390.141 350.141
R460 All versions prior to 460.32.03 460.32.03
Tesla Linu R450 All versions prior to 450.102.04 450.102.04
R418 All versions prior to 418.181.07 418.181.07

EZEE, BZUNVIDIAEN
A0l R

o A5 |EECCEEREMgpu-betalffHHEFZIAINVIDIA GPUIREN, EAREBIIE
N\%DIA'E'E%_EEPO NBREREHNEREESN, HIVSRITIREEEENEHR
E3=18

o MREBREITIEFEZFERINVIDIA GPUIRREEINI T = LAIGPUIRE), i55% L
BN EZRRIGPUIKEN R B ZiZimiEs I o
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https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142

=ARES|E
Hﬁ%/ \=

I)I::ﬁ ”/ ==

SMaTEEIA GPU %,‘.\E’J NVIDIA JXzhR 2

ImIEE 5

HEX kR

FAERIGPUT =, T T &<, BIRTERIKMRA .

[root@XXX36 bin]# ./nvidia-smi
Fri Apr 16 10:28:28 2021

+ +
| NVIDIA-SMI 460.32.03  Driver Version: 460.32.03 CUDA Version: 11.2 |

| + + +

| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |

| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M. |
| | | MIG M. |

| + +

| O TeslaT4 Off | 00000000:21:01.0 Off | 0]

| N/A 68C PO 31W / 70W | OMiB / 15109MiB | 0% Default |

I | | N/A |

+ + + +

+ +

| Processes: |

| GPU GI PID Type Process name GPU Memory |

| ID ID Usage |

I
| No running processes found |
+ +

N ErEERIERF, FABRIZT =AIGPUIKENARZA/9460.32.03,

BERIERRRINEE, BT RAREIXI IR RAH TREEE
(1 %88
ERFHR TNVIDIA GPUIRR], EEBGPUTE, EETEEAEEHINGHS
o MRV HIKENRAF418RF, BHKRIKENZES18.181.07hRA
o WMRFRIFENRAIIA50K5], EFRIKRNZEAL50.102.045R A,
o MRV HIKENMRAS460R5!, BHRIXRNZEAL60.32.03hR A .

ANRIETFHRCCEERE T mAYGPUIRED, aILAFkgpu-betalfif e E4EimE, HERSE
REIHESI2EEHINVIDIA GPUIREIAY T 2kitbitENaT .

o  H[FXAZRENE: https://nvidia.custhelp.com/app/answers/detail/a_id/
5142

e UbuntuZZ/,E: https://ubuntu.com/security/CVE-2021-1056

e CVEWFRIEE: https://cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2021-1056

e NVDWR(EE: https://nvd.nist.gov/vuln/detail/CVE-2021-1056
e CVE PoC: https://github.com/pokerfaceSad/CVE-2021-1056
e GPUMounter: https://github.com/pokerfaceSad/GPUMounter
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https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://ubuntu.com/security/CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://nvd.nist.gov/vuln/detail/CVE-2021-1056
https://github.com/pokerfaceSad/CVE-2021-1056
https://github.com/pokerfaceSad/GPUMounter
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4.19 Sudo FHXEiRREALAS ( CVE-2021-3156 )

i

Rl

FIBISi%

ImEEE 55

HEXHER

HMEPREFAR A R EEsudorp AR HiRIE ( CVE-2021-3156 ) , iZimiEfEE{ElUnix
HEZIRMERF LERRTLAER . EEEABRCE TR 1.8.251.8.31p2RIFTE [BRR
ARLAR 1.9.021.9. 5p 1 RIFRBIEMRA . ARINFIALLIREIRE, (HERBEFAIBFE
S ZHERIEN LIRS roothFil

sudo@—MNNBEIRARIEAER, KSHE T UnixFILinuxiIIRIERFEI B Ssudo, ©
AR EREMEPNZ NS TIER .

£ 417 ®mAEE
b EESa CVE-ID I sl 158 / A TATE)
I PRIEFH CVE-2021-3156 = 2021-01-26

e sudo 1.8.2%1.8.31p2FrEIRKRA ( BAHABLE )
e sudo 1.9.0)1.95p1FrETEEM ( BUAEE )

LAFEroot IR B ERER

17 sudoedit -s [HITRIFHEE.

- NMRERFZARZZTIWE, BB ¢ sudoedit: 7 FFLRIEIRIERNDR o
- WMRWRFHITTER, BIELL “ usage: 7 FFLAYEIRIEANIRL o

ZEMARF BRI sudoAREZEIRE, HEFRBIMFER:

CentOS: E#rZEIsudo 1.9.5p2K LA ERRAN,
sudohRA T &2 W https://www.sudo.ws/download.html,
EulerOS: sudoth T E3RENHEE

- EulerOS 2.2: https://mirrors.huaweicloud.com/euler/2.2/0s/x86_64/
updates/sudo-1.8.6p7-23.h9.x86_64.rpm

- EulerOS 2.5: https://mirrors.huaweicloud.com/euler/2.5/0s/x86_64/
updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm

- EulerOS 2.8: https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/
updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm

https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-
heap-based-buffer-overflow-in-sudo-baron-samedit
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2021-3156
https://www.sudo.ws/download.html
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
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4.20 Kubernetes Z&£i®/iAAS ( CVE-2020-8554 )

e

peEEZ

ImEEE 5

HEX kR

CVE-2020-8554:2Kubernetestt K A MBIX FERBFAMBRELIFNLZE TR, BB
BUEEFNEFService IPodIIRBPRAGE TS, RelsiiiFERINREEMPodEET
RERE,. BEREEBIDIRESServiceXdHRAspec.externallPs=EE, BEfSENITEREN
HithPodakE T miflalizexternallP (AIEAMIIZIP) BORE, FIEEERZIKEE
SUEEAEEPodt, ERFRIEARTE . B, GE BT EXSServicelIHRAY
status.loadBalancer.ingress.iptB & EILtL HAY .

% 4-18 FmAEE

bS] CVE-ID p=p el R/ A AT 8]

MEF CVE-2020-8554 Fh 2020-12-07

MTFEREHAS T APEZERNTmSR, WRGPodiIServiceRIBIZMEFMNPREZT
MEFRIRFZZILRRERIFIN .

& N FErBKuberneteshiR A .

BINISS B A {EexternallPFdloadBalancerIPiiService, HIAEB G SN
Service,

AR HKubernetesEX AN ITHIRIESE, SRIAFRILARENIN MEHITIE:

o [RHlexternallPA9{EFE
- J3iE—: @idAdmission WebhookZgE ( k8s.gcr.io/multitenancy/
externalip-webhook:v1.0.0 ) fR#lexternallPRY(ER . RFBFIZEEIRALT
7£: https://github.com/kubernetes-sigs/externalip-webhook,

- HikT: FERFFRIRIFOPA GatekeeperfRilexternallPHIERR . ~BlisAR
ConstraintTemplateFConstraint&Zfr7E: https://github.com/open-
policy-agent/gatekeeper-library/tree/master/library/general/
externalip,

o [RH#lLoadBalancerIPHI{ER

AT XA RN ERF SR R ERF AR P 1% Fservice/statusx3gAIpatch iR ,
Etb+t X% B LoadBalancer| P2 HtHNE e . A1REFENILoadBalancerIPi#
FIR&I, MIETisEexternallPAIREHEE

https://github.com/kubernetes/kubernetes/issues/97076
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-8554
https://github.com/kubernetes-sigs/externalip-webhook
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/kubernetes/kubernetes/issues/97076
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4.21 Apache containerd Z&imRAAS
( CVE-2020-15257 )

PGl

CVE-2020-152572containerdBE B & fE9—AbDockerag5itizIRiE . containerd2—
Pz¥FDockerflE I KubernetesBc ER S SRIE1TRIEIRA M, BAIBSSRUEXM

s, HIRHAPIIEERENEGER . TFENRET, ATLlEdiAEcontainerd-
shim API, EsCINDockerAzggWbiz

% 4-19 FEEE

ImiEEE CVE-ID TR al 158/ = BIAdiE)
Dockerzs22ijkie CVE-2020-15257 | & 2020-11-30

pNE=AlE
CCEEEB$RA: v1.9-v1.17.9,
NEREFERENNEFBEREAHEAR L rootFHF (UIDA0) 1217, NRERIZE
;IEO
IRREEHE
B FERRIVBIRIZITEES, WFAMEENSHITUTRS]:
5 H{ERFMLE;
2. EFRIEARIHEZE oot BFIETT,
fRcpkEE

containerd-shim API exposed to host network containers

4.22 Docker Engine BIAKIIHEIRBEAS
( CVE-2020-13401)

pE e

CVE-2020-13401FEIEFIPveriZS o Bebfigit 7 IPV6AIDHCP RSN, iz 3FRouter
Advertisementii R, IRHABESTEHOTRESMEIRS, GEEHICR. BERESE
IINDPHITEEMEEE . ANNEIZ /RN,
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-15257
https://github.com/containerd/containerd/security/advisories/GHSA-36xw-fx78-c5r4
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PG

S ES=PE

& 4-20 WAER
pepEE S
BNIGIEEEIR

CVE-ID bR el

th

1RiER/ AT E]
2020-06-01

CVE-2020-13401

SHRER AR T IPv6FH BB R MLEAICNI Plugins/NFV0.8.6hRAAITT B2

TREHEEYLENEYN EEM S FHASHIIPVIRHICSE, SEMAEALSE.
EMEIE RS Z RS 8 E B iE(E I Pve b i TS SKEEN, (EEUNEDNSR
B TA(PVv4A)FIAAAA(IPVE)IER, IFZHTTPEEES I IPVe{TEE, tNRBLIES
IPv4, XARGEERETIINANES . ZREIPRERERE, CVSSiES 6.0,

KubernetesABAZiZiwiEzNE, {EKubernetesFr{FEREAYCNIEY (152 iihttps://
github.com/containernetworking/plugins/pull/484 ) £ &W, LA TFkubeletikZs
#HEE T2 IMAICNHEAIRSS

e kubelet v1.18.0~v1.18.3

e kubelet v1.17.0~v1.17.6

e kubelet<v1.16.11

o EBXRENHIZSHELEnet.ipvb.confallaccept_rafE}0, LUEMRIZIIPVEIZHA

o
o WIBRRESEATISHIESARNERILIE, BiLEAE AR,
o Z|F{EPodsRigECAP_NET_RAWEES, [HLLEEAEEKIPV6IEH:
securityContext:
capabilities:

drop: ["NET_RAW"]

4.23 Kubernetes kube-apiserver B \GIFEIRRRANS
( CVE-2020-8559 )

e

KubernetesE 5122 7 kube-apiservertB{H L 2iFE, WEELLUBITEHEFELA
EZET RkubeletlIAKISK, BLiEKRFPEEHHODEREEASKEHEBRT S,
KHETHBAZREARIR . AN B ZRmENZIEE . KREZIEFGEERE.

*4-21 [{EER

o EESat CVE-ID IR Bl 158/ = INATE)
HE CVE-2020-8559 Fh 2020-07-15
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-13401
https://github.com/containernetworking/plugins/pull/484
https://github.com/containernetworking/plugins/pull/484
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8559

nARE

iFEEN= 4 REAS
a2
FFkube-apiserverhEARKIERIR B FinP RIPEEREBEIFER Fin, &0
LUBE #EN R L RIX E= T mkubeletiIFHHRIER, BITiERPRERISEERERIEKX
%ii\@ﬁﬁﬁﬁ, NSRRI E T RRIRIRFHRIR . ZiEiRAFElRERE, CVSSIF
/96.4,
MRBRESNERHESFRTHEBRNCATIAEEE, XHETUFBIRREREEME
B, XMER TMizRRASREREE.
MNFURmRNEER KRGS, CCEERHERTRIERMNCA, FRREERFEIA
IEEETERE, BEEISAZRMm.
Mv1.6.0Z FEI FIEERAHIFFE kube-apiserverfA {4198 &AM :
e  kube-apiserver v1.18.6
e  kube-apiserver v1.17.9
e  kube-apiserver v1.16.13
TN ABm=ERREERIEER :
o MREEHTUSHEFEZHEFPER, BUTRIEAREHEF ERENZEL
ﬁ o
o FREEEEHZ=(ERTHRRIERHCATIAERSE.
mmEE RS

MTFEHABET RIS, BNERIATREEEE:

o BHERENEERE.

o BNFWKSEBENER/IVLEREN, B iRERBACIKIR, RHlAHERIpods/
exec. pods/attach. pods/portforwardfIproxyZEBIRE&EIAIal,

4.24 Kubernetes kubelet FREEEIZRREAS
( CVE-2020-8557 )

IR

kubeletfYIKZRETESE ( eviction manager ) FiZEBEXTPodEEEAY/etc/hosts {4
NIEIEESEEEE, BEEFENHIFST, —MEE T /etc/hostshIPod A LA
BEXZEHNASEIEE AN OHT =l EFE=TE, AMERT SRYELEISE)

( Denial of Service)

% 4-22 FEEE

TR CVE-ID TR s 158/ & BIRTiE
BREIEEIR CVE-2020-8557 =s 2020-07-15
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8557

nARE
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PR EEA

imEEE %

kubeletfI3KZREEES ( eviction manager ) FiREEEITPod1EEEAY/etc/hosts {4
NIRREFESEESERE, FEIFENREHEST, —MESE T /etc/hostsiyPodrI LA
BITIHZX ARSI OHET =RFE=E], AMiEkT mAYELEHE

( Denial of Service ) . ZimiEAFBIREIE, CVSSIFH /5.5,

BELTENAIPodIfIA T = L/etc/hostsSTHRIB AR :

e PoddhfyZsE2E%&CAP_DAC_OVERRIDEERZAUR ( BHAESE ) .

e Podllroot (UIDJ90 ) FAFPBnhak&E Pod Security ContextdHY
allowPrivilegeEscalationiZ& Atrue ( HLAFNE8EEE 1T CAP_SYS_ADMINAY
PRIz{TRTEAIA S9true ) o

TFURARIkubeletZB{497E L CVERIEZNSEEIA -
e  kubelet v1.18.0~v1.18.5

e kubelet v1.17.0~v1.17.8

e  kubelet<v1.16.13

EWERBA T 22l eEE:

o BITIZEERfPodLZ £ R admissionENNLHIEEIPod R
CAP_DAC_OVERRIDEZRF#NR :

securityContext:
capabilities:
drop: ["DAC_OVERRIDE"]
o BEII(FEAHERPodZ L RIZEE thadmissionEANLEIFREILAroot AR BEhAEE,
iR B2 #allowPrivilegeEscalationgfalse:
securityContext:
allowPrivilegeEscalation: false

o EIUTHOMBEBEMM/etc/hostsTHHTIE, MBLIHIOANGE, BX
BN EZE AR fREiait.
find /var/lib/kubelet/pods/*/etc-hosts -size +1M

4.25 Kubernetes kubelet #] kube-proxy & [S)fREiE2
& ( CVE-2020-8558 )

PE e

KubernetesE G At LZE~E, HizbBEkube-proxyFEFHILR LT RIE

( CVE-2020-8558 ) , FIFRmEKNHE BT E— BN TS, EEHET S
EipaE— B TRUEE T = 4P e ST 7 AN i#2127.0.0.1i% A TCP/UDPARSS
MMRBUZOEE . NRHIEE RO LRSI EERESMHIGIE, UESHZRSE
ZERKE . B, NREHFESERIZTHIF T 127.0.0.1:123409TCPRRSS, BHFIXN
bug, ZRFBEBEETRERSIZT RER— BN EMEN, S5iZRSETER—
T EREEEFMAIE . W1RiRO1234 ERRSAFEZEIMIAILE ( RARIRREEM
localhosti#20]LA ) , BBARBZZEIFAILtbug#H T

LI =IREEF Bkube-proxyBI AR K AT LHE B tF L £ INE .
FI5ESEHEE: https://github.com/kubernetes/kubernetes/issues/92315
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nAR|E

REASE 4 RS
% 4-23 [{REAEE
b=y CVE-ID ppEA e R/ RIS E)
REZEN CVE-2020-8558 =) 2020-07-08
PRl
HHEEREEVIMNEE B NS TE— 1B 7 CAP_NET_RAWEE YA 2E3LHAI
BY, BEETLGKEREBRRT S AR T127.0.0.1898RS socketiS 2 . MNBEBREN L
F1E127.0.018]LUAREI BEAEE(EHBAIENNREIRSS, IFRIZIRSZ(ESEFEEH
WEHEEIRE . [FEiES 0 Placeholder issue,
ATREI A -
o [EA—IENANEMBEZ NI,
o  ABNETER.
ETFIRAAIkube-proxyB{4 I E L CVERIZZNSEEIR -
e  kube-proxy v1.18.0~v1.18.3
e  kube-proxy v1.17.0~v1.17.6
e  kube-proxy <v1.16.10
CCEER T mELBEZ2ARTIHIF, RAFMNERT RsE& BT RipaEZein
O, HiaZze,
ERfnode = FRFAMHEIFE127.00. 10RO SR ERECE . BIEEEETFS
X, FEBEEMENKE,
2 b, ZCVEXFCCEERFIIMA A,
IRREERE

BHRIEL ERHZEMMEE TiZRRE, BZLWIIAFRAREUTEERS
e  kubelet/kube-proxy v1.18.4+

e kubelet/kube-proxy v1.17.7+

e  kubelet/kube-proxy v1.16.11+

BINEREA T2 E5etEE:

o WMRIBSERFFEAFNMBELXBENEITEIFZERAOL, TLUBEED =L
FaifNiptablestlNEER IR o
PUTLAT S, EERFPECEiptablesfill, FAFELIEALLIF127.0.0.18995E)5R

BgB.

iptables -I INPUT --dst 127.0.0.0/8 ! --src 127.0.0.0/8 -m conntrack ! --ctstate
RELATED,ESTABLISHED,DNAT -j DROP

WNREBAFEFSAPI ServerfiZeind, AJLUE--insecure-port=0ZINZEI
kubernetes APIBRSZ 22 ST RERiIRO .,

o WEBRIZITEAZEHNEEE, EEmanifest3Z{FXFCAP_NET_RAWAE
AT T aS:

HSERZS 01 (2024-06-26) WRINERE © HARITERARBIRAE 35


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8558
https://github.com/kubernetes/kubernetes/issues/92315
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securityContext:
capabilities:
drop: ["NET_RAW"]

A EE

EERERBEEMED, FHTRS M.

4.26 {22 Kubernetes HTTP/2 g S
poNEIES

iEHBKubernetestt X &% 7 5GotEXxHIZ 2iR/iRICVE-2019-9512F1CVE-2019-9514,

BAZEa@E MEGoIESInet/httpEF, B KubernetesBIEFERAFIFRT
BAH., XIS EMNEHTTPEHTTPS Listenerfifi2 S DoSKFE .

AT RRISEER, GoEH MITE XTIt af A% T Go 1.12.9¥1Go 1.11.13fR
K,

Kubernetestl#£v1.13.10 - go1.11.13iRAF5SAY T GohRAHIEFh o
CCEE&fmiHKubernetes 1.13.10iRAIBRAIITIEE, WIFEEEIEAIKubernetes
1T130RZA, 2019F9BERISIRMAN T HITIBE . FHIHET Kubernetes 1.138EEHRANE
BEFREE

* 4-24 RRER

TEEEE CVE-ID TmadRal 158 / = TATE
BRSNS CVE-2019-9512 =3 2019-08-13
BRETEEIR CVE-2019-9514

2019-08-13

il

P2 ln

BUASERHEVPCHIRZ SHARIP FAZRIG o

MNRFAF B EBRMIGES N ERFAPI, SEEHEHIEnIaeaSZHMm.
ImEEE LR

o CCEEA#HE#FKubernetes 1.13.10iRAIBABITIES .

o X HETFKubernetes 1.135BEMRAISFHREEELARA o

SEHE
Netflixdg &5tz

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-002.md

GohRA & ks :
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md
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https://golang.org/doc/devel/release.html#go1.12
Kubernetestt X PREH:
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522

B JaqaRin?

XLWHASEHTTP/2(EMERRTT . WTEFR, ZEMTTLSERZ £, (BEBK
WMSZT . XL, FSWEHERLSR0ELTMER,

HTTP/2

TLS (f/k/a “SSL" )

TCP

NEHBRGEB N AMEHIMNNTTIR, PEMEERSHLIERASE: BELIERAZEI (MR
BERE); ERRELEEBERE; FERERHEHERMA.

HEEZ T, RESOTEALREE FiRfEHTTP/2EERERTARRITICR . EERIR
HIFMEIE . B, PEHRS RS RIEEAIIMMELILESRIHTTP/2i&ERE, FEA
Aok 2 INERY MY TR SRR LTI

XEWHEN RIFITEREE BT SHNRARRR. BEKEEBSH, BPMERR
FOTRERNI Z MRS ERT BRI ( IRSZFEN /I EREEIR/ R ) - BTN
FERMRAIBERNAE T —LERFOR, ISERSFBANETRISER, RS2
[EERMERY, XERNBEEEELASNAIRELE .

4.27 (BE Linux J#Z SACK JRAAS

pEiEa

2019468 18H, RedhatkHHE N, LinuxRIIZAMESETCP SACKIEREEINESE
iBiE(CVE-2019-11477. CVE-2019-11478, CVE-2019-11479), XLRBRSHRADER
K/ (MSS) FOTCPIEREMEREIA ( SACK ) THEEIEX, WEE LR RIEFHRIIEAIIL
TEENIEERSZ KT, SHIRSHBATHIEE SR,

I RCCEFIPABEZRMEE LinuxRSACKIRIR, HERBBREE.
SEHE:
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https://golang.org/doc/devel/release.html#go1.12
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522
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https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md

*4-25 mEER
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6.1.1 Kubernetes IR A

A 25|% ( Cloud Container Engine, fE#RCCE) iI2USETH EBH. SRR
FKubernetestgf, AT XERIAfKuberneteshR A, CCERMEZ A fhEMNAVEERE
AFIEAIRA . R HENBCCEERFAIKUberneteshiR AN SRES o

CCE SeEfhR AL anRHE=
Kubernete | HaHAD X &7AT | CCESERfhR | CCESERB¥hR | CCESEE¥hR
ShRAS 5] ALMRGE | AESFERE | ANEOS (&
1ERRSS ) B
1
v1.29 22 2023%FE11 | 2024548 | 2024568 | 2026568
=
v1.28 e/ 2023%E8H | 202312 | 2024828 |2026&2R
B
v1.27 e 2023%E04 | 2023£E08 | 2023£E10 | 2025410
= B R =
v1.25 b 20227E08 | 2022£E11 | 2023£E03 | 2025503
B B B B
v1.23 e AP 20215612 | 20225E04 | 2022£E09 | 2024£E09
B R R =
v1.21 EOS 20214604 | 2021412 | 2022£8E04 | 20244504
B B B B
v1.19 EOS 20208E08 | 2020£E12 | 2021403 | 2023509
= R R B
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Kubernete | ZHEMAZE X &R | CCEEEB¥AR | CCEEEB¥RR | CCEEEE¥AR
ShRAS i&] AAMASE | ARAERGE | AEOS (&

1ERSS ) A
E
v1.17 EOS 2019412 |/ 2020507 | 2023£01
=] = B
v1.15 EOS 2019406 |/ 2019412 | 2022409
B B B
v1.13 EOS 2018512 |/ 2019506 | 2022£:03
B B B
v1.11 EOS 2018408 |/ 2018410 | 2021403
B B B
v1.9 EOS 2017412 |/ 2018403 | 2020412
B B B
(AR

CCEf=HI &S 1 I AR AR EERE :
o a: XFFEEEHIE. APIGINRIE,
o b {EHFAPIGHEIE,

CCE SEEFhRANM I BisiAa

o IRANMER: ERLUIEE CCEERFAMIRAFIREFTAIKuberneteshiRAS4FE
(EFZEEZIRFNREEREETEAVIIE, FEATFTCCERSSLA,

o IRAHAME: CCEERBARAZERLKIE, RETE. ETLUSZRAAT
HFINE, EZCCERSSLARIE.

o hRAEOS ({Z1EARSS ) PER: CCEERHRAEOSZ /G, CCESABSTIFXIIZhRAAY
RO, BNARMBNIRASS, S8 FSHEEN. RE/[OREE. T
FRURTRIES . ALHIESERYS, TBEMRTCCERSSLARE.

CCE SEHIR SRR

CCE E£RtEF 1t XKuberneteshR AiEfiER , FILERFIRASHEXKuberneteshr 2
FICCEXN T hRAFE B HEEHERE, B AVX.Y.Z-rN ( fIav1.28.2-r0 ) :

e  Kuberneteshr7A: X AX.Y, YPEITXIRARKE, HPXITRitXKuberneteshy
FEIRAK, YNt XKubernetesfRERRA, 1¥i5i55 it XKuberneteshizs
RAE. XFCCESZHFAIKuberneteshRAIF1E, 152 KubernetesiRA&ZHICR -

o CCE#\THRA: #={HZanv1.28.Z-rN, &bF#EPEARIKuberneteshR NS ERIRY &
FERN T hRAS o HFEAIAN T AR AR E—RRAIRE T HASIERT, ZARASIEN;
LEHIAN T AR _E—hR AR T Bugfix. [BiRIEEHIAZ2MILET, NIRASIE
Ne XFCCEANT IRAIFRE, B2 TIREEBICHE-
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RNTHEEREHFE. M EHRR/O™®, FRZE. FRE. fJFEIKuberneteshi
R, BNISEIRFARCCESERE, CCEERFNRAEOSZ R, TSI EREBHEMNAYI AT IF
LA CCERRSSSLAIRES, B8RS RATHRCCEEEERE,

BRILIBE AR5 |EEEEFE, BNSSIIKuberneteshiRARIATHIAH L, =2
SRV SHRERIITES, FRESNARMR.

6.1.2 Kubernetes A4 fpiCHR

6.1.2.1 Kubernetes 1.29 hrZ~i50H

ZAREEE|E (CCE) TEREF/EX—MIEAE, MEiFtl@EKubernetes 1.2958%,
AN 4BKubernetes 1.29kRARIZS 5B o

]
o BRI EIER
o APIEESHH
e CCEXJKubernetes 1.29fRAAYIER
o SEHE

FTISFE N AR
e ServiceBIfaE9EIPHEZ, (Alpha )

fEKubernetes1.29fR 7, ServiceRUfa#ktaE PiERLAAlphahR A ERX &% . HIE
ServicefYstatusHPFIE=FEipMode, FBFBcELEEFAServiceZE|PodRYRELE 1R
. HREAVIPES, BaVELEHGRETSE PANRORYREEHkube-proxy&EED
BT R, HREAProxylY, REBEAXRREIYEEE, REAREIESE
BRFIBIFAT R, XTUFEEERTFRRARESE REigERE SER R EgE
SEINEEIRKIOA . BZERMTIIESE ServicelIGAEIIEIPIER .

e NFTablesftIE#&Ez ( Alpha)

fEKubernetes1.29hRA, NFTables{CIBEZLLAAphalR RIER A% » IZ4FHEFIF

kube-proxyizfTfENFTablestEt,, EIZIEIL T, kube-proxyfEFHM#ZnetfiltersF

éé_?éﬂ’ﬂ nftables APISRECEHIREH AN , EZFERMTIESENFTables{UIE
I\Lo

o KRIEARRREAIRIE (Alpha)

fEKubernetes1.29hR A, K{FABFEGAILIRKELIAIPhalRARIEN A . 1Z4F
HRFRPABN T REEAMBEGAREERNRKE, BEXNIEEEE
WHRAREW . EeETiEFERKubeletEl & FFAIImageMaximumGCAge=
B, BERFERMADESERERTSERAVRIRIKE .

e PodLifecycleSleepAction ( Alpha)

#EKubernetes1.29fk 7, PodLifecycleSleepActionLAAlphakRAIER &% . 1Z4F
R AMAEERSIN T SleepEliFizF, oILARCE LB SERNEFIELER]
Hie—RIgEnrtE. ESERMTIESEPodLifecycleSleepAction,

e KubeletSeparateDiskGC ( Alpha)
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fEKubernetes1.29fk 7, KubeletSeparateDiskGCLAAlphahRANIET &% . 4t
Eﬁﬁfé , BMEERRIRGIBRB T NARFNERT, HEeH TR

e matchLabelKeys/mismatchLabelKeys ( Alpha )

fEKubernetes1.29fk 74, matchLabelKeys/mismatchLabelKeysLAAlphahR A< IET;
K. 24 EAE, EPodRIFEM/RFEFMBCEFHFIE 7 matchLabelKeys/
mismatchLabelKeys=Ez, AIfcEEFEAIPodIBIFEM/RFFHREE . ES(FRHM

&% matchLabelKeys/mismatchLabelKeys,
e clusterTrustBundlei&53% ( Alpha )

fEKubernetes1.29fR 2, clusterTrustBundleiZEt&LAAlphaflRAIER &% . iZ4F
HEARE, 2B ClusterTrustBundleXIRIABSNEFHAIEBIFENFENE . BZ
{FERMATIEESZ clusterTrustBundleiZ5i4 .

o HTE{TRIEMHESHE (Alpha)
fEKubernetes1.29hR AR, EFIEiTASEAISEGHIENAAlIphalRARIERN A . 1Z45F
SRR, kubelet 2BIT— T (SBERER, BTIIAIERER ) MAMNINE
RRAMIRGRHERS |HERESR. RSB TH A sESREEENE T
RIBRRFREEET N, ETETHERBBEENTFETVVMHNESREEEN. B
ZEARTIESEETIE T EARGREL.

e PodReadyToStartContainersiti5ixZlBeta

fEKubernetes1.29fk 7, PodReadyToStartContainersifiiFtixZ|BetahkA<, H
TEPodAYstatusHFTIE T — & IPodReadyToStartContainersgCondition, 1%
ConditionJ/gtrueR~PodBiPFEEREE, BILAFHABIR SRS . ZFILHSE
BEERULIEEWIISEtES Pod PFERICIESHINIBRIIMERT, 15
TiEmEETINIEHEERE D . B2 FRETIESE
PodReadyToStartContainersCondition,

e JobtEX4FIE
- PodEikEEIAZ!Beta

EKubernetes1.29kR A, PodEEHAZRARIFIHEIARBetahii A, iZ4F AR R
PodixZFailedBfiE% ( status.phase: Failed ) A&, MASHMIFRITE
BARTHT, Pod{BbFHIFRIZFESRIEEPod, LAULLERSE HII2 PodERT &5
BRsIMTARER.

- ZERS|RIELERFIAZBeta

fE£Kubernetes1.29hR A, ZFZE 5 |HIEIERRHHFIEXZIBetalR A . ENABER
T, 25|89 Job (Indexed Job ) A9 Pod LM IEREHSIT FE,
5 .spec.backoffLimit FERFMRERNERBEIRNAHIRES . XEKE, WREE
HEAES|ER Pod —EIFEEW, N4 Pod £EFHBEEN, BRIEHIREX
FRFE, —BEXZIRFNE, B Job BHEtrc kM, HEMELZS|
A9 Pod EECJRENABHE B . Z4FERT ERLZRS|ER Pod KWHIER
T, P=ANITIIEZSER Pod, HEBETBEITIFELWH . $FERS]
BERPodEH I TAMENEI, EFIIFIBITERE.
o [BEHINERERIAFBeta
fEKubernetes1.29kRA, B4 INERIFEIAZEIBetaik A ., EfEinitContainersH
¥ TrestartPolicy=FER, HEIENAlwaysHIRRBRINERSE ., BWESEMIS
BRIPEER—Podf, BHASIERKPodIERER . WEDRERATMEL
2, HEWES =, E2FRAMADESELESS.
o {EHServiceAccountShEiETESEAZ!Beta

7EKubernetes1.29kR7N, {E4tServiceAccountS EEIRSE4SF AR Betahk A, H
{E/9kube-controller-managerfd—&B73i51T, B4R E—R, BEEEABIE
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B shERAES ServiceAccount SHETEASFERBIERA ( BUARN—E, Bid--
legacy-service-account-token-clean-up-periodigxE ) FR#(FMH . NREATIE,
BIERS X LSHEARC AT, FHiRilkubernetes.io/legacy-token-invalid-
sinceinss, EEANZRIEER. MNR— M THAISHEERFERER (BUAR1E,
i&@id--legacy-service-account-token-clean-up-period¥gxE ) KRE(FER, j51EE
B=RRe . ESERATHIESEESServiceAccountShEEIERS

e DevicePluginCDIDevicesiAZlBeta

7EKubernetes1.29kR7Zs, DevicePluginCDIDevicestFIEiAZlBetafRA . iZ4FIELE
DeviceRunContainerOptionst&NCDIDevicesFER, {FEIREBHALEZALUNE
B CDIg &R IMEIBE T IFCOINAREIE THT

e PodHostIPsiAZlBeta

TfEKubernetes1.29RZANE, PodHostIPsiEHiAZ|Betahk AN . iZ4FEFEPodF]
downward APIgdStatus & NhostIPs=EE, BAFIET APt RES T (FfRa%.,
ZFEEhostIPAIXUIMY AR A, FF—MPIRLRShostIPHERE] .

o APURFERFIATFHIAZEIGA
fEKubernetes1.29hRAS, APIRIERFIN AT ( APF) 4FMHIXRIGARRA . APFLLE
M ERBINERFITHENRE, BARAHERES, HFEEESIAT=E
BIRAYHEANLE, FEUEIERERERREERT, APl RBEASIEL(T S
Ko BERAFHBARAMMIIF D LIEK, X, —MTARMEREHIESTH
FLEMEMEFIZERE (BMEARIER ) . ESFRMATIESEAPHLER
IVNSZ

e  APIListChunkingixZ|IGA

FEKubernetes1.295R 7, APIListChunking4S A EIGARRA . 1Z4FHE RRIFE FiRTE
ListERPFITHR, #R—RHERENDZEHIEMSEHEVEEEER,
e ServiceNodePortStaticSubrangeiXZ|IGA

FEKubernetes1.29fR 7, ServiceNodePortStaticSubrangetSIEiAZIGARRZ . iZ4F
tEkubelet&tR#ENodeportBEITE LR UK/, FPENodeportkl /9887
ERHNshSEE . TENodeportBminEChY, MEDEEMNSE, XEMFR/IMEES
SR ENmOANR ., ESFERAMETIIESE ServiceNodePortStaticSubrange
e  PersistentVolumeRIPN ER4LHRAT B2 1A Z]Beta
fEKubernetes1.29fR 7%, PersistentVolumeRdpi EREE AT B1EF X FBetahik
R, Z4HFEFEPVEYstatusHRRIN T —MastPhaseTransitionTime=2Eg, F~PV L
—RphaseZ{LHIRTE], BIHIZFE:, SERFEERALIRERPYV DIRRIEEREM
ERRIRTEl, MMMTUESW. EREHNRREE. ESFERAMETIESE
PersistentVolumefff ERFEHAATEIE .
e ReadWriteOncePodi&Z!GA

fEKubernetes1.29 kA, ReadWriteOncePodiFHiXRIGARRAS , iZ4SE AIF
PEPVCHECE IS O#ET, AReadWriteOncePod, fffREIESRBE— PodBEIS(EEk
Fighr9EsE, LIBGLEEURIPREIRE . EEFERMATIESE
ReadWriteOncePod,

e CSINodeExpandSecretifZ|GA

fEKubernetes1.29kRZA4, CSINodeExpandSecret4FIEIAZIGARRAS . Z4F /01T
TERINT A Secret B I EUR(EIEEICSIIREN A B FER -

o CRDIGIFFIAIESIAEIGA
fEKubernetes1.29fR A, CRDIGIFFRIATVIESIFIHIAZIGARA » Z4FIEFIF B
FECRDHFFREARIARNIES (CEL) EXZIHN, HEbwebhookENIER
B FERMETTIESECRDEIEHN
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https://kubernetes.io/zh-cn/docs/concepts/cluster-administration/flow-control/
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https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/10/23/persistent-volume-last-phase-transition-time/
https://kubernetes.io/docs/tasks/administer-cluster/change-pv-access-mode-readwriteoncepod/
https://kubernetes.io/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
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APl TESFHH

TfEKubernetes1.20hRAH, FrElFEAICronJobABZHFE.spec.scheduled @I TZ
I ECRON_TZECERIX, 1BfF . spec.timeZoneE{{. ELBIFEAYICron)obAFZ 1L
AN

TfEKubernetes1.290rAH, #F& 7T alpha API ClusterCIDR,

TfEKubernetes1.290RANH, kube-apiserver#iiEi=Sai&4{--authentication-
config, FAFIEEAuthenticationConfiguration3 {4t , ZBh&#5--oidc-*
Bis#HER.

EKubernetes1.29kfrAH, #[FR T KubeSchedulerConfigurationfiYAPIKRZAS
kubescheduler.config.k8s.io/vibeta3, {EXEE
kubescheduler.config.k8s.io/v1,

fEKubernetes1.29fr A, JCELFIARFINZIvIalphal
AuthenticationConfiguration/,

TfEKubernetes1.29 RANF, XTS5 ServiceCIDR, ARIFAPASEEERESED
ServicefYCluster| PAJFR{E B ROBLESEE -

EKubernetes1.29kRZA=, kube-proxyFriE=Sai&#{--conntrack-udp-
timeout. --conntrack-udp-timeout-stream, BIXInf_conntrack_udp_timeout#[]
nf_conntrack_udp_timeout_streamAiZSEHTIRE

fEKubernetes1. 29k A, JECELFRARAISZIFRINZIvialphat
AuthenticationConfigurationfJWebhookMatchCondition/,,

TEKubernetes1.29kfkA =, PVC.spec.ResourcefI2EE RS CHY
ResourceRequirements&iasVolumeResourceRequirements,
7EKubernetes1.29krA, J&PodFailurePolicyRulefFAgOnPodConditionsi&ax g
AlEFER
EKubernetes1.29kkA =, FlowSchema5PriorityLevelConfigurationfiJAPIARZS
flowcontrol.apiserverk8s.io/v1beta3E2FZkZEflowcontrol.apiserverk8s.io/v1,
HAITTIATER
- PriorityLevelConfiguration: .spec.limited.nominalConcurrencyShares=E&
EEIRATBang ABIANME30, FEATHERS1.285E, E1.29%VvIRAEZ
FEARFEREEN0, T1.304, BRFVIIRKNZFEEREEN0.
flowcontrol.apiserver.k8s.io/vibeta3BEH, FE1.32HhARBLIF,
TfEKubernetes1.29kRAH, (i1t T kube-proxydIas<1734, kube-proxy3EfR
A {EAsocketFBERIH--bind-address/SaISEHEERIIP
fEKubernetes1.29kR A, FEB& 7T selectorSpreadiflEseiHE, M
podTopologySpread&{< .,

fEKubernetes1.29hk A7, 4CSI-Node-Driver;R G Ei={THT,
NodeStageVolumelR{EEEi .

fEKubernetes1.29kk A, ValidatingAdmissionPolicySz3FXFCRDIZFRIFHITIK
1. SERAZESERFERE iz ValidatingAdmissionPolicy
TEKubernetes1.29RAH, kube-proxy#higEai&#--nf-conntrack-tcp-be-
liberal, AIXIAIZSEINF conntrack_tcp_be_liberali#{TELE .
#EKubernetes1.29fRZAH, kube-proxy#it&SaI&--init-only, IR&EfFkube-
proxyfinitFeSEIFER a1 T, #HT—LadieE, AEEREH.

fEKubernetes1.29hR7AH, CRIFGREASFTIER RN ileSystem=FER, R-A=E
BfileSystem(FRIER, MRTERBEHEHAfileSystem,

HSRRZS 01 (2024-06-26) WRINERE © ARITERARBIRAE 87



para B

RS NE 6 FmKRMicR

e 7fKubernetes1.29krAr, FrEREAICloudProvider&ZfERMANIR B KT, WNE
BE(ER, nh@EidEcEDisableCloudProviders
DisableKubeletCloudCredentialProvidert3 4| JinseikEiEtt XA Z T FF

e 7EKubernetes1.29ixZAH, kubeletm]iEiZ--node-ipsSIZEWH%LIP ( kubeletig
&--cloud-provider=external, LtESRILA#ERE--node-ips&#kigET mithit
(IPv4/IPv6) ) , (ERIZIFIERBFEYHEIJ#ZCloudDualStackNodelPs,
CCE ¥ Kubernetes 1.29 hirARRIIER

TERRAHEIFEIRAS, CCESXdKubernetes 1. 29hRAHITERBRIEST, FHEMHINAEE
5‘%0

KFCCEERHRARIEINRIE, 1B T RAER B

SEHE
%FKubernetes 1.20 SEEIRARIMAEIILLANNREERNES R, E55%:

Kubernetes v1.29 Release Notes

6.1.2.2 Kubernetes 1.28 hrZAi50H

=HEE5|E (CCE) M™IRBEEX—EMIAIE, ESZiFeIi#EKubernetes 1.2858%,
A 4B Kubernetes 1.28kRAHIZZE AR,

]
o FHEEHA
o FBIFMERASIHIEE
o APIZTESFHFH
o HHHIIERGSITEH
e CCEXtKubernetes 1.28iRZAAY1%5R
o SEYiE
BERA

e 7EKubernetes 1.28hRA, BAEEREEZN, BOLTHNEIRX, NMESRAER
FRE AR, MRFAAREERPFERTBENAEERGE, ELAE
BT TIEE K o

e 7EKubernetes 1.28 g7, Ceph FS WIIRHETE v1.28 FFH, FitkIE v1.31
FfiER (#HXIEBITEI#HT CSIIFRE ) . EINER Ceph CSI E=FHTFEIRNTE
FIERBERBGE.

e 7EKubernetes 1.28 jrZ, Ceph RBD RPIHEMAELE v1.28 hEHH, FitklE
v1.31 iR (HEXgHEITHRIHIT CSIEE ) . EiER RBD #£3(AY Ceph CSI
B=HFEREFEABRS R,

B E RIS SR
HRISENAPhaNEREUASER. BetalER—REBUASF . CAMBRIS—EENARH,

g*ﬁ‘éé—iﬁ ( SERERAFRRXNFFRINGE ) o CCEXIFUFERIRIR SHRIRIF—
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.29.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/ceph/ceph-csi
https://github.com/ceph/ceph-csi

=ARES|E
RS 6 FZaaAICR

o IRMREREYT BE3TRAN

M1.288HIEE/1.25 TIEB =T, KuberneteshRZAR{RERESIGSISATIRHIF
B/ IO RIBEYT BRI 3 MRAR. XEET R FERRBRAFREITEE,
ERMRIFEIFHRERS . ESHDIBESEIRMrERS

o TJEARYEAIA StorageClass HMMZE GA

fEKubernetes 1.28kk7A, ANEFEAIA StorageClass IREMEHMEGA, XINE
SRAFIER KB OH T BRIAAIStorageClasses JgPersistentVolumeClaim (PVC) Ti#{E
BB,

PersistentVolume (PV) #2828 HKIEE storageClassName BF, Bzl
BEARLFER PersistentVolumeClaim D E—EAIABY StorageClass. Ht4h,
AP BR£Z229hRY PersistentVolumeClaim YEANIRIEN &It 2iEEE N RFSE MK
REIRSER LR StorageClass Bk, BRFERMETIESEENA

StorageClasslii{E -
o [FEHINERES (Alpha)
#EKubernetes 1.28kRA, REINERELAphalR R ER & . HTE Init 88+

WINT —NETRY restartPolicy &%, 1ZFERTE SidecarContainers 4541 =5

NAH. FE2IENE, FELERRERINELOREERA, EIKesitXE

%NT" £ Alpha B ERRYEHANKER P ERILEINGE. BESERAEDIBESERESL
5.

o BAEIRAIE (Alpha)

fEKubernetes 1.28irA, &% T BTFXOHERLZETHRAYEFIING CGERERAA
) . i RAphatFtt, HERHTHRET, EREPARRRAR kube-
apiserver AARERINERIRE (H. A, BR) BIHIRS . EXMERTER
BRUNEBHE—FTARY apiserver 1I2tIRS, 1BKAIBESEA T EEITILLIEKRER
#9 apiserver 1, SEUEREM . 1Z4FERERIZIGR, (EEFENE, CCEXR
BRAHTFHEREED RN MBI IR, RIAFEZFE SRS ) . ESEF
BT ESERBARAE,

o  TRIMFEXAHFEAER GA

fEKubernetes 1.28iRA, TRIAEAREXINFHIAZIGAMER . H— 1T RBkiAE
iﬁﬁ?«)}i Kubelet A9 Node Shutdown Manager ¥ MZIRT, StatefulSet A9 Pod 4%

SBAEZIDKRT, HAEAREBEFENE TP R L. SAPWAZTREEL
?71_ AIRERERT, RILAFEDINodedT Fout-of-servicedJism, LUESIZT R
_ERYStatefulSetfyPodFIVolumeAttachmentstsasifiiig, FH1E {LEE’JNodeJ:@U
EHERNAYPod, BEZ(FHAMADBESE D RIMKEXA .

e NodeSwap4FitiXZE|Beta

TKubernetes 1.28ik7AS, NodeSwapgE ik EBetahiid ., BEIHIALTFELAR
AR, FEFEFNodeSwapl HEHTFH . ZAFIERTLAALInuXTI = BB THY
Kubernetes T{ERAEHIZN T R ERNFRR . T2 TSR, ZIFERAHM
EBetafFE, (BMAFE—LFEIZBNORINLEXKE . ESFERETESE
NodeSwap4Fis .

o JobtEX4FE

EKubernetes 1.28hRA, 1EINT PodEHASRARFIE TR 5 RICLEFRHEIF Nalphats
- PodEELEER

ZOABERT, 3 Pod HALZLE ( Terminating ) JRZ ( BIRNATFIE SoIRZE
Ml ) BF, Kubernetes &37BNIEE—1NERAY Pod, EILXEFEEHA Pod
EE1T,.
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https://kubernetes.io/zh-cn/releases/version-skew-policy/
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/#feature-stages
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/28/kubernetes-1-28-feature-mixed-version-proxy-alpha/
https://kubernetes.io/zh-cn/blog/2023/08/16/kubernetes-1-28-non-graceful-node-shutdown-ga/
https://kubernetes.io/zh-cn/blog/2023/08/24/swap-linux-beta/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#pod-replacement-policy
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index

par B
RS NE

6 FmAKMicH

fEKubernetes 1.28kRAHATLA{ERIobPodReplacementPolicy KB FHiZ4F
4, BILATE)obAYSpecHE X podReplacementPolicy, BaIXEli&EH
Failed, fEIgE HFailedZf5, Pod {REiAZE Failed FYERAS A S E R, M4
BECAIITFRIEGES (Terminating ) B3R, L4, {RATLIAEE Job
29 .sgtus.termination FE . ZFERIVERTEZLILIFZDAY Job FrXBLAY
Pod #i=,

BEZER5 R RFR S

ZMANBRT, 25|89 Job (Indexed Job ) B9 Pod LMIEREW ST TR,
5 .spec.backoffLimit FERFMZ B BEINAEIRS, XEKE, WREFE
HEANKSER Pod —EIFEELM, N£& Pod £ EFHEEN, BEEIEIRIRENL
ZPRSIE. —BEIXZIPRGIE, B Job BEIFCHEN, HENRELZS|
#9 Pod EEDJEENAEHB6N . LANZRZRS|IRIEIRRFIHESER-
fEKubernetes 1.28krA, AILAIBIIEREEEFAY JobBackoffLimitPerindex
SRR ALY, FBRZE, RIFECIETRSIAY Job (Indexed

Job ) BHERE .spec.backoffLimitPerindex FE& . HE N obRILMUXEHEIT IS
ERYLEPRAY, SAEHTEL.

o CELIER4FM
7EKubernetes 1.28kxZA, CELBE 1T 7 HBRAYIEE,

CRD £ CEL i##4T Validate R4 ZBeta

IZASMTEV] 25 RAF B LK HBetahi A . BITNF CEL FiAX EREERE
CRD A1, BILMEFFAEEA{ER Webhook BIE R FHRIARAZES YT CR SLHA
WITIIERIRR . TERKHINRAS, SHEH B CEL RIATAIINAE, LASTIEE
INMEF0 CRD 4%,

HF CELAYENIE S Z=Beta

HEFBERFANIES (CEL) BUEANEFIZEEHIEY, XF kube-apiserver %
SRIRER, ATLMFER CEL BAXRAERSEESHIESLB K, alfEl
Webhook ENEHIFI—FERTSE. £ v1.28 1, CEL HENEFIEHERAN
Beta, BIRTARINT —Le#hIngE, SIEERRT:

®  ValidatingAdmissionPolicy SRS EINFERT LATERALLEE CEL FRiAR A9
“authorizer” TE,

® ValidatingAdmissionPolicy 32#35%J messageExpression FE&HITEEMG
B,

= kube-controller-manager B{4#ig ValidatingAdmissionPolicy #%=Hi
22, FAEXt ValidatingAdmissionPolicy HrfY CEL RIAT MRS,
FERRFRFERSFEF.

»  SETEHE, TJLAfE ValidatingAdmissionPolicy FEN TS, ABTE
ENHMTERMFERE .

" CEL FERREZIFXT Kubernetes Y resource.Quantity SEELHITHE
o

o HE4HERAA

EKubernetes 1.28kk7A, ServiceNodePortStaticSubrange 44 gbeta, 5
FREBESIROEE, B#eSmSotiinfR. BEAATBIESER
NodePort Service$S it 1A Ga e,

fEKubernetes 1.28hRA, EHNT alphatFitConsistentListFromCache, i
kube-apiserver NEFHIZMH—E43IZR, GetFListiEKTTLAME1ZHiIEEY
HIE, MAFTEMNetcdPIREL,
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https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/

par
RS RS

6 FmAKRMicH

APl ZTESFHH

- fEKubernetes 1.28fk7, kubeletgEfiBEcEdrop-inE= (alphatFtt ) . %45
s FEkubeletiZiNXT “--config-dir” #rENXIE, LAARIFRAFPIEE—NME
ANBZE, ZBFRIEE =T /etc/kubernetes/kubelet.conf{iz ZIKubeletdIED
B,

- fEKubernetes 1.28fkZA<, ExpandedDNSConfig ARZEGA, BIASHITH.
ZS ATV RDNSAIECE .

- fEKubernetes 1.28hR7A, #2{HAlphatFf4CRD Validation Ratcheting., 1Z4F
Mt Patcha & UpdateiE kiR B ESUHAUAEIEZNFE, K RIFCRIGIESK
g8

- fEKubernetes 1.28kk4~, kube-controller-managerizfl Y --concurrent-
cron-job-syncs flagF3kiZ&cron job controllerfiYworkers#

EKubernetes 1.28kr A, FBFR4FIENetworkPolicyStatus, ElttNetwork PolicyA~
AAstatus/gtt,

TEKubernetes 1.28kR7N, JobITRAIENNT FhlJannotationbatch.kubernetes.io/
cronJob-scheduled-timestamp, Z:<JobRIEIZEATIE .

fEKubernetes 1.28kx7, Job APIFR;FNpodReplacementPolicyfterminating=2
B, Hpi—BaitliEAIpodsELL, JobMEIZRNEaIEHpod., iNINIFERSIFH
FPiEE_TELRIRIPodE IR BNEKEPod ([RITH ) , BERENERIPodZTELE
LEE7E#Pod (717 ) . IX2—IN Alpha H34FE, SaJLUBSEERFE
FHJobPodReplacementPolicy K5 RI1Z4FI%E

fEKubernetes 1.28kk7A, Job3ziFBackoffLimitPerindex=E& ., HEIERANEIT
JobHIZERE 2 )obFhRYEEANPodHEZ=— BackoffilE], LiJobixZEXBackoffAIpRH!
BY, ENobESHWARCHKM, HRERR, 8ifaxRz1T8index, =R
X EindexigEBackoff ., EZEEIEENZRRS|RIEIERES
fEKubernetes 1.28kRZAS, i#siNServedVersions=2E&Fl StorageVersion APIFR, i%
THHESREBRAFESIN . ZIBIIFEEServedVersionsFBT&BFAPIBRSS880]
VURHAYRRZS

fEKubernetes 1.28kR7s, SelfSubjectReview iFINEIZE)authentication.k8s.io/v1
i, FHBkubectl auth whoamizE[GA,

fEKubernetes 1.28kk7A, PersistentVolumeB T — 1 #iI=RES
LastPhaseTransitionTime, FAR{RFERIT—IXvolume}:tZEPhasedIATiE]

fEKubernetes 1.28kr4x, PVC.StatusH#Z[fresizeStatus, {£F
AllocatedResourceStatusE{t , resizeStatusFENEETZAEA/IMBIERPIRE, BRIA
RNEZFFRER,

#EKubernetes 1.28k7A%, &8 T hostNetwork: trueFt BENX T portsiiPods, B
g Ehostport==E& .

fEKubernetes 1.28ik7A, StatefulSetAdPodZ5|iR & FIPodavIRE
statefulset.kubernetes.io/pod-index.,

TEKubernetes 1.28kfxA, PodRYCondition=FE&FAIPodHasNetworkE a3
PodReadyToStartContainers, FARZFIBMLZE . HEFEMINEIE, sandbox podE
ZEIERR, TSRS,

TEKubernetes 1.28kA, TEKubeSchedulerConfiguration/Rizi0 Y #FrAYECEEIR
delayCacheUntilActive, ZZ&%Atruellt, JEmastertimAJkube-schedulerfis
EFRAEER. XREETHNAFRETEND, ESSHEDRREHIERN,
RIEHERRTERNRE
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https://kubernetes.io/zh-cn/blog/2023/08/21/kubernetes-1-28-jobapi-update/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index

=ARES|E
Hﬁ%/ \=

P mKRHicR

TEKubernetes 1.28kA<, fEadmissionregistration.k8s.io/
vlalpha1.validatingAdmissionPolicy®iZ ilinamespaceParamRef=E;

fEKubernetes 1.28kk4~, 7ECRD validation rules/iflreasonfifieldPath, FiF
BRPiEERIEEMARERFIFERREEZ

TEKubernetes 1.28kfr7A, ValidatingAdmissionPolicyAYCELZRIAT BT
namespaceObjectz3Fnamespaceifidl,

TEKubernetes 1.28ir74, YEAPI groups ValidatingAdmissionPolicy #0
ValidatingAdmissionPolicyBinding 1£F+%/betav1,

TEKubernetes 1.28kf7A, ValidatingAdmissionPolicy 1 & T messageExpression
FE, BRNECHEITRE,

EKubernetes 1.28iRAS, kubeletf&f& T flag -short, Eittkubectl version ZRIA
i Skubectl version -shortt8[E .

TfEKubernetes 1.28kxA<, kube-controller-manager/&#flag--volume-host-cidr-
denylistf[--volume-host-allow-local-loopback, --volume-host-cidr-denylist 2
BiESHRA— " CIDREESIZE, ZIEFERXLHr FAIEHHE. --volume-
host-allow-local- loopbackjjfalseﬂj“, A | FARHB[E] R IPHELIEFN--volume-host-cidr-
denylistPTiEERICIDREE .

TEKubernetes 1.28kRA, kubelet --azure-container-registry-config #F7FBFH1E
RFARRAFEWMIBR . 15{EHH --image-credential-provider-config 1 --

image-credential-provider-bin-dir JRIZ& .

fEKubernetes 1.28ik74, kube-scheduler: #if&7T --lock-object-namespace #0 --
lock-object-name, 15{E --leader-elect-resource-namespace #[ --leader-
elect-resource-name Bf, ComponentConfig RECEIXLSH . ( --lock-object-
naTeSPace}ﬂﬁEEzEM%\iJ‘%E’J R, --lock-object-nameFAskE X BIXIHRAIZ
*’-l

fEKubernetes 1.28kk4As, KMSv1 EFR, UERESERZ2EH . 15808
KMSvV2, TERKhRAH, IRE --feature-gates=KMSvi=true LAERESZEHAY
KMSv1 Ihge,

EKubernetes 1.28kA, IR T U T4FIEIIZE: DelegateFSGroupToCSIDriver .,
DevicePlugins. KubeletCredentialProviders. MixedProtocolLBService.
ServicelnternalTrafficPolicy. ServicelPStaticSubrange.
EndpointSliceTerminatingCondition .

CCE ¥J Kubernetes 1.28 [RARER
TEARA P AR, CCEEXIKubernetes 1.28 A HITERRIERT, FHi2HIhaEE

SEHE

5% o

KT CCEERHRARIEINRA, 1B5S WCCESERFIRAR IR

X FKubernetes 1.28 5SEAMRARYIEBEXIELFNINEEEHIEREE, BS%E:

Kubernetes v1.28 Release Notes
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md

nARSE

RSB NE 6 F“mAICHR

|
a0

6.1.2.3 Kubernetes 1.27 hRZ150H

ARG (CCE) EHEBRAX—EIMIANIE, MESZIEFCIZEKubernetes 1.2758%,
AR 48 Kubernetes 1.27hRAHEXTTF1.25 R AF#AYZE iAo

]
o IEHM
o FHIIER
e CCEXtKubernetes 1.27 iRAH1EER
o SEHHE
=Y

Kubernetes 1.27jR4
e SeccompDefault4FtEEHNIEEMER

WNFE{FERSeccompDefaultdstt, BHFEHEN T =Akubelet/5F3--seccomp-
defaultd@p S1THRE . MRBAIZAFE, kubeletERFE TIERHENAFER
RuntimeDefault seccompBeEXNH, ZEcBEXHABSEEITIIEN, MAREFER
Unconfined ( Z2F3seccomp ) &=,

o JobATIFAEIES
ZHFEEKubernetes 1.22kRARF5|N, HEIEHNREMR. EAZHIBERT,
HiTEN PodFBEE—ERILIR TIZTT, FIINFHEMBPodER— AKX . Z4F M
FVFE)IobTHREHMEXREIES . ERILUERsuspend=E& EifRIob, FEJobiEE
E%, PodiEtRFPAYAERD (BT mikiFEs. DMt RENE. aRE)
RIFEKL . FHEESNATREES.

e Downward APl HugePagesE2# \t2EMER

fEKubernetes 1.20kkASH, Downward APIS|\7T requests.hugepages-
<pagesize>Klimits.hugepages-<pagesize>, HugePageBJLAFNIEM:ZE—Hi%
BERRECE

o PodifEMEETH N\BetaffiER

PodBlf£f5, Kubernetesi@EREFSRARIEFESENT RizTTpendingiA7SY
Pod, 7ESEFRfERRRY, —LPodrlEEaHATFEEAREKATELFpendingikZ. X
LePoda] RE RN PRI 1T ( @lCluster Autoscaler ) . @IS HExE /M
B&PodHY.spec.schedulingGates, &aJLA=FIPod{ali/EFIFHITEE . FIHES
TUPodiA B4R

e Ei¥Kubernetes APIFAI B EHEE
ItInEe At FAlphafiER . SEEFEEROIUEEEAT R LIRS HE, AILIE
BEE T R EIEfTRIBRSS Bl . SNRfEMLLINGE, BMREXT R LEBRT
NodeLogQuery4FtiJiz, FHHBkubeletfitEiEIRenableSystemLogHandlerfl
enableSystemLogQuery#RigZ & Htrue,

e ReadWriteOncePodifalt&t i \ Betaff E&
fEKubernetes 1.22kkAA, PVFIPVCIRME T —F3ragisanE=
ReadWriteOncePod, iZINAEXAIIH \BetafER . BAILAENPodLUEE HHE
Ho MRTERIRENERFPRE— 1 PodaT LUSZENEE NIZPVC, i&#EA
ReadWriteOncePodifsiait&z, 1¥IEE2SNiBTEDR .

o  PodifFiS L8R matchLabelKeys=E&i# N\ Betafft E%
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https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/kubelet/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#mutable-scheduling-directives
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/downward-api/
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#access-modes

par
RS RS

6 FmAKRMicH

matchLabelKeys@—"Podir=i2AI%1Z%R, BFEEZFEITES A UAIPodEE
Bo {EfmatchLabelKeys=FEs, BEFEZEPodIEITIRAIIEHpod.spec, 1=
HE§E Operator REE R A RETTIRAMFERIR A ERIE . AEEIRE
matchLabelKeysEaltaEERE . 1¥E1ES WPodaFNI LR,
PRIRFRCSELinuxEIRE g \Betaft E;

ZOABRT, BEEimThhRAMESELinuxicSIR P B PodEs EHFRESE, B
THIZSRE, Kubernetes{E I EETIEIR -0 context=<label>a] L I BN &R
SELinuxiRss . 1¥151ES WHERIRCSELINUXEBIRE .
VolumeManager&ai# \ BetaPft &

Efga9VolumeManagerfg, WREANewVolumeManagerReconstruction$Ft
)iz, B&EkubeletBanHAENEREB RIS KRN EEHS -
IRSZRiHFRIRIGFIOpenAP| V3EFHNIEEMER

Kubernetes 1.23585 07 33OpenAPI v3RIsZiE, 1.24kRANPEH \BetaffiEg,
1.27E#NSEMER .

E#lStatefulSetiBaFS

Kubernetes 1.268StatefulSet5| N T — 1 #TBJAlphaZR 345, ATLUIEFIPodEIAR

BIFES. MKubernetes 1.27F74, It4FHEHABetafER, FEETLUMNESIEREL
FHE . 1¥1EiE2 W Kubernetes 1.27: StatefulSet BaiFESEWA T .

HorizontalPodAutoscaler ContainerResourceZ£BYigsriH N\ BetaP ER

Kubernetes 1.20fEHorizontalPodAutoscaler (HPA) H5|N\7T
ContainerResourceZBUElR, 1 Kubernetes 1.2750, b4t ZEBeta, HEMN
A943ME ]38 (HPAContainerMetrics) ERIABEE o

StatefulSet PVCEHzNMIFRH N\ BetaPtER

Kubernetes v1.27i2—FhErA9SEREN I, AT i=H$lStatefulSetsHy
PersistentVolumeClaims ( PVCs ) B4 asEHE . iXFFAIPVCIR BRI AIFRF
e XMIBRStatefulSetaE 45 RiStatefulSet PRYRIART, EEIRIIRE2IFEEM
StatefulSetil£9tEIRAERLAIPVC,, FIEiEZ W PersistentVolumeClaim{RE .

WEEARE

HEGHEHRBEKuUbernetes 1.275{EAlphat RS IN . HAFERIFRFX S
PNEHITHRE, MRIEEAEHEREEN—EE. cERrSEERERES,
PersistentVolumeClaims D HLUHITRIR . IXMFHFH(GIIFCSIEIRENES . 1¥1E
52 WKubernetes 1.27: N EBRETHEEHMRIBAIFIAPI,

kubectl apply#HEELZE. B

TfEKubernetes 1.50RANF, kubectl apply3 |\ 7T --prunetmERKMIBGEABEER
8, soifFkubectl applyBaliEIEN HaiEcEFPRIFRAVRIRE. 2AM, IBRY--prune
SCHFTRITEE, SRMESEHSEEIMTH. Kubernetes 1.277, kubectl
applyiRtETFApplySetfI5IF A, HFITFAlphafiEs, FIEES NERLE
M43 Kubernetes3IRit TR SIE,

JINodePort Services Bicim AT B2

fEKubernetes 1.277, f&aTLASFHRTAYAFE IR
ServiceNodePortStaticSubrange, JgNodePort Service{FERAAREIKOSECSR
B, EHSRRINXBG . HENZAFIELTAlphafiEs .

[RHBEZEPOdRIR

fEKubernetes 1.274, RIFRAFERESELEPodAICPURINFERIRA/N, MELH
EHEAE. BRANZEHELTAlphafiEg, FIEES UM EsEHE(RsE
hitRPodfS5h
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https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/topology-spread-constraints/#topologyspreadconstraints-field
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/#%E9%AB%98%E6%95%88%E9%87%8D%E6%89%93-selinux-%E5%8D%B7%E6%A0%87%E7%AD%BE
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/blog/2023/04/28/statefulset-start-ordinal/
https://kubernetes.io/zh-cn/docs/tasks/run-application/horizontal-pod-autoscale/#container-resource-metrics
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#persistentvolumeclaim-retention
https://kubernetes.io/zh-cn/blog/2023/05/08/kubernetes-1-27-volume-group-snapshot-alpha/
https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/blog/2023/05/12/in-place-pod-resize-alpha/
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o ENESEIRESES Alpha API
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° KubernetesEF',;mEIEEI’Jiﬁi
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o iFERRTEFHEIER

Kubernetes 1.26 R1FEREIEE T ARG AI8IAY 9 PersistentVolumeClaim
BEHIER. SJFnzIFHFAlphabiEgr, 1$I%1% REBRTEEER.

o TJEBRYZERIAStorageClassitt \BetaPf £

Kubernetes 1.255| N7 —AlphatFiEsk B BkiAStorageClassik s EeE!
PersistentVolumeClaim (PVC) 895, BREWFMHE, BABFELIERKIA
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https://kubernetes.io/zh-cn/blog/2023/05/15/speed-up-pod-startup/
https://kubernetes.io/zh-cn/blog/2023/05/15/speed-up-pod-startup/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/blog/2022/12/15/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/blog/2022/12/15/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/#%E5%B0%86%E5%8D%B7%E6%9D%83%E9%99%90%E5%92%8C%E6%89%80%E6%9C%89%E6%9D%83%E6%9B%B4%E6%94%B9%E5%A7%94%E6%B4%BE%E7%BB%99-csi-%E9%A9%B1%E5%8A%A8%E7%A8%8B%E5%BA%8F
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
https://kubernetes.io/blog/2018/07/24/feature-highlight-cpu-manager/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#optimizing-internal-node-local-traffic
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#endpointslice-conditions
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#traffic-loss-from-load-balancers-during-rolling-updates
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#cross-namespace-data-sources
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WHER, 1.27hRARIERER,
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https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/disruptions/#pod-disruption-budgets
https://kubernetes.io/zh-cn/docs/tasks/run-application/configure-pdb/#unhealthy-pod-eviction-policy
https://support.huaweicloud.com/usermanual-cce/cce_10_0213.html
https://github.com/kubernetes/enhancements/issues/2436
https://github.com/kubernetes/enhancements/issues/625
https://github.com/kubernetes/kubernetes/pull/111258
https://github.com/kubernetes/kubernetes/pull/111258
https://github.com/kubernetes/kubernetes/pull/111513
https://github.com/kubernetes/kubernetes/pull/111513
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https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://www.cncf.io/announcements/2021/10/13/inclusive-naming-initiative-announces-new-community-resources-for-a-more-inclusive-future/
https://github.com/kubernetes/kubernetes/pull/113116
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/38186
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https://github.com/kubernetes/kubernetes/pull/112261
https://github.com/kubernetes/kubernetes/pull/112120
https://github.com/kubernetes/enhancements/tree/3cb66bd0a1ef973ebcc974f935f0ac5cba9db4b2/keps/sig-instrumentation/2845-deprecate-klog-specific-flags-in-k8s-components#removed-klog-flags
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.27.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.26.md
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/migrate-from-psp/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/ephemeral-containers/
https://kubernetes.io/zh-cn/docs/concepts/architecture/cgroups/
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https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/
https://github.com/google/cel-spec
https://github.com/google/cel-spec
https://kubernetes.io/zh-cn/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/pod-lifecycle/#pod-has-network
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
https://kubernetes.io/zh-cn/docs/tasks/manage-daemon/update-daemon-set/
https://kubernetes.io/zh-cn/blog/2022/10/03/userns-alpha/
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TEKubernetes 1.24iRAfS, StatefulSetsxziFnficEmaxUnavailable2#, (F15
BB FAT I LAE Rt = 1EPods.,

T aIEREmXFHENAlphap ER

fEKubernetes 1.24F, BR3EAEmXAFERAphakik. SHkubelethI B RXAE
BIEAT LGN EDERISRAYT S X ARERY, D RXAABIARNRAEEAY . Fi15
B2 WAMET A E XA

SRR 01 (2024-06-26) WIS © AT BRABRAT 100


https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
https://kubernetes.io/zh-cn/docs/concepts/storage/storage-capacity/
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/#configure-probes
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/services-networking/service/#service-ip-static-sub-range
https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
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FRMBER

Kubernetes 1.255RZ

iST2iptablestEHIETAIN

KubernetesiBF tliiptablesiERIfBRIXLEMEHIBECELX, XLiptablesiENE
BIRETFKubernetes I ERSCIAIMA TS, {N4H W:.Bﬁﬁﬁiﬁm, SRSl T TE
IXLEERSCIINTS, KubernetesBYA EARFBETIFRE L T BRFIX LLAERSCIIA
. FMAEE, 52T Kubernetesiliptables§iFREAPI,

TfEKubernetes 1.250RAfE, Kubeleti@ZIPTablesCleanup4Fiti JiE o ER ST

B, BATARENATEH OZiptablesi, $IaNKUBE-MARK-DROP. KUBE-
MARK-MASQ. KUBE-POSTROUTING, XxFiaiBiptablespEFiGIAIER, 152
S IPTablesHERIER AN .

FEREDRIFT AR, BIR=ARSS] AAYin-treeEIREN

Kubernetes 1.24kR7

fEKubernetes 1.24kxAf5, Service.Spec.LoadBalancerlP&&HHH, ERETiEE
FREIMY . BEABEE X annotation,

TfEKubernetes 1.24iRAfS, kube-apiserverf&ff&#{--address. --insecure-bind-
address. --port. --insecure-port=0,

EKubernetes 1.24kfAf5, kube-controller-managerfkube-schedulerfEFRiEEN
S#--port=0F0--address.

TfEKubernetes 1.24iRAfS, kube-apiserver --audit-log-versionF--audit-
webhook-version{f¥z#Faudit.k8s.io/v1, Kubernetes 1.24%%B&Kaudit.k8s.io/
v1[alphalbeta]1, Rag{FEMaudit.k8s.io/v1,

TEKubernetes 1.24k A5, kubeletBBFRBENZSEL--network-plugin, XHEBERIi=
TIRIREIDocker, HAFETDockerfISHA B, H=MEEDockershim—
FCHHIER o

EKubernetes 1.24rAfS, shASAEEIBINEEEEMESR, FH1EKubernetes 1.24
WRAFEBR . 1ZIDB QIAT—AEIU\LJEM, _IL,U“ FBFFEr&KubernetesR &t 4H{4
MAE, L)\BEJJ:&*EP*E:E’JESZEE{E%]EQEIL:I B LWINEERIRES M HEEE,
FrLAEZR, E2(58i5&Dynamic log sanitizationf] KEP-1753,

VolumeSnapshot vibetal CRD7EKubernetes 1.20kx A EF, E£Kubernetes
1.24kRA SRR, HIAVIARA .

#EKubernetes 1.24hRAJS, #ERE1.11RAFHEFHIservice annotation
tolerate-unready-endpoints, {#HService.spec.publishNotReadyAddresses{<;

=

fEKubernetes 1.24MRAf5, [EZHmetadata.clusterName=zE;, FIFEET—1hRA
B o

Kubernetes 1.24 R LASRYRRAS, BT kube-proxyiilftNodePorthJi&ig, 1£
NodePort'5@#Znet.ipv4.ip_local_port_rangeSBEH hssmY) TE/R'F B
BENTCPLEERZNER, SHEREELAM. WERESOWM, FH&ET, 56
ﬁéﬁ%ﬁ;‘ﬁﬁNodePortﬁﬁ“aI:I'—ﬁﬁ,%"\%",énet.ipw.ip_local_port_range,e,lf_ £t
=, BEZER, 55U KubernetesttXPR,

CCE ¥} Kubernetes 1.25 IRARIt&5R
EARAZEIPERER, CCEEXtKubernetes 1. 25 AT ERARIEST, FH2HIhAEN

58 o
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https://kubernetes.io/zh-cn/blog/2022/09/07/iptables-chains-not-api/
https://github.com/kubernetes/enhancements/issues/3178
https://github.com/kubernetes/kubernetes/pull/107207
https://github.com/kubernetes/enhancements/tree/master/keps/sig-instrumentation/1753-logs-sanitization#deprecation
https://github.com/kubernetes/kubernetes/pull/108496
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KT CCEERHRARIEINRAE, 152 WCCESERFRA L BRI

eEpE
X FKubernetes 1.255EHMhRARAIMEREXILLFITNEEEHIEZ(EE, BSE:

e Kubernetes v1.25 Release Notes

e Kubernetes v1.24 Release Notes

6.1.2.5 Kubernetes 1.23 hRZi50A

REH3IGE (CCE ) FRRIfE R—BIMIATE . A0/ MACCEAFiKubernetes 1.234
AP ER

#£[X1.23 ReleaseNotes

e FlexVolumeEF, EI{EHHCSI,

e HorizontalPodAutoscaler v2iRZAGA, HorizontalPodAutoscaler APl v27£1.23kR
AEERAE . i FEHHorizontalPodAutoscaler v2beta2 API, #EIN{ERAHT
AIV2IRZAAPI

e PodSecurity37#Fbeta, PodSecurityBZ{t/E tE’JPodSecurltyPollcy, PodSecurity
= TENEHEE, BRERELHEEAINGEGRSTarEERZ=EHAIPod
Lt3CiEPodZ 2R . E1.23%PodSecurity2KIAE A -

#[X1.22 ReleaseNotes

e IngressiZiREAE ZiFnetworking. k8s|o/v1beta1$l:|exten5|ons/v1beta1 AP, 208

{EFAIBMRASAPIETIEIngress, SN AXIINEERSS, BRMER
networking.k8s.io/v1&{<{,

° CustomResourceDefln|t|onm,}?TﬁE?—;aplextensmns k8s.io/vibetal API, N5
EFIBRAFAPIBIZEENRFREN, =SHENCIREY, HimszmiEil
( reconcile ) iZBEEBRAVEHIZE, 1 R&{Eﬁﬁaplextenswns k8s.io/V1E{t

e ClusterRole. ClusterRoleBinding. Role*IRoleBinding =R EAB 5
rbac.authorization.k8s.io/vibetal APl, 1R {FEHIBRAAPIEIERBACER, &
I BENRIRSS, EELEZEERAILEEEFER, BRMFEH
rbac.authorization. k8s.io/v‘| 1,

e  Kuberneteshk A& AR —EFANMMRARZT A—E3PhRA .

e StatefulSets z#FminReadySeconds,

o BAMEARIEPod vidHEFRENIEEMIERPOd ( LogarithmicScaleDown ) . EF
ZAFE, ATLUESEPodAESEIMENLIME, EREHE T Podia D fFrUsR T RAYEIRK .
BEE(5E, 52 WKEP-2185H]issues 96748,

e BoundServiceAccountTokenVolumeiHtE2iaE, IS EEEISIEFA RS KS
( ServiceAccount ) Tokenf9ZL £, MZZ T PodiEFTokenfy/A=,, Kubernetes
1.21R LA ERRARERFFSEAFS -

SEpE
K FKubernetes 1.235EHMhRARAIMEREXILLFNTNEEEHIEZ(EE, BSE:
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.25.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.24.md
https://kubernetes.io/docs/concepts/security/pod-security-admission/
https://github.com/kubernetes/enhancements/tree/master/keps/sig-apps/2185-random-pod-select-on-replicaset-downscale
https://github.com/kubernetes/kubernetes/issues/96748
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
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e Kubernetes v1.23 Release Notes

e Kubernetes v1.22 Release Notes

6.1.2.6 ({E1E#F ) Kubernetes 1.21 fRZAi5A8

Z=ASRS|E (CCE) BB X —EIEIANE. NN ECCEAfKubernetes 1.21hR
ARErBYZEE IR

HREESAR
#£[X1.21 ReleaseNotes

e CronJobIEEELWRIREIRZE, iRASZE Abatch/vl,

o  AAJETRYSecretflIConfigMaplFE EAREIREIRE . MIXLEEXISIRIN T — 1 HFHY
AOLFE, LUEEEN ., EHEn{(RIFERI R ZnI st TE PR AEFIIE
o AAXLEZFEESRATHY, kubelet R MM ICIAER . X T kube-
apiserverfYfazk, 125 7T BHMMEE, E2ERE, 52 Immutable
ConfigMaps.

o MEPRXAMESHEEINHRE . BITULEF, kubeletB] LUBKITI =K,
FRLAREIRER 1125 RAIPod . TELLEFTZHY, ST RXARS, HPodixBiEE
FREARYLR IS anEER, XSH T TIFRAHEM, IMitkubelet]LAEd systemdis
MEPEXARIRSE, FEMIEFIZ{TAIPod, (FEMLHMREILE,

o HEHEZBNBEEMPodIET LAFERKubectl kubernetes.io/ERIA S 22 EEE Sokubectl
S TUERES

e PodSecurityPolicy[E%, i¥l&ia2 ilhttps://kubernetes.io/blog/2021/04/06/
podsecuritypolicy-deprecation-past-present-and-future/,

e BoundServiceAccountTokenVolumefZthiH N\ Beta, ZiFEREIZIEFAIRSKS
( ServiceAccount ) Tokenf9Z& &, MEZ 7 PodiEHTokenfy 5=, Kubernetes
1.2V RLA EARARIERFP S EIATTS -

#tX1.20 ReleaseNotes

o APUEERFIIAFHEXRFIMMIRE, BOABH. XtiFkube-apiserveri& L5tk
SHENBRFHITHE, EZEE., 15SWAPI Priority and Fairness,

e {85 exec probe timeoutsFEEXIHIBUG, TELHEEZHI, exec IRNZEAREE
timeoutSeconds FE;, 10k, RWISEIRERE!T, EEEBIEAEENELEHES,
BRREIER, @BTLtEN, IRFKEEE, BERME, BAEF, W
RIFNESEREE—F), TRt SHNBRREELRN ., 5B RIIREFERZS
BRI R FIE FitimeoutSeconds=FER . #5IABY ExecProbeTimeout 4541 J1EFTiR
;ﬁﬁ’ﬂjEgﬁﬁﬂﬂfﬂ’ﬁﬁﬁ‘éﬂ%w—kgﬂL‘,LETJE’\J?:T?SJ, (EXMIT G ER LR AR EiE

B o

e RuntimeClassEiAZIFRERZS . RuntimeClassEZEigt 7 —MHHl, BFZiFsE
B MNME1TH, BB BT EEAFRIESI .

o kubectUEiXEIAZINIXIRZS . kubectlEiXEiZEMkubectUEMITE WIEIR T/ER
:RZEN

e DockershimfE1.20#4RCNESR, BrifEalLAdrEEEER s {FEHDocker . 1%ZZ5x)

S&EFERNS SRR (Image ) XK. BUKRABILUERDockerigZ AR
1%, BEZ(EE, i52 W Dockershim Deprecation FAQ,
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.23.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.22.md
https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
https://kubernetes.io/docs/concepts/cluster-administration/flow-control/
https://kubernetes.io/blog/2020/12/02/dockershim-faq/
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SEHE

K TFKubernetes 1.21 SEMBIRAAIIERENILLFITNBERHANEZER, B5E:

e Kubernetes v1.21 Release Notes
e Kubernetes v1.20 Release Notes

6.1.2.7 ({E1E#F ) Kubernetes 1.19 [RZANi5A8

REE3I% (CCE ) PARBIE R—BUAE. &/ MBCCERTBKubernetes 11947
BRI S

#t[X1.19 ReleaseNotes

o IEfNXJvSphere in-treeBiTFEEvSphere CSIIRENAYSZ#F . in-tree vSphere
VolumetR{HIS AR, HEGRAMRAFRIER.

e apiextensions.k8s.io/vibetal EFF, HE=(Fapiextensions.k8s.io/v1,

e apiregistration.k8s.io/vibeta1EFH, #F(FHapiregistration.k8s.io/v1,

e authentication.k8s.io/vibetal. authorization.k8s.io/vibetalE2&FHH, 1.2245#%
f&, ¥EFF(FPauthentication.k8s.io/v1. authorization.k8s.io/v1.

e autoscaling/v2beta1EFF, #iF({FRautoscaling/v2beta2,
e coordination.k8s.io/vibetal7E1. 19 E2FH, 1.22458%, EEEFFERAvV1,
e Kube-apiserver: componentstatus APIEFHH .

e Kubeadm: kubeadm config viewss S ERKFA, FBERFIRAFTMRIFR, BfE
Akubectl get cm -0 yaml -n kube-system kubeadm-configSRE#Z3KEX

kubeadmfg& .
e Kubeadm: FHAIkubeadm alpha kubelet config enable-dynamicép<s
e Kubeadm: kubeadm alpha certs renewds<--use-apiZ¥ & H
e KubernetesAB3z1FtazZhyperkubeZif .
. Regove --export flag from kubectl get command - kubectl gets#fx --export
e alphafFtE “ResourceLimitsPriorityFunction” Bx2MIR.
e storage.k8s.io/vibetalEFH, #E7F{EFstorage k8s.io/v1,

#£X1.18 ReleaseNotes

e  kube-apiserver

- apps/vibetal and apps/v1beta2 FEFE R REABIRMIRS , {FBapps/v1E
(g

- extensions/vlbetal Fdaemonsets, deployments, replicasetsA~BitiR
%5, {ERapps/V1E.

- extensions/vibetal FnetworkpoliciesBi2HRSS, FEMH
networking.k8s.io/V1&1t,

- extensions/v1betal FpodsecuritypoliciesA~BiZftiRsS, {EFFpolicy/
vibeta1&ft,
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.21.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.20.md
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e kubelet

--redirect-container-streaming NEF(FER, V1. 208ERXER.

BHEESiRS /metrics/resource/vlalphal AR ItIH S FRFFEESRENE
FH. 1B5IENIRS /metrics/resource FRIEEMRE:

B scrape_error --> scrape_error
®  node_cpu_usage_seconds_total --> node_cpu_usage_seconds

"  node_memory_working_set_bytes -->
node_memory_working_set_bytes

®  container_cpu_usage_seconds_total --> container_cpu_usage_seconds

®  container_memory_working_set_bytes -->
container_memory_working_set_bytes

®  scrape_error --> scrape_error

EBRIAITHRE, kubeletiERBIRIECSIHEEIZECSI NodePublishVolume
BirE=R. et EERMNBEFHCSIIRENZER, LUEREIZEFGIEBFREER .

e  kube-proxy

--healthz-portfl--metrics-port ¥ AREINFR, 15{#EFA--healthz-bind-
address#--metrics-bind-address.

& h0EndpointSliceProxyingIgeikIuLAIEFkube-proxyH EndpointSlicespyfsE
B, BABERTEZRLLINEE,

e kubeadm

kubeadm upgrade nodefy--kubelet-versionS#EFH, BERLEIRAAH
738

kubeadm alpha certs renewsp<Hi--use-apiZHEFH.
kube-dnsEF A, EERAIRAPEAEZZIEF.

kubeadm-config ConfigMap=7F7EfIClusterStatustEtAEER , ISIERLE
AR A RIBR

e kubectl

--dry-runA i fEFEbooleanfunset values, FrhikRZASHserver|clientinones
1EfEA .

kubectl apply --server-dry-runE23H, &ift)9--dry-run=server,

e add-ons

B cluster-monitoringlfif

e kube-scheduler

scheduling_duration_seconds}gtrE2#&FMH.

scheduling_algorithm_predicate_evaluation_seconds#[
scheduling_algorithm_priority_evaluation_secondsig¥rE &M, {£/H
framework_extension_point_duration_seconds[extension_point="Filter"]¥[
framework_extension_point_duration_seconds[extension_point="Score"]&
(g

EE sE =M AlwaysCheckAllPredicates2 3.
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o HfhT{t

- k8s.io/node-apitEF B EH . ERNEM, BILAUER{IFK8s.io/apiFaY
RuntimeClassZ5EUF1{i/ Fk8s.io/client-goffIgenerated clients.,

- BMapiserver_request_total iR “client” 5%,

SEpE
X FKubernetes 1.195EHMhRARAIMEREXILLFNTNEEEHIEZEE, BSE:

e Kubernetes v1.19.0 Release Notes

e Kubernetes v1.18.0 Release Notes

6.1.2.8 ({=1L#43P ) Kubernetes 1.17 irZ<i%EA
=REES|E (CCE) FREF/TR—HMEANE. AXNMBCCEALTKubernetes 1.175R
PNZIy RN
REEESHFH
e apps/vibetalfllapps/vibeta2 FEAERIEABIRMHIRSS, FERapps/V1EL,
e extensions/vibetal TNdaemonsets, deployments. replicasetsF~BigitiRsS, &

Fapps/V1&1L,

e extensions/vibetal networkpoliciesF~BiZ{itARsS, {FHnetworking.k8s.io/v1
B,

e extensions/vibetal T podsecuritypoliciesAB12HiRSS, {FMpolicy/vibetal&
Lo

e extensions/vibetal ingress v1.20Mx AR BIRMIRSS, HEinlER
networking.k8s.io/v1betal,

e scheduling.k8s.io/vibetal and scheduling.k8s.io/v1alpha1 THIPriorityClassitXl
FE1V7ABIRMHIRSS, T8 ZEscheduling k8s.io/v1,

e events.k8s.io/vibetaldevent series.stateFEREEF, B7E1.18MRAFIEIR,

e apiextensions.k8s.io/v1betal FCustomResourceDefinition2EZ, EHE1.19R~
EIRMARSS, (EF3apiextensions.k8s.io/v1,

e admissionregistration.k8s.io/v1betal MutatingWebhookConfigurationFQ
ValidatingWebhookConfigurationE/&#, E1.19 MRS, A
admissionregistration.k8s.io/v1 &,

e rbac.authorization.k8s.io/v1alphal and rbac.authorization.k8s.io/v1beta1#/&
%, {#Rrbac.authorization.k8s.io/V1&{t, v1.20&IEE LIRSS .

e storage.k8s.io/vibetal CSINode object EHFHEERFRAFIER

HAEFBER
e  TBFROutOfDisk node condition, t9{ERDiskPressure,

e scheduler.alpha.kubernetes.io/critical-pod annotation2##k&, MEBX IR
HpriorityClassName,

e beta.kubernetes.io/osflbeta.kubernetes.io/archfE1. 14k AP ERER, 1TXIE
1.18hRAHFERR
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.19.md#changes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.18.md#changes

nARE

RBLE 6 IR AmICR
o 5 H&EiI--node-labelsig Ekubernetes.iof1k8s.io IBIRAINRES , EhA
kubernetes.io/availablezoneiZlabelf£1.179%k&, X Hfailure-
domain.beta.kubernetes.io/zone¥kEXAZE 2 .
e beta.kubernetes.io/instance-type#f/£3F, {#FInode.kubernetes.io/instance-
type&E{L.
o  &BPR{kubelet_root_dir}/pluginsi&iZ.
o TEBRIHNEERFAEsystem:csi-external-provisionerflsystem:csi-external-
attacher,
SEEE

X FKubernetes 1.175EH AR AAIMEBEXILLFNTNEEEHIEZ(EE, BSE:

e Kubernetes v1.17.0 Release Notes
e Kubernetes v1.16.0 Release Notes

6.1.2.9 ({E1L#F ) Kubernetes 1.15 fRZAi5A3

ARG (CCE) BRI X—EIEIAIE. AXNMACCEATKubernetes 1.15k%
AREBYZEEIRA

RT R EIF S EIMERARIRS, MIFREERREX ISERIKuberneteshR A, 5
BB P EERE R Z IR IR Kubernetes&EEE

hRA15488
CCEftXdKubernetes v1.15hRAEM 7 £ HERAVBHICAIFAR, V1. 1SIRASERD
/NRZAS, BIv1.15.11%0v1.15.6-r1,
RETHESFH
e extensions/vibetaldingressB &M, 1. 19 FXE=FH, T3
networking.k8s.io/v1betal
e extensions/vibetal®NetworkPolicy 1.161IEE{E(FMH, TEE
networking.k8s.io/v1
e extensions/vibetal®PodSecurityPolicy 1.161FT &SR, 1F#Zpolicy/
vibetal
e extensions/vibetal. apps/vibetalziapps/v1beta2fiiDaemonSet.
Deployment. #ReplicaSet, i¥#Zapps/vl, 1.16iRANE{E(FEA
e  PriorityClassFHZkZlscheduling.k8s.io/v1, scheduling.k8s.io/v1betal1#Q
scheduling.k8s.io/v1alphal 1.17IEEFH
e events.k8s.io/vibetal Event APIfiseries.stateFER/ER, 1B1E1.18hRAFFER
SEEE

1 Xv1.135v1.15kRAZ [BJFICHANGELOG

e Vv1.14ZIv1.158931k

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.15.md
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.17.md#changes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.16.md#kubernetes-v1160-release-notes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md
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e V1.13ZIVI. 141931k :

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.14.md

6.1.2.10 ({Z1L#4P ) Kubernetes 1.13 {RZASi5AE

=AES|E (CCE) EHRBREEX—MIAE. AXNBCCEAMmKubernetes 1.13kR
KRErBYZE SRR

% 6-1 v1.13 hRAEER,i5 AR

KubernetesiRZ hR i B8

( CCEiZ33hR )

v1.13.10-r0 FEIFE:

o CCEEBFIFRMARMT =

o RAFIIESTIIRERIR

o ARREIETIHERNE, TERHINESISRER
B/ D E R/ SIEFRS

o CCEERTIFOIERESRET R ( BeEEMLE )

o IFANMMEREIT R (#EEIBBAscend 310 AIREEE )
;@EFI{%»D\J VST | IR ELAREEES

o FiFFiEdocker baseSize

o NIEFHBRTEFMAE

o WIHTPRHIEENSBEFEE

o TIFERfcpuEIRRRE

o WIFEBITHITREFM ( FEEREMLE )

v1.13.7-r0 FEAFN:
e KubernetesE£ 4t X 1.13.7hrAK
o HIETMLEIEE ( NetworkAttachmentDefinition )

4H$ -

SEphE
T Xv1.115v1.13RARZ[BJAICHANGELOG

e V1.12ZIv1.13193Mk:

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.13.md

e V9L.T1EIVI.12893Mk:

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.12.md
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.14.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.14.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.13.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.13.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.12.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.12.md

para b

RS NE 6 F“mAICHR

|
a0

6.1.2.11 ({S1L44P ) Kubernetes 1.11 fRZAi5EA

REEE3IE (CCE ) PARBE R—BUAE. A/ MBCCERTBKubernetes 1.115%
AT ES

% 6-2 v1.11 hRAEER,i5 AR

Kubernetesirz hRA<I5AA
( CCEf33hR )

v1.11.7-r2 FE4FE:
e GPUZ#FV1003:EY
o EERIIFNIRER

v1.11.7-r0 FE4FE:
o KubernetesE£1tX1.11.7krZA

o FOIETIRIE (nodepool) , FEHIH/ERMEARMEERS
5785

o CCEEEfTIFRIERERET S (VPCNEE) , FESE
BIENEEIE

e GPUZFV1003:EY

o 11MERSHEAOME LB &

o ServiceXZHRRAIAZEEN]IE

o ZIFHRSSMER

o EENIFRENBANTRAERIPE (IPHED)

v1.11.3-r2 FE4FM:

o EERISIFIPVEUL

o ELBREHINE S IFEIPIRGIRIRS SIRIRF

v1.11.3-r1 FEFME:
o IngressHYURLICACSZ 3EPeriBiERIIENIZRIAT
v1.11.3-r0 FEIFM:

e Kubernetes[@E4t X 1.11.3kxA
o EEIFHTATITZIHAKX
o BETFMETIENESFS TurbotfiERS{4-176E

SEpEE
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v1.19.10 v Vv Vv 4.19.36-
(=14 vhulk1907.1.0.h96
) 2.eulerosv2r8.aarc
h64
v1.17.17 Vv Vv v 4.19.36-
(=14 vhulk1907.1.0.h96
) 2.eulerosv2r8.aarc
he4
v1.15.11 Vv Vv Vv 4.19.36-
(=14 vhulk1907.1.0.h70
) 2.eulerosv2r8.aarc
h64
EulerOS v1278LL | x x x -
release +
25 (=1 —
3P ) vi25 (= |V i i 3.10.0-862.14.1.5.
1E#ER ) h687.eulerosv2r7.
x86_64
vi23 (= |V i i 3.10.0-862.14.1.5.
1E#ER ) h687.eulerosv2r7.
x86_64
vi21 (= |V i i 3.10.0-862.14.1.5.
1E#ER ) h687.eulerosv2r7.
x86_64
v1.19.16 Vv Vv Vv 3.10.0-862.14.1 5.
(=14 h687.eulerosv2r7.
) x86_64
v1.19.10 Vv Vv Vv 3.10.0-862.14.1 5.
({=1k4 h520.eulerosv2r7.
) x86_64
v1.19.8 Vv Vv Vv 3.10.0-862.14.1 5.
({E1k# h520.eulerosv2r7.
) x86_64
v1.17.17 Vv Vv Vv 3.10.0-862.14.1 5.
(=14 h470.eulerosv2r7.
) x86_64
v1.17.9 Vv Vv Vv 3.10.0-862.14.1 5.
(=14 h428.eulerosv2r7.
) x86_64
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nARE

6 FFm&micE
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
picd
VPCRIZE | BEE | =REN
R PILEIREY | £82.0
v1.15.11 v Vv Vv 3.10.0-862.14.1.5.
({=1k4 h428.eulerosv2r7.
) x86_64
v1.15.6-r1 | V Vv Vv 3.10.0-862.14.1.5.
({=1k4 h328.eulerosv2r7.
) x86_64
v1.13.10- Vv Vv Vv 3.10.0-862.14.1.2.
r1 ({Z1E h249.eulerosv2r7.
1R ) x86_64
v1.13.7-r0 | Vv Vv Vv 3.10.0-862.14.1.0.
({514 h197.eulerosv2r7.
) x86_64
Ubuntu v1.27KLL | % X x -
18.04 r
Ziﬁir( = | V125 (% | x v 4.15.0-171-
i) | LEEER) generic
vi23 (= |V X i 4.15.0-171-
LE4ER ) generic
vi21 (& |V x i 4.15.0-171-
L4 ) generic
v1.19.16 Vv X Vv 4.15.0-171-
(=14 generic
)
v1.19.8 Vv X Vv 4.15.0-136-
(=14 generic
)
v1.17.17 Vv X Vv 4.15.0-136-
(=14 generic
)
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par

6 FFm&micHE
% 6-12 B RIRSBE-YIBY D RIRIER S
BRERG | EBHRA | CCE Standard&£8% CCE RITER
TurbofE
Bf
VPCRI4E | BEE | =FEEM
& PILEIEEY | £82.0
EulerOS v1.29 v v v 4.18.0-147.5.2.15.
release h1109.eulerosv2ri
2.10 0.x86_64
v1.28 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.27 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.25 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.23 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2r1
0.x86_64
vi21 (= |V v i 4.18.0-147.5.2.15.
143 ) h1109.eulerosv2r1
0.x86_64
v1.19.16 v v v 4.18.0-147.5.2.15.
(=1L h1109.eulerosv2ri
) 0.x86_64
X 6-13 EEERSBTRIRMERR
BIERS | EBfERA | CCE Standard£sE¥ CCE RITRZER
Turbof
Bt
VPCRIEE | BEE | =REN
EEd] PILSEETY | £82.0
Huawei v1.29 v v X 5.10.0-60.18.0.50.r
Cloud 1083_58.hce2.x86
EulerOS 64
2.0
v1.28 v v X 5.10.0-60.18.0.50.r

1083_58.hce2.x86
_64
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par

6 FFaaARMmICE
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
B
VPCRI4E | BEE | =FEEN
=R PILEIREY | £82.0
v1.27 v v x 5.10.0-60.18.0.50.r
1083 _58.hce2.x86
64
v1.25 v v X 5.10.0-60.18.0.50.r
1083 _58.hce2.x86
64
v1.23 v v X 5.10.0-60.18.0.50.r
1083 _58.hce2.x86
64
EulerOS v1.29 Vv Vv X 4.18.0-147.5.1.6.h
release 841 .eulerosv2r9.x
29 ( ZR 86 _64
A, i
jozeTem | V128 v v x 4.18.0-147.5.1.6.h
RIS ) 841.eulerosv2r9.x
86 _64
v1.27 v v X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64
v1.25 v v X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64
v1.23 v v X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64
vi21 (= |V i x 4.18.0-147.5.1.6.h
LE#ER ) 841.eulerosv2r9.x
86_64
vi.19 (= |V i x 4.18.0-147.5.1.6.h
LE#ER ) 841.eulerosv2r9.x
86_64
EulerOS v127R%LA | x X X -
release +
23 (E1k —
Vzi=D) v125 (1B |V v X 3.10.0-514.41.4.28
14 ) .h62.x86_64
vi23 (& |V Vv x 3.10.0-514.41.4.28
L4 ) .|h62.x86_64
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nAR|E

RBAE 6 FFm&micE
BERS | &BfMRA | CCE Standard&Ef CCE SERRZER
Turbof
picd
VPCR%E | BEE | =FREN
=R PILRIERY | £82.0
vi21 (= |V i x 3.10.0-514.41.4.28
143 ) .|h62.x86_64
v1.19 (= | v i x 3.10.0-514.41.4.28
1E4ER) .|h62.x86_64
v.17 (12 |V i x 3.10.0-514.41.4.28
143 ) .|h62.x86_64
v1.15.11 |+ i x 3.10.0-514.41.4.28
(=14 .h62.x86_64
)

6.2.2 IB{FRFRERRAGAA

Huawei Cloud EulerOS 2.0

R AIGRMCCEERHRFR SR BRSBTS
KRBT R IR A SIRMERRIRAIINR, B NEEHIRFSRERAITNXK

zJN o0

RZhRAS AZTphgial KA
5.10.0-60.18.0.50.r1083_58.hce2 | 2024548 | BHERZHNZ, BELLRE.
X86_64
5.10.0-60.18.0.50.r1002_48.hce2 | 2023128 | EHRZEHNZ, BELLRE.
X86_64
5.10.0-60.18.0.50.r865_35.hce2. | 202348 | EHEZNZ, EEZLRFE.
x86_64
5.10.0-60.18.0.50.r509_2.hce2.x | 202318 | EHRZEHNZ, BELLRE.
86_64
5.10.0-60.18.0.50.h322_1.hce2.x | 20225E118 | CCESZ#EHuawei Cloud EulerOS
86_64 2.0 E&R S
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RS NE

6 F“mAICHR

|
o0

Huawei Cloud EulerOS 2.0 ( ARM)

RZhRAS A1fpEdia b2zl
5.10.0-60.18.0.50.r1083_58.hce2 | 2024548 | EHRAZANZ, (EELLRE.
.aarche4
5.10.0-60.18.0.50.r1002_48.hce2 | 20235128 | EHRAZANZ, EELLRE.
.aarche4
5.10.0-60.18.0.50.r865_35.hce2. | 2023%F4H | ARMEZ2HET S iFHuawei
aarch64 Cloud EulerOS 2.08&{EEX %,
Huawei Cloud EulerOS 1.1
RZhRAS A oAdiE] b2l
3.10.0-1160.76.2.hce1c.x86_64 | 2023418 CCEXz#EFHuawei Cloud EulerOS
1 HRER AR,
ISROEEREIRAUN T :
e v1.19.16-r4 LA E
o v1.21.7-r0R Lt
e v1.235-r0K%I L
e v1.25.1-r0RLLE
Ubuntu 22.04
RIZRAS A1pEdia Ao
5.15.0-92-generic 2024F4R | BRRESENZ, EERERE.
5.15.0-86-generic 2023128 | EfEZERZ, EERERE.
5.15.0-60-generic 202348 | EfEERZ, EERERE.
5.15.0-53-generic 2023518 | CCExz#FUbuntu 22.04%(ER
%,
EulerOS 2.9
RZhRAS A1fpEdia b2zl
4.18.0-147.5.1.6.h1152.eulerosv | 2024548 EMEZANZ, BELZERE.
2r9.x86_64
4.18.0-147.5.1.6.h1071.eulerosv | 20235128 | EHREAZANZ, EELLRE.

2r9.x86_64
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nA|E
RS NE

EulerOS 2.9 ( ARM)

CentOS 7.6

6 FFRRMICR
PRIZRAS b0 =] R nineA
4.18.0-147.5.1.6.h1017.eulerosv | 20234F6 8 | e B EZEHRIZ, IBEXLRE
2r9.x86_64 i o
o (EEIPVSIEZ T, EulerOS
297 5 FFCoreDNS/FH
IR R AR AT R AR
4.18.0-147.5.1.6.h841.eulerosv2 | 2023F18 | EHRZENZ, BELLRE.
ro.x86_64
4.18.0-147.5.1.6.n766.eulerosv2 | 2022128 | EHREARZ, EELLRE.
r9.x86_64
PIZRAS RfphdE Rinineg
4.19.90- 202448 | EFERGRZ, BEReRE.
vhulk2103.1.0.h1144.eulerosv2r
9.aarch64
4.19.90- 2023128 | EFERZERZ, BERERE.
vhulk2103.1.0.h1060.eulerosv2r
9.aarch64
4.19.90- 2023568 o EMRZA%Z, EERER
vhulk2103.1.0.h990.eulerosv2r9. NEA
aarch64 o [BSIPVSIERLTR, EulerOS
2975 = EFH % CoreDNS/FH
IR AR BT AYIEIRR
4.19.90- 2023F18 | ERERZ, BELZERE.
vhulk2103.1.0.h848.eulerosv2r9.
aarch64
PIZhRAS b2 =] AfninAA
3.10.0-1160.108.1.el7.x86_64 202448 | EIRERZ, BEZERE.
3.10.0-1160.92.1.el7.x86_64 2023%F128 | EFERZERZ, BELZEIRE.
3.10.0-1160.90.1.el7.x86_64 2023F8H | EFERZEN%Z, BELRERKE.
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para b

RE NS 6 FEaaARMmICE
AT AfafdiE KA
3.10.0-1160.66.1.el7.x86_64 2023518 | ¢« EHRZANZ, BERSR
ilﬁlo
o (BECentOSTIEHINZASE
OOMAT, {BMextdIHER S
RLiaRR,
EulerOS 2.8 (ARM ) ({=1L#P)

S AT AfaAdia Ao

4.19.36- 2022128 | EHRSNZ, BEZERE.

vhulk1907.1.0.h1350.eulerosv2r

8.aarch64

EulerOS 2.5 ({SLE4HR)

SATES b2l b~z
3.10.0-862.14.1.5.h687.eulerosv | 20225F128 | B RZERZ, BELZLRE.
2r7.x86_64

EulerOS 2.3 ({ELL43P)

S ATEN A oAl b2zl

3.10.0-514.41.4.28.h62.x86_64 | 2022128 | EHEZNZ, EEZL K.
Ubuntu 18.04 ({Z1L4EP)

S AT A faAdiE b2zl

4.15.0-171-generic 202318 | EfEZENZ, BEERERE.
6.3 R A EZhicH
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=S|
RE NS 6

6.3.1 CoreDNS HZfEHEFHRA LHICHE

2K 6-14 CoreDNS o ZEriRER ISR
R A TIFHVERERA BT HXARZA

1.29.4 v1.21 1EACCCE v1.29088% 1.10.1
v1.23
v1.25
v1.27
v1.28
v1.29
1.28.7 v1.21 SIFEHAEREE, £% | 1.10.1
v1.23 RENFHR
v1.25
v1.27
v1.28

nRIBICHR

|
o0

1.28.5 v1.21 (E2=E I 1.10.1
v1.23
v1.25
v1.27
v1.28

1.28.4 v1.21 1&ACCCE v1.2858F 1.10.1
v1.23
v1.25
v1.27
v1.28

1.27.4 v1.19 - 1.10.1
v1.21
v1.23
v1.25
v1.27

1.27.1 v1.19 1&EHBCCCE v1.2758% 1.10.1
v1.21
v1.23
v1.25
v1.27
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https://github.com/coredns/coredns/releases/tag/v1.10.1
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https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1

nARE
RS NE

6 FmAKRMicH

TR

SZHFHIEERFIR A

BT

HXARZS

1.25.1

vl

19

v1.21
v1.23
v1.25

1&fCCCE v1.25558%

1.84

1.23.3

v
v
v

A5
A7
19

v1.21
v1.23

HRHHREBITTFHR

1.84

1.23.2

v
v
v

15
A7
19

v1.21
v1.23

HRHHREBITTTHER

1.8.4

1.23.1

v
vl
vl

A5
A7
19

v1.21
v1.23

1&RBCCCE v1.235:8%

1.8.4

1.17.15

v
v
v1

15
A7
19

v1.21

1&H2CCE v1.2188F

1.8.4

1.17.9

v
vl
v

A5
A7
19

HEHHREBITTFR

1.84

1.17.7

v
v
v

15
A7
19

B =1 Xv1.8.4hRA

1.8.4

1174

v
v

A7
19

1&H2CCE v1.1988F

1.6.5

1.17.3

v

A7

IFV1I7ERE, EEFR
FECE R

1.6.5

1.171

vl

A7

SV 7EERE

1.6.5
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https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.6.5
https://github.com/coredns/coredns/releases/tag/v1.6.5
https://github.com/coredns/coredns/releases/tag/v1.6.5

nAR|E
RS NE

6 “mAICHR

H
a0

6.3.2 CCE 2&FiatE ( Everest ) IR EZMICH

7 6-15 CCE BEFNEIGMH ( Everest ) lRAIER
EHRE | STIFRYEEREIRA S
2.4.21 v1.23 o TIFOBSEBAZTIATEIERM.
v1.25 o MIFEENFHEEEIRAIR
v1.27 o ZIFEFHAEVSE .
v1.28
v1.29
248 v1.21 o JEACCCE v1.298:E%
v1.23 o 73HFGPSSD2FNESSD23EBUH &2
v1.25 o MIFDSSERDHINFE, RNERHIRAFE
v1.27 #EV1.21.15-r0, v1.23.14-r0, v1.25.9-r0,
v1.28 v1.27.6-r0. v1.28.4-rOK% LA L
v1.29
2.3.23 v1.21 SZHFTESFS TurboXXHRGEFEIETFER
v1.23
v1.25
v1.27
v1.28
2.3.21 v1.21 (B3N Bl
v1.23
v1.25
v1.27
v1.28
2.3.14 v1.21 iEELCCE v1.28kR A
v1.23
v1.25
v1.27
v1.28
2.1.55 v1.19 SIFIRREREEVS TR
v1.21
v1.23
v1.25
v1.27
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par
RS NE

6 P&l

|
o0

CR

TR

STRFRIEREFAR S

BT

2.1.54

v1.19
v1.21
v1.23
v1.25
v1.27

(E2=E RS

2.1.53

v1.19
v1.21
v1.23
v1.25
v1.27

(E=E{viE

2.1.51

v1.19
v1.21
v1.23
v1.25
v1.27

F1EHCE OS 2.0&R%

2.1.50

v1.19
v1.21
v1.23
v1.25
v1.27

2.1.46

v1.19
v1.21
v1.23
v1.25
v1.27

e EBLCCE v1.278RA
o IFCIEREERBIFEEIRINEEIRS

2.1.38

v1.19
v1.21
v1.23
v1.25

TR S SRS XS]

2.1.30

v1.19
v1.21
v1.23
v1.25

o IFHMHSLAIAZRFEIEE
e obsfsEliEECUbuntu 22.04

MAERARAS 01 (2024-06-26)

WRIERE © ARITERARERAF

156



nAR|E

RE NS 6 FEaaARMmICE
R | SZIRFROSERFR A B
2.1.13 v1.19 SFS TurbofZfiE&subpath PVCHLBITEREML(L
v1.21
v1.23
v1.25
2.19 v1.19 o TiFcontroller{tHEHE
v1.21 e JEFCLCCE v1.25hRAK
v1.23
v1.25
2.0.9 v1.19 o X7 everest EPO IR ZOHITEN, KEH
v1.21 185248, BeREAIRTY BHIiREl
v1.23 o IFMIEERL
o HIZOBSHIRISEE
1.3.28 v1.19 o YIFAHHRH
v1.21 o HIFOBSHIZIAE
v1.23
1.3.22 v1.19 (BEESEZBIERRIEELMAYTR
v1.21
v1.23
1.3.20 v1.19 (EEESERBIIEHEEE LMY
v1.21
v1.23
1.3.17 v1.19 o fH%&everest-csi-driveriZsiEH IR AT B
v1.21 #: M10EFHZEI10%
v1.23 o BENMUMEZIFPod Iz FEFN
o FitT A EATHCSHREHESIERIscsiE N8I £
R
o 7 1EDriverHENX ZRIRIMIEEE
1.3.8 v1.23 1EBECCE v1.2358%
1.3.6 v1.23 1EBECCE v1.2358%
1.2.78 v1.15 TEHEMSLAIAZ R EE S
v1.17
v1.19
v1.21
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nAR|E

RS NE 6 FFRAMICR
R | SZIRFROSERFR A B
1.2.70 v1.15 SFS TurbofZfiE&subpath PVCHLBITEREML(L
v1.17
v1.19
v1.21
1.2.67 v1.15 o TiFcontroller{tHEHE
v1.17 o HIFOBSHIESIE
v1.19
v1.21
1.2.61 v1.15 o YIFAHHESH
v1.17 o LIFOBSHIZAIE
v1.19
v1.21
1.2.55 v1.15 BEESHELBIEHEIEE LKAV
v1.17
v1.19
v1.21
1.2.53 v1.15 EEESHERBIIEHEIEE LMY
v1.17
v1.19
v1.21
1.2.51 v1.15 o F%everest-csi-driver; s EH IR AR
v117 2 M10EEFEI10%
v1.19 o HTENIEZIFPodZFEH/
v1.21 o it R EATHHEEHEIERscIETEAY L
PR
1.2.44 v1.15 e EVS. OBSTHESEIFEFEEIWIRE
v1.17 o OBSYRBHEHIALREBFEH
v1.19 enable_noobj_cache&#{
v1.21
1.2.42 v1.15 e EVS. OBSTHESESIFEIFEEWINE
v1.17 o OBSYSHIEHEHIIAARBFEH
v1.19 enable_noobj_cache&#{
v1.21
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nAR|E

RE NS 6 FEaaARMmICE
R | SZIRFROSERFR A B
1.2.30 v1.15 CCEZ#FEmptyDir
v1.17
v1.19
v1.21
1.2.28 v1.15 1EACCCE v1.2168F
v1.17
v1.19
v1.21
1.2.27 v1.15 ZAFRIRBUSSD(ESSD) . 1BAEYSSD(GPSSD)2E
v1.19
v1.21
1.2.13 v1.15 IFCCE turboERIBEE BT RIEHmER; X
v1.19
129 v1.15 o ESBRPVEREMERRAIFAIRI S
v1.17 o 73%1.19.10hMRAEEEHF A Attach/Detach
v1.19 Controllerf=EN&EREN
o IZESFSHEHtaTEM
o FRFEEEREEVSENIABIZEZEYFEESSAS
1.25 v1.15 o RFHEZHMEXEEIAISEM
v1.17 o AL T EFIOBSTEIERTATIAIELNRE, EEAHF
v1.19 =R
o i2Feverestifi{tidflexvolumeBHIFEREEH
o REEETIREN
1.1.12 v1.15 A0t sReverest-csi-controllerdB{4 AT 214
v1.17
1.1.11 v1.15 o FLEZEINE
v1.17 o TIFHEH =5 OBSTEE
o AR LHERERIEVSEITIEO
o EARBEBL A clonet& = BlR 2
o {fifbFNtEsRAttachf1DetachEEIRZSHENFD
HE&E
o IEIMAUETERFI K o] 2t
1.1.8 v1.15 ZHFCCE v1.17, VI 3FEREIV 1SS ZIFEE
v1.17 Flexvolume
XH5hRA 01 (2024-06-26) IRIERE © L ATITERAGIRAT 159




nAR|E

REAS 6 FFaaARMmICTE
EHhRE | STRSERHRA B
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