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nE#:woIE | CCE ies A< 7T/ CCE IR
CCE Autopilot iR

MAERRAS 01 (2025-02-21)

WRIERE © EARITERAREIRAF


https://support.huaweicloud.com/usermanual-cce/cce_10_0476.html

=ARES|E

RS NE 2 EREENE
T i [T &R EJ=2E il EB{frEa(y g
=A=R51% | CCE %= Af< To/* CCE CPUE
CCE Autopilot iR

x2-2 AEE
FramZER [T R fsEFRERY ==H=21v) g
=ARRLY | =B/ LH | KR A< To/® Autopilot
cal - Autopilot AERR
Resources
=ARRELY | =B/ LH | 1BE Afi< To/® Autopilot
ccl - Autopilot CPURIR
Resources
B = EA&RTia & HE:
t&BE= L £&RTa)
Farg-=fE— 202449H18H 22:00
=M 202449H19H22:00
Lis— 202449H20H22:00
b=y 202449H23H22:00
N 202449H24H22:00
24 202449H24H22:00
WEE(E O, aIhEAtEd T aE RS HAL (4000-955-9881,950808 ) S5FfiJEk
BRI LN =AIST 3T
2.3 #£H=Z5280RSS CCE Autopilot F2024 59 B 30 H

00:00 ( Jt5eESiE) ) 457

&FRdiE): 2024/08/29

FER=ITHITF20245F9H30H00:00 ( LATE ) 157

38

RS ENRARBIEEREEER, HREASA

52 EHBITE RPN .

B2 XFCCE AutopilotfIF= 3

LGNS S

NE, BES A EAutopilot&EEs,

2 220R5SCCE AutopilotIET(EERS

¥, E2WEIRA

MAERRAS 01 (2025-02-21)
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https://auth.huaweicloud.com/authui/login.html?service=https://console.huaweicloud.com/console/#/login
https://support.huaweicloud.com/productdesc-cce-autopilot/cce_12_0002.html#cce_12_0002__section158411482123
https://support.huaweicloud.com/productdesc-cce-autopilot/cce_12_0001.html

para B
e 2 FmEERE

R TEER, ARERET TRSHIKER
RIS S TRISTHF |

NERNESEENTTREEEA: LHRERKISCCE Autopilot 202459530
F00:00 (JLEREIE) ) 475

2.4 SEEFMIGS . TFAETIRER] SetENNENSR AT

BAORIE): 2024/04/26

SIAMBRSS R EKIRIHIERT, FERMRMAENEE, NImeEaFrm TIFR
FiEEER . QEIIENHEFINRE . RIRISERRDHINZ SRR ST 7 A
INE, ARFRERVSIREIETT, BNERRIEKS THEREFAREBRRA.

e S
BT ELA T4
1. EEHRASEE:
-  BEEOSHERZA: v1.19%UTETEIRA
- 1.218R7AK (F2024/04/30 00:00 ( It=ATiE) ) IEXZLEHEF ) © v1.21.1-10 -
v1.21.11-r40
- 1.23hRA: v1.23.1-r0 - v1.23.10-r20
- 1.25fRA: v1.25.1-r0 - v1.25.5-r20
- 127ERA: v1.27.1-r0 - v1.27.2-r20
2. IAMIRSBHIIXIEMHE, BEifEEREEREHHIIAMIGEHIRZREAEITER .
3. EMRNI(FaEHENERSESNPodEs, BEEEFESIER . AFES
IngEg,
BERE
BRI TIRAEBICE, RINSEEFARERIRREA, BEOSERIRAISTFHRE
EHRAHITIES
B FREERHIR A :
o 121HRZA ( F2024/04/30 00:00 ( tEIAFE) ) IERX(ZIEAEF ) @ v1.21.12-r0R% LA
+

o 1.23fRA: v1.23.11-rORLAE
e 1.25kRA: v1.25.6-r0K%LAE
o 127hRA: v1.27.3-r0K%LALE
e 1.28hRA: v1.28.1.0%LAE

2.5 XF CCE ££8¥ Docker ST 15BN

AfAtiE): 2024/02/19

Kubernetestt X 27Ev1.24kr A fsdockershim, BRIAFRBZiEDockerasses |88, 24
Biv1.27.1-r0Z&v1.27.5-r0. v1.28.1-r0ZFv1.28.3-rOMRAHIEREAR T 150172 Dockersse
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https://console.huaweicloud.com/ticket/
https://www.huaweicloud.com/notice/2024/20240829171323964.html
https://www.huaweicloud.com/notice/2024/20240829171323964.html

A&
RS RE 2 FmEERE

SI1BHT . EEEIHEMABERS AP ERDocker, CCEXSAAEESTIFBIFEDockerTs
B, [FEMR & Dockersses | B8 2 1TE450,

BINEGERET RINEREINRE. ££MContainerd&32385 |2, B EET =
B BEE | BE LB EContainerd, BINEEIBE2 BT 8852 M Docken®i®
ZlContainerd,

Containerdf¥1Dockerf9X Lt i5& A EE5 | ContainerdfIDocker ,

2.6 ServiceAccount Token Z£ {42 AR
E#EdiE: 2022/11/24

Kubernetes 1.21R LA EhRASRIERFF, PodiSABHEEMHERI K AToken, BAIAER
TokenRequest API5%{5Token, FH{FEME5T% ( Projected Volume ) #£#;ZFIPodd,

FERIXMS ERENTokenEEEIENE B ( BABKERR1/NET ) , ERXBR
HiZHi, Kubelet&RmlFEmZzToken, {RiIFPodiAZiABEEMAIToken, Kubernetes 1.21
UL ERRARERIFSBATEIZEFE . AR PERRAITEAIKESZ Fir
(Client) , HFEMRAClientHRERZIERREEED, SFEEEPREEIAINE

Fi5iE2 M ServiceAccount TokenZ 242 FHAA

2.7 Helm V2 HZ; Helm V3 &

A%AdiE: 2022/08/30

EizHa “EIREE" EEPMKIAIFHRIEHelmEM V2 EHE V3 higA, BEIEiE
FESBEMEERFP Helm V2 BILHIEERRS Helm V3 #8530, &89 Helm V2 IhEEk
Helm V3 EBETEIFAIBRS SR, BRFESEALIARENER, TEERE
Helm V3 5 Helm V2 ZERRIGHACH =it THIEF BN AYERCIZIE .

WNEFEEARLIRE] Helm V3 ZERM, iEIES Helm ERiRS N BESIEHIE
Helm V2 S, #{EREES @D Helm V2 ZEREEIEN ., 7T TIFH4EPSR
BIREE LA EFSR B IS4 1, 158152022812 30 HaI)EDJRE Helm V3 &
BHE.

2.8 CCE £E&F IPVS £ AL T conn_reuse_mode [oJgRi5 B8

KfAtiE: 2022/01/27

CCEEEREEIPVSIEIL T, B3 Service A1hIDEREAERIRSS , BII1FERAIER, 5l
EzapFERE I XIPVSEZEE FHBug.

#5152 I CCEERAIPVSEE IR Fconn_reuse_mode|al@ik e .

2.9 CCE Turbo &£ IF &, SUSWSL{ER

KAdiE: 2021/03/31

CCE TurbofE B R £ HE T FEEMIRMENRIRE2 ORIERR5ZMRSS, BEN
EDE. MEER. ZEd%R. BAEEENMNS, NAPREE—L. SiHNttiE
HaRRS AR
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https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0462.html
https://kubernetes.io/zh-cn/docs/reference/kubernetes-api/authentication-resources/token-request-v1/
https://support.huaweicloud.com/usermanual-cce/cce_10_0477.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0421.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0420.html
https://support.huaweicloud.com/cce_faq/cce_faq_00409.html

nARE
e 2 FmEERE

FEES MISECCESREE

2.10 Everest {H{HALAZAIEINBEAN S

KfAtiE: 2021/02/02

EverestiRf41E1.2.ONRAMAAL T EFIOBSTAERTAIZSAIAIELNGE, iSTEEverestilifd 4k
sekfE ( METF1.2.009ARAFREN 2.0 A ERRA ) , EEEEFPEROBSHIEET
ez, BN IT{FRASEROBSTFIERENISZ !

ZTFEverestiFHHINRAIZER, 52 WCCERSSFEIRME ( Everest ) IRAEFICR
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https://support.huaweicloud.com/usermanual-cce/cce_10_0028.html

par b

RS NE 3 EEHRA NS

3.1 1.25 [RARERHEILEIF NS

KRTATiE: 2024/12/31

< CCEEERE1 .25k ABMEF2025/03/31 00:00 ( tE=ATE ) IERX S LE4EF, BATE
XTCCEEER$1 . 25AR ZBIHINRA , SeARBABSIFHER IR, BRKS FEFE1.25
R ZBIRNERRA, ATHRIEZRIRSING, BN RARRISEIHFAIEARA
EFUaIFREERE, B2 N CCEERFARIES.

X FCCEERERIMRAME, 152 W KuberneteshRANSREL .

3.2 1.23 [RARERHEILEIF AT

KTATiE: 2024/04/25

H R CCEEERE1 . 23hRABNEF2024/09/30 00:00 ( tE=ATE ) IER(E L4, [BATE
XFCCEEERH1 . 23AR ZBIHINRA , AT BABZIERCIE ., BEKS TFE1.23
R ZBIRNERRA, ATHRIEZRRSING, BN RARRISEHFAIE AR
XFUaIFREERE, B2 N CCEERFARIES.

X FCCEERERIMRAME, 152 W KuberneteshRANSREL .

3.3 1.21 [RARERHZ LIPS

KTATiE: 2024/01/22

R CCEERE1 2 1hRAENEF2024/04/30 00:00 ( tE=ATE ) IER(S L4, BATE
XTCCEEERF1 21 AR ZBIHINRA , AR BABIFHER IR, BERKS TEFE.21
R ZBIRERRA, ATHRIEZRIRSNGE, BN RARRISEHFAIEARE
EFUaIFREERE, B2 N CCEERFARIES.

X FCCEEREAIMRAME, 152 W KuberneteshRANSREL .
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https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html

nAR|E

RSNE 3 EEIRA NS

3.4 1.19 IRAFERHE LIPS

AfEdiE: 2023/07/07

PN =CCEEEER$1.19ARAENETF2023/09/30 00:00 ( bEHTIE) ) EERF ISP, EATE
XSCCEERF1.19LAR ZRIRIRA, EATBAEIFHERFCIE . FEKS TFEL19
RZBIRERHRA, ATRIEEAIIRS NG, BNRRAREEHFAIRAMRA .

KT UNMTFHRER, BSUCCEERRFARIES

K FCCEERRIRRANE, 52l KuberneteshRAZRHEE o

3.5 1.17 IRAFERHE LIPS

BRtE: 2022/11/29

IRIECCEARAIKubernetesiRASREEFHIR AR, 1TRIM2023F1831H%E, CCE

G NTRRAERHS LR . 2SS, SPRILUERZRI1.1 7R AREERE, (BCCEER
gﬁﬁixiiﬁﬁ&ﬂ’%ﬂﬁ%, BETIERNINEE. HXbugfixElE . REIEE. A&

EIETERRAZ LEHEFRI R IS EERF A REIRFTIR A, FHRIRIFES WERAR

3.6 1.15 IRAFERHE LIPS

KfmAtE: 2022/06/22

IRIECCEA fAYKuberneteshRASREEFAVIRAREE, 1TXIM20228:9H30%E, CCE
BT ISARARERHS LR,

IR ERAREIRIRA, ARIRMFSSUEHAR.

3.7 1.13 [RAERHZ IR NS

Z%BdiE: 2022/03/11

RIECCEARfRYKuberneteshRAREEHAINRARES, M2022F3811HiE, CCERXY
T.13hRANERHZ LA o

RIS ERFFHREIRIIRS, FHERIRMFES NEHAR.

3.8 CCE AAB37#F 1.13 R ZBIhRAERRIBIEB NS

A#EtE: 2020/12/08

IRIECCEA fAIKuberneteshRAREZFAIIRAZREE, M2021FE381HZ/E, CCEEAR
B .13 ZHINR AN ERE I CIZR R 4R .

BB ERTFHREIRTMRA, AR FSSUEREAL.
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https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html

nAR|E
RS NS 3 EEIRA NS

3.9 Kubernetes 1.9 PIEERAFAR AL

& #RtE: 2020/12/07

IRIECCEA frfYKuberneteshRAREEFAIIRASKEE , CCESTEIREZ1EKubernetes 1.9
ROEERERR ARV, R TR RIFN S ESFER RS RS, BREFERIREN
BJ§EAYKuberneteshR A, ANRIEBTEMER1.9.7541.9. 10k KR EEE, BRIEHAREIEH
IRAEERE, CCEFUITIS1E2021FE4830HEXANNAIEE, BESUELZ BT
TIZAIKubernetesEEEE

FERT5ERES WERHRAF iR o
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https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html

nAR|E
RS NE 4 WRAS

Ik

=TGN

4.1 e EEE
SRR S S A

o SEiwE:
- Kubernetestt XK & MiFmEAH A MIEELER, CCE—REITBRHRITEES,
IEERESHKFREF—H.
-  BEFRRERSIREIREBRERSREERBMET NS, —RE—TBR
RHEERE, RFRETEE.
o Hfttiwil:
RBIRAIEEFRRIERER o

(=N

ATHIEEREERSNGE, RERERES. mEFR. mRERESH. KIEE/
WA= BRARIURSEERFABTI, CCERMEHEXRRATRIEMSE.

Itt5h, CCENFMEZEFIRMIBRNER, IFEFRIFFIEER . CCEREaI3IER

RMFELE
=] ! CCEAREH M mPIRREFRSA R IR BN (3 “MIEER
37 ).

4.2 Kubernetes Z2imiEAASE ( CVE-2024-10220 )

Kubernetestt ik B AT T — 1L 2®E ( CVE-2024-10220) , ZimEEEEBCIE
Pod i PRAY I TE & BEIZIBIT SPEACE T gitRepoBHIPodRITR BIMUTEEHDS . IX
FHETUF B BERGItEEPIEF (hooks ) BFE, LMASRLEHMITHEDS,

M HSRAS 01 (2025-02-21) WA © EARTERABIRAE 12



par B

eSS 4 mRNS
PR ES
x£ 41 FBEEE
IR CVE-ID TR al 15258/ = BIAY 8
BtE CVE-2024-10220 |5 2024-11-22
pRE Al
SEMMAVERRAI T :
e <v1.25
e v1.25.0-r0 - v1.25.16-r2
e Vv1.27.0-r0 - v1.27.16-r2
e v1.28.0-r0 - v1.28.8-12
e v1.29.0-r0 - v1.29.4-r2
e v1.30.0-r0 - v1.30.1-r2
HIWT&
ERCCEIRHE, BEEMIMENERSSRE, EEERHIRAK,
BEXEE
EFR &
—%E—EE D [j' |
i} CCE Standard
R A v1.27
b I R v1.27.9-10
= e 3y O =i
EEHE 50 5=
e A= default EIE [
o WNREIRAFE LXAETERNAZHEEN .
SRR 01 (2025-02-21) RIS © AR BRABRAT 13


https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-10220

nARSE
RS NE 4 WRAS

o UIREMMAEZHINEER, BIUBELI TS, KEEHPERFEZR

R#ER BEER.
E%ﬁ%fﬁﬂéﬁﬁﬁﬁ%ﬁﬁm79itRepo§’_3£E’\JT?ﬁ%%, HECERER.gitFER
JPodHr,

kubectl get pods --all-namespaces -o yaml | grep gitRepo -A 2

~]# kubectl get pods --all-namespaces -o yaml | grep gitRepo -A 2

repository: git@soidele iL=1"iy ltory.git
revision: 22f%iGeinlala sl flemc253775

WNRIREFARTFFEgitRepolic BN A ZmiERNM

S35
o LHICCEERAEIESIZRR, BEXENTIRALHICR, REPEEHARERR
IEEIRA . BEOSERHRABEFHRENEHIRAIITIES

SIS EEtRA: v1.25.16-r4. v1.27.16-r4, v1.28.13-r0. v1.29.8-r0. v1.30.4-
rORZ LA _ERRA .

e MTFgitRepoFEEEHAR, tXEINAIMEASREEAinitContainersIegHl
TGItseEIRE, ARBEFEHZEPoIREEF, B2 NEXRA,

HEXRHER

https://github.com/kubernetes/kubernetes/issues/128885

4.3 Kubernetes Z2iFiEAS ( CVE-2024-9486,
CVE-2024-9594 )

Kubernetes&Z £l ZEREIKEE T Kubernetes Image Buildersf iR L2
( CVE-2024-9486F1CVE-2024-9594 ) , XmRAJSEAIFIEE SRISRI RN
(VM) BSrootiFaltR .

P NENES =
*4-2 FREE
TmiERE CVE-ID imEgRE 188 [ & TR E)
Bz CVE-2024-9486 | =& 2024-10-15
CVE-2024-9594
pNE=Al
{FEKubernetes Image Buildert@#ZRViE R B T EAIASSHAEF &% ( builderF3
F) , AIBERIFIEEIAEXERNL (VM) Brootif[altlpR . CCET RS G EH
Kubernetes Image Buildertdi#, A~ZiZimEAIS0,
FIMF TS %

CRATIAE S S E AT TS
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https://kubernetes.io/zh-cn/docs/concepts/storage/volumes/#gitrepo
https://gist.github.com/tallclair/849601a16cebeee581ef2be50c351841
https://github.com/kubernetes/kubernetes/issues/128885
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-9486
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-9594

nARSE
RS NE 4 WRAS

id builder

id builder

N mAFEDbUilder AR N AR ZiZiRmiRFZ N o

SR EAWE S
CCEAHBETZRARN, BNAPTEERZRERIKubernetes Image
Builder (/\F0.138H7 ) 195ET5 AR

HERHER:

https://github.com/kubernetes-sigs/image-builder/pull/1595

4.4 NVIDIA Container Toolkit B2k HEASES
( CVE-2024-0132)

NVIDIA Container Toolkit 2— N NVIDIA 2 tHIFFETEE, SRIFEERSKIF
1Z R NVIDIA GPU #TI0ERITE . TEE8E— " SRz TIENSHER, B
FEIEESZELAFIANVIDIA GPU,

pREES
% 4-3 /EEE
b= il CVE-ID PGS EsL 158/ = TATE)
BtE CVE-2024-0132 =y 2024-09-26
pNE=AlE
ENVIDIA Container Toolkit v1.16.1 R EERANKES, KEEETZT— RS
B%, TTResLIIBEE, NMEAEENEFIIHANIR. RITFIBLRETEES
BACRSIAT. BERIRSS . DIRIEF . EEMEFEIEEN.
HIER 5L

1. YISRERFRZICCE AIEMH (NVIDIA GPU ) fEHEHEHFMRAET2.0.0, WAL
Rz o

STRERRA 01 (2025-02-21) RS © ERmHBRABRAT 15


https://github.com/kubernetes-sigs/image-builder/pull/1595
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-0132

A&

REAS 4 RS
o B
Kubernetes #il§
8 Tieas O ZEEECEECoeDNSEHEERISE, HEEDNSIERNEN, i
=5EE W gpu
O =i

=i ERERE S =FEEANLIHE ERESEHE i

v EEESHEIHES
2 WSk B
2 SEVEE CCE AlIZ=iF (NVIDIA GPU)
Q) =g CCE Al Suite (NVIDIA GFU)
o O ETH
== : . _
fEd= 2715 EEEREDE 15FA0
@ mests (&2 ) (=)

|| s mee ®

(1] %88
CCE AIEf# (NVIDIA GPU ) {ffEhRAdsEZ/9: gpu-beta. gpu-device-plugin,

2. NSRCCE AIEf% (NVIDIA GPU ) HMRAKXTFET2.0.0, iEERGPUT EHIT
AT <
nvidia-container-runtime --version
- EHESLUGS, URPRIZFEE.
- EHERnvidia-container-runtimefRANMEF1.16.2, NiERiZiFE.

root@localhost:~# nvidia-container-runtime --version
NVIDIA Container Runtime version 1.16.2
commit: a5a5833cl4al5Td9c86bcece85d5ec6621bb5652
spec: 1.2.0

runc version 1.1.12-8ubuntu2~22.84.1
spec: 1.8.2-dev

go: gol.21.1

libseccomp: 2.5.3

SIE EA WS
ERARRIEER, B EERa TR aENASRER.

CCEERMIMRAIEHES ZRIE, BEXECCE AIEH (NVIDIA GPU ) [RAETIC
o

STRERRA 01 (2025-02-21) IR © ERRBRABRAT 16



para
REANE

4 WRAS

HRR kR

https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/
install-guide.html

4.5 Linux CUPS BE33% RCE jEiRIAE ( CVE-2024-47076.
CVE-2024-47175. CVE-2024-47176. CVE-2024-47177 )

e

peEEZ

FIRRTTE

SN VeSS

X 4-4 FEER

p = EESi CVE-ID PGS € 158/ A TATE)
REC CVE-2024-47076 | =& 2024-09-26

CVE-2024-47175
CVE-2024-47176
CVE-2024-47177

ZiminEZ&0iz1T CUPS $JEDZRSRY Unix 95, ERBIERT cups-browsed AR
55, HRtEIRRIZERERNGE, NekAFRENEE.

EALED R EHUTUA T oS EE R A TR CUPSIEXRS:
systemctl status cups-browsed

SR

root@pamiey B . ~# systemct]l status cups-browsed

Unit cups-browsed.service could not be found.

o ZEERIR[E] “Unit cups-browsed.service could not be found.” FRRFKZECUPSHE
xRS, AZRAERNE,

o ZERIR[M “Active” EIER “inactive (dead)” , RTREREERBARS, &
ZimimsEERK, FEAHRCUPS,

o FERIR[E “Active” BHER “active (running)” , RBRETERS, SKEX
g, EERRIEE,

PR CCEERF T ROSIRIGFNIARZECUPSERSS , AXZImiET
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https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/install-guide.html
https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/install-guide.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-47076
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-47175
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-47176
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-47177

nARE
RS NE 4 WRAS

HRR kR

https://www.evilsocket.net/2024/09/26/Attacking-UNIX-systems-via-CUPS-
Part-1/

4.6 NGINX Ingress =HIE2IESRT RRAAS
( CVE-2024-7646 )

RS

x4-5 FEER

TR CVE-ID TR 158 / AT E
IS . 45+ | CVE-2024-7646 =& 2024-08-19
A

imiE s

EAt Kingress-nginxiZ=Hlg8v1.11. 22 BIROIRAH, IEHEEBESEKubernetesEEEE+
BlZIngressXd (BT networking.k8s.iodkextensions API B ) BUNIR, BIREL%ITiE
RIS ENE=SS, MMikEingress-nginxi=HISSHYEIE, FHiARIERFHRIFRE
BRMERE .

FIBTIS %

HCCEERFP LI TNGINX Ingressizhlzgtfitt, BiRASE3.0.7LAT, WZRmEER
g, BUARSZEM, FEEERNT:

1. {EMkubectl&#Scceaddon-nginx-ingresstEAIPod:

kubectl get po -A | grep cceaddon-nginx-ingress

[root@192-168-53-14 paas]# kubectl get po -A|lgrep cceaddon-nginx-ingress

kube-system -controller-67bff65f66-h8x1t 1/1 Running
kube-system -default-backend-699d6f4578-nqgqr  1/1 Running

e

EROIAN EE, MRREREFFLETNGINX IngressizHlesifftt
2. KENGINX Ingressizhl g4 EBAINginx-ingressiR IR IR A :

kubectl get deploy cceaddon-nginx-ingress-controller -nkube-system -oyaml|grep -w image

[root@192-168-53-14 paas]# kubectl get deploy cceaddon-nginx-ingress-controller -nkube-system -oyaml|grep -w image
X P m . . . S
D e e mmee g w - # - hwofficial/nginx-ingres;:v1.11.2
T e

L B 1 hwofficial/nginx-ingres;:v1.11.2

WN_EE, EHEIRENINGINX IngressiZhlZStiH 43T M AYH X nginx-ingresshiR AN
Fv1.11.2, WERIZREIE -

SR VEASE S
CCERFHAINGINX IngressEHISSIEIHESIZIRT, EBRENGINX Ingressilzs

HBERAEERICR . EEEZR, BiRm/IWWIREREN, REFZEHFEIENRETE
IngressAIT IR o
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https://www.evilsocket.net/2024/09/26/Attacking-UNIX-systems-via-CUPS-Part-I/
https://www.evilsocket.net/2024/09/26/Attacking-UNIX-systems-via-CUPS-Part-I/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-7646

par B
BRSNS

4 WRAS

EPSEE S

(AR

#HXEEFHnginx-ingress v1.11 2MAMESZIEIE, EiZMRAMNSZIEF Kubernetes >= 1.26 , At
ECCEERHRART V.27, B cHRERRA

HXELEMRAIES: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.11.2

4.7 Docker Engine EUEHE AuthZ I RsaE RS
( CVE-2024-41110)

EHEIES

iR

call iy

DockerE2— N FHERIN A 2E5I2, Docker Engine2Dockern] #tERIASRIZ THT,
mDockerfYAuthzZig 4] B F=HIFIRFIXI DockersFRHFZAIAPIEK o

X 4-6 BRIEE
e St CVE-ID I sl 3R/ A WA (8]
I PRIEFH CVE-2024-41110 | =& 2024-07-25

SmiRAS, HEETLUERContent-Lengthi& & HOMIAPIEKRELUINRICE, &
HDockersFiFHIBE 2B IENRNIEREAFIAUthZIGH, HMSECRIETURIEFISUR
127, KMEBAuthZiGHez TIHMDocker EnginelIFP AR ZZ RIS

LEFICCERARERAMIEIDockers2E, FKkEMADockerfYAuthZiEE, FIttALShtAIZ
ppE

SEEIATETS & _E T 6 S BB Docker EFINOIELE -
BeE51ZHDockerfI TR, HITIATEGRS:
ps -elf | grep docker

ERUT:

[root@cce-125-docker-nodel ~]# ps -elf|grep dockerd
4 5 roc 3978 1 @ 8 B - 326919 - Jul2s ? 00:40:52 fusr/bin/ --live-re

7 ] d-proxy=false --registry-mirror=https://100.79.8.196:20202 --bip=16
ec-opt native.umask=normal

HehigBig&--authorization-plugin2#§, FHADockerRZHAuthZif S, A&tk
1Zimia o
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https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.11.2
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.11.2
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-41110

par

RENE 4 /RAAE

ImEESEHER
RN CCEERFRIEAdockerfVAuthZiffd, ~=fl&CVE-2024-41110iwiE. BB
17/2R--authorization-plugins#{, EfY, CCEXSTEMILMRDocker E2HIEE LR
o

TR

Docker AuthZif{4: https://www.docker.com/blog/docker-security-advisory-
docker-engine-authz-plugin

4.8 Linux RERREARRIAS ( CVE-2024-1086 )

pelEiEa

PG

FIRRTTE

NN e WS

x4-7 FEER

p=p St CVE-ID pp el R/ A WA 8

AR CVE-2024-1086 | =& 2024-01-31

LinuxZ&ZA1%7E3.15-6.85fnetfilter: nf_tablestBI4+-FIERRME =R HiEE,
nft_verdict_init() BREFITFEHEFHIEPFERIEEELSEFEIR, 2 NF_DROP &t
21T NF_ACCEPT B9EFEEIRAT, nf_hook_slow() RSBV ERKREE, ANt
WEHEEFNBRE S EEEFPSREFZE root AR,

ZimiEe— TN MRENER, FERGELSEZEHNnodeTR, FARERS.

o WNRERfnodeTT=OSECentOS 7.6, Huawei Cloud EulerOS 1.1, BHFHZhRA
£F3.15, AERRBRIGEEA -

e ¥¥FHuawei Cloud EulerOS 2.0. Ubuntu 22.04. EulerOS 2.9, EulerOS 2.10#¢
EZ%, RBUNTHSEERZARA:

uname -a

~]# uname -a

5‘18;8—60.18.9.50.r‘l@SB_S&hceLaar‘(hﬁA #1 SMP Tue Dec 26 ©6:14:18 UTC 2023 aarch64 aarch64 aarch64 GNU/Linux

EEERAS.15-6.8218, NZiZwEFM .

ENBETEREIgEseccomp, REIENT:
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https://www.docker.com/blog/docker-security-advisory-docker-engine-authz-plugin
https://www.docker.com/blog/docker-security-advisory-docker-engine-authz-plugin
https://www.cve.org/CVERecord?id=CVE-2024-1086

=A=R5|E
RBAE P A

selfLink: /api/vl/namespaces/default/pods/test002-8778798bc-cjz2p
uid: 5bc7723a-74f4-4126-b5b5-c07b45199542
spec:
containers:
- image:
imagePullPolicy: IfNotPresent
name: network-multitool

resources: {}
securityContext:
seccompProfile:
type: RuntimeDefault
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:

£H¥fHuawei Cloud EulerOS 2.0. Ubuntu 22.04. EulerOS 2.9. EulerOS 2.10i&{EX
%, FBXHPAFICCEEEEIZIOM, BXHRERFERRAIRAA,

ERHIZERN0OSERIE, FEER. TRAMEEZRRE, FETRUBIEETR
1BE . BEEHRACSEEOS, JAFRERFRA

HRRHERE

https://nsfocusglobal.com/linux-kernel-privilege-escalation-vulnerability-
cve-2024-1086-notice

4.9 OpenSSH iIZfEUEBHRITRIAAS ( CVE-2024-6387 )

OpenSSHE—METFSSHIMXHNZEMBZBIET R, BEINERERELUBRREANT .
EEERISFIE ML . k5, OpenSSH MR X EZR£[FEINEE. SHBMHIGIETTIE
MERNEERD, RIEiERSHEENZEHERENGETIE,

pNEIES
% 4-8 /AEE
e S CVE-ID Tmad sl 158/ AT E
WRIETFH CVE-2024-6387 | =& 2024-07-01
pENE=A

ZRE=HOpenSSHARSEEE (sshd) FHYESHEBEREF=RIOME 2. WEHEILFIA
ILiREE, URSBRAIFZRELInuxR S L BrootB0HITERMRE.

FIBREE
o BETRIRERZKopensshhRA:
- WNEREEfnodeTImOSZEulerOS. Huawei Cloud EulerOS 1.1§1CentOS,
opensshiRAARZiZimESN -
- WNERE&EEfnodeTiH0OSEHuawei Cloud EulerOS 2.0, AILABII RS EEL
B

rpm -ga |grep openssh
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https://nsfocusglobal.com/linux-kernel-privilege-escalation-vulnerability-cve-2024-1086-notice
https://nsfocusglobal.com/linux-kernel-privilege-escalation-vulnerability-cve-2024-1086-notice
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-6387

nAR|E

BRBLE 4 RRAAE
EopensshirZ/\Fopenssh-8.8p1-2.r34, B TSSHiHO ( BIAK
22) , NISHzimERm,
- WREEfnodeTiHOSEUbuntu 22.04, FILIBI TS EELREGRA:
dpkg -1 |grep openssh
£ opensshiRZ/\F1:8.9p1-3ubuntu0.10, BFM T SSHiHO ( BAIAK
22) , NSZHZRmER
o BEESSHirOREFRAIGRSUT:
netstat -tlnp|grep -w 22
EENERERFESSHIROAEREKIT, NERRZTREHF T SSHIAE,
etstat -tlnp|grep -w 22
35 LISTEN 14263/sshd: /usr/sb
LISTEN 14263/sshd: /usr/sb
PN = DS
MFFENERTR, BIRUTEEHRITIES:
FIFUbUNtUIRER S, BN ZopensshHRRIE B A GHIESIRA
(1:8.9p1-3ubuntu0.10) , FIBFESNEHHEHE.
FtXfHuawei Cloud EulerOS 2.012{F& %, ZEiXEFopensshHKEIE L AHHVESEhR
& (openssh-8.8p1-2.r34) , FIBEESNERAE
MFHERERT R, CCERRHEEEZRENT SERG, FREERIERARGRIRE
IR EEEIHE.
P SILE

UbuntuiiBiAIAE: https://ubuntu.com/security/CVE-2024-6387

Ubuntuth T ¥KEX§%#%E: https://launchpad.net/ubuntu/+source/openssh/
1:8.9p1-3ubuntu0.10

Huawei Cloud EulerOSAgE5: https://repo.huaweicloud.com/hce/2.0/sa/HCE2-
SA-2024-0224.xml

4.10 Fluent Bit BFRERRIFAS ( CVE-2024-4323 )

P e

Fluent Bit2— N IhaeE k. RIEEASTERNETAIBEATE, ERATFSHIIE
FNZEBIRN FAFNZR S (#Linux. Windows. #&AZLinux. MacOSZ ) , Fluent Bit
ERZ=IREENEERNRITESCRIRESR, Bl FHNEERMEBIZ130
VA

*4-9 FRER

bS] CVE-ID Bl K5/ R TAIE
FMXia CVE-2024-4323 | =& 2024-05-20
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https://launchpad.net/ubuntu/+source/openssh/1:8.9p1-3ubuntu0.10
https://support.huaweicloud.com/bulletin-hce/hce_bulletin_0001.html
https://ubuntu.com/security/CVE-2024-6387
https://launchpad.net/ubuntu/+source/openssh/1:8.9p1-3ubuntu0.10
https://launchpad.net/ubuntu/+source/openssh/1:8.9p1-3ubuntu0.10
https://repo.huaweicloud.com/hce/2.0/sa/HCE2-SA-2024-0224.xml
https://repo.huaweicloud.com/hce/2.0/sa/HCE2-SA-2024-0224.xml
https://www.cve.org/CVERecord?id=CVE-2024-4323

nAR|E
RS NE

4 WRAS

P EEA

FIBIS %

N VeSS

Fluent Bit fx72.0.7 - 3.0 3 FEMHE T X iBHiRE, Z/BEFEET Fluent BithIEr A\
R httpIRSZEEXIIRERIERAVETh, FATF7EREHT/api/vl/traces IR =ANENIEKAT, &
FEMTZ BURIERALGIEIinput_namefYEHESLEY, AN@EEIEIEREY “inputs” FHEPEE
EFFTRE (WNBHE ) , TESHAESE R, HIABZRETESEIERRS.
(S BRI HIT

CCEERPLE T mFEHEHEREGE, BHRA91.3.4-1. 5183 UH MiZiwiE o

1. BIfEEEPL, EERECRERFEEATREBELANBEIRA

4-1 BEECLEBIRAE

e

SRAESHE  ZELTMME  SRSSmHE SENE  SeeH  SRee KRB RS B

EEEES

EEERAAR

2. HIEERAE34-15. 5808, WEKZRERE.

CCEEHERIRE ASRERE1.5.20RAPEEZIFE, EIEZERENEIXAERL
REOERZRRERD:

1. TRERTLUTHS:

kubectl edit cm -n monitoring log-agent-fluent-bit-config-service

2. SEEIRFHTTP_Server OnZAHTTP Server Off, F{R1F,

service.conf: |-
[SERVICE]
Flush 1
Daemon off
Log Level warn
Parsers File /fluent-bit/etc/parsers.conf

plugins file /fluent-bit/etc/plugins/plugins.conf
HTTP_ Server Offi

HTTP Listen ${POD_IP}

HTTP_ Port 2020

scheduler.cap 180

scheduler.base 2

3. E@monitoringdpE =8 FAJlog-agent-log-operatorfAf4,
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4 WRAS

4.11 runc systemd BHENRELS ( CVE-2024-3154 )

RS

i

FIBISi%=

ImEEE %

HRXHER

WRZEHAFT AR Erunc systemdEtEENTEE ( CVE-024-3154 ) , ITHE TGS
BEhJsystemd/EfE (40: ExecStartPre, ExecStart. ExecReload ) j¥ N\Poditf#h, i#
MEBENHRITESIRE,

£ 4-10 FEEE

b= G il CVE-ID PGS €L 158/ = TATE)

REBHIT CVE-2024-3154 =g 2024-04-26

WEHEEFIRrunchIsystemd cgrouptFEHITIE, BBIZEPodiFBEHRFENEER
systemd/@tE (40: ExecStartPre. ExecStart. ExecReload ) , Hf#EREEHFHITIE

SiRE.

CCEE R (F R runchYsystemd cgroup4Ftt, EILAZUTBRRIIN .

BRILET = LT SER S5 ZERAYcgroup,

o BHE5|¥HcontainerdiI R, HUTLATERS:
crictl info |grep -i systemdCgroup
BRI
"systemdCgroup": false

o BH5IEdockerlI =, HITIATGS:
docker info |grep "Cgroup"
BT
Cgroup Driver: cgroupfs

FEAE 2S5 |1 Z(FEAYcgroup R Z Acgroupfs, FR{FERsystemd cgroup, A= UtiwiE

M o

5= CCEER R B runchisystemd cgroupitt, AZrunc@iECVE-2024-315487
M, EHBUCMER .

runc systemd cgroup4F|%E: https://github.com/opencontainers/runc/blob/main/
docs/systemd.md#auxiliary-properties

MHRAS 01 (2025-02-21) WA © EARTERABIRAE 24


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-3154
https://github.com/opencontainers/runc/blob/main/docs/systemd.md#auxiliary-properties
https://github.com/opencontainers/runc/blob/main/docs/systemd.md#auxiliary-properties

para
RS NE 4 WRAS

4.12 runc 55 ( CVE-2024-21626 ) ¥ CCE IREZHISZIHIH
iJ

PR ES
runcE—PMEFOCIFRESSN— MR ERBEIzTLE, EDocker. Containerd.
KubernetesERFIFAZ OERMABHE . iIEH, runcitXAfEfRA, BEET7—54%
SRR EErERE ( CVE-2024-21626 ) , BT RS EHEAFTER, KEE
EIEFHISSEHENTEER, diapdlR, BEREAHRARFHXEBERT
AUERER, ESENERNHE, TUARLR,

FAEEIFEER: runcBRILIRREME ( CVE-2024-21626 )

iR PR SR
CCERRSSRIIEERFERZSEAZUIRERD o
REWEEESUTRMGZ—, TR BZFE:
1. WEEBEERETLIEABRICIEEHRIR
2. ERPTHEABNBSSRREKRERTE, HEEREELNFRGIIR
HAERANRERS:
o KEHEEEEHTFREMNCIBHETINR, IZTEREMMZESIHAEN
WORKDIRA/proc/self/fd/<num>, IASEHIEREIETHEIHOT XGRS,
o TFAHMNBSRREKRERAE, WEEREELNFHEGIR, KiE&+H
Z}\éORKDI RIZE A/proc/self/fd/<num>, UASLHAERSRIETEIRETEMMHR
IIRSN
iﬁ/@\tﬁiﬁﬁi@%um%‘:{#ﬁa‘, BRAEIRRRET R, SHDAERHERNTER
< o
FlErTi=
ERRASEEv1.21.1-r0 - v1.21.12-r2, v1.23.1-r0 - v1.23.11-r2, v1.25.1-r0 -

v1.25.6-r2, v1.27.1-r0 - v1.27.3-r10, v1.28.1-r0 - v1.28.1-r10, [EATERED TIERAL;
FeE A RE G BRI TSI, nIsEEEXE:

o T{EfrAEhREIHFFZHIWORKDIRS /proc/self/fd/<num>,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-21626
https://www.huaweicloud.com/notice/2022/20240201161258542.html

para B
RS NE 4 WRAS

E 4-2 R =X TIFRHEERG]

spec:
c

- env:

- name: PAAS_APP_NAME

value: test-aatack-2
- name: PAAS_NAMESPACE

value: default
1mage: nginx:latest
imagePullPolicy: IfNotPresent
name: container-1

workingDir: /proc/self/fd/&w

o  TFRAHAIBSEIBRPEIAWORKDIRE BB SHES /proc/self/fd/<num>,
B TS EERFRGITTERE:
- dockenz{THI#4T: docker inspect <$&{&ID>
- containerdiz{TRIHIT: crictl inspecti <iF{RID>

4-3 BREXRAYREEETRS

"ContainerConfig": {
"Hostname": "9311f7e9fbf6”,
\lEn"‘.\l : [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sb

o |

“/bin/sh",

s

"#(nop) ",

"ENTRYPOINT [\"/var/paas/start.sh\"]"

1.

]

“WorkingDir*: */proc/self/fd/&/",
“Entrypoint®r

1.

“OnBuild": null,

"Annotations”: {
"native.umask": "normal”

}
}

SR EAWE S
AN

o EET{EREFAIWORKDIRABEIEHR.
o EXREZETIIERIWORKDIRER, BHRFRIIERTFFERINEEHRERENE,

MARY:
PATLA EHLEHE ERTRTEIFAT LSS AR, FHHT DML .
BELE:

SRICCERIAEEE IR, BEXEHTREARMICE, MIPEEFAREREES
WRAS . EEOSEERFIRABHREEHIRTIHITIES

EMEEERRA: v1.21.12-r4, v1.23.11-r4, v1.25.6-r4, v1.27.3-r4. v1.28.1-r4RLA
LR
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(AT
ERARERBEERAR, HEINESRAFERENG, WFeaTHESETEH—FSH
B, FEESIHNAE.
o BEIZ{THIESEY, NREBIAEHIEIHZEWORKDIRA/proc/self/fd/<num>, {BEFEXN,
e, SEMRZEEEEHITNERSE.

o EIETHIREEF, [ERHEEHPWORKDIRIZE/proc/self/fd/<num>, BEFEXK, FE
ERTENERS, ENESHE.

o BEia{THIEEEH, FEWORKDIRFKIRE A/proc/self/fd/<num>, FTXE,

4.13 Kubernetes Z&i/iAAS ( CVE-2022-3172)

i

]

FIBRTS %

ImREE T3

EESatEES

Kubernetestt X7E kube-apiserver M T — L2, ZAMADIFERE AP
ServerEEFimREEE@ENER URL, XAlRESHEFIRHIITEIMBELUNEE R
imAY APl BRSS e IR ASEE=T.

% 4-11 BRAER

pp St CVE-ID =T e 6al R/ A WA (8
SSRF CVE-2022-3172 | h 2022-09-09
CCEZZMAYIRAS :

e kube-apiserver <=v1.23.10

FEERCEIRICCELERE, BELE TEAAPI ServerfUt9= 220, SEHEECCEERIE
ZieZihins MERXKRRS .

SFF1.23/% LA TR ABICCEERE. CCE TurbofEE%, {#EHweb-terminal. cloudshell
oy E Ao EkubectiEZERE, 1Z1TIATHS, HARTIZITERSAPI Server:

kubectl get apiservices.apiregistration.k8s.io -o=jsonpath='{range .items[?(@.spec.service)]}{.metadata.name}

{"\n"Hend}'
HIROIEIET, HBEFERSAPI Server,

BRTYHERZI, HRLiREEEBNEREE. SESERNTEIEENR, BHLEIE
ZEANRIBEITAPIServiceiZOEPEFIZHIERSAPI Server,

ZREEEV1.23.5-r0, v1.21.7-r0. v1.19.16-rAhRARICCEER¥PIZE

https://github.com/kubernetes/kubernetes/issues/112513
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2022-3172
https://support.huaweicloud.com/usermanual-cce/cce_10_0134.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0107.html#cce_10_0107__section165852057101615
https://support.huaweicloud.com/usermanual-cce/cce_10_0107.html
https://github.com/kubernetes/kubernetes/issues/112513

nARS|E
RS RS 4 WRAS

4.14 Linux Kernel openvswitch R RIEFHTEETREE
( CVE-2022-2639)

pEiE
A SRIEE T Linux Kernel openvswitchi&HRANRIZF IR ( CVE-2022-2639 ) AYiRmIEHE
3. BT openvswitcht&iRrreserve_sfa_size () REEERIIEPFER, SHA
h42E SMMER R EE LRI FRRIEF EroothifR . BRTEREpocEAT, MK
o
x4-12 FRER
bS] CVE-ID Bl 5/ R TAIE
IURIEF CVE-2022-2639 |3 2022-09-01
P2

1. REISEREMEHICCESRE, T5MOSHBIRIER T EulerOS 2.8 (ARMIAS ) 5t
EulerOS 2.9,

2. HROSHEM&{FERA T Ubuntu,
EulerOS 2.5 #1CentOS 7.6R9EEE T S AZ Xm0 .

ImEEE 55

1. BRAHEFERIEroot AR EaiHEILIBE A TIEREEELZSITEER
seccomp, #EiXECERuntimeDefaulti@{aEZHunshareE RS . BAEE
HEASEHXESEFHER Seccomp [REISHRNRFAR

2. Ubuntuizf& B openvswitchzi&iR,, AJLABITRKEZE LEMNE openvswitch %
TRIRKAEE . RIFANTR:

echo "blacklist openvswitch" >>/etc/modprobe.d/blacklist.conf

REEETS, EEAREEN.
tERHER:

https://github.com/torvalds/linux/commit/
cefa91b2332d7009bc0be5d951d6cbbf349f90f8

4.15 nginx-ingress {HHZERATREA S
( CVE-2021-25748 )

PGl

KubernetesHriR4t X i EE 1 14 ingress-nginxifgild, FAF@iZIngress XT5RAY
“spec.rules[].http.paths[].path” FE&RTLAIKENingress-controller{FFAHY
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https://nvd.nist.gov/vuln/detail/CVE-2022-2639
https://kubernetes.io/docs/tutorials/security/seccomp/
https://github.com/torvalds/linux/commit/cefa91b2332d7009bc0be5d951d6cbbf349f90f8
https://github.com/torvalds/linux/commit/cefa91b2332d7009bc0be5d951d6cbbf349f90f8

nAR|E
RS NE 4 WRAS

credentials, X/ credentialsa] LASKENEER$HFEnamespacefisecrets, iZimia#UL
FHCVE-2021-25748,

*4-13 [®RAER

TRESEE CVE-ID R By iR EE/ R TAYIE)
WPREEFH CVE-2021-25748 | Fh 2022-6-10

pepEEAn
BIRATLARIER/EFfingress H'spec.rules[].http.paths[].path FERBIAF, AILAER
HITRFGRIIXT Ingress XIRAY “spec.rules[].http.paths[].path” FERAIALEE, I IXFH
A RtFREingress-controller{EAAYcredentials, Al LASKENEEREF T namespace
HYsecrets,
FIMRT5E
1.23%LATHRARICCESESRE. CCE TurbofERf:
1. BERBTRENginx-ingressfIin=, FlKinginx-ingressiz BRYESERMRARE/INT
1.2.1
2. (EFCCEIRMHAINginx-ingressidft, FIWTEHIRAS E2E/NTFEF2.1.0
mEESERE
1. FHRKingress-nginxhRAE1.2.1;
2. ANERIBIEFEIETT v1.2.0 (gerio/k8s-staging-ingress-nginx/controller-chroot) H5|
ANHBY “chrooted” ingress-nginx =%, MASZEIFNM,
EPSILEE

1. CVE-2021-25748%t XisiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8686

2. MEREZREHIHRAIEE: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.1

4.16 nginx-ingress {HEFEZERRITAEAS
( CVE-2021-25745, CVE-2021-25746)

imEFR
KubernetesFFiE#t X FifEE 724 nginx-ingressifia:

1. JWEICVE-2021-25745: BFBIXIRRILATECI5E/Effingresshy, FIF
‘spec.rules[].http.paths[].path’ FE&, $*EXZlingress-controller{ERRYEIE, XA
EUEn] LRENEEBFPEr B an 2 AN E A
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https://github.com/kubernetes/ingress-nginx/issues/8686
https://github.com/kubernetes/ingress-nginx/issues/8686
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1

nA|E
RS NE 4 WRAS

2. [miECVE-2021-25746: FARPBNIRAILATECE/EFfingressit, FIA
‘. metadata.annotations’ FE&, $KEXEingress-controllerfERRYEIE, XAMEIER]

LASRENEERF P A ap B = (ERYE A o

£ 414 FEER

P i) CVE-ID peREEs ] iR ER/ R TATIE)
WPREEFH CVE-2021-25745 | Fh 2022-4-16
WPREEFH CVE-2021-25746 | Hh 2022-4-16

PRl
%iﬁaﬂai ENILLZIEZ AN S R FERCCEERH B E BRFIREEIEIngresstIRAY
FIKF %
1.23%VATARAAICCEEERE. CCE Turbo&gir:
1. BEFPB{T&Enginx-ingressh9iA=, FIETnginx-ingressRi AR IGMARE/NF
1.2.0
2. {FFACCERMAINginx-ingressifift, FIBHHERASE2E/NF2.1.0
mEEERR
1. REECVE-2021-25745H EifEhe : BITSEREENRREE, 1§ networking.k8s.io/Ingress'
FIE9'spec.rules[].http.paths[].path' [REIFESEHZLFHFF ( SEHXEFHN, =&
X Fdannotation-value-word-blocklistdPA9ZEiIN(E )
2. imIECVE-2021-25746iHRfEE: WITLHEAENSER, 1§ metadata.annotations'f
ERFIEEHINZEFHH (SEHXEHlN, D& XAHannotation-value-word-
blocklistshAIFEINE ) -
FECHERR

1. CVE-2021-25745%#t XiEiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8502

2. CVE-2021-25746%t XifmiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8503

3. HXEBEEHIRAMES: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.0
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https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://github.com/kubernetes/ingress-nginx/issues/8502
https://github.com/kubernetes/ingress-nginx/issues/8502
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0
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4.17 containerd S HENRIEHRREAS
( CVE-2022-24769 )

pNENE ]
containerdFFEHt XPIRE T — 1ML 2w, EcontainerdBES2HI55=, JErooty
A TEAYMIAInheritalbe capability R A%, AIRERIEREexecve T RIHITSGRTIZ
HERIFHIcapES . ZIOREHRUIIFE ACVE-2022-24769,
% 4-15 FEEE
ImiEEE CVE-ID TR al 158/ = BIAd i)
BOREEF CVE-2022-24769 | {& 2022-3-24

p=hi=2
containerd Bl 2EATEAIAIE Linux Process capabilitiesEZ &2l Inheritable 48 F,
XESHAERERAHTEELL Non-Root FIF execve() HfTEIHATI 4B Inheritable
FN3Z{4RYInheritable E SRIZEMRINZIMITEexecve[FRIEHTERIPermited&E &,
HINAEFREARY “HAR ‘178, FERBPR, XNENFHIRERE execve BIRIHIZN
PR, X R4FZEIAY capabilities,
ZmBERIZ BRI T :
1. CCE Turbof:8%, FRTIEKTF1.4.1-98kkARIcontainerdfEgkuberentes CRIiz1T
Y.
2. CCEEEEfcontainerd iR AMEF1.5.11 LA TFHIEEES

HUFT 5

EnodeTi = _H{EArootAAFP#1{Tcontainerd --version&Z&containerdhR A,
#iConsole FHY “TEE” A AILAEEIZITHIRAS .

mREE R
A28 entrypoint 3 capsh TEEFRBEHRY Inheritable Capabilities,

EP S

XL https://github.com/containerd/containerd/security/advisories/
GHSA-c9cp-9c75-9v8c
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https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c
https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c

par B
RS RE 4 WRAS

4.18 CRI-O BFEiz1TH5 | 2Z(FERBHRITRE
( CVE-2022-0811)

P e

crowdstrikeZ£HIAIEEECRI-O 1. 19MAFPEFE— N LZERE, WEEIURBZR
BT RIFEEHEEN DIREEERZS . XIESBTHTENEERACRI-08Y
Kubernetes£gf _FEFE PodRIF &R RT LA Fkernel.core_pattern9iz2&#, 7E&EEf+H
AE I S L root B LI A= I TERARAS .

ZIoRR 24 R CVE-2022-0811,

x 4-16 FAEE

b= i il CVE-ID =S 6al 128/ IR E
Btz CVE-2022-0811 =) 2021-03-16

a

PG

ZR RSN E J{#ER T CRI-OYKubernetesEEE, CRI-OBIRRAATF1.19, HRAHS
ThHRAEFE1.19.6. 1.20.7. 1.21.6. 1.22.3. 1.23.2. 1.24.0,

CCESERER{ERICRI-O, EILTRBULRARMN.
SIE EAWE S

1. 1.19. 1.20kRACRI-O, ¥¥manage_ns_lifecyclei& & Fafalse, HOCHZ{TAIECE
sysctl,

2. BlgEEPodSecurityPolicy, 1&FrBsysctigEHfalse,
3. RASAZRCRI-ORRA

EPSEEE S

1. Red HatitXi@iEAL: https://access.redhat.com/security/cve/
cve-2022-0811

2. cr8escape: New Vulnerability in CRI-O Container Engine Discovered by
CrowdStrike: https://www.crowdstrike.com/blog/cr8escape-new-
vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/

4.19 linux IZSENSSEEERREAS
( CVE-2022-0492)
NG e

AEFLF =T linuxl#Zcgroup vi1idrelease_agentFEFEIER] IR FHIER 22 A&
FOSEMIZ LA, 1ZaMEBIFEICVE-2022-0492,
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https://access.redhat.com/security/cve/cve-2022-0811
https://access.redhat.com/security/cve/cve-2022-0811
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/

par b
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* 417 ®RER

b= i il CVE-ID B 2/ AT E
ke CVE-2022-0492 = 2021-02-07

P B ]
ZimiE ALinuxZARIRICTRIE, RESBEEXTHIEE IR Brelease_agent3{4RY
HEEEEBERINIE . ESMN0ST R L, TIERE(ER T rootlAPIZ THIZE
(EEZEEBCAP_SYS_ADMINR ) , HHEKECEseccomplHiEZElimRZMN .
CCEERZZmRR ImaEEI T :
. x8617=EulerOS 2.5F1CentOSEIEAZZITIRZZN -
2. MZhRZA/)NF4.19.36-vhulk1907.1.0.h962.eulerosv2r8.aarch6489EulerOS armhR
N,
3. AZEhRA/)NF4.18.0-147.5.1.6.h541.eulerosv2r9.x86_64H9EulerOS x86hRZAN
MiZhR A /94.15.0-136-genericLAR LA TP ZAR ARIUbuntuTi 52 6
ImEEE R E
1. EulerOS 2.9 lRABGERBESIRA, BERIITHEE
4.18.0-147.5.1.6.h541 .eulerosv2r9.x86_64hRATI A o
2. AI{Er#EEEseccomp, RFJunshareRGtER, FEEE%E Kuberenetesit X
A,
3. [REIBBEAHESIR, mIVUERAOHZENIR, WERIErootBani#iz. &Bid
capability¥lHI#RHIZNRS .
FECHERE

1. AZBEcommit: https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/
linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af

2. Red HatitXj@iE/NE: https://access.redhat.com/security/cve/
cve-2022-0492

4.20 containerd 1% Volume JEZ 2 IEREAS
( CVE-2022-23648 )

PEiE

containerd R XHFET —NERE, NREGEESEENENE, EaRNAHE
HRESBEIEEN _ HEEXEFBERORIEEIR, NMmERBEEV LBRERMTE,
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https://kubernetes.io/docs/tutorials/security/seccomp/
https://kubernetes.io/docs/tutorials/security/seccomp/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://access.redhat.com/security/cve/cve-2022-0492
https://access.redhat.com/security/cve/cve-2022-0492

=ARES|E

HE%/ N=T lﬁi [—J/ N\
EX4-18 FRAEGEE
TmiEEE CVE-ID Pl 1558/ = BIAdiE)
Beskig CVE-2022-23648 | &b 2022-02-28

PN EEA ]
BREFERT EELRENEGER, SSHEEAnREEN _ EANEEXX I RIER]
K, Mﬁﬁ*m‘sﬁﬁvﬁ‘z{nu o
Zimias BT :
1. {EMcontainerd{EJaKubernetes CRIIz{TAY, BERTRIKFEEEER, FH
dockerfE ACRIFS A RiZimiaE o
2. containerdiRAS/)\F1.4.1-96,
FIMr 5L
FECCEFConsole EAYCCE TurbofERBFVERHEE TR “PRER” &, BF “m7H
RA” , Biz{TAd Acontainerd BARAS/INF 1.4.1-96M54% KiZiwiE
IwEEERE
1. (FREAENES, BRFERREABINE=FER, EFEHERREGIRS
SWR,
2. CCEBHE{HATF1.4.1-96containerdif A, iEFEEFSERIT S,
fRcpkEE

HEXEREMT, 1HXEE: https://github.com/containerd/containerd/
security/advisories/GHSA-crp2-qrr5-8pq7

4.21 Linux AZEEzHRERE ( CVE-2022-0185 )
G e

Er 2R ARWilliam LiuFllamie Hill-DanielZlLinuxiZzHE & — P EEEGE
B, JSHMEIRMERR ., AMEKNEETLFERIX—a SEIE%ERSS (R5taER) il
TEEREE, EREHSE NHBCAP_SYS_ ADMINKRIBF I SH AR EEE
M. BeIefFEpoc, BiEREZMEAFTHIFIBRR,

x4-19 REER

TEEEE CVE-ID TR dRal 158 / = TATE
RREIBEEIR CVE-2022-0185 =) 2022-01-27
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https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2022-0185

nARE

iSESN= 4 wRAS
pNE=Al
BEENFBFBBECAP_SYS_ADMINIXPR, HEPIZARATES AR L . EFRER
dockerthiET, HIF{ER T Docker seccomp filter, BHAER FAZIZRRRNE. £
Kubernetesiza= T, BRIAZEFS T seccomp filter, TERIZLARARH BiTZi% iR
IS
CCEZHRIASZFT
FIKT L
uname -aB2&ZIRAS
FLEEFD HRE e
CCEERI D AT, X FEEAIKSsERE, BN TIERE:
1. =IWIRIZITESE
2. IRIEHXEMEE S XBEseccomp
fBcpkiE

https://blog.aquasec.com/cve-2022-0185-linux-kernel-container-escape-in-
kubernetes

https://ubuntu.com/security/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-0185

https://www.openwall.com/lists/oss-security/2022/01/18/7

4.22 Linux Polkit I RiZEFRIRTNE ( CVE-2021-4034 )

e

ESb 2R FIRAEEETEpolkithIpkexeciE FPEE—MURIEFHRE
( CVE-2021-4034, 7R#RPwnKit) , EEBIIEESNAEE+F ARSI AEE
T PR B S E £ ErootiR, BETRIEPOC/EXPERT, MK

=o

Polkit ( PolicyKit ) 2— M FEFELUNKEERFZPIEH RFCERIRAIEM . pkexec
EPlokitiEZEHII—EB7, HITEBIRANIRIGS, RsudofBHE R, B5FEA
Polkitf A P R AT HE B FH T L2 IIE .

SEH4%: https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

£ 4-20 imAEGE
e S CVE-ID e sl 158 / AT E
BRIETFH CVE-2021-4034 = 2022-01-28
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https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

nARE

BRSNS 4 A
el

SRR B BRI RAILInuxiRAS

RERA: BESLn BREAE
PRIl S Y ES

HBiRedHat. Ubuntu. Debian. SUSEZE&ALinux| BB &HmiTIRANEE
TizimiE, BERMNARPHAIIRERE, ELEREAE, I8E HER
RIHAEBGHITERRE
RedHat; Ubuntu: USN-5252-1, USN-5252-2; Debian. SUSE
EulerOSEAM*NT, Fékpolkit rpmEEIA],
HRFEMT
a. yum clean all
b. yum makecache
¢. yum update polkit
d. rpm -ga | grep polkit
KMEEREEEE NXINIRA

= EulerOS 2.10 {8EhRAIpolkit-0.116-6.h4
" EulerOS 2.9 {8EMAJIpolkit-0.116-5.h7
" EulerOS 2.8 {8EhxAJIpolkit-0.115-2.h14

= EulerOS 2.5 {gEhrAApolkit-0.112-14.h15

ERFSETUAN T, a@idiEpkexecRISUID-bitlIF&H1TIRATHEE, 75
W: # chmod 0755 Jusr/bin/pkexec

T EEREIEHENSED, FHITES N

4.23 Kubernetes subpath FSH§EiRLeHE
( CVE-2021- 25741)

PG e

#1X7E Kubernetes &AM T — 1N&ZEigi, HFPAILIEIE— M EAsubPath volume
THAREE, HISIMIXEFIES, BEFNXERFE EAXXEFBER.

Aee{EsubPathEEH— LA EBRRAEY, W& BIBERIASymlink Exchange i
(PR ERE RZIMIBREE TN LRSS, ISR

*4-21 FEEE

TR CVE-ID TR s 1558/ = BIRTE)
RREIEEIR CVE-2021-25741 | & 2021-09-15
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https://access.redhat.com/security/security-updates/#/security-advisories
https://ubuntu.com/security/notices/USN-5252-1
https://ubuntu.com/security/notices/USN-5252-2
https://security-tracker.debian.org/tracker/CVE-2021-4034
https://www.suse.com/security/cve/CVE-2021-4034.html
https://github.com/kubernetes/kubernetes/issues/104980

nARE
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4 WRAS

P EEA

FIRRTTE

Pl SES

£E1
SER2

iZimiEis & VolumeSubpath S X AR (BUAFE ) , AJREERLA FRIb:
o EHTEAFUURE—NTEFRESEHNSRSE, WaLUBREIMIHEHFE
x, BEENNHERZE ENXHIER.

o EHEIEREMRFICIEE hostPath FEHAIEEHIERZ N NE™E ., FEZE
TARTLATEAMER hostPath THEERYIE R Fi4T2R{EL hostPath BYifE), MMERIZIR
&l

e TERAUIARY Kubernetes IR, imiEFI AR AT RENERZ FIHNAYHRA,

WIRETE SR (FEAY1.19. 10K A ERAERHAZIZRERT ) -

ERTR, TS, &&FBuildDate, INEREZEBuildDate27E2021-08-2022 f[FAYHT
8, URREKIEE, FZZKEFI.

[root@prometheus-38892-wsb84 ~]# kubelet --version=raw
version.Info{Major:"1", Minor:"19+", GitVersion:"v1.19.10-r1.0.0-source-121-gb9675686c54267", GitCommit:"b9675686

c54267276a35579d4921c91be3d226f2", GitTreeState:"clean"”, BuildDate:"2021-09-03T@9:35:06Z", GoVersion:"gol.15.7",
Compiler:“gc"”, Platform:"linux/amd64"}

RETLAZEF kubelet EA9VolumeSubpath feature gate, FIB&{F{al{EAsubPathIfAE
A9EE Pod,

LArootFHP&RCCE NodeT =,

{EkubeletBicES %, XiFVolumeSubpath$Fts,

vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml
7 0VolumeSubpath: false=rE&

featureGates:
DevicePlugins: true
MultiGPUScheduling: true
CSIDriverRegistry: true
CSINodelInfo: true
ExpandCSIVolumes: true
CSIInlineVolume: true
CSIMigrationFlexVolumeFuxi: true

CSIMigrationFlexVolumeFuxiComplete: true
CSIMigration: true

IPvbDualStack: false

SupportSubENI: false
ReserveMemoryCgroupForPageCache: false
SizeMemoryBackedVolumes: true
VolumeSubpath: false
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L4

BERkubelet,

systemctl restart kubelet

Hailkubeleti# 22 B0, HEXAVolumeSubpath,
vi /var/paas/sys/log/kubernetes/kubelet.log

#ZVolumeSubpath=false, WNREEILEHBARFMIN

FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multi
upportSubENI:false VolumeSubpath:false]}
W0923 14:58:45.371347 18693 feature_gate.go:235] Setting GA feature gate [P NI ENIEEIG - It wi
18693 feature_gate.go:235] Setting GA feature gate CSIDriverRegistry=true. If
18693 feature_gate.go:235] Setting GA feature gate CSINodeInfo=true. It will
10923 14:58:45.371362 18693 feature_gate.go:243] feature gates: &{map[CSIDriverRegistry:true CSIIn
FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multi
upportSubENI:false VolumeSubpath:false]}
.371464 18693 server.go:842] Client rotation is on, will bootstrap in background
.384429 18693 bootstrap.go:84] Current kubeconfig file contents are still valid, no H
.384482 18693 certificate_store.go:133] Loading cert/key pair from "/opt/cloud/cce/kt
.384754 18693 server.go:886] Starting client certificate rotation.
.384763 18693 certificate_manager.go:282] Certificate rotation is enabled.
.384893 18693 certificate_manager.go:556] Certificate expiration is 2031-68-13 21:334
.384922 18693 certificate_manager.go:288] Waiting 76594h44m10.622152411s for next cer
.385540 18693 dynamic_cafile_content.go:129] Loaded a new CA Bundle and Verifier for
.385695 18693 dynamic_cafile_content.go:167] Starting client-ca-bundle::/opt/cloud/c(
.385791 18693 manager.go:171] cAdvisor running in container: "/sys/fs/cgroup/cpu,cpug
10923 14:58:45.405886 18693 fs.go:130] Filesystem UUIDs: map[8b3744cc-15d9-434c-a%af-66a2c214b55c:
f854b8:/dev/dm-1 c89ecad8-5da4-43de-add0-4bb58e820d78:/dev/vdal]
@

BVolumeSubpath=falseq |

RIER{E{al{EEsubPathIhBERYPod .
----45%R

VolumeSubpath {5 ZEREHR

B2y

EESAEEES

{EkubeletBic &34, MIFRVolumeSubpathtEBXFER .
vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml
&EFkubelet,

systemctl restart kubelet

HaiAkubelet¥mHEEBs1, BERGHIKubelet.logHEH T VolumeSubpath=falsetg
XFE.

R

https://github.com/kubernetes/kubernetes/issues/104980
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https://github.com/kubernetes/kubernetes/issues/104980
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4.24 runc FFSHEEEE SR RETMEAS
( CVE-2021-30465 )

IR

iR

oyl ey SES

EESaEEES

WRZEHAFRARBEEuNCFSHERESH SR EERE ( CVE-2021-30465 ) , Wik
%TLQ@U@IE-‘Pod MBS R R =STRE, TE?‘/MEEME%E%‘?
B, RETRESSHAENE, BaimEMAT . POCEAT, XS,

% 4-22 FEEE

=Sk CVE-ID TR al 158/ = BIAd i)
2828 3ki% CVE-2021-30465 | = 2021-05-31

HrunchRZR<=1.0.0-rcodRFER ST S RRtRRR, NEEUBELEETE
Pod, EHBEINNBERESSETR, FAruncIFSIHELUREHRSRE, REARES
SHERAIR, FREEEBLOBEENRINERS,

BEERET R EArunciRARE<=1.0.0-rc94, LIFIMEREZZRERM.

o REAZEENBFAGIZRILFRINIR, LTHERGRESERSHAIMN
PR .

o [RHIZFRFTABAMIR,
- LU3ErootFBPiE!T

- @BidcapabilityfRHIAZEAEAY4FN, WNICAP_DAC_OVERRIDE,
CAP_DAC_READ SEARCH. CAP_SYS ADMINZE

- @idseccompPRHEIKEE B ENARZINEZERLIR, BAS2IER
SeccompPRFIZFEBNR SRR

CCEFfIET R ELRRIZIRTAE

ERILUGERIEHI TR, AERBETRIRENFTREE, FETR LNREREERH
TRiE, MEETmsEEET R,

https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-
pvg7-gh7r
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-30465
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
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4.25 Docker REEBEIZRBEAS (CVE-2021-21285)

PG e

iR

FIRRTTE

IEEEE 55

DockerE— X RN AR, THELNuRFZELEIE— B ( BREREN
) HEBEMZITRARER, UNESEE XN BREFNEtRE. SEM
F4% . Docker 19.03.15%020.10.3 Z Bl A FER RS IEEIRRE, EETILF
BiZE RS2 dockerdsFHIZEES

% 4-23 FEEE

FETEESIS CVE-ID S R/ A B8]
BREERHR CVE-2021-21285 | 2021-02-02

docker daemonfBAHEH BRGNS ER S BXEREdigesti#TERIEIREG, FIEN—
MEEEIRIAHIRE T s S docker daemonfEis.

ZimiE A REELA Fip=itR :

o TEERENRYT = _EFENdocker pull—PMETEEIRIAAYEIZ .

o HEBEI(EREMNGBHBERDPEN T —MUEREIRIMAIER, kubeletBhHIERR
AT i o

ZiRENESEE T

o EHREWEEHRIR, HEUREIIAIsERSEHdocker daemoniz.

o (FAARBERIRS (SWR) BY, MIREARE2EIASWRIREND, LEZREK
CENRGREHTdigestiRIG, WIHEAZRIN,

o ZREASFINEITHAIER

1. R ==2EulerOSHICentOS, AILABIIFZRGSEEREERA:

rpm -ga |grep docker

2. {#EFEulerOSEE CentOSHIT =, dockerfRANEF
18.09.0.100.51.h10.51.h3-1.h15.eulerosv2r7fdockert;$ 5% CVESRE o

3. {FHEBIEEulerOSHICentOSHIEIR (#NUbuntu ) , BILAERdocker version&
EdockerfrA , BHRRAMETF19.03.15, 20.10.3, WiEEiZiREE-

MERRIMKFRNRER, HFERAFRRERRSSWR,
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HRR kR

Bail dmegfmHE T LMEERE, *NT3REWER:: https://github.com/moby/
moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30

4.26 NVIDIA GPU IBzhEiEASE ( CVE-2021-1056 )

IR

iR

NVIDIAATE T X FNVIDIA GPUIREIHI— NRIRICVE-2021-1056, iZimiERFET
NVIDIA GPURZNIEFF SR EREEXINZERE . SBRUIBSFERS6), KE
EZXAEXNERE, BIESSRTEEISHNFEEREXHEE, BEERBEEN LB
GPUIREHIH AR -

T REEEEE, B52ICVE-2021-1056,

WNRIFAICCEEEREHIZEGPU (ECS) s, FHFER T CCEH#EZFAINVIDIA GPUIREIRR
K (Tesla 396.37 ) , 1ZEEHBINVIDIAE S ASHIMEARSRIN; NREBITRED
EEFNIH S _FAINVIDIA GPUIREN, MIATREFEEZRE.

% 4-24 FREE

et CVE-ID I sl 158/ AT E)

BURIETF CVE-2021-1056 t 2021-01-07

RENVIDIAESRENRRASER, BRIZZIBAINVIDIA GPUIREIARALN T EFf
7~

CVE IDs Addressed | Software Product Operating System | Driver Branch | Affected Versions Updated Driver Version
. R460 All versions prior to 460.32.03 460.32.03
GeForce Linux - .
R450 All versions prior to 450.102.04 450.102.04
CVE-2021-1052 . R460 All versions prior to 460.32.03 460.32.03
NVIDIA RTX/Quadro, NVS Linux - P .
CVE-2021-1053 R450 All versions prior to 450.102.04 450.102.04
. R460 All versions prior to 460.32.03 460.32.03
Tesla Linusx - :
R450 All versions prior to 450.102.04 450.102.04
. R450 All versions prior to 460.32.03 460.32.03
GeForce Linue - .
R450 All versions prior to 450.102.04 450.102.04
R460 All versions prior to 460.32.03 460.32.03
CVE-2021-1056 NVIDIA RTX/Quadro, NVS Linux R450 All uemjt)ns pln'cu to 450.102.04 450.102.04
R350 All version prior to 390.141 350.141
R460 All versions prior to 460.32.03 460.32.03
Tesla Linu R450 All versions prior to 450.102.04 450.102.04
R418 All versions prior to 418.181.07 418.181.07

EZEE, BZUNVIDIAEN
A0l R

o A5 |EECCEEREMgpu-betalffHHEFZIAINVIDIA GPUIREN, EAREBIIE
N\%DIA'E'E%_EEPO NBREREHNEREESN, HIVSRITIREEEENEHR
E3=18

o MREBREITIEFEZFERINVIDIA GPUIRREEINI T = LAIGPUIRE), i55% L
BN EZRRIGPUIKEN R B ZiZimiEs I o
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https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142

=ARES|E
Hﬁ%/ \=

I)I::ﬁ ”/ ==

SMaTEEIA GPU %,‘.\E’J NVIDIA JXzhR S

ImIEE 5

SRS

FAERIGPUT =, T T &<, BIRTERIKMRA .

[root@XXX36 bin]# ./nvidia-smi
Fri Apr 16 10:28:28 2021

+ +
| NVIDIA-SMI 460.32.03  Driver Version: 460.32.03 CUDA Version: 11.2 |

| + + +

| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |

| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M. |
| | | MIG M. |

| + +

| O TeslaT4 Off | 00000000:21:01.0 Off | 0]

| N/A 68C PO 31W / 70W | OMiB / 15109MiB | 0% Default |

I | | N/A |

+ + + +

+ +

| Processes: |

| GPU GI PID Type Process name GPU Memory |

| ID ID Usage |

I
| No running processes found |
+ +

N ErEERIERF, FABRIZT =AIGPUIKENARZA/9460.32.03,

BERIERRRINEE, BT RAREIXINIRRAH TREEE
(1 %88
ERFHR TNVIDIA GPUIRR], EEBGPUTE, EETEEAEEHINGHS
o MRV HIKENRAF418RF, BHKRIKENZES18.181.07hRA
o WMRFRIFENRAIIA50K5], EFRIKRNZEAL50.102.045R A,
o MRV HIKENMRAS460R5!, BHRIXRNZEAL60.32.03hR A .

ANRIETFHRCCEERE T mAYGPUIRED, aILAFkgpu-betalfif e E4EimE, HERSE
REIHESI2EEHINVIDIA GPUIREIAY T 2kitbitENaT .

o  H[FXAZRENE: https://nvidia.custhelp.com/app/answers/detail/a_id/
5142

e UbuntuZZ/,E: https://ubuntu.com/security/CVE-2021-1056

e CVEWFRIEE: https://cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2021-1056

e NVDWR(EE: https://nvd.nist.gov/vuln/detail/CVE-2021-1056
e CVE PoC: https://github.com/pokerfaceSad/CVE-2021-1056
e GPUMounter: https://github.com/pokerfaceSad/GPUMounter

M HSRAS 01 (2025-02-21) WA © EARTERABIRAE 42


https://nvidia.custhelp.com/app/answers/detail/a_id/5142
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https://ubuntu.com/security/CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://nvd.nist.gov/vuln/detail/CVE-2021-1056
https://github.com/pokerfaceSad/CVE-2021-1056
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4.27 Sudo BHXEiRRAAS ( CVE-2021-3156 )

i

e EEZ

FIBISi%

ImEEE 55

HEXHER

HMEPREFAR A R EEsudorp AR HiRIE ( CVE-2021-3156 ) , iZimiEfEE{ElUnix
HEZIRMERF LERRTLAER . EEEABRCE TR 1.8.251.8.31p2RIFTE [BRR
ARLAR 1.9.021.9. 5p 1 RIFRBIEMRA . ARINFIALLIREIRE, (HERBEFAIBFE
S ZHERIEN LIRS roothFil

sudo@—MNNBEIRARIEAER, KSHE T UnixFILinuxiIIRIERFEI B Ssudo, ©
AR EREMEPNZ NS TIER .

£ 4-25 /AEGE
o EESa CVE-ID IR sl 158/ = TATE)
I PRIEFH CVE-2021-3156 = 2021-01-26

e sudo 1.8.2%1.8.31p2FrEIRKRA ( BAHABLE )
e sudo 1.9.0)1.95p1FrETEEM ( BUAEE )

LAFEroot IR B ERER

17 sudoedit -s [HITRIFHEE.

- NMRERFZARZZTIWE, BB ¢ sudoedit: 7 FFLRIEIRIERNDR o
- WMRWRFHITTER, BIELL “ usage: 7 FFLAYEIRIEANIRL o

ZEMARF BRI sudoAREZEIRE, HEFRBIMFER:

CentOS: E#rZEIsudo 1.9.5p2K LA ERRAN,
sudohRA T &2 W https://www.sudo.ws/download.html,
EulerOS: sudoth T E3RENHEE

- EulerOS 2.2: https://mirrors.huaweicloud.com/euler/2.2/0s/x86_64/
updates/sudo-1.8.6p7-23.h9.x86_64.rpm

- EulerOS 2.5: https://mirrors.huaweicloud.com/euler/2.5/0s/x86_64/
updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm

- EulerOS 2.8: https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/
updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm

https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-
heap-based-buffer-overflow-in-sudo-baron-samedit
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2021-3156
https://www.sudo.ws/download.html
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
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4.28 Kubernetes Z&£i®/iAA S ( CVE-2020-8554 )

e

peEEZ

ImEEE 5

HEXERE

CVE-2020-8554:2Kubernetestt K A MBIX FERBFAMBRELIFNLZE TR, BB
BUEEFNEFService IPodIIRBPRAGE TS, RelsiiiFERINREEMPodEET
RERE,. BEREEBIDIRESServiceXdHRAspec.externallPs=EE, BEfSENITEREN
HithPodakE T miflalizexternallP (AIEAMIIZIP) BORE, FIEEERZIKEE
SUEEAEEPodt, ERFRIEARTE . B, GE BT EXSServicelIHRAY
status.loadBalancer.ingress.iptB & EILtL HAY .

% 4-26 HAEE

p=p it CVE-ID p=p el R/ A WA (8

MEF CVE-2020-8554 Fh 2020-12-07

MTFEREHAS T APEZERNTmSR, WRGPodiIServiceRIBIZMEFMNPREZT
MEFRIRFZZILRRERIFIN .

& N FErBKuberneteshiR A .

BINISS B A {EexternallPFdloadBalancerIPiiService, HIAEB G SN
Service,

AR HKubernetesEX AN ITHIRIESE, SRIAFRILARENIN MEHITIE:

o [R#lexternallPA9{EFE
- J3iE—: @idAdmission WebhookZgE ( k8s.gcr.io/multitenancy/
externalip-webhook:v1.0.0 ) fR#lexternallPRY(ER . RFBFIZEEIRALT
7£: https://github.com/kubernetes-sigs/externalip-webhook,

- HikT: FERFFRIRIFOPA GatekeeperfRilexternallPHIERR . ~BlisAR
ConstraintTemplateFConstraint&Zfr7E: https://github.com/open-
policy-agent/gatekeeper-library/tree/master/library/general/
externalip,

o [RH#lLoadBalancerIPHI{ERE

AT XA RN ERF SR R ERF AR P 1% Fservice/statusx3gAIpatch iR ,
Etb+t X% B LoadBalancer| P2 HtHNE e . A1REFENILoadBalancerIPi#
FIR&I, MIETisEexternallPAIREHEE

https://github.com/kubernetes/kubernetes/issues/97076
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https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/kubernetes/kubernetes/issues/97076
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4.29 Apache containerd Z&imiRAAS
( CVE-2020-15257 )

PGl

CVE-2020-152572containerdBE B & fE9—AbDockerag5itizIRiE . containerd2—
Pz¥FDockerflE I KubernetesBc ER S SRIE1TRIEIRA M, BAIBSSRUEXM

s, HIRHAPIIEERENEGER . TFENRET, ATLlEdiAEcontainerd-
shim API, EsCINDockerAzggWbiz

% 4-27 HEAEE

ImiEEE CVE-ID Pl 158/ = BIAd i)
Dockerzs22ijkie CVE-2020-15257 | & 2020-11-30

pNE=AlE
CCEEEB$RA: v1.9-v1.17.9,
NEREFERENNEFBEREAHEAR L rootFHF (UIDA0) 1217, NRERIZE
;IEO
IRREEHE
B FERRIVBIRIZITEES, WFAMEENSHITUTRS]:
5 H{ERFMLE;
2. EFRIEARIHEZE oot BFIETT,
fRcpkEE

containerd-shim API exposed to host network containers

4.30 Docker Engine S A EIRRIEAS
( CVE-2020-13401 )

pE e

CVE-2020-13401FEIEFIPveriZS o Bebfigit 7 IPV6AIDHCP RSN, iz 3FRouter
Advertisementii R, IRHABESTEHOTRESMEIRS, GEEHICR. BERESE
IINDPHITEEMEEE . ANNEIZ /RN,
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x4-28 WAER
pepEESE
BNIGIEEEIR

CVE-ID bR el

th

1Ri5R/ AT E]
2020-06-01

CVE-2020-13401

SHRER AR T IPv6FH BB R MLEAICNI Plugins/NFV0.8.6hRAAITT B2

TREHEEYLENEYN EEM S FHASHIIPVIRHICSE, SEMAEALSE.
EMEIE RS Z RS 8 E B iE(E I Pve b i TS SKEEN, (EEUNEDNSR
B TA(PVv4A)FIAAAA(IPVE)IER, IFZHTTPEEES I IPVe{TEE, tNRBLIES
IPv4, XARGEERETIINANES . ZREIPRERERE, CVSSiES 6.0,

KubernetesABAZiZiwiEzNE, {EKubernetesFr{FEREAYCNIEY (152 iihttps://
github.com/containernetworking/plugins/pull/484 ) £ &W, LA TFkubeletikZs
#HEE T2 IMAICNHEAIRSS

e kubelet v1.18.0~v1.18.3

e kubelet v1.17.0~v1.17.6

e kubelet<v1.16.11

o EBXRENHIZSHELEnet.ipvb.confallaccept_rafE}0, LUEMRIZIIPVEIZHA

o
o WIBRRESEATISHIESARNERILIE, BiLEAE AR,
o Z|F{EPodsRigECAP_NET_RAWEES, [HLLEEAEEKIPV6IEH:
securityContext:
capabilities:

drop: ["NET_RAW"]

4.31 Kubernetes kube-apiserver B N\IGIFEIRRRANS
( CVE-2020-8559 )

papEiEa

KubernetesE 5122 7 kube-apiservertB{H L 2iFE, WEELLUBITEHEFELA
EZET RkubeletlIAKISK, BLiEKRFPEEHHODEREEASKEHEBRT S,
KHETHBAZREARIR . AN B ZRmENZIEE . KREZIEFGEERE.

% 4-29 FRAEE

oy EESat CVE-ID IR Bl 158/ = INATE)
HE CVE-2020-8559 Fh 2020-07-15
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8559

nARE

iFEEN= 4 REAS
a2
FFkube-apiserverhEARKIERIR B FinP RIPEEREBEIFER Fin, &0
LUBE #EN R L RIX E= T mkubeletiIFHHRIER, BITiERPRERISEERERIEKX
%ii\@ﬁﬁﬁﬁ, NSRRI E T RRIRIRFHRIR . ZiEiRAFElRERE, CVSSIF
/96.4,
MRBRESNERHESFRTHEBRNCATIAEEE, XHETUFBIRREREEME
B, XMER TMizRRASREREE.
MNFURmRNEER KRGS, CCEERHERTRIERMNCA, FRREERFEIA
IEEETERE, BEEISAZRMm.
Mv1.6.0Z FEI FIEERAHIFFE kube-apiserverfA {4198 &AM :
e  kube-apiserver v1.18.6
e  kube-apiserver v1.17.9
e  kube-apiserver v1.16.13
TN ABm=ERREERIEER :
o MREEHTUSHEFEZHEFPER, BUTRIEAREHEF ERENZEL
ﬁ o
o FREEEEHZ=(ERTHRRIERHCATIAERSE.
mmEE A

MTFEHABET RIS, BNERIATREEEE:

o BHERENEERE.

o BNFWKSEBENER/IVLEREN, B iRERBACIKIR, RHlAHERIpods/
exec. pods/attach. pods/portforwardfIproxyZEBIRE&EIAIal,

4.32 Kubernetes kubelet FREEEIZREAS
( CVE-2020-8557 )

GRS

kubeletfYIKZRETESE ( eviction manager ) FiZEBEXTPodEEEAY/etc/hosts {4
NIEIEESEEEE, BEEFENHIFST, —MEE T /etc/hostshIPod A LA
BEXZEHNASEIEE AN OHT =l EFE=TE, AMERT SRYELEISE)

( Denial of Service)

% 4-30 FEEE

TSR CVE-ID TR s 1958/ = BIRTE
BREIEEIR CVE-2020-8557 =s 2020-07-15
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P EEA

imEEE T3

kubeletfI3KZREEES ( eviction manager ) FiREEEITPod1EEEAY/etc/hosts {4
NIRREFESEESERE, FEIFENREHEST, —MESE T /etc/hostsiyPodrI LA
BITIHZX ARSI OHET =RFE=E], AMiEkT mAYELEHE

( Denial of Service ) . ZimiEAFBIREIE, CVSSIFH /5.5,

BELTENAIPodIfIA T = L/etc/hostsSTHRIB AR :

e PoddhfyZsE2E%&CAP_DAC_OVERRIDEERZAUR ( BHAESE ) .

e Podllroot (UIDJ90 ) FAFPBnhak&E Pod Security ContextdHY
allowPrivilegeEscalationiZ& Atrue ( HLAFNE8EEE 1T CAP_SYS_ADMINAY
PRIz{TRTEAIA S9true ) o

TFURARIkubeletZB{497E L CVERIEZNSEEIA -
e  kubelet v1.18.0~v1.18.5

e kubelet v1.17.0~v1.17.8

e  kubelet<v1.16.13

EWERBA T 22l eEE:

o BITIZEERfPodLZ £ R admissionENNLHIEEIPod R
CAP_DAC_OVERRIDEZRF#NR :

securityContext:
capabilities:
drop: ["DAC_OVERRIDE"]
o BEII(FEAHERPodZ L RIZEE thadmissionEANLEIFREILAroot AR BEhAEE,
iR B2 #allowPrivilegeEscalationgfalse:
securityContext:
allowPrivilegeEscalation: false

o EIUTHOMBEBEMM/etc/hostsTHHTIE, MBLIHIOANGE, BX
BN EZE AR fREiait.
find /var/lib/kubelet/pods/*/etc-hosts -size +1M

4.33 Kubernetes kubelet #] kube-proxy & [S)fREiE 2
& ( CVE-2020-8558 )

PE e

KubernetesE G At LZE~E, HizbBEkube-proxyFEFHILR LT RIE

( CVE-2020-8558 ) , FIFRmEKNHE BT E— BN TS, EEHET S
EipaE— B TRUEE T = 4P e ST 7 AN i#2127.0.0.1i% A TCP/UDPARSS
MMRBUZOEE . NRHIEE RO LRSI EERESMHIGIE, UESHZRSE
ZERKE . B, NREHFESERIZTHIF T 127.0.0.1:123409TCPRRSS, BHFIXN
bug, ZRFBEBEETRERSIZT RER— BN EMEN, S5iZRSETER—
T EREEEFMAIE . W1RiRO1234 ERRSAFEZEIMIAILE ( RARIRREEM
localhosti#20]LA ) , BBARBZZEIFAILtbug#H T

LI =IREEF Bkube-proxyBI AR K AT LHE B tF L £ INE .
FI5ESEHEE: https://github.com/kubernetes/kubernetes/issues/92315
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nAR|E

REASE 4 RS
% 4-31 {FEER
b=y CVE-ID ppEA e e/ ATt E
REZEN CVE-2020-8558 =) 2020-07-08
PRl
HHEEREEVIMNEE B NS TE— 1B 7 CAP_NET_RAWEE YA 2E3LHAI
BY, BEETLGKEREBRRT S AR T127.0.0.1898RS socketiS 2 . MNBEBREN L
F1E127.0.018]LUAREI BEAEE(EHBAIENNREIRSS, IFRIZIRSZ(ESEFEEH
WEHEEIRE . [FEiES 0 Placeholder issue,
ATREI A -
o [EA—IENANEMBEZ NI,
o  AHHNEITARE.
ETFIRAAIkube-proxyB{4 I E L CVERIZZNSEEIR -
e  kube-proxy v1.18.0~v1.18.3
e  kube-proxy v1.17.0~v1.17.6
e  kube-proxy <v1.16.10
CCEER T mELBEZ2ARTIHIF, RAFMNERT RsE& BT RipaEZein
O, HiaZze,
ERfnode = FRFAMHEIFE127.00. 10RO SR ERECE . BIEEEETFS
X, FEBEEMENKE,
2 b, ZCVEXFCCEERFIIMA A,
ImEEERE

BHRIEL ERHZEMMEE TiZRRE, BZLWIIAFRAREUTEERS
e  kubelet/kube-proxy v1.18.4+

e kubelet/kube-proxy v1.17.7+

e  kubelet/kube-proxy v1.16.11+

BINEREA T2 E5etEE:

o WMRIBSERFFEAFNMBELXBENEITEIFZERAOL, TLUBEED =L
FaifNiptablestlNEER IR o
PUTLAT S, EERFPECEiptablesfill, FAFELIEALLIF127.0.0.18995E)5R

BgB.

iptables -I INPUT --dst 127.0.0.0/8 ! --src 127.0.0.0/8 -m conntrack ! --ctstate
RELATED,ESTABLISHED,DNAT -j DROP

WNREBAFEFSAPI ServerfiZeind, AJLUE--insecure-port=0ZINZEI
kubernetes APIBRSZ 22 ST RERiIRO .,

o WEBRIZITEAZEHNEEE, EEmanifest3Z{FXFCAP_NET_RAWAE
AT T aS:
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securityContext:
capabilities:
drop: ["NET_RAW"]

A EE

EERERBEEMED, FHTRS M.

4.34 {22 Kubernetes HTTP/2 giAA S
PR

iEHBKubernetestt X &% 7 5GotEXxHIZ 2iR/iRICVE-2019-9512F1CVE-2019-9514,

BAZEa@E MEGoIESInet/httpEF, B KubernetesBIEFERAFIFRT
BAH., XIS EMNEHTTPEHTTPS Listenerfifi2 S DoSKFE .

AT RRISEER, GoEH MITE XTIt af A% T Go 1.12.9¥1Go 1.11.13fR
K,

Kubernetestl#£v1.13.10 - go1.11.13iRAF5SAY T GohRAHIEFh o
CCEE&fmiHKubernetes 1.13.10iRAIBRAIITIEE, WIFEEEIEAIKubernetes
1T130RZA, 2019F9BERISIRMAN T HITIBE . FHIHET Kubernetes 1.138EEHRANE
BEFREE

* 4-32 mRER

TR CVE-ID TmadRal 158 / = TATE
BRSNS CVE-2019-9512 =3 2019-08-13
BRETEEIR CVE-2019-9514

2019-08-13

il

P2l

BUASERHEVPCHIRZ SHARIP FAZRIG o

MNRFAF B EBRMIGES N ERFAPI, SEEHEHIEnIaeaSZHMm.
ImEEE LR

o CCEEA#HE#FKubernetes 1.13.10iRAIBABITIES .

o X HETFKubernetes 1.135BEMRAISFHREEELARA o

SEHE
Netflixdg &5tz

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-002.md

GohRA & ks :
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md

par B
BRSNS

4 WRAS

https://golang.org/doc/devel/release.html#go1.12
Kubernetestt X PREH:
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522

B Jaqasin?

XLWHASEHTTP/2(EMERRTT . WTEFR, ZEMTTLSERZ £, (BEBK
WMSZT . XL, FSWEHERLSR0ELTMER,

HTTP/2

TLS (f/k/a “SSL" )

TCP

NEHBRGEB N AMEHIMNNTTIR, PEMEERSHLIERASE: BELIERAZEI (MR
BERE); ERRELEEBERE; FERERHEHERMA.

HEEZ T, RESOTEALREE FiRfEHTTP/2EERERTARRITICR . EERIR
HIFMEIE . B, PEHRS RS RIEEAIIMMELILESRIHTTP/2i&ERE, FEA
Aok 2 INERY MY TR SRR LTI

XEWHEN RIFITEREE BT SHNRARRR. BEKEEBSH, BPMERR
FOTRERNI Z MRS ERT BRI ( IRSZFEN /I EREEIR/ R ) - BTN
FERMRAIBERNAE T —LERFOR, ISERSFBANETRISER, RS2
[EERMERY, XERNBEEEELASNAIRELE .

4.35 &€ Linux 3% SACK JRRAALS

e

2019468 18H, RedhatkHHE N, LinuxRIIZAMESETCP SACKIEREEINESE
iBiE(CVE-2019-11477. CVE-2019-11478, CVE-2019-11479), XLRBRSHRADER
K/ (MSS) FOTCPIEREMEREIA ( SACK ) THEEIEX, WEE LR RIEFHRIIEAIIL
TEENIEERSZ KT, SHIRSHBATHIEE SR,

I RCCEFIPABEZRMEE LinuxRSACKIRIR, HERBBREE.
SEHE:
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https://golang.org/doc/devel/release.html#go1.12
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522

nAR|E
RS RS 4 WRAS

https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md

*4-33 mEER

PSS CVE-ID ol BRI | EATIESR
[E]
2019-06-17 | 2019-07-06

EINISIEEEIR | CVE-2019-11
477

att

BEEMEEIR | CVE-2019-11
478

2019-06-17 2019-07-06

ot

BESIE#EIR | CVE-2019-11
479

2019-06-17 2019-07-06

att

PR A
22MaLinuxP4%2.6.29% LA ERARZS o

SIE EAWE S
IR EERRENZRA4.4.182, 49.182, 4.14.127, 4.19.52, 51.11EE, AR
BT REFH RS BN

fff: TCP SACK /™43
TCPEEMERAIMIN . L5HBBITCPERIHTIBEN, (iIESTCPRFR
RUSEEYIERE, FIIILR—PTCPIER, BESYNREIARSIID, HIAID,

ERRRAEIRERA/N (MSS) , INEEEFAIEIEEMSIA (SACK) F. (R
TCPIEEZEE T NARN RIBFREE

TCPEET— M EUER R T AR AF RS . TCPEURERMTCPL, EIRFIEFEL
1BAER . BNNTCPEREREFSIS (SEQ) FIHAIAS (ACK) o

EIT5 B SEQSFIACKS SRIRERAL NI 7 IPLEER o ACKS F—MNRHBIESZRYER -

Al

| I I N -

STRERRA 01 (2025-02-21) IR © ERR BRABRAT 52


https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479

nARE
RS NE 4 WRAS

LEFAFPABIE13M00FHRIRAETKFHRIEE, 81MEREG20FHAITCPXL,
SRR3R HiEn, BFBIEITR1,2,4,6,8-13, MER3,5M7EK, BiRBIEI

2o

BISERACKS, AFBEIRA, fIFRER3, BPAKZIBEILE2, MmigaIEI3, AR
BHRIXEEER, REBEENEIT4,6F18-138 ., FMLUSHAEEEEH, 4R
To

4.36 {252 Docker B{FRFGLENRRALNS
( CVE-2019-5736 )

poNEIES =
Docker. containerdsi & EMEFrunclIBRzTHEEZ SRR, WHELUED
HENBEEREE exedRIER LASKENEITE EHAIruncITET RIS DR FHE s
runcBYZIAHIS A, MMIREXEITE EAAYrooti A TANR
TR BB | EEEEruncBiACVE-2019-5736,
£ 4-34 /AGEE
=G il CVE-ID PSRl EE/ RIEYE | L h=ESRT

&]
KRBT CVE-2019-57 | 5 2019-02-11 2019-02-12
36

ImIECVE-2019-5736H0IF4RER, 1S https://cve.mitre.org/cgi-bin/
cvename.cgi?name=CVE-2019-5736

pNEEAlE

AR REBEPEELFREETERER: TEEEGEP, BRGERHREHEEEE
&GN (libseccomp.so.2 ) A, FHEHI TS 18ME/proc/self/exe,

BruncalSRFENS, SNBSRBEPYNDISIHEE, SEINETEENSE; JFTH/
prco/self/exeBlruncly, SHITEENSIEREFIVERER, AT EEERMK
runci RIS EEIR, ATLABIdZ X EaikEikhost_ERYrunc,

e, BRI ITrunclBXkIar<S, MISEEti%,

ZimE BT :

o  ANXIREXIFIERArunclIBES IESI4, runcEDockerSzgivz OB,
XS AE D BT~ n, EFFEZMNESARPHET %S, o
SHERPE S SEHMmES TR EER,

o MHHECCERRIRS:

CCERZEMRSZ IEZEMIKubernetesEREETRHFER, AFEEHEPHEEZ, i
BER/N, WFESHEPIESEEERTE,

HEICCER AR AMIAIDockerFzs, HPRUNCRERSHIE, HRIATIKRER
WEHHETERINE -
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736

nA|E

RBAE 4 wRNS
o HHRCCIABELHIRS:
CCIS|EERABEEIKataB2E5 |, RIHPET R L2/ RS LT EMhypervisordk IRy
BERe], FRAXRBruncazR, Rt RRRBASXICCIF=4Zm .,
mREERER

o TERNECCEREIRS:
HH =85 | EEEErunciiACVE-2019-5736,
o H#EKubernetessi{ERFFEZSET|E:

- FEDockerd18.09.2k A, HAFFREDockerfE17.06 2 [BEHIER A T AZS
B, SNIEIRRIBEN, ZN A st SR AR SR, EINEIFR
DI, FHET SIEESRNTFR

- AXFHZRrunc, FF17.06%FDockerhRA, ATLARFURIEEITIISS, HETruncE
?ﬁ%ﬁﬁ@%iﬁﬁiﬁﬂ%g%hTm%ﬁH&ZK, WNEEE AR runc, FAFPBIBELT
Qﬂﬁo

- S4FRUIREE, ARDockerER#NT AT EMRALINnuxIZIRFRER, EE
IRARIZEBDIRA_ERTRER SRR, E#NT KA, BINARZE3N7LLLERA
o FACCERRERS M THIBE AN T HIT TSRS, ST
SRR LT

4.37 £H{EE Kubernetes SRiFRIFIiGIEE IR REAS
( CVE-2018-1002105 )

i1

yEEZ

IEH, Kubernetestt X &ML £ iRECVE-2018-1002105, EiF{hiEiEk,
KubernetesFBFP AT LATE 22 HIAPI ServeriEiz HENIAOGIRIRSS, AR ERS
BEE—a=kEEEE.

% 4-35 FEAEE

ImiEEE CVE-ID Py el =/ AMEdE | EA=EER
|21,
RIEFH CVE-2018-10 | /== 2018-12-05 2018-12-05
02105

TREEMANEE: https://github.com/kubernetes/kubernetes/issues/71411,

ERHFRA TERAAPI, REkube-apiserverSRSAPI serverfIMEEIZIER, WEET
AR BN REERSAPIIREZ LA E(FAAPISK;

MREBAE TEZARBRNNE, WEZRFEIBXNER. ~=Z802
KubernetesBHARIFER AT, Blkube-apiserverffEsi2%{” -- anonymous-
auth=true” ; 255 FIFPodifexec/attach/portforwarddI4 PR, FIFtBETLARIBIXA
AR AEREER, AJLASHESPoABEEIAERIE
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1002105
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1002105
https://github.com/kubernetes/kubernetes/issues/71411

nAR|E

RBLE 4 /RAAE
ZimANEIFMITIE, It XIssue: https://github.com/kubernetes/
kubernetes/issues/71411
ZimBRISIEE T :

o EBSRTY EAPI server, FHkube-apiserver5¥ FEAPI serverfIMEBHIZE
B,

o EEWWEHEETN, BIEETLUAITEIkube-apiserverfyiE, WNRSAIERERE
HETELZERTANA, BBATSERN,

o EEBFFFI T pod exec/attach/portforwardiz [, WIKEE RN AiXRRIASHT
Aikubelet APIAIEIAR

BRI SRR AT :

e  Kubernetes v1.0.x-1.9.x

e Kubernetes v1.10.0-1.10.10 (fixed in v1.10.11)

e Kubernetes v1.11.0-1.11.4 (fixed in v1.11.5)

e Kubernetes v1.12.0-1.12.2 (fixed in v1.12.3)

mEESERRE

ZEULESHT, FEREARCCERSZIIAXITEL, FEh:

o CCERRSSEIZRIERIRUARHEZBFIHIINR,
o CCERRSSEIZRISEHRBIERRSAPL,

RS | BB 5261.11A AR ARKubernetesSEEBEAOTELR AN TIEE, KT v1.10
E:Jrﬁﬂg (HXEAWTEHITIEE ) , SIRHEHAITIRAHTIEE, BXIFARAE, &
HMEERE .

AR
NRIEZBE CHEEKubernetes® 8, NRESEHNZERY, ZNT, —EEXFERHAR

BIEABR .

RRARFKFMESMRA . SIEECERBAC, REGASRAFPodilexec/attach/portforward
PR

WNRELEIERRIKuberneteshikAMETFV1.10, REBEHNTSIFEERN, BiXBTEEW TR
fg : https://github.com/kubernetes/kubernetes/pull/71412,

4.38 (€ Kubernetes Dashboard Z& BN
( CVE-2018-18264 )

i

Kubernetestt X &IKubernetes Dashboard &£ RiEICVE-2018-18264: {8
Kubernetes Dashboard v1.10 % LABIRIMRABBHIBRSMIAIE, KfERDashboard
ERWKSIEENERZIHE RN .

R = CCERMHAYDashboard G- ENEIT MR IGTFHREIVI . 10.1hRA, FZKubernetes
Dashboard;fiECVE-2018-18264&40[4 .
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https://github.com/kubernetes/kubernetes/issues/71411
https://github.com/kubernetes/kubernetes/issues/71411
https://github.com/kubernetes/kubernetes/pull/71412

=ARES|E

H&%/ V= I% [—J/ N4
imiERE CVE-ID PR WEE/RURE | £A=EBER
1
Access CVE-2018-18 | & 2019-01-03 2019-01-05
Validation 264
Error
Z2imIECVE-2018-1826489M(EE., 5&%:
e https://github.com/kubernetes/dashboard/pull/3289
e https://github.com/kubernetes/dashboard/pull/3400
e https://github.com/kubernetes/dashboard/releases/tag/v1.10.1
pEEAn
ANERIERHIKubernetesEEB¥ It 7 282 7 Kubernetes Dashboard v1.105.2Z AR 2
(v1.7.0-v1.10.0) , ARFERNEBFERTBENIER,
ImREERR

A= CCEZHAIDashboardid 4 EERI R ERE R EIVI.10.1ARA, A< Kubernetes

Dashboardi&EiECVE-2018-18264%201, iSHUCMER .
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-18264
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-18264
https://github.com/kubernetes/dashboard/pull/3289
https://github.com/kubernetes/dashboard/pull/3400
https://github.com/kubernetes/dashboard/releases/tag/v1.10.1

=ARES|E

RS NE 5 FmAKMicH

5 FFmAhicR

5.1 EHRAAMICHE
5.1.1 Kubernetes IRASES

=B

2%5|2 ( Cloud Container Engine, &#RCCE) IRESERY ERY. SitaerIbll

fKKubernetesfEEf, ATt XEHIAfKuberneteshiR A, CCERMEZ & RIERMATEERE

SAFNRIFARA . ASEH
CCE S£8HRA S EHAR

&t

BCCEEEREAYKubernetesiR AR .

Kubernete | HEA%E | #tX'Af AT | CCEAEB¥RR | CCESER¥AR | CCEEEYAR
ShRAS 1] ARAMASE | AEgFRASE | ANEOS ({2
1EARSS ) B
IE]
v1.31 NI 20245E8H | 2025618 | - -
v1.30 SR 2024548 | 2024598 | 2024410 | 2026510
B =]
v1.29 Erm? 2023511 | 2024548 | 2024568 | 2026568
A
v1.28 SR 2023F8H | 2023512 | 2024528 | 2026528
B
v1.27 Sk 2023504 | 2023£E08 | 202310 | 2025510
B B B A
v1.25 Ermd 2022608 | 2022811 | 2023503 | 2025503
A B B A
v1.23 EOS 20214E12 | 20225F04 | 2022£F09 | 2024509
B B B A
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=ARES|E

RENE FRAERICRE
Kubernete | ZHEMAZE X &R | CCEEEB¥AR | CCEEEB¥RR | CCEEEE¥AR
ShRAS i&] AAMASE | ARFERGE | AEOS (&

1ERSS ) A
&]
v1.21 EOS 2021804 | 20214612 | 2022804 | 2024£:04
=] )= = B
v1.19 EOS 2020508 | 2020512 | 2021403 | 2023409
B B B B
v1.17 EOS 2019812 |/ 2020807 | 2023£01
B B B
v1.15 EOS 2019506 |/ 2019512 | 2022409
B B B
v1.13 EOS 2018512 |/ 2019506 | 2022£03
B B B
v1.11 EOS 2018408 |/ 2018410 | 2021403
B B B
v1.9 EOS 20178612 |/ 2018503 | 2020512
B B B

(0 A8
CCEEHI BT IH =i i kR A RO EEES :

e a: WHFEIIEHIG. APIGREIEE,
o b: (NIFAPIFEIZE,

CCE £ER$hR AP EZi e
o JRAXNMNE:: EaTLAEE CCEER NNIRAIRIE FRFTAIKuberneteshRA4F 4,

(BEEITEZMAREERSETEMIIEIE, FERTFCCEIRSESLA,

o IRAEHEMER: CCEERMAMAZIZAIIE, RERE. BLUSIZRART
$INE, =2 CCERRSBSLARRE,

o RZAEOS ({ZIEARSS ) MER: CCEEBFIRAEOSZfE, CCESABRSZIFINZMRAR
S0, ERNTNEMBNAOEASE, GaFEH. BR/OSEE. T
ARURTERIES . AAHIESEESIE, ABERTCCERSSLARE.

CCE &8HiRAS15AH

CCE &ERtEF 1t X KuberneteshR AEER , FILERIRASHE X Kuberneteshir 2

FCCEXN T hRAREB D HEIIBE, HBIVAVX.Y.Z-rN ($I40v1.28.2-r0 ) :

e KuberneteshiiZA: &N AX.Y.Z, PEITXIRASEES, HHBXITR4EXKubernetes
MEERRAN, YXIhitXKubernetesfRZERRAS, ZI3N4tXKubernetesfd#h T hR
x, 133Tala%)u’éiEKubernetesH&ZIS%Hﬁo FFCCEZ#FRIKuberneteshRANE

15, 152 KuberneteshfR A& HICR .
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https://kubernetes.io/zh-cn/releases/version-skew-policy/#supported-versions

para
RS RS

5 FmAKMicH

SRR

CCEANT hRAS: A8TURZ40v1.30.4-rN, AbFHEHFHARYKUberneteshfR AR ERA
MFAIRNThRAS . SFFAYRN T RRAR E—hR A2 THAASE . Budfix. imilEf2
SHRMAET, NIRASIEIN. XFCCEANTIRAIFE, BN T iRA&RMIC
o

AT HEEARFHFE. MBENFRE/TR, FR%E. RE. T5EAIKuberneteshiz
A, BWEERFAMNCCESERF . CCEERFRAEOSZ T, fERTIRIRIGENAIRASZEF
LAR CCERRSSSLALREE, 1515w MRS FHR CCESEEY

ERLIBE AR5 ZEEEFS, BNSTIIXYKuberneteshiRAARIRTAFER, =#FH
SRV SHRERIITEN, FRIESLARMR.

5.1.2 Kubernetes A& fICR

5.1.2.1 Kubernetes 1.31 hrZ~i50H

ZAES|E (CCE) EHEEFEETXR—EIEAE, MESiFtIZEKubernetes 1.3188%,
A/ 4BKubernetes 1.31RAHIZSE5IEE .

]
o ISR AT EIEE
o APIZTESFHFH
e CCEXtKubernetes 1.31}RAHI1ER
o SEHERE
AR R AT

StatefulSeti#2iaFS ( GA)

fEKubernetes 1.3191, StatefulSetStartOrdinaliF M ZEGA, BIAERT,
StatefulSetdPodBIFS 2MOFFEE, 1Z4F S INE RIFE P BE X PodRYEIs 7
S, FHAFERA B ERIRFS

3425 |Job (GA)

7EKubernetes 1.3151, Elasticindexed)ob4FIEHMZEGA , Z4FERIFEPERS|
JobBIEFIEMHE spec.completionsFl.spec.parallelism=FEg, {F2 BFT8MHYE
geh. FMERBIESEHEMEESJob,

PodSRERRE (GA )

fEKubernetes 1.3160, JobPodFailurePolicy4FIEHMZEGA . Z4FERIFRFIRIE
Pod LMAIRER S BIEENIES T ( JidaiEZ 288 ) , LMiBERYERPod
BETHRINEITHA . IFRFERSRIBESEPodL B .

PodTF#RIE (GA)

#EKubernetes 1.3150, PodDisruptionConditionsiZ4iHMZEGA . iZ4HHE7EPodRY
Condition/#fiE T DisruptionTarget38Y, FRPodLHMHIER, BIANIKEMIER
RIPodiBy. ETSMIBRT#GSIE. #kubelet?Z1F%, FEPodRJobsk#E Cronlob
=HIES IR, ATLASPod RIS —iCER, BidiZConditioniE M AMETHITT
N BBXRTFARFHANERERIESEPodFHIKR .

EFISRAYAIERFEL (Beta)
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https://support.huaweicloud.com/usermanual-cce/cce_10_0197.html
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#start-ordinal
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#elastic-indexed-jobs
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#pod-failure-policy
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#pod-failure-policy
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/disruptions/#pod-disruption-conditions

nARE

RS RE 5 FmAKMicH

fEKubernetes 1.3191, CustomResourceFieldSelectorsiF4iHpZEBeta, Z4FE
F1EVFCRDECE selectableFields, Fzi%{&FAField SelectorsidiEList. Watch
DeleteCollectionigk, HEHARPEMNERMGEITESREAICRDEIR, 1F4M(FEH
BRESE EHIERIANEREFE .

o Jobp{INEERE ( Beta)
7EKubernetes 1.3160, JobSuccessPolicy4FtEitfi Z=Beta, iZ4FERITFRRET
B INEIPod N1 /9)obBE B RLINERES . 1FM(FERE S NIESE INRES -

e podAffinityfIAdmatchLabelKeys ( Beta )
#EKubernetes 1.3151, MatchLabelKeysinPodAffinity4F i Z=Beta, Z4FIETE
podAffinityFlpodAntiAffinity5| N T E s HRIBCE F B matchLabelKeys#]
mismatchLabelKeys, LAfRRIEESEEDeploymentZIIEFHHAEITLIEX DEFE
Pod, HMESMAELERATSFZMNMEANRFENMETEIEE ., FHERSEES
ZmatchLabelKeys,

e ServiceAccountTokenNodeBinding ( Beta )

fEKubernetes 1.315, ServiceAccountTokenNodeBinding4&F 4B Z=Beta, 1Z4F
M2 IFRIZHBEER T mATYServiceAccount Token: #ETokenEET RIERAIE
BE, F1EEFATokenBIIGIET SRIFTE, &0 =HEMIER, NWToken LK H4H
ERBBESEFEA ServiceAccount Bl API $HE.

APl TESFHH

e 7EKubernetes 1.31hxARF, ELZF--DRAFIER FELiZE1Tkubectl exec
[POD] [COMMAND]#%, EFEE(FEHkubectl exec [POD] -- [COMMAND]

(TR
e TEKubernetes 1.31hRAH, fECustomResourceDefinition ( CRD ) HRiEE
caBundle=EAY, @R caBundledf=, (ERBS LI HABSEMCCAILES, BFAZ
CRDEASIRIMIRSS . CRDAYcaBundleiRBEAERIRERE, BABRITFEIEH
BIEBET AT ATATHIRE ( EEEINSiRiEInvalid field value ) , L4
B RRTCRDAYIEEIRSS -
CCE ¥J Kubernetes 1.31 IRZANEY1E5R

TEMRALIFERRS, CCERXIKubernetes 1.3 ARAHITERANVEST, FHRMINEEE
‘-JJEO

KT CCEERHRTRIEINRIR, B2 WA T IRA KRB

SEHHE
X FKubernetes 1.315EHMRAAIMEREXILLFIINEEEHIEREE, BSE:
Kubernetes v1.31 Release Notes

5.1.2.2 Kubernetes 1.30 k1588
ARG (CCE) EHEBRAX—EMIAIE, MESZIFCIZEKubernetes 1.3058%,
A/ 4BKubernetes 1.30 R AHIZSE5R .

]
o HIERMRIFIMINE
o APIZESHA
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https://kubernetes.io/zh-cn/docs/concepts/extend-kubernetes/api-extension/custom-resources/#crd-selectable-fields
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#success-policy
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/assign-pod-node/#matchlabelkeys
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/configure-service-account/#manually-create-an-api-token-for-a-serviceaccount
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.31.md
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WebhookPLEZZRIAT (GA)

TEKubernetes1.30iRAH, Webhook LELRIATAFIEHMZEGA, HAFHEARITFXE
AWebhookSZIFtRIBIFERISHEITINED, FMAIEIEHIWebhookIfhA 5%
4. FRERA B EENES,

PodiAEFES (GA)

7EKubernetes1.30hRAH, PodiEERAESIFHEHINZEGA,, HAFIEFRIFRIPodiR

INBEENXMschedulingGates, FHBFIEFMTATTEIRXgate, LA gatests
IRfE, PodZA ¥ \NAEME . FMERHXESEPAAEMES .
KEENSRES (GA)

fEKubernetes1.30fRAH, IGIEHENSREE ( ValidatingAdmissionPolicy ) 454t
MZEGA, Z4F BT CELRARN IR RAVIIE NSRS . FMERB NS
SERIEENKRE

HFContainerResourcetgtriIPod/KEB I 4ES ( GA)

fEKubernetes1.30frAH, EFContainerResourceiStrlIPod/KEB N FER4H
MHMMZEGA,, Z4FERIFHPAIRIEPod SN BRI RIRERE R RECE Bah{H
48, MAEPodHBAERERBR, EFHPodPREENADREEY BEH
B, FMFERHRESERETRIBIR.

&4 ServiceAccount$pEiETESE (GA)

7EKubernetes1.30kRAH, {E4ServiceAccountS e SRS SR ZEGA . HIE
JIkube-controller-managerfd—EpiE1T, B4R E—X, BEEEEHEHT
BaIERAYESServiceAccountShETEAFERTBIERA ( BOA—E, BiZ--
legacy-service-account-token-clean-up-periodigxE ) F#{EMH. WMEBANE,
BRSNS RRFRIC ATRL, Fridmilkubernetes.io/legacy-token-invalid-
sincetrss, EENHGIHEE. IR— RIS HETEIFEREE ( BAREF,
B2 --legacy-service-account-token-clean-up-periodigxe ) IFR#RMER, B2
Baliire .. E2FERMATIESE(ESServiceAccountSHEETERE
Pod¥a$p fRiYER/ME ( GA)

fEKubernetes1.30hMRAA, Podifihd fPRISR/IMIAFIEHMZEGA . LAFHEIF
BiZ PodBYminDomainsFEECEMF A S MHIIEER/EE . AEAFMIRITER]
ARV EMR K FminDomains, MiZFEISsBRE; AR/ FminDomains,
N&BeBEEIME (e &A1 ITES Pod BIR/INEE ) 1IRH0, ZFERUMR
#E&whenUnsatisfiable: DoNotSchedule—i2fER, LA EBIAINITRIS
SURIEPod RHTRE . 1FER B XS EPodinid .

fEKubernetes1.30hRANH, kubectl#F& T applyds<a9prune-whitelist2%1, {FH
prune-allowlistZ (X,

fEKubernetes1.30hRAH, IR T 1 27IRACEFHIENIEL
SecurityContextDeny, {fHPodZ2MENEEF ( PodSecurity ) L.

CCE ¥ Kubernetes 1.30 [RARIER
EARAEIP BRI, CCEEXtKubernetes 1.30hR AT ERARIEST, FH2HIhAE
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https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/extensible-admission-controllers/#matching-requests-matchConditions
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/validating-admission-policy/
https://kubernetes.io/zh-cn/docs/tasks/run-application/horizontal-pod-autoscale/#container-resource-metrics
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#legacy-serviceaccount-token-cleaner
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/topology-spread-constraints/#spread-constraint-definition
https://kubernetes.io/zh-cn/docs/concepts/security/pod-security-admission/
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KT CCEERHRTRIEINRI, B2 NN T IRA LB

SEHER
X FKubernetes 1.30 5EMhRABIMEREXILLFNTEEEHBIE Z(EE., 15EE:
Kubernetes v1.30 Release Notes

5.1.2.3 Kubernetes 1.29 krZi5i8H

=HEESIE (CCE) PASBEHR—BUEIME, MEZIFElEKubernetes 1.205E8%,
RN BKubernetes 1. 29k AAIZL I o

]
o ISR AT IEIEE
o APIEESFH
e CCEXJKubernetes 1.29kRANHI&E55
o SEHEE
B R AFEEE

e ServicefytaFt9%E P& ( Alpha )
FEKubernetes1.29fR 7%, ServiceR9faEIg%E I PIELAAlphalR AN ER A% . HIE
ServicefJstatusHP#iE=EzipMode, FBFBcEERfMServiceZIPodAYREE RIE
. BREAHVIPES, BaHEIEHGRETIDE | PANIEOAYRERE Hkube-proxyEE (M
BT R, SIERProxylY, MEBRAXRIGREHIDEE, ASHARETIYEES
BAFBFRT R, XSS EHTFRRREsST A EYERESEII R EIgE
SEINRERRKIORR ., EZ(FHAMTIBESE ServiceIRAFIIEIPIET

e NFTablesftIBt&=t (Alpha)

fEKubernetes1.29hRA, NFTables{CIBEZLLAAIphalR RIER &% » IZ4FHEFIF
kube-proxyizfTfENFTablestEt,, EIZIEIL T, kube-proxyfEFHM#ZnetfiltersF
éi_?éﬂg nftables APISRECEXIEEREL LN . ES(FRMTIESENFTables(TIE
I\o

o KRIFFASFEBHRALIRIKE (Alpha )
fEKubernetes1.29hRA, KRIEABZHREAILIRWEELIAIphahRARIEN R . 1Z4F
HRITFREPABA T R E ARG RREARIRKATE, BITX N ERGE
WEIREI . BB T iER{FERkKubeletit &4 HYImageMaximumGCAge=
B, BZFREDESERERTSRRINLIRKE.

e PodLifecycleSleepAction ( Alpha)
7EKubernetes1.29kAs, PodLifecycleSleepActionLAAlphahRARIER &% . iZ4F M
ERREmARPEIEYSSINT SleepEli@igRr, nlLAREILSSFERMNEMIELLER]
Hie—RigEnrtE. ESERMTIESEPodLifecycleSleepAction,

e KubeletSeparateDiskGC ( Alpha)

fEKubernetes1.29kk4~, KubeletSeparateDiskGCLAAlphahRAIER A% . 45t
%Fﬁiﬁ, AR E SIS T ERAENER T, thaeHiTiiko]
W,

e matchLabelKeys/mismatchLabelKeys ( Alpha )

TfEKubernetes1.29kf7A<, matchLabelKeys/mismatchLabelKeysLAAlphahRZA<IEZ
K. ZFEAE, TEPodRYE/RFEFIBCERHFIE 7 matchLabelKeys/
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.30.md
https://kubernetes.io/zh-cn/blog/2023/12/18/kubernetes-1-29-feature-loadbalancer-ip-mode-alpha/
https://kubernetes.io/docs/reference/networking/virtual-ips/#proxy-mode-nftables
https://kubernetes.io/docs/reference/networking/virtual-ips/#proxy-mode-nftables
https://kubernetes.io/zh-cn/docs/concepts/architecture/garbage-collection/#image-maximum-age-gc
https://kubernetes.io/zh-cn/docs/concepts/containers/container-lifecycle-hooks/#%E5%9B%9E%E8%B0%83%E5%A4%84%E7%90%86%E7%A8%8B%E5%BA%8F%E7%9A%84%E5%AE%9E%E7%8E%B0

par b
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mismatchLabelKeys=Ez, TIBcEEFERIPodiBIFH/RFEFNHREE . BB FREH
THiaZ2%EmatchLabelKeys/mismatchLabelKeys,

e clusterTrustBundlei&53%& ( Alpha)

fEKubernetes1.29fR 2, clusterTrustBundleiZEt&LAAlphaflRAIE &% . iZ4F
HEEE, Z#EPEClusterTrustBundleXIRIABMNEFFAINGRIF RTINS . BEZS
{ERMATIESZ clusterTrustBundle}Z 5t .

o ETFiz{TRIZEAVESIUEN (Alpha)
fEKubernetes1.29hR A, EFiEITAIERANRGRIENAAIphalR R IERN A . X4
HEAE, kubelet 2BIT—TH (FBEER, BTIILIERER ) MAINE
BRENYERRERS I BEHRER. BN THNTRSIREEENE T
RIERRFRREIT N . EFETERREREN TFEFVMNSESEE0. &
ZERMTESEET T ENEARRE.

e PodReadyToStartContainersik)ix%lBeta

FEKubernetes1.29fk 7, PodReadyToStartContainersiXiiFtixZ|Betahk4ds, H
EPodAYstatusHFTIE T — N2 IPodReadyToStartContainersgCondition, 1%
ConditionAtrueR/~PodiUiPFEE M, ATLAFHIACIER SRR KIS EE
HEEBESULIEEMINEEEES Pod PFERYCIESSHRINIASMMERT, 1553
TiER RN EREERE D . B2 (FRWATIESE
PodReadyToStartContainersCondition,

o JobiEHF4FHM
- PodE#aZRREIAZEBeta

EKubernetes1.29kRA, Pod S IRERAIFIEIAZIBetahR A . IZ4FEAIRR
PodixZlFailedBfiE? ( status.phase: Failed ) A&, MAEHMIERATE
BA NN, PodBbFHIFRISIZHREEZEPod, LALLBIR EIN24 PodERT &5
BRI aER.

- ERSIRIEIRRHAEBeta

fEKubernetes1.29hR A, ZFZR5|RIEHERRFFHIAFIBetabk A, ENAER
T, #%5|89 Job (Indexed Job ) BY Pod LM IE RS K,
5 .spec.backoffLimit ZERFMEBENERBEIAEIRT . XEKE, WREFE
HEAES|(ER Pod —EIFEEW, N4 Pod £EFHEEN, BRIEHIREX
FPR&IE, —BIAZIPRENE, B Job BEFRC LM, HENMELZS|
B9 Pod EECJEENAREREEN . IZ4FH AT LATERLEZRS|{ERY Pod KWHIIE R
T, PEEHITIREZRSER Pod, FHEBITEIBITIFELKAY. 1FEERSI
ERPodiTAMENEIR, BIFHRBIHESR.

o [FEHINERERIAFBeta

fEKubernetes1.29hR A, [RAINEREFFHIAZIBetahR A . EfEinitContainersH
g TrestartPolicy=ER, HELE NAlwaysHIRRBREINERSE, BERHEMIS
REEEPBER—Podh, BHFELIEKPodIERERE ., WESEERTMEA
B, HEWESDS . F2FEREDBESELESSE.

o {&EHiServiceAccountS HEE1EEEIAZ]Beta

7EKubernetes1.29hR A, {&E%tServiceAccountSFRSIES4E 4 IATBetafids ., H
{E9kube-controller-managerf—&B 11T, B4/ E—IX, BEESEME
B4R AIES ServiceAccount SHETESSERTIBIER A ( BOAR—F, BiZ--
legacy-service-account-token-clean-up-periodigxE ) FR#(FEMH . NREANE,
BIEESBXSEERIC AT, Fikilkubernetes.io/legacy-token-invalid-
sincetn®s, HEEANHFIARE. NR— M EMRISHEEITEREEE ( BUARIE,
i&@id--legacy-service-account-token-clean-up-period¥g5E ) R#E(FER, ;5TEsE
BMbRE . BESFERMTIESE{ESServiceAccountSHEBIERS
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https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#matchlabelkeys
https://kubernetes.io/docs/concepts/storage/projected-volumes/#clustertrustbundle
https://kubernetes.io/zh-cn/docs/concepts/containers/images/#image-pull-per-runtime-class
https://kubernetes.io/zh-cn/blog/2023/12/19/pod-ready-to-start-containers-condition-now-in-beta/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/sidecar-containers/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#%E4%BC%A0%E7%BB%9F-serviceaccount-%E4%BB%A4%E7%89%8C%E6%B8%85%E7%90%86%E5%99%A8
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APl TESFHH

DevicePluginCDIDevicesiAZlBeta

EKubernetes1.29kkA, DevicePluginCDIDevices$F$iAZBetahRAs . 1Z4FHTE
DeviceRunContainerOptionst&fNCDIDevicesF (R, {H5iR&IAHEFAETLIE
IS CDIR B RTRMEIBE S IHFCOINARIZ ThT .

PodHostIPsixZlBeta

EKubernetes1.29kRAF, PodHostIPsiFEiAZBetahii A . 1Z4FETEPodFN
downward APIgdStatus & NhostIPs=EE, AAFIET aIPHItRES T (EFRa%.,
ZFEEhostIPAIXUIMY AR A, FE—MPIaZShostIPiEE] .
APRSERFN LN FIHIRRIGA

7EKubernetes1.29kRAS, APHESERFNANF M ( APF) $FMIARIGARRA . APFLLEE
MpERBXINHERFITHEIRE, BARAHERS, HEEESIATZEE
BIRAYHEANEI, ELEIERRENREBER T, APl RSBEEFASIELE NE
Ko BIERAFHBARAMMNIIF D LIER, XE, —MTAFERIEFIESTH
AL EHHEMEFIZRSE (AMFERERIER ) . ESFREADIBESEAPHLLE
IS N

APIListChunkingisZIGA

fEKubernetes1.29kR7ZN, APIListChunking$FtHiAZIGARRZ . iZ4FERIFE FinTE
ListiBsRPHITHI, B —RMEREE ZEHEMS AR
ServiceNodePortStaticSubrangeixEIGA

fEKubernetes1.29kR7N, ServiceNodePortStaticSubrangetSHiARIGARRAN . %43
tkubelet=tR#ENodeportEEITE HFRER bt K/\, FENodeportkl 5 Jo88S
EZFNaNSER . TENodeportBaDERY, e EcEalSE, XEMTFR/INMEESH
SEROENNROMR ., ESERHATIIESE ServiceNodePortStaticSubrange

PersistentVolumeRYIB/ ER4E AT B]2EIA ! Beta

fEKubernetes1.29kR 7, PersistentVolumef I ERGEIRAT BB IS A ZBetalk
K, Z4FEEPVEIstatusHFI0 T —MastPhaseTransitionTime=R2Eg, F~PV_ L
—RphaseZALBIRTE . BIFiZFER, ERFERRNIRERPV EIREEIEEARERM
EZR9RYIE), MMM ESH . FERENRREE ., BESFRATIESE
PersistentVolumeRSpf EX4EHaRT a1 .

ReadWriteOncePodixZ|IGA

fEKubernetes1.29k A, ReadWriteOncePod4HIHiAZIGARRAS . 143 781 Al
PTEPVCHEEE IS a8 IReadWriteOncePod, HIFEIITEE— PodBEiIE
FiEPROHIRE, LABGLEEIR MR SIRIA, B2 FERAEDESE
ReadWriteOncePod,

CSINodeExpandSecretixZI|GA

fEKubernetes1.29kRZA4, CSINodeExpandSecret4FIEAZIGARRAS . Z4F /01T
FERINT A Secret SO IIEAUR(EIEEICSIBREN A S B FER -

CRDIGIEFRIATIESIAZEIGA
TEKubernetes1.29kAH, CRDIGIEFRIATVIESIFIHIAZIGARRA . Z4F TR

FAECRDHERBRAFRIANIES (CEL) EXRIEMA, HHEbwebhookENNEX .
EEZERMTIESE CRDBITAN .

FEKubernetes1.29kRAH, FEIZEEAICron)obREBSTIFLE spec.scheduleiEid TZ
o ECRON_TZECERIX, 1B .spectimeZoneE . E&EEIZERICronlobAF 1L

A
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https://kubernetes.io/zh-cn/docs/concepts/cluster-administration/flow-control/
https://kubernetes.io/zh-cn/docs/concepts/cluster-administration/flow-control/
https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/10/23/persistent-volume-last-phase-transition-time/
https://kubernetes.io/docs/tasks/administer-cluster/change-pv-access-mode-readwriteoncepod/
https://kubernetes.io/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
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5 FmAKMicH

TfEKubernetes1.29kfr A7, #F& T alpha API ClusterCIDR,
TfEKubernetes1.29kkAF, kube-apiserverFt&Sni&%{--authentication-
config, AFIEEAuthenticationConfiguration3{&bill, ZFhE&#5--oidc-*
Bis#HER.

TfEKubernetes1.29kfr A7, #FR T KubeSchedulerConfigurationfiJAPIRRZS

kubescheduler.config.k8s.io/vibeta3, EFEE
kubescheduler.config.k8s.io/v1,

fEKubernetes1.29fRAH, JECELFIARFINZIvialphal
AuthenticationConfigurationd,

TfEKubernetes1.29kR A, FriEXIsRServiceCIDR, BiIFRAPISEEERHED
Servicef9Cluster| PR FR{sE EBRYIHBLLESEE o

TEKubernetes1.29kRAF, kube-proxyFhi&Sah&#{--conntrack-udp-
timeout. --conntrack-udp-timeout-stream, BIXInf_conntrack_udp_timeout#[]
nf_conntrack_udp_timeout_streamPIiZSEHIHITIEE

fEKubernetes1.29hRAH, JEGCELFRIAAISZIFRINZEIv1alphal
AuthenticationConfigurationAJWebhookMatchCondition/a,

TfEKubernetes1.29kkA=, PVC.spec.ResourceRIZEEIFHRSCHY
ResourceRequirements& it gVolumeResourceRequirements,
fEKubernetes1.29ik A, ¥&PodFailurePolicyRuleAOnPodConditionst£35 g
A%sFE
TEKubernetes1.29RAH, FlowSchema5PriorityLevelConfigurationfJAPIRRZS
flowcontrol.apiserver.k8s.io/v1beta3EFZk Zflowcontrol.apiserver.k8s.io/v1,
FiHIT T LATEN
- PriorityLevelConfiguration: .spec.limited.nominalConcurrencyShares==E&
R BINRABIAMES0, HFEATHERS1.288S, £1.29%vIRAZ
FEARTFEREEN0, T1.304, BRIFVIIRFRZFEEREEN0.
flowcontrol.apiserverk8s.io/vibeta3BEH, FHE1.32hRBLIF,
EKubernetes1.29kRAH, {i{t T kube-proxyAJan<173X4, kube-proxy3Lfr
AR Esocket4fEEIH--bind-address/E s SEUEERIP .
TEKubernetes1.29kr A7, #FR T selectorSpreadiflEssidt, M
podTopologySpread&1< .
fEKubernetes1.29kk A, 2CSI-Node-Driver;iRBEiz{THT,
NodeStageVolumel{ELEix .
7EKubernetes1.29kRZA, ValidatingAdmissionPolicySZ 3533 CRDEJRIFHI TR
56, (FRIZAFIEFF BT Iz ValidatingAdmissionPolicy
TEKubernetes1.29RAH, kube-proxy#hiEEai&4{--nf-conntrack-tcp-be-
liberal, BJXSAZESEInf _conntrack_tcp_be_liberali#fTHIE -
FEKubernetes1.29fRZAH, kube-proxy#t&Eai&#--init-only, R&EFkube-
proxylinit RS EAHUER TiafT, #iT—E¥nitieE, ARERE.

fEKubernetes1.29hRAH, CRIFGREAFFIBE A leSystem=FER, RFER
BfileSystem{FRIEE, MRERBERE&HfileSystem,

fEKubernetes1.29k A, FrBWERICloudProvider&EPENANEE AXIF, R
REFER, oh@dEc&EDisableCloudProvidersfl
DisableKubeletCloudCredentialProvideri& it | JinsRiEiR M XA E T

fEKubernetes1.29fRAH, kubeleta]iE@id--node-ipssRiIREWHXIP ( kubeleti®
&--cloud-provider=external, LtBSAILA{#EFRI--node-ips&¥RigE T =itbit
(IPv4/IPv6) ) , {FRIZAFIEEFB45E 1= CloudDualStackNodelPs,
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CCE X3 Kubernetes 1.29 R ANE91EER

TERRAHEFEIRAS, CCESXdKubernetes 1. 29hRAHITERBRIERT, FHRMHINAEE
58

KT CCEERFIRARIEHIRIA, BS W T RAA B .

SEER
%FKubernetes 1.295EfBARARIMALIILLAIEEEHMNES(ER, 2%

Kubernetes v1.29 Release Notes

5.1.2.4 Kubernetes 1.28 hRZi50H

=HREE5|E ( CCE) M™RBEEX—MIAE, MESziFei#Kubernetes 1.2858%,
A/ 4BKubernetes 1.28 R AHIZSE 5B .

L]
o EEIHHA
o SIS RS EIER
e APITESFEFH
o FMIIERGSITEH
e CCEXtKubernetes 1.28iRASAItER
o SEyHE
BEIHA

e 7EKubernetes 1.28hRA, AEEREETK, BOTHENEIX, NESRAER
FREAMERE, WRFARARTERPERT BENEAERFGES, S2URAE
IEZR U HITIER R

e 7EKubernetes 1.28 xR, Ceph FS RPIREEETE v1.28 hFH, FitRIE v1.31
fiRR (#XIRBITRIEHT CSIIER ) o BIUER Ceph CSI E=H KRR
FIERBRBE=E.

e 7EKubernetes 1.28 g7, Ceph RBD RPIEHAELE v1.28 hEHF, FitklE
v1.31 kR (EXIEBITRIHT CSIiFRE ) . #Ei(EMA RBD =AY Ceph CSI
B=HFERNEFERNBLF R,

A RHE R IEIRR

HXAFHERIAphaB T EREVAZER . BetaftER—IREVAIS . GAMEBIS—ERVAEA,
BT aeER ( 2ERERAPRBRX N FFRINEE) o CCEXHFIEAIRIE ST RRIF—
o

o [RAREREET BE3TRA

M1 28 HIEE/1.25 THEB A, KuberneteshR AN SRREIG S 15 A0E %I/
THPRRET BRI MRAE . XESTRAIFREXEMATRRITEE, RIS
RISFZHFAIRERAE . BESHDBESERFRERE

o TJEBAYZRIAStorageClassiH ZEGA
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.29.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/ceph/ceph-csi
https://github.com/ceph/ceph-csi
https://kubernetes.io/zh-cn/releases/version-skew-policy/

par b
RS NE

5 FmAKMicH

#EKubernetes 1.28h7Z, AIEABkIAStorageClassIREIMEHMEGA, XINIEIR
R A T BRIARYStorageClasses g PersistentVolumeClaim ( PVC ) T#{E
5=,

PersistentVolume ( PV ) I=4IS82(8H: Hki&EstorageClassNamels, Bzf
a{EaR4FERIPersistentVolumeClaim D E— 1N EAIABIStorageClass . b5, API
IRSS2EHRYPersistentVolumeClaim/ENIGIEN It EIRE A RIPBENRIZEIR
EEESZ%S‘EBERE’\JStorageClaSS%WO BZHRETESEEIAStorageClassli

FR&BERSE (Alpha)

fEKubernetes 1.28h3 A, RABDEBRZELUAphalRAIER AT . EEINtEREFDIR
7 —"#hdrestartPolicy=E, 1ZFEfESidecarContainerst it JixE YRS
H. 23502, RELESRERNELOREZMR, FEIhK8SHXEINX
FEAlphaft ERRYAEHAMIA B P ERILETINERE . B2 FRMEDESERELES
g

IBEIRAAIE (Alpha)

fEKubernetes 1.28iRA, &% T BFUOHERLZETFHRAYEFINE (RERAA
) . Z4FHIAphatF . HERFHITHIRAEY, ERFPARRMRAAIkube-
apiserverAAEHAERRE (H. RA. TR ) BHIRS . EXMERTER
ERUNRB{E—rIFERYapiservert2itiRsS, B RAIBEREIATIEENTLNEKR SR
AYapiserverdh, SEIEREM , iZ4FEaERIZIOR, (EEBFTENZR, CCEXR
BRHAIAREEN BB TIRAL, RIAFEEZIFE SRS ) . BSEF
BT ESERSRAMCE,

T RIERE AT A RIGA

fEKubernetes 1.28hRA, TRIHMAEXIIFHXZIGAMER . S— 1P RBEXFE
;2B KubeletfINode Shutdown Managert&ilZIAT, StatefulSetHIPodiGE(E
BAEZIDRTE, HEARGERSEFNETTRE. SAPBAZTREELTFA
AWENERT, aILAFEEIINode$T Lout-of-serviceldi5 8, LUFEZT S LR
StatefulSet9PodFIVolumeAttachmentstsRFIMIR, FHIEZERNINode LEIZEER
[A9Pod , BZ(FHMTIESED IR,

NodeSwap4FtiXZE|Beta

fEKubernetes 1.28ikZA, NodeSwapggIiHtfHZEBetahRA ., BRMHALTFEIAX
IR, FEFEFINodeSwap] HEFTF . Z4F R LAALinuxTs = _EIE1TRY

Kubernetes T{EGAEHZE N T RtElENGERE . BEITENZE, ZIFHERAHMN
ZEBetafFE, (BMAGFE—LEEIEBENORINLEXK ., BER2FEREATESE
NodeSwap4Fit .

JobfEX4FE

fEKubernetes 1.28iRkA, 1EIN7T Pod EHRSRAEFNIE T2 5|JobAIENERHIF

alphaf¥ts.

- PodEEEZRHE
ZIABERT, HPod#HANLLE ( Terminating ) A (BIANERTHE STIKEN]
%) BF, Kubernetes=3ZRNBIE— 1 EEAIPod, EIXAIISERSPodEAT
=17,
fEKubernetes 1.28kRAFATLA{#FEFHJobPodReplacementPolicy K5 FHiZ4F
M, ATLATE)obAYSpecHhE X podReplacementPolicy, BRIXENRE
Failed, EIREHFailedZfg, Pod{X7EiXZEFailedMMERAIA &%, A
EEETFLRINIRES (Terminating ) AtigEe, toh, ERAILIGEob
AY.status.terminationF £ . ZFERAVERRLE LLITIEPATIobFRKEXAIPOdE]

BEo
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https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/#feature-stages
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/28/kubernetes-1-28-feature-mixed-version-proxy-alpha/
https://kubernetes.io/zh-cn/blog/2023/08/16/kubernetes-1-28-non-graceful-node-shutdown-ga/
https://kubernetes.io/zh-cn/blog/2023/08/24/swap-linux-beta/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#pod-replacement-policy
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index
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25| )JobHIENRFR

EIABRT, #25|8%)ob (Indexed Job ) BY Pod EMiEREWIER T,
52 .spec.backoffLimitFE M BEMNEBEINREIRF . XEKE, NREFE
HEANRS|ERIPod—EFELEN, NIPod&EEHEL, BIIEXRHIAZIRE
HE., —BiXFIRFNE, B NobBEirc ALK, HEXMELZS|AIPd
EEMTRENARB B .

fE£Kubernetes 1.28hRAAH, BJLUEIEEAEEEFHIIobBackoffLimitPerindexts
I EREALFE . FRZE, fRiFEeIETZE5|A%ob (Indexed Job )
BYfEXE.spec.backoffLimitPerindex=FEz . HENJobRIKMUREEITIZEAI_E
PREY, EABEHTEL,

o CELEX4FMH
TEKubernetes 1.28kx7A, CELBENHIT T HEMNAYERR,

CRD{ERCELI#{TValidatefy4Z 41 Z=Beta

IZAFETEV1 25 AR B EH R SBetahi A . BTG CELRANEIZEMTE
CRDH, BILAMEFAREER ﬁﬂiWebhookE’Jfa/RTﬁzr/J&jt“B I XSCRELHIIHIT
ISUERIFRBI . TERSKROMRAS, 1S4l RCELSRIATURITNGE, LASTHFEOAER
CRD#:H

HFCELAYENIEHIH ZEBeta

BEFEBAFKANIES (CEL) BUENEHIREESIAY, XFFkube-apiserveri
SZRRBER, TLMERCELRARREESTESIESRIENK, AlfEA
Webhook/ENEHIFI—FEML S, 1E v1.28 1, CELENEHIEFERS
Beta, [ERTIARINT —LEFFINGE, BIRERIRTF:

ValldatlngAdm|55|onPolicy%ﬁ%*ﬁéI)”uEEJDXIEE%ﬁIECEL?,éi&itﬂlﬂEl’\J
“authorizer” TE,

®  ValidatingAdmissionPolicySz$5XdmessageExpression=2EQifH {725 RI4E
&,

= kube-controller-managerfB{4#riZValidatingAdmissionPolicyf= 28,
FAskx3ValidatingAdmissionPolicy PRICELFRIAR MR BUGE, HERER
REERSFEF.

" ETEHE, AJLAEValidatingAdmissionPolicyPEN TR, AEE
E N HAthZT EE'.HEJEH Eo

" EECELEERE S IEXTKubernetesfiiiresource. Quantity 2B H TR o

HetrtiRes

fEKubernetes 1.28kxZA, ServiceNodePortStaticSubrange 44 gbeta, 7
FREBFHFSIKOEE, BRSmmSHEnROMR. BEAMTESER
NodePort Service/3 Eitim R B R IHSE

fEKubernetes 1.28irA%, HENNT alphatFtEConsistentListFromCache, i
kube-apiserver NEEFHIZMH—EEFIZR, GetFOListiEKrTLAMEFHEEN
iR, MAFTEMetcdIREL,

fEKubernetes 1.28kk7s, kubelets| ﬂ%ﬁagdrop inB% (alphaistt ) . x5
M s iFEkubeletRINRS “--config-dir” #rAISZHE, LARVFRFIEE—ME
ANBZ, ZBRBEZUTF/etc/kubernetes/kubelet.conf{sy ERIKubelet Iz
EO

fEKubernetes 1.28fk74~, ExpandedDNSConfigFtRZEGA, BRASHEITF .
ZSH AT T EDNSHIECE .
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https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
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API TEEFHH

- fEKubernetes 1.28hr7As, 12{itAlpha4FHCRD Validation Ratcheting, 1Z4F
M iFPatchai & UpdateiEsKiR B EUHAASIZNFE, KRIFCRIGIES.
g8

- fEKubernetes 1.28kk4~, kube-controller-managerizfl Y --concurrent-
cron-job-syncs flagF3kig&cron job controllerfYworkers#

fEKubernetes 1.28kkZA, FEiR4FENetworkPolicyStatus, FEtENetwork PolicyA~
BAstatusfgtt,

fEKubernetes 1.28kR7A, JobIFHAIENN T FraYannotationbatch.kubernetes.io/
cronJob-scheduled-timestamp, #Fa<JobRIBIZERTE],

TfEKubernetes 1.28fk7A, Job APIF;7INpodReplacementPolicyfterminating=
&, HApi—B5aitliEapod&lE, JobMEIZIBNEEIEpod, HRINFERAIFH
FiEERELRIRIPodR IS ENERPod ([RITH ) , BEENERIPodTEE
LEEAE#Pod (Fh1TH ) . XE—INAlphatkil4FE, ELUBSEERHEH
JobPodReplacementPolicy kEHiZ4F!%E

#EKubernetes 1.28fk7%, JobziEFBackoffLimitPerindex=FE& . Xpi{EAINETT
JobAIEREE 2 )obFhHIEENPodHZ— BackoffHli, 24JobixZIBackoffAIFRH!
BY, ENJobFSWIRCHRM, HRIERR, B8ifaxRizT8index, tFER
RN indexig EBackoff, EZ{EEIES N HEES|JobiYBackofffRHl .
FEKubernetes 1.28ik7Z%, #hNServedVersions=2E&Zl StorageVersion APIFR, i%
THHRBSRERAFESIN . 1ZIENN=FEEServedVersionsFBTFREAAPIIRSS 85T
LARHAIRRAS o

fEKubernetes 1.28fk7A, SelfSubjectReview i#fNZEauthentication.k8s.io/v1H,
FFHkubectl auth whoamizEM@GA,

1EKubernetes 1.28kk7A, PersistentVolume& T — 1 #FTHI=FER
LastPhaseTransitionTime, HR{EEFERIE—RvolumeitZEPhasefIRdE

fEKubernetes 1.28kk4~, PVC.StatustF&fgresizeStatus, {F/H
AllocatedResourceStatusEZ{t,, resizeStatusERIARRFMEA/IMEERVIRS, BAIA
HNEZFFFEH,

EKubernetes 1.28kR7A, 1&E 7 hostNetwork: trueFFHIENX 7 portsgJPods, H
ENZEhostport=E& .

f£Kubernetes 1.28kFZA, StatefulSetAdPodZ=3 I8 EH FIPodHIIRE
statefulset.kubernetes.io/pod-index,

EKubernetes 1.28kA, PodAYCondition=FEZRAIPodHasNetworkE a3
PodReadyToStartContainers, FARZFRBAMLE . HZEEMINEIZE, sandbox podE
ek, ATLAEmhERE.

TEKubernetes 1.28kfxA, fEKubeSchedulerConfigurationdZi0 T #FAYECEEIR
delayCacheUntilActive, Z&%Atruellt, JEmastertsmAJkube-schedulerfis
ZFEAERER. XRNEEHRNRFRE T END, E2SHEDRREHIERT,
ISR TERIRE .

TEKubernetes 1.28k4A, fEadmissionregistration.k8s.io/
vlalpha1l.ValidatingAdmissionPolicy=riZsilinamespaceParamRef=Eg .

fEKubernetes 1.28kkZA<, TECRD validation rules/hifilreasonflfieldPath, iF
BFPIEEEIEAMAREFIFRIRER .

TfEKubernetes 1.28k4A, ValidatingAdmissionPolicyAICELZFRIAT @IS
namespaceObject3z#Fnamespaceif|a,

M HSRAS 01 (2025-02-21) WA © EARTERABIRAE 69


https://kubernetes.io/zh-cn/blog/2023/08/21/kubernetes-1-28-jobapi-update/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index
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BRBLE FRAEMICHE
e 7EKubernetes 1.28kix74~, ¥5API groups ValidatingAdmissionPolicy &1
ValidatingAdmissionPolicyBindingi2FE/betav1,
e 7EKubernetes 1.28kfx7A, ValidatingAdmissionPolicy 3 & ¥ messageExpression
FE, RRQECHITEE,
IR SITEH

fEKubernetes 1.28kxZA, kubeletigff T flag -short, Eltbkubectl version EIA
i Skubectl version —short#8[E .

TEKubernetes 1.28kfxA, kube-controller-manager/&#flag--volume-host-cidr-
denylist¥--volume-host-allow-local-loopback, --volume-host-cidr-denylist=
FESHRI— 1 CIDRTEESIZFR, ZIEFERxLeit FRSEMA. --volume-
host-allow-local-loopbackgfalseis, Z&1EZAMB[E]1EIPHELEF]--volume-host-cidr-
denylistETiEERICIDREE .

e 7EKubernetes 1.28kx7A, kubelet --azure-container-registry-configiFFBFH1E
REHIRAFEWMIER . i51EMA--image-credential-provider-configfl--image-

credential-provider-bin-dirsRig & .

e 7EKubernetes 1.28kfx7A~, kube-scheduler: ffilf& 7 --lock-object-namespace#/--
lock-object-name, 15{EF--leader-elect-resource-namespacell--leader-elect-
resource-namezfComponentConfigsRECEIXLES 8, ( --lock-object-
nar)neSpaceﬁHEEIEM%ﬂJ‘;%E’J R, --lock-object-namefEskE X BIXIHRAIA
R

e 7EKubernetes 1.28ix7A, KMSVIEFA, UER&ENZEEH .. 5XA
KMSV2, TERKIRAF, R E--feature-gates=KMSv1=trueLA{EFREFREIY
KMSv1IhgE,

e 7EKubernetes 1.28kx7A, &7 UIT4FIEIIZE: DelegateFSGroupToCSIDriver .
DevicePlugins. KubeletCredentialProviders. MixedProtocolLBService.
ServicelnternalTrafficPolicy. ServicelPStaticSubrange.
EndpointSliceTerminatingCondition,

CCE X3 Kubernetes 1.28 WrZANRIIER

SEGER

TERRARHEF AR, CCERXIKubernetes 1. 28R AMITERAAVESR, FHRHLINAEE
58

KT CCEEERHRARIEINRA, 155 WCCEERFRAL IR

K TFKubernetes 1.28 SEMBIRARIEEENILLFIINBERTHINEZER, B5E:

Kubernetes v1.28 Release Notes

5.1.2.5 Kubernetes 1.27 7506

EE]

=HEE5IE (CCE) FAEBIEIE K —HMEAE, MEZIFEIZKubernetes 1.275E%,
A Fr#EKubernetes 1.27hRANEXSF1.25hR AP EAIZR 7R

o FTE4ME
o FHMER
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md
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FEIFE

CCEXJKubernetes 1.27RANA91EE
SEHE

Kubernetes 1.27iRZA

SeccompDefault{FtE 2 H N2 EMER

anFE(EASeccompDefaultistt, BFEEAENT =AIkubelet/ZF--seccomp-
default@p S1THRE . MRBAIZAFME, kubeletERFFE TIEREEIAER
RuntimeDefault seccompBeEXNH, ZEcBEXHASSEEITIIEN, MARFER
Unconfined ( Z2Fseccomp ) &=,

JobAI TWiAEES

Z4FHEEKubernetes 1.22kRARHS5|N, HEIEHNREMR . EAZSHIBERT,
HIFEWPodBEE—ENLER TETT, BINFEFEPodER—RIBX ., Z4FtE
FEEFE)obFHARHEXURAEIES . & alLAERsuspend=E&#E#S)ob, TEJobiEifekH
E®, PodiEtRPAIAEERSD (BN mikiEss. TaFEmtt. REME. BRE)
REFEN . BB NADREERS.

Downward APl HugePagesEi# N EMER

#EKubernetes 1.20ikA, Downward APIS|\T requests.hugepages-
<pagesize>Klimits.hugepages-<pagesize>, HugePageBILAFNIEM:ZE—H£i%
BERIRECEN

PodifflE &S N\ Betaf R

PodBlEfS, KubernetesAERRFSAREESENT RizfTpending k7MY
Pod., 7ESCFRMEFERY, —LPodAlRESBTRIBEAE KA @A Fpendingihzs., X
podal e/ IMERFPRIELLAHETT (@Cluster Autoscaler ) . B3 HExE/M
B&xPodfY.spec.schedulingGates, #Ra]LUEFIPod{di/EFIFHITREE . iFHES
WPodiERMES -

BidKubernetes AP S HE

ItIhRES RISt FAlphabike . SERFEERALEESETS LIRS HEE, AL
AT S EIEThIRSS AR . NFEFERALINEE, BREREZT R EERT
NodeLogQuery4Fti iz, FHHBkubeletfitEiEIRenableSystemLogHandlerfl
enableSystemLogQuery#Rig & Htrue

ReadWriteOncePodifjalt&=iH N\ BetalfftEX

EKubernetes 1.22kkA7, PVFIPVCEM T —FrAvIHIEIET
ReadWriteOncePod, iZINAEManHN\BetafER . B LN PodLUES it
H o MREIEHFRENEREP I E— Poda] LUEENEL B NiZPVC, &{FEMA
ReadWriteOncePodif|alf&Ez(, 1¥EE2 WIHIEEDR .

Podif#h o f2gsR imatchLabelKeys=FEgi# \ Betaff i E&
matchLabelKeys@—"PodiFeE A5, BFEEFEEITESHHUAIPodEE
B {EAmatchLabelKeys=E:, BT FEZEPodETTIRARIEFpod.spec, &
#1288k Operator R EEIE R ENEITHRAGFEIEIR AR ERNE . ERESEISIRIE
matchLabelKeysEEIERE .. 1¥£15152 WPodiEHM LI,
HRIEFRCSELiInUX B IR\ BetaPt ER

ZEANBRT, B28E/ThhRIaHSSELInuirS IR FEREPodE FHIFFEX . H
THRIZIZFE, KubernetesfSEFIEELRIEIN -0 context=<label>R] LA BIZERY
SELInUXt7% . 1¥15152 N RIEIRCSELINUXBIRES
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https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/kubelet/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#mutable-scheduling-directives
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/downward-api/
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#access-modes
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/topology-spread-constraints/#topologyspreadconstraints-field
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/#%E9%AB%98%E6%95%88%E9%87%8D%E6%89%93-selinux-%E5%8D%B7%E6%A0%87%E7%AD%BE
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VolumeManager&Eai# \ BetaPft &

EfgAVolumeManagerfs, MWREFANewVolumeManagerReconstructionfFE
2, E=fEkubeletBaHARERAEERRIA KRN EEHE .

RS SRR ERIZIEFNOpenAPl V3EHNIZEMER

Kubernetes 1.2380RIN T XTOpenAPI v3RIsZs, 1.24kRAFEiH# \BetaffiEs,
1.27E#NSEMER

E#lStatefulSet BaFS

Kubernetes 1.268StatefulSet5| N T — 1 #TBYAlphaZR 345, ATLIEFIPodElAR
BFS. MKubernetes 1.27F74, It4FHEHABetafER, FEETLUMESIEREL
FFE . #1552 Kubernetes 1.27: StatefulSet EshFESEHTiER -

HorizontalPodAutoscaler ContainerResourceZ£BYigfriH N\ BetaP ER

Kubernetes 1.20fEHorizontalPodAutoscaler (HPA) 5| N\7T
ContainerResourceZBYE R, EKubernetes 1.275, Lt4FEHZEBeta, fHMN
A945 14748 (HPAContainerMetrics) ERAME A,

StatefulSet PVCHzIMIFRHE N\ BetaPtEZ

Kubernetes v1. 2732 —FhERBOSEREAHI, BFiFlStatefulSetsHy
PersistentVolumeClaims ( PVCs ) B94dap/EHE . XFFAIPVCIRBIRER SIF AR
e IS StatefulSetel Z 45 R StatefulSet R UEIARS, 2BENRISE2IREM
StatefulSet#l£9tEHRERLAIPVC,, 1¥£15152S WPersistentVolumeClaim{RE8

iR ELA R

W EEHRBBEKUbernetes 1.27FERAlphatF RS IN . LFERIFRAFYIZ
PNERHITHRE, REEAERIEIIEIEI—XE, SEBIRSIRERKES
PersistentVolumeClaimsHLUHTHRIR . XM FF IS CSIEIRTNER . 1£15
520 Kubernetes 1.27: N ERATHEESHARIBAIFIAPI,

kubectl apply#FHEELZE. B

fEKubernetes 1.5kxAH, kubectl apply5|I N7 --prunetrE KA BB ENZR
B, FtiFkubectl applyENBENHEIECEPHIFRAVSRIE. 2AM0, WARY--prune
SCMEERITERGE, SR EEEEHSEEIMTH. Kubernetes 1.2771, kubectl
applyiRtEFApplySetfsiF B, HEiktFAlphafER, FiEES I ERERE
{43FKubernetesydSiH{TRII EIE,

JINodePort Services> Bicim [ATE G 5

f£Kubernetes 1.2798, EATLAS SRS Jiz
ServiceNodePortStaticSubrange, JgNodePort Service{FFAARERVIHOSESR
B%, mEAHSRRINEG . HBNZAFIETFAlphaPiER

[RiEEEPod &R

EKubernetes 1.27%, RIFHAFPIEEZSBEZEPodBICPUFINFERIRAN, MEE
EFEMAE., YanziFELTFAlphafhEs, #5555 Mm-S,
hnePodEzh

fEKubernetes 1.27707 7 —RIIBSEEZE, LIRSPodiIBINEE, flanFt
THRIFHEL. IBSKubeletZAAPIBM EHIRES . 1¥15152 WKubernetes
1.27: XFhtRPodBahAYHRE -

KMS V2i# N\ Betaffi %

KubernetesREYZZ$AETEKMS v2 APIHENBetaf B, STKMSIIZREIZFAIIERE
BT TEASGH .. FIEES IERKMSIRENHTEIRINE .
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https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/blog/2023/04/28/statefulset-start-ordinal/
https://kubernetes.io/zh-cn/docs/tasks/run-application/horizontal-pod-autoscale/#container-resource-metrics
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#persistentvolumeclaim-retention
https://kubernetes.io/zh-cn/blog/2023/05/08/kubernetes-1-27-volume-group-snapshot-alpha/
https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
https://kubernetes.io/zh-cn/blog/2023/05/12/in-place-pod-resize-alpha/
https://kubernetes.io/zh-cn/blog/2023/05/15/speed-up-pod-startup/
https://kubernetes.io/zh-cn/blog/2023/05/15/speed-up-pod-startup/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
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e TEFRCRI vialpha2

Kubernetes 1.26RZAFEZ1FCRI vialpha2, BFEMAv1 ( ExRcontainerdhias
>=15.0) ., XEKEKubernetes 1.26¥5A X #Fcontainerd 1.5 xR ERHIRRA;
wEFREcontainerd 1.6 xEESRAE, ZEeE1Z T mATkubeletFHRE1.26,

(MEELY::
CCEBmIfEAAcontainerdhkA~91.6.14, EFHEEK. WFERTT =AFEcontainerdh
AER, BT REENRFRE.
o FEFIRSEC Alpha API
fEKubernetes 1.26hRA, FEEISRIROECIIEE, AFPodZEFIPodAEEEEZ
EERIEERR, ZiFAPRESEVRAERIER. 1238t Talphafis, &
EFRADynamicResourceAllocation4F | JZEFresource.k8s.io/v1alphal APIZH,
EENEEEMNFERRRERDEF . BSEE, 152X Kubernetes 1.26: 5
AS&IESE Alpha API,
o  TRIHAEXAIFHN\BetaPEg

fEKubernetes 1.26 A, TIFREXAYFIEREBetalR, BIAEEH. ZHkubelet
BT kA E R EE N LU MR BMSRISRAI T R AR ERY, BaX@AMIAAE
KR, FEES BT AdEEmExXiE .

o IEEHEEHATIEPO fsGrouplEiEssCSIIREIFE

B fsGroupEAELA CSIIRNIE FEIE R SefEKubernetes 1.22F{E9AlphatFi4s|
AN, FfEKubernetes 1.2500#B EBetafk7& ., 1Zz4FEEKubernetes 1.26E2# A
EXEHBMER, 1FBEES IIEEN R EINE N EIRA CSIIRENTERF

e PodiAERET
Kubernetes 1.265| N T —" N #f9Pod4F 4 schedulingGates, BJLALLIERESER4NZ
AR LARITPodiAE . i#EES I PodiAEMES.

e CPU ManageriEx &%

CPUETESEEkubeletfd—EB%>, MKubernetes 1.103ZE Beta, BEISEIH S
CPULFRLASEE, iZ4FEEKubernetes 1.26 EHNREMER, 11552 iS4
= FHICPUETRESER .,

e KubernetesiiiE TiEAUHE
AL REPTS m AR EF TR FEndpointSlice R IBRR AR IER A BhRA,
ProxyTerminatingEndpointsIHgEHZKk oBetafR A,

o MIFEGIRTEFHEEIER
Kubernetes 1.26 fiFEREIEEF AR EZ = EAT 9PersistentVolumeClaim
IBEHIRE. SENzfFELTFAlphafiE:, FEES NEwATAEEE.

o TNEAAYEAIAStorageClassiH \Betaff R

Kubernetes 1.255| N7 — Alpha4F R E i E IAStorageClass# 53 il
PersistentVolumeClaim (PVC) 895, BREWFME, BABFELOIEIA
StorageClass, BEIiEPVCROELSE, Lboh, {EaFRsBoStorageClassHIPVCESE]
VATES S #T . i TEKubernetes 1.26 HE# \BetafHE, i¥IBi5SNENE
JBRYERIAStorageClassHitiE .

e PodDisruptionBudgetsz 5 E AMEEPodAYIKIZ SR

Kubernetes 1.26781F$1X3PodDisruptionBudget (PDB) {§EAEEPodIKE %R
B, XEMTFEDSRTERREHREFRG TR .. SenziF T BetafiEs,
FEESIAERIPodIKZEREE .

o UHFIREIKFHRFEPodI=HIZEHIEIE
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https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/blog/2022/12/15/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/blog/2022/12/15/dynamic-resource-allocation/
https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/#%E5%B0%86%E5%8D%B7%E6%9D%83%E9%99%90%E5%92%8C%E6%89%80%E6%9C%89%E6%9D%83%E6%9B%B4%E6%94%B9%E5%A7%94%E6%B4%BE%E7%BB%99-csi-%E9%A9%B1%E5%8A%A8%E7%A8%8B%E5%BA%8F
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
https://kubernetes.io/blog/2018/07/24/feature-highlight-cpu-manager/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#optimizing-internal-node-local-traffic
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#endpointslice-conditions
https://kubernetes.io/zh-cn/blog/2022/12/30/advancements-in-kubernetes-traffic-engineering/#traffic-loss-from-load-balancers-during-rolling-updates
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#cross-namespace-data-sources
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/disruptions/#pod-disruption-budgets
https://kubernetes.io/zh-cn/docs/tasks/run-application/configure-pdb/#unhealthy-pod-eviction-policy
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ExpandinUsePersistentVolumes, ExpandPersistentVolumes )
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fEKubernetes 1.27hRZ%, F8F&CSlInlineVolume4EH k]2, CSI Ephemeral
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EKubernetes 1.27hA, FFREphemeralContainers§FiEI 122, ¥3FKubernetes
v1.27, IGRTEEEHIAPISTHFR TSRS ; EphemeralContainerst i JERE#HHE
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Ephemeral Storage Capacity Isolation4F 47 v1.25 FHMEIEX A L
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MHZRFEEFE . MRAHIGRIFERYEFEREE TEENRS, kubeletiGIKE
Pod. 43|25 LocalStorageCapacitylsolation(G#Ev1 . 27hR A iEFSES

EKubernetes 1.27hx A, #FRNetworkPolicyEndPort4F4[]2%, Kubernetes
v1.25 &G NetworkPolicyspfdendPortith EIEH &% . SZHFendPort=2ERRY
NetworkPolicyi2 it 2 Fr] B FeE—&R5im LN FANetworkPolicy .

TfEKubernetes 1.27hrA, F8FaStatefulSetMinReadySecondstFIEI1ZE, FTFER
StatefulSet—&F3AIPod, RBEZHPodZE/PEminReadySecondsHigERYIFLEHA
WA A (FHEIHEE ) BT, KubernetesA£iGItbPodiRiEHRiE, &S HEAE
Kubernetes v1.25FR1F R, & %5, StatefulSetMinReadySecondsiit| IZIG4HE S
true, F1EV127hRAHHEILZER .

fEKubernetes 1.27hR7, #EkIdentifyPodOSEFtEIIEE . BRIZIFIEITEE, &0
LAAPodiEEIRER S, WWIUFIEIFEV 25RAHANIZE . IdentifyPodOSHEIE
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https://support.huaweicloud.com/usermanual-cce/cce_10_0213.html
https://github.com/kubernetes/enhancements/issues/2436
https://github.com/kubernetes/enhancements/issues/625
https://github.com/kubernetes/kubernetes/pull/111258
https://github.com/kubernetes/kubernetes/pull/111258
https://github.com/kubernetes/kubernetes/pull/111513
https://github.com/kubernetes/kubernetes/pull/111513
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
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fEKubernetes 1.27hR7AN, F8fkDaemonSetUpdateSurge4diti &2, Kubernetes
V1.25hRAIEFRTE T X DaemonSet PoddiRiEZ 5, HLMREAN T RAREMERLD
ZRZHAEIDaemonSetAY{EN1ATE] . DaemonSetUpdateSurgeddit 12N
Kubernetes v1.27#F5R

T‘Kubernetes 1.27hRZAER, FB&--container-runtime ap$1TE83. kubelet 5 —

HEHENSTEE--container-runtime, FHEEEFRdockershim{tidjg, M
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API,
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APIERABIFlowSchemaFPriorityLevelConfiguration, #5152 W& &I THRAH
TEERHUAPI, {BLEAPIMKubernetes 1.230RAFFH4, BILA{EFR
flowcontrol.apiserver.k8s.io/v1beta2; MKubernetes 1.26hRAFa, BILAER
flowcontrol.apiserver.k8s.io/v1beta3,
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BRIXLABZLinuxakWindows3z31F . LinuxFBFP Rz{#EIptablesslIPVS, Windows
FAF RifEEFEKernelspace, TE(FHM--mode userspace=kM

- Windows winkernel kube-proxyA~gE3z#FWindows HNS v1 APIs,
FH--prune-whitelist¥r&

TfEKubernetes 1.26hRA, 37T #FInclusive Naming Initiative, --prune-
whitelistiriSHEFA, FEHRA--prune-allowlist, IZIREERFISHEILER
BIRunSKubeletficE
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TEKubernetes 1.24krZAH M KubeletiEfREXHS, fEKubernetes 1.26kRZANM
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M Kubeletfie EXHPAIEEFKubelet, ES(ERE, B2 M EKubernetes 1.26fRA
MAPIServerfBBREXRB .
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FHHkubectl rungp$172%

fEKubernetes 1.26hR7A, kubectl runzR{ERIY LN Fan SRS HFHA, #T“
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kustomize. --recursive. --timeout. --waitFXLFaps,
BRSHTHEXNEGHSITESH
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https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://kubernetes.io/zh-cn/docs/reference/using-api/deprecation-guide/#horizontalpodautoscaler-v126
https://www.cncf.io/announcements/2021/10/13/inclusive-naming-initiative-announces-new-community-resources-for-a-more-inclusive-future/
https://github.com/kubernetes/kubernetes/pull/113116
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/38186
https://github.com/kubernetes/kubernetes/pull/112261
https://github.com/kubernetes/kubernetes/pull/112120
https://github.com/kubernetes/enhancements/tree/3cb66bd0a1ef973ebcc974f935f0ac5cba9db4b2/keps/sig-instrumentation/2845-deprecate-klog-specific-flags-in-k8s-components#removed-klog-flags
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e Pod Security AdmissioniE NF2EMER, FFEFRPodSecurityPolicy
PodSecurityPolicy#/EF, FrigfttPod Security AdmissionBt, BEARNFRESE
A2 MPodSecurityPolicyiF#EIEAIPodSecurity ENIZHIZE

e Ephemeral ContainersiF A2 EER
IEE &SRR EMERIPod P ERIRIEAN AR . EXHEAIRSHIER, SHlE
HRENER B8, BENZERCEHE AR GRZ A TEAER
kubectl execd,

o Xfcgroups V2EISZIFHNIZEMEL
Kubernetessz#Fcgroups v2, Scgroups vIFBELIR M T —LeXns, 1£5
cgroups v2,

e SeccompDefaulti2FZIBetatkz
MREBFZZIFE, FELEkubelettBNNEihE%9--seccomp-default=true, X
HEEIAFFEseccompfRuntimeDefault, EABNRFANLS , 1.258E8H5R
BXFERER “seccomp.security.alpha.kubernetes.io/pod” #1
“ container.seccomp.security.alpha.kubernetes.io/annotation” {&F
seccomp, 15{#EMHpodslcontainerd “securityContext.seccompProfile” G
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.27.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.26.md
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/migrate-from-psp/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/ephemeral-containers/
https://kubernetes.io/zh-cn/docs/concepts/architecture/cgroups/
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/
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Network PolicyPRIENdPort EF NSRBI, IZ4FET1.21REAEN . TERE
NetworkPolicy#riEEndPort, BJLUEE—"Port;EBE, &#®EBE— Port,

Aitlni SR FHEEEREENTEMR

AIERIFIE S ERE IR TXIPod Z B A IR FE R 2R BAIZIF, M0
EmptyDir, Eitt, R —PodXIAMIGEIFIERERNEFEBISIZIRS, FATLL
BT IKEPod KM PRBI AR HZ R IRAYHFE -

CRDIGUFFRIAT B S HEK IBetafi ER

CRDIGIFFRIATIES EFK NI beta kA, X(FESEBUAERBERFRANIES
(CEL) BWiIFTHENREMRATRE, BESERIFMIIES .

3| AKMS v2 API
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( Kubernetes Secrets ) , IWIZFEHTHEEIMEE, BIFETAES-GCMF]
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- fEKubernetes 1.25hk4~, StatefulSetfminReadySecondsit NI2EMER, 7
B PodSF—ERFRHART B RZEStatefulSetliREI L& . BEBER, 152
NERIGHMEDE

- fEKubernetes 1.25ik7A, DaemonSetfdmaxSurgeit N\i2EMER, FIF
DaemonSet T{EGAH RGN _ L&LHRBIE—1N T = EiE1TE— PodAYZ/N5L
5, BEIFEDaemonSetiY=H AT BIPEZEIE{K. DaemonSet A FeiF
maxSurgeFlhostPortEIRNER, EARENERAIPodTZHZE—T5 =AY1E
Biw., BSEE, 55 DaemonSet T{EGAERH L4k
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XtfsEFBuser namespaceiz{TPodiEfftalphasz$F, 1&PodMATroot FIFIRETEIZSES

SMYFEEID, (FENBRERAEEErootBNIETT, MNENBEEEEMAIEF

WEF. BRiEATFRUME, SEFEFEE

UserNamespacesStatelessPodsSupport, HERBSS={TAIM RIS IFIEIN

ge. BEZBERE, B&XI{ERuser namespaceizfTPodig{italphasziF,

Kubernetes 1.24kRA

Mkubeletdffif& Dockershim

DockershimB1.20iRA#AREFLAR, E1.24MRARIETX M Kubelet{SiB+H#FR, a0
RiAFB(FERDockerfE AR BRI THIRYE, FEYHRcri-dockerd, skE{FHE(M
S HFCRIFVIZTTATEL #NContainerd/CRI-0%5

MDocker Engine tJJi%ZlContainerdASiIEIES WG R A 855 | Z M DockeriFi%
ZlContainerd,
(10 %88

REETEHIEE A Hagentai & N ARk iDocker Engineld, LbanfEMRRSF{EHdocker
ps, docker run, docker inspect®, EEFEFESSHMruntime, LURIRAIFRECriis
[N

Beta APISERIAKA

M HSRAS 01 (2025-02-21) WA © EARTERABIRAE 77


https://github.com/google/cel-spec
https://github.com/google/cel-spec
https://kubernetes.io/zh-cn/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/pod-lifecycle/#pod-has-network
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
https://kubernetes.io/zh-cn/docs/tasks/manage-daemon/update-daemon-set/
https://kubernetes.io/zh-cn/blog/2022/10/03/userns-alpha/
https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0601.html
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e 7#FOpenAPl v3
EKubernetes 1.24kRAf5, OpenAPI V3ZEKAFS .

o FHEARERFFIHHNIZEMER
TEKubernetes 1.24kAf5, CSIStorageCapacity APISZ35R X510 HRYFE XK
N, HBIRPoAAERIEEEFEAENT =L, FHPVolumesBlIFEFIIEE KM SEAY
PodiAZIER, FHEEEENIFREEE.

e gRPC IREtFERZEBetafHER
fEKubernetes 1.24hRAKfS, gRPCIRETIH A\Beta, ENARTF4FEIJIESH
GRPCContainerProbe, {EHARESNEEFE .

o M Ti=LegacyServiceAccountTokenNoAutoGenerationZRIAE B
LegacyServiceAccountTokenNoAutoGenerationf3 4| JiziH A betalkZs, BAS
FERE, FREBABHService AccountBE 4Ry Secret Token, YNRFBE(E
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Secret,

o R IP DECLAIRSZAYIREE
Kubernetes 1.245| N7 —I#hINEE, FiFHRRSSAVERSIPHENSACARIRESSEE -
BIEFENEALINEE, EEPEMIRSSIPHBIEEPBERISECIP, MibEHsRXEE
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fEKubernetes 1.24iRAfS, KubernetesEFGo 1.18471%, EMARBEZIFSHA-1
SFEEEIBTIBESE, FIINISHATWIthRSA. ECDSAWIthSHA1E %, =R
SHA256 £ 4 R ATIEBHITIALE -
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TfEKubernetes 1.24kRANfE, StatefulSetsz#FrJficEmaxUnavailable2#L, {F18
R E Ao LAE HRit{= 1EPods .

o  TRIEKEXAHNAlphaiER
fEKubernetes 1.247, T IEAEXAFERAlphakR. HkubelethI T X AE
TSN RIS RIS T X AIR(ERY, PRXBAAMIAS2EEY. F15
B2 IED SIERmEXEF.
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Kubernetesi@ & tll#EiptablesiiRIIRIXLEMBEIRE L, XLiptablesti# R EH
BIRETFKubernetesIERCIIRVM TS, (NIHWEMFERIZSE, Baia LBk
Y‘“P\]*‘B:&ﬂﬁlﬂw, Kubernetes/S A E AR ESTIF R L T B{KEIX L PO ERCTIZH
. ISR, 152 W KubernetesfliptablestitEA=ZAPI,

TKubernetes 1.25k S, Kubeleti@ZIPTablesCleanup4Fit| JE o M ERSTROE
B, BATARENATEH BIZiptablesi, $IaNKUBE-MARK-DROP. KUBE-
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https://kubernetes.io/zh-cn/docs/concepts/storage/storage-capacity/
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/#configure-probes
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/services-networking/service/#service-ip-static-sub-range
https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/zh-cn/blog/2022/09/07/iptables-chains-not-api/
https://github.com/kubernetes/enhancements/issues/3178
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e 7EKubernetes 1.24kRZAf5, Service.Spec.LoadBalancerlPi&&FHH, ERETEE
FXREIMY . BEABEE X annotation,

e TEKubernetes 1.24hARf5, kube-apiserverigZff2#{--address. --insecure-bind-
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e VolumeSnapshot vibetal CRD#EKubernetes 1.20iRAFIEF, FEKubernetes
1.24MRAHHERR, FTeKAVIIRAS

e 7EKubernetes 1.24kxAfS, #ERE1.11MRAFEFAIservice annotation
tolerate-unready-endpoints, {#FService.spec.publishNotReadyAddresses{{

&,
e fEKubernetes 1.24kRAf5, [E&Emetadata.clusterName=zEZ, HISET—HRE
R o

e Kubernetes 1.24RLUSHINRA, ZEBRT kube-proxyiiifNodePortf9i@ig, £
NodePort5A#Znet.ipv4.ip_local_port_rangesEEIE PRBER T, AJAtaSH
BENTCPELERNER, SHEBEEENW. ISSEFOME, H&Kal, 5
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e, EZ(E8, 52 KubernetesttXPR,
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https://github.com/kubernetes/kubernetes/pull/107207
https://github.com/kubernetes/enhancements/tree/master/keps/sig-instrumentation/1753-logs-sanitization#deprecation
https://github.com/kubernetes/kubernetes/pull/108496
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.25.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.24.md
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FlexVolumel&F, EI{FEHCSI,

HorizontalPodAutoscaler v2hRAGA, HorizontalPodAutoscaler APl v27E£1.23fk
AR EIEE . AEiI{EHHorizontalPodAutoscaler v2beta2 API, FEIN{EFIHT
HOV2ERZASAPI

PodSecuritysz#Fbeta, PodSecurity®{{&FTAIPodSecurityPolicy, PodSecurity
B NENRGHIZE, ERIERELERIANFEDRZTAREEar3 T iEaHaIPod
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FRIERAAPISIZEBEENERREN, SSHENOIFEEM, HimmsziaiEin
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KuberneteshR A& BRI —F4MRAZT A—F 3P R,

StatefulSets z#FminReadySeconds,

GERITBIARIEPOd uidHERFREIEZEMIFRPOd ( LogarithmicScaleDown ) ., EF

ZA4FE, ATLUESRPodRESHIREL Y, ERERTPodin Mo LIk RAYIEIRR
BEZ(ZE, 152 WKEP-2185%issues 96748,
BoundServiceAccountTokenVolumeiFtt 2fasE, izt HEEIZIEFHIRS S

( ServiceAccount ) Tokenf9Z& &, M3EZ 7 PodiEHTokenfy /5=, Kubernetes
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https://kubernetes.io/docs/concepts/security/pod-security-admission/
https://github.com/kubernetes/enhancements/tree/master/keps/sig-apps/2185-random-pod-select-on-replicaset-downscale
https://github.com/kubernetes/kubernetes/issues/96748
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.23.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.22.md
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o  AoJTHYSecretFlConfigMapIlEEHRIIREIRTS . MIXLEERIRIANIN T —1 FHY
AOLFE, LUEEEN., EHE{(RIFER RS n st TE R RN AEFIIE
o AAXLEREZARIZR, kubeletAe Mk IHER . X/ T kube-
apiserverfYfazk, 125 7Y BHMMEE, E2ERE, 152 Immutable
ConfigMaps,

o METRXAMEEHRIMIRES ., BIILEF, kubeletA] LARIIT X4,
FaT AL LE IHZ T =HPod . EWEFIZEI, ST =X, HPodigBE1E
FRERRYZZ LA, XS T TEGHEM ., Mitkubeleta] LAEE systemdia
MBEMEXFARIRSE, FHEHIETIEITHIPod, FEEMTERLELL,

o BBEZNAEMPodIERTLUEEKubectl.kubernetes.io/ZRIA 22 FEE kubectl
S TESES .

e PodSecurityPolicy/&3, ¥15i5Z&Whttps://kubernetes.io/blog/2021/04/06/
podsecuritypolicy-deprecation-past-present-and-future/,

e BoundServiceAccountTokenVolumetFitiH N\Beta, iZ4FIEREIZIRFHIRSIKS

( ServiceAccount ) Tokenf9ZL £, MZ T PodiEH Tokenf95=,, Kubernetes
1.2V RLA ERRARIERFH SIS -

#[X1.20 ReleaseNotes
o APURERFIAFHERZIMIAT, BABH. XtiFkube-apiserverfZ {5tk
SHENBRIHITHZE, ESEE, 152 WAPI Priority and Fairness,

o {28 exec probe timeoutsFARIAIBUG, TELLIEEZH, exec IRMBEAEE
timeoutSeconds FE ., R, IFRNELREIzT, EEBIHEEMNELERER,
BRREIER, BTN, NRKIEEE, BEREOME, BAMERF . 10
RIFNASERBIT—F), IRt SHNBRRIEEERW . BEFRATHREFERZS
THRIR FEHtimeoutSeconds=EZ . #75|\BY ExecProbeTimeout 454 JizFriE
;itE’ﬂ%@%ﬁﬁ?ﬁﬂ’ﬁﬁﬁ‘éﬁ]&r&‘kgﬁuL‘lﬁﬁﬁ’ﬂﬁ?ﬂ, (BIXMT B ERERAPHIE

AR

e RuntimeClassEiAFFREIRT . RuntimeClassZRigt 7 —HlHl, BAFIFE
BEhpIZMNz1Th, FEEXRZARE TR ERE ATEIESIFHE.

o  kubectiFiX EiXZ MRS . kubectliEiXEZMkubectBRHIT & IEIX TIER
SRS

e DockershimfE1.20{ARC KR, BElfEnIIASEEERfPFDocker , %X
S&EEFERNSEER (Image ) XK. BURIARTLUERDockeriaZARRIE
8. E2(EE, 5= Dockershim Deprecation FAQ,

SE
XFKubernetes 1.21 SEAMRARIIEEEITLLFIINEEEHIEZ(EE, B5SE:

e Kubernetes v1.21 Release Notes
e Kubernetes v1.20 Release Notes

5.1.2.9 ({E1F4H ) Kubernetes 1.19 fRZSi5AH

=HEES|E (CCE) FEEEIT X —BMINE. AXNBCCEAKubernetes 1.19k%
PN SRR 2 S

BRETESHFH
#tX1.19 ReleaseNotes
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https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
https://kubernetes.io/docs/concepts/cluster-administration/flow-control/
https://kubernetes.io/blog/2020/12/02/dockershim-faq/
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.21.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.20.md
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o ENXtvSphere in-treeiFFEZEvSphere CSIIRENAISZ I, in-tree vSphere
Volumell IS A BER, FHEGRATRA IR

e apiextensions.k8s.io/vibetal BFF, #ZFEHapiextensions.k8s.io/v1,
e apiregistration.k8s.io/vibeta1 BEFH, ##={#Hapiregistration.k8s.io/v1,

e authentication.k8s.io/vibetal. authorization.k8s.io/vibetalE2&FH, 1.2245%
f&, ¥EFF(Fauthentication.k8s.io/v1. authorization.k8s.io/v1.

e autoscaling/v2betal EFH, #ZF{FEautoscaling/v2beta2,
e coordination.k8s.io/vibetal7E1. 19 EFH, 1.224588%, EEEFFERAvVI,
e  Kube-apiserver: componentstatus APIEFH.

e Kubeadm: kubeadm config viewds S EMFR, FHEERKMRAFRIFR, 1BF
Fkubectl get cm -o yaml -n kube-system kubeadm-configSRE1E5KEX

kubeadmfcE .
e Kubeadm: FHAIkubeadm alpha kubelet config enable-dynamicép<s
e Kubeadm: kubeadm alpha certs renewdp<--use-apiZHEFH.
e KubernetesF~B3ziFtasEhyperkubeizif o
° Regove --export flag from kubectl get command - kubectl gets#fx --export
e alphafFtt “ResourceLimitsPriorityFunction” E5E2MIFR.
e storage.k8s.io/vibetal©&FH, #E7F{EFstorage k8s.io/v1,

#tX1.18 ReleaseNotes

e  kube-apiserver
- apps/vibetal and apps/v1beta2 FEREZRBEABIRIHIRSS , [FHapps/v1E
(e
- extensions/vlbetal Fdaemonsets, deployments, replicasetsF~BitiR
55, fEapps/V1EHK.

- extensions/v1betal Fnetworkpolicies~Bi2HRSS, FEMH
networking.k8s.io/V1&1{<{ .

- extensions/v1betal FpodsecuritypoliciesA~Bi2ttiRsS, EMpolicy/
vibeta1&ft,

e kubelet
- --redirect-container-streaming MEEFER, V1208 EREFR .

-  HREESiRS /metrics/resource/vialphal AR ItinS FRIFFEESMEINE
FH. B IRR /metrics/resource FHIEENE:

®  scrape_error --> scrape_error
®" node_cpu_usage_seconds_total --> node_cpu_usage_seconds

"  node_memory_working_set_bytes -->
node_memory_working_set_bytes

®  container_cpu_usage_seconds_total --> container_cpu_usage_seconds

®  container_memory_working_set_bytes -->
container_memory_working_set_bytes
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SEME

®  scrape_error --> scrape_error

- TEERAIEITHRA, kubeletiEABRIECSIHLEEIZECSI NodePublishVolume
BirEF. et BN EFCSIIRENER, LUIEMBIZEFIMMIEBIRIZR,
e  kube-proxy

- --healthz-port#--metrics-portSEARZENER, i5{FH--healthz-bind-
addressF--metrics-bind-address .

- ¥INEndpointSliceProxyingIhagiEkIRLAIZHI kube-proxysHEndpointSlicesf{E
H, BABR TEZRLLINEE.
e kubeadm

- kubeadm upgrade nodefJ--kubelet-version2# EFH, SERLEMRASH
138

- kubeadm alpha certs renew#p<Hi--use-api2 ¥ 2 &EH .

- kube-dnsBFH, ERERAIRAFEFABESS.

AR RIBR o
e  kubectl
- --dry-runFREiFAbooleanflunset values, FrhkAFserver|clientnones
WIEA

- kubectl apply --server-dry-runB2%H, &i#ef9--dry-run=server,
e add-ons

HiB&cluster-monitoringiff4

e kube-scheduler
- scheduling_duration_secondsigtrEF.

- scheduling_algorithm_predicate_evaluation_seconds#[]
scheduling_algorithm_priority_evaluation_secondstgtrE2 &, {#F
framework_extension_point_duration_seconds[extension_point="Filter"][
framework_extension_point_duration_seconds[extension_point="Score"]&
(o

- JAERREEAlwaysCheckAllPredicatesBE & .

o HfthT{k

- k8s.io/node-apitEFAEBHEH . (EABM, BILAER{IFKSs.io/apiFaT
RuntimeClass2:BY#1{7Fk8s.io/client-goHAYgenerated clients.,

- BMapiserver_request_total iR “client” #5%,

XFKubernetes 1.195E R ARRIEREITLLANTNREEHIEZ(EE, BEE:

e Kubernetes v1.19.0 Release Notes
e Kubernetes v1.18.0 Release Notes

5.1.2.10 ({S1L#47 ) Kubernetes 1.17 iRAi5ER

=A% (CCE) FSBER—HMEAE. RNBCCELTRKubernetes 1.174)
PANTIL N REER T
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.19.md#changes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.18.md#changes
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BFREESFHFHA

HithZF s

SEME

apps/v1betal#llapps/vibeta2 FEAE RIEABIRHIRSS, FERapps/V1EK.

extensions/v1betal Fdaemonsets. deployments. replicasets~BIgHtIRSS, fF
Flapps/V1EL,

extensions/v1betal ~networkpoliciesA~Big#tiRsS, {#FEnetworking.k8s.io/v1
B,

extensions/v1betal ~podsecuritypoliciesF~EBig{thRs5, {FHpolicy/vibetalE
o

extensions/vibetal ingress v1.20iRAFBIRMHIRSS, HFin{ER
networking.k8s.io/v1betal,

scheduling.k8s.io/v1betal and scheduling.k8s.io/v1alphal T~AYPriorityClassitx!
E1V7 AR BIRMIRSS, T8 ZEscheduling.k8s.io/v1,

events.k8s.io/v1betalHievent series.stateZEREEE, 151E1.18MAF LR,

apiextensions.k8s.io/v1betal ~CustomResourceDefinition2/EZ, B#E1.197R
BiEHIRSS, {#Fapiextensions.k8s.io/v1,

admissionregistration.k8s.io/v1betal MutatingWebhookConfiguration#[]
ValidatingWebhookConfigurationE&#, $E1. 194 BIRHRSS, (FA
admissionregistration.k8s.io/v1&it,

rbac.authorization.k8s.io/v1alphal and rbac.authorization.k8s.io/v1betal#Z/&
#, {FMrbac.authorization.k8s.io/V1E{L, v1.20&8FR{Z1EIRSE .

storage.k8s.io/vibetal CSINode objectERHEERFKMAFTIER

FEFR0utOfDisk node condition, M 9{EHDiskPressure,

scheduler.alpha.kubernetes.io/critical-pod annotationE2##kR, NEEX IR
HpriorityClassName,

beta.kubernetes.io/osfllbeta.kubernetes.io/archfE1. 14l AP ELREZ, 1TXIE
1.18hRAHFERR

22 | F@Eid--node-labelsigEkubernetes.iof1k8s.io I BIZRAIIR S, EhRAH
kubernetes.io/availablezoneiZlabelf£1.179%8k&k, X Hfailure-
domain.beta.kubernetes.io/zone3kEXAZE £ .

beta.kubernetes.io/instance-type#[E7, {FMnode.kubernetes.io/instance-

typeEfit,
#FR{kubelet_root_dir}/pluginsi&2,

TR B LR M B system:csi-external-provisionerflsystem:csi-external-
attacher,

X FKubernetes 1.175EHBhRAAIMEREXILLFNTNEEEHEZ(EE, BSE:

Kubernetes v1.17.0 Release Notes

Kubernetes v1.16.0 Release Notes
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.17.md#changes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.16.md#kubernetes-v1160-release-notes
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5.1.2.11 ({S1L#37 ) Kubernetes 1.15 iRZAi5E8

=HE5|1% (CCE) FEBEH R—BMIAIE. AXNBCCERfKubernetes 1.15kR
PNZIY i REERTE

R T RIS EIF S EIMERARIRSS, MIREERREN TERIKuberneteshii A, 5
S IE AR ARG R Z Bl 2 A9KubernetesEEE

hRAi5HE

CCEEtXtKubernetes v1.15hR AR M 7 2 HEERAVBHAMFAFAR, vI1SHREAGER
IMERA, BOv1.15.11%0v1.15.6-r1,

BFREESHFHA

SEHE

extensions/vibetal/dIngressBE &, 1.19IEXNE=ER, 1T5E)
networking.k8s.io/v1betal

extensions/v1betal®NetworkPolicy 1.16IERE{S{ER, 1Ti8Z!
networking.k8s.io/v1

extensions/v1betal/PodSecurityPolicy 1.16IENE{=(EMA, FF8Epolicy/
vibetal

extensions/vibetal. apps/vibetalziapps/vibeta2fdDaemonSet.
Deployment. #ReplicaSet, 1F#Zapps/vl, 1.16kRAE=ER

PriorityClassF#&Zlscheduling k8s.io/v1, scheduling.k8s.io/vibetal#]
scheduling.k8s.io/v1alphal 1.17IENEFH

events.k8s.io/vibetal Event APIfseries.stateFEREFR, 1S1E1.18hRAHFE R

1 Xv1.135v1.15hRAZ[BJHICHANGELOG

v1.14%v1.15892%4k :

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.15.md

v1.13%v1.1489%54k :

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.14.md

5.1.2.12 ({E1L#4P) Kubernetes 1.13 iRZASi5AA

ARG (CCE ) FRRISfE R—BIMIATE . A0/ MACCERFiKubernetes 1134
AFHHEEIR
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.14.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.14.md
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2 5-1 v1.13 iR ANEEEHIH AR

Kuberneteskizs hRZAi5488

( CCEtZ3ghR )

v1.13.10-r0 FERF:

o CCEERFSHIFMINARMTI =

o HIIETIFRERR

o ARGHMETIHEERE, TEAHYETIHRERS
B/ BRI/ SERT

o CCEERYIFCIEEBEESET = ( BRBEML )

o TIFANMEEIT = (35S B Ascend 310 AIRMESE )
ERTERIRE. TS, BB ELRESS
=

o iFHCEdocker baseSize

o MM EATEFMAE

o I RHUIERNISAFTE

o TIFEERfcpuEIERHR

o NIFEMTHTRETMN (BeSFBEMLE )
v1.13.7-r0 EEE:

o Kubernetes[@11[X1.13.7hrR A

o ZIFMLEIEME ( NetworkAttachmentDefinition )

-

SEpk
T XVv1.115v1.13RARZ[BJAICHANGELOG

e Vv1.12%v1.1389%1k:

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.13.md

e V9L.T1EIVI. 128931k :

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.12.md

5.1.2.13 ({E1L447 ) Kubernetes 1.11 iRZi5AR

=ARES|E (CCE) B X—EIEIAIE, AXNMACCEATKubernetes 1.11hR
PNZIY S RUEENRT)
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.13.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.13.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.12.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.12.md
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& 5-2 v1.11 iR AREEE$R AR

Kubernetesfizs MRASi5 AR
( CCE{B33AR )

v1.11.7-r2 T4

e GPUZIFV1003EY

o HEETISIURER

v1.11.7-r0 FEIFM:
e Kubernetes[E:£4tX1.11. 7k A

o TiFBIET S (nodepool) , FEHAN/EEMSARMEEES
g

o CCEERNIFEIERERTR (VPCNE ) , XIFRE
BHEIESHE

o GPUIZ#FV1002:EY

o T1MEEHEAOMBEZE @A H

o ServiceXz#FiAHnZEE) iR

o ZIFHRSSMER

o EHMNIFREENBNTRAERIPE (IPHED)
v1.11.3-r2 T

o EERISIIFIPVEUL

o ELBRAFIFE S IHRIPIRGIHIRSZ SIERES

v1.11.3-r1 FEIFM:
o IngressHYURLILECZ #FPeriBERIIENIZFRIAT
v1.11.3-r0 FERFE:

e Kubernetes[@£+t X 1.11.3kRAS
o ERITHTATIFZSAHEKX
o NEEIFfETITNIIESFS TurbolRiESTH17i%

SEGEE
1 Xv1.95v1.11 iR Z[BAICHANGELOG

e V1.10EIVI.1THYEML:

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.11.md

o v1.9%v1.108931k:

https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/
CHANGELOG-1.10.md
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.11.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.11.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.10.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.10.md

nARE

RS NE 5 FmAICHR

H
o0

5.1.2.14 ({E1L#1P) Kubernetes 1.9 &2 BikRAS5AE

=5 (CCE) PIRBIBITR—HMIAE . AXNACCEARTKubernetes 1.9% 2
BUARASF BRI EA

% 5-3 v1.9 RZEilRAEEEHRAE
KubernetesiRz kR A352 A8

( CCEZ3EhR )
v1.9.10-r2 FERFE:
o ELBRFIE T IFRIPIRG RS SIERIF
v1.9.10-r1 FERFIE:

o TIFXIESFSTFNE

o Fi%ServiceBEhBIEE _{LELB

o IFAMTIRELBIBEIRIP

o TIFRET REALAE maxPods

v1.9.10-r0 FERFME:

o kubernetesI31ZELB/Ingress, FrigiitEl

e Kubernetes[@##1[X1.9.10hR 24

e HiFKubernetes RBACEE IS

[EEREE :

o (BERIERFcgroupMiZBUGCSEMIR B IR mATE
it Ria)ER

v1.9.7-r1 FERFME:

o IEIEPVCRIPVEMR LIRIG, PVGFBRIGTEERS
%

o WIFEE=RIAIERSR

o EERFTITNES EulerOS2. 3RTHIIE

o HURESITRFPBENSECELA]

o BEBIISITREVSRIERTFE

o BEEM=TXIFIBMNK

o BEEBSTIFEICM-VIZEOCETS

v1.9.7-r0 FEFE:

o FEREERfAYDOCkeriRAFREN1706

S #FDNSYREX

BoZ e e e LA =P

Kubernetes[El£54t X 1.9. 7k A

457 RingressihttpsIag
BRSTEAE T REEH R
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KubernetesiRz hRA<I5AA

( CCEtZ32hR )
v1.9.2-r3 M
o EERYSIS0IEE/ME CentOST HRERZNT =
e kubernetesfiServiceZ1FXG1EZDNATM X IRSS
e NetworkPolicyge DAY
o EEBRIE| B iFServiceBLBEZ MmO
eSS
o {EEkubernetesXiREIWIIFZFIEA _kube-apiserver
SXpodi%BRYTIR
o (EETI M SHUEAERAYa
v1.9.2-r2 ERIFHE:

o ZHRIE|I BYITHENBENE RO

o ZZBARIE| BMEREML(L

o ELBIUEREHIIEZIFHEM ServicelIinm ]
AEEs:

o (EEMLEIGHR LRI ERZRIEHaMm
o (EE ST FAtEFhaproxyEE ARSI
v1.9.2-r1 T

e Kubernetes@E:£4t X 1.9.2h3 A

o ERFT S YIECentOS 7. 112ER %

o ZIFGPUTR, ZIHFGPURIEIRF!

o riFweb-terminalififf

v1.7.3-r13 TS

o FTIEEERAYDOCkerRATFHEREI1706
o STIFDNSHREE

o THHRHLEIE

o IESEPVCHIPVER(4RY LIRHLE

o BEEIFETIFXZOBSIRFE
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Kubernetesikax
( CCEiE33hAR )

hRZS5A3

v1.7.3-r12

=M

o EERFTIFOIRE/IMEECentOST HEER AT S
e kubernetesf9Servicesz15331ZDNATRXIRSS
e NetworkPolicyBgFAL

o 1EIRRIE| B iFServiceFl BB MmO
LS :

o {EEkubernetesXiREIWIIFEFIEA _kube-apiserver
SHpodikBRIEIRR

o (BET R BEEEHIIDER
o FHBHEHMERIEIE: EEFZMWRAEIN1T/

v1.7.3-r11

FE4FM:

o ZEARIE| BZIFHE N BRI EIR
ZBAVEL BIREMUIL

ELBIUE a9 745 E i ServiceATim [
X 5HkRaE R =E
XIFEVS ISR FERELD

o IFACEITRERES

MBS :

o (EEMEIGHRS LB ERERIEHaMm
o BE S0t haproxyiEE PRIk

v1.7.3-r10

FEM:

o HeEMEZFFOverlay L2IET

o EERITISTIFGPUZEEIEN

o EEBITASTIFCentOS 7. 1RER S, SHRIERFIERR
o WindowsEEBFsz Xz —{ELB

o THREBMUSFIRSSFSEA

o BEEHETHEINHESFSXEFE . OBSIISRTZE

v1.7.3-r9

FERFE:

o TIFRAHSTFFHEAZENE

B FHESIFOBSYIRIFEIRSS

STHSELB L7581
WindowsEEBfSZHFEVSTFLiE

B Eims=ziEdevicemapper direct-lvmigz(,

MAERRAS 01 (2025-02-21)
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Kubernetes}izs hRAN1ER
( CCEZ3EhR )
v1.7.3-r8 FEFE:

o EBIIFTREMT S

o IFNEARMTIR

v1.7.3-r7 FERFME:

o BRERFEMEERFSZIFMNESUSE 125sp2T =
e dockersz#Fdirect-lvmiEz{3EZ devicemapper
o EEBFTIFZL 4 dashboard

o ZFFGIEEWiIndowsEeE¥

v1.7.3-r6 FEFH:

o EERHFMEXHEIRAEVSEDO
v1.7.3-r5 TEM:

o YIFBIEHAS I SRS

LS :

o TREREASEMNENE
v1.7.3-r4 FEFH:

o SERFMEREMIL
o REBIHEIFTXIEZELB

v1.7.3-r3 FEFE:
o AREEFMEIFKVMEIINES,
v1.7.3-r2 FEIFM:

o BBRFMEIFSFSIIHTZ1E

o TELAHIFEENNARE
o FMIT{ERFEMEES
S :

o (BERSIFHEAK/SKEITHALYFIZR
v1.7.3-r1 TS5

o kube-dns3ziFsMERist & MET
v1.7.3-r0 24

e Kubernetes[@+tX1.7.3x A
o ZIFELBRAEIYE

o BEEFMESTIIXENELIWIES,
o BEEFHTIFEVSSIFREFE
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5 FmA&MicR

BRFRSR

EERFRA

CCE Standard£EE¥

CCE
Turbof

VPCRILE
&E

BeahiE
Pz HEEY

=IRER
£82.0

EMRZER

v1.23 (1
1E#ER )

v

v

o v1.23.5-rONLA
L EEBERRAR:
4.18.0-147.5.1.
6.h1447 .eulero
sv2r9.x86_64

e v1.23.5-rOLATF
EEREhRAS
4.18.0-147.5.1.
6.h1017.eulero
sv2r9.x86_64

-

v121 ({2
LE#ER)

o v1.21.7-r0KLA
FEERERRAR
4.18.0-147.5.1.
6.h1447.eulero
sv2r9.x86_64

e v1.21.7-rOLAF
EEBHRAN
4.18.0-147.5.1.
6.h1017.eulero
sv2r9.x86_64

v1.19 ({2
LE#ER )

4.18.0-147.5.1.6.h
1152.eulerosv2ro.
x86_64

EulerOS
release
2.9
(ARM)

v1.31

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64

v1.30

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64

v1.29

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64

v1.28

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64
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nAR|E
RS RE

5 FmA&MicH

BRFRSR

EERFRA

CCE Standard£EE¥

CCE
Turbof

VPCRI4E
&E

BeahiE
Pz HEEY

=IRER
£82.0

EMRZER

v1.27

v

v

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64

v1.25

4.19.90-
vhulk2103.1.0.h13
80.eulerosv2r9.aar
ch64

—_

v1.23 (4
LE#ER )

40

e v1.23.5-r0LA
EEBERRA:
4.19.90-
vhulk2103.1.0.
h1380.eulerosv
2r9.aarch64

e v1.235-r0LATF
EEBHRAN
4.19.90-
vhulk2103.1.0.
h990.eulerosv2
r9.aarch64

v1.21 (12
LE#ER)

o v1.21.7-r0KLA
L EEBERRAR
4.19.90-
vhulk2103.1.0.
h1380.eulerosv
2r9.aarch64

e v1.21.7-rOLAF
EEREhRAS
4.19.90-
vhulk2103.1.0.
h990.eulerosv2
r9.aarch64

v1.19 ({2
1% )

4.19.90-
vhulk2103.1.0.h11
44 .eulerosv2r9.aar
ch64
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nAR|E

eSS 5 FFmARMmICE
BERE% | EBfhRA | CCE Standard£EEf CCE BHRZER
Turbof
Bt
VPCRI4E | BEfE | =FEEN
EEd] PIZEIREY | £82.0
EulerOS v1.27KLL | x X x -
release +
2.8 —
( ARM ) v125 (= |V v v 4.19.36-
((=ih4e | LE#EF) vhulk1907.1.0.h13
) 50.eulerosv2r8.aar
ch64

vi23 (= |V i i 4.19.36-

14 ) vhulk1907.1.0.h13
50.eulerosv2r8.aar
ch64

vi21 (1= |V i i 4.19.36-

1E#EP ) vhulk1907.1.0.h13
50.eulerosv2r8.aar
ch64

v1.19.16 Vv Vv Vv 4.19.36-

(=14 vhulk1907.1.0.h13

) 50.eulerosv2r8.aar
ch64

v1.19.10 v v v 4.19.36-

(=14 vhulk1907.1.0.h96

) 2.eulerosv2r8.aarc
h64

v1.17.17 Vv Vv Vv 4.19.36-

(=14 vhulk1907.1.0.h96

) 2.eulerosv2r8.aarc
h64

v1.15.11 v v v 4.19.36-

(=14 vhulk1907.1.0.h70

) 2.eulerosv2r8.aarc
h64

EulerOS v127KLA | x X x -

release +

25 ({=1E -

gg;,:( ) vi25 (= |V v Vv 3.10.0-862.14.1.5.

14 ) h687.eulerosv2r7.
x86_64

vi23 (= |V v Vv 3.10.0-862.14.1.5.

143 ) h687.eulerosv2r7.

x86_64
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par

N 5 PRI
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
Fic
VPCRIZE | BEE | =REN
EEd] PILEIREY | £82.0
vi21 (= |V i i 3.10.0-862.14.1.5.
143 ) h687.eulerosv2r7.
x86_64
v1.19.16 v Vv Vv 3.10.0-862.14.1.5.
(=1t h687.eulerosv2r7.
) x86_64
v1.19.10 Vv Vv Vv 3.10.0-862.14.1.5.
(=1L h520.eulerosv2r7.
) x86_64
v1.19.8 Vv Vv Vv 3.10.0-862.14.1.5.
({514 h520.eulerosv2r7.
) x86_64
v1.17.17 Vv Vv Vv 3.10.0-862.14.1 5.
({E1k4 h470.eulerosv2r7.
) x86_64
v1.17.9 Vv Vv Vv 3.10.0-862.14.1 5.
({E1E4 h428.eulerosv2r7.
) x86_64
v1.15.11 Vv Vv Vv 3.10.0-862.14.1 5.
({E1k4 h428.eulerosv2r7.
) x86_64
v1.15.6-r1 | v Vv Vv 3.10.0-862.14.1 5.
(=14 h328.eulerosv2r7.
) x86_64
v1.13.10- |V Vv Vv 3.10.0-862.14.1.2.
r1 ({Z1E h249.eulerosv2r7.
H#EP ) x86_64
v1.13.7-r0 | Vv Vv Vv 3.10.0-862.14.1.0.
(=14 h197.eulerosv2r7.
) x86_64
Ubuntu v127R%LA | x X x -
18.04 r
server
6abit (1= |V1.25 (1% |V x v 4.15.0-171-
i) | LEEEF) generic
vi23 (& |V X v 4.15.0-171-
1E4ER ) generic
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par

RE NS 5 FFmARMmICE
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
Bt
VPCRI4E | BEfE | =FEEN
R PIZEIREY | £82.0
vi21 (= |V x i 4.15.0-171-
LH4ER ) generic
v1.19.16 v X v 4.15.0-171-
(=14 generic
)
v1.19.8 v X v 4.15.0-136-
(=14 generic
)
v1.17.17 v X v 4.15.0-136-
(=14 generic
)
#+= 5-14 B RRS[R-PIEN P RIRIERSR
BERS | EBHRA | CCE Standard&E8+ CCE RNAZER
TurbofE
ic:
VPCR4E | BEfE | =FEN
i PILEERY | £82.0
EulerOS v1.31 v v v 4.18.0-147.5.2.15.
release h1109.eulerosv2ri
2.10 0.x86_64
v1.30 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.29 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.28 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.27 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.25 v v v 4.18.0-147.5.2.15.

h1109.eulerosv2ri
0.x86_64
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par

RE NS 5 FFmARMmICE
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
Bt
VPCRI4E | BEE | =FEEN
EEd] PILEIREY | £82.0
v1.23 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2r1
0.x86_64
vi21 (= |V v i 4.18.0-147.5.2.15.
14 ) h1109.eulerosv2r1
0.x86_64
v1.19.16 Vv Vv Vv 4.18.0-147.5.2.15.
(=1L h1109.eulerosv2ri
) 0.x86_64
FE 5-15 BEEIRZBSET AIRMERS
BIERS | EBfERA | CCE Standard£sE¥ CCE RITRZER
Turbof
Bt
VPCRIEE | BEE | =FREN
=R PILSEETY | £82.0
Huawei v1.31 v v X 5.10.0-60.18.0.50.r
Cloud 1083_58.hce2.x86
EulerOS 64
2.0 (&w
ISyl v1.30 Vv Vv X 5.10.0-60.18.0.50.r
RUHiE 1083_58.hce2.x86
LSS b4
L >
\':'Eimjg v1.29 Vv Vv X 5.10.0-60.18.0.50.r
) 1083_58.hce2.x86
_64
v1.28 Vv Vv X 5.10.0-60.18.0.50.r
1083_58.hce2.x86
64
v1.27 v Vv X 5.10.0-60.18.0.50.r
1083_58.hce2.x86
_64
v1.25 v Vv X 5.10.0-60.18.0.50.r
1083_58.hce2.x86
64
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par

5 FFmAmicHE

BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER

Turbof
Bt
VPCRI4E | BEE | =FEEN
EEd] PILEIREY | £82.0
v1.23 v v X 5.10.0-60.18.0.50.r
1083 _58.hce2.x86
64

EulerOS v1.31 v Vv X 4.18.0-147.5.1.6.h

release 841 .eulerosv2r9.x

29 ( ZR 86 _64

&/, 15

?E'EB‘EIQ v1.30 v Vv X 4.18.0-147.5.1.6.h

L) 841 .eulerosv2r9.x

86 _64

v1.29 v Vv X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86 _64

v1.28 v Vv X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86 _64

v1.27 v Vv X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64

v1.25 v Vv X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64

v1.23 v Vv X 4.18.0-147.5.1.6.h
841.eulerosv2r9.x
86_64

vi21 (= |V i x 4.18.0-147.5.1.6.h

LE#ER ) 841.eulerosv2r9.x
86_64

vi.19 (= |V i x 4.18.0-147.5.1.6.h

LE#ER ) 841.eulerosv2ro.x
86_64

EulerOS v127R%LA | x X X -

release +

23 (E1k —

Vzi=D) v1.25 (& |V v X 3.10.0-514.41.4.28
14 ) .h62.x86_64
vi23 (& |V Vv x 3.10.0-514.41.4.28
L4 ) .|h62.x86_64
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nAR|E

RBAE 5 FFmAmicHE
BERS | &BfMRA | CCE Standard&EEf CCE SERRZER
Turbof
picd
VPCRE | BEE | =REN
=5 PILRIERY | £82.0
vi21 (= |V i x 3.10.0-514.41.4.28
143 ) .|h62.x86_64
v1.19 (= | v i x 3.10.0-514.41.4.28
1E4ER) .|h62.x86_64
v.17 (12 |V i x 3.10.0-514.41.4.28
143 ) .|h62.x86_64
v1.15.11 |+ i x 3.10.0-514.41.4.28
(=14 .h62.x86_64
)

5.2.2 RER R FEFRhRARAB

R ISR CCEERHRF R R AMBXR IS R HahE.
TRV ERHIR A SRR RIRAINR, B NEEIRTSRIERAIINX

o

Huawei Cloud EulerOS 2.0

86_64

PIZhRAS K1oEdia AikeB

5.10.0-182.0.0.95.r2220_156.hce | 20255F18 | EHR KR, (EELLRE.

2.x86_64

5.10.0-182.0.0.95.r1941_123.hce | 2024598 | EFHRKZWZ, 1BE

2.x86_64 CVE-2024-1086.
CVE-2024-6387ZL&RH .

5.10.0-60.18.0.50.r1083_58.hce2 | 2024548 | BHRZHNZ, BELLRE.

X86_64

5.10.0-60.18.0.50.r1002_48.hce2 | 2023128 | EHRZEHNZ, BELLRE.

X86_64

5.10.0-60.18.0.50.r865 35.hce2. | 2023F4H | EHEZNZ, EELZLFE,

x86_64

5.10.0-60.18.0.50.r509_2.hce2.x | 2023F18 | EHRZEHNZ, BELLRE.

86_64

5.10.0-60.18.0.50.h322_1.hce2.x | 20224118 | CCEsz#FHuawei Cloud EulerOS

208 (E RS
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nARE
RS NE

5 FmAICHR

1
o0

Huawei Cloud EulerOS 2.0 ( ARM)

RIZhRAS A1pEdia b2zl
5.10.0-182.0.0.95.r2220_156.hce | 2025518 | EHRZEHNZ, BELLRE.
2.aarch64
5.10.0-182.0.0.95.r1941_123.hce | 2024598 | EIHRKZHZ, 1BE
2.aarchb4 CVE-2024-1086.
CVE-2024-6387% 2R,
5.10.0-60.18.0.50.r1083_58.hce2 | 202448 | EHEZNI%, EELZLFE,
.aarche4
5.10.0-60.18.0.50.r1002_48.hce2 | 2023128 | EHRAZHNZ, BELZLSRE.
.aarche4
5.10.0-60.18.0.50.r865_35.hce2. | 2023F48 | ARMEZRHIT a5z EHuawei
aarch64 Cloud EulerOS 2.01EX %,
Huawei Cloud EulerOS 1.1
S AT A foAdiEl K0
3.10.0-1160.76.2.hce1c.x86_64 | 2023418 CCEXz#EFHuawei Cloud EulerOS
1 HRER AR,
ISROEEREIRAUN T :
e v1.19.16-r4R LA E
o v1.21.7-r0R Lt
e v1.235-r0%LAE
e v1.25.1-r0%LLE
Ubuntu 22.04
RZhRAS A foAdiE] b2l
5.15.0-126-generic 20245128 | EfEZERZ, BERZERE.
5.15.0-113-generic 20245598 | EMRZANZ, BE
CVE-2024-1086.
CVE-2024-6387Z%&RE .
5.15.0-92-generic 2024F4R | EfRERZ, BERERE.
5.15.0-86-generic 2023128 | EfRERZ, BERZERE.
5.15.0-60-generic 202348 | EfRERZ, BERERE.
5.15.0-53-generic 20235F1H | CCEXZ#FUbuntu 22.0412ER

Bo
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nAR|E

RBAE 5 FFmAMmicHE
EulerOS 2.9
RZhRAS A1phdial b2 i)z
4.18.0-147.5.1.6.h1447.eulerosv | 2025518 | EFHEKZNZ, EEZLFE.
2r9.x86_64
4.18.0-147.5.1.6.h1305.eulerosv | 202498 | ¢ B RZWIZ, 1EE
2r9.x86 64 CVE-2024-1086LEiRiE
o (EENIZIRIESEURMIRTI
FEIWLE(ERIEIRE,
4.18.0-147.5.1.6.h1152.eulerosv | 2024548 | EHRZNZ, EELLRFE.
2r9.x86_64
4.18.0-147.5.1.6.h1071.eulerosv | 2023128 | EHRZNZ, 1BELLRE.
2r9.x86_64
4.18.0-147.5.1.6.h1017.eulerosv | 202368 | e EIHRKHNIZ, BEZLDTE
2r9.x86_64 i
o BEIPVSEER T, EulerOS
297 5 EFRCoreDNS/FH
DR M A AT R BT
4.18.0-147.5.1.6.h841.eulerosv2 | 202318 | EHEZNIZ, EELZLFE,
r9.x86_64
4.18.0-147.5.1.6.h766.eulerosv2 | 20228128 | EFHEZRZ, BEZLRIE.
ro.x86_64
EulerOS 2.9 ( ARM)
ARZhRAS AZTphdial b=z
4.19.90- 2025%F18 | EREARZ, BELZEIRE.
vhulk2103.1.0.h1380.eulerosv2r
9.aarch64
4.19.90- 20245598 | ¢ EHIRZENZ, 18E
vhulk2103.1.0.h1263.eulerosv2r CVE-2024-1086Z% < wiAE
9.aarch64 o (EEREIESEBUTRL T
W R{ER9IEIRE
4.19.90- 202448 | EFERESGAZ, BERERE.
vhulk2103.1.0.h1144.eulerosv2r
9.aarch64
4.19.90- 2023%F128 | EFERZERZ, BELZEIRE.
vhulk2103.1.0.h1060.eulerosv2r
9.aarch64
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nAR|E

RBAE 5 FFmAmicHE
RIZRAS RfphdE RninAA
4.19.90- 20235F6H |e FHERZANZ, IEELER
vhulk2103.1.0.h990.eulerosv2r9. o
aarch64 o [ESIPVSIERLTR, EulerOS
297 5 FFCoreDNS/FH
IR R AR AT R AR
4.19.90- 2023F18 | ERERZ, BELRERE.
vhulk2103.1.0.h848.eulerosv2ro.
aarch64
CentOS 7.6
PIZIRAS AfphdE AfninAA
3.10.0-1160.119.1.el7.x86 64 2024598 | EIREZERZ, BELZERE.
3.10.0-1160.108.1.el7.x86_64 202448 | EIRERZ, BEZERE.
3.10.0-1160.92.1.el7.x86_64 2023F 128 | EHFEREZER%Z, BELRESRKE.
3.10.0-1160.90.1.el7.x86_64 2023%F8H | ERZENZ, BELZEIRE.
3.10.0-1160.66.1.el7.x86_64 2023518 | ¢ EHRZNZ, EERER
i

o [BECentOSTELINAE
OOMEY, {BMlextdS({HER %

RILIERR

EulerOS 2.8 (ARM ) ({E1L#R)

S ATTENS b2 0[] A1tpisAA

4.19.36- 2022128 | EHRESNZ, BEZERE.
vhulk1907.1.0.h1350.eulerosv2r

8.aarch64

EulerOS 2.5 ({E1E4EP)

AR A KAdiE b=zl
3.10.0-862.14.1.5.h687.eulerosv | 20225128 | EFEZRZ, BELZERIE.
2r7.x86_64
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nA|E

RS NE 5 FmAICHR

|
a0

EulerOS 2.3 ({ZL1L44P)
S AT y=Zi1:0]L] K0
3.10.0-514.41.4.28.h62.x86_64 | 2022128 | EHEZRZ, BELLRE.

Ubuntu 18.04 ({SLL#P)

AERA R AphdiE p=Zinlzkil:
4.15.0-171-generic 202318 | EfEZERZ, BEERERE.

5.3 R A A BICR
5.3.1 CoreDNS IV fEfTIRIFhR A A RICR

2R 5-16 CoreDNS 1 Z FriRERANIC R
fEEHR A TIFSERFRA BESE HXARZA

1.30.29 v1.25 SZ1FCCE v1.3158% 1.10.1
v1.27
v1.28
v1.29
v1.30
v1.31

1.30.6 v1.21 o 7¥FCorefileficE 1.10.1

v1.23 o JEACCCE v1.30£E8F
v1.25

v1.27
v1.28
v1.29
v1.30

1.29.5 v1.21 (EE 3R ia)R 1.10.1
v1.23
v1.25
v1.27
v1.28
v1.29
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nA|E
RS NE

5 FmAKMicH

TR

SZHFHIEERFIR A

BT

HXARZS

1.29.4

v1.21
v1.23
v1.25
v1.27
v1.28
v1.29

IEBCCCE v1.2958%

1.10.1

1.28.7

v1.21
v1.23
v1.25
v1.27
v1.28

THEAETRE, £F
SRENFHR

1.10.1

1.285

v1.21
v1.23
v1.25
v1.27
v1.28

IE S8R A

1.10.1

1.28.4

v1.21
v1.23
v1.25
v1.27
v1.28

IEBCCCE v1.285:8%

1.10.1

1.27.4

v1.19
v1.21
v1.23
v1.25
v1.27

1.10.1

1.27.1

v1.19
v1.21
v1.23
v1.25
v1.27

IEHCCCE v1.2758%

1.10.1

1.25.1

v1.19
v1.21
v1.23
v1.25

I&BCCCE v1.2558%

1.8.4
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nAR|E

RS NE 5 FmA&MicR

TR STRFRIEEEFRAS BT HEXhRA

1.23.3 v1.15 KRR B TR 1.8.4
v1.17
v1.19
v1.21
v1.23

1.23.2 v1.15 IEHRERGITTH R 1.8.4
v1.17
v1.19
v1.21
v1.23

1.23.1 v1.15 1EHBLCCE v1.235E8% 1.8.4
v1.17
v1.19
v1.21
v1.23

1.17.15 v1.15 1&ACCCE v1.2158% 1.84
v1.17
v1.19
v1.21
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