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tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth®, link-type EN10MB (Ethernet), capture size 262144 bytes

16:36:51.396455 IP .32872 > .19867: UDP, length 1460
.396473 .32872 > .19867: length 1460
. 396475 . 32¢ > .19867: length 1460
.396478 .3 > .19867: length 1460
.396480 .32 > .19867: length 1460
.396483 .32¢ > .19867: UDP, length 1460
.396485 .32872 > .19867: UDP, length 1460
.396487 .32¢ > .19867: UDP, length 1460
.396490 % - .19867: UDP, length 1460
.396492 .32 - .19867: UDP, length 1460
.396495 i 2 > .19867: UDP, length 1460
.396497 .32872 > .19867: length 1460
.396500 .32872 > .19867: length 1460
.3096502 5 > .19867: length 1460
.296505 .32 > .19867: length 1460
.396507 3 > .19867: , length 1460
.396509 .32 > .19867: UDP, length 1460
.396512 321 > .19867: , length 1460
.396514 .32 - .19867: length 1460
.396517 .321 > .19867: length 1460
.396519 .32 > .19867: , length 1460
.396521 .32 > .19867: , length 1460
.396524 .32¢ 2 .19867: , length 1460
.396526 .32872 > .19867: , length 1460

a. WITLUTSHS, BMESHERGFE/homeX4kh, XHEH
udp.pcap.

nohup tcpdump -nn udp -c 1000000 -w /home/udp.pcap &
b. HUTLATE<S, IHMEBDIRERFITHNT, SRMNE4L-3MR.
tcpdump -nn -r /home/udp.pcaplawk -F'.' '{print $1}'|sort|uniq -c

M H%kRAS 01 (2024-10-10) WA © EARTERABIRAE 16
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4-3 B DITER

$ tcpdump -nn -r /home/udp.pcaplawk -F'.' *{print $1}'|sortlunig -c
ile /home/udp.pcap, link-type EN18MB (Ethernet)

RIELERITH, EPEIeBRNREEES S — M IPHIIZIXE+ 1 UDPIKES
1460ByteRYEIREE, BARBHIERWSHIRGATERE, RBIZIRSIEEHKFIAIUDP
[REFERT “PIARE” PN T

BISEERbAIH, EiREUDPERR MBI SIASHIRLAL, RiBE i SRR AT
ARSI EE FIRSLEUDPRBIMAL L, FBEXNRERINLERINGIFEE, BRI
BRENRKETAGAE, FWERLS,

4.3 R RS R &BHIFTENE

PIXYUDPIRETAIE ST, EAREWSSAISEIRER ML NI EE, FERH/LR
N IERLIFERE, HEsE,

o XEMBLEMIFRENRSE ARBHEMEZEAE, REXJILRKEMHE
XPTERGIFERES o

o  ZIRSZHRABIIRAKIEXTUDPIR EH TIRE o

o BERSAVUDPIKLIHITIRE], ELAHZBFAISIECSEEREHEMN

o SIfEAMIEINIP, ZELIEXFINAIE. ZAUDPHMNY. BREFRIAIL.

o FENARERPHN—LESH, HFHERRSHAMZEAUDPRINR.

o BIEINSHRREIRERIRITFS), BUIEEWSEA/NIESSME, Al
AILABHNAA i KekiE/ NE RS

HSRRZS 01 (2024-10-10) WRINERE © ARITERARBIRAE 17


https://support.huaweicloud.com/usermanual-ecs/zh-cn_topic_0030878383.html

ZERARSNA
S 5 FNREHE

FHZEeHEE

5.1 EHHEIRIZ TR

5.1.1 #fik

iR, EFETEIN L, —BEVEBERIINGR, SRS HEInRBEEHREN
M, SELSHET, EREAIRK, TNZERISZEENERZE.

RFBERMBEVATREEIGRIA TN R R :
o XIS ImEidHE

o IZF

o EHIE

5.1.2 335 w13

H4BiwO MRS
IHROIERER—MIEL T, KEEBIBERAXE BIrIRSS 5ok TEWAYIPHELL,
IUEIENFRERO, HFIREONNEFEPRRERHTHE
£
AT A EN s O8I ERI 1N 2=
o ZEf—:

a. UHBIEEXIPREFHE637%w O, REIUNES-1F7R.

HSRRZS 01 (2024-10-10) WRINERE © ARITERARBIRAE 18



ZRHR S
BAESH:

5 FNREHE

& 5-1 1ﬁ'ﬁEIEHHa

b. HEAWIX

A

o ZEfIT:

a. ENMRRKAFE

E5-2 &%

“1# netstat

Foreign Addr

e ek ok ek ek ek ek ek ek ek ek ek b ek ek ek ek ek ek ek ek ek e ek ek
B e b e b b b b ek b b e b b ek e b b e b e e b

LEIPtb i LSNP

|PHbdiE 17 1160 EIESIEHESREE TSis

HIE, WES-2FR.

Az

0.0.8.8:%
0.6.8.08:%
16 1

585 '"J
7468

119881
_.__.17:8822

b. EHGAUILLIPHELNEREC&C,

N#5hRZA 01 (2024-10-10)

WRIXERE © AT

BERABRAT 19



ZERARSNA
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C&C2¥gcommand-and-controldap & 5ixH . ERERRFE—FIIEE 5122
ZErgEn A=,

C&CIRZ A EEZ AT BN SRIERZERIENRRIIRS, FN
BRI IR IR AOEE o

y. 10 [

HFEMREFAEFHEAISFNMESESE, TR ARARETINES, BT, B
TEERY KM FEmRRERE KB ENEERR.

Hoh, B 2ig@i A ENzERNMFEH-EIEMERMINTE, TEEI
TR ERARPANBSREATFHBRT, SESEENREARENMNEZ R RHITIS
B, MMIREUINZEEmER .

A HIREEYT, ERIETEERITEEEIRIYEE. RSTIEEMERS%, W
Windows. Linux. UnixZ&, BERILIR—KRAE). B, FREEERFEMNIIRS
ENEEY REENTIEASHERARR, FREEMUESRSIZTEE,
HRETE, EIY, BEAARBIET EFHENIZRER, tLINE . FEE~
HAEFREINZERSE, SHARFESEH SR,

AR RENEISH BT 251
o Ef—:

a. ENBEXHE (—HBExmrggminefJtRxiR ) o

STRERA 01 (2024-10-10) IR © ERRBRABRAT 20
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20 xmrigMiner

30 logind
. update

31 libs

) upd
) bash.pid

b. IXMHHITOMT, K ,113,{.:.,.4\, URLIEA TG 98 it

[ [R P
o EfH”:
a. WmdowsI’fJ'LT_ T_ }zﬁf HiZ.

3-|svchost. exe 01 1096 Tindows B2 EZER Microsoft Corporation Hash submitte.

soft Corporation Hash submitte.
432 Tindows EZ81EHIER Microsoft Corporation Hash submitte.

b. EHNARMEENH.

HEE » FHEEE (C) Mindows INF » aspnet

A e g2 EE e
IT config
2 Isma22

WinRingOubd,sys

STRERA 01 (2024-10-10) IR © ERRBRABRAT 21
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c.  XXHHITHN, RIFHER.
“donate—over—proxy : 1,
"pools”: [

{
“algo”: null,

——coin-+null,

“url” : “ok. xmrpool.ru:1081°,

Far_r_TW.

aserTSabcto8ts
“pass”: “x”,
“rig-id": null,
“nicehash”: true,
“keepalive”: false,

d. 1&NURLESH ittt
http://ok.xmrpool.ru:1081 &

B EriR2E: 2022-07-29 FRRsE: 2022-07-29 R 2022-08-10 22:04:50

HTTP iR -
SHA256:

S o
EE

TRREN FIRERSN ElEdinl AR HTTPIEAE KEERFR

© BRRN (BTREEERRRGRE)
URLS 2/ AEIEE BRRHEFER BORRET/ME, FREENSEH: "BERd, D 25X P8, KB B,

BiRfiE: BE nE: -

s WERE
okxmrpoolu 1= EE3 [ coinvinerzr #2 | |

5.1.4 1

HARHRRS

}ERRS, BHEHFEDNEN—MHERSAD, BELIREMG. RSTEA
&, MIUED. WPRESSHEHTER. —BBSHRRSHE, BoEBX
SRR . SRINBRXB G EBIRATFRES, BPRBLEIZE
BRI, BMEREZHNSHAIES, BA—ERBHRIIZERISHTRANE
R, BRBEEEREIHFEDZGEE, —REXBER.

NRKEAMINE, EWISSEZIFEEDN; BERESMEE, bhaFkERE
RIFHREK, Eit, BRBSHINELEEK.

M H%kRAS 01 (2024-10-10) WA © EARTERABIRAE 22
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5 FNEREHE

=6

RS EAEELASHEMENMERNKEHHE, —ERSZTREANR, e

FERRERZ BRI

T AENRENZRAISL =G

o Efl—: WindowsENMIHNMNE, ENAFERHRESR

» UEEBER » FRERE (E) » Eeaielelene e e =)

B e Em samy ko
o AGEENE 2021-04-13 10:41 Microsoft SQL Serv.. 29,710 KB
RECOVERY INFORMATION 2022-06-17 2354 ARy 1 KB
of
)| RECOVERY INFORMATION - iZ35# ~ O ¥
M{HF) $HEE) \0) \R(V) BEH)
IYOUR FILES ARE ENCRYPTED !!! ~
TO DECRYPT, FOLLOW THE INSTRUCTIONS:
To recover data vou need decrypt tool
To get the decrypt tool you should:
1.In the letter include vour personal ID! Send me this ID in your first email to
2.We can give vou free test for decrypt few files (NOT VALUE) and assign the pric
3. After we send vou instruction how to pay for decrypt tool and after payment you
4, We can decrypt few files in quality the evidence that we have the decoder.
Do not rename, do not use third-party software or the data will be permanently d:
CONTACT US:
mallox@steal thypost. net
v

o EFIZ: WindowsEMIANNE, ENAERRINGE

]

=

\cloud

3
=

].Zrd{greennfhﬂ @aol.com][1].[A570EDSF-037F6BCB] I

§
L 12
|, how_to_decrypt

BHEER

202

B g.tar‘* greenoffer1@aol.com][1].[AS70ED8F-037F6BCB I
|| ZeiE . adlgreenoffer1@aol.com][1].[A570EDEF-037F6BCB]
7. exblgreencffer1 @aol.com][1].[ASTOEDSF-037F6BCE] |

e p

& #® RTF 30

o RfI=:

#2814, exel[greenoffer @aol.com][11.[ASTOEDSF-037F6BCE]
“zip[greenoffer1 @acl.com][1].[AS70EDEF-037F6BCB]
.50 [greencffer1 @aol.com][1].[A570ED8F-037F6BCB) |

3.bd{greenoffer1 @aol.com][1].[A570ED8F-037F6BCB] I

LinuxEHLSEINE, EFSUEERINEER

SASRRZS 01 (2024-10-10)
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5.2 FHZEeHE (Windows {ER% )

5.2.1 HIE R

RIS AENEBRFEWindowsENHIES %, #FERE “TRIFRAE" /I75%:

o FHx—: TEHRUEHE (%) : FAWindowsE L RIHE/ 5/ BiasiHnth T
BHTHIE.

o (FRHTHENIHIESREA, BN TRETIA:

x®5-1RXHITHR

TEEZMR TEELE
ProcessExplorer https://docs.microsoft.com/zh-cn/sysinternals/

downloads/process-explorer

Tcpview https://docs.microsoft.com/zh-cn/sysinternals/
downloads/tcpview

Autoruns https://docs.microsoft.com/zh-cn/sysinternals/
downloads/autoruns

busybox-x86_64 https://busybox.net/downloads/binaries/1.16.1/
busybox-x86_64

o HAET: DOSEZHSHE: BiIWindowsEHDOSEFAFSHIE .,

5.2.2 HiEI1E

5.2.2.1 5FE—: TEIFFHEE

52211 B 1: #HESH
AEDBNBITEZWindowsE HHEHIEARDIZR

STRERA 01 (2024-10-10) RS © ERmI BRABRAT 24
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RIS

#EZ &L “ ProcessExplorer” it

BRELR
81 FJFF “ProcessExplorer” {43, W “procexpbd.exe” i,

5-3 processExplorer

get_info(win)V1.2.5 » ProcessExplorer v & l BE "ProcessExplorer 0
Z# e aE ESic) v el
__ Eula 2 WA 8 KB

E’E procexp 201 4 22 71 KB

¥ procexp 20181117 T:22 2,640 KB

| procexpbd 20181117 122 1,416 B
Process Explorer License Agreement -

You can also use the /accepteula command-ine switch to accept the EULA

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and w

[P ]

£ ERHAIXNEETR, 2F “Agree” , BEHEER, HLHEHE,

STRRRE 07 (2024-10-10) IR © R BRABIRAS) 25
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5-4 BEELRIHE

2 Process Explorer - Sysntamals: wi.sltenal.com [HECS-X-MEDIM-2\Adrministrator] .. = | & NI
L

CIEI =R RO XN

Fle Options View Process Find Users Help

= | =

Al

B[ A

(w7 ChsIME. exe.

WamiPrvSE. exe
[7]svchost. exe
[n7]svchost. exe

[0 svehost. exe
[n7taskhostex. exe
[7]svchost. exe
[n7]svchost. exe
[7]svchost. exe
@ spoolsv. exe
=) @@ Frapper. exe
conhost. exe

Java. exe
[ svchost. exe
[n7] IPROSetNoni tor. exe
[n7dl1host. exe
[n7]svchost. exe

<0.01
<0.01

0.04
<0.01
0.04

Process TFO #rivate B...
i System Idle Process 90.97 X
g L) 8rsten 0.04 108 X
i Interrupts 0.61 X

[@7] smss. exe 22K
[E]csrss. exe <0.01 1,944 K
[ esrss. exe <0.01 1,364 K
g [Eininit. exe 848 x
g[Eservices. exe 0.01 2,636 K
=] svchost. exe 4,224 x
(85 Chs ME. exe 1,192 K
WmiFrvSE. exe 5,880 x
1,380 X

34,504 K
15,028 &
1,828 %
3,476 %
11,928 K
37,168 K
3,660 X
8,096 X
9,912 %
7,480 K
3,776k
2,336 K
936 x
62,340 X
2,54 K
1,176 X
1,396 K
7,928 K

Working tet

7,308 K
4284 K
54,004 K
7,752 K
5,644 K
6,152 K
13,344 K

PID Description

4

n/a Hardware Interrupts a...

192 Windows £iEE2E

288 Client Server Runtime...
340 Client Server Runtime...
348 Windows BHERES

436 BENEHNEER

500 Windows REEEE

236 Microsoft IME

1132 TMI Provider Host
2712 Microsoft IME
1844 Windows Zi2E
2872 8ysinternals Frocess ...
299€ TuI Provider Host

528 Windows BETEE

652 Windows BEEEE

684 Windows BEEIEE
2756 Windows EZHEHER

744 Windoss BEEEE

844 Tindows REEEE

992 Windows BEZTIEE

860 FRAEBFFRRER
1200 Java Service Wrapper ...
1222 EReWOEER

1560 OpenJDK Platform binary
1248 Tindows BHTIEE

1412 Intel® PROSet Monitor...
1508 COM Surrogate

1552 Windows REZIEE

Company Name A

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

1 oft Corporation

Sysinternals - wew....
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation =
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Tanuki Software, Ltd

Microsoft Corporation

N/A

Microsoft Corporation

Intel Corporation

Microsoft Corporation
Microsoft Corporation v

CPU Usage: 9.03% Commit Charge: 42.90% Processes: 46 Physical Usage: 46.30%

$I¥3 7E ARG, %R “Options > VirusTotal.com” , Ai% “Check
VirusTotal.com” #1 “Submit Unknown Executables” .

5-5 options > VirusTotal.com

|

_]

Options | View Process Find Users Help
Run At Logon H : |—| [
02 Veri! i G s Morkmngalen PID Description
| | VirusTotal.com | » | Check VirusTotal.com |
Always On Top Submit Unknown Executables &
= Replace Task Manager 8 X 5,244 K 348 Client Server Runtime...
B E Hide When Minimized K 4,464 K 412 Windows EHERER
B K 8,112k 508 BENEMELS
N Allow Only One Instance K 1,740K 59 Vindow: BETEE

Company Name

Microsoft Corp
Microsoft Corp
Microsoft Corp
Microsoft Corp
Microsoft Corp

LAY, RFESEHanaiEMhash{EEvirustotal ELLYT, BIHUEAIIADIHIE

SASRRZS 01 (2024-10-10)
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5-6 Process Explore-Sysinternals

& Process Explorer - Sysinternals: www.sysinternals.com [HECS-X-MEDIUM-2\A
View Process

I T FYE R Y o W

d2Esg th@\

Process TF0 Frivate 8... pMorkingiet PID Description Company Name VirusTotal
94.37 K 4K
g 0.04 108 K 3B/ K 4
0.43 K K n/aHardware Interrupts a...
212K 1,024 K 192 Windoss £EFEE Microsoft Corporation)
< 0.01 1,944 9,788 K 288 Client Server Runtime... Microsoft Corporation
<0.01 1,364 K 3,832 K 340 Client Server Runtime... Microsoft Corporation]
g @ ¥ininit. exe 848 K 4,416 K 348 Windows BHHEEF Microsoft Corporation)
[ services. exe 2,620k 6,380 kK 436 BEREME Microsoft Corporation
=[] svehost. exe 4,212K 11,836 K 500 Findows BEEEE Microsoft Corporation)
[87]ChsIME. exe L192K 5,828 K 236 Microsoft IME Microsoft Corporation)
aiﬁm;FrvSE, exe 1.03 5,884 K 1132 WI Provider Host Microsoft Corporation
[n7] ChsIME. exe 1,380 k 2712 Microsoft IME Microsoft Corporation

S explorer. exe 1844 Windows I Microsoft Corporation
(Jy procexpls. exe 2972 Sysinternals Process ... Sysinternals - www...
4 ¥miPrvSE. exe 2996 WMI Provider Host Microsoft Corporation
[n7] svehost. exe 0.03 528 Windows BEETEE Microsoft Corporation]
[ svehost. exe 0.04 €52 Findows BEEEE Microsoft Corporation
=[] svehost. exe 0.48 €84 Windows BEZERE Microsoft Corporation|
 taskhostex. exe 2756 Windows EZMEHEE  Microsoft Corporation
[ svehost. exe 744 Windows BEEER Microsoft Corporation|
[0 svchost. exe 844 Windows BEEEE Microsoft Corporation|
ﬁ svchost. exe 992 Vindows BEZER Microsoft Corporation|
) spoolsv. exe 860 FeAERFTERNR Microsoft Corporation)
| @@ Frapper. exe 0.04 1200 Java Service Wrapper ... Tanuki Software, Ltd
[l conhost. exe <0.01 1232 EHeWOEEE Microsoft Corporation
ﬁjava, exe 0.04 1560 OpenJDK Platform binary N/A
[0 svchost. exe 1248 Vindows REZER Microsoft Corporation|
[ wIPROSEt!lomto! exe 1412 Intel® PROSet Monitor... Intel Corporation
[n7]d11lhost. exe <0.01 1508 COM Surrosate Microsoft Corporation]
vchost. exe 1552 Tindows BETER Microsoft Corporation]
| ve-agent-daemon. exe 1592
[ [i7]d11kost. exe <0.01 2160 COM Surrogate Microsoft Corporation|
= st:host. exe 0.63 2240 Vindows BEZHEE Microsoft Corporation
[ rdpelip. exe <0.01 2116 RoP BRARENEF Microsoft Corporation|
[a7]svehost. exe 2308 Windows BETEE Microsoft Corporationl 0/71

H$£A 8E “VirusTotal” (B, GIEBBIHIEZESR,
BF “Image” oJEEHIZER, HMBEREIENZ

e “Properties” eI E,
#”E'T%*E.'J&F'o

B 5-7 ¥l 2B AARDIER

[hgdpan. exe:3800 Properties [_[Ofx]| Process Find Users Help
Services | Theeads | TRP | serurty | Envionment | Strings | JE & X A& |H HH ]I |1 [T H” i
Image Performance | Performance Graph | Disk and Network. CPU[Frivate B... | Working Set]| PID| Description [ Conpany_Hame [ ¥irusTotal I
g BEE 5,780 K 2158 ARBOBEE Kicrosoft Corporation 1/%
- Image File ze < 0,01 24,440 X 23,980 K 556 Windows B HHE Kicrosoft Corpozation /55
Ip. exe 4,700 % 10,432 K 2100 EDP Clip HLEF Kicrosoft Corpozation 0/55
@ e 7,728 % 13,204 X 109 Rindows % EHE Kicrosoft Corporation 0/55
e < 001 3,696 % 15,740 K 1308 HEMBERTREEAEE Kicrosoft Corporation 0/56
Wersion:  nfa ze 6,452 X LLER4 K 1348 Rindows B FHAE Kicrosoft Corporation 10/55
Build Time: Thu May 28 03:29:13 2015 exe 13,895 % 22,072 K 1392 Internet Infornation ... Kicrosoft Cozporation /ST
Path (Image is probably packed): ze 2,928 & £,928 K 1532 Rindows B% T#E Kiczosoft Corporation 0/55
[Emdons o eve EXD‘Uﬂ eService ere 2,980 % 5,408 K 1640 Unkmoum.
— 2. exe < 0.01 7,08 X 9,600 1700 Tnknown,
Cormand line: e 1,484 X 3,532 K 1716 Rindows % EHE Kicrosoft Corporation 1/55
[c:twindowsthodpmm exe tH 2,500 X 8,5 K 2740 Rindows [RE FHE Microsoft Corporation  1/55
Currert dectory: 4,092 X 8,8% K 2776 XS DTCconsole B Kicrosoft Corporation /57
4d1n ¥ 6404 B 2160 Windows G EEE x; £t L
[citwinoms\systemaz,
Autoskart Location:
Fra Exp\nﬂ o84 K oie KMZEEEEME Kicrossft Covporation /5%
— < 001 6,25 K 55 FPUMGRETHEE  Microsoft Corporation 0/55
arent:  services.exe(f28) Verify J 5,808 K 59 Windows SRERET Kicrosoft Corpozation 0/5T
seri T ALITHORITYISYSTEM — < 0.01 15,352 K 926 Rindows Logon User In.. Wievasoft Corporation /ST
A j <o 18,444 K 960 ZPERFEIEAHES  Kiczosoft Comoration 1/55
tarted: 16:45:11 2015613 Image: 324 ——— 2,900 % 6,972 K 1908 Rindows SREAEF Kiczosoft Corporation 0/5T
e [ al P’ﬂEESJ <001 AL MOX 55732 K 2224 Mindews REREEE Kievosoft Coxporation /57
axe < 0.01 LT X 5148 K 2340 nknown,
rusTotal: [40/56 Submit 4,508 1 6,136 K 3764 Syzinternals Process ... Sysinternals = wam . 0/56
eze <001 22,7241 33,428 K 4% Sysinternals Process ... Srsinternals - waw... /3
ez, exe 12,120 X 22,120 K 29 Rindows FIREFEE Kiczosoft Corporation 0/57
Address Spare Load Randormization:  Disabled 039 5,524 % 12,712 K 3748 TCRAUTE endpoint wiewsy Srsinternals - wam . . 0/56
< 0.01 2,384 X 9,208 K 1384 Rindows {FHE@E Xicyosoft Corporation 0/57
oK coneel | z

—--4ER
5.2.2.1.2 £B 2: BEzIHH

ZET BN BUNEE

=1

BidAutorunsTEZE

- —1

EMLEFHREENER S ENIIERITE
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RIS

W ~E “Autoruns” TH,

BMELR
FB1 FTFF “Autoruns” X432, Wis “Autoruns.exe” i,

5-8 $JFF AutoRuns {43

Li(3ws= LERSTE Autoruns -0 X
m 2E =8 =B v 0
) - ¢ | I, » getinfo(win)V1.25 » Autoruns v & ‘ ‘ #E"Autoruns” P ‘

i 25 - BHES A Hoh
BT & autoruns EYTTVELLEERT: e ,\i
m=E B Aiionuns AutoRuns License Agreement
% AR %] Autoruns64.dIlf| You can also use the /accepteula commandine switch to accept the EULA.
3] Autoruns64 A
= e SYSINTERNALS SOFTWARE LICENSE TERMS |
N EaEE '3 autorunsc
) 0= T autorunsce4 These license terms are an agreement between Sysinternals (a wholly
8§17 Eula owned subsidiary of Microsoft Corporation) and you. Please read them.
= BR - They apply to the software you are downloading from Systinternals.com,
B sor which includes the media on which you received it, if any. The terms also
. apply to any Sysinternals
" S 7
= * updates,
UL * supplements,
e TIERE (C) ,
Internet-based services, and v

& ms Decie

$ER2 ERHAIXNEES, BE “Agree”

5-9 AutoRuns

b Autoruns [HECS-X-MEDIUM-2\Administrator] - Sysinternals: www.sysinternals.com
File Entry Elpzion»; User Help

HARAEAXE rite

@ wiiogon [ &, Winsock Providers | 2 Print Moritors | © Lsa Providers | & Network Providers | & wm
Geveyting | S iogn | H eporer | @ intemetBglorer | (4 schedvedTasks | fa sevees | B orvers | Codecs | [ BootExecute | [ imageHiacs |
Autonun Entry Descrption Publsher Image Path Timestamp VirusTotal
o HKLW oup Policy\Scry 2019/4/111537
Vi (5] FhiEHR: :\orogram files (c86)\witio\bin\instal_vicstor bat 2019/5/8 1005
4 HKLW\Software\Microsoft\Windows\Curent Version\Group Polcy\Scrpts\Shutdown 2019/4/1115:37
v T s File not found: c:\uvptools_temp\pveiver\shutdown bat
¥ EERR File not found: ¢:\uvptools_temp\inic\shutdown bat
Vi Fae File not found: ¢:\uvptools_temp\wda'shuldown bat
¥ EERR File not found: ¢:\wintools_upgrade'wtools'shutdown bat
g File ot found: C:\wmtools_Upgrade\vmools shutdown bat
i HKLM\SYSTEM\CurentCortrolSet\Cortrol\SafeBoot \AkemateShel 2013/8/222248
Vi @ endece Vindows &S RMERRR  (Verfied) Microsoft Windows  c:\windows\system32\cmd.exe 2014/10/29928
2 HKLW NT\G ion\Winlogor 2013/8/2223:40
Vi 17 30000 Fil nctfound: cd /d
& HKLM\SOFT i« 2019/8/1515:34
V| (M) HWUVPUPGR... Huawei Upgrade Tray c:\program files (¢86)\xen pv drivers\bin\wuvpupgrade exe  2019/8/1 18:49
2 HKLM\SOFT i 2019/8/1520:02
VI (W HwUVPUpgrade ~ Huawei Ungrade Tray c:\program files (x86)\wen pv drivers\bin\wuvpupgrade exe  2019/8/118:49
2 HKLM\SOFTWARE\Microscft\Active Setup\Instaled Components 2020/6/28955
W % Microsoft Windo... File ot found: C:\Program Files\Windows Mail\WinMail exe
¥ (& na Microscft NET IE SECURIT... (Verfied) Microsoft Corporation c: \windows \system32\mscories i 2013/8/14 1256
4 HKLM\SOFTWARE\WowB432Node\Microsoft\Active Setup\installed Components 2020/6/28 955
W & Microsoft Windo... File notfound: C:\Program Fies\Windows Mail\WinMai exe
v % n/a Microsoft NET IE SECURIT... (Verfied) Microsoft Coporation ¢:\windows'\syswow64'\mscories.di 2013/8/1413:35
{3 Task Scheduer
W 871 \Microsoft\Win... Microsoft Windows Diagnosti... (Verfied) Microsoft Comporation ystem32\compattel e 2015/11/10 1158
Wl [ \Mcrosoft \Win... Microsoft Compatikty Telem... (Verfiec) Microsoft Corporation c:\windows\system32\compatteiunner exe 1941/5/27 1426
W &7 \Memenf\Win  Mirmenft Camnatibiitu Telam  (arfiad) Micment Camamtion ~\windnwe\eustam 1\ ramnattaln mnar sva 1941/8/97 1496
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R4

g

L ARSEEREth, %82 “Options > Scan Options” , A)i%
“CheckVirusTotal.com” , FTHELASNIHIZINAE

File Entry Options User Help
bl 2] 33 W] X W Filter: | |

¢33 Print Mornitors
Explorer —l ﬁ Internet Explorer

: l

ﬂ’_t Winsock Providers

% Logon I h

Autoruns Scan Options
[ = " e

Xl

[ Scan only per-user locations
[] werify code signatures

=)
3] Check VirusTotal.com
== Hot [7] Submit Unknoven Images f

]
Rescan | i

18 “Autorun” FIF] “Images Path” FIRBFERENM (IERFFERISZHE
BUEESTH ) o

3 Autoruns [HECS-X-MEDIUM-2\Ad| - |a X
Fle Entry Options User Help
HAAAXE me[ ]

8 wirlogon & vinsock Providers [ 2 Print Monitors | © 5aProviders [ & Network Providers | & wm | 1 ofice
Deveting | Hiogn | W Exorer | @ IntemetElorer | (A ScheduedTasks | % Services | 3 Divers | [ Codecs | [ BootExecute | [ Imagejads | [3) Appinit | |3 KnownDlls
onun Ertry Descrton Pubisher mage Pah Tiestamp ViusTota
Vi [ Mcrosoft NET IE SECURIT... (Vedfed) Microsoft Comporaio| c-\windows\system32\mscores dl 0138141256

LM omponerts A20/6/28955
Vi ) Microsoft Windo). Fil not found: C:\Program Fies\Windows Mail\Winla exe:
Vi e Mcrosoht NET IE SECURIT. Comporatior A13/814 1335
{3 Task Scheduer
¥} 17 \Microsoft\Win..| Microsoft Windows Diagnost...(Vedfed) Microsoft Comporatior) c: 2015117101158
[l 7] \Microsofi\Win..| Microsch Compatbity Telem... (Verfied) Microsot Corporaior) c:windows\system32\compattebunner.exe 1941/5/27 1426
Wi 7 \Microsofi\Win..| Microsch Compatbity Telem. ) Mcrosoft Coorato 1941/6/27 1426
|3 HKLM\System\CurentChrirolSet\Services 2A22/3/24305
V1 17 coudbasent | cloudbasent: Cloud Intilz... (Not verfed) Cloudbase Solu .| 218/51221:45
[V} @ coudResetPwd.. coud reset password agert. .. (Verfed) Tanki Software Ld c:\cloucresetpwaagert \bin\wrapper exe 2141251737
[Vl @ coudResetPud.. coud reset password update... (Verfed) Taniki Software L1 c:\coudreselpwaupdateagent\bin\wrapper.xe 2141251737
¥l &7 FontCache3.0.0,) Windows Presentation Foun... (Vedfed) Microsoft Comporatio| . 2137201358
Wi 7 HostGuard | HostGuard (Vertied) Huawei Techndlogi. | ¢\program fles (B6)\hostguardhostguard.exe 22071141023
Wi 7 HostWatch | HostWatch (Vertied) Huawei Technologi. | ¢\program fles (kB6)\hostguardhostwatch exe 22071141023
V] 57 Intel(R) PROSet . Inel(R) PROSet Montonng ... (Not vrfied) rtel Comoraton | c:windows\system32\prosetmoritor exe: A18/53216
[ (577 UVPMontor | Huawei UVP Monitor Tools: . c:\program files (<86)\wen pv divers \bin'\uvpmontor exe: 2019/8/1 1851
1 (7 vmagent Vmagent o... (Not a..|c it vmagent exe. 2018/12/200:00
[V} 57 VinAgentDaemar) VMTools Daemon Servie: V.. 219/5/8 1805
I# HKLM\System)\CuertChrirolSet\Senvces 222/3/24 305
V& HWWebGu... { Techn 20188131507
Wi (@ aStoraV Iel(R) SATA RAID Corirol. Coporaton | Y 201381800
™ & v Intel(R) 10G Vitual Network Corporation 2014/3/5354
HKLM 1822546
Vi @ C:\Progam .| Intemet Explorer (Verfied) Mcrosoft Corporation| c:\program fles\rtemet exploer\ixplore exe 018/5/25 11:12
HKLM\System\ CurentCprtolSet\Cortrol\Session Manager\KnownDis 217/7/5 1548

MRETETERRR, WERHES, TERENEIEREE. TLE “Filter” i
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5-10 TFHEMRRIERS
File Entry OD’IO"’ User He\p

H IJ # |_1 X E( Filter: |d-hCP ‘ |

ﬁ“\;_Wirmd(vaidﬂ's | (2 Print Monitors | 8 LSA Providers | L Network Providers
&7 Everything | _éj Logon } -J Explorer | @ Internet Explorer | j Scheduled Tasks | % Services ] g Drivers | |§| Codecs |
Autorun Entry Diescription Publisher Image Path
#lf HKLM\System'\Cumrent ControlSet\Services
MyWiRDHCPDNS Wireless PAN DHCP and D... c:program filesintel'wifi\bin‘pandhcpdns sxe
2 =
W H=aas
MHE REE BEV) HEEsER) H)
) usbuhci ~ | BR ESid) =
rshieo L REG_SZ @EEEE)
bl UxSms aB|DependOnSer.. REGMULTLSZ  VMnetuserif
by VaultSve b Description REG_SZ DHCP service for virtual networ
VB°XNet"“dP aB)DisplayName  REG_SZ ViMware DHCP Service
- ) VBoxNetFlt 3
5 oxetr #ErrorControl  REG_DWORD 0x00000001 (1)
- |1 vesFPService
x ablImagePath REG_EXPAND SZ  C:\Windows\system32\vmnetdh
b= L) vdreroat o
ol s b ObjectName REGSZ LocalSystem
o & vaa | #8)Start REG_DWORD 0x00000002 (2)
bl VgaSave ‘ J'i"y.;Type REG_DWORD 0x00000010 (16)
b} vhdmp e WOWG4 REG_DWORD 0x00000001 (1)

-

5.2.2.1.3 £ 3: ML

ZEDAENBUMEEITCPView TEEFHRITCPERIRTS, HFERISEHE, AIEeH
*EE_EXﬁH_I@*I_\'LE o

BIIRSR4
WETE “TCPview” TH,

BMELSR
1 FTFF “TCPView” X4, Wr “Tepview.exe” X4, EHEHBAIIHEES, B

“ »

Agree” .

% TCPYier - Sysinternals: wrr ternals. com

Fils Options Process View Halp

HEa =@

Frocess / [FiD [ Protocol [Local addrezs | Local Port [ Remate wddress | Remote Port | state [ Sent Pcla
7 hgdpnn. eze 3800 TCE win-5iwipi3Tuag 19201 125.17.29.72 7530 ESTAELISHED
B lsass.exe  E40 TCE RIF-SIRTPI3TUAG 1028 RIH-5TRTET 37UAQ 0 LISTENING
B lsass.eze  B4D TCETE win-SiwlpidTuag 1028 win-Siwlpidfnag ] LISTENING
Bl services. eze 628 o WIN-SIRTPI3TING 1023 RIF-SIRTET 3TUAR ] LISTENING
Pl services. exe B28 TCPYE win-Siwipi3iuag 1029 win-Siwlpi3inag 0 LISTENIHG
b svchost. eze 360 TCE WIH-SIRTEI3TUAG  epmap RIF-5IRTET 3TUAR ] LISTENING
k] svchost. eze 936 TCE RIE-SIRTPISTUMG 1026 RIF-SIRTET3TUAR ] LISTENING
#] svchost.eze 1016 e RIN-SIRTRI3TUAR 1027 RIF-SIRTE] 371AQ ] LISTENING
F] svehost. eze 556 TCE WIH-SIRTPI3TIMG ms-wbi-server  WIN-SIRTET37UAG ] LISTENING
Bl svchost. eze 556 TP win-SiwlpidTuaq ms-wbi-zerver  223.202.3.14 26393 ESTABLISHED
B srchost. eze 344 e WIN-SIRTPI3TU4G nip * *

#] svchost.eze 1016 e WIN-SIWTE] 37U isalnp * *

b svehost.eze 1016 T WIN-SIFTRI 3T ipsec-nsit * *

k] svchost. eze 556 e RIE-SIRTPT3TUMG 1lnnr * *

B svchost.eze 350 TCETE Win-SiuTpi3Tuaq epmap win-SiuTpistuag ] LISTENING
Bl 935 TCETE in-5ivTpidT ] LISTENING

LISTERIHG

W1 svchost. TCPYE win-SiwipidTuaq ms-whi-server 0 LISTERING

] svehost. eze 344 DEYE win-Siwipi3Tuag 122 x

bl svehost. eze 1016 VIEYE win-SiwlpiiTuag 500 * *

k] svchost.exe 536 VIFYE win-SiwfpidTuag 5355 * *

] svehost exe 936 UDEYE win-SiwTpi3Tuag 346 * *

B Srsten 4 TCP win-SiwfpjiTuaq netbios—ssn RIF-SIRTE] 37UAQ 0 LISTERING

B Srsten 4 TCP RIF-SIRTPIITUMG microsoft-ds  RIF-SIRTRJ37UAQ 0 LISTERIHG

B Systen 4 TCP FIN-SIRTPI3TIMG 47001 RIF-SIRTET 3714 0 LISTERING

B Systen 4 P win-Siwpi3Tuaq metbiosns ® x

B Srsten 4 I win-SiwfpiiTuaq netbios—dem * *

B Srsten 4 TCFY6 win-SiwipidTuag microsoft-ds  win-SiwlpisTuae 0 LISTERIHG =
B Systen 4 TCEYE win-5iwipi3Tuag 47001 win-5iwTpi3inaq 0 LISTERING

[ ey 0 edd ) MIM_CTMIRTATIOLG 4 AAC MIM_ETMIRT ATIILA a T T AT -

£ SELRITCPERINTS, FNZHERENARDERF.
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o WREMFEAMZHE, HEFEASOSYN_SENTIRSHER:, iZHESRUS
AESERF-

o MIRENHENERENKOIEEBNE (206666, 2333%F ) , HETE
RemoteAddressiX—+= B &if#trAhost & & mine, pool, xmrE&EXiE=x, %
TR RS -

W3 ((MSF ) SulET L2, UINGERIEsE URLH T LS

B o
o &ML https://x.threatbook.cn/

o KNP FTERNAIRIULIP,
1‘)@1 _}I’Jﬁ‘f & xthreatbook.cn

¥ psad .
X stz X2 Q

ST T
FAFBEE e E

B o.com EFFE—EEMEEER
I 15.34 BRI
113 24 HSEZTAP
] dbt  com Eatd MDRESF
17 129 DCEZE e EEERSES
5. 54 p. o uew A ot
¢ U @mERE ®NEE  UAE Baltnetos komunikacjos”
“URL 0 e 2
REEE 0 FIEEER ASN  BALTNETA Customers AS, LT
FINE &
TR

STRGHRA 01 (2024-10-10) RS © ERRTBRABIRAD 31


https://x.threatbook.cn/

ZERASNA
EfESLE 5 FREHE

5.2.2.1.4 £ 4: BERAFPSH
HETHHEN B HRER .
BIESER
S TR REIER > SEIA > itENER”

(o 2HEE » FERMEET » SEIA v ¢|[azem1R 2]
T £ - PRGL: = Hrh A
B TE ODBC 20=i§(32 fin 2013/8/22 7:56 REAT 2K8B
] ODBC HiEF (64 £ 2013/8/22 14:59  HiEA=: 2kB |
O BESENEE (28 Windows PowerShell (x86) 2013/8/2223:37  tiEAT 3KB
8 Windows PowerShell ISl Performs object-based (ccmmand line) functions | <
e [#¥ Windows PowerShell ISt UTSIOIEE THIT EEIT 2KB
B 0 b Windows Server Backup 2013/8/22 14:53 REsT 2 KB
5 Windows PIFFISH#i 2013/8/22 1452  HUEAR 2K8
ff el 7 R2EEAS 2013/8/22 14:45  HUEASC 2KB
£ e [ TR 2013/8/22 14:54  HIEAST 2KB
B & [ BE 2013/8/22 14:54  HuEAT 2KB
» =5 B BEREES 2013/8/22 14:55  RiEAR 2KB -
k=M P EEEE Windows ErkiE D013/B/20 1445 kDA 2k8 |
&, HieEE () & HEnesE 2013/8/22 1454 AR 2KB
l@m&ﬁ OT378722 T35S oS — 2KB
G s Fl SH=ss 2013/8/22 1455  thiEsst 2KB
[oh FE RS 2013/8/22 14:47  HUEAS 2KB
A zsEs 2013/8/22 14:53  tRIEAST 2K8B
@ =mEs 2013/8/22 14:53  HuEAR 2KB
(&) tsazunse 2013/8/22 14:52  HIEAR 2K8
(&) R 2013/8/22 1452 RIS 2 KB
@ RS 2013/8/22 1457  HEAR 2KB  [v
UAHE  #eR1ANEE 113k8 ,_|J

SE2 EAENSHNS, &F “ABBFMA > AR , BEINESFEERERF.

bret(5)] ﬁf“:’(A{ b ZFEV) EEH)
TR EEY

& BN SR £ E=1 R
4 i} EvIR 2 SEHENENRENRT
3 @ EEHES & cloudbase-init
v @ BuEES ¥, Guest
b @ EEXEE
4§ TS
0@
b ) 88
4 eEEEs
4 2=
b b Windows Server Back
= =HEsE
b By REANREER

Administrator

cloudbase-init

#EEnEtENasEEaA...

I
'

$|3 EEMSHNS, &R “ABAFPNE > B, BIEREFERE
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MR EfEA) ZE(V)  EBEH)

e 20 6= @

& e SR )
4 |} E®IE
v (B EEitaes
» [ BHEES
b gEl HEX
4 B FpArHE
= Ar
g !
b ® t=hE
= REEES
4 B3
b s Windows Server Back

&R

¥ Access Control Assistance.
& Administrators

#* Backup Operators

I Certificate Service DCOM .|.

& Cryptographic Operators

4 Distributed COM Users

& Event Log Readers

B Guests

#¥ Hyper-V Administrators

¥/ 11S_IUSRS

#* Network Configuration O..
#= Performance Log Users

M= Performance Monitor Us...
& Power Users

& Print Operators

# RDS Endpoint Servers

# RDS Management Servers
I RDS Remote Access Serv..,
# Remote Desktop Users

J Remote Management Us..

I Replicator

i

. AR LIRS e

BRI BN/ EERE R,
ERERERA T ELTEE ..
AFREn R SRR,
B SNTIESRE,
ERAEE. WEMERAT..
IERIR SRR LTI E...
EEIAE . ==BEFENES...
HAERIRRFERT Hyper-V FrA...
Internet EERSEANAEE.
HERHRR SRS STERURE...
BEFNEST LSS,
IHAEAIRR S T AN SRR RIS ..
aEESEFUETES . 55..
EATLEETREsEE ..
HAERTRESETENNNE..
HAERTRESETLEEmTE..
HAEFAIRSFEE RemoteApp .
AP RS TREERN...
IHAERIRR S B] LA ST MY (5.,
SRS
AT TENES..

Members of this group can ac...

FR4 WNENRNSERFERTEEFEREXHE (FERFEMUSHSCZRNM) -

H= i=co)

> ICERRE > ASHBEERR (C) > AP » admin > @ >

v U ERE=EAE

= fEm v

» ~ settings 202274722 13:02 EERE
~ good 2022/4/217:34 SR
* — credentials 2022/4/21 6:15 AR
ol — servers 2022/4/21 6:15 LAY
* — Good(NoNLA) 2022/4/21 6:15 LAY
— ERROR 2022/4/21 6:14 AR
— Good(NLA) 2022/4/21 6:14 AR
= IP 2022/4/21 6:14 LAY
-~ key 2022/4/21 6:14 LAY
- 8888 2022/3/31 452 AR
* pass 2022/3/27 4:42 AR
- user 2022/3/27 4:41 ASIRY
NLChecker Z020/T07 2T 2225 N
" crack 2020/6/22 8:16 NER
{@ NLBrute 1.2 x64 & VPN 2017/3/19 2:26 i e
f@ NLBrute 1.2 x64 2016/8/4 9:47 RiFERER

xevil 2022/4/1 217 preiss

NLBrute 1.2 x64 & VPN - KeyGen 2022/3/27 4:26 e

123 2022/3/27 4:16 praiey

Tcp Port Scanner 2011/11/11 3:24 i

~ A
P
Fh

1t

SRS WRENMASHT, EENERWSHECHRIG, HEBBERSRENIHHITE
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i

v o m > HEEREY > AR (C) > FIF > admin > E@ v U EBEZRE
P G s
o RIS
=& .« settings.ini 2022/4/22 13:02 EERE
. . good:txt 2022/4/217:34 A
£ 2

credentials.txt 2022/4/21 6:15 STASRY

Al
| pass.ixt - IEFAR
SHHF) IR #U(0) BBV EEH)

e TR

5.2.2.2 HZE": DOS Z%4mSHIE
AEH N BUTETDOSESH SHieHE.

CEEERSY

ELECa R
cd HRER.
o ZEIER: [/] (ARER)TEHE
o F—RBFR: [./]
o FF—HKBFR: [././]
%r)/a: (# REQSENMH ( REXHREXH )
more PEERXHEARS
tasklist EEIHIZ
netstat -ano | EEHHE
wmic startup | EEBEE
list full
net user BERR
NIk
° %%I‘D:\Apps\'lz, B2 “DR” HI3Zf4: dir /a-d /s "D:\Apps\IDE" | findstr
o BICET, B8 “exe” HMEFBEZ: dir /s C: | findstr "exe"
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BMESR
TER1 EERAFEREHE.
=Hifgaps: tasklist
RIEEOERABRRRHER SN ARE, SIEREHE.
= EEA: HRTH =1 -

EEEEEEEEEEEEEEEREEREEEREEEREREEEEE R R R R EREE R R R RERE=E

Services

]
i
a
1
a
a
a
a
|
1
a
8
@
a
a
1
a
B
a
7}
a
a
a
(5]
a
8
a
o}
a
a

T2 BENEDS, 2R FEESERIIPHEEEN.
BFH5<S: netstat -ano

RIEEIRERARRI S iER R EIESZ&IFZ%ﬁBi&thi%}% , SUERTEEMEAL .
2. (FRAMPESWATEHEIREETEENIAFERWSANSIMELL .

BITSEEZEN “PID” @ T{E(tzu224o)7(‘,»5¥1ﬁfjéx’eﬂéi%t HAZ (a0
vchost.exe ) o
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1. %52 netuser, TaBEPEE,

C:\Users\Administrators>net user

User accounts for \\HECS-T

Administrator
Guest

cloudbase-init

WDAGUtilityAccount

The command completed successfully.

PID
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

:STABLISHED
ESTABLISHED

NN

DefaultAccount

2240
1876

2. &Eifapd: net user +HF (WNadministrator ) , EiEHRAFEXENZFER9AT

=18

C:\Users\Administrator>net user Administrator

User's comment
Country/region code
Account active
Account expires

last set
expires
changeable
required

change password

Workstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

Administrator

Built-in account for administering the computer/domain

0e@ (System Default)
Yes
Never

9/11/2024 9:88:32 AM
Never

9/11/2024 9:88:32 AM
Yes

Yes

All

9/11/2024 9:37:07 AM
All

*Administrators
*None

The command completed successfully.

3. BAm<: systeminfo, EIREFREER.

FNEE=ENEEE, TESTRFE, FTEUEEXHER, FELL

R4,
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C:\Users\Administratorysysteminfo

Host Name: HEGSSi
0S Name: Microsoft Windows Server 2019 Standard
0S Version: 10.9.17763 N/A Build 17763
0S Manufacturer: Microsoft Corporation
0S Configuration: Standalone Server
0S Build Type: Multiprocessor Free
Registered Owner: Windows User
Registered Organization:
Product ID:
Original Install Date: 1/2/2022, 11:39:46 AM
System Boot Time: S/11/2@24, 9:35:54 AM
System Manufacturer: OpenStack Foundation
System Model: OpenStack Nova
System Type: x64-based PC
Processor(s): 1 Processor(s) Installed.
[61]: AMD64 Family 25 Model 1 Stepping 1 AuthenticAMD ~2458 Mhz
BIOS Version: SeaBIOS rel-1.12.1-6-gaScab58-20236305_1568410-szxrtoscileeee, 4/1/2014
Windows Directory: C:\Windows
System Directory: C:\Windows\system32
Boot Device: \Device\Harddiskvolumel
System Locale: en-us;English (United States)
Input Locale: en-us;English (United States)
Time Zone: (UTC+e8:@0) Beijing, Chongging, Hong Kong, Urumgi
Total Physical Memory: 4,095 MB
Available Physical Memory: 2,690 MB
Virtual Memory: Max Size: 4,111 MB
Virtual Memory: Available: 2,882 MB

TB4 REXHDT, RERFERENXHE.
Hi9m5<: dir /s + EEZF (2C: ) + | findstr "exe"

E#ED (NCE)T, "exe"NIXHMBER, RIEEOERAPRRFE G ACE
X, MEREX .

c:\Users>dir /s C: | findstr "exe"

01/62/2022 11:43 AM <DIR> ServerManager.exe_StrongName_m3xkekOucj@oj3ai2hibnhnvaxobnim]j

Directory of c:\Users\Administrator\AppData\Local\Microsoft_Corporation\ServerManager.exe_StrongName_m3xkekeucjooj3aizh|
ibnhnv4xobnimj

Directory of c:\Users\Administrator\AppData\Local\Microsoft_Corporation\ServerManager.exe_StrongName_m3xkekeucjeoj3aizh|

ibnhnv4xobnimj\16.6.6.0
©6/17/2024 ©1:12 PM <DIR> Indexed DB
Directory of c:\Users\Administrator\AppData\Local\Packages\Microsoft.Windows.Cortana_cwSnlh2txyewy\AppData\Indexed DB
©9/11/2024 ©9:39 AM 2,097,152 IndexedDB.edb
©9/11/2024 ©9:39 AM 16,384 IndexedDB.jfm
©9/11/2024 ©9:18 AM 37,014 {1AC14E77-02E7-4E5D-B744-2EB1AE5198B7}_charmap_exe

(AR

ENESHBELTER: “windows” . “windows\system32” | “windows/system32
\drivers” . “c:\program files\internet explorer/” . “c:\program files\internet explorer
\plugin” . “c:\program files\common files\miscrosoft shared” -lfaAd3{&3,

FIE5 BEwindowsEHERHE (BFRMINEHID: 4624 ) , HIEFNEEEEREER
B
1. 17 “HENSE” , &R ‘K5I H > HHEEE > Windows BE > %
27, BEAMN “mEXaiEE” .
2. 1EE “8E/HHBSEME D" ¢ 4624,
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File
|

Action View Help

[ Event Viewer (Local) mx ‘Actions
Custom Views Filter Current Log -~
T
| | Security a
v [ Windows Logs Ky - |
5] Application Q ay Fiter xmL L 5 Open Saved Log...
[:3 Security WAy 5 I ¥ Create Custom View..
['i- Setup Logged: Any time v [
B Syt £ Import Custom View...
M =yviom ventlevek 7] Critical [] Wamin [ Verbose I
[[] Forwarded Evemts : 2 L. Clear Log...
Applications and Services Lo/ | @ 4y [ Eror [ Information T Fiter Cument Log..
§ Subscriptions .
z " \Ad Event logs: [ecurity = 1 Properties
<L Au 80 Fod
ind...
Q ay Event sources: | = b
A A el Save ANl Events As.
AU includes/Excludes Event IDs: Enter ID numbers and/or 1D ranges separated by commas. To Attach a Task To this L.
< Ay exclude criteria, type 2 minus sign first. For example 1,3,5-99,-76 View »
A, Au
LA 54624 & Refresh
-:"' Task category: | = I @ Hep '
A =
LAY Keywords: ‘ Event 4798, Microsoft Wind... 4
- v
~ ||| Event Propesties
Event|| e FrTTe=, 5] Attach Task To This Ev.
Gy y ]
*" Computer(sk  [<All Computers> Copy
] A el Save Selected Events...
il
F Clear G Refresh
7 H Hep »
Log
|
sod Cancel
Event iD: 475 Task Category: User Account Management
Level: Information Keywords: Audit Success
B4EERUNE EiRERAR
3. EWERUE ERERAR
[42] ME14E
5-12 Eif4S
& Computer Management - = X
File Action View Help
“s 2@ BE
2 Computer Management (oca) | 7 Filterect Log: Security; Source:; Event ID: 4624. Number of events: 166 Actions
v [} system Tools —
) Task Scheduler Keywords Date and Time Source EventID Task Category ~ iy,
~ (@ Event Viewer QAudit Success_ 9/11/2024 937:07 AM Microsoft Win.. 4624_Logon S Open Saved Log-.
 Custom Views @ Audit Success  9/11/2024 93659 AM Microsoft Win. 4624 Logon ¥ Create Custom View.
~ [ Windows Logs @ it su /110024 93659 AM. Microsoft Win. 4624_loaon - Import Custom View.
& rpplcation Event 4624, Microsoft Windows security auditing. x v )
] security - - Clear Log..
qielup General Details T Filter Current Log.
=] system
] Forwarded Event|| @ Friendly View O XML View ~ Clear Filter
Applications and Ser largetusersid  5-1-5-21-381 19 1U8Y2-39340098 /9-25 (49 19983-500 &) Properties
23 Subscriptions Targe{UserName Administrator 2 8 Fin
&) Shared Folders ? I soveFitered Log e .
& Local Users and Groups TargetDomainName HECS-T we Filtered Log File As...
@ Performance TargetLogonld  0x59f90 Attach a Task To this Log..
v Device Manager LogonType 10 T saveFilter to Custom Vi..
5 Wy Windows Sever Backun LogonProcessName User32 View
= Disk henticati K Negotiate [@ Refresh
Fs Services and Applications WorkstationName HECS-T Help
LogonG'uld '(00000000-0000-0000-0000-000000000000) S T
TransmittedServices- -
LmPackageName - =) Event Properties
Keylength 0 T Attach Task To This Eve..
Processld 0x808 I: copy
ProcessName  C:\Windows\System32\svchost.exe Save Selected Events-
IpAddress 1193.119.47 % (@ Refresh
H Help

$IR6 R LR EIIFEERREAEER, 15 BRI R SKESHE.

.

5.2.2.3 Windows EH 22BN

o IREZEH, NOAANABMEIRL, WSWEBRFI&IRO. BisNARERESim
DEREETEAN. XAEGHEA (135, 139, 445) , ERFIADIFHENROARY
JEIP,

o NARFRAELIEEIMPRIKSIE T,
RS 58IEERE

o ISBHIEEHRIEED, BEEENEEYVIERSIEEL.

o TEHIMNRSZIXEFHNLZLTRE, RITEFRAZESWT, BIERATHRE
B RIRAN .
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o EWMELRE FIZRRRG, MIFELRE FHAIRG, ENERRSWMA
HEBIET.

o  THEERFARRHBH kRS E M.

o BERRAKFEAZIEEEEE .

o REFMMBOSESKNS (BEESERMEEBAF ) . HEEKSO<S . WEBNAR
FEEWKSOS/RAS , 12Ul L.

o IEFZEMRIGIE:
- MERZFEOSHARSGREINOS, FAXEOSREZHRNEEZHNEETR
BE(EHORA, HEBRIFEOS,

- RESKEAESEREFHOS.
- I%I%KE&;%E@EEQE’P??@ (f5Ug0: AAAAAAAA ) REEREFFFRIAS
123123) .

- O ERERES, MXEFE(A-2). NEFHB(a-z). HF(0-9)F4F%=
fF. BEFHELEE—

- OSHREFRZBEESTA. RE. FLMEEBIOMAIEERR. £8H
Hi, BERE. EmailititESRAGXRER, IARFHEPIISIE,

-  OSFMZzABHFRHFSABRELEFERSRIE, a0, passwd,
- TEHEROS

- OSHPFEEThuaweiF s ETHEREISE (fla0: 123qwe!@#,
passwd ) F9ZEES .

5.3 THLZESHE (Linux BERS)

5.3.1 HIERE

LinuxENHEEED ARFHINARERD .

o RPF: BUHE. MEHITON, EEETHENBF . MAPXKERTRIAEF
ZEFRHITHERSFEREXH, EEFEREERUENKRE

o [NH: BEEHEMBENAE, NEANERTEREEREN G,
5.3.2 HEEEE

AEGNMELNnRFRFEPENZEHIERNRRTE.

BRELR
T BEFNESEFEREHE,
g top

RIECPUL AR, HESNSFIMESFERSHE, MTASHIECPULAREY
100%
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115 total “unning p @
106.0 e id, 8.e
d 528792 1769656

208680 5 315604

£ RIEFREHIEPIDE, BEXMHNME.
S Isof -p+EFEPIDE (W125267 )

$]3 KMERTHFEXM (FExmrEminefIiTiR ) o

1. BBEXHG®S: W-art

2. EEADEE: pwd

BN EFEEEESREMIE: strings +3X{42 ( #config.json ) + |grep xmr
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AR

BENESHEIATER: /etchEENH. /tmpllERISXfE. /binJaaTHiT3 4
- FP®$; BRIREXETRER/b, BEEXHAIRER etc, /sbinARTHATI .

- BEE®S; BRIEXHETRET/lib, BEXHAIgEE/etc, /usr/ARIEN, shared
read-only, /usr/localIEE=F %15 )

- Linux@ap$X2iE2WLinuxd$ ke,

3. RIIEEEHES, BURL (xmrflooder.org:80 ) HEIREE LGN, 8RB
it

xmr.flooder.org

BERETHHES il 100w+ Q0w

e={rkaii=

0 31 2012-02-16 19:00:2 eNom, Inc

0 43 2023-02-16 19:00:21

LT84 EEFNAPYR.
Bigas<: cat /etc/passwd|grep +FFZ ( tllbash )

2 root root

(1) #eA
nologinfIFFIREERIR, IEEREEFEERNIRINAR .
SES RETVNERATUE, SEREZRICR.
Fifap<: cat +34E (40 secure ) |grep Acclgrep +FIF# ( floracle )
RIERNHESHREIEVNIIRATE, FXESASENEEAIATE.

IRIEERNEXIEEEFEIPERNRERAPNR ( QIEMINHEMANRE ) , &
SEIPEFIRMZNBEURIT o
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SHI6 U1 EATIANRASRREAORER, i BT R SRESHA.
R

5.3.3 Linux FEHZEINEZEIN

REMMBOSREALS (BFEEERMEERAF ) . #EEKSO<S. NA
(WEB ) RABEWS OIS, BER12ULl L. BONREBFENKFE
BER{ESEEL .

gémgiﬁ‘tuaﬁﬁﬁﬂg‘io FRERREFSNENEDHRDIREIRE

NREFAUESERNRKSIET, MARER (2Web ) RNMEREIERFEIERIN
RS SEIEEXEIRERSE, XA AMNARLERL, SSWEBE %Jé}iﬁ%
0. BEMAEERERREEAN . XASEIRN (ASSHIKD ) , 3%

ERHIiFARimOYRIP. fEFAVPN/E2EZRE4EEEF N ié)}ﬁﬁj)‘(wﬁo

WSS EIRERIRMED, BREENEENSEHEEERSX.
TEEHHCNRFIREG PR ERE, REERREZEHT , BRHREFERE
B EHTRAS o

HEUNESRE FHZERY, WIFEHLRE FRRVRY, ENERRSTEA
HEBIET.

AEENANALEEENRZENGE, ZIEREANTESRHIEIEIENS
MR ARSS 1T 2 ERIR 2MEEE R ET L 2RSSR EFHD:

SEEN SRS ES W : https://www.huaweicloud.com/product/
ses.html,

U ENZLRSEESNW: https://www.huaweicloud.com/product/
hss.html,
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