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import com.alibaba.fastjson.JSON;

import lombok.Data;

import org.apache.commons.codec.binary.Base64;

import org.jose4j.jwa.AlgorithmConstraints;

import org.jose4j.jwe.ContentEncryptionAlgorithmldentifiers;
import org.jose4j.jwe.JsonWebEncryption;

import org.jose4j.jwe.KeyManagementAlgorithmldentifiers;
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import org.jose4j.jwk.JsonWebKey;

import org.jose4j.jwtJwtClaims;

import org.jose4j.jwt.consumer.Invalid)wtException;
import org.jose4j.jwt.consumer.JwtConsumer;
import org.jose4j.jwt.consumer.JwtConsumerBuilder;
import org.jose4j.lang.JoseException;

import java.io.ByteArraylnputStream;

import java.io.InputStream;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import java.security.interfaces.RSAPublicKey;
import java.util.HashMap;

import java.util.List;

import java.util.Map;

/**

* @author : bsong

**/

public class JWTTest {
public static final String BEGIN_CERT = "----- BEGIN CERTIFICATE----- "
public static final String END_CERT = "----- END CERTIFICATE----- "

public static void main(String[] args) throws CertificateException, InvalidJwtException, JoseException {
//id tokenEHAPIERZE (&%
String idToken = "";
/] EiEZEHTEONeAccessHHIRE

String aesKey = "0123 789abc";

/AEBTEONeAccessE 12| P ECE HIXREY

String certificate = "----- BEGIN CERTIFICATE----- \n" +
"MIIC2jCCACKgAWL........oceevecanece QEBCWUAMC4xLDAqBgNVBAMM\N" +
"12)zb25nLmlkYWEF...... GUuY29tMB4XDTlyMDEXNDA3\n" +
"MDY1NVoXDTMyMDE..........ccccocvruurnnd wwjYnNvbmcuaWRhYXMtdGVz\n" +
"dCThbHBOYS5iY2N......coccovevuevuecnnee Ib3DQEBAQUAA4IBDWAWgGQEK\n" +

"AolBAQCJ7bfMCVX... ..GNE3W9uiSYk3WFKYFK8vh16\n" +
"efVuvccAULE+xgi....... ...652[sIBNOAC5YPy7J47z4iw\n" +
"1GIAVYXxwyehgRe3........cccccoveunennee e0eJDKy6Ew5S+TUq72hqSD7\n" +
"zrtQA3szqSK1pgFB... ..J8rMh9WiF2qUqzCdNRgkQRC\n" +
"smGGj+PqD86otiif. 0OPH5UONR20Eve1cT9dgAlS\n" +

"VETtKbEOHUTQQi .o 0ZIhveNAQELBQADggEBAEP8\n" +
"EmkyoaWjngk3Tn5u.....ccccocveuureurnnees cJEDGTbuYO55wKap0BTetu6\n" +
"cvGFxJYMQYefsxO...... xn8N4ZgWvwgwDQVQx5WPgAT\n" +

"QKunLWz30WA4GYUE.........cccovvuruunee. QJZ7ift2sqoBLmkmjfcygWo\n" +
"jU1+7/e/ea5XAC3...... ....DtVHqufwP4R/TALg1muaNyJ\n" +
"f70bOcMHAb/OcbP.......................... FSAWkVYsxSCOLEEUPhCONvX\n" +
"KCWoeQoX/qkZH/nBvXU=\n" +

Moo END CERTIFICATE----- "

RSAPublicKey publicKey = getPublicKeyByCertificate(certificate);

JsonWebKey jsonWebKey = getlsonWebKey(aesKey);

JwtClaims jwtClaims = validatelDToken(publicKey, idToken);

String apiPermission = jwtClaims.getClaimValue("api").toString();

String permissionString = decryptionlDToken(jsonWebKey, apiPermission);
System.out.println(permissionString);

Map<String, List<String>> permissions = getPermissionsFromldToken(permissionString);
System.out.println(permissions);

}

public static Map<String, List<String>> getPermissionsFromldToken(String permissionString) throws

JoseException {

Map<String, List<String>> result = new HashMap<>();

Permission permission = JSON.parseObject(permissionString,Permission.class);

permission.getAuz().stream().forEach(p ->{

p.entrySet().forEach(e->{
result.put(e.getKey(),e.getValue());

b
b

return result;
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}

@Data
public static class Permission{

}

List<Map<String, List<String>>> auth_method;
List<Map<String, List<String>>> auz;

public static RSAPublicKey getPublicKeyByCertificate(String certificate) throws CertificateException {

}

CertificateFactory fact = CertificateFactory.getinstance("X.509");

byte[] decoded = Base64.decodeBase64 (certificate.replace(BEGIN_CERT, "").replace(END_CERT, ""));
InputStream input = new ByteArraylnputStream(decoded);

X509Certificate cert = (X509Certificate) fact.generateCertificate(input);

return (RSAPublicKey) cert.getPublicKey();

public static JsonWebKey getlsonWebKey(String key) throws JoseException {

}

Map<String,Object> map = new HashMap<>();
map.put("kty","oct");

map.put("k" key);

String jwkJson = JSON.toJSONString(map);
return JsonWebKey.Factory.newJwk(jwkJson);

public static JwtClaims validatelDToken( RSAPublicKey publicKey,String idToken) throws
InvalidJwtException {

}

JwtConsumer jwtConsumer = new JwtConsumerBuilder()

setRequireExpirationTime() ] IWTR A B ZIHARY ]
setAllowedClockSkewlInSeconds(300) [PV T AT E RIS AR B A R b LARR R AT SR
setRequireSubiject() [/ IWWTRREE 7=

setExpectedIssuer("Issuer") [MEWTEEEHE AL

.setExpectedAudience("Audience") // IWTHI BRI R

.setVerificationKey(publicKey)

.build();

return jwtConsumer.processToClaims(idToken);

public static String decryptionIDToken(JsonWebKey jwk, String idToken) throws JoseException {

JsonWebEncryption jsonWebEncryption = new JsonWebEncryption();
jsonWebEncryption.setAlgorithmConstraints(new

AlgorithmConstraints(AlgorithmConstraints.ConstraintType.PERMIT,
KeyManagementAlgorithmldentifiers.DIRECT));

jsonWebEncryption.setContentEncryptionAlgorithmConstraints(new

AlgorithmConstraints(AlgorithmConstraints.ConstraintType.PERMIT,
ContentEncryptionAlgorithmldentifiers. AES_128_CBC_HMAC_SHA_256));

}

}

jsonWebEncryption.setCompactSerialization(idToken);
jsonWebEncryption.setKey(jwk.getKey());
return jsonWebEncryption.getPlaintextString();
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