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fE£OneAccessEIE[ PRI AR, BEEEINEEE, ALEIZOneAccessxd{E
R FRYEERE

$IB1 EFROneAccessBIE| I,
B2 ESMiET, B ‘RE > NAT .

£;3 Y;f{:\ﬂﬁﬂ}ﬂﬁﬁ, BEEZNATR “SNINBZNA" , IRELogofIZR, B ‘xR
7 o

e

STRRRR 0 (2024-12-18) IR © R BRABIRAS) 75



NS EIRIRSS
L 3 SEpk Al Al

1E£ OneAccess FECETI I

fE£OneAccessHECENAIMER, BIFRAFPYLUEZOneAccessERTEW N, BiFIA
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uid £%R User ID, FBFID,

rdn 27 Relative dn, #HXIHRIE, FUSHEGRZFHIIBITEER .
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----45%R

BECE LDAP &
$B1 TEFH % ApacheDirectoryStudio ( LDAPEFiHTH ) .
FIE) %8 “LDAP > New Connection” , GIEiEEHIEES#,

5-71 G132 Connection

4 New LDAP Connection lLIi- wd

Network Parameter

New LDAP Connection [= = |

Authentication
Please enter connection name and network parameters.

LDAP| Please select an authentication method and input authentication data. LDAP.
!
Connection name: |Ldap_onaccess TEIEER, EEY Authentication Method
Network Parameter Simple Authentication v
Hostname: h | DAPRZZ 88 bl Authentication Parameter
Port: [ses LDAPIRSEIIEOS, 2L Bind DN or user: cn=Directory Managed]  4RTEHDN Y 2 A V]
Encryption method: ‘Nv enaryption  JIEE T, 21 Bind passwor d: [esssssssss = DAPIR S BIEY
e for LDAP conn [VISave password Check Authentication
the ¢ dation’ preference page -
Provider: [Apache ory LDAP Client API » SASL Settings

» Kerberos Settings
Check Network Parameter

[ Read-Only (prevents any add, delete, modify or rename operation)

S

<Bock || MNedts Finish Cancel

<Back || Ne¢x |[ Fnish [ Ccancel

H£IR3 LDAPFHINIKS .
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5-72 EERAF

File Edit Navigate Search LDAP Window Help
o~ i § v vl vt
155 LDAP Browser £ B[% =0 | Bo= =com &

@
‘ JE ] 4 BIN: en=exarnpl L com

1y
%

4% o

1]
bk

Attribute Description Value

4 1) Root DSE () objectClass orgamizationaiferson (siructural)
a objectClass persor (structural}
objectClass top (abstract)
¢ example
example
userPassword SEHA hashed passwort d

-

1£ OneAccess Hi710 LDAP AIEE
LDAPEEE=MIAIIE, SFEDNIAFER . ETEIAFERIEEE,

DNIANHER: iRz E RS EAFAIDNALR, W (uid=**, ou=people,
dc=example, dc=com) , REFREHAFDNERENT,
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* Base DN
EESEDN
SERER
FF=ifBase ou=people

==

]

Ol (Bi{objectClass=user)(uid={0}))

FEFDNES, cn={0}

* REKEEN uid

* R EE

FFERFET =

DAPEFREENE

RS A ERE

o TAINFER: HiFiziE, ERSLDAPHSIERIWSINZG, HERSEIR
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ErFEREs (B(objectClass=user){cn={0}))
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* ZEREHE cn
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* RERRERE cn
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1 ZHFROneAccessEIE I,
L2 EEMET, EFE AN > INERER .
S$E3 iER “AIAIER > LDAP”
H£I4 ELDAPINERRNE, £EHEA LR “FINAER" , BRESH.

% 5-26 FLESH
S8 25 | %A

WHiE
ERER | 2 INEERIERER, ZIFEENX . WLDAPIAIE,
LDAPHth | 2 LDAPZEZENNE , 8= Aldap://{hostname}{port}/, Ed,

il {hostname}JLDAPRRSS=&itbtlE, {port}ILDAPIxOS, BAIAN
389, A& EHEELDAPIRSEE
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5
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Base
BFR&ES8 | & LDAPHRILEC RSP RNTIR S, RAREIA
Zi4 “(&(objectClass=user) (uid={0}))” , ¥HHESZLDAPIZE
85, ETFE£HNEaMERKTETFTONBNESL,
FAFDN | & LDAPFIFHUIEREER, RFAKIA “uid={0},ou=people” . FBF
== DNEREITE-
ﬁﬂ%i@% = LDAPEFZEM, RFZIA “uid” , AIEEEE3HIREL,
XEAFF | 2 LDAPEER SIS B, W—BEANARRKE,, aJfE i
B HEERE
ﬁ?&jﬂ%ﬁﬁ = BRNINGE, WRXEIRFZAR, AJLMRIERZEEIRE.
i

WREFERRGTEMEN, WAFS, JLURE “RXEEFE" A “BhtlE
BR7 , B “iRINREs” . AIEER-27,

% 5-27 MEIS#

24

ol

BFREtS

LDAPIF#&EOneAccessHIMREY /@M, BITE NRAEEER,

BREFERY

OneAccess5LDAPZ [BIFEFEMHRIMES =, AI7E FRAEGEE,
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° 2)»&?% “RRETSEEY” 5 SANEERERE B, BEERWAN SALEREME
. Eﬁﬁ: “MSTERY” S ‘EEBEMEE" iF, SERREA ‘BEREE
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5.4.7.2 EtE LDAP Ik EFIREFR
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AREHLLOneAccessFHF I TP RBIFIENBLDAPINIEINAEHIEL B I1DFE, EOneAccesF
BECEEMLDAPNIERE, 2 MERECELDAPINEERZNARS

BURRSY

o BERFEEIHBONeAccessEIRIFHNIAITNE o
o BEAREEEONeAccessSLILDAPINIERECE , WNFEEE, 152EHELDAPIA

UER
1E OneAccess /5 LDAP JAUE
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B2 TS, ®1F CRE > N .

283 ENARmE, B ‘AR .

B4 7 ‘NBERT @A, BE ‘BARPIIRT NEBER.

L5 EE “BREE > WMGNA" , BHINMESRES “LDAPIAIE” #£4EFIRY 7

FELDAPIAIE, FHXEXFEOneAccessHRINILDAPIAERSRINASAER o
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2. EPE&EJZIJJLJE, HESEIFN “BF > BR58F7 AEE8m0IENA
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F£E1 SEZCERAFAFERNEIAMIZEHGEIZARE, FEFOneAccessiRSSHIRIENIR
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3 SERAPERERETHE, KiIEOneAccesshRFZAIRIENR
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£ OneAccess =HI&15 IAM FFi518] OneAccess FRSZHIR
ENFASHERRSERE “SLAIEN IAMAR, BIRIAMBRFELLSEIOneAccess
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S22 ENABMHEERSERERE, BE ‘LR .

$IF3 TESCAISHSURm, Pt “HSENR7 |, SRS eIEER, BE ‘7, BIaE
WIAMEFi518]0neAccessIRSZHEIMNR o

AR
OneAccess “SEIEIN” BISZHEHEIN50MAMAFiBEI0neAccessARSZHIIR -
O EBTHEEN, STIUSTAMESEEOeA( AV B X
‘W R c%?imess%kf‘z‘fE? FAERIOneAccessSIEE IR
IAMRIREER IAMEFEER v %
v  OneAccess-online-test e
mE

[0 v] mem1 <

F4 SENAMARS, BIEOneAccessEE JFRIBERINRGCEEZEBNERNRSE

ER,

M i%hRA 01 (2024-12-18) AR © AR BRABIRAS 256


https://support.huaweicloud.com/usermanual-oneaccess/oneaccess_03_0003.html
https://support.huaweicloud.com/usermanual-oneaccess/oneaccess_03_0003.html
https://support.huaweicloud.com/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_02_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0552.html

NASHEIRRS
=IELEK 6 &1 IAM FFi518) OneAccess SEFIEIE TP

EERNER
BER =BE
BREES EERFE
o
O paas_oneaccess_Ww..
R paas_oneacces... (b8eabed52c..) BIEA O
SHREES =
EEF
VIRER
EEMEER EAsEEEEE
© MARE
RarIfTE AR SR
EREER
O eet O FEAR
ey Syt (AN S
-

EENAY IAM P58 OneAccess RS
LHIEFIAMARFIGIEI0OneAccessfRFZRITPRSE, ZIAMBARFRIEZEATHEHAN
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BER.

T2 HEIRSYIFRFIERE ‘BES5KHE > MASMHEEIRS OneAccess” , HANESMNE
BIRSBIEHIE .

X3 FEiEHERmE, BEERON “SLHIBTR , HAOneAccessEIEITF,
(MARY::|
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AP EE(FEAAPIZ BIEE S FIOneAccessIRENEN Token, E{FHAAPIRTESZLE
M Token, APIRHEIRIEEN Token¥Br 2 BRI LIRMARSS, HUASCIIAPIRISINETE
IngE,
7-1 =N E
APIEEE APHRHE
| #ElToken ]
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BECES Foken
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BUHESRIY

BIRREEEBE0OneAccessEIE TP ITR o
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o ClientSecretZRIFIAEBRMNNENE, BEEsREN, SHERRHEE=SFRETN
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o EEFHIClientSecretBIRTEERY, FraEREClientSecretfIiZEISLERER, HEEESR.
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R
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ZFOneAccessEIE| I,

TESi=s, B ‘&R > BJIWAPIT

FEEWAPITRE, BHEEXAPIF R T “RNNEEXAPIF R .
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TEXAPIF=RiRINTeRk, BENXAPIFERRHEEREHRIIAAPIFS
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£ OneAccess FIKENE R AN RFIRIZ%H

OneAccessil& £ Token2E I INZFF L AR, TEFNEZNBINEXZHS
APIRHEHITRERS

$I;1 ZFROneAccessEE I,
T2 ESMiET, &R K8 > RSBEE” , B “APHAILEERE” , RESEREMEX
H, IRHLEAPIHRHE .

APHAIERL S X

AHERZE

(1 %88
OneAccesshEREIZZH, HEEELRHE, BEERFRE.
TR

API {EFEE M OneAccess SREXEEIY Token
APIfsEFIZE R FBOneAccesssE i RN Token,,
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posT v | hopsinR

e @ Heads up! These parameters hold sensitve data. To keep this data secure while working i a collaborative environment, we recommend using variables. x

P129c10445Z THIFKRUYPSALY”

(MARIY:
o FIEHZNAFIBIIERZ . TJEONeAccessSEFIEBETUHRR. -
e (HAPOSTIAIE, {ERBasiclAIE, BasiGAIERIFEFZNZEE S BEAHFRENRIClientIdFN

ClientSecret,

o R[EMYid_tokena LAFAPI{EAZE FEHIIMAPIRHMEIBLSAPHRMEMBMDINEFIEN, HbE
EEZEELURNNAIAPIRIEE . SJLUFERheaderski&i® . EiERRAERN
Authorization Header{&i%,

o R[EIRId_tokenBBEHER, BHIZA, Uhid_tokenaJLAEE(ER, BRHARIHARMNAH
BCERE.

APl I2HERIE Token

APISEFZEAFBAPHRMERYZOIRT, #MOneAccessiRENAYId_token, APHRHETE
KEIAPIEREERITRZER X Token, EERIEHIAE:

o TokenBIBR(EEEBIEH, RiETokenEOneAccessiiiaBl o
o IXEETokenmhEHAARIN R R A E & HEIHIAIZHEIRIAPI,
THEZjavaFtis:

import com.alibaba.fastjson.JSON;

import lombok.Data;

import org.apache.commons.codec.binary.Base64;

import org.jose4j.jwa.AlgorithmConstraints;

import org.jose4j.jwe.ContentEncryptionAlgorithmldentifiers;
import org.jose4j.jwe.JsonWebEncryption;

import org.jose4j.jwe.KeyManagementAlgorithmldentifiers;
import org.jose4j.jwk.JsonWebKey;

import org.jose4j.jwt. JwtClaims;

import org.jose4j.jwt.consumer.Invalid)wtException;

import org.jose4j.jwt.consumer.JwtConsumer;

import org.jose4j.jwt.consumer.JwtConsumerBuilder;
import org.jose4j.lang.JoseException;

import java.io.ByteArraylnputStream;

import java.io.InputStream;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import java.security.interfaces.RSAPublicKey;
import java.util.HashMap;

import java.util.List;

import java.util.Map;

/**
* @author : bsong
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*k

public class JWTTest {
public static final String BEGIN_CERT = "----- BEGIN CERTIFICATE----- "
public static final String END_CERT = "----- END CERTIFICATE----- "

public static void main(String[] args) throws CertificateException, InvalidJwtException, JoseException {
//id tokenEHAPIER&E &%
String idToken = "";
/] EiEZHTEONeAccessHHIRE

String aesKey = "0123 789abc";

[MEPBFEONneAccessEIE| I ELEHIREL

String certificate = "----- BEGIN CERTIFICATE----- \n" +
"MIIC2jCCACKGAWIL........coouereerreann. QEBCWUAMCAXLDAgBgNVBAMM\n" +

"12Jzb25nLmIkYWF...... ...GUUY29tMB4XDTIlyMDEXNDA3\n" +
"MDY1NVoXDTMyMDE..........ccccoconnuuund wwjYnNvbmcuaWRhYXMtdGVz\n" +
"dC1hbHBOYS5iY2N... ..Ib3DQEBAQUAA4IBDWAWggEK\n" +
"AoIBAQCI7bfMCVX.....ovvvevererrns GnE3WO9uiSYk3WFKYFK8vh16\n" +
"efVUVCCAULE+XQi....ovvrreerireaneee. 652ISIBNOACS5YPy7)47z4iw\n" +
"1GIAVYXxwyehgRe3........cccccovevneunee e0eJDKy6Ew5S+TUq72hqSD7\n" +

"zrtQA3szqSK1pgFB...
"smGGj+PqD86otiif.
"Vt1tKbEOI+iUTQqi.....

.JBrMhOWiF2qUqzCdNRGkQRC\n" +
..0OPH5UOhR20Eve1cT9dgAlS\n" +
.0ZIhveNAQELBQADGgGEBAEPS\n" +

"EmkyoaWjngk3Tn5u.....ccccocuveuueiurnnees cJEDGTbuYO55wKap0BTetu6\n" +
"cVGFXJYMQYefsxO.......coeveeeeunnee. xn8N4ZgWvwgwDQVQXx5WPgAT\n" +
"QKunLWz30WA4GYUE.........cccovsuruunee. QJZ7ift2sqoBLmkmjfcygWo\n" +
"jU1+7/e/ea5XAC3 DtVHqufwP4R/TALgTmuaNyJ/\n" +
"f70bOcMHADb/OCbP...........cccocveecunece FSAWkVYsxSCOLEEUPhCONvX\n" +

"KCWoeQoX/qkZH/nBvXU=\n" +
Moo END CERTIFICATE----- "

RSAPublicKey publicKey = getPublicKeyByCertificate(certificate);

JsonWebKey jsonWebKey = getlsonWebKey(aesKey);

JwtClaims jwtClaims = validatelDToken(publicKey, idToken);

String apiPermission = jwtClaims.getClaimValue("api").toString();

String permissionString = decryptionlDToken(jsonWebKey, apiPermission);
System.out.println(permissionString);

Map<String, List<String>> permissions = getPermissionsFromldToken(permissionString);
System.out.println(permissions);

}

public static Map<String, List<String>> getPermissionsFromldToken(String permissionString) throws

JoseException {

Map<String, List<String>> result = new HashMap<>();

Permission permission = JSON.parseObject(permissionString,Permission.class);

permission.getAuz().stream().forEach(p ->{

p.entrySet().forEach(e->{
result.put(e.getKey(),e.getValue());

b
b
return result;

}

@Data

public static class Permission{
List<Map<String, List<String>>> auth_method;
List<Map<String, List<String>>> auz;

}

public static RSAPublicKey getPublicKeyByCertificate(String certificate) throws CertificateException {
CertificateFactory fact = CertificateFactory.getinstance("X.509");
byte[] decoded = Base64.decodeBase64 (certificate.replace(BEGIN_CERT, "").replace(END_CERT, ""));
InputStream input = new ByteArraylnputStream(decoded);
X509Certificate cert = (X509Certificate) fact.generateCertificate(input);
return (RSAPublicKey) cert.getPublicKey();

}

public static JsonWebKey getlsonWebKey(String key) throws JoseException {
Map<String,Object> map = new HashMap<>();

noun

map.put("kty","oct");
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map.put("k" key);
String jwkJson = JSON.toJSONString(map);
return JsonWebKey.Factory.newJwk(jwkJson);

}

public static JwtClaims validateIDToken( RSAPublicKey publicKey,String idToken) throws
InvalidJwtException {
JwtConsumer jwtConsumer = new JwtConsumerBuilder()

setRequireExpirationTime() ] IWTRRE B EIHARY ]
setAllowedClockSkewlInSeconds(300) [PV AT E RIS AR B A Rt LARR R AT SR
®
setRequireSubiject() [/ IWWTREE 7=
setExpectedIssuer("Issuer") [MEWTEEEH AL
.setExpectedAudience("Audience") /] IWTHI RIS
.setVerificationKey(publicKey)
.build();
return jwtConsumer.processToClaims(idToken);
}

public static String decryptionIDToken(JsonWebKey jwk, String idToken) throws JoseException {
JsonWebEncryption jsonWebEncryption = new JsonWebEncryption();
jsonWebEncryption.setAlgorithmConstraints(new
AlgorithmConstraints(AlgorithmConstraints.ConstraintType.PERMIT,
KeyManagementAlgorithmldentifiers.DIRECT));
jsonWebEncryption.setContentEncryptionAlgorithmConstraints(new
AlgorithmConstraints(AlgorithmConstraints.ConstraintType.PERMIT,
ContentEncryptionAlgorithmldentifiers. AES_128_CBC_HMAC_SHA_256));
jsonWebEncryption.setCompactSerialization(idToken);
jsonWebEncryption.setKey(jwk.getKey());
return jsonWebEncryption.getPlaintextString();
}
}
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