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XS | X %75 (Endpoint) i 7104

#E4b-4t= | en- iot-bs.cn- 8883 MQTTS
’ north-4 north-4.myhuaweicloud.com

TEHFHELLEASDKRFULIEIHITIRES|IS (XELLjava sdkfXFBAxRA] ) .
(MERY::
FBIDEA/Eclipse¥ TFFSDKILIB T2, {&&iot-device-demoB R FHIDEMORA

“BootstrapSample” EPE’J?’F%%SZ, ,\EFIdeV|ceId%ﬂsecretgﬁﬂiﬂﬂlﬁ%¢$ﬁkﬂﬁlxﬁlD*D*.f.%ﬁ
BIAT, bootstrapUrii HiAZKimTim.

package com.huaweicloud.sdk.iot.device.demo;

import com.huaweicloud.sdk.iot.device.bootstrap.BootstrapClient;

public class BootstrapSample {

public static void main(String[] args) {

String deviceld = "60136b0682401c03e@blccf5_aaa_device2";
String secret = "73ce5656f5d4a9919532";
String bootstrapUri = "ss1://100.95.158.64:8883";

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, secret);

DefaultBootstrapActionListener defaultBootstrapActionListener = new DefaultBootstrapActionListener(deviceld,
secret, bootstrapClient);

bootstrapClient.bootstrap(defaultBootstrapActionListener);

Z{TDEMORER, BEIMTHT, AFRKERMAL, FEERKEIRE RN AL
g%}n)\i’mm MREFEITEEE, EYNARESEATARILERRSE, HEHR

2021-01-29 14:46:47 INFO BootstrapClient:So - create BootstrapClient: 68136b0682401c03eablects_ana_device2
2021-01-29 14:46:48 INFO MgttConnection:167 - try to o ssl://100.95.158.64:8883

2021-01-29 14:46:48 INFO MgttC : - s1://100.95.158.64:8883

2021-01-29 14:46:48 INFO MqttC d. address :ss1://100.95.158.64:8883

2021-01-29 14:46:48 INFO MqttConnection:240 - publi ge topic = Soc/devices/60136b0682401cB3e0bl1ccfS_ana_device2/sys/bootstrap/up, msg =
2021-01-29 14:46:48 INFO ices/so1 s_aaa_device2/sys/bootstrap/down
2021-81-29 14:45:49 INFO Defaultl

2021-01-29 14:46:49 INFO MgttCor
2021-91-29 14:46:49 INFO Bootst:
2021-01-29 14:46:49 INFO DefaultBootstrapActionlistener:30 - bootstrap success:100.95.174.162:1883

5_aaa_device2/sys/bootstrap/down, msg = {“address":"109.95.174,182:1883", "initConfig":null} ‘

KRN EE BT ZHI %&AMME,HE%@ S EMANEEANANERE, B
URLIBIE S BIBNBE, #HITHExXISE,
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public class DefaultBootstrapActionlistener implements ActionListener {

private static final Logger log = LogManager.getlogger(DefaultBootstrapActionlistener. class);

private String deviceld;

private string secret;

private BootstrapClient bootstrapClient;

public DefaultBootstrapActionListener(String deviceld, String secret, BootstrapClient bootstrapClient) {

this.deviceld = deviceld;
this.secret = secret;
this.bootstrapclient = bootstrapClient;

}

@0verride
public void onSuccess(Object context) {
String address = (String) context;
Log.info( =

bootstrapClient.close();

if (device.init() != @) {

return;

}

¥

“bootstrap success:” + address);

IoTDevice device = new IoTDevice( serverUri: "ssl://" + address, deviceld, secret);

device.getClient().reportDeviceMessage(new DeviceMessage(“hello"), listensr: null);

@override

public void onFailure(Object context, Throwable var2) {
Llog.error( s "bootstrap WFH failed: {}", var2.getMessage());

¥
¥
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ttabllavaiE =461, WfawSlavaiESRIRE, SR TIER FunctionGraph >
FRIgEE> WMIFFARE> JavalREFFAIER

1 QIERMIE, RERI

Result checkPara(FunctionG

sult(ErrorEnum.

KiEpnEEsENT:
package com.huawei.demo;

import com.huawei.demo.common.logger.DefaultLogger;
import com.huawei.demo.model.AccessPointPara;

import com.huawei.demo.model.FunctionGraphPara;
import com.huawei.demo.model.TdpFuncResult;

import com.huawei.services.runtime.Context;
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Y

import java.util.Optional;

/**
* SEHNZIHERZE o
* WARNING: {@link #apiHandle(FunctionGraphPara, Context)} iZJ5 5 RIEFEPEN , TR TER
RizEREEEO! ||
* <pre>
* {@code
*  @Override
*  public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
* return super.apiHandle(para, context);
*
“}
* </pre>
*/
public abstract class TdpFunction {
protected static final DefaultLogger LOGGER = new DefaultLogger(TdpFunction.class);

*/
public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
/] SRERBE
DefaultLogger.init(Optional.ofNullable(context)
.map(Context::getLogger)
.orElse(null));

/] BBENS
TdpFuncResult result = checkPara(para, context);
if (result !'= null) {

return result;

}
] REENS

AccessPointPara accessPointPara = determineAccessPoint(para);

/] RIURE

result = provisionDevice(para, accessPointPara);

LOGGER.info("result:{}", result);
return result;

}

* NS
*/
protected abstract TdpFuncResult checkPara(FunctionGraphPara para, Context context);

*k

* NEIRRIEARPIEESEEAR
i

protected abstract AccessPointPara determineAccessPoint(FunctionGraphPara para);

* BRRERMIRBIEO RIS S
*/

protected abstract TdpFuncResult provisionDevice(FunctionGraphPara para, AccessPointPara
accessPointPara);

}
$IR2 TERE, HERE,
AR =T5)ar), PP TIEIEA— 1 EEAYarE, WMTEFR.
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TdpFunctionDemo » target

=t ) BAE = o
R archive-tmp 2021/4/13 16:40 g
classes 2021/4/13 16:40 it
i generated-sources it
il lib il
I maven-archiver | it
8 maven-status 2021/4/13 16:4 it
| £ function-demo-0.1.9-RELEASE jar 2021/4/13 16:4 Executable Jar File

NI E=Tlar@, WEBIRar8 HREE=Alar8T8K— 1 zip8, W~
B

= FunctionDemo-0.1.9-RELEASE.zip - 23451 F

e 23U517E ~.0

MIARE, BEER — —

< ~ [#] i= ~ EH FunctionDemo-0.1.9-RELEASE.zip v  SHEESHEEERER)
pral = ®x o+ ER
.cid ] LEEES
idea |£|annotations-13.0,jar 171
assembly | £|converter-jackson-2.9.0 jar 3.c
lib | £ function-demo-0.1.9-RELEASE jar 56.2
sre |£gson-2.6.2,jar 224.2
h targetl |£jackson-annotations-2.10.0,jar 66.3
archive-tmp | £ljackson-core-2.10.0,jar 3404
classes | £|jackson-databind-2.10.0,jar 1.3
ﬁ:"eratw's' [&] kotlin-stdlib-1.3.50jar 12
raven-archi | £/ kotlin-stdlib-comman-1.3.50,jar 166.¢
|£|okhttp-4.2.2 jar 693.2

tatu:

|&|okio-2.2.2 jar 17
| £ retrofit-2.9.0,jar 1224
|£:|validation-api-2.0.1.Final jar 90.8

=H: 7Ip, EEEF: 451 MB, FEZEtk: 100.00% it 13 32 (4.51 MB, 4,734,965 F75)

HENRHTERRSS IS, SRR REHTAOLUER][ER] [HITREE]
BUES.
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MQTT Broker Profile Settings

Broker AddressiEEiRE ARUKEMIZANMLLE, Broker Porti B8 & ARUESZMIEAN
i, Client ID¥EFN ( [&FID]_0_0_[10fHEARTIE]] ) HE, BERNSIMQTT
CONNECTEREN

SSL/TLS

BRFIREERIERIMEST, “Enable SSL/TLS” AEFE, i#&#ESelf signed
certificates, CA FilelBEERTFEARIEEABIKEMIZASSL/TLSEBEIEBAICAIEREE
2, Client Certificate FileFIClient Key FilelBEB{FFE HEHIGIE THCAIEBE AR
IRFBIUEPBFNRFZIEPBFARIRER . AMEBAPEMIER, 154Qi% “PEM Formatted” .
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File Extras Help

certAuth_funcStrategy

B Edit Connection Profiles

Profile Name

rtAuth_funcStrategy

Profile Type  MQTT Broker

Broker Address | iot-bs.cn-north-4 myhuaweicloud.com
Broker Port | 8383

Client ID | e89bbec7:

135c6afc0183_test2021C Generate

General User Credentials Proxy LWT

Enable SSL/TLS Protocol  TLSv12
CA signed server certificate
CA certificate file
CA certificate keystore

-

CAFile C:\Users\Administrator\Documents'plt_gw_ca_20200321.crt

Client Certificate File = C:\Users\Administrator\Documents' ¥.ca20201 26§

Client Key File | C:\Users\Administrator\Documents 2202012

Client Key Password
PEM Formatted

Self signed certificates in keystores

L

“User Credentials” B9 “User Name” FEIBEEIZ®EID, EAEGESIT

" Edit Connection Profiles

ertAuth_funcStrategy

Profile Type  MQTT Broker

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8883

ClientID | e35bb|

0185 _test2021C Generate

General SSL/TLS Proxy LWT

User Name | e89bbcc

435c6afcl

word

FI2 &S

EESHEETHE, 2F “Connnect” . EALAERBZENERE, HFIREEMAI
EREERMIFA.

SRS 01 (2021-08-23) IS © ERRAGIRAT 16



IR R
L 2 FERHIRSBE B EXRBABUERAERNIRE

@ MQTTf - 1.7 =] X
G %
S )
pubiish [ETEY Scripts  BrokerStatus  Log
- —

Topics Collector (0) sen

£E]3 1T SiE R Topic,

SEEIGFIEKE | SERIES AT EKE | Sitthiti Topic, 83 “Subscribe” iTiEi%
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RIS
BAESTE: :

ARSI B E X R R BUEBIAMIERTIR S

N7

2 &85

@ maTT- 17
File Extras  Help

- 06 X
]

Disconnect

a0
publish [T Scripts  BrokerStatus Log

Soc/devices/eB9bbCTI04€4341ad03435c6a1c0185 test2C

y . 1
Dump Messages Mute e
S 1
15082021 Qsso
Topies Collector (0) sen £ *101-BQELs. Co-north- . ayhuawei cloud.con: 8883", - initConfig" :nutL}

HENRERSS S, BIEEERNRHMNEE, JTEHEEXRBARIREIRE
o, ZEREAR AR A B IERERAT o

7> default > functionDemo-20210413: LATEST | URN

FEEHR

&

ATEST +

event-iotdp-te  ~

LATEST + | EiESste - Q

fingerprint: 4644D2t

390AA37AEOBEAZD7B90FDB5 17986280

deviceCert: [class DeviceC
subj

Para {
tCnName: 360003084

b3ce63f63ab3def
issuerCnName: serverCommonName20201207194523
shatFingerprint: 8a773bl

0a5dat
sha256Fingerprint: 767b02f45b42ad

43bdldefs7

b192a59d

ledaad81880610fde1 f2cadca33aa

befcsdsi77

2021/04/13 16:41:30 GMT+08:00 44c07952-04e6-4fc1-8a7'
statusCode: 200

3eee3be (INFO} StackTraceElement.apiHandiel

pFunction java:35)—>result:class TdpFuncResult {
body: class

dpFuncBody
status: allow
context: class TdpFuncBodyContext (
allocationResult: class QueryDeviceBase { d
dlass Authinfo {_ authType: CERTIFICATES, - secret: nul,
productid: e89bbec7f0de:

eld: e80bbec7f04e434fad03435
fingerprint: 8a773bbe0asdas60L
35c6afc0185, productName: e8

i 1est20210413, gatewayld: null, deviceName: test20210413, nodeType: null, description: null, authinfor

5fcfb193a59d, deviceCertName: nul

deviceCertValidity: null, deviceCertid: null, s

7f04e434fad03:

€a20201207194523, allocationStatus: 0, allocationStrategyType: functions, lifeTime: 0, initConfig: null,
}
HANIigFEESS, JBER—FZgERNERICSE
JeaANCEI A3 f oy s o Y I=E=FE= RIXIX o
# 2-5 B E ST
-5 IZFIFBR
SEEIEAFIE | ZouxZHCATest001
- Test001
MmaTT
e
=
S
e
1o BERNES
aEps @ BY fresStandardinstance
RGO
bl i RXIE AR WiTEE
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IR R
L 2 FERFIRFSBE B EXRBABUEHAERNIRE

Elt, BEMNTHR T, ERREABFIRSRSBERNENREEE BE X R
fRAR REREIRE R MEIEERNRERASLAIF .

-
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IR R

BAELRE 3 REBEINEMESENTH
IR BliEMZERA TG
SR

FRETERISZEER, RERKIRENEREE (HIINREID. £ER ) M
AEaE, REFEERRINEIMERIRE DIENEERANERKNTES . SAFE
AISEANE SR, % eBSYitEMRE BB KR,

—HLRE, ERtEEMERSERENEREANAMNEMRERIAPI, LISt
WEEMEE ., WHEREBHESF NS EMRENAIOZEFR, BEREH
ISR BMFIE P MEEES, =R NANXIREIDRRIHITIL, MBS
itt%iiﬂﬂ)ﬁ , BRSSP EMITERN AMERENEIRIR & IDE—RREIS MR E LR
\F-'lo

A HEINSHRILEER, ERREANINEMAINELIREREMEZ SR AR
ANIEXFE o

ANEFIRFRMBGEMAINGE, ERIERRE, BRREFILIRERIMEENEE
AIEXFE o

*3-1 EYLL

RETE | EFEANEmM EA==vE 30 it etikiEiE
i S N
Eﬁﬁiﬁ o REFHERS,; o RBHEZ; o RBEHERE;
= o XNEFBMIMRFNA | o XNZFBMIFRFMA | o RFEESE;
MRS CIEEIs MR EISCIE =N o YHSZTMHR
o NS BMATE EHEERS.
A=
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IR R

BAETE, 3 BEEHENESENTH)
BT | BT TR AR SRR R
oS A
2 |1 REEESRER |1 TERSASHETN |1 ETeEER

PTHAPISREIE | I, ENRE | LANMANE
8 l8BCTRTS | B0 (BEOTRY | D
SRR IS SREABATER |2 mgre
B EMEITE; B); P
2. FAMSHANEY | 2 BESERHET
d, GRESHIE | ISR CEET
RSSHMIGAE | &, SaEEme
ERENSARSE. | 1
3. NGRS S M
15 2 SRIBOAE
ERENBARE.
A | e ZWEMAP BRI, |« BRWEESH
i RRAAESE
. BERRZED, AL
o RIFBMEEE—
R EER,
o PEEFLEIBN
KRB .

BINAE
B AT e A\ T A R PR B FEFR
B 3-1 SR

EHeFR IRERIEMREAN

HIECAIES

HIEHIRFCAIET

i NIIES SR

BlIEiEAiA

EREIESFIER

BEIEESE

RS 1252 Topic

BR3ISHE

ERRERA
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BB
e M54 3 REEEMZEENTS

3-2 BMANFELRIERE

R

RN

[ 1. BHECAIES
2.1 LECAIES

2.2 SREGIEB AR

RLONES . |23 HIERIEIES

2.4 FIEWARFS, SERAFBIHE

AECAIES

3.1 BUFRIF R

IHECAIES

3.2 QEEEARE, KB HIABINIFAICAIES

WER

CUERIFH5REE

33 %MRaETS
. 3.4 ERBEID (ERETAEM)
ol !
IR 418E S, BEEEER
B 4.2 iTifgiEKs | SiE topic
43 BTERIISHE
ERENED 151 i sEs

5.2 {52 SR MBE IR E RN

5.3 IBENR RN\ SEGR Stk

6. SIgEBRALBIHTISZE

HIE CAIEP
AZLAWindowsIRE S, 1748183 Openss| T EIVECAIEBFIEGIRFBRIA X

A EE

AT “&pZ$A%d (rootCAkey ) ” 1 “HBECAIEH (rootCA.crt) ” MIR{EIEFE
EFERRINREN

BHLR:
ST ENREEEPIHENXE, THIFHTREOpPenSSLTE, ZECHEEENETE.
H£I®2 7E Di\certificates LT, UBSERBMHIETcmdiS{TED.
$IE3 AT (rootCAkey ) :

AR

&py “BAXS” RRARBEBELER IEBERBERMG . ‘CAIER” , “‘BIBEBR” UK
“REIER” HEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048
FRA (FREBYEMIEBEZBERIUS:
(MR

ERIEBERIERHT, ERIESIERE—MRER ( Distinguished Name, DN ) 58, £
HIREBAI TR Ao
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https://slproweb.com/products/Win32OpenSSL.html

IR R

RIELEE 3 IREBMEMLEENTH
* 3-2 S¥UHA
EF 7N SHBMR EEHG
Country Name (2 letter EHZR/MX CN
code) []:
State or Province Name | &/ GuangDong
(full name) [1:
Locality Name (eg, city) | ShenZhen
[1:
Organization Name (eg, | BN (KA TR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address []: HRFEHELE /
A challenge password []: | IEBZRS, MERFRKER |/
3, AILAEEEIE
An optional company AERNBERIR, WERrg |/
name []: &, A BEELE
openssl req -new -key rootCA.key -out rootCA.csr
U5 LRECAIED (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt
(RARIY:
“-days” EHISHUEIEE TiZEPHBEKRE, HREIJ50000K, ErAIRIELIRESIAS
FIFEFHITAZE,
S
& CAIEH
BINRELSER
TE1 ERRBRBUEHIE.
TE2 mREABIEHE, ENSHhEES, &% EH , BEaEHRR “ EECAILE

:B”
o
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https://console.huaweicloud.com/iotdm/?region=cn-north-4&locale=zh-cn#/dm-portal/iotps/home

IR R

BETE 3 BEEHERRLENTY)
3-3 H& CAES
‘ s whan v

$B3 £ “ LIECAER” A, EE “EBEFR” , Bl " , HELET “HEECA
IR £ “CAIEF (rootCAcrtSE) 7 , BE “BE” .

3-4 H& CAIEBIFER

BEEN [12:37 = ol
I::;;h N ECAIESR X
-
() e
L REMICAIERIAIRE S “KRIGIE” , FETR “WIECAEE” 378, FAIEEFERIZCAIL
B,
%+ 3-3 IEPBIREE
CAIE | BB
RELI
g2l | JEEFEA.
uE
K | FOIEEFER, FREBEE, HAIEZEER.
ik
Ed | CAIEREIH, FEH, EAREINFESERZCALEBIIEXI AR EIE
HA B,
Bl | CAIEHR30XABMGISHE, FRATER.
ITHA
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IR R

oA E Y53 3 REBMEMLZEENTSH
BEE CAIEP
MNFELERNCAIER, FEEKRAFTA “WIECAIER” 318, LIGIFRFPARSIZCA
IEBRIE & EE
BRELER
] BRRFREIEHE
SR EREBRMEFG, ZNSHESS, &R IR , 2FE PR £ERE
=Ry “IRIRER”
3-5 L& CAEBFEAR
TE3 T LERIBERRE, BF “ERIIESE” , BE “SHER" S5t CAIEBAIEYL
BUIERS .
3-6 SHIILUFG
1: | m— |:|7 - )
(1) #eA
CAIEBIIFRSBERHIA—X, 1E&AHERIGIES AR BH TR IGIE .
SGIFRBRIE R A ERYLE, BDXF—NCAIES, BIfSILLRIRIIGIERSRITZHR, ISR mnia
IERSEHE .
L4 (EAOpenSSLT B AIEIER 4R
openssl genrsa -out verificationCert.key 2048
L5 AR ERIEREZIERIFCSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
(1] 588
CSR3Z{4A9Common Name (e.g. server FQDN or YOUR name) EEIEE IHISIIFFT
16 (ERCAIER. CAIEBFATHA E—L B RAICSRIABIZIIEIES

(verificationCert.crt) o

openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 36500 -sha256
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https://console.huaweicloud.com/iotdm/?region=cn-north-4&locale=zh-cn#/dm-portal/iotps/home

IR R
L

3 REBMEMREIENTHS

(AR

ERIGIEIEBFEEIRY “rootCA.crt” #1 “rootCAkey” XFANI, 7 “BWECAIES” HETLERL

BRI

“-days” ERISHEIRE TIHEBIBRRE, AR FI/36500K, ErIMRIEERVSHR

MBBRHTEE

W7 _HEWIBERHTIRE,

3-7 HERIEIES

BEEA © CAE bemm
Aoy 7% ©
S
es D)
i
" wEws  EsEn
» v zmE i E
=
s o 2
2 © =

A IMEB SRS

T
1SERIIOTDA,

3-8 iNIMEP R

BEEA R
R EMEG
S SRS
inss

3-9 ANIMERRIEIFE

BEEA EERBORE ©
e
RERGIE) ~ ERES
L3

v EEERE
=
= A EeEm
£
o
A e EBER
5 e

28

v B

N “RERT FRE, BERET EBRE

L{EIRIEESR

SENES, TRERERES R

B “AINsERl” o

NG *
EBES
o
e -~ J

Beam 2
3

Te02.00 o
os00  EE

00 EF B

o)

s
o
s
s
=
E

£
s

IMERREE, AMCAILEBEHEEMIOTDA, HERILCARLRISEIERESRKE!
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IR R
L 3 REBMEMREIENTHS

SR|3 BETHSHRBESKRESHERE, BE “HE” .

x3-4 2HIER

SHEMR 5488 =~
UEPBZTR ENFFEZRIBIBENBEEAMEEENE | BEEETIES
FRXEg, SRR NAGIER “certificates” &
. . . o1 . - X RS ABERLIL-
ARX 1, KBERSEXEE, WEBEANNKEN | jp=mygiELms
IREFENERS . &,
FRERIGRFIEREENRSH, NRHE | =@
NINSLEAI, REBEEmMAEFEZEENR “certificates” ‘&
5o NREIXEIREENRSNERR, WE M
E'é‘r%iﬁ%%{ﬁ*%iﬁ Eﬂ o Wa terM eter-
BN | SRS S NIRS KT QIR . 55”;”9“‘/)'0‘31\
EYEMFEEH, REHNAR—EE, Be?jiﬁrgogoezr_
AR NI FIRANRS XIGRCIZENE, & e
ERIFXIRARS CIERRIAD ¢ ULPTRR
certificates
o BMXE: it-
b | =y
o AINF:
beijing-app1

TR

BlUEiEhE
MQTTIEBEANRIRE, JLMEREAKEIE—NEME, HEYNAICAEREE
MR, HUASCItEIREAIEEM, LIRS —R CBEIA ERAYENE, aIEEm
HFEPETEMA FFERIRE
SB1 HEAN RE-EMAT FRE, BSEALH FMEERAT .
3-10 #higiEAE

LN RIGE ©

SSSSSSS

=i SEMHESE ERE R E
)
B EEN RS
|
g & S ]
R [c]
5 B
S B
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L 3 REBMEMREIENTHS

SR2 BETHSHGBESXRSHERGE, THREE.

x3-5 2HER

SHER 5269

EIRESTR SERRERIE— TR,

BERIUEH BFEMES e, F—MEPRReERINEE—EMA,
PN AT ST e ZNE LT

e SHRSHS CBEER PR

e TR

FRgFIED
£ {FF0penSSLTEZFIEBERZIAX (1RFFAH) ¢

openssl genrsa -out deviceCert.key 2048

L2 (ERIREEAN, ERIEPERBERG:

openssl req -new -key deviceCert.key -out deviceCert.csr

(ALY
ERGEREZERIERT, EXRIBESIEPHE—HRIZFR ( Distinguished Name, DN) 88, &
GBI T ER2F R

% 3-6 ZHIRMA

EF oz SHHBMN EVEHGI

Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen

[1:

Organization Name (eg, | BN (A TR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAZERI] Cloud Dept.
Name (eg, section) []:

Common Name (eg, fully | CAZFR (CN) Huawei loTDP CA
qualified host name) []:

Email Address []: =Y ehil /

A challenge password []: | IEBZRI, MERKER |/
15, AILAEEREE
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IR R

BAECRE 3 IREEEMEZEBNTS
N SEWR &I
An optional company AERNEER, WERR |/
name []: B, JUBEZELE

$1B3 ([FAHCAIFE. CAIFBFASAFICSRIALIFRIZHZIEE ( deviceCert.crt ) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256

(MARY::|
$RIRSEIEBBEIRY “rootCA.crt” 1 “rootCAkey” IXFANNE, J9 “HIWECAIER” FFr4ERL
MmN, BEERMN “ EEFHRIECAESR”
“-days” EHISEEISE TIZEBIIERRE, LtabREh36500K, EaliRiELiRESins
MEZHITEZE,

-

IRERIEMHEN
LB THFHEENSDKREULIBHTIRES|IS (1XEBLljava sdkf{i3HR6) o
(e
{FEFAIDEA/EclipsefTHSDKAARZ TR, {Eiot-device-demoBE R FAIDEMORA!
“BootstrapSelfRegSample” IS,
Scopeld \ig & & HEY; A 4R TR E AFREY;
deviceldBEFBEEMYIBFREF M (BiFEFEERdeviceld2BMHE—) ;
RBIEBIEER “EHEFE” PERINESEIES;
bootstrapUriJa_EiR RIS,

A N =

3-11 {824 demo 744l
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-java
https://support.huaweicloud.com/endpoint-iotps/iot_04_0001.html

IR R
L 3 REBMEMREIENTS

£I2 jz{TDEMOER, BEWTHEE, AFRLREFAMAY, FEEEKEIRE R TR
ig%?:)\iﬁ’,ﬂt MREFEITIER, ANNANKERALATIERZIRE, Bizig
B,

& 3-12 HEER

2021-61-29 14:46:47 INFO BootstrapClient:50 - create SootstrapClient: 66136b668241ce3e0blects_aaa_device2

2021-01-29 14:46:48 INFO MgttConnec! tion:167 - try to connect to ss1://100.95.158.64:8883

2021-01-29 14:46:48 INFO Mgttlo 5 551://100.95,158.64:8883

2021-61-29 14146148 INFO MOEEC 4. address :351://109.95.158.64:888

2021-01-29 14:46:48 INFO MgttCor e topic = S$oc/devices/6@1 5_aaz i /bootstrap/up, msg =

2021-61-29 14:46:48 INFO /601 S_saa_device2/sys/bootstrap/down
2021-81-29 14:46:49 INFO p snull
2021-61-29 18:46:49 INFO MqttCo Soc/devices/601 s_aaa_

/sy p/down, msg = {“address”:"100.95.174,182:1883", "initConfig":null}
2021-01-29 14:46:49 INFO Bootst: addre 10@.95.174.182:1883

2021-01-29 14:46:49 INFO DefaultBootstrapActionListener:3@ - bootstrap Success:100.95.174.182:1883

T3 KWEIRE R T &AL %}z)\ﬂﬂiﬁ)ﬁ, FEXARBNENRFZRREERZ, BHFHAY
URLIBIE S BIBENBEE, #HiTHEXISS,

& 3-13 XIAERRAIAED

[MARY:

WER:

1. DeviceldBli&#ID, AFH—INI—MRE . REHBFEHARIMAIDevicelditiTRIEMIE
A, FEIigERIDeviceldA[E,

2. EEPEIRSBIESET, EE—MEERER—MREBIIEE, FENSMEEREE—MESEIE
.

-
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