IR

= (42
Ex{ESCHE

SRR 1.30
A%HHA 2022-08-30

NN

» )

pIa

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTERREIRAR 2024, RE—IIF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SRR 1.30 WA © EARTERABIRAE
(2022-08-30)



IREEAN

EfESLE B3R

T B e ceeeeeeeeeteecteteecte e sse e sesae s sese e sese e sesbe e s e b e s e s e a e s e R e b e R e s e b e R e R e b e R e R e b e R e se e e R e seraenaraan 1
R 1= OO 6
2.1 FERTFR MQTT S ATEEEEEET oo sessss e ssssss s sssss s sssss s ssssssessssssss s ssesaseee 6
2.2 LT NB-lOT 2N BRI AR B ERER KT .o eeesae s ssesese s ssss s ssseseseeessssseeseesssesesesesseseeesseee 20
2.3 ETF NB-10T ZNBETRATETERIEIRE .....oooeoeeeeeeeeeeeeeee oo seeessseessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassesssnes 38
2.4 TBTEREHABRIRIEIEN oo eeessseessssssss s sssss e ss s sssss e sssssse s ssss e s s sssssssseessssssssesssssssnnsseseses 57
2.5 BTSRRI FESEILZHMMAZEEIEN oo sesessss s s ssssssssss s sessesemss s ssssssssssmsssssesssssssssnes 65
2.6 TEIEESE . oo eeeeeeses s 68
2.7 BZEEHRTETEM....ooveoeoe e sss s sss e sss s sss s s ss st 71
2.8 IBEEETEN, TOPIC TEFE L Zn oo sssssssssss s ssssssssssss s ssssssssss s ssssssssssssssssssssssnnns 78
2.9 FEHL NB IZTRATIENGIEID ...ooooeeeeeeee e sssss s ssss s sss s sss s sss s sss s ssss s ssssess s ssssensses 88
210 RATIURX (B7E RS485. Al DO IRE ) HHTIREREEI...coooooooeeececeeeeeensesesssssssssssassssasssssseeee 112
21T TR R TR T B R ESEIR oo 129
2.12 MQTT HGEEE OTA FHIZSEER ... ssssssssesssssssssssssssssesesssssssssssssssssessssssssssssssssssseeees 135
P R e G h O (A Ry Sl 2= N A OO 146
214 BEF MQTTAX B X509 TEBIEANFES ..o sseessssssssseesessssssssmsssssssssssssssssssssssessssssssssmnsssssssseees 157
2.15 BT OpenHarmony3.0 JHE IOTDA ... sssssseeesssssss s sssssssessssssss s ssssss s ssssssessssssssaas 176
216 R R R L T T R I TT T oo 185
PR WA R0, 1k ) A nhoa=<h =P i 3 2 OSSOSO 186
2.18 fEFIEITE N TOPIC HETIE S oo ceeeeeeeeesesssssssssssssssssssssssssssssssss s sssssssssssssssssssssssssss s 198
2.19 EF Jmeter TEHHT MQTT TEBEIEI ..o eeseessssseessssssesssssessssssessssssssssssssssssssssssssssssssssessees 201
B BB R A et e s e b e e b e s R e e e R e b e e R e be s R e besanans 207
I = S0 2 )5 T iy N OO OO s OO 207
3.2 |I0TDA £58 DLI+DWSHASTIO S R B 0 T oot sssssssssssssssssssssssssssssssssssssssesssssssssssssssessssns 221
3.3 10TDA L5 MOAEIAIS SLI T T I T o vveeveereeeeeeeereeeseeeeseeeeeeeeseseesesessesesessseseesssaseeseseessesessssesessseseesseassesesesssessseeseseenen 233
A I BEIERT e eveveeeereeeerceereteeesessessssesesessessessasessessse s sessesse b e s e e b e b ese b e b esa b e b esebessesaasessnans 246
4.1 R B R AT BIBE ..o esesssssss s ssssssss s sesssss s sssssness s sesssnnes 246
4.2 R T BT BTN EIIIR R oo 252
VSR Ly = O = S I A A =TT 255
4.4 M RS B R FE AR IETE . ..o ssss s sssne 261
B ARERIZ T ecveereresrersersessessssssssssssssessssssssssssassasssssasssssesssssssssassassassassssessessessssassassassassessesssaes 270
BT BB BB IIENTTZR oo 270
XAERRA 1.30 R © LARITBIRABREAT i

(2022-08-30)



IREEJXZ)\

EBIESCH B
5.2 S R R EIEIT B N B R B A T AT R EE oo eeeeeeesreesseessesssees s s s s s s s s sesssesssass s sass s ee s s ssneen 277
D3 B e S R B R BB B oo e e s e e e s e e s e s e e e e e s neeen 288
D R B T T R B N TR et e e e et s e e e e e s eeeenn 291
4R 1.30 IRIERE © LATITERAGIRAT iii

(2022-08-30)



IREEAN
L 1 1R

Bz

DEERAZIIER M ER THIZANAR, BMBIFERE, MEnEmRMa? B
WSiIHER LB FEREIM? BERARIFES? £k, BURESE, RIHEFE
SRl SSiRiE Rk, EYRBEEHSSIHE, BEWSHRRIIRENFEERENT

e, wess,
INREHE T MEKINLSIARIEE, AUSTIRETITA.
SBI—E=EEAT

FSEEN: BISEBEERFEIBANYEMES, WIS, 1SHIETHX (&£
TNBRARIEERT ) -

ZH = FERMARNRIRETLABI LWM2MIMY SYIBNFESHITRE, RAMELL
B EIT IR EMAER, AILIGREN ARG

BOFRR: P mitRBY. REEREE. TIEEX. BiELIR. ST A
REXLHSE: ET/IRRIRARKEEBET

SMAShRAS 1.30 WA © EARUERABIRAE 1
(2022-08-30)


https://support.huaweicloud.com/qs-iothub/iot_05_0003.html

IREEAN

EIESCHE
- IHEITMRE| oEERETEE _ . e
1.8IEHT™m o - 7 REF S
2. EfEFmER | 4 8EEITEE 9. EEEr ST
HiEREEE A TR o2 2
5.5 HEEE BEL T ESEITE
% (D A 5
BHERGI—E MK
p=ET: EXNEFESERENNX, ARSI RENIIKENES
=4,
Iz ERANERET LBIMQTTHNY SYIEMESHITRE, AFRRILIER
HEFmIFBEPEEN Topic, BIFMNAMIZEONE S CIREIEE AN, IEg&E L
REVBRBEALEEHMENTRSS, HNBMBREEBEE.,
BOEMASA: FRER, HE LR, HETA. MQTTHMY . #UREAMN. BENX
Topic,
RIELEKSE: FHBENX TopickTEE
4R 1.30 RN © L ARITERAGRAS

(2022-08-30)




IREEAN
EfESLE 1 MR

KW (pN3EAPP)
10, HRHES

HiE

' : wingh DIEEESY 1. HETE
1, plEMEES |3 EMmEzieg ﬁj%ﬁﬁlﬁﬁ& HETE

2, BEMtopic 5. FFiEDI5/0BS
jiichi]

DIS/OBS

7. RN
BEE

6. EEiEH 12, HET#E
(MATT) (MATT)

7. ITEEET %
Tepic (MOTT)

8., MXHEL®
(MOTT)

h 4

wEM (MX) loT SDK

SRP—ERexREESIE NN

p=EN BRNRAIESIKEEIN, BiXETEEERIEEFITHF, 22
BXAIER o

ZIp=EREARIRIRE A LIEBIMQT TN SYIEAMFE 511732 H, RF LR
Hl GBI B ME O SR EEEMN, EirE LiIkRNEME &, BISYIEMNFES
M5 |1 EHETRA S FREGEMIEEIRE

BORIRR: FmiEs B LR, Ss9 TR MQTTIMNY, IREEXEIHIN .
RELHRSE: ESKEISBIEERS.

M#%hRA 1.30 AR © LARMERABIRAR 3
(2022-08-30)



IREEAN
L 1 Hid

R (BEzH5)

1 EImES 3 HHESENEE 4. 8EEE
&rm HHEERRE ALY

2. L& miER
HERREEETEN

SIESHAEEE
HE (TEE)

HRRAERTE

sEN: BUEREHERS, FMETREESH, SILIARSERARE, 57
i LG, BalREARERT.

Zin =T EmARIRNBNEES SR LIEB LIRS FREFRS, RS LEEN
17, EHaBdREFRERNE, FRE LR CIRNBEEALERRE, SBHTF
EEMHENRIES, BEEENI.

BORRMA: P miRE REDEG. REXF. BIELR. BIHEEX
RELHRSE: ERTE.

M#%hRA 1.30 AR © LARMERABIRAR 4
(2022-08-30)



IREIEN

ER{ESCEE

NAM (EREHZRSR)
*
1| MREESE | UIMEESEE | 10 LESERE |
g & BiEE
|
2. HEERIEE | ABEEETER |
(RAEESIE) BE :
|
|
|
: t
- | 7REEENEE 8 HESHEEE

== |
CEREE | mem | wE
| : |
| : |
| : |
| : |
| : |
| : |
I v I
R ESE)
SASRRAS 1.30 AR © LARMERABIRAR

(2022-08-30)



IREFEAN
EfESLE

5°3:5: N

2.1 EZ&FFE MQTT MBS EIRYT

=R

HIRR SR

ArSS iz

£
SER2

$EE3
+IR4
gz

AL “EEIRKT o), BIMQTTHXANREEISEENEINIRE, wERRIEAK
IR CIRBIEEMIEX M A FITE TR EH RS EIRENETE

Bg:

BRXTIRE HIR—EEBRRE (luminance ) JHE,; SRR EHRKIFRENGH S
(switch ) , HIREIRAETNAISONIET .

o EIFMENTELIS. RMEMATREEMNESTHIER

o EEHSLEFNIANLE. RKEMAAEEAT LRELZIANETRIAE, SUEEFER
IREEANIIRE

. EEJ‘EE%E%)\HE% o AFFBUHIEREFENRSS, BE “YAMER" EHEZ
HE?D o

EFMQTIT.IXAIGFEINRERIELAEMQTT.MENEE ], NMBHIELIR. oS TASE

NIZ=
BlEr=m. SIE—TMQTTINYAY .

FEFmER, BEENTmRE, EYENFEaE—mIRTRE, XI5 ERER
2. FREFRREHS .

NS . SEM—PIMQTTHNYANIRE, RIEEEE RS,
EREEN, FAMQTT.EEEMEMTES LiEMANRE.
HIE HR . (FAMQTT.XAYEENTES HREUE.

SASRRA 1.30
(2022-08-30)

WRIERE © LEARITERARERAF 6


https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html

IREEAN
L

Bl m
gz

$EE2

B TER, EEEEFIETRWBS, ITEEHIRE.

-

SREEERHE, BEENSHV: “m” , BEREAUR ‘e~ R” .

2-1 F=a-tlErF=

REEA R ©umnm © W GEmEm  Rowss
s s TSR RETHR, % THRE

freeStandardinstance

I i v e

BIB—MDYEEELAMQTTHMNY . IREFRE A StreetlampiIF=m, SERNHRTRES
SHE, BE ‘BT .

SASRRA 1.30
(2022-08-30)

WRIERE © EARITERAREIRAF


https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN
L

2-2 B8P m-MQTT

X
Bl m
* iEEE=E (@ v
WMERERIFEEIRETE, EolalfiAaistriFEal=
* FERR SR Test_1
iEEE () MQTT v
* FEER @ JSON -
REREEE TrERE BEVEE
*REXD (7) StreetLamp
PR E#ProductlD | ZEES
=D (@
FEERdEA
0/128
e His
-
- 1 15 F
FARF ety
LB KREFETR, REFREATRRE.
T2 EFEmFERE BTN NHE, BE ‘BEMERT , BEFmRS.
2-3 HENMEE-MQTT
BEEA TRk [ Test 4 B B
R Test_1 1D: osa003e916c4b77631d1b0e. SR SR 0 Jpe—
B SHR ’Es\,iﬁ
m N warr
R T B
) PR EAER Topofi
i EEARSS BEEERS
° e — KE KB BkE T e
/31'5@ Yf\ﬁg%

SRR 1.30
(2022-08-30)

WRIERE © LEARITERARERAF



IREFEAN
L

2 IRE/EN
*I¥3 FIBIRSSSEAE! “BasicData” o
1. £ “NIRSS” WE, RIENERRES “IRSSID” ¢ “BRSSEE” 10 “IRSHE
]\i” , $$ “E E” o
2-4 ;R INfRS5-BasicData
. X
MRS
fREID BasicData
REEE BasicData ®@
fRSHEIA HRERITEGE
6/128
e BB
2. 7£ “BasicData’ RBIIRAMKIE, BE “FrEEMH" , EEHEXEERE, BF
“Eﬁi” o
MRS 1.30 RN © L ARITERAGRAS 9

(2022-08-30)



IREEAN
L 2 IREEN

2-5 iR -luminance
FhigREE
AR luminance

EiHEA SRR

HuERE int(E82Y) v

pEgm | mx | T5 9

& EE 0 —| 65535
H 0
==Fiyj

e A

T4 FiZERSSSEE “LightControl” o
1. 7 “BEENX’ TR “RNIRS” , RERERTNESRE, B ‘AR .
“BR33ID” : LightControl
“IRSZEEEL” ¢ BINFIIRSIDFRIF—H
- “HBRSSHART ¢ BRKTFRRIES
2. ES“ LigL\tControl” MTHEERETRT “RNeS” , BAGSER
“Switch”

SCASHRAS 1.30 IRBFRE © AT BRABRAT 10
(2022-08-30)



IREFEAN
L

2-6 FiEdar<-Switch

FREESS
* LEF

TE2H

3. £ “Hig

[N
o

Switch
BN BE
SHER HigRE 1% 1R
ETFIEEE
FRIBIRRT 2]
SREWR adi=pSid ik 1R
HErE it

ae” WHE, B “IMERASH” , BEERXERGE, BE ‘H

SASRRA 1.30
(2022-08-30)

WRIERE © LEARITERARERAF

11



IREEAN
L

RS

2-7 #higar <SS E-value

e, A,

HEEsER string (FEE)
EE 15

-

am

Elig

TE1 mRFENZHERE, BREANSHE 8% > FIEIRE" , REREALAN

RS .

2-8 FIEIRE-IEHHRE

- B —— o | Bamn
2 RENERTEEEESH, ARRE “HE” .

SHAEWR ol

FRERR=E | HRAFEFmEAEER— "R,

PRErm EERS N i o

IREBITIRAS BlnodelD, REME—IERR. TEEN, HRNFENHFHE

o

SASRRA 1.30
(2022-08-30)

WRIERE © LEARITERARERAF

12



IREEAN
L

SHEWR

1588

IRERN

Bdevice_name, TTBEN -

IRERINIESEEY

wE ‘BB .

=R

HERMNANMES , MIEXNFEFESBaIERK .

2-9 iR EEM-MQTT

PR EiTh

Test_1 v

MQTTEERNREEEIAIT R FEmEtopic, SECL]FHtopicsZE

Test_1

=58 X.509EH

e Hlis

$IE3 IR SRE, FESBMEKISSIDINEE, 5 EFEIFREID (deviceld )
#2248 (deviceSecret ) , FHBFIREIEN.

SASRRA 1.30
(2022-08-30)

WRIERE © LEARITERARERAF

13



3= hz)\
RIESHK 2 IREEAN

2-10 FAMg AL

33 = el
o EHETHEUTEEEER,

HFETSe, FATEETFERAATIN, MEsEE, TEd R - ESEHE

BIEHITESR,
BEID [
&= )

® ETE, ERILAERIoT Device SDKIFIEEIEANETS
EESDKERES

R

EFAMQTT. X TEMEEMENES LEMINRE .

ST THMQTTix (FUARCMIRMERR, WREMUIFMFRE, REULTR
MQTT.fx) , LEMQIT.XIE.,

TE2 pEXE, EEFMSEEEMANZEID ( Deviceld ) #1258 ( DeviceSecret ) , &hk
iEZ(EE (Clientld. Username. Password ) ,

Huaweicloud IoTDA Mqtt Clientld Generator!

XREEHRRERARBEIMQTT Cli s, AR FARE T RES

Deviceld

5f6179df85!

DeviceSecret

12 9
Clientid 5f6179df8s - S 06
Username 5f6179df85:

Password 08799d456! 42

STERA 1.30 WIS © AT ERABIRAT 1
(2022-08-30)


https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREEAN

BIELE 2 BB
2% Wikl | EH S¥EA
A%
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMIMRAZEE | FEEZEE | [Hag, BT
Xk “_ 7 9.
o ZRID: BIRBEFEAMINFMEERAIE—E
BiInR, BERKRSEIFRIDFIZERINodeldiE
SoRRRT “_7 HEmEk.
o ERBMIMRNAER: EEEN0, TRKREID,
o BIOTZAR: KEI1FT, HpISHIF2MpEa!:
“0” £FEHMACSHA256 A IRLE AT IR o
“1” REHMACSHA256#IE AT B3
o MEIE: B EZEFETAIUTCEYE, B
YYYYMMDDHH, #NUTC B4/8]2018/7/24
17:56:20 MR ZR7</52018072417,
Userna | @ik String(2 | i8%ID,
me 56)
Passwo | @ik String(2 | NIZERNEEEH . PasswordBYEHER
rd 56) “HMACSHA256” EiXLARTEIELA%4E, XTsecret
HITINZEE,
secret 9 EAHEBITFEEIREIRIsecret,
IREBBIMQTTIMYAIconneciHEHITEN, XIFHaiEclientldBIZ N ERDEEERLIR
BifHE, FEKEIconnectiBERY, SFIMMKEAISPEERMZBRES L,
FERSE T BEMAIclientldi&y, BOAFRIEATEEL: 12&ID_0_0_AdiaE.
e XA “HMACSHA256” IKIEATEIE A ET, 4RI HEN B SFEEHTER
7"I:l:_5517 @ﬂﬁ‘ﬁ@ﬁg%ﬁﬂfﬁ%o
e HXH “HMACSHA256" ARRIGHTIEIELSUHY, ERCEB MY RHATEE,, (BR
EICRTE 2T ER, (NFIEREEE1ER.
connectiHEENELMEY, FESROEIR, FHEDEIAMQTTHREE,
I3 FTAMQTT.HERE, BHREER.
SCASHRAS 1.30 IRBFRE © AT BRABRAT 15

(2022-08-30)



IREEJXZ)\

BAELHE 2 IRBEAN
- - - =
& MQTTf-17.1 . .
Extras Help
B BF°Y connec
m Subscribe  Scripts Broker Status  lLog
£]A SETREELENSH, AREE “Apply”
B Edit Connection Profiles m] X
iot
local mosguitto Profile Name | iot
Profile Type  MQTT Broker i?-f =
Broker Address | 11 /oeeamarames
Broker Port | 1383
Client 1D 2@ eDa i ln e D el De eSS e Generate

General BUESREEGENEIEN SSL/TLS  Proxy LWT

L] Revert | cancel RESIS Apply
SHEWR il
Broker Address HENRERNRSEHSRENIFEMEER, LA

HHUEAHZER . FAEBTIHZIBEARIRS, BidEond
npv’fEEF'}' 17 “ping 12" SREVIPHBLE, FRIPHELHENT
. AT PﬂﬂiJPFIEIE , IBEEEIPHIHE R AT ECEIR

Broker Port 201883,
Cliend ID wgcliendID, 1B5&&295KEL,
User Name BMgBID, 1B32E275KEL,
SCASRRZAN 1.30 RIS © EATITERARERAT 16

(2022-08-30)



https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section0

IREEAN

Ex{E3LH 2 IREBEN
SHZR 1588
Password INZRHNREZE, BSE245KE

£S5 S “Connect” , REENNING, EMENFEEATLUEIIRELTELIAS.

2-11 1885
BEIE HETHM HEEH H 2RI HEFRIMESSEEE T HE

HiheE

i BEEH BN

.

#iE Lk

FEMQTT.XTEOYBENFES HIREIE. IREEEIMQITEE LIREIE, SEAS
gERItopic, EiREERItopick8=/9: $oc/devices/{device_id}/sys/properties/
report, EEFXHZ—UL—?&E%, A deviceldIEANRNFES MRS FMAINGEIREIRY
deviceld{B,

£ ESEOMNE, AkEi$oc/devices/{device_id}/sys/properties/reportafil, l: $oc/
devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report,

@ MOTTH- 174

File Extras Help

‘ Disconnect
m Subscribe  Scripts  Broker Status  Log

$oc/devices/ SedeZe ottt ittt ittt et guan v w

"earure A" "Tamnaratira®

$2 ETHEPENZ=EMES HRIEIERS, BE “Publish”

x 2-1 1RBIRSHIETIER

FRE wiisE[m] | KB Sk
i
services | Wik List<ServicePr | iREEIRSZSEIEIIR ( AAFEHESETE
operty> ServicePropertyZE X3 )
SRR 1.30 WRIERE © LEARITERARERAF 17

(2022-08-30)



IREEAN
L 2 IREEN

& 2-2 ServiceProperty TEM %

FEBRE whs/a] | KB SHiA
i%

service_id | Wik String REFRSZAYID,

propertie | @Ak Object REBRSHNEMLTIER, BERFREIRSEKEK

s = RIEEHEN .

eventTim | A% String IREREHMIBUTCRE (18=:

e yyyyMMddTHHmMmssZ ) , 30:
20161219T114920Z,
RE LIREIEATZS M S HIEER
B, WEWE -iRpTELAFESRE &,

=8 G
{

"services": [{
"service_id": "BasicData",
"properties": {
"luminance": 30
}

}
]
}

$R|3 JUERSFRRPERREEE M LIREE

2-12 EF LIREIE-MQTT

BEFE

Eaes TWETHE i R BREFT SRR REWR FiRE fox3 BHH

Q  sFEFEE Q

LightControl

TR

SCASHRAS 1.30 IRBFRE © AT BRABRAT 18
(2022-08-30)



3= ﬁz)\
RIESHE 2 IREEAN

mY TR
EEREHATRDS, TREHRE.
S R RE > ERET , RERRE, BF S HNREIFHERE.

$W2 BF ‘RETR TE, TRRASHS.
B 2-13 &S F&-MQTT

ST ieEiTE

IREEA

REES Zimis THS =

VMQTTRERSZHRSHSTE, NBRENZESSHOTE

e, NGB ARRTARORSRETEN TASSRETASS, 28

e

(AL
MQTTIMYR BN IFREE S T A, NB-IoTIRE(NZIFSEGS TR,
MQTfoff%L)l%EtEP #1R “Subscribe” , BINGS T A&Topic, iTREBENAUBERITA

$E3
S SsH,
@ MQTTix-1.7.1 - a X
Eas o
[ 7 -0
Publish Scripts  Broker Statt Log
[ -
Soc/devices/63341 L /sys/commands/# @ | socrdevices/ss: 34
MMMMMMMMMMMMMMM P
G
(1 %88

o BEIMQTTMXEHLIZEEETRINGSSEH, B T RTopickEI: $oc/devices/
{device_id}/sys/commands/#, EHe{device_id}ngF=;FMINERERIdeviceldE

o REFTGMSTREN, BEEATENELSGHESTEREMNLEN, MNAFIESEFE
B TA.

s
H AR

RERANERIES, ﬁﬁﬁMQTTfX’fE}L,lMQTTw%?z)\%H%H‘"‘ , BRZERER
TEMQITIRERBYEMEEHRAIEOSFEERE
WRIERE © LEARITERARERAF 19

SASRRA 1.30
(2022-08-30)


https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3014.html

ea=) ?;z)\
B={ESCHE 2 IZEBIEN

HIRER— SRR ERNIRS, ISEFREEAAKEINANELRE, i
A E, FIRESINEE.

2.2 EF NB-loT /NEERFF R ZERAT

RIFEEE
EERIERHMERMER LEE—, SERIINIHEETHLAINEIRAEEGE. &’
DEERIAS [EEPIRBEHEZMHEEN . BITHEAREREEEPTLARZURREN
EUE'J’ \ﬁuﬁﬁ ERIEREEMANES .
iz, BINEFEA—XHLETEFES (VS codeTEloTlinki@EE ) , MigH
(/NRERFFEREH ) « FE (1oTDAEAIEAMNFES ) | inElintaE—FRES 28K TR
BEEG, HEAIE+oHHE =, SCHESRITRENH BIRREE, BRE
loTDAIEHIE , FHEIoTDAIRHI SImiE=HILEDKTFXHIINEE

TaEEIAEsT

rF 3

FEWRIE
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https://support.huaweicloud.com/devg-iothub/iot_02_9994.html
https://www.huaweicloud.com/product/iothub.html
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Z4E 1oT Link Studio 14
loT Link StudioZft X o THIBXMimMIFFAZBYIDEIRE, IBIHTRIFE. KRR, BilE—
ﬁﬁiﬂ?ﬁﬁsﬁﬁ, Y C. C++. I[LRESMAKIES, iHERE. SRUEHITYIER
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£E1 Llwin1080), SRENBRRRESEE: FisiTEOT@EApc, AERE ‘Bt , &5
RGEE, HARSERRRGEIREFMERS,

2-16 SRENRAHLE
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— BESXTENNEREE
BETE

Windows Rz

‘ Jluzslo) h Windows 10 ke
R i} < © 2018 Microsoft Corporation. EEFFERAL
KA -

Jlinzzk g T
B ie=s > fviz:) RS Intel(R) Core(TM) i5-8600 CPU @ 3.10GHz 3.10 GHz
REFR EESRERAM): 16.0 GB (158 GB AIF)
E—i 64 fiRfEEE, ET x04 HER

P pc-==msgmss > o .

e RERETHERSENETREE A
& NTHE EEEEER

- EERESE

WEHE, SRS
fe =1
© FEME: DESKTOP-KDEVT08
= eI HEfSE: DESKTOP-KDEVT08.china. huawei.com
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= china.huawei.com
Windows &
Windows BRE B Microsoft ST 2%

=5 ID: 00330-55539-93602-AA0EM

$|2 ipE XEB , RIBCERRFRE, THLAARVisual Studio CodeFgik, (AL
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loT Link ) o

M#%hRA 1.30 AR © LARMERABIRAR 23
(2022-08-30)


https://code.visualstudio.com/updates/v1_49
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2-17 Tk Visual Studio Code

Visual Studio Code  Docs Updates Blog APl Exdensions FAQ Leamn

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

UPDATES

August 2020 (version 1.49)

Update 1.49.1: The update addresses these issues.

April 2021

March 2021

Update 1.49.2: The update addresses these issues.

Update 1.49.3: The update addresses these issues.

Downloads: Windowd tem ARM | Mac: 64 bit | Linux: snap deb rpm tarbal

October 2020

September

that we hope you will like, some of the key highlights include:

August 2020 Format modified text - Limit formatting to just the code you've changed

Source Control repositories view - Display pending changes per repository.

Filter Debug Console output - Quickly filter and find debugging output.

May 2020

April 2020

March 2020

February

3¥: Visual Studio CodeARTIFEREMacE %,

Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

Change casing on Search and Replace - Change text casing during global Search and Replace.

Improved JS debugger Auto Attach - “Smart” Auto Attach to Node.js scripts or test runners.
TypeScript optional chaining refactoring - Convert multiple checks to a concise optional chain.
JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated.
Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.

If you'd like to read these release notes online, go to Updates on code.visualstudio.com

£ Search Docs

IN THIS UPDATE

E%éﬁﬁlﬂié, FJFFVSCode iR FIRTNE, % loT Link #FlloT Link, AE8EH%

o

2-18 &

n Teminal Help
= Btension: loT Link X

IoT Link 2

loT Link

Z= \ iotlink | <

loT Link 101
IDE for 10T development
iot link Reload Required | Instal

Azure IoT Hub 215
kL

loT Link Studio

I I I

A develop toolset for iot device development

Features

. Keor

« Built-in serial monit

Get Started

You can visit our

BEREEIEE .

loT Link Studio BERSEIEIEBIMME FEERFTAISDKELAN gcclkEIAME , iBHAR
BRIMEET . ZEIEPBAEXRAEN, MOFTF. LRTHEERVSCodefEhf

HER o

SASRRA 1.30
(2022-08-30)

WRIERE © LEARITERARERAF

24



IREEAN
L 2 IREEN

(AR
EIINEEBERENRIE, B5EVSCodeER, J‘&?:%E"F%--iﬁﬁ-ﬁiﬁﬁﬁf#‘—ﬁﬁﬂﬁ%%ﬁ ;
fEProxy Support FHIIEHIERE “on” .

LES RUITHSDKE R gcciMIMERM, 15F I T SDKE, MEIC\Users\${AF=}
\.iotlink\sdkBR T, 3HZIEXHI0T_LINK, W&, EHITFVSCodelin], BF
BV TE:

2-19 SDK &

¥R S Y = - = #/& loT Link X

10TL .
loT Link
loT Link 130

IDE o A el e & iotlink | 14020 | * % % % * | =EE | ¥AE | v130

iotlink IDE for loT development

i}
loT Link Studio

I I |
A develop toolset for iot device development

is a toolset for iot device development.

Features

, BEXRPILED, ARk,
failed to get SDK !
R
Error: Network Error!

2-20 SDK 7R B=F

I FF > ddt > otlink > sdk > loT LINK I v O o
O %k B G xm
.github 2023/10/26 20:03 Mt
doc 2023/10/26 20:03 prel=e
drivers 2023/10/26 20:03 prel=e
FAQ 2023/10/26 20:03 A
iot link 2023/10/26 20:05 prgan>c
s
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https://github.com/LiteOS/LiteOS_Lab/tree/iot_link
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EtE loT link Studio T#2

TB1 BEFHEVSCode[EREPTELZA “Home” ,
e Home: EEloT LinkTE;
e Serial: MIAATIESHBEFARIRT;
e Build: #wiIFRHAUCE (ZER3IFETN) ;
e Download: IBFRZEEHIRBRREIMCU (ZB3EARL) .

EXPLORER £ Extension: loT Link X
> OPEN EDITORS

loT Link
(- iot link | < 1573 % % % K Repository | License
= IDE for loT developt

Disable¥  Uninstall

Details Feature Contributions Changelog Dependencies

etlight_template . .
e loT Link Studio

eetlight_template.c

mplate 1 | |

- demo.mk
A develop toolset for iot device development

2 5 5
is a toolset for iot device development.

Features

atform IDE
to use, zero config

Built-in loT brary management

upport J-Link, OpenOCD GDB Serv
Compatible with RISC-V based MCUs
Kconfig Management
> OUTLINE Built-in serial monitor
. 3 TIMELINE

@0A0 [ Build < Rebuild b Download Serail At Home

£B2 BEERXNRETRNE. mREREPRE “loT LinkigE” , ETHHE, HGCCIH
BREXHEAFE, <~ FEEE,

2-21 loT Link 88

loT Link Studio
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https://developer.arm.com/downloads/-/gnu-rm
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2-22 XX RFTEhE

< igm | loT Link iZ8&

Make TEE&{Z: | ${system_default}

THj

GCCTEH*: C:\Users\ \.iotlink\tools\gcc-arm-none-eabi\bin

SDKER

JLinkB3%: C:\Program Files (x86)\SEGGER\JLink

(MARIY:
INREIRSTM32431 T akiV4miE T B4R A Awin32.zip,

SE3 ERLFEPRE ‘O 10T T2 , BATRESR, TREER, FEEFAIRIE
B TEER

dit Selection View Go Run Terminal Help loT Link - quickstart - Visual Studio Code [Administrator]

S loTLnk X

> OPEN EDITORS
+ QUICKSTART @

loT Link Studio
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£ loT Link X

<&@ | RIE loT THE

QuickStart

C\Users\N'Documents\loTLink/QuickStart

B a STM32L431_BearPi

e TiERWR: BENX, WQuickStart,

o TEBFR: TULMERITERENBARKR, olLUSEEREZLIIMIEMER, W0
D:\.

o MHFEE: LanEHtademoRIEEISTM32L431_BearPIlE 4SS, EER
STM32L431_BearPl,

o THITRE: ARAIF, FHANABEZRIT M, BiEFoc streetlight_template, &
MeRAYdemotF BIFNTEIZFI B EXAIF- RIERAILES, Tk LIREIE. REF
BiEReEERREEHMA S, 1BEEXIMAYoc_smoke_template demotF i,

SSIA BE BT, SAEH.
-

IRiEHGERAE

BT RIHAIdemotFHIP EEBIFAEARMEAMTESRIHEER, BRLIEEmHZR
(KBEFBEHETER ) , FRIEVNERFRIRMCU, TTEFARTE.

£ BEVSCodeRHBTEIZR “Build” , FERARFTH . FERINE, REETR ‘R
1ES2AVI R
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Run Terminal Help

Hight_template.c X

Yapp_cndrep

6PI0_Pin)

10T Link Output

mkdir -p build,
mkdir -p build,
mkdir -p buil

c/1ink_string.o build/iot_link/link_misc/link_random.o build/iot_link/link_misc/link_ring buffer.o build/iot_link/link_log/link_log.o

ouTuNE
> TIMELINE
® 6/ 0 B Build O Rebuild D Download ) Serail @ Home

T2 ﬁﬁﬁgsfﬂzﬁéﬁ, BREIRFF A SEINERE, ARG EAENFIREIAM “AT-
MCUE" .

H$IR3 BEVSCodeRABTEIZR “Download” , FERFREFIRRTH . KRG, FEE
™ KRREIN o

tight templa

intensit,
Japp_light_int:

3_5C1_Data;

1_callback( GPI0_Pin)

0_Pin)

10T Link Output

ramming Fi
fy Started **

ouTuNE
TIMELINE
®6A0 [ Buid O Rebuild D Download (] Serail @ Home. O Ln1Coll Spacesid UTF8 CRLF C &

(0 588
MBETEREY, TeEFERSERNSHSHENTEROBE, BEE2UREST-LinkIEaD
SERDIERIN, MERIREIHRZEE, NSEXE RHFFLREEST-LinkIR5
B4 (ofik ) ZEEST-LinkIRzf .

1. BHIESTEM, TEST-Linkdkzh, IEstlink_winusb_install.bat3 {47 EmN%
%, (AZLAWindows10-64bit ST-Link 2.0.15341)
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https://www.st.com/en/development-tools/stsw-link009.html
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21BN
MName Size Packed Type
amd64 =
x86 =
[85 dpinst_amd64.exe 680,440 242,269 RIFERER
[#5] dpinst_xB6.exe 552,328 231,230 WEERE
E readme.txt 301 250 SrEEAE
>J stlink_bridge_winusb.inf 2,853 1,093 =&EE
+2] stlink_dbg winush.inf 4373 1,347 =2EE
L] stlink VCP.inf 2,467 B71_EEEE
2] stlink_winusb_install.bat 412 259 Windows HI&EEI
=4 stlinkbridgewinusb_x64.cat 11,004 5890 =2EF
=4 stlinkbridgewinusb_xB6.cat 11,004 5892 Z=£BFE
=4 stlinkdbgwinusb_x64.cat 10,997 5801 =2EF
=4 stlinkdbgwinusb_xB6.cat 10,998 5892 ==BE
=4 stlinkvep_x64.cat 0,248 5474 Z=£BE
=4 stlinkvep_x86.cat 9,247 5470 =2BF

T S ATLERERE R SR AN exe LRI TREE,

2. fIAPCRBEESRAIEEMNNAIREIESREMIT. & FEFR, RIPRIZRE

}ﬁljj o

v & B0 (CoM I LPT)
ﬁ Intel(R) Active Management Technolagy - SOL (COM4)
| @ STMicroelectronics STLink Virtual COM Port (COM3;) |
¥ B
B HE
O t=ih==
i
MEFE s
i ZEsE
I wiaE
v | FE. TSR
i Realtek(R) Audio
I+ =FRR) ETEET
i sfFEibEHaE
§ ERSTREEHE
v § ERSOEEE
§ 5T-Link Debug

e

{ER AT I8 EMIRAE SR

loT LinkfESHIBXMFEIEZER, AEBATIESREEMRASRiRIEEEE
B, REFRME. ATLL “NEERFARR” A6, NENUERATIESENEEE
HERDR, INREXELE, BB LIRTAINE.

1. MR RRMBNEESEE (HRENERK ) , FFEFAIRG LAIEN
FFRBIEEIAT-PCIEL

2. BEVSCodeEREfTEZHY “Serial” o
[ Build <* Rebuild <& Download [2] Sersil &t Home

3. EERPEENROS, BIFRIREN600, RERE I .
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COM3 -STMicro.

#9600
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4. BN “AT+CGATT?” , REHE “&RX” , HRE “+CGATT:1” , RRMESH
BT (MPERLINRNB-IoTEXMIER ) , iX[E “+CGATT:0” RIRMLEHIE LK
( FERWARNB-I0TEAMERE ) , IBEESIMRERBALER, BXRIZER
REMBIRS.

= Serial Monitor X

TR OMIPEEC

(1 588

ERATIECRNISEIRABER, BERUTXIKEIAT-MCUR, IUBSMEHAINTTA
&, BREIEREMERTBERAREITA,

PCEHEFERSBMEBIEE, ATESCESHRRIKESHIE; MCUBRITRIR
BT LR EIRHISIMIEELS, SEHINB-1oTE(E .

5. “AT+CSQ<CR>” 5L ATREMLKESEENSIMRER. BN “AT
+CSQ<CR>" , Mgt “KRIX” , RE] “+CSQ™##” . HepW{E 10 F 31
208, BEBXRPESHESMEF, ##0IR0% B 0 5 99 ZiE. HRERYE
AERXNEE, NaEXZE SIM REERIERREE.

E AXNFIEF NEBATIES, AT RNEANNERE. BSATES, B
S /\ERBERRIES, #TEN.
IEHI SRR

TR B HEERMRIERERR G, HNFECRSEARSEHaEIZ
i EXFTmRE . FFARREBEEILIENRE .

STERA 1.30 IR © R ERABIRAT 31
(2022-08-30)



IREEAN

L

2 IREEN

ellfE

H

0
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R.OIRBERE, IWABAIFERBEIMWITAINFE, Ei=HatlEE 2T~
ARo

o TEXTmiEE: FmiRElRRRERREENAING, BITISONRISIEN TR
BFREARREME. LIREENTABSHIERS . BN mRE, RIEIEMFE
SWE—NRBIMRIER, EFREFRZIIRESIEILEER . 1tk i)
FEAERFIG L, BXFRITEH. SREE. E5HREF.

o IREEEMIA: RESGGCEMMENTESER, S —HEIEILISONMETUR
B0 . BRiRE ERA THEIEUERD ) SONSIUM N AEIRS S “FHik” |
KR FABRSS 28 N THYSONIS ap SUmtD s —HFIR AR MR IR (UE) “IE
BT’ . SERITNMIESIRTHE, RIBRNIFSHRREDEG, 11
BXPIRETSIRMRE B IKT HIRAVEIE, SRR EIEBRMEN TS T RRIGS .

o EMHRE: K/REIREZAEMEMENES

A[
R X EHIEREASHINRENESTN =R . RTRELE, FRIEs
ZER BTN IR EMT RIS . FREE (Profile ) . REIIEES
ZiE. TE, RIHZR/IERSERITHENSE, Efa L eREERI~S.
SB BREEEHE, PTEAMNSHE ‘TR, REREENN ARTR” .
2-23 FR-EE M
mm@
lél MEENE 7
a
SE2 BUER— MR IILWM2M/CoAPHNY . REHEE yStreetlampiii=fa, SERMEIE
TEESHIE, BE HE .
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
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EremiFs “REEN THE, BE  LEEEXHT

2-25 FEFRRIEEL-CoAP

REEA Test 1
AR £ Test_1 SRS
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S|3 ERERES, HERMIFRER (NRAINFRER) , RERE ‘L7 .

2:26 F{EIERIT{-CoAP

EEEEX
SRS TRERERASUTE, ITAEINTITE, TEFLE. SETRERER

StreetLight_58f383040b1e2... (1.93KB) X IS

e iE

R
s
AN BERNBEES IR E, I RSB AER.

B ErEmiFERmE, B3R “TEREL” , BE ‘HmESRET , g EERe
BINB-10TIRER -

S EIMENRERE, EF “BELRE , ©TRIRESHESRE, BE “HBE” .

2-27 LR FENRIRE

FEAiE S

FTEER Test

EETRAES e |

o IBT/EMR: BENX.

o IRFIFAM: RENIMEIS, BFRBFEBANYBHENFESIETIZIFRMEETH
NEN, AIENBIEA LEE ., BHOILUSHENFXILZIAT-PCE, %&RESTM
iKO, FAFRIRE 9600, MAIES “AT+CGSN=1" FXENIMEIS,

i FKEUMEERIRER, EEBHRRIENFAXIEE] “AT-MCU” &,
EAFEIREMCUERN @I NB-RER ML .
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o IRFIEMIGIU: FINE
$I3 IRBEEMIN, UEREEDCIENRE.

R

HiE LR

EEFMFRRELERE, RIBRRETAROAR, NRIREERISR2Y ( HR
SMREIIRIE WSS FEEEdemoh BITIRE ) LIRNIBERREUE, BLIBEAFES
FETNRRE, EERE LIRGTF A REELIERISEIIER

iE: ERBERATRIREHEUFCRE “AT-MCU” &,
SB1 ERRBEBRNRSEE, &F 2% > FERE” .
$|2 EFUAEMANIRE, B “BF #ANREFRE, BEELREITFEREE,

57 LIRRIR sEFenE O c

Q EFTESATE T e e

\\\\\\\\\
St uminance
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E .
SE BRRERARSIHE, EREZNURNTR, RETSENTREH.
SW2 wEiE EEEL” , PEIROREHNBITRE.
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SH3 REMOSHME, BF ‘wOkE” .

2-28 43S A -SmokeDetector

ELFi © ®it | AEEER ERIRE) ER
BRI feett ot
WL B sew Xw2Es
BoTR L
o——— ——— .
Y e . loTeE e gl e
BELE HELE
28 g ome 25 womy mER
© wowm 20 2150 GMIT=08.00 = -
B0 (“service i ", “Command_name” "’ paras” R
we [

(o) }

SR PRERIRFIER=, TROFF&RLE, KTRX.

"R

e
Hit, EFNB-oT/MERFASHEITIRESE, HalRRRRSmARERT .
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BZsE
AR atEsy
ErrmiEs “REEN” THE, BE ‘BEXERT |, EEFRIRS
FmiEELg TR
#= 2-3 1R BIRSYIE
BR$3358! ( ServicelD ) RS IR
Button SCATHE AT
LED LEDXT#=Hl
Sensor SERTHE SRR R
Connectivity NG SRE
IRSZEE NI TR,
2% 2-4 Button
geEniR BHERR FEER B
IEE27IES toggle int 0 ~ 65535
%% 2-5 LED %< 5%
gehiE | | wdF | FEREIR | ER HIERKE | M
4% 3 B | B
ws%) |[SetL | FA&# | LED string ON. OFF
= ED 2
MA&s | Light_st | string ON. OFF
52 ate
£ 2-6 Sensor
gENEAR EBHERIR HRER HiEoE
e IES luminance int 0 ~ 65535
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BAELHE 2 IBEBEA
& 2-7 Connectivity
sELfEA BHEER HimaeRy HiEEE
IEEIES SignalPower int -140 ~ -44
ECL int 0~2
SNR int -20 ~ 30
CelliD int 0 ~ 65535

2.3 ETF NB-loT /\BERAYES 22 IR /2%

H=iREe

EFEE, KKK, EHRRARARRMRE, BEXEEEN, fEHEHEX
%, BBIEXER, ELEhRERE. B, ARBWNSIRZENES, RIIMKE
F—ERENER, EMXERDEREE—ENER, ERTIRIRRRFE—T
HEIR, FIMMAREGRAEHRERER, TIPS REEHNERE, MIIRRRETE
fRRX LT .

NB-loTE SNRRAR R T ERIRRR MM . BHERENE. SiPfAs. TS5
ERHEBIREFRR . E2RERALLEES, BERENRA. THhk. 5T
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mz s, BNEFEA—ERXFTFEATEFE (VS codeTEloTlinkifE ) , MRS
(NEERFFEEY ) « FE (1oTDARAYIEMTS ) « InZlintaiE—E 2R
BERER, HEERTOHRE RS, SHESRBGNH HRASIREE, BT
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FRIREDBHFEMAEFGLFETRANEE , ZRREBEHEREE. BEEA. ©F
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T, MR T IEIRERSET BIRUAN O EHRBEEAYT Bk, BIEEERH
IBESINEAND, EHEBEEEEIENB-0T, WIifillR4GE, HH2ISENEIEE
%, ZHFARNE T —MEELSTMI2L431 B EYER TSR, BIMCU, BIER
FEANRELINLIteOSIRER S, HIRMtTESHIRn=EIBAEH .

ATETFRBL, WENER, ZFRRIRE T 2.1hRARIST-Link, EEBELEIR
B, 1 FELAREMSROFINGE . FRRPIERE—RD 79240 * 24089LCD
F=w, HEERTERMERSHFEUNEIAT. LIDER FTHEEEDRH.

FaRivA LAREE—TREAX, BEKEAMAT-PCR, BIIHBMmAYEOEF,
RIEATIESEINBERE . AAT-MCUELL, BIIMCULIXATIES SBEHRARTT
REH, BREFIERSEMERTBERARER =ik,
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1. ENBRIEAZEINB-loTH BIRAISIMR=1E, MiRIE-RRIIMZE-RAYEROEAIMEN,
ANE2FR7 o

2. BRSKREREETIRFINB- 0T BIREARIFARL, E8%EHME, AEH
USBHIRLAS/\RERFT AR SEENEEEX . BRFEETR, BRIERS, %
BAFF A RIEFE AT o
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Z3E 1oT Link Studio 14

loT Link Studio@t33 1o THIEXMimFF A& HJIDERE, Hﬁ?ﬁiﬁﬁ . BilE—
ﬁﬁ?—“ﬁi%gﬁ, 3 C. G+, ILRESMARIES, IHERIR. SRUBHITYELR
FE.

STERA 1.30 WIS © AT ERABIRAT 20
(2022-08-30)



IREEAN
L 2 IREEN

B LAwin10461, SREVEBERESRER: FiaiTEODMmApc, RERE ‘BlE” , BF
RGE, RARSRERHZRIRFRERE.

2-31 SRENR A E

23 WA X=E WA EFv J=
— BEGXTENNERES
BENE
Windows RgZ
Iy iteBEa Q Windows 10 Sk
: RIFE o © 2018 Microscht Corporation. FREAFERFL.
=0 N
Jlinzztiig =5
B sE > vz HE: Intel(R) Core(TM) i5-8600 CPU @ 3.10GHz 3.10 GHz
R ERENRERAM): 16.0 GB (15.8 GB FIM)
0 j— . > . Fr 64 (HR(EES, BT «64 BHER
po- SETIERRER o g EETRTHE TR ETEEE A
56 W BEEUEEE
H EERESE
HEE, SLEERE
e @
FEE: DESKTOP-KDEV708
e HEHEE: DESKTOP-KDEVT08.china.huawei.com
Eel el s HErES
= china.huawei.com
Windows 2%

Windows EZ5E [FHE Microsoft $uHFAIZE

=8 ID: 00330-55539-93602-AA0EM

B2 ipn XEB , RIBEBERARESE, THITEAIVisual Studio CodeHZEE, (AL
windows 10 64-bitZ& % Visual Studio CodeAfl, 1B FE1.49hRA, EHitthrARZiE
loT Link ) o

2-32 & Visual Studio Code

Visual Studio Code  Docs Updates Blog APl Exte s FAQ Leam P Search Docs

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

August 2020 (version 1.49)

April 2021
Update 1.49.1: The update addresses these issues.
March 2021

Update 1.49.2: The update addresses these issues.
Update 1.49.3: The update addresses these issues.

Downloads: Windowq U

ystem ARM | Mac: 64 bit | Linux: snap deb rpm tarbal

Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

September 2020 that we hope you will like, some of the key highlights include:
August 2020 * Format modified text - Limit formatting to just the code you've changed.
. ® Change casing on Search and Replace - Change text casing during global Search and Replace.
July 2020 * Source Control repositories view - Display pending changes per repository.
 Filter Debug Console output - Quickly filter and find debugging output.
® Improved JS debugger Auto Attach - "Smart” Auto Attach to Node.js scripts or test runners.
* TypeScript optional chaining refactoring - Cenvert multiple checks to a concise optional chain.
® JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated.
Wisrch 2020 * Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.
February If you'd like to read these release notes online, go to Updates on code.visualstudio.com.

i¥: Visual Studio CodeAZIFERMacE %,
T3 LERMINE, 1TFVSCode &M FEMRIE, #E loT Link #ZloT Link, AFRER

Ax
<o
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loT Link

nnecte.

LA BREHEE.
loT Link Studio BEUXSRIRISE MMM T EEFIISDKBLAN gckBIAE, iBHHIR
figgéﬁﬁjﬁﬁo LERIRPBEFEXANED, MOSR. TETHEERVSCodefEf
K.

(10 3488
T I Yo - - Ie—————

fEProxy Support FHIHEFIERE “on” ,

SBS ([BUTFESDKERRIMIMERN, BFHFHSDKE, MEIC\Users\${FAFS}
\iotlink\sdkB R, X&Z X HI0T_LINK, HB5=E, EFHIFVSCodeBlal, B
B TE:
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2-34 SDK &

= = W = #7& loT Link X

10TL .
loT Link
loT Link 130

— e 3 4 e
IDE for IoT development ( iotlink | & 14020 | ok % k% | #EE | YERE | vi30

iotlink IDE for IoT develop

-
Fve)
loT Link Studio

A develop toolset for iot device development

is a toolset for iot device development.

Features

RHIBEEN, BB IFHAMICH %,
failed to get SDK !
ZHeToT LinkfKi R
Error: Network Error!

2-35 SDK Fi B =R

I AP > deddih > otlink > sdk > loT LINK I v O L
O #=R EEEl %R
.github 2023/10/26 20:03 i
doc 2023/10/26 20:03 Mt
drivers 2023/10/26 20:03 prel=e
FAQ 2023/10/26 20:03 praE
iot_link 2023/10/26 20:05 Nk
it

ECE loT link Studio T2

£ BEVSCode/REBTERER “Home” |
e Home: EIloT LinkLE;
e Serial: MAATIESHEAAIRIRE;
e Build: FmFRAMLEE (LB3IEATN) ;
e Download: IBFREEHIRBRREIMCU (ZB3EARL) .
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@ EX Extension: loT Link X

» OPEN EDITORS

v QUICKSTART (s |0T Link
> Liotlink o
) ( iot link 3 %* 7 %k * Repository | License | v1.0.1
IDE for loT development

Disable¥  Uninstall
Details Feature Contributions Changelog Dependencies

loT Link Studio
oc_streetlight_template.c
c_track_template 1 | |
0.mk

A develop toolset for iot device development

is a tool evice development.

Features

Built-in loT Link SDK library management

upport J-Link, OpenOCD GDB Server
ompatible with RISC-V based MCUs
Kconfig Management
> OUTLINE Built-in serial monitor
> TIMFIINF

@0A0 [ Build < Rebuid b Download Serail {3 Home

SH2 RERXNRFILARE, EREFREPSE “oT LnkiRE” , ETH%, 5GCCTH
BRENEARFE, _f PR,

2-36 loT Link i858

loT Link Studio
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2-37 XX mFTEHE

< igm | loT Link iZ8&

Make TEE&{Z: | ${system_default}

THj

GCCTEH*: C:\Users\ \.iotlink\tools\gcc-arm-none-eabi\bin

SDKER

JLinkB3%: C:\Program Files (x86)\SEGGER\JLink

(MARIY:
INREIRSTM32431 T akiV4miE T B4R A Awin32.zip,

SE3 ERLFEPRE ‘O 10T T2 , BATRESR, TREER, FEEFAIRIE
B TEER

dit Selection View Go Run Terminal Help loT Link - quickstart - Visual Studio Code [Administrator]

S loTLnk X

> OPEN EDITORS
+ QUICKSTART @

loT Link Studio
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= Kconfig = loTLink X

< EmE | BIEE loT THE

D:VSmoke

TS STM321L.431_BearPi

o THERR: BENX, WSmoke,

o TEHFR: ALMERIEZENEOARRER, BILUEREFELIMIEME, W0
D\,

o THEHFES: HpiRMHAYdemoRIEEISTM32L431_BearPIFEFES, HikR
STM32L431_BearPl,

o RPITHE: ARG, FHAILNEEMRRABI, 1EiEFEoc_smoke_template
demo, BNEEFRAIdemotEFIFNTEIRFIETENX A= mERARIES, i LiREL
', Bk “AE” , SATK.

SBA BE “HBE” , ST

R
mIEF IR
TR demott fIrR ERBIFIC A NN T ANIEEE, GaLIERmE

(BEAFBEETENR ) , FRFEVNRERFAIRMCU, TTEFARTE.

£ BEVSCodeRRBTEIZR “Build” , FERGRFTM. FERINE, REET ‘R
ERI” o
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Run Terminal Help

Hight_template.c X

Yapp_cndrep

6PI0_Pin)

10T Link Output

mkdir -p build,
mkdir -p build,
mkdir -p buil

c/1ink_string.o build/iot_link/link_misc/link_random.o build/iot_link/link_misc/link_ring buffer.o build/iot_link/link_log/link_log.o

ouTuNE
> TIMELINE
® 6/ 0 B Build O Rebuild D Download ) Serail @ Home

T2 ﬁﬁﬁgsfﬂzﬁéﬁ, BREIRFF A SEINERE, ARG EAENFIREIAM “AT-
MCUE" .

H$IR3 BEVSCodeRABTEIZR “Download” , FERFREFIRRTH . KRG, FEE
™ KRREIN o

tight templa

intensit,
Japp_light_int:

3_5C1_Data;

1_callback( GPI0_Pin)

0_Pin)

10T Link Output

ramming Fi
fy Started **

ouTuNE
TIMELINE
®6A0 [ Buid O Rebuild D Download (] Serail @ Home. O Ln1Coll Spacesid UTF8 CRLF C &

(0 588
MBETEREY, TeEFERSERNSHSHENTEROBE, BEE2UREST-LinkIEaD
SERDIERIN, MERIREIHRZEE, NSEXE RHFFLREEST-LinkIR5
B4 (ofik ) ZEEST-LinkIRzf .

1. BHIESTEM, TEST-Linkdkzh, IEstlink_winusb_install.bat3 {47 EmN%
%, (AZLAWindows10-64bit ST-Link 2.0.15341)
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IREEAN

BAELE 2 IRBEAN
MName Size Packed Type
amd64 =
x86 =
[85] dpinst_amd64.exe 680,440 242,269 RAEER
[#5] dpinst_xB6.exe 552,328 231,230 RAEERE
E readme.txt 301 250 SrEEAE
4] stlink_bridge winusb.inf 2,853 1,093 =&EE
+2] stlink_dbg winush.inf 4373 1,347 =2EE
L] stlink VCP.inf 2,467 871 =2ES
stlinl-c_winusb_install.bat 412 259 Win;:uws HI&L“EI
=4 stlinkbridgewinusb_x64.cat 11,004 5800 ==H=
=4 stlinkbridgewinusb_x86.cat 11,004 5892 Z=£BFE
=4 stlinkdbgwinusb_x64.cat 10,997 5801 =2EF
=4 stlinkdbgwinusb_x86.cat 10,998 5892 ==BE
=4 stlinkvep_x64.cat 0,243 5474 Z=£BE
=4 stlinkvep_x86.cat 9,247 5470 =2BF

xR LAEREER SR SR AR exe S FHHITRE

2. fIAPCRBEESRAIEEMNNANEIESREMIT. & FEFR, RIPRIZRE

I
v & &0 (CoM 1 LPT)
i Intel(R) Active Management Technology - SOL (COMA4)
| B STMicroelectronics STLink Virtual COM Port (COMS3) |
¥ B
O HE

i AESFENEE

B ey
v | FE. LTSS
i Realtek(R) Audio
v ETR) B8
i stFEfEsHeE
§ ERSsiTRERHE
v | ERETEEE
§ 5T-Link Debug

R

K —REBHERGENSIFERRBIESTRA— " m, R7RELE, =mids
ZEIRBFEMHRMBEDERPFERNmER . Fmi&E (Profile) . HHERR,

EXEEEHE, BEANSIV: ‘TR7 , BEREAENN “eIEFm” .
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BEEA R ©ummna © W BemEm  RewsE
s Widedbger AT S FBR, EHEEIRRERSE 3
Pz &) Rl ST TIRRRS KR, EHCEIRERLSSE UMER

freeStandardinstance

FRER FRiD Er=l] eEkE hivm e

HIR2 QIE— MMNEEELALWM2M/CoAPIMY . 1&&FZEEL/gSmokeSensorsiIfc R, SEXR
mERES2HE, B “BE” .

2-39 G m-CoAP
elE~=m

i =N .

WFEGEIRIERTA, SRS AFEeE

* FEERER Test_1

iR () LwM2ZM/CoAP v
* gpEE,. @ IR -

BEEEEIR apiE==st] BENZE
*i2EEE (7) SmokeSensors

EREE v ElProductlD | &EES

i HGE
TR

EX - miRE

FErrmiFs, “BREEN THE, B ‘BEXERT , BREFmIIRS . BiRolgE
FiEn i
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% 2-8 IRBIRSBIIE

AR533EY ( ServicelD ) IRSEZHEAR
Smoke SCATAEUAEAR T

ARS3EEIANFR2 . K3

2 2-9 Smoke
gEHiER BHEAIR Himaeny HiEoE
IS EIES Smoke value int 0 ~ 65535

£ 2-10 Smoke TS 5E

\ﬁﬁb?ﬁ SRR WOFR | FREWR | £ER HIRKE | #E
bu
<% | Smoke Tk&@< | beep string 3 ON.
&3 control beep OFF
Naizss<> | beep_sta | int / /
te
FripRSS2E4Smoke
1. #HA “NINARSS” TU@E, ES “IRSBID” . “IRSSRELT M “IRSHEART , BE
“E%iA” o

“BR53ID” : Smoke
“IRSSERL” ¢ BINFIIRSIDIRIEF—H
- “BRSSHEIAV : SERTRGREIA R

2-40 FO0ARSS-Smoke

TRIARS -
iBEID Smoke
BS%E | Smoke ®@
RS AHEIRERR
8
HE i
MRS 1.30 IRIERE © LATITERAGIRAT 50

(2022-08-30)



IREEAN
L 2 IREEN

2. 1 “Smoke” ITHRETERE “FINEM" , BEHEXES, B2 “WLA7
-  BEM8FER: Smoke Value
- “HURESEREY” ¢ int (EBH)
- “IpAER” - ANE. a5
- “BUEEE" : 0~65535
- fZK7:0

- ‘BT FES

2-41 FhigEtE-Smoke_value

X
FMaEE
BHER Smoke_Value
= A
guEsER int(B2Y) v
pasm | me | a5
BEDE 0 —| 65535
I IN 0
=21y
e e
3. 7 “Smoke” PITHETEE “HFilfd” , HEGSBENR
“Smoke_Control_Beep” ,
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IELEK 2 IREBEN
= % AN
2-42 #FhiBas<-Smoke_Control_Beep
X
FEHS
* @SEIR Smoke_Control_Beep a
TEREH FIZEABE
SHER Higsn ik B
¢,
LRI
TRREBE] FrBIERI2E]
SWRIR Himan ik RE
v v
HiE A

4. £ “IEed”

XMEEE, BE ‘WA .

2-43 FHiEHSSE-Beep

SEAE, DABRE “IMEMASET M ‘MEnNSE” , 1B5E

e g
* BEER Beep
SEEE
0/128
* HUESE | sting(FRIE) v
* B 3
KB ON,OFF
6/1,024
e g
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2-44 FhiEan<S S -Beep_State

eSS

* SEEMR Beep_State

o

St
0/128

* FEER int(E2EY) -

* BUECHE 0 —| 1

xS
RN BEMNBEBIREAERTA .

B ArmEERmE, &F EREL” , BE CEUNKRET  imEnNRERe
AINB-10TIZE -

SE2 EENRENE, KE “EXRE” , TRESHINESRE, $F “HE” .
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BERITIS )
wEEE Haoigs EREE
xR EERR Test
v Z SR & O |
wEEEST A il
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MisE, FAFRIREN600, MAIES “AT+CGSN=1" KENMEIS,
i KEUMEGERIRER, SERARIRIENFXIEE] “AT-MCU” &L,
ERIFEIRIEMCUERN T 2EITNB-RIERE ML .

erial Moni

A OMIPEE

+CGSN:86 el

o IREIEMISIU: FINE
$I|3 IRBEIEMTN, TEREEDCIENRE.

.

HiE LR

EEMAERELERZR, EIRAEREER.

T ERRBFBNERSZIEHEG, &F “ &8& > ERE”

IR EFEMANEE, B “‘BF HANEEIFE, EELREIFESOEIE.
2-46 BF LIREIE-Smoke

2 o=@ | wEeR R

R EIRER sEFENE © c
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SE2 ¥R EEELT , PEEMOREHNELREE.
SE3 REGOSHE, BF ‘HORE .

=] 2-47 5% AL -Smoke

RS
LT B sthisn X BEEE ’
#5TH #eTH
RuFBiEEE loTFE ESEE
ELE BELE 2, T =

Smoke_Control_Beap

£RIE

EFEE (#) 2880 EEsE

e

(A3t ) BB R eERRaIN
ST HEREMSHER N > REWHEH" , PEREA AN ‘IR .
$B2 SETRSHRA, WRSSBEHAN.

2-48 FEEEXRIFIN-Smoke_Beep

BAER

AR

* HEER | smoke_Beep | =2 wma

TR ZIRIAT T

SAEEINITE, SRS, FARBINEOETRRS.
EEh) —E samaE
S BT C0EISHS
15725

BRI
SERTRE: 25

v o\l Memes R ey v ‘ Smoke E¥AE | Smoke + | | smoke_vaiue - \ \ > «| [ e

MEENLS MERIN 3007 © Lo

X
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© s TRHSESHERE
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Smoke_Control_Beep -
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SYEW 15%AA
N ZFR BUERAIMNIZFR, FE0 “Smoke_Beep” .
AR Ak “HERN
HEXATIE] R C—EEY .
R SHZRNAGHEAR, o0 “HREIRE ST 6008152050
AR 51 1. B RIS ;
2. g;l:ﬁ’fEEF'ii?:% “IREBERMAMET , IEEEMEETRIRIIAE
3. “PRSZER” IR “smoke” , “BHE” &R
“Smoke_Value” , “#B{E” i&F “>7 , “E” EE

“600” , B “ARRME , “AURSRERT EF ‘=8
&7, BIEE” ES “3007 , AFRE “HIA7 .

HiTE0ME 1. B “AINanfE;
2. “ohfFB) iR TR, TRIREREFHRELZE

AR E;
3. “PRSBEBY” HEER “smoke” |, “@pd” HEIF
“Smoke_Control_Beep” , B “SHEE” , “Beap” WA

wE “ON” , RRBE “HA” .

TR

(FIiE ) BGIERME

BIFRFIRERASERREEE, BEURERE. SIREREXT6008T, SRS,

{EM AT I5<SEMEAE SR

loT LinkfESYIBXMFEIEZERI, AERATIESREEMRAESRiRIEELE
W, REHRME., PRI “NEERFAR” A6, NENUERATIESGNES
REENEM, MRELELE, HELLIRTHINE.

1. NEERFAARIRIBREIEEEE (HFRENERE ) , HEFARG EARIET
FEADREIAT-PCIER,
2. BEVSCode[EREFTE=HY “Serial” ,

E) Build <3 Rebuild ¢ Download [2]Serail fat Home
3. IEEZBA2PEENIKOS, FRIFRIKEN600, AFEE “FIH” .
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COM3 -STMicro.

= 9600

4. BN “AT+CGATT?” , REEE “&X” , BRE “+CGATT:1” , FRMLEH
&I ( MIERLINERNB-IOTEAMIEE ) , IR[E] “+CGATT:0” FRR-MLZMIERMK
( MIELBULERNB-I0TEANSE ) , BEESIMEERIENITER, BRKREED
BEMEIRS.

(11 588

(ERATIEIGNTRAEERE, BBRUFAXKEIAT-MCUE, LUESHIEHIGRIA
fE, BREINERIEREEERERXIIFES.

PCIRIUEFRIRSHBREOBE, ATIEIESHARIINESTSIE; MCUEXERFAIR
BidR4E EIRRISIMIEREMIEE, SEHINB-loTIEfE,

2.4 1S EFIRUBRIRIERA

RIHELNRFRNEURR 9G], NMELAMQTTREMMMZEANEAMFES . HRIIZEE
MQTTE iR, BILAREIRIERS T IASYEMESRSZEAMEIIITER

RIS
o EEMENRESKS. REMEREERREERER.
o ERAZSHINE. REMAEENE EAELSNERMAE, SNEEER
REEAIIAL.
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BE “MEMER” HAERSIE, BEAEMNSHER “SK”
BASE BERSEANZE, ERHEMH0.
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BAER
RER SEEALGI, SHENNAMIERENR S S BRERA, REREEA
ERR
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=8 ETaE A AL (R0OS) j:oN 1
wE v HTTPS (443)
o EHEHER 25
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sut R AMQPS (567
SRS v 4
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HE=E 2,000,000 SN C
10TDASER 10 CoAP (5683) | COAP.
FERRS & 400,000
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arT]il, temperature” 92, 670784, “humidity”: 78, 37673, “smokeloncentration”:19. 97906), "service_1d": "smokelletector”, "event_time
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Ti@Tepic $oc/devicesFebdcdd049a52b087d7d4861 _test 1£43746511 5vs/commands 4

A=: FEE
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Z0Z0-10-30 04:53:22 — conmect to mgtt server success, deviceld iz Gebdedd049a5ab057d7d4561 test 1fd8?46511

2020-10-30 04:53:25 — tepic [$oc,-"dev1ces,-"5eb4cd4049aEabDB?d?d4861 _test_1fd3746511/svs/commands/#] is subseribe success
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B EmEE
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$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test 1fd8?46511fsysfcommandsfresgonse,-"request 1d—ce9f2&9e—2053—4d86 —hoed—al 0fEZaPEZ ee,
pavload: {"result_code”: 0, response name”: “COMMAND_BESPONSE”, "paras : {"result”: "success"}} is published success2020-10
=30 05:19:25 — publlsh meszage tople = $oc/devices/Bebdodd048:6h02 747 4861 _test 1f&8T46511;"sys;"Propert1es,-'rreport
2020-10-30 05:19:25 — publizh messazeld 475939eb—245f-4047-9966-017de9c4f04E, topic:
$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test, 1fd8?46511;‘rsysfpropert1es,-'rreport, pavload: {"services”:[{" propertles :

arm™:1, temperature 12 670784, “Rumi A1 tw” 18, 37673, “smokeConcentration” 15, 87906], “service_ 14" “amokeletector” L “event_t
ime”:all}]} is publlshed zuccess

Y MiTopic |$oc;"devicesﬁeb4cd4049353b08?d?d4861_test_lfd8?4651lfsys,-"properti esfreport

) . P )

”elerT:{l, ”tem;er;ture”: 12. 670754, “hamidi ty”: 18, 37673, “smokeConcentration”: 19, 97906}, ”*rvice_i 4" "smokeletector”, "event_time
T
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Vi@ Topic Foc/devices/Bebdedd049a0ab0537d7d4561 _test 1£45746511 sys/commands, 4

BIsS: ii=rd
2020-10-30 04:53:22 — try to connect to server lot-mgtts. cnmorth—4. myhuaweicloud com
2020-10-30 04:583:22 - conmect to mqtt server =zuccess, deviceld is Bebded40495F2b0374744861 test 1£43746511
Z0Z0-10-30 04:53:25 — topic © [$oc,-"devices,f'S”eb‘lcd%U‘lQaSabDSTdest_lfdﬁ?4§5£1f§ysfcommmd§f§] iz subscrike”success
q

2020-10-30 05:12:561 — received meszage iz {“paras”:{"valuetest zervice_id": "smokeletector”, commandwname : “SILENCE™}
%020—10—30 05:12:51 — response message msg = { result_code™: gealinze_name”: “COMMAND_RESPONSE”, “paras

SuCcess

s Mresult™:

2020-10-30 05:12:51 — publizh messageld 66d7dSe7—c0eb—47dl-a3c8-719cb5804448, topie:
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RS EUE
BRSS ARS3ID: temperature
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SCASHRAS 1.30 IRBFRE © AT BRABRAT 68
(2022-08-30)


https://www.huaweicloud.com/product/iothub.html

IREEAN
EfESLE 2 IREEN

2-58 R EFEM-MQTT

PR

FhiEr=fa Test_1 v

MQTTEEREE BRI TR ESMEtopic, EEC1][HEtopicslzE
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PEr=m EEREL BR3P EIEN™m.

REIRRAS Blnode_id, EEIZFAIIMEl. MACHEIEESerial No; &8EHE
LR, HEEENFMNH, HEXFEEBIIHFHEE.

IRERN BHEMX.

IREFINIERE | ®&F ‘%887 .

w4 REEH, TAEY, FESHBNFAREHNER.
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ACEIRER

AFRLUERAN BAERE SR &S FIBHIEEDIRERES 7, HALERE
BAEHSRERER F. WELEREENESSREREZF 0,
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2-59 FCEIRERS
BitEE

S Ett HEE
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R

EurR(E
BiE—:
EATLMERMQTT.AXELIZ RIS .
1. (FEAMQTT.HXEIIERTE, FEEIVMBENTS . BIESXESEEETA
MQTTHMYXAIE EREXT -
2. JE#E “Subscribe” T, WIAITRIRE R, FHItopic=$oc/devices/{device_id}/sys/

shadow/get/response/#, Ef{device id}SEELBOANREFIDIRIT—H, BE
“Subscribe” #%§H

Publish m Scripts  Broker Status  Log
Foc/devices/Sec5ea30d4152802c3a7dfac_35667 7 sysish | = I

3. & “Publish” TR, MINBKIRER FHITopic=$oc/devices/{device_id}/sys/
shadow/get/request_id={request_id},

4. BWMA—FIREURERFRIBER, BE “Publish” 125,

i

{
"object_device_id": "40fe3542-f4cc-4b6a-98c3-61a49balacd4",
"service_id": temperature"

}
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|Wubscﬂbe Scripts Broker Status  Log
| $oc/devices/Sec5e650d4152802c5a7dfac_556677/sys/sh | 1 Sub O
i
"object_device_id"; "Sec3eé30d4132502c3a7dfac_336677",
"service_id™ "temperature”
i
5. &8 “Subscribe” %, BEIFETRINSEEFHIE
Publish m Scripts  Broker Status  Log
$oc/devices/Sec5e650d4152802c5a7dfac_556677/sys/sh = [ Autoscroll | o
$oc/devices/Sec5e650d4152802c5a7dfac_556677/sys/shadow/get/response/fFQ) | $oc/devices/Sec5e65 Sa7dfac_ e request_id=001 1
s e Gy | 5o S STy s =
_id=001 2
Qos 0
Topics Collector (0) Sczn aiv

$oc/devices/5ec5e650d4152802c5a7dfac_556677/sys/shadow/get/response/request_id=001
Socs = Sa7dfec_S56677/5ys): i 2

":{"temperature”:"25"}, "event_time":"20200525T063815Z" }, "repor

“event_time":"26200525T061501Z"}, "version”:7, "service_id":

Hix—:

ERLMERREREFEARSITEMIELREEATES, RESWEIFETRANR
&, EXEENKREREE

2.7 w&REFEIEN
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(EREIRSIMEXZIRSSANR B EANZIMEXN TSR, FJRESHEIRNBESEESS, 55
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1E4AEEREIoT Device
SDK Tiny

FEMSSTATES

Fikasied

IRETEERSDK Tinyf5, THERSTHIHRMBZGSHIRMATIESHFLR, USRS
MIEZRIE DR o

SIREFRNFMWIEXMF SRS, ErISCEIE LR, LS TA.

WISEAELEFN eSIM k£
1. I EERSIMEEIRSS, BE “WLeSIM” |, MLHEHFNeSIMEK,
IERRISXIF “FimEC20 CEHDLG”
2. EZRPIRSIMBHEEHE, 1TUES, SoliSRa-RiTWaiEitEiT8,

- RIW: EFRAEMSHER “SIMREE” , BEENSIMRAMRY “IRSS
IR’ , ARRFEBRSHEE “ZANTE” .

- WMEITW: EEAUSHEN ‘SIMRER” , SHEEITHEENSIME,
THIETTWAER, RESHEITWNEE, £E, TAftEESITW.

£5F)% loT Device SDK Tiny
2%1|0T Device SDK Tiny(§H{gR, =HIRSMIFL.

FRIMaSERIRK AT 15<
REIFENINNEE, FEHTRENFR.
o REWEFATRINEMESSUT:
{

"paras":{
"iccid":"xxxx"
}

"service_id":"MobileConnection",
"command_name":"SWITCH_NETWORK"
}

iE o BSIMKIRIR, BEttRBSEEARZE.
o REBEWEIGSE, HITTIMIES:

AT+HWICCIDENABLE=xxxx

E 0K RSIMERRR .

BIE™~m
1. BITRERNIRS, SBiE ZAMER ENREBANRHA.
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PR T N AEEEAEN AT .

IREGRE FRFEMENmEE, SHIX
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REHAE
MobileDevicet&Z i MobileConnectionfRSZHIE M AT
[BIEBFR fik AR
iccid SIM-=#RiIR 898604421920COXXXX
imsi ElFrE iR FIRBIES 460046240XXXXX
imei E R amZ ZiRBIRS 86761 TOOXXXXXXXX
operator BingENMBIZER | 46000

( MCC+MNC)

rssi BERESEE -40
cellid #EE/NXID 1106525
lac UEXS 12345
networkType [pESi] 2G,3G,4G,5G,NB-loT
modelType 1EPRS EC20 CEHDLG

iEhg
1. EEMSHE, BF CORE > ERE .
2. BiEALR EMRET  RBNTRSHESSHE, BF ‘WE , <HRE
ROER o
SHERR 588
FESREE | A FIESRERERRSE, SSRERNRR=aRE—
.
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IREFEAN
L 2 IREEN

SHEWR 1588
PREF=m EELS B3P EIRA Mo

hea ==Lt Blnode_id, ESMIZEHEIIMElI. MACHELLE Serial No; &%
BELRE, HEREXNZFEMNHE, AREXFEEINHFH/N

IRBZR BEN .
IREBINIEZEEY | iR ‘B8R
=45 REZH, TEEN, FMESYBHENIESSERER.
REEANES
BiE—:
g&fé?u@ﬁﬁMQTT.fx’fE?Eliﬁ%?%)\zlzéu‘o BRERIRESE EEAAMQTTINYAIEE
XT o
FiE—:
ER AR E RS EANRSIMNEDREIEANTES,
Bt iR
ARXFEBMQTT.HMEINEE LIRMEESBESEIE.
1. EEPublishii®, MINIREEM LIRAYtopic “$oc/devices/{device_id}/sys/
properties/report” , Ef{device_id}S5iEMMERZATRENANR R IDIRIF—E, &0]
LMERESDIRE HREE . T FAES HERNEME, BdPublishikil, Biknj2
EigEREM LR,
F: EEEEEEEEEE Disconnect -0
2. HEIEHE “RRNRT PEREZRE, B ‘BE7 , #ANEEFER. TRE
FEREIRH LIRIEIE ., SrlllEBAPIEE R HIREIE, #HESEE
SRR FEIE.
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IREEAN
L

2-60 EF_LIREIE-MQTT

EEEEREHE

SRETH® =i MR BT THERER wEhE Figs R B

e Test_1

YHRRIIE

EELFREE (7

Q EFEFE:

BasicData

LightControl

FRIIEMZNES
AXEAMQIT SRS SIS S .

1.

EMQTT.fx, 1#E$FESubscribeTi®s, WIAIT &GS HItopic “$oc/devices/
{device_id}/sys/commands/#” , Bads “Subscribe” ., ESHmSTRIERIESE
dtopialif. (EAILAMERELIZEL]IFtopic)

@ MQTTA- 171 - X
B8 oxtes Hep
[ 7 Disconnect -0
publish ([ENERIE Scripts  BrokerStatus  Log
12 “ [——;
1 «@
mp M Mute i
Topics Collector (0) Sean

ERHISIRSEIEBR, BF ‘67 1L, TrRALHS. SHoLUARAPIT
koS, HFHESERESHSTA.

2-61 es$ T~ A&-MQTT

RERA HER  GEEHE
REER BIRETHE TH A REFTF TESEIRER igtaile FRE L3
HRHR
BETAR

= O NRREFECREY TR, NETUEIVEARTFAROREMETEN TASS RETASS, HHMQATTRENIFASHSTE, NBRENIIESHITE,

FAEHSTR

REEFR

AEMQTT.fxBYSubscribel®, EWEIFETANEGHS .
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IREEAN

S{ESNiE 5N
S
Belx3k 2 X8
@ MQTTAx-17.1 - X
Extras  Help
[ Disconnect -0
Publish [EIECEN Scripts  Broker Status  Log.
i b 76cc 1234 - o
1234 i g id=d 76679
Soc/devices/SH47b70a50283b02b95 b _123456789/sys/commands/# s
LB Un-ubscrive J
Topics Collector (0)
6cc_1234 y quest_id=dfff1d09-6af3-476c-b79e-eff91440b985
5 1

4.

59111764 Qoso

{"paras":{"iccid":"13266668888" }, "serv; on", " command_name" : " SWITCH_NETWORK" }

{EFREROTEAIXATIES e MLEIE .
a. ZHUSBIRzN:
i BfTexeXf, RIBRERTHITRE.
(1 iREA
TR RIEHIUSBIRAIRATE, BRI SR E BRI .

i. IRGNLERING, EEFFARIUSBEOZIPC, FITHER, TEER
EERPBEERRINEHIIEORS

v i3 B0 (COM I LPT)
i Intel(R) Active Management Technology - SOL (COM3)

AfeATEEN SRS
BfEERE SRS
f§ Quectel USBE NMEA Port (COM19)

b. ({ERBOTEIRME.
i BfTexeXf, RIBRERETHITRE.
(1) iR
TR RLENROTERATE, BRE RRNEEERMENTE.

i. FIFEROIR, SREEAENATEO, BIEFRIZE 115200, B
“Open Port”
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IREEAN
L

Select File | [D:\SDE\BCZ6YE1509120255002061434T0000084E

[~ Save Log | [ \Wserst1004483284 Do cunents\QCIA_LOG txt

Load Test Seript | Clesr A1l Commands

Save ks Seript

Delay Time(nS):

Q. QCoM V1.6 - O X
About
COM Port Setting Command List

CO Fort: [z v | [Bandrate: [115200 || StopBits:[1 ] FPerity: [Home = ) oo 0 Bt HEX [T Enter  Delay(nd)

[~ 1: [AT+HHOCHATTCOMWECT=0, 30, "48. 4 95.24° [ [ [

ByteSize:[§ | Flow Control: [No Ctrl Flow v I~ 2: [AT+IWOCMOTISEND=L, 102, [ mselype : + [ [V |

[~ 3 [ATeODMTTDISCOMMECT 0 [ [ [

I~ 4: [AT+HHOCHQTTSERD=1, 102, Th2zedraeTedn [ W |

5 fawesy W [

[~ 6: [AT+HHOCHRTTCOWECT=0,30, 121.36.42.. [ ¥ [

[~ 7: [AT+HMOCMATTCOFMECT=L, 30, “iot=bs.en | [V |
[ 8: |AT+HNOCMATTSEND=1, 109, “{"nsglype™: " [T W

[~ : [ATOMOCMTTDISCONMECT [ W |

[~ L0: [AT+HHOCHRTTSERD=1, 109, Th2zedTaeTedns [~ W [

[~ 11 [ATWSDenable [ [ |

I~ tz:[aremccist. 0200 W [

[~ 13: [AT+HHICCIIENABLEG94460070319616376: [ [V |

o4 farawen @ —

[~ 15 [ATOMOCMTIVERSION [ W |

T T el )

e [areopse T W |

[~ 18: [ATWPING=I, "121.36.42.100° [ W [

[~ 19: [ATWETNG=I, "48.4.93.24° [ [v |

I~ e0: arecem@e [

I~ 21: [AT+C50 V¥ [

[ oee:[ateesy [ [

< T T g N i [

. [ eafarercc; [ [

(Elear Taformation | [TDIR [ KIS [ View Fils [~ Show Tine me A e - | —
Taput String: I HEX String ™ Show In HEX [V Send With Enter [~ 27: Jattgefe="dizable_backeff lte” W

28 fatvogdooner [ ¥ li

I~ 29: [AT+HHOCHRTTICORNECT=0, 30, "121.36.42.. [ ¥ [

Ran Times: [0

1000

[= | (== |

I BRFRRELLN, BNATHRSAREIREEIToE BT LS.
BN “AT+HWICCIDENABLE” SepkMZ&tIR ., NepkInfGE, EaTLARIE
SESIMBIZIRSIEHIE “‘SIMEER ¢, B “REZFE sELEE

FERTHEE,

Q QCOM_ V16
About

[m]
X

COM Fort: |12 Baudrate: | 115200 Stopkits: |2

ByteSize: [g Flow Control: [o Ctrl Flow

COM Fort Setting

Farity: |Hone

Close Port

[2020-00-01_16
[onzn-0a-01 1

2620562 AT+HNICCIDLIST

0 EAE1HWICCIDLIST 0K 3, {[8944500703196182635F, 1,01,

[B988

[TE0Z0-001 15
[z020-08-01_16
[2020-00-01_16
[2020-00-01_16
[2020-00-01_16
[2020-09-01_16
[e0e0-09-01_16
[2020-00-01_16
[z020-08-01_16
[z020-08-01_16
[z020-08-01_16
[z020-08-01_16
[2020-00-01_16

,z,ml [B988 L2all
RARz 1
2629 814JAT HUICCIVENARLE=5986 |
26:29:534] *HWTCCIDERABLE (K
2629 :634]0K
26:30:770]
26:30: T70]+CPIN: READY
26:30:786]
26:30:7861HQUSI: 1
26:31:120]
26:31:120]+QTHD: SHMS DOKE
26:31:188]
26:31:188]+QTHD: PE DONE
26:34: 411 JATHWICCTDLIST

TITIFAPICCIDLIST 0K: 3, {[8944500703196182835F, 1, 0],

oo T
[8988 12,11, [saaa 2,00}
E0E0-09—01_16:26:34: 411 0K

Command List

I Cheose ALl Commands

1 [ReEOOETICOTES, 30, "5 4 55 5%
I 2 [OUOOETISE L 102, Taedlipe” ™
P —
T o —
= —
I s r—
o —
15: [ TECTORASLE=G0603 | TAEE 046256152
O o —
e T a—
I —
I o
I e T —
O = o —
row e

I e I B

[2020-09-01_16:26:30:880] DCD:0 CIS:1 EL:0
[2020-09-01_16:26:31:114] DCD:0 CIS:1 EI:1
[2020-09-01_16:26:31:298] DCD:0 CTS:1 KI:0

Input String

Clear Information

Operation
[” DTR ¥ RIS [~ View File
I MEX String I™ Show In HEX

Select Fils | [C:\Wsersil
™ Save Log | [0:Wserst

Dasktop\send. jzon

[¥ Show Time

[V Send With Enter

Send Command
Send File

WDesktop \QCOM_LOG. tat

[~ 21: [aT+C30

I~ zz:[arecesy
I z3: [aTeceTe
[~ 24: [ATHPTNG=L, "iot-bs. cnnor th—4. myhus
I~ 25: [attogreg?

I~ 26 [st+tqzoftsincfz="nicc’,0,0
I~ 27 [sttqsoftsinefs="uicc", 1,2, "elICC°
I~ 28: [at+qofe="rommserviee”
el

Load Test Script | Clesr All Commands

Save hs Seript

HEX [ Enter
r~ 1
r V¥ z
rw_s
r V¥ 4
IS 5
r V¥ 6
r V¥ 7
[ 8
r V¥ 9
w10
r W~
[
[
Vv 14
[ » 15
I 18
[N T
vV 18
IR 18
[ -
I 21
C v e
[ ]
[ - |
[ -
v 2
MW et
[~ 2
[ -]
Run Times

Delay Time(nS):

Eun

T T

1000
100
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IREEAN
fESLE

2.8 IREFHEN TOPICER =

17 =iEE
FEE o TR EAUR ARG, I EEYMEWEIGIRSS ST &, BHRNIZHER
AERMSFESOA . AL, LARYENFRMEIRERETR EZERSTE,
IR EEIR DN, MALRESIRETREIE NN ES

BUL=E
R IRIHIREIENERMQTTERE, WS FEMR.

#7otopic: /faircondition/data/up

payload: { "temperature™: 26.0 } E

loTigsE N
El',’_tupil(: :fairFun?itliun,fcfw1d
ETFMQTTHMY A LATHIRF FTIE SRS ENX AT :
WEin= E{STopic #®3ZPayload

IR HIREIE

IRSSIHEHIES

/aircondition/data/up { "temperature": 26.0 }

/aircondition/cmd { "switch": "off" }

RO EIWBISREAR, EERATYBMESRHEINTEEAER, REMNAFAEANZEEH
topicklpayloadiR A&z, FRTIARRIEFEIRFZEIENTYEMES

BEMQTT Broker

Zfotopic: faircondition/data/up
payload: { “temperature™ 26.0 }

loTizeg

{#litopic: faircondition/cmd

payload: { “switch™ "off" }
1REMENENEE R
BRIt S,
2 REMIER S =R T &R
REIMEAR. EXUEE,

Efatopic: /aircondition/data/up
payload: { “temperature™ 26.0 ]

3R RS EHSMAM QPEETEEE
B,

A FRSSETEEHE FaR0E
iEEtopic FATEE.

NS IE +AMQPIEE

IS topic B EE T

af

loTiZ& L RTHIRFES
$lrtopic: /faircondition/cmd
payload: { “switch™ "off" }
eligEFR ERE= MO RER:
o IRFBMUESHIRNE R NEN YA FESRIEANR
[ ]

ARS5 ™ mo

EEMNSIE, IBREHIERESINARSR. AMQPEEEANENRE=F=

SAShRA 1.30
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3= ﬁz)\
RIEHE 2 IREEAN

R FARRSS FRIERCIR B R T A EOFEEopic FRIER

BAESER

1. EERHIERETR. REMMERESSR, BEIRRRERL.

2. IHRERUHTWSTE, BESNRERTL.

3 gﬂﬁziﬁ‘m_ TSTFR, SIBKRESIEIITRENES, BSLRSHT
ZiRECEFA

SB IHREFERNRSS, BE “ZEMER” HANREENESIS
$I2 .
1. EEFEAMNSHER “P@m” o

2. BEAME "elErm” , ClEmERREnTm, R528E, B R
" o
EXER

@A | BEX, faircondition

PNEREY | &FE “MQTT”

HiEtsL | 1EF “JSON”

FrEfTl | %

WEER | RIBEXMRERES, W “aircondition”

£E|3 EMIRE
1. EFREMSHERN 8% > MEIRE > RETN , SEREALEAEN “Ehe

A7
B

o
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IREEAN

RIESHE 2 IREEAN
2-62 g ¥ Mf-aircondition
- - X
i
FEEEsE (@) v
FE=R aircondition v
MQTTEERRNEEC SR TRAFES S opic, ZEC T HopicFl=
BEMTE (@) 12345678
#ED (@) B5af802e5b6d3c2d690a7138_12345678
HEER
RERES
BENEEE () X 509iF+
=EH | sesssen ©
BIAESH e ©
BEIR Lzl
FhiEr=m RS E2PEIEN ™ Mm.
IREBIRRED Binode_id, EENISERIIMElI. MACHLEE,Serial No; &i&
BEEXRSE, HEBENFHH, HRNFEMEFAEMN
IRERIR BEX.
IRFINIEZEE | RIBEGSEMERNAIEEE, EEIMANAES . AL
“ZER” BB,
%4H IREEH. BEFIRRENER.

2. EERESHE, B “HwBE .
R4 CIREIRE LN

. EFEAMSAU=RT AN > HiEER T , BERNEANAY e .
2. SETXRESSHE, B2E “QIEAN” .

SHZ SRR
AZFR BIZRINIZTR
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IREFEAN
L 2 IREEN

SHE SR
AR IR XFiZ AN B9 o
S

HIEKR IR REIER” . BT LS, REREGtopicl
payloadi#1T LR, MENFERBRINZZREEREHITLIE,

LY E S eREERIRE, BrlltEiaSEGt.
RiF=a) ERLIERRIBRTES A REREZE.

3. HERERABRTE, B AN, FRERESSE TREERSHE,

BE ‘ML .

283 SR

R B IR A BIR, AL “AMQPHEXEEITI” A,
iHERATY B RET , ERERNI,

- ESEHEEG, BB, WSISHEEN S
AMEPE TIE—, KE8-128, REEEASTE, IS
>, BFAUSTHTY (0-1) .

- EEEMSHEEG, BEEERGIEMA “HiR” 8
.
i5EA

BT RIS A 515 MBS o

4 EREEOANENE, B EHAN , THEEEREAMQPEENS.
.

RBIRHA
TR EIRRER, REHTRERVSHE. TEINREHAREISERENF
®. REBLUMQITHHE, NEERETBHET, REMNEIERE BEIELR
T, THRSRIMQITER. I LR, JEOBKBIE.

S| RE T ARIMQITIER,

1. SETRRELSNSH.
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IREEAN
L

Profile Mame | Device_Transfer

EET

Profile Type  MQTT Broker - S\

MQTT Broker Profile Settings

Broker Address | 015f5b39b2.iot-mgtts.cn-north-4. myhuaweicloud
Broker Port | 8883

ClientID | 3f343efd 239d94 Generate

General BEEROELENEIN SSL/TLS  Proxy  LWT

User Name | f5ta52 7123353 |

Password

Revert m oK Apply
28 wik/m] | SR
i%k
Broker v RN ESHIMQTTIMIEAMSLE, BSE ATk
Address BY,
Broker | w4i% 8883, HIREMMQTTIZEAIRAZE8883, HT:X(E
Port K, aILARERRSES), SEIRMEEEMQTTHMNIE
Nig[,
Client ID | AJi% ERIRETRERIAYClient ID,
User v BEELE3FMEBITERINREID, KIABEIEHEE
Name RANRBIDE NI mIDEIE . ERE TS, ’REN
User NameZ2#¥ i LUARSIEESEEO, 15
ERFIDSHERNFEEIAIUser NameZS#{B{RiT—
.
Passwor | Wik INZEIISE %5 . Passwordf9{E (&R
d “HMACSHA256” EiXLARTIEIE I A%3E, Xdsecreti#iT
NZERYE .
secret B EATE &IR[EIRYsecret .
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0078.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0080.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0046.html

IREEAN
L

2. BETRBEE “SSL/TLS”

B Edit Connection Profiles

local mosquitto

INIESHL, AEERTE “Apply” o

Profile Name | ot

Profile Type  MQTT Broker

MQTT Broker Profile Settings

Broker Address  Sevieeoeletet
Broker Port | 8383

ClientID | 33fft

General  User Credentials m Proxy LWT

Enable SSL/TLS v/ e

Protocol TLSv1.2

CA signed server certificate

® CAce t'ﬂ:at:,ii\g

CA Certificate File | D:\certificate\certificate\java\DigiCertGlobalRootCA crt pem ~ o
CA certificate keystore
Self signed certificates
Self signed certificates in keystores
evert [ cancel TS Apply

SHIER

Enable
SSL/TLS

i%3E “Enable SSL/TLS”

CA
certificate
file

AR RREREREAICAILES . WNRIKEFMAICA
IEPTEENL, AILAFFEEIIRSES, SEILREE
BRSZIRIER

$E2 IRBEMIEMFESEIEERE,

&L RTEEItopicklpayloadt8 =, _LIREUE . ¥

BRI A X EIERFATUE X Ttopic, H#—iRiR “IRHIER” MMEREERE L
IRRVEIRIE R B R =P N A EE A TRIEMMTIRSZIE.

2-63 IRFIEE

BEYIE HEiTM HEEET

EHiheE

HEERER HERINEEERE il

IHEER EHERRE
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section3
https://support.huaweicloud.com/usermanual-iothub/iot_01_0078.html
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3= ﬁz)\
RIEHE 2 IREEAN

Jaircondition/data/up Wil Fublish | s0 @Y 0os2 Retzined o

{
“temperature”: 24

£R3 RIETZRIRYtopicit TiTEY, BN ABRSE FARIES .

@ MQTTf-1.7.1

I7IEN Extras Help

‘ Disconnect
Publish m Scripts  Broker Status  Log

Jaircondition/ config/down
Jzircondition/config/down [ 0 ]

Dump Messages TR Unsubscribe ]

TR
IRSF A A&

IR IR TV SR, SEEURKLS EEIRI T ARIEHIES . AL VavafliAsiafl,
ETEWOREEIRII T AIEFIES

o MISSHRSSEBWMOREHIR

RS RBISAMQPE FIRIZIGES.,, FIRIBS S NAMQPE IR,
Java SDKIENTI. RETBIHSAMQPKEIHEZOSER&EHR LIREA

AMQPEFIRIREIRTEEMES], body=FRRiETIRE FHRAEIAtopickIpayload.

{
"resource": "device.message",
"event": "report",
"event_time": "20201114T034403Z",
"notify_data": {
"header": {
"app_id": "QAksSBSBBQpWYtEKC3LrrOboNkOa",
"device_id": "5fae45e358115902ce609882_20201113",
"node_id": "20201113",
"product_id": "5fae45e358115902ce609882",
"gateway_id": "5fae45e358115902ce609882_20201113"
I
"body": {
"toplc" "/aircondition/data/up",
"content": {
"temperature™: 26.0
}
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IREEAN
EfESLE

}

JAVAR U RBEEBIATT :

package com.huawei.iot.amgp.jms;

import org.apache.qgpid.jms.JmsConnection;

import org.apache.gpid.jms.JmsConnectionFactory;

import org.apache.gpid.jms.JmsConnectionListener;

import org.apache.qgpid.jms.message.JmsinboundMessageDispatch;
import org.apache.qgpid.jms.transports.TransportOptions;

import org.apache.qgpid.jms.transports.TransportSupport;

import javax.jms.*;

import javax.naming.Context;

import javax.naming.InitialContext;

import java.net.URI;

import java.util. Hashtable;

import java.util.concurrent.ExecutorService;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.ThreadPoolExecutor;
import java.util.concurrent.TimeUnit;

public class HwlotAmgpJavaClientDemo{
[IREERE, SHATLMRRLSIEREEE, oA MSSHRLE,
private final static ExecutorService executorService = new
ThreadPoolExecutor(Runtime.getRuntime().availableProcessors(),

Runtime.getRuntime().availableProcessors() * 2, 60,
TimeUnit.SECONDS, new LinkedBlockingQueue<>(5000));

public static void main(String[] args) throws Exception{

[EREUHENE(E,

String accessKey = "${yourAccessKey}";

long timeStamp = System.currentTimeMillis();

/[UserNamefB3T5i%, IBENXAE: AMQPEFIRIZNILIE

String userName = "accessKey=" + accessKey + "|timestamp=" + timeStamp;
[EREEIHENT .

String password = "${yourAccessCode}";

/32 8Bapid-jmsAIRE, HEREEURL,

String connectionUrl = "amqps://${UUCID}.iot-amgps.cn-north-4.myhuaweicloud.com:5671?

amgp.vhost=default&amgp.idleTimeout=8000&amgp.sasiMechanisms=PLAIN";

Hashtable<String, String> hashtable = new Hashtable<>();
hashtable.put("connectionfactory.HwConnectionURL", connectionUrl);
[/BABIEZ, BILAMERIBAIABAGDefaultQueue

String queueName = "${yourQueue}";
hashtable.put("queue.HwQueueName", queueName);
hashtable.put(Context.INITIAL_CONTEXT_FACTORY,

"org.apache.gpid.jms.jndiJmslInitialContextFactory");

Context context = new InitialContext(hashtable);

JmsConnectionFactory cf = (JmsConnectionFactory) context.lookup("HwConnectionURL");

[[E—A §ERER] QU2 2 queue, SRTEIqueue. HWQueueNameFIFRCXIRifT
Destination queue = (Destination) context.lookup("HwQueueName");

[ ERRSS i
TransportOptions to = new TransportOptions(); to.setTrustAll(true);
cf.setSslContext(TransportSupport.create)dkSslContext(to));

/] BUERiERE

Connection connection = cf.createConnection(userName, password);
((JmsConnection) connection).addConnectionListener(myJmsConnectionListener);
// €l#£ Session

// Session.CLIENT_ACKNOWLEDGE: WZIiHEE, EEF&hiEHEmessage.acknowledge().
// Session. AUTO_ACKNOWLEDGE: SDKEZIACK (7 ) .

Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
connection.start();

// €l#£ Receiver Link

MessageConsumer consumer = session.createConsumer(queue);

YIS ENEIS ST Ty s

/11, EREIE (#%F) , SH8receiveMessage(consumer)
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/] 2, NN, SBBconsumersetMessageListener(messagelistener), RS imEaNEEIREZ P
i, (BEEEESHNEIERREE PN ESEN

receiveMessage(consumer);
// consumer.setMessageListener(messageListener);

}
private static void receiveMessage(MessageConsumer consumer) throws JMSException{
while (true){
try{
/| BT IBWEIRER, fafRreceiveMessagetRE RIS HFEATIZIE.
Message message = consumer.receive(); processMessage(message);

} catch (Exception e) {
System.out.println("receiveMessage hand an exception: " + e.getMessage());

e.printStackTrace();

}
}

}

private static MessageListener messageListener = new MessageListener(){

@Override
public void onMessage(Message message){
try {
/] B EEAIBKEIRGES., #fRonMessageRE B8 EFERTZIE .
/] ARV SESAMBFERTI RS IAE(FLIE, s/ gSDKKEERENIEREENE.
executorService.submit(() -> processMessage(message));

} catch (Exception e){
System.out.println("submit task occurs exception: " + e.getMessage());

e.printStackTrace();

}
}
I

* X EAMERKEE R ERIRKISIZIE
*/
private static void processMessage(Message message) {
try {
String body = message.getBody(String.class); String content = new String(body);
System.out.println("receive an message, the content is " + content);

} catch (Exception e){
System.out.println("processMessage occurs error: " + e.getMessage());

e.printStackTrace();

}
}
private static JmsConnectionListener myJmsConnectionListener = new JmsConnectionListener(){
/**
* TR IR .
*/
@Override
public void onConnectionEstablished(URI remoteURI){
System.out.println("onConnectionEstablished, remoteUri:" + remoteURI);
}
*EHERAENANZE, REBEELM.
*/
@Override
public void onConnectionFailure(Throwable error){
System.out.println("onConnectionFailure, " + error.getMessage());
}
* TR,
*/
@Override

public void onConnectioninterrupted (URI remoteURI){
System.out.println("onConnectioninterrupted, remoteUri:" + remoteURI);

SMAShRAS 1.30 WA © EARUERABIRAE
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}

*k

*EEPHEN BaEE L .

*/
@Override

public void onConnectionRestored (URI remoteURI){
System.out.println("onConnectionRestored, remoteUri:" + remoteURI);

}

@Override

public void onlnboundMessage(JmsinboundMessageDispatch envelope){

System.out.println("onlnboundMessage, "

}

@Override

+ envelope);

public void onSessionClosed(Session session, Throwable cause){

System.out.println("onSessionClosed, session=" + session +

}

@Override

", cause =" + cause);

public void onConsumerClosed(MessageConsumer consumer, Throwable cause){

System.out.println("MessageConsumer, consumer=" + consumer +

}

@Override

", cause =" + cause);

public void onProducerClosed(MessageProducer producer, Throwable cause){

System.out.println("MessageProducer, producer=" + producer +

}
I
}

o WSEBEIRFBJ|TREHIES

RSRETEABER TAROTAERHES, BRiES

TRIEEHEXBESHIRE:

", cause =" + cause);

ETRIREHR.

B W 2R g jizkilz
i%/
ali%

X-Auth- W% | String | Header | FBFToken, @iTAMBIAMARSS FKEY

Token IAMEPFTokenfZO3KEY, #Z[IR[E]
E’\Jﬂrﬂ]Miﬁ%'\%EP “X-Subject-
Token” i EHEEIRENAIAER
Token., EZEAVRENGEEFIEE N
TokeniAiE,

Instance-Id | @i%& | String | Header | LD, #IEZFE FELHIROME—
R, —RENTHEPERETZS
, (NEPESHERSE TNEEmA
BAPIR R EETZE .

project_id | #%i% | String | Path IREID, JRENGEES N FREIRE
ID,

device_id | @& | String | Path EEFRIRERNZEID

message | &% | String | Body lxea#b{:rﬂ’J HE, Ff&, B

w=ENAINRELIE.
topic_full_ | BJi% | String( | Body IR FRItopic,
name 128)
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EOEG:

POST https://{Endpoint}/v5/iot/{project_id}/devices/{device_id}/messages
Content-Type: application/json

X-Auth-Token: *#kxix

Instance-Id: *+*xs*

{
"message": "{\"switch\":\"off\"}",
"topic_full_name": "/aircondition/cmd"

}
JAVARZCACRBAEBIAN T -
public class DeviceMessage {
public static void main(String[] args) throws KeyManagementException,
NoSuchAlgorithmException, IOException {
String token = Authentication.getToken();
Map<String, String> headers = new HashMap<String, String>();

headers.put("Content-Type", "application/json");
headers.put("X-Auth-Token", token);

Message message = new Message();
message.setMessage("{\"switch\" :\"off\"}");
message.setTopic_full_name("/aircondition/cmd");

String projectld = "11111";
String deviceld = "5fae45e358115902ce609882_20201113";
String url = "https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/%s/devices/%s/messages";
url = String.format(url, projectld, deviceld);
HttpUtils httpUtils = new HttpUtils();
httpUtils.initClient();
StreamClosedHttpResponse httpResponse = httpUtils.doPost(url, headers,
JsonUtils.Obj2String(message));
System.out.println(httpResponse.getContent());
}
}
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Topic
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Disconnect

$oc/devices/6079042873515a02c16ffd82_1123321/sys/events/down
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{"object_dev
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L47: $oc/devices/{device_id}/sys/events/up
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#Egat: |

"object_device_id": "{object_device_id}",

"services": [{
"service_id": "$ota",

"event_type": "version_report",
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"paras": {
"sw_version": "v1.0",
"fw_version": "v1.0"

}
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}
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", "service_id":"$ota","event_time":"20230818T070!
18943 /iodm/dev/v2.0/upgradefile/applica
6438fae_otab6l5/packages/644611

Collector (0)

Payload decoded by | Plain Text Decoder

55%5 iﬁ%qﬁé”ﬂg&\@%uﬁa E@ﬁHttpiE;ﬁTﬁﬂ-g&@IO
RRERERCUrlESRE,

2-126 THALRE

Bl EES: C\windows\system32\cmd.exe — u] e

ANl

curl -X GET -H "Authorization:Bearer "https://100.93.28.202:8943/iodm/dev/v2.0/
upgradefile/applications/ddecccc223574aee9466fe8f7e16a205/devices/
6079042873515a02¢16ffd82_123456789/packages/4f201f38c281ca5d40794a3f" -v -k

STERA 1.30 IR © R ERABIRAT 123
(2022-08-30)



3= ﬁz)\
RIESHE 2 IREEAN

A EE

. J"‘T‘htthﬁ}ng‘R BEL (header ) FEZMINNAuthorizationfSE., E{E “Bearer
{access_token}” , E{access_token} HWEIRIHAIEEIFHIaccess_token,
Bearerfl{access_token}Z[Bl5— /"KL,

e W% event_typefsfirmware_upgrade_v2. software_upgrade_v2, MTEEFKTFEIRX
B ERNAEEETERL . BRRAIT:

GET https://***** obs.cn-north-4.myhuaweicloud.com:443/test.bin?

AccessKeyld=DX5G7 Witk

TI6 2T LIRARMKE
Topic
47: $oc/devices/{device_id}/sys/events/up

SHIRH
B2 ER T HIRARIRE
Bl
Topic: $oc/devices/{device_id}/sys/events/up
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{ "object_device_id": "{object_device_id}",
"services": [{

"service_id": "$ota",
"event_type": "upgrade_progress_report",
"event_time": "20151212T1212127",
"paras": {
"result_code": 0,
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"version": "V1.0",
"description": "upgrade processing"
}
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B
Thu Jun 10 2021 14:32:30 GMT +0800 (FE#RE
Tid]) - mqttOverWebsocket onConnect

» B8 publ var defaultBackoff = 1

v @ subscri var retryTimes

B sub:

{.} sub: / =

B subsc " var timestamp eFormat(*YYYYmmddHH' , new Date())
const option

username: des any

.gitignore

n Js M

password: Cry S.Hma cret, timestamp).tc

g clientId:
p.json M
keepali
app.wxss
. A clean:
ct.configjs... M

reconnect:
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com/IOTDA-websocket-demo.zip
https://developers.weixin.qq.com/miniprogram/dev/devtools/devtools.html

IREFEAN
L 2 IREEN

gfiggﬁ?ﬁﬁﬁﬁm 1ESServerithlit . IRFEID. IREHR . BIRIELIROIEANIR
-%-’L‘J\ EO

o Serverittiit: BliEE, SEFEIHEEEIREL
o IRFBIDINREEIA: EXEIREL,
T3 MENMNEFERRIMBNTES
FEEBIENEEER, BRSEEIYBEMES.
AR
BHENEEMEFARE TR FE-ARE- AN EEES, BHEEDE, BEMER

fﬁ?E‘-/J\Eﬁ%ﬁﬁﬁﬁ-ﬂﬁﬁﬁ—ﬂﬁ%%ﬁﬁ% iz iNsocket&ixigeZ ('wss://+MQT T
i o

2-134 1 EZEIFES

SELME  iot-mgtts.cn-north-4.myhuaweiclou

1ZZID  606e9e5dcel5da02c0222c7a_test06(

IGEZEERD  eeesnens

HE:
Sat Jun 05 2021 15:50:36 GMT+0800 (FEFRE
[FF18]) - mqttOverWebsocket onConnect

BEREEFIFORE, S, REIDINFRERIIBRT, TJUERHETREER
pel, AIEFARERRENS, WTE:
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section0
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2-135 iR BTk
BEIE HETHM

S

S84 KfnTopic

HEEH HEEMER HERINEEERE

IREER

i

EEIFRB

KmTopicEisiREERTFA LIRECHBMINER, FANRERE ERIEOX

o

ERUSIERSPIIM T HRBHEIBRITHEE .
K#Topic/s, DemoREERIT:
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
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2-136 LiR¥E
topic $oc/devices/60753b14594ebc02c041

{"services":[{"properties":{"luminance”:2
0},"service id":"BasicData"}]}

RE

B

Sat Jun 05 2021 16:27:15 GMT+0800 (FEFRE
fE]) - topic:$oc/devices/60753b14594ebc02c0
41836f test0605/sys/properties/report

Sat Jun 05 2021 16:27:15 GMT+0800 (FEFRE
fE]) - publish message successful

T

RE HREMERINEIEREFEREESEE LREM
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/device/all-device
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2-137 EF HIREWE-MQTT
SRR
BEEE  sEEEE  seFE RERT HERE REkE Tk e EE
e Test 1
SRR c
Q|  ssmmE Q
LightControl luminance
30 i
16 v | e a
L5 1T Topic

TR topichIR B A BEEIE A A HMHIXETZtopiclSiEE,, *XTFEETEttopicAI&E

TopicEN -

25EE, WNRpLINITMTopic, ERMAT=ERUTER:
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html
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RIESHE 2 IREEAN

2-138 175 topic RME

topic $oc/devices/60753b14594ebc02c041

Hix

Sat Jun 05 2021 16:32:51 GMT+0800 (FREtTE
ATE]) - subscribe topic:$oc/devices/60753b1459
4ebc02c041836f test0605/commands/#

Sat Jun 05 2021 16:32:51 GMT+0800 (FEtE
ATE]) - subscribe message successful

TE6 BT RSB

INEFRIHENTFEES N RESHINEE, EMQTTEESTAFFRINITIETopic/s, BILATE
EHaREFEPZe@HTRS S TR, TREINE, EMQTTREIEEEH
;‘RLBZ U:FATZQQAIREEE’JWVO

FIIN T~ &S ##Z HLightControl: Switch, SE{EHNONMTGHS .
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
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2-139 @3S F&-MQTT

BEIEAN GEETE RS

O NRREFECREN TSI, NETAEINEERTARONSMETEN TASS RETASS, LEMQTTIRENSH T&, NBREMSISESHSTE .,

REHSTR #STR

EZar<S ARG, DemoREERUNT
Bl 2-140 EGHSR

topic $oc/devices/60753b14594ebc02c041

H&
Sat Jun 05 2021 16:32:51 GMT+0800 (FERE
i8] - subscribe topic:$oc/devices/60753b1459
4ebc02c041836f test0605/commands/#
Sat Jun 05 2021 16:32:51 GMT+0800 (FERE
fTiE]) - subscribe message successful
Sat Jun 05 2021 16:33:16 GMT+0800 (RENE
AT[E]) - receive message topic:$oc/devices/6075
3b14594ebc02c041836f test0605/sys/comman
|d5!request id=e7e94d70-2a0a-4adc-a94c-10c5
c50e/ac3
Sat Jun 05 2021 16:33:16 GMT+0800 (FPEIRE
AT[E]) - receive message content:{"paras™:{"valu
e”:"ON"},"service id™:"LightControl","command_
name”:"Switch"}
Sat Jun 05 2021 16:33:16 GMT+0800 ((FERE
[7i8]) - response topic is $oc/devices/60753b14
594ebc02c041836f test0605/sys/commands/res
[ponse/request id=e7e94d70-2a0a-4adc-a%94c-1
0c5c50e7ac3
Sat Jun 05 2021 16:33:16 GMT+0800 (FERE
fTE]) - response message is {"result code™0,"re
sponse_name":"COMMAND_RESPONSE","para
s":{"result":"success"}}
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SRIRBEEIMQTTIRNANR & S FHEAX S0NEBHITIRE ST,
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O =RWNEALBEREE,
@ LiEHBIERECA HFWERE
@ iigE

ETFATMEIZEIRR,

(=i ) REIREIEBISN
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6 BERR. SRR RFABES; ==

AP (F ) FACATEHHER w
o BN EHAIEZES:
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https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
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ERERNRSEH AR EEANTFERFEIIESR
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https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
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ISR ZEANRE, BIEcmdapSHERHIT “ping 13727 SREUPHELE, FRIPHENEE
AFE. BTFIPHUIARERE, SFEGIPHILHSR AR ER.

s

BlE~m
R SREEEHEG, SEENSHEE ‘Tm” , PEREANR “SIEFR” .
SR2 RENERTESSH, ARBE “HE” .

HAER

PrERRIR= "‘*EZ:M—;?J?@UEE’J;“ D ABEFRARRE=E T . WFH UEI [REESfD

8] RF=ET, THOSFEFEIR J?ﬁ:IEﬂ ZIDEESDT“ RTRIR=E, 1B
%QUE{‘-‘E&EIEQ

[T 1 BEX. FFE. HF. T (1) « &% () FFES

eSS EEMQTT,

IR J#EHEISON

PR Tk ISIRIESLPIRERIES . AEAFEMEN~mEE, BRE~ @R
BFFERITIMES . iRBIET.

IREEE IBIRIESEIAERIES . AEAFEMENmEE, SBRIXEKIR
%%’_—?—i, FREBMNRERE,

SREE
FmID EdlProductlD, AFHE—IRR—1 . MIRETHSH, FE8
FmIDIRENZSEHE,;, NRANETLSH, F~RIDEYENFES
SlE mEHFEE D EIRE .
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https://console.huaweicloud.com/iotdm/?locale=zh-en#/dm-portal/home
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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E{ESLEE 2 IZFEAN
2-142 SIEF=G
X
el
FrEEE=E @ v
MESIEFNETETE, SRR RS
SRR
HinsER @ MaTT v
mEEE @ JSON -
FRETWL @ v
FREFTl -
wEHER v
SHRES v E&IProductD | E3EE
-
FARFmiEE
ST HWEFER R, B ‘R #HAFRRE.
2 FrmiEE (REEX THE, 2F ‘BEXER” , BREFmIIIRS
FIE3 FBIRSSZEA “Connectivity” o
1. £ “NIiRSS” Rm, BEE “MRSSID ¢ “IRSBEE A “IRSERT , B
“E%IFE” o
“BR331D” : Connectivity
“IRSSEEL ¢ EBINFIRRSS IDIRIF—EK
- “BRSB#EIR” : Connectivity
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BiRsEER

fEEID

EEZ=:=TH|
IRZT====

RS

o
=]

Connectivity

Connectivity

Connectivity

£ “Connectivity” BITRIZZRTERE “RNNEH"

=R

o

RALER :
“HURR
VIR :
“EUEEE” :
“‘/I/IJ:K” : 1

‘l%{l—z” . S

dailyActivityTime
int (&8 )

i

0~65535

12/128

, HERXERE, BE ‘i
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2-144 FNEE

EiEER dailyActivityTime

il
jir
il
[54

] int{Z=8)

SATEIR aliE A5

i

-1 |

=k

$IR4A FIBIRSSEE “Battery” o

1.

£ “BRERIEN TBRE RIS, ES “IRSSID” |
IR” , B “HE .

- “PBRZ3ID” : Battery

- “BRSSEEYY ¢ BIARSIDIRIE—H

- “ER$3HER7 . Battery

“BRS3

KB R0 “PRSS
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2-145 FINIRSS

RS ER
FREID Battery
ezt Battery
FRSHEL Battery

7« “Battery” " WTHIRETFEE IR , MSIEXESE, BF %

[l

o

“BHZIR” : batteryLevel
“UHURERL” : int (EEEY)
“IHIEIABR” ¢ Bl
“EYESEE” : 0-100
“ERT

“%112” : %
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IREEAN

BAELHE 2 IRBEA
2-146 FINEM
X
EXURtE:
Bl batteryLevel
it
* FrEsem int(ZE8Y) -
* SHIEHRFR == B
+ BMEEE ] = 100
Fih o 1
R
H&ig& CAUEH
LB EEMSHEEE 88 > RBCAER” , BEA AN “HEER” .
L2 EREHAIXNEES, RE DI, RARRE “BE” .
2-147 LIS
X
RS
* CALTE® rootCA pem X s
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IREEJXZ)\

RIEHE 2 IREBEAN
[MERY::
. IR%CA;'J_;E:B;E“REE}_ EiRM, ANNTETEVERINES, SRENERAERLER, &
ZENE,

o CAIEBEA— A, mizBHE, XUIEBKEEATRIERSRAGES; 857 CA
IEBRISHIRHA HUE*?QJZ’“%IE:B LUBRIRE R LUEERSEERI0TES,

-

HIEIRER CA BNRES

AXUAWindowsFRE55%l, NMEEOpenssl TSN ERMIEBHSE, ERIER
PEMZRASHEVANIER o
ENESEEIpaXE, TEHFHITZEOpenSSLT R,
DEBRBMIE{Tcmdas$TE O,
H47cd c\openssl\bin ( EE#EopenssISEEFRLEERRIR ) , HAopensslap$il
El,
4. WIFLATHRSERZEXT .

openssl genrsa -out rootCA.key 2048

5 HTUTE<, ERERXFRIFAEERER CAIESR,

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
RFREREWMANTER, MESHOILIBEEN .

- Country Name (2 letter code) [AU]: EZx, #ICN,

- State or Province Name (full name) []: &2, #GD,

- Locality Name (for example, city) []:45fm3, #0SZ,

- Organization Name (for example, company) []: £B%{, Huawei,

- Organizational Unit Name (for example, section) []: £BZR&a{;, MloT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, 0
zhangsan,

- Email Address [1:MBFE#EIE, 01234567@163.com,
fEopenss|ZZEEHRAIbINSEL T, IKEVERAICAIEF (rootCA.pem ) .

FESIEIES

MR HENRBANEY, HERIEBREERA “FKREIE" , BEEHEWILTER,
SKIERRIEIREIZCAILER

2-148 %% CAIEPH

BHECATFB O &

SMEATALLLE 00 MERAES

EBID ERAEE EBEEN ERSSEN E

699delab-adbc-44a7-8842 EMAILADDRESS=2345678 2021/04/14 11:113:53 GMT... 2024/02/02 11:08:30 GMT. fipe

IR RRIRECAEBINATRAREIER, BESEWN MEMESIFIRIEES.
B REESIEEBAYICIERT
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https://slproweb.com/products/Win32OpenSSL.html
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=] 2-149 &R _HEIGURER

BHECAEE QO &

EMEFTAILLEE100M2ECAED

WAFRE AEHBID EBFEE st 4= ) EBSSEE B

QYP;E B e T ] 202 R T 2024/02/02 11:08:30 GMT... .2

2-150 FKREVEGIERS

FEARUFIEH

TS e e e X =3 g

Blig

£ PUTIN T e HEERIIBERERE AT

openssl genrsa -out verificationCert.key 2048

HATA R e S AFAEZEAIEIE B AIZECSR ( Certificate Signing Request )

openssl req -new -key verificationCert.key -out verificationCert.csr

EFRAEHMAINTEE, Common NamelEE HKARIFBRIGIES, HEttsHBE

$H3

o

e Country Name (2 letter code) [AU]: EZ, WICN,

e State or Province Name (full name) []: &9, #0GD,

e Locality Name (for example, city) [1:38mh, #0SZ.

e Organization Name (for example, company) []: 2H43, #Huawei,

e Organizational Unit Name (for example, section) []: £B#ZH88{7, &loT,

e Common Name (e.g. server FQDN or YOUR name) []: I&IEEBRIIRIERS, 5
SELRIRE .

e Email Address [1:BBFEHBIE, 401234567@163.com,

e Password[]: Zf3, 701234321,

e Optional Company Name[]: AB&#R, fHuawei,

HATLA T S EEFACSREIEBFAB ERIEIES .

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
verificationCert.pem -days 500 -sha256

fEopenssIZEBEFAIbINSUEFL T, IKEVERAYIIEIES ( verificationCert.pem ) o
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S5 ERWALER, Bk T AR ‘ HERIBER” .

2-151 EAEGIRES

BECAFBE@ &

FEA FALLLAE 1 00 MEECAES
BERE iEBID IEBAEE IESAEAN IEBSEREN B

BT S R 2021/04/14 111353 GMT.. 2024/02/02 110830 GMT . i

2021/04/14 11:08:30 GMT+08:00 @

H$R6 TRHEANAESR, BE NG , RERE “HBE” .

2-152 SERIGIE

w2 aflals

RS verificationCert.pem b IS

EERIRIERE, EBREEN “ERNIE" , RBPEHEEIZCAILESR,

R

FRE X.509 iFH
EFMX 509 EZHI, BEETREBNTNECAYIIMEE ZAIX.509EH,

(RAEITY:
XS09IEBHCANEE R, BZBCAMEENEEIETR, ErE SRS CABINES .
HI¥EX.509 FTGEH
1. DEEBRBMIETcmdiz$iTEN, HiTcd c\openssl\bin ( i5&#9openssIst
FRLEEIRIZ ) , H\opensslapSHiE .,
2. WITANTaSEMEHAX

openssl genrsa -out deviceCert.key 2048

3. HITUII T @S HIREIEREIZECSR ( Certificate Signing Request )

openssl req -new -key deviceCert.key -out deviceCert.csr
RFRNEWMANTER, FIESHAIUBEEN
- Country Name (2 letter code) [AU]: EZ, #ICN.,
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- State or Province Name (full name) []: &%, #WGD,

- Locality Name (for example, city) [1:3gs, #0SZ.

- Organization Name (for example, company) []: £B%H, Huawei,

- Organizational Unit Name (for example, section) []: £B#RE{7, #MloT,

- Common Name (e.g. server FQDN or YOUR name) []: %R, 0
zhangsan,

- Email Address []:fFfEHBHE, %01234567@163.com,

- Password[]: 23, 401234321,

- Optional Company Name[]: AE&FR, WHuawei,
4. PUTIA T ar<SERCSREIZIRFIER

openssl X509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA key -CAcreateserial -out
deviceCert.pem -days 500 -sha256

fFopenss|ZE B FAIbINNEE T, SKEVEMANZEIES ( deviceCert.pem ) o

AR X.509 IEBIAIERYIR S

SER1
SER2

IDEREENRS, BEEEEHAHEANREENEHE.

FEEMSHZEE “ 17E > BIRE” , REALA “IEHeE” , RIBWTRSE
528, BF “HE” .

2-153 BEig&E+

>
BRI
FESESIE () | Ry v
= SRS -
MQTTERMIZEE TR TETAS opic. EECITIEopicFIE

SEmOE e @
SHBIR Lzl
FREZR=E | EFREFENZRRTIE,
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https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN

IELEK 2 IRBEN
SHBR Lol
FriEr-an g B ERF Mo
mnigs, BEtIE~m.
RENREG Blnode_id, {EERISFAIIMEI. MACHbEE;Serial No; &iZHEE
LR, EEEENFMNS, HRENFENEHFHEE
REBBMR BNdevice_name, AIEEN -
REINIESEE | X5091EH: Z&EFEAX S0 EPRIIESD .
157474 L IERINIEEEL” EIR “X509iFE " IHES, ENREMfE
IS EIEBIIMAIEL, TEOpenSSLit{Topenssl x509 -
fingerprint -sha256 -in deviceCert.pemmp S o] &, iF: EE
EEMRES.
[|r<: " intaF7:91166¢
TR
RS
SEFEFEENIEOXY, FAMQTT.XTEEEEMEAMIES EiEMANESE .
FIE1 TEMQTT.fix ( BAROMUIRERS, NRIIHRERS, BEULTH
MQTT.fx) , EMQTT.XTH,
(RARY:
o LEBIIRMQITHXTEH, almFHitat T,
o MQTTfx 1.7.0%|BMRAI G $SHIE ( Topic ) AMNBEFFEIEEER, SEARFRAETUL.
2 iFaiXE, ESFMEEEERANIEEID ( Deviceld ) #1248 ( DeviceSecret ) , 4hk

iEZ(=E (Clientld. Username. Password ) o
(1 %8
DeviceSecretfElltiH= FAIEIES, 4112345678,

2-154 ¥XBY Clientld

Huaweicloud [oTDA Mqtt Clientld Generator!

XEREHTIRERNRERIMQTT Cli 18, AR EIRE T IRES

Deviceld

5f6179df85!

DeviceSecret

Clientid 5f6179df85 - o 06
Username 5f6179df85

Password 08799d456! 42
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3009.html
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://softblade.de/download/
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREEAN

EIESCH 2IBFEAN
2% WA | R S¥EA
A%
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMIMRAZEE | FEEZEE | [Hag, BT
Xk “_ 7 9.
o ZRID: BIRBEFEAMINFMEERAIE—E
F/iPR, BEHIRERIDIIREINodeldiE
TR 7 BHEEmk,
o ERBMIMRNAER: EEEN0, TRKREID,
o FIBEF/IER: KEI1FT, HpisIF2MhzEa:
“0” £FEHMACSHA256 A IRLE AT IR o
“1” REHMACSHA256#IE AT B3
o MEIE: B EZEFETAIUTCEYE, B
YYYYMMDDHH, #NUTC B4/8]2018/7/24
17:56:20 MR ZR7</52018072417,
Userna | @ik String(2 | i8%ID,
me 56)
RFBBIMQTTIMYAIconnectiEEHITEN, XIFHaiEclientldBIZNERDEEEFLIR
BifHE, FEKEIconnectiBERY, SFIMMKEAIEPEEERMZNRES L,
FERER T EERMBIclientldi&=, BMAFRIEATEEL: 125ID_0_0_At18a&k
e XA “HMACSHA256” ST B A IET, 4R HEN B SFEEHTER
5, BHHEBEEER.
o XA “HMACSHA256” ARIGATEIB AT, EREER /T EEE, BFR
RICAT BT ER, (FIEBEE1ER.
connectiHESENELWEY, FESROIEIR, FHEIBIFAMQTTHEE,
$IE3 FIAMQTT.HXERE, Bt “1BEB” Bix.
2-155 188
& MOTTH-171 - .
T HE.|p,
Subscribe  Scripts Broker Status  Log
1
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IREEAN
L 2 IREEN

$£i4 15 “ Connection Profile” (8XEE..
2-156 “General ” AJLUMFERTEEOANEE

Profile Mame | local mosquitto

N
Profile Type  MQTT Broker l i\.\}‘

MQTT Broker Profile Settings

Broker Address | a1 50:42eae o0 oG G CeC oL

Broker Port | 8883

S

Client 1D | & 1o adaCeZa e laZo 2 e Sa P ta Do Do el Pl Sa 20T 0ol | Generats

BEEED UserCredentials  SSL/TLS  Proxy  LWT

Connection Timeout | 30

Keep Alive Interval | 50

Clean Session +'

Auto Reconnect
Max Inflight | 10

MQTT Version + Use Default

Clear Publish History

Clear Subscription History

Revert m OK Apphy

SHBIR 1588

Broker Address ESMREBIENIRSIEG IR AN SF it , titbht
PEFZRER . FREBITIHZIBANRES, ESIPHEE, £
MBS E2hFRENE

Broker Port 738883,

Cliend ID 1&&cliendID, E&&25h3KEY,

4185 B$; “User Credentials” IS “User Name”
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IREEAN
L 2 IREEN

2-157 EHEIRE ID

Profile Mame | local mosquitto

Profile Type  MQTT Broker v i\\; %
Broker Address | gegeaegeieae oo T e D e Ce e D e el
Broker Port | 88383
Generate
General BULEEOCLHEERE SSL/TLS  Proxy LWT
User Name Illlllllllllllllllllll:l:
Password
Revert w oK Apply
BHEWR 1588
User Name BNg&ID, 1BEE2H3KE
Password FEAXS09EHANERNATEES.
L6 FE “SSL/TLS” BeEENSH, ABRE “ “Apply” 7 o IBEFRE “SSL/TLS”
Ak “ Self signed certificates” , ECEEFIEBRAS.
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IREEAN
L 2 IREEN

2-158 1HE “SSL/TLS” HHXSH

Profile Mame | local mosguitto

Profile Type . MQTT Broker A

0

MQTT Broker Profile Settings

Broker Address | e a e e e e e e e e e e e "

Broker Port | 5383

Client 1D :l:l:l:I:l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l:l:l Generate

General User Credentials BEEIFAIES Proxy LWT

Enable S5L/TLS '0' Protocol TLSw1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates e

CA File

Client Certificate File

oo 0

Client Key File
Client Key Password
PEM Formatted ' o

Self signed certificates in keystores

Revert m oK Apphy

(MARY::
CA File DRI RIAICATESR . THFIREGIESR ( MNEpemiEENES ) , SKEUEBERIBEEEESR
TRIRENE T & o
Client Certificate FilegiZ&ANEEIUEF ( deviceCert.pem) o

Client Key FileJ9i&&EHIFASE ( deviceCert.key )
7 B “Connect” , IRBENNING, EYHFENFEESRIUEIIRELTFERIRES.

2-159 iIRFIRE

o s v || aman - Qjllc
#we @ e o] pimELE HESR T Baxm L
= DR s = =5 e ms
oo
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section3
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section3

IREEAN
L 2 IREEN

FREE

sEigEBEME RO, ERMQTTHXTEEIEMTEE HiREYE.

REABEMQITEE LIRHIE, SERL%GIExETtopic, ERiBERtopickgzL:
“$oc/devices/{device_id}/sys/properties/report” , EHrh “device_id” BYE, FiI8FH
EAEINEIREIRY “device_id” (B,

£ ESEOMNE, AELL “ $oc/devices/{device_id}/sys/properties/report” Jfl, &0l
“$oc/devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report” o

2-160 EHEEOthE
@ MQTTHc- 1.7

File Extras Help

‘ Disconnect
m Subscribe  Scripts Broker Status  Log

$oc/devices/ JedeZ et monmntn e e tetatata e e e ettt S T Publis

"eanare 14" "Temnarafire™

£E2 HE CIRAIEIE.

BRESH
FEBH whg/e] | 2B S¥imA
i%
services | Whifk List<ServicePr | ig&iRSZEIBIIE ( BRELSETE
operty> ServicePropertyZEX 3 )
ServicePropertyxe X & :
FB2 whisE/m] | 2RBY SR
%
service_id | Wi% String IRBARSHYID
propertie | @Ak Object RBIRSHELTIER, BRFREREXEX
s A9 ERIR B TE X o
event_tim | A& String IRBREHMIBUTCRTE (18
e yyyyMMddTHHmMmssZ ) , #0:
20161219T114920Z,
& _ FIREIRA T ZS M S HIRL R
AT, MR ERAYELAESRIEE.
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html

IREEAN
L

S+IR3

SAEhRZAS 1.30

=8 G

{

"services": [{
"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
}

event_time": "2015121271212122"

"service_id": "Battery",
"properties": {

"batteryLevel": 80
b

"event_time": "20151212T121212Z"

2-161 &K=

@ MQTTH- 174

File

‘

Extras Help

Disconnect

m Subscribe  Scripts  Broker Status  Log

$oc/devices/{device_id}/sys/properties/repart

- w @y Qs1 Qo052

{
"services": [{
"service_id": "Connectivity",
“properties": |
"dailyActivityTime": 57
3

“event_time": "20131212T1212127
I
{

"service_id": "Battery”,

"properties": {

“batteryLevel™: 80

¥

“event_time": "20151212T1212127
H

1
}

Retained

BE “Publish” , AILIEMIEAMES EEHREEE M LREIE.

B LIREIR

Q R

dailyActivityTime

ActivityTime

57

(2022-08-30)
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IREEAN

£/t oo SLAZ 4sr
E{ESLEE 2 IRFEAN
)
-2
R EIRER sEFeE O c
Q| erEerE: SRR a
batteryLey
80
= ]

.

2.15 EF OpenHarmony3.0 %313 l1oTDA

AXFENEBEFOpenHarmony 3.05k#ZNI0TDA, LABearPi-HM_NanoFF &R/
%1, {FEAhuaweicloud_iot_link SDKXHIZL A =MEAMFEEHEETTIE. BT
OpenHarmony 3.1 X EShRASEHERE

BRI
o EFMEANZERNKS. RKIMT BRI FMRESTHKEM.
o ERBELEFIAILE, KR AIFELEN= EBRFILFIANETHIAE, BNLEER
REENIEE,
o EFERBEANERS. RFENLOEEENRS, BE ‘SBEHE” EHE
ZHRSS .
T LS 7N
BearPi-HM_NanoFF&#R. E53_IA1Y EIER. Type-CHUEZ. PC,
/L7 N
SEEZRTXE, BENRELUERETFIDESRSHEETHSITA, HE
BearPi-HM_NanoZ3ztr 5 9Hi3861, HIEEIMERTHEELRREHI3861XIMIAE
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https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny-oh/docs/OHOSBUILD.md
https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://gitee.com/openharmony/docs/tree/master/zh-cn/device-dev/quick-start

IREEAN
L

2-163 AR S CIE LR

RIEANI]
o RN JEER
(o]
s BEFENE
o E3EWindowsIiiE
o EFEUbuntuifiz
o BEEITEREINE
o GIETREHAEIES
« BEERGT (ETHi3861FFAIR)
* {5 "Hello World"i2F%
o iE
. R
« BT
2 [Eze2EA0]
o« BEAAINE
o EEITAINE
o ZERMTESE
o IRENIERD
o THEEZETE
« BERE (ETFHi3861FER)
o ZEHIB80 T ARFEIMNE
o F5"Hello World"#2F7
. RiE

. B

(MR

£ LEHIZBC 1 FFARISEINE” HIZ%Egec_riscv32:E AT, RFUEINEIE FEigec_riscv32is

1B, BNAREHIMELEE FHEiERRAY, BRMRFINTE2FRR.

ikl

FRAEERK, THRISETERK, FREIFREE.

SRR 1.30 WRIERE © LEARITERARERAF
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3= ﬁz)\
RIESHE 2 IREEAN

2-164 B1E & gcc_riscv32 B1%

| Zgcc riscva2 (WLANIREAXMETRIE) |
& -

* Hi3861FF AR F SR STHHERibgcciE THIEERTAF N
GPLV3¥FaTiE,

%, AEGTREERlibgcdETRIERNEISERE, LIar-mEmEmN

o BT TREER-14, FEFTgcc risov32iER, RIATFRAGRE TDIFER. EE g risc2BEARETER A
2-14%,

eI~ m
SB BREWEHE, SREMSHE TR, PETELNN SIETR .
$B2 RENERTNESSH, KAREE “WA” , SRR,

ERMER
PRERIFEE | FaBiSHtZT mARERARRTE T . WFEFREERM
8] RFE=ET, MOSEREIRIRETE . INFXXINAVRIREEE, 5

SRl RIREE.

AR AFEmmE . FaEMEERSR= A, ttFTﬁ_L64,
RAFHX. FE. #F. UK ?'#() LNE@!-FFFHIES

N EEEY EEMQTT,
#Ergl #EHEISON,
PrEfTl ISHRIESEARIBIERR o

R IBIRIESLPRERIER
SREE
P &alD ElProductlD, FAFH—RE—1F"m. NRETBILSE, &%

FmIDIRENZSHIE, WRFEFWSE, FmIDEMENTES
Bl mERFENERE.
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

IREEAN
L 2 IREEN

2-165 GlEEr= &

flier-g )
RS v
AN, ETTR A
R
iinas @ MaTT -
st @ JSON v
ST SEvER
Frma L @ v
Rl -
=REE v SERIProductiD | 58
B
-

A= miRE
SB HIRENTR, BF ‘EE BATRRE.
S EFRIEE HAEN TE, HiEEREYFBearPi Agriculture.zip,
(00 #:88

1. FEF@fRD, BEMNAYR, BENF@RFER. BJUEE~RID. FmBik. REE
B, HIERN. BRI, MERETE. IMCEEREEFRERER.

2. FmblEpInfE, EaLEE Bk MRABERI M. BifmE, &R TR
RE REFBHESFRRERES, BEREF.

TR

SB1 IHORERANRS, REEEEREHANRERNEHS.

SE2 EEMSHISERE “ & > IEIRE" , BHALA “EheE” , REBUWTHRSE
S2¥8/E, BF “HWE” .
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/BearPi_Agriculture.zip
https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN
L

2-166 ;FAEMRE

BiREEM

il

FREE=E ()

il

MATTESEMREEDSNITRFSHStopic, =R Eiopicd

N F— -
o1 ®
Em -

SHEM 15388

FrE&R=E | EFRERENERTIE,

PhiErF=m TR BB M. WiRE, BEIE M.

IREIRRG Binode_id, EEMIEHAIIMElI. MACHELLE Serial No; HiRBE
Lg%, BEEEENFRE, KENEANTR, RARAFFE.
}F. TR (L) « EER (-) NES.

IREFEINR BPdevice_name, BTHEN .

IRERINIEEER | &E ‘B8R .

=R

IREER, JEEN, MESYBNTEESBEIEMN.

SASRRA 1.30
(2022-08-30)
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2-167 REUIR & %5$H

= gellE oAy

¢ RGBSl MaEER,

THEEEHENR AN, SRR, oliETE

e L

]
(T
1]
.’i‘_‘

g

® =T17%, SOILMERIoT Device SDKFIESEEANTTFS

G

AR L
1. REEMAIE, EZEREFREIDNEN, ATREENFAINE.

2. EEPERK, REBUEERREMHNER, TELEIEMRENERES.
3. BFAERESIRMBSABERIRE . MRRERSISHE, SZERE,

R

Huaweicloud_iotlink SDK {&FH

1 TZJRFS: oh3.0_hwcloud_iotlink-master.zip,

T2 B EARRBEREIEZENEIOpenHarmonyiRi3HRE B F FAYsrc->third_partyE =, Lttak
EEFTEME0penHarmonyFIHuaweicloud_iotlink SDKEREIE &= EEE(FH
OpenHarmonyR9Z&E3Z {4, aNCISONFOImbedtls,

X3 EOpenHarmony 3.0j&Rf%device\bearpi\bearpi_hm_nano\app\BUILD.gn=FA00TF
18, RE4REFERRERRRFEdemoriEsE

"//third_party/hwcloud_iotlink/demos/mqtt_tiny_v5_agriculture_demo:mqtt_tiny_v5_agriculture_demo",

STERA 1.30 IR © R ERABIRAT 181
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0065.html#section1
https://support.huaweicloud.com/usermanual-iothub/iot_01_0065.html#section2
https://obs-pipeline.obs.cn-north-4.myhuaweicloud.com/sdkDeploy/quickStart/oh3.0_hwcloud_iotlink-master.zip

IREEAN
L

2-168 demo B9

< BUILD.gn

import("//build/1i nent.gni™)

ite component(“app”) {
features = |[|

(MR

B2 AERMQTTIHEE NI =AIdemo, F—TiZdemoRIBUILD.gnX 4, EAUIET7FR, H
PAKISE SFARBEFWItEXRENH, BRIGEEMQTTIHEE MR —L RS 4,
Wcison, mqttiBx. osallBXUAREEEN M, CRIGFRRRFZIGITTERF
hwcloud_iotlink[E, RiFESIZIBIEERFRENZ U N EIELR CUEFRITRIE

2-169 AB%IFE4

EE T = BUILD.gn iot_configh T}

IR

ITWORKSPACE
> grpc

~ demos
> hello_world...
~ mqtt_ti

> include ) . .
(8mgtt_tiny v5_agriculture
£ BUILD.gn sources

matt_v5, agriculture

= BUILD.gn

test_mainc M

app_demo_... M
.mik

~ hweloud_iotli...

£ BUILD.gn
iot_config.h
iot_link_con... M
link_main.c
link_main.h

2 inc

2 link_log

SASRRA 1.30
(2022-08-30)
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3= hz)\
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2-170 demo B9ZEREE

TotMainTaskEntry(
link _main_task _entry()!:

( ) osal task create askEn ,CloudMainTaskEntr
{ ) osal task create kEntry"”,SensorTaskEntry,

‘TotMainTaskEntry)y

(MARY::|
B8 AXIGE RMQT TR ZE N = TN RAI— L B s LA R dsHORESZ i, NOEREL
loTMainTaskEntry () 53 @456 link_main_task_entry ) EREL, SEif{RosalfZEELA R EithED
ERIIA

TR RESH.

2-171 2H1gK

A E=

kBECHE Elﬁ&iﬂﬂﬂ’]&‘ ID*DLR%M%H, ,I%EELR%WE?—JZ 4G$ﬁExEI’an°|o
(2) MEthHEX ABERHAERE “‘25” i “BAGR” 8FIEAMQTTIMNUE

HE,
(3) RwiFHRR, DAIDEFHMGSTHL, XEFR—NE. ALISEE2-163
XSRS o

(4) RFRE, KTIFFRIRRESETE(R, REEB.

(5) BRXAEETFOpenHarmony3.0hAs, & AEMRAIZE(EIERNBUILD.gn
45| NBYOpenHarmonyBR3EE1RE .

e
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN
L

IREERANES

RERRIREFEERE (BXERFTEERR, FXNRRNTEFTELRE—T
REER ) , FORNRBERZEAILUIEEHEERNS.

tﬁf% FEULERME LRNERER, BT TAFREEHIRSE, BiF
I~E10-12,

2-172 HIE LIk

R

Agrcuiture

Temperature Hurnidity Luminance LightStatus
26 24 267 "OFF"
MotorStatus

“OFF"

2-173 59 TR

il EIRER X BE0E
®%TFE
R Pt loTE & HITBE
mELR

TSRIE

==z SpodyES. { "service_id". “Agriculture”, "command_name™: “Agriculture_Control_light", "paras™ { "Light” "ON" } }

2-174 BEER

clients <1> :

mac_idx mac addr state lease tries rto
0 201131081250 10 0 1 4

[DEBUG] [3690] [hub_step] hub_step:enter

[DEBUG] [3690] [dmp_connect] oc_mqtt_connect:server: port:

[DEBUG] [3700] [dmp_connect] oc_mgtt_connect:client_id:«

[DEBUG] [3710] [dmp_connect] oc_mqtt_connect:user:

passwd:

[DEBUG] [3720] [dtls_ssl_new] setting up the SSL structure

[DEBUG] [3730] [dt1s_ssl new] set SSL structure succeed

[DEBUG] [3730] [dtls_shakehand] connecting to server

[DEBUG] [3930] [dt1ls_shakehand] performing the SSL/TLS handshake

[DEBUG] [4370] [dt1s_shakehand] handshake succeed

[DEBUG] [4470] [dmp_connect] oc_mqtt_connect:recode:0 :SUCCESS

[DEBUG] [4470] [dmp_subscribe] oc_mgtt_subscribe:start

[DEBUG] [4480] [dmp_subscribe] oc_mqtt_default_subscribe:topic:$oc/devices/6399432c£5ceb911701e1£63_anomaly_detection001bzm/sys/commands/#
[DEBUG] [5590] [dmp_subscribe] oc_mgtt_default_subscribe:retcode:0:success

[DEBUG] [5590] [dmp_subscribe] oc_mqtt_subscribe: $oc/devices/6399432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/messages/down

[DEBUG] [6680] [dmp_subscribe] oc_mgtt_subscribe: :0:success

[DEBUG] [6680] [dmp_subscribe] oc_mqtt_subscribe:topic:$oc/devices/6399432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/properties/set/#
[DEBUG] [7810] [dmp_subscribe] oc_mgtt_subscribe:retcode:0:success

[DEBUG] [7810] [dmp_subscribe] oc_mgtt_subscribe:topic:$oc/devices/6399432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/properties/get/#
[DEBUG] [8940] [dmp_subscribe] oc_mqtt_subscribe:retcode:0:success

[DEBUG] [8940] [dmp_subscribe] oc_mqtt_subscribe:topic:$oc/devices/6399432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/shadow/get/response/#
[DEBUG] [10070] [dmp_subscribe] oc_mqtt_subscribe: 0:succe:
[DEBUG] [10070] [dmp_subscribe] oc_mqtt_subscribe: c/devices/6399432c£5ceb911701e1£63_anomaly_detection001bzm/sys/events/down
[DEBUG] [11090] [dmp_subscribe] oc_mqtt_subscribe:retcode:0:success

[DEBUG] [11090] [hub_step] hub_step:ok exit

ret = 0

oc_mqtt_profile_connect succed!

SASRRA 1.30
(2022-08-30)
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IREFEAN
S 2 IREEN

2.16 1B EE L TTRFEE

HHRIOTDARRSEHES U E. SHANRNIEEASREHENBEE L TTRE
hgE. AMXLAMQTTIHY BN BETFIoTDAR L. TMTIHERIRFLZ

E\
R'LHEE
HAINEBRNIZSEF: SIRTHPIIERSIN FIRBSHIGPSUEEE (1BE1~5
FO/IREYE) , oTREEEBKZEIEFEREIRNA, NANREE LRI EHIES
HISERTHIMBE], ZEiE EIRAVHIESHOR D Am—>Ba—>Ca, EELFBR
T, MAMZKRIRNHTSAESN: Ba—>AR——>Ca, NMSESHIRIHT
WESESLNITAT
HTEHERRE
EFE HTHEFERFNGS, aUSENTENS RE#EITRIT:
EBEA
o IBHR-FE: REBEMN LIREERT, QosEIREN1, LIREBAG, FWEIEHEAR
gosuﬁn]F_\‘ZFE' , BOX EIREEBIIHEC, NMMBPERESFENEE L1TF
Fo
o FH-NA: IoTDABLEHIRRFEMN AiREEEIKafka, HFFBI0TDARYEERFLI
8BS, l0TDASBR—MEERYEEHEIXEIKafkafIE— partition, MTSLILF
a5 N AR AR
o NWAMRSEESIHEKafkaEER, E—MEBRIHESD KIIE—NERE, HEE
LRI BEER SRR L& ERAEEE.
T EHEBRF
EEETNMTHERFNGS, aUSENTERNSRHITRIT:
BEe s ALIDE EEFEEHSED, FESSA
) BEEES AR EERSANESE
Wpp— HREEsSEN, TEaS8
EEEESSAREE ey e
HYRRZAS 1.30 RIS © EARITERARBIRAT 185

(2022-08-30)



IREEAN
L

NAFEERRE WSRO TAGBESA,

loTDAKZIRIZ S ARYIBE KRG, SRwLERAMQITHE FTALEIRE, TAIS
REFEBEESST, FHERBFROGSARFITER

REWESGSAINER, PITEHNIRER, REGSARINA
loTDAW R &5 < ARINE N f5iR [B] 85 S 45 SR LA M A .
NAFESKEIGSANNNEE A4S B,

BISHIEA S SCILE SR PSRN ERERE N, IoTDARGAXAZINGE, WA
BRBRRXTEEE, SNBSS R,

2.17 B FABELIitE s & B8EhiE

=15EA

LEMENESETZEEE, SEESENEAREE (flahgHID. EER ) iF
MEFERE, BEFTERE LTS . SAPINESERMESE, Mg BRER
EMEE LXK, SEXRAZEINEIMINESE . AXETREEBEEMEIN
ge, FRIEPREREE, wERRERRLSSHERFMISE, HAINAREIEERNESEE
AKX ( RZLA “LEmg-TIN-RFBPIRE” B61) .

BRIz
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https://support.huaweicloud.com/api-iothub/iot_06_v5_0038.html
https://console.huaweicloud.com/ticket/?region=cn-north-4&locale=zh-cn#/ticketindex/createIndex

IREEAN
L 2 IREEN

N EEFR, APILERSAMEREITRREE, FRGEBRIETLISRE AR
FTRERNRERNRS LA, SiREET T YNIERBHAINEARIRE RN,
#«‘J]IEJJEEZ@ES@ |SiftE, NTRIZIR ERRIEBRIREE A MEIR AR EIENSL

Bl o

LSRR

2-176 WSZimizE

L] sifrcaiT s
2.1 EfECAES

2.2 FREGEPEED

b3 wiEsiEES

2.4 EEWEES, AT R

BERE

el NS e

[ |p1 CENEREmR

6.2 4%1%%1’:51@3?]1%%&)\@@1

WEEPR, BRFEZE LERRERMEERRE, AR ERTIEBREAKE
SIMNIREEANES, SEFEfLRERERERNE, BRIUUSERENIEET
Pt ERIEMRE

AU
1. BFFEIoTDAR “ 4T M-LERIFHE" .
2. RN “IoTDARERS-T - HERIRIFING " EHIE, WRANSHE “RERN IR
%, FERERMIRS
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https://console.huaweicloud.com/iotdm/?region=cn-south-4#/dm-portal/home
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& 2-177 %/ M- LERRIF IR EIEHIS
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notify_data.header.app_id appld
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notify_data.body.services[0].properties. | orderID
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notify_data.body.services[0].properties. | area
area

notify_data.body.services[0].properties. | orderTime
orderTime

notify_data.body.services[0].properties. | goods
goods

notify_data.body.services[0].properties. | amount
amount

o~ IR E EIREMHAN T, FER orderID"RFEICSVY 1, BERBEERAFER
737 notify_data.body.services[0].properties.orderlD” 4% B¥rA” orderID” ,

{

"resource" : "device.property",

"event" : "report",

"event_time" : "20220812T121212Z",

"notify_data" : {
"header" : {

"device_id" : "d4922d8a-6c8e-4396-852¢c-164aefa6638f",
"product_id" : "ABC123456789",
"app_id" : "d4922d8a-6c8e-4396-852c-164aefa6638f"

%
"body" : {
"services" : [ {

"service_id" : "order",

"properties" : {
"orderID" : "0001"
Ji

]
}

"event_time" : "20220812T1212122"
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HRABIT:
£services": [{
"service_id": "order",
"properties": {
"orderID": "0000001",
"area": "ELLX",
"orderTime": "20220815T121215Z",
"goods": "Eaa01",
"amount": 30.5
"event_t?r,ne": "20220815T1212152"
}
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var sumAmount =0.0;

for(var i = data.length-1; i >=0; i--){
sumAmount +=Number(data[i].amount);

}

return[{

"name":"",

"value": sumAmount
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"services": [{

"service_id": "order",

"properties": {

"orderID": "0000002",

"area": "SiHAX",

"orderTime": "20220815T121215Z",
"goods": "Eaa02",

"amount": 30.5

b
"event_time": "20220815T121215Z"

}
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}
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notify_data.body.content.id as id, notify_data.body.content.device_id as device_id,
notify_data.body.content.report_time as report_time, notify_data.body.content.province as province,
notify_data.body.content.city as city, notify_data.body.content.daily_power_generation as
daily_power_generation, notify_data.body.content.total_power_generation as total_power_generation,
notify_data.body.content.total_power as total_power,notify_data.body.content.running_status as
running_status
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{
"id": "2",
"device_id" : "6459f49b97bacf7a56439f97_321135434423",
"report_time":"2023-10-19 19:39:42",
"province":"guangzhou",
"city": "shengzhen",
"daily_power_generation": 32,
"total_power_generation": 108,
"total_power": 1023,
"running_status": "ONLINE"

}
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CREATE TABLE IF NOT EXISTS power_test_dws (

"id" BIGINT,

"report_time" TIMESTAMP,

"province" varchar(255),

"city" varchar(255),

"device_id" varchar(255) NOT NULL,

"daily_power_generation" numeric(10,2),

"total_power_generation" numeric(10,2),

"total_power" numeric(10,1),

"running_status" varchar(10),
CONSTRAINT "device_unige" UNIQUE ("device_id", "report_time")
) WITH (ORIENTATION = COLUMN, PERIOD="15 days', storage_policy = 'LMT:180') PARTITION BY RANGE
(report_time);
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2 [FRENMRHTHEELR, #E55%: BEEELE.
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{
"id": "2",
"device_id" : "6459f49b97bacf7a56439f97_321135434425",
"report_time":"2023-10-24 19:39:42",
"province":"guangzhou",
"city": "guangdong",
"daily_power_generation": 11,
"total_power_generation": 22,
"total_power": 324,
"running_status": "OFFLINE"

}
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wEEsE () ACCESS_KEY_ID
ENDPOINT_URL

SECRET_ACCESS_KEY |= A

SESSION_TOKEN
@ =

sEgREE @ |(—| 0 |+ a@ s @ o +
ESEERY () * SRR —| 500
FEWebSocke! | _
EFEEEL @
smeeuz @ @D
APPEIES forcast C wEaE
LEEAPPANESTERES, FANTSE AFEERS (APPAE
TEEE @

S8 BE ‘B LE>EERS” , fEEANCSHBHIRSS, EE ‘AN’ , SRILITEE
éUi‘EiﬂM’c‘?—ﬁﬂPfa‘, BE ‘Tll” FREBEREISLER, ERFRIpredictanolIRR<AF
Z:E'jj‘fg ?%ﬂo

{
"data":
{
"count™: 1,
"req_data":
[
{
"str1": "34",
"str2": "blue-collar",
"str3": "single",
"str4": "tertiary",
"str5": "no",
"str6": "no"
}
1
}
}
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/12 3KERModelArtsTRillfERs. FASREFEISKURL

String forecastServerAddress = context.getUserData(FORECAST_SERVER_ADDRESS);
log.log("forecastServerAddress: " + forecastServerAddress);
//3.3REXModelArtsHAIAK/APP_KEY

String ak = context.getUserData(ACCESS_KEY);
//43KEXModelArtsFREISK/APP_SECRET

String sk = context.getUserData(ACCESS_SECRET);

Request request = new Request();

request.setUrl(forecastServerAddress);

request.setMethod (HttpMethodName.POST.name());

request.setAppKey(ak);

request.setAppSecrect(sk);

request.addHeader(HttpHeaders. CONTENT_TYPE, ContentType.APPLICATION_JSON.toString());
request.setBody (body);

Signer signer = new Signer();

signer.sign(request);

Map<String, String> headers = request.getHeaders();
HttpPost httpPost = new HttpPost(url);
headers.forEach(httpPost::setHeader);
httpPost.setEntity (new StringEntity(body, ContentType.APPLICATION_JSON));
CloseableHttpResponse response = null;
try {
response = httpClient.execute (httpPost);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_OK) {
String content = EntityUtils.toString(response.getEntity(), StandardCharsets.UTF_8);
loTDAModelArtsDemo.log.log("response content is: + " + content);
return content;
}
String errContent = EntityUtils.toString(response.getEntity(), StandardCharsets.UTF_8);
loTDAModelArtsDemo.log.log("response err content is: + " + errContent);
return errContent;
} finally {
if (response != null) {
response.close();
}
}
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"event": "report",

"event_time": "20231227T082702Z",

"event_time_ms": "2023-12-27T08:27:02.9447",

"request_id": "1d041aa3-29b8-43d3-aae3-3905de130537",

"notify_data": {

"header": {

"app_id": "dc12bf47e95c4723a00f4a007073fc7e",
"device_id": "658bdb475d3bc3372c99feb9_12345484121",
"node_id": "12345484121",
"product_id": "658bdb475d3bc3372c99feb9",
"gateway_id": "658bdb475d3bc3372c99feb9_12345484121"

h
"body": {
"topic": "$oc/devices/658bdb475d3bc3372c99feb9_12345484121/sys/messages/up"”,
"content": {
"age": "34",
"profession": "blue-collar",
"maritalStatus": "single",
"educationalStatus": "tertiary",
"realEstateSituation": "no",
"loanStatus": "tertiary"
}
}
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Project modelarts-demo
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package com.huaweicloud.sdk.iot.device.demo;

import com.huaweicloud.sdk.iot.device.bootstrap.BootstrapClient;

public class BootstrapSample {

public static void main(String[] args) {

String deviceld = "68136b8682401c03eBblccfS_aaa_device2";
String secret = "73ce5656f5d4a9919532";
String bootstrapUri = "ss1://100.95.158.64:8883";

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, secret);

DefaultBootstrapActionListener defaultBootstrapActionListener = new DefaultBeootstrapActionListener(deviceld,
secret, bootstrapClient);

bootstrapClient.bootstrap(defaultBootstrapActionListener);

Z{TDEMOFERF, BRI TAE, ARRELMAY, HEEEKEIREAM AN
IREEANMUE, NREFIEITIRIRE, EXNAREEANTARLUERIRE, HEE
%,

2021-01-29 18:46:48 INFO Mqttonnection:167 - try to connect to ss1://109.95.158.64:8883
2021-01-29 18:46:48 INFO Mqttonnection:209 - connect success ssl://180.95,158.64:3883

2021-01-29 8 INFO MgttC ion:105 - mqrt client ted. address :ssl://100.95.158.64:8883

2021-01-29 & INFO MgttConnection:24@ - publish message topic = ices/6e1 5_aaz_devi plup, msg =
2021-01-29 14:46:48 INFO apActionListener:30 - bootstrap ices/601 _aaa_device2/ -ap/dawn
2021-61-29 14:46:49 INFO ionListener:38 - bootstrap 1

2021-01-29 14:46:49 INFO MqttC fon:85] - geArrived topic = devi b
2021-01-29 14:46:49 INFO m[str:p(lientwle - bootstrap ok address:100.95.174.162:1883

S_aaa_devicez/sy p/down, msg = {“address”:"100.95.174.182:1883", "initConfig":null} ‘
2021-01-29 14:46:49 INFO DefaultBootstrapActionListener:38 - bootstrap success:108.95.174,182:1883

KRB E T RANZEEABUE, SEXNMRBMANZEAMA0ERE, B0
URLIEIE 5@ EIRNEE, #1TEXISE,

public class DefaultBootstrapActionlistensr implements ActionListener {
private static final Logger log = LogManager.getlogger(DefaultBootstrapActionListener. class);
private String deviceld;
private String secret;
private BootstrapClient bootstrapClient;
public DefaultBootstrapActionListener(String deviceld, String secret, BootstrapClient bootstrapClient) {
this.deviceld = deviceld;

this.secret = secret;

this.bootstrapClient = bootstrapClient;

@override
public void onSuccess(Object context) {
String address = (String) context;

Log.info( 5 "bootstrap success:* + address);

bootstrapClient.close();
ToTDevice device = new ToTDevice( serverUri: “ssl://" + address, deviceld, secret);
if (device.init() 1= 8) {

return;

device.getClient().reportDeviceMessage(new DeviceMessage(“hello"), listeneri null);

@override
public void onFailure(Object context, Throwable var2) {
log.error( s “bootstrap WFH failed: {}", var2.getMessage());

STERA 1.30 WIS © AT ERABIRAT 276
(2022-08-30)



IREEAN
L 5 IRERM

FIE 10T EEASTH)
FAP#BIOTINES, SIEIRSEAINARESE), EXIRCATRESE T L& M.

FIE RIS

{é}%ﬁﬁ’ﬂi@ﬂﬁ“ BlE, NINFEAIRIEHSRES, BAREARRRIXEF B REFRISE
hl o

5-6 SUERHSRIBIFIE

WEEA BRRICEE ©
ERER [t ] E R RN
=
v Emusm
=
E=t 1
v eEm
==
~  BimE
" s [ = 3% £ -3
A
= — -
e
P B R e
e EEEE | v
fautAon_| L1
loTDASEA!
s ‘ efaultApp_l004247 ‘ C
PO fauitAon.| e
EEEHGE) - e faultapp_ E1
s
- wefaultApp_| i
=
4R Ele 0] DefauitApp_t o
=80
| == 4% Ele Defauitapp_| 723
R =4  DefaultApp_| e
asaETs
4 Ele ) DefaultApp_| bilzS
e
APHEETIER a2 dma  Dstaurhon F1N
soimEy & % A DefaultApp_| e

PAGTRER CEAR LA RIBRBINEMIRE, BK5ISHH .

N FERSIREBERE
Zxpp=T, SNBANFEENSREMWEEN, tEDTRHS, FTENHEM
MEREEEMNSLS L, MAEMKIFEitnRERMI L, HRERIE
I EMEFSREE, HERIMIRERIRANREAISLOID, FRIREENILBEAPIT LGS
HEEELAIID,

5.2 ZRREMRSET BE X R ABUEHIANERNR S

Si5ieEA
AXLUMQTTAEIR SRR EAELIRE, EERMTIERRS
(FunctionGraph ) , WSRMREAREARBIRSEAGERMIRS, BYBELE
SR E R MBS ERMBMTE (IREEAZLA) L.
BNz
S PR IAMIERIR 5 SR A R SRS R BRI E AR A IR o

SMAShRAS 1.30 WA © EARUERABIRAE 277
(2022-08-30)


https://www.huaweicloud.com/product/functiongraph.html
https://www.huaweicloud.com/product/functiongraph.html

IREEAN

BfEsR: 5 iR
R HFE ERaTE B &M E L HRIE

REERSY

EEHTIE, KREEHEM S EOMES

HERE
v

v
————— » Bl R # |

1T REEW5| FE R Topic

-“
<

v

v
EEMAES, W E BiREE () A4

ERS|I SR

Bid B E X R A Mg S IRz E N FEFR .

1.2 BEEGECAER . M CEME

L1 OEEEN
::.2 TS e SiE B Topic 2. 4 b= RIS,

2.6 TE BTN S8 T IRk N 72 5 60 ) £

=

2

2.3 HEERIIZHEE

T A
EIE W SRESRR A (IR S 1R S T R A M SR R

kL lavaiB =541, fifmSlavaiESHIRE, 2WREIT(ER FunctionGraph >
F&igE> TR RE> JavaREIF &g .

R CIRRHTIRE, RERH

STEHARAS 1.30 IRIURE © ER=I BRABRAR 278
(2022-08-30)


https://support.huaweicloud.com/usermanual-iotps/iot_01_0005.html
https://support.huaweicloud.com/devg-functiongraph/functiongraph_02_0430.html
https://support.huaweicloud.com/devg-functiongraph/functiongraph_02_0430.html

IREFEAN
L

dpFunctionDemo | src

mo [function-demo]

1t checkPara(Func

esult(ErrorEnum.

esult(ErrorEnum.

XEREEsENT:
package com.huawei.demo;

import com.huawei.demo.common.logger.DefaultLogger;
import com.huawei.demo.model.AccessPointPara;

import com.huawei.demo.model.FunctionGraphPara;
import com.huawei.demo.model. TdpFuncResult;

import com.huawei.services.runtime.Context;

import java.util.Optional;

* SCHLZIMZREE
* WARNING: {@link #apiHandle(FunctionGraphPara, Context)} i/ &N REFEPEN , BNEREHTEkE
KRizEEEEO! |

* <pre>

* {@code

*  @Override

*  public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
* return super.apiHandle(para, context);

o}

“}

* </pre>

*/

public abstract class TdpFunction {
protected static final DefaultLogger LOGGER = new DefaultLogger(TdpFunction.class);

/**
public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
/] RERBE
DefaultLogger.init(Optional.ofNullable(context)
.map(Context::getLogger)
.orElse(null));

/] BBENS
TdpFuncResult result = checkPara(para, context);
if (result '= null) {

return result;

}
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}

}

/**
*REANS

*

/

] REENR

AccessPointPara accessPointPara = determineAccessPoint(para);

/] RIURE

result = provisionDevice(para, accessPointPara);

LOGGER.info("result:{}", result);

return result;

protected abstract TdpFuncResult checkPara(FunctionGraphPara para, Context context);

*k

NBEAHENRPEFSEAHEAR

*
*

/

protected abstract AccessPointPara determineAccessPoint(FunctionGraphPara para);

*k

ERRERBIIRBIEORBIRE
*/

protected abstract TdpFuncResult provisionDevice(FunctionGraphPara para, AccessPointPara
accessPointPara);

$IR2 TERE, HERE,
AR =T5)are), PP TIEIEA— M EEAYarE, WMTEFR.

archive-tmp

classes

generated-sources

lib

maven-archiver

maven-status

| £ function-demo-0.1.9-RELEASE jar

TdpFunctionDemo » target

el

Fot

ecutable Jar File

NTiEMRE=T5)arE, WFEIRar8 A% =5lar84I8/— 1 zip8, T
ElFf7 o
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= FunctionDemo-0.1.9-RELEASE.zip - 2345]

MIARE, [BESER —

* 9 A *+ o 23USIHE
= TE#s

AT BfEE
&« - = E FunctionDema-0.1.9-RELEASE.zip v | L EEENEseREN) Q R
pral = ®x o+ ER
cid A LLEERR)
» idea |£|annotations-13.0jar 17.1
assembly |£| converter-jackson-2.9.0jar 3.c
lib | £ function-demo-0.1.9-RELEASE jar 56.2
* Ly sre [£]gson-2.6.2jar 2247
h targetl |£jackson-annotations-2.10.0,jar 66.3
alrchlve-tmp |£jackson-core-2.10.0,jar 3404
’ classes 4 |£|jackson-databind-2.10.0 jar 1.3
> ted-si
f:”e’a PO (& kotlin-stdlib-1.3.50ar 1.2
i
hi | £ kotlin-stdlib-commen-1.3.50 jar 166.¢
maven-archi
> maven-statu: L& okhttp-4.2.2 jar 693.2
|£|okio-2.2.2 jar 17

| £ retrofit-2.9.0 jar 122.4
|£|validation-api-2.0.1.Final jar 90.C

=H: 7Ip, EEEF: 451 MB, FEZEtk: 100.00% it 13 32 (4.51 MB, 4,734,965 F75)

Ez\tgiﬁllﬁiﬁﬂﬁ%ﬁ%ﬂé, BIEEERE .. RETAOLUER].EER].ITHRER]
aT ,\zb_;o

CIERHE < s==zm=

SnicE

* ESTR functionDemo-20210413

functionDemo-202104
13

FEEREFAET

TaaFs, B Javas

com.huawei.demo.Tdp
* FRERFR @ default v Functionlmpl.apiHand]

B

i

ES=RA
SHER @ TEREHAEE v C o=t AEET RIS RS }i = % qi %
- tIERE, GANREAENE.
b THRTEEE
RTINS S

EHEL
THRNREEEERS TS

el g HE
ETAES Java 8 M

EFlavaB T EiER

* BREAT AN com.huawei.dema.TdpFunctionlmpl.apiHandle

fEla[aS] ES]. hTRES], T8l

B EEA _EZIPSTE LEIARE MOBS it

FunctionDemo-0.1.9-RELEASE zip RS

R EUNRE10M, MIEEIT10M, EiET0BS HE,

$I]3 ERENHAEH, BilRE.
SIEHEENHNEY, AR, WTEMRR.
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EHaFA

£

$12

&2 > default > functionDemo-20210413: LATEST  URN TEE KEZ: LATEST v BE v ARG v Wi RE
KB BmE  WRE li?r’,SZ#%éﬁl . X
e EEMHEMG
R 0D @ . BUERREE C
{
< 2 IIU2gYIKoZ IhveNAQCCol TUyZCCF ™,
estmd126Reg”,
“devicaNane" "abedesbcdescdstestno126Res”,
"accessPoints™: [
“"regionId”: "cn-north-4",
"accessPointId": "cn-north-4"|
“secre null,
1 "authType": "CERTIFICATES",
"certInfo": {
"caCert": {
N,
EREERBUEHE
Tl o
HAN GER” RmE, HEHRIBRECAILED
peas y UL BT 1. °
\ N\ \E
o] HEHIGIBER S o
=] 5-7 1
71 !
BEEA EB5E @
Q [
o~ g:>

HEN “REET FE, FIEENXRE.
SHMETARIN B E X EREESE 12 RN B E X ARBE L1 .

om 0@
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5-8 iININEE M ERER

ERISCREE ©

mEs

~ St

EnEn

EchoTest_DPS_API

EchoTest_DPS_API

EchoTesLDPS_API

EchoTest_DPS_API

fnctonDamo20211211

=nEe

e, ST AR AR,

standarginsiance20211108

HA T RE, PEELA ERET , #HITERRE
IMITiEMIRE, SRIRE .

5-9 JFAhRE

aEEA

RigisE ©

s o0zou

ah Ecnorest

s 20018

S compvert

@5 wmamve

@5 aning

e

BEERE 0
ouinTestonT Scbeazedsss320290e15.
EchaTest DPS_Device EchoTest_DPS_Device
20111101 5e0ea3bco01c3010053
copVeriyi620200320 5e0eazbco01cI010053
hmamveriyCod

HhupggaiLumzm

23 018051-75c5-4087-97ca

wm

wort

wort

wort

wort

wm

wm

wort

E ]

Bam

Bam

Bam

d

Bam

B

d

]

testProtuct

EchoTest DPS_API

tes0103

tes0103

Go_tep

S

EcnoTest_DPS_AP!

Defautapp_nustat 0045,

Defautagp_nustat 0045,

Defautagp_nustat 0045,

O® 0@

SRR 1.30
(2022-08-30)

WRIERE © LEARITERARERAF

283


https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/device
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5-10 BIEBIEBE B E M RERIRE

EEFIMEE
testProduct EETSR
= FERERR  testProduct FRRID 61dbe62eded933020pe 18867
wEEH  deviceModel HHkER MaTT

- iREIRRE test20210413

test20210413
EEER
EEEN, REESREAIENFEEGT— BERES. BAMERERETETE
k =D 61dbe62ede9933029be1886f_test20210413
elEata= TRy
iEFER iEs v
THREm caCertDamo v
e ® )
k ERESERY EEN R v
kSR functionDemo-20210413 v | C HEEEERE
R EES
R

IRBAR IS
LB BEEEESH.
IEBIAES SEAERMQTTAENIRERBIES IMQTT X509EHIMEEN A
MQTT Broker Profile Settings

Broker AddressiBB IR ERIEEMIZANME, Broker Portl ESig & A BURZMIEN
i, Client ID¥ZFIN ( [Z&FID]_0_0_[10fHEARTIE]] ) HE, BRMNSIMQTT
CONNECTEREN

SSL/TLS

HFESEREFNESTR, “Enable SSL/TLS” Ai%HE, i&#ESelf signed
certificates, CA FilelEEBTFERIRBEABIKEMIEANSSL/TLSIEEIEBHICAIEBEE
2, Client Certificate FileFIClient Key FilelES{$HE _HEFHIRIE T RICAIEPE LK
IREFIEBFMFIEBFARIRER . WEHAPEMIET,, i54)i% “PEM Formatted” ,

B RESSNTE:
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@

File Extras Help

certAuth_funcStrategy

B Edit Connection Profiles

Profile Name

rtAuth_funcStrategy

Profile Type  MQTT Broker

Broker Address | iot-bs.cn-north-4 myhuaweicloud.com
Broker Port | 8383

Client ID | e89bbcc7: Generate

135c6afc0183_test2021C

General User Credentials Proxy LWT

Enable SSL/TLS Protocol  TLSv12
CA signed server certificate
CA certificate file

CA certificate keystore

-

CAFile C:\Users\Administrator\Documents'plt_gw_ca_20200321.crt

Client Certificate File = C:\Users\Administrator\Documents' ¥.ca20201 26§

Client Key File | C:\Users\Administrator\Documents 2202012
Client Key Password

PEM Formatted

Self signed certificates in keystores

L

“User Credentials” B9 “User Name” FEIBEEIZ®EID, EAEGESIT

" Edit Connection Profiles

ertAuth_funcStrategy

Profile Type  MQTT Broker

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8883

ClientID | e35bb|

0185 _test2021C

General SSL/TLS

Proxy LWT

User Name | e89bbcc

435c6afcl

word

FI2 &S

EZSHECE
ERBEREFES.

Generate

of=, B “Connnect” . A LAEBZNEE, RFIREEMI
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BAELE 5 IRERN
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ey
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Publish Scripts  Broker Status  Log
T3 1T | SiE R Topic,

+R4

SEEIGFIEKE | SERIES AT EKE | Sitthiti Topic, 83 “Subscribe” iTiEi%
Topic, &I TopicdESHE FARIEITHTopicsIFHFE X Topic, MITHEIAKIN,

- o X
nnnnnnnnn
] £ LGl osomet a0
publsh ([ETEGA Scripts  BrokerStatus  Log
Soc/deces/ea3bbecTI04e44rad03435cEaTcO1SS fest2C st s a
T
Topics Collector (0 an s ate

KIXBERSISHR

SRIGFHBERS I SBERIESRIXIEKRE | SiEE/ITopic, B&E “Publish” [@ixTopick
iziﬁl%\o

: sssssss = .o
Y subscribe  Scripts  Broker Status  Log
Soc/devices/e89bbec7f04ed341ad03435¢61c0185 test2l + G o1 sz Rened v
BEITFERYTopic, RRAELTETopic T, #FIET BRIBA RANREMENMIE
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@ maTT- 17

File Extras  Help

B iscomnect
publish [T Scripts  BrokerStatus Log

Soc/devices/eB9bbCc7I04e4341ad03435CE1C0135 test2l  +

DumpMessages  Mute

Topics Collector (0) San otv

13062021

:*iot-mqtts.cn-north-4.myhuaweicloud. con: 8383" " initConfi

HENRERSS S, BIEEERNRHMNEE, JTEHEEXRBARIREIRE

o, ZERER AR A B IEREHAT .

i

E T

7> default > functionDemo-20210413: LATEST | URN

AsTE=e

fingerprint: 4644D26£2890AA37AEOBEA2D7BI0FDB517986280

deviceCert: [class DeviceCertPara {
subjectCnName: 360003084637ab6f2b3ce63f63ab3def
issuerCnName: serverCommonName20201207194523
shalFingerprint: 8a773bbe0a5da560b943bddef871
gerprint: 787b02145b42

cfb193a50d

2021/04/13 16:41:30 GMT+08:00 44c07952-04e6-4fc1-8a7'
statusCode: 200

body: class TdpFuncBody

status: allow

context: class TdpFuncBodyContext (
dlass Authinfo {_ authType: CERTIFICATES, - secret: nul,
productid: e89bbec7f04e434fad03435c6afc0185, productName: 8

f2ca0ca33aadbefc6d5(7792118820

3eee3be {INFO} StackTraceElement.apiHandle(TdpFunction java:35)-->result:class TdpFuncResult {

1est20210413, nodeld: test20210413, gatewayld: null, deviceName: test20210413

JF: LATEST +

b193a59d, deviceCertName: null, deviceCertValidity: nul
protocolType: MQTT, createTime: nul, provisioninfo: class Provision

+ | eventiotdp-te
BESHE - Q
nodeType: null, description: nul, authinfo:

deviceCertid: null, secureAccess: true, timeout: 0,
eResp ( accessPoint: class AccessPointResp

ccessPoinlc:cn-north-4,accessPolntName: AU, regionlcch-north-4, 1. applnfos clas ApplicaionResp { appld: 795{Gy7wGEXN2S0EI0aqWEC4a, appName: Defoultapp hwstaff 100464480, ), certName:
€a2020120719452: nStatus: 0, allocationStrategyType: functions, lifeTime: 0, initConfig: null,
emorCod -
errorMsg: null -
H
N N N [N sags
HATIEFEBIEHE, AIEER—RZRENARKICR
==11)v4 fn ) 1 ) I=E=ES RIXIX o
=] 5-11 15 Eri,ras
3= EA =P
watzions
REEAN
R aman es20210413 05120210413
£ -
. eso
pssea warr - -
. .
- aszn
e .
- *®5 P ] RS SR wiTaE *
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Elt, BEMNTHR T, ERREABFIRSRSBERNENREEE BE X R

5.3 =30

B R S R BSOS A STAI
TR

blEERERE

=R
AN BINTBEISIRERBEEZLAPHFEREHRERS LT =LA,
ML THZL, EE=XLFEITERFIEERIEWAEZR, BPRYLMERIR S E
BIZRMFNFARIPEE ANIEX S . AFPWINRFEHE, RRZEENREIEE
5, 2IhRE EREIR, LAFBENESELNRIREIZNIOTDALHINE.
ERFESTBHEZELA, REBARZLP EET, EEAFBILREIETAELTS
£ E, JIABEEIRERSEIAFPWIAITZSLA(RIR) PEE. BiRER
M, ARG @S =LA E RS EIFIE =LA,
EEE
o (EMIREAMIRSESLAIEISREN, WRZREZFETAMRERT, B
ENEELEEENLODMIEENSMER, 8Frm. IEBMRE; T8
REpIPRNRESE. RSwITIY. MNSIZEEMFEEATSE; LSRIFZRE
AR
o BHRRTHRRTEAMKENEL, EREERMHIRL .
o IRBRALANGE, ULIBTIRERBERENEIFLAIRIL, BRAILIEZRERRE
B, XIEFFAISLA . WMRAFRNREARITEMES, BB FRERN,
AT LURRZ TRIRAAIFK
o IRBRISIFHLAIE, MAMERKEENLIAPIEIRIRER, FIAEXAPIE
FRRYInstanceld A AFTSEHIID
BEL R
81 RARFEEHBIREZMISEEN . HIEREENRS, B “ZEMER" #HA
CREENERIST , BT REEN” HAR REERMIRS T A, BE EIX
FHiE” XIRSZEHI TN
£ FBEZLH, SEREENLHIFESE,
£33 RBEWSHITRSRE, MRIRFEKX, BFEBRRTEAEL .
FBA HNRERN “RBMERS FE, BEA LA “QERSES .
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27 Be, REANSBEMENNER=ENm. IERMREHIEREZEE.

5-13 EUEERER region IRRRTBEATRZES

BEEA ARNEDS | MERSES
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IRERM=BIHER N~ m FROIREHIERLPEE, BEBERIREIRERET—E

5-15 SJEEERN=ARER region IFIEEIRE id ITEIES

BEIEE | PSS

BEEA
R B
N m—
-
B o
= Y
wese 153 _—
®
S BEERSR
- AR
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A
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“BHRER” WS RS HTEETRE.

STERA 1.30 IR © R ERABIRAT 290
(2022-08-30)



IREEAN
L 5 IRERM

5-16 IREBEIBAESZFRRESRIER
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SEPESEEN “EERERY B, WXESTHERSREHETE—NA. B—Fm.
FEHITRISIREIIRR “SRIER" B, ERN “PRE~m” 1 “PMERFE=E" 8=,

$R10 ERBESFRR, JUBERMRENERMRENAMICR.

e

5.4 1gFBmiFMEEENTRA
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FERETEAISZLER, IERRSFNENSE (FIUNREID. SR ) £
ATEaE, REFEERRINEMERIRF I DIENEREANYERKN TS . SAFE
RIS EARETNESE, iR EBSBEMRELEL KR,

—HMHE RS, ERitEEMEREEENEREANAMNEMREAIAPI, LISt
WEEMRE . WHEEBHREZFNEIRENAROIRTER, BEREH
IS NBMFIEFFLMEEES, ERNANXNIREIDIZRIEHTAL, NANTH
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EEREEN
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2.2 JREGIEHIIIED

FHECAIES 123 $ifEsiEES

2.4 HEWARES, SEAAFBINIE
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RIELEE 5 REB RN
A EE
AT “&pZ$Exd (rootCAkey ) ” #1 “HepgCAIEF (rootCAcrt) ” NIREIEFTH
E(FERRIBIREI S
BASE:
ST ENRESEPIHEXE, THHAITELREOpenSSLTE, £EEHEERENETE.
$IE2 7% Di\certificates LT, LIBERBMIETcMdGmSTEL.
H£IR3 EREAXT (rootCAkey ) :
(AR
HRE “EIAXT” RIMIARIERREER EREFIERME” . ‘CAIER” , “KRIBER” LKk
“REIER” IEEME, EZERZ.
openssl genrsa -des3 -out rootCA.key 2048
TBA (FRZANEMIEBERERILE:
(e
£ RIEPERZIBERIERT, BEXRIESIEEHE—FRAZFR ( Distinguished Name, DN) {58, &
RBBIN IR 2P o
#* 5-2 2H1%A
o SHEBMR E{Et+61
Country Name (2 letter | Elz/itEX CN
code) [1:
State or Province Name | &/ GuangDong
(full name) []:
Locality Name (eg, city) | {5 ShenZhen
[1:
Organization Name (eg, | BN (AT ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HAZERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address []: HRFE L /
A challenge password [1: | IEBZRS, MNERFRKER |/
3, gJLAEZE[EE
An optional company AEXNEER, WERR |/
name []: &, JLIEEEE
openssl req -new -key rootCA.key -out rootCA.csr
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S5 4ERLCAIEF (rootCAcrt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

(MARY::|
“-days” BRISHIEIEE TIZIPHBERERE, bRE)950000K, ErIRIELIRISIHS
EZHITEZE,
R
& CAMER
ENRIEETE

FTE1 ERRBERIEHSES .
SR2 mRERMENS, ZMSMERS, &8 EB" , BEGLEHBRY “ EECAE

B,
5-20 H& CAIEH
N EBAIE ©
s (=)
o Q
LR - |

©® R

$IE3 £ “ HECAEE” InmE, EE BRI, BE RINsE” , HEET “HIECA
U7 LEBPERAY “CAIEF (rootCA.crt™Xd) 7 , B “HBE” .

5-21 & CAIFBIFIER

EE R ©
R (=] ajlc
= _EfCATES e =

e
(10 5488
HFENCAIERBIARER “KRIIE" , FETH “WIECAER” 312, HFAEEFERIZCAILE

o
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https://console.huaweicloud.com/iotdm/?region=cn-north-4&locale=zh-cn#/dm-portal/iotps/home

IREEAN

BIEE 5 iR B A
xR 5-3IEPIREE
CAIE | BB
ik
B2 | eIEEFER.
UuE
XK | AEEEFER, FODEdE, HFeEEER.
Uk
2id | CAIEBEIH, FFH, (BFREnFESFERIZCALERIGUERT NANZEIE
2R B,
BlE | CAIEHB30XKAENEZSEE, BRATEH.
1T HA
I&IF CA EH
JFFELERMCAILER, FEERAFR “WIECAER" 1318, IERARESIZCA
IEPBHIE &R
BMES R
TE1 EIEFERBIEHE.
B2 ERBABIZHE, ANSHhEES, ®F SE87 , 24 “EBIER" FERE
Ehpy “ISIREBR” .
5-22 & CAIFB=/MR
EBIE O
E =] ]
$IE¥3 FELHERIDERRE, P& “ElIITER" , BF “SHENR" SHittCAEBRIMEN

BGIIERD

5-23 S35

BEEA iR @
- 11— =1
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https://console.huaweicloud.com/iotdm/?region=cn-north-4&locale=zh-cn#/dm-portal/iotps/home
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(AR
CAIERIIERERHIN—X, BRI ERGIERS AR ISIEIERFH5TAIGIE.
SUIERSRYE R N E IR, BN TF—ACAIES, BNELURIAYISIERIRISER, OIS RRYIS
IERB &SR

H£I4 {EFHOpenSSLTENIFIEBAERZERNT .

openssl genrsa -out verificationCert.key 2048

FI5 FIALISIERIERIEBE R IBERIECSR,

openssl req -new -key verificationCert.key -out verificationCert.csr
(1) #eA
CSR3Z{4H9Common Name (e.g. server FQDN or YOUR name) EEZEIES IHISIFRG .
S£H6 FRACAIER. CAIEBFATBI E—FBRPERBICSRIEBIZIGIEIES

(verificationCert.crt ) o

openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 36500 -sha256

[MARY:E
ERIGIEIEBAEIAY “rootCA.crt” #1 “rootCAkey” XFANI, 7 “BWECAIES” HETLERL
BIRANAE
“-days” ERISHEISE TIHEBRBRRE, AR AI736500K, ErIRIEERVSS1HR
MBEHRTIEE

LB HERIBEBHITIGE

5-24 HERURES

REEA IERFIE @
R () aj[c
WA X i
BiERS EBEER _ERIEES e ) e
v osmE cnfae o4 0600 s w
) BIR 7| smwmm
= v 2 123123 02; 06 +08:00 s
A -
e I v
EesE
-

A DIE SR

ST INNERREE, AMCAIEBEREERIOTDA, HEHICAR AR EIEPESARE!
HEERJIOTDA,
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IREIEN

IELEK 518 AM
5-25 SFIIEP RS
- =

SH2 HAN “IREET RE, BEREA EBRE

5-26 S IMEPEIRIEE

, BB “AsERL” .

SI3 RETHSHRPESXRSYESE, BE “BE” .

B FE R R ORE

NG ONCY -

SRS 1.30
(2022-08-30)
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IREEAN
L 5 IRERM

x5-4 2HER

SEEHR | 8 o]
MBS | BRI EEEeESANIISENE | SEEmHIES
WREXAE, SRS RAGITER . “certificates” &}
: ‘ — — — BB E L -
WX | ARESEREE, RIS RN ‘%ﬁﬁﬁggmi
BEENES . o
PR Sk FREiR SN RSAT, tNSHE i
TISEH), FOGENNETFEREENE | Tt
%, FRKESSSENBSMERRE, KE I
HEBESEMIEIRIT, WaterMeter-
KPR SRS RIS SR IR X5 E SR . Beijing0001 |
EYENTaTd, BEHNAS—SE, gve?,tif]f'\ggg;f-
IEIRIS I NRS KRR, B | o
BRI RS SRR . o MERHHR:
certificates
o BMXE: fit-
b=
o BMIKIMA:
beijing-app1

R

BUEEME
MQITIEBIEARIRE, ALMERERMAIE—MEMA, PEMIICAEBHIAE
NERHg, AILASCEUENS SRS EA, SCElRE e FABRIA] ERAOENE, AITEEM
P EREE LA TEIEE.

SE1 HA RE-EME" RE, BEE LA MEERE” .

5-27 #higiEAE

LN BieE O

o . :

=

= M EBRE R
e B P
- wrETEs Fasms
meEE - 10

. @

$H2 RETHSHHBESXESHERRE, THREIE.
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IREFEAN
L

x5-5 2HER

SHEH 5988

ERRESTR FERREEIE— iR,

BERIEP BFEMMES e, F—MEPReERINEE—EME,
PN A T e ZNE LT

RIS SHRSS B | AR RS

-

ERSEIEH

1 (FRA0penSSLTERFIEBERZIAX (1REFFAE) :

openssl genrsa -out deviceCert.key 2048

L2 (ERIRFEAN, ERIEPERBERG:

openssl req -new -key deviceCert.key -out deviceCert.csr

MR

ERGEREZIERERT, EXRIESIEPHE—HRIZFR ( Distinguished Name, DN) 88, &

RPN T ER6FT o

% 5-6 SRR

(I

R SHEM E{Er51
Country Name (2 letter | EZR/HX CN

code) []:

State or Province Name | &/ GuangDong
(full name) [1:

Locality Name (eg, city) | ik ShenZhen

Organization Name (eg,
company) []:

HANY (AT )

Huawei Technologies Co.,
Ltd.

Organizational Unit
Name (eg, section) []:

HAGEBI]

Cloud Dept.

Common Name (eg, fully
qualified host name) []:

CAZFR (CN)

Huawei loTDP CA

name []:

&, ILEERE

Email Address [1: g3l /

A challenge password []: | IEBZER, MNENRER |/
15, AILAEEEE

An optional company AERNEER, WERR |/
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HI®3 (FRHCAIFH. CAIFBFABFICSRIGEIZIZEZIEP ( deviceCert.crt) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256

AR
ERRIZEFIEBAZIR “rootCA.crt” F1 “rootCAkey” IXENIME, 7 “HIWECAIER” FFrERL
RN, BEFRESR ¢ EEFIGIECAIER” .
“-days” ERSHEISE TIHEBRBRRE, AR FI/ 36500k, ErIMRIESERIVSS1HR
MTEEHRTIEE

-

IRBRIEMHEN
T THFHELERSDKREMLIEHITIRESIS (1XEBLjava sdkfTiBRA ) o
(RERLY:
{5 FFIDEA/EclipseFTFFSDKLIB THZ, {&Miot-device-demoBF FHIDEMO RS
“BootstrapSelfRegSample” FEISE,
Scopeld i & & HAYEARLE TR IREY;
deviceldAEFBEMUBRETETM (FTFEFEERdeviceld2BHE—) ;
RBIEPIEEN “‘BHIETFER" PERRNSSEIES;
bootstrapUriy_LiA&IHT £,

1.
2.
3.
4.

5-28 {24 demo 744l

$|2 jz1TDEMORER, BRI TFHET, RFIRELMNY, HFEELWEIRERN FARY
igﬁ?’f)\i&ﬂto NRIEFIETIER, ENNANRERALAIRILIERIZRE, Bizir
EEIEJ ig%o
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-java
https://support.huaweicloud.com/endpoint-iotps/iot_04_0001.html
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B 5-29 HEER

2021-01-20 14:46:47 INFO BootstrapClient:50 - create BootstrapClient: 6€136b0682401co3e0blccts_aaa_device2
2021-01-29 14:46:48 INFO MqttConnection:167 - try %o connect to 551://188.95.156.64:8883

2021-01-29 14:46:48 INFO MqttConnection ess 551://100.95,158.64:8883
2021-01-29 14:46:48 INFO MgttC ess :ssl://100.95.158.64:8883
2021-01-29 14:46:48 INFO MgttConnection:
2021.01-29 14:46:48 INFO

5_aza_devi /bootstrap/up, msg =

vice2/sys/bootstrap/down

2021-01-29 14:46:29 INFO
2021-01-29 14:46:49 INFO MgttConnection.
2021-01-29 14:46:49 INFO BootstrapCli

5_aaa_device2/sys/bootstrap/down, msg = {“address":"109.95.174,182:1883", "initConfig":null} ‘

2021-01-29 14:46:49 INFO DefaultBoot:

I3 WEIRREM FARINSEEAIE, SEXIZENEIRSEMA0ER, B
URLIBIE Sig S NBE, #HiTHExISS,

5-30 XiAiERERGITHS

(RERTY:
WBA:

1. DeviceldBli®&ID, BFHE—IRR—MEE . REFERREMAIDevicelditTRIEME
A, FEESEHIDeviceldRE,
2.%%Piﬁﬂ%ﬁ%¢,ﬁﬁ—¢ﬁ%ﬁ%—¢ﬁ%ﬂ%,$E&§¢&%§%—¢E§E

.
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