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en-US
zh-CN
B device_ demo_mgttnet.exe
' device_demo_mqttnet.exe.config
&2 device demo_mgqttnet.pdb
%] MQTTnet.dll
%] MQTTnet.Extensions.ManagedClient.dll
B2 RERET
85! MQTT Device Access Simulator — (m] X
[7) SSL Connection () Ensble Backoff Reconnect QoS 0 Connect
Server Address iot-mqtts. enmorth—4 myhuaweicl Device ID Device Secret
Topic to Subscribe Hoc/derices//sys/conmands/#
Loz Clear Log

Topic to Publish $oc/devices//sys/properties/report

{"serviges”; [{"properties” . . . . . . .. .
arm”:1, “temperature”:92. 670784, "humidity”: 78. 37673, “smokeConcentration”:19. 97906}, "service_id": “smokeDetector”, "event_time” :nmll}]}

1. EESRMTRESESR, BEServerithllt 1RFID. IKEEA . BIRIELIROIE
HIREERIES.

- Serverittilt: BENiEE, SEFEXNESEIREL
- IRBIDINREZEH: ®XBIRE,

2. AEServertit SSLINEIE AR E SR ANERB A ILEER, IEPREESE
KAVEE, EESicertificate X4 FHOER, WITE:
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section0
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section3
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html

3= ﬁz)\
RIESXHK 2 IREEAN

en-US
zh-CN

8 device_demo_mgqttnet.exe

¢ device de mo_mgqttnet.exe.config

&2 device demo_mgttnet.pdb

%] MQTTnet.dll

%] MQTTnet.Extensions.ManagedClient.dll

3. APILASFERSMEENEEASSLINE, EEQosHR0ER1, HAIAF
Qos2, AIZE{ERMRH,

$I3 R

IRBHMKEBRANDENFEENEARENFESEILERE, NTTEEEEMNX5FEES

HITKEK, AREFBIENRSER, BREIMKIEEZNIEMNIES %E&%@?ﬁ%&

}zﬂz‘%ﬂ ﬁ%\ f%lD*Dﬁ%HIEE%E’J ha/R"F LA BZRSEEREMAI, aEFEs
BIRE I~El:

l2141§ YRGB IEL

$4 1Ti%Topic

TR topicAUIR B 7 BetE I broker R ThRIXFiZtopichUiER , X TFFEMEtopicAIS
ZTopiciENX. -

ki, NRpkINITETopic, EREMAT=ERIFMER:
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https://support.huaweicloud.com/devg-iothub/iot_02_2200.html#section2
https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html

iﬁ%ﬁz)\
AESNi5H

a;) MQTT Device Access Simulator

(] SSL Comnection [ Enable Backoff Recomnect QoS 0
Server Address | Device ID
Topic to Subscribe $oc/devices, +/sys/commands/#

Disconnect

Device Secret

Log

2024-05-06 11:38:05 = try to connect to server
2024-05-06 11:38:05 - connect to mqtt server success, deviceld is

Topic to Publish $oc/devices, /sys/properties/report

Subseribe

Clear Loz

| { SE!’VIU!S [‘{ properti as

“alarm”:1, "temperature” -82. 670784, “humidity”: 78. 37673, “smokeConcentration”: 19. 97908}, "service_id"”

“smokeDetector”, "event_time”:null}]}

Publish

S5 &fnTopic

&t TopicRIEIREEMOFE LIRECHNELETHEE, F4

=
EREIEE LI Y EiRTopic. B EIRINAE.

iREREE EiREOX

WANZE FRAYISON message, _tiBluminance/E1430, AfTopic/s, DemoREE

AN

a) MQTT Device Access Simulator

) SSL Conmection () Enable Backoff Reconnect QoS 0
Server Address Device ID
Topic to Subscribe $oc/devices; /sys/commands/#

Disconnect

Log

2024-05-06 11:19:27 = mqtt server is disconnected

2024-05-06 11:19:27 = try to connect to server

2024-05-06 11:19:27 - connect to mqtt server success, deviceld is

2024-05-06 11:27:02 - publish message topic = $oc/devicess

2024-05-06 11:27:02 - publish messazeld 8b5242db—8464-425d-b383-d7.99b081£34, topic:

$oc/devices/| Fsys/propertiss/report, pavload: {“services”

“properties”: |
“luminance”: 30

,
“event_time” : null

} is published success

Topic to Publish $oc/devices, Ssys/properties/report

Device Secret ki

Subseribe

Clear Loz

/sys/properties/report

[ {*service_id”

“BasicData”,

{ servu:es [ { service_id": “BasicData”, “properties”: {
“luminance”: 3

.
“event_time” : null

Publish

IR LIREMEAINETR “REFIE" TEEED LIRNE

SRR 1.30 WRIERE © LEARITERARERAF
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IREEAN
L 2 IREEN

2-15 EF HiREIE-MQTT

OTOASEY | EREE | GEEE

I—

TR

nnnnnnnnnnnn
nnnnnnnnn

H$|6 EWTRHBL
RIESZIHEW S T R<SRITIAE, FEMQTTEMESERFHALINIT I Topic/s, BAJLATE

EHISRFFEPHLREHTRLHS TR TRANE, EMQTTHEIEREF
BREIFAETRERENGS

BN FEITIEFAT, TRSEE ALightControl: switch, SH{ERONMHS .

2-16 BLTR-ALHETE
10TDASER | REEE / gSir
<l = 0

BEER EimiaiT B Tl s=T HERE B TS R

wEFE  weTE@ TEGS

0 UREEFEFRENTSINE, NEEINERRT 0 ErasETEE. SESERNRARTFAESRA, SUSIRSEREN. TRES O
FEFSS TR mrassrashsimes. cmEas .| @
e - )

o =
B E 6
(== ) Do

ELaS T ARG, DemoREERIUT:
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

REEN
BAELHE

LAz 452
2 IBBEA
8;) MQTT Device Access Simulator a X
() SSL Connection () Enable Backoff Reconnect QoS 0 Discormect
Server Address Device ID Device Secret

Topic to Subseribe $oc/devices/ /sys/commands/# Subscribe
Log Clear Loz
2024-05-06 11:30:56 = publish message topic = $oc/devices/ Jays/properties/report

2024-05-06 11:30:56 = publish messageld 69b4Zh78-efcd~deedBeTeSacSc2e0fTed topic:

$oc/deviges) pavload: {"services” : [ {“service_id": "BasicData”,

prupertles HE|

“luminance”: 30
Neventitlmz : nall
1 b1iched 20240506 11:31.18 — ived ig {”
{"value”:"ON"}, “service_id": "LightControl”, Tawiteh]

= Yesponse message MEZ Fesponse_nane’: COMMAND_RESPONSE”, “paras”: {"result”:
2024-05-06 11:31:16 - publish messageId £2L1137v‘2298‘4n49 D29~ £4884cd3dE7a, topic:

$oc/devices, sys/uummmds[respmse/request 1d=2£003b74-92d1 4639-bEG4-e540acf1bboe, payload:
{"result_code”: 0, “response_name”: "COMMAND_RESPONSE®, "paras”: ["result”:

cummanrl nane”:

“success”}}
success ]} is published success

Topic to Publish $oc/devices, /sys/properties/report

{"services” : [ ["service_id”: "BasicData”, “properties”: {
uminance”: 30

g'umt_tim“ null

Publish
4t
"“—I:li

BT AL

REBANENES, RIUMQTTIRE h:)\%ﬁ%ﬂ"é? =, BNIZESEARTERMQITIZ
FRBYEMEEFRZEOS¥EEZE

&8 gl__yﬁﬂ_dﬁ' BANIRSS, I2EFREMAAESNAMNESLIRE, FHiE
)\%Efﬂ FE =) 1¢Hﬁggljjﬁbo

2.2 HF NB-loT /NEERFF A B ZERAT

Eaﬁaﬂﬁ

BERIEHMERCER LEE—IF, BEBTIKEESTLONLRPEERE.
9.?’%%%&5?3&1@%3&%%@?1 BX. BIHRARERREEFILAERZA
TR RIRNE, EHEHEERCNNR.

FEizxEs, FMNETFEN—URFETETES (VS codeTBIoTlinkiE ) , MRS
(NRERFFREM) . FA (loTDAEIENTS ) | iRFlintaE—KE SRk THRR
BRG], wEARTOHIE R, TIEZRITONF ERERRE, Bt
loTDAIZHIE, FHEIoTDAEHISImizi=HILEDXTFFRAIINEE o
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https://support.huaweicloud.com/devg-iothub/iot_02_9994.html

IREEAN
L 2 IREEN

TaEEITESS

r

FARRE
o TEF: /REIRBearPi-loTHAREM (BANBK. NBIRH. BHEIEKTINEEIEIR,
USBEIRESE ) -
e X{4: VScode, loT Linkififth. A= ( EFEIREEARS ) . win7RkLLEAR
RHI6ARHRIER S ( A3ZLAwindows 10 64-bitRFER )
g 7Y
BERITRAINHEmER RN TEFR.
BRI EHET A LIZ=ssi
WEBear-PITEEH BER
=EVScode ENFERER
2285 oT Link
RiE R
ZAsEERANRIRE AT LLEILWM2MENY (NB| ) S¥BMFEEHTRE, N
BTl AEFERENEMTN, BALSRENTESDS.
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https://www.huaweicloud.com/product/iothub.html

IREEAN
EfESLE

- i i <
HimB=ihatT

i
| I

h 4

IN\REIRFF AR

FRIREDBFEMNAEFGLFETRANEE , ZRREBBEHIEREE. BEEA. ©F
PABARERFERL . PISIIFERAY EBiE, NBERAAIR B RBIESRIORER
T, MR T IEIRERSET BIRUAN T EHRBEEAYT Bk, BIEEERE
IBESIEAND, EREBEEAEEIENB-0T, WIifillR4GE, T H2ISENEIEE
%, ZHFERNE T —MEESTMI2L431 B EYER TSR, BIMCU., BIER
FEANRELINLIteOSIRER S, HIRtTESHIRn=EIBAEN .

ATETFRBL, WENER, ZFRRIRE T 2.1hRARIST-Link, EEBELEIR
B, 1 FELAREMNSROFINEE . FRIRPIERE—RDH#ERJ9240 * 24089LCD
B, HEEERTERMERSHFEUNAIAT. LIDERTHEEESH.

FaRiA LAREE—REAX, BEKEALMAT-PCGR, BiIHEMmAYEOEF,
RIEATIESEINBERE . AMAT-MCUELL, BIIMCULIZATIES SBEHRARTT
REH, BREIERSEMERIBERARER =ik,

SRR 1.30
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2-17 /NEEIRFFARIR

“ L
" E i E‘earpf

JoEEEEE ST-LINK2.1, TS, EREsEl RArFE RESETHE NB-loTH &R

[EUERESES
1. ENBEIEAZINB-I0TH RIRAISIMEHE, FRIE-RIBHR-RAGROEBINEN,
NER2FF R -

2. BBUERERLURNB-IoT BIRIBAZIFAIRL, iF8%E5M, ARAUSBE
iE%E&EEiEFEW'—S%B&EE‘EE%o ETFAETR, HRIESS, REFR
RIEFE AT o

2-18 FEfHiEs

Z3E 1oT Link Studio 14
loT Link Studio@&t 3T 1o THIEAMimMIFFZRYIDERIR, B THRIFE. R, BHilE—
ﬁﬁg;—‘ﬁiﬁsﬁﬁ, 5 C. G+, ICRESMARES, IHERE. SEH T8N
.
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IREEAN
L 2 IREEN

B LAwin10461, SREVEBERESRER: FiaiTEODMmApc, RERE ‘BlE” , BF
RGE, RARSRERHZRIRFRERE.

2-19 SRENR A E

23 WA X=E WA EFv A
— BEGXTENNERES
BENE
‘Windows R
[y Seeafa Q Windows 10 Sk
: RIF s © 2018 Micrasoft Corporation, RERFEIF.
] .
Jliez<ly =5
> RZF3 P Intel(R) Core(TM) i5-8600 CPU @ 3.10GHz 3.10 GHz
E=BHRFRAM): 16.0 GB (15.8 GB FIF)
N o 64 (iRfEEsE, BT «64 RAER
= EEre RENRT LSRN
56 TS EEETEER
H EERESE
HELE. SLFEAE
e @
FEE: DESKTOP-KDEVT08
T BSERR HEfEE: DESKTOP-KDEVT08.china.huawei.com
Eel el s HErES
= china.huawei.com
Windows B1E

Windows EZ5E [FHE Microsoft $uHFAIZE

=8 ID: 00330-55539-93602-AA0EM

B2 ipn XEB , RIBEBERARESE, THITEAIVisual Studio CodeHZEE, (AL
windows 10 64-bitZ& % Visual Studio CodeAfl, 1B FE1.49hRA, EHitthrARZiE
loT Link ) o

2-20 % Visual Studio Code

Visual Studio Code  Docs Updates Blog APl Exte s FAQ Leam P Search Docs

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

August 2020 (version 1.49)

April 2021
Update 1.49.1: The update addresses these issues.
March 2021

Update 1.49.2: The update addresses these issues.
Update 1.49.3: The update addresses these issues.

Downloads: Windowq U

ystem ARM | Mac: 64 bit | Linux: snap deb rpm tarbal

Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

September 2020 that we hope you will like, some of the key highlights include:
August 2020 * Format modified text - Limit formatting to just the code you've changed.
. ® Change casing on Search and Replace - Change text casing during global Search and Replace.
July 2020 * Source Control repositories view - Display pending changes per repository.
 Filter Debug Console output - Quickly filter and find debugging output.
® Improved JS debugger Auto Attach - "Smart” Auto Attach to Node.js scripts or test runners.
* TypeScript optional chaining refactoring - Cenvert multiple checks to a concise optional chain.
® JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated.
Wisrch 2020 * Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.
February If you'd like to read these release notes online, go to Updates on code.visualstudio.com.

i¥: Visual Studio CodeAZIFERMacE %,
T3 LERMINE, 1TFVSCode &M FEMRIE, #E loT Link #ZloT Link, AFRER

Ax
<o
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https://code.visualstudio.com/updates/v1_49

loT Link

nnecte.

LA BREHEE.
loT Link Studio BEUXSRIRISE MMM T EEFIISDKBLAN gckBIAE, iBHHIR
figgéﬁﬁjﬁﬁo LERIRPBEFEXANED, MOSR. TETHEERVSCodefEf
K.

(10 3488
T I Yo - - Ie—————

fEProxy Support FHIHEFIERE “on” ,

SBS ([BUTFESDKERRIMIMERN, BFHFHSDKE, MEIC\Users\${FAFS}
\iotlink\sdkB R, X&Z X HI0T_LINK, HB5=E, EFHIFVSCodeBlal, B
B TE:
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https://github.com/LiteOS/LiteOS_Lab/tree/iot_link

IREEAN
EfESLE 2 IREEN

2-22 SDK TEi5W

= = W = #7& loT Link X

10TL .
loT Link
loT Link 130

— e 3 4 e
IDE for IoT development ( iotlink | & 14020 | ok % k% | #EE | YERE | vi30

iotlink IDE for IoT develop

-
Fve)
loT Link Studio

A develop toolset for iot device development

is a toolset for iot device development.

Features

RHIBEEN, BB IFHAMICH %,
failed to get SDK !
ZHeToT LinkfKi R
Error: Network Error!

2-23 SDK FHBH

I AP > deddih > otlink > sdk > loT LINK I v O L
O #=R EEEl %R
.github 2023/10/26 20:03 i
doc 2023/10/26 20:03 Mt
drivers 2023/10/26 20:03 prel=e
FAQ 2023/10/26 20:03 praE
iot_link 2023/10/26 20:05 Nk
it

ECE loT link Studio T2

£ BEVSCode/REBTERER “Home” |
e Home: EIloT LinkLE;
e Serial: MAATIESHEAAIRIRE;
e Build: FmFRAMLEE (LB3IEATN) ;
e Download: IBFREEHIRBRREIMCU (ZB3EARL) .
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IREEAN
L 2 IREEN

@ EX Extension: loT Link X

> OPEN EDITORS
v QUICKSTART (s |0T Link
> Liotlink o
) ( iot link 3 %* 7 %k * Repository | License | v1.0.1
IDE for loT development

Disable ¥ Uninstall

Details Feature Contributions Changelog Dependencies

loT Link Studio
oc_streetlight_template.c
c_track_template 1 | |
0.mk

A develop toolset for iot device development

is a tool evice development.

Features

Built-in loT Link SDK library management

upport J-Link, OpenOCD GDB Server
ompatible with RISC-V based MCUs
Kconfig Management
> OUTLINE Built-in serial monitor
> TIMFIINF

@0A0 [ Build < Rebuid b Download Serail {3 Home

SH2 RERXNREFIARRE, REFREPSE “IoT LnkiRE” , ETH%, 5GCCTH
BRENEARFE, BE R,

2-24 |oT Link i858

loT Link Studio
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https://developer.arm.com/downloads/-/gnu-rm

IREEAN
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2-25 XX RFT EhE

< igm | loT Link iZ8&

Make TEE&{Z: | ${system_default}

THj

GCCTEH*: C:\Users\ \.iotlink\tools\gcc-arm-none-eabi\bin

SDKER

JLinkB3%: C:\Program Files (x86)\SEGGER\JLink

(MARIY:
INREIRSTM32431 T akiV4miE T B4R A Awin32.zip,

SE3 ERLFEPRE ‘O 10T T2 , BATRESR, TREER, FEEFAIRIE
B TEER

dit Selection View Go Run Terminal Help loT Link - quickstart - Visual Studio Code [Administrator]

S loTLnk X

> OPEN EDITORS
+ QUICKSTART @

loT Link Studio
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£ loT Link X

<&@ | RIE loT THE

QuickStart

C\Users\N'Documents\loTLink/QuickStart

B a STM32L431_BearPi

e TiERWR: BENX, WQuickStart,

o TEBFR: TULMERITERENBARKR, olLUSEEREZLIIMIEMER, W0
D:\.

o MHFEE: LanEHtademoRIEEISTM32L431_BearPIlE 4SS, EER
STM32L431_BearPl,

o THITRE: ARAIF, FHANABEZRIT M, BiEFoc streetlight_template, &
MeRAYdemotF BIFNTEIZFI B EXAIF- RIERAILES, Tk LIREIE. REF
BiEReEERREEHMA S, 1BEEXIMAYoc_smoke_template demotF i,

SSIA BE BT, SAEH.
-

IRiEHGERAE

BT RIHAIdemotFHIP EEBIFAEARMEAMTESRIHEER, BRLIEEmHZR
(KBEFBEHETER ) , FRIEVNERFRIRMCU, TTEFARTE.

£ BEVSCodeRHBTEIZR “Build” , FERARFTH . FERINE, REETR ‘R
1ES2AVI R
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IREEAN
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Run Terminal Help

Hight_template.c X

Yapp_cndrep

6PI0_Pin)

10T Link Output

mkdir -p build,
mkdir -p build,
mkdir -p buil

c/1ink_string.o build/iot_link/link_misc/link_random.o build/iot_link/link_misc/link_ring buffer.o build/iot_link/link_log/link_log.o

ouTuNE
> TIMELINE
® 6/ 0 B Build O Rebuild D Download ) Serail @ Home

T2 ﬁﬁﬁgsfﬂzﬁéﬁ, BREIRFF A SEINERE, ARG EAENFIREIAM “AT-
MCUE" .

H$IR3 BEVSCodeRABTEIZR “Download” , FERFREFIRRTH . KRG, FEE
™ KRREIN o

tight templa

intensit,
Japp_light_int:

3_5C1_Data;

1_callback( GPI0_Pin)

0_Pin)

10T Link Output

ramming Fi
fy Started **

ouTuNE
TIMELINE
®6A0 [ Buid O Rebuild D Download (] Serail @ Home. O Ln1Coll Spacesid UTF8 CRLF C &

(0 588
MBETEREY, TeEFERSERNSHSHENTEROBE, BEE2UREST-LinkIEaD
SERDIERIN, MERIREIHRZEE, NSEXE RHFFLREEST-LinkIR5
B4 (ofik ) ZEEST-LinkIRzf .

1. BHIESTEM, TEST-Linkdkzh, IEstlink_winusb_install.bat3 {47 EmN%
%, (AZLAWindows10-64bit ST-Link 2.0.15341)
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https://www.st.com/en/development-tools/stsw-link009.html

IREEAN
L

21BN
MName Size Packed Type
amd64 =
x86 =
[85 dpinst_amd64.exe 680,440 242,269 RIFERER
[#5] dpinst_xB6.exe 552,328 231,230 WEERE
E readme.txt 301 250 SrEEAE
>J stlink_bridge_winusb.inf 2,853 1,093 =&EE
+2] stlink_dbg winush.inf 4373 1,347 =2EE
L] stlink VCP.inf 2,467 B71_EEEE
2] stlink_winusb_install.bat 412 259 Windows HI&EEI
=4 stlinkbridgewinusb_x64.cat 11,004 5890 =2EF
=4 stlinkbridgewinusb_xB6.cat 11,004 5892 Z=£BFE
=4 stlinkdbgwinusb_x64.cat 10,997 5801 =2EF
=4 stlinkdbgwinusb_xB6.cat 10,998 5892 ==BE
=4 stlinkvep_x64.cat 0,248 5474 Z=£BE
=4 stlinkvep_x86.cat 9,247 5470 =2BF

T S ATLERERE R SR AN exe LRI TREE,

2. fIAPCRBEESRAIEEMNNAIREIESREMIT. & FEFR, RIPRIZRE

}ﬁljj o

v & B0 (CoM I LPT)
ﬁ Intel(R) Active Management Technolagy - SOL (COM4)
| @ STMicroelectronics STLink Virtual COM Port (COM3;) |
¥ B
B HE
O t=ih==
i
MEFE s
i ZEsE
I wiaE
v | FE. TSR
i Realtek(R) Audio
I+ =FRR) ETEET
i sfFEibEHaE
§ ERSTREEHE
v § ERSOEEE
§ 5T-Link Debug

e

{ER AT I8 EMIRAE SR

loT LinkfESHIBXMFEIEZER, AEBATIESREEMRASRiRIEEEE
B, REFRME. ATLL “NEERFARR” A6, NENUERATIESENEEE
HERDR, INREXELE, BB LIRTAINE.

1. MR RRMBNEESEE (HRENERK ) , FFEFAIRG LAIEN
FFRBIEEIAT-PCIEL

2. BEVSCodeEREfTEZHY “Serial” o
[ Build <* Rebuild <& Download [2] Sersil &t Home

3. EERPEENROS, BIFRIREN600, RERE I .
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COM3 -STMicro.

#9600

Bz | 8

v
~
v
~
v
~

N
7 1
N

3

4. BN “AT+CGATT?” , REHE “&RX” , HRE “+CGATT:1” , RRMESH
BT (MPERLINRNB-IoTEXMIER ) , iX[E “+CGATT:0” RIRMLEHIE LK
( FERWARNB-I0TEAMERE ) , IBEESIMRERBALER, BXRIZER
REMBIRS.

= Serial Monitor X

TR OMIPEEC

(1 588

ERATIECRNISEIRABER, BERUTXIKEIAT-MCUR, IUBSMEHAINTTA
&, BREIEREMERTBERAREITA,

PCEHEFERSBMEBIEE, ATESCESHRRIKESHIE; MCUBRITRIR
BT LR EIRHISIMIEELS, SEHINB-1oTE(E .

5. “AT+CSQ<CR>” 5L ATREMLKESEENSIMRER. BN “AT
+CSQ<CR>" , Mgt “KRIX” , RE] “+CSQ™##” . HepW{E 10 F 31
208, BEBXRPESHESMEF, ##0IR0% B 0 5 99 ZiE. HRERYE
AERXNEE, NaEXZE SIM REERIERREE.

E AXNFIEF NEBATIES, AT RNEANNERE. BSATES, B
S /\ERBERRIES, #TEN.
IEHI SRR

TR B HEERMRIERERR G, HNFECRSEARSEHaEIZ
i EXFTmRE . FFARREBEEILIENRE .
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AR
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= 2-7 Connectivity
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Z4E 1oT Link Studio 14

loT Link Studio@&t X310 THIEXMimMIFF ZRIIDERES, 2L THIF. KR FilEFE—
ﬁﬁgﬁ&*ﬁsﬁﬁ, X5 C. G+, IDRESSMITRIES, ILERE. SA0H1 TR
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B LAwin10461, REVERESRESR: FiaiTEODEApe, AERE ‘BlE” , EF
RGEE, HARSERRRGEIREFMERS,
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— BESXTENNEREE
BETE
Windows Rz
Iy LoEka Q Windows 10 FLkE
R i e © 2018 Microsoft Carporation. FEAFERFL.
KA -
Jlinzzk g =5
|2x [ > iz FE:EN Intel(R) Core(TM) {5-8600 CPU @ 3.10GHz 3.10 GHz
REFR EESRERAM): 16.0 GB (158 GB AIF)
E—i 64 fiRfEEE, ET x04 HER
P pc-==msgmss > o

e RERETHERSENETREE A
56 TS EEETAER

- EERESE
s . EA TSR
= FHlE
2 == FEME: DESKTOP-KDEV708
Bl HEf2E: DESKTOP-KDEV708.china.huawei.com
5 EFFREARR R THEER
= china.huawei.com

Windows &
Windows SBFE [FiE Microsoft I E%

=5 ID: 00330-55539-93602-AA0EM

B2 ipn XEB , RIBEBERASESE, THITEAIVisual Studio CodeHZEE, (AL
windows 10 64-bitZE % Visual Studio Code A, iF FE1.49RAE, HitthrAA i
loT Link ) o
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2-36 % Visual Studio Code

Visual Studio Code  Docs Updates Blog APl Exdensions FAQ Leamn

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

UPDATES

August 2020 (version 1.49)

Update 1.49.1: The update addresses these issues.

April 2021

March 2021

Update 1.49.2: The update addresses these issues.

Update 1.49.3: The update addresses these issues.

Downloads: Windowd tem ARM | Mac: 64 bit | Linux: snap deb rpm tarbal

October 2020

September

that we hope you will like, some of the key highlights include:

August 2020 Format modified text - Limit formatting to just the code you've changed

Source Control repositories view - Display pending changes per repository.

Filter Debug Console output - Quickly filter and find debugging output.

May 2020

April 2020

March 2020

February

3¥: Visual Studio CodeARTIFEREMacE %,

Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

Change casing on Search and Replace - Change text casing during global Search and Replace.

Improved JS debugger Auto Attach - “Smart” Auto Attach to Node.js scripts or test runners.
TypeScript optional chaining refactoring - Convert multiple checks to a concise optional chain.
JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated.
Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.

If you'd like to read these release notes online, go to Updates on code.visualstudio.com

£ Search Docs

IN THIS UPDATE

E%éﬁﬁlﬂié, FJFFVSCode iR FIRTNE, % loT Link #FlloT Link, AE8EH%

o

2-37 i

n Teminal Help
= Btension: loT Link X

IoT Link 2

loT Link

Z= \ iotlink | <

loT Link 101
IDE for 10T development
iot link Reload Required | Instal

Azure IoT Hub 215
kL

loT Link Studio

I I I

A develop toolset for iot device development

Features

. Keor

« Built-in serial monit

Get Started

You can visit our

BEREEIEE .

loT Link Studio BERSEIEIEBIMME FEERFTAISDKELAN gcclkEIAME , iBHAR
BRIMEET . ZEIEPBAEXRAEN, MOFTF. LRTHEERVSCodefEhf

HER o

SASRRA 1.30
(2025-01-07)

WRIERE © LEARITERARERAF

47



IREEAN
L 2 IREEN

(AR
EIINEEBERENRIE, B5EVSCodeER, J‘&?:%E"F%--iﬁﬁ-ﬁiﬁﬁﬁf#‘—ﬁﬁﬂﬁ%%ﬁ ;
fEProxy Support FHIIEHIERE “on” .

LES RUITHSDKE R gcciMIMERM, 15F I T SDKE, MEIC\Users\${AF=}
\.iotlink\sdkBR T, 3HZIEXHI0T_LINK, W&, EHITFVSCodelin], BF
BV TE:

2-38 SDK &

¥R S Y = - = #/& loT Link X

10TL .
loT Link
loT Link 130

IDE o A el e & iotlink | 14020 | * % % % * | =EE | ¥AE | v130

iotlink IDE for loT development

i}
loT Link Studio

I I |
A develop toolset for iot device development

is a toolset for iot device development.

Features

, BEXRPILED, ARk,
failed to get SDK !
R
Error: Network Error!

2-39 SDK B =R

I FF > ddt > otlink > sdk > loT LINK I v O o
O %k B G xm
.github 2023/10/26 20:03 Mt
doc 2023/10/26 20:03 prel=e
drivers 2023/10/26 20:03 prel=e
FAQ 2023/10/26 20:03 A
iot link 2023/10/26 20:05 prgan>c
s
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EtE loT link Studio T#2

TB1 BEFHEVSCode[EREPTELZA “Home” ,
e Home: EEloT LinkTE;
e Serial: MIAATIESHBEFARIRT;
e Build: #wiIFRHAUCE (ZER3IFETN) ;
e Download: IBFRZEEHIRBRREIMCU (ZB3EARL) .

EXPLORER £ Extension: loT Link X

> OPEN EDITORS
~ QUICKSTART & |0T Llnk
(- iot link f 3 Repository License

Disable¥  Uninstall

Details Feature Contributions Changelog Dependencies

etlight_template . .
e loT Link Studio
t_template.c

I I I
A develop toolset for iot device development

is a toolset for iot device development.
Features

* Cross-platform IDE
Easy to use, zero config
Built-in loT Link SDK library management
wnload 8 Verify

grated Debugging
© Support J-Link, OpenOCD GDB Server
o Compatible with RISC-V based MCUs

Kconfig Management

5 OUTLINE Built-in serial monitor

1
> TIMELINE

@0A0 [ Build < Rebuild b Download Serail At Home

£B2 BRERXNRETRNE, mREREPRE “loT LinkigE” , ETHHE, HGCCIH
BRUXUAEFE, BETHEE.

2-40 loT Link 188

loT Link Studio

STIEARA 1.30 IR © R ERABIRAT 29
(2025-01-07)


https://developer.arm.com/downloads/-/gnu-rm

IREEAN
L 2 IREEN

2-41 XX RFTEHE

< igm | loT Link iZ8&

Make TEE&{Z: | ${system_default}

THj

GCCTEH*: C:\Users\ \.iotlink\tools\gcc-arm-none-eabi\bin

SDKER

JLinkB3%: C:\Program Files (x86)\SEGGER\JLink

(MARIY:
INREIRSTM32431 T akiV4miE T B4R A Awin32.zip,

SE3 ERLFEPRE ‘O 10T T2 , BATRESR, TREER, FEEFAIRIE
B TEER

dit Selection View Go Run Terminal Help loT Link - quickstart - Visual Studio Code [Administrator]

S loTLnk X

> OPEN EDITORS
+ QUICKSTART @

loT Link Studio
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= Kconfig = loTLink X

< EmE | BIEE loT THE

D:VSmoke

TS STM321L.431_BearPi

o THERR: BENX, WSmoke,

o TEHFR: ALMERIEZENEOARRER, BILUEREFELIMIEME, W0
D\,

o THEHFES: HpiRMHAYdemoRIEEISTM32L431_BearPIFEFES, HikR
STM32L431_BearPl,

o RPITHE: ARG, FHAILNEEMRRABI, 1EiEFEoc_smoke_template
demo, BNEEFRAIdemotEFIFNTEIRFIETENX A= mERARIES, i LiREL
', Bk “AE” , SATK.

SBA BE “HBE” , ST

R
mIEF IR
TR demott fIrR ERBIFIC A NN T ANIEEE, GaLIERmE

(BEAFBEETENR ) , FRFEVNRERFAIRMCU, TTEFARTE.

£ BEVSCodeRRBTEIZR “Build” , FERGRFTM. FERINE, REET ‘R
ERI” o
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Run Terminal Help

Hight_template.c X

Yapp_cndrep

6PI0_Pin)

10T Link Output

mkdir -p build,
mkdir -p build,
mkdir -p buil

c/1ink_string.o build/iot_link/link_misc/link_random.o build/iot_link/link_misc/link_ring buffer.o build/iot_link/link_log/link_log.o

ouTuNE
> TIMELINE
® 6/ 0 B Build O Rebuild D Download ) Serail @ Home

T2 ﬁﬁﬁgsfﬂzﬁéﬁ, BREIRFF A SEINERE, ARG EAENFIREIAM “AT-
MCUE" .

H$IR3 BEVSCodeRABTEIZR “Download” , FERFREFIRRTH . KRG, FEE
™ KRREIN o

tight templa

intensit,
Japp_light_int:

3_5C1_Data;

1_callback( GPI0_Pin)

0_Pin)

10T Link Output

ramming Fi
fy Started **

ouTuNE
TIMELINE
®6A0 [ Buid O Rebuild D Download (] Serail @ Home. O Ln1Coll Spacesid UTF8 CRLF C &

(0 588
MBETEREY, TeEFERSERNSHSHENTEROBE, BEE2UREST-LinkIEaD
SERDIERIN, MERIREIHRZEE, NSEXE RHFFLREEST-LinkIR5
B4 (ofik ) ZEEST-LinkIRzf .

1. BHIESTEM, TEST-Linkdkzh, IEstlink_winusb_install.bat3 {47 EmN%
%, (AZLAWindows10-64bit ST-Link 2.0.15341)
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MName Size Packed Type

amd64 pra-=]

xB86 pral-=4
[85 dpinst_amd64.exe 680,440 242,269 RAEER

pinst._
[#5] dpinst_xB6.exe 552,328 231,230 WEERE
E readme.txt 301 250 SrEEAE
£ stlink_bridge_winusb.inf 2,853 1,003 =2EE

- ge’
£5] stlink_dbg_winusb.inf 4373 1347 =2EE
aalemli
£ stlink VCP.inf 2,467 B71_EEEE
2] stlink_winusb_install.bat 412 259 Windows HI&EEI
=4 stlinkbridgewinusb_x64.cat 11,004 5890 =2EF
=4 stlinkbridgewinusb_xB6.cat 11,004 5892 Z=£BFE
=/ stlinkdbgwinusb_x64.cat 10,997 5801 =£ES
g L

=4 stlinkdbgwinusb_xB6.cat 10,998 5,892 =£BE
=4 stlinkvep_x64.cat 0,248 5474 Z=£BE
=4 stlinkvep_x86.cat 9,247 5470 =2BF
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oz

iE: ,.ezﬂ_ﬂ._lLMEH%J_Eﬂla:,%éféﬂ)izliﬂ’\]exeﬁ#l_ﬁﬁ%o

2. EJEPC REEERUEENNAIKEERENI. & NEPR, RBPIKEZE
.

v @ B0 (COM 1 LPT)
i Intel(R) Active Management Technology - SOL (COMA4)
| B STMicroelectronics STLink Virtual COM Port (COMS3) |
¥ B
O HE
O A=iiER

i AESFENEE

B ey
v | FE. LTSS
i Realtek(R) Audio
+ EFRR) BTEEE
i stFEfEsHeE
§ ERSsiTRERHE
v | ERETEEE
§ 5T-Link Debug

R

H—XBEEHEERNIHHIARENE remo BMRTIRELR, Fmit8s
ZERIR B TEYIEAMBE EF';“EE’J#.::.{:.M\ FeafERY ( Product Model ) | 1&4E

/m
QAo

SREERHE, BERENX, BELFRREN. BEEMSHE ‘TR7 , 8
TREAMAY “elE=m” .
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ARS3258Y (ServicelD) IREHHAR
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ARSSREDUNR2 . R3FR.

2 2-9 Smoke
sESiEA BB FR HiEsay HiEOE
IEEIES Smoke value int 0 ~ 65535

2 2-10 Smoke 755%1%E

ﬁﬁb#ﬁ S AR WwOFR | FREM | £H BIEKE | &
12
@<$% | Smoke TA&< | beep string 3 ON.
x control beep OFF

Nuids< | beep_sta | int / /

te

HriLRRSS A Smoke
1. BN “FINARSS” @, ES “BRSBID” . RSB F “IRSHRT , B

‘e’

- “BRZ3ID” : Smoke

- “BRSSEREYY . EBINFNIRSSIDRIE—
- “IRSHA” . SCRMEIEEZRR

2-44 FNNBRSS-Smoke

RIS ’
# BRSEID Smoke
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| | californium.properties 1,203 613 PROPERTIES 3% 2017/7/29 12... 01A69483
| | setting.properties 11 108 PROPERTIES 30  2017/8/7 15:21 3CEBIC...
NB-loTIR SR ZRAISIIHABLN T :
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IREEAN
EfESLE 2 IREEN

e NB-loTDeviceSimulator_zh.jar: 3 iRiEHIZE,
e Californium.properties: EHIZEHBEIESH .
e setting.properties: RFEEIEFIZNIERNFESHECESS -
$I83 EHIERNE, SRR ‘SEHEDTLSINE ER? 7 . ZEimgsd, REEE%
B, BE ‘w7, atihe®n, eEEEHE, BF ‘27 .

= X

? | EEHEDTLShIERET

=) || &)

R4 HS “IPHbiE” | “VerifyCode” #0 “PSK” , By “IEMHRE" , 151EIZE SHIEAN
FEHITHE .

i WMRFKFFBDTLSINE S, NWEFESEA.

NTMEEARIBELIRERIES:

o IPiBlt: YIEXMIFEEANENITS (BATLUERIP, &Eidpingdsd “ping 13" &
LAFR{EIPHBAIL )

e VerifyCode: Z&EHRRFG, : aaaaalllll,

e PSK: FHKBATTAERIZIH, W0: aaaaalllllaaaaa,

(2] NB-ToT&EE=ERISE o] = =
IPkhdE: | I| VerifyCode: |aaaaal1111 psk: ‘13311111aaaaa| || EEE I |

IREGERTN, ATLEEIEEEHG, ®E “IRE > RIRE” , BHIRE
“aaaaall11” BiR ‘7, REURIER.

RS BRINREHIE LRZS, WENB-loTIREEMEEF, WAT7EFFSR: 001400 (00
JtpliiEmeaasgelD, KEMINFT; 14RTOCREE, KEMNIINFH; 00FRIE
KFRRERKIRE, KERNFT) , RARRE “REHE" .
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN

RIEELEE 2 IBEBEAN
[£:] NEB-|oTEmISIIRE — *
IPEbbE:  [1aweicloud.com| WerifyCode = psk:
HiE:
UE{ENEE FIRRIEHBAMTE 2 001400 B
CIGIP: 119.2.2590.80, PORT: 2684
CIG T RREHEMERE: 00
CIGIP: 119.3.2580.80, PORT: AG684
UE{ENES FiRREHBMTE 2 001400
ClEIP: 119.2.2590.80, PORT: 2684 -
CIGTERIZHEMER: 0O
[ 7S | JSON |
Hex348:
PN R
Frp =T e e S F--
HIE_LIRARTH, aTLACZEISIEIEHEIE, & “aaaaal11” RFFERETEERISH
E3REIE/: "Light_Intensity": 20, "Light_Status": 0,
6 BIIRETAEHGSTSE, AEEEHES, HENINAR, BhErmEATRR

M, ®F “ELEAd” T8, BHigE “aqaaal1111” 18l “@il” , #AEKR
Mo

FEN FRIEHLZEh, %EIRARSS: Streetlight, %< : SWITCH_LIGHT, s<HUERN:
ON, g8 “3IBI&IX” o

BT “BE” EEECGCTARHIEANS: ON, BEMNRESER “WEIFER

TTHE, BBNE? 7, BE ‘R7 , JUEEERES SN REINREROR
Th “BERT .

SASRRA 1.30
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IREEAN

ER{ESCH 2 IREEN
Bik:
CIGCTERMHENER: 22 Lo =
CIG IF: 100.95.142.231. PORT: 5684
UEAE 22 HIRATAHRFIE 2 : 1400
CIG IF: 100.95.142.231. PORT: 5684
CIGTEREEMEZ: -2 LC
:::::::::::::::iE::::::::::::::::::: E’j__ @
CIG IF: 100.95.142.231. PORT: 5684
oo oo oo oo CoCoooooooToooooo @ I&Ellipﬁmrﬁiﬁg’ %Eﬁﬁ? B
ICTEMEHERMEE:  ON | =
S S HEE‘I] ‘ E‘ﬂ} |
RERY
BTl PRIstring LB R 1RMRasciif TRy, RILHE FARRRFR, IFRRFHEELL
BPARER.
----£5R

2.5 BT PMGEIRMIKSEILZ PMMIS A

7 s—gInl: 2|
BREIEEJZEMQTT/HTTP/LWM2MEFREIMIEN , tNRIEE2EMIMY (&R
RE=FHN ) , BABAFE?
HFE=FINUKEREEIEIEATES, TEEFEINPMIMEER . FIEEE

PR SRSEp AR, GB =TT HHAEREMQTTHMY o Rl HE RSB THINIEEIRAY
P9 S MU MM AR RO K o

SCRURIE
PR R GERI T
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IREEAN
L 2 IREEN

SRR

E=philieE

SR iRESDK I0TES

E=HHGEE

MGG X B — 1K, TLRBBER LSERM . E=SGREFAIMNEER
MXBIFIREEAFS

PRI K — AR R = BB 53 2HAK -
1. BZHMEEN. STTRE=T5HMYAIET, £,
2. ihiNEEHR . AERSEAE=HIMNYEIETITEF ARV EIRN BRI
- L7 RSN EIRERE AT EREE, FERIRESDKIEOHIT L

o
- ;ﬁr WEITFETTEEER, HRABE=SINERERAE =GR
3. IRESDK, BIFEIRMHANSEENSDK, RETMXANBATIETIN, AFTILAE
bR ESCIE SAIMX .
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IREEAN
L 2 IREEN

ArSS iR

5=1 BHs{mIT Fa

P Era, EERFES

HITIRE

FFRERER

I

Bk

R TS

R ER

1. BTE =TT

2, AT atEE AR
3. AMASDKEE EiR

EE iR

TRESTME

MR EE RS TIRE

®BEFE

1. EVEMES DEMRMNX, FEEESEIRE .
2. WXL, EEFTE, EEHBINSNSHETMMCEIRE .

3. APEFaLEIMPREN, FETRRIFREFHIIMNX. MXKEE, &
E?i)ﬁ%ﬁ%ﬂz&ﬂﬂ#%lﬂﬁ ( SDKIRMEE TERARIF AN, BFETLIBEYX
).

4. F=FHIMNRBEZETIMNXK . MXREFIREEEINREHITER.

5. =B LIREUERIMX . MXERAFERAEIERS, HASDKA LkFREEIE/
HE IO HRGFES

6. FAMKREFRHS. MXWEE, BIRAE=SMY, BREFIRE. REK
X an LI TR

ML IR ISR R4 ST
% EAASEIRIERIFT RS Javahiak . CHRA.
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0019.html#section2
https://support.huaweicloud.com/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/devg-iothub/iot_02_0089.html#section9
https://support.huaweicloud.com/devg-iothub/iot_02_0090.html

REEAN
BT

2.6 EF MQTT.fx By X.509 iFHEN

HURRSR

BRf5AHE

ARIAELMQT TR, NMBLAMQTTEREMIEANMENES . MQTTXER ﬁuiiﬁi
BIMQTTZ iR, AL H&ELlIExE'E S LASYIEX M E RS 32 ‘ELZi?ﬁjZﬂlﬁﬂ HE

X.5092— AT BESLMAERNHFIES, MEMFEEZHeEEREChIX.509iE
PBHRITINELEN . EEXS509NERAR, RELERDE, BR 7 ERRHERIN

B_l. <]

o EFEMEARERWKS. REMATREEMTEAHER .

o EEMEEFNAILE. REMAIELAR ERELZRIMETAIAE, BULEER
IREIENINEE .

. E?—TLLREE&)\HE o AFHBNIGENREEARSS, BEEEEHSEHEZR

730

o SRIRAEEMQITEARNRESIFHERX S0NEBHITIREZMINILE.
o BTHAPERZLE100MRFCAIES,

X509 TAUEE R

o IEBWEPAIEEZRSRIEN:

WEHAIESZ R 5z

loTDA

A ) ;

O =RWNEALBEREE,
@ LiEHBIERECA HFWERE
@ iigE

ETFATMEIZEIRR,

(=i ) REIREIEBISN

€ ssirEsk
6 BERR. SRR RFABES; ==

AP (F ) FACATEHHER w
o BN EHAIEZES:
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https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEEN
L 2 IREEN

B SR TIE
YR SIS T

B S EORER
FEMEERE
=

5.1 BEEPESSURESER

5.2 EEIPRBIRSSLRA . BEYH. RBWEEHER

53 BRRESHIEDS, (FNhE) ERESE
;'AHR%MEQE§$$E
5.4 BEEPHIER
EF s, Riegs |/

®5, BEHRSH \ 55 BEREEmEY, EEENE
AT ER R T RS TS ES

56 BRRAIXDH X IFIITRINE S EHES
5.7 ﬁiiﬂﬂ TMERE

R

5.8 FERFARIIRINE S R EAE B

ERRERERR
RAAINETFA
HRE, (EEH = 59 EREFHILERSENGHIIESE, FEBES, &
F(ER .

EEEEE T0 RS WA
| EHRGH A
5.11 H_l{%%&i‘j

5.12 ¥E#ERITH

REURERENGER
ERERNRSEH R EEANFERFBIEER
SE DTS ERNRS, REEEERSHNEHE
H$IR2 EE%IE?E%J aEANZHE, PEAMSHERN ‘257 , BE ‘“THENMEE - &
ANER” BEEANES, CRGSHHO.
2-78 BE-SREURNER

[

mxm
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https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

3= ﬁz)\
RIEHE 2 IREEAN

(AR

ISR ZEANRE, BIEcmdapSHERHIT “ping 13727 SREUPHELE, FRIPHENEE
AFE. BTFIPHUIARERE, SFEGIPHILHSR AR ER.

s

BlE~m

SR SREHEHE, BREOLA, BEXLFRREAN. BEENSHE ‘@7, B
TREAMA “elE~=m” .

2-79 I -t~ m

BERD O

$H2 RENERTESSH, ARBE “HBE” .

HAER

PRERIFEE | * "*EZ:}JJ—ﬁJ?@UEE’Jf‘E:UEI BEMARRZE T . NFBPEEEMD

8] FFETET, THOSFFABRIRIREZE . INAXNNARR=E, 15
%QUE%‘-\‘?}?E‘EQ

FE AR BEX. FFE. #F. T (1) « &6 () BFFES

eSS EEMQTT,

IR #EFEISON
PR Tk ISHRIESEPRIS TR o

Boa= A ISIRYESLPR B IER
ShEE
~aalD EmlProductlD, FAFH—FE— 1" m. NRETILSE, &%

FmIDIREZSEHIE,;, NRAETLSH, FRIDEYENFES
S mERFEEDERE.
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

IREEAN
L 2 IREEN

2-80 BUEE~=am-MQTT

gliE~m

x FEEESE O v
MECIEFTEETE, SoESei=msEazE
* FoARRTR
LR 3 MaTT -
x BEET (D JSON v
SRR =i
*EEHEE ()
EHREE ~ EelProductlD | £iEEE
| =RID
FamEt
01128 4
(= )
551

FRF miEs
S REENER, 2E ‘R #HAFRRE.
$H2 EEmiFEs ‘EAMERT NHE, RE ‘BENER” , REFRRRS.
T3 FEARSSZEE! “ Connectivity” o

1. 1 “iNINBRSS” U@, ES “PR$BID” . “ERSBHEY M “IRSHA” , B
“E%E” o
“BRSZID” : Connectivity

“BRSIEEL  EINAIIRSSIDRF—H

STIEARA 1.30 IR © R ERABIRAT CH
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IREEAN
L 2 IREEN

“BRS3HEA” : Connectivity

2-81 iH¥NARSS-Connectivity

RINARSS
* BRZ=ID Connectivity
REER Connectivity Q)

W
0
i
B

Connectivity

121128 4
Y -
.

2. f£ “Connectivity” FITHREEBETRE “NMIENT" , BSHEXERRE, BE ‘18

- “BMEZIR” : dailyActivityTime
- “HUESREYY : int (EH)
- “IpEPR” ¢ EnE
- “BUBBE” : 0~65535
2
- AR
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IREEAN

L 2iR%&

2-82 iz EH-dailyActivityTime

FEEE

+ BiEET dailyActivity Time

B

0128 =
* RS inkEERY) -
s [ s Y AS
~EEEE 0 [ 89535
B

N -~
\B= )

H$IR4A FIBIRSSRE “Battery” o

1. & “BEXMER" TBRE “NINRST , ES “RSIDT . “IRSSEEL R “IRSS

A", BE “HE” .
“PRS3ID” : Battery
‘BRS¢ EINFNRRSS IDIRIF—
“PRSSHEAR” : Battery

SASRRAS 1.30 WA © EARUERABIRAE
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IREEAN
L

B INARSS

2-83 iRNBRSS-Battery

Eafiery

Bafiery

Bafiery

2. £ “Battery” RYTHIRETEE “RINEH"

[

rE

‘BRI
“HIRRE -
“IBIERPR”
“EMESEE" :

“5{/:” . 1

“ %1& ”» : %

batteryLevel
int ( EE8Y)
i

0-100

=

7128
TN -
\®& )

, HERXERE, BE ‘8

SASRRA 1.30
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IREEAN
L 2 IREEN

2-84 FhiZEh-batteryLevel (Battery)

FEREE

* EEET batteryLevel

EfEfEE

* EIESER | in(SER) 7
e | E ﬂ BE
* REEE 0
£ 1
%

By

e —
| 'H |
\_BE )

R

Ei&igeE CAER
£ EEMSHSER “2% > RFIER™ , HA “REFCALER” 1T, BERRT(E,
BE “LEERT .
$I2 EREAXNEEDR, BE NG , AERE ‘HE” o

2-85 i8% CAIMEH- HEIFH

EEIER

* CAIEE (@) rootCA_pem (3.56KB X Ii I )
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IREFEAN

B{ESCRe 2 IREEN
(AR
o IRFCAEPRIRE BiRtlt, AUNRTBTHMERINES, BRIENERIERIES, &
NEHREZEME .

o CANEBEE—IHABEHE, mixAME, XEIEPREZATIIERSFAVES; BE CA
IEBRYTH QAR EIRX IR, DIARIRETLIESEREERI0TES,

R

s{EgsE CA FENRER

AZLAWiIndowsIRERGI, 114BiEid0penss| TESIVEENRERRIA L, ERABESR S

PEMZRASAEAYIES .
ENSEEEIAENXE, FHFFHITLEEOpenSSLTE,
LBBRBMIE{Tcmdir$TEO.,
H117cd c:\openssl\bin (15 HopenssISLFRZREIRIZ ) , #HNopensslapS il
&,

4. PITUATaSERZET .

openssl genrsa -out rootCA.key 2048

5. BPUTLAT &<, (EREBXYFRIFABEIRER CAIER.

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
RFRREHNNTER, ESHALUBEN ..

- Country Name (2 letter code) [AU]: EZ, #1CN,

- State or Province Name (full name) []: &%, #WGD,

- Locality Name (for example, city) [1:3gs, #0SZ.

- Organization Name (for example, company) []: £8%H, Huawei,

- Organizational Unit Name (for example, section) [1: BZREa{y;, #MloT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, &0l
zhangsan,

- Email Address [1:fBfEbYE, 201234567@163.com,
fEopenssIZEBRAIbINHEFT T, IKEVERAICAIER (rootCA.pem ) .

FEIEIES

MR EENDENIES, HERIEPREETA “REIE" , EFELEWIBES,
KIERRIEIAEIZCAILES

2-86 187 CAMEP-FKRIGIFEH

REIES

RIS FEBID EBHEE EBEERES TEBERER £

IFIEBRRIZRECAIEBINAIFAHEIER, BSE WM MM EFIERIEBES
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(2025-01-07)


https://slproweb.com/products/Win32OpenSSL.html

3= ﬁz)\
RIEHE 2 IREEAN

LB REEIBEBAYICIES

=] 2-87 i85 CAIEP-IGIEIEH

RIS

BECAIEH EEH

©

iEBID ERHEE EBeRA TEHEREE B

2-88 &% CA UEPH-FKENEEIERS

L ERIEER
BEE
« BIRES Ty .( Eis j

$E2 AT T ap S IR ERIIBIEBERE R .

openssl genrsa -out verificationCert.key 2048

I3 NTUNTHSATAEERWIBIEREIZCSR ( Certificate Signing Request )

openssl req -new -key verificationCert.key -out verificationCert.csr

EFRREHMAUNTEE, Common NamelE S AKAHIFBRIEIES, EtsHBE
X,

e Country Name (2 letter code) [AU]: EZ, 0CN,
e State or Province Name (full name) [I: &1, %WGD,
e Locality Name (for example, city) []:45/5, #0SZ,
e Organization Name (for example, company) []1: £HZH, #NHuawei,
e Organizational Unit Name (for example, section) []: £B#ZH83{7, &loT,
e Common Name (e.g. server FQDN or YOUR name) []: I&IEEBRIISIERS, 5
SELRIRE .
e Email Address []:mBFaHBIE, %01234567@163.com.,
e Password[]: Z88, #11234321,
e Optional Company Name[]: AEI&FR, fHuawei,
TBA AT TS {FERCSREZEFABZHIIBITER,

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
verificationCert.pem -days 500 -sha256

FopenssIZZE B FAIbINIEFELT, SKENERAIIGIETEH ( verificationCert.pem ) o
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3= ﬁz)\
RIESXHE 2 IREBEAN

S5 ERWALER, Bk T AR ‘ HERIBER” .

=] 2-89 1555 CA IFB-IEIEIEP

RIS

BECAIEH BEIE

iEBID ERHEE EBeRA TEHEREE B

H$IR6 ERHEANEES, BE MG , AERE “HE” o

] 2-90 1855 CAUEP-_HERIFIES

LHEEIEES
Bl ®

+ EREE verificatio t oem (3 56KE y ' T ™
= verificationCert pem (3.56KE L ARSI )

EEBARIERE, ERREETH “ENIE” , RBPEHBIZCAILESR,

FRE X.509 iFH
EFMMX.509R B a1, BEEMZENTRECAVIIEE LZBIX.509EFH
(MARY::|

X SOSE-BHCATIIE ., ERECATMEERIERIES, EaLlESHERECABIRES.
HIVEX.509iFMLES
1. LIEERSMETcmdd<SITEO, HifTcd c\openssi\bin (i5&#&HopenssIZE
R ) , HNopensslasSHLE .
2. PUTUI T aSEREAXT .

openssl genrsa -out deviceCert.key 2048

3. WITUI TS HIREIEBEIZECSR ( Certificate Signing Request )

openssl req -new -key deviceCert.key -out deviceCert.csr
AFGIRTEMANTES, ESHILBEENY..

Country Name (2 letter code) [AU]: Ez, #ICN,
State or Province Name (full name) []: &%, #0GD.
Locality Name (for example, city) [1:35m3, #0SZ,
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IREEAN
L

2 IREEN

- Organization Name (for example, company) []: £HZH, #Huawei,

- Organizational Unit Name (for example, section) []:

¢RL0EA(, floT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, a0

zhangsan,

- Email Address []:HBfaEIE, 201234567@163.com,

- Password[]: 83, 01234321,

- Optional Company Name[]: AB&FR, NHuawei,

4. HITUAT S ERCSREIBIREBIER,

openssl X509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA key -CAcreateserial -out

deviceCert.pem -days 500 -sha256

fFopenss|Z B FAIDINNEEX T, SKEVERANZEIES ( deviceCert.pem ) o

AR X.509 IEBIAIERSIS

SR HAREFENERS, REEEEHSHENREENZHG .

SE2 EEMSHEEE “ 8& > MERE” , B RS’ , KBUTRISESSH
E! $3-2l “E%IFE” °
2-91 1% -E X.509 88
- >, X
BigEiTh
* FESEZEE @ B
# FTErmm .
* BEHRE @
wHED (2
BEER
02,048 »
BENEEE @ &=
(=& )
SHEWR iR
FEAERSE | SEEREOEEEE.
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https://www.huaweicloud.com/product/iothub.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home

IREEAN

IELEK 2 IRBEN
SHBR Lol
FriEr-an g B ERF Mo
mnigs, BEtIE~m.
RENREG Blnode_id, {EERISFAIIMEI. MACHbEE;Serial No; &iZHEE
LR, EEEENFMNS, HRENFENEHFHEE
REBBMR BNdevice_name, AIEEN -
REINIESEE | X5091EH: Z&EFEAX S0 EPRIIESD .
157474 L IERINIEEEL” EIR “X509iFE " IHES, ENREMfE
IS EIEBIIMAIEL, TEOpenSSLit{Topenssl x509 -
fingerprint -sha256 -in deviceCert.pemmp S o] &, iF: EE
EEMRES.
TR
RS
SEFEFEENIEOXY, FAMQTT.XTEEEEMEAMIES EiEMANESE .
FIE1 TEMQTT.fix ( BAROMUIRERS, NRIIHRERS, BEULTH
MQTT.fx) , EMQTT.XTH,
(RARY:
o LEBIIRMQITHXTE, alfaFitit T,
o MQTTfx 1.7.0%|BMRAI G $SHIE ( Topic ) AMNBEFFEIEEER, SEARFRAETUL.
2 iFaiXE, ESFMEEEERANIEEID ( Deviceld ) #1248 ( DeviceSecret ) , 4hk

iEZ(=E (Clientld. Username. Password ) o
(1 %8
DeviceSecretfElltiH= FAIEIES, 4112345678,

2-92 ¥XEY Clientld

Huaweicloud [oTDA Mqtt Clientld Generator!

XEREHTIRERNRERIMQTT Cli 18, AR EIRE T IRES

Deviceld

5f6179df85!

DeviceSecret

Clientid 5f6179df85 - o 06
Username 5f6179df85

Password 08799d456! 42
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3009.html
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://softblade.de/download/
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREEAN

RIELEE 2 IRE/EAN
2% whigs/ | B SHA
C1jvid
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMINAZRE BRBEZRE . [HEag, BT
Xk 7 DR
o FHFID: IBIRFEFEMRINEMELERAIE—E
BinR, BERRSENmIDFIRERINodeldE
oM ‘7 HEmXR,
o BEBHIRRER: EEEN0, TRIREID,
o EBIBFH/ER: KE1FT, JpIiF2M3a:
“0” KEHMACSHA256 RARBERT E)EE o
“1” £FEHMACSHA256F5GRT 81 o
o HIEEL: MiREEEFERAIUTCEYE, #&Xh
YYYYMMDDHH, %0UTC B4/&82018/7/24
17:56:20 MIKZR7</92018072417,
Userna | @ik String(2 | i8%ID,
me 56)
IRFBIIMQTTHMYAJconnectiBRHITEMN, XFiEi&EclientldBIZN BB EE2EBLR
BiEHE, FalkElconnectiBERT, SFIENMEFIVSENEENEBRESE,
FREM T BERAIclientldt&T, EOAFRRIGATEIEL: 1=5FID_0_0_RJiE&Ek.
o HEH “HMACSHA256” RIGRTEIEA Y, SERKEERBESFENERE
5, BHMEBEARIER.
o XA “HMACSHA256” ARIGAT BB AT, EEREWRTITEE, BR
KRICH B2 ER, (XFIELEEIER.
connect;EEENKMEY, FESREBIEIR, HEFAMQTTHEEE
B3 FTAMQTT.HE M, BE “IRE™ Elfr.
2-93 1% &
& MOTTH-171 - .
T HE.|p,
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I
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IREEAN
L 2 IREEN

$£i4 15 “ Connection Profile” (8XEE..
2-94 “General ” FJLAMERTERKAMER

Profile Mame | local mosquitto

N
Profile Type  MQTT Broker l i\.\}‘

MQTT Broker Profile Settings

Broker Address | a1 50:42eae o0 oG G CeC oL

Broker Port | 8883

S

Client 1D | & 1o adaCeZa e laZo 2 e Sa P ta Do Do el Pl Sa 20T 0ol | Generats

BEEED UserCredentials  SSL/TLS  Proxy  LWT

Connection Timeout | 30

Keep Alive Interval | 50

Clean Session +'

Auto Reconnect
Max Inflight | 10

MQTT Version + Use Default

Clear Publish History

Clear Subscription History

Revert m OK Apphy

SHBIR 1588

Broker Address ESMREBIENIRSIEG IR AN SF it , titbht
PEFZRER . FREBITIHZIBANRES, ESIPHEE, £
MBS E2hFRENE

Broker Port 738883,

Cliend ID 1&&cliendID, E&&25h3KEY,

4185 B$; “User Credentials” IS “User Name”
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2-95 IHEIg#F ID

Profile Mame | local mosquitto

Profile Type  MQTT Broker v i\\; %
MQTT Broker Profile Settings
Broker Address | gegeaegeieae oo T e D e Ce e D e el
Broker Port | 88383
Generate
General BULEEOCLHEERE SSL/TLS  Proxy LWT
User Name Illlllllllllllllllllll:l:
Password
Revert w oK Apply
BHEWR 1588
User Name BNg&ID, 1BEE2H3KE
Password FEAXS09EHANERNATEES.

L6 FEH “SSL/TLS” BeEENSH, ABRE “Apply” o IEEFE “SSL/TLS” , @ik
“ Self signed certificates” , BCEHEXIEPARE.
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2-96 IHE “SSL/TLS” 1HXS#

Profile Name | |ocal mosguitto

Profile Type  MQTT Broker o i\ =
MQTT Broker Profile Settings
Broker Address | Jeeoe e e e e e e e e e e e e e e e e e e
Broker Port | 3833
Client ID :I:I:I:l:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I Generate
General User Credentials BRRIEAIES Proxy LWT
Enable S5L/TLS o Protocol TLSw1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates e

CA File
Client Certificate File

Client Key File

oC 0

Client Key Password
PEM Formatted ' o

Self signed certificates in keystores

Revert m oK Apply

(iR
CA FileIXIRAICAIER o TEFFIREUES ( MNEpemtEATES ) , REVEBBIRIEFETH
TRIRENE T &k

Client Certificate FilegiZ&ANEEIUEF ( deviceCert.pem) o
Client Key File9i%#&H9FAE ( deviceCert.key ) o

$,T BE “Connect” , REENNING, EMENEEATLUBIIRELTELIRS,

2-97 1RBIIFRIRBELX

<8 o izEm R & T o
RS smosom2 emmos | emeus QeRmE @=sER & ovss
R
SRR 1.30 WRIERE © LEARITERARERAF 108

(2025-01-07)


https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section3
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L 2 IREEN

FREE

sEigEBEME RO, ERMQTTHXTEEIEMTEE HiREYE.

REABEMQITEE LIRHIE, SERL%GIExETtopic, ERiBERtopickgzL:
“$oc/devices/{device_id}/sys/properties/report” , EHrh “device_id” BYE, FiI8FH
EAEINEIREIRY “device_id” (B,

£ ESEOMNE, AELL “ $oc/devices/{device_id}/sys/properties/report” Jfl, &0l
“$oc/devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report” o
2-98 {EEEOMbE
@ MOTTH- 174

File Extras Help

‘ Disconnect
m Subscribe  Scripts Broker Status  Log

$oc/devices/ JedeZ et monmntn e e tetatata e e e ettt S T Publis

"eanare 14" "Temnarafire™

£E2 HE CIRAIEIE.

BRESH
FEBH whg/e] | 2B S¥imA
i%
services | Whifk List<ServicePr | ig&iRSZEIBIIE ( BRELSETE
operty> ServicePropertyZEX 3 )
ServicePropertyxe X & :
FB2 whisE/m] | 2RBY SR
%
service_id | Wi% String IRBARSHYID
propertie | @Ak Object RBIRSHELTIER, BRFREREXEX
s A9 ERIR B TE X o
event_tim | A& String IRBREHMIBUTCRTE (18
e yyyyMMddTHHmMmssZ ) , #0:
20161219T114920Z,
& _ FIREIRA T ZS M S HIRL R
AT, MR ERAYELAESRIEE.
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
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ERREI
{
"services": [{
"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
},
"event_time": "2015121271212122"
)
{
"service_id": "Battery",
"properties": {
"batteryLevel": 80
},
"event_time": "2015121271212122"
}
1
}
2-99 iFK Y
& MOTTH-17.1 - O X
Il Extras Help
‘ Disconnect ﬂ °
m Subscribe  Scripts  Broker Status  Log
»  $oc/devices/{device_id}/sys/properties/repart - W @il Qos1  QoS2 Retained o
{ "services™: [{
"servic‘e,id": "Connectivity",
“properties": |
"dailyActivityTime": 57
i
“event_time": "20131212T1212127
L
f
"service_id": "Battery”,
"properties": {
“batteryLevel™: 80
1
“event_time": "20151212T1212127
}
, 1
“ . ”» A S < e,
H#I3 BE “Publish” , ATLIEYIBNES EEEREEAMRINLIREWE
2-100 & LiRE4-batteryLevel
IoTDASR / EEEE / REiFE
< |- ® 0 ===
UEEE  wEGES WA @SPT BERE osme  Tes b2 me
me=sEe ) Q

EFEREE

batteryLevel

batteryLevel (%6 %)
batteryLevel

80
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2.7 FEKTIE

2-101 EF LiRE%-batteryLevel

< |ttt

Devicelnfo  Cloud Rur

fleseee

s

SRENMNEFRARIES

e

EaZFFE T WebSockethfIMQTTHMY,, (EETXIEEERIN FAEFSE/NMEFATLAR
EREEAZIPEARES . AL “BEIEKT” b, BEEIMERFENSRS, TF
AIIREIBIIMQTT over WebSocketGEIEZIMIEANFES . HIREUEFRIZW S SR
ESUE R
Rig:
ITIgE EIR—EBEEYEBEE (luminance ) REE; BRI TSIFmiE =SSR
@< (switch ) , EEKT HIRAGEUESTUI0ISONIET

BIRSM
o CEEMEIRERKS. RiEMoIRH MRS .
o ERMELBFNAIE. KEAATEEN= EBRFILFINIESTHIAE, BN AER

IRERENINEE
. EEJ‘E&‘%E’E)\HE%O RFBUBEIEEENRSS, BE “ZAMER" EHEZ
HE?D )

Bz
BASERUNT:
B TR, SIE—IMQTTHMYAI™ M.
TE2: FARFRER., BEENTRIEE, EYBENESEE—MIBTRE, XiFE
RREE. TRIETHRESHS.
HIE3: FNEE . ER—TIMQTTHMXANESS, AISEEE LIRSS,
T4 ERHMENEREN . FRMENMEFSEFEEIERNES,
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https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
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Bl m

FmeRENEE, BRLBRRENSHHERREHARER—T M .
B EREWTHE, REENSHE ‘R’ , PEREALMR “QIEF R .
S RENERTESSH, ARSE “IEE” .

EXER
PRERIFEZ | FaBiSHtIZT mARERARRZE T .. WFEFREERM
8] RRTET, MOCEBNRIRETE . WENNAIRRTE, 5

SRl RIRESE .

FE AR BENX, WNStreetlight, ZIFFE. MF. T (1) . &EFH
(-) ROFFFES.

I ESiE EEMQTT,
#Ergl 1E#E2ISON

IRERBIL | IEEREENEE
2

IREFE Streetlight

----2R
F A amtEEd
B RIS RETIISH R, BEmmEATmEE
T2 FEmiFEE ‘BEXMERT T, B ‘BENER” |, BEEFmAIRS .
$I83 HI0ARSS “BasicData” o
1. £ “FFIRE” TmE, ES “BRSBID” . “BRSBEEY” 0 RSB , BT
“tRE” .
“BRsZID” : BasicData
“IREBREYY ¢ BINFIIRSBIDIRIF—H
“IRSZHEIA7 ¢ EIRERKTEURE
2. £ “BasicData” HITHIERETRT “HINEM" , ESHEXEER, BF ‘1A

[l
o

- “BMB#R7 : luminance
- “URSERYY : int (BBRHEY)
- “HIEINPR” @ ANE. A5
- “BUYEEE" : 0~65535
- fBK7:0

- B REE
FIBA RINARSSEE! “LightControl” o

1. £ “BEXMERT TBRE RIS , B “RSBIDT . “IRSSEET M CBRSS
#r” , BE “HE” .
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https://console.huaweicloud.com/iotdm/?locale=zh-en#/dm-portal/home
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

IREFEAN
S 2 IREEN

“BRS31D” : LightControl

“IRSZEEEL” ¢ BINFNIIRSIDRIF—H
- “ERSSHEIAR” - BEKTFRKIEH
£ “LightControl” BYTHERBETRTE “HMGS” , BMAWRSEIR “Switch” ,
£ “‘HhiEmS” WM, B ‘WEMASET , EHEEXERE, BE ‘H

=R

E o

2-102 FhiapSSE-value

>
Fhigse
* BIER value
EITERS
1128
* FEEsER string( =) e
& K EE o]
== =] ON,OFF
61 024
¢ .
[ E | GE
),
-

RS
£E £EERfIaTE, BEANSHE “%& > FIERE" , 2E “FHRE” .
£ RENHRREERESSH, ARRE “‘HE” .

SHEWR il

PRERR=E | HFRIENFmEABRERE—1RREZE.

g TR LR 2B m o

s, >

1‘5%*/ N \EE_'! ElEInOdel D I iﬁ%uﬁ_&l’%fih_ﬁ/q o EEIEES{ ’ EE%I?*D%&??H

|
20

B o
BB Bldevice_name, ATEHENX, Hlstreetlight,
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IREFEAN
EfESLE

SHEWR A8

IREFINIERE | & “&R7

R HATES, YEXMFEESEMER.

BIEAESEE, TAEBHEMIRSIDIIZE, BEEFREIFRSID (deviceld )
%48 ( deviceSecret ) , FAFIREEN,

2-103 1R F- AN FRLIN

@ igEtIERY :
EHEmoELI MEEEE.

AFirEE, SHTEETERAAAN, IEwsEd, BTt

EfEETER.

- SETH

TR
(ERHEINEFEN
SH TR IVEFRAITE,

$E2 THHLEHMEFAEIR, ERMEFREIRIIAMEIMEFREAIE, WTE
PR o
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com/IOTDA-websocket-demo.zip
https://developers.weixin.qq.com/miniprogram/dev/devtools/devtools.html

IREEAN
fESLE

2-104 RHE/NEFTHITIE

----- WeChats 14:33 100% (s v FITTOASIEE 1 AR

e | ® oM tjs t: function (
v IOTDA-WEBSOCKET-DEMO self

Fattht  iot-mgtts.cn-north-4.myhuaweiclou > BB images r\ : ://°+ this.data.host + "/

2D 60753b14594ebc02c041836f test06( v gp

IRERTRD  eeeevenes

Hi&:
Thu Jun 10 2021 14:32:30 GMT +0800 (FEITE
TiE) - mgttOverWebsocket onConnect

wvar defaul

var retryT

var timestamp Format("YYYYmnddHH', new Date())

~  const opti

password: CryptolS.Hmacs ret, timestamp).

clientId

connectTimeout:

FJEgtopic rotocolVersion:

INEFRMTREER, HSServertthtit | IRFID. IREEH. BIRIELIREIEANIR
BHEREE.

o Serveritbilt: BIfRSSEEHZ, SEFEEWEESEIXEL “MQTT over WebSocket”
MY IT R A3 ;

AR

ELRBARSEEI “MQTT over WebSocket” HMYISRIAUIEZ 9 iot-mqtts.cn-
north-4.myhuaweicloud.com

o IRFIDINREER: AXEIREL,
MISIEFEREIMIEANFES
FREBIENREER, BRBEEIEMNES
AR
BEHVENEEMETRE TR FE-ANRE-TRNEESS, SHIUEAE, BEMER

fk‘)'éu‘-/J\%EF%%@E%E-FE%@-HE%%E@% iR Nsocket &S ('wss://+MQTTEEAME
i),
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section0
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B 2-105 i&EE2IFEES

SEatiht  iot-mgtts.cn-north-4.myhuaweiclou
1REID

IGRBD  cescoses

BH&:
| - (PEE
i7]8]) - mqttOverWebsocket onConnect

EERNES

BHIERFIFARE, Ea. REIDIIFHAIERIBRT, TJUERETREER
pel, AIEFARERRENS, WTE:
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FIB4 KFaTopic

z*ﬁ TopicEiEIREEMEFE LIRECHEMIER, FANRERME LiREOX

ERUSIERPIIM T HRBHEHIEITNEE .
&K*Topic/a, DemoFRHEERIT:
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3010.html
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2-107 LiR#EURE

topic $oc/devices,
{"services":[{"properties":{"luminance":2

0},"service_id":"BasicData"}]}

Hi&
| GMT+0800 (FETE
1718]) - topic:$oc/devices/
/sys/properties/report
GMT+0800 (FFEME
i718]) - publish message successful

RE LIRBIURINEIEREFEREEESR LREM:
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/device/all-device
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2-108 &E LIREUE-MQTT

| —— = o .

BEER  SMETOS  ZWTR  BERT  MEEER  oske  TFeE  Ge e

nnnnnnnnnnnn

nnnnnnnnn

85 {JATopic

I TR topic AR B A LB F AR H% T RtopiclINE, X FFaME opicIS%
TopicEX .

BEE, WRAITHTopic, TREASEERITFISE:
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https://support.huaweicloud.com/api-iothub/iot_06_v5_3004.html

IREEJXZ)\

SIER 2 REEBA
2-109 175 topic RHE
topic $oc/devices,
Hi&
GMT+0800 (PENE
T718]) - subscribe topic:$oc/devices/
_/commands/#
\ GMT+0800 (hERE
1718]) - subscribe message successful
TE6 B TERDS
INEFRIHENTES N RESHINEE, EMQTTEESTAFRINITIETopic/s, BILATE
EHERZFFEPNZREHTRSHS TR . TAKINGE, EMQTTHIEFREH
}szlhz U$ -FEQAIREEE'JHDVO
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
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BIan RSB ALightControl: Switch, SEEHIONAIGS .

2-110 @3S F&-MQTT

<

BEEE FWEIAST  ZMTR BT MEmE  Gsss Fes hE

L=TE ®eTE

EET RN AR TED TS BETASS, SNOTTERREARSSS TS, NBEERTRRsBETE

B TRMINE, DemoRERTINT
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RIEHE 2 IREEAN

B 2-111 BlHSR
topic $oc/devices/

HE

| GMT+0800 (FEfE

ﬁ@) subscribe topic:$oc/devices/
‘commands/#

| GMT+0800 (RENE

IT18)) - subscribe message successful

| GMT+0800 (FENE

T718]) - receive message topic:$oc/devices/|

I i /sys/comman

ds/request id-=

i GMT+0800 (FEtE
1718]) - receive message content:{"paras™:{"valu
2":"ON"},"service id™:"LightControl”,"command _
name”:"Switch"}

he - a GMT+0800 (*@tﬁr&
ﬁlET_I) - response topic is $oc/dewce5/
/sys/commands/res

ponse/request_|d=

I

be S S GMT+0800 (EF'@WJE
i‘_nE_I) - response message is {"result_code":0,"re
sponse_ name":"COMMAND _ RESPONSE","para
5":{"result": "success 1
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2.8 27 BearPi-HM_Nano F4&#x#1 OpenHarmony3.0 X3

£ 1oTDA
AN EENEEFOpenHarmony 3.0 EZNI0TDA, LABearPi-HM_NanoFF &1k 9
f5ll, {EEFhuaweicloud_iot_link SDKXH LA =YIBAM S EERIZ. EF
OpenHarmony 3.1 RESRASE G
BSR4
o EIFMEAZERWS. KRIMAIRIFMAEmTHKIEM.
o ERMEBHNALE. RERAEEN= EBRFELFINETHIANE, SNTEER
REENINEE,
o EFEIRBEANIRS. AFBEUGOEEEANRS, 2 “SEBEHR” EHE
ZAIRSS -
[T ES7 N
BearPi-HM_NanoFF&#R. E53_IATH BIER, Type-CEiEL%. PC,
/LS N
sEEEREXE, BEREIEEETFIDESRSEETFHSTA, HE
BearPi-HM_Nano=FE=5:/FAHi3861, FHIMEEIMEINEELE%HI3861 X NI E,
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https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny-oh/docs/OHOSBUILD.md
https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://gitee.com/openharmony/docs/tree/master/zh-cn/device-dev/quick-start
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SB BREWEHE, SREMSHE TR, PETELNN SIETR .
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ERMER
PRERIFEE | FaBiSHtZT mARERARRTE T . WFEFREERM
8] RFE=ET, MOSEREIRIRETE . INFXXINAVRIREEE, 5

SRl RIREE.
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/home
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/BearPi_Agriculture.zip
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https://www.huaweicloud.com/product/iothub.html
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Test_1 v
MOTTERMEEEATRTFaTESt opic, ESECITREopicfIZE 2
Test_1
0/2,048 #

X S00TES

SHEWR

il

PR &Rz a)

EFLE TR RIRTE

FriE@r=aa SRS EEIT M. WigE, 1558E~m.
REBIRRA Blnode_id, ESMIZEHIIMElI. MACHELEESerial No; &iSBE

LR, MERENFHER, KENEATFR, RArFE.
] RIS (L) &EES (-) BES

IRERMN

Bldevice_name, TTEEN -

IREFINIESRE | &] “&R7
=5H IREER, JEEN, NMESYBENTEESBEIEM
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IREEAN
EfESLE

2 IFIEAN
2-117 1R EB-EAhRERID
b4
O isSeIERI

EFEaaELMEEEE.

HEiEe, THTSSRENAATL, (SR, SRS - SEEE
BIEETER,

R

AR
1. REEMAINGE, BZEREFRBIDNER, BTFREEANTFAINILE.

2. AFPERRK, RGBT EERREMHNER, TELKEIEMRENERIZER.
3. BFAERESIRMBSABERNIRE . MRRERSISHE, SZRIEE,

-

Huaweicloud _iotlink SDK {5
1 TZJRI3: oh3.0_hwcloud_iotlink-master.zip,

$I2 B AR EEE N EIOpenHarmonyi B3R B R Fa9src->third_partyBZRH, Itkab
FEFERIZE0penHarmonyFlHuaweicloud_iotlink SDKIERIE &N =FEEZ(FH
OpenHarmonyR9ZES {4, a0CISONFImbedtls,

&3 7E£OpenHarmony 3.0iEf3device\bearpi\bearpi_hm_nano\app\BUILD.gnAFRINEI T
18, RE4EEFFERRERRRFdemonliEsE

"//third_party/hwcloud_iotlink/demos/mqtt_tiny_v5_agriculture_demo:mqtt_tiny_v5_agriculture_demo",
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IREEAN
L 2 IREEN

2-118 demo BY9EE

< BUILD.gn

import("//build/1i nent.gni™)

ite_component(“app”) {
features = |[|

(MR

T EF2HFEBMQTTIHEE A =HIdemo, HiiNiZdemoRIBUILD.gnX {4, EAINE7Fr=, E
PAXEE SFFERIEEFIWIfilE R ES, BRIGEIEMQTTIHERL IR —LEEE i,
Wcson, mqattiEk. osaltlBXLARECEENM, CRIEFRRRFZGNEERF
hwcloud_iotlinkE, fRiEITSIZIRIEERERENZ RN ERNELN CUE R TRIE .

2-119 KFBFmIEH

= = BUILD.gn ..\app M LD maqtt_tiny. v5_agriculture_demo M A iot_configh T3 (]

I aREE
ITWORKSPACE
> grpc

< demos
> hello_world...
~ mqtt_ti

> include " T c -
(&matt _tiny v5_ agriculture demy

£ BUILD.gn sources

matt_v5, agriculture

= BUILD.gn

test_mainc M

app_demo_... M
.mik

~ hweloud_iotli...

£ BUILD.gn
iot_config.h
iot_link_con... M
link_main.c
link_main.h

2 inc

2 link_log
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3= hz)\
RIESHK 2 IREEAN

2-120 demo B9ZEREE

TotMainTaskEntry(
link _main_task _entry()!:

( ) osal task create askEn ,CloudMainTaskEntr
{ ) osal task create kEntry"”,SensorTaskEntry,

‘TotMainTaskEntry)y

(MARY::|
B8 AXIGE RMQT TR ZE N = TN RAI— L B s LA R dsHORESZ i, NOEREL
loTMainTaskEntry () 53 @456 link_main_task_entry ) EREL, SEif{RosalfZEELA R EithED
ERIIA

TR RESH.

2-121 2Hg

A E=

kBECHE Elﬁ&iﬂﬂﬂ’]&‘ |D*Dw%ﬁ$ﬁ, ,I%EELR%WE?—JZ 4G$ﬁExEI’an°|o
(2) MEthHEX ABERHAERE “‘25” i “BAGR” 8FIEAMQTTIMNUE

HE,
(3) WiFFRR, DAIDEFHXMBLSTHL, XEFA—NE. AJLISEE2-112
XSRS o

(4) RFRE, KTIFFRIRRESETE(R, REEB.

(5) BRXAEETFOpenHarmony3.0hAs, & AEMRAIZE(EIERNBUILD.gn
45| NBYOpenHarmonyBR3EE1RE .

e
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IREEN

REEANFS

KBRREIRER

2-122 & HREUR-MQTT

10TOARE) | EETE | REHE

REEB  ETAS  ZNFR  AERT aEke wE EE
Ee -
(). dolarFSHs). ScharHEs
=X Q EFEFEE

Basichata

LightControl
luminance

L
25TE ®  ors
RPN loTEE
HELR HELE

QR 2024/07/06 16:05:04 GMT+08:00

£iEES000y(ES: { "service_id" "Streetligth”. “command_name”
"SWITCH_LIGTH", "paras’ { "SWITCH_LIGTH": "ON"}, "send_strategy"
"immediately”, "expire_time™: 0}

JRIB 2024/07/06 16:04:24.813 GMT+08:00
{serviceld: StreetLigtn, data: {ight_intenaity"32,Tight_status™:0}}

002000

= 2-124 HEER

clients <1> :
mac_idx mac addr state
0 201131081a50 10 0
[DEBUG] [3690] [hub_step] hub_step:enter
[DEBUG] [3690] [dmp_connect] oc_mgtt_connect:server:
[DEBUG] [3700] [dmp_connect]
[DEBUG] [3710] [dmp_connect] oc_mqtt_connect:user: .
passwd:

AAAAD00D

oc_mgtt_connect:client_id: e«

0100014F4E

lease

[DEBUG] [3720] [dtls_ssl_new] setting up the SSL structure

[DEBUG] [3730] [dtls_ssl_new] set SSL structure succeed
[DEBUG] [3730] [dtls_shakehand] connecting to server

SERSR X EEAAEREET

SSHA 2024/07/06 16:05:05 GMT+08:00

SRHAC 2024/07/06 16:04:23 GMT+08:00

© BIBRIE 2024107106 16:04:23 GMT+08:00

tries rto
1

port:

[DEBUG] [3930] [dtls_shakehand] performing the SSL/TLS handshake

[DEBUG] [4370] [dtls_shakehand] handshake succeed

[DEBUG] [4470] [dmp_connect] oc_mqtt_connect:recode:0 :SUCCESS

[DEBUG] [4470] [dmp_subscribe]
[DEBUG] [4480] [dmp_subscribe]
[DEBUG] [5590] [dmp_subscribe]
[DEBUG] [5590) [dmp_subscribe]
[DEBUG] [6680] [dmp_subscribe]
[DEBUG] [6680] [dmp_subscribe]
[DEBUG] [7810] [dmp_subscribe]
[DEBUG] [7810] [dmp_subscribe]
[DEBUG] [8940] [dmp_subscribe]
[DEBUG] [8940] [dmp_subscribe]

oc_mgtt_subscribe:start
oc_mgtt_default_subscribe:topic:$oc/devices/
oc_mgtt_default_subscribe:retcode:0:success
oc_mqtt_subscribe:topic:$oc/devices/
oc_mgtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/
oc_mgtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/
oc_mqgtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/

[DEBUG] [10070] [dmp_subscribe] oc_mqtt_subscribe:retcode:0:success
[DEBUG] [10070] [dmp_subscribe] oc_mgtt_subscribe:topic:$oc/devices,
[DEBUG] [11090] [dmp_subscribe] oc_mqtt_subscribe:retcode:0:success
[DEBUG] [11090] [hub_step] hub_step:ok exit

ret =0

oc_mqtt_profile_connect succed!

R

’E (BRXERFERRX, FIXRRISAERERERER
ER), BXRE EEZEELAIE-%NEE@%EO

BEFRTAuULERNME LRNENRER, BaTlidiTen

Tan L TAFRIFERIRE, BiE

O s

luminance x

BEEE

prizioiob

2, TESSE, BEEHA =

BE Strestigth v

e SWITCH_LIGTH v

SWITCH_LI oN v
EwEtE @) | 2880 R

/sys/commands/#
/sys/messages/down
/sys/properties/set/#
'sys/properties/get/#
/sys/shadow/get/response/#

/sys/events/down
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3= ﬁz)\
RIESHE 2 IREEAN

RETRMEESBRIEN

b —=ybnlilz
(ERAEBSIMEXEZIRS AR SEATIEMESR, s HEINSBESRESS, 55
BREFO, SRS HENENR S IRNINEZES|ELUEN, EoliBidam
A'FEE’JT:“WJ?%JZZ%H_E o
BihmE
RRIEMEZINRIZ FEFR .
RS e [=yavd k55sEH
FEMaSRIATIES e

ke

12%?" EERMSDK Tinyfg, HEESTAIRMEBRSHERAATIECHT R, LASTHIRSE
BRIBE IR

é’liﬁ%ﬁé)\é‘]%ﬁiqué?ﬁ?, EOLTIMEE LR, BT R.

TWEKZLAFN eSIM K&
1. IARRERSIMEXEIRSS, BE “WWXeSIM” , I@TIEHAFeSIME
IREERISIRIR “F8ImEC20 CEHDLG”
2. ERLEWSIMBEEES, 1TBHEE, SULIEER-RIITBgEEITY.

- R EEEMSH=R “SIMREIE” , EE%ASIMLE@JE’J “BRS3
B, REGEERRSHES <IN

- BT IBFEAMSHEN “SIMRER Hjﬁﬁ%%ﬂm@ﬁ‘féﬂ’ﬂsm-'ﬁ,
TEIMETTERENR, fwiE ?ttgﬂk’]fﬁé}: F&, ERIEERITY.
£5) 10T Device SDK Tiny
£%|0T Device SDK Tiny[EFE1ER, RIREMNFL.

FRIMaESERIRK AT 15<
REZIFEMIANLE, FEHTREMFTL.
o REWEIFETROMZMESSUT:
{

"paras":{
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IREEJXZ)\

BIESCHE 2 IREBEN
"iccid": " xxxx"
1’service_id":"MobileConnection",
"command_name":"SWITCH_NETWORK"

}
E 0o ASIMKIRR, BEttRBSEEARZE.

o RBFWEIGSRE, BITTIMNIES:
AT+HWICCIDENABLE=XXXX
E: oo ASIMERRE,

Bl

1. IPEEEEARS, BE “YEMFERT HNRBEBENETES . EFERISLEl, B
HLBIRAEEN

2. EEEMNSHER “F@m” , BEEMR “‘ClEER” , 2ETXRESFmIE
KEE,
BEXER
FrE =Rz 8 ETHIEEIFERERIRTIE,
FEERBFR BHENXIES, flSwitchNetwork
IINE St MQTT
HIBHE JSON
FriEiTl T FRAEIEIFENAY T
wERE FEREEMENTRIRE, S851X

BOg&EER, FEERRNRESE
B,
3.ENFRIFER, B “‘SNEERERT |, miREERSIRA IR
“MobileDevice” , BF “faBE” ,
MobileDevicetEHhMobileConnectionfREZH/E 45 ER
I = iR ANINES
iccid SIMR#riR 898604421920COXXXX
imsi ErEn B PIRBIES 460046240XXXXX
imei EFRFE s &R B 86761 T00XXXXXXXX
operator BihgENMBIZER | 46000
( MCC+MNC)
rssi R ESEE -40
cellld = /XID 1106525
lac UEXT 12345
networkType L& EY 2G,3G,4G,5G,NB-loT
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IREEAN
EfESLE 2 IREEN

MobileDevicet&ZIFiMobileConnectionREZHI B iR
modelType 1=PRS EC20 CEHDLG

g
. EEMSHE, BE “IRE > MERE” .
2. B EEET , REBUTEREESSHE, B “BE” , THIRSHINE
o
SHBIR A8
FrE&RZS |8 gﬁﬁ’f&i&%ﬁﬁ%ﬁﬁ%@, S 3EEAR R ERIE—
FRr/Er= mm R3O~ M.
REBIRRAD Binode_id, {EENISZAYIMElI. MACHBLEEESerial No; &%
BELIRE, HEAENFESH, AREXZEFIHFAHM -
IRBBIR BEN.
IREBINIESEEY | iR “ZB5R7
%4 REEH, TEEN, FMESYBENIEESSERIER.
REBEATFA
FiE—:
ERILMERMQTT.HEIIERIEATS . IREHEESE EEFAMQTTHHYAIEL
BERIT,
FiE—:
A LMFERE B RSB NRSIEMIIESDREBEATS
Bt iR
ARXFEBMQTT.HEIIEE LIRME S SBESEIE.
1. EEPublishid®, MINIREEM LiRAYtopic “$oc/devices/{device_id}/sys/
properties/report” , Ef{device_id}5iEAMEEZATRENANIRFIDIRIF—E, &0]
LMERESLIRE HRESE . T FAES HRNEME, BdPublishikil, Biknj2
EigEEM LR,
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3= hz)\
RIEXHE 2 IREEAN

@ MQTTx-17.1 - 8 X
File Extras Help
[ Disconnect -0
(Y subscribe  Scripts  Broker Status  Log
»  $oc/devices/5f47b70a5d28ab02bd9576cc_123456789/sy ¥ m Q@ Qost QoS 2 Retained

‘event_time":"20200828T071010Z"

2. fEEflE REIIRT PREZRE, BE ‘BF7 , #ARSFER. AIRE
iéf%g%ﬁ;;?gt?ﬁﬁ’]%ﬁ%o A LUERAPIEE RN LIREIE, FHEESEE
SR

2-125 &F _FIREIE-MobileConnection

BEEE  TRIOES  STA  AERT ASEE  ASMR TAS 62

eFEF
13266668888" "123456789" "123456789" 00102
80 1 o3 o

odelType
"MobileDevice"

TERRMENGES
AXERMQTT.ELIR BN GRS -

1. TEMQTTfx, ﬁ?:pSubscnbeJ\\_\u NI # S Htopic “$oc/devices/
{deV|ce id}/sys/commands/#” , B “Subscribe” , BEZ S TAERIESE
antopicliFE, ( ,é’,t__fl«lﬁﬂiﬁiiﬁﬁmﬁ]topic )

@ MQTTXx-1.7.1 _ X
AN Extras  Help
i Disconnect t - o
pubtish [T scripts  BrokerStatus  Log
$oc/devices/5f47b70a5d28ab02bd9576cc_123456789/sy ~ - [ Autoscroll ]
«
Dump Messags e QO
Topics Collector (0) Scan

2. TERSIGESIEER, #A ‘SHTE’ TE, BE ‘HOTR’ , BF ‘Th
RS’ . CEILERAP TASS, EMESERSHOTE.
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IREEAN

RIESHE 2 IREEAN
2-126 a5 T~ &-MQTT
IoTDASR | GEEIE | BEHE
<1 L
wEfEa THETEE ﬂ BEHT AR B Fiasm =
savs woTH
O uEasmH 2 TE. NBRETSS:
AR
3. TEMQTT.fxAYSubscribel@, FWEITFETENTS,
2-127 EHWFE T RS
@ MQTTfx-1.7.1 - a X
[ File RS
| Disconnect -0
publish [T Scripts BrokerStatus  Log
S$oc/devices/. /sy ¥ [ Autoscroil TG
$oc/devices/* /sys/commands/# $oc/devices sys/commands/request_id=( 1
Dump Messages [LUT Unsubscribe $oc/devices/ commands/# Qos0

Topics Collector (0)

/sys/commands/request_id=
nds/#

{"paras":{"iccid":"13266668888"},"service_id": "MobileConnection", "command_name": "SWITCH_NETWORK"}

4. FRBEAOTIBEAEZATIES TRMETIR,
a. ZIHUSBIREN:
i iEfTexeX ¥, RIBRERTHITRE.
(0 88
AR RICECRIUSBIREIRRA AR, 1BEAR] FIKNFFEEKRINIKNTEF .

i IENRENINE, EEFRIRRIUSBEOZIPC, FHITHEIR, OITERE
BEERPEEINEHERORE.

v [§@ B0 (COM 0 LPT)

i Intel(R) Active Management Technology - SOL (COM3)
0 REATIEERENEE

RIE A SRS
§ Quectel USE NMEA Part (COM19)

b. (ERROTEIMENLE.
i EfTexeMfd, RIEFEERHITRR
MARY

AR REEMNEOTERATE, SRR ZRBMSERNEO0TER,

i. FIFEOIR, SEEEMEATEO, BIERIEEN115200, B
“Open Port” ,
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IREEAN
L

Select File | [D:\SDE\BCZ6YE1509120255002061434T0000084E

[~ Save Log | [ \Wserst1004483284 Do cunents\QCIA_LOG txt

Load Test Seript | Clesr A1l Commands

Save ks Seript

Delay Time(nS):

Q. QCoM V1.6 - O X
About
COM Port Setting Command List

CO Fort: [z v | [Bandrate: [115200 || StopBits:[1 ] FPerity: [Home = ) oo 0 Bt HEX [T Enter  Delay(nd)

[~ 1: [AT+HHOCHATTCOMWECT=0, 30, "48. 4 95.24° [ [ [

ByteSize:[§ | Flow Control: [No Ctrl Flow v I~ 2: [AT+IWOCMOTISEND=L, 102, [ mselype : + [ [V |

[~ 3 [ATeODMTTDISCOMMECT 0 [ [ [

I~ 4: [AT+HHOCHQTTSERD=1, 102, Th2zedraeTedn [ W |

5 fawesy W [

[~ 6: [AT+HHOCHRTTCOWECT=0,30, 121.36.42.. [ ¥ [

[~ 7: [AT+HMOCMATTCOFMECT=L, 30, “iot=bs.en | [V |
[ 8: |AT+HNOCMATTSEND=1, 109, “{"nsglype™: " [T W

[~ : [ATOMOCMTTDISCONMECT [ W |

[~ L0: [AT+HHOCHRTTSERD=1, 109, Th2zedTaeTedns [~ W [

[~ 11 [ATWSDenable [ [ |

I~ tz:[aremccist. 0200 W [

[~ 13: [AT+HHICCIIENABLEG94460070319616376: [ [V |

o4 farawen @ —

[~ 15 [ATOMOCMTIVERSION [ W |

T T el )

e [areopse T W |

[~ 18: [ATWPING=I, "121.36.42.100° [ W [

[~ 19: [ATWETNG=I, "48.4.93.24° [ [v |

I~ e0: arecem@e [

I~ 21: [AT+C50 V¥ [

[ oee:[ateesy [ [

< T T g N i [

. [ eafarercc; [ [

(Elear Taformation | [TDIR [ KIS [ View Fils [~ Show Tine me A e - | —
Taput String: I HEX String ™ Show In HEX [V Send With Enter [~ 27: Jattgefe="dizable_backeff lte” W

28 fatvogdooner [ ¥ li

I~ 29: [AT+HHOCHRTTICORNECT=0, 30, "121.36.42.. [ ¥ [

Ran Times: [0

1000

[= | (== |

I BRFRRELLN, BNATHRSAREIREEIToE BT LS.
BN “AT+HWICCIDENABLE” SepkMZ&tIR ., NepkInfGE, EaTLARIE
SESIMBIZIRSIEHIE “‘SIMEER ¢, B “REZFE sELEE

FERTHEE,

Q QCOM_ V16
About

[m]
X

COM Fort: |12 Baudrate: | 115200 Stopkits: |2

ByteSize: [g Flow Control: [o Ctrl Flow

COM Fort Setting

Farity: |Hone

Close Port

[2020-00-01_16
[onzn-0a-01 1

2620562 AT+HNICCIDLIST

0 EAE1HWICCIDLIST 0K 3, {[8944500703196182635F, 1,01,

[B988

[TE0Z0-001 15
[z020-08-01_16
[2020-00-01_16
[2020-00-01_16
[2020-00-01_16
[2020-09-01_16
[e0e0-09-01_16
[2020-00-01_16
[z020-08-01_16
[z020-08-01_16
[z020-08-01_16
[z020-08-01_16
[2020-00-01_16

,z,ml [B988 L2all
RARz 1
2629 814JAT HUICCIVENARLE=5986 |
26:29:534] *HWTCCIDERABLE (K
2629 :634]0K
26:30:770]
26:30: T70]+CPIN: READY
26:30:786]
26:30:7861HQUSI: 1
26:31:120]
26:31:120]+QTHD: SHMS DOKE
26:31:188]
26:31:188]+QTHD: PE DONE
26:34: 411 JATHWICCTDLIST

TITIFAPICCIDLIST 0K: 3, {[8944500703196182835F, 1, 0],

oo T
[8988 12,11, [saaa 2,00}
E0E0-09—01_16:26:34: 411 0K

Command List

I Cheose ALl Commands

1 [ReEOOETICOTES, 30, "5 4 55 5%
I 2 [OUOOETISE L 102, Taedlipe” ™
P —
T o —
= —
I s r—
o —
15: [ TECTORASLE=G0603 | TAEE 046256152
O o —
e T a—
I —
I o
I e T —
O = o —
row e

I e I B

[2020-09-01_16:26:30:880] DCD:0 CIS:1 EL:0
[2020-09-01_16:26:31:114] DCD:0 CIS:1 EI:1
[2020-09-01_16:26:31:298] DCD:0 CTS:1 KI:0

Input String

Clear Information

Operation
[” DTR ¥ RIS [~ View File
I MEX String I™ Show In HEX

Select Fils | [C:\Wsersil
™ Save Log | [0:Wserst

Dasktop\send. jzon

[¥ Show Time

[V Send With Enter

Send Command
Send File

WDesktop \QCOM_LOG. tat

[~ 21: [aT+C30

I~ zz:[arecesy
I z3: [aTeceTe
[~ 24: [ATHPTNG=L, "iot-bs. cnnor th—4. myhus
I~ 25: [attogreg?

I~ 26 [st+tqzoftsincfz="nicc’,0,0
I~ 27 [sttqsoftsinefs="uicc", 1,2, "elICC°
I~ 28: [at+qofe="rommserviee”
el

Load Test Script | Clesr All Commands

Save hs Seript

HEX [ Enter
r~ 1
r V¥ z
rw_s
r V¥ 4
IS 5
r V¥ 6
r V¥ 7
[ 8
r V¥ 9
w10
r W~
[
[
Vv 14
[ » 15
I 18
[N T
vV 18
IR 18
[ -
I 21
C v e
[ ]
[ - |
[ -
v 2
MW et
[~ 2
[ -]
Run Times

Delay Time(nS):

Eun

T T

1000
100
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2.10 ETF Jmeter TEHiH{T MQTT tHRENIH

=ieE

HURRSR

HUHAES

EEYBEMEARIAR, SRYBMIZEEEMESHARE , KERSEBEANDERE
B ML . BEMY AR GRS ZE TR TR AL . 10TZHIERRT, X
ERTHRENKEBANEE ., ANXNBUNaFERIMeter TEXFERIMQTTHMNIE
NBESHITHREEN .

SRR S =T

Mifin s :

o EHNBEMEREBERNTELZ, KIEFERKEREER.

o EHIRBEBMAIRI00GHE LR, WIEF&EELIEEE,

ML :

. Eiﬂﬂ?ﬁﬂzfﬁ: HLAREEBNRSESNRTTS (158&FFEZL. 200TPS;THE L
TT) -
o [ENFAITHL: JmeterBiTHIE, MU

& 2-11 [EUHATHL

%@J% FUEEZFR | vCPUs K7
B

Bt | s6xlarge.2 | 4vCPUs 8GiB

HHs6

AR

BaImeterfliTHRZ RIS HIREEL, NMRFEERNUESTSHELIREHAILUERER
ZHICPTSERSS, #ESEImeterfiTHl, LUHEISNHAIER,
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ELH',EE

BEERENRS, MEeTERE, #SULLARSEARKANRE, FE LB
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ANEFHRRERETF, BMENEEETRET F MABHERETE ., REIE!
BXEMNEXE, BEATEE.

BRI mI A
SB IHIREEANRS, BE “ZEMER” HEANREENEFIG . SEERILE], SESE
BIREHN.
SR2 EFAMNSH=R “Fm” , ARREPEERE- mER SRR .
$|3 BEAMR ‘SR , IRERTE M, HE528E, BE “HE”
EAXMER

@A | BEX, fNaircondition
PNNEEEY | EE “MQTT
RS | %&F “JSON”
FrEfTl | BEX

IREEE

SR P meERING, BREMNAFmENTRIFERE.
SIS EENMEERNE, BE ‘BENEER” , 2E TR, THl-miEEEE.

ARS5 £
RS AR$3ID: temperature

ARSSZEEL: EINANARSS IDIRIF—HK
B BRI temperature

HESEAY: int
HIERPR: BiE. AIs
KE: 1

£B6 HA 2% > REIM” WA, BE EMRE” , SETERESSH.
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* FfEr-mm Test v
MATTERREEE T RTaRStopic, EFCIIHtopicFIF
* FERAE Test
FEID
EEER
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012,048 4

X509

H
Ii
|
i
Bl
)]
L2

I}

9
fi}
III

SHEMR 5488
FriE@r-n ERELEEERIFCIEA M,

REIRRAS EIJnode id, IEERZEAIIMEl. MACHEEEESerial No; &86EH
LR, EEBEXNFEMNS, HENFEEFAE/,

IRERN BEX.

RN | i B
w4 RETH, TAEY, FESHBNFAREHNER.
e

BCEIRER

BRRLLEEANANEREERE FIIERORERESF, HaliERE
BANEHRREREF . BELUEREENEHERBERERF .

B %iﬁﬁﬁu EEAMSHIER ‘887 , BESBRERIMINSSEHARIEERTA
R EA9F Iﬁﬁﬁ °
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IREEAN
S 3 IREEE

2 kI RETF WL, BE ‘BHEET .
B3 EEEEOPMARS BN NAVEIEE ., tabZE “temperature” BIEME25,

3-16 BLEBIREB

BHEE

0 CERARAR TS NEYE, AEIETEE.

B Eft EEE
temperature temperature 25
R
IO
BiE—:
EEILMERAMQTT.AIEHIS FIRIE .
1. FEAMQTT.HXEIERTE, FEEIIMENTES . IRFLAESEEEHA
MQTTHMYAEHIE AT
2. &R “Subscribe” TIE, WATRIRE R, FHItopic=$oc/devices/{device_id}/sys/
shadow/get/response/#, Ef{device id}SELELBOANREZIDIRIT—H, BE
“Subscribe” #%§H .,
o .
Publish m Scripts Broker Status Log
$oc/devices/ v Isys/sh = |
3. &#E “Publish” TRE, HINBRIRER, FHITopic=$oc/devices/{device_id}/sys/
shadow/get/request_id={request_id},
4. WMAN—FIRBUKEFFANER, BE “Publish” 1%,
il
{
"object_device_id"; "rrrrkr
"service_id": temperature"
}
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S

Wubscribe Scripts Broker Status Log
ﬂ $oc/devices/ /sys/sh

T
L

"object_device_id":
"service_id™: "temperature"

et

5. &R “Subscribe” ¥, BEIFATRINRER FHIE.
Publish m Scripts  Broker Status  Log

Soc/devices, sys/sh ~ [ Autoscrol
$oc/devices/| /sys/shadow/get/response/ @) | $oc/devices/ 7/sys/shadow/get/response/request_id=001 1
Soc/devices/ sys/shadowi/get/response/# QoS0
DumpMessages  Mute  (EELEEC)
$oc/devices/ L /sys/shadow/get/response/request_id=001 7
Soc/devices/S sys/shadowi/get/response/# QoS0
opics Collector (0) Scan
$oc/devices/. . 4 '/sys/shadow/get/response/request_id=001
Soc/devices sys/shadow/get/response/# 2
) 14:38:37.52717346 QoS0
{"shad [{"desired”:{"properties”:{"temperature”:"25"},"event_time":"20200525T063815Z" }, "repor
ted”:{"properties”:{"temperature”:26},"event_time":"20200525T061501Z"}, "version”:7,"service_id":
"temperature”}],"object_device_id": '}

k=

ERLMERREIREFEARSITEMIELREEANTES, RESWEIFETRANR
F, EERNTURIREE.

3.3 (FFABEEN Topic EIEEAZE

=R

BE X TopicIREFTMQT TR EEAMBKMESRIZR, XFRREHEE LR, F

BHETAENTopicHTEREN . 1RETopicRE, RAMAISIARMWSEZELE,

%‘%ﬁﬁ?ﬁiﬁﬁ@ﬂ%ﬂiﬁﬁﬁ{wzr@, IRELEE R miEE PE XM LikREEr S T A&
M %0

%ﬁdﬁUEF', N FRARSS SR EIRE LR Topic hERIRERIEIE, FIMESHEIXAE
;I‘_‘\ijg_lo

o ELEMENRSHABENZ, BRAISELIKSEHR.

o EFEIREENRS.

o CEAREEEHSLIEMQITHMNERN m. FIRFmiEE ., HigiRE, Bl
fa FPAF miERAERR SHEAREAT, B2E &~ m. FR~mE
B, EREMREsE TR E .
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IREEEZ)\

S 3 IREEIE

o ERURSEMTEAZENERE. BNRIFET, BSEEREN,

FEEE X Topic
BB TSRS EHIBEE Y Topic,

MQTT iR&FHE LR
1. BTREIEANIRS, P SIAMERT ENSSENSEG ., SERENsE), 2
ELBHEEHAN .
. Lh“n%>mﬁ %7, WEARANRE, BE BT ENBEIEER.
3. R SHERE WX, B ENERET RERHIREGNEREEN.
4. %%MQW&%&&%A LAMQTT.fxi&flze ), g HREE X TopicH

N0

File Extras Help

‘ Disconnect a °

m Subscribe Scripts Broker Status Log

»  $oc/devices, wrm

[ Qo... e Qo... Retained o
{

"object_device_id": "temperatureSensor1001",

"name": "currentTemperature”,

"id": "00000001",
"content": "{'temperature’'337"

AR

§EFEI0T Device SDKEEREMQTTHMIEARIRE, EETREEFTB, KBRS LIEN
BHEXTopicEiR,

5 EHBIRENE, JUEERE LRIIEEXTopidER.

3-17 EEHRIRER

10TDAZRE] /| REEE | RS

< | - .nne R

@ [ ==EE

. THRER
BYTER [ETH] RaEE: SeRmiif: I ElesiE
e
SHIE )
2% |oTDA has received the properties reported from the device data{"services"[['properties” [(l} \ @J
{4110, REG20003"267 "REG20004"439,"REG20130"322 "REG20015™657},"service_id" basicData" "event_tme nul;, -
app_id device_id: | i, topic HEWS & B
Soc/devices! X syslpropertiss/report, request_id: 4t
0g00 @ =]
BEETFS FEEEEENEE 10TDA has received the properties reported from the device data {"ser 2024/07/06 16:25:45 GMT+08:00 @ EiTh =25
BEETFL The authentication is successful, device_id: | 3 2024/07/06 16:25:30 GMT+08:00 @ F2% s
BEETS 10TDA has recsived an authentication message from the device, devi. 2024/07/06 15:25:30 GMT+08:00 @ &3 =15
sem 4 [ 10 v 1

6. NABMEITHIELAISIN, REMQTTIRE EIRAIBENX TopidER . BEZHIRE
ﬁg&*ﬁiﬁ, EESEHIEER .. BEUUSERELHREIEIEELZIOBSKETE
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IREEAN

E{ESLEE 3IREEE
MQTT igEFHE &
ArpliEidEApostman, TRABZERTIERES .
1. {EAMQTT.fxiEHIZE, TTIRBE X Topic,
o
File Extras Help
‘ Disconnect ﬂo
Publish Scripts Broker Status Log
U Autoscroll o
- /user/temperature
Dump Messages Mute [ Unsubscribe ]
Topics Collector (0) Scan o
$oc/devices/HH 2%/ user/temperaturc
QoS0
2 nt":"{ airConditioner
() B8
o RCIEBEREX Topicht, RERIESIREE “iT10” IhEE, FHRIFIESEBEN
Topic,
o {#EMIoT Device SDKEFREMQTTIMUIENIRSE, FTEEREBEFF, KREREL]
FAYE E X TopicZ R,
2. {EﬁﬁpostmanIEE}uF’ BUBARTARSEESEO, TAABERTENS
7 o
send_mqtt_message @ @ G ees
» send_mqtt_message
POST ~ https:/fiotda.cn-north-4.myhuaweicloud.com/v5/iot/{{project_id}}/devices/{{device_id}}/messages
2) Body ®
form-data sw-www-form-urlencoded  '® raw binary  JSON (application/json)
% {
2 "name" : "command”,
"message” : "{'airConditioner':’'start’,'mode’:'cold’'}",
4 “"topic" : “"temperature
5}
3. AFAERREEREO, EETAMSEREN. EmS RN, ERTER

K%&ﬁr_‘-ﬂ' o
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query_mqtt_message X 4 eee

» query_mqtt_message

GET ~ https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/ Jdevices/ /messages
Headers (2)
Key Value
Content-Type application/json

X-Auth-Token

Body
Pretty v
L=
device id": eSS e
- "messages”: [
{
"message_id": " aeteuete e e e e e e e e e "
“"name": "command”,
"message™: "{'airConditioner’:'start’, 'mode’:'cold'}",
“topic": Wi,
“status™: "DELIVERED",
10 “"created _time": " selalelelalaleleDlalulelalnle " |
11 “finished_time™: " ouudmmeeeroroeoon
2 ¥
1
b

3.4 MQTT #}{ie OTA EfFFEK
78

MQTT ( Message Queuing Telemetry Transport ) E— M EFEFig-RSBEHIGTEER
mATEE RN, EBNBFITERENBIR, BT EERTR. A ERIMNEIITE
RIS, EeRERNDS, NEREIE. BHHKRINEEMEZIRET

W IFENMIRSS . ERFZENENZERE. Rifbugir. BEINEEMML. UK
IREMRENREFZEMELR, EEHRINBEMATAEE . AEBEIMQTT.HIEHIE
HiggE, FERENZFEEXNZEHHITIREHHK.

(AR
BEFRREAEH A RRE—F, ARERE LRRASHMNSHFRA—1F. BHARLE

IRMRAS XM SE=FEE Jafw_version, IAEFAER EIRIRASIIMSHFER Asw_version,iI5SEG
£ HRRAS
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BELHE 38R
FERE
ik R (BFFBSEEARS ) « win7RUA EARARI6AERIERF ( A
LAwindows 10 64-bitZ&ZiEiN ) . MQTT.AIEHIZE,
BUIRSRY
EFMEATELAKS . R R FMRE AT .
%F—EESZEE%%MMEO RERIEENT ERESTZINE, BUTEFERIRSEN
IhgE,
ei‘ﬁiﬁﬁiﬁ)\ﬂﬁ%o KFBENHEFEANRS, B “SEMFER” EH@Eix
HE?DO
BuHAES
'FJ%%#Z%%%M QTTI(RIfER1.7.1 R EARAR)MQTT.XZFIESEFEHAMQTT.fxiF
.,
iﬁ%ﬁ#)&%o EEFRENERASEEE] RIEK, ARERERIRET
ST, CIEMQTTINYGTR (MNEBREMQTTIMY =R BIFFER ) -
MRS
IBEREE, BEMINKEMA—MRSZEHH (BIBRARESHEAR) .
HEREE
T IHEEREANRS, B “MENFER” BNRBENEFS . EIREAILE, B
Bl E#EN
2 FEEAEMNSHEEERE 188 > REEFHER”
$IH3 HRBEEEE"RE, EBR'EHIIER".
T4 BE “ HERE , EEENTESERMEESR, OBSXEF HEFAM A
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BREHHR  rEsEsE @ 0 ®mEs Q¥
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SRT GEFARES", £ BEART RE, BE WEEST &, EESHER, &
BEARE, BEFEARORE, BE"YZIRES".

3-25 FEEEHFHIRAESS-Test_upgrade_1

< | WREHFRHRES

BAER

BEFRE

107DA

o i
0 i
¥ 8 8 80 i
e .

eEEE

MR

BIEFHRESE, TLUERENMTHEE (RS101) , SIRIFREXNHEIFIRRAE
BEE. MIRENMARLRBEEFRRA, WEAZAREZIFRERRIREA R

HIR8 ESZCERINEILIEESIIRFEREIZES, BEFEIUEEARESFR.
EESFEREmAI LM ERSLE (—XRS100MEE ) S MELEEERITHINREF
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RIESHK 3IREEE
3-26 {E5i¥f5-Test_upgrade_1
. X

ESiFERE
i

EEEE

TE=ER Test_upgrade_1 b7 HiTH

WATHIIE AT BT

FreaatiE 2024/07/02 17:01:19 GMT+08:00 o | ERAER (58 0

ESERRERTE @ 309 BigE HiE 30FE
; BUTIFE BiEFERE

FHEmEES ® FHEAD ® Fis =
E
1 0 0 1

i N

(zmm2) Fats v || EEAEED
B wE B&EID FHfgER 313

@ WmiTE QueryingVersion =5 =i

B

ISE 10 v 1 >
TR

Ars5

¥
&

gz
$IR2

ERAMQTTIXRIIRERANTES, FRIESEEEEN.
FAMQTT.HXJIAEAS N TEETopic, MQTT.XEWRITEERS I MEIIEIIRAS
A

<o

Topic

T47: $oc/devices/{device_id}/sys/events/down
SR

EEEFE T RIRBURAME 2B
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B{ESCRe IREETE
3-27 1TisE@A0
@ MQTTf - 1.7.1 - o X

I3

File Extras Help

Disconnect

Publish | Subscribe = Scripts Broker Status  Log
1 [

Isys/events/down

Dump Messages ~ Mute

Topics Collector (0) $oc/devices/

09:43:10.34990179

Isys/events/down

{*object_device_id": -, "services":[{"event_type":"version_query","ser
vice_id":"$ota”,"event_time":"20210511T014310Z", "paras” :null}1}

Payload decoded by | Plain Text Decoder

BIEMQTT.ix EIRREERASE .
Topic

47: $oc/devices/{device_id}/sys/events/up

SR
525198 HIRIE R
]l

Topic: $oc/devices/{device_id}/sys/events/up
HuEwL: {
"object_device_id": "{object_device_id}",
"services": [{
"service_id": "$ota",
"event_type": "version_report",
"event_time": "20151212T121212Z",
"paras": {
"sw_version": "v1.0",
"fw_version": "v1.0"
}
3
}
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Publish  Subscribe  Scripts  Broker Status  Log

R4 ERFTRASE, BESEREIFETRIOAREN, BIERWT:
Topic
47 $oc/devices/{device_id}/sys/events/down
SHHEE
BEEERTRAHRIEN

ST 1.30 IR © ER=ITBRABRAT 176
(2025-01-07)


https://support.huaweicloud.com/api-iothub/iot_06_v5_3030.html

IREEAN
> >, £
L sz e

3-29 FREVAERIER]
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File Extras Help

Disconnect

Publish | Subscribe  Scripts Broker Status Log

$oc/devices/ i/sys/events! 2

Mute  (Unsubseribe

Topics Collector (0) $oc/devices; _ 'sys/events/down

15:06:58.54418329 [ Qoso ]

f"object_device id":" ", "services":[{"event_type":"fir

mware_upgrade”,"service_id" ota”, "event_time":"20230818T070658Z", paras”:{"version”

£"V3.23","url":"htips:/, :8943/iodm/dev/v2.0/upgradefile/applications/.
i/devices, " /packages/

","custom_info":"12121212"}}1}

Payload decoded by = Plain Text Decoder

SES REWEIARENE, TETHtpIER TEARE.
RRENMERACUrlErSE .

3-30 TEHHARE

BN SES: C\windows\system32\cmd.exe

]l

curl -X GET -H "Authorization:Bearer

"https://**.** ** **:8943/iodm/dev/v2.0/
upgradefile/applications/ /devices/ /packages/ /- _y -k
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A EE

. J"‘T‘htthﬁ}ng‘R BEL (header ) FEZMINNAuthorizationfSE., E{E “Bearer
{access_token}” , E{access_token} HWEIRIHAIEEIFHIaccess_token,
Bearerfl{access_token}Z[Bl5— /"KL,

e W% event_typefsfirmware_upgrade_v2. software_upgrade_v2, MTEEFKTFEIRX
B ERNAEEETERL . BRRAIT:

GET https://***** obs.cn-north-4.myhuaweicloud.com:443/test.bin?

AccessKeyld=DX5G7 Witk

TI6 2T LIRARMKE
Topic
47: $oc/devices/{device_id}/sys/events/up

SHIRH
B2 ER T HIRARIRE
Bl
Topic: $oc/devices/{device_id}/sys/events/up
HiEE:
{ "object_device_id": "{object_device_id}",
"services": [{

"service_id": "$ota",
"event_type": "upgrade_progress_report",
"event_time": "20151212T1212127",
"paras": {
"result_code": 0,
"progress": 50,
"version": "V1.0",
"description": "upgrade processing"
}
H

N TFERR LIRFARHEES50%, AILAEFEEERRIARKEEHS0%,
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3-31 HRARIHRE 50%

@ MQTT - 1.7 - [m] X

Disconnect

Publish Subscribe  Scripts Broker Status  Log

Publish QoS50 Qo51  Qo52 Retained

3-32 {E531F15-Test_upgrade_1-FARiHE

FEiEE *
EEEE

[EEscct i Test_upgrade_1 B HiTH

TR ST xR B4

FHaeETE 2024/07/02 17:01:18 GMT+08:00 e EF0R | EFERE (5% 0
BOEFARENSHE & 305 BoEdsEnsE @ 30K

HATIRE Bzt

FEEEEE ® FHERIIE ® FrEmE Effh
1 0 0 1

(em=n ) FERE v || SEARED al(a

wE igEID g it B
® HiT= - - = downloading progress is 50% =i &b
BEH A 10 v 1 >

$B|T THFAR
EHRARHET100%, BIEIRAAARNETRS, TJAMEFEERZIALRTTM .
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Publish  Subscribe Scripts BrokerStatus Log
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EEFER SREEFHR

REEERABEN0
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[> Eet=d

(O summnsan
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ESEHID © wS 0
Test_upgrade_1 oD

—

samo1 |

R

3.5 ZEEXMiBR E TR
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x3-1 WBH=

Wsgis= iB{STopic #&3ZPayload

RE LIREUE /aircondition/data/up { "temperature": 26.0 }
j:ifraa*‘ SH#g | /aircondition/cmd { "switch": "off" }

7

o IREBFERA—MM—ERINESL.
o IRFBEITopic LIREURE, BITIERIMEIRSEIEELEIFIRIRSS .
o REWBIHETAEOTKBERLRE.

e YsESIThL
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- G E2. BREAPIFE
2. g SRS LRSS
® il Y i M3 [EE+AMQP
" o=
< 55 HH=loT =S WAPTA
B < 3z
3 KIFBASDKGERR

TopicBEASREBHERED A TE=ATE:

1. ; TEHERERENEN. TopicRISFEIEREL R, 521 FakicEFF

2. RBIWAREAITFEREE, BFE2I2.RFiRHZAER,

XN AIRHI TSR, SEHRKIRSEEURI FARIERES, 523N Ak
SDKi&EHL

FamICET A
SB REEENEN.

1. IHEIREARSS ( FunctionGraph ) SIEEEEMENRE, £NRHLEBSEN
T:
exports.handler = async (event, context) => {
console.log("username=" + event.username);

/] W RE ERIRIZE
/[ REAISONIER (FBXEERE )

const authRes = {
"result_code": 200,
"result_desc": "sucessful",
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"refresh_seconds": 300,

"device": {

"device_id"

: "myDeviceld",

"provision_enable": true,
provmonmg resource": {
"device_name": "myDeviceName",

"node_id":
"product_id":
"app_id":

}
}
}

"myNodeld",
"myProductld",
"customization0000000000000000000"

return JSON.stringify(authRes);

}

2. IPIONEEENIRS, BE ‘EEEFET HNREENEHS
PESLBIRREN. FEMSM= “1&‘% ) e ¢ RN
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1. SEIRESRBEMIRE, BCETopicikEg, TopicRISEESEMUT:
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ES “PolicyTest” ,

PN
RiR
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B{F
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PR

wF i .

=i
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B{F
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PR

vici= | v

2. BB ERTopicckI84bERIHE BRI R

% 3-4 SIEFRSHHA

sHE | REHS

SEEiRE | R TR

SR | EHER WSROI,

T3 ECEREMN,

1. ZEEEAMQPIRSIwITIA, BCEAMQPITIY. BEESHUNT:

% 3-5 AMQP 1T S #0588

24(=

BcEiREA

AEZFR

EEJH “MyRule” ,

g EEes

BHEH “RuleTest” .

HiEKIR
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% 3-6 R BirSHILA

SHE EcEikAA

L2y = EE “AMQPHEXEEBRASI” |

EHEBATY %3 “DefaultQueue” .
----45R

2.1 S int = IR

TRFEIREER, TR TRBRVSHA. SENSSEHAREISE RGN
% . RETLAPaho-MQTTHEMQTTE Fim A, NMBEERBIRIFET, REMU
AERESUEABURIER T, SCIKEEUZMQTTIERE. TopcJiFE. BEAMEL
ok

BEo

[ENEARIOTRIEE, EEHEaN" SR REN" FaEA M IRE “R&N” BIMQTTSEA ML,
String server = "ssl://******st1.iotda-device.cn-north-4.myhuaweicloud.com:8883";

// Paho MQTTZ i,

MgttClient myMgqttClient = new MqttClient(server, "myClientld", persistence);

// Paho MQTTIEESH

MgttConnectOptions connOpts = new MqttConnectOptions();

connOpts.setCleanSession(true);

connOpts.setKeepAlivelnterval(120);

connOpts.setUserName("myUserName");

connOpts.setPassword("myPassword".toCharArray());

myMagttClient.connect(connOpts);

System.out.println("Broker: " + broker + " Connected");

// Paho MQTTHEETE,
myMgttClient.subscribe("/aircondition/cmd", new MyMessageListener());

// Paho MQTTEGIHR

String topic = "/aircondition/data/up";

String content = "{\"temperature\": 26.0 }";

MgttMessage message = new MqgttMessage(content.getBytes());
message.setQos(0);

myMagttClient.publish(topic, message);

3.\ i SDK i&He

4R FIoTDAIRERIFRISSDK, FFA&E I BAIBIEXH AT SRR AER, 5
FFRIRMMEITE , FELNAREE RS SRR SRR EN
B, £ R AR ERR o

SEAMQPEFIREANLAL, Java SDKIEARAIHITIRE LIRIEBANEEAIE, &0
(AT

try {
MessageConsumer consumer = amgpClient.newConsumer(AmqgpConstants.DEFAULT_QUEUE);
consumer.setMessageListener(message -> {

try {
/] HEAEHITIHEAME . INRAMBLVRFER, RIFEHITHEHEREAIE, BURIRERDBHERTHERERT
9:]:0
processMessage(message.getBody(String.class));
// #Eoptions.isAutoAcknowledge==false, tt4t K7z FHmessage.acknowledge();
} catch (Exception e) {
log.warn("message.getBody error,exception is ", e);
}
bk
} catch (Exception e) {
log.warn("Consumer initialize error,", e);

}
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RIESLHE

£2 SEHERTAERTA TRRFHE . RBRRBEMRE FNRBEREAIT:

public class MessageDistributionSolution {

Ak SSim=RisiAA

}
}

DeviceMessageRequest body = new DeviceMessageRequest();
body.withPayloadFormat("raw");
body.withTopicFullName("/aircondition/cmd");
body.withMessage ({"switch":"off"});

request.withBody(body);

try {

CreateMessageResponse response = client.createMessage(request);

System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

4R
3.6.3 YEEIE(SIa=TFECE

AN LAB=HZEEBNRBTREENTITHE, NEINMEEH

E

ITIREUARANRE

FIgIgI TS EIR—&EIREE (luminance ) IHE,; SIFRTiEEHIRATF RS0
% (switch) o
x3-7 \5m=
W57 YRR
REREME LIREEE {
"service_id": "BasicData",
"properties": {
"luminance": 30
}
}
RS imizHIE < {
"command_name": "switch",
"service_id": "LightControl",
"paras": {
"value": "ON"
}
}
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1. EERFEHITESREEE. MREIEITIRNEEHIERENN, S IF
BisEETA
2. IRFBIREMENTSDK, B2 NIRBIRERENESDK,
3. MNBIREMENRSDKFATISES A, LIEKOSEEIEII T AIEHIES, 155
WIRFBiREMEIZ=SDK,
FRinGERAE

;1 FERSEEIR.
1. EEFAMNSHERN “RERK > REMERS , SEREAN “SIEZRSE

”
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o

2. SETHRESSHE, 8F “HBE”

% 3-8 AFESSHRE
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BANFEIE
BESRE | S HYENESFEEXE.
(X1
S A5hRA 1.30 WRIERE © EARITERARERAF 189

(2025-01-07)



IREEAN
L 3 IREEE

SHE [iTh=grdil]
BEAEA | B=HYENFESTEEMESES, G2 EFNFRES,
BirFEQRr | & “dtmm7 .

X

{EJ*:%SIZE‘EE R B R ERTAIBRFaRTESEA,
i

E£750 R “RRRTEER

PriEr=m R BB m .

3. RBHIERLSEER, SEMHTREHERL.
£ ECEHIREARN
1. ZEEREAMQPIRSIRITIY, EEBEAMQPITIY. RRESHUIT:

= 3-9 AMQP iTRS¥0RAE

SHIE ACEiRe

HIZFR S5 “MyRule” .
AR IS “RuleTest”
HUERIR EE REEET .
R EE REREMER .

RilF=a) TR N B RS E] o

X

X

2. IIEIAMQPHEEEENGI BT, RESKIT:

= 3-10 SRR
BHE BoEiEA
#RBR &R “AMQPHEXHEBASY” .
HEM &2 “DefaultQueue” ,

R

IRBIREER I SDK

IR LUBIS SR E N Ao TIRHANREIRSDK, RIFEZLENZIOT, #HiTaHSHI
=G N

£ EEHIREMSDK, REEESH, FHEiTwnOISER,

//DNEiotEEa M calEH, FKENEEESE  https://support.huaweicloud.com/devg-iothub/
jot_02_1004.html#section3
URL resource = MessageSample.class.getClassLoader().getResource("ca.jks");
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File file = new File(resource.getPath());

INEBIRES . BREATIOTDARHIGAMSHE “ 27 RE, EEEFENIFAIERERS, BE “BANE
B . %%8883in XS MATENEZ .
String serverUrl = "ssl://****** st1.iotda-device.cn-north-4.myhuaweicloud.com:8883";
[/FEIoTEERIEANIEEID,
String deviceld = "deviceld";
/1% DI RIAIESH
String deviceSecret = "**rr,
//BIEEIRE
loTDevice device = new loTDevice(serverUrl, deviceld, deviceSecret, file);
if (device.init() !=0) {
return;

}

[REDSTRLEIERE . ZiXIMA,
client.setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String, Object>
paras) {
log.info("onCommand, serviceld =" +serviceld);
log.info("onCommand , name = " + commandName);
log.info("onCommand, paras = " + paras.toString());

/A EaSRFREENX

[/ &E NI
device.getClient().respondCommand(requestld, new CommandRsp(0));
}
b

EkigEEHE.

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[FRRIIEENR E R E

json.put("luminance", 30);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("BasicData");//servicel dEF¥IHEEI—E]

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportProperties success" );

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
H;

-

ARS5imEE A9 SDK

LR RIOTDARMN ALRSDK, F&ERFM D SMIHEL M I TN FRim&Ee, LI
Rz FRIRAIRIEIERS . THEIANRinEKIR SRS EIRFIN AR AR <SHmiRE b,
PRI T N RIS ES o

SEAMQPEFIRIEANIRE, Java SDKENTBIHITIRE B ERAVERLLE

try {
MessageConsumer consumer = amgpClient.newConsumer(AmqgpConstants.DEFAULT_QUEUE);

consumer.setMessageListener(message -> {
try {
/] WALEHITIHEAE . INRAIBECEGERY, RIFHITHERNEAIELIE, SRS OGRS
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9:]:0

}
$E2 SEBLSTREATRS TRIREDS . RBHOBEMRE FRSHFGINT:

processMessage(message.getBody(String.class));
// @R options.isAutoAcknowledge==false, Ittt F7iZiEFAmessage.acknowledge();
} catch (Exception e) {
log.warn("message.getBody error,exception is ", e);
}
)

} cat'ch (Exception e) {

log.warn("Consumer initialize error,", e);

public class MessageDistributionSolution {

}

DeviceCommandRequest body = new DeviceCommandRequest();

body.commandName("switch");

body.serviceld("LightControl");

body.withParas({"value": "ON"});

request.withBody(body);

try {
CreateMessageResponse response = client.createMessage (request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}

-
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2. TEMPEXMEEHTEIEEAMNEE: CIZIERAMN, BEIELACSVIERES
AHZEOBSERSS -

SASRRA 1.30
(2025-01-07)

IRIERE © LATITERAGIRAT 193


https://reg.huaweicloud.com/registerui/public/custom/register.html#/register
https://account.huaweicloud.com/usercenter/#/accountindex/realNameAuth
https://www.huaweicloud.com/product/iothub.html
https://www.huaweicloud.com/product/obs.html
https://www.huaweicloud.com/product/dlv.html

IREEAN

S 4 HiEL R

3. HiELHIRNISITAIER T RN

4. FEEHUETTIMCERSS (DLV) : E/ROBSHIEXMEIE .

5. ;E?ﬂﬁﬁt?ﬁ&%%ﬁﬁﬁ& (FRIS SR HIREIRE, IRIEDLV K REEIESLATR
o

4-1 A5

T PiFaR
g MM uemrs WL 0BS TRLER DLV
R

4-2 BRI SSiiEE

VWSS

E
2
b

BIEES

FiEloTDARS il

:

FAEOBSHRS

%

FHEDLVERS
BREEEREAA

EEDLVAFERE

Bl miliRE
B IHEREENRS, BE “MRMERT BEANRSENEHS
SR EFAMSHERN “Fm” , ERREPRETE RPTERISRIREE.,
L3 BEAMM “QIEFR” , SE— I ETMQITINNEN™m, EESHE, 82 “f

=
o

M#%hRA 1.30 AR © LARMERABIRAR 194
(2025-01-07)


https://www.huaweicloud.com/product/iothub.html

IREEAN
L

4 HiEE R

4-3 B Gm-MQTT

g i

) E.FI" |§E’Iﬁ'§§ E—l_ ': :

L=3)

MECIEFTEETE, SoESei=msEazE
-« ERER
R () MQTT M
* SRS (D JSON -
»BEEE (5
SEEE ~ Z=2|ProductlD | 258
i FmiD (@
e amiE
0128 4
(m )

TR AL RSATRER, BEESANTmER,
SR]5 EEEISENTR, LT m NERE . BEEERREMRE.
[MARY:E
A P{ERIF RIERATR RN IRE], RIS S REERNR S TR

iR AMNECE

B EFAMNSHIZR “MU>HIERE” , BEA LA “eIERN” .

$R|2 SETERSHRA, EEMURS. UTSHEENATS, ESEBEFEREE
BRI, ESEERE ‘IR .

STIEARA 1.30 IR © R ERABIRAT 195
(2025-01-07)


https://support.huaweicloud.com/devg-iothub/iot_02_9995.html#section1
https://support.huaweicloud.com/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0024.html

IREEAN

L 4 HiEE R

4-4 SR LRI IR HE OBS

< | RIS A

@ emiesns

e Y

= 4-1 SHURA

SH 32 SR

N2 FR BHENX, Hliotda-obs,

IWUIET:5% BENX, WHIEEAZEOBSIRS .

HUIBFRIR ®HE gBEEN

A Bt “REEMELR”

HiE=|E N E—2 8N R EN R R ERE—H

$IR3 B REHABR L, B HmMT , IREEEBR.

HYRRZAS 1.30 RIS © EARITERARBIRAT 196

(2025-01-07)



IREEAN

L 4 HiEE R

4-5 FriEiE & BiR-5E A= OBS-CVS &=

BIMEABT %
* HRER
SE. B =4 S8 APHED, IEfSEESEE RS
=i C
EFCANEME? HRE0BSIRS SlEiE
EEvEE® @ device_property_{Y"YIHMM}
ITFERR
TiamE s (IEEED
ERFHE BiFEFEFE BE
notyfy_data header app_id HRIEEE appld )23
nofify_data header device_id HREEE deviceld )23
notify_data.body.services[0].properiie | HREEE area Hlks:
notify_data body services[0] propertie | HEEE orderTime Hlks:
notify_data body services[0] propertie | HRERE goods Hlks:

notify_data body services[0] propertie | SRiEiE amount =3

) mmre

SETRSYRA, B5RLER. BESxmERE “HE” .

& 4-2 2HRA
SH& SR
K EBR ®E “WREFMERSS (0BS) 7

X1k IE “WREHEIRS T XiE. ERENOAELXIERIRSS, 1B
RIERERER, ERERRSHIIENR

TFiEtH N . HiRE, 1BRIEOBSARSS B
BEXBZF BEXFESEER

MHATR BEXEFEEE 43

paLeSit ®EE “Csv”

STIEARA 1.30 IR © R ERABIRAT 197
(2025-01-07)


https://support.huaweicloud.com/usermanual-obs/zh-cn_topic_0045829088.html

IREEAN

ERIESER 4 HRER
SH& SR
fgﬁ?ﬁﬁ---- Bt5fF | OBSERSS AR S FIREEEIRRIRI R X R IE
R

AL AR A FRIIE A BRI T

& 4-3 BRFRMELBR

¥RFR ¥RER
notify_data.header.app_id appld
notify_data.header.device_id Deviceld
notify_data.body.services[0].properties. | orderID
orderID

notify_data.body.services[0].properties. | area
area

notify_data.body.services[0].properties. | orderTime
orderTime

notify_data.body.services[0].properties. | goods
goods

notify_data.body.services[0].properties. | amount
amount

o~ NIRRT EIRAIE I T, BB orderD"RFEEICSVY, FERERATER
737 notify_data.body.services[0].properties.orderlD” 4% B#5x/” orderlD” .

{

"resource" : "device.property",

"event" : "report",

"event_time" : "20220812T121212Z",

"notify_data" : {

"header" : {
lldevice_idﬂ : "********"’
"product_id" : "ABC123456789",
llapp_idll : kkkkkkkkil
%
"body" : {

"services" : [ {
"service_id" : "order",
"properties" : {

"orderID" : "0001"
I
"event_time" : "20220812T121212Z"
1]
}
}
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"services": [{
"service_id": "order",
"properties": {
"orderID": "0000001",
"area": "ELLX",
"orderTime": "20220815T121215Z",
"goods": "Ea01",
"amount": 30.5
}I
"event_time": "20220815T121215Z2"
}
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var sumAmount =0.0;

for(var i = data.length-1; i >=0; i--){
sumAmount +=Number(data[i].amount);

}

return[{

"name":"",

"value": sumAmount
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{

"services": [{

"service_id": "order",

"properties": {

"orderID": "0000002",

"area": "SiHAX",

"orderTime": "20220815T121215Z",
"goods": "Eaa02",

"amount": 30.5

b
"event_time": "20220815T121215Z"

}
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FROM DEVICE_MESSAGE_REPORT
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notify_data.body.content.id as id, notify_data.body.content.device_id as device_id,
notify_data.body.content.report_time as report_time, notify_data.body.content.province as province,
notify_data.body.content.city as city, notify_data.body.content.daily_power_generation as
daily_power_generation, notify_data.body.content.total_power_generation as total_power_generation,
notify_data.body.content.total_power as total_power,notify_data.body.content.running_status as
running_status
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{
"id": 2"
"deVice_id" "********",
"report_time":"2023-10-19 19:39:42",
"province":"guangzhou",
"city": "shengzhen",
"daily_power_generation": 32,
"total_power_generation": 108,
"total_power": 1023,
"running_status": "ONLINE"

}
H$IR3 pifEKafkafzHle, EERBREIHEITER

4-21 &% Kafka [HE

R

ficE DWS HIECEIRSS
S| BREATEHNG, HOKECERS .
S£E2 BE ARG .

$R|3 HAMIECERSENG ‘SRS NH, BRWLNER, XK, U5l
&R, WLERE, REERER.

SASRRAS 1.30 WA © EARUTERABRA 211
(2025-01-07)


https://support.huaweicloud.com/devg-iothub/iot_01_2127.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_3016.html
https://www.huaweicloud.com/product/dmskafka.html
https://www.huaweicloud.com/product/dws.html
https://support.huaweicloud.com/mgtg-dws/dws_01_0019.html
https://support.huaweicloud.com/mgtg-dws/dws_01_0019.html

IREEAN

S 4 HiEE R

T4 SRERE, PEREMERE, CIREERE.

4-22 BIZHIERE

B
g

HEEUEE

saLsE | BgE

B

aaaaaaa saLsE | BgE

DECOMPATIBILITY ® | mysat

IS PESQLEE, HASQLEIENE, HWITIATSQLESIBIEEIER.
CREATE TABLE IF NOT EXISTS power_test_dws (
"id" BIGINT,
"report_time" TIMESTAMP,
"province" varchar(255),
"city" varchar(255),
"device_id" varchar(255) NOT NULL,
"daily_power_generation" numeric(10,2),
"total_power_generation" numeric(10,2),
"total_power" numeric(10,1),
"running_status" varchar(10),
CONSTRAINT "device_unige" UNIQUE ("device_id", "report_time")
) WITH (ORIENTATION = COLUMN, PERIOD="15 days', storage_policy = 'LMT:180') PARTITION BY RANGE
(report_time);
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4-32 BEEHUR

@ ows TEST

id as "No", device id as "SS5, running status as “JE{FHE", report time as * LIFFT", daily power generation as "%, total power generation

&

BETES

RS _HEEE

ONLINE 20231019T014935Z

S| B% DASBERATEAMERE.
R

EIIEE LR R 45 5RIGIE
ST ERAMQTTERLISIERFITE (BISERESE: ERMQTTAREN) .
$H2 (ERENSHTEE LR, #EESE: RENELHR.
EIRAEIT

{
"id": 2",
"device_id" ; "irRrkan
"report_time":"2023-10-24 19:39:42",
"province":"guangzhou",
"city": "guangdong",
"daily_power_generation": 11,
"total_power_generation": 22,
"total_power": 324,
"running_status": "OFFLINE"
}
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FREEENEEEER
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HEEEREEER
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BiE#HIT T2,
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4-40 ModelArts-glEEEEE

< | plEEEURE
ERR fi t
07256
« pamm e = P W P
SRS fiotda-modelarts/dataSource! B
sizzea= @D
* SchemafZE (@ Al semy
stri String v | W
sti2 String ~ o
sir3 String v | o
strd String v | m
str5 String v |l m
sig String v | o
str7 String ~ | W
© FEhschemalSE.
HIEEEHOE tsfoulput/ B

T EERENSHE
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ik
0/500
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TIREE (3 str7 e
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4-43 ModelArts-fRZ =

£

(-] e
e — 0 P 1 0 =

s
BRI
B
tae S,
LIN

ATERE FHINRTR SRETIERTIS

EEATEREE E <

R

HETSE 1

==mn et

BE (%)

HEEEE

FEEE © RS

—_— @ ]

BEES

FE10 FHETCE, BELMSH= “REEE > LIRS, BEAELRSUEPE
EEPERIRSS, BE X, HANEMIRSRE, FTFFAPPINERITIRINGE, 5o

e ‘T2 FHER.

4-44 ModelArts-APP TAIE

EAHER: CPUIRENE, BE SRR
wEEE () ACCESS_KEY_ID = | MAAAAQAAAAAARAAEA | [T
ENDFOINT_URL =| httpsiobs.cr-north-4.my | B
SECRET_ACCESS_KEY | = | AAAAAAAARAARAAEA | [0
SESSION_TOKEN =| AAAAAGAMARAAAAAEA | [
. EFIEANSEES, M
wEETHE 3 20 S
mERsRs @ *SURERS 00 ( 200
FHEWebSocket
ErEEEE @
zsaeeini © @D
* APPEIES forcast X v | Q e
L ERAPPUIESEERS, 1 \PPULE

e=zm ¥0.801ms
B iR

ZRE TEEZ O

EAEEERE (O 0

&

BN BE “RERNESELRSS , REHEACIHENRS, &R ‘Tl” , SHILTEE
FFRNAESE, BE ‘TN FUEERESER, FRPAIpredictanoliRR<AR

ALTMEF
{

"data™:

{
"count™: 1,
"req_data":
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"str1™ "34"
"str2": "blue-collar",
"str3": "single",
"str4": "tertiary",

"str5": "no",
"Str6™ "no"

$E12 BEZiEMHXFModelartshYiRBRT LASZE ModelArtstBX 34 .
----45R

EcE FunctionGraph &%

£ SEHIEERZEFunctionGraph R TIERE TR TIEREE . ARBIPETH
{EMModelArtstBXECES A, AIIRRINNMuUIBA, NINEEIF LT
ModelArtsTUU#ZN, body(AEHESELE,

=B REEISEZITE8IEHITIE.
RREARAS -
commons-codec:commons-codec:1.15
commons-logging:commons-logging:1.2
com.google.code.gson:gson:2.8.6
org.apache.httpcomponents:httpclient:4.5.13
org.apache.httpcomponents:httpcore:4.4.13
com.huawei.apigateway:java-sdk-core:3.2.3
com.huawei.serverless:JavaRuntime:1.0.0
org.slf4j:slf4j-api:1.7.36
public String funTest(String param, Context context) {
String response = "err";
try {
/1 FTEDRFEEWRIRTE R . [FERRRASIcom.huawei.serverless:JavaRuntime:1.0.0
log = context.getLogger();
log.log("receive data: " + param);
//40%8{kgson, KRZAJIcom.google.code.gson: gson:2.8.6
Gson gson = new Gson();
/140981t httpClient, KRZSJ9org.apache.httpcomponents:httpclient:4.5.13
CloseableHttpClient httpClient =
HttpClientBuilder.create().setDefaultSocketConfig(SocketConfig.custom().setSoTimeout(5000).build()).setDef
aultRequestConfig(
RequestConfig.custom().setConnectTimeout(3000).setSocketTimeout(5000).build()).build();

/12 3KERModelArtsTillgEss. FsREFEEIFKURL
String forecastServerAddress = context.getUserData(FORECAST_SERVER_ADDRESS);
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log.log("forecastServerAddress: " + forecastServerAddress);
//3 3%E¥ModelArtsFRRJAK/APP_KEY
String ak = context.getUserData(ACCESS_KEY);
//43REModelArtsshAJSK/APP_SECRET
String sk = context.getUserData(ACCESS_SECRET);
//5 IRBRIGTRINIZE SRHEXAY B f9ithit
String naServerAddress = context.getUserData(NA_MOCK_SERVER_ADDRESS);
log.log("naServerAddress: " + naServerAddress);

/16 {EFgsoniG NSRS &S LIRMEXAIEEIIIRDeviceMessage , HEXEMAER I SEREHR L

=

DeviceMessage deviceMessage = gson.fromJson(param, DeviceMessage.class);
/17 BWEIRIR &I B ModelArtsTUIIBANAYZ5 1A ForecastData , Z&5HaAZ FaIiRIEModelArtsZ

SRE M FHSLconvertForcastData(deviceMessage) 75351 T B E W iR

ForecastData forecastData = convertForcastData(deviceMessage);

log.log("forcast dto is : " + forecastDto);

/8 $ATIEK
//9.{#FFcom.huawei.apigateway:java-sdk-core:3.2. 3fR AN AIrequest R EHIIETER S5
Request request = new Request();
request.setUrl(forecastServerAddress);
request.setMethod (HttpMethodName.POST.name());
request.setAppKey(ak);
request.setAppSecrect(sk);
request.addHeader(HttpHeaders. CONTENT_TYPE, ContentType.APPLICATION_JSON.toString());
//10.38ModelArtsTRNIEEHI{RiET gsontE i pEjson 2 pliERAYbodyfk
String body = gson.toJson(forecastData);
request.setBody (body);
//11.18iZcom.huawei.apigateway:java-sdk-core:3.2.3iR A FHISingerZEIHiERiHITESZ
Signer signer = new Signer();
signer.sign(request);

//12.{&Rorg.apache.httpcomponents:httpclient:4.5.1 3kR A &i%iEKREModelArts
Map<String, String> headers = request.getHeaders();

HttpPost httpPost = new HttpPost(forecastServerAddress);
headers.forEach(httpPost::setHeader);

httpPost.setEntity(new StringEntity(body, ContentType.APPLICATION_JSON));
CloseableHttpResponse resp = httpClient.execute (httpPost);

//13$8http responsed RN R AEIRREString, FIFR] BE M5 %ktoString (resp)

String modelArtsResp = toString(resp);
//14.fEFgsoniSIaRAE A ModelArtsIi Rz45ta{A ForecastResp , IZ45HAAMETNE P RIRIESCIRIN N O &t

TEX

ForecastResp forecastResp = gson.fromJson(modelArtsResp, ForecastResp.class);
//15.ZFE] B 5E X constructPreResult() /5% & forecastRespFldeviceMessage PRI H B RS H2E R ResultitE

ELEhttpARSSER, ResullB B FAIMRIELIRRREN -

}

Result result = constructPreResult(deviceMessage, forecastResp);
/16 gsoniGresultEEpljsonZipiiE K body
String resultBody = gson.toJson(result);
//17 {&Morg.apache.httpcomponents:httpclient:4.5.1 iR A & i%iE K E httpAR S5 22
HttpPost httpPost = new HttpPost(naServerAddress);
httpPost.setHeader("Content-Type", "application/json");
httpPost.setEntity(new StringEntity(resultBody, ContentType.APPLICATION_JSON));
CloseableHttpResponse naResponse = httpClient.execute (httpPost);
//18.48http response FRINIR LR String . FAFE] B E M iR 75i%toString (naResponse)
String response = toString(naResponse);
log.log("response content is: + " + response);
} catch (Exception e) {
[FTENEE
log.log(e.getMessage());

return response;

$H2 SIRYTIEREHSELNSA=EE “ R > BEIIR" , ENREIIERFHE,

BEALA ‘IR .

$R]3 ERTEMRESRYRERER, HF, BTIIESIERE “Java 87
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4-48 BRI ENREFITAL

| smez EiheE
B EImER
R
BT
FIEEE
maEs FRERFR
FEEE =551
SZIURL
o = BT AL com.huawei.fot function.gamma.loTDAModelArtsDemo.
> =
AR R VI BEE], B 120158
SsES
HEEE * ElIaE default v
== EIRBEHEEEEELN, BIREEERS R BRERESE. AREE
ServiceBridgefi2 * T (%) 15
B
* PITF (MB) 512 v
EREE
== FBISFH
/512
(22

FR6 HEE—RNHE, PEEMXR ‘KEEE” , RENRTEERUT.

£ 4-6 MIBT=i5AR

HETE izl

FORECAST SERVER_A | ifi@ModelArtsfRsS, Bth “HEBISESHFAIRS” , i

DDRESS AEEBRSERTE “BEERE , EEIFAppIAES I
BIAPIHEZEO AMIMELE . TUE13 ModelArts-BEEEHER

ACCESS_KEY [l iEFEAppKey,

ACCESS_SECRET EL, EFEAppSecret,

NA_MOCK_SERVER_A | BFNIERHEXERSS =AM ( K RGIFBIZEHTTP

DDRESS RSZEIBEIES ) -
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4-50 ModelArts-BEERAER
< | EEHEERES em )( == s ) (e )(q)

=% Worklow_created_service_e8906053-¢185-4cTb-9313-7891eeb97487

ENES
e -2
20 ErEsSs @
=0 SRR EECR HRER = as &
=] - pre—
Appkey @ Appsecret @ AppCode @ e =i
444444 ‘ [———] .

$B7 B2E ‘Ki>EENXSE@EFNUIKSE>T=aER " . REREIWNT:
{
"resource": "device.message",
"event": "report",
"event_time": "20231227T082702Z",
"event_time_ms": "2023-12-27T08:27:02.9447",
"request_id": n********"’
"notify_data": {
"header": {
"app_id": ”********e",
"device_id"; "k
"node_id": "******’k*"’
"product_id":; "errrR,
"gateWay_id": Wiekdkkkkx !
by
"body": {
"topic": "$oc/devices/********/sys/messages/up"”,
"content": {
"age": "34",
"profession™: "blue-collar",
"maritalStatus": "single",
"educationalStatus": "tertiary",
"realEstateSituation": "no",
"loanStatus": "tertiary"

4-51 REAL-EREVXSEMH

| mE  EFE AE wE

KEE

XE & BE

Project A CodeAl == ~) L

Project otda-modelArts

B loTDAModelArtsFun jar FOAERR, TAEEEShET,

S8 BEXUHEME, BF “Wid” , FUTERIRMEsuccess ( LASERRREUREILER T
i), WFRRAI. ERNEENHTTPIRS RN EIRI R ATTUNLESR -
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4-52 FRECH-MIHEER
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4-53 HTTP RSS2 FINEITUNER

R

Bl mAlRE
S NDRERENES, B HEEHE ENRSENTHAE,

S BFAMNSH=R “Fm” , BE “SEFR” , - ETMQITHHNYAY R,
HESH/E, B “HBE” .
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¥ SR
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HIEFRIR ®FE REER .
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iR N E—2 8N R EN S R ERE—E
HIETSIET BIdRE SQLEAEFTFIANIE FIRAYISONEUIRE .
I3 B “RERABR 1L, BF R, REEEBR.
4-56 ik & BiR-#&Z FunctionGraph
_ X
RN RB T
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SRA BFE BN, BIEEEFRIEIER AN

4-57 BahiN-EE HIR-#&Z FunctionGraph

< | BURSERIMNFRE

(D) sEsrmm —— (2) #EsEEH @ ==n
SRR VS, SR UERRNRES, LETses
B
iotda-functiongraph ID: aEE -
SRR mEEEEE mExE  pEHe pEme  oEEsLE

EZR T {Eim(FunctionGraph)

p]

( mram )

R

R EE_ R SRS

B ERBENEHE “RE-AEREF-KREIR F, RPHOBIRSIHRBENREF
15, & “ERRE &P, 5F ‘BEiERRE” , FRERIRER.

4-58 JHEIRER-EahiE IR
1TDAS | AEETE | RERE
{ = - emmresess ®
BEER EREfTEE Zis MR BEHT HEmER BERE TFEE S

EERETAS RIS S, A . TRES
. mEE, BnmExEes, TeR  BUTHRRE

0 EAETHEES, Aok L ESRENEENE, SR SEETESE

Ia SR
B
(= ) D

£ [FEAMQITIEINEEERIFE (RURERBESE: FEAMQTT.HATHEKRE ) -
FE3 FERRNMRHITHE LR, #FE55E: REHEB LK.

Topic: $oc/devices/{device_id}/sys/messages/up
sl

{
"age": "34"
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package com.huaweicloud.sdk.iot.device.demo;

import com.huaweicloud.sdk.iot.device.bootstrap.BootstrapClient;

public class BootstrapSample {

public static void main(String[] args) {

String deviceld = "60136b0682401c03e@blccf5_aaa_device2";
String secret = "73ce5656f5d4a9919532";
String bootstrapUri = "ss1://100.95.158.64:8883";

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, secret);

DefaultBootstrapActionListener defaultBootstrapActionListener = new DefaultBootstrapActionListener(deviceld,
secret, bootstrapClient);

bootstrapClient.bootstrap(defaultBootstrapActionListener);

Z{TDEMORER, BEIMTHT, AFRKERMAL, FEERKEIRE RN AL
g%}n)\i’mm MREFEITEEE, EYNARESEATARILERRSE, HEHR

2021-01-29 14:46:47 INFO BootstrapClient:So - create BootstrapClient: 68136b0682401c03eablects_ana_device2
2021-01-29 14:46:48 INFO MgttConnection:167 - try to o ssl://100.95.158.64:8883

2021-01-29 14:46:48 INFO MgttC : - s1://100.95.158.64:8883

2021-01-29 14:46:48 INFO MqttC d. address :ss1://100.95.158.64:8883

2021-01-29 14:46:48 INFO MqttConnection:240 - publi ge topic = Soc/devices/60136b0682401cB3e0bl1ccfS_ana_device2/sys/bootstrap/up, msg =
2021-01-29 14:46:48 INFO ices/so1 s_aaa_device2/sys/bootstrap/down
2021-81-29 14:45:49 INFO Defaultl

2021-01-29 14:46:49 INFO MgttCor
2021-91-29 14:46:49 INFO Bootst:
2021-01-29 14:46:49 INFO DefaultBootstrapActionlistener:30 - bootstrap success:100.95.174.162:1883

5_aaa_device2/sys/bootstrap/down, msg = {“address":"109.95.174,182:1883", "initConfig":null} ‘
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public class DefaultBootstrapActionlistener implements ActionListener {

private static final Logger log = LogManager.getlogger(DefaultBootstrapActionlistener. class);

private String deviceld;

private string secret;

private BootstrapClient bootstrapClient;

public DefaultBootstrapActionListener(String deviceld, String secret, BootstrapClient bootstrapClient) {
this.deviceld = deviceld;
this.secret = secret;

this.bootstrapclient = bootstraptlient;

}

@0verride
public void onSuccess(Object context) {
String address = (String) context;

log.info( = "bootstrap success:® + address);

bootstrapClient.close();
IoTDevice device = new IoTDevice( serverUri: "ssl://" + address, deviceld, secret);
if (device.init() != @) {

return;

}

device.getClient().reportDeviceMessage(new DeviceMessage(“hello"), listensr: null);

¥

@override

public void onFailure(Object context, Throwable var2) {
Llog.error( s "bootstrap WFH failed: {}", var2.getMessage());
}

}
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gz

BRI TIE, RERE

dpFunctionDemo | src © main

eckPara(Func

esult(ErrorEnum.

1t(ErrorEnum.

KEREEEENT:
package com.huawei.demo;

import com.huawei.demo.common.logger.DefaultLogger;
import com.huawei.demo.model.AccessPointPara;

import com.huawei.demo.model.FunctionGraphPara;
import com.huawei.demo.model.TdpFuncResult;

import com.huawei.services.runtime.Context;

import java.util.Optional;

*k

* CHLZIMSRE .
* WARNING: {@link #apiHandle(FunctionGraphPara, Context)} iZ /5 ENRIEFEREN, BNRETEfk
RiZEEEO! |
* <pre>
* {@code
*  @Override
*  public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
* return super.apiHandle(para, context);
* )
*}
* </pre>
public abstract class TdpFunction {
protected static final DefaultLogger LOGGER = new DefaultLogger(TdpFunction.class);

public TdpFuncResult apiHandle(FunctionGraphPara para, Context context) {
/] SREREE
DefaultLogger.init(Optional.ofNullable(context)
.map(Context::getLogger)
.orElse(null));

[/ RIS
TdpFuncResult result = checkPara(para, context);
if (result != null) {
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return result;

}
] REEANR

AccessPointPara accessPointPara = determineAccessPoint(para);

/] RIURE

result = provisionDevice(para, accessPointPara);

LOGGER.info("result:{}", result);
return result;

}

Kk
*REANS
*/

protected abstract TdpFuncResult checkPara(FunctionGraphPara para, Context context);

* NEIRRIEARPIEESEEAR
i

protected abstract AccessPointPara determineAccessPoint(FunctionGraphPara para);

* BRRERMIRBIEO RIS S
*/

protected abstract TdpFuncResult provisionDevice(FunctionGraphPara para, AccessPointPara
accessPointPara);

}
$IR2 TERE, HERE,
MAMEREEE=T5)are), PP TIREIEA— 1 EEAYarE, WMTEFR.

o e L

TdpFunctionDemo » target
=55 fERTERE =5 F

archive-tmp

classes
generated-sources
lib

maven-archiver

o I e T s R e T o
LU T (R ST AN T )

maven-status
| £ function-demo-0.1.9-RELEASE jar

[T S T % T S T O T L R )

NTiEMRE=F)arE, WFREIRar8 A% =5lar84I8/— 1 zip8, T
ElFf7 o
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= FunctionDemo-0.1.9-RELEASE.zip - 2345]

MIARE, [BESER —

* 9 A *+ o 23USIHE
= TE#s

AT BfEE
&« - = E FunctionDema-0.1.9-RELEASE.zip v | L EEENEseREN) Q R
pral = ®x o+ ER
cid A LLEERR)
» idea |£|annotations-13.0jar 17.1
assembly |£| converter-jackson-2.9.0jar 3.c
lib | £ function-demo-0.1.9-RELEASE jar 56.2
* Ly sre [£]gson-2.6.2jar 2247
h targetl |£jackson-annotations-2.10.0,jar 66.3
alrchlve-tmp |£jackson-core-2.10.0,jar 3404
’ classes 4 |£|jackson-databind-2.10.0 jar 1.3
> ted-si
fmes [&]kotlin-stdlib-1.3.50ar 1.2
i
hi | £ kotlin-stdlib-commen-1.3.50 jar 166.¢
maven-archi
> maven-statu: L& okhttp-4.2.2 jar 693.2
|£|okio-2.2.2 jar 17

| £ retrofit-2.9.0 jar 122.4
|£|validation-api-2.0.1.Final jar 90.C

=H: 7Ip, EEEF: 451 MB, FEZEtk: 100.00% it 13 32 (4.51 MB, 4,734,965 F75)

Ez\tgiﬁllﬁiﬁﬂﬁ%ﬁ%ﬂé, BIEEERE .. RETAOLUER].EER].ITHRER]
aT ,\zb_;o

CIERHE < s==zm=

SnicE

* ESTR functionDemo-20210413

functionDemo-202104
13

FEEREFAET

TaaFs, B Javas

com.huawei.demo.Tdp
* FRERFR @ default v Functionlmpl.apiHand]

B

i

ES=RA
SHER @ TEREHAEE v C o=t AEET RIS RS }i = % qi %
- tIERE, GANREAENE.
b THRTEEE
RTINS S

EHEL
THRNREEEERS TS

el g HE
ETAES Java 8 M

EFlavaB T EiER

* BREAT AN com.huawei.dema.TdpFunctionlmpl.apiHandle

fEla[aS] ES]. hTRES], T8l

B EEA _EZIPSTE LEIARE MOBS it

FunctionDemo-0.1.9-RELEASE zip RS

R EUNRE10M, MIEEIT10M, EiET0BS HE,

$I]3 ERENHAEH, BilRE.
SIEHEENHNEY, AR, WTEMRR.
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7 > default > functionDemo-20210413: LATEST | URN =EEm MR LATEST ~ BE v WEENEEE i 3

RE ®E  MRE 1§§IZSZ1¢,¥JﬁI wE
e I

i

MRE oM@

(T1U2gYIKoZThveNAQCCOTTUYZCCF™
estno126Reg”,
"abcdeabcdeabcdetestndl26Reg”,

-

AL [=pa-d
ERBEABIZHESE .
B HA R RE, HEFHIIERECAILER,
AT _HEFIIBEBSIMES .
6-7 iEHFIFE

BEEA A

S HAN KRB RE, RINBENRE
SMETRIN B E X ERBRSE G2 LRI B E X RRESEH1 .

6-8 ININEE M R
BB BREBCER ©

EBED L]

S EIESESETOETIRS. RERR AR AR

R i
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/home
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/cert-list
https://support.huaweicloud.com/usermanual-iotps/iot_01_0002.html
https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/strategy
https://support.huaweicloud.com/usermanual-iotps/iot_01_0006.html
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£E;3 HA BT RE, RPEALMA MRS, #TEMRSE.
MEEMNRE, SIRE -

6-9 JEHHRE

= W g

- S
=3 ¥ [y e

warr

warr

Jarr

< | e S

EEEAHER

hul- e g

EBRE 5

R

REMABIRIE
FB1 BEEIEESH.
IEBIAMERENEFERMQTT.ENZEEAKIES WMQTT X509EHIAEEN A

MQTT Broker Profile Settings
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Broker AddressiEEiR R R HURZMIZ ML, Broker PortiEEiZ &2 & IS ZMIEN
i, Client ID¥ZFIN ( [®&FID]_0_0_[10{HERRTIE]] ) HE, BERMNSHIMQTT
CONNECTEREEN

SSL/TLS

HATFRSEREBIAESR, “Enable SSL/TLS” @ikFFiE, %&iFSelf signed
certificates, CA FilelEERlTERIRBABUKEZMWIZANSSL/TLSEEIERBAICAIEBEE
12, Client Certificate FileFClient Key FilelEE{ERE HEFHIRIE THICAIFBE L
IRFBIEPBFIMZFIEPFABIRER . IMEBAPEMIER, iB54Qi% “PEM Formatted” .

B REBSSNTE:

L

File Extras Help

B Edit Connection Profiles [m] x

ertAuth_funcStrategy - ¥ [ connect |

Profile Name rtAuth_funcStrategy

Profile Type  MQTT Broker v A 3

MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4 myhuaweicloud.com
Broker Port | 3883

ClientID | eB9bbcc7 3 35c6afc01835 _test2021C Generate

General User Credentials JLLIFAIES Proxy LWT

Enable SSL/TLS v/ Protocol = TLSv1.2

CA signed server certificate
CA certificate file
CA certificate keystore

Self signed certificates
To CAFile  C:\Users\Administrator\Documents\plt_gw_ca_20200321 .crt

Client Certificate File = C:\Users\Administrator\Documen

Client Key File | C:\Users\Administrator\Dacumen
Client Key Password
PEM Formatted

Self signed certificates in keystores

“User Credentials” B9 “User Name” FERIEBIZEID, BEAEESNTE:
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B Edit Connection Frofiles [m] X
Profile Nar rtAuth_funcStrategy
Profile Type  MQTT Braker - A B

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8383

; 185_test2021¢ Generate

ClientID | e89bl

General BUESEEEGENEEN SSL/TLS  Proxy LWT

User Name: | ea9bbc $435c6afc

Password

SR EEEN,

EESHEESTRE, BE “Connnect” . EALAERBENERE, RFIREEHKN
ERERBIFA.

@ MQTTf - 171 - X
B oo e
b )
pubiish [ETY Scripts  Broker Status  Log
«—=D

Topics Collector (0) sen

T3 1TREIEKE | SEE Topic,

SEGFIEWE | SERIEERTIEKE | SittlitA9Topic, B “Subscribe” 1T5di%
Topic, Ei1TIETopicESIE FHIETETopicdRAHFEZ Topic, MITHEIN,.

@ MQTTHc- 171 - X
Fie e Help
[ Disconect ')
publish [0 Scripts BrokerStatus Log
Soc/deices ST 044 ATA0TIICEAICOLSS test2C «<=» -

| o

| [

Topics Collector (0) San
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3ESERIGI

A

S

S
\
ﬁlu\o

SRIEFIRKRG IS HRIESKIXERG|ISHEMTopic, BE “Publish” [EixTopici

@ marTac- 17

- a X
Fle Exas Help
B Discornect a0
MY subscribe  Scripts  BrokerStatus  Log
Soc/devices/ea9bbec70seas tadosssscsarcorss testz - (AN I o5t 052 Retsned
S . / S . = J ML AZ M5z
’ Topic'l 7 ERIEAR A
EE1T Y Topic, RREITHETopic T, HKE RENZEN o
@ MQTTH - 171 - ) X
Fle Exas Help
B sicomect a0
pubtish [T Scripts BrokerStatus  Log
Soc/devices/e85bbecT10484041200R4THHCOS3 tes2C - -z
a 1
Omovesges e (EEEED so
_test2021041
1
15082021 Qo
| Topics Collector (0) Saan

HENREIRSSEHE, BIEEERNRMNAT, JEHAEENRBARIRED
o, ZERER AR A B IERERAT o

TR 2> default > functionDemo-20210413: LATEST | URN Ean B LATEST + cventiotdpte < | ME

®E WmE  RAE SEXURs  agEE B8 SeEE
= i PN ESERSTEREA. TRUDECSREST =S

LATEST v | BiESHE

NEhREERIEHIE

JEi AN

WEE U——J—lxiﬁeéﬂﬁkmlai °
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REUCF

=5

Elt, BEMNTMR T, ERREABFIRSRSBEBMEIREESBEX K
AR AR ERNENEERNRF AL,

R

6.3 HE=XpIFEREEL

=R
AN EIMTBISRERBEEZLAFHNFEIRELRERS T =LA,
AL THZLS, TELFEITERFIEERIEMWAEZRN, BPRALUMERIRSE

BIRMFIFAMIPEEAMIBEANTE S . AFBINRFEEME, KRZEEMEETE
5, =reWRE ERIEIR, LHFBNBSELARIREIENIOTDALLINE.

ERFESTBHZELA, REWAERZLH BT, ERAFBILREETHEES
A E, AILREEREERSEIBFBWINETZSLA(EIMR) PEE., BERER
W, AILMRG EMEHE =S PRI BRI ET =LA .
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BIFSR
£E1 RABFELHBEHZRSEEN  BITREFENRS, 2E “ZEER” H#A
CRFEANESST , BY REENT #AR REAMRS T WE, BE Y
FHE” MRS EHITIEN
$H2 FBEZXA, SERBENLHTFESHE.
SI|3 IRFEWSHITELRE, MRRFEKX, BEFEBRRETEEL .
$RA HENRFRN RBHERS” RE, REA LA CIRBRSEST .

6-12 CIEERIZ(ES

BN BRBIREY

HEBEE

SRS FEEHNERE “RIFTEARAEL " , BrEIRERINERTEE, B ‘AL
27 Be, REANSEMENNERZ=E~Mm. IERREHERLIE.

6-13 EUEZ ML region IR R BEATRZES

REEN WERE | RS
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Dstaultapy
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IRERMEBIHERN @ FRNIREHIERLZEE, BEXEIREREFRE—E

6-15 BIRRELHZAIES region IRIETEIRE id iTRBIES

BREA PR p——

SRR

$|]9 BE “E5ID” FE “FB , FLUERINICIZIESHFARS, FEALUER
‘BRIERT MRSIREHTITIREDRE.

6-16 IRFIBESZFIBENSHER

Emm

[MARY:E

HESAESEES “BERERL B, WEESTHERSREHRTE—NA. B—FFm.
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6-17 IRBTIBAESZFIBIT
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R

6.4 IR BEMZEIRNTH

=R

FEREFEAISZLER, IERRENEREE (FUNREID. £UER ) i
A¥EaE, REFEERRINEMERIRE DIENESERANIERKNES . SAFE
AR ERENESE, IMTREBSIEEMRKEEELAXE,

—MLERE, ERtEIMERERENEREANABNEMHRERIAPI, LISt
WEEMEE ., WHEEBHESFIHEEERENAROIEFER, BEREH
ISR BMFIE P MRS, =P NANXIREIDRRIHITIL, MBS
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NS

RNEFIRFRMBGEMABINGE, ERIERRE, BRREFINIRERIMEENEE
NYIEXMF S o

*6-1 HEMLL

REE | ETREM REEA iR elRER
YRS A
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. BETIZEE. A
. MRBIEBE—
ARG,
o REFLLEE
PR,

BAKRIZ
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6-19 AFLRIFERIE

R
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[ 1. BHECAIES
2.1 LECAIES

2.2 SREGIEB AR

AHECAES 123 HIEEES

2.4 FIEWARFS, SERAFBIHE

AECAIES

3.1 BUFRIF R

IHECAIES

3.2 QEEEARE, KB HIABINIFAICAIES

WER

CUERIFH5REE

33 %MRaETS
. 3.4 ERBEID (ERETAEM)
ol !
IR 418E S, BEEEER
B 4.2 iTifgiEKs | SiE topic
43 BTERIISHE
ERENED 151 i sEs

5.2 {52 SR MBE IR E RN

5.3 IBENR RN\ SEGR Stk

6. SIgEBRALBIHTISZE

HIE CAIEP
AZLAWindowsIRE S, 1748183 Openss| T EIVECAIEBFIEGIRFBRIA X

A EE

AT “4pa2axt (rootCAkey ) ” &1 “4RKCAIEE (rootCAcrt) ” JiR{EiSiEHhE
E(FERRNNEN .

BHLR:
ST ENREEEPIHENXE, THIFHTREOpPenSSLTE, ZECHEEENETE.
H£I®2 7E Di\certificates LT, UBSERBMHIETcmdiS{TED.
$IE3 AT (rootCAkey ) :

AR

&py “BAXS” RRARBEBELER IEBERBERMG . ‘CAIER” , “‘BIBEBR” UK
“REIER” HEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048

TR (EREANERIERERIBERG:

(AR
ERIEBERIERHT, ERIESIEPE—MRER ( Distinguished Name, DN ) 58, £
BRI N R2FR o
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% 6-2 SHIHA

EF 7N SHBMR EEHG

Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) []:

Locality Name (eg, city) | ShenZhen

[1:

Organization Name (eg, | BN (KA TR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:

Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:

Email Address []: HRFEHELE /

A challenge password []: | IEBZRS, MERFRKER |/
15, AILAEEDE

An optional company IEANBEBIR, WERNE |/
name []: &, AL EELE

openssl req -new -key rootCA.key -out rootCA.csr

U5 LRECAIED (rootCA.crt) :

openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

(REELY:
“-days” [ERISHUEIERE TIZIEBHNERE, HAEREIJ950000K, ErIRIELFRSiH=
EBHITEAZE,
.
& CAEH
BRI

B BERRERIENGS .

$IR2 %E&‘%EB&Z?’E%‘JE‘, EMSHMEREH, &F BB , BHEALHR0 “ EECAILE
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£ “ LECAIER” mE, B “ERERT , SE HNNKE” , EELEET “SIECA
R SWAEMAY “CAIES (rootCAcrtXf) ” , B “HBE” -

6-21 H{& CAIERIFIBR

BEREN iEB7E ©
10TDAS! «
REEEIR) ~ LFSCALES LIECAIER
B3  CAEBER
5 bz o iEH&H RS HERE
T e T—— mmm
E=2d BB * CAES @ SEA NSRRI ( wms ) B 246107128 112
£
(mz ) B 2161101112 193
aE (= )
i< (] v EBE B
0sERE o
v )
<
-
=A
(1 588

EERCAIEBIERER “RIGE” , FETH “KIECAIER” 372, HAIERERIZCAIL
.

K 6-3 IFPBIREEK

CAIE | BB

Ik

B2 | eEEFER.

UuE

K | AAIERFER, F0IEEYE, HAEEER.
Uk

B | CAIERETH, FEH, EFRZINFEERACALEBRIERINANKEIE
HA B

BI¥S | CAIEFR30KRANENSITHA, FRATEH .

IR
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BEE CAIEP
MFELENCAIEY, FEEKRAFR “‘WIECAER” I8, LARIERFREIZCA
IEBRIE & EE
BRELER
] BRRFREIEHE
SR EREBRMEFG, ZNSHESS, &R IR , 2FE PR £ERE
=Ry “IRIRER”
B 6-22 L& CAIEPTAR
TE3 T LERIBERRE, BF “ERIIESE” , BE “SHER" S5t CAIEBAIEYL
BUIERS .
6-23 SHIGIERS
;3 | m— |:|7 - )
(1) #eA
CAIEBIIFRSBERHIA—X, 1E&AHERIGIES AR BH TR IGIE .
SGIFRBRIE R A ERYLE, BDXF—NCAIES, BIfSILLRIRIIGIERSRITZHR, ISR mnia
IERSEHE .
L4 (EAOpenSSLT B AIEIER 4R
openssl genrsa -out verificationCert.key 2048
L5 AR ERIEREZIERIFCSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
(1] 588
CSR3Z{4A9Common Name (e.g. server FQDN or YOUR name) EEIEE IHISIIFFT
16 (ERCAIER. CAIEBFATHA E—L B RAICSRIABIZIIEIES

(verificationCert.crt) o

openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 36500 -sha256
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